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Section 1 - Product Overview

Package Contents

DIR-820L Wireless AC1000 Dual Band Cloud Router

Ethernet Cable

Power Adapter

Wi-Fi Configuration Card

If any of the above items are missing, please contact your reseller.

Note: Using a power supply with a different voltage rating than the one included with the DIR-820L will cause damage and void the warranty
for this product.
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Section 1 - Product Overview

System Requirements

« An Ethernet-based Cable or DSL modem
« |[EEE 802.11ac, 802.11a,802.11n or 802.11g wireless clients
« 10/100 Ethernet

Computer with the following:
+ Windows®, Macintosh, or Linux-based operating system
+ An installed Ethernet adapter

Browser Requirements:
« Internet Explorer 7 or higher
« Firefox 3.5 or higher
- Safari 4 or higher
« Chrome 8 or higher

Windows® Users: Make sure you have the latest version of Java
installed. Visit www.java.com to download the latest version.

« iPhone/iPad/iPod Touch (iOS 3.0 or higher)
« Android device (1.6 or higher)
« Computer with th following browser requirements:
« Internet Explorer 7 or higher
« Firefox 3 or higher
- Safari 5 or higher
« Chrome 5 or higher

iPhone, iPad, and iPod touch are registered trademarks of Apple Inc. Android is a trademark of Google, Inc.

D-Link DIR-820L User Manual



Section 1 - Product Overview

Introduction

Now you can monitor and manage your home network right from your laptop, iPhone®, iPad®, or Android™ device. This cloud-
enabled router can be configured to send an email to keep you informed anywhere, anytime when new devices are connecting
to your network or unwanted access is detected. Monitor in real time websites that are being visited with recent browser history
displayed on the mydlink™ Lite app — which is great for parents. The D-Link Cloud Service can detect and block unwelcome
guests who try to access your wireless network, and suspicious activities will be displayed right on your mydlink™ Lite app or
browser.

The D-Link DIR-820L is an IEEE 802.11ac compliant device that delivers speeds up to three times faster than 802.11n while
staying backward compatible with 802.11a/g/b devices. Connect the DIR-820L to a Cable or DSL modem and provide high-
speed Internet access to multiple computers, game consoles, and media players. Create a secure wireless network to share
photos, files, music, videos, printers, and network storage. Powered by 802.11ac technology and equipped with four internal
antennas, this router provides superior wireless coverage for larger homes and offices, or for users running bandwidth-intensive
applications. The DIR-820L also includes a 4-port 10/100 Fast Ethernet switch that connects wired devices to enjoy lag-free
Internet gaming and faster file transfers.

D-Link has created SharePort™ technology to bring more flexibility to your network. With SharePort™ technology, you can
connect a USB printer and share it throughout your network. You can also share a USB storage device, providing network
storage for everyone to share.

With some routers, all wired and wireless traffic, including VolP, Video Streaming, Online Gaming, and Web browsing are mixed
together into a single data stream. By handling data this way, bandwidth intensive applications like video streaming could
pause or delay. With D-Link Intelligent QoS Technology, wired and wireless traffic are analyzed and separated into multiple
data streams.

The DIR-820L supports the latest wireless security features to help prevent unauthorized access, be it over a wireless network
or the Internet. Support for WPA™ and WPA2™ standards ensures that you will be able to use the best possible encryption
regardless of your client devices. In addition, this router utilizes Dual Active Firewalls (SPland NAT) to prevent potential attacks
from across the Internet making it the ideal centerpiece for your wireless network in the home or office.

D-Link DIR-820L User Manual 3



Section 1 - Product Overview

Features

« Ultimate Fast Wireless Networking - The DIR-820L provides a wireless connection of up to 300Mbps in the
2.4GHz band, and 900Mbps in the 5GHz band with other 802.11ac and 802.11n wireless clients. This capability
allows users to simulatneously engage in video streaming, online gaming, and real-time calling. The performance
of this 802.11ac wireless router gives you the freedom of wireless networking at speeds three times faster than
802.11n.

« Compatible with 802.11a/g/n Devices - The DIR-820L is still fully compatible with the IEEE 802.11a/g/n
standards, so it can connect with existing 802.11a, 802.11g, and 802.11n PCl, USB, and Cardbus adapters.

« Advanced Firewall Features - The Web-based user interface displays a number of advanced network
management features including:

- Content Filtering - Easily-applied content filtering based on MAC Address, URL, and/or Domain
Name.

- Filter Scheduling - These filters can be scheduled to be active on certain days or for a duration of
hours or minutes.

« Secure Multiple/Concurrent Sessions - The DIR-820L can pass through VPN sessions. It supports
multiple and concurrent IPSec and PPTP sessions, so users behind the DIR-820L can securely access
corporate networks.

« User-friendly Setup Wizard - Through its easy-to-use web-based user interface, the DIR-820L lets you control
whatinformation is accessible to those on the wireless network, whether from the Internet or from your company’s
server. Configure your router to your specific settings within minutes.

* Maximum wireless signal rate derived from IEEE Standard 802.11a, 802.11g, 802.11n and 802.11ac specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental
conditions will adversely affect wireless signal range.
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Section 1 - Product Overview

Hardware Overview
Connections

USB Port Connect a USB flash drive to share content throughout your network.

WPS Button Press to start the Wi-Fi Protected Setup process. The Internet LED will start to blink.

LAN Ports (1-4) |Connect Fast Ethernet devices such as computers, switches, storage (NAS) devices, and game consoles.

Internet Port Using an Ethernet cable, connect your broadband modem to this port.

Power Button  |Press the power button to power on and off.

QA B A WN =

Power Receptor |Receptor for the supplied power adapter.

D-Link DIR-820L User Manual



Section 1 - Product Overview

Hardware Overview
LEDs

1 Power LED A solid green light indicates a proper connection to the power supply. The light will blink green during the
WPS process. The light will blink orange during boot up.
A solid green light indicates a connection to the Internet. If the LED is orange, a cable is connected but the
2 Internet LED . .
router can not communicate with the Internet.
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Section 2 - Installation

Installation

This section will walk you through the installation process. Placement of the router is very important. Do not place the router
in an enclosed area such as a closet, cabinet, or in the attic or garage.

Before you Begin

« Please configure the router with the computer that was last connected directly to your modem.

« You can only use the Ethernet port on your modem. If you were using the USB connection before using the router,
then you must turn off your modem, disconnect the USB cable and connect an Ethernet cable to the Internet port
on the router, and then turn the modem back on. In some cases, you may need to call your ISP to change connection
types (USB to Ethernet).

- Ifyou have DSL and are connecting via PPPoE, make sure you disable or uninstall any PPPoE software such as WinPoet,
Broadjump, or Enternet 300 from your computer or you will not be able to connect to the Internet.

D-Link DIR-820L User Manual 7



Section 2 - Installation

Wireless Installation Considerations

This D-Link wireless router lets you access your network using a wireless connection from virtually anywhere within the
operating range of your wireless network. Keep in mind, however, that the number, thickness, and location of walls, ceilings,
or other objects that the wireless signals must pass through, may limit the range. Typical ranges vary depending on the types
of materials and background RF (radio frequency) noise in your home or business. The key to maximizing wireless range is to
follow these basic guidelines:

1. Keep the number of walls and ceilings between the D-Link router and other network devices to a minimum -
each wall or ceiling can reduce your adapter’s range from 1-30 meters (3-90 feet). Position your devices so that
the number of walls or ceilings is minimized.

2. Be aware of the direct line between network devices. A wall that is 0.5 meters at a 45-degree angle appears to
be almost 1 meter thick. At a 2-degree angle it looks over 14 meters thick! Position devices so that the signal
will travel straight through a wall or ceiling (instead of at an angle) for better reception.

3. Building materials make a difference. A solid metal door or aluminum studs may have a negative effect on range.
Try to position access points, wireless routers, and computers so that the signal passes through drywall or open
doorways. Materials and objects such as glass, steel, metal, walls with insulation, water (fish tanks), mirrors, file
cabinets, brick, and concrete will degrade your wireless signal.

4. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that generate RF
noise.

5. If you are using 2.4 GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and home security
systems), your wireless connection may degrade dramatically or drop completely. Make sure your 2.4 GHz phone
base is as far away from your wireless devices as possible. The base transmits a signal even if the phone in not
in use.

D-Link DIR-820L User Manual 8



Section 2 - Installation

Hardware Setup

1. Turn off and unplug your cable or DSL broadband modem. This is required.

Modem @

o

V\\@_ ’@

2. Position your router close to your modem and a computer. Place the router in an open area of your intended
work area for better wireless coverage.

3. Unplug the Ethernet cable from your modem (or existing router if upgrading) that is connected to your computer.
Plug it into the LAN port labeled 1 on the back of your router. The router is now connected to your computer.

i

— .

| —

| —

| —|

— DIR-820L

Computer
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Section 2 - Installation

4. Plug one end of the included blue Ethernet cable that came with your router into the yellow port labeled
INTERNET on the back of the router. Plug the other end of this cable into the Ethernet port on your modem.

Computer

0 ...

———
———
———

==

5. Reconnect the power adapter to your cable or DSL broadband modem and wait for two minutes.

6. Connect the supplied power adapter into the power port on the back of the router and then plugitinto a power
outlet or surge protector. Press the power button and verify that the power LED is lit. Allow 1 minute for the

router to boot up.

Computer

iE- @ DIR-820L

Modem

=

7. If you are connecting to a Broadband service that uses a dynamic connection (not PPPoE), you may be online
already. Try opening a web browser and enter a web site. A solid green light indicates connection on the Internet
port and the router can connect to the Internet. If the LED is orange, the connection is good but the router cannot

connect to the Internet. It may need to be configured. See next page.

D-Link DIR-820L User Manual
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Section 3 - Configuration

Configuration

There are several different ways you can configure your router to connect to the Internet and connect to your clients:

« D-Link Setup Wizard - This wizard will launch when you log into the router for the first time. Refer to "Quick Setup Wizard”
on page 12.

« QRS Mobile App - Use your iOS or Android device to configure your router. Refer to “QRS Mobile App” on page 19.

- Manual Setup - Log into the router and manually configure your router (advanced users only). Refer to “Internet” on
page 25.

D-Link DIR-820L User Manual 11



Section 3 - Configuration

Quick Setup Wizard

If this is your first time installing the router, open your web
browser. You will automatically be directed to the Wizard Setup 2] D-Link - Hame & Home Office
Screen. If not, enter“http://dlinkrouter.local.” then press Enter. cC N Ql

If you have already configured your settings and you would like
to access the configuration utility, please refer to “Web-based
Configuration Utility” on page 24.

If this is your first time logging into the router, this wizard will

Sta rt a Utomatlca I Iy- This wizard will guide you through a step-by-step process to configure your new D-Link router and
connect to the Internet.

Step 1t Configure your Intermnet Connection
Step 2: Configure your Wi-Fi Security

Step 3: Set your Password

Step 4: Select your Time Zone

Step 5 Confirrn WI-FI settings

Step 6: mydlink registration

This wizard is designed to guide you through a step-by-step
process to configure your new D-Link router and connect to the
Internet.

Mext | Cancel |

Click Next to continue.

STEP 1: CONFIGURE YOUR INTERNET CONNECTION

Please wait while your router detects your internet connection type. Router is detecting your Internet connection type, pledse wait ..

If the router detects your Internet connection, you may need to enter i
your ISP information such as username and password.

Prev | Tiext | Cancel

D-Link DIR-820L User Manual 12



Section 3 - Configuration

If the router does not detect a valid Ethernet connection from the
Internet port, this screen will appear. Connect your broadband modem
to the Internet port and then click Try Again.

If the router detects an Ethernet connection but does not detect the type
of Internet connection you have, this screen will appear. Click Guide me
through the Internet Connection Settings to display a list of connection
types to choose from.

Select your Internet connection type and click Next to continue.

STEP L: CONFIGURE YOUR INTERHET CONHECTEON

Please phog one end of Lhe incleded Dihermel cable that came with your rouber inbo Uhe port labsebed
INTERMET on Uhe back of the router, Plog the other end of this cable into the Ethernet port on your
e,

D-Lirk Wi-Fi Rowber

Cangel| | Praw Conmect

STEP 1: CONFIGURE YOUR INTERNET CONNECTION

Routers is unable to detect your Internet connection type.

Cancel Try again Guide me through the Internet connection settings

STEP 1: CONFIGURE YOUR INTERNET CONNECTION

Please select your Internet connection type below:

* DHCP Connection (Dynamic IP Address)
Choose this if your Internet connection automatically provides you with an 1P Address, Most Cable Modems
use this type of connection.

" Username / Password Connection (PPPoE)
Choose this option if your Internet connection reguires a username and password to get online. Most DSL
moderns use this connection type of connection.

" Username / Password Connection (PPTP)

PRTP dient.

 Username / Password Connection (L2TP)

L2TP client.

' Static IP Address Connection

Choose this option if your Internet Setup Provider provided you with IP Address information that has to be
rmanualy configured.

Prev | Mesct: | Cancel

D-Link DIR-820L User Manual
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Section 3 - Configuration

If the router detected or you selected PPPOE, enter your PPPoE username
and password and click Next to continue.

Note: Make sure to remove your PPPoE software from your computer. The
softwatre is no longer needed and will not work through a router.

If the router detected or you selected PPTP, enter your PPTP username,
password, and other information supplied by your ISP. Click Next to
continue.

If the router detected or you selected L2TP, enter your L2TP username,
password, and other information supplied by your ISP. Click Next to
continue.

SET USERNAME AND PASSWORD CONNECTION (PPPOE)

To set up this connection you will need to have a Username and Password from your Internet
Service Provider. If you do not have this information, please contact your ISP.

User Name :
Password :

Prev Mext Cancel

SET USERNAME AND PASSWORD CONNECTION (PPTP)

To set up this connection you will need to have a Username and Password from your Internet
Service Provider. You also need PPTP IP adress. If you do not have this information, please contact
your ISP,

Address Mode : & Dynamic 1P ¢ Static IP

PPTPIP Address : [To.0.0

PPTP Subnet Mask : [ooo0

PPTP Gateway IP Address : IF

PPTP Server IP Address. l—
{may be same as gateway) :

User Name: [

Password : l—

Verify Password : l—

DNS SETTINGS
Primary DNS Address :
Secondary DNS Address :

Prey Mext | Cancel

SET USERNAME AND PASSWORD CONNECTION (L2TP)

To set up this connection you will need to have a Username and Password from your Internet
Setvice Provider. You also need L2TP IP adress. If you do not have this information, please contact
your ISP,

Address Mode @ % Dynamic P Static IP

L2TP IP Address : |0.0.0.0

L2TP Subnet Mask : |0.0.0.0
L2TP Gateway IP Address : W
L2TP Server [P Address l—
{may be same as gateway) :
User Name : l—
Password : l—
Verify Password : l—

DNS SETTINGS
Primary DNS Address :
Secondary DNS Address :

Pres Mezxt | Cancel

D-Link DIR-820L User Manual
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Section 3 - Configuration

If the router detected or you selected Static, enter the IP and DNS
settings supplied by your ISP. Click Next to continue.

For both the 2.4 GHz and 5 GHz segments, create a Wi-Fi network name
(SSID) using up to 32 characters.

Create a Wi-Fi password (between 8-63 characters). Your wireless clients
will need to have this passphrase entered to be able to connect to your
wireless network.

Click Next to continue.

In order to secure your router, please enter a new password. Check the
Enable Graphical Authentication box to enable CAPTCHA authentication
for added security. Click Next to continue.

SET STATIC IP ADDRESS CONNECTION

To set up this connection you will need to have a complete list of IP information provided by your
Internet Service Provider. If you have a Static IP connection and do not have this information,
please contact your 15P.

IP Address : |0.0.0.0

Subnet Mask : |0.0.0.0

Gateway Address : |0.0.0.0

DNS SETTINGS
Primary DNS Address :
Secondary DNS Address @

Prav | Mext | Cancel

STEP 2: CONFIGURE YOUR WI-FI SECURITY

Give your Wi-Fi network a name and a
password. (2.4GHz Band)

Wi-Fi Network Name (55ID) :
|dhnk (Using up to 32 characters)

wi-Fi Password :
Imywiﬁpasswnrd (Between § and 63 characters)

Give your Wi-Fi network a name and a
password. (5GHz Band)

Wi-Fi Network Name (55ID) :

|dhnk_media {Using up to 32 characters)

Wi-Fi Password :

Jrwifipassward (Between 2 and 63 characters)
Fres | Mext | Cancel

STEP 3: SET YOUR PASSWORD

By default, your new D-Link Router does not have a password configured for administrator access
to the Web-based configuration pages. To secure your new networking device, please set and verify
a password below, and enabling CAPTCHA Graphical Authentication provides added security
protection to prevent unauthorized online users and hacker software from accessing your network
settings.

Password:
Yerify Password :

Enable Graphical
Authentication :

Pres | Next | Cancel

D-Link DIR-820L User Manual
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Section 3 - Configuration

Select your time zone from the drop-down menu and click Next to
continue.

The Setup Complete window will display your Wi-Fi settings. Click Save
and Connect to continue.

If you want to create a bookmark to the router, click OK. Click Cancel if
you do not want to create a bookmark.

If you clicked Yes, a window may appear (depending on what web
browser you are using) to create a bookmark.

STEP 4: SELECT YOUR TIME Z0ONE

Select the appropriate time zone for your location. This information is required to configure the
time-based options for the router.

| (EMT-0:00) Pacific Time (US/Canada), Tiuana =1

Pres | Mext | Cancel |

STEP 5: CONFIRM WI-FI SETTINGS

Below is a detailed summary of your Wi-Fi security settings. Please print this page out, or write
the information on a piece of paper, so you can configure the correct settings on your Wi-Fi
devices.

Wi-Fi Network Name (55ID) 2.4GHz Band:  dink
Wi-Fi Password @ mywifipassword
Wi-Fi Network Name (55ID) 5GHz Band: dlink_media

Wi-Fi Password @ mywifipassword

The Setup Wizard has completed. Click the save hutton to save your settings and reboot the
router.

Prey | Save | Cancel

Microsoft Internet Explorer x|

s
'@ Do you wank to baokmark "D-Link Rouker Web Management"

; Cancel |

Add Favorite 2 x|
i? Internet Explarer will add this page to your Favarites list.
[Customize... | Cancel |

Mame: ID-Link Router Web Management Create in »>

D-Link DIR-820L User Manual
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Section 3 - Configuration

To use the mydlink service (mydlink.com or the mydlink Lite app), you
must have an account. Select if you do have a mydlink account or if you
need to create one. Click Next to continue.

If you do not want to register at this time, click Cancel.

If you clicked Yes, enter your mydlink account name (email address) and
password. Click Login to register your router.

If you clicked No, fill out the requested information and click Sign Up
to create your mydlink account.

MYDLINK REGISTHATION

Tiw e the Featines of mopdlink.com and the nrydlink Lite app, you will nesd an account with
mycllinkc com 1F you already haws an account, seiect Yes, T have a negdlink account and oick Next to
regisber the router with prydink. com. I you do nol have an scoount, select Bo, [ want Lo register
and kogn with o new empdink socount and chck et Do oreate an acoount, I you do not wish o
shgn ug for the: nepdiink servicoe, please dick Cancel,

Do o hiree Arpdiek. socount?
vas, [ Bave 3 mydink afcount,

% Mg, ['wank o regster and login with & naw mydink account.

Pt Carcel

STEP 6: MYDLINK REGISTRATION

E-rnal Address (Account Marne): |myd\|nkaccount

Passward: [FAst*

Login | Prev | Cancel |

STEPF i MYDLINE REGISTRATION

Pl [ullill the apbiong to complebe the regatration.

Emal Addra (Account harme)
Paiwaed

Corrfrm Passercrd

Fre fiame

Last mame
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Section 3 - Configuration

The mydlink App will allow you to receive notices, browse network
users, and configure your router from an iPhone/iPad/iPod Touch /5’:\; _
(i0S 3.0 or higher), Android device (1.6 or higher). mydhnk

To download the "mydlink lite" app, visit the Apple Store, Android
Market or http://mydlink.com/Lite.

PCand Mac users can use the mydlink portal at http://mydlink.com. M)’dllnk
i

W e enged nefwory e 81w b beer
0o 1 et Pty g ] el w  burs geeeer

Mow Didinds. <

PP & DoOwmiokd
ol waae L e Pl Frsmare S
W Caad P
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Section 3 - Configuration

QRS Mobile App

D-Link offers an app for your iOS/Android device to install and configure your router.

Step 1
From your iPad, Touch, or iPhone, go to the iTunes Store and
search for‘D-Link’ Select QRS Mobile and then download it.

You may also scan this code to download.

Avallable on the \ ANDROID APP ON
App Store P» Google play

Step 2

Once your app is installed, you may now configure your router.
Connect to the router wirelessly by going to your wireless utility
on your device. Scan for the Wi-Fi name (SSID) as listed on the
supplied info card. Select and then enter your Wi-Fi password.

Step 3
Once you connect to the router, launch the QRS mobile app and
it will guide you through the installation of your router.

m——— S_— .- |
i —— 0y My e |
L = ] simEas
[=e==s] e
" — E——
—
5 !
o .
O
e i e
==
e
i
ik
e
[ % ]
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Section 3 - Configuration

SharePort Mobile App

The SharePort Mobile app will allow you to access files from a USB thumb drive that is plugged into your router. You must
enable file sharing from the Setup > Storage page (refer to page 68) for this app to work properly.

1. Insert your USB flash drive into DIR-820L.

2. Scan the QR code to download the SharePort Mobile app to
your iOS or Android device.

Available on the
D App Store

3. From your iOS mobile device, click Settings. E

Settings
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Section 3 - Configuration

4. Click Wi-Fi, select the Wi-Fi Network Name (SSID) that you

created in the setup and then enter your Wi-Fi password.

5. Once connected, click on the SharePort Mobile icon.

6. The following screen will appear.

7. Click on Settings icon located on the right top corner of the
screen. Click Edit to enter your User Name and Password.
Once you finish, click Done to continue.

RN T
et BbEE

e e
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Section 3 - Configuration

8. For the Movie section, click the movie icon to play your movie
from your USB flash drive. Supported video formats are mp4,
mov, and m4v.

9. For the Music section, click the music icon to play your music
from your USB flash drive. Supported audio formats are mp3,
wav, and m4a

10. For the Photo section, click the Photo icon to view your photos
from your USB flash drive. Supported image formats are bmp,

jpg, and png.

11. For the Files section, click on the Files icon to view your files
from your USB flash drive. Supported formats for iOS are
Microsoft Office and Adobe Acrobat. Supported formats for
Android vary by device.

‘_“"

K

]

ﬁ Becsuse | Love You.mpd
Viiz, Coral Roel Advenbars 720.mpd
[ > |

E The Script - The Mar Wia Can_i Be Moved.mpd

ﬁ t2_T20.mpd

ﬂ 101-bon_jowl_-_livin_on_a_prayer-yspmed

mh—m_ﬂ“.u_m.m

A4ME RDSRIITIEN

rJ 103-bon_jovl_-_ks_my_life-ysp.mpd
J-J To4-bam_jovi - mave s nics ap-ysposad

J-J 105-bon_ ol - wanied dead or_alve-yspompd

E S0TRINI0_ZI4852 1.APG
20T _OS008 1.JPG
ORI _OlaT 2P0

E 2TT11Z 215504 _1.0PG

m TR 134D 1.PG

ionamapped.jpg
wheaoosh jpg

E R 1. VR e
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Section 3 - Configuration

to the Folder section, select Upload from the menu, (Android
users may need to press a”“...” button to create the menu.) and
then select the “+” at the top-right corner. This will give you a B o0
direct view of your device’s files and folders. Browse for the file

you want to upload, and select it. Your file will then be copied

from your mobile device to your USB drive.

12.To upload a file from your mobile device to your USB drive, go D : e

In Folder you may also explore the various folders on the USB
drive without separating the content by type of file.

(listed below). This will save it as a Favorite and make the file
available to you even when not connected to the USB drive.
If a file is not added as a favorite, then it will not be saved to
your mobile device.

13.To permanently download a file to your mobile device, select
the “Star” icon next to it while browsing the categories ‘*

14.You can access files on a USB drive from a web browser:
http://shareport.local.

Log in ta the web fie access Server

Note: If you change your device/admin password, you will
need to use the new password in the SharePort Mobile app.
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Section 3 - Configuration

Web-based Configuration Utility

To access the configuration utility, open a web-browser such as Internet
Explorer and enter address of the router (http://dlinkrouter.local.).

2 D-Link - Microsoft Internet Explorer

J File Edit View Favarites Tools  Help

J@Eackv '\-)' @ @ {h|ﬁ5&arch

You may also connect by typing http://192.168.0.1 in the address bar.

—

Leave the password blank by default.

Login to the router :

User Name : ~dmin

Password : | [ Login |
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Section 3 - Configuration

Setup

Internet

Click Manual Internet Connection Setup to configure your
connection manually and continue to the next page.

STATUS

If you want to configure your router to connect to the Internet
using the wizard, click Internet Connection Setup Wizard.
You will be directed to the Quick Setup Wizard.

Thars ara bwd wiryd 10 sk up pour lilemet donsedtion: you cin via the Wab-bidad Inkemnet
Connection Setup Wiard, or you fan manualy configure the ConnCTion.

§ IHTLRALT CONNLCTION SLTUF WLLARD

¥ you veould e bo ubice cur easy bo use Web-bised Wiindi Do iast you N connectng your
naw [-Link Sygteens Routar 1o tha Inbeenet, chele on tha Buttom Balow,

| Insmereet Convuenon Sena wanwd |
Mote: Befare Bunching these vezands, please makod susé wou have followed 3 maps outined R
the Quek Infaliton Guds neuded n the package,
HANUAL INTERMET COMMECTION OFTIONS

¥ vou would e to configure the Intermset settngs of your e DLInk Systems Router
manualy, then cick on the button below.

SUFPORT
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Internet Connection Setup Wizard

When configuring the router for the first time, we recommend
that you click use the Internet Connection Setup Wizard, and
follow the instructions on the screen. This wizard is designed

If youw are configuring the device for the first time, we recommend that you click on the Internat
Connection Satup Wizard, and follow the instructions on the screen. 17 yvou wish to modify or
configure the device settings manually, diick the Manual Inkemet Cannection Sefup.

to assist user with a quick and easy method to configure the

Internet connectivity of this router.

Anytime during the Internet Connection Setup Wizard, the user
can click on the Cancel button to discard any changes made
and return to the main Internet page. Also the user can click
on the Prev button, to return to the previous window for re-
configuration.

Welcome:

This wizard will guide you through a step-by-step process to configure
your new D-Link router and connect to the Internet.

Click Next to continue.

Step 1: Set Your Password

By default, the D-Link Router does not have a password configured for
administrator access to the Web-based configuration pages. To secure
your new networking device, please enter and verify a password in the
spaces provided. The two passwords must match.

Click Next to continue.

INTERNE | CONNECTLON SETUF WILAARLD

I wouw wauld ke to wtiity our ezsy to use Web-based wWizard to 285150y In cannacting waur new
D-Link Systems Fowter to the Internat, diick on the butbon below.

Internet Connection Setup Wizard |

Mobe: Before lzunching the wizard, please make sure you have fallowed all steps sutined in the
Quick Installation Guide inchided in the package.

WELCOME TO THE D-LINK INTERNET CONNECTION SETUP WILARD

This wizard will guide vou through a step-by-step process to configure your new D-Link router and
connect to the Internet

» Step 10 Sef your Password

= 5tep 20 Select vour Time Zone

» Step 30 Configure your Internet Connecthian
= SUER 4 Save Settings and Connect

STEP 1: SET YOUR PASSWORD

By default, your new D-Link Router does not have a password configured for administrator access to
the Web-hased configuration pages. To secure your new networking device, please set and venfy a
password below:
Password !
verfy Password |

[ prew | [ mest | | cancel |
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Step 2: Select Your Time Zone
Select the appropriate time zone for your location. This information is
required to configure the time-based options for the router.

Click Next to continue.

Step 3: Internet Connection

STEP X SELECT YOUR TIME SONE

Select the appropriate tme zone for your location. This information is required to configure the tme-
based options for the router,

Time Zone : | (GHMT08:00) Tapel [=]

[ Prew | [ Mest | | Concel |

Here the user will be able to configure the Internet connectivity used by this device. If your Internet Service Provider (ISP) connection is listed in
the drop-down menu select it and click Next. If your ISP connection is not listed then you can proceed to select any of the other manual Internet

connection methods listed below.

The following parameters will be available for configuration:
Dynamic IP Address: Choose this if your Internet connection

automatically provides you with an IP Ad-
dress. Most Cable Modems use this type of

connection.

PPPoE: Choose this option if your Internet con-
nection requires a PPPoE username and
password to get online. Most DSL mo-

dems use this type of connection.
PPTP: Choose this option if your Internet con-
nection requires a PPTP username and
password to get online.
L2TP: Choose this option if your Internet con-
nection requires an L2TP username and

password to get online.
Static IP Address: Choose this option if your ISP provided

you with IP Address information that has
to be manually configured.

STEP 3: CONFIGURE YOUR INTERNET CONNECTION

Your Intermnet Connection could not be detected, please select your Intermnet Service Provider (1SP)
from the list below. If vour ISP is not listed; salect the "Mot Listed or Don't Know' option to manually
configure your connection,

Mot Listed of Don't Know [+

If your Internet Service Provider was not listed or you don’t know who it is, please select the Internet
connection type below:
& DHCP Connecticn (Dynamic TP Address)

Choasa this if yoeur Inbermet connection autematically provides vou with an IP Addrass. Mest Cable Modams use
this type of connedion.

7 Usarname | Password Connection [PPPoE)

Chaase thes opbion iF your Intemnet connection requires 3 usemame and password to gek online, Most DSL
modems use this type of connection.

! Usarmame | Password Connection (PPTP)

Choass this cption if yeur Internet connection reguires 3 username and password to get online. Most DSL
madems use this type of connection.

Username [ Password Connection (L2TP)

Chaase this opton IF your Intemet connection requires 3 usemame and password o get online, Most DSL
modems use this type of connection,

2 Static IP Address Connection

Choase this option if yeur Internet Setup Frovider provided vou with IP Address informakion that has to be
manually configured.

Cprev | | mext | | cancal |
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Step 3: Internet Connection (Dynamic IP Address)

After selecting the Dynamic IP Address Internet connection method, the following page will appear.

The following parameters will be available for configuration:

MAC Address: Enter the MAC address of the Internet gate-
way (plugged into the Internet port of this
device) here.

Clone Button: If the configuration PC also acts as the Inter-
net gateway, then click on the Copy Your PC's
MAC Address button to copy the PC's MAC
address into the space provided. If you're not
sure, leave the MAC Address field blank.

Host Name: Enter the host name used here. You may also
need to provide a Host Name. If you do not
have or know this information, please contact
your ISP.

Primary DNS Address: Enter the Primary DNS IP address used here.
Secondary DNS Address: Enter the Secondary DNS IP address used
here. This field is normally optional. Only
one DNS address is required for a functional
Internet connection, but using a second DNS
address provides more stability.

Click Next to continue.

Step 3: Internet Connection (PPPoE)
After selecting the PPPoE Internet connection method, the following
page will appear:

The following parameters will be available for configuration:

User Name: Enter the PPPoE account user name used here.

This information is given by the ISP.
Password: Enter the PPPoE account password used here.
This information is given by the ISP.

Click Next to continue.

NS SETTINGS

HCP CONNECTION (DYNAMIC TP ADDRESS)

To set up this connection, please make sure that you are connected to the D-Link Router with the PC
that was originally connected to your broadband connection. If you are, then dick the Clone MAC
button to copy your computer’s MAC Address to the D-Link Router,

MAC Address ':DI:IHDI'IE:I

l Qanz Wour PC's MAC Address J
Host Name :  dlinkrouker

Nobe: You may also need to provide a Host Name,If you donot have ar knew this information, please contact your
ISP,

Primary DMNS Address .
Secondary DNS Address . (optional)

[ prew | [ mest | | cancel |

SET USERNAME AND PASSWORD CONNECTION (PPPOE)

To set up this connection you will need to have a Username and Password from your Internet Servica
Provider. If you do not have this information, please contact your ISP,

User Name

Password

[ Prew | [ et Conzel |
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Step 3: Internet Connection (PPTP)
After selecting the PPTP Internet connection method, the following
page will appear:

SET USERNAME AND PASSWORD CONNECTION (PPTP)

The following parameters will be available for configuration:
To set up this connection you will need to have a Username and Password from your Internet Servica

Address Mode: Here the user can SpeCify whether this Provider. You also need PPTP IP address. If you do not have this information, please contact your ISP.
Internet connection requires the use of a Address Mode © @ Dynamic P © Shatic P
Dynamic or Static IP address. PPTP usually PPTP 1P Address < [
requires a Dynamic IP configuration. PPTP Subnet Mask
PPTP IP Address: Enter the PPTP IP address used here. This PPTP Gateway IP Address
option is only available if Static IP is PPTP Sarver IP Address © 0,0,0,0 {may be same as gateway)
selected. User Name :
PPTP Subnet Mask: Enter the PPTP Subnet Mask used here. Password
PPTP Gateway IP Address: Enter the PPTP Gateway IP address used Verify Password
here.

PPTP Server IP Address: Enter the PPTP Server IP address used

here. This is normally the same a the PPTP Primary DINS Addrass :
Gateway IP address. S T——

User Name: Enter the PPTP username used here.

Password: Enter the PPTP password used here.

Verify Password: Re-enter the PPTP password used here.
Primary DNS Address: Enter the Primary DNS IP address used here.
Secondary DNS Address: Enter the Secondary DNS IP address used here. This field is normally optional. Only one DNS address is required for
a functional Internet connection, but using a second DNS address provides more stability.

[optionz!)

[ prew | [ mest | | cancel |

Click Next to continue.
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Step 3: Internet Connection (L2TP)
After selecting the L2TP Internet connection method, the following
page will appear:

The following parameters will be available for configuration:

Address Mode: Here the user can specify whether this
Internet connection requires the use of a
Dynamic or Static IP address. L2TP usually
requires a Dynamic IP configuration.
Enter the L2TP IP address used here. This
option is only available if Static IP is

selected.
Enter the L2TP Subnet Mask used here.
Enter the L2TP Gateway IP address used

here.
Enter the L2TP Server IP address used

here. This is normally the same a the L2TP

Gateway IP address.

Enter the L2TP username used here.
Enter the L2TP password used here.
Re-enter the L2TP password used here.
Enter the Primary DNS IP address used

here.
Enter the Secondary DNS IP address used

here. This field is normally optional. Only
one DNS address is required for a func-
tional Internet connection, but using a
second DNS address provides more stabil-

ity.

L2TP IP Address:

L2TP Subnet Mask:

L2TP Gateway IP Address:
L2TP Server IP Address:
User Name:

Password:

Verify Password:
Primary DNS Address:

Secondary DNS Address:

Click Next to continue.

SET USERNAME AND PASSWORD CONNECTION (L3TP)

To set up this connection you will need to have a Username and Password from your Internet Servica
Provider. You also need LZTP IP address. If you do not have this information, please contact your ISP,

Address Moda :

LZTP IP Address :

L2TP Subnet Mask :

L2TP Gateway IP Address :
L2TP Sarver IP Address :

@ Dynamic IP ' Static TP

0.0,0.0 (may be same as pateway)
User Name :
Password

Verify Password :

NS SETTINGS

Primary DMNS Address .

Secondary DNS Address {optional)

[ prew | [ mest | | cancel |
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Step 3: Internet Connection (Static IP Address)

After selecting the Static IP Address Internet connection method, the following page will appear:

The following parameters will be available for configuration:
IP Address: Enter the Static IP address provided by the

ISP here.
Subnet Mask: Enter the Subnet Mask provided by the ISP

here.
Gateway Address: Enter the Gateway IP address provided by

the ISP here.
Primary DNS Address: Enter the Primary DNS IP address used

here.
Secondary DNS Address: Enter the Secondary DNS IP address used

here. This field is normally optional. Only
one DNS address is required for a func-
tional Internet connection, but using a
second DNS address provides more stabil-

ity.

Click Next to continue.

Setup Complete!
This is the last page of the Internet Connection Setup Wizard.

Click the Connect button to save your settings.

SETSTANIC IP ADDRESS CONNECTHON

To set up this connection you will need to have a complete list of IP information provided by your
Internet Service Provider. If you have a Static IP connection and do not have this information, pleasa
contact your TSP,

IP Address
Subnet Mask
Gateway Address :

0.0.0.0
0.0.0.0
0.0.0.0

NS SETTINGS

Primary DMNS Address .
Secondary DNS Address

0.0.0.0
0.0.0.0 [optionzl)

[ prew | [ mest | | cancel |

The Internet Connecticn Setup Wizard has completed. Click the Connect button to save your settings.

| cancel | Connect |
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Internet (Manual)

On this page the user can configure the Internet connection settings MANUAL INTERNET CONNECTION OPFTION

manually. To access the Manual Internet Connection Setup page, click

on the Manual Internet Connection Setup button. On this page there a | I vou would like to configure the Intemet Settings of wour new B-Link Router manuzly, ten chck
an e 2.

multiple parameters that can be configured regarding the Internet con-

nection setup.

| manual frternet Connection Setup |

Atany given point the user cansave the configuration onthis pege |

by clicking on the Save Settings button. If you choose to discard the T e B e R e e S e e s

changes made, click on the Don’t Save Settings button. choose from: Static IF, DHCF, PFROE, PPTF, and L2TP, If you are unsure of your connection
method, please contact youwr Internet Servica Provider,

Note : [F using the PPPOE option, you will need to remaove or disabke amy PPPOE dient softwara on
vour comguters,

Gave Sethings | Don't Save Settings
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Internet Connection Type
In this section, the user can select from a list of Internet connection types that can be configured and used on this router. Options to choose from
are Static IP, Dynamic IP, PPPoE, PPTP, L2TP, and DS-Lite.

After selecting a specific Internet connection type, this page will automatically refresh and provide unique fields to configure related to the
specified Internet connection type.

My Internet Connection is: Dynamic IP (DHCP)

The default WAN configuration for this router is Dynamic IP (DHCP). This
option allows the router to obtain an IP address automatically from the
device that is connected to the Internet port.

Choose the moedea to be used by the router to connect to the Internat,

My Internet Connectlon 15 @ | Dynamic 1P (DHCF) [=]

Note: If you're not sure about the type of Internet connection you have,
please contact your Internet Service Provider (ISP) for assistance.

DY MAMIC IP (DHCP) INTERNET CONNECTION TYPE -

After selecting Dynamic IP, the following parameters will be available for

configuration: Usze this Internet conmection type if your Internct Service Provider (ISP) didn't provide
9 : you with IP Address information and) or a ussrname and password.

Host Name: The Host Name is optional but may be

required by some ISPs. Leave blank if you Host Name diinkrauter

are not sure. Use Unicasting * 7] (compatibility for some DHCP Servers)
Use Unicasting: Tick this option if your ISP uses the unicast Primary DNS Server -
method to provide IP addresses. Secondary DNS Server : {optional)
Primary DNS: Enter the Primary DNS IP address used MTU @ 1500
here. MAC Address :

Secondary DNS: Enter the Secondary DNS IP address used
here. This field is normally optional. Only
one DNS address is required for a func-
tional Internet connection, but using a
second DNS address provides more stabil-
ity.

MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP.
MAC Address: The default MAC address is set to the Internet port’s physical interface MAC address on the Broadband Router. It
is not recommended that you change the default MAC address unless required by your ISP. You can use the Copy
Your PC’s MAC Address button to replace the Internet port’s MAC address with the MAC address of your Ethernet
card.

| Done Your PCs FAC Address
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Section 3 - Configuration

Manual Internet Setup

Static (assigned by ISP)
Select Static IP Address if all the Internet port’s IP information is provided to you by your ISP. You will need to enter in the IP
address, subnet mask, gateway address, and DNS address(es) provided to you by your ISP. Each IP address entered in the fields
must be in the appropriate IP form, which are four octets separated by a dot (x.x.x.x). The router will not accept the IP address
if it is not in this format.

My Internet Connection: Select Static IP to manually enter the IP settings supplied by

your ISP.

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is : |static IP =

IP Address: Enter the IP address assigned by your ISP.

STATIC IP ADDRESS INTERNET CONMECTION TYPE

Subnet Mask: Enter the Subnet Mask assigned by your ISP.

Enter the static address information provided by your Internet Service Provider
(ISP).

Default Gateway: Enter the Gateway assigned by your ISP. P address : fmgm ]
Subnet Mask : W
DNS Servers: The DNS serverinformation will be supplied by your ISP (Internet Default Gateway : [pooo

Service Provider.) Primary DNS Server : oo

Secondary DNS Server : |D.D.D.D
MTU : |1500 (bytes) MTU default = 1500

MTU: Maximum Transmission Unit - you may need to change the MTU MAC Address -
. . . - IDD:IS:E?:QS:SS:QF
for optimal performance with your specific ISP. Copy Your PC's MAC Address

MAC Address: The default MAC address is set to the Internet port’s physical
interface MAC address on the broadband router. It is not
recommended that you change the default MAC address unless
required by your ISP. You can use the Copy Your PC’s MAC
Address button to replace the Internet port’s MAC address with
the MAC address of your Ethernet card.
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Section 3 - Configuration

Internet Setup
PPPoE (DSL)

Choose PPPoE (Point to Point Protocol over Ethernet) if your ISP uses a PPPoE connection. Your ISP will provide you with a

username and password. This option is typically used for DSL services. Make sure to remove any PPPoE software from your

computer. This software is no longer needed and will not work through a router.

My Internet Connection: Select PPPoE (Username/Password) from the drop-down

Address Mode:

IP Address:
Username:
Password:

Verify Password:
Service Name:

Reconnect Mode:

menu.

Here the user can specify whether this Internet connection
requires the use of a Dynamic or Static IP address. PPPoE
usually requires a Dynamic IP configuration.

Enter the PPPoE IP address used here. This option is only
available if Static IP is selected.

Enter the PPPoE account user name used here. This infor-
mation is given by the ISP.

Enter the PPPoE account password used here. This informa-
tion is given by the ISP.

Re-enter the PPPoE account password used here.

This optional field enables the user to enter a service name

to identify this Internet connection here.
Use the radio buttons to specify the reconnect mode. The

user can specify a custom schedule or specify the On De-
mand, or Manual option. To specify a custom schedule, use
the drop-down menu to select one of the schedules that
has been defined in the Schedules page.

Choose the meds to be used by the router to connect to the Internat.

My Internet Connection 15 @

PPACE (Username= | Password) EI

PPPOE INTERNET CONNECTION TYPE -

Enter the information provided by your Intarnet Service Provider (ISP).

Address Mode @
1P Address :
Username :
Password :

Verify Password :

Sorvice Name :

& Dynamic [P 0 Static IP

{optianzl)

Reconnect Mode @

Maximum Idle Time :
DNS Mode @

Primary DNS Server ©
Secondary DNS Server @
MTU

MAC Address @

@ On demand
(minutes, 0=infinite)
Enter DNS Manually

Manuzl

@ Recenve ONS from ISP ©

{optional)

1492

| Cone Your POs FAC Address

To create a new schedule, click the New Schedule button to open the Schedules page. Schedules will be discussed later.
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Section 3 - Configuration

Maximum ldle Time:
DNS Mode:

Primary DNS Server:
Secondary DNS Server:

MTU:
MAC Address:

Enter a maximum idle time during which the Internet connection is maintained during inactivity.

This option allows the router to obtain the DNS IP addresses from the ISP, when Receive DNS from ISP is selected,
or allows the user to enter DNS IP address manually when Enter DNS Manually is selected.

Enter the Primary DNS IP address used here.

Enter the Secondary DNS IP address used here. This field is normally optional. Only one DNS address is required for
a functional Internet connection, but using a second DNS address provides more stability.

Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP.
The default MAC Address is set to the Internet port’s physical interface MAC address on the broadband router. It

is not recommended that you change the default MAC address unless required by your ISP. You can use the Copy
Your PC’s MAC Address button to replace the Internet port’s MAC address with the MAC address of your Ethernet

card.
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Section 3 - Configuration

Internet Setup

PPTP

Choose PPTP (Point-to-Point-Tunneling Protocol ) if your ISP uses a PPTP connection. Your ISP will provide you with a username
and password. This option is typically used for DSL services.

Select PPTP (Username/Password) from the drop-

My Internet Connection:

Address Mode:

PPTP IP Address:

PPTP Subnet Mask:
PPTP Gateway IP Address:
PPTP Server IP Address:

Username:
Password:

Verify Password:
Reconnect Mode:

Maximum Idle Time:

down menu.

Here the user can specify whether this Internet
connection requires the use of a Dynamic or Static
IP address. PPTP usually requires a Dynamic IP
configuration.

Enter the PPTP IP address used here. This option is
only available if Static IP is selected.

Enter the PPTP Subnet Mask used here.

Enter the PPTP Gateway IP address used here.
Enter the PPTP Server IP address used here. This is
normally the same a the PPTP Gateway IP address.
Enter the PPTP username used here.

Enter the PPTP password used here.

Re-enter the PPTP password used here.

Use the radio buttons to specify the reconnect mode.

The user can specify a custom schedule or specify
the On Demand, or Manual option. To specify a
custom schedule, use the drop-down menu to select
one of the schedules that has been defined in the
Schedules page. To create a new schedule, click the
New Schedule button to open the Schedules page.
Schedules will be discussed later.

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection 15 ;

PFTP |Usermame | Password) El

PFPTP INTERNET CONNECTION TYPE -

Enter the information provided by your Internet Service Provider (ISP).

Address Mode

Maximum Idle Time :
Primary DNS Server
Secondary DNS Server @
MTu

MAC Address :

* @ mymamic [P
PFTP IP Address ©

PPTP Subnet Mask :

PPTP Gateway IP Address :

PPTP Server IP Address :

Usernamae &

Password :

Verify Password :
Reconnect Mode @

Sratic IF

@ On demand

(minutes, O=infinite)

Mznual

{optional}

1200

| Cone Your PCs MAC Address |

Enter a maximum idle time during which the Internet connection is maintained during inactivity. To disable this

feature, enable Auto-reconnect.
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Section 3 - Configuration

Primary DNS Server: Enter the Primary DNS IP address used here.
Secondary DNS Server: Enter the Secondary DNS IP address used here. This field is normally optional. Only one DNS address is required for

a functional Internet connection, but using a second DNS address provides more stability.
MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP.
MAC Address: The default MAC Address is set to the Internet port’s physical interface MAC address on the broadband router. It
is not recommended that you change the default MAC address unless required by your ISP. You can use the Copy
Your PC’s MAC Address button to replace the Internet port’s MAC address with the MAC address of your Ethernet

card.
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Section 3 - Configuration

Internet Setup

L2TP

Choose L2TP (Layer 2 Tunneling Protocol) if your ISP uses an L2TP connection. Your ISP will provide you with a username and

password. This option is typically used for DSL services.

My Internet Select L2TP (Username/Password) from the drop-

Connection: down menu.
Address Mode: Here the user can specify whether this Internet

connection requires the use of a Dynamic or Static
IP address. L2TP usual requires a Dynamic IP con-
figuration.

L2TP IP Address: Enter the L2TP IP address used here. This option is
only available if Static IP is selected.
L2TP Subnet Mask: Enter the L2TP Subnet Mask used here.
L2TP Gateway IP Enter the L2TP Gateway IP address used here.
Address:
L2TP Server IP Enter the L2TP Server IP address used here. This is

INTERNET CONNECTION TYPE

Choeose the mede to be used by the router to connect to the Intermat,

My Internet Connection Is @ | L2TF (Usemame | Passord) [

LTI INTERNET CONNECTION TYPE -

Enter the information provided by your Internet Service Provider (ISP).

Address Mode @

LZTP 1P Address

L2TP Subnet Mask :

L2TP Gateway IP Address .
LITP Server IP Address .

& Dynamic [P 2 Static 1P

Address:
Username:
Password:

Verify Password:
Reconnect Mode:

normally the same a the L2TP Gateway IP address.
Enter the L2TP username used here.

Enter the L2TP password used here.

Re-enter the L2TP password used here.

Use the radio buttons to specify the reconnect
mode. The user can specify a custom schedule

or specify the On Demand, or Manual option. To
specify a custom schedule, use the drop-down
menu to select one of the schedules that has been
defined in the Schedules page. To create a new
schedule, click the New Schedule button to open
the Schedules page. Schedules will be discussed
later.

Username :

Password .
Verily Password :
Reconnect Mode @

Maximum Idle Time :
Primary DNS Server
Secondary DNS Server @
My

MAC Address

@ On demand ©

Iznuzl
[minutes, O=infinite)

{optional}

1200

| Done your PCs FAC Address
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Section 3 - Configuration

Maximum Idle Time: Enter a maximum idle time during which the Internet connection is maintained during inactivity. To disable this

feature, enable Auto-reconnect.
Primary DNS Server: Enter the Primary DNS IP address used here.
Secondary DNS Server: Enter the Secondary DNS IP address used here. This field is normally optional. Only one DNS address is required for
a functional Internet connection, but using a second DNS address provides more stability.
MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP.

MAC Address: The default MAC Address is set to the Internet port’s physical interface MAC address on the broadband router. It
is not recommended that you change the default MAC address unless required by your ISP. You can use the Copy
Your PC’s MAC Address button to replace the Internet port’s MAC address with the MAC address of your Ethernet

card.
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Section 3 - Configuration

Internet Setup
DS-Lite

Another Internet connection type is DS-Lite.

DS-Lite is an IPv6 connection type. After selecting DS-Lite, the following parameters will be available for configuration:

DS-Lite Configuration: Select the DS-Lite DHCPv6 option to let
the router allocate the AFTR IPv6 address

automatically. Select the Manual Configu-

ration to enter the AFTR IPv6 address in
manually.

AFTR IPv6 Address: After selecting the Manual Configuration
option above, the user can enter the AFTR

IPv6 address used here.
B4 IPv4 Address: Enter the B4 IPv4 address value used here.
WAN IPv6 Address: Once connected, the WAN IPv6 address

will be displayed here.
IPv6 WAN Default Gateway Once connected, the IPv6 WAN Default

Gateway address will be displayed here.

Click on the Save Settings button to accept the changes made.
Click on the Don't Save Settings button to discard the changes made.

INTERNE | CONNECILON 1'YPE

Choose the mode to be used by the router to connect to the Internet.

My Intesrmet Connection 15 @ | DS-Lits -

AFTR ADDRESS INTERNET CONRNRECTION TYPE :

Enter the AFTR address information provided by vour Intermet Service Provider (ISP,

DS-Lite Configuration :
AFTR IPvh Address :
B4 IPyq Address ; 102.0.0.
WAN TPvE Address :
IPvE WAN Default Gateway :

& ps-Lite DHOPYE Option ' Mansal Configuraton

{optional}
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Wireless Settings
Wireless Connection Setup wizard

On this page the user can configure the Wireless settings for this device. There are 3 ways to configure Wireless using this router. Firstly, the user
can choose to make use for the quick and easy Wireless Connection Setup Wizard. Secondly, the user can choose to make use of Wi-Fi Protected

Setup. Lastly, the user can configure the Wireless settings manually.

Wireless Settings: Wireless Connection Setup Wizard

The Wireless Connection Setup Wizard is specially designed to assist
basic network users with a simple, step-by-step set of instructions to
configure the wireless settings of this router. It is highly recommended
to customize the wireless network settings to fit your environment and
to add higher security.

To initiate the Wireless Connection Setup Wizard, click on the Wireless
Connection Setup Wizard button.

Step 1: In this step, the user must enter a custom Wireless Network
Name (also called SSID). Enter the new Network Name (SSID) in the ap
propriate space provided.

There are seperate spaces provided for a 2.4 GHz Network Name and a
5 GHz Network Name.

Secondly, the user can choose between two wireless security wizard
configurations. The user can select‘Automatically assign a network
key, by which the router will automatically generate a WPA/WPA2 pre-
shared key using the TKIP and AES encryption methods; or the user
can select’‘Manually assign a network key;, by which the user will be
prompt to manually enter a WPA/WPA2 pre-shared key using the TKIP
and AES encryption methods.

Click on the Prev button to return to the previous page. Click on the
Next button to continue to the next page. Click on the Cancel button to
discard the changes made and return to the main wireless page.

The following Web-basad wizards are designed to assist wou in vour wireless network setup and
wireless device connection.

Before launching these wizards, please make sure you have followed &l steps outlined in the Quick

[nstallation Guide included in the package.

WIRELESS NETWORK SETUPF WLFARD

This wizard is designed t assist vou in vour wiraless network setup. It will guide vou theough stap-
by-shep instruckions on how ko set up your wirgless network and how to make it secure,

Wirdess Connedtion Setup Wioord

Mote: Some changes made wsing this Setup Wizard may require you fo change seme sefongs an
vour wiraless client adapters so they can still connect te the D-Link Router,

STEP 1: WELCOME TO THE D-LINK WIRELESS SECURITY SETUP WLIARD

Give your network a namee, using up to 32 characters.

Metwork Name (SSID) 2.4GHZ | dink-=che
Metwork Name (SSID) SGhZ |  diink-medis-echa

@ Automatically assign a natwork key (Recommendad)

To prevent outsiders from accessing your netwark, the router will automatically zs5gn & secunky (also czlled
WEP or WA ke to your network.

) Manually assign a network key
Use this options if you prefer to create our own key.

Note: All D-Link wireless adapters currently support WPA.

e ] [om] e
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Step 2: This step will only be available if the user selected ‘Manually
assign a network key'in the previous step. Here the user can manually
enter the WPA/WPA2 pre-shared key in the Wireless Security Password
space provided. The key entered must be between 8 and 63 characters
long. Remember, this key will be used when other wireless devices want
to connect to this router.

If you want to use the same Wireless Security Password for both 2.4 GHz
and 5 GHz bands, tick the option provided. If not selected, you need to
input two seperate Wireless Security Passwords (network key) for each
individual wireless band.

Click on the Prev button to return to the previous page. Click on the
Next button to continue to the next page. Click on the Cancel button to
discard the changes made and return to the main wireless page.

Setup Complete: On this page the user can view the configuration
made and verify whether they are correct.

Click on the Prev button to return to the previous page. Click on the
Cancel button to discard the changes made and return to the main
wireless page. Click on the Save button to accept the changes made.

STEP E SET YOUR WIRELESS SECURITY PASSWORLD

You have selected your security level - vou will need to set a wireless security password,
The WPA [Wi-Fi Protected Access) key must meet one of following guidelines:
- Babween 8 and 63 characters (A longer WPA key is more secure than a short one )

- Exactly 64 characters using 0-9 and A-F

T Use the same Wirekess Security Password on beth 2.46Hz and 56Hz band

2. 4Ghz Wireless Security Password
LGhz Wireless Security Password

Note: You will need to enter the same password as keys in this step into your wireless clients in order
to enable proper wireless communication.

[(Prew | [ Mest | [ Comcel | | Sewe

SETUP COMPLETE!

Below is a detailed summary of your wireless security settings. Pleasa print this page out, or write the
information on a piece of paper, so you can configure the correct settings on your wireless dient
adapters,

Wireless Band : 2.4GHz Band
Wireless Network Name (SSID) : dink-ecb8
Security Mode : Aubto (WP or WRAZ] - Persanal
Ciphar Typa : TKIP and AES

Pre-Shared Key : 2c2cbdbe54

Wireless Band : 5GHz Band
Wirzless Network Name (SSID) @ dink-mediz-echa
Securtty Mode @ Autn (WPA or WPAZ) - Persanal
Cipher Type @ TKIP and AES

Pre-Shared Key @ 2c2obdbess

Presy el | cancel | save
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After clicking the Save button the device will save the settings made
and return to the main wireless page.

The settings are being saved and are taking effact.

End of Wizard.

Pleaze waik ..
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Wi-Fi Protected Setup (WPS) Wizard

Wireless Settings: Wi-Fi Protected Setup Wizard

If your Wireless Clients support the WPS connection method, this Wi-Fi
Protected Setup Wizard can be used to initiate a wireless connection
between this device and Wireless clients with a simple click of the WPS
button. The Wi-Fi Protected Setup Wizard is specially designed to assist
basic network users with a simple, step-by-step set of instructions to
connect wireless clients to this router using the WPS method.

To initiate the Wi-Fi Protected Setup Wizard click on the Add Wireless
Device with WPS button.

Step 1: In this step the user has two options to choose from. Choose
Auto if the wireless client supports WPS, or Manual if the wireless client
does not support WPS.

Click on the Prev button to return to the previous page. Click on the
Next button to continue to the next page. Click on the Cancel button to
discard the changes made and return to the main wireless page.

Step 2: After selecting Auto, the following page will appear. There are
two ways to add a wireless device that supports WPS. Firstly, there is the
Personal Identification Number (PIN) method. Using this method will
prompt the user to enter a PIN code. This PIN code should be identical
on the wireless client. Secondly, there is the Push Button Configuration
(PBC) method. Using this method will allow the wireless client to con-
nect to this device by similarly pressing the PBC button on both the
router and the client.

Click on the Prev button to return to the previous page. Click on the
Next button to continue to the next page. Click on the Cancel button to
discard the changes made and return to the main wireless page.

ADD WIRELESS DEVICE WITH WPS (WI-FI PROTECTED SETUF) WLFARD

This wizard is designed b assist you in connecting your wireless device bo your wireless router, Tk
willl guide yau through step-by-sten mstructions on how to get your wirgless device connected. Click
The button belew to begin,

Add Wirelese Dewice with WRS

STEP 1: SELECT CONFIGURATION METHOD FOR YOUR WIRELESS NETWORK

Please select one of following configuration methods and dick next to continwes.
Auto @ Selact this option if your wireless device supparts WPS (Wi-Fi Protected Setup)

Manual ' Select this option will display the current wirgless settings far you to configure the wireless device
mianually

bt ] [ oncel ]

STEP X CONNECT YOUR WIRELESS DEVICE

There are two ways [0 add wirgless device to vour wireless netwerk:
-PIM [ Personal [dentification Mumber]
-PBC (Push Button Configuration)

@ pIN
please enker the PIN from your wireless device and click the bealow "Connect” Button within 120 seconds

7 PRC

please press the push button om your wireless device and click the below "Connect” Button within 120 seconds

Prey | cancel | Commect
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Step 2 (continued): After selecting Manual, the following page will ap-
pear. On this page the user can view the wireless configuration of this
router. The wireless clients should configure their wireless settings to be
identical to the settings displayed on this page for a successful connec-
tion. This option is for wireless clients that can’t use the WPS method to
connect to this device.

Click on the Prev button to return to the previous page. Click on the
Next button to continue to the next page. Click on the Cancel button to
discard the changes made and return to the main wireless page. Click
on the Wireless Status button to navigate to the Status > Wireless page
to view what wireless clients are connected to this device.

End of Wizard.

STEP X CONNECT YOUR WIRELESS DEVICE

Below is a detailed summary of your wireless sacurity settings. Please print this page gut, or write the
information on a piece of paper, so you can configure the correct settings on your wireless dient
adapters.

2.4 Ghz Freguency

SSID: dlink-echE

Security Mode: Auto (WEA or WPAZ) - Personal

Cipher Type: TKIP and AES

Pre-shared Kev: 24key2dkey

5 Ghz Frequency

S5l dink-mediz-echa

Senwty Mode: Auto (WPS ar WPAZ) - Personal
Cipher Type: TKIP and AES

Pre-shared Key: SOkeyS0key

[ prev | | mee | [ canesl | | wirsless stats |

Manual Wireless Network Setup

Wireless Settings: Manual Wireless Network Setup

The manual wireless network setup option allows users to configure
the wireless settings of this device manually. This option is for the more
advanced user and includes all parameters that can be configured for
wireless connectivity.

To initiate the Manual Wireless Setup page, click on the Manual Wire-
less Connection Setup button.

On this page the user can configure all the parameters related to the
wireless connectivity of this router.

MANLAL WIRELESS NEDNWORK SETUP

If wour wireless netwark is already set wp with Wi-Fi Protected Setup, manual configuratian of the
wirelass netveork will destroy the existing wiraless netwark. If vou would like bo configure the
wirehess setmngs oF wour new D-Link Systems Router manually, then dick on the Manual wireless
Metwork Sebup button bedow.

| Manual Wirdless Cennaction Setup |

Use this section to configure the wireless settings for wour D-Link router. Please note that changes
made In this sectian may also need to be duplicated an your wireless chent,

T protect your privagy you can configure wireless securtty features, This dewice supports three
wirelass security modes including: WEP, WPA and WPAZ,

- Settings | Don't Save S=Hings .
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The following parameters will be available for configuration: WIRELESS NETWORK SETTINGS

Wireless Band:

Enable Wireless:

Wireless Network Name:

802.11 Mode:
Enable Auto Channel Scan:

Wireless Channel:

Transmission Rate:
Channel Width:

Visibility Status:

Displays the wireless band being config-
ured. In this option we find that the fol-

Wircless Band : 2.46Hz Band

lowing parameters will be regarding the Enable Wireless © [7] [yways [=] [ Hew Schedule

2.4 GHz band. Wireless Network Name © dink-ecos {Also called the SSID)
Check the box to enable the wireless func- 802.11 Mode : [Mixed 802.11n, 802.11g and B02.11b[ =]
tion. If you do not want to use wireless, Enable Auto Channel Scan @ (7]

uncheck the box to disable all wireless wireless Chaanel -

functions. Select the time frame that you
would like your wireless network enabled.
The schedule may be set to Always. Any
schedule you create will be available in
the drop-down menu. Click New Schedule
to create a new schedule.

The Service Set Identifier (SSID) is the name of your wireless network. Create a name using up to 32 characters. The
SSID is case-sensitive.

Here the user can manually select the preferred frequency band to use for this wireless network.

The auto channel selection setting can be selected to allow this device to choose the channel with the least
amount of interference.

By default the channel is set to 1. The channel can be changed to fit the channel setting for an existing wireless net-
work or to customize the wireless network. If you enable Auto Channel Selection, this option will be greyed out.
Select the transmit rate. It is strongly suggested to select Best (Automatic) for best performance.

When using the 802.11n frequency band, the user has an option to choose between a 20MHz or 20/40MHz band-

width.

The Invisible option allows you to hide your wireless network. When this option is set to Visible, your wireless
network name is broadcasted to anyone within the range of your signal. If you are not using encryption then they
could connect to your network. When Invisible mode is enabled, you must enter the Wireless Network Name (SSID)
on the client manually to connect to the network.

Transmission Rate @ | Best :_ﬂLtJI'I'IﬂHI::IEl (Mbits)
Channel Width : |20/40 MHz[2us) [+
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By default the wireless security of this router will be disabled. In this
next option the user can enabled or disable wireless security for the
2.4 GHz frequency band. There are two types of encryption that can be
used: WEP or WPA/WPA2.

Wireless Security Mode: WEP

Wired Equivalent Privacy (WEP) is the most basic form of encryption that
can be used for wireless networks. Even though it is known as a ‘weak’
security method, it is better than no security at all. Older wireless adapt-
ers may only support WEP encryption and thus we still find this encryp-
tion method used today.

The following parameters will be available for configuration:

WEP Key Length: Here the user can specify to either use a

64-bit or a 128-bit encrypted key.
Authentication: Authentication is a process by which the

router verifies the identity of a network
device that is attempting to join the wire-
less network. There are two types authen-
tication for this device when using WEP.
Open System allows all wireless devices
to communicate with the router before
they are required to provide the encryp-
tion key needed to gain access to the
network. Shared Key requires any wire-
less device attempting to communicate
with the router to provide the encryption
key needed to access the network before
they are allowed to communicate with the
router.

Sarurity Mode @ | sene bl

Saourity Mode @ wes b

WEP 15 the wireless encrypuon standard. To use it you must enter the same key(s) into the rowter
and the wareless stabons. Far 64-bit keys you must enber 10 hex digits into each key bes. For 128-
bt keys vou must enter 26 hex digits into eadh key bow, A hex digit 15 esther 3 number from 0 to 3
of a latter from & te F. For the most secure use of WEP set the authenticstion tvpe ko “Shared Key'
wihen WEP is enzhbled.

‘You may also enter any text siring inte 2 WEP key box, in which case it will be converted into 2
hexadeomal key uang the 85000 values of the characters. & maximum of 5 bext characters can be
enkered for &4-bit keys, and a maximum of 13 charaders for 12E-bit keys.

If wou chanse the WEP secunty opoon this device will DNLY operate In Legacy Wireless mode
(802,118 /G). This mezans vou will NOT gst 11N performance cus to the fact that WEP is not
supparted by the Draft 11M specificabon.

WEP Key Length : |52 kit {10 hax dighs) = | {length applies to all keys)
Authentication : | Bath [=]
WEP Key 1 ©

WEP Key 1: Enter the WEP key used here. For 64-bit keys you must enter 10 hex digits into each key box. For 128-bit keys you
must enter 26 hex digits into each key box. A hex digit is either a number from 0 to 9 or a letter from A to F. You
may also enter any text string into a WEP key box, in which case it will be converted into a hexadecimal key using
the ASClII values of the characters. A maximum of 5 text characters can be entered for 64-bit keys, and a maximum

of 13 characters for 128-bit keys.
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Wireless Security Mode: WPA-Personal

Wi-Fi Protected Access (WPA) is the most advanced and up to date wire-
less encryption method used today. This is the recommended wireless
security option. WPA supports two authentication frameworks. Personal Security Mode : |[WA-Personal =]
(PSK) and Enterprise (EAP). Personal requires only the use of a pass-
phrase (Shared Secret) for security.

The following parameters will be available for configuration: Cwen
WPA Mode: WPA is the older standard; select this op-
sz WPA or WPAZ made [0 achieve a balance of strong securtty and best compaobilmy. This mode

tion if the clients that will be used with the uses WA for legacy dients while maintaining higher security with stabions that are WPA2 capable.

router onlv su ort the older standard. Llsa the strongest apher that the_dlenl: supports will be usad. For hest secority, use WPAZ Only
R ysupp . . mada, This mode wses AES{CCMP] dpher and legacy stations are not allowed access with WA
WPA2 is the newer implementation of the security. For maximum compatibelity, use WPA Only. This made uses TEIP cipher. Some gaming

stronger IEEE 802.11i security standard. and legacy devices work only n this mode.

With the WPA2 option, the router tries Ta achieuve hatter wirdess performance use WPAZ2 Onby security mode (or in other words AES
WPA2 first, but falls back to WPA if the cicher).

client only supports WPA. With the WPA2 WPA Mode : | futo(wra or woa?) (=]

Only option, the router associates only Cipher TYpe : [TKIP and AES (=]

with clients that also support WPA2 secu- Group Key Update Tnterval @ 3500 (seconds)

rity.

Cipher Type: Select the appropriate cipher type touse [ T A

here. OpthhS to choose from are Temporal Enter an 8- to 63-character alphanumeric pass-phrase. For good security it should be of

Key Integ rity Protocol (TK'P), Advanced ample length and should not be & commonly known phrasa,
Encryption Standard (AES), and Both (TKIP Pre-shared Key =
and AES).

Group Key Update Interval: Enter the amount of time before the group
key used for broadcast and multicast data

is changed.
Pre-Shared Key: Enter the shared secret used here. This

secret phrase needs to be the same on all
of the wireless clients for them to be able
to connect to the wireless network suc-
cessfully.
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Wireless Security Mode: WPA-Personal

Wi-Fi Protected Access (WPA)
less encryption method used

is the most advanced and up to date wire-
today. This is the recommended wireless

security option. WPA supports two authentication frameworks. Personal
(PSK) and Enterprise (EAP). Personal requires only the use of a pass-
phrase (Shared Secret) for security.

The following parameters will be available for configuration:

WPA Mode:

Cipher Type:

Group Key Update Interval:

RADIUS Server IP Address:

RADIUS Server Port:

WPA is the older standard; select this op-
tion if the clients that will be used with the
router only support the older standard.
WPA2 is the newer implementation of the
stronger IEEE 802.11i security standard.
With the WPA2 option, the router tries
WPA?2 first, but falls back to WPA if the
client only supports WPA. With the WPA2
Only option, the router associates only
with clients that also support WPA2 secu-
rity.

Se)llect the appropriate cipher type to use
here. Options to choose from are Temporal
Key Integrity Protocol (TKIP), Advanced
Encryption Standard (AES), and Both (TKIP
and AES).

Enter the amount of time before the group

key used for broadcast and multicast data

is changed.
When the user chooses to use the EAP

authentication framework, the RADIUS
server’s IP address can be entered here.

WIRELESS SECURITY MODE

Security Mode : |wra-Enteronse| = |

l'se WPA or WPAZ made to achieve a balance of strong security and best compaobility. This mode
uzes WA for legacy dients while maintzining higher security with stabions that are WPAZ capable.
Llsa the strongest cpher that the dient supports will be usad. Far best security, use WPAZT Only
modea, This mode uses AES{CCMF) dpher and legacy stations are not allowed access with WeA
security. For masimum compatibslity, use WPA Only. This mode uses TEIP cipher. Some gaming
and legacy devices work only i this mode.

To achieve better wirdess performance use WPA2 Onlby security mode (or in cther words AES
opher).

WPA Mode : |Aute{WPA o WPA2) [ =]
Cipher Type @ |THIP and AES =

Group Key Update Tnterval @ 300 {zeconds)

EAP {B02.1X)

When WPA enterpriss is enabled, the router uses EAP (802.1x) to authenticate clients
via a remote RADIUS sarver.

RADIUS server 1P Address -
RADTLES server Post @
RADIUS server Shared Secret

Advanced » > |

1612

When the user chooses to use the EAP authentication framework, the RADIUS server’s port number can be entered

here.

RADIUS Server Shared Enter the shared secret used here. This secret phrase needs to be the same on all of the wireless clients for them to
Secret: be able to connect to the wireless network successfully.
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The following parameters will be available for configuration: WIRELESS NETWORK SETTINGS

Wireless Band:

Enable Wireless:

Wireless Network Name:

802.11 Mode:
Enable Auto Channel Scan:

Wireless Channel:

Transmission Rate:
Channel Width:

Visibility Status:

Displays the wireless band being config-
ured. In this option we find that the fol-

Wircless Band : 5GHz Band

lowing parameters will be regarding the 5 Enable Wireless © [7] [yways [=] [ Hew Schedule

GHz band. Wireless Network Name © diink-mecis-echa {Also called the SSID)
Check the box to enable the wireless func- 803211 Mode * [Mixed 302112 =]

tion. If you do not want to use wireless, Enable Auto Channel Scan @ (7]

uncheck the box to disable all the wireless Wireless Channel -

functions. Select the time frame that you
would like your wireless network enabled.
The schedule may be set to Always. Any
schedule you create will be available in
the drop-down menu. Click New Schedule

to create a new schedule.
The Service Set Identifier (SSID) is the name of your wireless network. Create a name using up to 32 characters. The

SSID is case-sensitive.
Here the user can manually select the preferred frequency band to use for this wireless network.
The auto channel selection setting can be selected to allow this device to choose the channel with the least

amount of interference.
By default the channel is set to 36. The channel can be changed to fit the channel setting for an existing wireless

network or to customize the wireless network. If you enable Auto Channel Selection, this option will be disabled.
Select the transmit rate. It is strongly suggested to select Best (Automatic) for best performance.

When using the 802.11n frequency band, the user has an option to choose between a 20 MHz, 20/40 MHz, or
20/40/80 MHz bandwidth.

The Invisible option allows you to hide your wireless network. When this option is set to Visible, your wireless
network name is broadcasted to anyone within the range of your signal. If you are not using encryption then they
could connect to your network. When Invisible mode is enabled, you must enter the Wireless Network Name (SSID)
on the client manually to connect to the network.

Transmission Rate @ | Best :_ﬂLtJI'I'IﬂHI::IEl (Mbits)
Channel Width : | 20/40/80 MHz( 2] [ =]
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By default the wireless security of this router will be disabled. In this
next option the user can enabled or disable wireless security for the
5 GHz frequency band. There are two types of encryption that can be
used. WEP or WPA/WPA2.

Wireless Security Mode: WEP

Wired Equivalent Privacy (WEP) is the most basic form of encryption that
can be used for wireless networks. Even though it is known as a ‘weak’
security method, it is better than no security at all. Older wireless adapt-
er may only support WEP encryption and thus we still find this encryp-
tion method used today.

The following parameters will be available for configuration:
WEP Key Length: Here the user can specify to either use a

64-bit or a 128-bit encrypted key.
Authentication: Authentication is a process by which the

router verifies the identity of a network
device that is attempting to join the wire-
less network. There are two types authen-
tication for this device when using WEP.
Open System allows all wireless devices
to communicate with the router before
they are required to provide the encryp-
tion key needed to gain access to the
network. Shared Key requires any wire-
less device attempting to communicate
with the router to provide the encryption
key needed to access the network before
they are allowed to communicate with the
router.

Samurity Mode @ | Mone -

WIRELESS SECURLTY MOIDN

Sacurity Mode @ |wee

4]

WEP

WEP = the wirsless encryphion standard. To use £ you must enter the same key[s) mio the router
and the wrebess stations. For &40 keys yau must entes 10 hex digits into each key bos. For 128-
bit keys wou must enber 26 hex digits into each key box, A hex digi is either @ number from 0 to &
or a letter from & ta F. For the mast secure uss of \WEP set the authentication type to "Shared Key”
when WEP is enablad,

You may also enter amy text sbrmg into & WEP key boe, inwhech case it will be converted into a
hexadecimal key using the ASCIT values of the characters, A madmurm of 5 text characters can be
enbered for 64-bit keys, and @ mazimum of 13 characters for 128-01 kevs.

If vou choese the WEP security aption this device will OMLY cperate in Legacy Wirgless mode
[BDZ.11B/GE). This means wou will NOT get 114 performance due to the fact that WEP is not

supparted by the Draft 11N speaficatan.

WEP Key Length : |54 bit (10 hex digits) [+ [langth applies to =l keys)

Authentication @ | Both -
WEF Key 1

WEP Key 1: Enter the WEP key used here. For 64-bit keys you must enter 10 hex digits into each key box. For 128-bit keys you
must enter 26 hex digits into each key box. A hex digit is either a number from 0 to 9 or a letter from A to F. You
may also enter any text string into a WEP key box, in which case it will be converted into a hexadecimal key using
the ASClI values of the characters. A maximum of 5 text characters can be entered for 64-bit keys, and a maximum

of 13 characters for 128-bit keys.
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Wireless Security Mode: WPA-Personal

Wi-Fi Protected Access (WPA) is the most advanced and up to date
wireless encryption method used today. This is the recommended
wireless security option. WPA supports two authentication frameworks.
Personal (PSK) and Enterprise (EAP).

The following parameters will be available for configuration:

WPA Mode:

Cipher Type:

Group Key Update Interval:

Pre-Shared Key:

WPA is the older standard; select this
option if the clients that will be used

with the router only support the

older standard. WPA2 is the newer
implementation of the stronger IEEE
802.11i security standard. With the WPA2
option, the router tries WPA2 first, but falls
back to WPA if the client only supports
WPA. With the WPA2 Only option, the
router associates only with clients that

also support WPA2 security.

Select the appropriate cipher type to use
here. Options to choose from are Temporal
Key Integrity Protocol (TKIP), Advanced
Encryption Standard (AES), and Both (TKIP
and AES).

Enter the amount of time before the group
key used for broadcast and multicast data
is changed.

WIRELESS SECURITY MODE

Security Mode : [wra-Personal | =)

l'se WPA or WPAZ made to achieve a balance of strong security and best compaobility. This mode
uzes WA for legacy dients while maintzining higher security with stabions that are WPAZ capable.
Llsa the strongest cpher that the dient supports will be usad. Far best security, use WPAZT Only
modea, This mode uses AES{CCMF) dpher and legacy stations are not allowed access with WeA
security. For masimum compatibslity, use WPA Only. This mode uses TEIP cipher. Some gaming
and legacy devices work only i this mode.

To achieve better wircless performance use WPA2 Onby security mode (or in cther words AES
dipher).

WPA Mode © | Autc(Wrs or WRAZ) =]
Cipher Type @ |THIP and AES [~

Group Key Update Tnterval @ 300 {zeconds)

Enter an 8- to 63-character alphanumeric pass-phrase. For good security it should be of
ample length and should not be a commonly known phrase,

Pre-Shared Key @

Enter the shared secret used here. This secret phrase needs to be the same on all of the wireless clients for them to
be able to connect to the wireless network successfully.
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Wireless Security Mode: WPA-Enterprise

Wi-Fi Protected Access (WPA) is the most advanced and up to date
wireless encryption method used today. This is the recommended
wireless security option. WPA supports two authentication frameworks. Security Mode : | wpA-Enterprise =

rersonal (510 and Enterprise (EA) S

The foIIowmg parameters will be available for conﬁguratlon. [J32 WPA or WPA2 made to achieve a balance of strong seourity and best compatibiliy. This mode

WPA Mode: WPA is the older standard; select this u=es WA for legacy dients while maintzining higher security with stabions that are WPAZ capable.

. . . . Llsa the strongest cpher that the dient supports will be usad. Far best security, use WPAZT Only
option if the clients that will be used modea, This mode uses AES{CCMF) dpher and legacy stations are not allowed access with WeA

WIRELESS SECURITY MODE

with the router on|y support the security. For masimum compatibslity, use WPA Only. This mode uses TEIP cipher. Some gaming

older standard. WPA2 is the newer and legany devices work anly i this mode.

implementation of the stronger |IEEE To achieve better wirdess performance use WPA2 Onlby security mode (or in cther words AES

802.11i security standard. With the WPA2 rher

option, the router tries WPA2 first, but falls WPA Mode : | Auto(WPk cr WPAZ) [ =]

back to WPA if the client only supports Cipher TYpe & |TKIP and AE5 [+ |

WPA. With the WPA2 Only option, the Group Key Update Interval @ 3s00 (secands)

router associates only with clients that

also support WPA2 security.
Cipher Type: Select the appropriate cipher type to use When WPA enterprise is enabled, the router uses EAP (802.1x) to authenticate clients

here. Options to choose from are Temporal | viaa remate RADILS sarver.

Key Integrity Protocol (TKIP), Advanced RADIUS server 1P Address

Encryption Standard (AES), and Both (TKIP RADIUS server Port @ 1512

and AES).

X RADIUS server Shared Secrat @
Group Key Update Interval: Enter the amount of time before the group

key used for broadcast and multicast data Atvancad 2 |

is changed.
RADIUS Server IP Address: When the user chooses to use the EAP

authentication framework, the RADIUS
server’s IP address can be entered here.
RADIUS Server Port: When the user chooses to use the EAP authentication framework, the RADIUS server’s port number can be entered
here.
RADIUS Server Shared Enter the shared secret used here. This secret phrase needs to be the same on all of the wireless clients for them to

Secret: be able to connect to the wireless network successfully.
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Wireless Security Mode: Enable WEP Wireless Security (basic)

Wired Equivalent Privacy (WEP) is the most basic form of encryption
that can be used for wireless networks. Even though it is known as a
‘weak’ security method, it is better than no security at all. Older wireless Security Mode : | Enable WEP Wireless Secury (basic) [=]

adapter sometimes only supports WEP encryption and thus we still find
this encryption method used today. wer |

The following parameters will be available for configuration: the wircless stations. For 64-bit kevs you must enter 10 hex digits into each key box. For 128-bit

Authentication:

WEP Encryption:

Default WEP Key:
WEP Key:

WIKELESS SECURLTY MO

WEF is the wireless enoyption standard. To use & you must enter the same key(s) mto the AP and

Authentication is a process by which the keys you must enter 26 hex digits into each key box. & hex digit &= either 2 number from 0 f2 @ or a
lester from 2 to F.

router verifies the identity of a network

. . . ey YU may also enter amy text string into & WEP key box, in which case it will be converted inbo a
dgwce that is attempting to join the hexadeomal key using the ASCII values of the characters. A maamum of 5 test characters can be
wireless network. There are two types entzred for 64-bit keys, and a maximum of 13 characters for 128-5it keys.

authentication for this device when Authentication : [open =]
using WEP. Open System allows all WEP Encryption : | g4gic [=]
wireless devices to communicate with Dafault WEP Key : [Wep Koy 1[=]
the router before they are required to

provide the encryption key needed to
gain access to the network. Shared Key | Save settings | | Don't Save Settings
requires any wireless device attempting to

communicate with the router to provide

the encryption key needed to access

the network before they are allowed to

communicate with the router.

Here the user can specify to either use a

64-bit or a 128-bit encrypted key.

Select the default WEP key number that will be used for the encryption.

Enter the WEP key used here. For 64-bit keys you must enter 10 hex digits into each key box. For 128-bit keys you
must enter 26 hex digits into each key box. A hex digit is either a number from 0 to 9 or a letter from A to F. You
may also enter any text string into a WEP key box, in which case it will be converted into a hexadecimal key using
the ASClI values of the characters. A maximum of 5 text characters can be entered for 64-bit keys, and a maximum
of 13 characters for 128-bit keys.

WEP Kay : (5 ASCIT or 10 HEX)
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Wireless Security Mode: Enable WPA/WPA2 Wireless Security (enhanced)
Wi-Fi Protected Access (WPA) is a more advanced and up to date wireless encryption method used today. This is the recommended wireless

security option.

The following parameters will be available for configuration:
Cipher Type: Select the appropriate cipher type to use WIRELESS SECURITY MODE

here. Options to choose from are Temporal ]
Key Integrity Protocol (TKIP), Advanced Security Mode : |Enable WPAAYPAZ Wireless Secunty [enhanced) [= ]
Encypion Sondad (AES), and Bt
(Auto TKIP and AES).
Network Key: Enter the shared secret used here. This WPA/WPAZ requires stations to use high grade encryption and authentication.
secret phrase needs to be the same on all Cipher Type  |auTo(mas/as) <
of the wireless cllen_ts for them to be able Network Key -
to cc;nlr;ect to the wireless network suc- (863 ASCII o 54 HEX)
cessfully.

Sove Sethngs | [on't Sawe Setfings

Click on the Save Settings button to accept the changes made.
Click on the Don't Save Settings button to discard the changes made.
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Section 4 - Security

Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The DIR-820L offers the
following types of security:

« WPA2 (Wi-Fi Protected Access 2) « WPA2-PSK (Pre-Shared Key)
« WPA (Wi-Fi Protected Access) + WPA-PSK (Pre-Shared Key)
What is WPA?

WPA (Wi-Fi Protected Access), is a Wi-Fi standard that was designed to improve the security features of WEP (Wired Equivalent Privacy).

The 2 major improvements over WEP:

- Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys using a hashing
algorithm and, by adding an integrity-checking feature, ensures that the keys haven't been tampered with. WPA2 is
based on 802.11i and uses Advanced Encryption Standard (AES) instead of TKIP.

- User authentication, which is generally missing in WEP, through the Extensible Authentication Protocol (EAP). WEP
regulates access to a wireless network based on a computer’s hardware-specific MAC address, which is relatively simple
to be sniffed out and stolen. EAP is built on a more secure public-key encryption system to ensure that only authorized
network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric password between

8 and 63 characters long. The password can include symbols (17*&_) and spaces. This key must be the exact same key entered on your
wireless router or access point.

WPA/WPA?2 incorporates user authentication through the EAP. EAP is built on a more secure public key encryption system to ensure that
only authorized network users can access the network.
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Section 3 - Configuration

Network Settings

This section will allow you to change the local network settings of the router and to configure the DHCP settings.

Router Settings

Router IP Address: Enter the IP address of the router. The default IP address

i5 192.168.0.1.

Use this section to configure the internal network settings of your router, The IP Address that
. . is configured here is the IP Address that you use to access the Web-based management
Ifyou change the P address, onceyou click Save Settmgs, interface, If you change the IP Address here, you may need to adjust your PC's network

you will need to enter the new IP address in your browser settings to access the network again.
to get back into the configuration utility. Router IP Address : [192.168.0.1

Subnet Mask :  |255.255.255.0

Subnet Mask: Enter the Subnet Mask. The default subnet mask is
255.255.255.0.

Device Name :  [dlinkroutsr

Local Domain Name : |

Enable DNS Relay : W

Device Name: Enter a name for the router.

Local Domain: Enter the Domain name (Optional).

Enable DNS Relay: Uncheck the box to transfer the DNS server information
from your ISP to your computers. If checked, your
computers will use the router for a DNS server.
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Section 3 - Configuration

DHCP Server Settings

DHCP stands for Dynamic Host Control Protocol. The DIR-820L has a built-in DHCP server. The DHCP Server will automatically
assign an IP address to the computers on the LAN/private network. Be sure to set your computers to be DHCP clients by setting
their TCP/IP settings to “Obtain an IP Address Automatically.” When you turn your computers on, they will automatically load
the proper TCP/IP settings provided by the DIR-820L. The DHCP Server will automatically allocate an unused IP address from
the IP address pool to the requesting computer. You must specify the starting and ending address of the IP address pool.

Enable DHCP
Server:

DHCP IP Address
Range:

DHCP Lease Time:

Always
Broadcast:

NetBIOS
Announcement:

Learn NetBIOS
from WAN:

Check this box to enable the DHCP server on your router.
Uncheck to disable this function.

Enter the starting and ending IP addresses for the DHCP
server’s IP assignment.

Note: If you statically (manually) assign IP addresses to your
computers or devices, make sure the IP addresses are outside
of this range or you may have an IP conflict.

The length of time for the IP address lease. Enter the Lease
time in minutes.

If all the computers on the LAN successfully obtain their
IP addresses from the router’s DHCP server as expected,
this option can remain disabled. However, if one of the
computers on the LAN fails to obtain an IP address from the
router’s DHCP server, it may have an old DHCP client that
incorrectly turns off the broadcast flag of DHCP packets.

rebaori,

Enable DHCP Sarvar

DHCP IP Address Range :
DHCP Lease Time
Always broadoast -

NetBI0OS announcameant

Learm MNetBIOS from WAN
NetBIOS Scope -
NetBLOS node bype

Primary WINS 1P Address @
Secondary WINS 1P Address @

[MHCP SERVER SETTINGS

lIse this section to configure the built-in DHOP server to assign [P address to the computers on your

:

o0 b 199 {addresses within the LAN subnet)
10080 (rinutes)

[¥] (compatibility for some DHCP Cients)

o

{optional}
Broadeast anby [use when no WINS servers configured)
Pant-to-Paint {no broadcest)
Y Mued-mode (Braadcast then Point-to-Paint)
Hybnd (Punt-to-Foint then Broadcast)

Enabling this option will cause the router to always broadcast its responses to all clients, thereby working around the problem, at

the cost of increased broadcast traffic on the LAN.

Check this box to allow the DHCP Server to offer NetBIOS configuration settings to the LAN hosts. NetBIOS allow LAN hosts to

discover all other computers within the network, e.g. within Network Neighborhood.

If NetBIOS announcement is switched on, it will cause WINS information to be learned from the WAN side, if available. Turn this

setting off to configure manually.
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Section 3 - Configuration

NetBIOS Scope: Thisisanadvanced setting and is normally left blank. This allows the configuration of a NetBIOS ‘domain’name under which network
hosts operate. This setting has no effect if the ‘Learn NetBIOS information from WAN'is activated.

NetBIOS Node: This field indicates how network hosts are to perform NetBIOS name registration and discovery. H-Node indicates a Hybrid-State of
operation. First WINS servers are tried, if any, followed by local network broadcast. This is generally the preferred mode if you have
configured WINS servers. M-Node (default) indicates a Mixed-Mode of operation. First a broadcast operation is performed to register
hosts and discover other hosts, if broadcast operation fails, WINS servers are tried, if any. This mode favours broadcast operations
which may be preferred if WINS servers are reachable by a slow network link and the majority of network services such as servers
and printers are local to the LAN. P-Node indicates to use WINS servers ONLY. This setting is useful to force all NetBIOS operation
to the configured WINS servers. You must have configured at least the primary WINS server IP to point to a working WINS server.
B-Node indicates to use local network broadcast ONLY. This setting is useful where there are no WINS servers available, however,
it is preferred you try M-Node operation first. This setting has no effect if the ‘Learn NetBIOS information from WAN'is activated.

WINS IP Enter your WINS Server IP address(es).
Address:
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Section 3 - Configuration

DHCP Reservation

If you want a computer or device to always have the same IP address assigned, you can create a DHCP reservation. The router will assign the IP
address only to that computer or device.

Note: This IP address must be within the DHCP IP Address Range.

Enable:

Computer Name:

IP Address:

MAC Address:

Copy Your PC’s
MAC Address:

Save:

DHCP
Reservations List:

Enable:
Edit:

Delete:

Check this box to enable the reservation.

Enter the computer name or select from the drop-down
menu and click <<.

Enter the IP address you want to assign to the computer
or device. This IP Address must be within the DHCP IP
Address Range.

Enter the MAC address of the computer or device.

If you want to assign an IP address to the computer you
are currently on, click this button to populate the fields.

Click Save to save your entry. You must click Save Settings
at the top to activate your reservations.

DHCP Reservations List

Displays any reservation entries. Displays the host name
(name of your computer or device), MAC Address, and IP
address.

Check to enable the reservation.

Click the editicon to make changes to the reservation entry.

Click to remove the reservation from the list.

ADD DHCP RESERYATION

Enable :

Computer Name
IP Address
MAC Address

7

:PM_testnl

: Jisz2.168.0.112

: Jooio4:23:iz050E3

Copy Your PC's MAC Address |

Save | Clear |

Enable

Host Mame

DHCP RESERYATIONS LIST

MAC Address

IP Address

Harchware Address  Assigned IP
00:04:23:20:51:43 192,168,0,112 PM_test0l Thu Sep 1 19:49:06 2011 Revoke Reserve

NUMBER OF DYNAMIC DHCP CLIENTS : 1

Hosthame  Expires

DHCP RESERVATIONS LIST

Host Marne MaC Address
PM_test0l 00:04:23:2c:51:a33

Enable

v

IP Address
192.168.0.112 BE T

Hardware Address  Assigned IP
00:04:23:20:51:53 192,162,0,112 PM_test0l Thu Sep 1 19:49:08 2011 Revoke Reserve

NUMBER OF DYNAMIC DHCP CLIENTS : 1

Hostname  Expires
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Storage
This page allows the user to use a web browser to remotely access files _

stored on USB storage drive plqgged into the router. Ve File Aocess 2llows you to use 2 wed browser to remotaly access files stered on an 5D card or
You can access the storage device at http://shareport.local. when you S8 storage drive plugged Into the rauter. To use this feature, check the Enable Web File Access

chieckbioz then create usar aCcounts T Manage aC0ess to vour storage devices or use the Admin or
enable SharePort Web Access Guest account (Guestyguest) to access the Guest Folder. After plugging in an S0 card or USE

storage drive, the new device will appear in the list with 2 link to it You can then use this link o
conniect o the drive and log in with 2 user account.

. Save Settimgs [ Don't Save Selings: .

The following parameters will be available for configuration:
Enable SharePort Web Tick this option to enable the share port
Access: web access feature.

SHAREPORT WEB ACCESS

HTTP Access Port: Enter the HTTP Access Port number used Esabils: Sareilor: Wel M &
here. By default, this value is 8181. HTTP Access Port = g15;
HTTPS Access Port: Enter the HTTPS Access Port number used HTTPS Access Port © 4433
here. By default, this value is 4433. Allow Remote Access @ ||

Allow Remote Access: Tick this option the allow remote access to this router.

In the User Creation section, the user can create and modify usernames and passwords.

The following parameters will be available for configuration:
User Names In the User Name field we can enter

the new username that will be created.
Alternatively, if we want to modify an
existing user account, select a username
from the drop-down menu. It will Venfy Password : ndd/ede
automatically be added to the User Name
field for modification.

User Name : < Wsername | =)
Password -

Password: In the Password field, the user can enter the password that will be associated with the user account.
Verify Password: In the Verify Password field, the user can re-enter the password that will be associated with the user account.

Click the Add/Edit button the add a new user account or modify an existing account.
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In the User List section, the user can modify or delete different user settings for each account.

The following parameters will be available in the display.
No. Displays the number of the entry in the

user list.
User Name: Displays the user name of the entry in the No. User Name Access Path Permission Edit Delete
Iigt. _ 1 admin raat Read)Virite
Access Path: II.Dltsplays the access path of theentry inthe |, S Rear Only 5
ist.
Permission: Displays the permission settings of the I e i e B &

entry in the list.

Click the Edit icon to edit the access path and permission, for each user.
Click the Delete icon to delete an account from the list.

After clicking on the Edit button, this window will appear.

The following parameters will be available for configuration:

name that will be modified.

Folder: This field will display the access path that User nams ;
this user will have access to, after logging Folder -
in. Click the Browse button to navigate e _Branze |
to a folder located on the USB storage Permission : [pead only | = |
device.

Permission: Here the user can select the appropriate @

permission setting for this user account. [0k ] [ cance |
Permissions available for selection, from

the drop-down menu are Read Only and

Read/Write.
Read Only permission will only allow this account to read data stored on the USB storage device within the

constrains of the access path specified. Read/Write permission will allow this account to read and write data to and
from the USB storage device within the constrains of the access path specified.

Click the Append button to add a blank account with the access path and permission specified.
Click the OK button to accept the changes made for the existing account.
Click the Cancel button to discard the changes made.
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In the Number Devices section, the user can view information about the external USB storage devices inserted into the USB port of this router.

The following parameters will be available in the display
Number of Devices: This field will display the number of USB
storage devices that are attached to the
USB port of the router.

Device Total Space Fres Space
Device: This field will display the USB storage uss 268 L3 GB

device’s name.

Total Space: This field will display the total space that is available on the USB storage device attached.
Free Space: This field will display the free space that is available on the USB storage device attached.

In the HTTP Storage Link section, the user can use this link to connect to the drive remotely after logging in with a user account.

Notice the path of the link(s) provided will point to the external
interface of this router. If no DDNS account is specified on the Dynamic
DNS page, the WAN IP address will be used. If, however, a DDNS account You can then use this ink to connect to the drive and kg in with 2 user account,

is specified, then the domain name will be used. weh Fla Arcess HHD Link

Wed Fila Arcess Hitps Link

Click on the Save Settings button to accept the changes made.
Click on the Don’t Save Settings button to discard the changes made.

l Save Settngs |_ Don't Sewe Seffings |
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Section 3 - Configuration

IPv6

On this page, the user can configure the IPv6 Connection type. There are two ways to set up the IPv6 Internet connection. You
can use the Web-based IPv6 Internet Connection Setup Wizard, or you can manually configure the connection.

For the beginner user that has not configured a router before, click on the IPv6 Internet
Connection Setup Wizard button and the router will guide you through a few simple
steps to get your network up and running.

For the advanced user that has configured a router before, click on the Manual IPv6
Internet Connection Setup button to input all the settings manually.

To configure the IPv6 local settings, click on the IPv6 Local Connectivity Setup button.

Thew o Smn wwie 21 el oy v ol Bt Crmectes. P G e e Wert-bsad Pl
FEr=e? Coarter brlor A, o re G Farualy L-fgees o et

P i i 13 7O e ke T e VYRR ENTE T3 B g ) (T
B Bk i Bt =3 S el Fwmat, (0K B T B b

P e Lo bt e

BOiW | BT BT TR SENGL PR TERE B b Pl Slieal B TIEE BaTIAD B
£ Sk Irmuirton Sucs FoLED 7 T LR

F vt il i O s The el N vty seeTegs of piar L0k, Bnilir, ean

L)

N L T

the el Ftwow: srttrge o s ves S et
i

a3 e e —

Use this section to configure Unique Local IPva Unicast Addresses(ULA) settings for your router,
ULA is intended for local communications and not expected to be routable on the glabal
Internet,

Save Setkings I Don't Save Setkings |
IPY6 ULA SETTINGS

Enable ULA : [T
Use Default ULA Prefix:

ULA Prefix |Fd4d:8122:19e1:0000:: fo4
CURRENT IP¥6 ULA SETTINGS

Current ULA Prefix :
LAN IP¥6 ULA :
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Section 3 - Configuration

IPv6 Internet Connection Setup Wizard

On this page, the user can configure the IPv6 Connection type using the IPv6 Internet Connection Setup Wizard.

Click the IPv6 Internet Connection Setup Wizard button and the router will guide
you through a few simple steps to get your network up and running.

Click Next to continue to the next page. Click Cancel to discard the changes made
and return to the main page.

The router will try to detect whether its possible to obtain the IPv6 Internet
connection type automatically. If this succeeds then the user will be guided through
the input of the appropriate parameters for the connection type found.

IPVE INTERNET CONNECTION SETUP WLIARD

I wou would like to utilize cur easy m use Web-based Wizard to assist vou in Conneding your new
D-Link Systems Router to the IPvE Internet, didk on the button below.

1Py6 Int=rmat Cannection Setup Wizzrd |

Note: Befors lzunching the wizards, pleess maks sure you have followsd 2ll st=ps cutdned in the
Quick Installation Guide included in tha padkage.

WELCOME TO THE D-LINK IP¥6 INTERMET CONMECTION SETUP WIZARD

This wizard will guide you through a setp-by-setp processs to configure a new connection to the
IPv6 Interent.

» Step 1 Configure your IPvE Interent Connection
« Step 2 Save setting and connect

Erey, | Mexk I Cancel Conmesk

STEP 1: CONFIGURE YOUR IPY6 INTERENT CONNECTION

Router is detecting your IP¥6 Interent connection type, please wait ...

Prev | Next | Cancel Connect
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However, if the automatic detection fails, the user will be prompted to either Try
again or to click on the Guide me through the IPv6 settings button to initiate the
manual continual of the wizard.

There are several connection types to choose from. If you are unsure of your
connection method, please contact your IPv6 Internet Service Provider.

Note: If using the PPPoE option, you will need to ensure that any PPPoE client
software on your computers has been removed or disabled. The 3 options available
on this page are IPv6 over PPPoE, Static IPv6 address and Route, and Tunneling
Connection.

Choose the required IPv6 Internet Connection type and click on the Next button
to continue. Click on the Prev button to return to the previous page. Click on the
Cancel button to discard all the changes made and return to the main page.

STEP 1: CONFIGURE YOUR IPVG6 INTERENT CONNECTION

Router is unable detect your IPv6 Internet connection type

Cancel Try again Guide me through the IPv6 setting

STEP 1: CONFIGURE YOUR IPY6 INTERENT CONNECTION

Please select your IPy6 Interent Connection type

& IPvG over PPPoE

Choose this option if your IPv6 Interent connection requires a username and password to get online, Most
DSL modems use this type of connection,

" Static IPv6 address and Route

Choose this option if your Interent Service Provider (1SP) provided you with IPv6 address information that
has to be manualy configured.

¢ Tunneling Connection (6rd)

Choose this option if your Interent Service Provider (ISP provided you a IPva Internet cormection by using
Brd autornatic tunneling mechanism,

Prev I Ment | Cancel CORMECs

Click on the Next button to continue. Click on the Prev button to return to the previous page.

Click on the Cancel button to discard all the changes made and return to the main page.
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IPv6 over PPPoE

After selecting the IPv6 over PPPoE option, the user will be able to configure an IPv6
Internet connection that requires a username and password to get online. Most

DSL modems use this type of connection.

The following parameters will be available for configuration:

PPPoE Session: Select the PPPoE Session value used here. This
option will state that this connection shares it's
information with the already configured IPv6
PPPoE connection, or the user can create a new
PPPoE connection here.

User Name: Enter the PPPoE username used here. If you do not
know your user name, please contact your ISP.

Password: Enter the PPPoE password used here. If you do not
know your password, please contact your ISP.

Verify Password: Re-enter the PPPoE password used here.

Service Name: Enter the service name for this connection here.
This option is optional.

SET USERNAME AND PASSWORD CONNECTION (PPPOE)

To set up this connection you will need to have a Username and Password from your IPv6 Internet
Service Provider. If you do not have this information, please contact your ISP.

PPPoOE Session: & Share with [Pvg [l Create a new session

Username :
Password :
Verify Password :

Service Name | (Optional)

MNote: You may also need to provide a Service Mame. If you do not have or know this information, please

contact your ISP,
Prew I Mext | Cancel Conmect
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Static IPv6 Address Connection

This mode is used when your ISP provides you with a set IPv6 addresses that does not change. The IPv6 information is manually entered in your
IPv6 configuration settings. You must enter the IPv6 address, Subnet Prefix Length, Default Gateway, Primary DNS Server, and Secondary DNS
Server. Your ISP provides you with all this information.

Use Link-Local The Link-local address is used by nodes and routers when SET STATIC IPV6 ADDRESS CONNECTION
AddreSS: communlcatlng Wlth nelghborlng nO(.:IeS on the Same. Ilnk‘ To set up this cunqectiun s_rgu w¥| neeﬂ to have a_(umplete list uf_ IPvG 'ijnfdurmatiﬂn prur\]r!ded by your
This mode enables IPv6-capable devices to communicate IPw Internet Service Provider. 1f you have a Static IPY6 connection and do not have this
with each other on the LAN side.

Use Link-Local address : ¥

IPY6 Address @ [Fesl:z15EFrFESS EESF

IPv6 Address: Enter the WAN IPv6 address for the router here. subnet prefix Length : [T
Default Gateway : |
Subnet Prefix Enter the WAN subnet prefix length value used here. Primary DNS Address : |
Length. Secondary DNS Address : |
) LAN IPv6 Address : | /64
Default Gateway: Enter the WAN default gateway IPv6 address used here. o | _tet | _conel | comen

Primary IPv6 DNS Enter the WAN primary DNS Server address used here.
Address:

Secondary IPv6 Enter the WAN secondary DNS Server address used here.
DNS Address:

LAN IPv6 Address: These are the settings of the LAN (Local Area Network)
IPv6 interface for the router. The router’s LAN IPv6 Address
configuration is based on the IPv6 Address and Subnet
assigned by your ISP. (A subnet with prefix /64 is supported
in LAN.)
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Tunneling Connection (6rd)

After selecting the Tunneling Connection (6rd) option, the user can configure the IPv6 6rd connection settings.

The following parameters will be available for configuration:
6rd IPv6 Prefix: Enter the 6rd IPv6 address and prefix value used
here.

IPv4 Address: Enter the IPv4 address used here.
Mask Length: Enter the IPv4 mask length used here.
Assigned IPv6 Prefix: Displays the IPv6 assigned prefix value here.
6rd Border Relay IPv4 Enter the 6rd border relay IPv4 address used here.

Address:
IPv6 DNS Server: Enter the primary DNS Server address used here.

The IPv6 Internet Connection Setup Wizard is complete.

Click on the Connect button to continue. Click on the Prev button to return to
the previous page. Click on the Cancel button to discard all the changes made
and return to the main page.

SET UP 6RD TUNNELING CONNECTION

To set up this 6rd tunneling connection you will need to have the following information from your
IPv6 Internet Service Provider. If you do not have this information, please contact your ISP.

6rd IPv6G Prefix : | /|2

IPv4 Address : 192.168.1.2 Mask Length : |0
Assign IPv6 Prefix : None
Tunnel Link-Local Address ; FEB0::.C0AS:0102/64

6rd Border Relay TPv4 |
Address :

1Pv6 DNS Server : |

Prey I Mext | Cancel Conneck

The IPv6 Internet Connection Setup Wizard has completed. Click the Connect button to save your
sattings and reboot the router.

Prey Cancel | Connect |
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IPv6 Manual Setup

There are several connection types to choose from: Auto Detection, Static IPv6, Autoconfiguration (SLAAC/DHCPv6), PPPOE,
IPv6 in IPv4 Tunnel, 6to4, 6rd, and Link-local. If you are unsure of your connection method, please contact your IPv6 Internet
Service Provider.

Note: If using the PPPoE option, you will need to ensure that any PPPoE client software on your computer has been removed
or disabled.

Auto Detection

Select Auto Detection to have the router detect and automatically

COI’\ﬁ g U re yOU I’ I PV6 Settl ngS from yOU r ISP. Choose the mode to be used by the router to the IPv6 Internet.

My IPv6 Connection is 1 [Auto Detection =l

IPv6 DNS SETTINGS

Dbtain a DNS server address automatically or enter a specific DNS server address.

% Obtain a DNS server address automatically
0 Use the folowing DNS address
Primary DNS Server : |

Secondary DNS Server : |

LAN IP¥6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you
change the LAN IPv6 Address here, you may need to adjust your PC network
settings to access the network again.

Enable DHCP-PD : W
LAN IPv6 Address : | /64
LAN IPv6 Link-Local address : FEBO0::218:F7FF:FE95:689E/64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPv6 Autoconfiguration to assign IP addresses to the
computers on your network.You can also enable DHCP-PD to delegate prefizes for
router in your LAN.

Enable automatic IPv6
address assignment :
Enable Automatic DHCP-PD in I~

LAN :
Autoconfiguration Type @ |SLAAC + Stateless DHCPwE - I
Router Advertisement l— .
Lifetime: 1440 (rninutes)
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My IPv6 Connection:

WAN IPv6 Address
Settings:

LAN IPv6 Address:
LAN Link-Local Address:

Enable
Autoconfiguration:

Autoconfiguration Type:
IPv6 Address Range
Start:

IPv6 Address Range
End:

IPv6 Address Lifetime:

Static IPv6

Select Static IPv6 from the drop-down menu.

Enter the address settings supplied by your Internet provider
(ISP).

Enter the LAN (local) IPv6 address for the router.

Displays the Router’s LAN Link-Local Address.

Check to enable the Autoconfiguration feature.

Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC +
Stateless DHCPv6.

Enter the start IPv6 Address for the DHCPv6 range for your
local computers.

Enter the end IPv6 Address for the DHCPv6 range for your
local computers.

Enter the IPv6 Address Lifetime (in minutes).

IPv6 CONNECTION TY¥PE

Choose the mode to be used by the router to the IPy6 Internet.

My IPv6 Connection is : | Static IPve =1

WAN IPv6 ADDRESS SETTINGS
Enter the IPv6 address information provided by your Internet Service Provider {ISP).

Use Link-Local Address : ¥
1Pv6 Address :  [FES0: 218 E7FRIFESS:E59F
Subnet Prefix Length : |64

Default Gateway

Primary DNS Server : |
Secondary DNS Server : |

LAN IPv6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you
change the LAN IPv6 Address here, you may need to adjust your PC network
settings to access the network again.

LAN IPv6 Address : | /64
LAN IPv6 Link-Local Address : FEB0::218:E7FF:FE95:689E/64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPv6 Autoconfiguration to assign IP addresses to the
computers on your network.

Enable automatic IPv6 [l
address assignment :

Autoconfiguration Type @ [SLAAC + Stateless DHCPve = |

Router Advertisement
Lifetime:

1440 {rninutes)
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My IPv6 Connection:
IPv6 DNS Settings:
Primary/Secondary DNS
Address:

LAN IPv6 Address:

LAN Link-Local Address:

Enable
Autoconfiguration:

Autoconfiguration Type:
IPv6 Address Range
Start:

IPv6 Address Range
End:

IPv6 Address Lifetime:

Autoconfiguration

Select Autoconfiguration (Stateless/DHCPv6) from the
drop-down menu.

Select either Obtain DNS server address automatically or
Use the following DNS Address.

Enter the primary and secondary DNS server addresses.

Enter the LAN (local) IPv6 address for the router.

Displays the Router’s LAN Link-Local Address.

Check to enable the Autoconfiguration feature.

Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC +
Stateless DHCPveé.

Enter the start IPv6 Address for the DHCPv6 range for your
local computers.

Enter the end IPv6 Address for the DHCPv6 range for your
local computers.

Enter the IPv6 Address Lifetime (in minutes).

IPv6 CONNECTION TYPE

Choose the mode to be used by the router to the IPv6 Internet.

My IPv6 Connection is : | Autoconfiguration (SLAAC/DHCPvE) - |

IPv6 DNS SETTINGS

0Obtain a DNS server address automatically or enter a specific DNS server address.

& (Chbtain a DNS server address automatically
€ Use the fallowing DNS address

Primary DNS Server : |

Secondary DNS Server : |

LAN IPv6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you
change the LAN IPv6 Address here, you may need to adjust your PC network
settings to access the network again.

Enable DHCP-PD : [V
LAN IPv6 Address : | /64
LAN IPv6 Link-Local Address : FE20::218:E7FF:FEQ5:689E/ 64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPv6 Autoconfiguration to assign IP addresses to the
computers on your network.You can also enable DHCP-PD to delegate prefizes for
router in your LAN.

Enable automatic IPv6 I
address assignment :

Enable Automatic DHCP-PD in I
LAN :

Autoconfiguration Type :  [SLAAC + Statelsss DHCPvE - |

Router Advertisement
Lifetime:

1440 {mirutes)
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My IPv6 Connection:

PPPoE:

Address Mode:

IP Address:
User Name:

Password:

Service Name:
Reconnection Mode:

Maximum ldle Time:

MTU:

IPv6 DNS Settings:

Primary/Secondary DNS
Address:

LAN IPv6 Address:

LAN Link-Local Address:

Enable Autoconfiguration:

PPPOE

Select PPPoE from the drop-down menu.

Enter the PPPoE account settings supplied by your Internet
provider (ISP).

Select Static if your ISP assigned you an IP address, subnet mask,
gateway, and DNS server addresses. In most cases, select Dynamic.

Enter the IP address (Static PPPoE only).
Enter your PPPOE user name.

Enter your PPPoE password and then retype the password in the
next box.

Enter the ISP Service Name (optional).

Select either Always-on, On-Demand, or Manual.

Enter a maximum idle time during which the Internet connection
is maintained during inactivity. To disable this feature, enable

Auto-reconnect.

Maximum Transmission Unit - you may need to change the MTU
for optimal performance with your specific ISP.

Select either Obtain DNS server address automatically or Use
the following DNS Address.

Enter the primary and secondary DNS server addresses.

Enter the LAN (local) IPv6 address for the router.
Displays the Router’s LAN Link-Local Address.

Check to enable the Autoconfiguration feature.

IPv6 CONMNECTION TYPE

Choose the mode to be used by the router to the IPv6 Internet.

My IPv6 Connection is :  [PRPoE 3|

PPPOE
Enter the information provided by your Internet Service Provider (ISP).

PPPoE Session: & Share with IPvd ' Create a new sessian
Address Mode :

1P Address : |

Service Name : |

® Dynamic P Static P

Username ;
Password :

Verify Password :

{Optional)
© always on @& ondemand € Manual
Maximum Idle Time : IE— {minutes, O=infinite)

MU [asz | (bytesIMTU default = 1492

IP¥6 DNS SETTINGS

Obtain a DNS server address automatically or enter a specific DNS server address.

Reconnect Mode :

& (btain a DMS server address automatically

 Use the folowing DMNS address

Primary DNS Server ;|

Secondary DNS Server : |

LAN IPv6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you
change the LAN IPv6 Address here, you may need to adjust your PC network
settings to access the network again.

Enable DHCP-PD : W
LAN IPv6 Address : | /64
LAN IPv6 Link-Local Address : FEBD::218:E7FF:FEQ5:689E/64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPv6 Autoconfiguration to assign IP addresses to the
computers on your network.You can also enable DHCP-PD to delegate prefixes for
router in your LAN.

Enable automatic IPv6 =
address assignment :

Enable Automatic DHCP-PD in I
LAN :

Autoconfiguration Type : ISLAAC + Stateless DHCPvE =
Router Advertisement I— .
Lifetime: 1440 {minutes)
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Autoconfiguration Type: Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless DHCPV6.
IPv6 Address Range Start: Enter the start IPv6 Address for the DHCPv6 range for your local computers.
IPv6 Address Range End: Enter the end IPv6 Address for the DHCPv6 range for your local computers.

IPv6 Address Lifetime: Enter the IPv6 Address Lifetime (in minutes).
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My IPv6
Connection:

IPv6 in IPv4 Tunnel
Settings:

LAN IPv6 Address:

LAN Link-Local
Address:

Enable
Autoconfiguration:

Autoconfiguration
Type:

IPv6 Address
Range Start:

IPv6 Address
Range End:

Pv6 Address
Lifetime:

IPv6 in IPv4 Tunneling

Select IPv6 in IPv4 Tunnel from the drop-down menu.

Enter the settings supplied by your Internet provider (ISP).

Enter the LAN (local) IPv6 address for the router.

Displays the Router’s LAN Link-Local Address.

Check to enable the Autoconfiguration feature.

Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless
DHCPve.

Enter the start IPv6 Address for the DHCPv6 range for your local
computers.

Enter the end IPv6 Address for the DHCPv6 range for your local
computers.

Enter the Router Advertisement Lifetime (in minutes).

IPv6 CONNECTION TYPE

Choose the mode to be used by the router to the IPv6 Internet.
=l

IP¥6 in IP¥4 TUNNEL SETTINGS

Enter the IPy& in IPy4 Tunnel information provided by your Tunnel Broker.

My IP¥6 Connection is : | IPvéin IPv4 Tunnel

Remote IPv4 Address : |
Remote IPv6 Address : |
Local IPv4 Address : 192.168.1.2

Local IPv6 Address : |

IPv6 DNS SETTINGS

Obtain a DNS server address automatically or enter a specific DNS server address.

= Ohbtain a DMS server address automatically
 Use the folowing DNS address

Primary DNS Server : |

Secondary DNS Server : |

LAN IPv6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you
thange the LAN IPy6 Address here, you may need to adjust your PC network
settings to access the network again.

Enable DHCP-PD : [V
LaN IPv6 Address @ | /64
LAN IPv6 Link-Local Address : FE80::218:E7FF:FE95:689E/64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPv6 Autoconfiguration to assign IP addresses to the
computers on your network.You can also enable DHCP-PD to delegate prefixes for
router in your LAN.

Enable automatic IPv6 i
address assignment :
Enable Automatic DHCP-PD in v
LAN :
Autoconfiguration Type @ [SLAAC + Stateless DHCPve x|

Router Advertisement
Lifetime:

1440 {minutes)
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My IPv6 Connection:
6 to 4 Settings:

Primary/Secondary
DNS Address:

LAN IPv6 Address:

LAN Link-Local
Address:

Enable
Autoconfiguration:

Autoconfiguration
Type:

IPv6 Address Range
Start:

IPv6 Address Range
End:

IPv6 Address
Lifetime:

6 to 4 Tunneling

Select 6 to 4 from the drop-down menu.
Enter the IPv6 settings supplied by your Internet provider (ISP).

Enter the primary and secondary DNS server addresses.

Enter the LAN (local) IPv6 address for the router.

Displays the Router’s LAN Link-Local Address.

Check to enable the Autoconfiguration feature.

Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless
DHCPveé.

Enter the start IPv6 Address for the DHCPv6 range for your local

computers.

Enter the end IPv6 Address for the DHCPv6 range for your local
computers.

Enter the IPv6 Address Lifetime (in minutes).

IP¥6 CONNECTION TYPE

Choose the mode to be used by the router to the IPv6 Internet.

=

My IP¥6 Connectionis :  [eto4

6tod SETTINGS

Enter the IPv6 address information provided by your Internet Service Provider (ISP).

6to4 Address : 2002:CO0A8:0102::COAS:0102
6to4 Relay : [192.88.99.1

Primary DNS Server : |

Secondary DNS Server : |

LAN IP¥v6 ADDRESS SETTINGS

Use this section to configure the internal network settings of yvour router. If you
change the LAN IPv6 Address here, you may need to adjust your PC network
settings to access the network again.

LAN IPv6 Address : 2l]l]2:[:l]AB:l]1l]2:|DDDl 21564
LAN IPv6 Link-Local Address : FEBOD::218:E7FF:FEO5:680E/ 64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPv6 Autoconfiguration to assign IP addresses to the
computers on your network.

Enable automatic IPv6 I~
address assignment :

Autoconfiguration Type : [SLAAC + Stateless DHCPvé x|

|6D {rninutes)

Router Advertisement
Lifetime:

D-Link DIR-820L User Manual

77




Section 3 - Configuration

My IPv6 Connection:

6RD Settings:

LAN IPv6 Address:
LAN Link-Local Address:

Enable
Autoconfiguration:

Autoconfiguration Type:

Router Advertisement
Lifetime:

6rd

Select 6rd from the drop-down menu.

Enter the address settings supplied by your Internet provider
(ISP).

Enter the LAN (local) IPv6 address for the router.
Displays the Router’s LAN Link-Local Address.

Check to enable the Autoconfiguration feature.

Select Stateful (DHCPv6), SLAAC+RDNSS or SLAAC + Stateless
DHCPve6.

Enter the Router Advertisement Lifetime (in minutes).

IPvy6 CONNECTION TYPE

Choose the mode to be used by the router to the IPv6 Internet.

My IPv6 Connection is :  [erd =l

6RD SETTINGS

Enter the IPv6 address information provided by your Internet Service Provider (ISP).

6rd Configuration : ¥ &rd DHCPv4 Option € Manual Configuration
6rd IPv6 Prefix @ | /=

IPv4 Address : 192.168.1.2 Mask Length :|D

Assign IPv6 Prefix : None
Tunnel Link-Local Address : FEB0::COA8:0102,/64
6rd Border Relay IPv4 |
Address :

Primary DNS Server : |

Secondary DNS Server : |

LAN IPv6 ADDRESS SETTINGS

Use this section to configure the internal network settings of your router. If you
change the LAN IPv6 Address here, you may need to adjust your PC network
settings to access the network again.

LAN IPv6 Address : None
LAN IPv6 Link-Local Address :  FEB0::218:E7FF:FEQ5:689E/64

ADDRESS AUTOCONFIGURATION SETTINGS

Use this section to setup IPv6 Autoconfiguration to assign IP addresses to the
computers on your network.

Enable automatic IPv6 I~
address assignment :

Autoconfiguration Type :  [SLAAC + Stateless DHCPve - |

Router Adverti it |
Lifetime:

{rninutes)
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