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Federal Communications Commission Statement

This device complies with Part 15 of the FCC Rules and RSS-210 Issue 8 of Canada. Operation is

subject to the following two conditions:

® This device may not cause harmful interference, and

® This device must accept any interference received, including interference that may cause
undesired operation.

This equipment has been tested and found to comply with the limits for a class B digital device, pursuant

to Part 15 of the Federal Communications Commission (FCC) rules. These limits are designed to

provide reasonable protection against harmful interference in a residential installation. This equipment

generates, uses, and can radiate radio frequency energy and, if not installed and used in accordance

with the instructions, may cause harmful interference to radio communications. However, there is no

guarantee that interference will not occur in a particular installation. If this equipment does cause

harmful interference to radio or television reception, which can be determined by turning the equipment

off and on, the user is encouraged to try to correct the interference by

one or more of the following measures:

® Reorient or relocate the receiving antenna.

® Increase the separation between the equipment and receiver.

® Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

®  Consult the dealer or an experienced radio/TV technician for help.

Reprinted from the Code of Federal Regulations #47, part 15.193, 1993. Washington DC: Office of the
Federal Register, National Archives and Records Administration, U.S. Government Printing Office.

Canadian Department of Communications

This digital apparatus does not exceed the Class B limits for radio noise emissions from digital
apparatus set out in the Radio Interference Regulations of the Canadian Department of
Communications.

This Class B digital apparatus complies with Canadian ICES-003. Cet appareil numérique de la classe
B est conforme a la norme NMB-003 du Canada.

Le manuel d'utilisation des appareils radio exempts de licence doit contenir I'énoncé qui suit, ou
I'équivalent, & un endroit bien en vue et/ou sur les appareils :

Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux appareils radio exempts
de licence. L'exploitation est autorisée aux deux conditions suivantes : (1) I'appareil ne doit pas produire
de brouillage, et (2) l'utilisateur de I'appareil doit accepter tout brouillage radioélectrique subi, méme si
le brouillage est susceptible d'en compromettre le fonctionnement.

FCC Radio Frequency Exposure Caution Statement

In order to maintain compliance with the FCC RF exposure guidelines, this equipment should be
installed and operated with minimum distance 20cm between the radiator and your body. Use only with
supplied antenna. Unauthorized antenna, modification, or attachments could damage the transmitter
and may violate FCC regulations. Any changes of modifications not expressly approved by the grantee
of this device could void the users authority to operate the equipment. Installation and use of this
Wireless LAN device must be in strict accordance with the instructions included in the user
documentation provided with the product. Any changes or modifications (including the antennas) made
to this device that are not expressly approved by the manufacturer may void the user’s authority to
operate the equipment. The manufacturer is not responsible for any radio or television interference
caused by unauthorized modification of this device, or the substitution or attachment of connecting



cables and equipment other than manufacturer specified. It is the responsibility of the user to correct
any interference caused by such unauthorized modification, substitution or attachment. Manufacturer
and its authorized resellers or distributors will assume no liability for any damage or violation of
government regulations arising from failing to comply with these guidelines.

This device and its antenna(s) must not be co-located or operating in conjunction with any
other antenna or transmitter.

Declaration of Conformity (R&TTE directive 1999/5/EC)

The following items were completed and are considered relevant and sufficient:
Essential requirements as in [Article 3]

Protection requirements for health and safety as in [Article 3.1a]

Testing for electric safety according to [EN 60950]

Protection requirements for electromagnetic compatibility in [Article 3.1b]
Testing for electromagnetic compatibility in [EN 301 489-1] & [EN 301]

Testing according to [489-17]

Effective use of the radio spectrum as in [Article 3.2]

Testing for radio test suites according to [EN 300 328-2]

WARNING: TO PREVENT FIRE OR SHOCK HAZARD, DO NOT EXPOSE THIS PRODUCT TO
RAIN OR MOISTURE. THE UNIT MUST NOT BE EXPOSED TO DRIPPING OR SPLASHING
WATER.

CAUTION: DO NOT OPEN THE UNIT. DO NOT PERFORM ANY SERVICING OTHER THAN THAT
CONTAINED IN THE INSTALLATION AND TROUBLESHOOTING INSTRUCTIONS. REFER ALL
SERVICING TO QUALIFIED SERVICE PERSONNEL.

CAUTION: THIS DEVICE MUST BE INSTALLED AND USED IN STRICT ACCORDANCE WITH
THE MANUFACTURER’S INSTRUCTIONS AS DESCRIBED IN THE USER DOCUMENTATION
THAT COMES WITH THE PRODUCT.

WARNING: POSTPONE INSTALLATION UNTIL THERE IS NO RISK OF THUNDERSTORM OR
LIGHTNING ACTIVITY IN THE AREA.

When using this device, basic safety precautions should always be followed to reduce the risk of fire,
electric shock and injury to persons, including the following:

® Read all of the instructions {listed here and/or in the user manual} before you operate this
equipment.

Give particular attention to all safety precautions.

Retain the instructions for future reference.

Comply with all warning and caution statements in the instructions.

Observe all warning and caution symbols that are affixed to this equipment.

Comply with all instructions that accompany this equipment.

Avoid using this product during an electrical storm. There may be a risk of electric shock from
lightning. For added protection for this product during a lightning storm, or when it is left
unattended and unused for long periods of time, unplug the power supply, and disconnect the Cat
5e to the DA1104 at the POE Inserter. This will prevent damage to the product due to lightning and
power surges. It is recommended that the customer install an AC surge protector in the AC outlet
to which this device is connected. This is to avoid damaging the equipment by local lightning
strikes and other electrical surges.

®  Operate this product only from the type of power source indicated on the product’'s marking label.



® If you are not sure of the type of power supplied to your home, consult your dealer or local power
company.

® Upon completion of any service or repairs to this product, ask the service technician to perform
safety checks to determine that the product is in safe operating condition.

Installation of this product must be in accordance with national wiring codes and conform to local
regulations.

Place POE Inserter to allow for easy access when disconnecting the power cord/adapter of the device
from the AC wall outlet.

Wipe the unit with a clean, dry cloth. Never use cleaning fluid or similar chemicals. Do not spray
cleaners directly on the unit or use forced air to remove dust.

When not utilizing the recommended 3-gang plastic switch & outlet box, do not directly cover the device,
or block the airflow to the device with insulation or any other objects.

Keep the device away from excessive heat and humidity and keep the device free from vibration and
dust.
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1.1 Package Contents

The contents of your product package should include the following items:
B DA1104: 802.11ac Wireless Access Point

B POE Module with AC adapter

B [nstallation Bracket

B Round Cover

B Installation/Instruction Sheet
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1.2 Product Description

Ultra high speed and enhanced coverage
The DA1104 provides dual-band (2.4GHz 802.11b/g/n + 5GHz 802.11ac) wireless access capability, utilizing 4
built-in high sensitivity antennas. It is compliant with IEEE 802.3af/at POE power scheme for easy deployment

and can be mounted to the ceiling or wall to entirely cover large rooms.

Ultra High Speed 802.11n Wireless

The DA1104 supports IEEE 802.11a/b/g/n/ac dual band standards with 2T2R MIMO technology, providing
wireless speed up to 300+866Mbps, which is 22X faster than traditional 11g Access Points. Moreover, the
DA1104 is equipped with a Gigabit Ethernet Port for faster transmitting speed for network applications and less
interference to enhance data throughput. The incredible wireless speed makes it ideal for handling multiple HD
movies streams, high resolution on-line gaming, stereo music, VolP and data streams at the same time in a stable

and smooth fashion.

Full Support of Wireless Security Encryption
Besides 64/128-bit WEP encryption, the DA1104 integrates WPA / WPA2, WPA-PSK / WPA2-PSK and 802.1x
Radius authority to secure and protect your wireless LAN. It provides wireless MAC filtering and SSID broadcast

control to consolidate wireless network security and prevent unauthorized wireless connections.

Flexible Deployment with PoE Feature
Compliant with IEEE 802.3at Power over Ethernet standard, the DA1104 can be powered and networked by a
single UTP cable. It thus reduces the needs of extra cables and dedicated electrical outlets on the wall, ceiling or

other places that are difficult to reach.
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Product Features

>

Complies with IEEE 802.11ac and IEEE 802.11a/b/g/n standards
1 x 10/100/1000BASE-T Ports with 1-port PoE (powered device)
Standard IEEE 802.3af/at Power over Ethernet design

2.4GHz (802.11b/g/n) & 5GHz (802.11ac) Dual Band concurrent, which is more efficiently carries
high load traffic.

2T2R MIMO technology for enhanced throughput and coverage

Provides multiple adjustable transmit power control

High Speed (300Mbps for 2.4GHz + 867Mbps for 5GHz) wireless data rate

Advanced security: 64/128-bit WEP, WPA/WPA2, WPA-PSK/WPA2-PSK (TKIP/AES encryption)
and Radius Authentication

Supports MAC address filtering
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1.3 Product Specifications

Product

DA1104
802.11ac Dual Band Ceiling Mount Wireless Access Point

1 x 10/100/1000BASE-T RJ45 port

Interface ey Autonegotiation and Auto MDI/MDI-X
Gain: 5GHz: 2 ~ 4dBi
Antennas ’ 2.4GH: 2.5 ~ 3.5dBi

Orientation: | Horizontal and Vertical

LED Indicators

PWR, Ethernet, WLAN
Allow LED turn off via software control

Material Plastic

Dimension(® x H) 205 x 45mm

Weight 250 + 10g

Power Requirement 802.3at PoE, 48-56V DC input
Power Consumption 20W (max.)

Mounting In-Ceiling

Standard

IEEE 802.11a/n/ac 5GHz
IEEE 802.11b/g/n 2.4GHz

Frequency Band

2.4G: 2.412~2.462GHz
5G: 5.180~5.240GHz, 5.725~5.850GHz

Extend Frequency

DSSS

Modulation Type

802.11b: DSSS(DBPSK/ DQPSK/ CCK)
802.11a/g/n: OFDM(BPSK/ QPSK/ 16QAM/ 64QAM)
802.11ac: OFDM(BPSK/ QPSK/ 16QAM/ 64QAM/ 256QAM)

Data Transmission

802.11ac (VHT20, Nss2-MCS8): Up to 173.3Mbps
802.11ac (VHT40, Nss2-MCS9): Up to 400Mbps
802.11ac (VHT80, Nss2-MCS9): Up to 867Mbps

802.11n (HT40): 270/243/216/162/108/81/54/27Mbps
135/121.5/108/81/54/40.5/27/13.5Mbps (dynamic)

Rates 802.11n (HT20): 130/117/104/78/52/39/26/13Mbps
65/58.5/52/39/26/19.5/13/6.5Mbps (dynamic)
802.11g: 54/48/36/24/18/12/9/6Mbps (dynamic)
802.11b: 11/5.5/2/1Mbps (dynamic)
Band Mode 2.4G, 5G concurrent mode

Transmission Distance

802.11ac : up to 30m
802.11n: up to 70m
802.119g: up to 30m

The estimated transmission distance is a theoretical calculation, the
actual distance will vary in different environments.
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Operating Channels

2.4GHz
America/ FCC: 1~11 (11 Channels)

5GHz

Channel Width

Max. RF Power

5GHz:
802.11a: 20 +2dBm
802.11n (HT20): 20 +2dBm
802.11n (HT40): 20 +2dBm
802.11ac (VHT20): 20 £2dBm
802.11ac (VHT40): 20 £2dBm
802.11ac (VHT80): 20 £2dBm

2.4GHz:
802.11b/g: 22 +2.5dBm
802.11n: 19 £2.5dBm

Receive Sensitivity

5GHz:
802.11a: -93 @ 6Mbps, -75dBm @ 54Mbps
802.11n (HT20): -92dBm @ MCSO, -71dBm @ MCS7
802.11n (HT40): -89dBm @ MCSO, -66dBm @ MCS15
802.11ac (VHT20): -91dBm @ Nss1-MCSO0, -64dBm @ Nss2-MCS8
802.11ac (VHT40): -89dBm @ Nss1-MCSO0, -59dBm @ Nss2-MCS9
802.11ac (VHT80): -86dBm @ Nss1-MCSO0, -56dBm @ Nss2-MCS9

2.4GHz:
802.11b (11Mbps): -88dBm @10% PER
802.11g (54Mbps): -74dBm @10% PER
802.11n 20MHz (MCS7): -69dBm @10% PER
802.11n 40MHz (MCS15): -66dBm @10% PER

Transmit Power
Adjustment

Wireless Mode

15%, 35%, 50%, 70%, 100%, 5-level adjustment

B Access Point B WDS PTP (Point to Point)
m  Client B WDS PTMP (Point to Multipoint)
B Repeater (WDS+AP) B Universal Repeater (AP+Client)

Encryption Security

B WEP (64/128-bit) encryption security
B WPA/WPA2 (TKIP/AES)

B WPA-PSK / WPA2-PSK (TKIP/AES)
B 802.1x Authentication

Wireless Security

Provides wireless LAN ACL (Access Control List) filtering

Wireless MAC address filtering up to 20 entries

Supports WPS (Wi-Fi Protected Setup)
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Enable/Disable SSID Broadcast

Wireless Advanced

WMM (Wi-Fi Multimedia): 802.11e Wireless QoS

Multiple SSID: up to 5 at 2.4GHz and 5 at 5GHz

Wireless Isolation: Enable it to isolate each connected wireless clients from
communicating with each other

IAPP (Inter Access Point Protocol): 802.11f Wireless Roaming

Provides Wireless Statistics

Wire: 253
Max. Clients 2.4GHz Wireless: 32

5GHz Wireless: 32

Built-in DHCP server supporting static IP address distributing
LAN Supports UPnP

Supports IGMP Proxy

System Management

Web-Based (HTTP) management interface

SNTP time synchronize

Easy firmware upgrade

Supports Scheduling Reboot

Supports Smart Discovery Utility

IEEE Standards

IEEE 802.11ac (2T2R, up to 867Mbps)
IEEE 802.11n (2T2R, up to 300Mbps)
IEEE 802.11g

IEEE 802.11b

IEEE 802.11i

IEEE 802.3 10Base-T

IEEE 802.3u 100Base-TX

IEEE 802.3ab 1000Base-T

IEEE 802.3x Flow Control

Others Protocols and
Standards

CSMA/CA, CSMA/CD, TCP/IP, DHCP, ICMP, SNTP

Operating: 0 ~ 40 Degree C

Temperature

Storage: -20 ~ 70 Degree C

Operating: 10 ~ 90% (Non-Condensing)
Humidity )

Storage: 5 ~ 90% (Non-Condensing)
Regulatory FCC Part 15B & 15C, IC, RoHS
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Please follow the instructions below to connect DA1104 to the existing network devices and your computers.

2.1 Product Installation Overview

B Installation Drawing i _ -~ [MR1]: Drawing labels

need to be cleaned up

Reset Button .
6ﬂ,gn-tt\ Dual Band WAP

Cat 5 cable

PoE Injector

» T i
AC Adapter ! Q&L
h L o \

Figu

re 2-1 DA1104 Product Installation Drawing
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2.1.1 Panel Layout

The front and rear panel provide a simple interface monitoring the AP.

LED Interface

Ethernet LED

Power LED

WLAN LED

Figure 2-2 DA1104 Panel Layout - LED

Button definition

Reset Button

Figure 2-3 DA1104 Panel Layout — Reset Button
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2.1.2 Hardware Description

LED definition
LED COLOR STATUS FUNCTION
Blue On Device power on
PWR Pink On Initializing
Pink Blinking Signal Survey
Green On The 2.4GHz WiFi is activated
Green Blinking The 2.4GHz WiFi is streaming in session
WLAN
Orange On The 5GHz WiFi is activated
Orange Blinking The 5GHz WiFi is streaming in session
Green On Power Present
Ethernet
Green Blinking Ethernet active
Button definition

Description

Reset Press and hold the Reset button about 10 seconds and then release it. The
ese
system restores to the factory default settings.

Port definition|

Description
PoE Port 10/100/1000Mbps RJ45 port , Auto MDI/ MDI-X
(802.3af/at PoE) | Connect PoE port to the IEEE 802.3af/at PoE injector to power on the device.
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Chapter 3. Connecting to the AP

3.1 System Requirements

u Broadband Internet Access Service (Cable/xDSL/Ethernet connection)
[ One IEEE 802.3af/at PoE switch (supply power to the DA1104)
u PC with a working Ethernet Adapter and an Ethernet cable with RJ45 connectors

u PC running Windows 98/ME, NT4.0, 2000/XP, Windows Vista / Win 7/Win 8, MAC OS 9 or later, Linux,
UNIX or other platforms compatible with TCP/IP protocols

%E}] 1. The AP in the following instructions refers to Legrand DA1104.

T 2. Itis recommended to use Internet Explorer 7.0 or above to access the AP.
ote

3.2 Web configuration access

The default IP address of the DA1104 is 192.168.40.253. And the default Subnet Mask is 255.255.255.0. These

values can be changed, but in this manual, we use all the default values for examples.

Connect the DA1104 with your PC by an Ethernet cable plugging into the Data In port of the WAP connected
PoEn and into the Ethernet port of PC. Power on the DA1104 by plugging in the AC adapter of the PoE Injector.

In the following sections, we'll introduce how to install and configure TCP/IP correctly in Windows 7 (other
operating systems are similar). First, make sure your Ethernet Adapter is working, and refer to the Ethernet

adapter manual if needed.

3.2.1 Configuring the IP Address Manually
Summary:
B Set up the TCP/IP Protocol for your PC.

B Configure the network parameters. The Ethernet Adapter of the PC should be configured for an IP
address of 192.168.40.xxx (the default IP address of the DA1104 is 192.168.40.253, and the default
router address is 192.168.40.254, the "xxx" can be configured to any number from 1 to 252), Subnet
Mask is 255.255.255.0.

1 Select Use the following IP address radio button, and then configure the IP address of the PC.

2 For example, as the default IP address of the DA1104 is 192.168.40.253 and the router is 192.168.40.254,

-10-
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you may choose from 192.168.40.1 to 192.168.40.252.

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IF address: 192 . 168 . 40 .
Subnet mask: 255 , 255 . 255 .

Default gateway:

Obtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

OK ] [ Cancel ]

Figure 3-1 TCP/IP Setting

Now click OK to save your settings.

Now, you can run the Ping command in the command prompt to verify the network connection between your PC

and the AP. The following example is in Windows 7 OS. Please follow the steps below:
1. Click on Start > Run.

2. Type “cmd” in the Search box.

-11-
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Programs (1)

7 See more tesults

Figure 3-2 Windows Start Menu

3. Open a command prompt, type ping 192.168.40.253 and then press Enter.

*

If the result displayed is similar to Figure 3-3, it means the connection between your PC and the AP

has been established well.

B Administrator: CA\Windows\system3 Aemd.exs

a1 1
poration. A1l rights rezsesved.

From 19
Erom 19

Hinimnum = Bms,. Haximnun = 1dms .

Figure 3-3 Successful result of Ping command

If the result displayed is similar to Figure 3-4, it means the connection between your PC and the AP
has failed.

-12-
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pporation. ALl erights res

C:“Documents and Settingssuseriping 192.168.48.253

tination
tination
tination

= 4 ¢10P: loss>.

-

Figure 3-4 Failed Result of Ping Command

If the address is 0.0.0.0, check your adapter installation, security settings, and the settings on your AP. Some

firewall software programs may block a DHCP request on newly installed adapters.

3.2.2 Starting Setup in the Web Ul

It is easy to configure and manage the AP with the web browser.

Step1. To access the configuration utility, open a web-browser and enter the default IP address
http://192.168.40.253 in the web address field of the browser.

V& hitp://192.16840.

Enter the IP address of the AP x
e
which by default is 192.168.40.253 Ty

S e | & Connecting...

Figure 3-5 Login by default IP address

After a moment, a login window will appear. Enter admin for the User Name and Password, both in lower case

letters. Then click the OK button or press the Enter key.

13-
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Connect to 192.168.40,253 [

i

The server 192,168.40,253 at Wireless Access Point requires
a username and password,

Warning; This server is requesting that your username and

password be sent in an insecure manner {basic authentication
without a secure connection),

User name: € admin i

Password: ssnns

[ pemember my password

o) [

Figure 3-6 Login Window

Default IP Address: 192.168.40.253
Default User name: admin

Default Password: admin

If the above screen does not pop up, it may mean that your web-browser has been set to a proxy. Go
to Tools menu> Internet Options> Connections> LAN Settings on the screen that appears, cancel the
Using Proxy checkbox, and click OK to finish it.

-14-
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Chapter 4. Configuring the AP

This chapter delivers a detailed presentation of AP’s functionalities and features under the main menu below,
allowing you to manage the AP with ease.

Setup Menu

» Setup Wizard

> WLAN1 (5 GHz)
> WLANZ2 (2.4 GHz)
> TCP/IP Settings
» Management

» Logout

Figure 4-1 Main Menu

During operation, if you are not clear about a certain feature, you can refer to the “Help” section in the right side of
the screen to read all related helpful info.

4.1 Setup Wizard

The Setup Wizard will guide the user to configure the DA1104 easily and quickly. Select the Setup Wizard on the
left side of the screen and by clicking on Next on the Setup Wizard screen shown below, you will then name your

DA1104 and set up its security.

 ac-WAP |

On-Q/Legrand 802.11ac Dual Band Wireless Access Point

Setup Menu Setup Wizard Setup Wizand

5 Setup Wizard
Clhck an the “Wizand™ page and it will

» WLAN1 |56 GHz) gt vou bo gefting up your 4P step by
5t8p in & simpés way. Tha steps Incuoa
» WLANZ (2.4 GHz) LAN interface Selu, Time Zane,
The Wizaed will gusde you the throwugh follewing steps. Begm by clicking on Mt Wiirele=s Basics and Virsless

~ TCP | IP Settings Encryplion Besing

Satup LAN Interdacs LAH intarfacs
g Setup he TCFIP address pfme
Bocess point Inchading s LAN IP

Wirgless Sacunty Setting Address. subnet mask and gatewa)

LAN Interface

Bt b

* Management

» Logout
Timma Zome Select

L !ve}]_“_-‘ Wihen enablzd, 8 will um on fhe
Natwork Tima Syncheonization from the
inbemet. And based on the installatian
mil& By courry], the anylight saving Sma
can be adjusted by urning i ondd
Then, sslectihe ims zons of the coaniry
youl @ currantly i The &P will sat iis
lime based on jour selecian

Figure 4-2 Setup Wizard
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Step 1: LAN Interface Setup

LAN Interface Setup

IP Address 192.168.40.253
Subnet Mask 256 255 2550
Default Gateway 192 168.40 254
Cancel ] [ z=Back ] [ Mext==

Figure 4-3 Wizard — LAN Interface Setup

The page includes the following fields:

Object Description

IP Address Displays the current IP address of the AP. (Default = 192.168.40.253)
Subnet Mask Displays LAN mask of the AP. (Default = 255.255.255.0)
Default Gateway IP address of the associated router. (Default = 192.168.40.254)

Step 2: Time Zone Setting

Time Zone Setting

Enable NTP client update
O] Automatically Adjust Daylight Saving

Time Zone

5 i (GMT-08:00)Pacific Time (US & Canada); Tijuana b
Select :
NTP zerver: 192.5.41.209 - Morth America %

Cancel H <=Back H MNext=>

Figure 4-4 Wizard — Time Zone Setup

The page includes the following fields:

Object ’ Description

Enable NTP client update Check this box to connect NTP Server and synchronize internet time.

Automatically adjust Check this box and system will adjust for daylight savings time

-16-
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Daylight Saving automatically.

Time Zone Select Select the Time Zone from the drop-down menu.

NTP Server Select the NTP Server from the drop-down menu.

Enable NTP client update Check this box to connect NTP Server and synchronize internet time.

Step 3: Wireless 5GHz Basic Settings

Wireless SGHz Basic Settings

Band 5 GHz (A+N+AC) »
Mode AP hd

S3ID Legrand AP 5G
Channel Width 80MHz |+

ControlSidehand

Channel Mumber 149 A

Cancel ][ <<Back ][ MNext==

Figure 4-5 Wizard — Wireless 5GHz Basic Settings

The page includes the following fields:

Object Description

Supports 802.11a, 802.11n, 802.11ac and mixed. Please choose its band

Band . .
according to your clients.
Mode Supports AP, Client, WDS and AP+WDS mode.
SSID Service Set |dentifier identifies your wireless network.

Select 80MHz if you use 802.1lac; select 40MHz if you use 802.11n;
otherwise, 20MHz for the 802.11a mode.
Control Sideband It is only valid when you choose channel width 40MHz.

Channel Width

Channel Number Indicates the channel setting for the AP.

Step 4: Wireless 5GHz Security Settings

Secure your wireless network by turning on the WPA or WEP security feature on the router. For this section you
can set WEP and WPA-PSK security mode.

-17-
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Wireless 5GHz Security Setup

Encryption: | Mone v
Cancel || <<Back Mext=> |
Figure 4-6 Wizard — Wireless 5GHz Security Setup

B Encryption: WEP
The following picture shows how to set the WEP security.

Wireless SGHz Security Setup

Encryption: | WEP ~

Kev Length: G4-hit  w

Kev Format: Hex (10 characters)

KE.I‘. gElling: kkkkkkhkik

Cancel l [ <<Back ] [ MNext==

Figure 4-7 5GHz Wireless Security Setup — WEP Setting

The page includes the following fields:

Object ‘ Description
Key Length WEP supports 64-bit or 128-bit security key.
Key Format User can enter key in ASCII or Hex format.
Key Setting Enter the key whose format is limited by the Key format, ASCII or Hex.

B Encryption: WPA-PSK

The following picture shows how to set up WPA-PSK security. You can select WPA (TKIP), WPA2 (AES) and

Mixed mode.

Encryption:

Pre-Shared Kev:

Wireless SGHz Security Setup

WPAZ(AES) |»

Pre-Shared Kev Format:

Passphrase hd

Cancel H <<Back ][ Mext=x
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Figure 4-8 5GHz Wireless Security Setup — WPA Setting

The page includes the following fields:

Object Description

Pre-Shared Key Format Specify the format of the key, pass phrase or hex.

Pre-Shared Key Enter the key whose format is limited by the key format.

Step 5: Wireless 2.4GHz Basic Settings

Wireless 2.4GHz Basic Settings

Band 2.4 GHz (B+G+N) +
Iade AP b

SSID Legrand AP 2.4G
Channel VWidth 40MHz (v
ControlSideband Upper v

Channel Mumber 11 8

Cancel ” <<Back H MNext==

Figure 4-9 Wizard — Wireless 2.4GHz Basic Settings

The page includes the following fields:

Object ‘ Description
Band Supports 802.11b, 802.11g, 802.11n and mixed. Please choose its band
an
according to your clients.
Mode Supports AP, Client, WDS and AP+WDS mode.
SSID Service Set Identifier, it identifies your wireless network.
Channel Width Select 40MHz if you use 802.11n, otherwise 20MHz for the 802.11b/g mode.
Control Sideband It is only valid when you choose channel width 40MHz.
Channel Number Indicates the channel setting for the AP.

Step 6: Wireless 2.4GHz Security Settings

-19-
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Secure your wireless network by turning on the WPA or WEP security feature on the router. For this section you
can set WEP and WPA-PSK security mode.

Wireless 2.4GHz Security Setup

Encrvption: | Mone w

Cancel H z<Back H Finished

Figure 4-10 Wizard — Wireless 2.4GHz Security Setup

B Encryption: WEP

The following picture shows how to set the WEP security.

Wireless 2.4GHz Security Setup

Encrvption: | WEP ~
Kev Length: G4-bit  »
Kev Format: Hex (10 characters)
Ke.l_getting: EEEEERELEK

Cancel ” <«<Back ][ Finished

Figure 4-11 2.4GHz Wireless Security Setup — WEP Setting

The page includes the following fields:

Object ‘ Description
Key Length WEP supports 64-bit or 128-bit security key.
Key Format User can enter key in ASCII or Hex format.
Key Setting Enter the key whose format is limited by the Key format, ASCII or Hex.

B Encryption: WPA-PSK

The following picture shows how to set WPA-PSK security. You can select WPA (TKIP), WPA2 (AES) and Mixed

mode.
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Wireless 2.4GHz Security Setup

Encryption: | WPAZ2(AES] |+

Pre-Shared Key Format: | Passphrase V|

Pre-Shared Key: | |

Cancel H z<Back ][ Finished

Figure 4-12 2.4GHz Wireless Security Setup — WPA Setting

The page includes the following fields:

Object Description

Pre-Shared Key Format Specify the format of the key, pass phrase or hex.

Pre-Shared Key Enter the key whose format is limited by the key format.

Click the Finished button to make your wireless configuration to take effect and finish the Setup Wizard.

Olegand = r

On-Q/Legrand 802.11ac Dual Band Wireless Access Point

Setup Menu Satiip Wigard
Change setting successiull! i i ity T
5 Setup Wizard Click on the WWaard pags
Dia not turn off or reboot the Device during this time, and it will gusde youfo
* WLAN1 (5 GHz) s8fng up your AP siep by
- L\&p I 3 sengle wdy The
» WLANZ2 (2.4 GHz) Please wait 49 secomds ... sieps include LAH Inferlace
- Setun, Time Zone
» TCP I IP Bettings Wwetess Basics and
Vwelass Encryplicn
» Management Zatiing
* Logout LAN inferface
Sat i the TCRSP address
althe acoess poink
including its LaM IF
Aodraes. subnat mesk ang
g

Figure 4-13 Setup Wizard - Finished

After rebooting, please check whether you can access the Internet or not on the “Status” page.
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4.2 TCP/IP Settings

This page is used to configure the parameters for local area network which connects to the LAN port of your AP.
Here you may change the setting for IP address, subnet mask, DHCP, etc.

4.2.1 LAN Settings

On the LAN Settings page, you can configure the IP parameters of the LAN on the screen as shown below.

LAN Interface Setup

Setup Menu
I This page is used to configure the parameters for local area network which connects to the
¥ Setup Wizard
P LAN port of your Access Point. Here you may change the setting for IP addresss, subnet
» WLAN1 {5 GHIF mask, DHCP, etc
IF Address 192 168 40 253
» WLAN2 (2.4 GHz) 92168 40 25
) . Subnet Masl 255255 255.0
v TCP | IP Settings
Default Gateway 192.168.40. 254
LAN Interface
DHCP: Disabled *

> Management
DHCP Client Range: -
* Logout
DHCP Lease Time: (1 ~ 10080 mimutes)
Static DHCP
Domain Name:
802 1d Spanning Trae: Disabled +
Clone MAC Address 000000000000
UPNP Enable: Enabled *

Apply Changes ] [ Resst |

Figure 4-14 LAN Setting

The page includes the following fields:

Object Description

The default LAN IP address of the DA1104 is 192.168.40.253. You can

IP Address ]
change it at your request.
Subnet Mask Default is 255.255.255.0. You can change it at your request.
Default Gateway Default is 192.168.40.254. You can change it at your request.
You can select Disabled, Client, or Server. Default is Disabled,
DHCP meaning the DA1104 must connect to a router to assign IP addresses

to clients.

For the Server mode, you must enter the DHCP client IP address range
DHCP Client Range in the field. You can click the “Show Client” button to show the Active
DHCP Client Table.
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Static DHCP

Click the “Set Static DHCP” button and you can reserve some IP
addresses for those network devices with the specified MAC addresses
anytime when they request IP addresses.

Domain Name

Default is Legrand.

802.1d Spanning Tree

You can enable or disable the Spanning Tree function.

Clone MAC Address

You can input an MAC address here for using clone function.

UPnNP Enable

You can enable or disable the UPnP function.

The UPnP feature allows the devices, such as Internet computers, to
access the local host resources or devices as needed. UPnP devices
can be automatically discovered by the UPnP service application on the
LAN.

AP.

If you change the IP address of LAN, you must use the new IP address to login the

When the IP address of the DA1104 is changed, the clients on the network often
need to wait for a while or even reboot before they can access the new IP address.
For an immediate access to the AP, please flush the netbios cache on the client
computer by running the “nbtstat —r" command before using the device name of the
DA1104 to access its Web Management page.
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4.3 WLAN1 (5GHz)

The wireless menu of WLAN1 (5GHz) contains submenus of the settings about wireless network. Please refer to

the following sections for the details.

~ WLAN1 (5 GHz)

» Basic Settings

» Advanced Settings
» RF Output Power

+ Security

» Access Control

» WDS Settings

+ Bite Survey

» WPS

» Schedule

Figure 4-15 5GHz Wireless Main Menu

4.3.1 Basic Settings

Choose menu “WLAN1 (5GHz) > Basic Settings” and you can configure the 5GHz basic settings for the
wireless network on this page. After the configuration is done, please click the “Apply Changes” button to save the
settings.

First of all, the wireless AP supports multiple wireless modes for different network applications, which include:

AP

Multiple SSIDs
Universal Repeater
Client

WDS

AP+WDS

Itis easy to combine the DA1104 with an existing wired network. The DA1104 provides a total network solution for

the home and the SOHO users.

=

Standard Access Point
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Wireless Basic Settings - WLAN1 (5 GHz)

This page is used to configure the parameters for wireless LAM clients which may connect
to your Access Foint. Here you may change wireless encryption settings as well as wireless
netwark parameters.

[] Disahle Wireless LAN Interface

Band: 5 GHz (A+N+AC) »

Maode: AP w
Metwark Type:

S3I0: Legrand AP 55

Channel Width: | 80MHz

Control
Sideband:

Channel

Mumber: 149 b

Broadcast 3510 | Enabled

VWM

Data Rate: Auto b

TX restrict: 0 AIbps (0:no restrict)
RA restrict: 0 Mbps (Dno restrict)
'é?iiﬂt':;?te'j Show Active Clients

Enable Mac Clane (Single Ethernet Client)

[0 Enanle Universal Repeater Maode (Acting as AP and client
simultaneculy)
521D of Extended

Interface:

Apply Changes ] [ Reset ]

Figure 4-16 5GHz Wireless Basic Settings of AP

The page includes the following fields:

Object Description

Disable Wireless LAN | Check the box to disable the wireless function.
Interface

Band Select the desired mode. Default is “5GHz (A+N+AC)". It is strongly
recommended that you set the Band to “5GHz (A+N+AC)”, and then all
of 802.11a, 802.11n, and 802.11ac wireless stations can connect to the
DA1104.
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5 GHz (A): 802.11a mode, rate is up to 54Mbps

5 GHz (N): 802.11n mode, rate is up to 300Mbps

5 GHz (AC): 802.11n mode, rate is up to 867Mbps (2T2R)

5 GHz (A+N): 802.11a/n mode, rate is up to 300Mbps

5 GHz (N+AC): 802.11n/ac mode, rate is up to 300Mbps or
867Mbps

B 5 GHz (A+N+AC): 802.11a/n/ac mode, rate is up to 54Mbps,
300Mbps, or 867Mbps

Mode There are four kinds of wireless mode selections:
H AP
m  Client
®  WDS
m  AP+WDS
If you select WDS or AP+WDS, please click “WDS Settings” submenu
for the related configuration. Furthermore, click the “Multiple AP”
button to enable multiple SSID functions.
SSID The ID of the wireless network. User can access the wireless network

through it only. However, if you switch to Client Mode, this field
becomes the SSID of the AP you want to connect with.

Default SSID: Legrand AP 5G

Channel Width

You can select 20MHz, 40MHz or 80MHz.

Channel Number

You can select the operating frequency of wireless network.

Default: 149

Broadcast SSID

If you enable “Broadcast SSID”, every wireless station located within
the coverage of the AP can discover its signal easily. If you are building
a public wireless network, enabling this feature is recommended. In
private network, disabling “Broadcast SSID” can provide better wireless
network security.

Default is “Enabled”.

Data Rate

Set the wireless data transfer rate to a certain value. Since most of
wireless devices will negotiate with each other and pick a proper data
transfer rate automatically, it’s not necessary to change this value
unless you know what will happen after modification.

Default is “Auto”.

Associated Clients

Click the “/Show Active Clients]’ button to show the status table of active

wireless clients.

Enable Universal
Repeater Mode

(Acting as AP and client

Universal Repeater is a technology used to extend wireless coverage.
To enable Universal Repeater Mode, check the box and enter the SSID
you want to broadcast in the field below. Then please click “Security”
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simultaneously) submenu for the related settings of the AP you want to connect with.

Multiple-SSID

Enable multiple-SSID can broadcast multiple WLAN SSID's using virtual interfaces. You can have different
encryption settings for each WLAN and you can restrict what they have access to.

Choose menu “WLAN1 (5GHz) — Basic Settings — Multiple AP” to configure the device as a general
wireless access point with multiple SSIDs.

Wireless Basic Settings - WLAN1 (5 GHz)

This page is used to configure the parameters for wireless LAM clients which may connect
to your Access Foint. Here you may change wireless encryption settings as well as wireless
network parameters.

[ Disable Wirsless LAN Interface

Band: |5 GHz (A+N+AC) ¥

Mode: AP w | MultipleAP |
Metwark Type:

2310: |Legrand AP 5G |

Figure 4-17 5GHz Wireless Basic Settings — Multiple AP

The device supports up to four multiple Service Set Identifiers. You can go back to the Basic Settings page
to set the Primary SSID. The SSID’s factory default setting is Legrand 5G VAP1~4 (Multiple-SSID 1~4).
The SSID can be easily changed to connect to an existing wireless network or to establish a new wireless
network. When the information for the new SSID is finished, click the Apply Changes button to let your
changes take effect.

Multiple APs Multiple APs - WLAN1 (5 GHz)

Thnz page shows and vpdares the wirsless seming for rileple ARs

[ eimz Astlean) v |Legrand 5G A [Aule w|| Enakled w|| [ Lant e o | [ Zhow |
arz| B IMG-«z [AFTIFAC) 9] |Lagrand 56 VA | Auta V!_Enahled vlll' a :' Lal » [0 .I-D !fsﬂl !AP
61 W |8 ez (A4D+AC) ¥ |Legrand 55 VA |Aute v||| Enabled || - i ;LAH_ v .“ |lo | [ Show ] ap
s @ Lm.--— [aAN+AC) |Legra1d 5 VA | Auto || Enabled vI- bled || AN [o 'l;-cu | [(Ehow ] [2p

[ S ) (]

Figure 4-18 5GHz Multiple-SSID
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Once you have applied and saved those settings, you can then go to the “WLAN1 (5GHz) — Security” page

on the AP to set up security settings for each of the SSIDs.

| IUniversal Repeate

This mode allows the AP with its own BSS to relay data to a root AP to which it is associated with WDS
disabled. The wireless repeater relays signal between its stations and the root AP for greater wireless range.

Here is the example of how to configure Universal Repeater Mode. Please take the following steps:

To configure each wireless parameter, please go to the “WLAN1 (5GHz) — Basic Settings” page.

Step 1. Configure wireless mode to “AP” and then check “Enable Universal Repeater Mode (Acting as AP and

client simultaneously)”. Click “Apply Changes” to take effect.

Wireless Basic Settings - WLAN1 (5 GHz)

This page is usedto configure the parameters for wireless LAN clients which may connect
to your Access Point. Here you may change wireless encryption settings as well as wireless
netwark parameters.

[] Disable vireless LAN Interface
Band: 5 GHz (A+MN+AC) v

Maode: AP w | MultipleAP

Metwork Type:

S5ID: Legrand AP 5G

Enable Mac Clene (Single Ethernet Client)

Enable Universal Repeater Mode (Acting as AP and client
simultaneauly)

351D of Extended Add 1o Profl
' o Profile

Interface: |Legrand Rpt0

Apply Changes ] [Reset l

Figure 4-19 5GHz Universal Repeater-1

Step 2.Go to 5GHz Site Survey page to find the root AP. Select the root AP that you want to repeat the signal

and then click “Next”.
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Wireless Site Survey - WLAN1 (5GHz)

This page provides tool to scan the wireless network. If any Access Point or IBSS is found, you could choose
to connect it manually when client mode is enabled.

Default 56 1  [M:26eccal:c’24 | 149 (A+N) AP WPA2PSK | T8 O]
WPA-

ipcam 00:26:2c:ab:00:1b | 153 (A+N) AP PSE'WPAX | 13 &
PRE

Figure 4-20 5GHz Universal Repeater-2

Step 3. Select the correct encryption method and enter the security key. Then, click “Connect”.

Wireless Site Survey - WLAN1 (5GHz)

This page provides tool to scan the wireless netwark. If any Access Point or IBSS is found, you could choose
to connect it manually when client mode is enabled.

Encryption:

WPAZ |+

Authentication Mode: O Enterprise (RADIUS) (&) Personal (Pre-Shared Key)

WPAZ Cipher Suite: Otxie [ AES
Fre-Shared Key Format: |Passphrase V|
FPre-Shared Key: |.ooo.oo.oo

<<Back H Connect ]

Figure 4-21 5GHz Universal Repeater-3

Step 4. Check “Add to Wireless Profile” and click “Reboot Now”.

Connect successfully!

Add to Wireless Profile

Reboot Mow ] l Reboot Later

Figure 4-22 5GHz Universal Repeater-4
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Step 5. Go to “Management-> Status” page to check whether the state of Repeater interface should be

“Connected”.

Wireless 1 Repeater Interface Configuration
Mode Infrastructure Client
SSID Default 5G 1
Encryption WPA2

BSS3ID 00:26:ec:00:14:73
State Connected

Figure 4-23 5GHz Universal Repeater-5

| IClient (Infrastructure

Combine the Wireless Router to the Ethernet devices such as TV, game player, or HDD and DVD, to make
them be wireless stations.

Wireless Basic Settings - WLAN1 (5 GHz)

This page is used to configure the parameters for wirgless LAM clients which may connect
to vour Access Point. Here vou may change wirgless encryption seftings as well as wireless
network parameters,

[] Disable Wireless LAN Interface

Band: § GHz (A+N+AC) ¥

II.'II:IdE Client w I

Meatwork Type: Infrastructure

ssiD: [Legrand AP 5G Add to Profile
Channel Width:

Cantrol
Sideband:

Channel
MNumber:

Broadcast 331D | Enabled v

WM

Data Rate: Auto i

TX restrict [0 | Mbps (0o restrict)
RX restrict: [0 | Mbps (0o restrict)
Associated

Clients

[l Enable Mac Clone (Single Ethemat Client)
S3ID of Extended
Interface:

Figure 4-24 5GHz Wireless Basic Settings — Client

The page includes the following fields:
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Object Description

Disable Wireless LAN | Check the box to disable the wireless function.
Interface

Band Select the desired mode. Default is “5GHz (A+N+AC)". It is strongly
recommended that you set the Band to “5GHz (A+N+AC)", and all of
802.11a, 802.11n, and 802.11ac wireless stations can connect to the
DA1104.

5 GHz (A): 802.11a mode, rate is up to 54Mbps

5 GHz (N): 802.11n mode, rate is up to 300Mbps

5 GHz (AC): 802.11n mode, rate is up to 867Mbps (2T2R)

5 GHz (A+N): 802.11a/n mode, rate is up to 300Mbps

5 GHz (N+AC): 802.11n/ac mode, rate is up to 300Mbps or

867Mbps

B 5 GHz (A+N+AC): 802.11a/n/ac mode, rate is up to 54Mbps,
300Mbps, or 867Mbps

Mode There are four kinds of wireless mode selections:

m AP

B Client

m  WDS

m  AP+WDS

If you select WDS or AP+WDS, please click “WDS Settings” submenu
for the related configuration. Furthermore, click the “Multiple AP”
button to enable multiple SSID function.

Network Type In Infrastructure, the wireless LAN serves as a wireless station. And
the user can use the PC equipped with the DA1104 to access the
wireless network via other access points. In Ad hoc, the wireless LAN
will use the Ad-hoc mode to operate.

Default is “Infrastructure”.

Note: Only while the wireless mode is set to “Client”, can the Network
Type be configured.

SSID The ID of the wireless network. User can access the wireless network
via its ID. However, if you switch to Client mode, this field becomes the
SSID of the AP you want to connect with.

Default SSID: Legrand AP 5G

Broadcast SSID If you enable “Broadcast SSID”, every wireless station located within
the coverage of the DA1104 can discover its signal easily. If you are
building a public wireless network, enabling this feature is
recommended. In private network, disabling “Broadcast SSID” can
provide better wireless network security.
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Default is “Enabled”.

Data Rate Set the wireless data transfer rate to a certain value. Since most of
wireless devices will negotiate with each other and pick a proper data
transfer rate automatically, it’s not necessary to change this value
unless you know what will happen after modification.

Default is “Auto”.

Enable Mac Clone Enable Mac Clone.
(Single Ethernet Client)

»  Example of how to configure Client Mode. Please take the following steps:

To configure each wireless parameter, please go to the “WLAN1 (5GHz) — Basic Settings” page.
Step 1. Go to “WLAN1 (5GHz) — Site Survey” page and click “Site Survey” button.

Step 2. Choose the root AP from the list. If the root AP is not listed in the table, re-click “Site Survey” to update
the list.

Wireless Site Survey - WLAN1 (5GHz)

This page provides tool to scan the wireless networke If any Access Foint ar IBSS is found, you could choose
to connect it manually when client mode is enabled.

~ SSD BSSID  Chamel Tye  Enerypt  Signal Select
Default 56 1  [D0:26ecialiei24 | 149(A+N) | AP WPA2PSE | 76 O]

WPA-
ipcam 00:26:eciab:00:1b | 153 (A+N) | AP PSK/WPA2-| 13 *

PSE

Figure 4-25 Client — AP List

Step 3. Enter the Security Key of the root AP and then click “Connect”.
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Wireless Site Survey - WLAN1 (5GHz)

This page provides tool to scan the wireless netwark. If any Access Point or IBSS is found, you could choose
to connect it manually when client mode is enabled.

Encryption:
WRAZ v
Authentication Mode: () Enterprise (RADIUS) () Perzonal (Pre-Shared Kev)
WPAZ Cipher Suite: Otxe [#]AES
Pre-Shared Key Format: Passphrase b
FPre-Shared Key: T ]

<=Back ][ Connect

Figure 4-26 Client — Security

Step 4. Wait until the connection established. Check the “Add to Wireless Profile” option and then reboot it.

Connect successfullyl

Add to Wireless Frofile

Feboot Mow H Eeboot Later

Figure 4-27 Client — Status

= [BS

Connect this Wireless AP with up to 8 WDS-capable wireless APs to expand the scope of network.
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Wireless Basic Settings - WLAN1 (5 GHz)

This page is used to configure the parameters for wireless LAN clients which may connect
to your Access Point. Here you may change wireless encryption settings as well as wireless
netwark parameters.

(] Disable Wireless LAN Interface

Band: 5 GHz I:J"-'*..'l'["J'f-'J"i.Cj v
Il.-1 ode: WDS bt I
Metwork Type:

ssID: ' ; ' Add to Profile

Channel Width: :BUMHZ V:

Control
Sideband:

Channel
Humber:

Broadcast 33I0: EnaEIéd : |

-

AR

Data Rate: Auta M

T restrict: 0 - Mbps (0:no restrict)
R restrict: 0 Mbps (0:no restrict)
Associated

Clients:

Enable Mac Clane (Single Ethernet Client)

Enahkle Universal Repeater Mode (4cting as AP and client
simultaneauly)

Figure 4-28 5GHz Wireless Basic Settings — WDS

The page includes the following fields:

Object Description

Disable Wireless LAN | Check the box to disable the wireless function.
Interface

Band Select the desired mode. Default is “5GHz (A+N+AC)". It is strongly
recommended that you set the Band to “5GHz (A+N+AC)", and all of
802.11a, 802.11n, and 802.11ac wireless stations can connect to the
DA1104.

B 5 GHz (A): 802.11a mode, rate is up to 54Mbps
B 5 GHz (N): 802.11n mode, rate is up to 300Mbps
B 5 GHz (AC): 802.11n mode, rate is up to 867Mbps (2T2R)
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B 5 GHz (A+N): 802.11a/n mode, rate is up to 300Mbps

B 5 GHz (N+AC): 802.11n/ac mode, rate is up to 300Mbps or
867Mbps

B 5 GHz (A+N+AC): 802.11a/n/ac mode, rate is up to 54Mbps,
300Mbps, or 867Mbps

Mode

There are four kinds of wireless mode selections:

H AP

m  Client

m  WDS

m  AP+WDS

If you select WDS or AP+WDS, please click “WDS Settings” submenu
for the related configuration. Furthermore, click the “Multiple AP”
button to enable multiple SSID function.

Channel Width

You can select 20MHz, 40MHz or 80MHz.

Control Sideband

You can select Upper or Lower.

Channel Number

You can select the operating frequency of wireless network.

Data Rate

Set the wireless data transfer rate to a certain value. Since most of
wireless devices will negotiate with each other and pick a proper data
transfer rate automatically, it’s not necessary to change this value
unless you know what will happen after modification.

Default is “Auto”.
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L IAP+ WDS
Connect this wireless AP with up to 8 WDS-capable wireless APs, and connect another AP to provide service

for all wireless stations within its coverage.

Wireless Basic Settings - WLAN1 (5 GHz)

This page is used to configure the parameters for wireless LAN clients which may connect
to your Access Point. Here you may change wireless encryption settings as well as wireless
network parameters.

(] Disable Vyireless LAN Interface

Band: [5 GHz (A+t+AC) ]
Made: [ AP+WDS v MultipleAP
Metwark Type:

581D : AP G 1 Add to Profile

Channel Width: | 80MHz v |

Control
Sideband:

Channel

Mumber: 149 _v :

Broadcast S510: I.Ensi.hléci : bl

WIMM:

Data Rate: _;9._L_|_t_l_:|_ |

TX restrict: [0 Mbps (0:no restrict)
RX restrict: 0 Mbps (Dno restrict)
Associated

Clients:

Enahle Mac Clene (2ingle Ethernet Client)

Enable Universal Repeater Mode (Acting as AP and client
simultaneouly)

Figure 4-29 5GHz Wireless Basic Settings — WDS+AP

The page includes the following fields:

Object Description
Disable Wireless LAN | Check the box to disable the wireless function.
Interface

Country Select your region from the pull-down list.
This field specifies the region where the wireless function of the Router
can be used. It may be illegal to use the wireless function of the Router in
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a region other than one of those specified in this field. If your country or
region is not listed, please contact your local government agency for
assistance/

Band

Select the desired mode. Default is “5GHz (A+N+AC)". It is strongly
recommended that you set the band to “5GHz (A+N+AC)”, and all of
802.11a, 802.11n, and 802.11ac wireless stations can connect to the
DA1104.

5 GHz (A): 802.11a mode, rate is up to 54Mbps

5 GHz (N): 802.11n mode, rate is up to 300Mbps

5 GHz (AC): 802.11n mode, rate is up to 867Mbps (2T2R)

5 GHz (A+N): 802.11a/n mode, rate is up to 300Mbps

5 GHz (N+AC): 802.11n/ac mode, rate is up to 300Mbps or
867Mbps

B 5 GHz (A+N+AC): 802.11a/n/ac mode, rate is up to 54Mbps,
300Mbps, or 867Mbps

[MSR2]: Where is this
field?

Mode

There are four kinds of wireless mode selections:
H AP
B Client
m  WDS
m  AP+WDS
If you select WDS or AP+WDS, please click “WDS Settings” submenu

for the related configuration. Furthermore, click the “Multiple AP”
button to enable multiple SSID functions.

SSID

The ID of the wireless network. User can access the wireless network
via its ID only. However, if you switch to Client Mode, this field becomes
the SSID of the AP you want to connect with.

Default SSID: Legrand AP 5G

Channel Width

You can select 20MHz, 40MHz or 80MHz.

Control Sideband

You can select Upper or Lower.

Channel Number

You can select the operating frequency of wireless network.

Broadcast SSID

If you enable “Broadcast SSID”, every wireless station located within
the coverage of the DA1104 can discover its signal easily. If you are
building a public wireless network, enabling this feature is
recommended. In private network, disabling “Broadcast SSID” can
provide better wireless network security.

Default is “Enabled”.

Data Rate

Set the wireless data transfer rate to a certain value. Since most of
wireless devices will negotiate with each other and pick a proper data
transfer rate automatically, it’s not necessary to change this value
unless you know what will happen after modification.
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Default is “Auto”.

Associated Clients Click the “Show Active Clients!’ button to show the status table of active

wireless clients.

Enable Universal Universal Repeater is a technology used to extend wireless coverage.
Repeater Mode To enable Universal Repeater mode, check the box and enter the SSID
you want to broadcast in the field below. Then please click “Security”

(Acting as AP and client ] ]
submenu for the related settings of the AP you want to connect with.

simultaneously)

4.3.2 Advanced Settings

Choose menu “WLAN1 (5GHz)> Advanced Settings” and you can configure the 5GHz advanced settings for
the wireless network on this page. After the configuration, please click the “Apply” button to save the settings.

Wireless Advanced Settings - WLAN1 (5GHz)

These settings are anly for more technically advanced users who have a sufficient
knowledge about wireless LAN. These settings should not e changed unless you know
what effectthe changes will have on your Access Point.

Fragment Threshold: 2346 (236-2346)
RTS Threshold: 2347 (0-234T)
Beacon Interval: 100 (20-1024 ms)
I4PP: (@ Enabled (O Disabled
Aggregation: (¥)Enabled (O Disabled
Short GI: (&) Enabled (O Disabled
WLAMN Fartition: () Enabled (® Disabled
STBC: (@ Enabled (O Disabled
LDPC: (& Enabled (O Disabled

TX Beamforming: (1 Enabled (' Disabled

Apply Changes ][ Resst ]

Figure 4-30 Wireless Advanced Settings — 5GHz

The page includes the following fields:

Object Description

Fragment Threshold You can specify the maximum size of packet during the fragmentation
of data to be transmitted. If you set this value too low, it will result in bad
performance.

Default is “2346”.

RTS Threshold When the packet size is smaller than the RTS threshold, the access
point will not use the RTS/CTS mechanism to send this packet.

-38-



Owner’s Manual of DA1104

Default is “2347".

Beacon Interval

The interval of time that this access point broadcasts a beacon. Beacon
is used to synchronize the wireless network. Default is “100".

IAPP

IAPP (Inter-Access Point Protocol) enabled is recommended as it
describes an optional extension to IEEE 802.11 that provides wireless
access-point communications among multivendor systems.

Default is “Enabled”.

Aggregation

It is a function where the values of multiple rows are grouped together.
Default is “Enabled”

Short GI

It is used to set the time that the receiver waits for RF reflections to
settle out before sampling data.
Default is “Enabled”

WLAN Partition

This feature is also called “WLAN isolation” or “Block Relay”. If this is
enabled, wireless clients cannot exchange data through the DA1104.
Default is “Disabled”.

STBC Activate Space Time Blocking Code (STBC) which does not need
channel statement information (CSlI).
Default Setting: "Enabled"

LDPC Low-density Parity-check Code is wireless data transmit algorithm.

Default Setting: "Enabled"

TX Beamforming

It is a technique that focuses the APs transmit energy of the MIMO spatial
streams towards the target STAs.
Default is "Enabled".

4.3.3 RF Output Power

Choose menu “WLAN1 (5GHz) > RF Output Power” to adjust to different levels of transmitting power for the

wireless network according to various environments on this page. After the configuration, please click the “Apply

Changes” button to save the settings.

Wireless RF Output Power - WLAN1 (5GHz)

RF Qutput Power Contral provides the flexikility to contral the WiFi Transmit power to optimize the wireless
range. Wifi power consumption for a Access Point could be reduced to up to 75% from its peak power
consumption for serving a small to medium size home, while hoosted to maximum power for a large homes
and businesses. The DA1104 supports cutput power control levels up to 3. You can change the RF output
power level here depends on the various environments and signal strength.

RF Qutput Power. & 1000e 700 Os00e Os5% O15% [ Apply Changes ][ Reset

Figure 4-31 RF Output Power — 5GHz

RF Output Power Control provides the flexibility to control the Wi-Fi transmit power to optimize the wireless range.

Wi-Fi power consumption for an Access Point could be reduced to up to 75% from its peak power consumption for
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serving small to medium size homes, while boosted to maximum power for large homes and businesses. The
DA1104 supports output power control levels up to 5. You can change the RF output power level here in

accordance with various environments and signal strength.

4.3.4 Security

Choose menu “WLAN1 (5GHz) > Security” and you can configure the settings of wireless security for the
wireless network on this page. After the configuration, please click the “Apply Changes” button to save the

settings.

Wireless Security Setup - WLAN1 (5GHz)

This page allows you setup the wireless securty. Turn on WEP or WPA by using Encryption Keys
could prevent any unauthorized access to your wireless network

Select SSID- | Root AP - Legrand AP G w Apply Changes ] [ Reset ]
Encryption: Disable W
802.1x Authentication: 1

Figure 4-32 Wireless Security Settings — 5GHz

The page includes the following fields:

Object Description

Select SSID Select the SSID you want to configure the wireless security function, which
includes the root one and the client one.

Encryption |
No security setup for wireless connection.

» I
It is based on the IEEE 802.11 standard. And the default setting of
authentication is Automatic, which can select Open System or Shared Key
authentication type automatically based on the wireless station's capability
and request. Furthermore, you can select Key Length and enter 10 and 26
Hexadecimal digits (any combination of 0-9, a-f, A-F, zero key is not
promoted) or 5 and 13 ASCII characters in the Encryption Key field.

CVWPA:
WPA is a medium level encryption and is supported by most wireless devices
and operating systems.
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WPAZ2 is a high level encryption and is supported by most wireless devices
and operating systems.

_IMWPA | WPA2 | WPA-Mixed:

WPA Mixed Mode allows the use of both WPA and WPA2 at the same time.

Authentication Mode

_IFnterprise (RADIUS)

When you select the authentication mode based on Enterprise (Radius
Server), please enter the IP Address, Port, and Password of the Radius
Server.

|_EPersonal (Pre-Shared Ke

When you select the other authentication mode based on Personal
(Pre-Shared Key), please enter at least 8 ASCII characters (Passphrase) or
64 Hexadecimal characters. All of the Cipher Suites support TKIP and AES.

802.1x Authentication

Enable 802.1x authentication function and then please enter the IP Address,

Port, and Password of the Radius Server.

4.3.5 Access Control

Choose menu “WLAN1 (5GHz) = Access Control” to allow or deny the computer of specified MAC address to
connect with the DA1104 on this page. After the configuration, please click the “Apply Changes” button to save

the settings.

Wireless Access Control - WLAN1 (SGHz)

If you choose "Allowsd Listed, only those clisnts whoss wireless MAC addre
control list will be able to connect to your £
clisnts on the list will not be able to connect the Access P

Wireless Access Control Mode: Disahle i

il the accass
ed, theze wirslsss

Point. When Deny Listed 1

: e Allow Listed
MAC Address: Deny Listed
Apply Changes l l Reset ]

Current Access Control List:

Figure 4-33 Wireless Access Control — 5GHz

The page includes the following fields:

Description

Wireless Access You can choose to set the Allowed-List, Denied-List, or disable this function.
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Control Mode

MAC Address Enter the MAC address you want to allow or deny connection to the DA1104 in
the field.
Comment You can make comments on each MAC address on the list.

Current Access Control | You can select and delete MAC addresses with the “Delete Selected” button.
List

Jo deny a MAC address of 00:26:EC:00:00:01 (for example) from connecting to your wireless network, do as -~

Step 1. Select “Deny” from MAC Address Filter drop-down menu.
Step 2. Enter 0026EC000001 in the MAC address box and click “Add”.

Step 3. Click the “OK” button to save your settings and you can add more MAC addresses, if you like, simply

repeat the above steps.

Wireless Access Control - WLAN1 (5GHz)

If you choose "Allowed Listed', only those clients whose wireless MAC addresses are
in the access control list will be able to connect to your Access Point. When Deny
Listed' is selected, these wireless clients on the list will not be able to connect the
Access Point

Wireless Access Control Made Deny Listed +

MAC Address | | Comment |

Apply Changes l [Reset l

Current Access Control List

00:26:ec:00:00:01 ]

[ Delete Selected ] l Delete All ] [Reset]

Figure 4-34 Wireless Access Control — Deny
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4.3.6 WDS

The WDS (Wireless Distribution System) feature can be used to extend your existing 2.4GHz or 5GHz wireless
network coverage. Here we show you how to configure this feature in 5GHz, which also applies to 2.4GHz.

Before configuring the WDS Setting page, you have to select the wireless mode to “WDS” on the WLAN1 (5GHz)
-> Basic Settings web page.

Wireless Basic Settings - WLAN1 (5 GHz)

This page is used to configure the parameters for wireless LAN clients which may connect
to your Access Point. Here you may change wireless encryption settings as well as wireless
netwaork parameters.

(] Disable Wireless LAM Interface

Band: 5 GHZ |jlﬁ~..+['_l41_fl:~._f.l::_ |

Il.-l ode: WwWDs W I

Metwark Type:

ssID: ' ' ' Add to Profile

Channel Width: g0MHz V:

Figure 4-35 WDS Mode — 5GHz
Choose menu “WLAN1 (5GHz) > WDS Settings” to configure WDS to connect the DA1104 with another AP on

this page. To configure the security of the WDS connection, click the “Set Security” button. After finishing the
configuration, click the “Apply Changes” button to save the settings.
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WDS Settings - WLAN1 (5GHz)

Wireless Distribution System uses wireless media to communicate with other APs,
like the Ethernet does. To do this. you must set these APs in the same channel and
set MAC address of other APs which you want to communicate with in the table and
then enable the WWDS.

Enable WDS

MAC Address: | |

[Data Rate: Auto b
Comment: |
[ Apply Changes ] [F{eset] [ Set Security ] [ Show Statistics ]

Current WDS AP List:

00:26:ec:00:00:01 Auto peer-1 ]
00:26:ec:00:00:02 Autao peer-2 ]

Delete Selected l [ Delete All ] [Reset]

Figure 4-36 WDS Settings — 5GHz

WDS Security Setup -wlanl

This page allows vou sstup the wirsless szcurity for WDS. When snabled, vou must maks surs sach
WDS dewics has adopted the same encryption algerithm and Key.

Encryption: MNone i

WEP Key Format:

WEP Key: |

Pre-Shared Key Format:

Pre-Shared Key: |

Apply Changes ] [Reset ]

Figure 4-37 WDS — Set Security

The page includes the following fields:

Description

Enable WDS Check the box to enable the WDS function. Please select WDS or
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AP+WDS in the Mode of Wireless Basic Settings before you enable
WDS on this page.

MAC Address You can enter the MAC address of the AP you want to connect with.
Data Rate Default is “Auto”.
Comment You can make some comment for each MAC address on the list.

Set Security Click the “Set Security” button to configure the wireless security

parameters of the AP you want to connect via WDS.

Show Statics Click the “Show Statics” button to show the WDS AP.

Current WDS AP List You can select some MAC addresses of the AP and click the “Delete
Selected” button to delete it.

The WDS feature can only be implemented between 2 wireless devices that both support the WDS

feature. Plus, channel, security settings and security key must be the same on both such

devices. Maximum 8 remote peers are supported.

To encrypt your wireless network, click “Set Security”. For the detail of wireless security, see
section 4.3.4. Remember to reboot the device after you save your wireless security settings;
otherwise, the WDS feature may not function.

4.3.7 Site Survey

Choose menu “WLAN1 (5GHz) - Site Survey” to scan the available local AP. If any Access Point is found, you
could choose any one to connect with manually when the Client Mode is enabled.

Wireless Site Survey - WLAN1 (5GHz)

This page provides tool to scan the wireless network. If any Access Point or IBSS is found, you could choose
to connect it manually when client mode is enabled.

Loite Suney

Default 56 1  D0:26ecial:c’24 | 149(A+N) | AP WPA2PSK | 76 (O]

WPA-
ipcam 00:26:ec:ab:00:1b | 153 (A+N) AP PSEWPRA2-| 13 &

PRE

Figure 4-38 Site Survey — 5GHz
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4.3.8 WPS

WPS (Wi-Fi Protected Setup) is designed to ease setup of security Wi-Fi networks and subsequential network
management. This wireless router supports WPS features for AP mode, AP+WDS mode, Infrastructure-Client

mode, and the wireless root interface of Universal Repeater mode.
Simply enter a PIN code or press the software PBC button and a secure wireless connection is established.

B PBC: If you find the WPS LED blinking for 2 minutes after you press the software PBC button, it means
that the PBC encryption method is successfully enabled. And an authentication will be performed
between your router and the WPS/PBC-enabled wireless client device during this time; if it
succeeds, the wireless client device connects to your device, and the WPS LED turns off. Repeat
steps mentioned above if you want to connect more wireless client devices to the device.

B PIN To use this option, you must know the PIN code from the wireless client and enter it in
corresponding field on your device while using the same PIN code on client side for such
connection.

The page includes the following fields:

Object Description

Disable WPS You can check the box to disable the WPS function.
WPS Status Here you can check if the connection via WPS is established or not.
Self-PIN Number It is the PIN number of the DA1104.
Push Button Click the “Start PBC” to activate WPS as well in the client device within
Configuration 2 minutes.
Client PIN Number In addition to the PBC method, you can also use the PIN method to
activate the WPS. Just enter the PIN number of the client device in the
field and click the “Start PIN” button.

=249 : :
% The WPS encryption can be implemented only between your Router and another

e WPS-capable device.

»  Example of how to establish wireless connection using WPS. Please take the following steps:

Step 1. Choose menu “WLAN1 (5GHz) = WPS” to configure the setting for WPS. After the configuration, please
click the “Apply Changes” button to save the settings.

Step 2. Add a new device.
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If the wireless adapter supports Wi-Fi Protected Setup (WPS), you can establish a wireless connection between
wireless adapter and AP using either software Push Button Configuration (PBC) method or PIN method.

To build a successful connection by WPS, you should also do the corresponding configuration of

the new device for WPS function.

A. By Software Push Button Configuration (PBC)

i Click the “Start PBC” Button on the WPS page of the AP.

WPS Status: Configured UnConfigurzd

Auto-lock-down state: unlocked

Self-PIN Number: 15051813

Push Button Configuration: [ Start PBC ]
STOP WSC Stap WSC
Client PIN Number: Start PIN

Figure 4-39 WPS-PBC — 5GHz-1

Start PBC successfullyv!

You have to run Wi-Fi Protected Setup in client within 2 minutes.

Figure 4-40 WPS-PBC — 5GHz-2

ii. The process must be finished within 2 minutes.

iii. Wait for a while until the next screen appears. Click OK to complete the WPS configuration.

B. ByPIN

If the new device supports Wi-Fi Protected Setup and the PIN method, you can add it to the network by PIN with
the following two methods.

Method One: Enter the PIN of your Wireless adapter into the configuration utility of the AP
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i Enter the PIN code of the wireless adapter in the field behind Client PIN Number in the following

figure. Then click Start PIN.

The PIN code of the adapter is always displayed on the WPS configuration screen.

WPS Status: Cenfigurad UnCenfigurad

Auto-lock-down state: unlocked

Self-PIN Number: 13031813

Push Button Configuration: Start FBC
STOP WSC Stop WSC

Client PIN Number: | | [ Start PIN

Figure 4-41 WPS-PIN — 5GHz-1

Applied WPS PIN successfully!

You have to run Wi-Fi Protected Setup within 2 minutes.

Figure 4-42 WPS-PIN — 5GHz-2

ii. For the configuration of the wireless adapter, please choose the option that you want to enter PIN into

the AP (Enrollee) in the configuration utility of the WPS and click Next until the process finishes.

Method Two: Enter the PIN of the AP into the configuration utility of your Wireless adapter

i Click the “Start PBC” Button on the WPS page of the AP. Get the Current PIN code of the AP in WPS
page (each AP has its unique PIN code).

WES Status: Configursd UnConfigursd

Auto-lock-dovwn state: unlocked

| Sele-PIN Number: 15051313 | Enter this PIN into the wireless adapter's configuration page.

Push Button Configuration: Start PBC
STOPWSC Stop WSC

Client PIN Number: | | | Start PIN

Figure 4-43 WPS-PIN — 5GHz-3

-48-




Owner’s Manual of DA1104

ii. For the configuration of the wireless adapter, please choose the option that you want to enter the PIN
of the AP (Registrar) in the configuration utility of the Wireless adapter and enter it into the field. Then

click Next until the process finishes.

4.3.9 Schedule

Wireless schedules will enable or disable your wireless access at a set time based on your predefined schedule.
This feature is often used for restricting access to all users (such as children, employees and guests) during
specific times of the day for parental control or security reasons.

Choose menu “WLAN1 (5GHz) - Schedule” to configure the schedule rule of enabling wireless function. After
the configuration, please click the “Apply Changes” button to save the settings.

Wireless Schedule - WLAN1 (5GHz)

This page allows you setup the wireless schedule rule. Flease do not farget to configure system time hefore enable
this feature.

[ ] Enable Wireless Schedule

Sun b 00~ fhoury 00 * [(min) 00~ hous) 00  [imin)

(hous) (min) (hour) (min)
(how) " (min) (how) 10 | (min)
ET (hous) (min) (hous) (mir)
(sun ][00 fmous 00 [min) 00 [(hou) 00 |(min)
(hous) 1) (i) (oug) 00 i)
(how) " (min) (hows) 1" | (min)
Sun v (hous) (min) (hous) (min)
s w00 fmowy 00 iy |00 (ew) 00 uin)
(hous) (min) (hous) (min)

[ Apply Changes ] [Reset]

Figure 4-44 Schedule - 5GHz

% When setting the Wireless Schedule, it is important to ensure that your System Clock
settings have been configured. If not, your wireless schedule will not function correctly.

MNoke
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4.4 WLAN2 (2.4GHz)

The Wireless menu contains submenus of the settings about wireless network. Please refer to the following

sections for the details.

v WLANZ2 (2.4 GHz)

» Basic Settings

» Advanced Settings
RF Output Power
Security

» Access Control

» WD S Settings
Site Survey
WPS

» Schedule

Figure 4-45 2.4GHz Wireless Main Menu

4.4.1 Basic Settings

Choose menu “WLAN2 (2.4GHz) > Basic Settings” to configure the 2.4GHz basic settings for the wireless
network on this page. After the configuration is done, please click the “Apply Changes” button to save the
settings.

The wireless AP supports multiple wireless modes for different network applications, which include:

m AP
®  Multiple SSIDs
B Universal Repeater
®  Client
®  WDS
m  AP+WDS
CIAP

Standard Access Point
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Wireless Basic Settings - WLANZ2 (2.4GHz)

This page is used to configure the parameters for wireless LAMN clients which may connect
to your Access Point. Here you may change wireless encryption settings as well as wireless
netwaork parameters.

(] Disable Wireless LAM Interface
Band: 2 4 GHz (B+G+N) ¥
Metwork Type:

SsID: |Legrand AP 245G

Channel Width:  [40MHz »

Control

Sideband: Upper |
Channel 1
Mumber: 1 B

Broadcast SSID: | Enabled v

WII:

Data Rate: Auto ||
TA restrict: 0 Mbps (0o restrict)
RX restrict: 0 Mbps (0:no restrict)

Associated

Clients: Show Active Clients

Enakle Mac Clone (Single Ethernet Client)

1 Enable Universal Repeater Mode (Acting as AP and client
simultaneouly)
381D of Extended

Interface: |

Apply Changes l [Reset l

Figure 4-46 2.4GHz Wireless Basic Settings — AP
The page includes the following fields:

Object Description

Disable Wireless LAN | Check the box to disable the wireless function.
Interface

Band Select the desired mode. Default is “2.4GHz (B+G+N)". It is strongly
recommended that you set the band to “2.4GHz (B+G+N)”, and all of
802.11b, 802.11g, and 802.11n wireless stations can connect to the
DA1104.

-51-



Owner’s Manual of DA1104

2.4 GHz (B): 802.11b mode, rate is up to 11Mbps

2.4 GHz (G): 802.11g mode, rate is up to 54Mbps

2.4 GHz (N): 802.11n mode, rate is up to 300Mbps(2T2R)

2.4 GHz (B+G): 802.11b/g mode, rate is up to 11Mbps or 54Mbps
2.4 GHz (G+N): 802.11g/n mode, rate is up to 54Mbps or 300Mbps
2.4 GHz (B+G+N): 802.11b/g/n mode, rate is up to 11Mbps,
54Mbps, or 300Mbps

Mode There are four kinds of wireless mode selections:
H AP
m  Client
m  WDS
m  AP+WDS
If you select WDS or AP+WDS, please click “WDS Settings” submenu
for the related configuration. Furthermore, click the “Multiple AP”
button to enable multiple SSID function.
SSID The ID of the wireless network. User can access the wireless network

via the ID only. However, if you switch to Client Mode, this field

becomes the SSID of the AP you want to connect with.

Default SSID: Legrand AP 2.4G

Channel Width

You can select 20MHz, or 40MHz.

Channel Number

You can select the operating frequency of wireless network.

Default: 11

Broadcast SSID

If you enable “Broadcast SSID”, every wireless station located within
the coverage of the AP can discover its signal easily. If you are building
a public wireless network, enabling this feature is recommended. In
private network, disabling “Broadcast SSID” can provide better wireless
network security.

Default is “Enabled”.

Data Rate

Set the wireless data transfer rate to a certain value. Since most of

wireless devices will negotiate with each other and pick a proper data

transfer rate automatically, it’s not necessary to change this value
unless you know what will happen after modification.

Default is “Auto”.

Associated Clients

Click the ‘/Show Active Clients|’ button to show the status table of active

wireless clients.

Enable Universal
Repeater Mode

(Acting as AP and client

Universal Repeater is a technology used to extend wireless coverage.
To enable Universal Repeater mode, check the box and enter the SSID
you want to broadcast in the field below. Then please click “Security”
submenu for the related settings of the AP you want to connect with.
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simultaneously)

I Multiple-SSID|

Enable multiple-SSID can broadcast multiple WLAN SSID's using virtual interfaces. You can have different
encryption settings for each WLAN and you can restrict what they have access to.

Choose menu “WLAN1 (2.4GHz) — Basic Settings — Multiple AP” to configure the device as a general
wireless access point with multiple SSIDs.

Wireless Basic Settings - WLAN2 (2.4GHz)

[] Disable Wireless LAN Interface

Band: |2.4 GHz (B+G+N) v

Mode: AP v | MultipleAP |
Network Tvpe:

SSID: [Legrand AP 2.4G |

Figure 4-47 2.4GHz Wireless Basic Settings — Multiple AP

The device supports up to four multiple Service Set Identifiers. You can go back to the Basic Settings page
to set the Primary SSID. The SSID’s factory default setting is Legrand 2.4G VAP1~4 (Multiple-SSID 1~4).
The SSID can be easily changed to connect to an existing wireless network or to establish a new wireless
network. When the information for the new SSID is finished, click the Apply Changes button to let your
changes take effect.

Multiple APs Multiple APs - WLAN2 (2.4GHz)

Thns page showws and updates the wreless et for salgle Afs

! GHz (5+G+1) ¥ Legrand 746 || Auls % | Enatiled %] LAN v| fi | [Bhew] |22
apz| W] |24 GHz (B+G4M) V| Lﬂgrandr_il: T | Erabizd V, LAH vl ] il] | Ehww :.-!-J"'
| @ I? 4 GHz {45+ %] | Lagrand 745 -1 e 8| [Enabled v. ':_:£|:J'¢1 I in | 5[1'3:_-.:.-. r.P
wne | () i:iGqu vt} || Legrand 246 V]| Ao ()| Enabled 3| Sneaie LAH = 0 ] ET I

iy Changos J Rosal |

Figure 4-48 2.4GHz Multiple-SSID

Once you have applied and saved those settings, you can then go to the “WLAN1 (2.4GHz) — Security”
page on the AP to set up security settings for each of the SSIDs.
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Universal Repeate

This mode allows the AP with its own BSS to relay data to a root AP to which it is associated with WDS
disabled. The wireless repeater relays the signal between its stations and the root AP for greater wireless

range.

Here is the example of how to configure Universal Repeater Mode.Use the following steps:

To configure each wireless parameter, go to the “WLAN2 (2.4GHz) — Basic Settings” page.

Step 1. Configure wireless mode to “AP” and then check “Enable Universal Repeater Mode (Acting as AP and

client simultaneously)”. Click “Apply Changes” to take effect.

Wireless Basic Settings - WLAN2 (2.4GHz)

This page is used to configure the parameters for wireless LAMN clients which may connect
to your Access Paoint. Here you may change wireless encryption settings as well as wireless

netwaork parameters.

(] Disable Wireless LAM Interface
Band: |24 GHz (B+G+N) |

T

Metwark Type:

|Legrand AP 2.4G |

3310:

Enable Mac Clone (Single Ethernet Client;

Enahble Universal Repeater Mode (Acting as AP and client

Interface: |Legrand Rpt1

[[] Enable Wireless Profile

Wireless Profile List:

| | DeleteAl |

’ Delete Selected

[ Apply Changes ] lResetl

simultaneouly)
351D of Extended
Add to Profile

Figure 4-49 2.4GHz Universal Repeater-1
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C andtenciokNext.
Wireless Site Survey - WLAN2 (2.4GHz)

This page provides tool to scan the wireless netwark. If any Access Point or IBSS is found, you could choose
to connect it manually when client mode is enabled.

~ sSD BSSID  Chamnel Type Emcrypt Signal Select

Figure 4-50 2.4GHz Universal Repeater-2

Step 3. Select he carrect encryption method and enter the security key. Then, cick ‘Connect”.
Wireless Site Survey - WLAN2 (2.4GHz)

This page provides tool to scan the wireless netwoark. If any Access Point or IBSS is found, you could choose
to connect it manually when client mode is enabled.

Encryption:
WPAZ ¥
Authentication Mode: (O Enterprise (RADIUS) & Personal (Pre-Shared Key)
WPAZ Cipher Suite: CITKIP [¥] AES
Pre-Shared Key Format: | Passphrase l]J
Fre-Shared Key: ||||....-|| |

[ <<Back ][ Connect ]

Figure 4-51 2.4GHz Universal Repeater-3
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Connect successfully!

! Add to Wireless Profile

Reboot Mow ] l Reboot Later

Figure 4-52 2.4GHz Universal Repeater-4

Step 5. Go to “Management-> Status” page to check whether the state of Repeater interface should be
“Connected”.

Mode Infrastructure Cliznt
551D Default 2.4G 1
Encryption WPA2

BSSID 00:26:ec:00:14:75
State Connected

Figure 4-53 2.4GHz Universal Repeater-5

| IClient (Infrastructure

Connect the wireless router with Ethernet devices such as TVs and game players to make them wireless
stations.
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Wireless Basic Settings - WLAN2 (2.4GHz)

This page is used to configure the parameters for wireless LAN clients which may connect
to your Access Point. Here you may change wireless encryption settings as well as wireless
netwaork parameters.

[ Disable Wireless LAN Interface

Band: |24 GHz (B+G+N) |

Mode: | Client V|

MNetwork Type: | Infrastructure V|

ssID: |Legrand AP 2 4G | [ Add to Profile

Channel Width:

Contral
Sideband:

Channel
Mumber:

Broadcast 3SID; IEnahIed v
WML

Data Rate: IAutD hd ‘

TX restrict: |U Adbps (0:no restrict)

R restrict 0

Mbps (no restnct)

Aszszociated
Clients:

[0 Enable Mac Clone (Single Ethernet Client)
331D of Extended

Interface: |

[[] Enable Wireless Profile

Wireless Profile List:

l Delete Selected ] l DeleteAll ]

l Apply Changes ] [Reset]

Figure 4-54 2.4GHz Wireless Basic Settings — Client

The page includes the following fields:

Description

Disable Wireless LAN | Check the box to disable the wireless function.
Interface
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Band Select the desired mode. Default is “2.4GHz (B+G+N)". It is strongly
recommended that you set the Band to “2.4GHz (B+G+N)”, and all of
802.11b, 802.11g, and 802.11n wireless stations can connect to the
DA1104.

2.4 GHz (B): 802.11b mode, rate is up to 11Mbps

2.4 GHz (G): 802.11g mode, rate is up to 54Mbps

2.4 GHz (N): 802.11n mode, rate is up to 300Mbps(2T2R)

2.4 GHz (B+G): 802.11b/g mode, rate is up to 11Mbps or 54Mbps
2.4 GHz (G+N): 802.11g/n mode, rate is up to 54Mbps or 300Mbps
2.4 GHz (B+G+N): 802.11b/g/n mode, rate is up to 11Mbps,
54Mbps, or 300Mbps

Mode There are four kinds of wireless mode selections:
m AP
m  Client
m  WDS
m  AP+WDS

If you select WDS or AP+WDS, please click “WDS Settings” submenu
for the related configuration. Furthermore, click the “Multiple AP”
button to enable multiple SSID function.

Network Type In Infrastructure, the wireless LAN serves as a wireless station. And
the user can use the PC equipped with the DA1104 to access the
wireless network via other access points. In Ad hoc, the wireless LAN
will use the Ad-hoc mode to operate.

Default is “Infrastructure”.

Note: Only while the wireless mode is set to “Client” can the Network
Type can be configured.

SSID The ID of the wireless network. User can access the wireless network
via the ID only. However, if you switch to Client Mode, this field
becomes the SSID of the AP you want to connect with.

Default SSID: Legrand AP 2.4G

Broadcast SSID If you enable “Broadcast SSID”, every wireless station located within
the coverage of the DA1104 can discover its signal easily. If you are
building a public wireless network, enabling this feature is
recommended. In private network, disabling “Broadcast SSID” can
provide better wireless network security.

Default is “Enabled”.

Data Rate Set the wireless data transfer rate to a certain value. Since most of
wireless devices will negotiate with each other and pick a proper data
transfer rate automatically, it’s not necessary to change this value
unless you know what will happen after modification.

-58-



Owner’s Manual of DA1104

Default is “Auto”.

Enable Mac Clone.

»  Example of how to configure Client Mode. Please take the following steps:

To configure each wireless parameter, please go to the “WLAN2 (2.4GHz) — Basic Settings” page.

Wireless Site Survey - WLAN2 (2.4GHz)

This page provides tool to scan the wireless netwark. If any Access FPoint or IBS3 is found, you could choose
to connect it manually when client mode is enabled.

~ sSD BSSID  Chamnel Type  Enmerypt Signal Select

Figure 4-55 Client — AP List
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Wireless Site Survey - WLAN2 (2.4GHz)

This page provides tool to scan the wireless netwoark. If any Access Point or IBSS is found, you could choose
to connect it manually when client mode is enabled.

Encryption:
WPAZ v
Authentication Mode: O Enterprise (RADIUS) () Personal (Pre-Shared Key)
WPAZ Cipher Suite: COtrre [¥] AEs
Pre-Shared Key Format: Passphrase o
Fre-Shared Key: Iy

<«<Back ][ Connect

Figure 4-56 Client — Security

Step 4. Wait until the connection established. Check the “Add to Wireless Profile” option and then reboot it.

Connect successfullyl

Add to Wireless Profile

Feboot Mow H Reboot Later

Figure 4-57 Client — Status

LIWDS|

Connect this Wireless AP with up to 8 WDS-capable wireless APs to expand the scope of network.
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Wireless Basic Settings - WLAN2 (2.4GHz)

This page is usedto configure the parameters for wireless LAN clients which may connect
to your Access Point. Here you may change wireless encryption settings as well as wireless
netwark parameters.

[] Disable Wireless LAM Interface

Band: 2.1 é'|:|z"[Ei+G'+.r.x]j.v':

I Mode: | WDS b I

Metwark Type:
55I0:
Channel Width:  [40MHz +|

Control

Sideband: Upper ¥
Channel |
Mumber: A |

Broadcast S2ID: :'Enah]e.jnvé

WM

Data Rate: .ﬁ:.ut.ﬁ _. V

T restrict: (0 Mbps (no restrict)
R restrict 0 | Mbps (0:no restrict)
Associated

Clients:

Enable Mac Clone (Single Ethernet Client)

Enable Universal Repeater Mode (Acting as AP and client
simultaneouly)
SSID of Ext_e_nl_:_l_n_a.cl.

Interface: ;

Apply Changes l [Reset ]

Figure 4-58 2.4GHz Wireless Basic Settings — WDS

The page includes the following fields:

Object Description

Disable Wireless LAN | Check the box to disable the wireless function.
Interface

Band Select the desired mode. Default is “2.4GHz (B+G+N)". It is strongly
recommended that you set the Band to “2.4GHz (B+G+N)”, and all of
802.11b, 802.11g, and 802.11n wireless stations can connect to the
DA1104.

B 2.4 GHz (B): 802.11b mode, rate is up to 11Mbps
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2.4 GHz (G): 802.11g mode, rate is up to 54Mbps

2.4 GHz (N): 802.11n mode, rate is up to 300Mbps(2T2R)

2.4 GHz (B+G): 802.11b/g mode, rate is up to 11Mbps or 54Mbps
2.4 GHz (G+N): 802.11g/n mode, rate is up to 54Mbps or 300Mbps
2.4 GHz (B+G+N): 802.11b/g/n mode, rate is up to 11Mbps,
54Mbps, or 300Mbps

Mode There are four kinds of wireless mode selections:

H AP

m  Client

m  WDS

m  AP+WDS

If you select WDS or AP+WDS, please click “WDS Settings” submenu
for the related configuration. Furthermore, click the “Multiple AP”
button to enable multiple SSID function.

Channel Width You can select 20MHz, or 40MHz

Control Sideband You can select Upper or Lower.

Channel Number You can select the operating frequency of wireless network.

Data Rate Set the wireless data transfer rate to a certain value. Since most of

wireless devices will negotiate with each other and pick a proper data
transfer rate automatically, it’s not necessary to change this value
unless you know what will happen after modification.

Default is “Auto”.

[ | AP+ WDS

Connect this Wireless AP with up to 8 WDS-capable wireless APs, and connect another AP to provide

service for all wireless stations within its coverage.
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Wireless Basic Settings - WLAN2 (2.4GHz)

This page is usedto configure the parameters for wireless LAN clients which may connect
to your Access Point. Here you may change wireless encryption settings as well as wireless

netwark parameters.

[] Disable Wireless LAM Interface

Band: 2.4 GHz (B+G+N) v

Mode: [AP+WDS +|

Metwork Type:
S5ID:
Channel Width: .I-H]T'V'IHZ v|

Control

Sideband: | Upper ]
Channel |
Mumber: 1 &

Broadcast S2ID: ”Enah-led- v

WM

Data Rate: .,&..ut.ﬁ _. V

Tx restrict |0 | WIbps (0o restrict)
R restrict: |0 Mibps (0o restrict)
Associated

Clients. Show Active Clients

Enable Mac Clone (Single Ethernet Client}

] Enable Universal Repeater Mode (Acting as AP and client

simultaneauly)
3EID of Extendecl
Imterface:

Apply Changes l [Reset ]

Figure 4-59 2.4GHz Wireless Basic Settings — WDS+AP

The page includes the following fields:

Object Description

Disable Wireless LAN | Check the box to disable the wireless function.

Interface

Country Select your region from the pull-down list.
This field specifies the region where the wireless function of the Router
can be used. It may be illegal to use the wireless function of the Router in
a region other than one of those specified in this field. If your country or
region is not listed, please contact your local government agency for
assistance.

Band Select the desired mode. Default is “2.4GHz (B+G+N)". It is strongly
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recommended that you set the Band to “2.4GHz (B+G+N)”, and all of
802.11b, 802.11g, and 802.11n wireless stations can connect to the
DA1104.

2.4 GHz (B): 802.11b mode, rate is up to 11Mbps

2.4 GHz (G): 802.11g mode, rate is up to 54Mbps

2.4 GHz (N): 802.11n mode, rate is up to 300Mbps(2T2R)

2.4 GHz (B+G): 802.11b/g mode, rate is up to 11Mbps or 54Mbps
2.4 GHz (G+N): 802.11g/n mode, rate is up to 54Mbps or 300Mbps
2.4 GHz (B+G+N): 802.11b/g/n mode, rate is up to 11Mbps,
54Mbps, or 300Mbps

Mode There are four kinds of wireless mode selections:
H AP
m  Client
m  WDS
m  AP+WDS

If you select WDS or AP+WDS, please click “WDS Settings” submenu
for the related configuration. Furthermore, click the “Multiple AP”
button to enable multiple SSID function.

SSID The ID of the wireless network. User can access the wireless network
via the ID only. However, if you switch to Client Mode, this field
becomes the SSID of the AP you want to connect with.

Default SSID: Legrand AP 2.4G

Channel Width You can select 20MHz, or 40MHz

Control Sideband You can select Upper or Lower.

Channel Number You can select the operating frequency of wireless network.
Broadcast SSID If you enable “Broadcast SSID”, every wireless station located within

the coverage of the DA1104 can discover its signal easily. If you are
building a public wireless network, enabling this feature is
recommended. In private network, disabling “Broadcast SSID” can
provide better wireless network security.

Default is “Enabled”.

Data Rate Set the wireless data transfer rate to a certain value. Since most of
wireless devices will negotiate with each other and pick a proper data
transfer rate automatically, it’s not necessary to change this value
unless you know what will happen after modification.

Default is “Auto”.

Associated Clients Click the “/Show Active Clients]’ button to show the status table of active

wireless clients.
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Enable Universal
Repeater Mode

(Acting as AP and client
simultaneously)

Universal Repeater is a technology used to extend wireless coverage.
To enable Universal Repeater Mode, check the box and enter the SSID
you want to broadcast in the field below. Then please click “Security”
submenu for the related settings of the AP you want to connect with.

4.4.2 Advanced Settings

Choose menu “WLAN2 (2.4GHz)-> Advanced Settings” to configure the 2.4GHz advanced settings for the

wireless network on this page. After the configuration, please click the “Apply” button to save the settings.

LAN. These s

on your Access Point.

Fragment Threshold:
RT3 Threshold:
Beacon Interval:
Preamhble Type:
LAPP:

Protection:
Aggregation:
Short GI:

WLAN Partition:
STBC:

LDPC:

20/40MHz Coexist:

Wireless Adv

hese settings arz only for mors technically advanced usars
=ttings should not bz changed unless

anced Settings - WLAN2 (2.4GHz)

who have 2 sufficiznt knowledge about

2346 (236-2346)
2347 (0-2347
100 (20-1024 ms

® Leng Preamble (O Short Praamble

() Enablad
) Enabled
(3 Enabled
(¥ Enabled
() Enablad
(%) Enabled
(3 Enabled
O Enabled

Apply Changes

][ Reset ]

O Dis
® Dis
ODis
O Dis
®Dis
ODis
ODis
@ Dis

abled
abled
abled
zblad
abled
abled
abled
zblad

Figure 4-60 Wireless Advanced Settings — 2.4GHz

The page includes the following fields:

Object Description

Fragment Threshold You can specify the maximum size of packet during the fragmentation
of data to be transmitted. If you set this value too low, it will result in bad
performance.

Default is “2346”.

RTS Threshold When the packet size is smaller than the RTS threshold, the access
point will not use the RTS/CTS mechanism to send this packet.
Default is “2347".
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Beacon Interval

The interval of time that this access point broadcasts a beacon. Beacon
is used to synchronize the wireless network. Default is “100".

IAPP IAPP (Inter-Access Point Protocol) enabled is recommended as it
describes an optional extension to IEEE 802.11 that provides wireless
access-point communications among multivendor systems.

Default is “Enabled”.

Protection When the protection mode is enabled, the throughput of the AP will be a
little lower due to the transmission of heavy frame traffic.
Default is “Disabled”.

Aggregation It is a function where the values of multiple rows are grouped together.
Default is “Enabled”

Short Gl It is used to set the time that the receiver waits for RF reflections to

settle out before sampling data.
Default is “Enabled”

WLAN Partition

This feature also called “WLAN isolation” or “Block Relay”. If this is
enabled, wireless clients cannot exchange data through the DA1104.
Default is “Disabled”.

STBC Activate Space Time Blocking Code (STBC) which does not need
channel statement information (CSI).
Default Setting: "Enabled"

LDPC Low-density Parity-check Code is wireless data transmit algorithm.
Default Setting: "Enabled"

20/40MHz Coexist Configure 20/40MHz coexisting scheme.

If you set up as "Enabled", "20MHz" and "40MHz" will coexist.
Default Setting: "Disabled"
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4.4.3 RF Output Power

Choose menu “WLAN2 (2.4GHz) = RF Output Power” to adjust to different levels of transmitting power for the
‘ wireless network according to various environments on this page. After the configuration, please click the “Apply
Changes” button to save the settings.

Wireless RF Qutput Power - WLAN2 (2.4GHz)

RF Output Power Control provides the flexibility to contral the WiFi Transmit power to optimize the wireless
range. Wifi power consumption for a Access Point could be reduced to up to 75% from its peak power
consumption far serving a small to medium size home, while boosted to maximum power for a large homes
and businesses. The DA1104 supports output power control levels up to 5. You can change the RF output
power level here depends on the various environments and signal strength.

RF Qutput Power: &) 1000 (700 300 (O33% O13% [ Apply Changes ][ Reset

Figure 4-61 RF Output Power — 2.4GHz

RF Output Power Control provides the flexibility to control the Wi-Fi transmission power to optimize the wireless
range. Power consumption can be reduced to up to 75% from peak power consumption to serve smaller homes.
The DA1104 supports 5 output power control levels. You can change the RF output power level here in

accordance with various environments and signal strengths.
4.4.4 Security

Choose menu “WLAN2 (2.4GHz) > Security” to configure the settings of wireless security for the wireless

Wireless Security Setup - WLAN2 (2.4GHz)

This page allows you setup the wireless security. Turn on WEP or WPA by using Encryption Keys
could prevent any unauthorized access to your wireless netwark

Select SSID- | Root AP - Legrand AP 2.4G v Apply Changes | [ Reset |
Encryption: WPAZ w
Authentication Mode: (O Enterprise (RADIUS) (3 Personal (Pre-Shared Kev)
WPA2 Cipher Suite: TEIP AES
Pre-Shared Key Format: Passphrase 4
Pre-Shared Key: [IIITITITT]

Figure 4-62 Wireless Security Settings — 2.4GHz

The page includes the following fields:

Object Description
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Select SSID Select the SSID you want to configure the wireless security function, which
includes the root one and the client one.
Encryption

No security setup for wireless connection.

LWEP!
It is based on the IEEE 802.11 standard. And the default setting of
authentication is Automatic, which can select Open System or Shared Key
authentication type automatically based on the wireless station's capability
and request. Furthermore, you can select Key Length and enter 10 and 26
Hexadecimal digits (any combination of 0-9, a-f, A-F, zero key is not
promoted) or 5 and 13 ASCII characters in the Encryption Key field.

L
WPA is a medium level encryption and is supported by most wireless devices
and operating systems.

LIWPA2:

WPA2 is a high level encryption and is supported by most wireless devices
and operating systems.

| PA /| WPA2 /| WPA-Mixed:

WPA Mixed Mode allows the use of both WPA and WPA2 at the same time.

Authentication Mode

|_IEnterprise (RADIUS

When you select the authentication mode based on Enterprise (Radius
Server), please enter the IP Address, Port, and Password of the Radius
Server.

|_IPersonal (Pre-Shared Ke

When you select the other authentication mode based on Personal
(Pre-Shared Key), please enter at least 8 ASCII characters (Passphrase) or
64 Hexadecimal characters. All of the Cipher Suites support TKIP and AES.

802.1x Authentication

Enable 802.1x authentication function and then enter the IP Address, Port,
and Password of the Radius Server.
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4.4.5 Access Control

Choose menu “WLAN2 (2.4GHz) = Access Control” to allow or deny the computer of specified MAC address to
connect with the DA1104. After the configuration, click the “Apply Changes” button to save the settings.

Wireless Access Control - WLAN2 (2.4GHz)

If you chooss "Allowsd Listed', only those clisnts whose wireless MAC addr=
control list will bz ablz to connzct to your Access Peint. When Deny Listed is selacted, these
clients on the list will not be able to connect the Access Point.
Wireless Access Control Mode: Dizahle b
Allow Listed

MAC Address: Deny Listed

Apply Changes ] l Reset l

Current Access Control List:

© MACAddress  Commemt  Select

Figure 4-63 Wireless Access Control — 2.4GHz

The page includes the following fields:

Object Description

Wireless Access You can choose to set the Allow-List, Deny-List, or disable this function.
Control Mode

MAC Address Enter the MAC address you want to allow or deny connection to the DA1104 in
the field.
Comment You can make some comments on each MAC address on the list.

Current Access Control | You can select MAC addresses and click “Delete Selected” button to delete it.
List

B Wireless Access Control example:

To deny a PC at the MAC address of 00:26:EC:00:00:01 to connect to your wireless network, do as follows:
Step 1. Select “Deny” from MAC Address Filter drop-down menu.

Step 2. Enter 0026EC000001 in the MAC address box and click “Add”.

Step 3.Click the “OK” button to save your settings and you can add more MAC addresses, if you like, simply
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repeat the above steps.

Wireless Access Control - WLAN2 (2.4GHz)

If vou choose "Allowed Listed', only those clients whose wireless MAC addresses are
in the access contrel list will be able to connect to your Access Point. When Deny
Listed' is selected. these wireless clients on the list will not be able to connect the
Access Point.

Wireless Access Control Mode: Deny Listed |+

MAC Address: | | Comment: |

Apply Changes ] [Reset ]

Current Access Control List:

00:26:c-00-00-01 |

[ Delete Selected ] l Delete All ] [Reset]

Figure 4-64 Wireless Access Control — Deny

-70-



Owner’s Manual of DA1104

4.4.6 WDS

WDS (Wireless Distribution System) feature can be used to extend your existing 2.4GHz or 5GHz wireless
network coverage. Here we present you how to configure this feature in 2.4GHz, which also applies to 5GHz.

Before configuring the WDS Setting page, you have to set the wireless mode to “WDS” on the WLAN2 (2.4GHz)
-> Basic Settings web page.

Wireless Basic Settings - WLAN2 (2.4GHz)

This page is usedto configure the parameters for wireless LAN clients which may connect
to your Access Point. Here you may change wireless encryption settings as well as wireless
network parameters.

[] Disable Vyireless LAM Interface

Band: I2.4 GHz (B+G+N) Vi
II'-.-hche: [WDS "I

Metwaork Type:

zsiD: |

Figure 4-65 WDS Mode — 2.4GHz

Choose menu “WLAN2 (2.4GHz) > WDS Settings” to configure WDS to connect the DA1104 with another AP
on this page. After the configuration, please click the “Apply Changes” button to save the settings.

WDS Settings - WLAN2 (2.4GHz)

Wireless Distribution System uses wireless media to communicate with other APs,
like the Ethernet does. To do this, yvou must set these APs in the same channel and
set MALC address of other APs which you want to communicate with in the table and
then enahle the WDS.

Enable WDS

MAC Address: | |

Data Rate:

Comment: | |

[ Apply Changes ] lReset]

Current WDS AP List:

00:26:ec:00:00:01 Auto peer-1 ]
00:26:ec:00:00:02 Auto peer-2 [ ]
Delete Selected l [ Delete All l [ Reset l

Figure 4-66 WDS Settings — 2.4GHz
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WDS Security Setup -wlan2

This page allows you sstup the wireless security for WDS. When enabled, vou must make sure each
WDS device has adopted the same sncryption algorithm and Key.

Encryprion: Mane N
WEP Key Format:

WEP Kev:

Pre-Shared Kev Format:

Pre-Shared Key:

Apply Changes l [F{eset l

Figure 4-67 WDS — Set Security

The page includes the following fields:

Object Description

Enable WDS Check the box to enable the WDS function. Please select WDS or
AP+WDS in the Mode of Wireless Basic Settings before you enable
WDS on this page.

MAC Address You can enter the MAC address of the AP you want to connect with.
Data Rate Default is “Auto”.
Comment You can make some comment for each MAC address on the list.
Set Security Click the “Set Security” button to configure the wireless security

parameters of the AP you want to connect via WDS.

Show Statics Click the “Show Statics” button to show the WDS AP.

Current WDS AP List You can select some MAC addresses of the AP and click the “Delete
Selected” button to delete it.

WDS feature can only be implemented between 2 wireless devices that both support the

WDS feature. Plus, channel, security settings and security key must be the same on

both such devices. Maximum 8 remote peers are supported.

To encrypt your wireless network, click “Set Security”. For the detail of wireless security,
see section 4.4.4. Remember to reboot the device after you save your wireless security

settings; otherwise, the WDS feature may not function.
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4.4.7 Site Survey

Choose menu “WLAN2 (2.4GHz) - Site Survey” to scan the available local AP. If any Access Point is found, you
can choose any one to connect to it manually when the Client Mode is enabled.

Wireless Site Survey - WLAN2 (2.4GHz)

This page provides tool to scan the wireless netwark. If any Access Point or IBSS is found, you could choose
to connect it manually when client mode is enahbled.

~ ssSD BSSID  Chamnel Type  Encrypt  Signal Select

3 ! ;
Default 24G 1 00:26:ec:01:95:aa B-GN) AP WEA PSK 24 @
1 ; o :
10F 00:26:e¢:29:92:98 (BG-X) AP WEPAPSK | 24 @
. 6
o -aE- -4 - 24
TiMOTION-Guest |00:26:ec2f10:d9 (B+G+N) AP o 4 &
5 WEA-
TiMOTION-WiFi 00:26:2c:2f:10:8b (B-GN) AP PEE/WPA2- M @
PSE
5 WPA-
link 00:26:2c:82:2¢:36 | . AP [PSEKE'WPA2Z- | 20
il PSK 2

Figure 4-68 Site Survey — 2.4GHz

448 WPS

WPS (Wi-Fi Protected Setup) is designed to ease the setup and management of Wi-Fi security networks. This
Wireless Router supports WPS features for AP mode, AP+WDS mode, Infrastructure-Client mode, and the

wireless root interface of Universal Repeater mode.
Simply enter a PIN code or press the software PBC button to establish a secure wireless connection.

B PBC: If you find the WPS LED blinking for 2 minutes after you press the software PBC button, it means
that PBC encryption method is successfully enabled. An authentication will be performed
between your router and the WPS/PBC-enabled wireless client device during this time. If it
succeeds, the wireless client device connects to your device and the WPS LED turns off. Repeat
the steps mentioned above if you want to connect more wireless client devices to the device.

B PIN To use this option, you must know the PIN code from the wireless client and enter it in the
corresponding field on your device while using the same PIN code on the client side for the
connection.

The page includes the following fields:

Object Description
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Disable WPS You can check the box to disable the WPS function.
WPS Status Here you can check if the connection via WPS is established or not.
Self-PIN Number It is the PIN number of the DA1104.
Push Button Click the “Start PBC” to activate WPS as well in the client device within
Configuration 2 minutes.
Client PIN Number In addition to the PBC method, you can also use the PIN method to
activate the WPS. Just enter the PIN number of the client device in the
field and click the “Start PIN” button.

The WPS encryption can be implemented only between your Router and another
WPS-capable device.

»  Example of how to establish wireless connection using WPS. Please take the following steps:

Step 1. Choose menu “WLAN2 (2.4GHz) > WPS” to configure the setting for WPS. After the configuration,
please click the “Apply Changes” button to save the settings.

Step 2. Add a new device.
If the wireless adapter supports Wi-Fi Protected Setup (WPS), you can establish a wireless connection between
the wireless adapter and the AP using either Push Button Configuration (PBC) or PIN methods.

To build a successful connection by WPS, you should configure the corresponding new device
for WPS function.

A. By Software Push Button Configuration (PBC)
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i Click the “Start PBC” Button on the WPS page of the AP.

WPS Status: Configurad UnConfigured

Auto-lock-down state: unlocked

Self-PIN Number: 15051813

Push Button Configuration: []

STOP WSC

Client PIN Number:

Figure 4-69 WPS-PBC — 2.4GHz-1

Start PBC successfully!

You have to run Wi-Fi Protected Setup in client within 2 minutes.

Figure 4-70 WPS-PBC — 2.4GHz-2

ii. The process must be finished within 2 minutes.

iii. Wait for a while until the next screen appears. Click OK to complete the WPS configuration.

B. ByPIN

If the new device supports Wi-Fi Protected Setup and the PIN method, you can add it to the network by PIN with
the following two methods.
Method One: Enter the PIN of your wireless adapter into the configuration utility of the AP

i Enter the PIN code of the wireless adapter in the field behind Client PIN Number in the following
figure and then click Start PIN.

= ca

\—;:i The PIN code of the adapter is always displayed on the WPS configuration screen.

Naote
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WPS Status: Configured UnConfigured

Auto-lock-down state: unlocked

Self-PIN Number: 15031813

Puszh Button Configuration: Start PBC
STOPWSC Stop WSC
Client PIN Number: Start PIM

Figure 4-71 WPS-PIN — 2.4GHz-1

Applied WPS PIN successfullyv!

You have to run Wi-Fi Protected Setup within 2 minutes.

Figure 4-72 WPS-PIN — 2.4GHz-2

ii. For the configuration of the wireless adapter, please choose the option that you want to enter PIN into

the AP (Enrollee) in the configuration utility of the WPS and click Next until the process finishes.

Method Two: Enter the PIN of the AP into the configuration utility of your wireless adapter

i Click the “Start PBC” Button on the WPS page of the AP. Get the current PIN code of the AP on the
WPS page (each AP has its unique PIN code).

WPS Status: Configursd UnConfigursd

Auto-lock-down state: unlocked

ISEH—PL\' Number: 15051813 | Enter this PIN into the wireless adapter's configuration page.

Push Button Configuration: Start PBC
STOPWSC Stop WSC
Client PIN Number: Start PIN

Figure 4-73 WPS-PIN — 2.4GHz-3

ii. For the configuration of the wireless adapter, choose the option that you want to enter the PIN of the

AP (Registrar) in the configuration utility of the wireless adapter and enter it into the field. Then click

Next until the process finishes.
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4.4.9 Schedule

Wireless Schedules will enable or disable your wireless access at a set time based on your predefined schedule.
This feature is often used for restricting access to all users (such as children, employees and guests) during

specific times of the day for parental control or security reasons.

Choose menu “WLAN2 (2.4GHz) > Schedule” to configure the schedule rule of enabling wireless function. After
the configuration, please click the “Apply Changes” button to save the settings.

Wireless Schedule - WLAN2 (2.4GHz)

This page allows you setup the wireless schedule rule. Please do noft forget to configure system time before enable
this feature.

[0 Enable wireless Schedule

Eae| oy | Fm
e (hour) " (min) thous) ' | (min)

Sun b (hour) (miry) (hour) (min)
[Sun [ (hour) (min) (hour) (min)
Sun ¥ (hour) (min) (hous) (min)
Sin___ ] (howr) i) (houe) 0 i)
EL. (hour) (min) (hour) (min)
Sun bt (hour) (min) (hour) (min)
L (how) (min) {hour) (min)
Sun ¥ (hour) (min) {hour) (min}
S S (hour) (i) thows) (min)

[ Apply Changes ] [Reset]

Figure 4-74 Schedule — 2.4GHz

% When setting the Wireless Schedule, it is important to ensure that your System Clock
== settings have been configured. If not, your Wireless Schedule will not function correctly.

MNote

4.5 Management

This section focuses on how to maintain the AP, including Restore to Factory Default Setting, Backup/Restore,
Firmware Upgrade, Reboot, Password Change and Syslog.
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v Management

» Status

» Statistics

» SNMP
NTP Settings

» Schedule Reboot

» LOG

» Upgrade Firmware
Reload Settings

» Password

Figure 4-75 Management — Main Menu

4.5.1 Status

You can use this function to display instantaneous information about the wireless access point. The information

displayed here may vary depending on the configuration.

Choose menu “Management -> Status” to show the current status and some basic settings of the DA1104.
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Access Point Status

Uptime Oday:0h:0m:47s
Firmware Version DALIM +v20141002
Build Time Sun Apr 15 05:19:51 CST 2014
Mode AP

Band 5 GHz (A-N+AC)
SSID Legrand AP 5G
Channel Mumber 149

Encryption Disabled

BSSID 00:26:ec:00:14:75
Associated Clients 0

Mode AP

Band 2 4 GHz (B+G+N)
SsID Legrand AP 2.4G
Channel Number 11

Encryption Dizabled

BSSID 00:26:ec:00:14:76
Associated Clients 0

Attain IP Protocol Fized IP

IP Address 192.168 402353
Subnet Mask 255.255155.0
Default Gateway 192.168.40.254
DHCP Server Disabled

MAC Address 00:26:ec:00:14:74

Figure 4-76 Status

4.5.2 Statistics

Choose menu “Management -> Statistics” to show the packet counters for transmission and reception

regarding wireless and Ethernet network.

-79-



Owner’s Manual of DA1104

Statistics

networks.

This page shows the packst counters for transmission and reception regarding to wirsless and Ethernet

Sent Packels 647
Wireless 1 LAN

FRecoived Packets 23482
Wireless 1 Repeater Sert Packeis )74
LAN Received Packers 3032

Senr Packeis 2161
Wireless 2 LAN -

Received Packets 33980

~ Sent Packeis 0

Ethernet LAN

Received Packets 0

Figure 4-77 Statistics

The page includes the following fields:

Object Description

Wireless LAN
Sent Packets

It shows the statistical count of sent packets on the wireless LAN interface.

Wireless LAN

Received Packets

It shows the statistical count of received packets on the wireless LAN interface.

Ethernet WAN

Sent Packets

It shows the statistical count of sent packets on the Ethernet WAN interface.

Ethernet WAN
Received Packets

It shows the statistical count of received packets on the Ethernet WAN interface.

Refresh

Click the refresh the statistic counters on the screen.

4.5.3 SNMP

Choose menu “Management - SNMP” to allow the network management station to retrieve statistics and status

from the SNMP agent in this AP. Simple Network Management Protocol (SNMP) is a popular network monitoring

and management protocol, used to refer to a collection of specifications for network management that includes

the protocol itself.
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SNMP Setting

SMMP is a application for network managment

Enable SNMP

Mame DAT104

Location

Contact

Read/\Write e

Conmmunity P

Read-0nly 7

Community e

Trap Receiver IP

Address btk
Apply Change ] [ Reset ]

Figure 4-78 SNMP

The page includes the following fields:

Object Description

Enable SNMP To enable the SNMP feature.

Name The name of the AP for SNMP management.

Location The location of the AP for SNMP management.

Contact The contact person for the AP in case for SNMP management purpose.
Read/Write Community The community name for SNMP management.

Read-Only Community The community name for SNMP management.

Trap Receiver IP Address | The IP address of SNMP Trap Server.

4.5.4 NTP Settings

This section assists you in setting the Wireless AP’s system time. You can either set the time and date manually

or automatically obtain the time from the Internet.

Choose menu “Management - NTP Settings” to configure the system time. You can also maintain the system
time by synchronizing with a public time server over the Internet. After the configuration, please click the “OK”

button to save the settings.

The configured time and date settings are lost when the Wireless AP is powered off.
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Time Zone Setting

You can maintain the system time by synchronizing with a publictime server over the
Internet.

) 2014 r 4 113 OYYYYIM/DD)
Current Time = :
& 28 47 {hh:mm:ss)
Qme ke (GMT-08:00)Pacific Time (US & Canada); Tijuana A
elect

[ Automatically Adjust Daylight Saving

[ Enable MTP client update
NTP server

(Manual IP Setting)

Apply Change ] [Resetl [ Refresh ]

Figure 4-79 Time Zone Settings

The page includes the following fields:

Object Description

Current Time Input current time manually.

You can click “Copy Computer Time” button to copy the PC’s current time to
the AP.

Time Zone Select Select the time zone of the country you are currently in. The router will set its

time based on your selection.

Aut tically Adjust
Hiomatically Adlus Select if your location observes daylight savings time.

Daylight Saving

Enable NTP client Check to enable NTP update. Once this function is enabled, AP will
update automatically update current time from NTP server.
NTP Server User may select prefer NTP sever or input address of NTP server manually.

If the AP loses power for any reason, it cannot keep its clock running, and will not have the
correct time when it is started again. To maintain correct time for schedules and logs,
either you must enter the correct time after you restart the AP, or you must enable the NTP
Server option.
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4.5.5 Schedule Reboot

This page allows you to enable and configure system reboot schedule. The device can regularly reboot according

to the reserved time when connecting to the Internet.

Schedule Reboot

This page allows you to enabkle and configure system reboot schedule. The device can regularly reboot
according to the reserved time when connecting to the Internet.

Schedule Reboot Setting: Enahle Disahle

Reboot Time: {Hour: Minute, ex: 02:23, or 13:14)

Reboot Plan:

WWeekday: SUN. [“IMON. YITUE. [V/WED. [/ THUR. [“IFRIL [|SAT.
Apply Changes ] [ Reset

Figure 4-80 Schedule Reboot

The page includes the following fields:

Object Description

Schedule Reboot ) ]
Enable or disable the Schedule Reboot function.
Setting
Reboot Time Enter the Reboot Time (24-hour format) to enable this function to take effect.
Reboot Plan There are two Reboot Plans supported in the AP:
Weekday: select this option to let the device reboot automatically according to
the reserved time in one or more days of a week.
Every day: select this option to let the device reboot automatically according
to the reserved time every day.
Weekday Check one or more days to let the device auto reboot on schedule.
When choosing “Every day” as your reboot plan, the “Weekday” will be
grayed out (disabled).

B Example of how to configure Schedule Reboot. Please take the following steps:
Before configured schedule reboots, please ensure the Internet connection is accessible and the GMT time is

configured correctly according to NTP Settings page.

Step 1. Select the Schedule Reboot Setting checkbox.
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Step 2. Enter the Reboot Time (24-hour format) to enable this function to take effect. For example, if you want this

function to work at 23:00 every Sunday, choose "Weekday" in the Reboot Plan field.

Schedule Reboot

This page allows you to enable and configure system reboot schedule. The device can regularly reboot
according to the reserved time when connecting to the Internet.

Schedule Reboot Setting: (3 Enable (O Disahle

Reboot Time: 23:00 (Hour: Minute, ex; 02:23, or 13:14)
Rebaot Plan: Weekday |+
Weekday:

Msun. Owon. OTue. Owed. OTHUR. [IFRI [J=AT.

Apply Changes ][ Reset ]

Figure 4-81 Schedule Reboot - Example

Step 3. Click the “Apply Changes” button to take this function effect.
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456 LOG

Choose menu “Management = LOG" to configure the settings of system log. You can check the box of the items

you want to record it in the log. After the configuration, click the “Apply” button to save the settings.

Svstem Log

This page can be vsed to set remote log server and show the system log.

Enable Log
Svstem all Wireless

[] Enable Remote Log Log Server [P Address:

I Apply Changes

Mar 6 02:01:52 Open and authenticated

Mar 6 0 HE=1d Boaming...

Mar €6 0 52 : WPR-none PSE authentication in progress...
Mar & 02:01:52 Open and authenticated

Mar 6 02:01:52 Register Eealtek Simple Config

Mar & 02:01:52 [phy RF6052 Config ParaFile] [Radiocf 2812 n ultra_hp
Mar & 02:01:52 [pl RF6052 Config ParaFile] [RadioB 8812 n ultra hp
Mar & 02:01:52 1

Mar & 02:01:52 [ HW ANTDIV

Mar & 02:01:52 Register Realtek

Mar & 02:01:52 BRegister ERezaltek

Mar 6 02 52 EHegister EHealtek

Mar & 02 107 wl ! WPR-non E hentication in progress...
Mar & 02:02:07 Open an

[ Refresh] [ Clear l

Figure 4-82 System Log

The page includes the following fields:

Object Description

Enable Log Check to enable log function.

System all Check this option to display all the system logs.

Wireless Check this option to display only the logs related to wireless module.

Enable Remote Log Enable this option if you have a syslog server currently running on the LAN and

wish to send log messages to it.

Log Server IP
9 Enter the LAN IP address of the syslog server.
Address
Refresh Click this button to update the log.
Clear Click this button to clear the current log.
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4.5.7 Upgrade Firmware

This page allows you upgrade the Access Point firmware to new version. Do not power off the device during the

upload because it may crash the system.

Choose menu “Management > Upgrade Firmware” to upgrade the firmware of the DA1104. Select the new

firmware file downloaded from the LEGRAND website and then click “Upload” button to upgrade it.

Upgrade Firmware

This page allows you upgrade the Access Point firmware to new version. Please note
dao not power off the device during the upload hecause it may crash the system

Software Version DAL _v20141002

Select File Browse...

[ Upload ] [F‘.eset ]

Figure 4-83 Upgrade Firmware

The page includes the following fields:

Description

Select File Browse and select the file you want to upgrade and press Upload to
perform upgrade.
Please wait till the related information is shown on the screen after

upgrade is finished.

Do not disconnect the Wireless AP from your management PC (the PC you use to
configure the device) or power it off during the upgrade process; otherwise, it may be
permanently damaged. The Wireless AP will restart automatically when the upgrade

process completes.

4.5.8 Reload Settings

Choose menu “Management 2> Reload Settings” to back up or reset the configuration of the DA1104.
Once you have configured the Wireless AP the way you want it, you can save these settings to a configuration file

on your local hard drive that can later be imported to your Wireless AP in case the device is restored to factory

default settings.
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Save/Reload Settings

This pags allows vou save current sattings to a fils or rzload the ssttings from the filz which was saved
previously. Besides, vou could reset the current configuration to factory dafault.

Save Settings to File:

Load Settings from File:

[ Browse.. || Upload

Reset Settings to Default:

Figure 4-84 Save/Reload Settings

The page includes the following fields:

Object Description

Save Settings to File | Click the ‘{Save..]' button to back up the configuration of the DA1104 and

then save the “config.dat” in your computer.

Load Settings from File | Select the configuration file of the DA1104 and then click the “Upload’
button to reload the configuration back into the DA1104.

Reset Settings to Click the button to reset all settings of the DA1104 to factory
Default default.

Factory Default Settings:

User Name: admin

Password: admin

IP Address: 192.168.40.253
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.40.254
DHCP: Disabled

5GHz SSID: Legrand AP 5G
2.4GHz SSID: Legrand AP 2.4G

Wireless Security: None

To activate your settings, you need to reboot the Wireless AP after you reset it.

-87-



Owner’s Manual of DA1104

4.5.9 Password

To ensure the Wireless AP’s security, you will be asked for your password when you access the Wireless AP’s
web-based utility. The default user name and password are “admin”. This page will allow you to add or modify the

user name and password.

Choose menu “Management - User Management” to change the user name and password which is inputted to
access the web Ul of the DA1104.

Password Setup

This page is usad to sat the account to 2
password will disable the protection.

=z Point. Empty user nams and

User Name:
New Password:

Confirmed Password:

Apply Changes ][ Resest

Figure 4-85 Password Setup

The page includes the following fields:

Object Description

User Name Enter user name.
New Password Input password for this user.
Confirmed Password Confirm password again.

ﬁ;—ﬂ For the sake of security, it is highly recommended that you change the default login
—
password and user name.

Nate
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4.5.10 Logout

To logout the DA1104, please select “Logout” from the left-side menu.

Logout

This page is used to legout.

Do vou want to logout 7

Apply Change

Figure 4-86 Logout
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Chapter 5. Quick Connection to a Wireless Network

In the following sections, the default SSID of the DA1104 is configured to “default”.

5.1 Windows XP (Wireless Zero Configuration)

Step 1: Right-click on the wireless network icon displayed in the system tray

\Wireless Network Connection
Mot connecked. Right-click here For more options.
EN B T ERAGAR TR kR 200

§

Figure 5-1 System Tray — Wireless Network Icon

Step 2: Select [View Available Wireless Networks]

Step 3: Highlight and select the wireless network (SSID) to connect
(1) Select SSID [default]
(2) Click the [Connect] button

113 Wireless Network Connection r)__(|

Network Tasks Choose a wireless network

a Refresh network list Click an item in the list below ko connect to a wireless network in range or ko get maore
information,
\"], Set up a wireless network (( }) E - 2)
for a home or small office ﬁ
"t Security-enabled wireless network (WPA) Ilun[l
Related Tasks ((ﬁ})
i) Learn about wireless 't Security-snabled wireless netwark: I“BH
WEBE g (Q)) "——
(Q),
¢ Change the order of ﬁ : [I L
preferred netwarks 't Security-enabled wireless netwoark. I!u[l

default

v Change advanced
settings

{(tli)

PA)

ou might need ko enter

({R}) M X

Figure 5-2 Choose a wireless network
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Step 4: Enter the encryption key of the Wireless AP
(1) The Wireless Network Connection box will appear
(2) Enter the encryption key that is configured in section 4.3.4
(3) Click the [Connect] button

Wireless Network Connection

The network 'PLAMET' requires a netwark key (also called a WEP key or WP key),
A network key helps prevent unknown inkruders From connecking to this network,

Tvpe the ke, and then click Connect,

Netwark key: |oooooooooooo |

Confirm network key: |.........."| |

[ Cannect l [ Cancel ]

Figure 5-3 Enter the network key

Step 5: Check if “Connected” is displayed

[ Wireless Network Connection

Nebwork Tasks Choose a wireless network

ﬁ Refresh network list Click an itern in the list below to connect to a wireless network in range or ko get more
infarmation.
;_"; Set up a wireless nebwark (( )) default Connected ﬁ A
for a home or small office ﬂ
"_r‘,‘ Security-enabled wireless network (WPA) I“!!
Related Tasks ((ﬂ))
N _ & sea - 00l
i) Learn abaut wireless v Securiby-enabled wireless nebwork (WHEA) ill
retworking o
(@)
Change the order of " I]
preferred netwaorks i Security-enabled wireless network III!
- ENETEE N
'gﬂ Change adwanced (( ))
settings § b
"_r'_‘ Security-enabled wireless network Il[l[ll]

(CT)
((ﬂ))

Unsecured wireless network

Unsecured wireless netwark,

il

allll 2

Conneck

Figure 5-4 Choose a wireless network -- Connected
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@?‘D Some laptops are equipped with a “Wireless ON/OFF” switch for the internal wireless LAN. Make
—
sure the hardware wireless switch is switched to “ON” position.

Note

5.2 Windows 7 (WLAN AutoConfig)

WLAN AutoConfig service is built in to Windows 7 to detect and connect to wireless networks. This built-in
wireless network connection tool is similar to the wireless zero configuration tool in Windows XP.

Step 1: Right-click on the network icon displayed in the system tray

Mot connected - Connections are available

EN o [m [§ G M
5/17/2012

Figure 5-5 Network icon

Step 2: Highlight and select the wireless network (SSID) to connect
(1) Select SSID [default]
(2) Click the [Connect] button

Mot connected

dﬂﬂ Connections are available

Dial-up and VPN
Office VPN
Wireless Metwork

default "

Connect automatically

Open Netwerk and Sharing Center

Figure 5-6 WLAN AutoConfig
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If you will be connecting to this Wireless AP in the future, check [Connect automatically]

Step 4: Enter the encryption key of the Wireless AP

(1) The Connect to a Network box will appear

(2) Enter the encryption key that is configured in section 4.3.4
(3) Click the [OK] button

Type the network security key

Security key:

[T Hide characters

*

You can alse connect by pushing the
butten on the router,
-

Figure 5-7 Type the network key

-
I'E}_-' Connect to a Network

=
Connecting to default . ..
L | — J
b —_—
Figure 5-8 Connecting to a Network
Step 5: Check if “Connected” is displayed
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Currently connected to:

l default
3 Internet access

Dial-up and VPM
Office VPN
Wireless Metwork

default

"
1'.1!|.

Open Metwork and Sharning Center

Figure 5-9 Connected to a Network
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5.3 Mac OS X 10.x

In the following sections, the default SSID of the DA1104 is configured to “default”.
Step 1: Right-click on the network icon displayed in the system tray

The AirPort Network Connection menu will appear

Figure 5-10 Mac OS — Network icon

Step 2: Highlight and select the wireless network (SSID) to connect
(1) Select and SSID [default]
(2) Double-click on the selected SSID

AirPort: On
Turn AirPort Off

.
T S

default

Join Other Network...
Create Network...
Open Network Preferences...

Figure 5-11 Highlight and select the wireless network
Step 4: Enter the encryption key of the Wireless AP

(1) Enter the encryption key that is configured in section 4.3.4
(2) Click the [OK] button
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., The network “default” requires a WPA

— password.

Password: _T---------|

| Show password
E Remember this network

( Cancel ) £ OK )

Figure 5-12 Enter the Password

If you will be connecting to this Wireless AP in the future, check [Remember this

@?ﬂ

e network].

Step 5: Check if the AirPort is connected to the selected wireless network.

If “Yes”, then there will be a “check” symbol in the front of the SSID.

AirPort: On
Turn AirPort Off

vdefault

Join Other Network...
Create Network...
Open Network Preferences...

Figure 5-13 Connected to the network

-96-



Owner’s Manual of DA1104

There is another way to configure the MAC OS X Wireless settings:

{5l Macintosh HD .
B iDisk
17 Famote Disc e O
BOOTCAMP
- Quick Mo QuickTime Player Remare Deskiop Safarl
g mu'{ - Connection
¥ SHARED -
Hl 15206800180 2 & e i
-
¥ PLACES gy
Bl veskop )
1 kert Stickies TewtEdit Time Wachine

+ , Applications

[ Documents , ﬂ- 4
"o - s

(5] Taday

L5 Yeesrerday Utilities WLC Windowkews Windows

(L) Past Wik Applications

@

Speech  Startup Disk: Time Machine:  LUriversal
Access

AcLounls Date & Tirme Parental
Controls

Figure 5-15 System Preferences -- Network
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Location: [ Automatic H

USB Ethernet
NotConnected &P Status: On Turn AirPort OFff

AirPort is turned on but is not connected to
@ 802.11...dapter & 2 network,

Not Connected

Nmnrk’“ -‘I ‘r ND nemark SE|EaEd

e Home VPN
Not Connected

Join Other Network...
Create Network. ..

-
[ Show AirPort status in menu bar @

e

I‘H Click the lock to prevent further changes. ( Assistme... ) { Revert ) [ Apply )

Figure 5-16 Select the Wireless Network
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5.4 iPhone /iPod Touch / iPad

In the following sections, the default SSID of the DA1104 is configured to “default”.

Step 1: Tap the [Settings] icon displayed in the home screen

Figure 5-17 iPhone — Settings icon

Step 2: Check Wi-Fi setting and select the available wireless network
(3) Tap [General] \ [Network]
(4) Tap [Wi-Fi]
If this is the first time to connect to the Wireless AP, it should show “Not Connected”.

Settings General
Airplane Mode OFF
ﬁ Wi-Fi Mot Connected About ’
@ Motifications On Usage ’
u Loy Sounds ¥
k4 Cellular Data

§ ff >
(&) Picture Frame Bluetooth v

General

i} Mall, Contacts, Calendars

7% Safari

Spotlight Search >

Figure 5-18 Wi-Fi Setting
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Seitings

Network

“ Airplane Mode OFF

.y cellular Data

“ Brightness & Wallpaper
IET_“ Picture Frame

H Mall, Contacts, Calendars

B2 safari

VPN Mot Connected >
& Wi-A Not Connected
@ Notifications On Wi-Fi Mot Connectad >
u Carrier

Figure 5-19 Wi-Fi

Setting — Not Connected

Step 3: Tap the target wireless network (SSID) in “Choose a Network...”

(1) Turn on Wi-Fi by tapping “Wi-Fi”
(2) Select SSID [default]

1

1:23 PM

Settings

L

Wi-Fi Networks

“ Airplane Mode | OFF |

i wiFi

@ Notifications

Mot Connected
On

g Location Services On

K.y cellular Data

H Brightness & Wallpaper

E Picture Frame

Wi-Fi

Ask to Join Networks

Choose a Network...

default

Other...

Known networks will be joined automatically. i no
known networks are available, you will be asked
befora joining a new nabwork.

Figure 5-20 Turn on Wi-Fi

Step 4: Enter the encryption key of the Wireless AP

(1) The password input screen will be displayed

(2) Enter the encryption key that is configur
(3) Tap the [Join] button

ed in section 4.3.4
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Eninr the passwand for “cetadi”

r— Enter Pagsword

"-l'!cllil{

Figure 5-21 iPhone -- Enter the Password

Step 5: Check if the device is connected to the selected wireless network.
If “Yes”, then there will be a “check” symbol in the front of the SSID.

Settings Wi-Fi Networks

Airplane Mode _ OFF
kil wi-Fi dotaut | | WP EN

Motifications on Choose a Network...
"' =
a Location Services Oon default a g
Other... >
bd cellular Data er
E Brightness & Wallpaper Ack 1o Join orics
Iﬂ Plcture Frame Known networks will be joined automatically. If no

p— known networks are available, you will be asked
e iDInmg e

Figure 5-22 iPhone -- Connected to the Network
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Appendix A: Legrand Smart Discovery Utility

To easily list the DA1104 in your Ethernet environment, the Legrand Smart Discovery Utility is an ideal solution.

NOTE: To obtain this utility, contact Legrand Technical Support.

The following installation instructions guide you to running the Legrand Smart Discovery Utility.

Step 1: Select your Ethernet Adapter that connected with the DA1104.

Step 2: Click “Refresh” button to update the current connected devices list.

Step 3: Click any field in the white area, and then click “Connect to Device” button to link to the web

configuration page of the DA1104.

L leprand Smnrt Discovery Lite

Fde Option Help

24 Clegrand’

MAL Addiess Device Hame | Wersion DewicelP HewPassword) IP Addiess  |MelMask (3 Diesch
00-26-EC-00-14-74 | DAT104 DATT04_v20141192 16340 253 3_ 192153!”]25 255295, 2550 192.168.40.25 'Wi-FI_11ac_AP

1. | Select Adepter: [192162.40.200 EC:ASE8:DES3CY) ~ I~ Conlrol Packe! Force Broadcast

Update Muki Update &1 4. | Cormact to Device

Device © DALIO4 {00-20-EC-00-14-74) Gret Device [nformaton done.

@{Eﬂ The fields in the white area can be modified directly and then you can apply the new setting by
e
clicking the “Update Device” button.

Nate
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Appendix B: Troubleshooting

If you find the AP is working improperly or stops responding to you, please read this section first before contacting

your dealer for help. Some problems can be solved by you quickly.

Scenario Solution

The AP is not responding to | a. Please check the connection of the power source and the |

me when | want to access it Ethernet cable of this AP. All cords and cables should be
correctly and firmly inserted to the AP.

b. If all LED on this AP is off, please check the status of

by web browser.

power source, and make sure it is correctly powered.

c. You must use the same IP address section which AP
uses.

d. Are you using a MAC or IP address filter? Try to connect
the AP with another computer and see if it works; if not,
reset the AP to the factory default settings (pressing
‘reset’ button for about 10 seconds).

e. Use the Legrand Smart Discovery Utility to see if you can
find the AP or not.

f. If you did a firmware upgrade and this happens, contact
your dealer of purchase for help.

g. If all the solutions above don’t work, contact the dealer

for help.
| can’t get connected to the | a. Go to ‘Status’ -> ‘Internet Connection’ menu on the router
Internet. connected to the AP, and check Internet connection
status.

b. Check if you can connect to the Internet with your
computer directly attached to the device provided by your
Internet service provider.

c. Check PPPoE /L2TP / PPTP user ID and password
entered in the router’s settings again.

d. If you just can’t connect to one or more website, but you
can still use other internet services, check the
URL/Keyword filter.

e. Tryto reset the AP and try again later.

f. Reset the device provided by your Internet service
provider too.

g. Tryto use IP addresses instead of a host name. If you
can use IP address to communicate with a remote
server, but can’t use host name, please check DNS
setting.

h. Call your Internet Service Provider and check if there’s
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something wrong with their service.

Is ‘Broadcast SSID’ set to off?
Both two antennas are properly secured.

| can’t locate my AP from my

wireless device.
Are you too far from your AP? Try to get closer.

Please remember that you have to input SSID on your

a oo p

wireless client manually if SSID broadcast is disabled.

File downloading is very slow | a. Are you using QoS functionality? Disable it and try again.

or breaks frequently. b. Resetthe AP and see if it's better.

c. Determine the traffic on your local network. If someone’s
transferring big files, performance for others may be
hindered.

d. Call your Internet service provider to see if there is
something wrong with their network.

| can't log into the web | a. Make sure you're connecting to the correct IP address of

management interface; the the AP.
b. Password is case-sensitive. Make sure the ‘Caps Lock’

light is not illuminated.

password is wrong.

If you really forget the password, do a hard reset.

The AP becomes hot a. Thisis nota malfunction if you can keep your hand on the
AP’s case.

b. If you smell something wrong or see the smoke coming
out from AP or A/C power source, please disconnect the
AP and power source from utility power (make sure it's
safe before you're doing this!), and call your dealer of
purchase for help.
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%

%

Appendix C: Glossary

802.11ac - 802.11ac is a wireless networking standard in the 802.11 family (which is marketed under the
brand name Wi-Fi), developed in the IEEE Standards Association process, providing high-throughput

wireless local area networks (WLANSs) on the 5 GHz band.

802.11n - 802.11n builds upon previous 802.11 standards by adding MIMO (multiple-input
multiple-output). MIMO uses multiple transmitter and receiver antennas to allow for increased data
throughput via spatial multiplexing and increased range by exploiting the spatial diversity, perhaps
through coding schemes like Alamouti coding. The Enhanced Wireless Consortium (EWC) [3] was
formed to help accelerate the IEEE 802.11n development process and promote a technology

specification for interoperability of next-generation wireless local area networking (WLAN) products.

802.11a - 802.11a was an amendment to the IEEE 802.11 wireless local network specifications that
defined requirements for an orthogonal frequency division multiplexing (OFDM) communication
system. It was originally designed to support wireless communication in the unlicensed national
information infrastructure (U-NII) bands (in the 5-6 GHz frequency range) as regulated in the United

States by the Code of Federal Regulations, Title 47, Section 15.407.

802.11b - The 802.11b standard specifies a wireless networking at 11 Mbps using direct-sequence
spread-spectrum (DSSS) technology and operating in the unlicensed radio spectrum at 2.4GHz, and
WEP encryption for security. 802.11b networks are also referred to as Wi-Fi networks.

802.11g - specification for wireless networking at 54 Mbps using direct-sequence spread-spectrum
(DSSS) technology, using OFDM modulation and operating in the unlicensed radio spectrum at
2.4GHz, and backward compatibility with IEEE 802.11b devices, and WEP encryption for security.

DDNS (Dynamic Domain Name System) - The capability of assigning a fixed host and domain name to

a dynamic Internet IP Address.

DHCP (Dynamic Host Configuration Protocol) - A protocol that automatically configure the TCP/IP

parameters for the all the PC(s) that are connected to a DHCP server.

DMZ (Demilitarized Zone) - A Demilitarized Zone allows one local host to be exposed to the Internet for

a special-purpose service such as Internet gaming or videoconferencing.

DNS (Domain Name System) - An Internet Service that translates the names of websites into IP

addresses.
Domain Name - A descriptive name for an address or group of addresses on the Internet.

DSL (Digital Subscriber Line) - A technology that allows data to be sent or received over existing

traditional phone lines.

ISP (Internet Service Provider) - A company that provides access to the Internet.
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MTU (Maximum Transmission Unit) - The size in bytes of the largest packet that can be transmitted.

NAT (Network Address Translation) - NAT technology translates IP addresses of a local area network

to a different IP address for the Internet.

PPPoE (Point to Point Protocol over Ethernet) - PPPoE is a protocol for connecting remote hosts to the

Internet over an always-on connection by simulating a dial-up connection.

SSID - A Service Set Identification is a thirty-two character (maximum) alphanumeric key identifying a
wireless local area network. For the wireless devices in a network to communicate with each other, all
devices must be configured with the same SSID. This is typically the configuration parameter for a
wireless PC card. It corresponds to the SSID in the Wireless Access Point and to the wireless network

name.

WEP (Wired Equivalent Privacy) - A data privacy mechanism based on a 64-bit or 128-bit or 152-bit
shared key algorithm, as described in the IEEE 802.11 standard.

Wi-Fi - A trade name for the 802.11 wireless networking standard, given by the Wireless Ethernet
Compatibility Alliance (WECA, see http://www.wi-fi.net), an industry standards group promoting

interoperability among 802.11 devices.

WLAN (Wireless Local Area Network) - A group of computers and associated devices communicate

with each other wirelessly, which network serving users are limited in a local area.
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