UTT Routers/Firewalls

Advanced Configuration Guide

Version: ReOS V10

UTT Technologies Co., Ltd.

http://www.uttglobal.com




Copyright Notice

Copyright © 2000-2011 UTT Technologies Co., Ltd. All rights reserved.

Information in this document, including URL and other Internet Web site references, is
subject to change without further notice.

Unless otherwise noted, the companies, organizations, people and events described in
the examples of this document are fictitious, which have no relationship with any real
company, organization, people and event.

Complying with all applicable copyright laws is the responsibility of the user. No part of this
document may be reproduced, stored in or introduced into a retrieval system, or
transmitted in any form or by any means (electronic, mechanical, photocopying, recording,
or otherwise), or used for any commercial and profit purposes, without the express prior
written permission of UTT Technologies Co., Ltd.

UTT Technologies Co., Ltd. has the patents, patent applications, trademarks, trademark
applications, copyrights and other intellectual property rights that are mentioned in this
document. You have no license to use these patents, trademarks, copyrights or other
intellectual property rights, without the express prior written permission of UTT
Technologies Co., Ltd.

% #&® and UTT® are the registered trademarks of UTT Technologies Co., Ltd.
NE®is the registered trademark of UTT Technologies Co., Ltd.

Unless otherwise announced, the products, trademarks and patents of other companies,
organizations or people mentioned herein are the properties of their respective owners.

Product Number (PN): 0900-0306-001

Document Number (DN): PR-PMMU-1104.56-PPR-EN-1.0A



FCC Warning

This device complies with Part 15 of the FCC Rules. Operation is subject to the following
two conditions:

(1) this device may not cause harmful interference, and

(2) this device must accept any interference received, including interference that may
cause undesired operation.

NOTE: Changes or modifications not expressly approved by the party responsible for
compliance could void the user's authority to operate the equipment.

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation.

If this equipment does cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to try to
correct the interference by one or more of the following measures:

-- Reorient or relocate the receiving antenna.
-- Increase the separation between the equipment and receiver.

-- Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

-- Consult the dealer or an experienced radio/TV technician for help.
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About This Manual

0 Note

For best use of our product, it is strongly recommended that you update Windows
Internet Explorer browser to version 6.0 or higher.

0.1 Scope

This guide describes the characteristics and features of the UTT Series Security Firewalls,
which are based on ReOS V10 firmware platform. It mainly describes how to configure
and manage the Device via Web Ul. Please make sure that your Device’s firmware
version accords with ReOS V10. As the product or firmware version upgrades, or other
reasons, this guide will be updated aperiodically.

In addition, as the product specifications of each model are different, you had better
contact the UTT customer engineer to ask for help on the product specifications.

O Note

The Device (The first letter is uppercase.) mentioned in this guide stands for the NE
high-performance gateway.

0.2 Web Ul Style

The Web Ul style complies with the browser standard, which is as follows:

© Radio Button: It allows you to choose only one of a predefined set of options.

Check Box: It allows you to choose one or more options.

:] Button: It allows you to click to perform an action.

Text Box: It allows you to enter text information.

UTT Technologies http://www.uttglobal.com Page 1




UTT Technologies About This Manual

List Box: It allows you to select one or more items from a list contained
within a static, multiple line text box.

Drop-down List: It allows you to choose one item from a list. When a

drop-down list is inactive, it displays a single item. When activated, it drops down a list of
items, from which you may select one.

0.3 Documents Conventions

0.3.1 Detailed Description of List

The Web Ul contains two kinds of lists: editable list and read-only list. The following
examples will describe them respectively.

0.3.1.1 Editable List

An editable list allows you to add, view, modify and delete the entries. Let's take the
IP/MAC Binding List (see Figure 0-1) as an example to explain it.

2500 LineaPage: 10 = First  Brev  Next  Last Sparch: New
i Dascripten iP Agdross MAC Address Allcw IMarmen ACCess Can
Wart 192188 1812 BOZaat 12233 /
1BBE? 192 188 1022 BOZ2aa3 34455 /

Teiem Al &1 - (a0

Figure 0-1 IP/MAC Binding List

21500 ; Configured number / maximum number, the example means there are two
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configured IP/MAC bindings and the maximum number of bindings supported by the
Device is 500.

Lines/Page: 10~ . pp;q drop-down list allows you to select the number of entries

displayed per page. In this example, the available options are 10, 30 and 50, and the
default value is 10.

First : Click it to jump to the first page.
Prev : Click it to jump to the previous page.
Next : Click it to jump to the next page.

Last : Click it to jump to the last page.

|ﬁ| : Click it to add a new entry to the list. Here it will jump to the Security > IP/MAC

Binding > IP/MAC Binding Settings page, then you can add a new IP/MAC binding.

Search: : Enter the text string you want to search for in this text box,

then press <Enter> key to display all the matched entries. What’s more, you can do the
search within the displayed results. If you want to display all the entries, you only need
clear the text box and then press <Enter> key.

Note that the matching rule is substring matching, that is, it will search for and display
those entries that contain the specified text string.

Edit : Click it to go to the corresponding setup page.

SelectAll ; Click it (add the check mark) to select all the entries in the current page.

Click it again (remove the check mark) to unselect all the entries in the current page.

Celete - Ok
|—| : To delete one or more entries, select the leftmost check boxes

of them at first, and then select Delete from the drop-down list, lastly click OK to delete the
selected entries. To delete all the entries in the list, select Delete All from the drop-down
list at first, and then click OK.

0.3.1.2 Read-only List

A read-only list is used to display the system status information that is not editable. Let’s
take the NAT Statistics list (see Figure 0-2) as an example to explain the functions.
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23 LinesPage: 70 = Firsl Prew  Hext  Last feanch:
I Descripiion IF Address Adlive Sessiony Owerfiow Rx Fackers Tx Fackets T Bricedcast Fackeis Total Sessons
I 32, 10018 o ] a 1 = 1
(1] G2 1REIRE3 1] 4] -] 1&51 154 1535
3 Cr R LC IR ] ] a 1 a 1
| ] a i1£a

Ceae Hetrash |

Figure 0-2 NAT Statistics

First, Prev, Next, Last, Search and Lines/Page have the same meaning as the editable
list.

4/4; Both display the number of entries in the list, here it means that there are four

entries in the list.

[ Befresh |, Giick to view the latest information in the list.

lﬂil : Click to clear all the statistics in the list.

0.3.1.3 Sorting Function

All the lists in Web Ul support sorting function, except the Access Control List in the
Security > Firewall page, Rate Limit Rule List in the QoS > Rate Limit Rule page,
Session Limit List in the Security > NAT Session Limit page, DNS Redirection List in
the Advanced > DNS Redirection page and Behavior Mgmt. List in the Restriction >
Behavior Mgmt page. The steps are as follows:

You can click any column header to sort the entries in a list by that column. Click once to
sort the entries in descending order, click again to sort them in ascending order. Click a
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third time to sort them in descending order, and so forth. After sorted, the list will be
displayed from the first page.

0.3.2 Keyboard Operation

<>: It is used to represent the name of a key on the keyboard. For example, <Enter> key
represents the Enter key on the keyboard.

0.3.3 Other Conventions

0.3.3.1 Convention for a Page Path

First Level Menu Name > Second Level Menu Name (bold font) means the menu path
to open a page. E.g., System > Time means that in the Web U, click the first level menu
System firstly, and then click the second level menu Time to open the corresponding

page.

0.3.3.2 Convention for Clicking a Button

Click the XXX button (XXX is the name of the button, bold font) means performing a
corresponding action. E.g., click the Delete button means performing a deleting action,

the Delete button is showed as [ "%t |

0.3.3.3 Convention for Selecting an Option

Select the XXX option (XXX is the name of the option, bold font) means selecting the
corresponding function. E.g., select the Enable DNS Proxy check box means enabling
the DNS proxy feature (see Figure 0-3).

7 Enable DMNS Proxy

Figure 0-3 Enable DNS Proxy
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0.4 Partial Factory Default Settings

1. The default administrator user name is Default (case sensitive) with a blank
password.

2. The following table provides the factory default settings of the interfaces.

Interface IP Address Subnet Mask
LAN 192.168.16.1 255.255.255.0
WAN1 192.168.17.1 255.255.255.0
WAN2/DMZ 192.168.18.1 255.255.255.0

Table 0-1 Factory Default Settings of Interfaces

0.5 Document Organization

This manual mainly describes the settings and applications of the UTT products, which is
organized as follows:

Chapter Contents

1 Product Overview The functions and features of the Device.

2 |Hardware Installation | How to install the Device.

How to Login to the Device, including:

3 |Login to the Device |e Configure Your PC: How to install and configure TCP/IP
properties on your PC.

° Login to the Device: How to login to the Device; introduction to
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the web page of the Device.

Shortcut Icons: Introduction to the shortcut Icons in the web page

of the Device.

4 Quick Setup

How to configure the basic parameters to quickly connect the Device to

the Internet, including:

LAN Settings: How to configure the IP address and subnet mask
of the LAN interface.

WAN Settings: How to configure the Internet connection on each
WAN interface one by one. The Device provides three types of
connections: PPPoE, Static IP and DHCP.

Note that the number of WAN interfaces depends on the specific

product model.

5 |System Status

How to view the system statistics and status information, including:

System Information: It displays system up time, system resource
usage information, system version, port status, and interface rate
chart.

NAT Statistics: It displays the NAT session details of each LAN
host.

DHCP Statistics: It displays the statistics of the DHCP address
pool, DHCP server, DHCP conflict, DHCP client and DHCP relay
agent.

Interface Statistics: It displays traffic statistics of each physical
interface.

Route Statistics: It displays the routing table.

Session Monitor: How to monitor the Internet activities of the LAN
users by the NAT session list. It allows you to filter and display
sessions by certain criteria, such as source IP address, destination

IP address/domain name, destination port, NAT translated IP
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address/domain name, and so on.

System Log: It displays the system logs; it also allows you to
select the types of logs that you want the Device to store and

display.

Application Traffic Statistics: It displays the traffic statistics of
some special applications per Internet connection; it also displays

each application traffic statistics per LAN user.

WAN Traffic Statistics: It displays traffic and rate related

information of each Internet connection.

6 |Basic Setup

How to configure the basic features of the Device, including:

Quick Wizard: How to configure the basic parameters to quickly

connect the Device to the Internet.

LAN Settings: How to configure the parameters of the LAN
interface, e.g., IP address, subnet mask, IP address2, proxy ARP,
MAC address.

WAN Settings: How to configure the Internet connection on each
WAN interface, and how to view the related configuration and

status information.

Load Balancing: How to configure the load balancing feature,
which includes: detection and weight settings, global settings, ID
binding; how to view load balancing list. Note that only after you
have configured more than one Internet connections, the second

level menu Load Balancing will be displayed.

DHCP & DNS: How to configure DHCP server, DHCP auto
binding, and DNS proxy.

7 |Advanced Setup

How to configure the advanced features of the Device, including:

Static Route: How to configure static routes and static route
PDBs.
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PBR: How to configure PBR (Policy-Based Routing) based on
source and destination addresses, protocols, ports, schedules,

and other criteria.

DNS Redirection: How to configure DNS redirection feature
which is used to redirect domain names directly to the specified IP

addresses.

SNMP: How to configure SNMP (Simple Network Management

Protocol).

DDNS: How to apply for DDNS account service and configure
DDNS (Dynamic Domain Name System).

DHCP: How to configure DHCP client, server, relay agent and raw

option.

Switch: How to configure switch features, such as VLAN, port

mirroring and so on.

Miscellaneous: How to configure miscellaneous, such as

scheduled task.

8 |NAT

How to configure NAT features, including:

Port Forwarding: How to configure and view port forwarding

rules.

DMZ Host: How to configure the global DMZ host and interface
DMZ hosts.

NAT Rule: How to configure and view NAT rules. The Device
provides three types of NAT: One20ne, EasylP and Passthrough;
and you can create more than one NAT rule for each type of NAT

when you obtain multiple pubic IP addresses.

UPnP: How to enable UPnP and view the port forwarding rules
established using UPnP.
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PPPoE Server

How to configure PPPoE server feature, including:

Global Settings: How to configure PPPoE server global
parameters, e.g., enable PPPoOE server; and IP addresses,
gateway IP address and DNS servers IP addresses that will be

assigned to the PPPoE dial-in users.

PPPoE Account: How to configure PPPoE accounts. It provides
rate limit based on the account, account/MAC binding and
account/IP binding features; also, it allows you to import multiple

accounts at a time.

PPPoE IP/MAC Binding: How to use IP/MAC binding feature to
assign static IP addresses to the PPPoE dial-in users.

PPPoE Status: How to view the status and usage information of

each online PPPoE dial-in user.

How to configure QoS features, including:

Global Settings: How to enable or disable rate limit, how to
configure the capacity, i.e., the maximum number of network

devices that can be connected to the Device at the same time.

Rate Limit Rule: How to configure flexible rate limit rules based

10 |QoS on address group, service group and schedule to improve
bandwidth utilization.
P2P Rate Limit: How to limit the maximum upload and download
rate of the P2P traffic for the LAN users.
Application QoS: How to configure preferential forwarding for
some predefined special applications traffic.

How to configure restriction features, including:
11 | Restriction User Admin: How to view the current status information of LAN

users, and configure personal settings for each user individually,

including rate limit and Internet behavior management settings.
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e Internet Behavior Management: How to control and manage the
Internet behaviors of the LAN users to improve bandwidth

utilization and network security.

. Policy Database: How to view the policy databases related

information; and how to upload or update policy databases.

e  QQ Whitelist: How to configure QQ whitelist feature. The LAN
users still can use the QQ numbers in the QQ whitelist to login to
QQ even if you have blocked them from using QQ by Internet

behavior management policies.

° Notice: How to configure notice feature. The Device can push the
notice message to the specified LAN users; and there are two

types of notices: one-time notice and daily notice.

12

Security

How to configure security features, including:

e  Attack Defense: How to configure the internal and external attack

defense features to enhance network security.

e |IP/MAC Binding: How to configure IP/MAC address pair bindings
to prevent IP address spoofing. By utilizing IP/MAC binding
feature, you can flexibly configure an Internet whitelist or blacklist
for the LAN users.

. Firewall: How to configure firewall access control rules which are

applied on the LAN interface.

[ Domain Filtering: How to configure domain filtering feature. You
can only block certain specified domain names or only allow

certain specified domain names.

. NAT Session Limit: How to configure NAT session limit rules to
limit the maximum number of concurrent NAT sessions, TCP
sessions, UDP sessions, and ICMP sessions based on LAN hosts.
And you can limit different maximum sessions for different LAN

hosts.

e Address Group: How to configure address groups. You can
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divide some discontinuous IP addresses into an address group,
and then reference the address group in an access control rule or

rate limit rule.

Service Group: How to configure service groups. It provides five
types of services including general service, URL, Keyword, DNS
and MAC address. It allows you to add multiple services into a
service group, and then reference the service group in an access

control rule or rate limit rule.

Schedule: How to configure schedules. The schedules can be
applied to various time-related features, e.g., dial schedule, rate

limit rule, access control rule, etc.

13 |System Admin

How to manage the Device, including:

Administrator: How to configure the administrator account. It

provides three privilege groups: admin, read and execute.

System Time: How to configure the system date and time

manually or automatically.

Firmware upgrade: How to backup, download and upgrade

firmware.

Configuration: How to backup and restore the system

configuration, and reset the Device to the factory default settings.

Remote Admin: How to enable HTTP remote management

feature to remotely configure and manage the Device via Internet.

Web server: How to configure the Web server.

Restart: How to restart the Device in the Web Ul.

14 | Appendix

Provides six appendixes, including:

Appendix A How to configure your PC: How to install and
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configure TCP/IP properties for Windows 95 and Windows 98.

e  Appendix B FAQ: Frequent questions and answers.

e Appendix C Common IP Protocols: Provides the list of common

IP protocol numbers and names.

e Appendix D Common Service Ports: Provides the list of

common service port numbers and names.

e  Appendix E Figure Index: Provides a figure index directory.

e  Appendix F Table Index: Provides a table index directory.

Table 0-2 Document Organization
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Chapter 1 Product Overview

Thanks for choosing UTT products from UTT Technologies Co., Ltd.

This chapter describes the functions and features of the UTT products in brief.

1.1  Key Features

e Provides multiple Internet connection types: PPPoE, Static IP and DHCP

e Provides real-time monitoring and management of the LAN traffic and users via Web
ul

e Provides multiple WAN ports that support intelligent load balancing and auto backup
e Supports ID binding for some applications, such as online banking, QQ, etc
e Supports intelligent bandwidth management based on token bucket algorithm

e  Supports Internet behavior management for the LAN users, such as block QQ, MSN
and BT download applications

o Defense against DoS/DDoS attacks

e  Supports IP packet filtering based on IP address, protocol and TCP/UDP port

e Supports URL and keyword filtering

e  Supports MAC address filtering

e  Supports DNS request filtering

e Supports address group and service group setup

e Supports advanced firewall function based on address group and service group
e  Supports strong DHCP features: DCHP Server, DHCP Relay Agent and DHCP Client
e  Supports PPPoE Server feature

e  Supports UPnP (universal plug and play)

e  Supports express forwarding

e  Supports rate limit of the LAN hosts based on schedules

e  Supports port-based VLAN

e  Supports port mirroring
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1.2 Main Features

1. LAN Interface

e Multiple-port Switch: Provides an integrated multiple-port 10/100Mbps, each port
supports auto MDI/MDI-X.

e DHCP Server: It can act as a DHCP server to dynamically assign IP addresses and
other TCP/IP configuration parameters (such as gateway IP address, DNS and WINs
server IP addresses) to the LAN hosts.

e Multiple Subnets: It can be assigned multiple |IP addresses to connect multiple
subnets.

e Routing Protocols: It supports static routing and dynamic routing protocols including
RIP I and RIP 1.

e Port-based VLAN: A VLAN (Virtual Local Area Network) is a group of devices that
form a logical LAN segment, that is, a broadcast domain. The members on the same
VLAN can communicate with each other. The traffic will not disturb among different
VLANSs. Note that only some models support this feature.

e Port Mirroring: It allows an administrator to monitor network traffic. It copies the traffic
from specified ports to another port where the traffic can be monitored. Then the
administrator can perform traffic monitoring, performance analysis and fault diagnosis.
Note that only some models support this feature.

2. WAN Interface

e Multiple WAN Interfaces: It provides multiple 10/100Mbps WAN interfaces that
support auto MDI/MDI-X.

e DSL and Cable Modem Supported: UTT products have passed the compatibility
testing with many DSL and cable modems provided by popular manufacturers.

e PPPoE: Each WAN interface can act as a PPPoE (PPP over Ethernet) client to
connect to the ISP’s PPPOE server.

e Internet Connection Sharing: The LAN users can share multiple Internet connections
to access the Internet using NAT (Network Address Translation).

e Load Balancing and Failover: Provides multiple WAN interfaces that support
intelligent load balancing and automatic failover.

e Supports ID Binding for Some Applications, such as online banking, QQ, etc.
3. IP/IMAC Binding and Access Control

e Supports IP and MAC address pairs binding
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e Supports management and control of multiple Internet services

e Supports Internet harmful websites filtering

e Supports IP packet filtering based on IP address, protocol and TCP/UDP port
e Supports Web content filtering based on URL and keyword

e Supports DNS request filtering

e Supports MAC address filtering

4. IP QoS

e Supports intelligent bandwidth management based on token bucket algorithm. It can
limit the upload and download rates for each LAN host. Also it provides flexible
bandwidth management function to effectively control network transmission rate and
improve bandwidth utilization.

e Supports rate limiting for the P2P applications traffic. Limiting P2P traffic can
effectively solve the network problems which are caused by the abuse of P2P
software.

e Supports preferential forwarding for some predefined special applications traffic, that
is, these applications traffic aren'’t restricted by the rate limit rules, so that you can run
these applications more smoothly and faster.

5. Configuration and Management

e [Easy Configuration: It provides the Web Ul and CLI to facilitate configuration and
management.

e Remote Admin: It allows a network administrator to manage the Device remotely from
any host on the LAN or WAN.

e Device Restart: It allows you to restart the Device via the Web Ul for ease of use.
6. Advanced Features

e DMZ Host: Supports multiple DMZ hosts. The DMZ (Demilitarized Zone) host feature
allows one local host to be exposed to the Internet, so the users can easily access it
via the Internet.

e Port Forwarding: You can create multiple port forwarding rules to allow the Internet
users to access the services offered by the local servers.

e Advanced DHCP: All the physical interfaces support DHCP client, DHCP server and
DHCP relay agent. When acting as a DHCP server, the Device supports multiple
address pools, also provides flexible and sufficient IP address allocation policy. If you
use the DHCP server and DHCP relay agent together, it can fully meet the various
user requirements.
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e Special Application Supported: Supports the use of some special Internet applications,
such as the Tencent QQ, online games, Video software, Audio software, and so on.

e DDNS: Supports Dynamic Domain Name System (DDNS) service.

e PPPoE Server: Supports rich PPPoE server features, which includes PPPoE account
and MAC address binding, PPPoE account and IP address binding, and PPPoE IP
and MAC address pair binding feature.

e Express Forwarding: It supports express forwarding to greatly improve system
performance.

e Notice Feature: The Device can pop up the notice messages to the LAN users.

7. Security Features

e Configuration File: You can configure and modify the administrator password to
prevent those unauthorized users from modifying the settings of the Device; and you
can back up the configuration file to prevent accidental loss of settings.

e Access Control: The administrator can restrict some LAN users from accessing the
Internet or some Internet services.

e Real-time Monitoring: Supports real-time monitoring and management of the LAN
traffic and users, to promptly detect network problems and abnormal users.

e Firewall Protection: The Device can monitor all the traffic from the Internet, block all
the illegal requests to the LAN servers, block IP address and port scanning by hacker
software, to prevent malicious attacks from the Internet, such as DoS/DDoS attacks. It
also allows you to set up an Internet blacklist and whitelist. Furthermore, it supports
advanced firewall function based on address group and service group.

e Internet Behavior Management: You can allow or block the specified LAN users from
using popular IM (e.g., QQ, MSN) and P2P applications (e.g., BitComet, BitSpirit,
Thunder Search), downloading the files with the extension .exe, .dll, .vbs, .com, .bat
or .sys over HTTP, playing online games, accessing stock and game websites,
submitting input in the webpage, using HTTP proxy, and so on.

1.3 VPN Features

The UTT products provide full VPN features including IPSec VPN, L2TP and PPTP VPN;
and it allows you to use them at the same time. The detailed features are as follows:

1. Supports VPN tunnels using dynamic IP addresses
2. Supports site-to-site VPN

3. Supports remote access VPN (mobile user-to-site)
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4. Supports L2TP server and client
5. Supports PPTP server and client
6. The main features of IPSec are as follows:
e AutolKE based on preshared key
e Manual key tunnel
e ESP and AH protocols
e DES, 3DES and AES 128/192/256 encryption algorithms
e MD5 and SHA-1 hash algorithms
e Diffie-Hellman group 1, 2 and 5
e Main mode and aggressive mode
e DPD (dead peer detection) and Anti-Replay
e Hub-spoke and mesh connections

e |PSec NAT traversal

O Note

For detailed information about how to configure VPN features, please refer to the
related VPN configuration manual.

1.4 Physical Specification

1. Conforms to IEEE 802.3 Ethernet and IEEE 802.3u Fast Ethernet standards

2. Supports TCP/IP, PPPoE, DHCP, ICMP, NAT, Static Route, RIPI/Il, SNMP (MIB II),
etc.

3. Each physical port supports auto-negotiation for the speed and duplex mode
4. Each physical port supports auto-MDIX
5. Provides system and port LEDs
6. Operating Environment:
e  Temperature: 32°F to 104°F (0°C to 40°C)
e Relative Humidity: 10% to 90%, Non-condensing

e  Height: Om to 4000m
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1.5 Detailed Specifications Table

The UTT products include multiple models. The features and specifications of each model
are different. The following table lists detailed specifications for each model.

Model
UTT 2512 U2000
Feature
Number of LAN Ports 4 4
Number of WAN Interfaces 1 2
LAN Interface Speed 10/100M 10/100M
WAN Interface Speed 10/100M 10/100M
Internet Connection Setup v 4
Load Balancing and failover x v
DHCP and DNS v v
DDNS v v
NAT v v
Static Route v v
Policy-based Routing v v
IP/MAC binding v v
DNS Redirection v v
Advanced DHCP v v
UPnP v v
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Plug and Play v v
Express Forwarding 4 v
VLAN v v
Port Mirroring v v
Administrator Setup v 4
System Time Setup 4 v
Firmware Upgrade 4 4
Backup & Restore Configuration v 4
SNMP v v
SYSLOG v v
Remote Admin 4 v
PPPoE Server v v
PPPoE IP/MAC Binding v v
Account Billing of PPPoE Server v 4
PPPoE Account Expiration Notice v v
PPPoE Session Status v v
User Statistics 4 v
NAT Statistics v v
DHCP Statistics v v
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Interface Statistics v v
Route Table v v
System Information 4 4
System Log v v
Intelligent Bandwidth Management v 4
Web Log v v
P2P Traffic Rate Limiting v v
Application QoS v v
Application Traffic Statistics v v
WAN Traffic Statistics v v
Notice Feature 4 v
Domain Name Filtering v 4
Domain Name Blocking Notice v v
Access Control List v v
Address Group v v
Service Group v v
Schedule 4 v
Internal and External Attack Defense v v
Internet Behavior Management v v
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Policy Database v v
ARP Spoofing Defense v 4
NAT Session Limit v v
Web Authentication v v

VPN (PPTP/L2TP/IPSec) v v

Table 1-1 Detailed Specifications
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Chapter 2 Hardware Installation

This chapter describes how to install the UTT products, which include UTT 2512, U2000.

2.1 Installation Requirements

1. Astandard 10/100M or 10/100/1000M Ethernet network.

2. Each LAN PC needs an Ethernet card that works well.

3. TCP/IP should be installed on each PC properly.

4. You should have a DSL modem, cable modem or fiber optic modem.

5. If you will use a PPPoE Internet connection to access the Internet, you should have a
login name and password provided by your ISP.

2.2 Installation Procedure

Please make sure that the Device is powered off before installing it. The installation
procedures of UTT products are very similar, which include the following steps in general.

Step1  Select a proper location to install the Device. You can install the Device install
the Device in a 19-inch standard rack; or on a level surface such as a desktop
or shelf if you don’t have a 19-inch standard rack.

Step2 Connect the Device to the LAN, that is, connect the PC or switch on your LAN
to a LAN port of the Device.

Step 3  Connect the Device to the WAN, that is, connect your DSL, cable or fiber optic
modem to a WAN port of the Device.

Step4 Power on the Device. Note: Before powering on the Device, make sure that the
power supply and connectivity are normal, and the power outlet is grounded
properly.

Step5 Check the LEDs on the front panel of the Device to see whether the Device is
working well or not.

The following sections describe the installation procedure, network connection diagram,
and LEDs status of each model respectively.
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2.3 Installation Procedure of UTT 2512

1. Selecting the Proper Location

Before installing the UTT 2512, you should make sure that it is powered off, and then
select a proper location to install the UTT 2512. The UTT 2512 is designed as a desktop
device, you can install it on a level surface such as a desktop or shelf.

0 Note

Please ensure that the desktop or shelf is stable and the power outlet is grounded
properly, and do not place heavy objects on the UTT 2512.

2. Connecting the UTT 2512 to the LAN

See Figure 2-1, connect a standard network cable from a PC or switch to a LAN port of the
UTT 2512. The UTT 2512 will automatically adapt to any Ethernet device which is
operating at 10Mbps or 100Mbps.

LAN
PR O OSYS OO0 00 0 LinkAc ‘
TRF O OFLT Q00O O 100M O
12 3 4 WaN Reset . 3 . . ks
-
- —
_._:-—_r'_"_'
ADSL Modem
Swilch Cable Modem
Fibker Optic Maodem
- ) T
s “\J :
| / : Internet
H \‘m - :

Figure 2-1 Connecting the UTT 2512 to the LAN and Internet

3. Connecting the UTT 2512 to the Internet

Connect the network cable provided by the manufacturer from the DSL, cable or fiber
optic modem to a WAN port of the UTT 2512, see Figure 2-1. If you don’t have a network
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cable provided by the manufacturer, please use a standard network cable.

4,

Powering On the UTT 2512

Connect the supplied power cord to the power connector on the back panel of the UTT 2512,
and then plug the other end of the power cord to a grounded power outlet, lastly turn on the
power switch on the back of the UTT 2512.

0 Note

5.

To prevent the UTT 2512 from working abnormally or being damaged, make sure that
the power supply and connectivity are normal, and the power outlet is grounded
properly before powering on the UTT 2512.

Checking the LEDs

The LEDs are located on the front panel of the UTT 2512, see Figure 2-2. We divide the
LEDs into two groups:

The first group includes four system LEDs on the left two columns, which indicate
power status, operational status and failures of the UTT 2512, see Table 2-1 for
detailed description.

The second group includes the ten port LEDs on the right five columns, which
indicate the status of each port, see Table 2-2 for detailed description. Each port has
two LEDs, LEDs 1 through 4 are corresponding to LAN1 through LAN4 respectively,
and LED WAN is corresponding to WAN.

PWE O OS5YS OO0 OO O LnkAct

TRF O OFLT © O O O O 100M
1 2 3 4 WAN

Figure 2-2 LEDs on the UTT 2512

LEDs Status During Startup Status During Operating

One second after powering up, | The LED flashes twice per second when the system
the LED flashes fast for one | is operating properly, and it will flash slower if the
SYS second, and then extinguishes for | system is under heavy load.

two seconds, lastly flashes twice | The LED will extinguish or light steady if a fault

per second. occurred in the Device.

The LED lights steady when the power is being
PWR | The LED lights during startup.

supplied to the Device.
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The LED flashes when the Device is sending or
. . receiving data.

TRF | The LED lights during startup. ) L ) .
The LED will extinguish if there is no network traffic

on the Device.

The LED extinguishes when the Device is operating
properly.

FLT The LED lights during startup. The LED will flash if a fault occurred in the Device.
And the Device will restart automatically after a

certain number of flashes.

Table 2-1 Description of the System LEDs on the UTT 2512

LEDs Status During Startup Status During Operating

The LED lights steady when a link between the
Link/Act All the Link/Act LEDs flash firstly, | corresponding port and another device is detected.
ink/Ac
and then they extinguish. The LED flashes when the corresponding port is

sending or receiving data.

After the Link/Act LEDs | The LED lights steady when another device is
100Mbps | extinguished, all the 100Mbps LEDs | connected to the corresponding port; and a
flash firstly, and then extinguish. 100Mbps link is established between them.

Table 2-2 Description of the Port LEDs on the UTT 2512

6. Reset Button

If you forget the administrator password, you can use the Reset button to reset the Device
to factory default settings. The operation is as follows: While the Device is powered on,
use a pin or paper clip to press and hold the Reset button for more than 5 seconds, and
then release the button. After that, the Device will restart with factory default settings.

0 Note

This operation will clear all the custom settings on the Device. If you remember the
administrator account, it is strongly recommended that you go to System >
Configuration page to backup the current configuration firstly, and then reset the
Device to factory default settings.
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2.4 Installation Procedure of U2000

1. Selecting the Proper Location

Before installing the U2000, you should make sure that it is powered off, and then select a
proper location to install the U2000. As the U2000 is designed according to the 11-inch
standard rack, you can install it in a standard rack. Also you can install it on a level surface
such as a desktop or shelf.

1) Installing the U2000 in a 11-inch Rack

See Figure 2-3, to install the U2000 in a 11-inch rack, firstly attach the rack-mount
brackets to the sides of the U2000 (one on each side) with the supplied screws and
secure them tightly, and then position the U2000 into the rack and use the supplied
screws to secure it in the rack.

Figure 2-3 Install the U2000 in a Rack

2) Installing the U2000 on a desktop or shelf

If you don’t have a 11-inch standard rack, you may directly place the U2000 on a sturdy,
flat surface (such as a desktop or shelf) with a power outlet nearby.

0 Note

Please ensure that the desktop or shelf is stable and the power outlet is grounded
properly, and do not place heavy objects on the U2000.

2. Connecting the U2000 to the LAN

See Figure 2-4, connect a standard network cable from a PC or switch to a LAN port of the
U2000. The U2000 will automatically adapt to any Ethernet device which is operating at
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10Mbps or 100Mbps.

LAN. TWAND  WAN2

[mirror

1
veew it AR
TRFQO OFLT QO O O QliiMbps 00 O
Fesat

Switch ADSL Modem

Cable Modem

" : Fiber Optic Modem

Internet

Figure 2-4 Connecting the U2000 to the LAN and Internet

3. Connecting the U2000 to the Internet

Connect the network cable provided by the manufacturer from the DSL, cable or fiber
optic modem to a WAN port of the U2000, see Figure 2-4. If you don’t have a network
cable provided by the manufacturer, please use a standard network cable.

4. Powering On the U2000

Connect the supplied power cord to the power connector on the back panel of the U2000,
and then plug the other end of the power cord to a grounded power outlet, lastly turn on the
power switch on the back of the U2000.

O Note

To prevent the U2000 from working abnormally or being damaged, make sure that the
power supply and connectivity are normal, and the power outlet is grounded properly
before powering on the U2000.

5. Checking the LEDs

The LEDs are located on the front panel of the U2000, see Figure 2-5. We divide the
LEDs into two groups:

e The first group includes four system LEDs on the left two columns, which indicate
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power status, operational status and failures of the U2000, see Table 2-3 for detailed
description.

e The second group includes the twelve port LEDs on the right six columns, which
indicate the status of each port, see Table 2-4 for detailed description. Each port has
two LEDs, LEDs 1 through 4 are corresponding to LAN1 through LAN4 respectively,
and LEDs 5 through 6 are corresponding to WAN1 through WAN2 respectively.

1 2 3 4 56
PWED O5SYS OO O OLlinkAct OO
TRFO OFLT O O O Ol00Mbps O O

Figure 2-5 LEDs on the U2000

LEDs Status During Startup Status During Operating

One second after powering up, | The LED flashes twice per second when the
the LED flashes fast for one | system is operating properly, and it will flash
SYS second, and then extinguishes | slower if the system is under heavy load.

for two seconds, lastly flashes | The LED will extinguish or light steady if a fault

twice per second. occurred in the Device.

) ) The LED lights steady when the power is being
PWR The LED lights during startup. ) )
supplied to the Device.

The LED flashes when the Device is sending or
) ) receiving data.

TRF The LED lights during startup.
The LED will extinguish if there is no network traffic

on the Device.

The LED extinguishes when the Device is
operating properly.

FLT The LED lights during startup. The LED will flash if a fault occurred in the Device.
And the Device will restart automatically after a

certain number of flashes.

Table 2-3 Description of the System LEDs on the U2000
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LEDs Status During Startup Status During Operating

The LED lights steady when a link between the
Link/Act All the Link/Act LEDs flash firstly, | corresponding port and another device is detected.
ink/Ac
and then they extinguish. The LED flashes when the corresponding port is

sending or receiving data.

After the Link/Act LEDs | The LED lights steady when another device is
100Mbps | extinguished, all the 100Mbps LEDs | connected to the corresponding port; and a
flash firstly, and then extinguish. 100Mbps link is established between them.

Table 2-4 Description of the Port LEDs on the U2000

6. Reset Button

If you forget the administrator password, you can use the Reset button to reset the Device
to factory default settings. The operation is as follows: While the Device is powered on,
use a pin or paper clip to press and hold the Reset button for more than 5 seconds, and
then release the button. After that, the Device will restart with factory default settings.

0 Note

This operation will clear all the custom settings on the Device. If you remember the
administrator account, it is strongly recommended that you go to System >
Configuration page to backup the current configuration firstly, and then reset the
Device to factory default settings.
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Chapter 3 Logging in to the Device

This chapter describes how to properly configure TCP/IP properties on the PC that you
use to administer the Device, how to login to the Device, and how to use shortcut icons
to fast link to the corresponding pages of UTT’s website for the products information and
services.

3.1  Configuring Your PC

Before configuring the Device via Web Ul, you need properly install and configure
TCP/IP properties on the PC that you use to administer the Device. The configuration
steps are as follows:

Step1  Connect the PC to a LAN port of the Device.

Step 2 Install TCP/IP protocol components on your PC. If it has been installed, please
ignore it.

Step3 Configure TCP/IP parameters on your PC: If the Device’s LAN interface is
using the default IP address 192.168.16.1/24, you should set the PC’s IP
address to an IP address in the range of 192.168.16.2 through
192.168.16.254 that is not already being used by another LAN device, set its
subnet mask to 255.255.255.0, set its default gateway to 192.168.16.1, and
set its DNS server to an available IP address provided by your ISP.

Step4  To verify the network connection between your PC and the Device, you can
use the ping command at the MS-DOS command prompt on the PC: Ping
192.168.16.1

e If the displayed page is similar to the screenshot below, the connection
between your PC and the Device has been established.
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C:s2ping 192.168.16.1

Pinging 172.168.16.1 with 32 hytes of data:

Reply from 192.168.16.1: hytes=32 time<ims TTL=25L5
Reply from 192.168.16.1: hytes=32 time<ims TTL=255
Reply from 192.168.16.1: bytes=32 timed<imsz TIL=25L5
Reply from 192_168.16.1: bhytes=32 time<{lmsz TTL=25L5

Ping statistics for 192.168.16.1:

Packets: Sent = 4, Received = 4, Lost = 8 (B loss>».
Approximate round trip times in milli-—seconds:

Minimum = Bms, Maximum = Bmz,. Average = Bms

e Ifthe displayed page is similar to the screenshot below, it means that your
PC has not connected to the Device.

C:s>ping 192 168164

Pinging 172.168.16.1 with 32 hytes of data:
Request timed owt.

Request timed owut.

timed ount.
timed out.

Ping statistics for 192.168.16.1:
Packetz: Sent = 4, Received = B, Lost = 4 (188x loss>.

If failed to connect, please do the check according to the following steps:
1. Is the physical link between your PC and the Device connected properly?

The Link/Act LED corresponding to the Device’s LAN port and the LED on your PC’s adapter
should light.

2. Is the TCPI/IP configuration for your PC correct?

If the Device’s LAN interface is using the default IP address 192.168.16.1/24, your PC’s
IP address should be an IP address in the range of 192.168.16.2 through
192.168.16.254 that is not already being used by another LAN device, and its default
gateway should be 192.168.16.1.
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3.2 Logging in to the Device

No matter what operating system is installed on the PC, such as, MS Windows, Macintosh,
UNIX, or Linux, and so on, you can configure the Device through the Web browser (for
example, Internet Explorer).

Once your PC is properly configured, please do the following to login to the Device: Open
a Web browser, enter the Device’s LAN IP address in the address bar (by default, the
address is 192.168.16.1, see Figure 3-1), and then press <Enter> key.

i

~ B http://192. 168. 16. 1

Ly - _T-/I ._\:- g o

Figure 3-1 Entering IP address in the Address Bar

A login screen prompts you for your user name and password. When you first login to the
Device, you should use the default administrator account: Enter Default (case sensitive)
in the User name field, and leave the Password field blank (see Figure 3-2), lastly click
OK.

Connect to 192.168.16.1

=

1}', ll \f}

The server 192.1638.16.1 at Router reguires a username and
password,

User name: | € Defaul M |

Passwiord: | |

[ Iremember my password

[ (9] 4 l [ Zancel

Figure 3-2 Login Screen

Once you have entered correct user name and password, the Status > System Info page
will appear (see Figure 3-3).
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Figure 3-3 Homepage - System Info Page

In the Device’'s Web page, the system model and version are displayed at the top right
corner, some shortcut icons are displayed at the top, and a toolbar is displayed below the
shortcut icons.

It allows you to click Add to Toolbar to add a shortcut menu for the current page to the
toolbar. The shortcut menus are arranged from left to right in chronological order of
creation, and by default the Device provides the shortcut menu of Quick Wizard
displayed on the most left of the toolbar.

If you have not configured any Internet connection yet, please click the Quick Wizard
hyperlink to configure the basic parameters to quickly connect the Device to the Internet.
Refer to Chapter 4 Quick Wizard for detailed operation.

3.3 Shortcut Icons

The eight shortcut icons are displayed at the top of the Web page, which include Product,
Firmware, Datasheet, Register, Contact, Forum, Feedback and UTT, see Figure 3-4.
These shortcut icons are used for fast link to the corresponding pages on the website of
UTT Technologies Co., Ltd., see Table 3-1 for detailed description.

pPruduct W Firmare ¥ Datasheet [ ) Register | G Contact | @b Forum | ByFeedhack % UTT

Figure 3-4 Shortcut Icons
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Icons Description
Product Click it to link to the products page of the UTT’s website to find more products.
Click it to link to the download page of the UTT’s website to download the latest
Firmware
firmware.
Click it to link to the download page of the UTT’s website to download the product
Datasheet
data, such as product manual, datasheet, etc.
Reqist Click it to link to the UTT Forums registry page of the UTT’s website to register an
egister
g account to post messages on the UTT Forums.
Contact Click it to link to the contact us page of the UTT’s website to view contact information.
F Click it to link to the forum homepage of the UTT’s website to participate in product
orum
discussions.
Feedback Click it to link to send us your feedback by E-mail.
utT Click it to link to the homepage of the UTT’s website.

Table 3-1 Detailed Description of Shortcut Icons
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Chapter 4 Quick Wizard

This chapter describes the Basic > Quick Wizard page. The Quick Wizard allows you to
configure the basic parameters to quickly connect the Device to the Internet.

Before using Quick Wizard, you need properly install and configure TCP/IP properties on
the LAN PCs. Refer to section 3.1 Configure Your PC for detailed operation.

4.1 Running the Quick Wizard

Click the Quick Wizard hyperlink at the top of the Web page or click Basic > Quick
Wizard to run the Quick Wizard. The Quick Wizard will guide you to configure the most
basic features of the Device, such as Internet connection settings. Even if unfamiliar with
our product, you still can finish the settings via instruction easily.

The wizard will guide you to set the most basic functions. Even unfamiliar
with our product, you still can finish the settings via instruction easily.
Else you can click "Exit the Wizard™ and directly select the function that
you want to modify.

Please click "Mext to continue Cuick Wizard.

Exitthe Wizard | | Next |

Figure 4-1 Running the Quick Wizard

» Exit the Wizard: Click it to exit the Quick Wizard.

> Next: Click it to go to the next page of the Quick Wizard to set the IP address and
subnet mask of the LAN interface.
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4.2 LAN Settings

LAN Settings

IP Address 192.168.16.1

Subnet Mask 255256 255.0

[ Back ][ Wext ]

Figure 4-2 LAN Settings

< IP Address: It specifies the IP address of the LAN interface. The default value is
192.168.16.1.

< Subnet Mask: It specifies the subnet mask that defines the range of the LAN. The
default value is 255.255.255.0

> Back: Click it to go back to the previous page of the Quick Wizard.

> Next: Click it to go to the next page of the Quick Wizard to choose the Internet
connection type.

4.3 Choosing an Internet Connection Type

The Device provides three Internet connection types including PPPoE, Static IP and
DHCP, see Figure 4-3. Please select a connection type from the radio buttons, which is
provided by your Internet Service Provider (ISP).
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Please Select WAN1 Connection Type

() FFPCE
@  StaticIP
O DHCP

[ Back ][ Faxt ]

Figure 4-3 Choosing an Internet Connection Type

< PPPoE: Some DSL-based ISPs use PPPoE to establish Internet connections for
end-users. If you use a DSL line, check with your ISP to see if they use PPPoE, and
then select the PPPoE radio button.

< Static IP: If you are required to use a static IP address, select the Static IP radio
button.

< DHCP: If your ISP will dynamically assigns an IP address to the Device, select the
DHCP radio button. Most cable modem subscribers use this connection type.

> Back: Click it to go back to the previous page of the Quick Wizard.

> Select the PPPoE radio button, and then click the Next button to go to the next page
of the Quick Wizard to configure a PPPOE Internet connection on the WAN1
interface.

>  Select the Static IP radio button, and then click the Next button to go to the next page
of the Quick Wizard to configure a static IP Internet connection on the WAN1
interface.

>  Select the DHCP radio button, and then click the Next button to go to the next page of
the Quick Wizard to configure a DHCP Internet connection on the WAN1 interface.
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4.4 Internet Connection Settings

4.41 Notes on Internet Connection Settings

1. If you have changed the LAN IP address and saved the change, you should use the
new IP address to re-login to the Device. And each LAN host’'s default gateway
should be changed to this new IP address to access the Device and Internet
normally.

2. After you have finished configuring the Internet connection on the WAN1 interface,
you also can continue to configure the Internet connection on the WAN2, WAN3 and
WAN4 interface in turn. Note that the number of WAN interfaces depends on the
specific product model.

3. After you have finished configuring one or more Internet connections, you had better
click the Review Your Configuration button in the Quick Wizard’'s confirmation
page to review the settings that you have made in the Quick Wizard firstly, and then
modify any of them if desired, lastly click the Finish button to save the settings to
make them take effect.

4.4.2 PPPoE Internet Connection Settings

Please Select VWAN1 Connection Type

& FPPPOE
) StaticIP
O DHCP

[ Back ][ Hext ]
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Figure 4-4 Choose PPPoE as the Connection Type

In the page of choosing an Internet connection type (see Figure 4-4), select the PPPoE
radio button, and then click the Next button to go to the PPPoE Internet connection
settings page, see Figure 4-5.

PPPoE Settings

User Name | |

Password | |

[ EBack ] [ Continme WAHZ Settings ] [ Skip WANZ Settings

Figure 4-5 PPPoE Internet Connection Settings

<~ User Name and Password: They specify the PPPoE login user name and password
provided by your ISP.

> Back: Click it to go back to the previous page of the Quick Wizard.

> Continue WAN2 Settings: Click it to continue to configure the Internet connection on
the WAN2 interface if needed.

> Skip WAN2 Settings: Click it to go to the confirmation page at the end of the Quick
Wizard if you don’t want to configure another Internet connection in the Quick
Wizard.
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4.4.3 Static IP Internet Connection Settings

Please Select VWAN1 Connection Type

) PPPoE
@ StaticIP
() DHCP

[ Back ][ Hext ]

Figure 4-6 Choosing Static IP as the Connection Type

In the page of choosing an Internet connection type (see Figure 4-6), select the Static IP
radio button, and then click the Next button to go to the static IP Internet connection

settings page, see Figure 4-7.

WAN1 Settings

Static IP Settings
IP Address

Subnet Mask
Default Gateway
Primary DNS Server

Secondary DHS Server

192.168.1.55

2552552550

192.168.1.99

200.200.200.251

0.0.0.0

[ Back ] [ Continue WANZ Settings

]

Skip WANZ Settings ]

Figure 4-7 Static IP Internet Connection Settings
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<>

IP Address: It specifies the IP address of the WAN interface, which is provided by
your ISP.

Subnet Mask: It specifies the subnet mask of the WAN interface, which is provided
by your ISP.

Default Gateway: It specifies the IP address of the default gateway, which is
provided by your ISP.

Primary DNS Server: It specifies the IP address of your ISP’s primary DNS server.

Secondary DNS Server: It specifies the IP address of your ISP’s secondary DNS
server. If it is available, you may set it. Else, please leave it 0.0.0.0.

Back: Click it to go back to the previous page of the Quick Wizard.

Continue WAN2 Settings: Click it to continue to configure the Internet connection on
the WAN2 interface if needed.

Skip WAN2 Settings: Click it to go to the confirmation page at the end of the Quick
Wizard if you don’t want to configure another Internet connection in the Quick
Wizard.

0 Note

The WAN IP address and default gateway IP address should be on the same subnet. If
they are not, please modify the Subnet Mask to make them be on the same subnet. If
you don’t have the subnet related knowledge, please ask a professional or UTT
customer engineer for help.
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4.4.4 DHCP Internet Connection Settings

Please Select VWAN1 Connection Type
) PFPPoE
{3 StaticIP
& DHCF
[ Back ] [ Contimme WAH? Settings ] [ Skip WANZ Settings ]

Figure 4-8 Choosing DHCP as the Connection Type

In the page of choosing an Internet connection type (see Figure 4-8), select the DHCP
radio button, and then directly click the Continue WAN2 Settings button to continue to
configure the Internet connection on the WAN2 interface if needed, or click the Skip
WAN2 Settings button to the confirmation page at the end of the Quick Wizard if you
don’t want to configure another Internet connection in the Quick Wizard.

4.5 Reviewing and Saving the Settings

After you have finished configuring one or more Internet connections, you had better click
the Review Your Configuration button in the Quick Wizard's confirmation page to
review the settings that you have made in the Quick Wizard firstly, and then modify any of
them if desired, lastly click the Finish button to save the settings to make them take effect.

0 Note

Do not forget to click the Finish button to save the settings you have made in the
Quick Wizard, else the related settings will be discarded.
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Configuration completed

Click "Finish™ to finish setting, then you can surf anling!
If you need modify the configuratian, please click "Back".
In order to protect your netwark security, please go to Security - Attack

Defense.
[ Beview Your Configuration ] [ Bacl ] [ Finish
- LAN Settings
IP Address: 192 168.16.1
Subnet Mask: 2552562550

- WAN1 Settings

Static 1P

IP Address:

Subnet Mask:
Default Gateway:
Primary DMNS Senver:

Secondary DMNS Server:

200.200.202.56

255.255.255.0

200.200.202.254

200.200.200.251

202106.46.151

Figure 4-9 Viewing and Saving the Settings Made in the Quick Wizard

4.6 Summary

Once clicked the Finish button in the confirmation page, you have completed the
configuration of the most basic features through the Quick Wizard. If you cannot access
the Internet through the Device yet, please check whether all the settings that you have
made in the Quick Wizard are correct. Also, you can go to the Basic > WAN page to view
the Internet connection(s) status, view and modify the related configuration parameters.
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Chapter 5 System Status

This chapter describes the system status related pages, which provide a lot of operating
status information and statistics of the Device. By viewing them, the network administrator
can easily analyze the system status and monitor the activities on the Device.

When NAT is enabled, the Device provides a set of powerful monitoring functions, which is
divided into two categories: One is classification statistics, which can help the
administrator find the problems that occurred in the network. The other is real-time
monitoring, which can help the administrator analyze the occurring problem to find out in
which host it happens, what the problem is, and the impact on other hosts.

The management of the Device operating status is divided into two levels:

e Physical status: The status and statistics for each physical interface, which includes
operating status, ingress and egress traffic statistics, routing table, and so on.

e NAT status: The status and statistics for every LAN user (i.e., LAN host), which
includes upload and download packets statistics, upload and download rate, total
NAT sessions, and so on.

5.1 System Information

In the Status > System Info page, you may view some system information, which include
system up time, system resource usage status, system version, port status, and interface
rate chart.

5.1.1 System Up Time

System Up Time
System Time: 2010-12-21 9:59:9 System Up Time: 0 Day, 15 Hours, 12 Minutes, 25 Seconds

Figure 5-1 System Up Time

< System Time: It displays the system current date (YYYY-MM-DD) and time
(HH:MM:SS).
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< System Up Time: It displays the elapsed time (in days, hours, minutes and seconds)
since the Device was last started.

5.1.2 System Resource

System Resource

CPU: I 70%
Memary: 5%
Session: 3%

Figure 5-2 System Resource Usage Information

<~ CPU: The real-time CPU usage information, which is displayed as a status bar and
percentage.

< Memory: The real-time memory usage information, which is displayed as a status bar
and percentage.

<> Session: The ratio of current active NAT sessions to the maximum sessions that the
Device supports, which is displayed as a status bar and percentage.

0 Note

1. The color of the status bar indicates the usage percentage for each resource.
e When the percentage is below 1%, the bar is blank.
e When the percentage is between 1% and 50% (below 50%), the color is green.
e When the percentage is between 50% and 70% (below 70%), the color is yellow.
e When the percentage is equal to or above 70%, the color is red.

2. The above resources usage information indicates the load of the Device. If the usage
percentages are all relatively low, it means that the Device still has the ability to
process more tasks. If they are all very high, it means that the Device is nearly under
the full load. In this case, the network delays may occur if the Device processes new
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tasks.

5.1.3 System Version

S 11121274
Model: UTT 3640

Yersion: o3 G40v10EM. bin

Figure 5-3 System Version

<~ SN: It displays the internal serial number of the Device, which may be different from
the SN found on the label at the bottom of the Device.

Model: It displays the product model of the Device.

Version: It displays the version of ReOS firmware running on the Device.

5.1.4 Port Information

5.1.4.1 Port Status

Port Info
LANA LANZ LANZ LAN4 WAMNA WANZ WAMN3 WAMNS
ik &k & & O & B B
1000 Full 1000 Full

DOWN DOWN DOWN ol ol DOWN DOWN DOWN

Figure 5-4 Port Status

The port status figure indicates whether each physical port of the Device is active (Up) or
inactive (Down). If a port is down, it is shaded black. Else it is shaded green, and its speed,
duplex and MDI or MDI-X status are displayed. See Figure 5-4, the LAN4 and WAN1 ports
are active.
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5.1.4.2 Interface Rate Chart

The interface rate chart dynamically displays the real-time RX/TX rate, average RX/TX
rate, maximum RX/TX rate and total RX/TX traffic of each physical interface. If you want to
view the rate chart of an interface, click the corresponding interface name hyperlink.

In the interface rate chart, the abscissa (x-axis) shows the time axis, and the ordinate
(y-axis) shows the real-time RX/TX rate axis. Furthermore, you can adjust some
parameters of the chart if needed, such as the time interval during which the real-time
rates are calculated and displayed, and the displayed colors. Note: The rate chart can only
show the rate and traffic information in the last ten minutes. Each time you open this page,
the rate chart starts anew.

Thu 13:24 / 1320455.08 kbit/s {l65056.EH KB/s)

a}l =

11651074.22 kbit/= (1456384.28 KB/s)

LT KBS

TI67282.81 kbit/s (970922.B5 KB/=

f2 (1941845

38836591.41 kbit/s ([485461.43 KB/s)
+
4
) (2 éecond interval)
RX 15907532.21 Avg 1908903.86 Peak 1590753221 Total 133.34 GB Ava: 1x, 2%, 4x, 6X
Kbit's KDit's Kbit's Max: Unifarm, Per IF
(1941837.43 (233020.49 (1941837.43 Display: Solid, Line
KBIz) KBis) KBis) Coalor. Blue & Orange
TX 8G60988.65 kbitis Avg 103318.64 kbit's  Peak B60988.65 kbit's Total 7,380.82 MB ®
(105101.15 (1261214 KB/s) (105101.15 [reversel]
KB/s) KB/s)

(Please install svgviewer ifthe page cannot display properly. )

Figure 5-5 Interface Rate Chart

< RX: It indicates the real-time RX rate of the physical interface, which is calculated
every two seconds. For the LAN interface, RX means uploading; for the WAN
interface, it means downloading.

< TX: It indicates the real-time TX rate of the physical interface, which is calculated
every two seconds. For the LAN interface, TX means downloading; for the WAN
interface, it means uploading.

< Avg: It indicates the average RX or TX rate of the physical interface since last
opened the current page.

< Peak: It indicates the maximum RX or TX rate of the physical interface since last
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opened the current page.

< Total: It indicates the total RX or TX traffic of the physical interface since last opened
the current page.

> LAN/WANX: It allows you to click the interface name hyperlink to view the rate chart
of the selected interface. Therein, x (value: 1, 2, 3, 4) indicates the corresponding
WAN interface, and the number of WAN interfaces depends on the specific product
model. For example, click the WAN1 hyperlink to view the rate chart of the WAN1
interface.

0 Note

If the SVG Viewer isn'’t installed on your PC, the rate chart cannot be displayed
properly. To view the rate chart, click the (Please install svgviewer if the page
cannot display properly.) hyperlink to download and install the SVG Viewer.
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5.2 NAT Statistics

Through the NAT Statistics list in the Status > NAT Stats page, you can view the NAT
session details for each LAN user (host).

AT Simtistics

15015 LmesFage: (70 ¥ Firsl  Frow  Moxl  Las] Search

Dascnptice 1P Mkirass Actve Sessions  Dverflow. Az Pachets  TePachets T Dricadcas: Pachats Tetal Seanione
a ] 1 a7 -
132 18318 1 a a a 1

Clagi | | Heligsh

Figure 5-6 NAT Statistics List

ID: It is used to identify each entry in the list.

Description: If the LAN user is an IP/MAC binding user, it displays the description of
the user; else it is blank.

IP Address: It displays the IP address of the LAN host.

Active Sessions: It displays the number of NAT sessions that are being used by the
LAN host now.

Overflow: It displays the cumulative count of the LAN host’s overflowing requests
due to the maximum sessions limit. The maximum sessions can be configured in the
Security > NAT Session Limit page.

Rx Packets: It displays the number of packets downloaded by the LAN host through
NAT function.
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<>

Tx Packets: It displays the number of packets uploaded by the LAN host through
NAT function.

Tx Broadcast Packets: It displays the number of broadcast and multicast packets
transmitted from the LAN host to the Device.

Total Sessions: It displays the total number of NAT sessions of the LAN host, which
include those sessions that aren’t being used now.

Clear: Click it to clear the NAT statistics in the list, which include Overflow, Rx
Packets, Tx Packets, Tx Broadcast Packets and Total Sessions.

Refresh: Click it to view the latest information in the list.

Note

The NAT session limit feature can help the Device prevent some types of network
attacks. If a user’s Total Sessions has reached the maximum value (configured in
the Security > NAT Session Limit page), any further request for creating a new
session will be discarded, and the Overflow will be updated synchronously. In this
case, the administrator can find potential DDoS attacks by viewing the logs in the
Status > System Log page.

The most Rx Packets means the corresponding user has downloaded the most
packets from the Internet.

The most Tx Packets means the corresponding user has uploaded the most packets
to the Internet.

The most Active Sessions means the corresponding user is the most active now.

If the Overflow is larger than 100, or the Tx Packets is far larger than the Rx
Packets, this host is suspicious of using port scanner software now.

If the Tx Packets is very large, but the Rx Packets is very small or zero, this host is
suspicious of performing a DoS/DDoS attack.

http://www.uttglobal.com Page 52




UTT Technologies Chapter 5 System Status

5.3 DHCP Statistics

This section describes the Status > DHCP Stats page, including the DHCP Pool
Statistics list, DHCP Server Statistics list, DHCP Conflict Statistics list, DHCP Client
Statistics list and DHCP Relay Statistics list.

5.3.1 DHCP Pool Statistics List

The DHCP Pool Statistics list displays the usage information of each DHCP address pool,
including IP address and subnet mask, associated MAC address, lease left, DHCP
address pool name, status of IP address, and so on.

It allows you to manually bind one or more dynamic IP addresses to the corresponding
MAC addresses. The steps are as follows: Click the leftmost check boxes of the entries
you want to bind, and then click the Bind button to bind the selected IP and MAC address
pairs. Then you may go to the Advanced > DHCP > DHCP Server or Security > IP/MAC
Binding page to view or modify them.

OHCP Pool Statistics DHCP Server Statistics DHCP Coudlict Statistics DHCP Clignt Statistics DHCP Rolay Stotistics
e Limas/Poge: |10 = First Prov  Hast  Last Hearch

. Y AErEns Suline] Mask Mal Addross | nxss LRl B Mlammin Slatus Tyipa Chenl 1D Hekay Agent i}
14 200 200, 20 102 EE.255.255.0 SoZ2asidaso CE100:32 a2 Asgigned | Dymamic

o 503 101 JEE SRR S6E ) MRS SR 10030 133 Conflictaa | Ehnamic

Figure 5-7 DHCP Pool Statistics List

ID: It is used to identify each entry in the list.
IP Address: It displays the IP address of the DHCP client.
Subnet Mask: It displays the subnet mask of the DHCP client.

MAC Address: It displays the MAC address of the DHCP client.

N T S

Lease Left: It displays the time remaining until the current IP address lease expires,
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shown as DD: HH: MM: SS.
Pool Name: It displays name of the DHCP address pool.

Status: It displays the status of the IP address. The possible values are Detecting,
Assigned, and Conflicted.

e Detecting: It indicates that the DHCP server is detecting whether the IP address
is already in use or not.

e Assigned: It indicates that the DHCP server has assigned the IP address to the
client.

e Conflicted: It indicates that the DCHP server has detected a conflict for the IP
address, i.e., there is another host on the network using the same IP address.

< Type: It displays the manner in which the IP address was assigned to the DHCP
client. The possible values are Static and Dynamic.

e Static: It indicates that the IP address was assigned manually through DHCP
manual binding.

e Dynamic: It indicates that the IP address was assigned dynamically from a
DHCP address pool by the DHCP sever.

Client ID: It displays the client identifier of the DHCP client.
Relay Agent ID: It displays the relay agent ID of the DHCP client.

> Bind: If you want to manually bind one or more dynamic IP addresses to the
corresponding MAC addresses, select the leftmost check boxes of them, and then
click the Bind button. Then you may go to the Advanced > DHCP > DHCP Server or
Security > IP/MAC Binding page or to view and modify those IP/MAC bindings.

» Refresh: Click it to view the latest information in the list.

> Display IPIMAC Binding: Click it to go to the Security > IP/MAC Binding page to
view or configure IP/MAC bindings for the LAN hosts.

0 Note

In the DHCP Pool Statistics list, only the dynamic IP addresses can be bound
manually, but the static IP addresses cannot be bound again.
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5.3.2 DHCP Server Statistics List

The DHCP Server Statistics list displays the DHCP server statistics, which includes the
number of each type of DHCP message and the number of assigned IP addresses. The
statistics is counted and displayed per physical interface.

OHCP Poal Statistics DHCP Server Statistics DHCP Condlict Seatistics OHCP Clisnt Seatistics DHCP Relay Statistics

Wlelace Lhadcreed aner Hipiit 51 =] Hoteane el Han Lnnfict Indorm Unkirsran Ll
LAt 1 1 i | C ) 1
WA B3 1 1 1 [ a 1 1 o a4

Bar | Rafagh |

Figure 5-8 DHCP Server Statistics List

Interface: The physical interface on which the DHCP server is applied.

Discover: During the statistics interval, the number of DHCPDISCOVER messages
that were received by the DHCP server.

<~ Offer: During the statistics interval, the number of DHCPOFFER messages that were
sent by the DHCP server.

< Request: During the statistics interval, the number of DHCPREQUEST messages
that were received by the DHCP server.

< Ack: During the statistics interval, the number of DHCPACK messages that were sent
by the DHCP server.

< Release: During the statistics interval, the number of DHCPRELEASE messages that
were received by the DHCP server.

<~ Decline: During the statistics interval, the number of DHCPDECLINE messages that
were received by the DHCP server.

<~ Nak: During the statistics interval, the number of DHCPNAK messages that were
sent by the DHCP server

<~ Conflict: During the statistics interval, the number of address conflicts that were
detected by the DHCP server.
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Inform: During the statistics interval, the number of DHCPINFORM messages that
were received by the DHCP server.

Unknown: During the statistics interval, the number of unknown packets.

Client: During the statistics interval, the number of IP addresses that were assigned
by the DHCP server.

Clear: Click it to clear the DHCP server statistics in the list.

Refresh: Click it to view the latest information in the list.

0 Note

The statistics interval is the elapsed time since the last clear action.

5.3.3 DHCP Conflict Statistics List

The DHCP Conflict Statistics list displays information related to the address conflicts found
by the DHCP server, which include the conflicted IP address, MAC address, the detection
method and detection time for each address conflict in the list.

DHCP Paal Statistics OHCP Sercer Statistics DHCP Canflict Statistics DHCP Clisnt Seatistics DHCP Relay Statistics
" LingsPoge: | 10 = Firs!  Prev  Next  Last Search
1P Addrens. A, Addroas it it RitrEhind Dbt i
200200202401 DOZ1BECSMoe LRT 1550-01-01 0000 10
rash |

Figure 5-9 DHCP Conflict Statistics List

IP Address: It displays the conflicted IP address.

MAC Address: It displays the MAC address of the LAN host where the IP address
conflict occurred.

Detection Method: It displays how the IP address conflict was detected. It may be
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ARP or ICMP.

< Detection Time: It displays the date (YYYY-MM-DD) and time (HH:MM:SS) when the
IP address conflict was detected.

» Refresh: Click it to view the latest information in the list.

5.3.4 DHCP Client Statistics List

The DHCP Client Statistics list displays the DHCP client statistics, which mainly includes
the number of each type of DHCP message. The statistics is counted and displayed per
physical interface.

OHCP Pool Swlstlcs DHCP Sarvar Swalsiics OHCP Confllce Statlstlcs DHEP Clisne Staiistics DHCP Relay Statlsiics

nrtaCE DRCousr Dt [Rsgpied Ak Rniates (=t sk Conifict L] Linkramsm

Figure 5-10 DHCP Client Statistics List

Interface: The physical interface on which the DHCP client is applied.

Discover: During the statistics interval, the number of DHCPDISCOVER messages
that were sent by the DHCP client.

< Offer: During the statistics interval, the number of DHCPOFFER messages that were
received by the DHCP client.

< Request: During the statistics interval, the number of DHCPREQUEST messages
that were sent by the DHCP client.

< Ack: During the statistics interval, the number of DHCPACK messages that were
received by the DHCP client.

< Release: During the statistics interval, the number of DHCPRELEASE messages that
were sent by the DHCP client.
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Decline: During the statistics interval, the number of DHCPDECLINE messages that
were sent by the DHCP client.

Nak: During the statistics interval, the number of DHCPNAK messages that were
received by the DHCP client.

Conflict: During the statistics interval, the number of address conflicts that were
found by the DHCP server when trying to assign an address to the DHCP client.

Inform: During the statistics interval, the number of DHCPINFORM messages that
were sent by the DHCP client.

Unknown: During the statistics interval, the number of unknown packets.
Clear: Click it to clear the DHCP client statistics in the list.

Refresh: Click it to view the latest information in the list.

0 Note

The statistics interval is the elapsed time since the last clear action.

5.3.5 DHCP Relay Statistics List

The DHCP Relay Statistics list displays the DHCP relay agent statistics, which includes
the number of various types of DHCP messages. The statistics is counted and displayed
per physical interface.

CHCP Pool Statistics DHCF Server Siotistics [HCP Conflict Statistics DHCP Cliend Slatistics DHCP Heloy Sentistics

<>

Interfoce Dincorvnr Ofler Hecuarsl Ach Release Dechine liak Inforn Pkl Nrephace Deop

Clag | | Hulresh

Figure 5-11 DHCP Relay Statistics List

Interface: The physical interface on which the DHCP relay agent is applied.
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Discover: During the statistics interval, the number of DHCPDISCOVER messages
that were relayed by the DHCP relay agent.

Offer: During the statistics interval, the number of DHCPOFFER messages that were
relayed by the DHCP relay agent.

Request: During the statistics interval, the number of DHCPREQUEST messages
that were relayed by the DHCP relay agent.

Ack: During the statistics interval, the number of DHCPACK messages that were
relayed by the DHCP relay agent.

Release: During the statistics interval, the number of DHCPRELEASE messages that
were relayed by the DHCP relay agent.

Decline: During the statistics interval, the number of DHCPDECLINE messages that
were relayed by the DHCP relay agent.

Nak: During the statistics interval, the number of DHCPNAK messages that were
relayed by the DHCP relay agent.

Inform: During the statistics interval, the number of DHCPINFORM messages that
were relayed by the DHCP relay agent.

Nadd: During the statistics interval, the number of DHCP messages to which relay
information wasn’t added because of the maximum packet size limit.

Nreplace: During the statistics interval, the number of DHCP messages in which
relay information wasn’t replaced because of the maximum packet size limit.

Drop: During the statistics interval, the number of DHCP messages that were
dropped by the DHCP relay agent.

Clear: Click it to clear the DHCP client statistics in the list.

Refresh: Click it to view the latest information in the list.

0 Note

The statistics interval is the elapsed time since the last clear action.
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5.4 Interface Statistics

The Interface Statistics list displays the traffic statistics of each physical interface,
including the number of bytes, unicast packets, and non-unicast (i.e., multicast and
broadcast) packets.

Interface Statistics

] Intgstace Direction Tolal Byles Unicasd ion-umicagt

Figure 5-12 Interface Statistics List

ID: It is used to identify each interface of the Device.

Interface/Direction: It displays the physical interface and the traffic direction.
¢ In: The packets are received by the interface.

e Out: The packets are transmitted by the interface.

<~ Total Bytes: During the statistics interval, the number of bytes that were received or
transmitted by the interface.

< Unicast: During the statistics interval, the number of unicast packets that were
received or transmitted by the interface.

< Non-unicast: During the statistics interval, the number of broadcast and multicast
packets that were received or transmitted by the interface.

» Clear: Click it to clear the interfaces statistics in the list.

» Refresh: Click it to view the latest information in the list.

0 Note
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1. The statistics interval is the elapsed time since the last clear action.

2. The following characteristics indicate that the Device is in normal operation:

e The number of packets received by the WAN interface(s) is close to those
transmitted by the LAN interface.

e The number of bytes received by the WAN interface(s) is close to those
transmitted by the LAN interface.

e The number of packets transmitted by the WAN interface(s) is close to those
received by the LAN interface.

e The number of bytes transmitted by the WAN interface(s) is close to those
received by the LAN interface.

e The total network traffic is steady without sharp wave.

http://www.uttglobal.com Page 61




UTT Technologies Chapter 5 System Status

5.5 Routing Table

This section describes how to view and use the Routing Table in the Status > Route
Stats page.

A router (or gateway) is a device that forwards data packets along networks. One of the
basic functions of the router is the ability to select an optimal transmission path for each
received packet, and forward the packet to the destination site effectively. The router uses
the routing table, which lists the routes to particular network destinations, to accomplish
this function. The routing table can be built and updated manually by the system
administrator, or dynamically by the router with minimal or no manual intervention.

Routing Table
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Figure 5-13 Routing Table

< Destination IP/Mask: It indicates the destination network ID. The Destination IP
indicates the IP address of the destination network or destination host; and the Mask
indicates the subnet mask associated with the destination network. For example,
192.168.18.0/24 means that the destination network IP address is 192.168.18.0, and
subnet mask is 255.255.255.0.

< Gateway IP: It displays the IP address of the next hop gateway or router to which to
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forward the packets.

< Interface: It displays the outbound interface through which the packets are forwarded
to the next hop gateway or router.

e ie0: LAN interface; ie1: WAN1 interface; ie2: WANZ2 interface;

e ptpdial0: Virtual interface waiting for dialing;

e ptpx: Virtual interface x (value: 1, 2, 3...);

e bhole0: Internal interface, the Device will discard any packet forwarded to this
interface;

e local: Internal soft-route interface, the packets are forwarded to the Device itself;

e reject: Internal interface, the Device will discard any packet forwarded to this
interface and respond an ICMP unreachable packet;

e loopback: Indicates the loopback network with network ID 127.0.0.0/8;

e mcast: Virtual interface, multicast packets will be forwarded to it.

< Flag: *-Hidden, o-OSPF, i-ICMP, |-Local, r-RIP, n-SNMP, c-Connected, s-Static,
R-Remote, g-Gateway, h-Host, p-Private, u-Up, t-Temp, M-Multiple, N-NAT, F-Float,
a-Append,?-Unknown.

e *-Hidden: The route is inactive as it is backup, or the corresponding Internet
connection is inactive.

e N-NAT: NAT is enabled on the route, and the LAN hosts are sharing the
corresponding Internet connection to access the Internet.

e F-Float: The priority related parameters of the route has been configured, and it
is floating now. Whether to enable it or not is determined by the corresponding
Internet connection’s working status.

<~ Priority: It indicates the priority of the route. If there are multiple routes to the same
destination with different priorities, the Device will choose the route with the highest
priority to forward the packets. The smaller the value, the higher the priority.

< Metric: It indicates the cost of using the route, which is typically the number of hops
to the destination. If there are multiple routes with same priority to the same
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destination, the Device will choose the route with the lowest metric to forward the
packets.

Use: It indicates count of lookups for the route.

Age: It indicates the elapsed time (in seconds) since the route was created in the
routing table.

Refresh: Click it to view the latest information in the list.

Display Route Settings: Click it to go to the Advanced > Static Route > Static
Route List page to view the configured static routes settings.

Taking Figure 5-13 as an example, the following describes the different types of routes:

<>

0.0.0.0/0: It indicates a default static route. The Device uses a default route if no other
route matches the destination address included in a packet. The default route
forwards the packet to a default gateway, whose IP address is configured manually or
assigned dynamically by a PPPoE or DHCP server.

127.0.0.0/8: It indicates a loopback route. The Class A network 127.0.0.0 is defined
as the loopback network. Addresses from that network are assigned to interfaces that
process data within the local system. These loopback interfaces do not access a
physical network. Once received a packet which matches the route, the Device will
send the packet to itself.

200.200.202.0/24: It indicates a subnet route. The destination is a subnet. If no host
route matches the destination IP address included in a packet, the Device will use a
subnet route that matches the network ID of the destination IP address. The subnet
route forwards the packet to its gateway.

192.168.16.1/32: It indicates a local host route (its inteface is local). Once received a
packet which matches the route, the Device will not forward it.

224.0.0.0/4: 1t indicates a multicast route. Once received a multicast packet, the
Device will make copies and send them to all receivers that have joined the
corresponding multicast group.
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5.6 Session Monitor

This section describes the Status > Session Monitor page, and it tells you how to
monitor the Internet activities of the LAN users by the NAT Session List. This page
displays the active NAT sessions on the Device, and it lets you filter and display sessions
by certain criteria, such as source IP address, destination IP address/domain name,
destination port, NAT translated IP address/domain name, and so on. It only displays the
NAT sessions that are currently used by the LAN hosts, but doesn’t display NAT statistics.

When receiving a request initiated by a LAN host, the Device will create a NAT session for
the request to translate the host’s local IP address to a public IP address. The NAT will
translate incoming as well as outgoing packets belonging to the session.

0 Note

Only the administrator who has Admin privileges can open this page. You can go to
the System > Administrator page to view and modify the administrator’s privileges.

5.6.1 Session Monitor Settings

Fitter Option All -
Fiter WValue
Predefined Port

Search

Figure 5-14 Session Monitor Settings

< Filter Option: It specifies an option for filtering and displaying the NAT sessions.

e All: Select it to display all the active NAT sessions on the Device. You can use
this option to search the Internet activities of all the LAN users.

e WANX: Select a WAN interface to display the active NAT sessions related to the
interface. You can use this option to search the Internet activities of the LAN
users who are using the Internet connection on the selected interface to access
the Internet. Therein, x (value: 1, 2, 3, 4) indicates the corresponding WAN
interface, and the number of WAN interfaces depends on the specific product
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<%

<>

model.

e Source IP: Select it to display the active NAT sessions related to a LAN user,
which is specified by entering his or her IP address in the Filter Value text box.
You can use this option to search the Internet activities of the specified LAN user.

e Destination IP/Domain: Select it to display the active NAT sessions related to
an Internet site, which is specified by entering its IP address or domain name in
the Filter Value text box. You can use this option to search the LAN users who
are accessing the specified website.

e Destination Port: Select it to display the active NAT sessions related to a
network service, which is specified by entering the service port number in the
Filter Value text box. You can use this option to search the LAN users who are
accessing the specified service. The following provides port numbers of some
well-known services: ftp-TCP21, ssh-TCP22, telnet-TCP23, smtp-TCP25,
dns-UDP53, finger-TCP79, http-TCP80, pop3-TCP110, snmp-UDP161, etc. For
more information, please refer to Appendix D Common Service Ports.

e NAT Translated IP/Domain: Select it to display the active NAT sessions related
to an Internet connection’s IP address or domain name, which is specified in the
Filter Value text box. When using multi-NAT (that is, you get multiple public IP
addresses from your ISP), you can use this option to search the Internet
activities of the LAN users who are using the specified public IP address to
access the Internet.

Filter Value: It specifies the filter value for filtering and displaying the NAT sessions.
You should specify it according the selected Filter Option.

Predefined Port: It provides port numbers of some well-known services for you to
choose. If you select Destination Port from the Filter Option drop-down list, you
may select a service port number here.

Search: After specifying the Filter Option and Filter Value (if needed), click the
Search button to search and display all the active NAT sessions in accordance with
your criteria in the NAT Session List.
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5.6.2 NAT Session List
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Figure 5-15 NAT Session List
< ID: It is used to identify each entry in the list.
<~ Source IP: It displays the source IP address for the NAT session.
<~ Source Port: It displays the source port number for the NAT session.
< Protocol: It displays the protocol type (T:TCP, U:UDP, Il:ICMP) or protocol number for
the NAT session.
< Dest IP: It displays the destination IP address for the NAT session.
Dest Port: It displays the destination port number or service name for the NAT
session. There are some system predefined services, such as dns, ftp, www, smtp,
pop3, msn, and so on.
< Tx Pkts: It displays the number of transmitted packets through the NAT session.
< Rx Pkts: It displays the number of received packets through the NAT session.
<> NAT IP: The translated public IP address for the NAT session.
< NAT Port: The translated port for the NAT session. The Device uses this port number
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to keep track of which hosts initiate data transfer. By keeping this record, the Device
is able to correctly route responses.

» Clear: Click it to delete all of the dynamic NAT sessions in the list.

0 Note

The clear operation may disconnect the dynamic sessions that are being used now,
so do it with caution.

5.6.3 Examples

5.6.3.1 Searching Internet Activities of the LAN User with IP

Address 192.168.16.68/24

Step1  Go to the Status > Session Monitor page, see Figure 5-16.
Step2  Select Source IP from the Filter Option drop-down list.
Step 3 Enter 192.168.16.68 in the Filter Value text box.

Step4  Click the Search button to search and display all the matching NAT sessions in
the NAT Session List, see Figure 5-17.

NAT Session List Session Monitor Settings
Filter Cpticn Source P v
Filter value 192.168.16.68
Predefined Port

Search

Figure 5-16 Session Monitor Settings - Example1
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Figure 5-17 NAT Session List - Example1
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5.6.3.2 Searching the LAN Users Accessing 200.200.200.251

Step1  Go to the Status > Session Monitor page, see Figure 5-18.

Step 2  Select Destination IP/Domain from the Filter Parameter drop-down list.

Step 3 Enter 200.200.200.251 in the Filter Value text box.

Step 4  Click the Search button to search and display all the matching NAT sessions in

the NAT Session List, see Figure 5-19.

NAT Session List Session Monitor Settings

Filter Option Destination IP/Domain -

Filter Value 200.200.200.251

Predefined Port
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Figure 5-18 Session Monitor Settings - Example2
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Figure 5-19 NAT Session List - Example2

5.6.3.3 Searching the LAN Users Using MSN

Step 1
Step 2

Step 3

Go to the Status > Session Monitor page, see Figure 5-20.

Select Destination Port from the Filter Option drop-down list.

Predefined Port drop-down list directly.

Step 4

the NAT Session List, see Figure 5-21.
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Enter 1863 in the Filter Value text box, or select 1863 (MSN) option from the

Click the Search button to search and display all the matching NAT sessions in
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NAT Session List Session Monitor Settings
Filter Option Destination Port -
Filtervalue 1863
Predefined Port 1863(msn) ~

Figure 5-20 Session Monitor Settings - Example3
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Figure 5-21 NAT Session List - Example3

5.6.3.4 Searching Internet Activities of the LAN users Using

WAN1 IP address

0 Note
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When using multiple Internet connections, you can go to the Basic > WAN page to
view the WAN List to find the WAN1 IP address.

Step1  Go to the Status > Session Monitor page, see Figure 5-22.
Step2  Select the NAT Translated IP/Domain from the Filter Option drop-down list.

Step 3  Enter 200.200.202.134 in the Filter Value text box. The WAN1 IP address is
200.200.202.134 in this example.

Step 4  Click the Search button to search and display all the matching NAT sessions in
the NAT Session List, see Figure 5-23.

NAT Session List Session Monitor Settings

Filter Option MAT Translated IP/Domain w

Filter Value 200.200.202.134
Predefined Port

Figure 5-22 Session Monitor Settings - Example3
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Figure 5-23 NAT Session List - Example4
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5.7 System Log

In the Status > System Log page, you can view the system logs; also you can select the
types of logs that you want the Device to store and display.

5.7.1 System Log Settings

Select All

Enable Notice Log (notice push message)

7 Enable Dial LogiPPFoE, PPTP, L2TP dialing message)

¥| Enable NAT Log (MAT exceed message)

“| Enable DHCP Log (DHCP server conflict, binding error message)

¥| Enable ARP Log (ARP spoofing message)

Enable Other Log (router restar, interfce up and down message)

Save

Figure 5-24 System Log Settings

< Select All: It selects or unselects all the check boxes below. If you want to enable all
the provided system log features at a time, please select this check box. If you want
to disable all the provided system log features at a time, please clear the check box.

< Enable Notice Log: It allows you to enable or disable notice log. If you want the
Device to store and display the notice related logs in the System Log, please select
this check box.

< Enable Dial Log: It allows you to enable or disable dial log. If you want the Device to
store and display the dial related logs in the System Log, please select this check
box.

<- Enable NAT Log: It allows you to enable or disable NAT log. If you want the Device
to store and display the NAT related logs in the System Log, please select this check
box.

< Enable DHCP Log: It allows you to enable or disable DHCP log. If you want the
Device to store and display the DHCP related logs in the System Log, please select
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this check box.

< Enable ARP Log: It allows you to enable or disable ARP log. If you want the Device
to store and display the ARP related logs in the System Log, please select this check
box.

<~ Enable Other Log: It allows you to enable or disable other log. If you want the Device
to store and display other logs in the System Log, please select this check box.

> Save: Click it to save the system log settings.

5.7.2 Viewing System Logs

If you have enabled one or more system log features in the Status > System Log > Log
Settings page, you can view the related logs in the Status > System Log page, see the
following figure.
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Figure 5-25 System Logs

> Clear: Click it to clear all the system logs.
> Refresh: Click it to view the latest system logs.

The following table describes some common types of system logs.
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System Log
Meaning
Keyword Sample
The specified physical interface is enabled.
Ethernet Up ieX
ie0: LAN; ie1~ie4: WAN1~WAN4.
MAC New 00:22:2a:00:22:bb The new MAC address of the specified user.
MAC Old 00:22:2a:00:22:aa The old MAC address of the specified user.
The MAC address of the user with IP address
ARP SPOOF 192.168.1.1
192.168.1.1 has changed.
The Device has successfully established a session
Session Up PPPOE
whose name is PPPOE.
The Device has successfully established a PPPoE
PPPoE Up 00:22:aa:5d:63:6f connection with the remote device whose MAC address

is 00:0c:f8:f9:66:c6.

Call Connected

@_netiNetworkStateChanged:
6244, on line 1, on channel 0

The physical layer data link layer connections have been

established, but IP still couldn’t be used.

Outgoing Call

@61:1-1

The Device started dialing out.

Call Terminated

@clearSession: 1

The Device failed to dial.

Outgoing Call

@61:1-1

The Device started dialing out.

Session down

Manually (PPPOE)

The session whose name is PPPOE was hanged up.

Manually means it was hanged up by manual.
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Session up

test

The Device has successfully established a session

whose name is test.

Assigned to port

@answerlncomingCall:8012

The Device has successfully negotiated with the remote
dial-in device, and has assigned a port to the remote

device.

Call Connected

@_netiNetworkStateChanged:

6244, on line 1, on channel 0

The physical layer and data link layer connections have

been established, but IP still couldn’t be used.

Incoming Call

@_netiNetworkStateChanged:

6187, on line 1, on channel 0

The Device received a call from a remote device.

Route Up

ethX

The static routes bound to the specified physical
interface became active. (Usually due to that the

corresponding Internet connection became active.)

eth1: LAN; eth2~eth5: WAN1~WAN4.

Route Down

ethX

The static routes bound to the specified physical
interface became inactive. (Usually due to that the

corresponding Internet connection became inactive. )

NAT exceeded

[IP Address]

The specified host has exceeded the maximum NAT
sessions limited by the Device. Usually due to that this
host is infected with a virus or it is using hacker attack
software. If the host is working properly, please increase

the maximum NAT sessions appropriately.

ARP exceeded

[IP Address]

The APR request for the specified IP address has been
rejected due to the maximum ARP entries limit. If the
ARP table is full, any new ARP request packet to the

Device will be rejected and this log message generated.
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A DHCP IP address conflict has occurred, that is, when
DHCP- P acting as a DHCP server, the Device detected that the
) ' [arp: IP Address] specified IP address is already used in the LAN before
conflicted o ) )
assigning it to a user, and then the Device assigned
another IP address to this user.
i Give notice to  user:|The device has given a notice to the user with IP address
notice

192.168.16.35

192.168.16.35.

5.8 Web Log

Table 5-1 System Logs List

This section describes the Status > Web Log page.

In this page, it allows you to view web logs. A web log records the information of a web
page access by a LAN user, which include: the access time, the LAN user’s IP address,
and the domain name of the web page.

5.8.1 Enable Web Log

Web Log

Enable Web Log Save

Figure 5-26 Enable Web Log

<~ Enable Web Log: It allows you to enable or disable web log. If you want the Device
to store and display the web logs in this page, please select this check box.

> Save: Click it to save your settings.
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5.8.2 View Web Logs
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Figure 5-27 View Web Logs

A web log consists of date and time, an IP address of a LAN user, and a domain name.

e Date and time: It displays the date and time at which a LAN user accessed a web
page.

e [P address: It displays the IP address of the LAN user who has accessed a web
page.

e Domain name: It displays the domain name of a web page which is accessed by the
LAN user.

» Clear: Click it to clear all the web logs in the list box.

> Refresh: Click it to view the latest web logs.

0 Note

To ensure that the date and time of the web logs are correct, you should synchronize
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the system clock in the System > Time page.

5.9 Application Traffic Statistics

In the Status > APP Traffic page, you can view the traffic statistics of some predefined
applications. For each application, you can view the traffic statistics of each WAN interface,
and the traffic statistics of each LAN user.

5.9.1 Global Setup

APP Traffic Statistics

Enable Application Traffic Statistics | Save |

Figure 5-28 Enable Application Traffic Statistics

<~ Enable Application Traffic Statistics: It allows you to enable or disable application
traffic statistics. If you want to view the applications traffic statistics of the LAN users
in the APP Traffic Statistics list, please select this check box to enable this feature.

> Save: Click it to save your settings.

5.9.2 Application Traffic Statistics List

Intarface; WANT =

Anplication T Rote{Kkiis) Fix Reateq Wit s} Dtaits
ToP 0 :

Fie o
PR
GRama o ]

Rafresh

Figure 5-29 Application Traffic Statistics List

http://www.uttglobal.com Page 80




UTT Technologies Chapter 5 System Status

< Interface: It allows you select a WAN interface to display the application traffic
statistics of this interface.

< Application: It indicates the type of application traffic. The Device provides six types
of application traffic, including TCP, UDP, Web, FTP, P2P and Game applications.
Therein, there are multiple specific types of P2P and Game applications, please refer
to section 11.2 Internet Behavior Management for more information.

< Tx Rate: It indicates the real-time uplink rate (in kilobits per second) of the given
application traffic through the selected WAN interface.

< Rx Rate: It indicates the real-time downlink rate (in kilobits per second) of the given
application traffic through the selected WAN interface.

<~ Details: Click the IP Address hyperlink to go to the Status > APP Stats > User
Traffic Statistics page to view the given application traffic statistics of each LAN
user.

» Refresh: Click it to view the latest information in the list.

5.9.3 User Traffic Statistics List

Usars Traffic Statistics

oo LingsPage; 20 - first  Prev  Mext Ll Search:

1P Address Tr Rabe/Kbits) Rix FadKBils]

Back Refreczh

Figure 5-30 User Traffic Statistics List

IP Address: It indicates the IP address of the LAN host (i.e., LAN user).

Tx Rate: It indicates the real-time rate (in kilobits per second) of the given application
traffic sent by the LAN host.

< RxRate: It indicates the real-time rate (in kilobits per second) of the given application
traffic received by the LAN host.

» Back: Click it to back to the APP Traffic Statistics list.

» Refresh: Click it to view the latest information in the list.
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5.10 WAN Traffic Statistics

Through the WAN Traffic Statistics list in the Status > WAN Traffic page, you can view
traffic and rate related information of each Internet connection.

WaMN Tralfic Stotistics

Intertace  TxHandwidth  Heallme IxHsly  Average Txfale  BMax TeHslo  HaHandwadlh  Roallicss He Hale  Avoroge He Hado  Blak Ru Hato

WaN S =] ORkils SKbi's bt DR Bl Dy 2]

Rafazh

Figure 5-31 WAN Traffic Statistics List

< Interface: It specifies a WAN interface on which the Internet connection is
established.

< Tx Bandwidth: It is the Uplink Bandwidth of the Internet connection configured in
the Basic > WAN page.

Real-time Tx Rate: It indicates the real-time uplink rate of the Internet connection.

Average Tx Rate: It indicates the average uplink rate of the Internet connection since
the Device was last started.

<~ Max Tx Rate: It indicates the maximum uplink rate of the Internet connection since
the Device was last started.

< Rx Bandwidth: It is the Downlink Bandwidth of the Internet connection configured
in the Basic > WAN page.

Real-time Rx Rate: It indicates the real-time downlink rate of the Internet connection.

Average Rx Rate: It indicates the average downlink rate of the Internet connection
since the Device was last started.

< Max Rx Rate: It indicates the maximum downlink rate of the Internet connection
since the Device was last started.

» Refresh: Click it to view the latest information in the list.
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Chapter 6 Basic Setup

This chapter describes how to configure and use the basic features of the Device, which
include LAN interface settings, WAN interface settings, load balancing (only multi-WAN
products support it), DHCP and DNS features.

6.1 LAN Settings

This section describes the Basic > LAN page.

After you have configured the Internet Connection through the Quick Wizard, you can
modify the IP address and subnet mask of the LAN interface in this page. Also, you can
configure some other parameters, which include the IP Address 2, Subnet Mask 2, MAC
Address, Proxy ARP, and Mode. Obviously, you can directly configure the IP address
and Subnet Mask of the LAN interface in this page without using the Quick Wizard.

IP Address 192.168.16.1
Subnet Mask 255.255.255.0

Advanced Options (IP Address 2, MAC Address, Proxy ARF, Mode.)

IP Address 2 192.168.1.1
Subnet Mask 2 255255 255 0
MAC Address 0022a3a8d741d
Proxy ARP Disabled -
Mode Auto -

Save

Figure 6-1 LAN Interface Settings

IP Address: It specifies the IP address of the LAN interface.
Subnet Mask: It specifies the subnet mask that defines the range of the LAN.

> Advanced Options: Click it to view and configure advanced parameters. In most
cases, you need not configure them.

IP Address 2: It specifies the secondary IP address of the LAN interface.
Subnet Mask 2: It specifies the secondary subnet mask that defines the range of the

secondary subnet.
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<>

<>

>

MAC Address: It specifies the MAC address of the LAN interface. In most cases,
please leave the default value.

Proxy ARP: It allows you to enable or disable proxy ARP on the LAN interface. The
available options are Disabled, Enabled and Nat.

e Disabled: Select it to disable the proxy ARP on the LAN interface.

e Enabled: Select it to enable the proxy ARP on the LAN interface.

e Nat: Select it to enable the NAT proxy ARP on the LAN interface.

Mode: It specifies the speed and duplex mode of the LAN interface. The Device
supports five or six modes (Note that only the gigabit LAN interface supports
1000M-HD), which include Auto (Auto-negotiation), 100M-FD (100M Full-Duplex),
100M-HD (100M Half-Duplex), 10M-FD (10M Full-Duplex), 10M-HD (10M
Half-Duplex), and 1000M-FD (1000M Full-Duplex).

In most cases, please leave the default value. If a compatibility problem occurred, or
the network device connected to the LAN interface doesn’t support auto-negotiation
function, you may modify it as required.

Save: Click it to save the LAN interface settings.

0 Note

You can assign two IP addresses to the Device’s LAN interface to connect two
subnets. The hosts on the two subnets can communicate with each other.

If you have changed the LAN IP address and saved the change, you should use the
new IP address to re-login to the Device. And the default gateway of each LAN host
should be changed to this new IP address, thus the LAN hosts can access the Device
and Internet.

The LAN interface integrates multiple switch ports, and you may go to the Status >
System Info page to view each LAN port status.
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6.2 WAN Settings

6.2.1 WAN List

After you have configured the Internet connection through the Quick Wizard, you can
view its configuration and status in the Basic > WAN > WAN List page; also you can
modify or delete it if needed.

VAN List AN WANZ WANT WiARL

Imertoce Type Slatiry WP Ak Gateway Rx Aolefbps)  Tx Raledbpaj et b Ecit

|4y Inkartacs Stafat | Ratresh |

Figure 6-2 WAN Internet Connection List

0 Note

If you want to use multiple connections to access the Internet, please configure them
in this page, and then go to the Basic > Load Balancing page to configure load
balancing and failover.

6.2.1.1 Parameter Definitions

< Type: It displays the connection type. For the PPPoE Internet connection, it will also
display its user name and dial mode.

<~ Status: It displays current status of the connection. We will describe the status of
each connection status respectively.

1. PPPoE Connection Status

There are eight kinds of status for PPPoE connection (see Table 6-1). When it is
connected, it will also display the elapsed time (days: hours: minutes: seconds) since
connected.
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Status Description

Closed The physical interface isn’t connected, or doesn’t dial up yet.
Dialing Start dialing up, but not receive response yet.

Authenticating Server responded and is authenticating.

Authentication succeeded, and the connection is established and

Connected ready for data transmission.

Disconnecting The PPPoOE session is disconnecting.

Hang up Either peer has hanged up.

Disconnected The PPPoE session has terminated, waiting for dialing up.
Internal Error Undefined status.

Table 6-1 Description of PPPoE Connection Status

2. Static IP Connection Status

There are three kinds of status for Static IP connection (see Table 6-2).

Status Description

Closed The physical interface isn’t connected.
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Connected

The connection is established between the Device and peer device.

Internal Error

Undefined status.

Table 6-2 Description of Static IP Connection Status

3. DHCP Connection Status

There are four kinds of status for DHCP connection (see Table 6-3). When it is
connected, it will also display the time left (days: hours: minutes: seconds) before the
lease expires for the current IP address, which is assigned by your ISP’s DHCP

server.
Status Description
Closed The physical interface isn’t connected. Or the connection has released
ose
the IP address but hasn’t requested a new one yet.
Connecting Requesting an IP address.
Connected Has obtained an IP address, the connection is established successfully.

Internal Error

Undefined status.

Table 6-3 Description of DHCP Connection Status

6.2.1.2 List Function

>

Edit an Internet Connection: If you want to modify a configured Internet connection,
click its Edit hyperlink, the related information will be displayed in the setup page.
Then modify it, and click the Save button.
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> Delete an Internet Connection: If you want to delete a configured Internet
connection, click Delete of the connection to delete it.

6.2.1.3 How to Dial and Hang up a PPPoE connection

For the PPPoE connection, the Dial, Hang Up and Delete are shown in the Operation
column (see Figure 6-3).

If the PPPoE connection’s Dial Type is set to Manual (see section 6.2.2.1), you need
click Dial to dial-up the Internet connection, and click Hang Up to hang it up.

> Dial: Click it to dial up the Internet connection manually. During dialing up, you can
view the related status information in the Status column, which includes Closed,
Dialing, Authenticating and Connected.

> Hang Up: Click it to hang the Internet connection up manually.

VAN List AN WANZ WAMNT WiARL

Intertace Type Slahrs WP Ak Gateway Rx Rolefbes)  Tr Ratedbps) et b Ecit

eplay intartars Staast | Ratresh |

Figure 6-3 WAN List - PPPoE Internet Connection

6.2.1.4 How to Renew and Release a DHCP Connection

For the DHCP connection, the Renew, Release and Delete are shown in the Operation
column (see Figure 6-4).

> Renew: Click it to re-obtain an IP address from the ISP’'s DHCP server. The Device
will automatically release the assigned IP address firstly, and then obtain a new IP
address from the DHCP server. During renewing, you can view the related status
information in the Status column, which includes Closed, Connecting, and
Connected.

» Release: Click it to release the |P address obtained from the ISP’s DHCP server.

VAN List AN WANZ WAMNT WiARL
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Figure 6-4 WAN List DHCP Internet Connection
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6.2.2 WAN Internet Connection Settings

This section describes how to configure PPPoE, Static IP and DHCP Internet connection
respectively, and how to delete the connection.

0 Note

Only after you have configured the Internet connection on the WAN1, you can
configure other connections. The system will automatically set these connections’
Primary DNS Server to the IP address of the WAN1 Internet connection’s Primary
DNS Server, and you cannot modify them.

6.2.2.1 PPPoOE Internet Connection Settings

Please select PPPoE from the Connection Type drop-down list if your ISP uses PPPoE
to establish the Internet connection for you. Then the following page will be showed.
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Connection Type PPPoE -
Tx Bandwidth a Khit's
Rx Bandwidth a Khit's
ISP Others -
User Mame
Password
Dial Mode Mormal Mode ¥
OMNS Server Auto -
Advanced Options [Service Name, Priority, Proxy ARP, Mode, MAC Address etc.)
PPF Authentication Either -

Service Mame

MRU 1482 bytes
Dial Type Always On -
Dial Schedule = -
Cnling Schedule -
Keepalive Pericd 15000 milliseconds
Idle Timeout a seconds
Session Timeout a seconds
Priority 80
Down Priority 120
Dial Sub-interface MNone -
Proey ARP Nat -
Mode Auto -

MAC Adderess 0022sa8dve2d

Save

Figure 6-5 PPPoE Internet Connection Settings

<~ Connection Type: It specifies the type of the Internet connection. Here please select
PPPoE.

< Uplink Bandwidth: It specifies the uplink bandwidth of the Internet connection, which
is provided by your ISP. You may ask the ISP about the uplink bandwidth.

< Downlink Bandwidth: It specifies the downlink bandwidth of the Internet connection,
which is provided by your ISP. You may ask the ISP about the downlink bandwidth.

< ISP: It specifies the Internet service provider (ISP) by which the Internet connection is
provided.

< User Name and Password: They specify the PPPoE login user name and password
provided by your ISP.

<~ Dial Mode: It specifies the dial mode of the PPPoE Internet connection. The default
value is Normal mode. If the PPPoE connection isn’t established successfully even
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using correct user name and password, you may try to use another mode.

<~ DNS Server: It specifies the method by which you configure the DNS server(s). If you
know the local DNS server IP address, you may select Manual, then enter the DNS
server IP address in the Primary DNS server text box, and the secondary DNS
server |IP address in the Secondary DNS Server if available. Else, please select
Auto, then the Device will automatically obtain the DNS server IP address.

Primary DNS Server: It specifies the IP address of your ISP’s primary DNS server.

Secondary DNS Server: It specifies the IP address of your ISP’s secondary DNS
server. If it is available, you may set it. Else, please leave it 0.0.0.0.

> Advanced Options: Click it to view and configure advanced parameters. In most
cases, you need not configure them.

<- PPP Authentication: It specifies the PPP authentication mode of the PPPoE
connection. The available options are NONE, PAP, CHAP and Either.

e PAP: Password Authentication Protocol.
e CHAP: Challenge Handshake Authentication Protocol.
¢ None: It means that there is no protocol will be used.

e Either: It means that the Device will automatically negotiate it with the peer
device.

<~ Service Name: It specifies the service name provided by your ISP. In most cases,
please leave it blank. If you have any questions, please contact the ISP.

< MRU: It specifies the largest packet size permitted for network receive. When dialing,
the Device will automatically negotiate it with the peer device. Unless special
application, please leave the default value of 1492 bytes.

< Dial Type: It specifies the dial type of the PPPoE connection. The available options
are Always On, Manual and On Demand.

e Always On: If you want the Device to establish a PPPoE connection when
starting up and to automatically re-establish the PPPoE connection once
disconnected, select this option.

e Manual: If you want to dial and hang up a PPPoE connection manually, select
this option. In this case, you should dial and hang up manually in the WAN List in
the Basic > WAN page (see section 6.2.1.3).

e On Demand: If you want the Device to establish a PPPoE connection only when
it listens for packets destined for the Internet, select this option. In this case, the
Device will terminate the connection after it has been inactive for the period of
time specified by the Idle Timeout.
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<>

Dial Schedule: It specifies a schedule during which the Device can dial up. If you
select a schedule here, it will allow the Device to dial up only in the selected schedule
range; else, the Device can always dial up. The schedule is configured in the
Security > Schedule page.

Online Schedule: It specifies a schedule during which the Device can access the
Internet. If you select a schedule here, it will allow the Device to access the Internet
only in the selected schedule range, and the Device will automatically terminate the
PPPoE connection once beyond this schedule range; else, the Device will be always
online. The schedule is configured in the Security > Schedule page.

Keepalive Period: It specifies a period of time during which the Device will detect
whether the link is available or not. If the connection is connected, the Device will
periodically send keepalive packets to the peer device per 1000 milliseconds. If the
Device does not receive a response during the specified period of time, it will
terminate the connection. The default value is 15000 milliseconds.

Idle Timeout: It specifies how long the PPPoE connection keeps connected since no
Internet activity. The Device will automatically terminate the connection after it has
been inactive for the specified period of time. The default value is zero, which means
that the Device will not terminate it.

Session Timeout: It specifies how long the PPPoE connection keeps connected
since established. The Device will automatically terminate the connection after it has
been connected for the specified period of time. The default value is zero, which
means that the Device will not terminate it. In most cases, please leave the default
value.

Priority: It specifies the routing priority of the established connection. When there are
several established connections, the Device will choose the connection with the
highest priority to forward the packets. The lower value means the higher priority.

Down Priority: It specifies the routing priority of the terminated connection. When
there are several terminated connections, the connection with the highest priority will
dial up preferentially. The lower value means the higher priority.

Dial Sub-interface: It specifies a logical virtual interface which is subjected to the
physical interface. You can create multiple sub-interfaces on a single physical
interface. At present, the Device only supports that you create sub-interfaces on the
WAN1, and these sub-interfaces are distinguished from one another by the 802.1Q
VLAN identifier.

Proxy ARP: It allows you to enable or disable proxy ARP on the WAN interface. The
available options are Disabled, Enabled and Nat.

e Disabled: Select it to disable the proxy ARP on the WAN interface.

e Enabled: Select it to enable the proxy ARP on the WAN interface.
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e Nat: Select it to enable the NAT proxy ARP on the WAN interface.

< Mode: It specifies the speed and duplex mode of the WAN interface. The Device

>

supports five or six modes (Note that only the gigabit WAN interface supports
1000M-HD), which include Auto (Auto-negotiation), 100M-FD (100M Full-Duplex),
100M-HD (100M Half-Duplex), 10M-FD (10M Full-Duplex), and 10M-HD (10M
Half-Duplex) , 1000M-FD (1000M Full-Duplex). In most cases, please leave the
default value. If a compatibility problem occurred, or the network device connected to
the WAN interface doesn’t support auto-negotiation function, you may modify it as
required.

MAC Address: It specifies the MAC address of the WAN interface. In most cases,
please leave the default value.

Save: Click it to save the PPPoOE Internet connection settings.

0 Note

The Dial Sub-interface can only be configured on the product that supports the IEEE
802.1Q tag-based VLAN feature. If you create multiple PPPoE Internet connections
on a WAN Interface, some ISPs may forbid these connections to access their
broadband access servers as they are using the same MAC address (that is, the
WAN Interface’s MAC address). You can use sub-interface feature to solve this
problem: connect the WAN1 to a switch that provides 802.1Q tag-based VLAN
feature, and then create multiple VALN sub-interfaces on the WAN1, lastly create a
connection on each sub-interface respectively; then each connection will use a MAC
address respectively

Compared with the PPPoE Internet connection setup page in the Quick Wizard, this
page provides more configuration parameters, such as, Dial Schedule, Online
Schedule, Keepalive Period, Priority, Down Priority, and so on.

In most cases, please leave the Proxy ARP the default value, that is, disable the
proxy ARP on the interface. But in some cases, you need enable the proxy ARP. For
example, when you enable PPTP or L2TP server feature on a WAN interface, and the
IP addresses assigned to the mobile user clients are on the same subnet as the
Device LAN interface, you need enable proxy ARP on this interface. Another example
is that when using multi-NAT (that is, you get multiple public IP addresses from your
ISP) on a WAN interface, you should enable NAT proxy ARP on this interface.
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6.2.2.2 Static IP Internet Connection Settings

If you are required to use a static IP address, please select Static IP from the Connection
Type drop-down list. Then the following page will be showed.

Connection Type

Tx Bandwidth

Rx Bandwidth

ISP

IP Address

Subnet Mask

Default Gateway
Primary DNS Server
Secondary DNS Server

Advanced Options

Static IP hd
0 Kbit's
0 Kbit's
Others -

200.200.200.202

_____

200.200.200.201
202.106.46.188

P

02.106.46.151

=]

(MAC Address, Proxy ARP, Gateway Binding etc.)

MAC Address 0022aaBdvezd
Proxy ARP Mat -
Maode Auto -

Gateway Binding Mode MNone -

Save

Figure 6-6 Static IP Internet Connection Settings

Connection Type: It specifies the type of the Internet connection. Here please select
Static IP.

Uplink Bandwidth: It specifies the uplink bandwidth of the Internet connection, which
is provided by your ISP. You may ask the ISP about the uplink bandwidth.

Downlink Bandwidth: It specifies the downlink bandwidth of the Internet connection,
which is provided by your ISP. You may ask the ISP about the downlink bandwidth.

ISP: It specifies the Internet service provider by which the Internet connection is
provided.

IP Address: It specifies the IP address of the WAN interface, which is provided by
your ISP.

Subnet Mask: It specifies the subnet mask of the WAN interface, which is provided
by your ISP.

Default Gateway: It specifies the IP address of the default gateway, which is
provided by your ISP.
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>

Primary DNS Server: It specifies the IP address of your ISP’s primary DNS server.

Secondary DNS Server: It specifies the IP address of your ISP’s secondary DNS
server. If it is available, you may set it. Else, please leave it blank.

Advanced Options: Click it to view and configure advanced parameters. In most
cases, you need not configure them.

MAC Address: It specifies the MAC address of the WAN interface. In most cases,
please leave the default value.

Proxy ARP: It allows you to enable or disable proxy ARP on the WAN interface. The
available options are Disabled, Enabled and Nat.

o Disabled: Select it to disable the proxy ARP on the WAN interface.

e Enabled: Select it to enable the proxy ARP on the WAN interface.

e Nat: Select it to enable the NAT proxy ARP the WAN interface.

Mode: It specifies the speed and duplex mode of the WAN interface. The Device
supports five or six modes (Note that only the gigabit WAN interface supports
1000M-HD), which include Auto (Auto-negotiation), 100M-FD (100M Full-Duplex),
100M-HD (100M Half-Duplex), 10M-FD (10M Full-Duplex), and 10M-HD (10M
Half-Duplex) , 1000M-FD (1000M Full-Duplex). In most cases, please leave the
default value. If a compatibility problem occurred, or the network device connected to
the WAN interface doesn’t support auto-negotiation function, you may modify it as
required.

Gateway Binding Mode: It determines whether the gateway’s IP and MAC address
pair will be bound or not. If you want to bind the gateway’s IP and MAC address pair
to protect the Device against external ARP spoofing, select Manual from this
drop-down list, and enter the gateway’s MAC address in the Gateway MAC Address
text box. Else, select None.

Save: Click it to save the static IP Internet connection settings.

0 Note

The WAN interface IP address and default gateway IP address should be on the
same subnet. If they are not, please modify the Subnet Mask to make them be on the
same subnet. If you don’t have the subnet related knowledge, please ask a
professional or UTT customer engineer for help.
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6.2.2.3 DHCP Internet Connection Settings

If your ISP automatically assigns an IP address, please select DHCP from the
Connection Type drop-down list. Then the following page will be showed.

Connection Type DHCP -
Tx Bandwidth 0 Kbit's
Rx Bandwidth 0 Kbit's
ISP Others hd
Primary DMS Server 202.106.46.188
Secondary DMNS Server 202.106.46.151

Advanced Options (MAC Address, Proxy ARP, Mode etc)

MAC Address 0022aaBdve2d
Proxy ARP Mat -
Mode Auto hd

Save

Figure 6-7 DHCP Internet Connection Settings

<~ Connection Type: It specifies the type of the Internet connection. Here please select
DHCP.

<~ Uplink Bandwidth: It specifies the uplink bandwidth of the Internet connection, which
is provided by your ISP. You may ask the ISP about the uplink bandwidth.

< Downlink Bandwidth: It specifies the downlink bandwidth of the Internet connection,
which is provided by your ISP. You may ask the ISP about the downlink bandwidth.

< ISP: It specifies the Internet service provider by which the Internet connection is
provided.

<~ Primary DNS Server: It specifies the IP address of your ISP’s primary DNS server. If
the Internet connection is refreshed, your ISP may update it to a new IP address.

<~ Secondary DNS Server: It specifies the IP address of your ISP’s secondary DNS
server. If it is available, you may set it. Else, please leave it blank.

> Advanced Options: Click it to view and configure advanced parameters. In most
cases, you need not configure them.

<~ MAC Address: It specifies the MAC address of the WAN interface. In most cases,
please leave the default value.

< Proxy ARP: It allows you to enable or disable proxy ARP on the WAN interface. The
available options are Disabled, Enabled and Nat.
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e Disabled: Select it to disable the proxy ARP on the WAN interface.
e Enabled: Select it to enable the proxy ARP on the WAN interface.
e Nat: Select it to enable the NAT proxy ARP on the WAN interface.

< Mode: It specifies the speed and duplex mode of the WAN interface. The Device
supports five or six modes (Note that only the gigabit WAN interface supports
1000M-HD), which include Auto (Auto-negotiation), 100M-FD (100M Full-Duplex),
100M-HD (100M Half-Duplex), 10M-FD (10M Full-Duplex), and 10M-HD (10M
Half-Duplex) , 1000M-FD (1000M Full-Duplex). In most cases, please leave the
default value. If a compatibility problem occurred, or the network device connected to
the WAN interface doesn’t support auto-negotiation function, you may modify it as
required.

> Save: Click it to save the DHCP Internet connection settings.

6.2.2.4 How to Delete the Internet Connection

VAN List AN WANZ WAMNT WiARL

Insartaca Typs saafun IF Address Gatowny FuRalsibps)  Tx falafmps) peration £t
! = ek, T F - 15 T Cital Mang Lo Delals

Figure 6-8 Delete the Internet Connection

If you want to delete a configured Internet connection, go to the Basic > WAN > WAN List
page firstly, and then click Delete of the connection in the WAN List, see Figure 6-8. The
system will pop up a prompt dialog box, see Figure 6-9. Then click OK to delete the
connection, or click Cancel to cancel the operation.
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Windows Internet Explorer E|

‘{j Are yaou sure yau want bo delete this conneckion?
i

[ (5]4 l [ Cancel

Figure 6-9 Prompt Dialog Box - Delete an Internet Connection

0 Note

You can only delete one Internet connection at a time. And you can only delete the
WANT1 Internet connection at last, that is, there is no any other connection in the WAN
List.

6.2.2.5 Related Default Routes

After you have finished configuring the WAN1 Internet connection through the Quick
Wizard, or configuring the WAN1 Internet connection and other connections in this page,
the Device will automatically create a default route for each Internet connection
respectively. You can go to the Status > Route Stats page to view their status information
in the Routing Table. A default route’s Destination IP/Mask is 0.0.0.0/0.
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6.3 Load Balancing

This section describes the Basic > Load Balancing page. Note that only after you have
configured more than one Internet connections, the second level menu Load Balancing
will be displayed.

When using multiple Internet connections, you can configure load balancing related
parameters, such as, load balancing policy, load balancing mode, detection method,
detection interval, retry times, and ID binding, and so on.

6.3.1 Introduction to Load Balancing and Failover

6.3.1.1 Internet Connection Detection Mechanism

When using multiple Internet connections, the Device should has the ability of real-time
monitoring each Internet connection, and the network will not be interrupted even a
connection is faulty. To this end, we design flexible automatic detection mechanism on the
Device, and provide multiple detection methods to meet the actual requirements.

For the sake of convenience, we firstly introduce several related parameters including
Detection Target IP, Detection Interval, Retry Times, and Detection Period.

o Detection Target IP: It indicates the IP address of a target device. The Device will
monitor an Internet connection by sending the detection packets to the specified
target IP address.

e Detection Interval: It indicates the time interval at which the Device periodically
sends detection packets, one packet at a time. The default value is 1000 milliseconds.
Especially, if you don’t want to monitor an Internet connection, please set it to 0.

e Retry Times: It indicates the number of retries per detection period. The default
value is 3.

e Detection Period: It indicates a period of time during which the Device detects
whether the Internet connection is available or not. Its value is the product of
Detection Interval and Retry Times. For example, by default, its value is 3000 (1000
x 3 = 3000) milliseconds.

For a normal Internet connection and a faulty Internet connection, the detection
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mechanisms are different, the following describes them respectively.

For a normal Internet connection, the detection mechanism is as follows: The Device
periodically sends a detection packet at the specified time interval to the target IP address.
Once no response packet received during a detection period, the Device will consider that
the connection is faulty and shield it immediately. For example, by default, if the Device
has sent three detection packets but not received any response packet during a detection
period, it will consider that the connection is faulty.

For a faulty Internet connection, the detection mechanism is as follows: Similarly, the
Device also periodically sends a detection packet at the specified time interval to the
target IP address. Once more than half of the response packets received during a
detection period, the Device will consider that the connection is back to normal and enable
it immediately. For example, by default, if the Device has sent three detection packets and
received two packets during a detection period, it will consider that the connection is back
to normal.

0 Note

If you don’t want to monitor an Internet connection, please set its Detection Interval
to 0.

6.3.1.2 Load Balancing Mode

The Device provides two connection groups: primary connection group and backup
connection group. An Internet connection belonging to the primary connection group is a
primary connection, while an Internet connections belonging to the backup connection
group is a backup connection. By default, all the Internet connections are primary
connections. It allows you to divide one or more connections into the backup connection
group, but the WAN1 Internet connection can only be used as a primary connection.

The Device provides two load balancing modes: Full Load Balancing and Partial Load
Balancing.

If you choose to use Full Load Balancing, all the Internet connections are used as
primary connections. The operation principle is as follows:

1. If all the Internet connections are normal, the LAN users will use these connections to
access the Internet.

2. If an Internet connection is faulty, the Device will shield it immediately, and the traffic
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through the faulty connection will be distributed to other normal connections
automatically.

3. Once the faulty connection is back to normal, the Device will enable it immediately,
and the traffic will be redistributed automatically.

If you choose to use Partial Load Balancing, some Internet connections are used as
primary connections, and others are used as backup connections. The operation principle
is as follows:

1. As long as one or more primary connections are normal, the LAN users will use the
primary connection(s) to access the Internet. In this case, if there is more than one
primary connection, the Device will control and balance the traffic among these
connections.

2. If all the primary connections are faulty, it will automatically switch to the backup
connection(s) to let the LAN users use them to access the Internet. In this case, if
there is more than one backup connection, the Device will control and balance the
traffic among these connections.

3. Once one or more faulty primary connections are back to normal, it will automatically
switch back to the primary connection(s).

0 Note

During connections switching, some user applications (such as some online games)
may be interrupted unexpectedly due to the nature of TCP connection. UTT
Technologies Co., Ltd. will not bear all the losses and legal proceedings caused by it.

6.3.1.3 Internet Connection Detection Method

The Device provides three detection methods: ICMP, ARP and DNS. It allows you to
select one of them to monitor the Internet connections. Note that you can only select a
single Detection Method for all the Internet connections, but can set different Detection
Target, Detection Interval, and Retry Times for each Internet connection respectively. The
descriptions of each detection mode are as follows:

e ICMP: The Device will monitor an Internet connection by sending ICMP echo request
packets the target IP address you specify. In this case, the target IP address can be
either the connection’s default gateway IP address or another public IP address you
specify.

http://www.uttglobal.com Page 103




UTT Technologies Chapter 6 Basic Setup

e ARP: The Device will monitor an Internet connection by sending ARP request
packets to the connection’s default gateway IP address.

e DNS: The Device will monitor an Internet connection by sending DNS query packets
to the public DNS server IP address you specify.

The following table describes detection target IP supported by each detection method,
and the restriction of using each detection method. Therein, Gateway IP Address
indicates the IP address of the Internet connection’s default gateway; Other IP Address
indicates an appropriate public IP address except gateway IP address.

Detection Method Detection Target IP Description

Gateway IP Address

The detection target IP can be either the gateway IP

ICMP
address or other public IP address.
Other IP Address
The detection target IP should be the gateway IP
ARP Gateway IP Address | address. You cannot perform ARP request test on a
PPPoE Internet connection.
The detection target IP should be a public DNS
DNS Other IP Address

server’s IP address.

Table 6-4 Detection Method and Detection Target IP

In practice, it is suggested that you choose a detection method according to the following
points:

1.  As ICMP method has high sensitivity and accuracy, it is suggested that you choose
ICMP method to perform ICMP echo test (Ping) on the Internet connection. In most
cases, please use the connection’s default gateway IP address as the detection
target IP; but if ping response is disabled on the default gateway, you should choose
other appropriate public IP address as the detection target IP.

2. The ARP method applies to a network environment in which ping response is
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disabled. Note that when performing ARP request test, the detection target IP should
be the gateway IP address; and you cannot perform ARP request test on a PPPoE
Internet connection.

3. The DNS method applies to a network environment in which the Internet connection
is connected always, but the access time is restricted by the ISP. Note that when
performing DNS query test, the detection target IP should be an appropriate public
DNS server IP address; and it is suggested that you use your ISP’s DNS server IP
address. Moreover, you cannot choose any DNS server used by the LAN hosts as the
detection target; otherwise, those LAN hosts can only use the current Internet
connection to access the Internet, but cannot use other Internet connections.

4. As a PPPoE connection automatically uses LCP (link control protocol) echo
mechanism to validate link availability, the Device will not use ICMP, ARP or DNS
method to monitor the PPPoE Internet connection by default (its Detection Interval is
set to 0). If needed, the Device can perform ICMP echo or DNS query test on the
PPPoE connection in addition to LCP echo mechanism, but the detection target
cannot be the default gateway when choosing ICMP method.

6.3.2 The Operation Principle of Load Balancing

No matter what Load Balancing Mode you choose, as long as there are more than one
primary Internet connections, the Device will implement load balancing among these
connections. The following sections describe the operation principle and the
characteristics of load balancing feature.

6.3.2.1 Allocating Traffic according to Connection Bandwidth

On the Device, it allows you designate the ratio of traffic that will be allocated to each
Internet connection in advance. You can achieve this by specifying the Internet
connection’s Weight, the connection that has larger Weight will take more traffic than the
connection that has smaller Weight. In most cases, to properly allocate traffic, you may
specify each connection’s Weight according to the ratio of each connection’s bandwidth.

For example, we assume that a business has four Internet connections: connection A,
connection B, connection C, and connection D. Their bandwidths are 10M, 6M, 4M and
4M respectively. There are two cases:

e In the case of Full Load Balancing, as all of the four Internet connections are used
as primary connections, we may set each connection’s Weight to 5, 3, 2, and 2
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respectively.

e In the case of Partial Load Balancing, let's assume that connection A and B are
used as primary connections, and connection C and D are used as backup
connections, then we may set connection A’'s and B’s Weight to 5 and 3 respectively,
and set both connection C’s and D’s Weight to 1.

6.3.2.2 Two Load Balancing Policies

The Load Balancing Policy is used to control and balance the traffic among multiple
Internet connections. And the Device provides two load balancing policies: load balancing
based on IP address and load balancing based on NAT session. Their implementation
mechanisms are as follows.

1. Load Balancing Based on IP Address
Note that here we assume that each LAN host only has one IP address.

If you choose IP address as the load balancing policy, the Device will assign the LAN
hosts’ IP addresses to each Internet connection in turn. The ratio of the numbers of the IP
addresses assigned to each connection is the same with the ratio of connection’s Weight.
In this case, the NAT sessions initiated from the same IP address will use the same
connection, that is, a LAN host will use only one Internet connection to access the
Internet.

For example, there are three Internet connections whose Weights are 3, 2 and 1
respectively. Then in the sequence of accessing the Internet, the first, second and third
LAN hosts will use the first connection, the fourth and fifth LAN hosts will use the second
connection, the sixth LAN hosts will use the third connection; in turn the seventh, eighth
and ninth LAN hosts will use the first connection ... and so on.

2. Load Balancing Based on NAT Session

If you choose NAT session as the load balancing policy, the Device will assign the NAT
sessions to each Internet connection in turn. The ratio of the numbers of the NAT sessions
assigned to each connection is the same with the ratio of each connection’s Weight. In
this case, the NAT sessions initiated from the same LAN host will use different
connections, that is, a LAN host will use multiple connections to access the Internet.

For example, there are three Internet connections whose Weights are 3, 2 and 1
respectively. Then in the sequence of accessing the Internet, the first, second and third
NAT sessions initiated from the LAN hosts will use the first connection, the fourth and fifth
NAT sessions will use the second connection, the sixth NAT sessions will use the third
connection; in turn the seventh, eighth and ninth NAT sessions will use the first
connection ... and so on.
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3. How to Choose the Load Balancing Policy

In most cases, it is suggested that you choose IP address as the load balancing policy. If
you want to use some applications that need high bandwidth, such as the NetAnts,
FlashGet, Net Transport, and other multi-threaded download managers (multi-threaded
download means that it can split a file into several pieces and download the pieces
simultaneously, and merge them together once downloaded), you may choose NAT
session as the load balancing policy to take full advantage of multiple Internet connections’
bandwidth to increase download speed. Note that even if you choose NAT session as the
load balancing policy, due to that the related download website is busy or there are some
other reasons, the bandwidth of each Internet connection cannot be aggregated fully, so
some applications may be not running smoothly.

6.3.3 ID Binding

When using multiple Internet connections, if Load Balancing Policy is set to NAT
Session, the NAT sessions of the same application will be assigned to the different
connections, thus some applications (such as online banking, QQ, etc.) cannot be used
normally due to the identity change. We provide ID binding feature to solve this problem:
After you enable ID binding, the Device will assign the NAT sessions of the same
application to the same Internet connection. For example, when a LAN user logs in to an
online banking system, if the first NAT session is assigned to the WAN2 Internet
connection, henceforth all the subsequent NAT sessions of the online banking application
will be assigned to the WAN2 connection until the user logs out.

cing List Detection & Weight Global Settings ID Binding

v Enable 1D Binding

Save

Figure 6-10 Enable ID Binding

< Enable ID Binding: It allows you to enable or disable ID binding. If you want to
enable ID binding feature for some applications such as online banking, QQ, etc.,
please select this check box.

> Save: Click it to save your settings.
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6.3.4 Load Balancing Global Settings

The following sections describe the global settings related to Full Load Balancing and
Partial Load Balancing respectively. For more information about them, please refer to
section 6.3.1.2 Load Balancing Mode.

6.3.4.1 Global Settings - Full Load Balancing

1cing List Detection & Weight Global Settings ID Binding
Detection Method ICMP -
Load Balancing Policy NAT Session  ~

Partial Load Balancing
Load Balancing Mode

@ Full Load Balancing

| Save |

Figure 6-11 Global Settings - Full Load Balancing

<~ Detection Method: It specifies the detection method which is used to monitor
Internet connections. The Device provides three detection methods: ICMP, ARP and
DNS. For more information about them, please refer to section 6.3.1.3 Internet
Connection Detection Method.

e ICMP: The Device will monitor an Internet connection by sending ICMP echo
request packets the target IP address you specify. In this case, the target IP
address can be either the connection’s default gateway IP address or another
public IP address you specify.

e ARP: The Device will monitor an Internet connection by sending ARP request
packets to the connection’s default gateway IP address.

e DNS: The Device will monitor an Internet connection by sending DNS query
packets to the public DNS server IP address you specify.

< Load Balancing Policy: It specifies the policy which is used to control and balance
the traffic among multiple Internet connections. The available options are IP Address
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and NAT Session, and the default value is IP Address. Refer to section 6.3.2.2 Two
Load Balancing Policies for more information.

< Load Balancing Mode: It specifies the mode of load balancing. Here please select
Full Load Balancing. Refer to section 6.3.1.2 Load Balancing Mode for more
information.

» Save: Click it to save the load balancing global settings.

6.3.4.2 Global Settings --Partial Load Balancing

icing List Detection & Weight Global Settings ID Binding
Detection Method ICMP -
Load Balancing Palicy IP Address -

@ Partial Load Balancing
Load Balancing Mode

Full Load Balancing

Primary Backup

WAN1 - WAN3
WAN2 = WAN4

Save

Figure 6-12 Global Settings - Partial Load Balancing

Please refer to section 6.3.4.1 Full Load Balancing for detailed description of the
Detection Method and Load Balancing Policy.

< Load Balancing Mode: It specifies the mode of load balancing. Here please select
Partial Load Balancing. Refer to section 6.3.1.2 Load Balancing Mode for more
information.

<~ Primary: It specifies the primary connection group. An Internet connection in the
Primary list box is a primary connection. Refer to section 6.3.1.2 Load Balancing
Mode for more information.

< Backup: It specifies the backup connection group. An Internet connection in the
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>

Backup list box is a backup connection. Refer to section 6.3.1.2 Load Balancing
Mode for more information.

==>: Select one or more Internet connections in the Primary list box, and then click
==> to move the selected connection(s) to the Backup list box.

<==: Select one or more Internet connections in the Backup list box, and then click
==> to move the selected connection(s) to the Primary list box.

Save: Click it to save the load balancing global settings.

0 Note

The WAN1 Internet Connection can only be located in the Primary list box, that is,
you cannot move it to the Backup list box.

If you change the Load Balancing Mode from Partial Load Balancing to Full Load
Balancing and click the Save button to save the change, the Device will
automatically move all the Internet connection(s) in the Backup list box to the
Primary list box.

If you move all the Internet connection(s) in the Backup list box to the Primary list
box and click the Save button to save change, or delete all the backup connections in
the Basic > WAN > WAN List page, the Device will automatically switch the Load
Balancing Mode from Partial Load Balancing to Full Load Balancing.

6.3.5 Detection and Weight Settings

0 Note

In the Basic > Load Balancing > Detection & Weight page, you can configure the
connection detection related parameters (Detection Target IP, Detection Interval,
Retry Times) and Weight for each Internet connection respectively. The operation is
as follows: Click the Edit hyperlink of an Internet connection in the Load Balancing
List to go to Detection & Weight setup page, and then configure those parameters
for the selected Internet connection, lastly click the Save button.
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icing List Detection & Weight Global Settings ID Binding

WAN1({Static IP)
Detection Target IP Other IP Address - 200.200.200.254
Detection Interval 1000 milliseconds 0 means no detecting
Retry Times 3

Weight 1

Save

Figure 6-13 Detection and Weight Settings

<~ Detection Target IP: It indicates the IP address of a detection target device. The
Device will monitor an Internet connection by sending the detection packets to the
detection target IP address. If you select Gateway IP Address from the drop-down
list, the Device will send the detection packets to the selected Internet connection’s
default gateway; If you select Other IP Address from the drop-down list, you need
enter an appropriate public IP address in the associated text box, then the Device will
send the detection packet to this IP address.

< Detection Interval: It specifies the time interval at which the Device periodically
sends detection packets, one packet at a time. The default value is 1000 milliseconds.
It should be between 1000 and 60000 milliseconds, or 0; and 0 means that
connection detection is disabled on the selected Internet connection.

< Retry Times: It specifies the number of retries per detection period. The default value
is 3.

< Weight: It specifies the weight of the selected Internet connection. Refer to section
6.3.2.1 Allocating Traffic according to Connection Bandwidth for more
information about how to set it.

> Save: Click it to save the detection and weight settings of the selected Internet
connection.

0 Note

The Detection Target IP, Detection Interval, and Retry Times are connection
detection related parameters. For more information about them, please refer to
section 6.3.1.1 Internet Connection Detection Mechanism.
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6.3.6 Load Balancing List

Lead Batancing List Detection L Walght Ghobal SatEngs 0 Banding

Intasfece Connoction Type Pilmarylachep Weight Connection Statws Sessions Ratie Detection Target Iypo Ustection Terget I Detuction Interval Hetry Times Ldit

f TP Addwin 200 105 208 354

WANT DHCP Preary 1 Clated % Gty I Addieia eoog
WWANT PPPoE Backup | Cleed 5. Dtk P Asdrass 2 203 165 113

AN PPFoE Bl keup 1 Cloamd [0 Galwway P Adchens

Figure 6-14 Load Balancing List

Edit an Internet Connection: If you want to configure or modify the detection related
parameters and Weight of an Internet connection, click its Edit hyperlink, the related
information will be displayed in the Detection & Weight page. Then configure or
modify it, and click the Save button.

View Load Balancing List: When you have configured load balancing global
parameters, and detection and weight settings for one or more Internet connections,
you can view the related configuration and status information in the Load Balancing
List.

Refresh Load Balancing List: Click the Refresh button to view the latest
information in the list.

6.3.7 How to Configure Load Balancing

6.3.7.1 The Process of Configuring Load Balancing

Only after you have configured more than one Internet connections, the secondary menu
of Load Balancing will be displayed. The process of configuring load balancing is as
follows:

1.

Go to the Basic > WAN page, configure the WAN1 Internet connection firstly, and
then configure other Internet connection(s) as required. Note that you also can
configure the WAN1 connection through the Quick Wizard.

Go to the Basic > Load Balancing page, click the Edit hyperlink of an Internet
connection in the Load Balancing List to go to the Detection & Weight page to

http://www.uttglobal.com Page 112




UTT Technologies Chapter 6 Basic Setup

configure detection related parameters and Weight for the selected connection. Then
continue to configure these parameters for other connection(s) one by one.

3. Go to the Basic > Load Balancing > Global Settings page to configure global
parameters as required.

4. Go to the Basic > Load Balancing > ID Binding page to enable ID binding feature if
needed.

6.3.7.2 The Configuration Steps of Connection Detection and

Weight

Step 1

Step 2

Step 3

Step 4

Step 5

Go to the Basic > Load Balancing page.

Click the Edit hyperlink of an Internet connection in the Load Balancing List to
go to the Detection & Weight page.

Configure the connection detection related parameters (Detection Target IP,
Detection Interval, Retry Times) and Weight for the selected Internet
connection as required.

Click the Save button to save the detection and weight settings for the selected
Internet connection.

If you want to configure the connection detection related parameters and
Weight for another Internet connection, please repeat the above steps.

6.3.7.3 The Configuration Steps of Load Balancing Global

Settings

Step1  Go to the Basic > Load Balancing > Global Settings page.

Step 2  Specify the Detection Method as required.

Step 3  Specify the Load Balancing Policy as required.

Step4  Specify the Load Balancing Mode as required. If you choose Partial Load
Balancing as Load Balancing Mode, you need move one or more Internet
connections from the Primary list box to the Backup list box according to
actual requirement. .

Step 5  Click the Save button to save the load balancing global settings.
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6.3.7.4 The Configuration Steps of ID Binding

Step1  Go to the Basic > Load Balancing > ID Binding page.
Step 2  Select the Enable ID Binding check box if needed.

Step 3  Click the Save button to save the ID binding settings.

6.3.8 Related Detection Route

When connection detection is enabled on an Internet connection (i.e., Detection Interval
is more than 0), the Device will automatically create a detection route for the connection to
ensure that the detection packets are forwarded through it. You can view the detection
route configuration in the Static Route List on the Advanced > Static Route page. Refer
to section 7.1.1.2 System Reserved Static Routes for more information about detection
routes.

0 Note

For a static IP or DHCP Internet connection, when its Detection Target IP is set to
Gateway IP Address, the system will directly use its default route to forward
detection packets to monitor the connection. That is, the default route also acts as a
detection route.
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6.4 DHCP & DNS

This section describes the Basic > DHCP & DNS page.

The Dynamic Host Configuration Protocol (DHCP) provides a framework for passing
configuration information to hosts on a TCP/IP network. DHCP allows a host to be configured
automatically, eliminating the need for intervention by a network administrator. The Device
can acts as a DHCP server to assign network addresses and deliver other TCP/IP
configuration parameters (such as gateway IP address, DNS server IP address, WINS
server IP address, etc.) to the LAN hosts.

6.4.1 DHCP Server

DHCF 8erver DHCF Auto Binding DS Proxy

Enable DHCP Saner ¥
Stan IP Address 152168, 16.65
Submnel Kask
Number of Addresses
Dalaull Galewary 152 168 16 1
Leasa Tima JE00 saconds
Frimary DNS Serer 152.168.1.595
Secondary DNE Serar 206 106 46 151

Figure 6-15 DHCP Server Settings

<- Enable DHCP Server: It allows you to enable or disable DHCP server. If you want to
enable DHCP server on the Device, please select this check box.

<~ Start IP Address: It specifies the starting IP address assigned by the DHCP server.
In most cases, this address should be on the same subnet as the Device’s LAN IP
address.

<~ Subnet Mask: It specifies the subnet mask of the IP addresses assigned by the
DHCP server. In most cases, this subnet mask should be the same with the Device’s
LAN subnet mask.

< Number of Addresses: It specifies the maximum number of IP addresses that can
be assigned by the DHCP server.
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<- Default Gateway: It specifies the IP address of the default gateway for a DHCP client.
In most cases, this address should be the same with the Device’s LAN IP address,
that is, the Device is used as the default gateway for the LAN hosts.

< Lease Time: It specifies a length of time (in seconds) during which a client host can
use an assigned IP address. If the lease expires, the client is automatically assigned
a new dynamic IP address. Before the lease expires, the client typically needs to
renew its address lease assignment with the server. The default value is 3600
seconds.

<~ Primary DNS Server: It specifies the IP address of the primary DNS server that is
available to a DHCP client. If you have already set the Primary DNS Server through
the Quick Wizard or in the Basic > WAN page, the Device will automatically set up
the same value here.

< Secondary DNS Server: It specifies the IP address of the secondary DNS server
that is available to a DHCP client. If you have already set the Secondary DNS
Server through the Quick Wizard or in the Basic > WAN page, the Device will
automatically set up the same value here.

> Save: Click it to save the DHCP server settings.

0 Note

If you want a LAN host to obtain an IP address and other TCP/IP parameters from the
Device’s built-in DHCP server, please select the Obtain an IP address
automatically option in the TCP/IP properties dialog box on the host.

6.4.2 DHCP Auto Binding

If the hosts change frequently on your LAN, it is very troublesome to configure DHCP
manual bindings. Using ARP Spoofing Defense (see section 12.1.1 Internal Attack
Defense) feature also needs periodic maintenance. So usually there are some users who
can’t access the Device and Internet. To deal with these issues, the Device provides
DHCP auto binding feature.

Once the DHCP auto binding is enabled, the Device will immediately scan the LAN to
detect active hosts connected to the Device, learn dynamic ARP information and bind the
related valid IP and MAC address pairs. After that, when a client host obtains an IP
address from the Device that acts as a DHCP server, the Device will immediately bind this
host’s IP and MAC address pair. So it can effectively protect the Device and LAN hosts
against ARP Spoofing.
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Server DHCP Auto Binding DNS Proxy

Enable DHCP Auto Binding
Enable DHCP Auto Deleting

Save

Figure 6-16 DHCP Auto Binding

< Enable DHCP Auto Binding: It allows you to enable or disable DHCP auto binding. If
you select this check box to enable DHCP auto binding, once a LAN host obtains an
IP address from the Device that acts as a DHCP server, the Device will immediately
bind this host's IP and MAC address pair. Else, the Device will not perform auto
binding operation.

<~ Enable DHCP Auto Deleting: It allows you to enable or disable DHCP auto deleting.
If you select this check box to enable DHCP auto deleting, the Device will
automatically delete a DHCP auto binding entry if the corresponding host releases
the IP address initiatively or its lease expires. Else, the Device will not perform auto
deleting operation.

> Save: Click it to save your settings.

6.4.3 DNS Proxy

When acting as a DNS proxy, the Device listens for incoming DNS requests on the LAN
interface, relays the DNS requests to the current public network DNS servers, and replies
as a DNS resolver to the requesting LAN hosts.

Server DHCP Auto Binding DNS Proxy

Enable DNS Proxy

Save

Figure 6-17 Enable DNS Proxy
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<~ Enable DNS Proxy: It allows you to enable or disable DNS proxy. If you want to

>

enable DNS proxy on the Device, please select this check box.

Save: Click it to save the DHCP proxy settings.

o Note

If the DNS proxy is enabled on the Device, in order to use DNS proxy service
normally, you need set the LAN hosts’ primary DNS server to the Device’'s LAN IP
address. Note: If the DHCP server is also enabled on the Device, the Device will
assign its LAN IP address as the primary DNS server address to the LAN hosts
automatically.

To ensure that the DNS proxy works well, you should at least specify the primary
DNS server provided by your ISP on the Device. It is obvious that you can specify the
secondary DNS server if it is provided by your ISP.

The Device can act as a DNS proxy server to all LAN users; this greatly simplifies the
LAN hosts setup. For example, there is a LAN DNS proxy server on which a DNS
proxy software is installed (e.g., Wingate), and the LAN users take this server’s IP
address as the primary DNS server address. Now, the Device will be used as a new
gateway for the LAN hosts. In this case, in order to use DNS proxy service normally,
the administrator only need change the Device’s LAN [P address to the old proxy
DNS server’s IP address, and enable DNS proxy on the Device, without modify the
LAN hosts’ related settings.
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Chapter 7 Advanced Setup

This chapter describes how to configure and use the Device advanced features, which
include static route, policy-based routing, DNS redirection, Plug and Play, SNMP,
SYSLOG, DDNS, and switch, and so on.

7.1 Static Route

This section describes the Advanced > Static Route page.

In this page, you can configure not only static routes, but also static route PDBs (PDB:
Policy Database). Using static route PDBs, you can create a large batch of static routes at
a time, thus the traffic destined for one ISP’s servers will be forwarded through this ISP’s
connection, but not another ISP’s connection.

The following describes how to configure and user static route and static route PDB.

7.1.1 Static Route

7.1.1.1 Introduction to Static Route

A static route is manually configured by the network administrator, which is stored in a
routing table. By using routing table, the Device can select an optimal transmission path
for each received packet, and forward the packet to the destination site effectively. The
proper usage of static routes can not only improve the network performance, but also
achieve other benefits, such as traffic control, provide a secure network environment.

The disadvantage of using static routes is that they cannot dynamically adapt to the
current operational state of the network. When there is a change in the network or a failure
occurs, some static routes will be unreachable. In this case, the network administrator
should update the static routes manually.

7.1.1.2 System Reserved Static Routes

In the system, there are two types of reserved static routes: default route and detection
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route. The following describes them respectively.

1. Default Routes

A default route is used to forward packets that don’t match any other route in the routing
table. The packets will be forwarded to the default gateway specified by the default route.
The default route’s destination IP address and subnet mask both are 0.0.0.0.

After you have finished configuring the WAN1 Internet connection through the Quick
Wizard, or configuring the WAN1 Internet connection and other connections in the Basic >
WAN page, the Device will automatically create a default route for each Internet
connection respectively. You can go to the Status > Route Stats page to view their status
information in the Routing Table. A default route’s Destination IP/Mask is 0.0.0.0/0.

2. Detection Routes

If connection detection is enabled on an Internet connection (i.e., the Detection Interval
is more than 0) in the Basic > Load Balancing page, the Device will automatically create
a detection route for the connection to ensure that the detection packets are forwarded
through it. You can view the detection route configuration in the Static Route List on this
page. Table 7-1 provides the IDs of detection routes for the Internet connections with
different interfaces and connection types.

0 Note

For a static IP or DHCP Internet connection, when its Detection Target IP is set to
Gateway IP Address, the system will directly use its default route to forward
detection packets to monitor the connection. That is, the default route also acts as a
detection route.

Internet Connection Detection Route ID
Physical Interface Connection Type
Static IP Detect
WAN1 DHCP Detect
PPPoE Detect
Static IP DETEFIX_03
WAN2
DHCP DETEDYN _03
PPPoE DETEPPP _01
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Static IP DETEFIX_04
WANS3
DHCP DETEDYN 04
PPPoE DETEPPP_02
Static IP DETEFIX_05
WAN4
DHCP DETEDYN_05
PPPoE DETEPPP_03

Table 7-1 Reserved Detection Route Name

7.1.1.3 Static Route Settings

ute List Route Settings
Predefined MNone -
Destination IP 200.200.200.12
Subnet Mask 2552552550
Gateway P Address 0.0.0.0
Bind to LAN -
Description
Advanced Options (Detection Interval, Priority and Metric)
Detection Interval 0 milliseconds
Priority 60
Metric 1

Save

Figure 7-1 Static Route Settings
< Predefined: When creating a static route, please leave the default value of None.

Else, select one predefined route PDB (policy database).

< Destination IP: It specifies the IP address of the destination network or destination
host.

<~ Subnet Mask: It specifies the subnet mask associated with the destination network.
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<>

>

Gateway IP Address: It specifies the IP address of the next hop gateway or router to
which to forward the packets.

Bind to: It specifies an outbound interface through which the packets are forwarded
to the next hop gateway or router. The available options are the name of each
physical interface, and Local. Local means internal soft-route interface, and the
packets will be forwarded to the Device itself.

Description: It specifies the description of the static route. When creating a static
route, you may enter the description for it. Else, the description is provided by the
system.

Detection Interval: It is same with the Detection Interval in the Basic > Load
Balancing > Detection & Weight page. Only the detection route needs it. It specifies
the time interval at which the Device sends the detection packets to detecting the
corresponding Internet connection status. Refer to section 6.3.5 Detection and
Weight Settings for more information.

Priority: It indicates the priority of the route. If there are multiple routes to the same
destination with different priorities, the Device will choose the route with the highest
priority to forward the packets. The smaller the value, the higher the priority.

Metric: It indicates the cost of using the route, which is typically the number of hops
to the IP destination. If there are multiple routes with same priority to the same
destination, the Device will choose the route with the lowest metric to forward the
packets.

Save: Click it to save the static route settings.

O Note

When creating a static route, you should specify the next hop IP address by the
Gateway IP Address or Bind to. If the outbound interface is a physical interface, you
should specify the Gateway IP Address, but may not specify the Bind to (i.e., leave
it blank). In this case, the Device can select an optimal transmission path. If the
outbound interface is a dial interface related to a dial connection (e.g., PPPoE
connection), you should select the corresponding physical interface from the Bind to
drop-down list, but need not specify the Gateway IP Address (i.e., leave it the default
value 0.0.0.0). In this case, the next hop IP address is assigned by a dial server (e.g.,
PPPoE server).

In most cases, please don’t modify the system reserved static route (e.g., Default,
Detect) to avoid surfing the Internet abnormally.
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7.1.1.4 Static Route List
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Figure 7-2 Static Route List

> Add a Static Route: If you want to add a new static route, click the New button or
select the Route Settings tab to go to the setup page, and then configure it, lastly
click the Save button.

> View Static Routes: When you have configured some static routes, you can view
them in the Static Route List.

\4

Edit a Static Route: If you want to modify a configured static route, click its Edit
hyperlink, the related information will be displayed in the setup page. Then modify it,
and click the Save button.

> Delete Static Route(s): If you want to delete one or more static routes, select the
leftmost check boxes of them, and then click the Delete button.

A4

Display Routing Table: Click this hyperlink to go to the Status > Route Stats page
to view the current status of all the active routes in the Routing Table.

7.1.1.5 How to Add the Static Routes

If you want to add one or more static routes, do the following:
Step1  Go to the Advanced > Static Route page.
Step 2 Click the New button or select the Route Settings tab to go to the setup page.

Step 3  Specify the Destination IP and Subnet Mask for the static route.
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Step4  Specify the next hop IP address by the Gateway IP Address or Bind to.

If the outbound interface is a physical interface, you should specify the Gateway IP
Address, but may leave the Bind to blank. In this case, the Device will select an optimal
transmission path.

For example, a static route’s destination network is 192.168.1.0/24, gateway IP address is
192.168.1.254, and the outbound interface is a physical interface. Here you should enter
192.168.1.254 in the Gateway IP Address text box, but may leave the Bind to blank. The
Device will select an optimal transmission path. The detailed settings are shown in the
following figure.

ute List Route Settings
Predefined None -
Destination IP 192.168.1.0
Subnet Mask 255 255 2550
Gateway IP Address 192.168.1.254
Bind to -
Description
Advanced Options (Detection Interval, Priority and Metric)

Save

Figure 7-3 Static Route Settings - Example One

If the outbound interface is a dial interface, you should select the corresponding physical
interface from Bind to drop-down list, but need leave the Gateway IP Address the default
value 0.0.0.0. In this case, the next hop IP address is assigned by a dial server (e.g.,
PPPoE server).

For example, a static route’s destination network is 218.19.213.45/24, the outbound
interface is a PPPoE dial interface, and the corresponding physical interface is WAN2.
Here you should select WAN2 from the Bind to drop-down list, but need leave the
Gateway IP Address the default value 0.0.0.0. The next hop IP address is assigned by
your ISP’s PPPOE server. The detailed settings are shown in the following figure.

http://www.uttglobal.com Page 124




UTT Technologies Chapter 7 Advanced Setup

ute List Route Settings
Predefined MNone -
Destination IP 218.19.213.45
Subnet Mask 2552552550
Gateway IP Address 0.0.0.0
Bind to VWAN2 -
Description
Advanced Options (Detection Interval, Priority and Metric)

Save

Figure 7-4 Static Route Settings - Example Two

Step 5  Specify the Detection Interval if you want to detect connection status.
Step 6  Specify the Priority and Metric for the static route as required.

Step 7  Click the Save button to save the settings. You can view the static route in the
Static Route List.

Step 8 If you want to add another new static route, please repeat the above steps.

O Note

If you want to delete one or more static routes, select the leftmost check boxes of
them in the Static Route List, and then click the Delete button.

7.1.2 Static Route Policy Database

0 Note

The policy database is called PDB for short in this document.

7.1.2.1 Introduction to Static Route PDB

Auser (e.g., Internet Café or Business) using multiple Internet connections usually applies
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for them from different ISPs, for example, one is TEL Internet connection, and another is
CNC Internet connection. In some cases, if packets accessing one ISP’s servers are
forwarded through another ISP’s connection, the access rate may be very slow, or the
access even be forbidden. To ensure that the LAN hosts access the servers normally, the
traffic destined for one ISP’s servers should be forwarded through this ISP’s connection,
but not another ISP’s connection. You can easily achieve this by using static route PDBs.

The system provides three predefined route PDBs whose names are TEL, CNC and
ChinaMobile. The TEL PDB is used to access the TEL servers (i.e., the servers provided
by China Network Communications Corporation), the CNC PDB is used to access the
CNC servers (i.e., the servers provided by China Network Communications Corporation),
and the ChinaMobile PDB is used to access the China Mobile servers (i.e., the servers
provided by China Mobile Communications Corporation). The TEL PDB encapsulates many
TEL subnets information (IP addresses and subnet masks), the CNC PDB encapsulates
many CNC subnets information, and the ChinaMobile PDB encapsulates many China
Mobile subnets information. By introducing route PDB, the users don’t need add static
routes one by one, but instead create a large batch of static routes at a time. Then the
traffic destined for TEL servers will be forwarded through the TEL connection, the traffic
destined for CNC servers will be forwarded through the CNC Internet connection, and the
traffic destined for China Mobile servers will be forwarded through the China Mobile
connection.

UTT Technologies Co., Ltd. will successively provide more route PDBs according to
actual user requirements. You may go to the Restriction > Policy Database page to view
the route PDBs status information in the Policy Database List, such as version,
reference status, and so on.

In addition, as the IP addresses of ISP servers often change, the UTT’s technical
engineers will acquire the related information and provide the latest route PDBs
aperiodically as required. In order to facilitate using PDBs, we provide PDB online update
function. That is, you only need go to the Restriction > Policy Database page, and click
the Update hyperlink of a route PDB entry in the Policy Database List. Then the Device
will download the latest PDB from designated web site and apply it automatically.
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7.1.2.2 Static Route PDB Settings

Predefined CHNC A
Gateway IP Address 200.200.200.1
Bind to WAN2 A
Description
Advanced Options (Detection Interval, Priority and Metric)

Save

Figure 7-5 Static Route PDB Settings

Because each static route PDB encapsulates many IP addresses and subnet masks, you
needn’t configure the Destination IP and Subnet Mask when creating a static route PDB
entry as shown in Figure 7-5.

As a route PDB entry’s Gateway IP Address, Bind to, Detection Interval, Priority and
Metric are the same with a static route’s, please refer to section 7.1.1.3 Static Route
Setup for detailed description.

<>

<>

Predefined: You should select a PDB option when creating a static route PDB entry.
The available options are TEL, CNC and ChinaMobile. Note that the TEL PDB
should be bound to a TEL connection, the CNC PDB should be bound to a CNC
connection, and the ChinaMobile PDB should be bound to a China Mobile
connection.

Detection Interval: Its value should be 0 for a route PDB entry.

Description: Its value is Routing PDB, which is provided by the system
automatically when creating a static route PDB.

Save: Click it to save the static route PDB entry settings.

When you have created a route PDB entry here, the system will automatically create
many static routes that have the following characteristics:

Their Destination IP and Subnet Mask are predefined by the route PDB.

Each static route has same Gateway IP Address, Bind to, Detection Interval,
Priority and Metric, that is, the same with the route PDB. Note: As the Detection
Interval can only be set to 0 when creating the PDB entry, so each static route’s
Detection Interval is O.
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e |Dvaluesare 1, 2, 3 ... incrementally.

0 Note

If there is a static route PDB entry bound to an Internet connection, once the
connection is activated, all the static routes created by the route PDB entry will take
effect immediately. You can go to the Status > Route Stats page to view the settings
and status of these static routes in the Routing Table.

7.1.2.3 How to Add the Static Route PDB Entries

If you want to add one or more static route PDB entries, do the following:

Step 1
Step 2
Step 3

Step 4

Go to the Advanced > Static Route page.
Click the New button or select the Route Settings tab to go to the setup page.
Select a PDB option from the Predefined drop-down list.

Specify the next hop IP address by the Gateway IP Address or Bind to.

If the outbound interface is a physical interface, you should specify the Gateway IP
Address, but may leave the Bind to blank. In this case, the Device will select an optimal
transmission path.

For example, you want to create a TEL route PDB entry. The TEL Internet connection is
static IP connection (that is, the outbound interface is a physical interface), and gateway
IP address is 200.200.200.254. Here you should enter 200.200.200.254 in the Gateway
IP Address text box, but may leave the Bind to blank. The Device will select an optimal
transmission path. The detailed settings are shown in the following figure.

ute List

Route Settings

Predefined TEL A

Gateway IP Address 200.200.200.254
Bind to -
Description
Advanced Options (Detection Interval, Priority and Metric)

Save

Figure 7-6 Static Route PDB Settings - Example One
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If the outbound interface is a dial interface, you should select the corresponding physical
interface from the Bind to drop-down list, but need leave the Gateway IP Address the
default value 0.0.0.0. In this case, the next hop IP address is assigned by a dial server
(e.g., PPPoE server).

For example, you want to create a CNC route PDB entry. The CNC Internet connection is
PPPoE connection (that is, the outbound interface is a dial interface), and the
corresponding physical interface is WAN2. Here you should select WAN2 from the Bind
to drop-down list, but need leave the Gateway IP Address the default value 0.0.0.0. The
next hop IP address is assigned by your ISP’s PPPoE server. The detailed settings are
shown in the following figure.

ute List Route Settings
Predefined CHC -
Gateway IP Address 0000
Bind to VWAMZ -
Description
Advanced Options (Detection Interval, Priority and Metric)

Save

Figure 7-7 Static Route PDB Settings - Example Two

Step 5 Specify the priority and metric for the static route PDB entry as required. In
most cases, please leave the default values.

Step 6 Click the Save button to save the settings. You can view the static route PDB
entry in the Static Route List.

Step 7  If you want to add another new static route PDB entry, please repeat the above
steps.

0 Note

If you want to delete one or more static route PDB entries, select the leftmost check
boxes of them in the Static Route List, and then click the Delete button.

7.1.2.4 How to Update a System Default Static Route PDB

As mentioned earlier, if you want to update a system default static route PDB, please go to
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the Restriction > Policy Database page, and click the Update hyperlink of the route PDB
in the Policy Database List. Then the Device will download the latest PDB from
designated web site and apply it automatically.

Note that if the route PDB has been referenced, you should reference it again in this page
to let the related settings take effect. The steps are as follows: At first click the Edit
hyperlink of the route PDB, and then select the PDB from the Predefined drop-down list
again, lastly click the Save button to make the related settings take effect.
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7.2 Policy-Based Routing

This section describes the Advanced > PBR page.

PBR (policy-based routing) provides a tool for forwarding and routing data packets based
on the user-defined policies. Different from the traditional destination-based routing
mechanism, PBR enables you to use policies based on source and destination address,
protocol, port, schedule, and other criteria to route packets flexibly.

7.21 Policy-Based Routing Settings

PBR List PBR Settings

P
B
R Bind to WANT -
R Schedule  Always - Edit Schedule
u
I Description
e
A )
d @ Addresses From To
Source )

d ) Address Group Any Address Edit Address Group
r
e ) Addresses From To

Destination _
: @ Address Group Any Address - Edit Address Group
S
e
r ©) Ports From To Protocal | ICMP
v Senice
i @ Semice Group Any Senvice v Edit Service Group
c
e

Figure 7-8 Policy-Based Routing Settings

< Bind to: It specifies an outbound interface through which the packets matching the
PBR entry are forwarded.

< Schedule: It specifies a schedule to restrict when the PBR entry is in effect. The
default value is Always, which means the PBR entry will be in effect always.
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<>

Description: It specifies the description of the PBR entry. It is usually used to
describe the purpose of the entry.

Source: It specifies the source IP addresses of the packets to which the PBR entry
applies. There are two options:

e Addresses: Select it to enter the start and end addresses in the associated text
boxes.

e Address Group: Select it to choose an address group from the associated
drop-down list. By default, the Address Group radio button is selected, and its
value is Any Address.

Destination: It specifies the destination IP addresses of the packets to which the
PBR entry applies. There are two options:

e Addresses: Select it to enter the start and end IP addresses in the associated
text boxes.

e Address Group: Select it to choose an address group from the associated
drop-down list. By default, the Address Group radio button is selected, and its
value is Any Address.

Service: It specifies a range of ports or a service group to which the PBR applies.
There are two options:

e Ports: Select it to enter the start and end port numbers in the associated text
boxes, and select a protocol type from Protocol drop-down list. The port number
is between 1 and 65535, and the protocols include TCP, UDP and ICMP.

e Service Group: Select it to choose a service group or predefined service from
the associated drop-down list. The Device provides some well-known services,
such as telnet, smtp, web, pop3, and so on. By default, the Service Group radio
button is selected, and its value is Any Service.

Edit Schedule: Click it to go to the Security > Schedule page to add, view, modify or
delete the schedules.

Edit Address Group: Click it to go to the Security > Address Group page to add,
view, modify or delete the address groups.

Edit Service Group: Click it to go to the Security > Service Group page to add,
view, modify or delete the service groups.

Save: Click it to save the PBR entry settings.
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0 Note

PBR (Policy-based routing) takes precedence over the Device’s normal
destination-based routing. That is, if a packet matches all the criteria (source address,
destination address, protocol type, port, etc.) specified in a PBR entry, it will be forwarded
through the outbound interface specified in the PDB entry. If no match is found in the
PBR list, the packet will be forwarded through normal routing channel (in other words,
destination-based routing is performed).

7.2.2 Enable Policy-Based Routing

PER List PER Settings

+| Enable Policy-based Routing Save

Figure 7-9 Enable Policy-Based Routing

<- Enable Policy-based Routing: It allows you to enable or disable policy-based
routing. If you select the check box to enable policy-based routing, the configured
PBR entries will take effect. Else the PBR entries will be of no effect.

> Save: Click it to save your settings.

7.2.3 Policy-Based Routing List
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Figure 7-10 PBR List

> Add a PBR Entry: If you want to add a new PBR entry, click the New button or select
the PBR Settings tab to go to the setup page, and then configure it, lastly click the
Save button.

> Enable a PBR Entry: The Enable check box is used to enable or disable the
corresponding PBR entry. The default value is selected, which means the PBR entry
is in effect. If you want to disable the PBR entry temporarily instead of deleting it,
please click it to remove the check mark.

> View PBR Entry(s): When you have configured some PBR entries, you can view
them in the PBR List.

> Edit a PBR Entry: If you want to modify a configured PBR entry, click its Edit
hyperlink, the related information will be displayed in the setup page. Then modify it,
and click the Save button.

> Delete PBR Entry(s): If you want to delete one or more PBR entries, select the
leftmost check boxes of them, and then click the Delete button.

> Move a PBR Entry: The Device allows you to move a PBR entry before another
entry in the list, the operation is as follows: Select the ID of a PBR entry that you want
to move from the Move drop-down list, and another entry’s ID from the before
drop-down list, lastly click OK. Note that moving a PBR entry in the list doesn’t change
its ID number.
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7.3 DNS Redirection

This section describes the Advanced > DNS Redirection page.

7.3.1 Introduction to DNS Redirection

DNS redirection is used to redirect domain names directly to the specified IP addresses,
that is, the domain names aren’t resolved by DNS server, but are queried in a
user-defined list of names-to-addresses mappings. Once you have configured some DNS
redirection entries, a DNS redirection list that contains the names-to-addresses mappings
will be created. When receiving a DNS request, the Device lookups the requested domain
name in the DNS redirection list. If a match is found, the Device will send a DNS response
that contains the IP mapped address to the requester. Else, the Device will resolve the
domain name by looking up local DNS cache or external DNS servers.

7.3.2 Enable DNS Redirection

DMS Redirection List DHS Redirection

Enable DNS Redirection | Save |

Figure 7-11 Enable DNS Redirection

< Enable DNS Redirection: It allows you to enable or disable DNS redirection. The
default value is unselected, which means the configured DNS redirection entries are
of no effect. If you want the DNS redirection entries to take effect, please select this
check box to enable DNS redirection.

> Save: Click it to save your settings.
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7.3.3 DNS Redirection List
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Figure 7-12 DNS Redirection List

> Add a DNS Redirection Entry: If you want to add a new DNS redirection entry, click
the New button or select the DNS Redirection Settings tab to go to the setup page,
and then configure it, lastly click the Save button.

> Enable a DNS Redirection Entry: The Enable check box is used to enable or
disable the corresponding DNS redirection entry. The default value is selected, which
means the DNS redirection entry is in effect. If you want to disable the DNS
redirection entry temporarily instead of deleting it, please click it to remove the check
mark.

> View DNS Redirection Entry(s): When you have configured some DNS redirection
entries, you can view them in the DNS Redirection List.

> Edit a DNS Redirection Entry: If you want to modify a configured DNS redirection
entry, click its Edit hyperlink, the related information will be displayed in the setup
page. Then modify it, and click the Save button.

> Delete DNS Redirection Entry(s): If you want to delete one or more DNS redirection
entries, select the leftmost check boxes of them, and then click the Delete button.

0 Note

1. A DNS redirection entry whose domain name contains the wildcard character * has
lower priority, in other words, the domain name has the highest accuracy will be
matched first. For example, there are two DNS redirection entries in the list, the first
entry’s domain name is www.sina.com, and the second entry’s is www.sina.*. When
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accessing www.sina.com, the Device will redirect www.sina.com to the IP address
specified by the first entry because of higher accuracy.

2. For the entries whose domain names have the same accuracy, in reverse
chronological order of creation, the last created entry will be matched first.

7.3.4 DNS Redirection Settings

IP Address 192.168.1.2

Description

Diomain List wiww.183.com

WWW.google.com
wiww.baidu.com.cn

Save

Figure 7-13 DNS Redirection Settings

< IP Address: It specifies the IP address to which the specified domain name(s) are
redirected.

< Description: It specifies the description of the DNS redirection entry. It is usually
used to describe the purpose of the entry.

<~ Domain List: Each DNS redirection entry has a domain list. You can enter a domain
name or multiple domain names that you want to redirect in the Domain List box. It
supports up to ten different domain names.

> Save: Click it to save the DNS redirection entry settings.

0 Note

1. Different DNS redirection entries can have the same IP addresses or domain names.

2. The domain names that contain the wildcard character * should be different.
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3. The domain names that belong to the same Domain List should be different.

7.3.5 How to Configure DNS Redirection

Do the following to configure DNS Redirection.

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Go to the Advanced > DNS Redirection page.

Click the New button or select the DNS Redirection Settings tab to go to the
setup page.

Specify the IP Address, Description and Domain List for a DNS Redirection
entry.

Click the Save button to save the settings. You can view the DNS Redirection
entry in the DNS Redirection List.

If you want to add another new DNS Redirection entry, please repeat the above
steps.

Select the Enable DNS Redirection check box to enable the DNS redirection,
thus all the DNS redirection entries you have created will take effect
immediately.

Once you have configured DNS redirection, all the DNS request packets received by the
Device will be processed by DNS redirection module firstly.

O Note

Please make ensure that Enable DNS Redirection check box is selected, else the
configured DNS redirection entries will not be in effect.
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7.4 Plug and Play

This section describes the Advanced > Plug and Play page.

7.4.1 Introduction to Plug and Play

Plug and Play is a new feature of UTT series security firewalls. If you enable plug and play
feature on the Device, the LAN users can access the Internet through the Device without
changing any network parameters, no matter what IP address, subnet mask, default
gateway and DNS server they might have. Obviously, this feature can greatly facilitate the
users. As this feature is suitable for hotel network, we also call it hotel special version.

7.4.2 Enable Plug and Play

Plug and Play

Enable Plug and Play

Save

Figure 7-14 Enable Plug and Play

< Enable Plug and Play: It allows you to enable or disable plug and play. By default it
is disabled. If you select the check box to enable this feature, no matter what IP
address, subnet mask, default gateway and DNS server the LAN users might have,
they are able to access the Internet through the Device.

> Save: Click it to save your settings.

0 Note

1. The LAN hosts basic TCP/IP parameters (including IP address, subnet mask,
gateway |IP address, and DNS server IP address) should be set properly; otherwise,
plug and play feature cannot act on those hosts.
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2. Once plug and play is enabled, the Device will automatically enable proxy ARP,
enable DNS proxy, and disable IP spoofing defense.

3. Once plug and play is enabled, the Device will allow those non-IP/MAC binding users
to access the Device and Internet.

4. The users with the same IP address cannot access the Internet at the same time. For
example, if a LAN user with IP address 1.1.1.1 has connected to the Device to access
the Internet, another user with IP address 1.1.1.1 cannot access the Internet through
the Device.

5. A LAN user’s IP address cannot be the same with the Device’s LAN/WAN interface IP
address, gateway IP address, and primary/secondary DNS server IP address;
otherwise, the user cannot access the Device and Internet.

7.5 SNMP

This section describes the Advanced > SNMP page.

SNMP (Simple Network Management Protocol) is an application layer protocol for
collecting information about devices on the network. It is part of the TCP/IP protocol suite
which enables network administrators to monitor, configure, and troubleshoot the network
devices.

If you enable the SNMP agent on the Device, you can use the SNMP manager software to
monitor and manage the Device remotely. The Device supports SNMP v1/v2c and
Management Information Base Il (MIBII) groups.

To ensure security, the SNMP manager can read the information about the Device but
can’t change anything.
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SHMP Settings
Enable SNIMP
Community Mame uTt22aA
Systemn Mame
Systemn Contact
Systemn Location
Allowed SMNIMP NMSs
Haost 1 IP Address 192.168.16.25
Host 2 IP Address 0.0.0.0
Haost 2 1P Address 0.0.0.0
Save
Figure 7-15 SNMP Settings
<- Enable SNMP: It allows you to enable or disable the SNMP agent. If you want to
enable the SNMP agent on the Device, please select this check box.
< Community Name: It specifies a community name to restrict access to the Device.
The SNMP community name is used as a shared secret for SNMP managers to
access the SNMP agent. The default value is uTt22aA. To ensure security, it is
recommended that you modify it to prevent intruder from using SNMP requests to get
the information from the Device.
System Name: It specifies the host name of the Device.
System Contact: It specifies the system contact information (such as a name or
phone number).
System Location: It specifies the physical location information of the Device.
Allowed SNMP NMSs: If you select this check box, you can specify up to three
SNMP network management stations (i.e., hosts), and only they can access and
manage the Device. Else, any host can use SNMP to manage the Device.
< Host 1IP Address ~ Host 3 IP Address: They specify the IP addresses of the hosts
that can use SNMP to manage the Device.
> Save: Click it to save the SNMP settings.

0 Note
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If you want to use SNMP Manager to manage the Device via Internet, please select
the SNMP check box in the System > Remote Admin page first.
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7.6 SYSLOG

This section describes the Advanced > SYSLOG page.

Syslog is a standard protocol used to capture a lot of running information about network
activity. The Device supports this protocol and can send its activity logs to an external
syslog server. It helps the network administrator monitor, analyze and troubleshoot the
Device and network.

Enable Syslog v

Syslog Server IP Address 192.166.16.88

Syslog Server Port 514
Syslog Message Facility Locald «
Sending Interval a0 > seconds

>

Save

Figure 7-16 SYSLOG Settings

Enable Syslog: It allows you to enable or disable syslog feature. If you want to
enable syslog feature on the Device, please select this check box.

Syslog Server IP address: It specifies the IP address or domain name of the syslog
server to which the Device sends syslog messages.

Syslog Server Port: It specifies the port used by the syslog server to communicate
with the Device. In most cases, please leave the default value of 514, which is a
well-known port number.

Syslog Message Facility: It specifies the facility level used for logging. The facilities
are used to distinguish different classes of syslog messages. The available options
are local0, local1 through local7.

Sending Interval: It specifies the time interval (in seconds) at which the Device
periodically sends heartbeat messages. If you select the option other than zero, the
Device will periodically send heartbeat messages to the syslog server to indicate that
it is still alive. The default value is 0, which means the Device will not send heartbeat
messages.

Save: Click it to save the Syslog settings.

0 Note
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So far, only the Xport HIPER Manager software of UTT Technologies Co., Ltd. can
identify the heartbeat message.
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7.7 DDNS

This section describes the Advanced > DDNS page.

0 Note

To ensure that DDNS operates properly, you should synchronize the system clock in
the System > Time page.

7.7.1 Introduction to DDNS

Dynamic Domain Name Service (DDNS) is a service used to map a domain name which never
changes to a dynamic IP address which can change quite often. For example, if you have
applied for a PPPoE connection with a dynamically assigned IP address from the ISP’'s PPPoE
server, you can use DDNS to allow the external hosts to access the Device by a constant
domain name.

In order to use DDNS service, you should apply for a DDNS account from a DDNS service
provider. Each DDNS provider offers its own specific network services. The DDNS service
provider reserves the right to change, suspend or terminate your use of some or all network
services at any time for any reason. The DDNS service providers supported by UTT
Technologies Co., Ltd. currently provide free DDNS services, but they may charge for the
DDNS services in the future. In this case, UTT Technologies Co., Ltd. will notify you as soon
as possible; if you refuse to pay for the services, you will no longer be able to use them. During
the free phase, UTT Technologies Co., Ltd. does not guarantee that the DDNS services can
meet your requirements and will be uninterrupted, and UTT does not guarantee the timeliness,
security and accuracy of the services.

So far, UTT Technologies Co., Ltd. only supports two DDNS service providers:
iplink.com.cn and 3322.org. It will successively support other DDNS service providers in
the future.

7.7.2 DDNS Service Offered by iplink.com.cn

7.6.1.1  Apply for a DDNS Account from iplink.com.cn

To use DDNS offered by iplink.com.cn on the Device, you should login to
http://www.utt.com.cn/ddns to apply for a DDNS account, which includes a fully qualified
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domain name (FQDN) with suffix of iplink.com.cn and a key.

HEME N
THIER
F#a: | .iplink com. cn
SRS | |
EmiE: Omw s Overr ET |
%S | |
FEMR

Figure 7-17 Apply for a DDNS Account from IPLink.com.cn

< Host Name: It specifies a unique host name of the Device. The suffix of iplink.com.cn
will be appended to the host name to create a fully qualified domain name (FQDN) for
the Device. For example, if the Device’s host name is test, then its FQDN is
test.iplink.com.cn; and it allows you to use test.iplink.com.cn to access the Device.
Note that to avoid duplication, you had better use the Device’s globally unique serial
number (SN) as the host name. The SN is the same with the Registration Number
displayed in the Advanced > DDNS > DDNS Settings page.

< Registration Number/Serial Number: It specifies the registration number (i.e., serial
number) of the Device. It should be the same with the Registration Number
displayed in the Advanced > DDNS > DDNS Settings page.

> Register: Click it to register a DDNS account. Once clicked the Register button, you
can get a key that matches the registered domain name of the Device.

B®E EHC enkey) Hiz i BEFS
[ |abed1dn | iplink com en (12152111 [QRoglpwtEC20g/FAD ] dOHG L0 0i ThxHID0EneK et zans (MU, [2009-10-14 13:07:58

0 Note

A domain name can only be registered once; and as each Device has its own unique
serial number, you will get different keys if you register the same domain name for
different Devices. Thus when you want to replace your Device and use the existing
domain name for the new Device, you need login to http://www.utt.com.cn/ddns to
delete the domain name, and then register it again.
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7.7.2.1 DDNS Settings Related to ipink.com.cn

itatus DDNS Settings
Interface WANT -
Registry Website  hitpJfwww.utt.com.cn/ddns  Registration Number 9270301
Service Provider iplink.com.cn -
HostName  zhaolili Jiplink.com.cn
Key resssssecensnssssnsnene
Confirm Key ressssssssssssssssssnss

Save

Figure 7-18 DDNS Settings Related to iplink.com.cn

< Interface: It specifies the WAN interface on which DDNS service is applied. All the
WAN interfaces support DDNS feature, and you can use DDNS service on each WAN
interface at the same time.

< Registry Website: It allows you to click http://www.utt.com.cn/ddns to go to this
website to register a DDNS account for the Device.

Registration Number: It specifies the registration number of the Device.

Service Provider: It specifies the DDNS service provider who offers services to the
Device. Now the Device only supports two DDNS service providers: iplink.com.cn
and 3322.org. Here please select iplink.com.cn.

<~ Host Name: It specifies the host name of the Device. It should be the same with the
host name that you entered when registering the DDNS account on the website of
http://www.utt.com.cn/ddns.

< Key: It specifies the key that you got when registering the DDNS account on the
website of http://www.utt.com.cn/ddns.

< Confirm Key: You should re-enter the key.

> Save: Click it to save the DDNS settings.
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7.7.3 DDNS Service Offered by 3322.org

7.7.3.1 Apply for a DDNS Account from 3322.org

To use DDNS offered by 3322.org on the Device, you should login to http://www.3322.org
to apply for a fully qualified domain name (FQDN) with suffix of 3322.org.

HH=hEEE WP Al s (yndas)

1HIE TR TRIAE
TEIE TR LA A
FHE: [bod 3322, 0rg v | (D
TrHbL: [200. 200. 254. 151 WELP,
Hi A 428 (mec) | (HELP
Fin Hifi AR 58 I HEL P
IBEDRF = v | (ED

Figure 7-19 Apply for a DDNS Account from 3322.org

<- Host Name: It specifies a unique host name of the Device. The suffix of iplink.com.cn
will be appended to the host name to create a fully qualified domain name (FQDN) for
the Device. For example, if the Device’s host name is test, then its FQDN is
test.3322.0rg; and it allows you to use test.3322.0rg to access the Device. Note that
to avoid duplicate, you had better use the Device’s globally unique serial number (SN)
as the host name.

< IP Address: It specifies the IP address mapped to the registered domain name of the
Device.

< OK: Click it to register the domain name.
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7.7.3.2 DDNS Settings Related to 3322.org

itatus DDNS Settings
Interface WAN1 A4
Registry Website  hitpuiwww.2322.0rg
Service Provider 3322 0rg -
HostMame  UTTtest . 33220rg *

UserMame  zhaolili

Password esessssssss

>

Save

Figure 7-20 DDNS Settings Related to 3322.org

Interface: It specifies the WAN interface on which DDNS service is applied. All the
WAN interfaces support DDNS feature, and you can use DDNS service on each WAN
interface at the same time.

Registry Website: It allows you to click http://www.3322.0org to go to this website to
register a DDNS account for the Device.

Service Provider: It specifies the DDNS service provider who offers services to the
Device. Now the Device only supports two DDNS service providers: iplink.com.cn
and 3322.org. Here please select 3322.org.

Host Name: It specifies the host name of the Device. It should be the same with the
host name that you entered when registering the DDNS account on the website of
http://www.3322.0rg.

User Name: It specifies the user name that you entered when registering your user
account on the website of http://www.3322.0org.

Password: It specifies the password which is created by the website when
registering your user account on the website of http://www.3322.0rg.

Save: Click it to save the DDNS settings.

0 Note

It also allows you to login to http://www.3322.0org to apply for a domain name (FQDN)
with suffix of 2288.org, 6600.org, 7700.org, 8800.org, 8866.org, or 9966.org for the
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Device. Refer to section 7.6.3.1 Apply for a DDNS Account from 3322.org for
detailed operation.

7.7.4 DDNS Verification

To verify whether DDNS is updated successfully, you can use the ping command at the
MS-DOS command prompt on the PC, for example: ping abc.iplink.com.cn

If the displayed page is similar to the screenshot below: the domain name is resolved to
an IP address successfully (200.200.202.152 in this example), DDNS is updated
successfully.

C:\ping abc.iplink.com.cn
Pinging abc.iplink.com.cn [288.288.202 _152] with 32 bytes of data:

Reply from 200.200.2082_152: bytes=32 time<{ims TTL=64
Reply from 200.200.2082_152: bytes=32 time<{ims TTL=64
Reply from 200.200.2082_152: bytes=32 time<{ims TTL=64
Reply from 200.200.2082_152: bytes=32 time<{ims TTL=64

Ping statistics for 208.200.282_152:

Packets: Sent = 4, Received = &, Lost = 8 (8% loss),
Approximate round trip times in milli-seconds:

Hinimum = 8ms, Maximum = Bms, Average = Bms

0 Note

1. After you have finished configuring an Internet connection, the Device will
automatically enable NAT. Then when you ping the Device’s domain name from the
Internet, the domain name can be resolved to its mapped IP address successfully, but
the Device will not respond to the ping request. If you want to ping this IP address,
please go to the Security > Attack Defense > External Defense page to select the
Enable WAN Ping Respond check box.

2.  Only when the WAN interface IP address is a public IP address, the Internet users
can use its mapped domain name to access the Device normally.

3. DDNS feature can help you implement VPN tunnels using dynamic IP addresses on
the Device.
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7.8 Advanced DHCP

This section describes the Advanced > DHCP pages.

7.8.1 Introduction to DHCP

7.8.1.1 Overview

The Dynamic Host Configuration Protocol (DHCP) provides a framework for passing
configuration information to hosts on a TCP/IP network. DHCP allows a host to be configured
automatically, eliminating the need for intervention by a network administrator. DHCP is
built on a client/server model, where one or more DHCP servers assign network
addresses and deliver other TCP/IP configuration parameters to DHCP clients (hosts). In
addition, DHCP can guarantee to avoid allocation of duplicate IP addresses, and to
reassign the IP addresses that are no longer used.

DHCP supports three mechanisms for IP address allocation:

e Automatic allocation: DHCP server assigns a permanent IP address to a client.

e Dynamic allocation: DHCP server assigns an IP address to a client for a limited
period of time, which is called a lease. The client may extend its lease with
subsequent request, and it may release the address back to the server.

e Manual allocation: A network administrator assigns an IP address to a client, and
DHCP server is used simply to convey the assigned address to the client.

A particular network will use one or more of these mechanisms, according to the actual
requirements. The dynamic allocation is the only mechanism that allows automatic reuse
of addresses that are no longer needed by the client.

7.8.1.2 DHCP Operation Process

The following describes the basic operation principle of DHCP, including the process of
requesting for a new IP address, the process of renewing an IP address, and the process
of releasing an IP address.

1. Requesting for an IP Address
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DHCPDISCOVER
>
DHCP Client DHCPOFFER
h DHCP Server
DHCPREQUEST =
= K > —
DHCPACK

A

Figure 7-21 Requesting for an IP Address from a DHCP Server

As shown in Figure 7-20, the process of a DHCP client requesting for an IP address from a

DHCP server falls into four basic phases:

DHCP Discover: It is the phase that the DHCP client locates a DHCP server to ask
for an IP address. The client broadcasts a DHCPDISCOVER message on its local
physical subnet. Only DHCP server(s) will respond it.

DHCP Inform: It is the phase that one or more DHCP servers) offer an IP address to
the DHCP client. Once received the DHCPDISCOVER message, a DHCP server will
send a DHCPOFFER unicast message which includes configuration parameters
(such as an IP address, a domain name, a lease, and so on) to the DHCP client.

DHCP Request: It is the phase that the DHCP client accepts the offer, chooses an IP
address and requests the address. The client may receive DHCPOFFER messages
from more than one DHCP server. Then the client chooses one from them, and
broadcasts a DHCPREQUEST message to formally request the offered IP address.
The DHCPREQUEST message also includes the server identifier option to indicate
which message it has selected, implicitly declining all other DHCPOFFER messages.
Once received the DHCPREQUEST message, those servers not selected will release the
IP addresses offered to the client.

If the configuration parameters sent to the client in the DHCPOFFER unicast
message by the DHCP Server are invalid (a misconfiguration error exists), the client
returns a DHCPDECLINE broadcast message to the DHCP Server to reject the
configuration assigned.

DHCP Acknowledgement: It is the phase that the DHCP server officially assigns the
address to the client. Once received the DHCPREQUEST message, the selected
DHCP server will respond with a DHCPACK unicast message containing the IP address
and other configuration parameters for the requesting client. Then the client will accept
and apply the IP address and other configuration parameters.

Renewing an IP Address

An |IP address dynamically allocated by a DHCP server for a client has a lease. The
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DHCP server will reclaim the IP address if the lease expires, so the client has to renew
the lease in order to use the IP address longer. When one half of the lease time has
expired, the client will send a DHCPREQUEST message to the DHCP server, asking to
extend the lease for the given configuration. The DHCP server will respond with a
DHCPACK message if it agrees to renew the lease.

If the requesting IP address in the DHCPREQUEST message is inconsistent with the
allocated IP address whose lease doesn’t expire, the DHCP server will respond with
a DHCPNAK message.

Releasing the IP Address

When a DHCP client no longer needs the IP address assigned by a DHCP server, it
relinquishes the address by sending a DHCPRELEASE message to the DHCP server.
The address returns to the address pool for reassignment. Besides the DHCP client
sets its IP address to 0.0.0.0.

7.8.1.3 DHCP Message types

DHCP is built on a client/server model. A client and a server may exchange the types of
messages listed in the below table.

Message Type

Description

DHCPDISCOVER

Broadcast by a client to find available DHCP servers.

DHCPOFFER

Response from a server to a DHCPDISCOVER message and offering IP

address and other parameters.

DHCPREQUEST

Message from a client to servers that does one of the following:

) Requests the parameters offered by one of the servers, which implicitly

declines all other offers.

) Requests the extension of a lease on a particular address.

° Verifies a previously allocated address after a system or network change

(a restart for example).
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Message from a client to server indicating that the offered address is already in
DHCPDECLINE
use.

Acknowledgement message from a server to a client with configuration
DHCPACK
parameters, including IP address.

Negative acknowledgement message from a server to a client, refusing the
DHCPNAK request for parameters. If the client receives a DHCPNAK message, it will

restart the configuration process.

Message from a client to a server cancelling remainder of a lease and
DHCPRELEASE
relinquishing network address.

Message from a client that already has an IP address (manually configured, for
example), requesting further network configuration parameters (DNS server’s
DHCPINFORM
IP address, for example) from the DHCP server. This message is used very

rare.

Table 7-2 DHCP Message Types

7.8.2 Introduction to DHCP Feature of the Device

According to the different settings, the Device can act as a DHCP client, DHCP server or
DHCP relay agent. The following sections describe their characteristics respectively.

0 Note

If the DHCP client is enabled on a physical interface, neither the DHCP server nor
DHCP relay agent function can be enabled on it. If both the DHCP server and DHCP
relay agent function are enabled on the interface, the DHCP server has higher priority.
That is, the Device will chose the DHCP server to process the DHCP messages
preferentially; and it will chose the DHCP relay agent to process the messages only
when the DHCP server isn’t able to process them.
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7.8.2.1 Introduction to DHCP Server

When acting as a DHCP server, the Device can allocate network addresses and deliver
other TCP/IP configuration parameters (such as gateway IP address, DNS server IP
address, WINS server |IP address, etc.) to the LAN hosts.

7.8.2.1.1 Address Conflict Detection Method

In order to prevent the DHCP server from assigning duplicate addresses that cause the
address conflict, the DHCP server should probe the address before assigning an address
to a DHCP client. The device supports two address detection methods: ARP and ICMP.
ARRP is the system default method which is enabled forever and is not configurable. ICMP
method is configurable, and can be disabled.

e ARP Method: Before assigning an address to a DHCP client, DHCP will send ARP
packets to the address to detect whether it is already in use firstly. After sending two
ARP packets in succession, if no response is received, the DHCP server assumes
that the address is free. Else, the DHCP server assumes that the address is in use,
and will try another address and so on, until it finds a free address.

e ICMP Method: Once passed the ARP detection, the address needs to be detected
further by ICMP. The DHCP server will send ICMP ECHO REQUEST packets (one
packet at a time) to detect if it is already in use. After sending the specified maximum
number of ICMP packets in succession, if no response is received, the DHCP server
assumes that the address is free and assigns the address to the requesting client.
Else, the DHCP server assumes that the address is in use, and will try another
address and so on, until it finds a free address and assigns it to the client.

The maximum number of ICMP ECHO REQUEST packets is specified by the
parameter ICMP Ping Packets, and the maximum amount of time the DHCP server
waits for a ping reply packet is specified by the parameter ICMP Ping Timeout. By
default, the value of ICMP Ping Packets is 2, and the value of DHCP Ping Timeout’s
value is 500 milliseconds. If you want to disable the ICMP detection, please set the
DHCP Ping Packets to 0.

7.8.2.1.2 DHCP Address Pool

The DHCP server assigns an IP address to a requesting client from a DHCP address pool,
which also can be configured to provide other TCP/IP configuration parameters to the
client, such as the DNS Server, gateway IP address, etc. The Device supports multiple
address pools, so you can easily define multiple subnets in the LAN. Before configuring an
address pool, you should specify a physical interface to which the pool is bound.
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7.8.2.1.3 DHCP Manual Binding

Through DHCP manual binding, you can assign a static IP address to a specific host
(client). You may create a manual binding by mapping the IP address to the host's MAC
address, Remote ID or Client ID. The DHCP server will always assign the specified IP
address to the host that matches the manual binding.

7.8.2.1.4 |IP Address Allocation Policy

A DHCP server assigns an IP address to a client based on some parameters contained in
the message sent by the client. The parameters are Remote ID, Circuit ID (i.e., Relay
Agent ID), giaddr (i.e., Relay Agent IP), Client ID and MAC address, and the priorities of
them are descending. Only the highest priority parameter will be effect when more than
one parameter is configured. When a matching parameter is found, the DHCP server will
assign an address according to this parameter related configuration. If no matching
parameter is found, the DHCP server will find an IP address that can be allocated
according to the default sequence.

Specifically, a DHCP server assigns an IP address to a client according to the following
sequence:

1) If the message sent by the client contains Remote ID option, the DHCP server will
search the DHCP manual binding list to find out if there is an IP address bound to this
Remote ID. If a match is found, the DHCP server will assign the specified IP address
to the client. Else, do the next step.

2) If the message sent by the client contains Circuit ID option, the DHCP server will
search the DHCP address pool list to find out if there is an address pool which is
configured with this Circuit ID. If a match is found, the DHCP server will assign an IP
address from this address pool. Else, do the next step.

3) If the giaddr field contained in a message sent by a client is not 0, the DHCP server
will search the DHCP address pool list to find out if there is an address pool which is
configured with this giaddr. If a match is found, the DHCP server will assign an IP
address from this address pool. Else, do the next step.

4) If the message sent by the client contains Client ID option, the DHCP server will
search the DHCP manual binding list to find out if there is an IP address bound to this
Client ID. If a match is found, the DHCP server will assign the specified IP address to
the client. Else, do the next step.

5) The DHCP server will search the DHCP manual binding list to find out if there is an IP
address bound to the MAC address of the client. If a match is found, the DHCP server
will assign the specified IP address to the client. Else, do the next step.

6) If the message sent by the client contains Requested IP Address option, the DHCP
server will search the DHCP address pool list to find out if there is an address pool
contains this Requested IP Address. If a match is found, and this Requested IP
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7

8)

Address is free, the DHCP server will assign it to the client. If a match is found, but
this Requested IP address is in use, the DHCP server will try to assign another
address dynamically from the address pool. Else, do the next step.

If no matching parameter found, the DHCP server will find an assignable IP address
from each DHCP address pool in the chronological order of creation. Once an
assignable IP address is found, the DHCP server will assign it to the client.

If no IP address is assignable, the DHCP server will report an error.

0 Note

1)

You may create a manual binding by mapping an IP address to a host's MAC address,
Remote ID or Client ID. The priorities of Remote ID, Client ID and MAC Address are
descending. Only the highest priority parameter will be in effect when two or three of
them are configured. For example, if there is a manual binding that contains an IP
address bound to Remote ID and Client ID, the Client ID will be of no effect. That is, if
a message sent by a client contains a mismatched Remote ID option, even if it
contains a matched Client ID option, the client can’t obtain the specified IP address.

If a message sent by a client contains Circuit ID or giaddr option that matches a
DHCP address pool, the DHCP server will search the manual bindings belong to this
address pool to find out if there is a DHCP manual binding contains the client’s Client
ID or MAC address. If a match is found, the DHCP server will assign the specified IP
address to the client. Else, the DHCP server will try to find out if there is a DHCP
manual binding contains this Requested IP Address. If a match is found, the DHCP
server will assign it to the client. Else, the DHCP server will try to assign an address
dynamically from this address pool.

If a message sent by a client matches a DHCP manual binding, but doesn’t match the
Circuit ID or giaddr option that is specified in the related DHCP address pool, the
DHCP server will assign the address that is specified in this DHCP manual binding to
the client.

If a message sent by a client matches a DHCP manual binding, but the specified IP
address is already in use by another client (that is, an address conflict is detected),
the DHCP server won't assign any IP address to the client.

If a message sent by a client contains Circuit ID or giaddr option that matches a
DHCP address pool, but there is no free address in this pool, the DHCP server will
assign an address from other DHCP address pools to the client.

7.8.2.2 Introduction to DHCP Client

When acting as a DHCP client, the Device can dynamically obtain an IP address and
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other TCP/IP configuration parameters from a DHCP server. All of the physical interfaces
support DHCP client feature, and you can enable DHCP client on each interface at the
same time.

In order to meet different needs, DHCP client can use client ID to identify itself, send
DHCPREQUEST messages in broadcast or unicast mode, and require DHCP server to
respond in broadcast or unicast mode.

The Device also supports AutolP feature, that is, if the DHCP client cannot obtain an IP
address via DHCP, it will automatically assign an IP address (in the range of
169.254.1.0/16 through 169.254.254.0/16) to itself. And the DHCP client can ascertain
that the address is not used by another host.

7.8.2.3 Introduction to DHCP Relay Agent

When acting as a DHCP relay agent, the Device can forwards DHCP messages between
DHCP servers and clients. DHCP relay agents are used to forward requests and replies
between clients and servers when they are not on the same physical subnet. Then the
DHCP clients that reside on multiple physical subnets can use the same DHCP server.
Using DHCP relay agent can help you save cost and achieve centralized management.

The following describes the basic operation principle of DHCP relay agent.

1.  When starting, a DHCP client will start the DHCP initialization procedure during that a
DHCPDISCOVER message will be broadcasted on its local physical subnet.

2. If a DHCP server that resides on the local subnet and is configured and operating
correctly, the DHCP client will directly obtain configuration parameters such as an IP
address from it. In this case, no DHCP relay agent is required.

3. If a DHCP server that doesn’t reside on the local subnet, there must be a DHCP relay
agent on the local subnet to receive the message and then generate a new DHCP
message to send to the specified DHCP server that resides on another subnet.

4. After receiving the DHCPREQUEST message, the DHCP sever will unicast a
DHCPOFFER message to the DHCP relay agent, which includes an IP address and
other configuration parameters. After receiving the DHCPOFFER message, the
DHCP relay agent will process and forward the message to the requesting client.

5. There are multiple such interactions during the configuration process.

The Device provides the parameters of Option and Policy to specify the forwarding policy
of DHCP messages. When a DHCP relay agent receives a client-originated DHCP
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message, it will process message according to the settings of these two parameters, see
the following table for detailed description:

Th is fi h lay | Th is f li i |
Option | Policy e message is from another relay e message is from a client directly,

agent, and already contains option 82. [and doesn’t contain option 82.

drop |Drop the message.

keep |The relay agent will retain the existing

option 82 in the message and forward it. The relay agent will insert option 82 into
the message before forwarding it.

insert

The relay agent will replace (overwrite)

replace e existing option 82 with its option 82 in

the message before forwarding it.

drop |Drop the message.

disabled Forward directly.
keep [Forward directly.

replace |Forward directly.

Table 7-3 DHCP Relay Agent Forwarding Policies
The following explains the meanings of the parameters in the above table.

Option 82: It indicates the relay agent information option.

Option: It is used to enable or disable the Device to insert option 82 before forwarding a
client-originated DHCP message that doesn’t contain option 82. By default, the relay
agent will forward the message directly. If you want to insert option 82 into the message
before forwarding it, please select insert. Note that, when the Option is set to disabled,
the DHCP relay agent will drop or forward the message directly.

Policy: It is used to configure the reforwarding policy for a DHCP relay agent (what a relay
agent should do if a message already contains option 82). A DHCP relay agent may
receive a message from another relay agent that already contains relay information. By
default, the relay agent will retain the existing option 82 in the message and forward it. If
this behavior is not suitable for your network, you can set Policy to change it.

7.8.2.4 Introduction to Raw Option

DHCP provides a framework for passing configuration information to hosts on a TCP/IP
network. Configuration parameters and other control information are carried in tagged
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data items that are stored in the options field of the DHCP message. The data items
themselves are also called options. For detailed information about DHCP options, see
RFC 2132, with updates in RFC 3942.

Most DHCP options are predefined in RFC, although new options will come out with
DHCP development. The Device provides Raw Option feature to support for the
predefined options, and also new options. The raw options can be applied to both DHCP
sever and DHCP client.

7.8.3 DHCP Client

Go to the Advanced > DHCP page firstly, and then select the DHCP Client radio button
(see the following figure) to go to the DHCP Client page, which includes the DHCP Client
List and DHCP Client Settings subpages.

@ DHCP Client DHCP Server DHCP Relay Agent Raw Option

Figure 7-22 Select DHCP Client

7.8.3.1 DHCP Client Settings

ent List DHCP Client Settings

Interface WAN -
Enable DHCP Client v
Enable PnF el
Request Mode Broadcast -
Required Response Mode Linicast -
ClientID hex  ~ 010022aa123456

Enable AutolP i

Save

Figure 7-23 DHCP Client Settings

< Interface: It specifies a physical interface on which the DHCP client is applied.
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<>

Enable DHCP Client: It allows you to enable or disable DHCP client. If you want to
enable DHCP client on the specified interface, please select this check box.

Enable PnP: It allows you to enable or disable PnP. If you select this check box to
enable PnP, the DHCP client can obtain IP address and subnet mask, and other
TCP/IP configuration parameters such as default gateway address, DNS server
addresses and so on. Else, the DHCP client can only obtain IP address and subnet
mask.

Request Mode: It specifies a mode in which the DHCP client sends the
DHCPREQUEST messages. The available options are Unicast and Broadcast.

e Unicast: It indicates that the DHCP client unicasts the DHCPREQUEST
messages.

e Broadcast: It indicates that the DHCP client broadcasts the DHCPREQUEST
messages.

Required Response Mode: It specifies a mode in which DHCP server sends the
DHCP response message. The available options are Unicast and Broadcast.

e Unicast: It indicates that the DHCP client requires DHCP server to respond in
unicast mode.

e Broadcast: It indicates that the DHCP client requires DHCP server to respond in
broadcast mode.

Client ID: It specifies the client identifier. There are three types of formats.

e hex: It is used to specify a hexadecimal string. It should be between 1 and 25
characters long.

e ascii: Itis used to specify an ASCII character string. It should be between 1 and
27 characters long.

e ip: Itis used to specify an IP address.

Allow AutolP: You can allow or deny the DHCP client to use AutolP. AutolP means if
the DHCP client cannot obtain an IP address via DHCP, it will automatically assign an
IP address (in the range of 169.254.1.0/16 through 169.254.254.0/16) to itself. And
the DHCP client can ascertain that the address is not used by another host.

Save: Click it to save the DHCP client settings.
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7.8.3.2 DHCP Client List

ODHCP Cliant List DHCP Client Senings
Interface Hlatus IP Agdress Luaze Lufl PnP Hequesl Mode Hequired Hespomse Mode
LAN Dizablad 152.166.16.1 - Cnakled Droadeast Unicaat
WM Disabled  200.200.300.28 . Enacled Broadcast Unicast
DM? | Enabling 1649 354 53 193 . Frabled Rraadcast Unicast
Select &l

Figure 7-24 DHCP Client List

\4

Cleenl 1D

hec0 1002332123456

Autol?  Edd
Enaied
Enabéed Eoit

Enatded

Redaass

Configure DHCP Client: If you want to apply DHCP client function on a physical

interface, select the DHCP Client Settings tab to go to the setup page, and then
select the interface and configure other parameters, lastly click the Save button.

> View DHCP Client Information: When you have configured DHCP client on one or
more physical interfaces, you can view the related configuration and status

information in the DHCP Client List.

\4

Edit DHCP Client: If you want to modify DHCP client applied on a physical interface,

click its Edit hyperlink, the related information will be displayed in the setup page.

Then modify it, and click the Save button.

> Release: If you want to release the current IP address of the DHCP client applied on
a physical interface, select its leftmost check box, and then click the Release button.

7.8.3.3 How to Configure DHCP Client

If you want to configure DHCP client, do the following:

Step1  Go to the Advanced > DHCP page, select the DHCP Client radio button and
then select the DHCP Client Settings tab to go to the setup page.

Step2 From the Interface drop-down list, select a physical interface on which the

DHCP client will be applied.

Step 3  Select the Enable DHCP Client check box to enable DHCP client on the

specified interface.
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Step 4 In most cases, select the Enable PnP check box to enable PnP for the client.
Step 5 Specify the Request Mode and Required Response Mode if required.
Step 6  Specify the Client ID if required.

Step 7 In most cases, select the Allow AutolP check box to allow the DHCP client to
use AutolP.

Step8 Click the Save button to save the settings. Till now you have finished
configuring the DHCP client applied on the specified interface, and then you
can view the related configuration and status in the DHCP Client List.

0 Note

If you want to disable DHCP client on a physical interface, please click its Edit
hyperlink in the DHCP Client List, and then unselect the Enable DHCP Client check
box, lastly click the Save button.

7.8.4 DHCP Server

Go to the Advanced > DHCP page firstly, and then select the DHCP Server radio button
(see the following figure) to go to the DHCP Server page, which includes the Global
Settings, Manual Binding List, Manual Binding Settings, Address Pool List and
Address Pool Settings subpages.

DHCP Client @ DHCP Server DHCP Relay Agent Raw Option

Figure 7-25 Select DHCP Server

7.8.4.1 DHCP Server Global Settings

Global Settings Manual Binding List Manual Binding Settings Address Pool List
Enable DHCP Server b
DHCP Ping Packets 2
DHCF Ping Timeout 500 milliseconds
Save
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>

Figure 7-26 DHCP Server Global Settings

Enable DHCP Server: It allows you to enable or disable DHCP server. If you want to
enable DHCP server on the Device, please select this check box.

DHCP Ping Packets: It specifies the maximum number of ping packets which is used
by ICMP address conflict detection method. It should be between 0 and 10, and the
default value is 2. If you want to turn off ICMP detection feature, please set its value to
0.

DHCP Ping Timeout: It specifies the amount of time (in milliseconds) that the DHCP
server waits before timing out a ping packet. It should be between 500 and 10000
milliseconds, and the default value is 500 milliseconds.

Save: Click it to save the DHCP server global settings.

0 Note

For more information about ICMP address conflict detection method, please refer to
section 7.7.2.1.1 Address Conflict Detection Method.

7.8.4.2 DHCP Manual Binding List

Global Settings Mamal Binding List Manual Binding Semings Address Pool List Address Pool Settings
1500 UmesPage; 0 - First  Prew Mext Last Smarch: Hew
Uset Hame I Addiess MAL Address Client £} Remote ID Bind i Host Mame  Edid
SR 16016101 192 168.16.101 CO2E2TS05E32 hex0i0026:TE05232 peatt gt i1}
Selad &l Lgate

Figure 7-27 DHCP Manual Binding List

Add a DHCP Manual Binding: If you want to add a new DHCP manual binding, click
the New button or select the Manual Binding Settings tab to go to the setup page,
and then configure it, lastly click the Save button.

View DHCP Manual Binding(s): When you have configured some DHCP manual
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bindings, you can view them in the Manual Binding List.

> Edit DHCP Manual Binding: If you want to modify a configured DHCP manual
binding, click its Edit hyperlink, the related information will be displayed in the setup
page. Then modify it, and click the Save button.

> Delete DHCP Manual Binding(s): If you want to delete one or more DHCP manual
bindings, select the leftmost check boxes of them, and then click the Delete button.

0 Note

The IP/MAC bindings created in the Advanced > IP/MAC Binding page will also
display in the Manual Binding List, because they are DHCP manual bindings too.

7.8.4.3 DHCP Manual Binding Settings

Through DHCP manual binding, you can assign a static IP address to a specific host
(client). You may create a manual binding by mapping the IP address to the host's MAC
address, Remote ID or Client ID. The priorities of Remote ID, Client ID and MAC Address
are descending. Only the highest priority parameter will be in effect when two or three of
them are configured. The DHCP server will always assign the specified IP address to the
host that matches the manual binding.

settings Manual Binding List Manual Binding Settings Address Pool List
Bindta  poold - 192.168.16.101 (00:26:c7:50:52:92)
User 49 168.16.101
MName
IP Address  192.168.16.101
MAC oomopoc oo
Address 0026c7505a92
ClientID  hex » 010026c7505a92
Remaote ID hex -
HostMame  zhaolili

Save Show ARP Table

Figure 7-28 DHCP Manual Binding Settings

< Bind to: It specifies a DHCP address pool to which the DHCP manual binding
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belongs.

<~ User Name: It specifies a unique name for the DHCP manual binding. It is used to
identify the host that want to be assigned a static IP address. It should be between 1
and 31 characters long.

< IP Address: It specifies the IP address for the DHCP manual binding. It must be a
valid IP address of the related address pool. The requesting host that matches the
manual binding will be assigned this specified address.

MAC Address: It specifies the MAC address of the DHCP client.

Client ID: It specifies the Client ID of the DHCP client. There are three types of
formats.

e hex: It is used to specify a hexadecimal string. It should be between 1 and 25
characters long.

e ascii: Itis used to specify an ASCII character string. It should be between 1 and
27 characters long.

e ip: Itis used to specify an IP address.

<~ Remote ID: It specifies the Remote ID of the DHCP client. There are three types of
formats.

e hex: It is used to specify a hexadecimal string. It should be between 1 and 25
characters long.

e ascii: Itis used to specify an ASCII character string. It should be between 1 and
27 characters long.

e ip: Itis used to specify an IP address.

< Host Name: It specifies the local host name of the DHCP client. It should be between
1 and 31 characters long.

> Save: Click it to save the DHCP manual binding settings.

> Show ARP Table: Click it to display the hosts’ dynamic ARP information learned by
the LAN interface. Note: It will only display dynamic ARP information, but not display
static ARP information (that is, the IP and MAC address pairs have been bound
manually).
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7.8.4.4 How to Add the DHCP Manual Bindings

If you want to add one or more DHCP manual bindings, do the following:

Step1 Go to the Advanced > DHCP page, and select the DHCP Server radio button
to go to the DHCP Server page.

Step 2  Select the Manual Binding Settings tab to go to the setup page.

Step 3 From the Bind to drop-down list, select a DHCP address pool to which this
DHCP manual binding belongs.

Step4  Specify the User Name, IP Address and MAC Address as required.
Step 5  Specify the Client ID, Remote ID or Host Name if needed.

Step 6 Click the Save button to save the settings. You can view the DHCP manual
binding in the Manual Binding List.

Step 7  If you want to add another new DHCP manual binding, please repeat the above
steps.

O Note

If you want to delete one or more DHCP manual bindings, select the leftmost check
boxes of them in the Manual Binding List, and then click the Delete button.

7.8.4.5 DHCP Address Pool List

Global Setings Mamusal Binding List Manual Binding Setings Address Pool List Address Pool Sotting

M0 unesPage; 10 - Fiest  Peev Mext  Lowt Snarch: Hw

Poot Name  Stait i Subnel Mask Number of Addresses  Gateway  Lease T Primary DS Secondary DS Primary WINE Secondary WINS inberfaceEdil

Eell 121601865255 2952550 62 1216161 JE00 TR 168.1.90 202 104.46.151 HETREY Gopo LAN  Eo1

poclerl 18216612 2552962560 100 18216011 D0 QPG IRSIN2RE19RIIE Q000 wopo LAN  Eon

Selzect &l Latato

Figure 7-29 DHCP Address Pool List
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> Add a DHCP Address Pool: If you want to add a new DHCP address pool, select the
Address Pool Settings tab, and then configure it, lastly click the Save button.

> View DHCP Address Pool(s): When you have configured some DHCP address
pools, you can view them in the Address Pool List.

> Edit DHCP Address Pool: If you want to modify a configured DHCP address pool,
click its Edit hyperlink, the related information will be displayed in the setup page.
Then modify it, and click the Save button.

> Delete DHCP Address Pool(s): If you want to delete one or more DHCP address
pools, select the leftmost check boxes of them, and then click the Delete button.

7.8.4.6 DHCP Address Pool Settings

The DHCP server assigns an IP address to a requesting client from a DHCP address pool,
which also can be configured to provide other TCP/IP configuration parameters to the
client, such as the Gateway IP address, DNS Server and WINS Server addresses, lease
time, etc. The Device supports multiple address pools, so you can easily define multiple
subnets in LAN.

Before configuring a DHCP address pool, you should specify a physical interface to which
the pool is bound.
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Interface LAN =
Pool Mame pooltest
Start IP Address 192.168.1.2
Mumber of Addresses 100
Subnet Mask 255.255.255.0
Default Gateway 192.168.1.1
Lease Time 3600 seconds
Primary DMNS Server 202.96.209.5

Secondary DMS Server

202.96.199.133

Primary WINS Server 0.0.0.0
Secondary WINS Server 0.0.0.0
Advanced Opfions
Domain Mame
Relay Agent IP 0.0.0.0
Enable AutolP
Response Mode Broadcast -
MetBIOS Mode Type B-Mode
Relay Agent 1D hex

Save

Figure 7-30 DHCP Address Pool Settings

Interface: It specifies a physical interface to which the DHCP address pool is bound.

Pool Name: It specifies a unique name for the DHCP address pool. It should be
between 1 and 11 characters long.

Start IP Address: It specifies the starting IP address assigned from the DHCP
address pool.

Number of Addresses: It specifies the maximum number of IP addresses that can
be assigned from the DHCP address pool. The addresses can be assigned
dynamically or manually by the DHCP server.

Subnet Mask: It specifies the subnet mask of the IP addresses assigned from the
DHCP address pool.

Default Gateway: It specifies the IP address of the default gateway for a DHCP
client.

Lease Time: It specifies the length of time (in seconds) during which each IP address
assigned by a DHCP server is valid. If the lease expires, the client is automatically
assigned a new dynamic IP address. Before the lease expires, the client typically
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needs to renew its address lease assignment with the server. The duration for a lease
determines when it will expire and how often the client needs to renew it with the
server. The default value is 3600 seconds.

<~ Primary DNS Server: It specifies the IP address of the primary DNS server that is
available to a DHCP client.

<~ Secondary DNS Server: It specifies the IP address of the secondary DNS server
that is available to a DHCP client.

< Primary WINS Server: It specifies the IP address of the primary NetBIOS WINS
server that is available to a Microsoft DHCP client.

< Secondary WINS Server: It specifies the |IP address of the secondary NetBIOS
WINS server that is available to a Microsoft DHCP client.

<~ Domain Name: It specifies the DNS domain name for a DHCP client. This is usually
an organization name followed by a period and an extension that indicates the type of
organization, such as utt.com.cn. This domain name is appended to the local host
name to create the fully qualified domain name (FQDN) for the host. When querying
for a host name, the system will append this domain name to the host name for name
resolution, thus the DHCP client host who has a host name can access the network.

<- DHCP Relay IP: It specifies the relay agent IP address for the DHCP address pool. It
can be a parameter used by address allocation policy. Refer to section 7.7.2.1.4 IP
Address Allocation Policy for details.

< Enable AutolP: It allows you to enable or disable AuoctIP. Select it to permit the
address obtained by a DHCP client through AutolP to coexist with the address
assigned by a DHCP server.

<~ Response Mode: It specifies the mode in which DHCP server sends the DHCP
response messages to the client. The available options are Client Determine,
Unicast and Broadcast.

e Client Determine: It indicates that the DHCP server sends the DHCP response
messages in the mode required by the client.

o Unicast: It indicates that the DHCP server unicasts the DHCP response
messages to the client.

e Broadcast: It indicates that the DHCP server broadcasts the DHCP response
messages to the client.

< NetBIOS Node Type: It specifies the NetBIOS node type for Microsoft DHCP clients.
There are four NetBIOS nodes types, and each node type resolves NetBIOS names
differently.
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e B-Node: It indicates a broadcast node that uses broadcasts for name resolution.

o P-Node: It indicates a peer-to-peer node that uses a WINS server to resolve
NetBIOS names. P-Node does not use broadcasts but queries the WINS server
directly.

e M-Node: It indicates a mixed node that is a combination of a B-Node and
P-Node. By default, an M-Node functions as a B-Node firstly. If the broadcast
name query is unsuccessful, it uses a WINS server.

e H-Node: It indicates a hybrid node that is a combination of a P-Node and B-Node.
By default, an H-Node functions as a P-Node firstly. If the unicast name query to
the WINS server is unsuccessful, it uses broadcasts.

< Relay Agent ID: It specifies the relay agent identifier for the DHCP address pool. It
can be a parameter used by address allocation policy. Refer to section 7.7.2.1.4 IP
Address Allocation Policy for details. There are three types of formats.

e hex: It is used to specify a hexadecimal string. It should be between 1 and 25
characters long.

e ascii: Itis used to specify an ASCII character string. It should be between 1 and
27 characters long.

e ip: Itis used to specify an IP address.

> Save: Click it to save the DHCP address pool settings.

0 Note

The Device provides a default address pool whose name is pool1. The pool1 is
editable, but can’t be deleted. Also, you can configure and view it in the Basic >
DHCP & DNS page.

7.8.4.7 How to Add the DHCP Address Pools

If you want to add one or more DHCP address pools, do the following:

Step1  Go to the Advanced > DHCP page, and select the DHCP Server radio button
to go to the DHCP Server page.

Step 2  Select the Address Pool Settings tab to go to the setup page.
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Step 3 From the Interface drop-down list, select a physical interface to which the
DHCP address pool is bound.

Step4  Specify the Pool Name, Start IP Address, Number of Addresses and
Primary DNS Server.

Step 5  Specify the Subnet Mask, Default Gateway and Lease Time as required.

Step 6  Specify the Secondary DNS Server, Primary WINS Server and Secondary
WINS Server if needed.

Step 7  Specify the Domain Name, DHCP Relay IP and Relay Agent ID if needed.
Step 8 In most cases, select the Enable AutolP check box.
Step9  Specify the Response Mode and NetBIOS Node Type if needed

Step 10 Click the Save button to save the settings. You can view the DHCP address
pool in the Manual Binding List.

Step 11 If you want to add another new DHCP address pool, please repeat the above
steps.

0 Note

If you want to delete one or more DHCP address pools except the Pool1, select the
leftmost check boxes of them in the Address Pool List, and then click the Delete
button.

7.8.5 DHCP Relay Agent

Go to the Advanced > DHCP page firstly, and then select the DHCP Relay Agent radio
button (see the following figure) to go to the DHCP Relay Agent page, which includes the
DHCP Relay Agent List and Relay Agent Settings subpages.

DHCP Client DHCP Server @ DHCP Relay Agent Raw Option

Figure 7-31 Select DHCP Relay Agent
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7.8.5.1 DHCP Relay Agent Settings

Agent List Relay Agent Settings
Interface DMZ -
Enable DHCP Relay
DHCP Server 1 200.200.200.88
DHCP Server 2 0.0.0.0
DHCP Server 3 0.0.0.0
Cption dizabled -
Palicy keep -
Max. Packet Size 1024
Relay Agent ID hex = 010022aa112233
Response Mode Broadcast -

Save

Figure 7-32 DHCP Relay Agent Settings

Interface: It specifies physical interface on which the DHCP relay agent is applied.

Enable DHCP Relay Agent: It allows you to enable or disable DHCP relay agent. If
you want to enable DHCP relay agent on the specified interface, please select this
check box.

<~ DHCP Server 1 ~ 3: It specifies one or more DHCP servers for the relay agent. You
can specify up to three DHCP servers for the relay agent. The DHCP relay agent will
unicast the DHCP request messages to all the specified servers respectively.

<~ Option: It specifies whether the DHCP relay agent inserts option 82 (DHCP relay
agent information option) into a client-originated DHCP message before forwarding it
to a DHCP server or not.

< Policy: It specifies the reforwarding policy for the DHCP relay agent, that is, what the
relay agent should do if a message already contains option 82.

<~ Max. Packet Size: It specifies the maximum size of packet (in bytes) that the DHCP
relay agent can forward. The default is 1024 bytes.

< Relay Agent ID: It specifies the relay agent identifier. There are three types of
formats:

e hex: It is used to specify a hexadecimal string. It should be between 1 and 25
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characters long.

e ascii: Itis used to specify an ASCII character string. It should be between 1 and
27 characters long.

e ip: Itis used to specify an IP address.

< Response Mode: It specifies the mode in which DHCP relay agent sends the DHCP
response messages to the client. The available options are Client Determine,
Unicast and Broadcast.

e Client Determine: It indicates that the DHCP relay agent sends the DHCP
response messages in the mode required by the client.

e Unicast: It indicates that the DHCP relay agent unicasts the DHCP response
messages to the client.

e Broadcast: It indicates that the DHCP relay agent broadcasts the DHCP
response messages to the client.

> Save: Click it to save the DHCP relay agent settings.

0 Note

For more information about Option and Policy, please refer to section 7.7.2.3
Introduction to DHCP Relay Agent.

7.8.5.2 DHCP Relay Agent List

DHCP Reday Agent List Furlay Agent Sotlings

tetince  Sims  DNICP Serveri  DHCPServer? DHCP Sarverd  Opoon  Pobcy  Max. Packet Site ReloyAgentl)  Response Mode Ede
LA Enatéed | 200200300 254 L AR ] 0000 Inzen L] 1024 asciTesl_RefayT Evoadcast
Wik | Disabied G000 T 0000 Dinatied  Kenp 10324 Froadcast

DI | Disapled G000 Goao 0000 Diszblen  Keap 1034 Reoadcast
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Figure 7-33 DHCP Relay Agent List

> Configure DHCP Relay Agent: If you want to apply DHCP relay agent function on a
physical interface, select the Relay Agent Settings tab to go to the setup page, and
then select the interface and configure other parameters, lastly click the Save button.

> View DHCP Relay Agent Information: When you have configured DHCP relay
agent on one or more physical interfaces, you can view the related information in the
DHCP Relay Agent List.

> Edit DHCP Client: If you want to modify DHCP relay agent on a physical interface,
click its Edit hyperlink, the related information will be displayed in the setup page.
Then modify it, and click the Save button.

7.8.5.3 How to Configure DHCP Relay Agent

If you want to configure DHCP relay agent, do the following:

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6
Step 7

Step 8

0 Note

Go to the Advanced > DHCP page, and select the DHCP Relay Agent radio
button to go to the DHCP Relay Agent page.

Select the Relay Agent Settings tab to go to the setup page.

From the Interface drop-down list, select a physical interface on which the
DHCP relay agent is applied.

Select the Enable DHCP Relay Agent check box to enable DHCP relay agent
on the specified interface.

Specify the DHCP Server 1, and specify DHCP Server 2 and DHCP Server 3 if
needed.

Specify the Option and Policy if needed.
Specify the Max. Packet Size, Relay Agent ID and Policy if needed.

Click the Save button to save the settings. Till now you have finished
configuring the DHCP relay agent which is applied on the specified interface,
and then you can view the related configuration and status information in the
DHCP Relay Agent List.

If you want to disable DHCP relay agent on a physical interface, please click its Edit
hyperlink in the DHCP Relay Agent List, and then unselect the Enable DHCP Relay
Agent check box, lastly click the Save button.
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7.8.6 Raw Option

Go to the Advanced > DHCP page firstly, and then select the Raw Option radio button
(see the following figure) to go to the Raw Option page, which includes the Raw Option
List and Raw Option Settings subpages.

DHCP Cient DHCP Server DHCP Relay Agent @ Raw Option

Figure 7-34 Select Raw Option

7.8.6.1 Raw Option Settings

In this page, you can easily create DHCP raw options. Once a raw option is defined, the
DHCP server or client on the specified interface will add it into the options field of the
DHCP messages before sending them.

Raw Option List Raw Option Settings
Option KName wen_inf
Option Code 43 (1~254)
Option Value ascii v Test
Interface LAN -

Save

Figure 7-35 Raw Option Settings

<~ Option Name: It specifies a unique name of the raw option. It should be between 1
and 31 characters long.

<~ Option Code: It specifies the code of the raw option. It is used to uniquely identify the
option type. It should be a number between 1 and 254.

<~ Option Value: It specifies the associated values of the raw option. There are three
types of formats.

e hex: It is used to specify a hexadecimal string. It should be between 1 and 25
characters long.
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e ascii: It is used to specify an ASCII character string. It should be between 1 and
27 characters long.

e ip: Itis used to specify an IP address.

< Interface: It specifies the physical interface on which the DHCP raw option is applied.

> Save: Click it to save the DHCP raw option settings.

0 Note

For detailed information about DHCP options, see RFC 2132, with updates in RFC
3942.

7.8.6.2 Raw Option List

Ranw Option List Rawe Optivn Sottings
1100 LemgsPage: 10 v First  Prev  Mext  Lamt sAarch: Hiow
Ortion Narne Option Code: Option Vahee Interface Edil
van_inf A3 aap Ter LA 1
Selec &l Ciatala

Figure 7-36 Raw Option List

> Add a Raw Option: If you want to add a new DHCP raw option, click the New button
or select the Raw Option Settings tab to go to the setup page, and then configure it,
lastly click the Save button.

> View Raw Option(s): When you have configured some DHCP raw options, you can
view them in the Raw Option List.

> Edit a Raw Option: If you want to modify a configured DHCP raw option, click its
Edit hyperlink, the related information will be displayed in the setup page. Then
modify it, and click the Save button.

> Delete Raw Option(s): If you want to delete one or more DHCP raw options, select
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the leftmost check boxes of them, and then click the Delete button.

7.8.6.3 How to Add the DHCP Raw Options

If you want to add one or more DHCP raw options, do the following:

Step1  Go to the Advanced > DHCP page, and select the Raw Option radio button to
go to the Raw Option page.

Step 2  Select the Raw Option Settings tab or click the New button to go to the setup
page.

Step 3  Specify the Option Name, Option Code and Option Value.

Step4 From the Interface drop-down list, select a physical interface on which the
DHCP raw option is applied.

Step 5 Click the Save button to save the settings. You can view the DHCP raw option
in the Raw Option List.

Step 6 If you want to add another new DHCP raw option, please repeat the above
steps.

0 Note

If you want to delete one or more DHCP raw options, select the leftmost check boxes
of them in the Raw Option List, and then click the Delete button.

7.8.7 Configuration Examples for DHCP

7.8.7.1 Configuration Example for the DHCP Server

There are two typical types of DHCP network topologies:

e The DHCP server(s) and DHCP clients are on the same subnet so they can directly
exchange DHCP messages.

e The DHCP server(s) and DHCP clients are not on the same subnet so they need
communicate via a DHCP relay agent.

The DHCP server configuration for these two types is the same.
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1. Network Requirements

In this example, the Device acts as a DHCP server to dynamically assign the IP addresses
to the clients that reside on the same subnet. The Device’s LAN interface IP address is
192.168.16.1/24.

We need to create two address pools (pool1 and pool2). The pool1’s address range is
from 192.168.16.2/24 to 192.168.16.101/24, primary and secondary DNS servers IP
addresses are 202.96.209.5 and 202.96.199.133, domain name is utt.com.cn and lease
time is 3600 seconds. And it uses Device’s LAN IP address (that is, 192.168.16.1/24) as
the default gateway address. Leave the default values for the other parameters.

The pool2’s address range is from 192.168.16.102/24 to 192.168.16.254/24 and lease
time is 7200 seconds. The pool2’s primary and secondary DNS servers, domain name,
and default gateway IP address have the same values with pool1’s.

Besides, we need to create a DHCP manual binding to the host that needs a static IP
address. The host's MAC address is 000795a81¢c3d, client ID is 01000795a81c3d which
is formed by concatenating the media type and MAC address, and host name is test. The
host wants to use 192.168.16.10/24 as its IP address and binding1 as its user name. It is
obvious that the host belongs to the pool1.

2. Network Topology

DHCP Client DHCP Client

LAN

DHCP Server

= =
DHCP Client DHCP Client

Figure 7-37 Network Topology where DHCP Server and Clients on Same Subnet

3. Configuration Procedure
1) Configuring DHCP Server Global Parameters

Step1 Go to the Advanced > DHCP page, and then select the DHCP Server radio
button to go to the DHCP Server page.

Step 2  Select the Global Settings tab to go to the setup page.

Step 3  Select the Enable DHCP Server check box, see the following figure.
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Global Settings Manual Binding List Manual Binding Settings Address Pool List
Enable DHCP Server v
DHCF Ping Packets 2
DHCP Ping Timeout 500 milliseconds
Save

Figure 7-38 DHCP Server Global Settings - Example

Step4 Click the Save button to save the settings. Till now you have finished
configuring DHCP server global settings.

2) Configuring the DHCP Address Pool - pool1

As mentioned earlier, the pool1 is the default address pool provided by the Device. And it
is editable, but can’'t be deleted. So you could modify the pool1 according to your
requirements. The steps are as follows:

Step1  Go to the Advanced > DHCP page, and then select the DHCP Server radio
button to go to DHCP Server page.

Step 2  Select the Address Pool List tab to go to related subpage, and then click the
Edit hyperlink of the pool1, the related information will be displayed in the
setup page.
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Interface

FPool Name
Start IP Address
Mumber of Addresses
Subnet Mask

Default Gateway
Lease Time

Primary DNS Server
Secondary DNS Server
Primary WINS Server
Secondary WINS Server
Advanced Options
Domain Name

Relay Agent IP

Enable AutolP
Response Mode
MNetBIOS Mode Type
Relay Agent 1D

LAN -

192.168.16.2

100

255.255.255.0

192.168.16.1

3600 seconds
202.96.200.5

202.96.199.133

0.0.0.0

0.0.0.0

utt.com.cn

0000

v

Broadcast -
B-Mode -

hex -

Step 3

Step 4

Save

Figure 7-39 DHCP Address Pool Settings - Example (pool1)

Enter 192.168.16.2 in the Start IP Address text box, enter 100 in the Number
of Addresses text box, enter 192.168.16.1 in the Default Gateway text box,
enter 202.96.209.5 in the Primary DNS Server text box, enter 202.96.199.133
in Secondary DNS Server text box, and enter utt.com.cn in the Domain
Name text box. Leave the default values for the other parameters.

Click the Save button to save the settings. Till now you have finished
configuring the pool1, and then you can view its configuration in the Address
Pool List.

3) Configuring the DHCP Address Pool - pool2

Step 1

Step 2
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Go to the Advanced > DHCP page, and then select the DHCP Server radio
button to go to the DHCP Server page.

Select the Address Pool Settings tab to go to the setup page, see the
following figure.
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Interface

Paool Mame
Start IP Address
Number of Addresses
Subnet Mask

Default Gateway
Lease Time

Primary DNS Server
Secondary DMNS Server

LAN  ~
pool2

192.168.16.102

192.168.16.1
7200
202.96.209.5

202.96.199.133

seconds

Primary WINS Server 0.0.0.0
Secondary WINS Server 0.0.00
Advanced Options
Domain Mame utt.com.cn
Relay Agent IP 0.00.0
Enable AutolP v
Response Mode Broadcast
MetBIOS Mode Type B-Mode -
Relay Agent 1D hex =

Step 3

Step 4

Save

Figure 7-40 DHCP Address Pool Settings - Example (pool2)

Enter 192.168.16.102 in the Start IP Address text box, enter 153 in the
Number of Addresses text box, enter 192.168.16.1 in the Default Gateway
text box, enter 7200 in the Lease Time text box, enter 202.96.209.5 in the
Primary DNS Server text box, enter 202.96.199.133 in the Secondary DNS
Server text box, and enter utt.com.cn in the Domain Name text box. Leave
the default values for the other parameters.

Click the Save button to save the settings. Till now you have finished
configuring the pool2, and then you can view its configuration in the Address
Pool List.

4) Configuring the DHCP Manual Binding

Step 1

Step 2
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Go to the Advanced > DHCP page, and then select the DHCP Server radio
button to go to the DHCP Server page.

Select the Manual Binding Settings tab to go to the setup page, see the
following figure.
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Bindto  pooll -
User . .
Name ninding
IP Address  182.168.16.10
MALC - 5
i 1A
Address Lilad
ClientID  hex ~ 01000795a81c3d
Remote ID hex -

Host Mame  test

| Save |

Figure 7-41 DHCP Manual Binding Settings - Example

Step 3  Select pool1 from the Bind to drop-down list, enter binding1 in the User
Name text box, enter 192.168.16.10 in the IP Address text box and enter
000795a81¢c3d in the MAC Address text box.

Step4  Select hex from the Client ID drop-down list and enter 01000795a81¢3d in the
associated text box, enter test in the Host Name text box. Leave the default
values for the other parameters.

Step 5 Click the Save button to save the settings. Till now you have finished
configuring the DHCP manual binding, and then you can view its configuration
in the Manual Binding List.

7.8.7.2 Configuration Example for the DHCP Client

As mentioned earlier, each physical interface of the Device supports DHCP client, and it
allows you to enable DHCP client on each interface at the same time. In this example, the
DHCP client is applied on the WAN interface.

1. Network Requirements

In this example, we connect the Device’s WAN interface to the LAN that contains a DHCP
server. The LAN network ID is 200.200.200.0/24. The Device acts as a DHCP client which
is enabled on the WAN interface, then the WAN interface will obtain an IP address from
the DHCP server dynamically. The WAN interface’s MAC address is 0022aa123456, and
its client ID is 010022aa123456 which is formed by concatenating the media type and
MAC address.

2. Network Topology

http://www.uttglobal.com Page 184




UTT Technologies Chapter 7 Advanced Setup

DHCP Server %

Il

200.200.200.0/24
LAN

WAN Interface

DHCP Client

Figure 7-42 Network Topology Where DHCP Client is Applied on WAN Interface

3. Configuration Procedure

Step1 Go to the Advanced > DHCP page, select the DHCP Client radio button and
then select the DHCP Client Settings tab to go to the setup page, see the
following figure.

ent List DHCP Client Settings

Interface WAN -
Enable DHCP Client v
Enable PnP v
Request Mode Broadcast -
Required Response Mode Unicast -
ClientID hex = 010022aa123456

Enable AutalP v

Save

Figure 7-43 DHCP Client Settings - Example

Step2  Select WAN from the Interface drop-down list.
Step 3  Select the Enable DHCP Client, Enable PnP and Allow AutolP check boxes.

Step4  Select hex from the Client ID drop-down list and enter 010022aa123456 in the
associated text box. Leave the default values for the other parameters.
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Step 5 Click the Save button to save the settings. Till now you have finished
configuring the DHCP client, and then you can view its configuration and status
in the DHCP Client List.

7.8.7.3 Configuration Example for the DHCP Relay Agent

1. Network Requirements

In this example, the DHCP clients reside on the subnet 192.168.16.0/254, and the DHCP
server’s IP address is 200.200.200.254/24. Because the DHCP server and DHCP clients
reside on the different subnets, the Device acting as a DHCP relay agent is deployed to
forward DHCP messages between the DHCP server and DHCP clients. The DHCP relay
agent is enabled on the LAN interface, which is connected to the subnet where DHCP
clients reside. Then DHCP clients can obtain an IP address and other TCP/IP
configuration parameters from the DHCP server dynamically.

Note that in order to assign appropriate |IP addresses to the DHCP clients, on the DHCP
server you should create a DHCP address pool whose address range is from
192.168.16.2 to 192.168.16.254. And also you should create a static route whose
destination network is 192.168.16.0/24. For more information about static route, please
refer to section 7.1.1 Static Route.

2. Network Topology

DHCP Client DHCP Client

DHCP Server

=

Ié_;]

192.168.16.0/24 =

LAN1 'l

200.200.200.254/24
192.168.16.1/24

200.200.200.0/24

DHCP Relay Switch

Figure 7-44 Network Topology Where the Device Acting as a DHCP Relay Agent

3. Configuration Procedure

Step1  Go to the Advanced > DHCP page, and select the DHCP Relay Agent radio
button.

Step 2  Select the Relay Agent Settings tab to go to the setup page, see the following
figure.
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Agent List Relay Agent Settings
Interface LAN -
Enable DHCP Relay v
DHCP Server 1 200.200.200.254
DHCP Server 2 0.0.0.0
DHCP Server 3 0.0.0.0
Option dizabled «
Policy keep -
Max. Packet Size 1024
Relay AgentID hex -
Response Mode Broadcast -

Save

Figure 7-45 DHCP Relay Agent Settings - Example

Step 3  Select LAN from the Interface drop-down list.
Step4  Select the Enable DHCP Relay Agent check box.

Step 5 Enter 200.200.200.254 in the DHCP Server 1 text box. Leave the default
values for the other parameters.

Step 6 Click the Save button to save the settings. Till now you have finished
configuring the DHCP relay agent, and then you can view its configuration and
status in the DHCP Relay Agent List.

7.8.7.4 Configuration Example for the Raw Option

1. Requirements

In this example, we need to create a raw option whose option name is ven_inf, option
code is 43 (that is, vendor-specific information) and option value is Test in ASCII format.
And it is applied on the LAN interface.

2. Configuration Procedure
Step1  Go to Advanced > DHCP page, and select the Raw Option radio button.

Step 2  Select the Raw Option Settings tab to go to the setup page, see the following
figure.
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Raw Option List Raw Option Settings
Option Mame ven_inf
Option Code 43 (1~254)
Option Value ascii v Test
Interface LAM -

Save

Figure 7-46 Raw Option Settings - Example

Step 3  Enter ven_inf in the Option Name text box, enter 43 in the Option Code text
box, select ascii from the Option Value drop-down list and enter Test in the
associated text box.

Step4  Select LAN from the Interface drop-down list.

Step 5 Click the Save button to save the settings. Till now you have finished
configuring the DHCP raw option, and then you can view its configuration in the
Raw Option List.

7.8.7.5 Comprehensive Example for DHCP

When acting as a DHCP server, the Device supports up to ten DHCP address pools. You
can use different Relay agent IP addresses or IDs to distinguish them. In most cases, the
DHCP server will assign the addresses from the same address pool to the clients that
have the same relay agent IP address or ID with this pool’s, then these clients will reside
on the same subnet.

1. Network Requirements

In this example, there is a college who wants to realize the unified management of the
campus network hosts. We plan to divide the campus network into several subnets, one
subnet per building (office or dormitory building), so that the hosts residing on the same
building will be on the same subnet. We deploy a Device acting as a DHCP server on the
network center, and deploy a Devices acting as a DHCP relay agent on each building.
Each DHCP relay agent Device is connected to the center DHCP server Device. And the
hosts residing on each building are connected to a relay agent Device, so that these hosts
can access the network center through the related relay agent Device.

See the following network topology, we respectively call these buildings building1,
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building2 ... building10, and call the Devices residing on each building DHCP Relay1,
DHCP Realy2 ... DHCP Realy10. Each relay agent Device has its own ID.

The Device residing on the center network acts as a DHCP server, and the DHCP address
pools are bound to the LAN interface with IP address 200.200.200.254/24.

The Devices residing on each building act as the DHCP relay agents. The DHCP relay
agent is enabled on each Device’s LAN interface. The hosts residing on each building are
connected to the related Device’s LAN interface respectively, and they will act as clients to
request addresses from the DHCP server. The following table lists the name, relay agent
ID, WAN IP address and LAN IP address for each relay agent Device. Also it lists the IP

address space of each subnet where the client hosts reside.

Name WAN IP address LAN IP Address Client Subnet Relay Agent ID
DHCP Relay1 200.200.200.1/24 192.168.1.1/24 192.168.1.0/24 Test_Relay1
DHCP Relay2 200.200.200.2/24 192.168.2.1/24 192.168.2.0/24 Test _Relay2
DHCP Relay3 200.200.200.3/24 192.168.3.1/24 192.168.3.0/24 Test _Relay3
DHCP Relay4 200.200.200.4/24 192.168.4.1/24 192.168.4.0/24 Test _Relay4
DHCP Relay5 200.200.200.5/24 192.168.5.1/24 192.168.5.0/24 Test _Relay5
DHCP Relay6 200.200.200.6/24 192.168.6.1/24 192.168.6.0/24 Test _Relay6
DHCP Relay7 200.200.200.7/24 192.168.7.1/24 192.168.7.0/24 Test _Relay7
DHCP Relay8 200.200.200.8/24 192.168.8.1/24 192.168.8.0/24 Test _Relay8
DHCP Relay9 200.200.200.9/24 192.168.9.1/24 192.168.9.0/24 Test _Relay9
DHCP Relay10 | 200.200.200.10/24 | 192.168.10.1/24 | 192.168.10.0/24 Test _Relay10

Table 7-4 DHCP Relay Agent IP Addresses and IDs - Comprehensive Example

In order to ensure that the hosts residing on each building obtain the addresses in the
range of the specified subnet respectively, we need to create ten DHCP address pools on
the DHCP server Device. These DHCP address pools’ settings are as follows:

e Every DHCP address pool is bound to the LAN interface.

e Their pool names are pool1, pool2 ... pool10 respectively.

e Their starting IP addresses are 192.168.1.2, 192.168.2.2 192.168.10.2

respectively.
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e Every DHCP address pool's number of addresses is 253, which is the maximum
number of valid addresses in each subnet where the client hosts reside.

e Every DHCP address pool’s lease time is 3600 seconds, primary and secondary DNS
servers’ |P addresses are 202.96.209.6 and 202.96.199.133.

e Their relay agent IDs are Test Relay1, Test Relay2 ... Test Relay10 respectively,
which are in ASCII format.

Note that you also should create ten static routes whose destination networks are the
subnets where the client hosts reside. For more information about static route, please
refer to section 7.1.1 Static Route.

For those DHCP relay agent Devices, the DHCP relay agent settings are as follows:

Every DHCP relay agent is applied on the LAN interface.

e Every DHCP relay agent's DHCP Server 1 is 200.200.200.254.

e Every DHCP relay agent’s Option is insert.

e Their Relay Agent IDs are Test_Relay1, Test_Relay2 ... Test_Relay10 respectively,
which are in ASCII format.

Note that since the DHCP server uses the relay agent ID to distinguish each address pool,
we need set Option to insert for each relay agent. The DHCP relay agent will insert relay
agent ID before forwarding a client-originated DHCP message; thus the DHCP server can
select a matched address pool according to the relay agent ID to assign an address to the
requesting client.

2. Network Topology
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Internet

Network Center E]E DHCP Server

LAN: 200.200.200.254/24

WAN:
200.200.200.1/24 200.200.200.10/24

DHCP Relay2 I DHCP Relay10

192.168.2.0/24 192.168.10.0/24

DHCP Client DHCP Client DHCP Client

Figure 7-47 Network Topology for DHCP Comprehensive Example

3. Configuration Procedure

As DHCP address pools have the similar configuration procedure, here we will take DHCP
address poo1 for example to describe how to configure the DHCP address pool.

As DHCP relay agents have the similar configuration procedure, here we will take DHCP
Relay1 for example to describe how to configure the DHCP relay agent.

1) Configuring DHCP server

a) Configuring DHCP Server Global Parameters

Step1 Go to the Advanced > DHCP page, and then select the DHCP Server radio
button to go to the DHCP Server page.

Step 2  Select the Global Settings tab to go to the setup page.

Step 3  Select the Enable DHCP Server check box, see the following figure.
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Global Settings Manual Binding List Manual Binding Settings Address Pool List
Enable DHCP Server v
DHCF Ping Packets 2
DHCP Ping Timeout 500 milliseconds
Save

Step 4

Figure 7-48 DHCP Server Global Settings - Comprehensive Example

Click the Save button to save the settings. Till now you have finished
configuring DHCP server global settings.

b) Configuring the DHCP Address Pool - pool1

As mentioned earlier, the pool1 is the system default address pool. And it is editable, but
can’t be deleted. So you could modify the pool1 according to your requirements. The
steps are as follows:

Step 1

Step 2

Go to the Advanced > DHCP page, and then select the DHCP Server radio
button to go to the DHCP Server page.

Select the Address Pool List tab, and then click the pool1’s Edit hyperlink in
the Address Pool List, the related information will be displayed in the setup

page.
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Intarface

Pool Mame

Start IP Address
Number of Addresses
Subnet Mask

Default Gateway
Lease Time

Primary DNS Server
Secondary DNS Server
Primary WINS Server
Secondary WINS Server
Advanced Options
Domain Mame

Relay Agent IP

Enable AutolP
Response Mode
MNetBIOS Mode Type

Relay Agent ID

LAN -

192.168.1.2
253

255.255.255.

192.168.1.1

3600 seconds

202.96.209.5
202.96.199.133
0.0.0.0

0.0.0.0

0.0.0.0

v

Broadcast A
B-Mode -

ascii » Test Relayl

Save

Figure 7-49 DHCP Address Pool Settings - Comprehensive Example (pool1)

Step 3 Enter 192.168.1.2 in the Start IP Address text box, enter 253 in the Number of
Addresses text box, enter 192.168.1.1 in the Default Gateway text box, enter
202.96.209.5 in the Primary DNS Server text box and enter 202.96.199.133 in
the Secondary DNS Server text box.

Step 4  Select ascii from the Relay Agent ID drop-down list and enter Test_Relay1 in
the associated text box. Leave the default values for the other parameters.

Step5 Click the Save button to save the settings. Till now you have finished
configuring the pool1, and then you can view its configuration in the Address

Pool List.

c) Configuring the Other DHCP Address Pools (pool2 ~ pool10)

The other DHCP address pools’ configuration procedures are very similar to that of the
Pool1. The difference is that each DHCP address pool has different Pool Name, Start IP
Address, Default Gateway and Relay Agent ID. Since the other DHCP address pools’
configuration procedures are so similar to that of the poo1, the user is directed to review
the configuration procedure of the pool1.

http://www.uttglobal.com

Page 193




UTT Technologies Chapter 7 Advanced Setup

2) Configuring DHCP Relay1

Step1  Go to the Advanced > DHCP page, select the DHCP Relay Agent radio button
and then select the Relay Agent Settings tab to go to the setup page, see the
following figure.

Agent List Relay Agent Settings
Interface LAN
Enable DHCP Relay v
DHCP Server 1 200.200.200.254
DHCP Server 2 0.0.00
DHCP Server 3 0.0.0.0
Option insert -
Policy keep -
Max. Packet Size 1024
Relay Agent 1D ascli = Test_Relayi
Response Mode Broadcast -

Save

Figure 7-50 DHCP Relay Agent Settings - Comprehensive Example (DHCP Relay1)

Step2  Select LAN from the Interface drop-down list.
Step 3  Select the Enable DHCP Relay Agent check box.

Step4 Enter 200.200.200.254 in the DHCP Server 1 text box. Select insert from the
Option text box, select ascii from the Relay Agent ID drop-down list and enter
Test_Relay1 in the associated text box. Leave the default values for the other
parameters.

Step 5 Click the Save button to save the settings. Till now you have finished
configuring the DHCP relay agent, and then you can view its configuration in
the DHCP Relay Agent List.

3) Configuring the Other DHCP Agent Relays (DHCP Relay2 ~ Realy10)

The other DHCP relay agents’ configuration procedures are very similar to that of the
DHCP Relay1. The difference is that each DHCP relay agent has different Relay Agent
ID. Since the other DHCP relay agents’ configuration procedures are so similar to that of
the DHCP Relay1, the user is directed to review the configuration procedure of the DHCP
Relay1.
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7.9 Switch

This section describes Advanced > Switch page.

7.9.1 Port Mirroring

7.9.1.1 Introduction to Port Mirroring

The port mirroring allows an administrator to mirror and monitor network traffic. It copies
the traffic from the specified ports to another port where the traffic can be monitored with
an external network analyzer. Then the administrator can perform traffic monitoring,
performance analysis and fault diagnosis.

7.9.1.2 Port Mirroring Setup

Enable Port Mirroring F]

Save

Figure 7-51 Port Mirroring Settings

<~ Enable Port Mirroring: It allows you enable or disable port mirroring. If you want to
enable port mirroring on the Device, please select this check box. By default, the LAN
Port 1 is the mirroring port that can’t be changed. If the port mirroring is enabled, the
LAN Port 1 will mirror the traffic of the other LAN ports

> Click the Save button to save the port mirroring settings.

0 Note

If the LAN switch ports belong to different VLANSs, only the traffic of the ports on the
same VLAN as the Port 1 can be mirrored.
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7.9.2 Port-Based VLAN

Introduction to VLAN

A VLAN (Virtual Local Area Network) is a group of devices that form a logical LAN
segment, that is, a broadcast domain. The members on the same VLAN can communicate
with each other. The traffic will not disturb among different VLANSs, that is, any traffic
(unicast, broadcast or multicast) within a VLAN doesn’t flow to another VLAN. The VLAN
feature offers the benefits of both security and performance. VLAN is used to isolate traffic
between different users which provides better security. Limiting the broadcast traffic within
the same VLAN broadcast domain also enhances performance.

The Device provides port-based VLAN, which is defined according to the switch ports on
the Device. You can set a VLAN ID to each switch port. The ports that have the same
VLAN ID will be grouped into a VLAN. The ports that belong to the same VLAN can
communicate with each other, but the ports that belong to the different VLANs can’t
communicate. For example, if a port belongs to VLAN 1 and another port belongs to VLAN
2, the two ports will not be able to communicate with each other.

7.9.2.2 Port-Based VLAN Setup

Paort 1 VLAM ID 1
Port 2VLAM ID 1

Port 3 VLAN 1D

P2

Port4 VLAM ID

(%]

Port 3 VLAM ID 4

Save

Figure 7-52 Port-Based VLAN Setup

<~ Port 1 VLAN ID ~ Port 5 VLAN ID: They specify the VLAN IDs of the five switch
ports. It allows you to set a VLAN ID to each switch port for each switch port
respectively. The ports that have the same VLAN ID will be grouped into a VLAN,
which is independent of the other ports.

> Save: Click it to save the VLAN settings.
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0 Note

1. The ports that have the same VLAN ID will be grouped into a VLAN. The ports on the
same VLAN can communicate with each other, but the ports that belong to the
different VLANs can’t communicate.

2. By default, all the LAN switch ports are members of the same VLAN. The most
complex case is that each port is grouped into a VLAN respectively. For example, see
Figure 7-52, Port 1 and Port 2 are grouped into a VLAN (VLAN 1), Port 3, Port 4 and
Port 5 are grouped to the different VLANs (VLAN 2, VLAN 3 and VLAN 4)
respectively.

3. The ports within a LAG should be grouped into the same VLAN.

7.10 Miscellaneous

This section describes Advanced > Miscellaneous page, which include Miscellaneous,
Scheduled Task List, and Scheduled Task Settings subpages.

7.10.1 Miscellaneous

Miscellaneous

Enable Internet Connection Sharing Protection Shield

Enable Traffic Destined for Same IP Address via Different WANs

Display Scheduled Task Save

Figure 7-53 Miscellaneous

< Enable Internet Connection Sharing Protection Shield: It allows you to enable or
disable Internet connection sharing protection shield. When your ISP forbid you from
sharing a single Internet connection, you can select the check box to enable this
feature, then all your LAN hosts still can share the Internet connection to access the
Internet.
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<~ Enable Traffic Destined for Same IP Address via Different WANs: It allows you to
enable or disable traffic destined for same IP address via different WANs. When using
multiple Internet connections to access the Internet, if you select this check box, the
packets destined for the same IP address will be transmitted through different Internet
connections to implement load balancing.

> Save: Click it to save your settings.

7.10.2 Scheduled Task

By default, if you click the Display Scheduled Task hyperlink in the Advanced >
Miscellaneous page (see Figure 7-53), it will jump to the Scheduled Task Settings page,
see Figure 7-54. But if you have created one or more scheduled tasks, it will jump to the
Scheduled Task List page.

Task Name
Repeat Every Week -
Start Time Monday + 00:00: 00
Task Type Predefined -
Task Content Restart -

Save

Figure 7-54 Scheduled Task Settings

Task Name: It indicates the sequence number of the task, and it is read-only.

Repeat: It specifies how often or when the Device will perform the task. The available
options are Every Week, Every Day, Every Hour, Every Minute, or When Starting.

< Start Time: It specifies the time at which the Device will start to perform the task. Its
settings will change according to the value of Repeat.

< Task Type: It specifies the type of the task. The available options are Predefined and
User-defined.

e Predefined: If you want to add a new predefined task, please select this option,
and then select a predefined task from the Task Content. Now the Device
provides two predefined scheduled tasks: Bind All and Restart; therein, Bind
All means that the Device will bind all the IP/MAC address pairs periodically;
Restart means that the Device will restart itself periodically.
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e User-defined: If you want to add a new user-defined task, please select this
option, and then enter the related CLI command in the Task Content. Note that
you can only enter one command for one task.

<~ Task Content: It specifies the content of the task.

> Save: Click it to save the scheduled task settings.
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Chapter 8 NAT

This chapter describes how to configure and use NAT features, including port forwarding,
DMZ hosts, NAT rule and UPnP.

8.1 Port Forwarding

This section describes the NAT > Port Forwarding page, which allows you to configure
port forwarding rules.

8.1.1 Introduction to Port Forwarding

By default, NAT is enabled on the Device, so the Device will block all the requests initiated
from outside users. In some cases, the outside users want to access the LAN internal
servers through the Device. To achieve this purpose, you need to create port forwarding
rules or DMZ hosts on the Device.

Using port forwarding, you can create the mapping between <external IP address:
external port> and <internal IP address: internal port>, then all the requests from outside
users to the specified external IP address: port on the Device will be forwarded to the
mapped local server, so the outside users can access the service offered by the local
server.

For example, if you want to allow the local SMTP server (IP address: 192.168.16.88) to be
available to the outside users, you can create a port forwarding rule: external IP address is
WAN1 IP address (200.200.201.88 in this example), external port is 2100, internal IP
address is 192.168.16.88, and internal port is 25. Then all the requests for SMTP from
outside users to 200.200.201.88:2100 will be forwarded to 192.168.16.88:25.
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8.1.2 Port Forwarding Settings

Port Forwading List Port Forwading Settings

Protocol TCP =
Start External Port 2025
Internal IP Address 192.168.16.88
Start Internal Port 25
Part Count 1
Bind to WANT ~

Description

Save

Figure 8-1 Port Forwarding Settings

<~ Protocol: It specifies the transport protocol used by the service. The available
options are TCP, UDP and GRE.

<~ Start External Port: It specifies the lowest port number provided by the Device. The
external ports are opened for outside users to access.

< Internal IP Address: It specifies the IP address of the local host that provides the
service.

<~ Start Internal Port: It specifies the lowest port number of the service provided by the
LAN host. The Start External Port and Start Internal Port can be different.

<~ Port Count: It specifies the number of service ports provided by the LAN host. If the
service uses only one port number, enter 1. The maximum value is 20. For example,
if the start internal port is 21, the start external port is 2001 and the port count is 10,
then the internal port range is from 21 to 30, and the external port range is from 2001
to 2010.

<~ Bind to: It specifies the NAT rule to which this port forwarding rule is bound. The port
forwarding rule will use the NAT rule’s external IP address as its external IP address.
The available options are:

e Each EasylP NAT rule’s ID: it stands for the corresponding NAT rule respectively.

e WANX (x: 1, 2, 3, 4): It stands for the system reserved NAT rule bound to the
Internet connection on the selected WAN interface. The reserved NAT rule uses
the WAN interface’s IP address as its external IP address.
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<~ Description: It specifies the description of the port forwarding rule.

> Save: Click it to save the port forwarding rule settings.

0 Note

1. If you choose the Protocol as GRE, you should set the Start External Port and Start
Internal Port to 0, and set the Port Count to 1.

2. After you have enabled some features (such as, HTTP management in the System >
Remote Admin page), the system will automatically create some port forwarding
rules, which cannot be modified or deleted.

8.1.3 Port Forwarding List

Pont Forwrading List Pon Forwading Settings
300 LinesPage: 10 - Firsl  Prev  Mext  Last Search: Hew
L] Protocod Internal IP Address Start Internal Pon Start Extermal Port P Count Baned 10 Descripion Eda
walil ucE 192 168 161 1701 17 1 WAN
Ppip TCP 182 168 16.1 1723 1753 i W1
1 UCF 182.168.16.68 ] 20235 1 WANT1 TP
Salact Al Cielele

Figure 8-2 Port Forwarding List

> Add a Port Forwarding Rule: If you want to add a new port forwarding rule, click the
New button or select the Port Forwarding Settings tab to go to the setup page, and
then configure it, lastly click the Save button.

> View Port Forwarding Rule(s): When you have configured some port forwarding
rules, you can view them in the Port Forwarding List.

> Edit a Port Forwarding Rule: If you want to modify a configured port forwarding rule,
click its Edit hyperlink, the related information will be displayed in the setup page.
Then modify it, and click the Save button.

> Delete Port Forwarding Rule(s): If you want to delete one or more port forwarding
rules, select the leftmost check boxes of them, and then click the Delete button.
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8.1.4 How to Add the Port Forwarding Rules

If you want to add one or more port forwarding rules, do the following:

Step1 Go to the NAT > Port Forwarding page, and then click the New button or
select the Port Forwarding Settings tab to go to the setup page.

Step 2  Specify the Protocol, Internal IP Address and Start Internal Port as required.

Step 3  Specify the Start External Port as required. The Start External Port and Start
Internal Port can be different.

Step 4 If the open service uses a range of consecutive ports, you need specify the
Port Count.

Step 5 Select a NAT rule from the Bind to drop-down list as required. The port
forwarding rule will use the selected NAT rule’s external IP address as its
external IP address.

Step 6  Click the Save button to save the settings. You can view the port forwarding rule
in the Port Forwarding List.

Step 7  If you want to add another new port forwarding rule, please repeat the above
steps.

0 Note

If you want to delete one or more port forwarding rules, select the leftmost check
boxes of them in the Port Forwarding List, and then click the Delete button.

8.1.5 Configuration Examples for Port Forwarding

8.1.5.1 Example One

An organization wants a LAN server (IP Address: 192.168.16.88) to open syslog service
(Protocol: UDP; Port: 514) to the outside users. And the Device will use 2514 as the
external port and the WAN1 IP address (200.200.200.88 in this example) as the external
IP address. Then all the requests for syslog from outside users to 200.200.200.88:2514
will be forwarded to 192.168.16.99:514.

The following figure shows the detailed settings.
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Protocol

Start External Port
Internal IP Address
Start Internal Port
Port Count

Bind to

Description

UDpP -
2514
192.168.16.88
514

1

WANT -

Figure 8-3 Port Forwarding Settings - Example One

8.1.5.2 Example Two

Save

An organization wants a LAN server (IP Address: 192.168.16.100) to open ftp service
(Protocol: TCP; Port: 20, 21) to the outside users. And the Device will use 2020 and 2021
as the external ports and the WAN2 IP address (200.200.201.18 in this example) as the
external IP address. As the ftp service uses two ports, so we need set the Port Count to 2.
Then all the requests for ftp from outside users to 200.200.201.18:2020 or
200.200.201.18:2021 will be forwarded to 192.168.16.100:20 or 192.168.16.100:21.

The following figure shows the detailed settings.

Protocol

Start External Port
Internal IP Address
3tart Internal Port
Part Count

Bind to

Description

TCP ~
2020
192.168.16.100
0

[ =]

WANZ

Figure 8-4 Port Forwarding Settings - Example Two

8.1.5.3 Example Three

Save

An organization obtains eight public IP addresses (from 218.1.21.0/29 to 218.1.21.7/29)
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from the ISP. Therein, 218.1.21.1/29 is used as the Internet connection’s gateway IP
address, 218.1.21.2/29 is used as the Device’s WAN1 interface’s IP address.

The organization wants a LAN server (IP Address: 192.168.16.88) to open SMTP service
(Protocol: TCP; Port: 25) to the outside users. And the Device will use 2025 as the
external port and 218.1.21.3 as the external IP address.

Firstly, we need to create a NAT rule, and set its External IP Address to 218.1.21.3, see
section 8.3.5 How to Add the NAT Rules for detailed information. Then we need to
create the port forwarding rule, and select the NAT rule’s ID (4 in this example) from the
Bind to drop-down list.

The following figure shows the detailed settings.

Protocol TCP ~
Start External Port 2025
Internal IP Address 192.168.16.88
Start Internal Fort 25
Port Count 1
Bind to 4 -

Description

Save

Figure 8-5 Port Forwarding Settings - Example Three
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8.2 DMZ Host

This section describes the NAT > DMZ page.

8.2.1 Introduction to DMZ host

The DMZ (Demilitarized Zone) host allows one local host to be exposed to the Internet for
the use of a special service such as online game or video conferencing. When receiving
the requests initiated from outside users, the Device will directly forward these requests to
the specified DMZ host.

For the Device that has multiple WAN interfaces, it allows you to create one global DMZ
host, and several interface DMZ hosts which are bound to each WAN interface
respectively.

e Global DMZ host: You can access the global DMZ host through different Internet
connections at the same time.

e Interface DMZ host: You can only access the interface DMZ host through the
corresponding Internet connection.

0 Note

When a local host is designated as the DMZ host, it loses firewall protection provided
by the Device. As the DMZ host is exposed to many exploits from the Internet, it may
be used to attack your network.
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8.2.2 DMZ Host Settings

8.2.2.1 Global DMZ Host Settings

Global DMZ Interface DMZ

DMZ IP 192.168.16.88

Save
Figure 8-6 Global DMZ Host Settings
< DMZ IP: It specifies the private IP address of the global DMZ host.
> Save: Click it to save the global DMZ host settings.
8.2.2.2 Interface DMZ Host Settings
Global DMZ Interface DMZ
WANT DMZ IP 192.168.16.101
WANZ DMZ IP 192.168.16.16
WANZ DMZ IP 0.0.0.0
WANS DMZ IP 0.0.0.0
Save

Figure 8-7 Interface DMZ Host Settings

< WANx DMZ IP: It specifies the private IP address of the interface DMZ host which is
bound to the WAN interface. Therein, x (value: 1, 2, 3, 4) indicates the corresponding
WAN interface, and the number of WAN interfaces depends on the specific product
model.

> Save: Click it to save the interface DMZ host settings.
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8.2.3 The Priorities of Port Forwarding and DMZ Host

The port forwarding has higher priority than the DMZ host. When receiving a request
packet initiated from an outside user, the Device will firstly search the Port Forwarding
List to find out if there is a port forwarding rule matching the destination IP address and
port of the packet. If a match is found, the Device will forward the packet to the mapped
local host. Else, the Device will try to find out if there is an available DMZ host.

And the interface DMZ host has higher priority than the global DMZ host. Only when there
is no interface DMZ host available to the request packet, the Device will choose the global
DMZ host.
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8.3 NAT Rule

8.3.1 Introduction to NAT

The NAT (Network Address Translation) is an Internet standard that is used to map one IP
address space (i.e., Intranet) to another IP address space (i.e., Internet). The NAT is
designed to alleviate the shortage of IP addresses, that is, it allows all the LAN hosts to
share a single or a small group of IP addresses: On the Internet, there is only a single
device using a single or a small group of public IP addresses; but the LAN hosts can use
any range of private IP addresses, and these IP addresses are not visible from the
Internet. As the internal network can be effectively isolated from the outside world, the
NAT can also provide the benefit of network security assurance.

The Device provides flexible NAT features, and the following sections will describe them in
detail.

8.3.1.1 NAT Address Space Definitions

To ensure that NAT operates properly, the Device uses and maintains two address
spaces:

e Internal IP address: It indicates the IP address that is assigned to a LAN host by the
administrator. It is usually a private IP address.

e External IP address: It indicates the IP address that is assigned to the Device'’s
Internet connection by the ISP. It is a legal public IP address that can represent one or
more internal IP addresses to the outside world.

8.3.1.2 NAT Types

The Device provides three types of NAT: One20ne, EasyIP and Passthrough.

e One20ne (One to One): It indicates static network address translation. It is always
referred to as Basic NAT, which provides a one to one mapping between an internal
and an external IP address. In this type of NAT, IP address need be changed, but port
needn't.

One to One NAT can be used to allow the outside users to access a LAN server: In the
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local network, the LAN server still use the private IP address, which is provided to the
LAN hosts to access; and on the Internet, the Device will assign an external IP address
to the local server, then the outside users can using this external IP address to access
the server through the Device.

EasylP: It indicates network address and port translation (NAPT). Since it is the most
common type of NAT, it is often simply referred to as NAT. NAPT provides many-to-one
mappings between multiple internal IP addresses and a single external IP addresses,
that is, these multiple internal IP addresses will be translated to the same external IP
address. In this type of NAT, to avoid ambiguity in the handling of returned packets, it
must dynamically assign a TCP/UDP port to an outgoing session and change the
packets’ source port to the assigned port before forwarding them. Besides, the Device
must maintain a translation table so that return packets can be correctly translated
back.

Passthrough: It indicates bypassing NAT when NAT is enabled. If you enable NAT, the
LAN hosts must match a NAT rule when accessing outside hosts. So if you do not want
to perform NAT for some LAN hosts, you can use this function to bypass NAT for those
hosts. It is often used for some particular applications that do not support NAT well,
such as, online game or video conferencing. To ensure that these applications run
properly, you can divide a voice and video area in the LAN, and create a
Passthrough NAT rule for the hosts in this area. Then the Device will not perform
NAT for them, that is, the packets sent by these hosts to the outside hosts will be
directly routed and forwarded.

When you obtain multiple public IP addresses from your ISP, you can create more than one

NAT rule for each type of NAT. In actual network environment, different types of NAT rules are

often used together.

8.3.1.3 The Relations of Internet Connection, NAT Rule and

Port Forwarding Rule

On the Device, the relations of the Internet connection, NAT rule and port forwarding rule
are as follows:

A NAT rule should be bound to an Internet connection. It allows you bind multiple NAT
rules to the same Internet connection.

A port forwarding rule should be bound to an EasylP NAT rule (that is, the NAT rule’s
type is EasylP), and the port forwarding rule will use the NAT rule’s external IP address
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as its external IP address. It allows you bind multiple port forwarding rules to the same
EasylIP NAT rule.

e Only after you have configured an Internet connection, you can create a NAT rule which
is bound to this Internet connection; and only after you have configured an EasylP NAT
rule, you can create a port forwarding rule which is bound to this EasylP NAT rule.

8.3.1.4 System Reserved NAT Rules

After you have finished configuring the WAN1 Internet connection through the Quick
Wizard, or configuring the WAN1 Internet connection and other connections in the Basic >
WAN page, the Device will automatically create a NAT rule for each Internet connection
respectively.

For convenience, we call them system reserved NAT rules in the manual. You can view them in
the NAT Rule List. By default, a system reserved NAT rule’s Type is EasylIP, Bind to is the
WAN interface on which the Internet connection is established, external IP Address is 0.0.0.0
which means this NAT rule will directly use the WAN interface’s IP address as its external IP
address.

8.3.2 NAT and Multi-WAN Load Balancing

8.3.2.1 Overview

The section 6.3 Load Balancing describes load balancing among multiple Internet
connections. In actual, that feature implementation is based on NAT feature.

8.3.2.2 Assigning Preferential Channel according to Source IP

Here, the channel stands for the NAT rule, which determines NAT type, external IP
address and Internet connection used by the LAN hosts to surf the Internet.

On the Device, you can assign a preferential channel to some LAN hosts in advance by
specifying the NAT rule’s Start Internal IP Address and End Internal IP Address, then
the LAN hosts belong to the specified address range will preferentially use the assigned
NAT rule to access the Internet. If the assigned NAT rule is in effect, these LAN hosts can
only use this NAT rule to access the Internet. Else, the Device will take them as the free
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LAN hosts (that is, the hosts that have not been assigned a preferential channel) to
process. On the Device, you can assign different preferential channel for different LAN
hosts.

8.3.2.3 Allocating Traffic according to Connection Bandwidth

On the Device, you can designate the ratio of traffic that will be allocated to each Internet
connection in advance. You can achieve this by specifying the Internet connection’s
Weight, the connection that has larger Weight will take more traffic than the connection
that has smaller Weight. In most cases, to properly allocate traffic, you may specify each
connection’s Weight according to the ratio of each connection’s bandwidth.

Note that if several EasylP NAT rules are bound to an Internet connection with multiple IP
addresses, then the Internet connection’s Weight is the sum of each EasylP NAT rule’s
Weight.

Besides, when you have designated preferential channels for some LAN hosts, if you
specify each connection’s Weight according to the ratio of each connection’s bandwidth, the
ratio of each connection’s actual traffic and the ratio of each connection’s bandwidth may be
quite different. In this case, you can adjust each connection’s Weight according to the actual
situation.

8.3.2.4 Two Load Balancing Policies

0 Note

In this section, those hosts that have not been assigned a preferential NAT rule are
called free LAN hosts.

The Load Balancing Policy is used to control and balance the traffic among multiple
Internet connections. Note that the load balancing policy only acts on the free LAN hosts.
The Load Balancing Policy is configured in the Basic > Load Balancing > Global
Settings page, and the Device provides two load balancing policies: load balancing based
on IP address and NAT session. Their implementation mechanisms are as follows.

1. Load Balancing Based on IP Address
Note that here we assume that each LAN host only has one IP address.

If you choose IP address as the load balancing policy, the Device will assign the free LAN
hosts’ IP addresses to each EasylP NAT rule in turn. The ratio of the numbers of the IP
addresses assigned to each EasylP NAT rule is the same with the ratio of each rule’s
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Weight. In this case, the NAT sessions initiated from the same IP address will use the
same NAT rule, that is, a LAN host will use only one NAT rule to access the Internet.

For example, there are three EasylP NAT rules whose Weights are 3, 2 and 1
respectively. Then in the sequence of accessing the Internet, the first, second and third
free hosts will use the first rule, the fourth and fifth free hosts will use the second rule, the
sixth free hosts will use the third rule; then the seventh, eighth and ninth free hosts will use
the first rule ... and so on.

2. Load Balancing Based on NAT Session

If you choose NAT session as the load balancing policy, the Device will assign the NAT
sessions to each EasylP NAT rule in turn. The ratio of the numbers of the NAT sessions
assigned to each EasylP NAT rule is the same with the ratio of each rule’s Weight. In this
case, the NAT sessions initiated from the same LAN host will use different NAT rules, that
is, a LAN host will use several NAT rules to access the Internet.

For example, there are three EasylP NAT rules whose Weights are 3, 2 and 1
respectively. Then in the sequence of accessing the Internet, the first, second and third
NAT sessions initiated from the free LAN hosts will use the first rule, the fourth and fifth
NAT sessions will use the second rule, the sixth NAT sessions will use the third rule; then
the seventh, eighth and ninth NAT sessions will use the first rule ... and so on.

3. How to Choose the Load Balancing Policy

In most cases, it is suggested that you choose IP address as the load balancing policy. If
you want to use some applications that need high bandwidth, such as the NetAnts,
FlashGet, Net Transport, and other multi-threaded download managers (multi-threaded
download means that it can split a file into several pieces and download the pieces
simultaneously, and merge them together once downloaded), you may choose NAT
session as the load balancing policy to take full advantage of multiple Internet connections’
bandwidth to increase download speed. Note that even you choose NAT session as the
load balancing policy, due to that the related download website is busy or there are some
other reasons, the bandwidth of each Internet connection cannot be aggregated fully, so
some applications may be not running smoothly.

8.3.2.5 The Priorities of NAT Rules

When receiving a request packet initiated from a LAN host to access the Internet, the
Device will firstly search the NAT Rule List to find out if there is a NAT rule matching the
source IP address or the packet, that is, the host’'s IP address belongs to the address
range specified by the Start Internal IP Address and End Internal IP Address of the
NAT rule. If a match is found, the Device will assign the matched NAT rule to the host, and
then the host will use this rule to access the Internet. Else, the Device will assign the
EasylP NAT rule to the host. If there are several EasylP NAT rules, the Device will assign
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the IP addresses or NAT sessions to each EasylP NAT rule in turn. Then the Device will
effectively control and balance the traffic among multiple Internet connections.

8.3.3 NAT Rule Settings

The following sections describe three types of NAT rules respectively, which include:
EasylP NAT (see Figure 8-8), One20ne NAT (see Figure 8-9), and Passthrough NAT

(see Figure 8-10).

0 Note

When using multi-NAT (that is, you get multiple public IP addresses from your ISP) on
a WAN interface, you should enable NAT proxy ARP on the interface. The operation
is as follows: Go to the Basic > WAN > WAN List page, click the Edit hyperlink of the
related Internet connection to go to its setup page, click the Advanced Options, and
then select Nat from the Proxy ARP drop-down list, lastly click the Save button.

8.3.3.1 EasylIP NAT Rule Settings

NAT Rule List NAT Rule Settings
NAT Type EasylP -
External IP Address 218.1.21.3
Start Internal IP Address 192.168.16.10
End Internal IP Address 192.168.16.20

Weight
Bind to

Description

£

WANT

Save

Figure 8-8 EasylP NAT Rule Settings

< NAT Type: It specifies the type of the NAT rule. The available options are EasylP,
One20ne, and Passthrough. Here please select EasylP.

<~ External IP Address: It specifies the external IP address to which the LAN hosts’ IP
addressed are mapped. A system reserved NAT rule’s external IP address is 0.0.0.0,
which means that the rule will use the related WAN interface’s IP address as its
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external IP address; and it is non-editable. A user-defined NAT rule’s external IP
address can be neither 0.0.0.0 nor the WAN interface’s IP address, that is, you can
only use the other public IP addresses provided by your ISP as its external IP
addresses.

<~ Start Internal IP Address and End Internal IP Address: They specify the internal
address range of the NAT rule. The LAN hosts that belong to this address range will
preferential use the NAT rule.

< Weight: It specifies the weight of the NAT rule. It should be a number between 1 and
255. The default value is 1.

<~ Bind to: It specifies an Internet connection to which the NAT rule is bound. The LAN
hosts that match the NAT rule will access the Internet through this Internet
connection.

<~ Description: It specifies the description of the NAT rule.

> Save: Click it to save the NAT rule settings.

8.3.3.2 One20ne NAT Rule Settings

NAT Rule List NAT Rule Settings

NAT Type One20ne A4
Start External IP Address 202113

Start Internal IP Address 192.168.16.100
End Internal IP Address 192.168.16.106
Bind to WANT -
Description

Save

Figure 8-9 One20ne NAT Rule Settings

< NAT Type: It specifies the type of the NAT rule. The available options are EasylP,
One20ne, and Passthrough. Here please select One20ne.

<~ Start External IP Address: It specifies the start external IP address to which the start
internal IP address is mapped.

< Start Internal IP Address and End Internal IP Address: They specify the internal
address range of the NAT rule. The LAN hosts that belong to this address range will
use the NAT rule.
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<%

Bind to: It specifies an Internet connection to which the NAT rule is bound. The LAN
hosts that match the NAT rule will access the Internet through this Internet
connection.

Description: It specifies the description of the NAT rule.

Save: Click it to save the NAT rule settings.

0 Note

When creating a One20ne NAT rule, you should set the Start External IP Address,
and the number of the external IP addresses is the same with the number of internal
IP addresses, which is determined by the Start Internal IP Address and End
Internal IP Address. For example, if the Start Internal IP Address is 192.168.16.6,
End Internal IP Address is 192.168.16.8, and Start External IP Address is
200.200.200.116, then 192.168.16.6, 192.168.16.7, and 192.168.16.8 will be mapped
to 200.200.200.116, 200.200.200.117, and 200.200.200.118 respectively.

In order to make both LAN hosts and Internet hosts can access a One20ne NAT
rule’s external IP addresses (that is, public IP addresses), after you finished
configuring the One20ne NAT rule, the Device will automatically create the related
static routes and enable NAT proxy ARP (by selecting Nat from Proxy ARP
drop-down list) on the related WAN interface. You can go to the Advanced > Static
Route page to view those static routes in the Static Route List, therein, the static
route’s Destination IP is a public IP addresses, Gateway IP is the related WAN
interface’s IP address.

8.3.3.3 Passthrough NAT Rule Settings

NAT Rule List NAT Rule Settings
NAT Type Passthrough
Start Internal IP Address 202.96.100.2
End Internal IP Address 202.96.100.30
Bind to WANZ ~

Description

Save

Figure 8-10 Passthrough NAT Rule Settings
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< NAT Type: It specifies the type of the NAT rule. The available options are EasylP,
One20ne, and Passthrough. Here please select Passthrough.

<~ Start Internal IP Address and End Internal IP Address: They specify the internal
address range of the NAT rule. They are usually public IP addresses provided by the
ISP. The LAN hosts that belong to this address range will use the Passthrough NAT
rule; that is, the Device will not perform NAT for them, so the packets sent by these
hosts to the outside hosts will be directly routed and forwarded. Note that the internal
address range of a Passthrough NAT rule should not overlap with the external
address range of any EasylP or One20ne NAT rule.

<~ Bind to: It specifies an Internet connection to which the NAT rule is bound. The LAN
hosts that match the NAT rule will access the Internet through this Internet
connection.

<~ Description: It specifies the description of the NAT rule.

> Save: Click it to save the NAT rule settings.

8.3.4 NAT Rule List

520 LinesPage: 10 = Firsk  Prev  Memt  Lasi Search M
I Exlemnal I Address Sant Elpmal I Addrosn Endd Intermal I Address Typm Wivigil B i Deucrighion  Edil

CifAihz L] 0000 0.0.0.0 CasyiP 1 WaN1
Fiiehin_03 el ] il el ] o600 EasyiP 1 WalNZ
AL RELR 152 488 1810 122 188 18,100 EaxylP 2 AN
& M1 192 184 18.200 182 188 18203 Orie2Cme 1] WaN1T
pooo 202881002 202 568 100 30 Passihrough @ Wakz

Salect All Dialate

Figure 8-11 NAT Rule List

> Add a NAT Rule: If you want to add a new NAT rule, click the New button or select
the NAT Rule Settings tab to go to the setup page, and then configure it, lastly click
the Save button.

> View NAT Rule(s): When you have configured some NAT rules, you can view them in
the NAT Rule List.

> Edit a NAT Rule: If you want to modify a configured NAT rule, click its Edit hyperlink,
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the related information will be displayed in the setup page. Then modify it, and click
the Save button.

> Delete NAT Rule(s): If you want to delete one or more NAT rules, select the leftmost
check boxes of them, and then click the Delete button.

8.3.5 How to Add the NAT Rules

If you want to add one or more NAT rules, do the following:
Step1  Please decide the type of the NAT rule.

Step2 Go to the NAT > NAT Rule page, and then click the New button or select the
NAT Rule Settings tab to go to the setup page.

Step 3  Select a type from the NAT Type drop-down list as required.
Step 4  There are three cases:

1) If the NAT rules’ type is EasylP, please specify the External IP Address,
Start Internal IP Address, End Internal IP Address, and Weight as
required.

2) If the NAT rules’ type is One20ne, please specify the Start External IP
Address, Start Internal IP Address, and End Internal IP Address as
required.

3) Ifthe NAT rules’ type is Passthrough, please specify the Start Internal IP
Address and End Internal IP Address as required.

Step 5 Select an Internet connection from the Bind to drop-down list as required.

Step 6 Click the Save button to save the settings. You can view the NAT rule in the
NAT Rule List.

Step 7  If you want to add another new NAT rule, please repeat the above steps.

0 Note

1. If you want to delete one or more NAT rules, select the leftmost check boxes of them
in the NAT Rule List, and then click the Delete button. Note that you cannot delete
the system reserved NAT rules here.
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2. A system reserved NAT rule’s external IP address is 0.0.0.0, which means that the
rule will use the related WAN interface’s IP address as its external IP address; and it
is non-editable. A user-defined NAT rule’s external IP address can be neither 0.0.0.0
nor the related WAN interface’s IP address, that is, you can only use the other public
IP addresses provided by your ISP as its external IP addresses.

3. The internal IP address range of each NAT rule should not overlap, and the external
IP address range of each NAT rule should not overlap too; and the internal IP address
range of a Passthrough NAT rule should not overlap with the external IP address
range of any EasylP or One20ne NAT rule.

8.3.6 Configuration Examples for NAT Rule

8.3.6.1 An Example for Configuring EasylP NAT Rule

1. Requirements

In this example, an Internet café has a single Internet connection, and obtains eight public
IP addresses (from 218.1.21.0/29 to 218.1.21.7/29) from the ISP. Therein, 218.1.21.1/29
is used as the Internet connection’s gateway IP address, 218.1.21.2/29 is used as the
Device’s WAN1 interface’s IP address. Note that 218.1.21.0/29 and 218.1.21.7/29 cannot
be used as they are the subnet number and broadcast address respectively.

The administrator want the hosts in the online game area (its address range is from
192.168.16.10/24 to 192.168.16.100/24) to use 218.1.21.3/29 to access the Internet. To
achieve this purpose, he should create an EasylP NAT rule for them. The rule’s External
IP Address is 218.1.21.3, Start Internal IP address is 192.168.16.10, End Internal IP
Address is 192.168.16.100, and Bind to is WAN1. And we assume that the Weight is 2.

2. Configuration Procedure
The configuration steps are the following:

Step1  Goto the NAT > NAT Rule page, and select the NAT Rule Settings tab to go to
the setup page.

Step 2  Select EasylP from the NAT Type drop-down list, see the following figure.
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MAT Type EasylP -
External IP Address 2181213

Start Internal IP Address 192.168.16.10
End Internal IP Address 192.168.16.100
Weight 2
Bind to WANT -
Description

Step 3

Step 4
Step 5

Step 6

Save

Figure 8-12 EasylP NAT Rule Settings - Example

Enter 218.1.21.3 in the External IP Address text box, enter 192.168.16.10 in
the Start Internal IP address text box, and enter 192.168.16.100 in the End
Internal IP address text box.

Enter 2 in the Weight text box.
Select WAN1 from the Bind to drop-down list.

Click the Save button to save the settings. Till now you have finished
configuring the NAT rule, and then you can view its configuration in the NAT
Rule List.

8.3.6.2 An Example for Configuring One20ne NAT Rule

1. Requirements

In this example, see Figure 8-13, a business has a single static IP Internet connection,
and obtains eight public IP addresses (from 202.1.1.128/29 to 202.1.1.1.135/29) from the
ISP. Therein, 202.1.1.129/29 is used as the Internet connection’s gateway IP address,
202.1.1.130/2 is used as the Device’s WAN1 interface’s IP address. Note that
202.1.1.128/29 and 202.1.1.1.135/29 cannot be used as they are the subnet number and
broadcast address respectively.
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Default Gateway:
LANM Interface: WAN Interface: 20211129/29
192.168.16.1/24 202.1.1.130/29 @
Device
EasylP NAT

LAM Hosts 20211130
LAN Servers: One20ne NAT 20211131 - 202.1.1.134
192.168.16.200 - 192.168.16.203

Figure 8-13 Network Topology for One20ne NAT Rule Configuration Example

The business employees will share a single public IP address of 202.1.1.130/29 to access
the Internet. The LAN’s subnet number is 192.168.16.0, and subnet mask is
255.255.255.0. And the business want to use the remaining four public IP addresses (from
202.1.1.131/29 to 202.1.1.134/29) to create a One20ne rule for the four local servers,
then the outside users can use these public addresses to access the local servers through
the Device. The four local servers IP addresses are from 192.168.16.200/24 to
192.168.16.203/24, which are mapped to 202.1.1.131/29, 202.1.1.132/29, 202.1.1.133/29,
202.1.1.134/29 respectively.

2. Analysis

Firstly we need configure a static IP Internet connection on the WAN1 interface in the
Basic > WAN page or through the Quick Wizard. After you have configured the Internet
connection, the Device will automatically create a related system reserved NAT rule, and
also enable NAT.

Secondly, we need to create a One20ne NAT rule for the four local servers. After you
have configured this rule, the Device will automatically create the related static route and
enable NAT proxy ARP on the WAN1 interface. Please see section 8.3.3.2 One20ne
NAT Rule Settings for detailed description.

3. Configuration Procedure
Here we only describe how to create the One20ne NAT rule.
The configuration steps are the following:

Step1  Go to the NAT > NAT Rule page, and select the NAT Rule Settings tab to go to
the setup page.

Step 2  Select One20ne from the NAT Type drop-down list, see the following figure.
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MAT Type OneZ0ne -
3tart External IP Address 20211131

Start Internal IP Address 192.168.16.200
End Internal IP Address 192.168.16.203
Bind to WANT -
Description

Save

Figure 8-14 One20ne NAT Rule Settings - Example

Step3 Enter 202.1.1.131 in the Start External IP Address text box, enter
192.168.16.200 in the Start Internal IP address text box, and enter
192.168.16.203 in the End Internal IP address text box.

Step4  Select WAN1 from the Bind to drop-down list.

Step 5 Click the Save button to save the settings. Till now you have finished
configuring the NAT rule, and then you can view its related configuration in the
NAT Rule List.

8.3.6.3 An Example for Configuring Passthrough NAT Rule

1. Requirements

In this example, see Figure 8-15, a business has a single static IP Internet connection.
The connection IP address is 202.96.97.2/30, and the connection’s gateway IP address is
202.96.97.1/30. The business employees will share the IP address of 202.96.97.2/30 to
access the Internet. The LAN’s subnet number is 192.168.16.0, and subnet mask is
255.255.255.0.

Furthermore, the ISP has assigned a range of IP addresses (from 202.96.100.0/27 to
202.96.100.31/27) to the business. The business wants to assign these public IP
addresses for some local servers, and create a Passthrough NAT rule for these local
servers. Note that 202.96.100.0/27 and 202.96.100.31/27 cannot be used as they are the
subnet number and broadcast address respectively.
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Default Gateway:
LAN Interface: WANZ Interface: 2028697 .1/30

192 168.16.1/24 20296100127 @
Device WANT Interface:

2029697 2130

EasylP MNAT

LAMN Hosts 202964972

LAN Servers: Passthrough NAT
202961002 - 202.96.100.30

202961002 - 202.96.100.30

Figure 8-15 Network Topology for Passthrough NAT Rule Configuration Example

2. Analysis

Firstly we need configure a static IP Internet connection on the WAN1 interface in the
Basic > WAN page or through the Quick Wizard. After you have configured the Internet
connection, the Device will automatically create the related system reserved NAT rule,
and also enable NAT.

Secondly, in order to make the opened local servers be routed directly, we need connect
the servers to the Device’s WAN2 interface over a switch, set the WAN2 interface IP
address to 202.96.100.1/27, set each server’s IP address to an IP address in the range of
202.96.100.2/27 through 202.96.100.30/27, and set each server’s default gateway IP
address to 202.96.100.1/27.

Lastly, we need to create a Passthrough NAT rule for the opened local servers.
3. Configuration Procedure

Here we only describe how to create the Passthrough NAT rule.

The configuration steps are the following:

Step1  Goto the NAT > NAT Rule page, and select the NAT Rule Settings tab to go to
the setup page.

Step2 Select Passthrough from the NAT Type drop-down list, see the following
figure.
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MNAT Type Passthrough -

Start Internal IF Address 202.96.100.2
End Internal IP Address 202.96.100.30

Bindto WANZ -

Description

Save

Figure 8-16 Passthrough NAT Rule Settings - Example

Step 3 Enter 202.96.100.2 in the Start Internal IP address text box, and enter
202.96.100.30 in the End Internal IP address text box.

Step4  Select WAN2 from the Bind to drop-down list.

Step5 Click the Save button to save the settings. Till now you have finished
configuring the NAT rule, and then you can view its configuration in the NAT
Rule List.
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8.4 UPNnP

This section describes the NAT > UPnP page.

The Universal Plug and Play (UPnP) is architecture that implements zero configuration
networking, that is, it provides automatic IP configuration and dynamic discovery of the
UPnP compatible devices from various vendors. A UPnP compatible device can
dynamically join a network, obtain an IP address, announce its name, convey its
capabilities upon request, and learn about the presence and capabilities of other devices
on the network.

The Device can implement NAT traversal by enabling UPnP. When you enable UPnP, the
Device allows any LAN UPnP-enabled device to perform a variety of actions, including
retrieving the public IP address, enumerate existing port mappings, and add or remove
port mappings. By adding a port mapping, a UPnP-enabled device opens the related
service ports on the Device to allow the Internet hosts access. Windows Messenger is an
example of an application that supports NAT traversal and UPnP.

The Device provides the UPnP Port Forwarding List, which lists all the port forwarding rules
established using UPnP. You can view each port forwarding rule’s detailed information in the
list, which includes internal IP address, internal port, protocol, remote IP address, external port,
and description.

8.4.1 Enable UPnP

UPnP Port Forwarding

Enable UPnP | Save |

Figure 8-17 Enable UPnP

< Enable UPnP: It allows you to enable or disable UPnP. If you want to enable UPnP,
please select this check box.

> Save: Click it to save your settings.

0 Note
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The UPnP is enabled on the LAN interface by default.

8.4.2 UPNP Port Forwarding List
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Figure 8-18 UPnP Port Forwarding List

ID: It is used to identify each UPnP port forwarding rule in the list.
Internal IP: It displays the IP address of the LAN host.

Internal Port: It displays the service port provided by the LAN host.
Protocol: It displays the transport protocol used by the service.

Remote IP: It displays the IP address of the remote host.

S T TR SRS

External Port: It displays the external port of the UPnP port forwarding, which is
opened for outside user to access.

<~ Description: It displays the description of the UPnP port forwarding rule.

> Delete: If you want to delete one or more UPnP port forwarding rules, select the
leftmost check boxes of them, and then click the Delete button.
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Chapter 9 PPPoE Server

9.1 Introduction to PPPoE

The PPPoE stands for Point-to-Point Protocol over Ethernet, which uses client/server
model. The PPPoE provides the ability to connect the Ethernet hosts to a remote Access
Concentrator (AC) over a simple bridging access device. And it provides extensive access
control management and accounting benefits to ISPs and network administrators.

The PPPoE is a network protocol for encapsulating PPP frames in Ethernet frames to
provide point-to-point connection over an Ethernet network.

9.1.1 PPPoE Stages

As specified in RFC 2516, the PPPoE has two distinct stages: a discovery stage and a
PPP session stage. The following describes them respectively.

9.1.2 PPPoE Discovery Stage

In the PPPoE discovery stage, a PPPoE client will find a proper server, and then build the
connection. When a client initiates a PPPoOE session, it should perform discovery to
indentify the PPPoE server’s Ethernet MAC address, and establish a PPPoE session ID.

PADI
>
PPPoE Client PADO
< PPPoE Server
PADR =
%} > L
PADS

A

Figure 9-1 PPPoE Discovery Stage Flows

See Figure 9-1, the discovery stage includes the following four steps:
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1. PADI (PPPoE Active Discovery Initiation): At the beginning, a PPPoE client
broadcasts a PADI packet to find all the servers that can be connected possibly. Until
it receives PADO packets from one or more servers. The PADI packet must contain a
service name which indicates the service requested by the client.

2. PADO (PPPoE Active Discovery Offer): When a PPPoE server receives a PADI
packet in its service range, it will send a PADO response packet. The PADO packet
must contain the server’s name, and a service name identical to the one in the PADI,
and any number of other service names which indicate other services that the PPPoE
server can offer. If a PPPoOE server receives a PADI packet beyond its service range,
it cannot respond with a PADO packet.

3. PADR (PPPoE Active Discovery Request): The client may receive more than one
PADO packet as the PADI was broadcast. The client chooses one server according
to the server’s name or the services offered. Then the host sends a PADR packet to
the selected server. The PADR packet must contain a service name which indicates
the service requested by the client.

4. PADS (PPPoE Active Discovery Session- confirmation): When a PPPoE server
receives a PADR packet; it prepares to begin a PPP session. It generates a unique
PPPoE session ID, and respond to the client with a PADS packet. The PADS packet
must contain a service name which indicates the service provided to the client.

When the discovery stage completes successfully, both the server and client know the
PPPoE session ID and the peer's Ethernet MAC address, which together define the
PPPoE session uniquely.

9.1.3 PPP Session Stage

In the PPP session stage, the server and client perform standard PPP negotiation to
establish a PPP connection. After the PPP connection is established successfully, the
original datagram are encapsulated in PPP frames, and PPP frames are encapsulated in
PPPoE session frames, which have the Ethernet type 0x8864. Then these Ethernet
frames are sent to the peer. In a PPPoE session frame, the session ID must be the value
assigned in the Discovery stage, and cannot be changed in this session.

http://www.uttglobal.com Page 229




UTT Technologies Chapter 9 PPPoE Server

9.1.4 PPPoOE Session Termination

After a session is established, either the server or client may send a PADT (PPPoE Active
Discovery Terminate) packet at anytime to indicate the session has been terminated. The
PADT packet's SESSION-ID must be set to indicate which session is to be terminated.
Once received a PADT, no further PPP packets (even normal PPP termination packets)
are allowed to be sent using the specified session. A PPP peer should use the PPP
protocol itself to terminate a PPPoE session, but can use the PADT packet to terminate
the PPPoE session if PPP cannot be used.

9.2 PPPoOE Server Settings

The UTT Series Security Firewalls support PPPoE server to allow LAN hosts acting as the
PPPoE clients to dial up to the Device.

The UTT Series Security Firewalls provide rich PPPoE server features, which include
PPPoE server global settings, PPPoE account settings, static and dynamic address
allocation, PPPoE account and MAC address binding, PPPoE account and IP address
binding, PPPoE IP/MAC binding, PPPoE status viewing, and so on.

9.2.1 PPPoE Server Global Settings

Global Settings Internet Access Control
Enable PPPoE Server i
Start IP Address 10.0.0.1

Mumber of addresses 400

Primary DNS Server 202.86.2085
Secondary DNS Server 0.0.0.0
Advanced Options (Setting PPP Authentication and Max. Sessions, etc.)
PPPF Authentication AUTO ~
Max. Sessions 400

Save

Figure 9-2 PPPoE Server Global Settings
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<>

Enable PPPoOE Server: It allows you to enable or disable PPPoE server. If you want
to enable PPPoE server on the Device, please select this check box. Only after you
have enabled PPPoE server, you can configure the other parameters in this page.

Start IP Address: It specifies the starting IP address that is assigned by the PPPoE
server.

Number of Addresses: It specifies the maximum number of IP addresses that can
be assigned to the PPPOE clients. The addresses can be assigned dynamically or
manually by the PPPoE server.

Primary DNS Server: It specifies the IP address of the primary DNS server that is
available to a PPPoE client.

Secondary DNS Server: It specifies the IP address of the secondary DNS server
that is available to a PPPoE client.

Advanced Options: Click it to view and configure advanced parameters. In most
cases, you need not configure them.

PPP Authentication: It specifies the PPP authentication mode by which the PPPoE
server authenticates a PPPoE client. The available options are NONE, PAP, CHAP
and Either. In most cases, please leave the default value of Either, which means that
the Device will automatically choose PAP or CHAP to authenticate the PPPoE client.

Max. Sessions: It specifies the maximum number of PPPoE sessions that can be
created on the Device. The maximum value of Max. Sessions depends on the
specific product model.

Save: Click it to save the PPPoE server global settings.

9.2.2 Internet Access Control

Only Allow PPPoE Users

Exception

<>

Save

Figure 9-3 Internet Access Control Settings

Only Allow PPPoE Users: It allows you to enable or disable Only Allow PPPoE
Users, that is, only the PPPoE dial-in users can access the Internet through the
Device. If you want to only allow the PPPoE dial-in users to access the Internet
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through the Device, please select this option. The one exception is that you select an
address group from Exception drop-down list.

< Exception: It specifies an address group that is exempt from the restriction of Only
Allow PPPoE Users. If you select an address group here, the LAN users that belong
to this address group are exempt from the restriction of Only Allow PPPoE Users,
that is, whether it is enabled or not, those users may access the Internet through the
Device even they aren’t PPPoE dial-in users. The address group is configured in the
Security > Address Group page.

> Save: Click it to save the Internet access control settings.
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9.3 PPPoE Account

This section describes the PPPoE > PPPoE Account page, which includes the PPPoE
Account Settings, PPPoE Account List, Import Accounts and PPPoE Account
Billing.

9.3.1 PPPoE Account Settings

In the PPPoE > PPPoE Account > PPPoE Account Settings page, you can configure
PPPoE account related parameters, which include basic parameters, rate limit parameters
and security parameters.

User Mame
Password
Descriptian
Advanced Options  (Idle Time,Session Timeout,Dialing Schedule, etz
Idle Timeout 0 seconds

Session Timeout O secands

Dialing Schedule

(Before configure PPPOE Rate Limit, please make sure the Rate Limit function is enabled in QoS - Global

Settings.)
TxBandwidth 0 kbitls
RxBandwidth 0 knit's

Accounting Mode

Max. Sessions 1

Account/MAC Binding MNone =

Security

0.0.00

AccountlP Binding L o -
(The priority of Account/P Binding is lower than the one of IPIMAC Binding.)

Figure 9-4 PPPoE Account Settings
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<>

User Name: It specifies a unique user name of the PPPoE account. It should be
between 1 and 31 characters long. The PPPoE server will use User Name and
Password to identify the PPPoE client.

Password: It specifies the password of the PPPoE account.
Description: It specifies the description of the PPPoE account.

Advanced Options: Click it to view and configure advanced parameters. In most
cases, you need not configure them.

Idle Timeout: It specifies how long the PPPoE session keeps connected since no
packets are transmitted through the PPPoE session. The Device will automatically
terminate the session after it has been inactive for the specified period of time. It
should be between 0 and 65535 seconds. The default value is zero, which means
that the Device will not terminate it.

Session Timeout: It specifies how long the PPPoE session keeps connected since
established. The Device will automatically terminate the session after it has been
connected for the specified period of time. It should be between 0 and 65535 seconds.
The default value is zero, which means that the Device will not terminate it.

Dialing Schedule: It specifies a schedule during which a PPPoE client can use the
current PPPoE account to dial up. If you select a schedule here, it will allow the
PPPoE client to dial up only in the selected schedule range. Else, the PPPoE client
can always dial up. The schedule is configured in the Security > Schedule page.

Tx Bandwidth: It specifies the maximum upload bandwidth of a PPPoE dial-in user
that uses the current PPPoE account.

Rx Bandwidth: It specifies the maximum download bandwidth of a PPPoE dial-in
user that uses the current PPPoE account.

Accounting Mode: UTT Series support Account Billing of PPPoE Server. It offer
account billing based on different mode of By Date, By Hour and By Traffic.

e None: If you don’t want to bill a PPPoE Account, please select this option. The
default value is None.

e By Date: Account will expire at the specified date. Refer to section 9.3.4 PPPoE
Account Billing for more information.

e By Hours: Account will expire after accumulative online time reaches the
specified hours. Refer to section 9.3.4 PPPoE Account Billing for more
information.

e By Traffic: Account will expire after accumulative upload or download traffic
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<%

<%

>

reaches the specified megabytes. Refer to section 9.3.4 PPPoE Account Billing
for more information.

Max. Sessions: It specifies the maximum number of PPPoE sessions that can be
created by using the current PPPoE account.

Account/MAC Binding: It specifies the type of PPPoE account and MAC address
binding. The available options are None, Auto and Manual.

e None: If you don’t want to create account/MAC binding for the current PPPoE
account, select this option, then a PPPoE client with any MAC address can use
the current PPPoE account to dial up.

e Auto: If you want to create account/MAC binding for the current PPPoE account
automatically, select this option. That is, the Device will automatically bind the
PPPoE account to the MAC address of the user who uses this account to
establish a PPPoE session firstly. After that only this user can use the account.

e Manual: If you want to create account/MAC binding for the current PPPoE
account manually, select this option, and configure up to four MAC addresses
that are bound to the account. Then only the users with one of these MAC
addresses can use the account.

MAC Address: It specifies the MAC address that is bound to the current PPPoE
account. If you select Manual from the Account/MAC Binding drop-down list, this
parameter will be displayed. In this case, you should enter a MAC address that is
bound to the account in the text box.

MAC Address 2, MAC Address 3, and MAC address 4: It specifies another three
MAC addresses that are bound to the current PPPoE account. If you select Manual
from the Account/MAC Binding drop-down list, you can configure more than one
MAC address (up to four) if needed.

Account/IP Binding: It specifies a static IP address that is assigned to the user who
uses the current PPPoE account. It must be a valid IP address in the range of
address pool configured in the PPPoE > Global Settings page.

Save: Click it to save the PPPoE account settings.

0 Note

1.

If you want to assign a static IP address to the user that uses a PPPoE account to
establish a PPPoOE session, you should enter the IP address in the Account/IP
Binding text box, and should set the Max. Sessions to 1.
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2.

The PPPoE IP/MAC binding has higher priority than the PPPoE account/IP binding,
that is, if an IP/MAC binding and account/IP binding have the same IP address, the
Device will assign this IP address to the user that matches the IP/MAC binding. The
IP/MAC binding is configured in the PPPoE > PPPoE IP/MAC > IP/MAC Binding
Settings page.

The rate limit for a PPPoE account is in effect only when the Enable Rate Limit
check box is selected in the QoS > Global Settings page.

9.3.2 PPPoE Account List

When you have configured some PPPoE accounts, you can view their configuration in the
PPPoE Account List, including User Name, Enable, Tx Bandwidth, Rx Bandwidth,
Account/IP Binding, Accounting Mode, Max. Sessions, and Description.

Figure 9-5 PPPoE Account List

Add a PPPoE Account: If you want to add a new PPPoE account, click the New
button or select the PPPoE Account Settings tab to go to the setup page, and then
configure it, lastly click the Save button.

Enable a PPPoE Account: The Enable check box is used to enable or disable the
corresponding PPPoE account. The default value is selected, which means the
PPPoE account is in effect. If you want to disable the PPPoE account temporarily
instead of deleting it, please click it to remove the check mark.

Edit a PPPoE Account: If you want to modify a configured PPPoE account, click its
Edit hyperlink, the related information will be displayed in the setup page. Then
modify it, and click the Save button.

Delete PPPoE Account(s): If you want to delete one or more PPPoE accounts,
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select the leftmost check boxes of them, and then click the Delete button.

9.3.3 Import Accounts

The PPPoE > PPPoE Account > Import Accounts page provides PPPoE accounts
import function to simplify operation. When you want to create a great deal of PPPoE
accounts, you can import them at a time in the page. You can edit them in Notepad, and
then copy them to the Import Accounts list box; also you can directly enter them in the
Import Accounts list box. The import contents are: User Name, Password, and
Description of each PPPoE account, one PPPoE account per line; and the import format
of a PPPoE account is: User Name<Space>Password<Space>Description<Enter>.

PPPoE Account Settings Import Accounts

testl passwordl descriptionl
test? password? description?
test3 passwrod3 description?’

Save

Figure 9-6 PPPoE Accounts Import

> Save: After you have entered the PPPoE accounts in the Import Accounts list box,
click the Save button to save them to the Device, and then you can view them in the
PPPoE Account List.

0 Note

To avoid unnecessary data loss due to computer crashes, you can copy the entered
PPPoE accounts to a Notepad file in your local PC before saving them to the Device.
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9.3.4 PPPoE Account Billing

9.3.4.1 Introduction to PPPoE Account Billing Mechanism

PPPoE Account Billing is a specific function of UTT Series Security Firewalls. It provides a
billing mechanism. According to different Accounting Mode, the UTT Device will start to
run the billing mechanism by Date, Hour or Traffic. Together with PPPoE Account
Expiration Notice to alert the user to renew the account, PPPoE Account Billing can be a
very helpful Billing tool especially for Communication. When the PPPoE account expires,
the account will be no longer available unless the user renew the account. Here provide
the billing mechanism picture, see Figure 9-7.

START /4 Yes
|

Check Accounting Mode

Set Expiration Expiration
By Date? Yes—»{ Date, Billing by dats reach? Ye Renew Account
Date )
No Yes
Set Online Remainin
Yes— #lours, Billing by o 03
Hour )
T Yes
No No
Set Max. Tx/Rx L.
" . Remaining Tx/R PPPoE Account
Yes—» Traffic, Billing Traffic ?s 0? closed
by Traffic )
T No
No

None » END \<

Figure 9-7 PPPoE Account Billing mechanism
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9.3.4.2 PPPoE Account Billing By Date

If you want to create a PPPoE Billing Account by date, you can go to PPPoE > PPPoE
Account > PPPoE Account Settings page and set the Accounting Mode as By Date,
see Figure.

Accounting Mode By Date  w
At:t:ounling Account Gpening Date

Account Expiration Date

Figure 9-8 PPPoE Account Billing By Date

<~ Accounting Mode: It specify the accounting mode of the PPPoE billing account.
Here select By Date.

<- Account Opening Date: It specify the opening date of the PPPoE account. If the
current date is before the Account Opening Date, the account cannot be used
because it's been disabled by the UTT device.

<~ Account Expiration Date: It specify the expiration(end) date of the PPPoE account.
If the current date is after the Account Expiration Date, the account cannot be used
because it's been disabled by the UTT device.

0 Note

1. To ensure that PPPoE Account Billing operates properly, you should synchronize the
system clock in the System > Time page.

2. Before the PPPoE Account expires, if you have also set the PPPoE Account
Expiration Notice (refer to section 9.7 PPPoE Account Expiration Notice for more
information), the device will push a notice to the user. If the user decide to renew the
account(Accounting Mode is By Date), the Administrator should set the Account
Opening Date and Account Expiration Date to new dates.

9.3.4.3 PPPoE Account Billing By Hour

If you want to create a PPPoE Billing Account by hour, you can go to PPPoE > PPPoE
Account > PPPoE Account Settings page and set the Accounting Mode as By Hour.
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Accounting

<%

<>

Accounting Mode

Hours (0 means no limit)

Figure 9-9 PPPoE Account Billing By Hour

Accounting Mode: It specify the accounting mode of the PPPoE billing account.
Here select By Hour.

Hours: It specify the max online time(by hour) of the PPPoE account. The device will
accumulate the online time of the PPPoE account, once the online time reaches the
max online time, the account cannot be used because it’'s been disabled by the UTT
device. 0 means no limit, the account will be always enabled.

0 Note

To ensure that PPPoE Account Billing operates properly, you should synchronize the
system clock in the System > Time page.

Before the PPPoE Account expires, if you have also set the PPPoE Account
Expiration Notice(refer to section 9.7 PPPoE Account Expiration Notice for more
information), the device will push a notice to the user. If the user decide to renew the
account(Accounting Mode is By Hour), the Administrator should set the Hours to a
new value.

9.3.4.4 PPPoE Account Billing By Traffic

If you want to create a PPPoE Billing Account by traffic, you can go to PPPoE > PPPoE
Account > PPPoE Account Settings page and set the Accounting Mode as By Traffic.

Accounting Tx Traffic MBytes (0 means na limit)

<>

Accounting Mode

R Traffic MBytes (0 means no limit)

Figure 9-10 PPPoE Account Billing By Traffic

Accounting Mode: It specify the accounting mode of the PPPoE billing account.
Here select By Traffic.
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< Tx. Traffic: It specify the max Tx. Traffic of the PPPoE account. The device will
accumulate the upload traffic of the PPPoE account, once the accumulative upload
traffic reaches the Tx. Traffic, the account cannot be used because it's been disabled
by the UTT device. 0 means no limit for upload traffic.

< Rx. Traffic: It specify the max Rx. Traffic of the PPPoE account. The device will
accumulate the download traffic of the PPPoE account, once the accumulative
download traffic reaches the Rx. Traffic, the account cannot be used because it’'s
been disabled by the UTT device. 0 means no limit for download traffic.

0 Note

Before the accumulative upload/download traffic reaches the Tx./Rx. Traffic, if you have
also set the PPPoE Account Expiration Notice(refer to section 9.7 PPPoE Account
Expiration Notice for more information), the device will push a notice to the user. If the
user decide to renew the account(Accounting Mode is By Traffic), the Administrator should
set the Tx. Traffic and Rx. Traffic to new value.

9.4 PPPoE IP/MAC Binding

In the PPPoE > PPPoE IP/MAC > IP/MAC Binding Settings page, you can create a
binding by mapping a static IP address to a host's MAC address, and then the PPPoE
server will always assign this IP address to the specified host.

9.4.1 PPPoE IP/MAC Binding Settings

Binding List IP/MAC Binding Settings

IP Address 192.168.16.88
MAC Address 0022aa115566

Description

Save

Figure 9-11 PPPoE IP/MAC Binding Settings

< IP Address: It specifies the IP address for the PPPoE IP/MAC binding. The PPPoE
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server will always assign this address to the PPPoE dial-in host specified by the MAC
Address. It must be a valid IP address in the range of address pool configured in the
PPPoE > Global Settings page.

< MAC Address: It specifies the MAC address of a PPPoE dial-in host.
<~ Description: It specifies the description of the PPPoE IP/MAC binding.

> Save: Click it to save the PPPoE IP/MAC binding settings.

0 Note

1. If you create an IP/MAC binding for a PPPoE dial-in user, the PPPoE server will
always assign the specified IP address to the user.

2. The PPPoE IP/MAC binding has higher priority than the PPPoE account/IP binding,
that is, if an IP/MAC binding and account/IP binding have the same IP address, the
Device will assign this IP address to the user that matches the IP/MAC binding. The
account/IP binding is configured in the PPPoE > PPPoE Account > PPPoE Account
Settings page.

9.4.2 PPPoE IP/MAC Binding List

When you have configured some PPPoE IP/MAC bindings, you can view them in the
PPPoE IP/MAC Binding List, and check whether a static IP address is assigned to the
specified host or not.

IP/MAC Binding List IFMAC Binding Senings
1500 LinesPage: 10 = First  Prev  Naxt Lot Search: Db
o I fubdress MAC Addiuss Stalws Description Edit
1 192 160,16 00 002238115566 Unazssigned LLH )
Srlect & Cdbln. = O,

Figure 9-12 PPPoE IP/MAC Binding List
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> Add a PPPoE IP/MAC Binding: If you want to add a new PPPoE IP/MAC binding,
click the New button or select the IPIMAC Binding Settings tab to go to the setup
page, and then configure it, lastly click the Save button.

> Edit a PPPoE IP/MAC Binding: If you want to modify a configured PPPoE IP/MAC
binding, click its Edit hyperlink, the related information will be displayed in the setup
page. Then modify it, and click the Save button.

> Delete PPPoE IP/MAC Binding(s): If you want to delete one or more PPPoE
IP/MAC bindings, select the leftmost check boxes of them, and then select Delete
from the drop-down list on the lower right corner of the IPIMAC Binding List, lastly
click OK.

> Delete All: If you want to delete all the PPPoE IP/MAC bindings at a time, select
Delete All from the drop-down list on the lower right corner of the list, and then click
OK. Then the PPPoE server will assign IP addresses to the dial-in users dynamically.
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9.5 PPPoE Status

In the PPPoE > PPPoE Status page, you can view the status and usage information of
each online PPPoE dial-in user. If a PPPoE dial-in user has established the PPPoE
session to the Device successfully, you can view the assigned IP address, MAC address,
Rx Rate and Tx Rate of the user, online time and session ID of the PPPoE session.

s LinesPage: | =} Fesl  Prev Mesl Lt Search

Uaer Hamo Hlalan " Addrnss MAL addreas Undangr Tumg Hix Rate{FEyhecs) T Rate{KHytia) S e 110

1aaat ledldSed a1 Do:odn2.52

Seleciall Dl_icil'\ﬂid Ret=en

Figure 9-13 PPPoE Status List

< User Name: It displays the PPPoE user name. The PPPoE dial-in user uses it to
dial-up and establish the PPPoE session to the Device.

<~ Status: It displays the PPPoE account status. If a PPPoE dial-in user has established
the PPPoE session to the Device successfully with the PPPoE account, it displays
Connected; Else, it displays Disconnected.

< IP Address: It displays the PPPoE dial-in user’s IP address that is assigned by the
PPPoE server.

MAC Address: It displays the PPPoE dial-in user’'s MAC address.

Online Time: It displays the elapsed time since the PPPoE session was established
successfully.

<~ Rx Rate: It displays the real-time download rate (in kilobytes per second) of the
PPPoE dial-in user.

<~ Tx Rate: It displays the real-time upload rate (in kilobytes per second) of the PPPoE
dial-in user.

<~ Session ID: It displays the session ID of the PPPoE Session, which uniquely
identifies a PPPOE session.

> Disconnect: If you want to hang the established PPPoE session up manually, select
the leftmost check box of this PPPoE session, and then click the Disconnect button.

» Refresh: Click it to view the latest information in the list.
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9.6 Configuration Example for PPPoE Server

1. Requirements

In this example, an organization’s administrator wants the LAN users to act as the PPPoE
clients to dial up to the Device. And it only allows the PPPoE dial-in users to access the
Internet through the Device. The exception is the CEO with IP address 192.168.16.2.

When acting as a PPPoE server, the Device dynamically will assign the IP addresses to
the LAN users. The start IP address assigned to the dial-in user is 10.0.0.1, the maximum
number of dial-in users is 100, the primary DNS server IP address is 202.101.10.10, and
the maximum number of PPPoE sessions that can be created on the Device is 100.

The administrator need to create two PPPoE accounts: one is universal account which is
used by the normal employees, and its Rx and Tx bandwidth are both 512 Kbit/s, its Max.
Sessions is 90; the other is advanced account, its Max. Sessions is 10.

And the administrator wants the LAN user with MAC address 0021859b4544 to use a
static IP address: 10.0.0.50, so he needs to create a PPPoE IP/MAC binding for this user.

2. Configuration Procedure
1) Configuring PPPoE Server Global Parameters
Step1  Go to the PPPoE > Global Settings page.

Step 2 See the following figure, select the Enable PPPoE Server check box, enter
10.0.0.1 in the Start IP Address, enter 100 in the Number of Addresses,
enter 202.101.10.10 in the Primary DNS Server, and enter 100 in the Max.
Sessions text box. Leave the default values for the other parameters. Then
click the Save button to save the settings.

Enable PPPoE Server v
Start IP Address 10.0.0.1

Mumber of addresses 100

Primary DNS Server 202.101.10.10
Secondary DNS Server 0.0.0.0

Advanced Options (Setting PPP Authentication and Max. Sessions, etc.)

PPP Authentication AUTD
Max. Sessions 100

Save

Figure 9-14 PPPoE Server Global Settings - Example
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Step3 Go to the PPPoE > Global Settings > Internet Access Control page, select
the Only Allow PPPoE Users check box, and select CEO from the Exception
drop-down list. The CEO address group only includes one IP address:
192.168.16.2, which is configured in the Security > Address Group page.

settings Internet Access Control

Only Allow PPPoE Users v

Exception CEO =

Save

Figure 9-15 Internet Control Settings - Example

2) Configuring PPPoE Accounts
Step1  Go to the PPPoE > PPPoE Account > PPPoE Account Settings page.

Step 2 Creating the universal PPPoE Account whose user name is All. See the
following figure, enter All in the User Name, enter test in the Password, enter
universal account in the Description, enter 512 in the Tx Bandwidth and Rx
Bandwidth, and enter 90 in the Max. Sessions text box. Leave the default
values for the other parameters. Then click the Save button to save the settings.
Note that you should enable rate limit in the QoS > Global Settings page to
make rate limit for this PPPoE account take effect.
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UserMame Al
Password eess
Description  universal account

Advanced Options  (Idle Time, Sessicn Timeout,Dialing Schedule, etc.)

(Before configure PPPCE Rate Limit, please make sure the Rate Limitfunction is enakled in Qo5 - Global

Settings.)
Tx Bandwidth 512 khit's 512K w
Rx Bandwidth 512 kbit's 512K w

Accounting Mode

Max. Sessions 90

AccountMAC Binding

0.0.0.0

AccountIP Binding — o L
{The pricrity of AccountIP Binding is lower than the one of IP/MAC Binding.)

Figure 9-16 Configuring the Universal PPPoE Account - Example

Step 3  Creating the advanced PPPoE Account whose user name is Advanced. See
the following figure, enter Advanced in the User Name, enter test2 in the
Password, enter advanced account in the Description, and enter 10 in the
Max. Sessions text box. Leave the default values for the other parameters.
Then click the Save button to save the settings.
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UserName  Advanced
Fassword essss
Description  advanced account

Advanced Options  (ldle Time, Session Timecout, Dialing Schedule, etc)

(Before configure PPPoE Rate Limit, please make sure the Rate Limit function is enabled in @05 - Global

Settings.)
Tx Bandwidth 0 kbitls
Rx Bandwidth 0 Khit's

Accounting Mode

Max. Sessions 10

AccountMAC Binding

0.0.0.0

Account/IP Binding — o o
(The priarity of AccountIP Binding is lower than the one of IR/MAC Binding.)

Save

Figure 9-17 Configuring the Advanced PPPoE Account - Example

3) Configuring a PPPoE IP/MAC Binding

Step1 Go to the PPPoE > PPPoE IP/MAC > IP/MAC Binding Settings page.

Step2 See the following figure, enter 10.0.0.50 in the IP Address, and enter
0021859b4544 in the MAC Address, then click the Save button to save the

settings.

IP Address 10.0.0.50
MAC Address 002185904544

Description

Figure 9-18 Configuring a PPPoE IP/MAC Binding — Example
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9.7 PPPoE Account Expiration Notice

The UTT series security firewalls provide PPPoE account expiration notice feature to
remind a PPPoE dial-in user periodically that his/her account is going to expire. Then the
user can avoid the loss due to the account expiration.

When you have enabled PPPoE account expiration notice and the account is going to
expire, the Device will pop up a notice message to remind the user. The notice is sent one
time per day, at the time user first access a webpage.

In the PPPoE > PPPoE Notice > Expiration Notice page, you can configure PPPoE
account expiration notice feature. The Device supports three PPPoE account expiration
notice modes:

e By Date: Account will expire at the specified date.

e By Hours: Account will expire after accumulative online time reaches the specified
hours.

e By Traffic: Account will expire after accumulative upload or download traffic reaches
the specified megabytes.

You should select the proper mode here according to the accounting mode of a PPPoE
account, which is configured in the PPPoE > PPPoE Account > PPPoE Account
Settings page.
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9.7.1 PPPoE Account Expiration Notice by Date

PPPoE Account Expiration Maotice Mode By Date -

Enable Motice by Date v

n

Remaining Days Day(s)
Motice Title

Signature

Motice Content

Hellao,

Your account is going to expire soon.

In order to access the Internet properly, please recharge in time.
If you have any gquestions, please contact the administrator.

SRR

\4

Preview | | Save |

Figure 9-19 PPPoE Account Expiration Notice by Date

PPPoE Account Expiration Notice Mode: It specifies the PPPoE account expiration
notice mode. Here select By Date.

Enable Notice by Date: It allows you to enable or disable the PPPoE account
expiration notice by date. If you want to enable this feature, please select this check
box.

Remaining Days: It specifies the remaining days before account expires. If the
actual remaining days is less than the configured remaining days, the Device will pop
up the notice message one time per day; else not.

Notice Title: It specifies the title of the notice message.
Signature: It specifies the signature of the notice message.
Notice Content: It specifies the content of the notice message.

Save: Click it to save your settings.
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> Preview: Click it to preview the notice message you just configured. The following

figure shows an example of a notice message.

Expiration Reminder

Helln,
Tour account iz goilng to expire =Zooh.

In order to accezz the Internet properly, pleaze recharge in time.
If wvou have any questionz, pleaze contact the administrator.

Back to Setup Page

——— Administrator

Figure 9-20 PPPoE Account Expiration Notice Preview — Example 1

> Back to Setup Page: Click it to go back to the PPPoE > PPPoE Notice > Expiration

Notice page.
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9.7.2 PPPoE Account Expiration Notice by Hours

PPPoE Account Expiration Motice Mode By Hours -
Enable Motice by Hours v
Remaining Hours 10 Hour(s)
Motice Title

Signature

MNuotice Content

Hello,

YTour account is going to expire as the remaining online time is less than 10 hours.
In crder to access the Internet properly, please recharge in time.

If you hawve any gquestions, please contact the administrator.

SRR

\4

Preview | | Save |

Figure 9-21 PPPoE Account Expiration Notice by Hours

PPPoE Account Expiration Notice Mode: It specifies the PPPoE account expiration
notice mode. Here select By Hours.

Enable Notice by Hours: It allows you to enable or disable the PPPoE account
expiration notice by hours. If you want to enable this feature, please select this check
box.

Remaining Hours: It specifies the remaining hours before account expires. If the
actual remaining hours is less than the configured remaining hours, the Device will
pop up the notice message one time per day; else not.

Notice Title: It specifies the title of the notice message.
Signature: It specifies the signature of the notice message.
Notice Content: It specifies the content of the notice message.

Save: Click it to save your settings.

http://www.uttglobal.com Page 253




UTT Technologies Chapter 9 PPPoE Server

> Preview: Click it to preview the notice message you just configured. The following

figure shows an example of a notice message.

Expiration Reminder

Helln,

Tour account iz going to expire as the remaining online time iz less than 10 hours.
In order to accezz the Internet properly, pleaze recharge in time.
If wou have any questionsz, please contact the administrator.

Back to Setup Page

——— Administrator

Figure 9-22 PPPoE Account Expiration Notice Preview — Example 2

> Back to Setup Page: Click it to go back to the PPPoE > PPPoE Notice > Expiration

Notice page.
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9.7.3 PPPoE Account Expiration Notice by Traffic

PPPoE Account Expiration Motice Mode By Traffic -

Enable Notice by Traffic 7

Remaining Upload Traffic 10 WBytes
Remaining Download Traffic 20 MBytes
MNotice Title
Signature

Motice Content
Hello,
Tour account is going to expire a3 the traffic will be exhausted.
In crder to access the Internet properly, please recharge in time.
If vou hawve any gquestions, please contact the administrator.

Preview | | Save |

Figure 9-23 PPPoE Account Expiration Notice by Traffic

< PPPoE Account Expiration Notice Mode: It specifies the PPPoE account expiration
notice mode. Here select By Traffic.

< Enable Notice by Traffic: It allows you to enable or disable the PPPoE account
expiration notice by traffic. If you want to enable this feature, please select this check
box.

< Remaining Upload Traffic: It specifies the remaining upload traffic (in Megabytes)
before account expires. If the actual remaining upload traffic is less than the
configured remaining upload traffic, the Device will pop up the notice message one
time per day; else not.

< Remaining download Traffic: It specifies the remaining download traffic (in
Megabytes) before account expires. If the actual remaining download traffic is less
than the configured remaining download traffic, the Device will pop up the notice
message one time per day; else not.
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< Notice Title: It specifies the title of the notice message.

<~ Signature: It specifies the signature of the notice message.

< Notice Content: It specifies the content of the notice message.
> Save: Click it to save your settings.

> Preview: Click it to preview the notice message you just configured. The following
figure shows an example of a notice message.

Expiration Reminder

Hello,

Tour account iz going to expire ag the traffic will be exhausted.
In order to accezz the Internet properly, pleaze recharge in time.
If wou have any questionsz, please contact the administrator.

Back to Setup Page ——— Administrator

Figure 9-24 PPPoE Account Expiration Notice Preview — Example 3

0 Note

1. The PPPoE account expiration notice function will take effect only when the
accounting function of a PPPoE account is enabled.

2. If you select By Date from the Notice Mode drop-down list, you should configure
correct system time and time zone in the System > Time page to ensure the PPPoE
account expiration notice by date function work properly.

3. After you selected an option from the Notice Mode drop-down list, you should enable
the corresponding PPPoE account expiration notice feature to make it take effect.
Else, it will be of no effect.

4. The PPPoE account expiration notice by date, PPPoE account expiration notice by
hours, and PPPoE account expiration notice by traffic can be enabled at the same
time.

5. If a PPPoE account is used by multiple users at the same time, the notice message
will only be popped up to the first user that access a webpage, but not to any other
LAN user
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Chapter 10 QoS

This chapter describes how to control and manage Internet bandwidth of the LAN users,
including global settings, rate limit rule settings and P2P rate limit settings.

10.1 Introduction to Bandwidth Management

10.1.1 Why We Need Bandwidth Management

With the growing popularity of P2P, Internet users are able to quickly download high definition
movies and video clips, massively multiplayer online games, and hundreds of megabytes of
data, also share them with others. But at the same time, as the P2P has the nature of seizing
bandwidth, it can maximize the consumption of bandwidth, and thus it has been given a
name of “network vampire”. Using P2P applications in the LAN will impact the other users
accessing the Internet, even cause network congestion and performance deterioration,
which will ultimately lead to that those users can’t access the Internet. Therefore, in order
to restrain the aggressive consumption of network resources by P2P applications to
provide a stable and secure network to the users, we need to effectively limit the
maximum bandwidth for the LAN users and applications. However, if we only limit the
maximum bandwidth, the bandwidth will be wasted when the network is idle, which will
undoubtedly greatly reduce bandwidth utilization. To solve this problem, we introduce a
new feature of intelligent bandwidth management on the UTT products to provide users a
more reasonable network bandwidth management solution.

The UTT products support intelligent bandwidth management based on token bucket
algorithm. It allows you to create rate limit rules based on source IP address, destination
IP address, protocol type (TCP, UDP or ICMP), port, schedule, and so on. Through the
user-defined capacity and actual network conditions, the Device will get an idea whether
the network is idle, normal, busy and exhausted; besides, it can flexibly control the upload
and download bandwidth for each LAN host according to the network status and
user-defined rate limit rules. In short, using intelligent bandwidth management feature can
help you truly implement intelligent and flexible bandwidth management.
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10.1.2 Token Bucket Algorithm

As bandwidth management feature provided by the UTT products is based on token
bucket algorithm, this section describe token bucket in brief.

Token bucket algorithm is one of the most common algorithms which are used for network
traffic shaping and rate limiting. Typically, token bucket algorithm is used to control the
amount of data injected into a network, and it allows bursts of data to be sent.

The token bucket is a control mechanism that dictates when traffic can be transmitted,
based on the presence of tokens in the bucket. The bucket contains tokens, each of which
can represent a byte. If tokens are present, traffic can be transmitted; else, traffic cannot
be transmitted. Therefore, if the burst threshold is configured appropriately and there are
adequate tokens in the bucket, traffic can be transmitted in its peak burst rate.

The basic process of token bucket algorithm is as follows:

e The token rate is r, that is, a token is added to the bucket every 1/ r seconds.

e The bucket can hold at the most 8 tokens. If a token arrives when the bucket is full, it
is discarded.

e When a packet of n bytes arrives, n tokens are removed from the bucket, and the
packet is sent to the network.

e [f fewer than n tokens are available, no tokens are removed from the bucket, and the
packet is considered to be non-conformant.

e  Although the algorithm allows for the burst of up to 8 bytes of traffic, over the long run
the output of conformant packets is limited by the constant rate, r.

Non-conformant packets can be treated in various ways:

e They may be dropped.

e They may be enqueued for subsequent transmission when sufficient tokens have
accumulated in the bucket.

e They may be transmitted, but marked as being non-conformant, possibly to be
dropped subsequently if the network is overloaded.

In conclusion, the token bucket algorithm allows bursts of up to 8 bytes, but over the long
run the output of conformant packets is limited to the constant rate, r.

http://www.uttglobal.com Page 258




UTT Technologies Chapter 10 QoS

10.1.3 Implementation of Bandwidth Management

Using intelligent bandwidth management based on token bucket algorithm, the Device
can flexibly control the upload and download bandwidth of the LAN hosts. There are four
process mechanisms depending on the bandwidth utilization:

1. When the bandwidth utilization level is idle, each LAN host is likely to obtain its
maximum bandwidth.

2.  When the bandwidth utilization level is normal, each LAN host can obtain a bandwidth
between its guaranteed and maximum bandwidth, and the bandwidth allocated to the
LAN hosts are closest to their maximum bandwidth.

3. When the bandwidth utilization level is busy, each LAN host can only obtain its
guaranteed bandwidth.

4. When the bandwidth utilization level is exhausted, only the LAN hosts with high
priority can obtain their guaranteed bandwidth, any other LAN host can only obtain a
bandwidth lower than the guaranteed bandwidth.

Depending on the ratio of the actual capacity (i.e., total number of network devices
connected to the Device) to the user-defined capacity (set by Capacity in the QoS >
Global Settings page), we divide the bandwidth utilization into four levels: Idle, Normal,
Busy, and Exhausted.

e Idle: The ratio is below 50%.

e Normal: The ratio is between 50% and 95%.

e Busy: The ratio is between 95% and 100%.

e Exhausted: The ratio is above 100%.

The intelligent bandwidth management feature can help you effectively solve the network
congestion problem due to network abuse by the LAN users, and ensure full bandwidth

utilization without affecting the other users. In short, this feature can help you truly
implement intelligent and flexible bandwidth management.
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10.2 Rate Limit Global Settings

Global Settings

Enable Rate Limit

Capacity 500

Save

Figure 10-1 Rate Limit Global Settings

<~ Enable Rate Limit: It allows you to enable or disable rate limit. If you select the check

>

box to enable rate limit, the configured rate limit rules will take effect. Else the rate
limit rules will be of no effect.

Capacity: It specifies the maximum number of network devices (PC or other network
device) that can be connected to the Device at the same time. Depending on the ratio
of the actual capacity (i.e., total number of network devices connected to the Device)
to this user-defined capacity, we divide the bandwidth utilization into four levels: Idle,
Normal, Busy, and Exhausted. Refer to 10.1.3 Implementation of Bandwidth
Management for more information.

Save: Click it to save the rate limit global settings.

0 Note

The units of bandwidth and rate generally are Kbit/s (Kilobit per second) and KByte/s
or KB/s (Kilobyte per second). The conversion formulas are as follows:

e Byte = 8 bits

e Kilobyte = 1024 bytes or 8192 (8 x 1024) bits

e Megabyte = 1024 Kilobytes or 1.048.576 (1024 x 1024) bytes or 8.388.608 bits

e  Gigabyte = 1024 Megabytes or 1.073.741.824 bytes or 8.589.934.592 bits

For example, 10 Mbit/s = 10240 Kbit/s = 10240/8 KByte/s = 1280 KByte/s
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10.3 Rate Limit Rule

You can create rate limit rules based on source IP address, destination IP address,
protocol type (TCP, UDP or ICMP), port, schedule, and so on.

Note that if you want the rate limit rules to take effect, please make sure that the Enable
Rate Limit check box is selected in the QoS > Global Settings page.

10.3.1 Rate Limit Rule Settings

Before creating the rate limit rules, you may do the following tasks:

e Go to the Security > Address Group page to create the address groups that will be
referenced by the rules. The addresses within an address group are used to match
the source or destination IP addresses of packets that are received by the Device.

e (o to the Security > Service Group page to create the service groups that will be
referenced by the rules. Note that only the service groups whose Service Type is
General Service can be referenced by the rate limit rules.

e Go to the Security > Schedule page to create the schedules that will be referenced
by the rules.

If the source IP addresses are consecutive, you also can directly specify the source IP
addresses for a rate limit rule in this page. The following describes the definitions of a
rule’s parameters.
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Source

Destination Address Group

Min. Tx Bandwidth
Min. Rx Bandwidth
Max. Tx Bandwidth
Max. Rx Bandwidth

Description

Advanced Options
Each
Share

Sernvice Group
Bandwidth Priority
Bind to

Schedule

Addresses From

@ Address Group

Any Address -
Khitis
Khbit/s
Khit's

Khit's

Any Address

Edit Address Group
MaLimit
MoLimit
MaoLimit

MaoLimit

(Service Group, Priority, Schedule, etc.)

-

To

Edit Address Group

@ Assign Bandwidth to Each Specified Host or Application

All Specified Hosts or Applications Share Bandwidth

Any Service -
Low v
All -

Always -

Edit Service Group

Edit Schedule

Figure 10-2 Rate Limit Rule Settings

Save

<~ Source: It specifies the IP addresses of the LAN hosts to which the rate limit rule
applies. There are two available options:

Addresses: Select it to enter the start and end addresses in the associated text
boxes.

Address Group: Select it to choose an address group from the associated
drop-down list. By default, the Address Group radio button is selected, and its
value is Any Address.

< Destination Address Group: It allows you to select an address group to specify the
destination IP addresses of the traffic to which the rate limit rule applies.

< Min. Tx Bandwidth: It specifies the guaranteed upload bandwidth allocated to the
LAN hosts or applications that match the rate limit rule. Note that you can set the Min.
Tx Bandwidth, Min. Rx Bandwidth, Max. Tx Bandwidth and Max. Rx Bandwidth
through two ways.

http://www.uttglobal.com

Enter a value in the associated text box. If you don’t want to specify a bandwidth,
please enter 0.

Select an option from the associated drop-down list. If you don’t want to specify a
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bandwidth, please select NoLimit.

< Min. Rx Bandwidth: It specifies the guaranteed download bandwidth allocated to the
LAN hosts or applications that match the rate limit rule.

< Max. Tx Bandwidth: It specifies the maximum upload bandwidth allocated to the
LAN hosts or applications that match the rate limit rule.

< Max. Rx Bandwidth: It specifies the maximum download bandwidth allocated to the
LAN hosts or applications that match the rate limit rule.

<~ Description: It specifies the description of the rate limit rule. It is usually used to
describe the purpose of the rule.

> Advanced Options: Click it view and configure advanced parameters. In most cases,
you need not configure them.

> Each: If you select this radio button, the Device will assgin the specified bandwidths
to each LAN host or application that matches the rule. For example, if the Min. Tx
Bandwidth is set to 1M and there are 10 LAN hosts match the rule, each host will be
ensured with at least 1M upload bandwidth.

> Share: If you select this radio button, all the LAN hosts or applications that match the
rule will share the specified bandwidths. For example, if the Min. Tx Bandwidth is set
to 1M and there are 10 LAN hosts match the rule, the total upload bandwidth
allocated to all the hosts is at least 1M.

<~ Service Group: It allows you to select a service group to specify the protocol type
(TCP, UDP or ICMP) and ports of the traffic to which the rate limit rule applies. Note
that only the service groups whose Service Type is General Service can be
referenced by the rate limit rules. The default value is Any Service, which means any
protocol type and port.

< Bandwidth Priority: It specifies the bandwidth priority of the traffic to which the rate
limit rule applies. There are three options: Low, Mid, and High. The Device will
preferentially assign idle bandwidth to the traffic with higher priority; when the network
is busy, the Device will firstly ensure the guaranteed bandwidth for the traffic with high
priority.

Bind to: It specifies an Internet connection to which the rate limit rule is bound.

Schedule: It specifies a schedule to restrict when the rate limit rule is in effect. The
default value is Always, which means the rate limit rule is in effect always. Note that
after the selected schedule has expired, the rule will be in effect always.

> Edit Schedule: Click it to go to the Security > Schedule page to add, view, modify or
delete schedules.

> Edit Address Group: Click it to go to the Security > Address Group page to add,
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>

view, modify or delete address groups.

Edit Service Group: Click it to go to the Security > Service Group page to add,
view, modify or delete service groups.

Save: Click it to save the rate limit rule settings.

O Note

If the sum of specified Min. Tx/Rx Bandwidth is larger than the Internet connection’s
Uplink/Downlink Bandwidth (configured in the Basic > WAN page), the Device
cannot guarantee the specified hosts or applications with minimum upload/download
bandwidth.

10.3.2 Rate Limit Rule List

Hote Limmit Hube Lisi Hate Limil Rule Settings
100 LineaPage: 10 - First  Prov  Nost  Last Swarch: Hew
. Tx . o Max. Tk Man. Rk -
D Sre. i Dest P Dnable il & it & il & i Mede Service Pricaity Schedslelind toDescriptionLan
1 Epecdall Addresses | J DR Birs L [ 41 1 D Eatrs Each fny Serioe Low RIS Al
Salac A2 Dl
[ L - O

Figure 10-3 Rate Limit Rule List

Add a Rate Limit Rule: If you want to add a new rate limit rule, click the New button
or select the Rate Limit Rule Settings tab to go to the setup page, and then
configure it, lastly click the Save button.

Enable a Rate Limit Rule: The Enable check box is used to enable or disable the
corresponding rate limit rule. The default value is selected, which means the rate limit
rule is in effect. If you want to disable the rate limit rule temporarily instead of deleting
it, please click it to remove the check mark.

View Rate Limit Rule(s): When you have configured some rate limit rules, you can
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view them in the Rate Limit Rule List.

> Edit a Rate Limit Rule: If you want to modify a configured rate limit rule, click its Edit
hyperlink, the related information will be displayed in the setup page. Then modify it,
and click the Save button.

> Move a Rate Limit Rule: The Device allows you to move a rate limit rule to above
another rule in the list, the operation is as follows: Select the ID of a rule that you want
to move from the Move drop-down list, and another rule’s ID from the before
drop-down list, lastly click OK. Note that moving a rule in the list doesn’t change its ID
number.

> Delete Rate Limit Rule(s): If you want to delete one or more rate limit rules, select
the leftmost check boxes of them, and then click the Delete button.

10.3.3 The Execution Order of Rate Limit Rules

When receiving a packet initiated from LAN, the Device will analyze the packet by
extracting its source IP address, destination IP address, protocol type (TCP, UDP or
ICMP), port number, and the date and time at which the packet was received, and then
compare them with each rule in the order in which the rules are listed in Rate Limit Rule
List to find out if there is a rule matches the packet. The first matched rule will apply to the
packet, and no further rules will be checked. If no rule matches, the packet will not be
restricted by any rate limit rule.

Note that in the Rate Limit Rule List, the rate limit rules are listed in reverse chronological
order of creation, the later the rule is created, the upper the rule is listed; and the Device
allows you to manually move a rule to a different position in the list.
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10.4 P2P Rate Limit

This section describes the QoS > P2P Rate Limit page.

P2P rate limit feature is specially designed for P2P application. The P2P rate limit has the
highest priority, that is, even if you have created rate limit rules for some LAN users in the
QoS > Rate Limit Rule page, the P2P traffic of these users is still restricted by P2P rate
limit settings. Using P2P rate limit, you can effectively reduce network congestion caused
by the usage of P2P applications without the expense of the other LAN users’ traffic and
bandwidth.

P2P Rate Limit

Enable P2P Rate Limit
Max Tx Rate 0 Khitls NoLimit -
Max. Rx Rate 0 Khitls NoLimit -

@ Each (Limit Each Host P2P Traffic to Max. Rate)
Share (Limit All Hosts Total P2P Traffic to Max. Rate)

Rate Limit Mode

Exception None -

Save

Figure 10-4 P2P Rate Limit Settings

< Enable P2P Rate Limit: It allows you to enable or disable P2P rate limit. If you want
to enable P2P rate limit, please select this check box. P2P applications include Bit
Spirit, Bit Comet, Thunder, Tuotu, and so on.

Max. Tx Rate: It specifies the maximum upload rate of the P2P traffic.
Max. Rx Rate: It specifies the maximum download rate of the P2P traffic.

Rate Limit Mode: It specifies the mode by which the Device will limit the maximum
Tx/Rx rate of the LAN hosts.

e Each: If you select this radio button, the Tx/Rx rate of each LAN host’s P2P
traffic can reach the value specified by the Max. Tx/Rx Rate at most.

e Share: If you select this radio button, the total Tx/Rx rate of all the LAN hosts’
P2P traffic can reach the value specified by the Max. Tx/Rx Rate at most.
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<~ Exception: It specifies an address group that is exempt from the restriction of P2P
rate limit settings. If you select an address group here, the P2P traffic of the LAN
users in the group will be exempt from the restriction of P2P rate limit settings. The
address group is configured in the Security > Address Group page.

> Save: Click it to save the P2P rate limit settings.

0 Note

1. The P2P rate limit has higher priority than the rate limit rules configured in the QoS >
Rate Limit Rule page.

2. Only after you have enabled rate limit in the QoS > Global Settings page, the P2P
rate limit settings can take effect.
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10.5 Application QoS

This section describes the QoS > APP QoS page.

The Device provides preferential forwarding for some predefined special applications
traffic, that is, these applications traffic will be exempt from the restrictions of the rate limit
rules configured in the QoS > Rate Limit Rule page. The predefined applications include
hot online games, VolP, Web browsing, VPN and Email. In this page, it allows you enable
preferential forwarding for one or more predefined applications as required. Moreover, it
allows you to enable PPPoE upload bandwidth optimization feature.

Select All

Enable Preferential Farwarding for Hot Online Games Traffic

Enable PPPoE Upload Bandwidth Optimization (Improve Upload Speed of PPPoE Users)

Enable Preferential Forwarding for WolP Traffic (Metwork Phone, Video Conference, etc.)

Enable Preferential Forwarding for Web Traffic (Improve Web Browsing Speed)

Enable Preferential Forwarding for VPN Traffic (PPTPILZTP/IPSec YVPN)

Enable Preferential Forwarding for Email Traffic

Save

Figure 10-5 Preferential Forwarding for Some Applications Traffic

< Select All: It selects or unselects all the check boxes below. If you want to enable all
the features provided in this page at a time, please select this check box. If you want
to disable all the features provided in this page at a time, please clear the check box.

< Enable Preferential Forwarding for Hot Online Games Traffic: It allows you to
enable or disable preferential forwarding for hot online games traffic. If you select the
check box to enable this feature, the LAN users’ hot online games traffic will be
exempt from the restriction of the rate limit rules. The online games mainly include:
WOW, Aion, MHXY, BNB, Jade Dynasty, QQGame, CGA, Zhengtu, Perfect World,
Audition, Kartrider Rush, and so on.

<- Enable PPPoE Upload Bandwidth Optimization: It allows you to enable or disable
PPPoE upload bandwidth optimization. If you want to improve the upload speed of
the LAN PPPoE dial-in users, please select the check box to enable this feature.

<- Enable Preferential Forwarding for VolP Traffic: It allows you to enable or disable
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preferential forwarding for VoIP traffic. If you select the check box to enable this
feature, the LAN users’ VoIP traffic will be exempt from the restriction of the rate limit
rules. The VolIP applications mainly include: Network Phone, Video Conference, etc.

< Enable Preferential Forwarding for Web Traffic: It allows you to enable or disable
preferential forwarding for Web traffic. If you select the check box to enable this
feature, the LAN users’ Web traffic will be exempt from the restriction of the rate limit
rules, thus the web browsing speed of the LAN users will be improved.

< Enable Preferential Forwarding for VPN Traffic: It allows you to enable or disable
preferential forwarding for VPN ftraffic. If you select the check box to enable this
feature, the LAN users’ VPN traffic (including PPTP, L2TP and IPSec VPN traffic) will
be exempt from the restriction of the rate limit rules.

< Enable Preferential Forwarding for Email Traffic: It allows you to enable or disable
preferential forwarding for Email traffic. If you select the check box to enable this
feature, the LAN users’ Email traffic will be exempt from the restriction of the rate limit
rules.

> Save: Click it to save your settings.

0 Note

Only after you have enabled rate limit in the QoS > Global Settings page, the Device
can preferentially forward the selected applications traffic.

10.6 Configuration Examples for QoS

10.6.1 Example One

1. Requirements

In this example, a business has a single Internet connection with uplink bandwidth 10
Mbit/s and downlink bandwidth 20 Mbit/s. And the number of network devices is
approximately 100.

The requirements are as follows: All the LAN users want to access the Internet smoothly,
and the bandwidth will not be wasted when the network is idle. Besides, the administrator
wants to limit the rate of the P2P applications for each LAN host: Max. Tx Rate is 64 Kbit/s,
Max. Rx Rate is 128 Kbit/s.

2. Analysis
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We need to do the following settings:

e Set the Internet connection’s Uplink Bandwidth and Downlink Bandwidth to 10240
Kbit/s and 20480 Kbit/s respectively.

e Enable rate limit and set the Capacity to 100 in the QoS > Global Settings page.

e Create one rate limit rule to set guaranteed bandwidth for each LAN host: Min. Tx
Bandwidth is 100 Kbit/s, and Min. Rx Bandwidth is 200 Kbit/s.

e Enable P2P rate limit feature, and limit the P2P traffic rate for each LAN host: Max. Tx
Rate is 64 Kbit/s, Max. Rx Rate is 128 Kbit/s.

3. Configuration Procedure

Step1  Go to the Basic > WAN > WAN1 page, enter 10240 in the Uplink Bandwidth
text box, and enter 20480 in the Downlink Bandwidth text box.

Step2 Go to the QoS > Global Settings page (see Figure 10-6), select the Enable
Rate Limit check box, and then enter 100 in the Capacity text box, lastly click
the Save button.

Enable Rate Limit i
Capacity 100
| save |
Figure 10-6 Rate Limit Global Settings - Example One
Step3 Go to QoS > Rate Limit Rule > Rate Limit Rule Settings page (see Figure

10-7), enter 100 in the Min. Tx Bandwidth text box, and enter 200 in the Min.
Rx Bandwidth text box. Leave the default values for the other parameters.
Lastly click the Save button.
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Source

Destination Address Group
Min. Tx Bandwidth
Min. Rx Bandwidth
Max. Tx Bandwidth
Max. Rx Bandwidth

Description
Advanced Options
Each

Share

Senvice Group
Bandwidth Priority
Bind to

Schedule

) Addresses From To

@ Address Group Any Address = v Edit Address Group

Any Address - Edit Address Group

100 Kbit's User-defined -
200 Khit's Uszer-defined -
Khit's NoLimit -
Khit's MoLimit -

(Service Group, Priority, Schedule, etc.)

@ Assign Bandwidth to Each Specified Host or Application
) All Specified Hosts or Applications Share Bandwidth

Any Senvice = Edit Service Group
Low -

All -

4

Always Edit Schedule

Figure 10-7 Rate Limit Rule Settings - Example One

Step4 Go to the QoS > P2P Rate Limit page (see Figure 10-8), select the Enable
P2P Rate Limit check box, and select 64K from the Max. Tx Rate drop-down
list, and select 128K from the Max. Rx Rate drop-down list. Leave the default
values for the other parameters. Lastly click the Save button.

Enable P2P Rate Limit

Max Tx Rate fd Kbit/s G4k -

Max. Rx Rate 128 Kbit's 128K -

@ Each (Limit Each Host P2P Traffic to Max. Rate)

Rate Limit Mode _
() Share (Limit All Hosts Total P2P Traffic to Max. Rate)

Exception MNaone -

Figure 10-8 P2P Rate Limit Settings - Example One
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10.6.2 Example Two

1. Requirements

In this example, an Internet café has a single Internet connection with uplink bandwidth 50
Mbit/s and downlink bandwidth 100 Mbit/s. And the number of network devices is
approximately 100. The Internet café consists of three areas: Video Area, Online Game
Area, and Common Area. There are 30 hosts in Video Area, 30 hosts in Online Game
Area, and 40 hosts in Common Area. The IP address ranges of the areas are as follows:

e Video Area: 192.168.16.2~192.168.16.40
e  Online Game Area: 192.168.16.41~192.168.16.80
e Common Area: the remaining IP addresses

The requirements are as follows: The hosts in Video Area have high bandwidth demand,
the hosts in Online Game Area have mid bandwidth demand, and the hosts in Common
Area have low bandwidth demand (that is, the bandwidth just need to meet the
requirements of web browsing and any other general operation); furthermore, the LAN
users’ Web traffic has the highest priority.

2. Analysis
We need to do the following settings:

e Set the Internet connection’s Uplink Bandwidth and Downlink Bandwidth to 51200
Kbit/s and 102400 Kbit/s respectively.

e Enable rate limit and set Capacity to 100 in the QoS > Global Settings page.

e Create rate limit rule 1 for all the LAN users: Min. Tx Bandwidth is 256 Kbit/s, Min.
Rx Bandwidth is 512 Kbit/s, and Bandwidth Priority is Low. Note that as this rule
has lowest priority, it should be created at first.

e Create rate limit rule 2 for the hosts in the Online Game Area: Min. Tx Bandwidth is
1 Mbit/s, Min. Rx Bandwidth is 2 Mbit/s, and Bandwidth Priority is Mid.

e Create rate limit rule 3 for the hosts in the Video Area: Min. Tx Bandwidth is 2 Mbit/s,
Min. Rx Bandwidth is 4 Mbit/s, and Bandwidth Priority is High.

e Enable preferential forwarding for Web traffic feature in the QoS > APP QoS page.
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3. Configuration Procedure

Step 1

Step 2

Step 3

Step 4

Go to Security > Address Group page to create two address groups: One is
for the Video Area, and it contains the IP addresses from 192.168.16.2 to
192.168.16.40; the other is for the Online Game Area, and it contains the IP
addresses from 192.168.16.41 to 192.168.16.80; and here we assume their
names are video and game respectively.

Go to the Basic > WAN > WAN1 page, enter 51200 in the Uplink Bandwidth
text box, and enter 102400 in the Downlink Bandwidth text box.

Go to the QoS > Global Settings page, select the Enable Rate Limit check
box, and then enter 100 in the Capacity text box, lastly click the Save button to
save the settings.

Creating rate limit rule 1: Go to the QoS > Rate Limit Rule > Rate Limit Rule
Settings page (see Figure 10-9), enter 256 in the Min. Tx Bandwidth text box,
and enter 512 in the Min. Rx Bandwidth text box. Leave the default values for
the other parameters. Lastly click the Save button.

Destination Address Group Any Address - Edit Address Group

Addresses From To
Source

@ Address Group Any Address  ~ Edit Address Group

Min. Tx Bandwidth 266 Kbitis User-defined -
Min. Rx Bandwidth 512 Khit's 512K -
Max. Tx Bandwidth Kbit's MoLimit hd
Max. Rx Bandwidth Khit's MoLimit -

Description
Advanced Options (Service Group, Priority, Schedule, etc)

Each @ Assign Bandwidth to Each Specified Host or Application
Share All Specified Hosts or Applications Share Bandwidth

Service Group Any Senvice - Edit Service Group

Bandwidth Priority Low -
Bind to Al -
Schedule Always A Edit Schedule

Step 5

Save

Figure 10-9 Rate Limit Rule 1 Settings - Example Two

Creating rate limit rule 2: Go to the QoS > Rate Limit Rule > Rate Limit Rule
Settings page (see Figure 10-10), select game from the Source Address
Group, select 1M from the Min. Tx Bandwidth drop-down list, select 2M from

http://www.uttglobal.com Page 273




UTT Technologies Chapter 10 QoS

the Min. Rx Bandwidth drop-down list, and select Mid from the Bandwidth
Priority drop-down list. Leave the default values for the other parameters. lastly
click the Save button.

source Addresses From To
@ Address Group Any Address - Edit Address Group
Destination Address Group game hd Edit Address Group
Min. Tx Bandwidth 1024 Kbit's ™ -
Min. Rx Bandwidth 2048 Khbit's 2M -
Max. Tx Bandwidth Kbit's MaoLimit -
Max. Rx Bandwidth Kbit's MoLimit hd
Description

Advanced Options  (Service Group, Priority, Schedule, etc.)
Each @ Assign Bandwidth to Each Specified Host or Application
Share 1 All Specified Hosts or Applications Share Bandwidth

Senvice Group Any Senvice - Edit Service Group

Bandwidth Priority Mid -
Bind to All -
Schedule Always A Edit Schedule

Save

Figure 10-10 Rate Limit Rule 2 Settings - Example Two

Step 6  Creating rate limit rule 3: Go to the QoS > Rate Limit Rule > Rate Limit Rule
Settings page (see Figure 10-11), select video from the Source Address
Group, select 2M from the Min. Tx Bandwidth drop-down list, select 4M from
the Min. Rx Bandwidth drop-down list, select High from the Bandwidth
Priority drop-down list. Leave the default values for the other parameters.
Lastly click the Save button.
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Source

Destination Address Group
Min. Tx Bandwidth
Min. Rx Bandwidth
Max. Tx Bandwidth
Max. Rx Bandwidth

Description
Advanced Options
Each

Share

Senice Group
Bandwidth Priority
Bind to

Schedule

() Addresses From To
@ Address Group Any Address  ~ Edit Address Group
video - Edit Address Group
2043 Khitis 2M -
4096 Kpitiz 4M -
Kbitis MolLimit -
Khbitis MolLimit -

(Service Group, Priority, Schedule, etc.)

@ Assign Bandwidth to Each Specified Host or Application
) All Specified Hosts or Applications Share Bandwidth

Any Service ~  Edit Service Group

All -
Always - Edit Schedule

Figure 10-11 Rate Limit Rule 3 Settings - Example Two

Step7 Go to the QoS > APP QoS page (see Figure 10-12), select the Enable
Preferential Forwarding for Web Traffic check box, and then click the Save

button.

[ selectal
[C] Enable Preferential Forwarding for Hot Online Games Traffic
[C] Enable PPPoE Upload Bandwidth Optimization (Improve Upload Speed of PPPoE Users)
[7] Enable Preferential Farwarding for VolP Traffic (Network Phone, Video Conference, etc.)
Enable Preferential Forwarding for Web Traffic (Improve Web Browsing Speed)
[7] Enable Preferential Farwarding for VPN Traffic (PPTPIL2TP/IPSec VPN)
[7] Enable Preferential Farwarding for Email Traffic

Save

Figure 10-12 Enable Preferential Forwarding for Web Traffic- Example Two
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Chapter 11 Restriction

This chapter describes how to configure personal settings for each LAN user, Internet
behavior management, policy database, QQ whitelist, notice and Web Authentication
feature; and how to view the related status information.

11.1 User Admin

This section describes how to view the current status information of LAN users (hosts);
and how to configure personal settings for each user individually, including rate limit
settings and Internet behavior management settings.

11.1.1 User Status List

Through the User Status List in the Restriction > User Admin page, you can view the
status information of each LAN user (host).

User Sdodus List Habe Limil Inderned Buhavior

Iy ] LingsPage: & Firsl Prey Hexl Last T Shop Refreating

0 Descripion @ Addiess MAC Address  [nable Personal Setlings Dinding Siabws Rx Raledibils) Tx Rate(ibis) MAT Sessions User Type Online Sladus
1 Tasl 1921 3 DA 1 Rh G s 1] 1] 1 PPPOE O

S0 U2WCT 50802 Mo 0 o 0 B Onhing

Selecl All
Figure 11-1 User Status List

ID: It is used to identify each entry in the list.

Description: If the LAN user is an IP/MAC binding user, it displays the description of
the user; else it is blank.

< IP Address: It displays the IP address of the LAN user. If you click IP Address
hyperlink, it will jump to the Restriction > User Admin > Rate Limit page, and then
you can individually limit the maximum upload and download rates of the user;
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moreover, you can go to the Restriction > User Admin > Internet Behavior page to
configure the personal Internet behavior management parameters for the user. If you
move your mouse over the IP Address hyperlink, it will display the current effective
settings of the user.

MAC Address: It displays the MAC address of the LAN user.

Binding Status: It indicates whether the LAN user is binding or not. If the user is an
IP/MAC binding user, DHCP binding user, or PPPoE IP/MAC binding user, it displays
Yes; else, it displays No.

< Rx Rate: It displays the real-time download rate (in kilobits per second) of the LAN
user.

<~ Tx Rate: It displays the real-time upload rate (in kilobits per second) of the PPPoE
LAN user.

< NAT Sessions: It displays the number of NAT sessions that are being used by the
LAN host now.

< User Type: It displays the access type of the LAN user. The possible values are
PPPoE, DHCP and Static IP. If the user is a PPPoE dial-in user, it displays PPPoOE; if
the user is a DHCP client user, it displays DHCP; else, it displays Static IP.

< Online Status: It displays online status of the LAN user. If the user is connected to
the Device, it displays Online; if the user is an IP/MAC binding user, DHCP binding
user, or PPPoE IP/MAC binding user, and isn’t connected to the Device, it displays
Offline. Note that the list doesn’t display the status information of those non-binding
users who aren’t connected to the Device.

> Enable Personal Settings: The Enable Personal Settings check box is used to
enable or disable the personal settings of the LAN user. If you want to configure and
enable the personal settings of a LAN user, please select this check box. Note that as
mentioned earlier, it allows you to click IP Address hyperlink to configure, view and
modify personal settings. If you want to disable the LAN user’s personal settings
temporarily instead of deleting them, please click it to remove the check mark.

> Display IPIMAC Binding: Click it to go to the Security > IP/MAC Binding page to
view the IPIMAC Binding List.

> Delete Selected Personal Settings: If you want to delete personal settings of one or
more LAN users, select the leftmost check boxes of them, and then select Delete
Selected Personal Settings from the drop-down list on the lower right corner of the
list, lastly click OK.

> Delete All Personal Settings: If you want to delete all the personal settings at a time,
select Delete All Personal Settings from the drop-down list on the lower right corner
of the list, and then click OK.
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0 Note

You can configure IP/MAC binding users in the Security > IPIMAC Binding >
IP/IMAC Binding Settings page, configure PPPoE IP/MAC binding users in the
PPPoE > PPPoE IP/IMAC > IP/IMAC Binding Settings page, and configure DHCP
manual binding users in the DHCP > DHCP Server > Manual Binding Settings
page.

11.1.2 Personal Rate Limit

If you want to individually limit the maximum upload and download rates of a LAN user, go
to the Restriction > User Admin > User Status List page firstly, and then select the
user’s Enable Personal Settings check box or click its IP Address hyperlink to go to the
Restriction > User Admin > Rate Limit page to specify the Max. Tx Rate and Max. Rx
Rate for the selected user.

Status List Rate Limit Internet Behavior
Current IP Address:192.168.16.88
Max Tx Rate 1024 Kbit's
Max Rx Rate 2048 Kbit's
Save

Figure 11-2 Personal Rate Limit Settings

< Max. Tx Rate: It specifies the maximum upload rate of the selected LAN user.

< Max. Rx Rate: It specifies the maximum download rate of the selected LAN user.

> Save: Click it to save your settings.

11.1.3 Personal Internet Behavior Management

Moreover, it allows you to go to the Restriction > User Admin > Internet Behavior page
to configure, modify and view the personal Internet behavior management settings for the
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selected user, see Figure 11-3. For detailed description of the related parameters, refer to
section 11.2.1 Internet Behavior Management Settings.

tus List

Web
Element

Rate Limit Internet Behavior
Current IP Address:192.168.16.88

Block QQ [ Block MSN Block AliWwangwang [] Block Web QQ
Block Fention
Block BT Block Thunder .
(BitSpirtBitComety | Search BlockQQLive O BlockPPS
Block Sogou Search  [[]  Block PPLive Block QVOD
Block QQGame [ Block BNB Block Zhengtu [] BlockJade Dynasty
Block MHXY [[]  Block Audition Block CGA [ Block WOW
Block Aion [ Block Kartrider Rush
Block Files View [C]  Block Submit
Block Game & Block Stock Websites
Websites View View
Block HTTP Proxy [ Block30CKS4 Proxy [[]  Block SOCKSS Proxy

Figure 11-3 Personal Internet Behavior Management Settings
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11.2 Internet Behavior Management

This section describes the Restriction > Behavior Mgmt page.

In this page, you can easily control and manage the Internet behaviors of the LAN users,
which include: allow or block the LAN users from using popular IM (e.g., QQ, MSN) and
P2P applications (e.g., Bit Comet, Bit Spirit, Thunder Search), downloading the files with
the extension .exe, .dll, .vbs, .com, .bat or .sys over HTTP, playing online games,
accessing stock and game websites, submitting input in the webpage, using HTTP proxy,
and so on.

Moreover, it allows you to configure Internet behaviors management policies based on
address group and schedule.
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11.2.1 Internet Behavior Management Policy Settings

Address Group Any Addresz W Schedule Always
Sslect All ] Drescription

[ BleckQ [F] Bleck MSN [[ Bleck Ali Wangwang [0 Bleck Web Q2
[0 Bieck Fention

Block BT Block Thunder .
| (BitSpirit, BitComet) O Caarch [[] Block QQLive [[] Block FPS
[0 Bieck Sogou Search [0 Bieck PPLive [0 Bleck QVOD

Block QQGams [[] Blck BNB Bleck Zhengtu Block Jade Dynasty

Block MHXY [0 Bleck Audition Block CGA Block WOW

Block Aion [[] Bileck Kartridger Rush
[[] Bleck Files View [0 Bleck Submit
o Block Game o Block Stock

Websites View Websites View

Block S0OCKS4 Block S0OCKSS

[0 Bleck HTTP Proxy = Proxy = Proxy

Figure 11-4 Internet Behavior Management Policy Settings

<~ Address Group: It specifies an address group to which the Internet behavior
management policy applies. The Device will control and manage the Internet
behaviors of the LAN users that belong to this address group according to the policy.
The address group is configured in the Security > Address Group page.

< Schedule: It specifies a schedule to restrict when the Internet behavior management
policy is in effect. The default value is Always, which means the policy is in effect
always. Note that after the selected schedule has expired, the policy will be in effect
always. The schedule is configured in the Security > Schedule page.
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<%

Description: It specifies the description of the Internet behavior management policy.
It is usually used to describe the purpose of the policy.

IM: You can allow or block some popular IM (Instant Message) applications, which
include QQ, MSN, Ali Wangwang, WebQQ and Fetion.

Block QQ: Allow or block QQ application. If you want to block the specified LAN
users (set by Address Group) from using QQ to chat with others, please select
this check box.

Block MSN: Allow or block MSN Messenger. If you want to block the specified
LAN users from using MSN Messenger to chat with others, please select this
check box.

Block Ali Wangwang: Allow or block Ali Wangwang application. If you want to
block the specified LAN users from using Ali Wangwang, please select this check
box.

Block WebQQ: Allow or block WebQQ application. If you want to block the
specified LAN users from using WebQQ to chat with others, please select this
check box.

Block Fetion: Allow or block Fetion application. If you want to block the specified
LAN users from using Fetion to chat with others, please select this check box.

P2P: You can allow or block some popular P2P applications, which include BT (Bit
Comet, Bit Spirit), Thunder Search, QQLive, PPS, Sogou Search, PPLive and QVOD.

Block BT (BitSpirit, BitComet): Allow or block BitSpirit and BitComet
applications. If you want to block the specified LAN users from using BitSpirit or
BitComet to download files, please select this check box.

Block Thunder Search: Allow or block Thunder search application. If you want
to block the specified LAN users from using Thunder to search resources, please
select this check box.

Block QQLive: Allow or block QQLive application. If you want to block the
specified LAN users from using QQLive to play videos, please select this check
box.

Block PPS: Allow or block PPS (i.e., PPStream) application. If you want to block
the specified LAN users from using PPS to play videos, please select this check
box.
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Block Sogou Search: Allow or block Sogou search application. If you want to
block the specified LAN users from using Sogou to search resources, please
select this check box.

Block PPLive: Allow or block PPLive application. If you want to block the
specified LAN users from using PPLive to play videos, please select this check
box.

Block QVOD: Allow or block QVOD (Quasi Video on Demand) application. If you
want to block the specified LAN users from using QVOD to play videos, please
select this check box.

<~ Game: You can allow or block some popular online game applications, which include
QQGame, BNB, Zhengtu, Perfect World, Jade Dyna, MHXY, Audition, CGA, WOW,
Aion and Kartrider Rush.

Block QQGame: Allow or block QQGame application. If you want to block the
specified LAN users from playing QQGame, please select this check box.

Block BNB: Allow or block BNB application. If you want to block the specified
LAN users from playing BNB game, please select this check box.

Block Zhengtu: Allow or block Zhengtu application. If you want to block the
specified LAN users from playing Zhengtu game, please select this check box.

Block Jade Dynasty: Allow or block Jade Dynasty and Perfect World
applications. If you want to block the specified LAN users from playing Jade
Dynasty or Perfect World game, please select this check box.

Block MHXY: Allow or block MHXY application. If you want to block the specified
LAN users from playing MHXY game, please select this check box.

Block Audition: Allow or block Audition application. If you want to block the
specified LAN users from playing Audition game, please select this check box.

Block CGA: Allow or block CGA application. If you want to block the specified
LAN users from playing CGA game, please select this check box.

Block WOW: Allow or block WOW application. If you want to block the specified
LAN users from playing WOW game, please select this check box.

Block Aion: Allow or block Aion application. If you want to block the specified
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LAN users from playing Aion game, please select this check box.

Block Kartrider Rush: Allow or block Kartrider Rush application. If you want to
block the specified LAN users from playing Kartrider Rush game, please select
this check box.

< Web: You can allow or block downloading some predefined types of files over HTTP,
and submitting input in the webpage.

Block Files: Allow or block downloading some predefined types of files over
HTTP. If you want to block the specified LAN users from downloading the files
with the extension .exe, .dll, .vbs, .com, .bat or .sys over HTTP, please select this
check box. It allows you to click View hyperlink to view all the predefined file
types.

Block Submit: Allow or block submitting input in the webpage. If you want to
block the specified LAN users from submitting input in the webpage, such as
logging in to a website, posting messages on a forum, etc.

<~ DNS: You can allow or block some predefined game and stock websites by DNS
filtering.

Block Game Websites: Allow or block some predefined game websites. If you
want to block the specified LAN users from accessing those predefined game
websites, please select this check box. It allows you to click the View hyperlink to
view all the predefined game websites.

Block Stock Websites: Allow or block some predefined stock websites. If you
want to block the specified LAN users from accessing those predefined stock
websites, please select this check box. It allows you to click the View hyperlink to
view all the predefined stock websites.

<~ Others: Allow or block some other applications such as HTTP Proxy, SOCK Proxy.

Block HTTP Proxy: Allow or block HTTP Proxy application. If you want to block
the specified LAN users from using HTTP Proxy, please select this check box.

Block SOCK4 Proxy: Allow or block SOCK4 Proxy application. If you want to
block the specified LAN users from using SOCK4 Proxy, please select this check
box.

Block SOCK5 Proxy: Allow or block SOCK4 Proxy application. If you want to
block the specified LAN users from using SOCKS5 Proxy, please select this check
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box.

> Save: Click it to save the Internet behavior management policy settings.

0 Note

1. If a function option of an internet behavior management policy is not in effect as
desired, please go to the Restriction > Policy Database > Policy Database List to
check whether its corresponding policy database is the latest or not. Refer to section
11.3.2 Policy Database List for more information about how to update a policy
database.

2. When using Internet behavior management feature, the Device will search the
Internet behavior management policy list to find out if there is a matched policy for
each LAN user. It will check the user’s IP address against each policies in the order in
which the policies are listed. The first matched policy will apply to the LAN user, and no
further policies will be checked. Note that in the Behavior Mgmt. List, the policies
are listed in reverse chronological order of creation, the later the policy is created, the
upper the policy is listed.

11.2.2 Internet Behavior Management Policy List

Behawlor Mgma. List Bahavior Mgmt. Senings

120  LinesPage: 10 T First  Prev Hest  Last Search: Hew
[ V] ASIress Group Enabhe [BoCked ApMHICITONS Schedube D SCripon Edix
1 can_sn i 041, MAN BT, Thunder  GAMEURL | STOCHURL workima il

Selac A Dilata

Figure 11-5 Internet Behavior Management Policy List

> Add an Internet Behavior Management Policy: If you want to add a new Internet
behavior management policy, click the New button or select the Behavior Mgmt.
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Settings tab to go to the setup page, and then configure it, lastly click the Save
button.

> View Internet Behavior Management Policy(s): When you have configured some
Internet behavior management policies, you can view them in the Behavior Mgmt.
List.

> Enable an Internet Behavior Management Policy: The Enable check box is used
to enable or disable the corresponding Internet behavior management policy. The
default value is selected, which means the policy is in effect. If you want to disable the
policy temporarily instead of deleting it, please click it to remove the check mark.

> Edit an Internet Behavior Management Policy: If you want to modify a configured
Internet behavior management policy, click its Edit hyperlink, the related information
will be displayed in the setup page. Then modify it, and click the Save button.

> Delete Internet Behavior Management Policy(s): If you want to delete one or more
Internet behavior management policies, select the leftmost check boxes of them, and
then click the Delete button.
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11.3 Policy Database

This section describes the Restriction > Policy Database page.

0 Note

In this document the policy database is called PDB for short.

11.3.1 Introduction to Policy Database

This page allows you to not only view the PDBs in the Policy Database List, but also
upload and update PDBs. By introducing PDB, we can add a group of policies into a PDB;
and we also provide PDB online update function to greatly facilitate the users. The Device
currently supports four types of PDBs, which includes Route PDB, DNS PDB, Website
PDB and Firewall PDB; and in the future, UTT Technologies Co., Ltd. will successively
provide more types of PDBs according to actual user requirements.

The route PDBs can be referenced and configured in the Advanced > Static Route page.
By introducing route PDB, the users don’t need add static routes one by one, but instead
create a large batch of static routes for each ISP connection at a time. Then the traffic
destined for one ISP’s servers will be forwarded through this ISP’s connection, but not
another ISP’s connection; such as, the traffic destined for TEL servers will be forwarded to
the TEL connection, the traffic destined for CNC servers will be forwarded to the CNC
Internet connection, and the traffic destined for ChinaMobile servers will be forwarded to
the ChinaMobile Internet connection. Thus the LAN hosts can access those servers
normally. Refer section 7.1.2 Static Route Policy Database for more information about
route PDBs.

The firewall PDBs, DNS PDBs, and Website PDBs are referenced and configured in the
Restriction > Behavior Mgmt. > Behavior Mgmt. Settings page. By introducing firewall
PDBs, you don’t need add multiple access control rules one by one, but instead just click
some check boxes to block or allow the LAN users to use popular IM (e.g., QQ, MSN) and
P2P applications (e.g., BitComet, BitSpirit, Thunder Search).
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11.3.2 Policy Database List

Policy Database List Database Version Check Irpont Policy Database
IVET  LinesPage: 10 = First Piev Hexl Last Search:
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GAMEURL Dns Block Game Websftes Ho 0o0B05
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Figure 11-6 Policy Database List

Name: It displays the name of the PDB.

Type: It displays the type of the PDB. Now the Device provides four types of policy
databases: Route, Firewall, Dns and Website.

< Description: It displays the description of the PDB. It is usually used to describe the
purpose of the PDB.

<> Referenced: It indicates whether the PDB is referenced or not. If the PDB is
referenced, it displays Yes; else, it displays No.

< Version: It displays the version of the PDB. The version indicates the date on which
PDB was created, for example, the version of 090805 means that the PDB was
created on August 5, 2009. You can judge whether a PDB needs to be updated
according to its version: the larger the value, the newer the version.

> Update: If you want to update a PDB, click its Update hyperlink to download the
latest PDB from designated website and apply it automatically.

> Update All: If you want to update all the PDBs in the list at a time, click the Update
All hyperlink to download all the latest PDBs from designated website and apply them
automatically.

> Delete: If you want to delete one or more PDBs, select the leftmost check boxes of
them, and then click the Delete button.

0 Note
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1. You cannot delete the system default PDBs.

2. By default, the Policy Database List only displays the system default PDBs, which
include CNC, TEL, QQ, MSN, BT, Thunder, GAMEURL, STOCKURL, FileType, and
upload. It allows you to customize firewall PDBs and modify the system default
firewall PDBs via CLI.

3. Only the system default PDBs can be updated. Once you have updated a firewall
PDB which has been referenced, the related settings will take effect immediately;
after you updated a route PDB which has been referenced, you should go to the
Advanced > Static Route page to reference it again and perform the save operation
to make the related settings take effect. Refer to section 7.1.2.4 How to Update a
System Default Static Route PDB for detailed operation.

11.3.3 Policy Database Version Check

abase List Database Version Check Import Policy Database
Policy Database Verison Check  Automatically -
CheckTime  Everyday = 00:00 -

Save

Figure 11-7 Policy Database Version Check

<~ Policy Database Version Check: It specifies whether the Device will automatically
check the version of each PDB or not. There are two available options:

e Never: It indicates that the Device will not automatically check the version of
each PDB.

e Automatically: It indicates that the Device will automatically check the version of
each PDB at the specified time (set by Check Time); and log the results that
mainly contain which PDBs need to be updated in the Status > System Log

page.
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<~ Check Time: It specifies a time at which PDB version check will be triggered. If you
select Automatically from the Policy Database Version Check drop-down list, you
should set the Check Time as required.

> Save: Click it to save the PDB version check settings.

0 Note

If you select Automatically from the Policy Database Version Check drop-down list,
you should synchronize the system clock in the System > Time page to ensure that
the Device will automatically check the version of each PDB at the desired time.

11.3.4 Import Policy Database

ibase List Database Version Check Import Policy Database

Choose File Browse...

Upload

Figure 11-8 Import Policy Database

<~ Choose File: Click the Browse button to choose a PDB file or enter the file path and
name in the text box.

> Upload: Click it to import the selected PDB file into the Device. Once the PDB file is
imported successfully, you can view it in the Policy Database List.

0 Note

To avoid unexpected error, do not power off the Device during importing the PDB file.
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11.4 QQ Whitelist

The Device provides QQ whitelist feature, which allows you to add some QQ numbers into
the QQ Whitelist, then those QQ numbers will be exempt from the restriction of the
Internet behavior management policies configured in the Restriction > Behavior Mgmt. >
Behavior Mgmt. Settings page, that is, the LAN users still can use those QQ numbers to
login to QQ even if you have blocked these users from using QQ by policies.

11.4.1 Enable QQ Whitelist

QQ Whitelist QQ Whitelist Settings

+| Enable QQ Whitelist Save

Figure 11-9 Enable QQ Whitelist

< Enable QQ Whitelist: It allows you enable or disable QQ whitelist. If you select the
check box to enable QQ whitelist, the QQ numbers in the QQ Whitelist will take
effect. Else, those QQ numbers will be of no effect.

> Save: Click it to save your settings.

11.4.2 QQ Whitelist Settings

QQ Whitelist QQ Whitelist Settings

Q0 Number 21586375

Description

Save

Figure 11-10 QQ Whitelist Settings
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< QQ Number: It specifies a unique QQ number. It should be a number less than 11
digits. The QQ number will be exempt from the restriction of the Internet behavior
management policies, that is, a LAN user still can use this QQ number to login to QQ
even if you have blocked the user from using QQ by a policy.

<~ Description: It specifies the description of the QQ number.

> Save: Click it to save the QQ whitelist settings.

11.4.3 QQ Whitelist

O Wit list 00 Whinelis Settings
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Figure 11-11 QQ Whitelist

> Add a QQ Number: If you want to add a new QQ number into the QQ Whitelist, click
the New button or select the QQ Whitelist Settings tab to go to the setup page, and
then configure it, lastly click the Save button.

> View QQ Number(s): When you have configured some QQ numbers, you can view
them in the QQ Whitelist.

> Edit a QQ Number: If you want to modify a configured QQ number, click its Edit
hyperlink, the related information will be displayed in the setup page. Then modify it,
and click the Save button.

> Delete QQ Number(s): If you want to delete one or more QQ numbers, select the
leftmost check boxes of them, and then click the Delete button.
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11.5 Configuration Example for Internet

Behavior Management

1. Requirements

In 2011, a business CEO wants to control online behavior of the employees. He wants to
block all the predefined IM and P2P applications, online games, game and stock websites
during working time, but allow all the Internet services during rest periods. But there are
some exceptions which are as follows:

e The CEO and vice CEO can access the Internet without any restrictions. Their IP
addresses are 192.168.16.4 and 192.168.16.5 respectively.

e The Customer Service and Sales Departments’ employees need to use IM
applications to communicate with customers during working time. Their IP address
ranges are: from 192.168.16.50 to 192.168.16.70, and from 192.168.16.100 to
192.168.16.120 respectively.

e There are five employees with dynamic IP addresses, and they need to use QQ.
Their QQ numbers are 21586375, 29583674, 1572681475, 1143550132 and
66587954 respectively.

The business’s working time is: Monday to Friday, 9:00 to 12:00 am, and 1:00 to 6:00 pm.
2. Analysis

We need to create three Internet behavior management policies, enable QQ whitelist
feature and add five QQ numbers into the QQ Whitelist to meet requirements.

1) Policy 1: It is used to block all the LAN users from using IM and P2P applications,
playing online games, and accessing game and stock websites.

2) Policy 2: It is used to allow the Customer Service and Sales Departments’ employees
to use IM applications during working time. Note that as this policy has higher priority
than policy 1, it should be created later than policy 1.

3) Policy 3: Itis used to allow the CEO and vice CEO to access all the Internet services.
Note that as this policy has the highest priority, it should be created at last.

4) Enable QQ whitelist feature and add five QQ numbers into the QQ Whitelist.

3. Configuration Procedure

Before creating the Internet behavior management policies, you may do the following
tasks:
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e (o to the Security > Address Group page to create two address groups, one is for
the two CEOs, and it contains two |P addresses: 192.168.16.4 and 192.168.16.5; the
other is for Customer Service and Sales Departments’ employees, and it contains two
IP address ranges: from 192.168.16.50 to 192.168.16.70, and from 192.168.16.100
to 192.168.16.120. Here we assume the first group’s name is Directors, and the
second group’s name is CSD_SD. Refer to section 12.6.4 How to Add the Address
Groups for detailed information about how to create them.

e Go to the Security > Schedule page to create one schedule for working time. Here
we assume its name is work. Refer to section 12.8.5 Configuration Example for
Schedule for detailed information about how to create it.

Here we only describe how to create three Internet behavior management policies, enable
QQ whitelist feature and add five QQ numbers into the QQ Whitelist.

The configuration steps are the following:
Step1  Go to the Restriction > Behavior Mgmt. > Behavior Mgmt. Settings page.

Step 2 Creating Policy 1: Select Any Address from the Address Group drop-down
list, select work from the Schedule drop-down list, select all the check boxes in
IM, P2P, Games and DNS configuration fields, and then click the Save button,
see Figure 11-12.
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Address Group Any Address W Schedule wark -
Salect All il Description
Block QQ Block MEN Block Ali Wangwang Block Web QQ

Block Fention

Bleck BT

(BitSpirt BitComet) Block Thunder Search Block OQLive Block PPS
Block Sogou Search Block PPLive Block QVOD
Block QOGams Block BME Block Zhangtu Block Jade Dynasty
Block MHXY Block Audition Block CGA Block WOW
Block Aion Block Kartrider Flush
[[] Bilock Files View |:| Block Submit
Block Game Websites Block Stock Websites
View View
[] Block HTTP Proxy [[] Block SOCKS Proxgy [ Block SOCKES Froxy

Figure 11-12 Internet Management Behavior Example - Policy 1

Step 3  Creating Policy 2: Select CSD_SD from the Address Group drop-down list,
select work from the Schedule drop-down list, select all the check boxes in
P2P, Games and DNS configuration fields, and then click the Save button, see
Figure 11-13.
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Address Group CSD_SD - Schedule wark
Select Al Description

O Bhockon ] Block MSN [] Elock AliWangwang [ Block WebQQ
[[] Block Fantion
Block BT Block Thunder Search Block 00Live Block PFS

{BitSpirit, BitComet)
Block Sogou Search Block PPLive Block QVOD
Block QCGams Block ENB Block Zhengtu Biock Jade Dynasty
Block MHXY Block Audition Block CGA Block WOW
Block Ajon Block Kartrider Rush
E]  Block Files View ] Slock Submit

Block Game Websites Block Stock Websites
View View
] Block HTTP Froxy [[] Block SOCKS4 Froxy  []  Block SOCKSS Proxy

Figure 11-13 Figure 11-9 Internet Management Behavior Example - Policy 2

Step4 Creating Policy 3: Select Directors from the Address Group drop-down list,
select Always from the Schedule drop-down list, and unselect all the check

boxes in the page, and then click the Save button, see Figure 11-14.
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Address Group Directors - Schedule Always
Select All [} Description
Block QQ Block M5N [ Bleck Al Wangwang Block Web Q0
Bleck Fention
Bleck BT )
(BitSpirit BitComet) Block Thunder Search  [[]  Block QOLive Block PPS
Black Sogou Search Block PPLive [[] Block QVOD
Block QQ:Game Block BNB [ Block Zhengtu Block Jade Dynasty
Block MHIXY Block Audition ] Block CGA Block WOW
Bleck Aion Block Kartrider Rush
[[] Block Files View [[] Block Submit
Block Game Websites Block Stock Websites
& View ] View
[[] Bkck HTTP Proxy [[] Block S0CKS4 Proxy [  Block SOCKSS Prosy

Figure 11-14 Internet Management Behavior Example - Policy 3
Step 5 Go to Restriction > QQ Whitelist page, select the Enable QQ Whitelist check
box, and click the Save button, see Figure 11-15. Click the New button to go to
the QQ Whitelist Settings page to add the first QQ number (i.e., 21586375)

into the QQ Whitelist, and then add the other four QQ numbers one by one,
see Figure 11-16.

QQ Whitelist QQ Whitelist Settings

Enable QQ Whitelist

Figure 11-15 Internet Management Behavior Example - Enable QQ Whitelist
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Figure 11-16 Internet Management Behavior Example -QQ Whitelist

http://www.uttglobal.com

Page 299



UTT Technologies Chapter 11 Restriction

11.6 Notice

This section describes the Restriction > Notice page.

11.6.1 Introduction to Notice

The Device provides notice feature which is used to push notice messages to the
specified LAN users. After you enable notice feature, if a specified LAN user accesses the
Internet via a web browser (e.g., IE, Firefox), the Device will automatically push a notice
message to the user.

The Device provides one-time notice and daily notice. If you enable one-time notice
feature and specify a notice message, and then when a specified LAN user accesses the
Internet via a web browser, the Device will automatically push the notice message to the
user; in general, the one-time notice message is only pushed once. If you enable daily
notice feature and specify a notice message, the Device will automatically push the notice
message to the specified LAN users one time per day.

Either you use one-time notice or daily notice, it allows you to customize a notice message
or just specify a notice URL. If you choose to customize a notice message, and then when
a specified LAN user accesses the Internet via a web browser, the Device will
automatically pop up the notice message to the user. Else, the requested web page will
automatically jump to the specified URL to display the notice; in this case, you need add
the notice message to that web page in advance.

Besides notice feature in this page, UTT Series Security Firewalls also provide domain
blocking notice feature. Please refer to section 12.4.2 Domain Blocking Notice for
detailed information.

11.6.2 Notice Settings

11.6.2.1 One-Time Notice Settings

When using one-time notice, the Device will push the notice message to the LAN users
that belong to the specified address group. And the one-time notice message is only
pushed once.
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One-Time Notice Daily Notice Settings
Enable One-Time Notice v
Address Group Any Address -
Notice Mode Customized -
MNotice Title
Signature

Motice Content

Hellgo,
We are going to hold a party, please take time to attentd.

Preview | | Save |

Figure 11-17 One-Time Notice Settings - Customized Mode

<- Enable One-Time Notice: It allows you to enable or disable one-time notice. If you
want to enable one-time notice, please select this check box.

<~ Address Group: It specifies an address group to which the notice message will be
pushed. When you enable one-time notice, the Device will directly push the notice
message to the LAN users that belong to this address group. The address group is
configured in the Security > Address Group page.

< Notice Mode: It specifies the mode of pushing the notice. There are two available
options:

e Customized: When selecting Customized (see Figure 11-17), it allows you to
customize a notice message which consists of Notice Title, Notice Content and
Signature, and to preview the notice message. In this case, if a specified LAN
user accesses the Internet via a web browser, the Device will automatically pop
up the notice message to the user.

e URL: When selecting URL, it allows you specify a notice URL, see Figure 11-19.
In his case, you need add a notice message to the specified web page in
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advance; thus, if a specified LAN user accesses the Internet via a web browser,
the requested web page will automatically jump to the specified URL to display
the notice.

< Notice Title: It specifies the title of the notice message. If you select Customized
from the Notice Mode check box, you need set it.

< Signature: It specifies the signature of the notice message. If you select Customized
from the Notice Mode check box, you need set it.

< Notice Content: It specifies the content of the notice message. If you select
Customized from the Notice Mode check box, you need set it.

< URL: It specifies a notice URL to which the requested web page will automatically
jump. If you select URL from the Notice Mode check box, you need set it.

> Save: Click it to save your settings.

> Preview: If you select Customized from the Notice Mode check box, you may click
the Preview button to preview the notice message you just configured. The following
figure shows an example of a notice message.

Party

Hells,
We are going to hold a party, plesse take time to attentd.

Back to Setup Page ——— Marw

Figure 11-18 One-Time Notice Preview - Example
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One-Time Motice Daily Notice Settings

Enable One-Time Notice

Address Group Any Address -
Motice Mode URL -
URL hitp:l/

Save

Figure 11-19 One-Time Notice Settings - URL Mode

O Note

1. If the Device pushes a notice message to a LAN user who hasn’t launched a web
browser, it will fail to push; and once the user launched the web browser and
accessed an Internet domain name or IP address, he/she will receive the notice
message immediately. For example, we assume that the Device will push a notice
message at 8:00 am as planned, if a user hasn’t launch the web browser at 8:00 am
yet, the user cannot received the notice message; and if the user access the Internet
via the web browser at 10:00, he/she will receive the notice message immediately.

2.  When using one-time notice, if you restart the Device, the Device will push the notice
message once again.

11.6.2.2 Daily Notice Settings

When using daily notice, the Device will automatically push the notice message to the
LAN users that belong to the specified address group one time per day.

e Notice Daily Notice Settings

Enable Daily Motice [l

Address Group All Addresses =
Motice Mode URL -
URL httpeil

Save
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Figure 11-20 Daily Notice Settings

< Enable Daily Notice: It allows you to enable or disable daily notice. If you want to
enable daily notice, please select this check box.

Please refer to section 11.5.2.1 One-Time Notice Settings for detailed description of the
other parameters.

11.7 Web Authentication

UTT series security firewalls provide Web authentication feature. This new feature will
enhance network security. If you enable the Web authentication on the Device, those
non-PPPoE dial-in users cannot access the Internet through the Device unless they are
authenticated successfully through Web browser.

11.7.1 Enable Web Authentication

User Account List User Account Settings

Enable Web Authentication | Save |

Figure 11-21Enable Web Authentication

< Enable Web Authentication: It allows you to enable or disable web authentication
feature. By default it is disabled. If you select the check box to enable this feature,
those non-PPPoE dial-in users cannot access the Internet through the Device unless
they are authenticated successfully.

> Save: Click it to save your settings.
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11.7.2 Web Authentication User Account Settings

User Account List User Account Settings
UserName Mary
Password essee
Diescription

Save

Figure 11-22 Web Authentication User Account Settings

< User Name: It specifies a unique user name of the web authentication account. It
should be between 1 and 31 characters long. The Device will use the User Name and
Password to authenticate a user.

Password: It specifies the password of the web authentication account.
Description: It specifies the description of the web authentication account.

> Save: Click it to save the web authentication account settings.

11.7.3 Web Authentication User Account List

VB0 LinesPage: |10 & Firl  Prev  Mest  Last Suarch [ tigw |

L] sy Ny Ve Shaluy P fodneny DuBsripte) Qpurapon kst

Figure 11-23 Web Authentication User Account List
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> Add a Web Authentication User Account: If you want to add a web authentication
user account, click the New button or select the User Account Settings tab to go to
setup page, and then configure it, lastly click the Save button.

> Edit a Web Authentication User Account: If you want to modify a configured web
authentication user account, click its Edit hyperlink, the related information will be
displayed in the setup page. Then modify it, and click Save button.

> Delete Web Authentication User Account(s): If you want to delete one or more
configured web authentication user accounts, select the leftmost check boxes of them,
and then click Delete button.

11.7.4 How to Use Web Authentication

If you want to use web authentication for a non-PPPoE dial-in user, do the following:

Step1 Go to the Restriction > Web Authentication page, and then select the Web
User Account Settings tab to go to setup page.

Step 2  Configure a new web authentication user account (see figure 11-11), and then
click the Save button to save the settings.

Step3 Select the User Account List tab, and then select the Enable Web
Authentication check box.

Step4 Launch a web browser, enter an Internet domain name or IP address in the
address bar, and then press <Enter>, the Device will automatically pop up an
authentication login page, see figure 11-13.

Your device must be identified, otherwise you will not be allowed to access Internet.Please input
vour Identification User Name and Password.

User Name

Password

Please enable Popup from this website, or vou might be not able to access Internet.

Figure 11-24 Web Authentication Login Page

Step 5 Enter the correct user name and password in the text boxes, and then click the
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Save button, the system will pop up a prompt page (see figure 11-14).

f_'.: Attention — Windows Intermet Ezplorer |Z”E|[z|

£ http:/f192 188, 16, 1 MebhutiMazzaze. asp b

Note:
Your identification is successfully finished!

Please DO NOT CLOSE THIS PAGE!

Close this page means log out from this Web Identification.
And vou will not be able to access Internet.

You can minimize the current page and carrv out vour normal

Eg 6 Internet 'i'i'g 100% -

Figure 11-25 Web Authentication Prompt Page

0 Note

Do not close the prompt page; else, the user cannot access the Internet.
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Chapter 12 Security

This chapter describes how to configure security features, including attack defense,
IP/MAC binding, firewall, DNS filtering, NAT session limit, address group, service group
and schedule.

12.1 Attack Defense

This section describes the Security > Attack Defense page, which includes internal
attack defense and external attack defense.

12.1.1 Internal Attack Defense

In this page, you can do basic internal attack defense settings to enhance network security.
The internal attack defense includes three parts:

e Virus Defense: It can effectively protect the Device against popular virus attacks,
such as, Anti-Blaster virus attack, UDP/ICMP/SYN flood attack, ARP spoofing attack,
and so on.

e Access Restrict: It can effectively protect the Device against DDoS attacks by
restricting LAN hosts’ access to the Device.

e Other Defense: It can effectively protect the Device against port scanning attack.
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Internal Attack Defense External Attack Defense

Enable Blaster Virus Defense
Enable IP Spoofing Defense
Enable UDP Flood Defense Threshold Packets/Second
Enable ICMP Flood Defense Threshold Packets/Second
Enable SYN Flood Defense Threshold Packets/Second
ARP
Enable ARP Spoofing Defense Broadcast milliseconds
Intarval
R
e
s Enable Device Access Restrict Allowed IP Addresses To
t
r -
i Threshold o Packets/Second (0 means no limit)
c
t
Enable Port Scanning Defense Threshold milliseconds

w=0JT~0

Figure 12-1 Internal Attack Defense Settings

1. Virus Attacks Defense

<- Enable Blaster Virus Defense: It allows you to enable or disable anti-blaster virus
defense. If you select the check box to enable this feature, it will effectively protect the
Device against blaster and sasser virus attacks. After you enable this feature, the
Device will discard those TCP packets destined for port 135, 136, 137, 138, 139, 445,
1025, 5554 or 9996, so the LAN hosts cannot access the related services provided by
outside hosts, e.g., windows file and printer sharing services.

< Enable IP Spoofing Defense: It allows you to enable or disable IP spoofing defense.
If you select the check box to enable this feature, it will effectively protect the Device
against IP spoofing attack. After you enable this feature, the Device will only forward
the packets whose source IP address is in the same subnet as the Device LAN IP
address. Note that in this case the hosts behind a L3 switch cannot access the
Internet through the Device.

<- Enable UDP Flood Defense: It allows you to enable or disable UDP flood defense. If
you select this check box to enable this feature, it will effectively protect the Device
against UDP flood attack. After you enable this feature, if the number of UDP packets
from one source IP address (e.g., 192.168.16.66) to a single port on a remote host
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exceeds the threshold, the Device will consider that the LAN host with IP address
192.168.16.66 is performing UDP flood attack, and then randomly discard the further
UDP packets from that source to that destination. In most cases, leave Threshold
the default value.

<~ Enable ICMP Flood Defense: It allows you to enable or disable ICMP flood defense.
If you select this check box to enable this feature, it will effectively protect the Device
against ICMP flood attack. After you enable this feature, if the number of ICMP
packets from one source IP address (e.g., 192.168.16.16) to a single port on a
remote host exceeds the threshold, the Device will consider that the LAN host with IP
address 192.168.16.16 is performing ICMP flood attack, and then randomly discard
the further ICMP packets from that source to that destination. In most cases, leave
Threshold the default value.

< Enable SYN Flood Defense: It allows you to enable or disable SYN flood defense. If
you select this check box to enable this feature, it will effectively protect the Device
against SYN flood defense. After you enable this feature, if the number of SYN
packets from one source IP address (e.g., 192.168.16.36) to a single port on a
remote host exceeds the threshold, the Device will consider that the LAN host with IP
address 192.168.16.36 is performing SYN flood attack, and then randomly discard
the further SYN packets from that source to that destination. In most cases, leave
Threshold the default value.

< Enable ARP Spoofing Defense: It allows you to enable or disable ARP spoofing
defense. If you select the check box to enable this feature, and then bind all the
IP/MAC address pairs of the LAN hosts (configured in the Security > IPIMAC
Binding page), it will effectively protect the Device against ARP spoofing attack.

< ARP Broadcast Interval: It specifies the time interval at which the Device
periodically broadcasts gratuitous ARP packets. These gratuitous ARP packets are
used to inform the LAN hosts the correct MAC address of the Device’s LAN interface,
so the LAN hosts can effectively defense ARP spoofing attack. It should be multiple of
10 between 100 and 5000 milliseconds.

Access Restrict

<- Enable Device Access Restrict: It allows you to enable or disable device access
restrict. Select the check box to restrict LAN hosts’ access to the Device through LAN
interface, so it will protect the Device against internal DDoS attacks. The access
restrict rules are as follows:

1) Allow any LAN host to use ICMP to access the Device.

2) Allow any LAN host to access the UDP port 53, 67 or 68 of the Device, to ensure
that the Device’s DNS proxy, DHCP server and DHCP client can operate

properly.
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3) Only allow the LAN hosts that belong to the range specified by Allowed IP
Addresses to access the web or telnet service provided by the Device, but block
the other hosts.

4) Block LAN hosts from accessing any other services provided by the Device.

< Allowed IP Addresses: It specifies an address range of the allowed LAN hosts.
When Enable Device Access Restrict is selected, only the LAN hosts that belong to
this range can access the web or telnet service provided by the Device.

<~ Threshold: It specifies the maximum number of packets passing through the
Device’s LAN interface per second. It should be between 0 and 20000 packets per
second, and the suggested value is between 300 and 600 packets per second.

3. Other Defense

<- Enable Port Scanning Defense: It allows you to enable or disable port scanning
defense. If you select this check box to enable this feature, it will effectively protect
the Device against port scanning attack. After you enable this feature, if a LAN host
continuously sends the SYN packets to different ports on a remote host, and the
number of ports exceeds 10 at the specified time interval (set by the Threshold), the
Device will consider that the LAN host is performing port scanning attack, and then
randomly discard the further SYN packets from it to that destination host. In most
cases, leave the Threshold the default value.

> Save: Click it to save the internal attack defense settings.

12.1.2 External Attack Defense

In this page you can enable or disable WAN ping respond. As ping is often used by
malicious Internet users to locate active networks or hosts, in most cases, it is
recommended that you disable WAN ping respond for added security. Only in some
special cases, such as network debugging, you need enable this feature.

Internal Attack Defense External Attack Defense

| Enable WAN Ping Respond

Sawve

Figure 12-2 External Attack Defense Settings
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<- Enable WAN Ping Respond: It allows you to enable or disable WAN ping respond. If
you select the check box to enable WAN ping respond, all the Device’s WAN
interfaces will respond to ping requests from the outside hosts.

> Save: Click it to save the external attack defense settings.
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12.2 IP/MAC Binding

This section describes the Security > IPIMAC Binding page.

12.2.1 Introduction to IP/MAC Binding

12.2.1.1IP/MAC Overview

To achieve network security management, you should firstly implement user identification, and
then you should implement user authorization. Section 12.3 Security > Firewall describes
how to configure and use access control rules to control the Internet behaviors of the LAN
users. In this section, we will describe how to implement user identification.

The Device provides IP/MAC binding feature to implement user identification. Using the
IP/MAC address pair as a unique user identity, you can protect the Device and your network
against IP spoofing attacks. IP spoofing attack refers to that a host attempts to use another
trusted host’s IP address to connect to or pass through the Device. The host’s IP address can
easily be changed to a trusted address, but MAC address cannot easily be changed as it is
added to the Ethernet card at the factory.

The IP/MAC binding feature allows you to add the IP and MAC address pairs of trusted
LAN hosts in the IPIMAC Binding List. Note that in the IP/MAC Binding List, you can
allow or block Internet access for each IP/MAC binding user. After you have added a LAN
user's IP and MAC address pair into the IPIMAC Binding List, if its Allow Internet
Access check box is selected (check mark v appears), it will allow the user to access the
Device and Internet, else block the user.

12.2.1.2 The Operation Principle of IP/MAC Binding

For the sake of convenience, we firstly introduce several related terms including legal user,
illegal user and undefined user.

Legal User: A legal user’s IP and MAC address pair matches an IP/MAC binding whose
Allow Internet Access check box is selected.

lllegal User: Aillegal user’s IP and MAC address pair matches an IP/MAC binding whose
Allow Internet Access check box is unselected; or the IP address or MAC address is the
same with an IP/MAC binding’s, but not both.
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Undefined User: An undefined user’s IP address and MAC address both are different
from any IP/MAC binding. The undefined users are all the users except legal and illegal
users.

It allows the legal users to access the Device and access the Internet through the Device,
and denies the illegal users. And the parameter of Allow Undefined LAN PCs
determines whether it allows the undefined users to access the Device and access the
Internet through the Device, that is, it will allow them if the Allow Undefined LAN PCs
check box is selected, else block them.

IP/MAC binding feature can act on the packets initiated from the LAN hosts to the Device
or outside hosts. When receiving a packet initiated from LAN, the Device will firstly
determine the sender’s identity by comparing the packet with the bindings in the IPFMAC
Binding List, and then process the packet according to the sender’s identity. The details
are as follows:

1. If the sender is a legal user, the packet will be allowed to pass, and then be further
processed by the firewall access control function module.

2. If the sender is an illegal user, the packet will be dropped immediately to prevent IP
spoofing.

3. If the sender is an undefined user, there are two cases:

1) If the Allow Undefined LAN PCs check box is selected, the packet will be
allowed to pass, and then be further processed by the firewall access control
function module.

2) Else, the packet will be dropped immediately.

For example, if the IP/MAC address pair IP 192.168.16.65 and 00:15:¢5:67:41:0f is added to
the IP/MAC Binding List, and its Allow Internet Access check box is selected, see Figure
12-3.
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Figure 12-3 IP/MAC Binding List - Example One

Then, when receiving a packet initiated from LAN, the Device will process it according to
the following cases:

1. A packet with IP address 192.168.16.65 and MAC address 00:15:¢5:67:41:0f is
allowed to pass, and then it will be further processed by the firewall access control
function module.

2. A packet with IP address 192.168.16.65 but with a different MAC address is dropped
immediately to prevent IP spoofing.

3. A packet with a different IP address but with MAC address 00:15:¢5:67:41:0f is
dropped immediately to prevent IP spoofing.

4. Apacket’s IP address and MAC address both are not defined in the IPIMAC Binding
List:

1) If the Allow Undefined LAN PCs check box is selected, the packet is allowed to
pass, and then it will be further processed by the firewall access control function
module.

2) Else, the packet is dropped.

If you want to block the user who matches the IP/MAC binding from accessing the Device
and Internet, you need unselect Allow Internet Access check box, see Figure 12-4. Then a
packet with IP address 192.168.16.65 and MAC address 00:15:c5:67:41:0f will be
dropped.
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Figure 12-4 IP/MAC Binding List - Example Two

0 Note

1. If you have added the IP and MAC address pair of a trusted LAN host in the IP/MAC
Binding List, and later changed this host’s IP address or MAC address, you must
also change the corresponding binding in the IP/IMAC Binding List; otherwise the
host cannot access the Device and Internet. If the Allow Undefined LAN PCs check
box is unselected, you must also add the IP and MAC address pair of any new host that
you add to your network, and make sure that its Allow Internet Access check box is
selected; otherwise this new host cannot access the Device and Internet.

2. IP/MAC binding feature can only act on the packets initiated from the LAN hosts to
the Device or outside hosts, but cannot act on the packets within the LAN. If you
change a LAN host’s IP address or MAC address, this LAN host will be unable to
access the Device and access the Internet through the Device, but it still can
communicate with the other LAN hosts, such as, it can browse Network
Neighborhood, use windows file and printer sharing services within the LAN, and so
on.
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12.2.2 IP/MAC Binding Settings

IP/MAC Binding Settings

Metwork Segment. 192 168.16.1 24 Scan

f

192.168.16.65 0015c567410f testl
192.168.16.66 00222al12231 test2
192.168.16.5% 002222223311 test3

Bind

Figure 12-5 IP/MAC Binding Settings

Scan: If you click the Scan button, the Device will immediately scan the LAN to
detect active hosts connected to the Device, learn and display dynamic ARP
information (that is, IP and MAC address pairs). Note that if you have added a LAN
host’s IP and MAC address pair in the IP/IMAC Binding List, this IP/MAC address
pair will not be displayed here.

Bind: Click it to bind all the valid IP and MAC address pairs in the list box.

Also you can manually create one or more IP/MAC bindings, the operation is as
follows: Add one or more IP/MAC address pair entries in the list box, and then click
the Bind button. The input contents are: IP Address, MAC Address and Description,
one address pair entry per line; and the input format of an address pair entry is: IP
Address<Space>MAC Address<Space>Description<Enter>. Note that Description
is an optional parameter.
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12.2.3 IP/MAC Binding Global Setup

IP/MAC Binding List IP/MAC Binding Settings

|  Allow Undefined LAN PCs | Save | Export IFMMAC Binding Script

Figure 12-6 IP/MAC Binding Global Setup

< Allow Undefined LAN PCs: It allows or blocks the undefined LAN hosts from
accessing the Device and access the Internet through the Device. If you want to allow
the undefined LAN hosts to access the Device and Internet, select this check box;
else unselect it. For more information about undefined LAN hosts, please refer to
section 12.2.1.2 Operation Principle of IP/MAC Binding.

> Save: Click it to save the IP/MAC binding global setup.

> Export IPIMAC Binding Script: Click it to download the IP/MAC binding (that is,
static ARP binding) script file to the local host. Then run the file and restart the host to
add all the static ARP entries to the host to prevent ARP spoofing.

O Note

If you want to unselect the Allow Undefined LAN PCs check box to block the
undefined LAN hosts from accessing or passing through the Device, you should
make sure that you have added the IP/MAC address pair of the host that you use to
administer the Device into the IPIMAC Binding List.
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12.2.4 IP/MAC Binding List
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Figure 12-7 IP/MAC Binding List

Add an IP/MAC Binding: If you want to add a new IP/MAC binding, click the New
button or select the IPIMAC Binding Settings tab to go to the setup page, and then
configure it, lastly click the Save button.

Edit an IP/MAC Binding: If you want to modify a configured IP/MAC binding, click its
Edit hyperlink, the related information will be displayed in the setup page. Then
modify it, and click the Save button. The Allow Internet Access check box is used to
allow or block a user matching an IP/MAC binding from accessing the Device and
Internet. If you want to allow the user matching an IP/MAC binding to access the
Device and Internet, select its check box; else unselect it.

Delete IP/IMAC Binding(s): If you want to delete one or more IP/MAC bindings,
select the leftmost check boxes of them, and then select Delete from the drop-down
list on the lower right corner of the IPIMAC Binding List, lastly click the OK button.

Delete All: If you want to delete all the IPMAC bindings at a time, select Delete All
from the drop-down list on the lower right corner of the list, and then click the OK
button.

2.5 How to Add the IP/MAC Bindings

If you want to add one or more IP/MAC bindings, do the following:

Step1  Go to the Security > IPIMAC Binding page, and then click the New button or

select the IPIMAC Binding Settings tab to go to the setup page.
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Step 2  There are two methods to add IP/MAC bindings:

1) Method One: Click the Scan button to learn current dynamic ARP
information (that is, IP and MAC address pairs) of the LAN hosts, and then
click the Bind button to bind all the valid IP and MAC address pairs in the
list box.

2) Method Two: You can manually add one or more IP/MAC address pairs in
the list box, and then click the Bind button to bind these IP/MAC address
pairs. Refer to section 12.2.2 IP/MAC Binding Settings for more
information.

Step 3  After you have created some IP/MAC bindings, you can view them in the
IP/MAC Binding List.

Step 4 If you want to block the undefined LAN hosts from accessing the Device and
Internet, please unselect the Allow Undefined LAN PCs check box; else, the
undefined LAN hosts are allowed to access the Device and Internet.

Step 5 If you want to temporarily block a user matching an IP/MAC binding from
accessing the Device and Internet, please unselect its Allow Internet Access
check box.

After you have finished configuring IP/MAC binding feature, when receiving a packet
initiated from LAN, the Device will firstly compare the packet with the bindings in the
IP/IMAC Binding List, and then process the packet according to the related configuration.
The packet will be allowed to pass or be dropped immediately. If it is allowed to pass, the
packet will be further processed by the firewall access control function module.

12.2.6 Internet Whitelist and Blacklist

12.2.6.1 Introduction to Internet Whitelist and Blacklist Based

on IP/MAC Binding

By utilizing IP/MAC binding feature, you can flexibly configure an Internet whitelist or blacklist
for the LAN users.

If you want to allow only a small number of LAN users to access the Internet, you can
configure an Internet whitelist for these users. Then only the users that belong to the
whitelist can access the Internet, and all the other users can not access.

If you want to block only a small number of LAN users from accessing the Internet, you
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can configure an Internet blacklist for these users. Then only the users that belong to the
blacklist cannot access the Internet, and all the other users can access.

On the Device, a user who belongs to the whitelist is a legal user, that is, the user’s IP and
MAC address pair matches an IP/MAC binding whose Allow Internet Access check box
is selected.

A user who belongs to the blacklist is an illegal user, that is, the user’s IP and MAC
address pair matches an IP/MAC binding whose Allow Internet Access check box is
unselected; or the IP address or MAC address is the same with an IP/MAC binding’s, but
not both.

12.2.6.2 How to Configure an Internet Whitelist

If you want to configure an Internet whitelist, do the following:

Step1  Go to the Security > IP/MAC Binding page, and then click the New button or
select the IPIMAC Binding Settings tab to go to the setup page.

Step 2  Specify the legal users by creating the IP/MAC bindings: Add these users’ IP
and MAC address pairs into the IPIMAC Binding List. By default, an IP/MAC
binding’s Allow Internet Access check box is selected, which means that the
user matching the IP/MAC binding can access the Device and Internet, so
please leave it the default value. Refer to section 12.2.2 IP/MAC Binding
Settings for detailed operation.

Step 3  Unselect the Allow Undefined LAN PCs check box to block all the undefined
users from accessing the Device and Internet.

For example, if you want to allow a LAN user with IP address 192.168.16.68 and MAC
address 0015¢5674109 to access the Device and Internet, you can add an IP/MAC
binding for he/her into the IPIMAC Binding List, see Figure 12-8. The binding’s Allow
Internet Access check box is selected by default, so please leave it the default value.
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Figure 12-8 IP/MAC Binding List - Example Three

12.2.6.3 How to Configure Internet Blacklist

If you want to configure an Internet blacklist, do the following:

Step1  Go to the Security > IP/MAC Binding page, and then click the New button or
select the IPIMAC Binding Settings tab to go to the setup page.

Step2 Specify the illegal users by creating the IP/MAC bindings. There are three
methods:

1) Method One: Bind each illegal user’s IP address to a MAC address which
is different from any LAN host’s in the IPIMAC Binding List. Refer to
section 12.2.2 IP/MAC Binding Settings for detailed operation.

2) Method Two: Bind an IP address which is different from any LAN host’s to
each illegal user’'s MAC address in the IPIMAC Binding List.

3) Method Three: Add these users’ IP and MAC address pairs in the IP/IMAC
Binding List. Unselect each IP/MAC binding’s Allow Internet Access
check box respectively, then the matched users can not access the Device
and Internet.

Step 3  Select the Allow Undefined LAN PCs check box to allow all the undefined
users to access the Device and Internet.

For example, if you want to block a LAN user with IP address 192.168.16.68 and MAC
address 0015c5674109 from accessing the Device and Internet, you can add the
corresponding IP/MAC binding in the IPIMAC Binding List. And then unselect the
binding’s Allow Internet Access check box to block the user’s access to the Device and
Internet, see Figure 12-9.
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Figure 12-9 IP/MAC Binding List - Example Four
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12.3 Firewall

This section describes the Security > Firewall page, which includes the Access Control
List and ACL Settings subpages.

The access control rules that you have created will be listed in the Access Control List.
Note that by default the rules are listed in reverse chronological order of creation, and it
allows you to manually move a rule to a different position in the list.

12.3.1 Introduction to Access Control

12.3.1.1 The Purpose of Access Control Feature

The development of Internet has brought some side effects, such as the emergence of
gambling, pornography, and other illegal websites which are contrary to the state laws and
regulations; broadband network provide fast surfing to the Internet users, while fast
spreading worms cause great threat to the Internet users. So if an organization wants to
access the Internet, it needs specific Internet access rules. Such as, a government
organization wants to block the civil servants from accessing stock websites, using IM
messenger applications; a business wants to block the employees from accessing game
websites and other services which are unrelated to work during working time; parents
want to control their children’s online time; an network administrator wants to block the
worms and hacker attacks.

To achieve these purposes, we develop and implement access control feature on the Device.
By utilizing access control feature flexibly, you can not only assign different Internet
access privileges to different LAN users, but also assign different Internet access
privileges to the same users based on schedules. In practice, you can set appropriate
access control rules according to the actual requirements of your organization. Such as,
for a school, you can block the students to access game websites; for a family, you can
only allow your children to access the Internet during the specified period of time; for a
business, you can block the Financial Department’'s employees from accessing the
Internet.

12.3.1.2 The Operation Principle of Access Control

By default, as no access control rule exists on the Device, the Device will forward all the
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valid packets received by the LAN interface. After you have enabled access control, the
Device will examine each packet received by the LAN interface to determine whether to
forward or drop the packet, based on the criteria you specified in the access control rules.

When receiving a packet initiated from LAN, the Device will analyze the packet by
extracting its source MAC address, source IP address, destination IP address, protocol
type (TCP, UDP or ICMP), port number, content, and the date and time at which the
packet was received, and then compare them with each rule in the order in which the rules
are listed in the Access Control List. The first rule that matches the packet will be applied
to the packet, and the Device will forward or drop it according to this rule’s action. Note that
after a match is found, no further rules will be checked; and if no match is found, the
Device will drop the packet to ensure security.

The access control rules are applied to the packets that are received by the Device’s LAN
interface, that is, those packets that arrive on the LAN interface and then go through the
Device. If a packet matches a rule whose Action is Allow, the packet will be allowed to
pass, and then be further processed by route, NAT and other modules. Else, if the packet
matches a rule whose Action is Drop, or doesn’t match any rule, the packet will be
dropped immediately. As these dropped packets are no longer further processed by route,
NAT and other modules, it will reduce CPU load and improve the Device performance.

12.3.1.3 The Action of an Access Control Rule

The action of an access control rule is either Allow or Deny. When receiving a packet that
matches a rule in the Access Control List, the Device will forward the packet if the rule’s
action is Allow; else the Device will drop it.

12.3.1.4 The Execution Order of Access Control Rules

The order of access control rules is very important. When receiving a packet initiated from
LAN, the Device will search Access Control List to find out if there is a rule that matches
the packet. It will check the packet against each rule in the order in which the rules are
listed. After a match is found, no further rules will be checked. If no match is found, the
Device will drop the packet to ensure security. Note that by default the rules are listed in
reverse chronological order of creation, the later the rule is created, the upper the rule is
listed; and the Device allows you to manually move a rule to a different position in the list.

Because the Device will allow or deny a packet to pass according to the first rule that
matches the packet, you should arrange the rules in Access Control List from specific to
general. For example, if you create an access control rule at the beginning that explicitly
allows all packets to pass, no further rules are ever checked. Another example is that if
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you only allow a LAN user to access Web service, and block any other service, then the
rule that allows the user to access Web service should be listed above the rule that denies
the user to access any other service.

12.3.1.5 Address Group and Service Group

On the Device, you can create the IP address groups in the Security > Address Group
page or service groups in the Security > Service Group page firstly, and then reference
them by name in the source or destination address group, or service group fields of
access control rules.

1. Address Group

Using address groups can facilitate the configuration of access control rules. For example,
if some LAN hosts’ IP addresses are discontinuous, but the hosts have the same
privileges of accessing the Internet, you can create an address group for these hosts.
Then you only need to create one access control rule by using the address group to meet
the hosts’ requirements. Else you need to create multiple access control rules for these
hosts. Refer to section 12.6 Address Group for more information about address group.

2. Service Group

The service group is used to match the source MAC address, protocol type (TCP, UDP or
ICMP), port number and content of the packets that are received by the Device. Using
service groups can facilitate the configuration of access control rules. For example, you
can add telnet, pop3 and http services into a service group, and then create one rule by
using the service group to control the access to these services. Else, you need to create
multiple access control rules for the access to these services, one rule per service. Refer
to section 12.7 Service Group for more information about service group.

12.3.1.6 System Default Access Control Rules

Besides user-defined access control rules, the Device will automatically created some
system default access control rules in the Access Control List. The following table
describes the purposes of these rules.

ID Description
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| It is used to allow the LAN users to access the Device’s LAN interface. And it is the
an
first rule, but it is implicit and not displayed in the list.

dns It is used to allow the DNS packets to pass by default.

dhcp It is used to allow the DHCP packets to pass by default.

It is a global rule for IP packets. By default, it is used to allow all the IP packets to
ass
P pass. And it is always listed and displayed at the bottom of the list.

. It is a global rule which is used to allow all the packets including non-IP packets to
eneric
g pass. And it is the last rule, but it is implicit and not displayed in the list.

Table 12-1 The System Default Access Control Rules

0 Note

You cannot delete the system default access control rules in the Access Control List,
and cannot modify its parameters except Action.

12.3.2 Access Control Rule Settings

Before creating the access control rules, you may do the following tasks:

e (o to the Security > Address Group page to create the address groups that will be
referenced by the rules.

e (o to the Security > Service Group page to create the service groups that will be
referenced by the rules.

e (o to the Security > Schedule page to create the schedules that will be referenced
by the rules.
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Also, you can directly specify the source or destination IP addresses, or services of
access control rules in this page. The following describes the definitions of a rule’s
parameters.
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Figure 12-10 Access Control Rule Settings

<> Action: It determines the action of the access control rule. There are two available
options:

e Allow: It indicates that the Device will allow the packets that match the rule to
pass, that is, the Device will forward these packets.

e Deny: It indicates that the Device will deny the packets that match the rule to
pass, that is, the Device will drop these packets.

<~ Schedule: It specifies a schedule to restrict when the access control rule is in effect.
The default value is Always, which means the access control rule is in effect always.
Note that after the selected schedule has expired, the rule will be in effect always.

<~ Description: It specifies the description of the access control rule. It is usually used
to describe the purpose of the rule.
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<%

>

Source: It specifies the source IP addresses of the packets to which the access
control rule applies. There are two options:

e Addresses: Select it to enter the start and end addresses in the associated text
boxes.

e Address Group: Select it to choose an address group from the associated
drop-down list. By default, the Address Group radio button is selected, and its
value is Any Address.

Destination: It specifies the destination IP addresses of the packets to which the
access control rule applies. There are two options: Addresses and Address Group.

o Addresses: Select it to enter the start and end addresses in the associated text
boxes.

e Address Group: Select it to choose an address group from the associated
drop-down list. By default, the Address Group radio button is selected, and its
value is Any Address.

Service: It specifies a range of ports or a service group to which the access control
rule applies. There are two options:

e Ports: Select it to enter the start and end port numbers in the associated text
boxes, and select a protocol type from Protocol drop-down list. The port number
is between 1 and 65535, and the protocols include TCP, UDP and ICMP.

e Service Group: Select it to choose a service group or predefined service from
the associated drop-down list. The Device provides some well-known services,
such as telnet, smtp, web, pop3, and so on. By default, the Service Group radio
button is selected, and its value is Any Service.

Edit Schedule: Click it to go to the Security > Schedule page to add, view, modify or
delete schedules.

Edit Address Group: Click it to go to the Security > Address Group page to add,
view, modify or delete address groups.

Edit Service Group: Click it to go to the Security > Service Group page to add,
view, modify or delete service groups.

Save: Click it to save the access control rule settings.

0 Note
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You can create the IP address groups in the Security > Address Group page or
service groups in the Security > Service Group page firstly, and then reference them
by name in the source or destination address group, or service group fields of access
control rules. And if the addresses or service ports are consecutive, you also can
directly specify the source or destination IP addresses, or services of rules in this

page.

12.3.3 Enable Access Control

Access Control List ACL Settings

+| Enable Access Control Save

Figure 12-11 Enable Access Control

<~ Enable Access Control: It allows you to enable or disable firewall access control. If
you select the check box to enable this feature, the configured access control rules
will take effect. Else the rules will be of no effect.

> Save: Click it to save your settings.

12.3.4 Access Control List
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Figure 12-12 Access Control List
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>

Add an Access Control Rule: If you want to add a new access control rule, click the
New button or select the ACL Settings tab to go to the setup page, and then
configure it, lastly click the Save button.

View Access Control Rule(s): When you have configured some access control rules,
you can view them in the Access Control List.

Edit an Access Control Rule: If you want to modify a configured access control rule,
click its Edit hyperlink, the related information will be displayed in the setup page.
Then modify it, and click the Save button.

Move an Access Control Rule: The Device allows you to move an access control
rule to above another rule in the list, the operation is as follows: Select the ID of a rule
that you want to move from the Move drop-down list, and another rule’s ID from the
before drop-down list, lastly click the OK button. Note: Moving a rule in the list doesn’t
change its ID number.

Delete Access Control Rule(s): If you want to delete one or more access control
rules, select the leftmost check boxes of them, and then click the Delete button.

0 Note

The user-defined access control rule whose Service is set to dns will be
automatically listed above the system default access control rule dns.

The system default access control rule pass is always listed in the bottom of the
Access Control List, you cannot move it.

You cannot delete the system default access control rules in the Access Control List,
and cannot modify its parameters except Action.

12.3.5 Configuration Examples for Access Control

12.3.5.1 Example One

1.

Requirements

In this example, a business has four departments: Technology Department, Customer
Service Department, Financial Department and Sales Department.

The IP address ranges of the departments are as follows:

Technology Department: 192.168.16.2~192.168.16.30
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e  Customer Service Department: 192.168.16.31~192.168.16.60

e Financial Department: 192.168.16.61~192.168.16.70

e Sales Department: 192.168.16.71~192.168.16.100

The CEO wants to control Internet behaviors of the Technology and Financial
Departments’ employees:

1. Allow them to access WEB and FTP services during working time.

2. Deny them to access all other services during working time.

3. Allow them to access any service during rest periods.

Besides, he wants to allow any other employee to access any service at any time.
The working time is: Monday to Friday, 9:00 to 12:00 am, and 1:00 to 6:00 pm.
2. Analysis

We need to use two user-defined access control rules together with the default rule pass
to meet requirements:

e User-defined rule 1: It is used to allow the Technology and Financial Departments’
employees to access WEB and FTP services during working time.

e User-defined rule 2: It is used to deny any employee to access any service during
working time.

e Default rule pass: It allows all the IP packets to pass by default.

3. Configuration Procedure
1) Configuring Access Control Rule 1

Step1 Go to the Security > Schedule > Schedule Settings page to create a
schedule for working time. Here we assume its name is work, see Figure 12-13.
Refer to section 12.8.5 Configuration Example for Schedule for detailed
operation.
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le List Schedule Settings

3chedule Mame work

Start Date 2011-1-1 EndDate 2011-12-31
Period Days of the Week Daily Start Time Daily End Time
Period 1 eekdays (Mon-Fri) - 09:00:00 11:59:59
Period 2 Weekdays (Mon-Fri) - 13:00:00 17:59:59
Period 3 - 00:00:00 235900

Figure 12-13 The Schedule of work Settings - Example 1

Step2 Go to the Security > Address Group > Address Group Settings page to
create an address group for the Technology and Financial Departments’
employees. It includes two address ranges: one is from 192.168.16.2 to
192.168.16.30, the other is from 192.168.16.61 to 192.168.16.70, and here we
assume its name is TD_FD, see Figure 12-14.

roup List Addres Group Settings

Mame TD_FD
Zone LAN -

@ New ) Existing Address Members:

Start Address:

End Address:

Save

Figure 12-14 The Address Group of TD_FD Settings - Example 1

Step3 Go to the Security > Service Group > Service Group Settings page to
configure a service group which includes two services: one is web, the other is
ftp, and here we assume its name is WEB_FTP, see Figure 12-15.
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Save

Figure 12-15 The Service Group of WEB_FTP Settings - Example 1

Step4 Go to the Security > Firewall > ACL Settings page to configure rule 1, see
Figure 12-16: select Allow from the Action, select work from the Schedule,
select TD_FD from the Source Address Group drop-down list, select Any
Address from the Destination Address Group drop-down list, and select
WEB_FTP from the Service Group drop-down list, lastly click the Save button
to save the settings.
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Figure 12-16 The Access Control Rule 1 Settings - Example 1

2) Configuring Access Control Rule 2

Go to the Security > Firewall > ACL Settings page to create rule 2, see Figure 12-17:
select Deny from the Action, select work from the Schedule, select TD_FD from the
Source Address Group drop-down list, select Any Address from the Destination
Address Group drop-down list, and select Any Service from the Service Group
drop-down list, lastly click the Save button to save the settings.
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Figure 12-17 The Access Control Rule 2 Settings - Example 1

3) Enabling Access Control

You should enable access control feature to let access control rules take effect, see Figure
12-18.

Access Control List ACL Settings

Enable Access Control

Figure 12-18 Enable Access Control - Example 1

12.3.5.2 Example Two

1. Requirements
A company uses the Device as a network access device. The requirements are as follows:

1) Block an outside user with IP address 202.106.11.22 from attacking a LAN user with
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IP address 200.200.200.251 maliciously;

2) Block all the LAN users from accessing the websites which contain illegal content.
Here we take pornography for example.

2. Analysis
We need to create two access control rules to meet requirements:

e Rule 1: It is used to protect the LAN user with IP address 200.20.200.251 against
attack from outside IP address 202.106.11.22.

e Rule 2: It is used to block all the LAN users from accessing the websites which
contain pornography.

3. Configuration Procedure
1) Configuring Access Control Rule 1

Step1 Go to the Security > Address Group > Address Group Settings page to
configure two address groups for the LAN user and outside user respectively,
see the following two figures: One includes the single IP address
200.200.200.251, the other includes the single IP address 202.106.11.22, and
here we assume their names are Inside and Outside respectively.

‘oup List Addres Group Settings
Mame Inside
Zane LAN hd
@ Mew Existing Address Members:
200.200.200.251-200.200.200.251
-::>
Start Address: =
End Address:
Telete

Sawve

Figure 12-19 The Address Group of Inside Settings - Example 2
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oup List Addres Group Settings
MName Outside
Zone LAN -
@ MNew ' Existing Address Members:
202.106.11.22-202.106.11.22
==
Start Address: == —
End Address: T Telete |

Figure 12-20 The Address Group of Outside Settings - Example 2

Save

Step2 Go to the Security > Firewall > ACL Settings page to configure rule 1, see
Figure 12-21: select Deny from the Action, select Always from the Schedule,
select Inside from the Source Address Group drop-down list, select Outside
from the Destination Address Group drop-down list, and select Any Service
from the Service Group drop-down list, lastly click the Save button to save the

settings.
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Figure 12-21 The Access Control Rule 1 Settings - Example 2

2) Configuring Access Control Rule 2

Step1 Go to the Security > Service Group page, enter Pornography in the Name
text box, select Keyword from the Service Type drop-down list, select the New
radio button, enter pornography in the Keyword text box, and then click ==
to move the specified keyword to the Service Members list box, lastly click the
Save button.
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Save

Figure 12-22 The Access Control Rule 2 Settings - Example 2

Step 2  Go to the Security > Firewall > ACL Settings page to create rule 2, see Figure
12-23: select Deny from the Action, select Always from the Schedule, select
Any Address from the Source Address Group drop-down list, select Any
Address from the Destination Address Group drop-down list, and select
Pornography from the Service Group drop-down list, lastly click the Save
button to save the settings.
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Figure 12-23 The Access Control Rule 2 Settings - Example 2

3) Enabling Access Control

You should enable access control feature to make the configured access control rules
take effect, see Figure 12-24.

Access Control List ACL Settings

Enable Access Control

Figure 12-24 Enable Access Control - Example 2
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12.4 Domain Filtering

This section describes the Security > Domain Filtering page.

12.4.1 Domain Filtering Settings

Domain Filtering Settings Domain Blocking Notice

Enable Domain Filtering
Filtering Made (® Only Block Domain Mames in Domain Name List

() Only Allow Domain Names in Domain Name List

Domain Mame List

www. facebook. com

Figure 12-25 Domain Filtering Settings

<~ Enable Domain Filtering: It allows you to enable or disable domain filtering. If you
select the check box to enable domain filtering, the configured domain filtering entries
will take effect. Else, the domain filtering entries will be of no effect.

< Filtering Mode: It specifies the mode of domain filtering. There are two available
options:

e Only Block Domain Names in Domain Name List: It indicates that the Device
will block the LAN users from accessing the domain names in the Domain Name
list, but allow the users to access any other domain names.

e Only Allow Domain Names in Domain Name List: It indicates that the Device
will allow the LAN users to access the domain names in the Domain Name list,
but block the users from accessing any other domain names.

<~ Domain Name List: It specifies the domain names that will be blocked or allowed
according to the Filtering Mode. You can create up to 100 domain names in the list.
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> Save: Click it to save the domain filtering settings.

0 Note

1. The matching rule of domain filtering is whole words matching, that is, only a domain
name matches the whole words of the domain name in the Domain Name List, the
Device will block or allow it according to the Filtering Mode.

2. You can use the wildcard "*" in a domain name to match multiple domain names. For
example, if you have created www.163.* in the Domain Name List, then all the domain
names that begin with www.163. will be blocked or allowed according to the Filtering
Mode.

12.4.2 Domain Blocking Notice

This section describes the Security > Domain Filtering > Domain Blocking Notice
page.

When domain blocking notice is enabled, if a LAN user accesses a domain name which is
blocked by the Device, the Device will pop up a notice message to remind the user that
the website is blocked rather than network problems.
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Domain Filtering Domain Blocking Notice

Enable Domain Blocking MNotice v
Maotice Title
Redirecting Time S
Signature

Redirecting URL http:il

Motice Content

Hello,
The webzite that wou want to access iz blocked by the Dewice. Fleasze try to access another website.

If wou have any gquestions, please contact the administrator.

Preview Save

Figure 12-26 Domain Blocking Notice

<- Enable Domain Blocking Notice: It allows you to enable or disable domain blocking
notice. If you want to enable domain blocking notice, please select this check box. In
this case, if a LAN user accesses a domain name which is blocked by the Device, the
Device will pop up a notice message to remind the user. And the requested web page
will automatically jump to the specified web page (set by the Redirecting URL) after
the specified time interval (set by the Redirecting Time).

Notice Title: It specifies the title of the notice message.

Redirecting Time: It specifies the time interval after which the requested web page
will jump to the specified web page. 0 means that the requested web page will
immediately jump to the specified web page. Leave it blank if you don’t want the
requested web page to jump to any other web page.

Signature: It specifies the signature of the notice message.

Redirecting URL.: It specifies the redirecting URL to which the requested web page
will jump. Leave it blank if you don’t want the requested web page to jump to any
other web page.

<~ Notice Content: It specifies the content of the notice message.

http://www.uttglobal.com Page 344




UTT Technologies Chapter 12 Security

> Save: Click it to save domain blocking notice settings.

> Preview: Click it to preview the notice message you just configured. The following
figure shows an example of a notice message.

Website Blocked

Hella,
The webzite that wou want to accessz iz blocked by the Device. Pleaze trv to accezz another webszite.
If wou have any questions, please contact the administrator.

After 10seconds, it will jump to www. uttglobal. com

Back to Setup Fage ——— Administrator

Figure 12-27 Domain Name Blocking Notice Preview

0 Note

Only after you have enabled domain filtering and chosen the Only Block Domain
Names in Domain Name List as the filtering mode, the Device will pop up the
domain blocking notice messages to the LAN users.

12.5 NAT Session Limit

This section describes the Security > NAT Session Limit page.

The NAT session limit feature allows you to limit the maximum number of concurrent NAT
sessions based on the LAN hosts. And it allows you to specify different maximum NAT
sessions for different LAN hosts. Furthermore, it allows you to limit the maximum number
of concurrent TCP sessions, UDP sessions and ICMP sessions respectively.
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12.5.1 NAT Session Limit Rule Settings

.imit List Session Limit Settings
IP Addresses 192.168.16.100 To 182.168.16.150
Max. Sessions 500

Max. TCP Sessions 500

Max. LUDP Sessions 50
Max. ICMP Sessions 50
Description

Save

Figure 12-28 NAT Session Limit Rule Settings

< IP Addresses and To: They specify the start IP address and end IP address of the
LAN hosts to which the NAT session limit rule applies. Please enter the start IP
address in the first text box, and the end IP address in the second text box. The
Device provides a default NAT session limit rule. lts start IP address and end IP
address both are 0.0.0.0, which means that the default rule applies to all the IP
addresses. You can modify its parameters except IP Addresses, but cannot delete it.

< Max. Sessions: It specifies the maximum number of concurrent sessions per
restricted host.

< Max. TCP Sessions: It specifies the maximum number of concurrent TCP sessions
per restricted host.

<~ Max. UDP Sessions: It specifies the maximum number of concurrent UDP sessions
per restricted host.

< Max. ICMP Sessions: It specifies the maximum number of concurrent ICMP
sessions per restricted host.

<~ Description: It specifies the description of the NAT session limit rule.

> Save: Click it to save the NAT session limit rule settings.

0 Note
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When using NAT session limit function, the Device will search the Session Limit List
to find out if there is a rule that matches a LAN host. It will check the host’s IP address
against each rule in the order in which the rules are listed. After a match is found, no
further rules will be checked. Note that the rules are listed in reverse chronological
order of creation, the later the rule is created, and the upper the rule is listed.

The start IP address should be less than or equal to the end IP address. The address
ranges of different NAT session limit rules can overlap.

If some applications (such as online games) performance is degraded due to the
maximum NAT sessions limit, you can increase the Max. Sessions and Max. TCP
sessions (or Max. UDP sessions) properly. Note that if they are too large, it will
lower or lose the Device’s ability to prevent DDoS attacks.

In most cases, to ensure that the LAN users surf the Internet normally, the maximum
NAT sessions cannot be too small. It is suggested that both the Max. Sessions and
Max. TCP sessions should be larger than or equal to 100, the Max. UDP sessions
should be larger than or equal to 50, and Max. ICMP sessions should be larger than
or equal to 10.

12.5.2 NAT Session Limit Rule List

Session Limi List Session Limit Selings
i UnesPage 10 - Firsl  Poev Next Last Search: TiEw

i St SrcdP End SrclP  Enabde Mas. Sessions  Max 1CP Sessioas  Max UDP Sensioas  Max ICMP Sessioos Cerscrion Edit

1

>

192 158 16 100 | 187 168 14 150 S 500 500 50 i 20

Q000 beoo s e e] & 200 100 Default Seesion Limit £

Blacl Al Celels

Figure 12-29 NAT Session Limit Rule List

Add a NAT Session Limit Rule: If you want to add a new NAT session limit rule,
click the New button or select the Session Limit Settings tab to go to the setup page,
and then configure it, lastly click the Save button.
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> Enable a NAT Session Limit Rule: The Enable check box is used to enable or
disable the corresponding NAT session limit rule. The default value is selected, which
means the NAT session limit rule is in effect. If you want to disable the NAT session
limit rule temporarily instead of deleting it, please click it to remove the check mark.

> View NAT Session Limit Rule(s): When you have configured some NAT session
limit rules, you can view them in the Session Limit List.

> Edit a NAT Session Limit Rule: If you want to modify a configured NAT session limit
rule, click its Edit hyperlink, the related information will be displayed in the setup page.
Then modify it, and click the Save button.

> Delete NAT Session Limit Rule(s): If you want to delete one or more NAT session
limit rules, select the leftmost check boxes of them, and then click the Delete button.
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12.6 Address Group

This section describes the Security > Address Group page.

12.6.1 Introduction to Address Group

An address group can contain up to ten address members. A member may be an address
range or address group. And an address group may contain address ranges only, or
address groups only, or both.

If you want to create an access control rule (in the Security > Firewall page) whose
destination or source IP addresses are discontinuous, you can create an address group
for them in this page firstly, and then reference it in the access control rule. When
receiving a packet, if the packet’s destination or source IP address belongs to the address
group, the Device will consider that its IP address matches the access control rule. And if
the packet also matches other criteria (protocol type, destination ports, schedule, etc.) of the
access control rule, the Device will consider that the packet matches the access control
rule.

Using address groups can facilitate the configuration of access control rules. For example,
if some LAN hosts’ I[P addresses are discontinuous, but the hosts have the same
privileges of accessing the Internet, you can create an address group for these hosts.
Then you only need to create one access control rule by using the address group to meet
the hosts’ requirements. Else you need to create multiple access control rules for these
hosts.

Similarly, you also can reference an address group in a rule limit rule in the QoS > Rate
Limit Rule page.
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12.6.2 Address Group Settings

oup List Addres Group Settings

Mame TD_LD:
Zone LAMN -

@ MNew Existing Address Members:

192.168.16.2-192.168.16.30

Start Address: 192 1658.16.61 =
End Address: 192 168.16.70
Delete

R

>

Sawve

Figure 12-30 Address Group Settings

Name: It specifies a unique name of the address group. It should be between 1 and
11 characters long.

Zone: It specifies a network zone to which the address group belongs.
New: Select it to add a new address range to the group.
Existing: Select it to display the configured address groups.

Address Members: It displays the members of the address group. A member may be
an address range or address group.

==>: Click it to move the new address range or selected address group(s) to the
Address Members list.

<==: Click it to move the selected address member from the Address Members list
box to the left editable list.

Delete: Click it to delete the selected address member from the Address Members
list box.

Save: Click it to save the address group settings.

O Note
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1. The Name of an address group is case insensitive. For example, the address group
test or TEST is the same group. You must pay attention to it when creating an
address group.

2. If an address group (e.g., group A) has already included another address group (e.g.,
group B), then the address group A cannot be added to any other address group.

12.6.3 Address Group List

Addres Group Lin Addres Group Saings
300 LinesPage: 10 = Hrst  Prev  Mest  Last Searche Muw
Hama Lean Addrais Mambars Edit
TO_FD LAy (192 188 162152 168 18 30) ; (Y2 168 1561102 168 18 T0) -
Inasda LAl (200 200 200 251-200 200 200 251} | TO_FD
Dusie LA 204 10611 32202 108,11 23]
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Figure 12-31 Address Group List

> Add an Address Group: If you want to add a new address group, click the New
button or select the Address Group Settings tab to go to the setup page, and then
configure it, lastly click the Save button.

> View Address Group(s): When you have configured some address groups, you can
view them in the Address Group List.

> Edit an Address Group: If you want to modify a configured address group, click its
Edit hyperlink, the related information will be displayed in the setup page. Then
modify it, and click the Save button.

> Delete Address Group(s): If you want to delete one or more address groups, select
the leftmost check boxes of them, and then click the Delete button.

0 Note

You cannot delete an address group which is referenced by the access control rule in
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the Security > Firewall page or rate limit rule in the QoS > Rate Limit Rule page. If
you actually want to delete it, please remove all the references firstly.

12.6.4 How to Add the Address Groups

If you want to add one or more address groups, do the following:

Step 1

Step 2
Step 3

Step 4

Step 5

Step 6

Go to the Security > Address Group page, and then click the New button or
select the Address Group Settings tab to go to the setup page.

Specify the Name of the address group.
Select the network zone from the Zone drop-down list.
Add IP addresses to the group. There are two methods to add them.

1) Method One: Select the New radio button, enter the start and end IP
addresses in the Start Address and End Address text boxes, and then
click ==> to move the new address range to the Address Members list
box. You can continue to add another address ranges if needed.

2) Method Two: Select the Existing radio button, select one or more
configured address groups, and then click ==> to move the selected
address groups to the Address Members list box.

Click the Save button to save the settings. You can view the address group in
the Address Group List.

If you want to add another new address group, please repeat the above steps.

12.6.5 How to Edit an Address Group

If you want to modify a configured address group, do the following:

Step 1

Step 2

Step 3

Go to the Security > Address Group page.

Click the Edit hyperlink of the address group in the Address Group List to go
to the setup page.

Modify the address members as required. There are two cases:

1) If you want to modify an address range, select the address range in the
Address Members list, click <== to move it from the Address Members
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list box to the left editable list, and then modify the Start Address and/or
End Address, lastly click ==> to move the modified address range to the
Address Members list box again.

2) If you want to delete an address member, select the member in the
Address Members list box, and then click the Delete button.

Step 4  Click the Save button to save the changes to make them take effect.
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12.7 Service Group

This section describes Security > Service Group page.

12.7.1 Introduction to Service Group

The Device provides five service types including general service, URL, Keyword, DNS
and MAC address for the service group. Then the service groups can be used to match
the protocol type (TCP, UDP or ICMP), port number, content, source MAC address of
packets that are received by the Device. For each service type, it allows you to define new
services, or select existing services or service groups, and then add them to the service
group. A service group can contain up to ten service members. A member may be a
service or service group. And a service group may contain services only, or service groups
only, or both.

If you want to create an access control rule in the Security > Firewall page, you can
create a service group in this page firstly, and then reference it in the access control rule.
Using service groups can facilitate the configuration of access control rules. For example,
you can add telnet, pop3 and http services into a service group, and then create one rule
by using the service group to control the access to these services. Else, you need to
create multiple access control rules for the access to these services, one rule per service.

Similarly, you also can reference a service group whose Service Type is General Service
in a rule limit rule in the QoS > Rate Limit Rule page.
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12.7.2 Service Group Settings

‘oup List

Service Group Settings

MName WEB_FTP
Service Type General Senvice -
) New @ Existing Service Members:
ipinip - ftp
o
e
I -

Save

Figure 12-32 Service Group Settings

< Name: It specifies a unique name of the service group. It should be between 1 and 11
characters long.

<~ Service Type: It specifies the service type of the service group. The Device provides
five service types, which include General Service, URL, Keyword, DNS and MAC.

General Service: It is used to match the source port, destination port and
protocol type of the packets.

URL: It is used for URL filtering to control the LAN users’ access to the specified
URLSs or web sites.

Keyword: It is used for keyword filtering to block the web sites which contain the
specified keywords.

DNS: It is used for DNS request filtering to allow or block the DNS requests for
the specified domain names.

MAC: It is used for source MAC address filtering to allow or block the packets
with the specified source MAC address.
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<%

>

New: Select it to add a new service to the group. For different Service Types, you
need configure different parameters.

Existing: Select it to display the service groups that you have configured. If you
select General Service from the Service Type drop-down list, it will also display the
system predefined services here. The Device provides 38 predefined services.

Service Members: It displays the members of the service group. A member may be a
user-defined service, predefined service or a service group.

==>: Click it to move the new user-defined service or selected existing service(s) to
the Service Members list box.

<==: Click it to move the selected service member from the Service Members list
box to the left editable list.

Delete: Click it to delete the selected service member from the Service Members list
box.

Save: Click it to save the service group settings.

0 Note

A service group can contain up to ten service members.

The Name of a service group is case insensitive. For example, the service group test
or TEST is the same group. You must pay attention to it when creating a service

group.

If a service group (e.g., group A) has already included another service group (e.g.,
group B), then the service group A cannot be added to any other service group.
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12.7.3 Service Group List

sarvice Group Lis Hrvice Group Senings
o0 LinesPage: 10 = First Fray  Baact Last Sisarch: Hew
Hame Sernce Typa Sarveoh Mambsrs Edm

WER_FTF Gansrai Genice fip | we
Pamography L (Rl pairisgraphyl)

Thst L LO00E T aa1 125397

Salect &l Dilate

Figure 12-33 Service Group List

> Add a Service Group: If you want to add a new service group, click the New button
or select the Service Group Settings tab to go to the setup page, and then configure
it, lastly click the Save button.

> View Service Group(s): When you have configured some service groups, you can
view them in the Service Group List.

> Edit a Service Group: If you want to modify a configured service group, click its Edit
hyperlink, the related information will be displayed in the setup page. Then modify it,
and click the Save button.

> Delete Service Group(s): If you want to delete one or more service groups, select
the leftmost check boxes of them, and then click the Delete button.

0 Note

You cannot delete a service group which is referenced by the access control rule in
the Security > Firewall page or rate limit rule in the QoS > Rate Limit Rule page. If
you actually want to delete it, please remove all the references firstly.

12.7.4 How to Add the Service Groups

If you want to add one or more service groups, do the following:
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Step 1

Step 2
Step 3

Step 4

Step 5

Step 6

Go to the Security > Service Group page, and then click the New button or
select the Service Group Settings tab to go to the setup page.

Specify the Name of the service group.
Select the type from the Service Type drop-down list.
Add services to the group. There are two methods to add them.

1) Method One: Select the New radio button, add a new service as required,
and then click ==> to move the new service to the Service Members list
box. You can continue to add another services if needed.

2) Method Two: Select the Existing radio button, select one or more existing
services, and then click ==> to move the selected services to the Service
Members list box.

Click the Save button to save the settings. You can view the service group in
the Service Group List.

If you want to add another new service group, please repeat the above steps.

12.7.5 How to Edit an Service Group

If you want to modify a configured service group, do the following:

Step 1

Step 2

Step 3

Step 4

Go to the Security > Service Group page.

Click the Edit hyperlink of the group in the Service Group List to go to the
setup page.

Modify the service members as required. There are two cases:

1) If you want to modify a user-defined service, select the service in the
Service Members list, click <==to move it from the Service Members list
to the left editable list box, and then modify it, lastly click ==> to move the
modified service to the Service Members list box again.

2) If you want to delete a service member, select the member in the Service
Members list box, and then click the Delete button.

Click the Save button to save the changes to make them take effect.
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12.8 Schedule

This section describes the Security > Schedule page.

12.8.1 Introduction to Schedule

The schedule feature lets you define schedules that can be applied to various time-related
features, e.g., dial schedule, rate limit rule, access control rule, etc. The schedule is
identified by a name and then referenced by a function, so that those time restrictions are
imposed on the function itself.

A schedule consists of a start date, an end date, and optional time periods (up to eight).
The Start Date and End Date specify when the schedule begins and ends. If exceed the
specified range, the schedule will be of no effect. If both of them are set to 1990-1-1, the
schedule will be in effect forever. The time periods (Period 1-8) specify further constraints
of active time by the days of the week, daily start time and daily end time.

O Note

To ensure that the schedules take effect at the desired time, you should synchronize
the system clock in the System > Time page.
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12.8.2 Schedule Settings

le List Schedule Settings
Schedule Name test
Start Date EndDate  yyyy-mm-dd
< 4 > >
earflonth RO H= HonthYear
Period Days ofthe Wiy SUR MON TUE WED THU FRI SAT Daily End Time
i 5 5 1 Z -EQ-E
Period 1 Everyday 5 4 g 8 T & q 23:59:59
Period 2 10 11 12 13 14 15 16 23:59:59
Period 2 17T 18 19 20 21 22 23 23-50:50 E.I
24 25 26 27 25 29 30
31
Today 1s: 2011-T-24
Save

Figure 12-34 Schedule Settings

<~ Schedule Name: It specifies a unique name of the schedule. It should be between 1
and 11 characters long.

<~ Start Date and End Date: They specify when the schedule begins and ends. If
exceed the specified range, the schedule will be of no effect. The date is in the range
of 1989-1-1 through 2050-12-31. If you want the schedule to be in effect for ever, set
both of Start Date and End Date to 1990-1-1.There are two methods to set them.

e Directly enter a date: You can directly enter a date in the Start Date or End
Date text box. The date should be entered in the format YYYY-MM-DD, for
example, 2011-03-23 (or 2011-3-23). Therein, YYYY indicates a four-digit year,
MM indicates a month of the year, and DD indicates a day of that month.

e Select a Date from the Drop-down Calendar: You also can select a date from
the drop-down calendar, see figure 12-34. Click the <Year and Year> to select
the year, click the <Month and Month> to select the month, and select a date

directly from the calendar.

<~ Period 1 to Period 8: They specify further constraints of active time within the
specified date range. It allows you to configure up to eight time periods for each

schedule.

<~ Days of the Week: It specifies the day(s) of the week on which the schedule is active.
The available options are Everyday, Monday, Tuesday ... Sunday, Weekdays
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>

(Mon-Fri) and Weekends (Sat-Sun).

Daily Start Time and Daily End Time: They specify a daily start time and end time
during which the schedule is active. The default values of them are 00:00:00 and
23:59:59 respectively. Note that the time should be entered in the format HH:MM:SS
and it is expressed in 24-hour clock. For example, 06:30:00 is 06:30:00 am and
18:30:00 is 06:30:00 pm.

Save: Click it to save the schedule settings.

0 Note

A schedule that spans two days should be divided into two consecutive time periods.
E.g., for a schedule from 8:00 p.m. to 5:00 a.m. next day, you need configure two time
periods, one is 20:00:00~23:59:59, and the other is 00:00:00 ~ 05:00:00.

12.8.3 Schedule List
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Figure 12-35 Schedule List

Add a Schedule: If you want to add a new schedule, click the New button or select
the Schedule Settings tab to go to the setup page, and then configure it, lastly click
the Save button.

View Schedule(s): When you have configured some schedules, you can view them
in the Schedule List.

Edit a Schedule: If you want to modify a configured schedule, click its Edit hyperlink,
the related information will be displayed in the setup page. Then modify it, and click
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the Save button.

> Delete Schedule(s): If you want to delete one or more schedules, select the leftmost
check boxes of them, and then click the Delete button.

> View a Schedule’s Details: If you want to view the details of a configured schedule,
click its Details hyperlink, then the schedule details page will be displayed (see
Figure 12-36). Furthermore, if the schedule is referenced, the related information will
be displayed too.

Curent System Tima

Aohadule Hama

SHait Dade and Time

End Dade ana Tima

Pnibd Vgt Star Time Ena Tima
Paiiod 1

Pifsd 2

Refemnced By,

Figure 12-36 Schedule Details

12.8.4 How to Add the Schedules

If you want to add one or more schedules, do the following:

Step 1

Step 2
Step 3
Step 4

Step 5

Step 6

Go to the Security > Schedule page, and then click the New button or select
the Schedule Settings tab to go to the setup page.

Specify the Schedule Name of the schedule.
Specify the Start Date and End Date as required.
Specify one or more periods as required.

Click the Save button to save the settings. You can view the schedule in the
Schedule List.

If you want to add another new schedule, please repeat the above steps.

0 Note

If you want to delete one or more schedules, select the leftmost check boxes of them
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in the Schedule List, and then click the Delete button.

12.8.5 Configuration Example for Schedule

1. Requirements

In 2011, a business CEO wants to control online behavior of the sales department’s
employees. He only allows them to access WEB service during working time, but allows
them to access all the Internet services during rest periods. The working time is: Monday
to Friday, 9:00 to 12:00 am, and 1:00 to 6:00 pm.

2. Analysis

As the sales department’s employees can only access the WEB service during working
time, we need to create a schedule during which only the WEB service is accessible.

The details of the schedule are as follows:

e Schedule Name: Here we assume its name is work.
e Start Date: 2011-1-1

e End Date: 2011-12-31

e Period 1: Monday to Friday, 9:00:00 to 11:59:59

e Period 2: Monday to Friday, 13:00:00 to 17:59:59

3. Configuration Procedure
The configuration steps are the following:

Step1  Go to the Security > Schedule page, and then click the New button or select
the Schedule Settings tab to go to the setup page, see the following figure.
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le List Schedule Settings

3chedule Mame work

Start Date 2011-1-1 EndDate 2011-12-31
Period Days of the Week Daily Start Time Daily End Time
Period 1 Weekdays (Mon-Fri) - 09:00:00 11:59:59
Period 2 Weekdays (Mon-Fri) - 13:00:00 17:59:59
Period 3 - 00:00:00 235900 (]

Sawe

Figure 12-37 Schedule Settings Example

Step2 Enter work in the Schedule Name text box.
Step 3 Enter 2011-1-1 in the Start Date, and enter 2011-12-31 in the End Date.
Step 4  Configuring the two periods of the schedule respectively.

1) Configuring Period 1: Select Weekdays (Mon-Fri) from the Days of the
Week drop-down list, enter 09:00:00 in the Daily Start Time, and enter
11:59:59 in the Daily End Time.

2) Configuring Period 2: Select Weekdays (Mon-Fri) from the Days of the
Week drop-down list, enter 13:00:00 in the Daily Start Time, and enter
17:59:59 in the Daily End Time.

Step5 Click the Save button to save the settings. Till now you have finished
configuring the schedule of work, and then you can reference it in an access
control rule. Please refer to section 12.3.5.1 for detailed operation.
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Chapter 13 System

This chapter describes how to manage the Device, including how to configure
administrator accounts, system time, remote admin, Web server, and how to upgrade
firmware, backup and restore configuration, and restart the Device.

13.1 Administrator

In the System > Administrator page, you can add, view, modify and delete the
administrator accounts.

13.1.1 Administrator Settings

Administrator List Administrator Settings

User Name Test

Password sesnen
Confirm Pagsword LITTTT
Privilege Group Read =~

Save

Figure 13-1 Administrator Settings

< User Name: It specifies a unique login name of the administrator. It should be
between 1 and 31 characters long.

Password: It specifies a login password of the administrator.
Confirm Password: You should re-enter the password.

Privilege Group: It allows you to select the privilege group you want the
administrator to have. Each type of privilege group has different privileges.

e Read: It gives the administrator the ability to view the Device’s settings and
status via the Web Ul, except the Status > Session Monitor page. Note: This
page will only display the current login administrator’s information, and only the
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password can be modified.

e Execute: It gives the administrator the ability to view and configure the Device
via the Web Ul, except the Status > Session Monitor page. Note: This page will
only display the current login administrator’s information, and only the password
can be modified.

e Admin: It gives the administrator the full administrative privileges to view and
configure the Device via the Web UL.

> Save: Click it to save the administrator account settings.

0 Note

1. It allows you to login to the Device from multiple IP addresses concurrently with the
same administrator user name. To avoid configuration conflict, it is suggested that
each time you configure the Device from one IP address only.

2. The default administrator user name is Default (case sensitive) with a blank
password. To ensure security, it is strongly recommended that you change the default
password and remember it.

3. Only the administrator who has Admin privileges can telnet the Device.

13.1.2 Administrator List

Administrator List Administrator Semings
i
User Name Prreilege Group Edit
Delauit Adnin
Tesl Read
Salact &l Lelale

Figure 13-2 Administrator List
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> Add an Administrator Account: If you want to add a new administrator account,
click the New button or select the Administrator Settings tab to go to the setup page,
and then configure it, lastly click the Save button.

> View Administrator Account(s): When you have configured some administrator
accounts, you can view them in the Administrator List.

> Edit an Administrator Account: If you want to modify a configured administrator
account, click its Edit hyperlink, the related information will be displayed in the setup
page. Then modify it, and click the Save button.

> Delete Administrator Account(s): If you want to delete one or more administrator
accounts, select the leftmost check boxes of them, and then click the Delete button.

O Note

You cannot delete the default administrator account.

13.1.3 How to Add the Administrator Accounts

If you want to add one or more administrator accounts, do the following:

Step 1

Step 2

Step 3

Step 4

Step 5

0 Note

Go to the System > Administrator page.

Click the New button or select the Administrator Settings tab to go to the
setup page, and then specify the User Name, Password, Conform Password
and Privilege Group as required.

Specify the Privilege Group as required. If you choose Admin as the Privilege
Group, you can use this administrator account to telnet the Device.

Click the Save button to save the settings. You can view the administrator
account in the Administrator List.

If you want to add another new administrator account, please repeat the above
steps.

If you want to delete one or more administrator accounts, select the leftmost check
boxes of them in the Administrator List, and then click the Delete button.
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13.2 System Time

In the System > Time page, you can view and configure the system time.

To ensure that the time-related functions (e.g., DDNS, Schedule) work well, you should
set the right time on the Device.

You can manually configure the system time or enable SNTP (Synchronize with SNTP
Server) to automatically synchronize time from a designated SNTP server on the Internet.

Some models cannot keep clock running if powered off, that is, it will reset the time to the
default value. In this case, you need to choose SNTP to automatically synchronize the
system time.

r System Time

Current System Time 2011-7-112:09:26

r Date and Time Settings

Mode SNTP -

Time Zone UTC-0500(Eastern Time, United States, Canada) -
SNTF Server 1P Address 19243244 18
SNTP Server 2 IP Address 129.6.15.28
SNTP Server 3 |P Address 0.0.0.0

Save

Figure 13-3 System Time - Enable SNTP

< Current System Time: It displays the Device’s current date (YYYY-MM-DD) and time
(HH:MM:SS).

< Mode: It specifies the mode by which you set the system clock. The available options
are SNTP and Manual.

e SNTP: If you want the Device to automatically synchronize the system clock from

designated SNTP server on the Internet, select this option (see Figure 13-3).

e Manual: If you want to set the date (YYYY-MM-DD) and time (HH:MM:SS) for
the Device manually, select this option (see Figure 13-4).

Time Zone: It specifies the time zone for your local time.

SNTP Server 1 IP Address ~ SNTP Server 3 IP Address: It allows you to configure
up to three SNTP servers on the Device. The Server 1 is the primary server (the
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default value is 192.43.244.18), and the Server 2 is the first backup server (the
default value is 129.6.15.28), and the Server 3 is the second backup server (the

default value is 0.0.0.0).

2011-7-1 12:08:53

r System Time
Current System Time

-

n

|(AJ

Mode
12:08;

r Date and Time Settings
Manual

2001 = year 07 = Month 07 + Day

Figure 13-4 System Time - Set Time Manually

> Save: Click it to save the system time settings.

0 Note

To find an NTP server with which you can synchronize your Device, please refer to
the Website: http://www.ntp.org/.
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13.3 Firmware Upgrade

In the System > Upgrade page, you can view the current firmware version information
and upgrade the firmware.

13.3.1 Save Firmware

Save Firmware

Current Firmware Version lw3640v10EM. bin 01:36:16AM-110921 5.6.0

Backup Firmware To Local PC Save

Figure 13-5 Save Firmware to Local PC

The following figure describes the firmware version details:

The firmware version details are as follows:

kv3640v10EN.bin 01:36:16AM-110921 5.6.0

l— System Version

Release Time

Firmware Version

Figure 13-6 Firmware Version Details

> Backup Firmware to Local PC: Click the Save button to save the current running
firmware to your local PC.

O Note

The operation will save the Device’s current running firmware only, but it won’t save
the current configuration file.
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13.3.2 Firmware Upgrade

r Firmware Upgrade

Download Firmware
Restart after Upgraded

Firmuware File

Upgrade

Figure 13-7 Upgrade Firmware

To upgrade the Device’s firmware, do the following:
Step1 Download the Latest Firmware

Click the Download Firmware hyperlink to download the latest firmware from the website
of UTT Technologies Co., Ltd.

0 Note

1. Please select the proper firmware that must accord with your product hardware
platform.

2. It is recommended that you go to the System > Configuration to back up the
Device’s current configuration before upgrading.

Step2 Choose the Firmware

Click Browse button to choose the firmware file you want to upgrade or enter the file path
and name in the Firmware File text box.

< Restart after Upgraded: After upgraded, you have two options to apply this new
firmware: select the Restart after Upgraded check box to let the Device restart itself
automatically once upgraded, or manually restart the Device.

Step 3 Renew Firmware

Click the Upgrade button to renew the Device’s firmware.
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O Note

1. ltis strongly recommended that you upgrade firmware when the Device is under light
load.

2. If you upgrade firmware timely, the Device will have more functionality and better
performance. The right upgrade will not change the Device’s current settings.

3. The Device will take several minutes to upgrade its firmware. During this process, do
not power off the Device and perform any other operation to avoid damaging it.

13.4 Configuration

In the System > Configuration page, you can back up and restore configuration, and
reset the Device to factory default settings.

13.4.1 Backup Configuration

Backup Configuration

Backup configuration to local PC Backup

Figure 13-8 Backup Configuration

> Backup: Click it to save the current configuration file to the local PC.

13.4.2 Restore Configuration

Restore Configuration

Resetto Factory Defaults before Restore

Configuration File
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Figure 13-9 Restore Configuration

< Reset to Factory Defaults before Restore: If you select this check box, it will reset
the Device to factory default settings before importing the configuration file; else
import the file directly.

<~ Configuration File: Click the Browse button to choose an appropriate configuration
file or enter the file path and name in the text box.

> Restore: Click it to import the selected configuration file. It will overwrite the current
configuration on the Device with the new configuration.

O Note

To avoid unexpected error, do not power off the Device during importing the
configuration file.

13.4.3 Restore Defaults

uration Restore Defaults

Resetto Factory Defaults Reset

Figure 13-10 Restore Default

> Reset: Click it to reset the Device to factory default settings.

0 Note

1. This operation will clear all of the Device’s custom settings. It is strongly
recommended that you backup the current configuration before resetting.

2.  The default administrator user name is Default (case sensitive) with a blank
password. The default LAN interface IP address is 192.168.16.1, and subnet mask
is 255.255.255.0.
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13.5 Remote Admin

This section describes System > Remote Admin page.

As the Device has built-in firewall function, it will block all requests initiated from the
Internet by default. To remotely configure and manage the Device via Internet, you should
enable the HTTP remote management.

Remote Admin

HTTP Port

Save

Figure 13-11 Remote Admin Settings

< HTTP: It allows you to enable or disable HTTP remote management. Select this
check box to enable HTTP remote management via Internet. When accessing the
Device from Internet, you will enter http:// and enter the Device's WAN IP address,
followed by a colon (:) and the port number. For example, if the WAN IP address is
218.21.31.3 and port number is 8081, enter http://218.21.31.3:8081 in your browser
URL field.

<~ Port: It specifies the port number for HTTP remote management. The default value is
8081. Note: If the port value is changed to 80, the system will automatically create
one port forwarding rule: protocol is TCP and port is 80; and you can go to the NAT >
Port Forwarding page to view it in the Port Forwarding List. In this case, it will
cause conflict if you add a new port forwarding rule for a LAN Web server.

> Save: Click it to save the remote admin settings.

0 Note

1. You can find the Device’s WAN IP address from the WAN List in Basic > WAN page.

2. To ensure security, it is strongly recommended that you don’t enable HTTP remote
management unless necessary. If you are sure to enable it, you had better go to the
System > Administrator page to change the default password.

3. If the Internet connection has a dynamic IP address, you had better enable DDNS in
the Advanced > DDNS page, so you may use a fixed domain name to manage the
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Device via Internet.

4. Once you enable the HTTP remote management, the system will automatically create
two port forwarding rules: their IDs are http and telnet respectively. You can go to the
NAT > Port Forwarding page to view them in the Port Forwarding List.

5. Please enable the HTTP remote management before asking a UTT customer
engineer for the technical support.

http://www.uttglobal.com Page 375




UTT Technologies Chapter 13 System

13.6 WEB Server

In the System > WEB Server page, you can specify the port number that the Device Web
service uses to listen for HTTP requests from the LAN hosts.

Web Server

Save

i

Figure 13-12 WEB Server

< Port: The port number that the Web server uses to listen for HTTP requests from the
LAN hosts. The default port number is 80. If it has been changed, you should enter
http://Device’s LAN IP address: port number (e.g., http://192.168.16.1:88) to
access the Device.

> Save: Click it to save your settings.
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13.7 Restart

The System > Restart page lets you restart the Device.

Click Here to Restart Your Device

Figure 13-13 Restart the Device

» Restart: Click it to restart the Device.

If you click the Restart button, the system will pop up a prompt dialog box (see Figure
13-19). Then you can click OK to restart the Device, and the system will jump to a
countdown page (see Figure 13-20). Or click Cancel to cancel the operation.

Windows Internet Explorer, F§|

\_:.:/ Are wou sure you wank to restart the device?

[ O, l [ Cancel

Figure 13-14 Prompt Dialog Box - Restart the Device

Device is restarting, please wait ..

Femaining: 283ecands.

Figure 13-15 Restarting......

0 Note

Because restarting the Device will disconnect all the sessions, please do it with
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caution. The Device will return to the Status > System Info page after restarted.
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Appendix A How to configure your PC

This appendix describes how to install and configure TCP/IP properties for Windows 95
and Windows 98.

Step 1: Installing TCP/IP components

To install TCP/IP component, do the following:

1.

2.

On the Windows taskbar, click Start > Settings > Control Panel.

Double-click the Network icon, and select the Configuration tab. In The following
network components are installed box, you must make sure that your network card
driver and TCP/IP are installed. To do this, please check that TCP/IP -> (your
Ethernet adapter) option exist.

If your network card driver and TCP/IP are not installed, at first you should install the
network card driver properly.

After installing the network card driver, you should install TCP/IP. Do the following: At
first, open the Network dialog box (refer to the previous step), and then click Add
button on the Configuration tab, this will bring up the Select Network Component
Type window. Select Protocol and click the Add button, this will bring up the Select
Network Protocol window. Select Microsoft in the Manufacturers box, and select
TCPI/IP in the Network Protocols box, lastly click OK to reboot the server PC. Your
computer will prompt you to restart, and then TCP/IP will be installed.

Step 2: Configuring TCP/IP properties

Once the proper Ethernet card and TCP/IP protocol are installed, you should configure the
TCP/IP properties. There are two methods of configuring TCP/IP properties: one is to
manually configure TCP/IP properties, the other is to automatically configure TCP/IP
properties with DHCP. The following describes the configuration procedure of these two
methods respectively.

>

Method One: Manually Configuring TCP/IP

To configure the TCP/IP protocol manually, do the following:

1.

2.

On the Windows taskbar, click Start > Settings > Control Panel.

Double-click the Network icon, and select the Configuration tab. In The following
network components are installed box, select TCP/IP -> (your Ethernet adapter),
and then click Properties.
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3.

In the TCP/IP properties dialog box, select the IP address tab, and then select the
Specify an IP address radio button. Enter 192.168.16.x (x is between 2 and 254,
including 2 and 254) in the IP Address box, and enter 255.255.255.0 in the Subnet
Mask box.

Select the Gateway tab, enter the IP address of the Device’s LAN interface (default
value is 192.168.16.1) in the New gateway box, and then click Add button.

Select the DNS Configuration tab, enter a host name in the Host box, and enter a
domain name in the Domain box optionally. In the DNS Server Search Order box,
enter the IP address of the primary DNS server provided by your ISP. Then click Add
button to add the IP address to the list. Add the secondary DNS server IP address in
the same manner as the first. Leave the domain suffix search order blank.

Click OK in the TCP/IP properties window, this will return you to the Network
window. Click OK again. Till now you have finished configuring the TCP/IP properties.
Restart your PC for the changes to take effect.

Method Two: Automatically Configuring TCP/IP with DHCP

To ensure that the host can obtain an IP address and other TCP/IP parameters
automatically from the Device, you should enable the Device’s DHCP server function
in Basic > DHCP & DNS page.

On the Windows taskbar, click Start > Settings > Control Panel.

Double-click the Network icon, and select the Configuration tab. In The following
network components are installed box, select TCP/IP -> (your Ethernet adapter),
and then click Properties.

In the TCP/IP properties dialog box, select the IP address tab, and then select
Obtain an IP address automatically.

Select the Gateway tab, and then make sure that the Installed gateway box is left
blank. If any gateways are shown, remove them.

Click the DNS Configuration tab, and then make sure that the Disable DNS is
selected.

Click OK in the TCP/IP properties window, this will return you to the Network
window. Click OK again. Till now you have finished configuring the TCP/IP properties.
Restart your PC for the changes to take effect.

Step 3: Selecting Windows’ Internet Access Method

1.

2.

On the Windows taskbar, click Start > Programs > accessories >
communications > Internet Connection Wizard.

Select the third option | want to set up my Internet connection manually, or | want
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to connect through a Local Area Network (LAN), and click the Next button.

3. Select | want to connect through a Local Area Network radio button, and click the
Next button.

4. Uncheck all boxes in the LAN Internet Configuration screen, and click the Next
button.

5. In the Set Up Your Internet Mail Account screen, select No and click the Next
button.

6. In the Internet Connection Wizard screen, Click Finish button to complete the
wizard.

Till now you have finished configuring the TCP/IP properties, then you can use the web
browser, FTP client, or other Internet client programs normally.
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Appendix B FAQ

1. How to connect the Device to the Internet using

PPPoE

Step1  Set your ADSL Modem to bridge mode (RFC 1483 bridged mode).

Step 2 Please make sure that your PPPoE Internet connection use standard dial-type.
You may use Windows XP built-in PPPoE dial-in client to test.

Step 3 Connect a network cable from the ADSL modem to a WAN port of the Device,
and connect your telephone line to the ADSL modem’s line port.

Step4 Configure the PPPoE Internet connection related parameters in the Basic >
WAN page or through the Quick Wizard. Refer to section 6.2.2.1 PPPoE
Internet Connection Settings for more information.

Step 5 If you pay monthly for the Internet connection, you can choose Always On as
the Dial Type; else, you can choose On Demand or Manual as the Dial Type,
and specify the Idle Timeout to avoid wasting online time due to that you forget
to hang up the connection in time.

Step 6 If you choose Manual as the Dial Type, you need go to the Basic > WAN >
WAN List page to dial up manually. Refer to section 6.2.1.3 How to Dial and
Hang up a PPPoE Connection for more information.

Step 6  After the PPPoOE connection is established successfully, you can view its
configuration and status information in the Basic > WAN > WAN List page,
such as Status (Connected means the connection is established successfully) ,
the connection’s IP address and Gateway provided by your ISP, and so on,
see Figure B-0-1.

Inriace Ty Statun B ackirmnn Gateway Hx Haloibns) [x Hale(bps) Lt ansig Eise

PPPoE] STSRETES i Normal 100e | | ConnecediUp e 00000108 | 10001 10001 i L Dial HangLip [slat

Figure B-0-1 Viewing PPPoE Internet Connection Status in WAN List

Step 7  You may go to the Status > System Log page to view the system logs related
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to the PPPoE connection, see Table B-0-1.

Call Syslog

Call Result

Session Up [X]

PPPoE Up 00:0c:f8:f9:66:c6

Call Connected, on Line1, on Channel 0

Outgoing Call @51:1-1

PPPoE session has been established successfully.

Call Terminated @clearSession: 1

Outgoing Call @51:1-1

Failed to establish the physical connection, please check
whether the Internet connection is normal. You may use
Windows XP built-in PPPoE dial-in client to test.

Call Terminated @clearSession: 1

Call Connected, on Line1, on Channel 0

Outgoing Call @51:1-1

The physical connection has been established, but failed to
authenticate. Please go to the Basic > WAN page to check
whether the user name and password are correct. If they are
correct, please change the PPP Authentication to CHAP or
NONE (see Figure B-0-2) and then click the Save button,

lastly restart the Device.

Table B-0-1 PPPoE Dial-up System Logs
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Connection Type PPFPoE -
Tx Bandwidth Kbitls
R Bandwidth Kbit/s
ISP Others -

User Mame ad21589756
Password Ty
Dial Mode Mormal Mode -
DMS Server Auto A

Advanced Options (Service Mame, Priority, Proxy ARP, Mode, MAC Address etc.)

PPP Authentication CHAP -

Figure B-0-2 PPPoE Connection Settings (Part)

Step8 You may go to the Status > Route Stats page to view the related route
information in the Routing Table, such as the Gateway IP Address provided
by your ISP, Flag (N should appear, which means NAT is enabled on the route),
and so on, see Figure B-0-3.

Desunation IP Mask Gavay 1P FneracE flag Priority Iaenc Court Age

00000 1001 [ wpahi & 1 134 il

Figure B-0-3 Routing Table - Example 1

Step9 Configure the LAN hosts according to the steps described in Appendix A How
to configure your PC.
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2. How to connect the Device to the Internet using

Static IP

Step1 Please make sure the Internet connection is normal. You may use your PC to
test.

Step2 Connect a network cable from the network device provided by your ISP to a
WAN port of the Device.

Step 3  Configure the static IP Internet connection related parameters in the Basic >
WAN page or through the Quick Wizard. Refer to section 6.2.2.2 Static IP
Internet Connection Settings for more information.

Step 4  After you finish configuring the static IP Internet connection, you may go to the
Status > Route Stats page to view the related route information in the Routing
Table, such as the Gateway IP Address provided by your ISP, Flag (N should
appear, which means NAT is enabled on the route), and so on, see Figure B-0-4

Desdination 1P Mask Gatevray IP hmiaelncs Tag Pricaiy Lubiic Cound s

d00.200 202 254 (E3] IugpaliF 0 | {Th

Figure B-0-4 Routing Table - Example 2

Step 5 Configure the LAN hosts according to the steps described in Appendix A How
to configure your PC.
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3.

Step 1

Step 2

Step 3

Step 4

Step 5

How to connect the Device to the Internet using

DHCP

Please make sure the Internet connection is normal. You may use your PC to
test.

Connect a network cable from the Cable modem to a WAN port of the Device.

Configure the DHCP Internet connection related parameters in the Basic >
WAN page or through the Quick Wizard. Refer to section 6.2.2.3 DHCP
Internet Connection Settings for more information.

0 Note

For DHCP Internet connection, the Cable Modem may record the old connected
network device’s MAC address, and only allows the network device with the
recorded MAC address to connect to it. Thus you should set the new Device’s
MAC address to the recorded MAC address, the operation is as follows: Go to
the Basic > WAN page to select DHCP from the Connection Type, enter the
recorded MAC address in the MAC Address text box, and then click Save to
save the change, lastly restart the Device to make the change take effect.

After the DHCP Internet connection is established successfully, you can view its
configuration and status information in the Basic > WAN > WAN List page,
such as Status (Connected means the connection is established successfully,
and in this case, it will also display the left time before the lease expires for the
current IP address), the connection’s IP address and Gateway provided by
your ISP, and so on, see Figure B-0-5.

Tipw Sadus IP i psn Galwavay R Raipdbesl  Ta Rateibps] Opuration Edil

ComnedesLef B O)EEsd SE3282451 SB35 2453 204 Fi Rened Reteaze Dalate

Figure B-0-5 View DHCP Internet Connection Status Information

You may go to the Status > Route Stats page to view the related route
information in the Routing Table, such as the Gateway IP Address provided
by your ISP, Flag (N should appear, which means NAT is enabled on the route),
and so on, see Figure B-0-6.

Desnnation B ELoK Batwaay i laniacs Flag sty REpInG Coant A
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Figure B-0-6 Routing Table - Example 3

Step 6  Configure the LAN hosts according to the steps described in Appendix A How
to configure your PC.
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4. How to reset the Device to factory default settings

The following describes how to reset the Device to factory default settings. There are two
cases depending on whether you remember the administrator password or not.

0 Note

1) The reset operation will clear all the custom settings on the Device, so do it with
caution.

2) Here we take Windows XP for example.

4-1 Case One: Remember the administrator password

When you remember the administrator password, you can use the following two ways to
reset the Device to factory default settings. Note that only when the Device has a terminal
port, you can use the second way.

> The first way: Reset the Device to factory default settings via Wed Ul.

The operation is as follows: Go to the System > Configuration > Restore Default page,
and then click Reset button to reset the Device to factory default settings.

> The second way: Reset the Device to factory default settings via Hyper
Terminal.

The operation steps are the following:

Step1  Connect the RJ-45 connector of the supplied serial cable to the terminal port on
the Device, and the DB9 connector of the cable to an open COM port on your
PC.

Step 2 Click Start > Programs > Accessories > Communications > HyperTerminal,
the first screen that appears is the New Connection dialog box, see Figure
B-0-7; enter a name (Term9600 in this example) in the Name text box, and then
click OK button.

Note that if HyperTerminal is not installed, click Start > Settings > Control
Panel > Add or Remove Programs > Add/Remove Windows Components >
Accessories and Utilities > Details > Communications > Details, select the
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HyperTerminal check box, and then click OK.

Enter a name and choose an icon for the connection:

Marne;
| Tem3s00 |

loon:

L (] 8 ][ Cancel ]

Disconnecked Auko detect: Auto detect SCROLL CAPS | MUM

Figure B-0-7 New Connection - Term9600

Step3 The Connect To dialog box appears, see Figure B-0-8. From the Connect
using drop-down list, select the COM port that links your PC to the Device
(COMS3 in this example), and then click OK button.

Connect To

& Temas00

Enter detailz for the phone number that you want to dial;

Countryfregion: | Hnited States [1]

Area code:

Phone number; | |

Connect using: | EEENNMINNNNN

[ ok ” Cancel ]
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Figure B-0-8 Choose a COM Port - Term9600

Step4 The COM port properties dialog box appears (see Figure B-0-9). Select 9600
from Bits per second, 8 from Data bits, None from Parity, 1 from Stop bits,
None from Flow control, and then click OK button.

COM3 Properties

Paort Settings |
Bitz per zecond: |E|EEIEI V|
Drata bits: | ] w |
Parity: |N|:|ne v|
Stop bitz: | 1 w |
Flow control: |N|:|r'|e V|
[ Restare Defaults l
ak ] [ Cancel ]

Figure B-0-9 COM Port Properties - Term9600

Step 5 Now the HyperTerminal is started and ready for use, see Figure B-0-10.
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# lerm¥&00 - Hyper lerminal

Fir Edt View Cal Trarsfer Help
0w & 05

Connected 0:00: 11 oy el | Aot el el

Figure B-0-10 HyperTerminal Window - Term9600

Step 6  Directly press <Enter> key, the Device will acknowledge active connection with
the “Login” prompt, see Figure B-0-11. Enter the administrator user name
(Default in this example) at the prompt and press <Enter> key. Then the
“Password” prompt appears; enter the password (test in this example) at the
prompt and press <Enter> key. Then the “hiper%” prompt appears, which
means that you have logged in to the Device successfully, and the Device is
ready to receive a command.
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# lerm¥800 - Hyper lerminal

Fl= Edr View ol Transfor Help
0@ &3 08 i

Login: Defoult

Password:

hiperk
éulrmlﬂ]ﬂ:ﬂl:ﬁ‘? Fudn deled WAOI@Hel, | niiL | CAPR | MABE | Capnem | Preeecw

Figure B-0-11 Login to the Device - Term9600

Step 7 Enter nvramc at the prompt and press <Enter> key (see Figure 8-12); the
Device will immediately restore to factory default settings and restart itself.
Once restarted, you can use the system default administrator account to login
to the Device via Web UL.

Note that by default, the LAN interface IP address is 192.168.16.1, and the
administrator user name is Default (case sensitive) with a blank password.
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& Term 3600 - HyperTerminal

Fie Cdt vew 8l Transfer Help
= 5 e
Login: Default
Pas=word:
hiper¥ nuranc
hipert
_onnactad 00224 Ay dabect SO0 D1

Figure B-0-12 Reset to Factory Default Settings - Term9600

4-2 Case Two: Forget the administrator password

If you forget the administrator password, you can use the following two ways to reset the
Device to factory default settings. Note that only when the Device has a reset button, you
can use the first way; and only when the Device has a terminal port, you can use the
second way.

> The first way: Reset the Device to factory default settings via Reset Button.

The operation is as follows: While the Device is powered on, use a pin or paper clip to
press and hold the Reset button for more than 5 seconds, and then release the button.
After that, the Device will restart with factory default settings.

> The second way: Reset the Device to factory default settings via Hyper
Terminal.
The operation steps are the following:

Step1  Connect the RJ-45 connector of the supplied serial cable to the terminal port on
the Device, and the DB9 connector of the cable to an open COM port on your
PC.
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Step 2  Click Start > Programs > Accessories > Communications > HyperTerminal,
the first screen that appears is the New Connection dialog box, see Figure
B-0-13; enter a name (Term115200 in this example) in the Name text box, and
then click OK button.

Note that if HyperTerminal is not installed, click Start > Settings > Control
Panel > Add or Remove Programs > Add/Remove Windows Components >
Accessories and Utilities > Details > Communications > Details, select the
HyperTerminal check box, and then click OK.

NG

- Hew Conoetinn, - Hyper Tamiingl

D& &35 D5 =

Cannection Deseription

% Mewd Corwrsclam

F rber o e e cnsciass i for thee coneechior

o ][ Came |

Dstunmlod Aot delecl  Auto delecl

Figure B-0-13 New Connection - Term115200

Step3 The Connect To dialog box appears, see Figure B-0-14. From the Connect
using drop-down list, select the COM port that links your PC to the Device
(COM3 in this example), and then click OK button.
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Connect To

& Tem115200

Enter detailz for the phone number that pou want to dial:

Countrdregion;

Area code: I:I

Phone number: | |

Connect usig: |EXTENI ~ |

[ ak. H Cancel ]

Figure B-0-14 Choose a COM Port - Term115200

Step4 The COM port properties dialog box appears (see Figure B-0-15). Select
115200 from Bits per second, 8 from Data bits, None from Parity, 1 from
Stop bits, None from Flow control, and then click OK button.

COM3 Properties

Part Settings |

Bitz per zecond: | 115200

Data bits: |8 v|
Parity: | None v|

Stop bits: |1 v|
Flow control: | None v|

[ Festore Defaultz ]

k. H Caricel ][ Apply ]
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Figure B-0-15 COM Port Properties - Term115200

Step 5 Now the HyperTerminal is started and ready for use, see Figure B-0-16.

& Tarm115200 - HyperTerminal r__E"E]

Fils Lt wew Cal Transfer melp
e &% 085 &

Commneiled 0:00;03 fudvdebed | fudy detect

Figure B-0-16 The HyperTerminal Window - Term115200

Step 6 Restart the Device and immediately enter ast (lower case) in three seconds, then
the “Ast>" prompt appears, see Figure B-0-17. Note that if failed to appear,
please try several times until the “Ast>" prompt appears.
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& Tarm 115200 - HyparTarminal LE"E'
Fils Ecit Yiewr Cal Trarmler Help
D @3 DEF
Copuright UIT lechnologies Inc. 2000-2082 ALl Rights Reserved.
FhugtB Monitor /Debugaer Version 1.7 - 3719780
build on B1:19:14PH-0611380 by Hst
KV Serial Number: 100001, FC: 2e8@
Ast>
[t T H T Lukn detest IS &N

Figure B-0-17 Login to the Device - Term115200

Step 7  Enter nv at the prompt and press <Enter> key (see Figure B-0-18), the Device
will immediately restore to the factory default settings. The appearance of
‘Erasing NVRAM......... Done” means that the Device has restored to the
factory default settings successfully. Once you have restarted the Device, you
can use the system default administrator to login to the Device via Web UI.

Note that by default, the LAN interface IP address is 192.168.16.1, and the
administrator user name is Default (case sensitive) with a blank password.
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“& Term115200 - HyperTerminal

File Edit view Call Transfer Help
Copyright UTT Technologies Inc. 2000-2003 All Rights Reserwved.
Fbugtt8 Monitor/Debugger VYersion 1.7 - 3/19/03
build on 81:19:14PM-861138 by Ast
KV Serial Number: 4100001, FC: 200
Ast> nv
Erasing NYRAK. ..
.Done
Ast>
Connected 0:01:54 Auto detect 115200 §-N-1

Figure B-0-18 Reset to Factory Default Settings - Term115200
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5. How to use CLI Rescue Mode

In most cases, the Device can normally boot or reboot in Normal Startup Mode. However,
sometimes you are unable to start the Device in Normal Startup Mode due to
configuration errors, forgetting the administrator password or other reasons. To solve this
problem, we provide Rescue Mode in the Device with ReOS 5.0 or a latter version.

After boot into Rescue Mode, the Device will run with factory default settings without
custom settings, so it will like a new device that hasn’t been configured. In Rescue Mode,
it allows you to use any CLI command to perform any operation.

0 Note

Only the Device having a serial port supports Rescue Mode.

Here we take Windows XP for example to describe how to start the Device in Rescue
Mode. The operation steps are the following:

Step1  Connect the RJ-45 connector of the supplied serial cable to the terminal port on
the Device, and the DB9 connector of the cable to an open COM port on your
PC.

Step 2 Click Start > Programs > Accessories > Communications > HyperTerminal,
the first screen that appears is the New Connection dialog box, see Figure
B-0-19; enter a name (rescue in this example) in the Name text box, and then
click OK button.

Note that if HyperTerminal is not installed, click Start > Settings > Control
Panel > Add or Remove Programs > Add/Remove Windows Components >
Accessories and Utilities > Details > Communications > Details, select the
HyperTerminal check box, and then click OK.
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- Nawe Conmection = |ypeiTarmingl

D &4 P &

Connection Description

% M Lormechon

Erter & rame aned chonae an icon for e coreechiom

s
Fledcioe

Dt uiateched A deledl  Auto deled

Figure B-0-19 New Connection - Rescue

Step3 The Connect To dialog box appears, see Figure B-0-20. From the Connect
using drop-down list, select the COM port that links your PC to the Device
(COM3 in this example), and then click OK button.

Connect To

Enter detailz far the phone number that you want bo dial;

Countrydregion; | nited States [1]

Area code;

Phone nurber: | |

Cornect using: | EXTE

[ ]S ” Cancel ]

Figure B-0-20 Choose a COM port - Rescue
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Step4 The COM port properties dialog box appears (see Figure B-0-21). Select 9600
from Bits per second, 8 from Data bits, None from Parity, 1 from Stop bits,
None from Flow control, and then click OK button.

COM1 Properties

Paort Settings |
Bitz per second: |‘EIEDD V|
Data bits: |B v|
Parity: |N-:une v|
Stop bits: |1 v|
Flow contral; | Mone w |
[ Bestore Defaults ]
] ] [ Cancel ] [ Apply ]

Figure B-0-21 COM Port Properties - Rescue

Step 5 Now the HyperTerminal is started and ready for use, see Figure B-0-22.
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« Rescor - HyperTerminal r__E"E]

Fils Lt wew Cal Trandfer melp
De o3 08 &

Cormecled 0:00:03 Fudy detet Fudy detet

Figure B-0-22 The HyperTerminal Window - Rescue

Step 6 Restart the Device; and during restarting, once the “***booting with factory
default configuration, please press Ctrl~C 3 times now ! ***” prompt appears,
please immediately press <Ctrl + C> keys three consecutive times within three
seconds. Then the appearance of “BREAK detected, skip restore user nvram
profile by _restoreUserNvramTask.” prompt means that the system has booted
into Rescue Mode successfully.
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« Rescor - HyperTerminal r__E"E]

Fils Lt wew Cal Trandfer melp
De o3 08 &

finizshing etherinit
finizshing _brouterInitialize
starting _wanllatalnitTask
finizshing _wanDatalnitTask
starting _natInitTask
finizshing _natTnitTask

restore uzer nuram profile by
_restorellzerNuranTask. . .
last hoot log: 100 |oad: kel2&BNBO1R. 28C2 bin B6:34:-27PMH- 110623 Reuw: 5.6.0

wuw hooting with factory default confiouration, please press Ctrl™C 3 times now!

BREMKE delecled, skip reslore user nvram profile by
_reslorelserlvramTask.

restore nvram profile Tinished

current bool leg: ked240HBv10.2RC2 . bin 06:34:27PH-110623 5.6.0 by
_checkCurrentBoolSol twareRevision
Revision: 2.6.0

Login:

Lnrnbc.tn-d u:l..l.!.:w mdemd: ":U.:I.I.IL-I-H-I

Figure B-0-23 Boot into Rescue Mode - Rescue

Step 7  After the Device has booted into Rescue Mode, you can use the system default
administrator account to login to the Device. Enter Default at the “Login” prompt
and press <Enter> key, see Figure 8-24Then the “Password” prompt appears;
directly press <Enter> key. Then the “rescue#’ prompt appears, which means
that you have logged in to Rescue Mode configuration interface successfully,
and the Device is ready to receive a command. Now you can perform any
operation.
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« Rescor - HyperTerminal r__E"E]

Fils Lt wew Cal Trandfer melp
De o3 08 &

starting _wanlatalnitTask
finizshing _wanDatalnitTask
starting _natInitTask
finizshing _natTnitTask

restore uzer nuram profile by

_restorellzerNuranTask. . .
last hoot log: 100 |oad: kel2&BNBO1R. 28C2 bin B6:34:-27PMH- 110623 Reuw: 5.6.0

wuw hooting with factory default configuration, pleaze press Ctrel™C 3 times now!
LD

BREAK detected, skip restore user nuram profile by
_restorellzerluranTask .

restore nuram profile finished

current boot log: koef280NBu10. 2RC2 bain B6:38:27PH- 110623 5.6.0 by
_chackCurrentBootSof twareRevizion
Revizsion: D.6.0

lLogin: Default
Password:
rescusi _

j*

Cormneiled 0:03:58 Fudo debesd | 9600 &-N-1

Figure B-0-24 Login to Rescue Mode Configuration Interface - Rescue

Step 8 In Rescue Mode configuration interface, see Figure B-0-25, if you enter show
running-config at the prompt and press <Enter> key, it will only output firmware
version information, but not output any custom settings, which means that the
system is running with the factory default settings; if you enter show nvram at
the prompt and press <Enter> key, it will output not only firmware version
information but also your custom settings.
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# Rescoe - Hyper Terminal
T Lt vew Cal  Trarsfer e

Nes =% 08 &

rescuel show running-config
trebuilding Funning configuration. ..

teurrenl running sof lware kod240NBv1@. 2RC2 . bin 06:34:27PH-110623 5.6.0

rescuell show nvram
trebuilding NVYRAH configuralion. ..
tcurrenl running sof lware kod240NBvl1@. 2RC2 . bin 06:34:27PH-110623 5.6.0

sel inlerface elhernel/1l 1p arpKeepalive 10

sel inlerface elhernel/2 rxBandwidih 768

sel inlerface elhernel/2 IxBundwidlh 912

sel inlerface elhernel/2 1p address 200,200,202, 126
sel inlerface elhernel/3 rxBondwidlh 768

sel inlerface elhernel/d (xBandwidilh 256

set interface cthernet/d ip address 169 2046 20 217
set interface cthernets/d ip netmask 2ob. 200 0.0

set interface cthernet/d ip dhepeclient enabled

rescuch

Cnnnected =003 Aukn detect a0 8-N-1

Figure B-0-25 View Settings - Rescue

0 Note

In Rescue Mode, it will only save the settings you have made in Rescue Mode
configuration interface by write command, and all of your original custom settings will
be lost. Thus if you want to save the original custom settings, please do the following:
Perform show nvram command to display all the original custom settings firstly, and
then re-enter the settings that you need by copy and paste function, lastly perform
write command to save those settings; or save the settings that you need as a text
file, and then perform write command, lastly re-enter the settings in Normal Startup
Mode configuration interface.

Step 9  Finally, you need restart the Device to exit Rescue Mode configuration interface.
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6. IP/MAC Binding and Access Control

This section mainly describes the characteristics of the IPMAC binding and access control
functions, and the relationship between them. Its purpose is to help you better understand
them, and use them to flexibly control and manage the Internet behaviors of the LAN
users to enhance network security.

To achieve network security management, you should firstly implement user identification, and
then you should implement user authorization. On the Device, you can use IP/MAC binding
feature to implement user identification, and use access control feature to use access control
rules to control the Internet behaviors of the LAN users.

Refer to section 12.2 IP/MAC Binding for more information about IP/MAC binding; refer to
section 12.3 Firewall for more information about access control.

A. IP/IMAC Binding

The Device provides IP/MAC binding feature to implement user identification. Using the
IP/MAC address pair as a unique user identity, you can protect the Device and your network
against IP address theft, MAC address theft, IP spoofing attack, and MAC spoofing attack.

For those non-IP/MAC binding users (i.e., the users whose IP address and MAC address
both are different from any IP/MAC binding’s.), the Device allows them to access the Device
and Internet by default. If you want to block them from accessing, please unselect the Allow
Undefined LAN PCs check box in the Security > IPIMAC Binding > IP/MAC Binding
List page.

IP/MAC binding feature can only act on the packets initiated from the LAN hosts to the
Device or outside hosts, but cannot act on the packets within the LAN. If you change a
LAN host’s IP address or MAC address, this LAN host will be unable to access the Device
and access the Internet through the Device, but it still can communicate with the other
LAN hosts, such as, it can browse Network Neighborhood, use windows file and printer
sharing services within the LAN, and so on.

B. Access Control

The Device allows you to create access control rules by referencing address groups,
service groups and schedules. By default, as no access control rule exists on the Device,
the Device will forward all the valid packets received by the LAN interface. After you have
enabled access control, the Device will examine each packet received by the LAN
interface to determine whether to forward or drop the packet, based on the criteria you
specified in the access control rules.

C. The Relationship between Them

1) Using IP/MAC binding feature can only implement user identification, but cannot
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control and manage the Internet behaviors of the LAN users. The latter is
implemented by access control function module.

In most cases, you can create an access control rule for a group of users. If some
users have the privileges of accessing the Internet, you can create an address group
for these hosts even their IP addresses are discontinuous. Then you only need to
create one access control rule by using the address group to meet the hosts’
requirements, instead of creating a rule for each user respectively. Of course, you can
create access control rules for individual users if needed.

On the Device, at first you can use IP/MAC binding feature to implement user
identification, and then divide the LAN users into several address groups (the users with
the same Internet access privileges are divided into the same group), lastly create
different access control rules for different address groups. Thus, you can implement
not only user identification, but also Internet behavior management of LAN users to
ensure network security and efficient use of network resources.

Operation Process

When receiving a packet initiated from LAN to the Device or outside host, the Device will
process the packet in the following order:

1)

User identification (i.e., the packet is processed by the IP/MAC binding function module)

a) If the sender is a legal user, the packet will be allowed to pass, and then be
further processed by the firewall access control function module.

b) If the sender is an illegal user, the packet will be dropped immediately
c) Ifthe sender is an undefined user, there are two cases:

i. If the Allow Undefined LAN PCs check box is selected, the packet will be
allowed to pass, and then be further processed by the firewall access control
function module.

ii. Else, the packet will be dropped immediately.

0 Note

The definitions of legal user, illegal user and undefined user are as follows:

e Legal User: Alegal user’s IP and MAC address pair matches an IP/MAC binding
whose Allow Internet Access check box is selected.

e lllegal User: A illegal user’s IP and MAC address pair matches an IP/MAC
binding whose Allow Internet Access check box is unselected; or the IP
address or MAC address is the same with an IP/MAC binding’s, but not both.
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2)

E.

e Undefined User: An undefined user’s IP address and MAC address both are
different from any IP/MAC binding. The undefined users are all the users except
legal and illegal users.

User authorization (i.e., the packet is processed by the firewall access control function
module)

When receiving a packet initiated from LAN, the Device will analyze the packet by
extracting its source MAC address, source IP address, destination IP address,
protocol type (TCP, UDP or ICMP), port number, content, and the date and time at
which the packet was received, and then compare them with each rule in the order in
which the rules are listed in the Access Control List. The first rule that matches the
packet will be applied to the packet, and the Device will forward or drop it according to this
rule’s action. Note that after a match is found, no further rules will be checked; and if
no match is found, the Device will drop the packet to ensure security.

Note that if a schedule is referenced in an access control rule, you need judge
whether the schedule is in effect or not at first. If the schedule has expired, it will be of
no effect. In this case, if the access control rule still needs a time restriction, you
should reconfigure the schedule.

Configuration Procedure

From the above analysis, we can see that if you want to configure the network access
privileges for the LAN users, you need follow these steps:

(D)

2)

3)

4)

5

6)

7

8)

At first, you need assign network access privileges to each LAN user: determine
whether a user can access and pass through the Device, and assign specific Internet
access privileges to the user.

Divide the LAN users into several address groups: the users with the same Internet
access privileges are divided into the same address group.

Configure TCP/IP properties for each LAN user’s host, and record each host's MAC
address.

Go to the Security > IPIMAC Binding page to create IP/MAC bindings. Note that if
you want to block the undefined LAN users from accessing the Device and Internet,
you should unselect the Allow Undefined LAN PCs check box.

Go to the Security > Address Group page to create address groups.
Go to the Security > Service Group page to create service groups.
Go to the System > Time page to synchronize the system clock.

If you want to create the access control rules based on schedules, go to the Security >
Schedule page to create schedules.
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9) Go to the Security > Firewall page to create access control rules for each address
group respectively.
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7. How to find out who uses the most bandwidth?

By viewing the NAT Statistics list in the Status > NAT Stats page, you can find out the
LAN user who uses the most bandwidth.

A. How to find out who has downloaded the most packets?

Query the Rx Packets in the NAT Statistics list: the larger value means the more
downloaded packets. The most Rx Packets means the corresponding LAN user has
downloaded the most packets from the Internet.

B. How to find out who has uploaded the most packets?

Query the Tx Packets in the NAT Statistics list: the larger value means the more
uploaded packets. The most Tx Packets means the corresponding LAN user has
uploaded the most packets to the Internet.

C. How to find out who is most active in the LAN?

Query the Active Sessions in the NAT Statistics list: the larger value means the user is
more active. The most Active Sessions means the corresponding user is the most active
in the LAN.
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8.

How to troubleshoot faults caused by worm

viruses or hacker attacks on the Device?

0 Note

A.

Each of the following points can only be used as a reference for network troubleshooting,
but cannot be used as a basis for finding a network virus or attack.

How to find out who is using an IP/Port Scanner

When using an IP/Port Scanner, a host sends a larger number of ICMP/UDP/TCP
packets to the target host in a very short time to detect whether the target IP address
exists or there are open ports on the target host. The host using an IP/Port Scanner can
generate a large amount of traffic, and too much traffic (i.e., too heavy network load) will
cause network congestion, thus the other users may be unable to surf the Internet
normally.

On the Device, you can find out who is using an IP/Port Scanner through the following
three ways.

1)

You can view the NAT Statistics list in the Status > NAT Stats page to find out if
there is a LAN host whose Overflow is larger than 100. If a host’'s concurrent NAT
sessions has reached the maximum value (configured in the Security > NAT
Session Limit page), any further request for creating a new session will be discarded,
and the Overflow will be updated synchronously; so if a host's Overflow is larger
than 100, the host is suspicious of using an IP/Port Scanner.

You can view the NAT Statistics list in the Status > NAT Stats page to find out if
there is a LAN host whose Tx Packets is far larger than Rx Packets. An IP/Port
Scanner often uses a forged source IP address to send out packets, this will cause
that the response packets cannot arrive at the sender; so if a host’s Tx Packets is far
larger than Rx Packets, the host is suspicious of using an IP/Port Scanner.

You can view system logs in the Status > System Log page to find out if there is a
NAT exceeded log message. For example, the log message of “NAT exceeded
192.168.16.221” means that the host with IP address 192.168.16.221 has exceeded
the maximum concurrent NAT sessions limited by the Device (configured in the
Security > NAT Session Limit page), and this host is suspicious of an IP/Port
Scanner.

0 Note

Recommended solution: It is recommended that you stop all the running
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applications on that suspicious host, and then run an effective antivirus software,
lastly restart or reinstall the operating system.

B. How to find out who is attacking an Internet host with DoS/DDoS

A DoS attack (denial-of-service attack) or DDoS attack (distributed denial-of-service
attack) is an attempt to make a host resource unavailable to its intended users. When
performing a DoS/DDoS attack, a host sends a larger number of packets to the target
host (typically it is a web server) in a very short time to cause too heavy load on the host,
thus the host is unable to provide normal services. The host performing DoS/DDoS
attacks can generate a large amount of traffic, and too much traffic (i.e., too heavy network
load) will cause network congestion, thus the other users may be unable to surf the
Internet normally.

On the Device, you can find out who is performing a DoS/DDoS attack through the
following three ways.

1) You can view the NAT Statistics list in the Status > NAT Stats page to find out if
there is a LAN host whose Tx Packets is far larger than the other hosts’, but its Rx
Packets is very small or zero. When a LAN host attacks an Internet host with
DoS/DDoS, it sends a large number of packets to the Internet host; so if a LAN host
meets the above conditions, it is suspicious of performing a DoS/DDoS attack.

Note that the user who is uploading files via HTTP/FTP should be excluded.

2) You can view the NAT Statistics list in the Status > NAT Stats page to find out if
there is a LAN host whose Tx Packets is far larger than Rx Packets. A DoS/DDoS
attack program often uses a forged source IP address to send out packets, this will
cause that the response packets cannot arrive at the sender; so if a host's Tx
Packets is far larger than Rx Packets, the host is suspicious of performing a
DoS/DDoS attack.

3) You can view system logs in the Status > System Log page to find out if there is a
NAT exceeded log message. For example, the log message of “NAT exceeded
192.168.16.221” means that the host with IP address 192.168.16.221 has exceeded
the maximum concurrent NAT sessions limited by the Device (configured in the
Security > NAT Session Limit page), and this host is suspicious of performing a
DoS/DDoS attack.

0 Note

Recommended solution: It is recommended that you stop all the running
applications on that suspicious host, and then run an effective antivirus software,
lastly restart or reinstall the operating system.

C. How to find out a host infected with Code Red worm virus?
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You can view the NAT Statistics list in the Status > NAT Stats page to find out if there is
a LAN host whose Tx Packets is very large but Rx Packets is very small or zero. If a host
meets the above conditions and hasn’t used any LAN server, the host is likely to be
infected with Code Red worm virus.

D. How to find out a host performing a TCP SYN Flood, UDP Flood or
ICMP Flood attack?

You can view the NAT Statistics list in the Status > NAT Stats page to find out if there is
a LAN host whose Tx Packets is very large but Rx Packets is very small. If a host meets
the above conditions, the host is likely to perform a TCP SYN Flood, UDP Flood or ICMP
Flood attack.

0 Note

The user who is uploading files via HTTP/FTP should be excluded.

E. How to find out a host performing an ARP Spoofing attack?

You can view system logs in the Status > System Log page to find out if there is a LAN
host whose MAC address is changing constantly, for example, the following log message
means that the host with IP address 192.168.1.1 is likely to perform an ARP Spoofing
attack.

MAC New 00:22:aa:00:22:bb
MAC Old 00:22:aa:00:22:aa
ARP SPOOF 192.168.1.1

F. How to find out a host infected with Blaster/Sasser virus

The host infected with Blaster/Sasser virus randomly sends out a large number of ICMP
packets and broadcasts a large of number of packets whose destination port is 135, 137,
139 or 445, thus it causes network congestion even the whole internal and external
networks paralysis.

Go to the Status > Session Monitor page, select All from the Filter Option drop-down
list, and then click Query button to view all the active NAT sessions in the NAT Session
List. If there are many sessions whose Protocol is ICMP, and many sessions whose Dest
Port is 135, 137, 139 or 445, the corresponding LAN host is likely to be infected with
Blaster/Sasser virus.

If a host has been infected with Blaster virus, it has the following symptoms: inexplicably
crashes or restarts itself; links in IE cannot be opened properly; copy and paste operation
cannot be performed; sometimes there are certain applications running abnormally, such as
Word; network grows slowly; there is a process named msblast.exe in Task Manager.

If a host has been infected with Sasser virus, it has the following symptoms: inexplicably
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crashes or restarts itself; there is a process named avserve.exe, avserve2.exe or
skynetave.exe in Task Manager; there is a virus file named avserve.exe, avserve2.exe
or skynetave.exe in the system directory; system is running extremely slow, and CPU usage
is 100%.
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9. How to enable WAN ping respond?

To facilitate debugging and testing your Internet connections, the Device provides Enable
WAN Ping Respond feature; that is, it allows you to ping each WAN interface’s IP
address to detect whether each Internet connection is normal. The operation is as follows:
Go to the Security > Attack Defense > External Defense page, select the Enable WAN
Ping Respond check box, and then click the Save button.

After you have enabled WAN ping respond, you can test each Internet connection by
using ping command on an outside host. When you ping the IP address of a WAN
interface, correct responses from the WAN interface means that the corresponding
Internet connection is normal; else, the connection itself is abnormal, ping response is
disabled on a device between your PC and Device, or there is a configuration error in the
Device.
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Appendix C Common IP Protocols

Protocol Name | Protocol Number | Full Name

IP 0 Internet Protocol

ICMP 1 Internet Protocol Message Protocol
IGMP 2 Internet Group Management

GGP 3 Gateway-Gateway Protocol

IPINIP 4 IP in IP Tunnel Driver

TCP 6 Transmission Control Protocol
EGP 8 Exterior Gateway Protocol

IGP 9 Interior Gateway Protocol

PUP 12 PARC Universal Packet Protocol
UDP 17 User Datagram Protocol

HMP 20 Host Monitoring Protocol

XNS-IDP 22 Xerox NS IDP

RDP 27 Reliable Datagram Protocol

GRE 47 General Routing Encapsulation
ESP 50 Encap Security Payload

AH 51 Authentication Header

RVD 66 MIT Remote Virtual Disk

EIGRP 88 Enhanced Interior Gateway Routing Protocol
OSPF 89 Open Shortest Path First
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Appendix D Common Service Ports

Service Name |Port Protocol Description

echo 7 tcp

echo 7 udp

discard 9 tcp

discard 9 udp

systat " tcp Active users

systat " udp Active users

daytime 13 tcp

daytime 13 udp

qotd 17 tep Quote of the day

qotd 17 udp Quote of the day

chargen 19 tep Character generator
chargen 19 udp Character generator
ftp-data 20 tcp FTP, data

ftp 21 tep FTP. control

telnet 23 tcp

smtp 25 tcp Simple Mail Transfer Protocol
time 37 tcp timserver

time 37 udp timserver

rlp 39 udp Resource Location Protocol
nameserver 42 tcp Host Name Server
nameserver 42 udp Host Name Server
nicname 43 tcp whois

domain 53 tcp Domain Name Server
domain 53 udp Domain Name Server
bootps 67 udp Bootstrap Protocol Server
bootpc 68 udp Bootstrap Protocol Client
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tftp 69 udp Trivial File Transfer

gopher 70 tcp

finger 79 tcp

http 80 tcp World Wide Web

kerberos 88 tcp Kerberos

kerberos 88 udp Kerberos

hostname 101 tcp NIC Host Name Server
iso-tsap 102 tcp ISO-TSAP Class 0

rtelnet 107 tcp Remote Telnet Service

pop2 109 tcp Post Office Protocol - Version 2
pop3 110 tcp Post Office Protocol - Version 3
sunrpc 111 tcp SUN Remote Procedure Call
sunrpc 111 udp SUN Remote Procedure Call
auth 113 tcp Identification Protocol
uucp-path 117 tcp

nntp 119 tcp Network News Transfer Protocol
ntp 123 udp Network Time Protocol

epmap 135 tcp DCE endpoint resolution
epmap 135 udp DCE endpoint resolution
netbios-ns 137 tcp NETBIOS Name Service
netbios-ns 137 udp NETBIOS Name Service
netbios-dgm 138 udp NETBIOS Datagram Service
netbios-ssn 139 tcp NETBIOS Session Service
imap 143 tcp Internet Message Access Protocol
pcmail-srv 158 tcp PCMail Server

snmp 161 udp

snmptrap 162 udp SNMP trap

print-srv 170 tcp Network PostScript

bgp 179 tcp Border Gateway Protocol
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irc 194 tcp Internet Relay Chat Protocol
ipXx 213 udp IPX over IP

Idap 389 tcp Lightweight Directory Access Protocol
https 443 tcp MCom

https 443 udp MCom

microsoft-ds 445 tcp

microsoft-ds 445 udp

kpasswd 464 tcp Kerberos (v5)

kpasswd 464 udp Kerberos (v5)

isakmp 500 udp Internet Key Exchange
exec 512 tcp Remote Process Execution
biff 512 udp

login 513 tcp Remote Login

who 513 udp

cmd 514 tcp

syslog 514 udp

printer 515 tep

talk 517 udp

ntalk 518 udp

efs 520 tcp Extended File Name Server
router 520 udp route routed

timed 525 udp

tempo 526 tcp

courier 530 tcp

conference 531 tcp

netnews 532 tcp

netwall 533 udp For emergency broadcasts
uucp 540 tcp

klogin 543 tcp Kerberos login
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kshell 544 tcp Kerberos remote shell
new-rwho 550 udp

remotefs 556 tep

rmonitor 560 udp

monitor 561 udp

Idaps 636 tcp LDAP over TLS/SSL

doom 666 tcp Doom Id Software

doom 666 udp Doom Id Software
kerberos-adm 749 tcp Kerberos administration
kerberos-adm 749 udp Kerberos administration
kerberos-iv 750 udp Kerberos version IV

kpop 1109 tcp Kerberos POP

phone 1167 udp Conference calling

ms-sql-s 1433 tep Microsoft-SQL-Server

ms-sql-s 1433 udp Microsoft-SQL-Server

ms-sql-m 1434 tcp Microsoft-SQL-Monitor
ms-sql-m 1434 udp Microsoft-SQL-Monitor

wins 1512 tep Microsoft Windows Internet Name Service
wins 1512 udp Microsoft Windows Internet Name Service
ingreslock 1524 tep

12tp 1701 udp Layer Two Tunneling Protocol
pptp 1723 tep Point-to-point tunnelling protocol
radius 1812 udp RADIUS authentication protocol
radacct 1813 udp RADIUS accounting protocol
nfsd 2049 udp NFS server

knetd 2053 tcp Kerberos de-multiplexor

man 9535 tcp Remote Man Server
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