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1. Introduction

This document provides a guideline on operating and configuring Castles UPT1000 .

The scope of this document includes setting up the UPT1000, basic operation,

application life cycle, and some advance features.
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2. Hardware Setup

2.1. Parts of the UPT1000

Front

UPT1000
1. LCD Display (Color TFT) 7. Cancel Key
2. Keypad 8. Magnetic Stripe Reader
3. Smart Card Reader 9. Contactless Card Landing
4. Enter Key Zone
5. Return Key (RFU) 10. LED indicator
6. Clear Key
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!

17

16

UPT1000

11. USB port 1~3

12. MDB (power connector)
13. RS232 port 1~3

14. BT antenna socket

15. GPRS antenna socket
16. GSM SIM Card Slots 1~2
17. SAM Card Slots 1~4

18. LAN port

2.2. Communication Support

Ethernet

BT

UMTS 850/1900
GPRG 850/1900

oD~
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3. Basic Operation

3.1. Program Manager

Once the power is on in normal status, UPT1000 will enter Program Manager if
no default application selected. All user applications are listed in Program
Manager. Users can select an application and run the application, view the
application info, delete the application, or set application to the default one to run
once the power is on. Users may enter System Menu to configure UPT1000

settings.

Program Manager

Program Manager

1.Appl
2 .App2

0:Download

= Press[0] button to enter System Menu.

= Press [1] button to toggle default application selection.
» Press [2] button to delete application.

» Press [3] button to view application info.

» Press [OK] button to run application.

= Press[1]or[|]as the up and down buttonto select application.

System Menu
Page 1

System Menu

.Download AP
.System Info
.Memory Status
.Sys Settings
.Test Utility
.Factory Reset
.Power Off

<~ oUW N

= Press [ ] button to page 2.
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Page 2

System Menu

.FK PWD Change
.Share obj Mng
.Embedded TMS
.Font Mng
.Debug Tools
.ULD KEY HASH
.HW Detect

<~ oUW N

= Press[1]button to page1.
= Press [ ] button to page3.

Page 3

System Menu

1.BluetoothSetup
2.Plug-in Mng
3.Key Injection

= Press [1]button to page2.

3.2. Download AP

Download user application or kernel modules firmware.

System Menu

System Menu

.Download AP
.System Info
.Memory Status
.Sys Settings
.Test Utility
.Factory Reset
.Power Off

o 0w N

»= Press [1] button to enter Download AP menu.

Download AP Menu
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Download EX

1.RS232 or USB
2.USB Disk
3.8D Card

Select DW Source

Select download source:

» Press [1] button to select source as RS232 or USB connection and enter ULD
download mode.

» Press [2] button to select source as USB disk.

»= Press [3] button to select source as SD card. (Not support)

3.3. System Info

View kernel module firmware information.

System Menu

System Menu

.Download AP
.System Info
.Memory Status
.Sys Settings
.Test Utility
.Factory Reset
.Power Off

o O W N

»= Press [2] button to enter System Info menu.

System Info Menu

Page 1 Page 2 Page 3

--—-Kernel Ver--- --- KOVer -—--—- -—— KOVer2 ---
BIOS :VR0024 SECURITY :VR0025 CL :VR0018
SULD :VRFO010 KMS :VR0027 SC :VR0O011
LINUXKNL:VR0024 DRV :VR0046
ROOTFS :VR0010 USB :N/A

CIF :VR0025

SAM :VR0034

= Press [ ] button to next page.
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Page 4 Page 5 Page 6

————— SOVer—----- -—-—— S0 Ver2 --- --—- SO Ver3 ---
UART :VR0017 PRT :VR0025 GSM :VR0029
USBH :VR0011 RTC :VR0013 BARCODE :VR0013
MODEM :VR0019 ULDPM :VR0029 TLS :VR0014
ETHERNET :VR0035 PPPMODEM :VR0031 CLVW :VR0024
FONT :VR0032 KMS :VR0032 CTOSAPI :VR0039
LCD :VR0042 FS :VR0016
Page 8 Page 9 Page 10
--- HWMVer --- HUSBID:0CA6AQ050 --EXT SO Ver P.1--
CRDL/ETHE :ONCHIP CUSBID:N/A CACLMDL :VR0008
CLM-MP : N/A --Factory S/N--- CACLENTRY :VR0008
--- APVer --- FFFFFFFFFFFFFFFF CAMPP :VR00OQ7
ULDPM :VR0036 CAVPW :VR0019
CAAEP :VR0004
CAJCT :VR0O0O07

3.4. Memory Status

View flash memory and RAM information.

System Menu

System Menu

.Download AP
.System Info
.Memory Status
.Sys Settings
.Test Utility
.Factory Reset
.Power Off

o O W DN

» Press [3] button to enter Memory Status menu.

Memory Status Menu

MEMORY STATUS

—-—-FLASH Memory--
Total: 130688KB
Used : 44644KB

—-—-SDRAM Memory--
Total: 65408KB
Used : 32384KB
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3.5. System Settings

View or change system settings.

Setting

Descriptions

Key Sound

Enable (Y) or disable (N) the beep sound when

pressing any key.

Exec DFLT AP

Enable (Y) or disable (N) execution of default

selected application.

USB CDC Mode

Enable (Y) or disable (N) USB CDC mode.

FunKey PWD Enable (Y) or disable (N) password protection to
access function key “0” in Program Manager.
PMEnter PWD Enable (Y) or disable (N) password protection to

enter Program Manager.

SET USB Host

Enable (Y) or disable (N) USB host mode.

Base USB CDC

Enable (Y) or disable (N) USB CDC mode in base
unit. (Not support)

List SHR Lib

Enable (Y) or disable (N) to list all shared libraries

in Program Manager.

Key MNG Mode

<TBC>

BATThreshld Battery charging threshold value. (Not support)

Null Cradle Enable (Y) if base is Type Acradle. (Not support)

Debug Mode Enable (Y) or disable (N) console debug mode.

Debug Port Serial port for console debug.

Mobil AutoON Enable (Y) or disable (N) to auto turn on GSM
module after boot up.

Bklit Auto Off Enable (Y) or disable (N) Auto Off LCD Backlight

Bklit Off Time Threshold of Auto Off LCD Backlight

PWR KEY OFF Power keyfunction, power off (Y) or reboot(N)

GDB Mode Enable (Y) or disable (N) GDB (GNU Debugger)
mode. (Needs to download GDB plugin FW first.)

GDB Timeout Set GDB connection timeout.

GDB Channel Set GDB connection channel.

ETHER IP/PORT GDB Ethernet connection setting.

RTC Time Zone Set Time Zone of RTC (Real Time Clock).

Castles Technology Co., Ltd.
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NTP Enable

Enable (Y) or disable (N) NTP (Network Time

Protocol) function.

NTP Update Freq

Frequency of Network Time Protocol updating.

Halt Timeout Set timeout of AP to get back to Program Manager
whenever AP is in halt state.

PWM Auto Enable (Y) or disable (N) power saving mode.

PWM Mode Select (STB) standby mode or (SLP) sleep mode
for power saving mode.

PWM Time Set time period to make machine enter power

saving mode from idle state.

BAT PROTECT MODE

Set battery protect mode. (Not support)

System Menu

System Menu

.Download AP
.System Info
.Memory Status
.Sys Settings
.Test Utility
.Factory Reset
.Power Off

oy O b W N

» Press [4] button to enter System Settings menu.

System Settings Menu

Page 1 Page 2
Key Sound 4 SET USB Host : N
Exec DFLT AP Y Base USB CDC X
-Default AP Name List SHR Lib : N
USB CDC Mode Y Key MNG Mode : 0
FunKey PWD N Bat Threshld : X
PMEnter PWD N Null Cradle X
2: Next Page 1l: Prev 2: Next
Page 3 Page 4
Debug Mode : N GDB Mode : GMT
Debug Port : X GDB Timeout : N
Mobil AutoON N GDB Channel : X
Bklit Auto Off N ETHER IP/PORT
BklitOff Time X
PWR KEY OFF N
1: Prev 2: Next 1: Prev 2: Next
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Page 5
SYS SETTINGS

Page 6

SYS SETTINGS

RTC Time Zone : GMT Halt Timeout 0
NTP Enable : N PWM Auto : X
NTP Update Freqg : X PWM Mode D
PWM Time X
BAT PROTECT MODE X

1: Prev

Next 1l: Prev Page

= Press[1]or][/ ]button to select setting.

» Press [OK] button to change the setting value.
» Press[<]buttontotoggleY ®= N=Y.

= Press [1] button to previous page.

= Press [2] button to next page.
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3.6. Test Utility

Perform hardware components diagnosis.

System Menu
System Menu

.Download AP
.System Info
.Memory Status
.Sys Settings
.Test Utility
.Factory Reset
.Power Off

o U1 WD

= Press [5] button to enter Test Utility menu.

Test Utility Menu
Page 1

Main Menu 9123

.LCD

.Keyboard

.Flash

.Smart Card
.Backlight

.MSR

-> 1/3

o U W N

= Press [1] and [OK] to diagnose LCD.

» Press [2] and [OK] to diagnose keyboard.

» Press [3] and [OK] to diagnose flash memory.

» Press [4] and [OK] to diagnose smart card module.

= Press [5] and [OK] to diagnose backlight.

» Press [6] and [OK] to diagnose magnetic stripe card reader.

= Press [ ] button to page 2.
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Page 2

Main Menu 9123

7.LED

8.RTC

9.Printer

10.Font

11.CL Transparent
12.CL Card Test
-> 2/3

= Press [7] and [OK] to diagnose LED.

= Press [8] and [OK] to diagnose RTC.

= Press [9] and [OK] to check Printer.

= Press [10] and [OK] to check FONT file in UPT1000.
= Press [11] and [OK] to check CL transparent.

» Press [12] and [OK] to test Cantactless Card.

= Press[1]button to page 1.

= Press [ ] button to page 3.

Page 3

Main Menu 9123

13.SD Card Test
14 .Wi-Fi Test
15.Power Saving
16.Comm Menu
17.BT Test

-> 3/3

= Press [13] and [OK] to execute SD Card Test. (Not support)

» Press [14] and [OK] to testfunctionality ofWiFi.

= Press [15] and [OK] to test functionality of power saving.

» Press [16] and [OK] to test functionality of multiple communication ways.

= Press [17] and [OK] to testfunctionality of Bluetooth.
= Press[1]button to page2.
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3.7. Factory Reset

Perform factory reset, all user application, fonts and data will be deleted.

System Menu

System Menu

1.Download AP
2.System Info
3.Memory Status
4.Sys Settings
5.Test Utility
6.Factory Reset
7.Power Off

» Press [6] button to enter Factory Reset menu.

FacRest Password

OK to reset?

= Press [OK].

FacRest Password

Enter Password:
* Kk k%

» Enter password and press [OK].

= Enter factory reset password.(Default password: 8418)
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FacRestPassword

Enter Password:
* Kk k%

Erasing..

= Start erasing, and then go back to Program Manager.

3.8. Power Off

Power off the machine.

System Menu

System Menu

.Download AP
.System Info
.Memory Status
.Sys Settings
.Test Utility
.Factory Reset
.Power Off

<~ o U1 W DN

» Press [7] button to power off the machine.
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3.9. FK PWD Change

Change the keyin password.

System Menu (Page 2)

System Menu

.FK PWD Change
.Share obj Mng
.Embedded TMS
.Font Mng
.Debug Tools
.ULD KEY HASH
.HW Detect

<~ oUW

= Press [1] button to enter Password Manager Menu.

FunKey Password

Enter Password:
* Kk k%

= Enter current password. (Default password is "0000")

FunKey Password

New Password:
* Kk % %

Confirm Password
* Kk k%

PWD Changed OK

= Enter new password.

» Enter new password again to confirm.

User must have to change the Default key to user own key at the first time.
The Default Key Value in Password Manager is as below:

Function Key 0000
PMEnter Key 0000
Factory Key 8418
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3.10. Share Object Management
View share object in machine .

System Menu (Page 2)

System Menu

.FK PWD Change
.Share obj Mng
.Embedded TMS
.Font Mng
.Debug Tools
.ULD KEY HASH
.HW Detect

<~ oUW N

» Press [2] button to enter Share Object Management menu.

Share Object Management Menu

Share objMng

1.Share LIB
2 .Share File

= Press [1] button to view shared libraries.

» Press [2] button to view shared files.
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3.11. Embedded TMS

TMS (Terminal Managerment System) setting menu.

System Menu (Page 2)

System Menu

.FK PWD Change
.Share obj Mng
.Embedded TMS
.Font Mng
.Debug Tools
.ULD KEY HASH
.HW Detect

oy U W N

» Press [3] button to enter TMS setting menu.

CASTLES TMS

1.Connect Server
2.System Config
3.Reset Config
4.CompatibleConfig

» Press [1] button to connect server.
»= Press [2] button to enter system config menu.
» Press [3] button to reset config.

» Press [4] button to set compatible config.

Castles Technology Co., Ltd. Confidential « All Right Reserved. Pg. 22



3.12. Font Mng

View Font Management.

System Menu (Page 2)

System Menu

.FK PWD Change
.Share obj Mng
.Embedded TMS
.Font Mng
.Debug Tools
.ULD KEY HASH
.HW Detect

oy U W N

»= Press [4] button to view Font Management.

FontManagment

Font Mng

1.FNT File
2.TTF File

= Press [1] button to view FNT Font list.
» Press [2] button to view TTF Font list.
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3.13. Debug Tools

Get core dump or debug log.

System Menu (Page 2)

System Menu

.FK PWD Change
.Share obj Mng
.Embedded TMS
.Font Mng
.Debug Tools
.ULD KEY HASH
.HW Detect

<~ o 01 W DN

» Press [5] button to enter Debug Tools menu.

Debug Tools

1.Core Dump
2 .Debug Log

»= Press [1] button to enter core dump menu.

= Press [2] button to enter debug log menu.
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3.14. ULD Key Hash

View ULD user key hash value.

System Menu (Page 2)

System Menu

.FK PWD Change
.Share obj Mng
.Embedded TMS
.Font Mng
.Debug Tools
.ULD KEY HASH
.HW Detect

oUW DN

» Press [6] button to view hash value.

USER ENV KEY

DASCO91FEG668DF4B6D637
CDBCCEC201444AA2CTFF
D52F36A1B569B5ABBA4F
EAEFB34BEC000101D58C
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3.15. HW Detect

Run hardware detection.

System Menu (Page 2)

System Menu

.FK PWD Change
.Share obj Mng
.Embedded TMS
.Font Mng
.Debug Tools
.ULD KEY HASH
.HW Detect

<o U1 Wb

= Press [7] button to run HW detection.

HW TYPE

Original
HW-TYPE : EGCB

New
HW-TYPE : EGCB

Please Any Key.

» Press any key to reboot system.
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3.16. Bluetooth Setup

Setup Bluetooth config.

System Menu (Page 2)

System Menu

1.Bluetooth Setup
2.Plug-in Mng
3.Key Injection

= Press [1] button to enter Bluetooth setting menu.

Bluetooth Setup

Bluetooth Setup

1.Handset BT Setup
2.Cradle CH Setup

»= Press [1] button to enter Handset BT Setup menu.

» Press [2] button to enter Cradle CH Setup menu.
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3.17. Plug-in Mng

View Plug-in Management.

System Menu (Page 2)

System Menu

1.Bluetooth Setup
2.Plug-in Mng
3.Key Injection

» Press [2] button to view Plug-in Management.

1.Bluetooth :V9116

1.Info 2.Del

= Press[1]or[/]button to select item.

» Press [1] button to get item information.

= Press [2] button to delete item.
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3.18. Key Injection
Key Injection function. (Factory use only.)

System Menu (Page 3)

System Menu

1.Bluetooth Setup
2.Plug-in Mng
3.Key Injection

= Press [3] button to view Key Injection.

Key Injection

Waiting for
Command
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4.Secure File Loading

Castles implemented an interface named User Loader(ULD) to provide secure file loading to

system memory. Loading of user application, kernel firmware, font and others must use User

Loader.

The loading process is secure by signing the files using ULD Key System.

4.1.

ULD Key System

The ULD Key System uses two key sets for securely managing the kernel
updating and application downloading. Each key set contains two RSA key pairs.
One is used for key encryption and the other is used for signature. These two key

sets are specified as below:

ULD Manufacturer Key Set
= ULD Manufacturer Key Encryption Key (RSA)
= ULD Manufacturer Signature Key (RSA)

ULD User Key Set
= ULD User Key Encryption Key (RSA)
= ULD User Signature Key (RSA)

For UPT1000, the RSA key length is 2048bits.

4.1.1. ULD Manufacturer Key

The system consists of several kernel modules. These kernel modules
are provided by the Manufacturer, and released in CAP format file with
encryption and signing via ULD Manufacturer Keys.

The ULD Manufacturer keys are managed and maintained by the
manufacturer. The manufacturer uses these keys to generate kernel
CARP files for updating the system. However, the system is not permitted
to be updated with these kernel CAP files directly generated by the
manufacturer. This is because only the user can have the privilege to

decide whether the system is to be updated. Therefore, before system
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updating, the kernel CAP files must be “signed” via ULD User Key to get
the user permission. For simple expression, we call the kernel CAP files
generated by the manufacturer as “unsigned kernel CAP(s)” and call the

kernel CAP files “signed” by the user later as “signed kennel CAP(s)”".

Notes:

1. The kernel modules are encrypted by a random-generated 3DES
key, which is retrieved from the Key Encryption Block of the CAP by
ULD Manufacturer Key Encryption Key, not directly encrypted by ULD
RSA Key.

2. The “sign” action via ULD User Keys actually is done by” the second
encryption”. “The second encryption” is done by using the random-
generated 3DES key, which is encrypted by ULD User Key Encryption
Key, to perform Triple DES encryption again on the cipher data segment
of the kernel CAP files. This ensures that the system cannot retrieve the

correct data from the kernel CAPs without the user permission.

ULD Manufacturer
Keys

Unsigned Kernel
Kernel Module | SN CAP Generator W

( ULD User Keys O

Unsigned Kernel .
L%_» CAP Signing Tool | Signed Kernel CAPs

i

|
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4.1.2. ULD User Key

ULD User Key are used to encrypt and sign the user/shared
applications. In addition, they are as goalkeepers to prevent the system
updating without user permission. This is done by the kernel CAPs
which are encrypted and signed by the manufacturer having to perform

the “signed’ action via ULD User Keys.

Notes: Applications are encrypted by a random-generated 3DES key,
which is retrieved from the Key Encryption Block of the CAP by ULD
User Key Encryption Key, not directly encrypted by ULD RSA Key.

( ULD User Keys O

Application . > CAP Generator . Application CAPs

4.1.3. Key Change
The ULD RSA Keys are able to be changed. The system uses a special

CAP file, KEY CAP, for the manufacturer and user to change their own
keys. The KEY CAP contains a new set of ULD keys (Key Encryption
Key and Signature Key). These new keys are encrypted and signed via
the original keys. In other words, if the user would like to change the
ULD User Keys, they have to use their original ULD User Keys with the
new ULD User Keys to generate a KEY CAP.

Original ULD
Manufacturer/User

Keys

New ULD
Manufacturer/User Key CAP Generator User KEY CAP
Keys
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4.2. File Signing

4.2.1. Signing Kernel Module

Castles will release new version of kernel module in “unsigned” form.
This files required to sign with ULD User Key before it can load to
UPT1000.

Castles Technology provides a tool named “CAP Signing Tool” to
perform this task.

The CAP Signing Tool is located at:
C:\Program Files\Castles\UPT1000\tools\Signing Tool

= Run CAP Signing Tool

LI CAPSign.exe
—~r 1.00.0
02/11/201210:07

» Insert Key Card and select smart card reader
File Help

Choose Reade
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= Enter Key Card PIN
File Help

T
e ] o

= CAP Signing Tool is ready, press “Select MCI File” button to browse
the file.

File Help

= Qutput file will be located in “signed” folder.
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4.2.2. Signing User Files

Following files are required to sign before load to UPT1000. This is to
ensure the application data and codes confidential and integrity. The
output file will be “CAP” file which format is defined by Castles.

o User application

o User application data files

o User application library

e Fontfile

e Share library

e Share files

e System setting

o Key CAP (Manufacturer ULD Key Set)

Castles Technology provided a tool named “CAP Generator” to perform
this task.

The CAP Generator is located at:
C:\Program Files\Castles\UPT1000\tools\CAPG (KeyCard)

=  Run CAP Generator
LI CAPG.exe

CAP S
Yt r ) A)
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» |nsert Key Card and select smart cird reader

Heade
Type [10-Linux AP & Files |
[ Def Select

Main Executable File
MEE 1%~ Choose Reader———— 72

| s
a 7-zip.dll

. CiPG e
GPAPLI

20121219 IFDAPLdI

File Name

Step 2 : Sign Application

Enc Hash I

Sign Hash |

» Enter Key Card PIN

File Help

Heade
Type [10-Linux AP &Files |
[~ Def Select

Main Executable File

7z.dl
Teswe

File Name

Step 2 : Sign Application

Enc Hash |

Sign Hash I
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= CAP Generator is ready, select the correct Type from the list.

File Name N 117 - Linux Font
B 20 - Share Library
21 - Share Files
22 - AppData Files
23 - System Setting

Enc Hash |3E2?BEA9208F93737UA24E5021 9DF2172592E79A

Sign Hash [45B7EC170D7260EB4B28ACIADNC374299991F84D

= Press “Step 1: Select AP Executable File” to select file to sign. This
is valid for all the files to sign.
File Help

Header

Type [10-Linux AP & Files |
[~ Def Select

Main Executable File

V5 Helloworld

File Name

_HelloWorld

Step 1 : Select AP Executable Fie] I

EncHash  |JE27BEA92CBF937370A24E5C219DF2172592E79A |

SignHash  [45B7EC170D7260EB4B28ACIANNCI74299991F54D |
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Enter file details and press “Step 2: Sign Application” to sign the file.
This is valid for all the files to sign.
File Help

Hcdl:l'l:l
Type [10-Linux &P &Files |
File Name [~ Def Select

Main Executable File

V5 Helloworld

_HelloWorld

EncHash  |JE278EA92CBFY37370A24E5C219DF2172592E79A |

Sign Hash

|4SB?E01 70D7260EB4B28ACIAD0DC374299991F84D I

The output file will be in a set. A “mci” file with one or more “CAP”

files.CAP file contents the signed file binaries, where MCI file
contents the list of CAP files.

App.CAP

App.mci

Note: If user would like to load multiple set of signed file, create a new

file with extension of “mmci”. Then put the mmci file contents with the list
of mci file.

MultiApp.mmci
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4.3. File Loading

There are several ways of loading file to UPT1000.
o Download by User Loader
e Download by removable media
e Download by user application
o Download by Castles TMS

User Loader is a tool provided by Castles Technology. It's the formal way to
download file to UPT1000.

User may implement their own ways of updating application or files using CTOS
API provided, CTOS_UpdateFromMMCI().

Castles TMS (CTMS or CASTLES Terminal Management System) is provided by
Castles Technology. It uses to perform remote download via Ethernet,
GPRS/UMTS or modem.

4.3.1. Download by User Loader
The User Loader works for UPT1000.

The Loader is located at:
C:\Program Files\Castles\UPT1000\tools\Loader

=  Run User Loader

. Loader.exe

red 20/08/2012 16:12
rr) LVIVOJELVAL AVAL
re =N

re /U4 Kb
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= Select COM port
ULD Download Utility ¥1.07

@A A

Download About Exit

I Reboot Polli
COM Port | COM1 - el ‘ eboot Polling

Wait Time(in sec) : 60

Clear Max Retry Times : |10

uments and Settingsi\Administrator\My Documentsi\NetBeansProjectsiv5_HelloWaorldydistiv5\App.mci @

Total 1 files... Pre wnload to process

=  Browse and select mci file or mmci file

ULDDownload Utility ¥1.07
S
@A A
Download About Exit

COM Port: [COM1 v Reboot Polling
Refresh
F

Wait Time(in sec) :

L‘ Max Retry Times : |10
uments and SettingsiAdministratoriMy Dcu:uments\NetBeansProiects\VS_HeIloWorld\dist\\/S\App.mcii @ |

Total 1 files... Press download to process

=  Setup UPT1000 to enter download mode
e Press [0] button in Program Manager (PM)
o Press [1] button to select “1. Download AP

e Press [1] button again to select download via RS232 or USB
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=  Press “Download” button to start.

ULD Download Utility ¥1.07

®

-N-

Download About

Reboot Polli
COM Port : [COM1 = ___Jfffff___J eboot Polling

Wait Time(in sec) : 60

Clear Max Retry Times : |10

uments and Settingsi\Administrator\My Documentsi\NetBeansProjectsiv5_HelloWaorldydistiv5\App.mci @

Total 1 files

Exit

wnload to process

Note: To download using USB cable, UPT1000 must enable CDC
mode. Set USB CDC Mode to Y.

Key Sound 4
Exec DFLT AP: Y
—QD T\Tm
I| uss cpc Mode: v ||
FUnNRey PWD T N
PMEnterPWD : N
2: Next Page
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4.3.2. Download by Removable Media

The file download process can be achieved without PC by using
removable media, USB flash drive. We recommend don’'t put
unwantedfile to removable media, as it will increase the time during

detection.

= Create afolder name “vxupdate” under root directory.

root

U
5,

vxupdate

» Place the mci file and cap file to “vxupdate” folder.

root

-y
0

vxupdate

App.CAP

— App.mci

Note: If user would like to load multiple application, create a new file
with extension of “mmci”. Then put the mmci file contents with the
list of mci file.

MultiApp.mmci
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= |nsert removable media to UPT1000, and select the removable
media type in “Download AP” menu.

Download AP Menu

Download EX

1.RS232 or USB
2.USB Disk
3.8D Card

Select DW Source

o Press [2] button to select USB flash drive.
o Press [3] button to select MicroSD card. (Not support)

»= Finally, UPT1000 will process the file in “vxupdate” folder.
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4.4. Changing ULD User Key

User may change their ULD User Key Set stored in Key Card. Castles

Technology provided a tool named “Secure Key Generator” to perform this task.

= Run Secure Key Generator

LI KeyCAPGen.exe
1.0.7.0

I
24/01/2013 10:59

» Insert Key Card and select smart card reader

“RSA Kay for Sgnanae
Publc Key Modus () Langhs

| ]

Public Key Expornnt ()
Private Key Exponent D)

[ J

HASH

[ ]

= Enter Key Card PIN, default PIN is “1234”.
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file QOption Help

o] =
]

Key ~RSA Key for Kenc
| Public Key Modubsz (N) Length =

~RSA Key for Signstuee
Public Key Modusz (N) Length =

| ]
Pubic Key Exponent €) [ |

Pavate Key Exporent (D)

( J

HASH

| J

» To change Key Card PIN, press “Update PIN” button. If not, please skip this

steps.

file Qption Help

Upa-m|| Save to Caed |
S e |
~RSA Key for Kenc
Public Key Modubsz (N) Length =
( ]
Putlc Key Exponent €) [

Pavate Koy Exporent (D)
( ]

HASH

| )

~RSA Key for Sigrstuee
' Make Key CAP File [Mkwnmm Length ]
Pubic Key Exponent €) [ |

Puvate Key Exporent [D)

( J

HASH

| J

= Enter new PIN, enter new PIN again to confirm, then press [Enter] button

to change PIN in Key Card.
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‘ T

~PIN Block

New PIN : | |
Conform PIN : I l

Reset I Cancel I

= To view current key set hash value, goto “Option” and select key.

New Koy

{Update PIN|

Gell'ladsl

~RSA Key for Kene

Public Key Moduus IN)

Castles Technology Co., Ltd.

|

Putkc Key Exporent€) [ |
Private Koy Exponent D)

RSA Key for Signan.
Public Key Moduus N)

Length =

|

Pubkc Key Expormnt €) [ |
Private Key Exponent (D)

SmloCch
_pow |
]
]
J
]
]
)
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Current Key Setting

Status
Lljad K ey [:” I

—RSA Key for Kenc

Public Key Modulus (N) Key Length = 256

Public Key Exponent (E) |W

Private Key Exponent (D)

l

HASH

|277B F11EB827FF24263DEDEEDECS4B2BESB3ES76

~RSA Key for Signature

Public Key Modulus (N) Key Length = 256

Public Key Exponent (E) Ixxxm

Private Key Exponent (D)

l

HASH

|FE DE7BEE0BEAE386FC29331E5AC4134F84584CA5

Close I

= To generate new user key set

» Please generate the RSA key by yourself,thelengthof the RSA key set

should be 2048 (bits).

= Copy RSA key components to RSA Key for Kenc in Secure Key

Generator.
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Pubic Key Modubss (N) Yoy Lo = 255

[ECIAE ABLRAREE CIIASO £ F 2DE IBDTBLINE E NCIIF DB 05l

Pubiic Key Exponent [€) 010001 |
Pirests Ky Expirnrt D)

JECFUBCESTFOAD T CSTCARAAE 16 274 F D NSSAEAD U TEACPE TR0 4CY
[ J

RS Key For Sigran
Public Key Modubis N) Lenghh =

[ ]
Publc Key Expcrent €] | ]

Prasie Koy Expornrt D)

» Generate second RSA key set for Signature.

rRSA Koy fo Kenc
Public Key Mochdus (N) Koy Langth = 256

L[CM meztumzmmmq

Pubic Key Exponert €] (010001
Prrvate Ky Expornnt D)
(S OB CES17 DAD 7SO CSTCABAAE 1E 207837 D SAFAEAD HTEHLFE TE04CY
HASH
]

[

Pubic Key Mod s IN) Ryl
[95€ CoF 3750000 8MAE 265 374C48 31 080SHADE D 4691EQOFAB 7FF 2DEAD TS|

Publc Key Exponent €) 010001 |
Puvate Koy Exporent [D)

2EACLEE CBUFED3NBACIDOIISCO0SITE 46529 00 »m:zmgg
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= Click [Get Hash] button to calculate the hash value for key sets.

——

=y

4

Saveto Cad

r““ i‘

Pubic Key Modubuss N) Key Length « 256
[ECIAE QBLRARBE CIIASO EF 2DE EBDTEINE E WRLINF AB04A L
Pubke Kay Eipeeant (€] 010007

Prvate Koy Exporart (D)
SCFUOBCEG1FOAD 7IBCSITABAAL 1€ 2074 F D UTBANEAD M TE5LFE 78040

{WRWGMD(EIIMNED((RMW ]

RS Koy fox Sgnave
PblcKeyModubs ) __Folegh-23%

(S5 CHF 3TS0COOBAAE 205 374048310808 ADE DUSSIE COFAB TFF 2DEAD1S]
Pubkc Key Exponert (€) (010001

Puvate Koy Exporent (D)
[2BACAEE COFED 1 BACIOCIBCO0ITE 46529 SODBE IS HBDLE £ E5UE

[S45E 42242087 506 2458 0FTCEF ABBSE € 737007 2

Generate HASH OR!

» Please copy down all the values into a text file and keep in a safe place.

You will need this if you need to create duplicate Key Card.

» To generate the key CAP for the newly generated user key set, press [Make
Key CAP File] button.

~RSA Koy for Kenc
Pubic Kay Modbs ON) Fey Langth = 25
[ECAE BCRARBE CITA0 2 2DE BBDSHEL € SaTE007 2 BOBOIAIMBRER

Public Key Exponert €] 010007 |

Prrvate Ky Exporant D)

|SCFO3BCESIF DADTSBCSICABAAL 1E 2078 FDHFANEAD U NE6CFE 780 4CY
HASH

[wnwsmoemssmoemnw ]

~RSA Koy for Sagnah,
Mako Publc Key Mochdus (N) Koy Lovgth = 256
I ' Key CAR:Fio I [S9E.CF ITSOC00BMAE 265 374CAB T 0BDSHEADE D 6531 EQOFAB TFF 2DEADTS]

Publc Key Exponert €] 010001 |

Prrvate Koy Expornnt [0)
W:monum&mmumtamm{
HASH

[S45E 224208 F S50E 2456 097CHF ABBKE 73708F 2

Gencrate HASH OK)
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» The output file will be located in the Secure Key Generator folder.

| SecureKeyGenerator

Ly LS

key.mci

key.cap

» To update the newly generated key set to Key Card, press [Save to Card]

button to write the key set to Key Card.

Generate HASH OK!

Castles Technology Co., Ltd.

Pubic Key Moddu )
[ECIAME (BTRASSRE CI7AS0 £ F 2DE EBDTE27EE £ SENECO72F BLBOSANSLEE

Putic Key Exponent €] 010000

PivokoyEoorwrt®) ___________________________
[4CFOECES1FOAD TS0 CSTCABLAE 1E 2074 F D MTSATEAD HTEELFE TE0ACY

HASH
|E0EF 279609431 6771 DEELESELA2TE DEB FIALEF ]

RSA Ky for Signsh
Publc Key Modus N) Koy Lorggh » 25
[SSECSFI7TSO0D0 BAME 25 37 4CAB 31 0B0GSEADE D 591 EXOFAB 77 F 2DEADN 5

Putic Key Exponent €] (010007 |

Puvate Key Exporwrt ()
[2EACAEECOLEDNBACI0D0ASLO0ITE 46529 ODBE IS HBDLE X ESUEFY
HASH

[S45E 824208 S6506 2458 NITCH ABBIE € 737007 2 ]
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5. Font Management

5.1. Loading New Font

* Run FontManager.exe

FontManagerTool.exe
19/12/201212:02 AM
1.04 MB

Located at C:\Program Files\Castles\Font Manager

=  Select font to download

B FontManagerTool V1.04 - 10| x|

CreateFontData FontManager'

'\‘ o
-y Generate SetDefault |

Setting P& Ext | Delete

v|Chinese(T aiwan]16X16
v chineselT aiwan]24X24

m

| Portuguese(Brazil)gx8
|| Jrabic(Qatar)8x8

[ rabic(Qatar)8x16
[ frabic(Qatar)12x24
1 WThai8x8
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= Press [Setting] button to configure the type.

1 " FontMan. ”':ll‘{lr;

CreateFontData FontManagerI

:2 Generate Set Default =,
=
Setting | a E it Delete
| Chinese’Taiwanﬂ EX16 R

= Select VEGA5000, press [Save] button to save and return font manager.

W seting k)

| |

—Reader ~Files
cemo ||
" VEGA7000

" QP2000

" QP3000

* VEGAS000

» Press [Generate] to create the font file.

:;7 Generate SetDefault | —

Setting K Ext | Delete

Chinese(T aiwan]16X16 ~
| Chinese| i awan)24%X24 |
[] Chinese{PRC)16X16

[ ] Chinese(PRC)24X24

[] Japanese16x16

[ Japanese24x24

L Russian@X8 -
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= Qutput file “Font.FNT” will be located at sub-directory named “Font” in “Font

Manager” folder.

Font Manager

-y

[~

Font.FNT

= Sign the file using CAP Generator, the type must set to “11 — Linux Font”.

Vega5000 CAP Generator v2.2 i

el

File Help

File Name

Header

TyDEI |11 - Linux Font | I

Main Executable File

Font.FNT

EncHash  |3E27BEAS2CBF937370A24E5C219DF2172592E79A |

Sign Hash [45B7EC170D7260EB4B28ACIANNC374299991FB4D |

= Lastly, download the signed file (CAP file) to UPT1000 using Loader.
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5.2. Custom Font

User may create font they preferred for displaying or printing on UPT1000.

There are two zone defined:
Zone 0x00 ~ Ox7F — ASCII characters, you may replace with the font type
preferred or your own language character set.

Zone 0x80 ~ OxFF — Free to use, you may use for symbols.

Following steps demonstrate how to create a 12x24 font.

=  Run GLCD Font Creator
GLCDFontCreator.exe
GLCD Font Creator
Pocket MicroTechnics

= Select [File] = [New Font] = [Import An Existing System Font]

-
[l GLCD Font Creator 1.1.0 - mikroElektronika Edition

Wl Edit Effects Batch Tools Help
() New Font L o fonl Fron Scaldh
(=7 Open Font }F“@’lmport An Existing System Font .
— J Previ
Fl New HD44780 LCD Custom Characters Set Set Full Column
[ Right Click : Clear Pixel Ctrl+Right Click : Clear Full Column
Tools
Quit
Shift
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= Select the font needed, simply choose a font size. The final value of font size
should be determine by the minimum pixel width. You may need to repeat this

steps few times to find the best fit font size.

-
Font ﬂ
Font: Font style: Size:

Bold 11 [ ok |
IR - | CTR - | | o)
1
LErocadway 3 Bold Oblique 13 £ -
Bk Sestpt 77 16 \i’
. 18
Calibri 20
Californian FB - - | [22 S
Effects Sample
[] Strikeout
("] Undedine
Color:
DCustom v SCI_‘X
Westem v

= Set the import range from 0 to 127.

-
Import font g

Font Name | Britannic Bold

- Range — e
FromI 0 =T I To § 124 |2

- Optimize Imported Font

|
L

Remove :
Common blank Rows at TOP of all chars
Common blank Rows at BOTTOM of all chars
Common blank Columns at LEFT of all chars
L Common blank Columns at RIGHT of all chars
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= Check the minimum pixel width and height.
r- GLCD Font Creator 1.1.0 - mikroElektronika Edition l&@lﬂ

File Edit Effects Batch Tools Help
B-2H Beeot | @ Lt o84 AL RUBRE BEEAE >

Font Char Set Cerasize | 1412 [H#] (@] | Preview [Blue || x
Char Code GLCD e . ]

“ | LeftClick :SetPixel Ctrl+Left Click : Set Full Column Shift+
—| Right Click : Clear Pixel Ctrl+Right Click : Clear Full Column Shift+ -

Tools X |

Shift / Move

Snap To Borders

2 c] }

3
Effects
B8|# a2
4 Columns
s BE
Rows
. £ B/es BB/
Font Name: Bri!annicBoI! | Font Size: 12x 15 !FontRange: 0-127 CharsCount: 128 | A

= |f the pixel width of the font size is larger than expected, then you have to

repeat the previous steps to import font with smaller size.

= Use the following buttons to adjust the font size to match with expected font

size.
Add Removecolum
columnonrigh nonleft
Columns /
Add column T ~ Removecolumn
on left ’EJ,@? @’@’ N onright
Rows
Add row on = B Remove row
top > B2 | | ,E_’,EEJ - on bottom
4
[ A\ ¥
1 \
Add row Remove
on bottom row on top
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= After adjust font size, select [File] = [Export for MicroElektronika].

-
B GLCD Font Creator 1.1.0 - mikroElektronika Edition
FiIelEdit Effects Batch Tools Help
S"M“‘ di LB N4 AS RUBR B
7 Open Font - o] =
Save Font jo ke aad @ I =
: -k Click :SetPixel Ctri+LeftClick  :Set Full Column Shift+
©) save Char Ctrl=S EtClid( : Clear Pixel Ctrl+Right Click : Clear Full Column Shift+
—
[ Export for MikroElektronika J —
Quit
Shif
0 T \:]
Sna|
% 37 %
& 38
Effe
&8
- Colt
©o39 B
e
Row
- - ' 8
< » —
Font Name: Britannic Bold !FontSizi 12x24 kronmange 0-127 | CharsCount: 128 |
= Select output format as [mikroC].
-
Bl Export for MikroElektronika Compilerst  S—_— - — -h
Font Name Britannic_Bold12x24 From Char 0 e To Char
r Generate Code For Use With-
| C GLCD Lib @ X

' \Font height > 8bits, only X-GLCD

|E] mikroBasic IE] mikroPascal | [ mikroC
E——

//WARNING: This Font Require X-GLCD Lib.
// You can not use it with MikroE GLCD Lib.
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= Remove comment “// Code for char “from offset 0x00 to Ox1F. Remove empty

line if found. Then click [Save] button to save to file.

-
. Export for MikroElektronika Compilers - - - — -LOE]
Font Name Britannic_Bold12x24 From Char 0 - To Char 127
r Generate Code For Use With————————
} > @ X-GLCI
£\ Font height > 8bits, only X-GLCD lib i
“I] mikroBasic | [1] mikroPascal l [3 mikroc 1
0x00, 0x00, 0x00,Q // Code for char
0x00, 0x00, Ox00,Q // Code for char
0x00, 0x00, 0x00,0 // Code for char <+ Remove
0x00, 0x00, 0x00,f // Code for char
0x00, 0Ox00, Ox00,
< Remove
0x00, 0x00, O0x00,f // Code for char
0x00, 0x00, 0x00,§ // Code for char <+ Remove
0x00, 0x00, O0x00,Q // Code for char
— R
< Remove
0x00, 0x00, 0x00, // Code for char
) e ‘,;'.i.M .o s = R
[-{a Copy Code To Clipboard] I[
! =
= Run Font Manager Tool.
FontManagerTool.exe
30/10/2012 10:14
1.04 MB
= Click [Setting] button
& FontManagerTool V1.04 M =] 9|
CreateFontData I FontManager I
Setting Create R Ext
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=  Enter the file name, font id, and select the size.

B DataSetting - |0 Ill
FileName:

IBlilannic
ID:(HEX)

[4000
Style:

Ithin v I

Size:
|M v |

Version:(HEX)
|0001
0K |

= Click [Create] button, and select the C file previously created using GLCD
Font Generator.

B FontManagerTool V1.04 - 10| x|

CreateFontData I FontManager I

Create
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= Select [Font Manager] tab and tick the newly createdfont, and press

[Generate] button to export to FNT file.

=lolx|

04

:2 Generate Set Default =

CreateFontData

Setting P& Bt | Delete

|| Portuguese(Brazil}8x8 -
[ Arabic(Qatar)8x8

[] Arabic(Qatar)8x16

[ Arabic(Qatar)12x24

[] Thaigx8

[] Thai8x16

[] Thai12x24

[] Czech8x8

[ Czech8x16

[ Czech12x24 =
[ Spanish8x8

[} Spanish8x16

[ Spanish12x24

[_] Chinese(T aiwan)Plus16X16
[ Chinese(T aiwan)Plus24X24
[] Turkish8x8

[ Turkish8x16

[] Turkish12x24

[~ Chinese(PRC)16X16{minisun)

[ Chinese(PRC)24X24[minisun
Britannic12X24 -

m
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= Use CAP Generator to convert the FNT file to CAP.

Set type to [11 — Linux Font], press [Step 1] button select the FNT file. Then

press [Step 2] to generate CAP file.

-
VEGAS5000 CapGen Evaluation Version v2.2

File Help

Header

I;ype |11 - Linux Font LI I

File Name

Main Executable File

Font FNT

|957280521C1D54[]60858D0[]BCCZU?[]U[]D3320[]??

Enc Hash

Sign Hash |A927768EA7DD?BBE?E3F39501072888F43B3505A

=  Download the font CAP file to UPT1000.

» |n the application, add following code to display message using the newly

created font.

CTOS LanguageConfig (0xA000,d FONT 12x24,0,d FALSE);

CTOS_ LanguageLCDSelectASCII (0xA000)
CTOS_LCDTPrintXY(l, 1, "ABCDEFGH") ;

Or print message using the newly created font.

’

CTOS_ LanguagePrinterSelectASCII (0xA000) ;

CTOS PrinterPutString ("ABCDEFGH") ;
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5.3. Using TrueType Font (TTF)

TrueType Font (TTF) is supported in UPT1000. You can download the TrueType

font to UPT1000 for displaying or printing.

Following steps demonstrate how to use “Cooper Black” TrueType font.

= Copy the TTF file needed to an empty folder.

D COOPBL.TTF

= Use CAP Generator to convert the TTF file to CAP.
Set type to [11 — Linux Font], press [Step 1] button select the TTF file.

Then press [Step 2] to generate CAP file.

r
VEGA300D ULD CAP Generator (Evalustion) 32 =L G
Type 11 - Linw: Fort ~| I
File Name
Main Executable Fie
EI

Step 2 : Sign Application

ISlapl - Select AP Executable Fi|

=  Download the font CAP file to UPT1000.
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» |n the application, add following code to display message using the newly
added font.
CTOS_LCDTTFSelect ("COOPBL.TTF", 0);
CTOS_LCDFontSelectMode (d_FONT TTF MODE) ;
CTOS LCDTSelectFontSize (0x203C); // 32x60
CTOS_LCDTClearDisplay () ;
CTOS_ LCDTPrintXY(l, 1, "Hello World");

Or print message using the newly added font.
CTOS PrinterTTFSelect ("COOPBL.TTE", O0);
CTOS PrinterFontSelectMode (d_FONT TTF MODE) ;
CTOS LanguagePrinterFontSize (0x203C, 0, 0); // 32x60
CTOS_PrinterPutString("Hello World");
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6. Technical Notes

6.1. Serial Cable PIN Assignment

RJ12 6P6C
Male Plug

VCC

Lo 1
1 o_vCC RXD| ;
TXD TXD| ;3

ey
RS232
Female
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7. Appendix

7.1. Cautions

Federal Communication Commission Interference Statement

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must
accept any interference received, including interference that may cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user
is encouraged to try to correct the interference by one of the following measures:

® Reorient or relocate the receiving antenna.

® Increase the separation between the equipment and receiver.

® Connect the equipment into an outlet on a circuit different from that
to which the receiver is connected.

® Consult the dealer or an experienced radio/TV technician for help.

FCC Caution:

» Any changes or modifications not expressly approved by the party responsible for
compliance could void the user's authority to operate this equipment.

» This transmitter must not be co-located or operating in conjunction with any other
antenna or transmitter.

Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance 20cm
between the radiator & your body.

Note: The country code selection is for non-US model only and is not available to all US
model. Per FCC regulation, all WiFi product marketed in US must fixed to US operation
channels only.

~END ~
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