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Safety Warning

¢ Place connecting cables carefully so that no one will step on them or stumble over them.

¢ Always disconnect all cables from this device before servicing or disassembling.

e Use ONLY an appropriate power adaptor or cord for your device.

e Connect the power adaptor or cord to the right supply voltage (for example, 110V AC in North
America or 230V AC in Europe).

* Do not allow anything to rest on the power adaptor or cord and do not place the product where
anyone can walk on the power adaptor or cord.

¢ Do not use the device if the power adaptor or cord is damaged as it might cause electrocution.

o If the power adaptor or cord is damaged, remove it from the power outlet.

¢ Do not attempt to repair the power adaptor or cord. Contact your local vendor to order a new one.

e Do not use the device outside, and make sure all the connections are indoors.

¢ Do not obstruct the device ventilation slots, as insufficient airflow may harm your device.

¢ Do not use this product near water, eg, in wet basement, or near a swimming pool.

* Do not expose your device to dampness, dust or corrosive liquids.

¢ Do not install, use, or service this device during a thunderstorm. There is a remote risk of electric
shock from lightning.

¢ Connect ONLY suitable accessories to the device.

¢ Do not open the device or unit. Opening or removing covers can expose you to dangerous high
voltage points or other risks. ONLY qualified service personnel should service or disassemble this
device. Please contact your vendor for further information.

o Make sure to connect the cables to the correct ports.

o If you wall mount your device, make sure that no electrical lines, gas or water pipes will be

damaged.

Your product is marked with this symbol, which is known as the WEEE mark. WEEE
stands for Waste Electronics and Electrical Equipment. It means that used electrical and

electronic products should not be mixed with general waste. Used electrical and

electronic equipment should be treated separately.
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FCC Certifications C

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may cause harmful interference to
radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the interference by

one of the following measures:

[ ] Reorient or relocate the receiving antenna.

[ ] Increase the separation between the equipment and receiver.

[ ] Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
[ ] Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1)
This device may not cause harmful interference, and (2) this device must accept any interference received,

including interference that may cause undesired operation.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance

could void the user's authority to operate this equipment.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This
equipment should be installed and operated with minimum distance 20cm between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

CE Mark Warning

This equipment complies with the requirements relating to electromagnetic compatibility, EN 55022 Class B
for ITE, the essential protection requirement of Council Directive 89/336/EEC on the approximation of the laws

of the Member States relating to electromagnetic compatibility.

Company has an on-going policy of upgrading its products and it may be possible that information in this
document is not up-to-date. Please check with your local distributors for the latest information. No part of this

document can be copied or reproduced in any form without written consent from the company.
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Before We Begin

Thank you for purchasing this product, this manual will help you know more about your
RNX-GX4.

COPYRIGHT & TRADEMARKS

Specifications are subject to change without notice. osewill is a
registered trademark of ROSEWILL INC. Other brands and product names are
trademarks or registered trademarks of their respective holders. No part of the
specifications may be reproduced in any form or by any means or used to
make any derivative such as translation, transformation, or adaptation without

permission from ROSEWILL INC.

Copyright © 2009 ROSEWILL INC.
All rights reserved.

http://www.rosewill.com
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Package Contents
The following items should be found in your package:
e  RNX-GX4 Wireless G Router x 1
e  Quick Installation Guide x 1
e  2.4Ghz 2dBi External Antenna x 2
e  Output DC 9V Power Adapter x 1
e CAT 5 Cable x 1
e Resource CD for RNX-GX4 x 1

Conventions
The “Router” or “Wireless Router” mentioned in this user guide stands for RNX-GX4

Wireless G Router without any explanations.

Note:
When using this manual, the following signs will be use to assist you:

: This sign refers to issues when using the router.

: This sign refers to IMPORTANT issues when using the router.

<JEl-

: This sign refers to explanations when using the router



Wireless Router RNX-GX4 User’s Manual

1. Installing RNX-GX4

1.1 Network + System Requirements

To begin using the RNX-GX4, make sure you have the following as minimum
requirements:
» PC/Notebook.
»  Operating System — Microsoft Windows 98SE/ME/XP/2000/VISTA, Mac
0S, and Linux OS
» 1 Free Ethernet port on your PC/NB.
WiFi card/USB dongle (802.11b/g/n) — optional.
» External xDSL (ADSL) or Cable modem with an Ethernet port (RJ-45)

for internet connection.

A\ 4

» Web-Browser (Internet Explorer, Safari, Firefox, Opera, and etc)
» Two or more Ethernet compatible CAT5 cables.

1.2 Installation Environment

We suggest you to select a suitable environment for the best usage functionality
of your wireless router:
» Please place your router close to the center of your usage area.
» Please maintain your antenna positioned horizontally for better
performance of the signal.
>» Please make sure not to place your router in a small closed area.
>» Please keep away your router from the potential signal interference
devices like microwave, 2.4 Ghz coreless phone, and etc.

1.3 Establish Hardware Connection

Please follow below steps to establish your Hardware cable connection:



Wireless Router RNX-GX4 User’s Manual

WAN
Port

LAN Port 1~4

Please connect the LAN port of your router to your PC/NB through
CAT5 Cable.
Please connect the WAN port of your router to your modem.
Plug in the power and turn on the power as follow
®  First power on your Router, modem, then your PC.
Your Router should automatically finish the initial start-up process
within 20 seconds.
® The LED indication should show in follow steps:
1.  SYS LED starts up
2. Al LED flash
3. WAN port and LAN port will continue to light up when
cable connected to WAN port and LAN port.
4. Flashing WAN LED and LAN LED show that data is going
through the router and router is in process.

o

If you are connecting the Router with an already power-on modem, you should see the WAN LED

lights on, and if the WAN LED flashes, this indicates the Router is transmitting Data.
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2. Connect RNX-GX4 with your PC/NB

2.1 Setup for Window XP

To setup your Router, you will first need to wire connect your Router. Then you
can either manually set your IP address or let your PC/NB automatically obtain
the IP address assigned by your Router.

The follow steps will help you on setting your IP address both automatically and
manually.

»  Start > Connect To & Show all connections

Internet .__} My Documents

Mozilla Firefox =
- . . £) My Recent Documents b
i :_’LJ E-mail

E= | Microsoft OFfice OOtlook

f_‘:‘) My Pictures
__'} My Music

:ﬂ._! My Computer
B’ Conktrol Panel

@, Set Prograrm Access and
Defaulks

U5 wwipeless Metwork Connection 4

!lé Printers and Faxes

- \
s fdobe Reader 9 @) Help 8na Suppiort

r) Search

All Programs D i:? Rurt. ..

> Right click on “Local Area Connection” - Select “Properties”

10
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"% Network Connections E §|E|

w

File Edit  Wiew Favorites Tools  Advanced  Help

\__’_} Back w._/l ;33 /__\] Search [|_ Folders v

Address \l:‘, Metwork Connections “ | Go
- _ #| LAN or High-5peed Internet

MNetwork Tasks

E Create a new ﬁ
conneckion

‘—&i Disable
Set up a hame or small Stat_us
office netwark % 1394 Cornection 3 g
Change Windows Connected, Firewalled [ B

Firewall settings |__3 1394 Met Adapter #2

Disable this network |-
device % \ireless Netwark Connectio Create Shorkcut

Connected, Firewalled &
L [0 Realtek RTLE1915U Wireless

Repair this connection

Rename this connection Renare

) Wiews status of this
connection

Change settings of this
connection

» Pull down to select “Internet Protocol (TCP/IP)” - Select
“Properties”

-+ lLocal Area Connection Properties

Genefai_!-.&dvanced |

Connect using:

E8 Intel(R] PROA00YE Metwork Conne ‘

This connection uzes the following items:

T Realtek EAFPEL Protocol -
% AEGIS Protocol [IEEE 802,14 w3.7.5.0

EIE Intermet Pr [TCPAP

¥
i i | &
Inistall... Urirstal
Description -

Tranzmizzion Control Protocal/lntemet Pratocal, The default
wide area network protocol that provides communication
acrogs diverse interconnected networks.

Show icon in naotification area when connected
Maotify me when thiz connection haz limited or no connectivity

[ ]S ][ Cancel ]

>» To set your computer obtain IP automatically:
e Select “Obtain an IP address automatically” and “Obtain DNS
server address automatically”; then click “OK” in the “Internet
Protocol (TCP/IP) Properties” window

11
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Internet Protocol (TCP/IP) Properties

General ..&Iternate Configuration

You can get [P settings assigned automatically if your netwark, supports
thiz capability. Othensize, you need to azk pour netwark, administratar for
the appropriate [P settings.

I@ Obtain an IP address automaticallyl
{73 Use the follawing IP address:

I@ Obtain DMS zerver addiess automatically

() Use the follawing DNS server addresses:

I Ok I[ Cancel ]

e Click “OK” again in the “Local Area Connection Properties” to

finish this process.

> To set IP manually:

e Select “Use the following IP address”; then type in:

= |P address: 192.168.1.x (2<x<128; system default in IP
range 192.168.1.2~192.168.1.128)

= Subnet mask: 225.225.225.0
= Default gateway: 192.168.1.1

e Select “Use the following DNS server addresses”; then type in:
= Preferred DNS server: 192.168.1.1

e click “OK” in the “Internet Protocol (TCP/IP) Properties”

window

12
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Internet Protocol (TCPfIP) Properties

Gereral

You can get [P settings assigned automatically if your network, supports
thiz capability. Otherwise, vou need to agk your network, administratar for
the appropriate [P settings.

() Obtain an IP address automatically
I@ Use the following 1P addres&:l

IP addrass: [192 188 1 33|
Subnet mask: | oE5 265 255 0 |
Default gateway: :_192 158_ '_I : 1 i

|@ Use the following DMS server addresse&:l
Prefenrad DNS server: | 192 163 .1 .1

Alternate DMS zerver

Il ok ” Cancel ]

e Click “OK” again in the “Local Area Connection Properties” to
finish this process.

O

IP address refers to a specific computer within the network. So when manually set your computers’

IP, please remember to assign different IP address for different computer within the IP range.

2.2 Setup for Window Vista

» Start > Connect To

13
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FA Internet
Internet Explorer

“=p E-mail

LA R Windows Mail

#1 Windows Update
i

Documents

—

| Welcome Center )
Pictures

Music

:g:/ Paint

1
* Windows Mebility Center

Search
B windows Meeti
= Windows Meeting Space Recent ems

LQ Windows Media Player Computer

@
57_‘51 Windows Photo Gallery Metwork

Command Prompt
[igoma] - ) -
A Network Stumbler Control Panel

Il@r w Windows Live Messenger Detault Erogiams

Helj d5 t
» Al Programs elp and Suppo

» Click on “Open Network and Sharing Center”
| oo e

) 'S:E Connect to a network

Select a network to connect to

Show IW\reIess X L:__f]

»
The settings saved on this computer for the network do
& Defaultl
&E’ S not match the requirements of the network x 1
BEN Rosewill test i ﬂ
- osewill_te: Security-enabled network -ﬂj |
|
| W ity W
- negg Security-enabled network -_ﬂjil
i -

setye s connection ornetwerk

» Select “View status”

14
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cl% <« Metwork and Sharing

Center - | 3 | | Search

Tasks

View computers and devices

Connect to a network
Manage wireless networks
Set up a connection or network

Manage network connections

Network and Sharing Center

A

N-PC
(This computer]

>

Defaultl

View full map

Internet

User’s Manual

Diagnose and repair
Customize

View
status

@ Defaultl (Private network)
Access Local and Internet

Connecticn
Local Area Connecticn

(3 Sharing and Discovery

Metwork discovery © On Q_’:_.'
File sharing @ On @
Public folder sharing o i (v)
Printer sharing @ Off (ho printers installed) (v
Password protected sharing @ On ‘.'?)
Media sharing @ Off (E}

Seealso Show me zll the files and foldersTam sharing

Tntemet Options Show me all the shared network folders on this computer

Windows Firewall

»  You should be a window pop up showing as “Local Area Connection
Status” > “Properties”

General

Connection
IPv4 Connectivity: Internet
IPvE Connectivity: Limited
Media State: Enabled
Duration: 9 days 00:56:25
Speed: 100,00 Mbps

Activity
=y
Sent — &g’ —— Rereived
Fod
Bytes: 956,622 I 7,475,864
I[ @Prgpertie_s ]I[ @Disable ” Diagnase ]
Close

» Select “Internet Protocol Version 4 (TCP/IPv4)” > “Properties”

15
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P

U |Local Area Connection Propert.ies @

m Sharing |

Connect using:

lﬂ-"." Intel{R} PRC100 VE Metwork Connection

This connection uses the following tems:

9% Clisnt for Microsoft Networks

.QGDS Packet Scheduler

,@ File and Printer Sharing for Microsoft Networks
-4 Realtke RtlProt WLAM Litility Protocol Driver
i |ntemet Protocol Version & (TCP/IPvE}

Intemet Protocol Version 4 (TCP/IPvd)
<& link-Layer Topology Discovery Mapper 14O Driver
wda Link-Layer Topology Discovenr Responder

Description

Transmission Control Protocal/Intemet Protocol. The default
wide area networl; protocol that provides communication
across diverse interconnected networks.

[ oK H Canoel ]

>» To let your computer automatically receive |IP address
Click select “Obtain an IP address automatically” and “Obtain DNS
Server address automatically”

"Internet Protocol Version 4 (TCP/1Pvi) Propertics

General | alternate Canfiguration |

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

|G Obtain an IP address aub:umaijcallyl
{7 Use the following IP address:

I-{I’- Obtain DMS server address automatiu:allvl

{3 Use the following DMNS server addresses:

[ Ok ][ Cancel ]

» Click “OK” on “Internet Protocol Version 4 (TCP/IPv4)” window, then

16
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“OK” again in the “Local Area Connection Properties” to finish this
process.

>» To set IP manually:

e Select “Use the following IP address”; then type in:

= |P address: 192.168.1.x (2<x<128; system default in IP
range 192.168.1.2~192.168.1.128)

= Subnet mask: 225.225.225.0
= Default gateway: 192.168.1.1

e Select “Use the following DNS server addresses”; then type in:
= Preferred DNS server: 192.168.1.1

e click “OK” in the “Internet Protocol (TCP/IPv4) Properties”
window

Internet Protocol Version 4 (TCP/IPwd) Properties

General |

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(™) Obtain an IP address automatically

I-é_ Use the following IP address: I

IF address: 182 , 168 . 1 33
Subnet mask: 2557, 255 ..2585.. O
Default gateway: 192 . 168 . .1 . 1

I {@) Use the following DMS server aclu:lresses:l

Preferred DMS server: I 192401685 A1 G & I

Alternate DMS server:

| Advanced... |

l Ok, I Cancel l

e C(Click “OK” again in the “Local Area Connection Properties” to
finish this process.

O

IP address refers to a specific computer within the network. So when manually set your computers’ IP,

please remember to assign different IP address for different computer within the IP range.

17
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2.2 Connect test with the Router

After completing the above steps, you can use “Ping” command to test if your
computer has connected with your Router.

» Start > Run > Type “cmd” - Click “OK”

» Type the name of a program, Folder, document, or
Internet resource, and \Windows will open it For vou.

Qpen: [ L

[ Ok, H Cancel JI Browse. .,

>» Type “ping 192.168.1.1” and press Enter
>» If you see below message, this means the connection is set correctly.
Your PC/NB is now able to link to your Router.

AWINDOWSA\system32\emd.exe 00

Microsoft Windows XP [Version 5.1.268081
(C> Copyright 1985-2881 Microsoft Corp.

C:s\Documents and Settings“Rosewill’ping 192.168.1.1
Pinging 192.168.1.1 with 32 hytes of data:

Reply from 192.168.1.1: hyt 2 time=1ms TTL=64
Reply from 192.168.1.1: hyt 2 time{ims TTL=64
Reply from 192.168.1.1: hyt 2 time<{ims TTL=64
Reply from 192.168.1.1: bytes=32 time{ims TTL=64

IPing statistics for 172.168.1.1:
| Packets: Sent = 4, Received = 4, Lost = B (8% loss>.
fApproximate round trip times in milli-seconds:

| Minimum = Bms, Maximum = ims. Average = Bms

B¢ “Documents and Settings“Hosewill>

>» If you see below message, this means the connection is not set
correctly. Please check your network connection and setup.

ommand Prompt - |-

icrosoft Windows XP [Uersion 5.1.26881
(C>» Copyright 1985-2881 Microsoft Corp.

C:“Documents and Settings“Rosewill>ping 192.168.1.1
192.168.1.1 with 32 bytes of data:
timed out.
timed out.

timed out.
Request timed out.

Ping statistice for 192_168.1_1:
Packets: Sent = 4, Received = B, Lost = 4 {18Bx loss>,

C=“Documents and Settings“HosewilllX>_

18
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o

When you are able to ping your Wireless Router from your PC/NB, this means your PC/NB is now
connecting to your Router. However, due to the complexity of a network environment, this does not
guarantee you are able to connect to the internet. Because your internet can be limited due to the
examples like:

1. Modem Setup

2. DSL (PPPoE) Static IP, Account name, and password setup

3. Cable Static IP address setup

Please first follow below Setup, then confirm with your Internet Service Provider or Rosewill’s

Customer service on connection methods if you are still unable to connect to the internet.

2.3 Accessing RNX-GX4 with Web Browser

After finishing previous steps, you can type “http://192.168.1.1” in your Web
Browser’s address bar.

{= Blank Page - Windows Internet Explorer

| http:ff192.168.1.1 o [ x| [ Live sea |2~
File  Edit Miew Favorites Tools  Help
iy Favorites | 95 (& : * | Fres Hotmal 8| e lsrir~
(& Blark Page - &l | pmy - Page -~ Safety + Tools - "@"' i
Done & Internet fq - | H|ioowm o~

A window will pop up and ask you to enter Account name and password, the
default account name is “admin” and default password is “guest”.

19
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Connect to 192.168.1.1

EA

The server 192,168,1.1 at Device requires a username and

password,
User narme: |ﬂ admin v|
Password: | sssesl |

[ JRemember my password

[ a4 | [ Cancel

20
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3. Managing RNX-GX4 with Web
Browser

3.1 Navigating the Web Management Page

Web Management page has provided you with choices to select different areas to
start functions on managing your RNX-GX4, detailed functions’ management section
on each areas, and Help Menus for the commands that you will be use on each
pages for your quick reference.

/- Broadband

@\. j o |E 192.168.1.1) ) M| [ G| [ ] [ | | AP Live seare || 2]~

- ; »
7.¢ Favorites & Broadband Router Management Pane| B8 7| ms v Pager Safety - Tools -~ (@~

m_

AP-ROUTER

Version:V1.1.07EN

7 Convenient Setup [ Comvenient Setup |

! | System Informaticn
" | Internet Setup & DHCP user (Cable Modem)
3 Wireless Management 7' PPPGE user (ADSL)

25 Primary AP Senp

 Static User
Static [P address acoess

Wirelass Configuration
) Disable

LY UBNP

I| Application Gateway

|| Security Management
¥ Internet Access Control
LY Frewall

! DDNS

i | Routing

" | System Management

You will find the left hand side of the Web Management Page as the all
functionalities of your RNX-GX4. You can see Convenient Setup, System
Information, Internet Setup, Wireless Management, LAN Setup, Applications and
Gaming, Application Gateway, Security Management, DDNS, Routing, and System
Management for you to select from and to manage RNX-GX4.

The center section provides you with the detailed management tools for each of
the area that you want to set your RNX-GX4. For example, when you click on Internet
Setup, you will see a detailed selection menu for you to set your RNX-GX4’s Internet.

Help section locates on the right hand side of the Web Management Page. It will
provide you with quick references of the commands that you will be using on each

21
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page. You can click on “More...... ” to see a popup page for more help.

3.2 RNX-GX4’s Convenient Setup Page

“Convenient Setup” provides you with a quick startup for getting your wireless to
work. You can select from the three options for your specific network environment.
However, this section is a simple version from the "Internet Setup”, if you are
looking to have a more detail control options please see "3.3 RNX-GX4’s Internet
Setup Page”.

Convenient Setup: provides you with One-Click to enable the Wireless function. However the default

Wireless Enable does not contains Wireless Encryption. Please do follow the Section 3.5.2 Router’s

Wireless Security Setup on how to set your RNX-GX4 from unauthorized connection.

» DHCP user (Cable Modem)
»  PPPoE user (ADSL)
»  Static user

3.2.1 DHCP user (for Cable modem) in Convenient

Setup

When selecting “DHCP user (Cable Modem)” as your internet connection
method, please enter the DNS server address as the Primary DNS and
Secondary DNS provided by your Internet Service Provider. You may also be
required to enter the MAC address in some cases depending if your ISP requires.
When complete entering, please click “Save Settings” to save and complete
your basic setup.

i boll;v;e'niel.ltge.tuﬁ. = |

I\?-\-' DHCP user (Cable Modem) I

) pppoE user (ADSL)
C:‘ Static User

Static IP address access
Wireless Configuration

Uireless Stabus ":"," Enable t:_} Disable
Mebwork Fame[SSIDT ROSEWILL

- Save Settings

3.2.2 PPPoE user (for DSL modem) in Convenient Setup

22
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_____________________________________________________________________________________________________________|]
When selecting “PPPoE user (ADSL)” as your internet connection method,
please enter your PPPoE Username and PPPoE Password provided by your
Internet Service Provider. When complete entering, please click “Save Settings”
to save and complete your basic setup.

| " Convenient Setup . |

":\" DHCP user {Cable Modem)

{\:' Static User

PPPoE Client Access
PPPoE Username
PPPoE Paszword

Wireless Configuration

Wirelesz Status '@' Enable C) Disable
Fletwork Mame(SSIDY ROSEWILL

Save Seftings

3.2.3 Static user in Convenient Setup

When selecting “Static user” as your internet connection method, you will need
to enter WAN IP address, Subnet Mask, Default Gateway, Primary DNS, and
Secondary DNS provided by your Internet Service Provider.

(" Convenient Setup R |

C-‘ DHCP user [Cable Modem])
O PPPoE user [ADSL)
Sratic IP address access
WaM IP address
Subnet Mazk
Drefault Gateway

Primary DMS
Secondary DS

Wireless Configuration

Uifireless Status (&) Enable O Dizable
Mebwiark Mame(SSID) ROSEWILL

3.3 RNX-GX4’s System information Page

System information provides the Access information on Internet Access Info, LAN Info,
Primary AP Info, Secondary AP Info, and Statistics Info which helps you understand

more of RNX-GX4’s current status.

> Internet Access Info: This Section provides with Information on your
Connection Type, Physical Address (RNX-GX4’s MAC address), IP
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address (the actual IP address which provides by your Internet Service
Provider), Subnet Mask, Default Gateway (the actual IP address
which provides by your Internet Service Provider), Primary DNS,
Secondary DNS (both Primary and Secondary DNS are provided by
your Internet Service Provider), and MTU.

;I_nternel Access Info)] LAN Info 'I Primary AP Info "I‘Sel:ondary AP Info |
| Statistics Info |

Connection Type PPFoE

Physical Address - - 7o e a1m
IP Address i 4701
Subnet Mask: 255 265,255 255
Default Gateweay *° " 7 254
Primnary DS 785 0
Secondary DS 177 07
MTL 14592

Yerzion

Current version: APR-E1A4-41.0,07EM-Rosewill (RMX-GH4), 2009,08,27 17:00,

> LAN Info: LAN Info tells you on the LAN Connection information on the
RNX-GX4’s MAC address, IP address. Also on whether RNX-GX4’s
DHCP server has been enable or not, and DHCP server’s IP range
which you can utilize (You can adjust the range in 3.6 RNX-GX4’s LAN
Setup Page).

|'Inlernet Access Infnl T LAN Info I Primary AP Info I’ Secondary AP Info |
J'Slalislics Info |

MAC addressi 5827 F 00,0
IP address: 192,168.1.1
Subnet Mazk: 255.255,255.0
DHCP Serwer: Start
DHCP Serwer IP Pool: 192.168.1.2 --- 192,165.1,128

> Primary AP Info: Primary AP Info tells you the basic information for
your Primary AP.

|Internet Access Inl"ol' LAN Info lPrimary AP Info ISecondary AP Info |

I'Statistics Info |

wfireless Stabus: Start
Mumber of Wireless Client; 0
iireless Made: ap
Channel; &
S5I0: ROSEWCILL
wiireless MAC Address: T - 0T o
SSID Broadcasting: Start

Security Maode: Mane
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>» Secondary AP Info: Secondary AP Info tells you the basic information
about your Secondary AP. As you may see here, the Secondary AP has
not been enabling yet, therefore, you will see both Secondary AP
Status and SSID Broadcasting as Deny. You can enable the
Secondary AP in Secondary AP Setup (Please refers to 3.5.1 Router’s
Wireless Basic Setup for Primary AP and Secondary AP Setup)

I[Inlernel Access Info'l LAN Info |’ Primary AP Info ]Eecondary AP Info I

|'§tatistics Info "|

Secondary AP Status: Deny

vivirelezs Client:

Metwork Maode: ap

Channel: &
SSID: ROSEWMITLL
iifireless MAC Address: Loio e R T
SSID Broadcasting: Dery
Security Made: Mone

»  Statistics Info: Statistics Info tells you the basic System data such as
System Uptime, Packets transmitting numbers, and how much data

you have send out and receive.

Internet Access Info'l LAN Info ]’ Primary AP Info I Secondary AP Info |
i Statistics Info I

Systern Lipkirme 0 Dray(s] 0 Hour(z) 1 Minuke(s) 47 Second(s)

Type Sending Packets Receiving Packets Sending data (Kbytes) Receiving data(KBytes)

LaN 1660 1031 1240 128
AN 3 E ] 0
WiLAMN 75 1] 15 1]

Refrash

3.4 RNX-GX4’s Internet Setup Page

Internet Setup page provides you with more detail controls and setup options on
how to connect to your Internet Service Provider as compare to the Convenient
Setup. Based on your Internet Service Provider’s internet information, you can select
three connection methods.

» DHCP user (Cable Modem)
» PPPoE user (ADSL)
>»  Static user
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AP-ROUTER

Il Convenient Setup
%] e Informa
ZEWireless Management
2% Primary AP Setup
Secordary AP Setup

2% AP Sharing Technique
ClLaN setup
Uiapplications and

Gaming

4 Wirtual Service

14Dz

Sl upnp
1 application Gateway
Ul Security Management

[Tnternet Setup |

(%) DHEP user (Cable Modem)
© PPPoE user (ADSL)
© static usar

DHCP Client Access
Clone MAC address 02:10:74:63:9c:13 a0

Diefault MIAC address 09:10:74:63:9c:13  [Jelis
MTU (1500

Version:V1.1.07EN

Internet Setup

The purpase of this item is to.
pravids an easy way for you
to use it and configure your
router to access the Internet
quickly.
DHCP User

After select this iterm, you will
abtain an [P addrass from
yaur ISP sutomatically, thase
15P who supply Cabile madem
always use DHCP,
Static IP User

This item should only be
used when usars use a static
1P address o access Internat.,

More.....

I3 Internet Access Control
3 Firewall

LIDDNS

1 Routing

1l System Management

3.4.1 DHCP user (for Cable modem) in Internet Setup

When selecting “DHCP user (Cable Modem)” as your internet connection
method, please enter the DNS server address as the Primary DNS and
Secondary DNS provided by your Internet Service Provider. You may also be
required to enter the MAC address in some cases depending if your ISP requires.
When complete entering, please click “Save Settings” to save and complete
your basic setup.

IG/" DHCP user (Cable Modem)l
) PPPoE user (ADSL)

) Static user
DHCP Client Access
Clane MAC address o0 . o c . | e RS R R E

Drafault MAC address o, T il RIS

MTL 1500
Prirmary DS
Secondary DHS

3.4.2 PPPoE user (for DSL modem) in Internet Setup

When selecting “PPPoE user (ADSL)” as your internet connection method,
please enter your PPPoE Username and PPPoE Password provided by your
Internet Service Provider. You may also be required to enter the MAC address,
Primary DNS, and Secondary DNS in some cases depending if your ISP
requirements. You can also select three connection methods as you desired:

»  Connect to Internet automatically (Default)
»  Auto disconnect when idle within your desired time limits
»  Connect to Internet manually
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When complete entering, please click “Save Settings” to save and complete
your basic setup.

[Tnternet Setup |

) DHCP user {Cable Modem)
T
Ih.’zi PPPoE user (ADSL) I

) Static user

PPPoE Client Access
PPPoE Uzername
PPPoE Password
Clone M&C address ¢ . - 700 0 L

Drefault MAC address =2 =7 57
MTL 1492
Prirmaty DHS
Secondary DMS

(%) Connect to Intermet automatically (Default)

) Aute disconnact whan idle, tirne out ARer [1-30) rinutes, if no Found the
access request then auka-break off

. Connect to Internet manually

v

PPPoE provides three connection methods:
Connect to Internet automatically (Default): This is suitable for DSL connecting method charged

by month; once the Router’s power-on, your internet connection will be establish automatically.

Auto disconnect when idle within your desired time limits: This is suitable for DSL connecting
method charged by the time you connect online. Your router will not be connect automatically,
however, once your Router detect you are visiting the internet, it will automatically connect your
service and it will automatically disconnect internet with the time you set (5~30 minutes), if no

internet visiting.

Connect to Internet manually: This is suggested to be use by Network Administrator to provide

internet when needed. Router will not connect internet automatically but manually connect thought

visiting the web management page.

3.4.3 Static user in Internet Setup

When selecting “Static user” as your internet connection method, you will need
to enter WAN IP address, Subnet Mask, Default Gateway, Primary DNS, and
Secondary DNS provided by your Internet Service Provider.
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[Internet Setup |

"r::' DHCP user (Cable Modem)

) PPPGE user ADSL)
@ Static user

Static IP address Access
urgH IP address
Subnet Mask
Default Gateweay

Clone MAC address: ;.0 0. L Clane MAC address

Drefault MAC address ... o oliloiio
MTL 1500
Prirmary DS
Secondary DHS

o

Clone MAC address: Normally this doesn’t require being set. However for some modems, such as
cable modem, DSL modem, or ISP’s system will recorded the MAC address of the original adapter
which causes internet unusable. So Cloning original adapter’'s MAC address will help to solve this

issue.

MTU (Maximum Transfer Units) : This is to set the transfer size of the packet. The suggested range

is from 1200~1500. For most DSL user, please select to use 1492.

3.5 Wireless Management

“Wireless Management” includes Wireless Network setup and Dual-AP Wireless
Clients setup; please follow a step by step guide to setup your Router.

Tosewil,  ——

AP-ROUTER Version:¥1.1.07EN
I1 Convenient Setup E"l.l.lireless Basic'[ Security I’ Host Filter 'I'Associalion Table ] Advanced | Primary AP Setup
I1 System Information i S———————— The wireless router suppliss
O ternet Setu the function of act a5 bwa AP
1S P Wireless Metwark Status (3 O simultaneoushy, but because
___Enable Disable the differance of privilege,
Radic Band | 202.11bfg W besides normal function of AP,

the primary AF alzo has extra

S5ID ROSEWILL function For some advanced

2k ap Sharing Technique

55ID Broadcasting (%) £rabl O bicabl settings and right
” LAN Setup ’L 2k management, So here you can
Ulapplications and Chanrel | Channel 6w manage and configure your
Gaming primary AP,
1 Yirkual Service Wireless Basic
1 oMz Providing basic configuration
I__i. iterns for wireless rauter Ugers,
Ao PP including | Wireless netwark
L1 ppplication Gateway stabus |, Band ) ,and
U Security Management Teharinel ; basic
U4 Inkernek ccess Contraol ;:;Egcf:;;:r:;::';ge'zlsess
s 11 Firewal both primary and secondary
LI DDNS AP,
! Routing
1 System Management Bote
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Dual-AP Function: We provide Dual-AP function for you to setup two SSID as two wireless networks
for the ease of control on your network management. You can set both Primary AP and Secondary

AP as different Network. The settings for Dual-AP are fundamentally the same.

3.5.1 Primary AP Setup

3.5.1.1 Router’s Wireless Basic Setup

First please use Cable connection connected to the Wireless Router’s LAN port.

After established the connection and login into the web management page,

please select “Primary AP Setup” option under “Wireless Management”.

Then you should see the same as below diagram. (The default “Wireless

Network Status” is “Enable”.) You can also select to start the “Secondary AP

Setup” which defaults as Disable.

(Wireless Basic | Security I Haost Filter I Aszsociation Table I Advanced |

Wireless Mebwark Status (%) £ able ) Dicable
Fadio Band |m
SSI ROSEWILL
S5I0 Broadcasting 'Q- Enable C:'Di:able

Channel | Charmel 6w

You will need to assign the below wireless options:

>

Wireless Network Status:
You can choose “enable” or “disable” to enable or disable the “Wireless

Network Status”, if what you choose is “Disable”, the AP function of
wireless router will be turned off.

Radio Band:
You can select the wireless standards running on your network, if you

have Wireless-G, and Wireless-B devices in your network, keep the
default setting, 802.11b/g Mixed.

SSID:
This is the broadcasting name for your wireless connection. You can

change SSID to the name you desire. Your PC/NB will need to connect
to the same SSID that your Wireless Router uses. The Default SSID is
“ROSEWILL".

SSID Broadcasting:
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You can select whether to broadcast your SSID. The default setting is
“Enable”.
e Enable: All Wireless Adapter will be able to see your SSID within
your Wireless Router’s broadcasting range.
e Disable: You will need to manually setup the connection between
your wireless adapter and SSID.

> Channel:
You can select one channel from auto or manually from 1 to 11, which

provides a choice of avoiding interference.
After complete, please click “Save Setting”. Your Basic Wireless setting will

be complete.

Wireless Network Security: Upon completing the basic wireless network setting. Please do

remember to change the default security setting from “None” to the Security mode that you desire

to prevent your wireless network from unauthorized access.

3.5.1.2 Router’s Wireless Security Setup

Please select “Primary AP Setup” under “Wireless Management”, then click
select “Security” tab. This “Security” Tab allows you to encrypt your wireless
communication also to protect your wireless network from unauthorized user

access.

1 convenient Setup fWireless Basic|| Security || Host FiIterYAssociatian Ta bleYA.dva ncedw

1 system Information
O] Internet Setup

25 wireless Management

2 Primary AP Setup Save Settings

L= Secondary AP Setup
L5 AP Sharing Technique

Security Mode |Nune E

Security Mode provides you with five encryption selections, “None”, “WEP”,
“WPA SOHO USER”, “WPA2 SOHO USER” and “WPA & WPA2 SOHO USER”.

> None:
When selecting “None”, you choose not to set any encryption on your

wireless network. Your wireless network will not be protected. You can
use this selection when setting for a public wireless network.
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I' Wireless Basic Igeturil;l Host Filter '|'-Association Table | Advanced

Security ModeIENone fav I

> WEP:
e Key Length: Please select the bits that you want to input (64 bits

or 128 bits), then entered the WEP password you desire. The
longer the password will ensure a more secure data transmit, but

will also slow down the transferring speed.

B 64 bits: you can enter 10 digits under HEX (“A”~"F”;
“a”~"f"; and “0”~"9”); you can enter 5 digits of character

or numerical numbers.

B 128 bits: you can enter 26 digits under HEX (“A”~"F”;
“a”~"f"; and “0”~"9”); you can enter 10 digits of
character or numerical numbers.

e Key Mode: You can select “HEX” or “ASCII” mode. The valid
character for HEX format should be numbers from 0 to 9 or letters
from A to F. HEX doesn't support mixed letter and number mode.
ASCII supports mixed both letters and numbers.

e Key 1~4: By default, router provides four fields to input four
groups of password, you can input all of them or only one of them
and the client’s password only need to match one of the
passwords.

I"Wireless Basic I Security IHnst Filler‘l' Association Table I"Advanced

Security Mode EwER eV I

WEP

Key Length (8g4 bits O 128 bits
Key Mode (5 pEx O ascu
Key 1 (‘_i?
Key 2 (:?

Rew 3 (0

o

WEP: Wired Equivalent Privacy (WEP) is a deprecated algorithm to secure IEEE 802.11 wireless
networks. Wireless networks broadcast messages using radio and are thus more susceptible to
eavesdropping than wired networks. However, there are hacking programs able to crack the WEP

encryption within minutes. Therefore, we strongly suggest you to select WPA or WPA2 security
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mode.

WPA SOHO USER:
Wi-Fi Protected Access (WPA and WPA2) is a certification program

created by the Wi-Fi Alliance to indicate compliance with the security
protocol created by the Wi-Fi Alliance to secure wireless computer

networks.

In WPA SOHO method, you can choose from the TKIP (Temporal Key
Integrity Protocol) or AES (Advanced Encryption System) which both
are stronger encryption method for your security needs. You can enter
passwords between 8~63 digits under either TKIP or AES.

J Wireless Basic I Security I Host Filter 'IJAssnciatinn Table '[ Advanced

Security Mode E P A SOHO USER e

Pre-Shared Key
Encryption Type (%) Tr1p ) aEs
Ky
Key Renewal [60-36400 seconds] 36400

“Sawe Settings

o

WPA SOHO: WPA is a more advance encryption mode than WEP. When selecting WPA SOHO mode,
please make sure that the password you entered will be the password you use when linking your

wireless adapter with the internet.

WPA2 SOHO USER:
WPA2 is a more advanced encryption from WPA. You can also choose

from the TKIP (Temporal Key Integrity Protocol) or AES (Advanced
Encryption System) which both are stronger encryption method for your
security needs. You can enter passwords between 8~63 digits under
either TKIP or AES.
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J Wireless Basic I Security I Host Filter I Aszsociation Table ] Advanced

Secutity Modeff WP Az SOHG LSER v
Pre-Shared Key
Encryption Type (%) 1r1p () ags
Ky

Key Renewal [(B0-26400 seconds) 26400

Saye Sellings

o

WPA2 SOHO: WPA2 is the advance encryption mode from WPA. When selecting WPA2

SOHO mode, please make sure that the password you entered will be the password you

use when linking your wireless adapter with the internet.

> WPA & WPA2 SOHO USER:
This mode mixed WPA SOHO USER and WPA2 SOHO USER, which
provides higher security level; you can configure it according with WPA
SOHO USER or WPA2 SOHO USER.

J Wireless Basict Security I Host Filter i Association Table I Advanced

Security Mocq !'u'u'P.ﬁ.&'u'u'F‘.ﬁ.2 SIOHD LISER, |4 I

Pre-Shared Key
Encryption Type (%) Tr1p () ags
Ky
Key Renewal [E0-26400 secands] 36400

Save Settings

o

Wireless Security Mode: Wireless Security will help you encrypt your wireless signal to
prevent unauthorized access. However, higher the security mode may reduce the speed

of your internet connection.

WEP is a deprecated algorithm to secure IEEE 802.11 wireless networks. Wireless
networks broadcast messages using radio and are thus more susceptible to
eavesdropping than wired networks. However, there are hacking programs able to crack

the WEP encryption within minutes. Therefore, we strongly suggest you to select WPA or

WPA2 security mode.

When complete the wireless setting, you can click on “Primary AP Info” under

“System Information” to see your wireless setup. (picture below as your
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reference)

(‘Statistics Info |

|Internet Access Inl"_n'l LAN Info lPrimary AP Info I Secondary AP Info |

Wiireless Status: Start
MHumber of Wireless Cliant; 0
wireless Mode: ap
Channel; &
S5I0: ROSEWEILL
fireless MAC Address: 77 TRt ST S
S5ID Broadcasting: Start
Security Mode: Mone

3.5.1.3 Router’s Host Filter Setup

You can filter wireless users by enable this function; unauthorized users will not

be able to access the network. To enable the “Host Filter” function, please

follow the below steps:

1.

Select “Enable” on the “Wireless Access Control Status”; This will
bring up the “Wireless Access Control Rule”

Under “Wireless Access Control Rule”, you select two options as
“Permit wireless connection for MAC address listed (others are
Denied)” and “Deny wireless connection for MAC address listed
(others are Permitted)”. They work as white list or black list which
allows you to set as permitted only or deny only. However, these two
options can only be apply at one time.

Select to enter the MAC address you want control in the “MAC address”
field. (MAC address should look like AA-BB-CC-DD-EE-FF, but
composed by letters and numbers), then click “Add”, and you will see
the MAC address has displayed in the MAC list.

When complete adding the MAC address, please click “Save Settings”,
and filter list will be done.
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['Wireless Basic I Security I Haost Filter I Association Table 'I Advanced

Wireless Access Control

Wireless Access Control Status ::} Enable (:} Dizable

'::\' Permit wireless connection for MAC address lisked

. [others are Denied)
iireless Access Control Rule

(‘:'}Deny wireless conmection For MAC address listed (others
are Perrnitted)

Rule Description

MAC Address

b MAC Address Delete

3.5.1.4 Association Table

“Association Table” will display the Wireless Client which associates to your
router. You can also add the Wireless Clients that you are not authorized directly
into the Filter List.

1 Wireless Basic 'I"Security I Host Filter 'F':Fissnciatiun Table I Advanced

Wireless Client Aszociated o e Wireless Add to Wirelass Client
MAC Address Tirme BEUFY ISR s Filter List

3.5.1.5 Advanced

We provide advanced control for your wireless router. However, these values
might interfere with each other. Therefore, we suggest using the default values

for all options, unless you understand and confirm on these values.

Authentication Type | Open Systemn %

Beacan Interval [100 [20-10007
RTS Threshold 2347 [2CR-2347)
DTIM Intarval 2 (1-2E51
Fragrentation Threshald 2346 [2CE-234E]
Tranzmission Rate im

802.11g Pratection (O Enable ® Disable
Preamble Type @Lgng C}' Shart
AP Isolation {::'Enable @' Drizable
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> Authentication Type: The default is set to “Auto Select”, which allows
“Open System” or “Shared Key” authentication to be used. Select
“Shared Key” if you only want to use “Shared Key” authentication (the
sender and recipient both must use the same WEP key for
authentication).

>» Fragmentation Threshold: This value specifies the maximum size for a
packet before data is fragmented into multiple packets. You should
leave this value in the 256 to 2346 range. In most cases, it should
remain as its default value of 2346. Setting the Fragmentation
Threshold too low may result in poor network performance.

» RTS Threshold: You can set RTS Threshold value in this field, the valid
range should be 256-2347 and default value is 2347. If a network
packet is smaller than the preset RTS threshold size, the RTS/CTS
mechanism will not be enabled.

>» DTIM Interval: The “DTIM Interval” indicates the interval of the
Delivery Traffic Indication Message, you can set this value in the
20-1000 range, and the default value is 100.

>» Transmit Rate: Transmit rate indicates the transmission speed of
wireless LAN access .The default setting is “Auto” and you can set this
value between 1 — 54Mbps range.

>» 802.11g Protection: Using 802.11b and 802.11g mixed mode may
result in poor network performance. By enabling the 802.11 protection,
it will improve performance of 802.11g devices in your wireless
network.

> Preamble Type: "Short Preamble" is suitable for heavy traffic wireless
network which will significantly increase the throughput performance at
higher data rates. While "Long Preamble" provides more
communication reliability and will ensure maximum stability of the
connection; the default setting is “Long Preamble”.

>» AP Isolation: Create separate virtual networks for your wireless
network. After enable this function, every wireless client will in its own
virtual network and can not access each other. If many users access
your wireless network frequently, you should enable this function.

3.5.2 Secondary AP Setup

Secondary AP Setup defaults as Disable, when you enable it, this function will

look very similar to the Primary AP Setup. However, please do name the SSID
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differently from the Primary SSID; otherwise, you might not be able to direct your
Wireless Adapter to connect to it.

Tosewity  “———

AP-ROUTER Yersion:¥1.1.07EN
.
! Convenient Setup J Secondary AP Basic (Sel:urtiHosl Filter TAssocialion Table Secondary AP Setup
D System Information et et S b et e e AT Thewikelass T SLEANERS

the funckion of act as bwo AP

simultaneoushy; the secondary
AP can also to be treated &z an
isolated AP, as well a5 the same

G Secondary AF Setup ‘c)::;gﬁ::‘acti:‘: na;:u

Ul Internet Setup Secondary AP Status O Enable @Disable
i Wireless Management

[l LAM Setup
Uispplications and
Gaming
11 Yirkual Service
Liomz
C1UPHP
11 application Gateway
'l Security Management
E Inkernet Access Conkrol
1 Fireweal
1 pDNS
! Routing
!l System Management

.|
3.5.3 AP Sharing Technique

By default, the primary AP and the secondary AP are sharing under same IP
Range; as “AP Sharing Technique” is Enable.

|" AP Sharing Technique |

AP Sharing Status: {E} Enable {:}Disable

Settings

You can also “Disable” the AP Sharing Technique to have the Primary AP and the
Secondary AP use different sets of IP range. You will then be asking to set
another IP segment for your secondary SSID.

J" AP Sharing Technique |

&P Sharing Status: 'C:' Enazble @Disable

IP address [192.168.2.1

Subret Mask, 255 265,255 10
DHCP Server () Epable Opisable
DHCP IP Address Poaol (192 168.2.2 - 192.168.2 128
Client Leaze Time 43200 seconds

Save Settings
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3.6 RNX-GX4’s LAN Setup Page

You can click on “LAN Setup” to manage your Router’s Local network IP address
“LAN IP address” (LAN port’s IP address) and DHCP server. When finish setup, this
IP Address will be use as the Default Gateway IP address for your computer (Router’s
factory setting for IP Address/Subnet Mask is 192.168.1.1/225.225.225.0)

» |IP Address: This is the IP address of your Router in the Local Network
»  Subnet Mask: This is the Subnet Mask of your Router in Local Network.

osewill R —

AP-ROUTER Yersion:¥1.1.0°

[' LAN IP address I DHCP Server ] LAN Setup
Uzing this itern - yow

change the default IP
of LA port, after chs
Subriet Mask 255.255,255,0 address of LAN port,
router will reboak

autarmatically, You ca

! Convenient Setup

[} Systern Information

U1 Internet Setup

25 Wireless Management
a- Primary &P Setup

IF Address 192.168.1.1

Saira Settings

5 Secondary 8P Setup

Technique
= and
Gaming
1 Wirkual Service
oMz
L UpnP

1 ppplication Gateway

U1 Security Management
1 Internet Access Control
L1 Firevaal

Ui DDNS

" Riouting

1 System Management

enable or disable DHX
according ba your pr
requirernant, ol can
modify the range of C
addresz poal,
LAN IP Address
The LAM IP addres:
for access router itsall
computers that direct]
connect bo the rouker
wou can set IP addre:
need,

“LAN Setup” also provides you with the management ability for “DHCP server”.

>» DHCP Server Status: to enable or disable your Router’s DHCP server

function (Factory default as Enable)

>» IP Address Pool: the IP address range can be distributed by your

Router’s DHCP server.

[LANTP address I DHCP Server |

DHCP Sarver Status @Enable
IP Address Poal [192.168.1.2
Client Leaze Tirne 43200

38

{ﬁ‘" Disable
- 132.168.1.128

seconds



Wireless Router RNX-GX4 User’s Manual

o

Dynamic Host Configuration Protocol (DHCP) server will automatically assign an IP address for all
computers that connect to it. Internet protocol (TCP/IP) includes IP address, subnet mask, Gateway,
DNS server, and other information. It is very complicated to set TCP/IP for all computers within the
Local Network, therefore many Routers will set to enable DHCP server as default. When enable
DHCP server, your computer will also need to set “Obtain an IP address automatically” and “Obtain

DNS server address automatically”.

If you changed “LAN IP Address” in the Router, you will need to use the new set of IP address to log
back in to the Router, and all of your computers’ IP addresses will need to change, in order to access

internet.

When finish setting the “LAN Setup”, you can double check the “LAN Info” in
“System Information”

[Internel Access Infni "LAN Info I Primary AP Info I Secondary AP Info |
J'Stalisti"ts Info I

MAC addrass: BT TR
IP address: 192.16%.1.1
Subret Mazk: 255.255,255.0
DHCP Serwer! Start
DHCP Serwer IP Poall 192.168.1.2 --- 192.168,1.128

3.7 RNX-GX4’s Advance Usage -

Applications and Gaming Page

This section provides functions which you can utilize to help optimize the internet

speed for some of the games and applications.

3.7.1 Virtual Service

The Virtual Service of RNX-GX4 provides port mapping from LAN to WAN where

all outside visits to this port will be redirect to the designated computer within this
service. You can set different protocol and for both the external and internal port

range depending on your needs.
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| " Wirtual Sarver Setting = |

Crezcription

Internal Host IP Address

Pratocol | TCR w
Exterral Port -

Internal Port

ID Description  Intermal host IP address | Protocol  Extermal Port  Intermal Port  Delete

1 feb Server 19:2.165.1.110 TCP a0 a0

» Description: This is for your reference of the name of the Virtual Server
you will be using. You can type in your preferences.

> Internal Host IP Address: Internal Host IP Address refers to the
internal computer’s IP address that you want to use. This internal
computer’s IP address preferable to be manually set so you won’t have
to change every time you restart the computer.

>» Protocol: Protocols are the protocol type that you want to set for your
internal host. For example, if you have a web server, you can set the
protocol as HTTP.

>» External Port: This is referring to the port which broadcast by your
RNX-GX4. You can enter a range of the port for this setting. For
example, 80~90.

> Internal Port: This is referring to the specific service TCP/UDP port of
your internal host. For example, if you have a web server IP as
192.168.1.110, internal port 80, then you can set this virtual service like
the picture above.

O IMPORTANT:

If you set your port as 8080, you will need to change the 8080 port in the “Remote Management
Port” under “Firewall” of “Security Management” to the other port. Otherwise, this may cause a

conflict between the Virtual Service and Remote Management.

3.7.2 DMZ

Some programs require having multiple port connection, such as Internet Gaming
programs, Video Conferencing programs, and Internet Phones. Due to the firewall
limitation, these programs will not be able to work under virtual service. The
purpose of a DMZ is to add an additional layer of security to your Local Area
Network (LAN); an external attacker only has access to equipment in the DMZ,

rather than the whole of the network.
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[ DMZSETTING |

DMZ Status O Enable %) Disable
DMZ Host IP Address

Save Settings

[’_DME SETTING |

DMZ Status {%iEnable ) Disable
DMZ Host IP Address |0.0.0.0

0 IMPORTANT:

When designated the DMZ function to your computer, your computer will expose to the internet.

Please be careful when choosing this DMZ function due to the security concern.

3.7.3 UPNP

UPNP (Universal Plug and Play) is a set of networking protocols promulgated by
the UPnP Forum. UPnP will help devices connect seamlessly and simplify the
implementation of networks in the home environment such as data sharing,
communications, and entertainment; and in corporate environments for simplified
installation of computer components. Enabling UPNP will help easier
connections among your PCs, network home appliances, CE devices, and

wireless devices.

(TuPNP )

O Disable

3.8 RNX-GX4’s Advance Usage -
Application Gateway Page

Application Gateway provides some of the programs’ port mapping function.
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RNX-GX4 provides two gateways, as FTP pass-through and VPN pass-through.

"

1 convenient Setup rFTP Pass-through r'U'PN Pass-through j
Q System Information
1 internet Setup FTP Pass-through Status ®enable O Disable
£s wireless Management Part List 21
£ Primary &P Setup Save Setfings

3 Secondary AP Setup
5 pp Sharing Technigue
£ LAN Setup
Clapplications and
Gaming
1 wirtual Service
O prz
0 upp
I 2 Application Gateway
L1 Security Management
[ Internet Access Contral
£ Firewall
1 ppns
£ Routing
1 system Management

3.8.1 FTP Pass-through

FTP Pass-through allows users within your network to connect normally to the
FTP server which does not use standard port in the internet. You can choose

“Enable” and entered the FTP server’s specific port when needed.

| FTP Pass-through T ¥PM Pass-throuagh \I

FTP Pass-through Status 5 Enable ) Disable
Part List 21

3.8.2 VPN Pass-through

VPN Pass-through function in RNX-GX4 supports PPTP pass-through, L2TP
pass-through, and IPSEC pass-through.
> PPTP pass-through: PPTP stands for “Point to Point Tunneling
Protocol”. Enabling this service, you can allow PPTP pass-through the
RNX-GX4.
> L2TP pass-through: L2TP stands for “Layer 2 Tunneling Protocol”.
Enabling this service, you can allow L2TP pass-through the RNX-GX4.
>» IPSEC pass-through: IPSEC stands for “Internet Protocol Security”
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which is a suite of protocol used to implement secure exchange.
Enabling this service, you can allow PPTP pass-through the RNX-GX4.

rFTP Pass-through T ¥PM Pass-through |

PPTP Pass-through ) Enable & Disable
L2TP Pass-through O Enable ) Disahle
IPSEC Pass-through (2 Enable & Disatle

3.9 RNX-GX4’s Advance Usage - Security

Management Page

Security Management provides with two security options as Internet Access
Control and Firewall.

3.9.1 Internet Access Control

Internet Access Control provides you with MAC Filter, Internet Access Control,
and DNS Filter.
» MAC Filter: Provides you with MAC address control over your network.
You can control whether to enable or disable this function. By enabling
this rule, you can set:
® Access Control: Access Control lets you decide whether to permit
only your designated MAC address list or to deny only your
designated MAC address list. When finishing setting, please click
“Save Settings” to confirm.
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r MAL Filter \'| Internet Access Control T DMS Filker \I

Access Control

MAC Filter Rule |3 Enable ' Disable

O permit through the router for MAC address listed, others are

; denied
Default Filker Rule
® Dery through the router for MAC address listed, others are

permitted

MACL Filter Ma

Description
MAC Address

D MAC Address Diescription Delete
1 00;0d:60:2d: 70;dc PC1 : '

e MAC Filter Management: MAC Filter Management allows you to
enter and manage the MAC addresses that you desire. Example for
entering the MAC address is “xxmxx:xx:xx:xx:xx” where MAC
address is composed by numerical number and letters. When
finishing setting, please click “Add” to add the MAC address into

your list.

> Internet Access Control: RNX-GX4 provides you with basic online
control management tools for you to decide what can be access and
what can’t. The rules of “Internet access control” based on source IP,
port number and protocol. Follow these steps to set Internet Access
Control:
1. You can select “Enable” and click “Save Settings” to enable the

“Internet Access Control” function.

2. Input description information for current access control rule in the
“Description” field. Input the IP address of host you want to
restrict. If the rule has already existed in “Protocol Template”. You
can select appropriate item and apply it. Or you can input protocol
type and port number manually, click “add” button, then the item

will displayed in the list.

3. If you want to delete certain item on the list, select appropriate
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item on the list, click “delete” to delete it.

r MAL Filter T Internet Access Conktrol r M5 Filter \|

IP Filter Parameter

IP Firewrall Status O Enable {%] Disable
Save Settings
IP Filter List Management
Description

Source [P Address -

Protocol Terplate |F‘Iease select a template

Protocol and Part Iﬂ\LL b -

Save Settings

Description Source IP Protocal Destination Port Delete

> DNS Filter: DNS Filter allows you to permit or deny the website that
you listed. You can enter the web address in the “DNS Filter Key words”
so RNX-GX4 will filter it based on whether you permit or deny it.

r MAL Filter Y Internet Access Control Y DMS Filter \|

DMS Filter Parameter

DS Filter Status (%] Enable ) Disable
O permit through the router for DMNS Key words listed, othiers
are Denied

Default DMS Filter Rule =S
) Deny through the router for DNS Key words listed, others
are Permitted

Save Settin s

DMS Filter List Management
Description
DMS Filter Key words

18] Description DMS Filter Key words Deleta

1 Rosewil we Foseswill, com

3.9.2 Firewall

RNX-GX4 provides basic firewall functions to help you protect your network. You

can disable WAN ping and/or Remote Management Port. WAN ping prevents
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other users on the internet to ping your PC/NB and gaining your IP
address. Your PC/NB will appear “non-exist” in the internet.

Firewall '|

WAN ping Status &) Enable ) Disable
Rernote Management Port Status (%) Enable i) Disable

Rermote Management Port 20230

Save Settings

O
Enabling WAN ping can make your network invisible from the outside user, but this may cause some

side-effect. For example, your Internet Service provider may need to be able to ping your network to

provide service. Please make sure enabling this will not discontinue the use of your network service

3.10 RNX-GX4’s Advance Usage - DDNS
Page

DDNS (Dynamic Domain Name Server) allows you to use domain name (instead of IP
address) to access Internet. You will need to register accounts for DDNS service at
DDNS service provider.

DDNS |

DOMS Status & Enable O Disable

DDNS Server Provider | YCMS

weweid, dyidns, org

llzernarme
Passwaord
Cwynamic Domain Marme

Status Information

3.11 RNX-GX4’s Advance Usage - Routing
Page

In order for the client computers in different LAN segment communicate through
different routers and/or layer 3 switches under a complicated network environment,
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network administrator will need to assign routing table for routers. So the router will
know how to assign the clients for the ease of Network Management.

> Destination Network or IP address: Specify a certain destination
Network or IP address which static route forward to.

» Subnet Mask: Subnet Mask is used to define Network portion and
Host portion for an IP address.

>» Next-Hop IP address: Using 802.11b and 802.11g mixed mode may
result in poor network performance. By enabling the 802.11 protection,
it will improve performance of 802.11g devices in your wireless

network.

r_l-l'.uuting '|

Routing Table Configuration
Destination Metwork or IP address
Subnet Mask
Mext-Hop IP address

Save Settings

Routing Table
ID Type Destination Metwork or IP address  Subnet Mask  Mext-hop address  Delete

3.12 RNX-GX4’s System Management Page

System Management provides you with Password setting, Firmware upgrade,
System restart, and Restore Default options.

3 convenient Setup rPassword Setting '(Firmware UpgradeTRestart SystemYRestore Default
[ System Information
I Internet setup Username is' admin®
% wireless Management Merw Password
rt Primary AF Setup Confirm Password

rs Secondary AP Setup
L= 4P Sharing Technigue
[ LAN Setup
Oapplications and
Gaming
1 wirtual Service
oz
1 upnp
[ application Gateway
I security Management
) tnternet access Control
X Firgweall
I pons

I Rauting

{5 system Management. I

> Restore Default: By clicking the “Restore Default” button, your
RNX-GX4 will start restore back to factory default setting. Please do not

remove power when Router is resetting.
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rPasswurd SettingYFirmwarE UpgradeYRestart SystemYResturE DEfauIt\l

Restore Default

3.12.1 Manually Restore Default

You can also manually reset RNX-GX4. In order to do this, you will need to follow
the below steps:
1. Unplug the power of RNX-GX4
2. Using a sharp item to press on the “Default” button at the back of the
RNX-GX4.
3. Plug the power back to the “PWR?” hole, while still pressing the “Default”
button.
4. Release the “Default” button when you see the “SYS” LED (red LED)
start flashing.
5. After releasing the Default button, please wait for 1 min for the reset to
take effect.

Password Setting: RNX-GX4’s Username is default as “admin”. We strongly recommend you when first
login to the Web management page, please change the Password right away. If you lost your password,

you will need to restore back to Default to access back to RNX-GX4.

Firmware Upgrade: It will take around 1 min to upgrade the router, please do not disconnect RNX-GX4

from the power to avoid possible damage while updating firmware.

Restore Default: When restore back to default, all of your RNX-GX4’s previous setting will be lost.
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Appendix A - Product Specification

Standard

IEEE 802.3/3u, IEEE 802.11b/g

Device Management

Web-Based

Security MAC Filter, Internet Access Control, DNS Filter, 64/128-bit WEP,
WPA(TKIP & AES) PSK (Personal Mode), WPA2(TKIP & AES) PSK
(Personal Mode), WPA & WPA2 PSK (Personal Mode)

Ports 1 x 10/100M WAN; 4 x 10/100M LAN

LEDs SYS(PWR), WLAN, LAN (PC1-PC4),

Buttons Default Button

Wireless Data Rates

Up to 54Mbps

Frequency Band

2.4GHz - 2.4835GHz

Antenna 2 dBi External Detachable Antenna X 2
Channels 11 Channels

Media Access Protocol CSMA/CA with ACK

Modulation OFDM, CCK

Transmitted Power 20dBm=+2dBm

Receiver Sensitivity

54Mbps OFDM, 10% PER, -68dBm
48Mbps OFDM, 10% PER, -68dBm
36Mbps OFDM, 10% PER, -75dBm
24Mbps OFDM, 10% PER, -79dBm
18Mbps OFDM, 10% PER, -82dBm
12Mbps OFDM, 10% PER, -84dBm
11Mbps CCK, 8% PER, -82dBm
9Mbps OFDM, 10% PER, -87dBm
6Mbps OFDM, 10% PER, -88dBm
5.5Mbps CCK, 8% PER, -85dBm
2Mbps QPSK, 8% PER, -86dBm
1Mbps BPSK, 8% PER, -89dBm

Interface

Ethernet Port

Gateway support

FTP pass-through
VPN pass-through: PPTP / L2TP / IPSec pass-through

Power Input External, 9V DC, 0.7A
Dimension 5.9”x5.3"x1.29”

Weight 0.46 Ibs

Temperature 0°C ~50°C (32°F - 122°F)
Humidity 10% - 95%, Non-Condensing
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Appendix B - Troubleshooting

Q: What is the IP address of my RNX-GX4?
A: The default IP address is 192.168.1.1.

However If you changed the IP address in “LAN IP address” of “LAN Setup” and
have forgot, you might get the IP address of RNX-GX4 by looking up the IP address

of the default gateway for your computer.

To do this in most Windows OS computers, click Start > Run, Type “emd”, and then
enter “ipconfig”. The IP address of the Default Gateway should be the IP address of
the RNX-GX4 (This applies to most home network environments).

If your RNX-GX4 is a DHCP client, you can find your IP address from the DHCP
server. This information is only available from the DHCP server which allocates IP
addresses in your network. Find this information directly from the DHCP server or
contact your system administrator for more information. Or you will need to reset
your RNX-GX4 to default. This means your current settings will be lost.

Q: | don’t remember my password.

A: The default password is “guest”. If this doesn’t work, you have to reset your
RNX-GX4 using the “Default” button on the back of the RNX-GX4, Please see
Section 3.12.1, page 46 for detailed steps in resetting your RNX-GX4 manually.

Q: | cannot see or access the Login screen in the Web Management page.
A: Make sure you are using the correct IP address. You can also try below methods.
»  The default IP address is 192.168.1.1.
>» If you changed the default IP address, please use your changed IP
address.
» If you changed the IP address and have forgotten it, see the Question 1
on how to find the IP address of your RNX-GX4.
> Reset the device to its factory defaults, and try to access the RNX-GX4
with the default IP address

» If the problem continues, contact the network administrator or Rosewill.

Q: | cannot access the Internet.
A: Check the hardware connections, and make sure the LEDs are behaving as
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expected.

Please follow the steps below to make sure the RNX-GX4 is connected with you
modem.

Configure your settings correctly i.e. DHCP, SSID, Password.

Save your settings.

Reboot your RNX-GX4 and your ADSL/Cable modem.

If rebooting your ADSL/Cable modem doesn’t work, please call your

vV V VvV VY

ADSL/Cable provider and ask them to reset and restart your
ADSL/Cable Modem. (This is due to some newer ADSL/Cable modems
are now equipped with a battery for when power is lost, i.e. Time
Warner Cable Modems, will keep the modem on and connected. Due to
the ADSL/Cable modem not assigning the correct DHCP information,
the Rosewill Routers can not work correctly and assign DHCP to the
client computers.)

» Make sure you entered your ISP account information correctly. These
fields are case-sensitive, so make sure [Caps Lock] is not on.

> If you are trying to access the Internet wirelessly, make sure the
wireless settings in the PC/NB are the same as the settings in the
Router.

>» If the problem continues, contact your ISP.

Q: | cannot access the Internet anymore. | had access to the Internet (with the
RNX-GX4), but my Internet connection is not available anymore even if | use
wired connection.
A: Check the hardware connections, and make sure the LEDs are behaving as
expected.

>» Reboot the RNX-GX4.

» Check if your modem is flashing any red lights, if it does, please contact

your ISP.

Q: My internet connection is slow.
A: There might be a lot of traffic on the network.

» Look at the LEDs, to see if RNX-GX4 is transferring and receiving a lot
of information. LED will flash rapidly under heavy transmitting. Try
closing some programs that using the Internet, especially peer-to-peer
applications such as BT, eDonkey, and etc.

» Check the signal strength. If the signal strength is low, try moving the
RNX-GX4 closer to the AP if possible, and look around to see if there
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are any devices that might be interfering with the wireless network (for
example, microwaves, other wireless networks, and so on).

Reboot the RNX-GX4.

Please update the Wireless Adapter’s Firmware of your Notebook and
PC to the latest version to ensure the best connection.

If problem remains, please contact the network administrator or
Rosewill.

Q: | cannot access the RNX-GX4 or ping any computer from the WLAN (wireless

AP or router).
A: Make sure the wireless LAN is enabled on the RNX-GX4

>
>
>

Make sure the wireless adapter is working properly.

Make sure your wireless adapter has the most current firmware.

Make sure your computer (with a wireless adapter installed) is within
the transmission range of the RNX-GX4.

Check that both the RNX-GX4 and your wireless adapter are using the
same wireless and wireless security settings.

Make sure traffic between the WLAN and the LAN is not blocked by the
firewall.

Make sure you allow the RNX-GX4 to be remotely accessed through
the WLAN interface. Check your remote management settings.

Thank you for purchasing a quality Rosewill Product.

Please register your product at : www.rosewill.com for complete warranty information and future support for your

product.
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FCC Statement

This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to part 15 of the FCC rules. These limits are designed to
provide reasonable protection against harmful interference in a residential installation.
This equipment generates, uses and can radiate radio frequency energy and, if not
installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not
occur in a particular installation. If this equipment does cause harmful interference

to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or more of the
following measures:

-Reorient or relocate the receiving antenna.

-Increase the separation between the equipment and receiver.

-Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

-Consult the dealer or an experienced radio/TV technician for help.

To assure continued compliance, any changes or modifications not expressly
approved by the party responsible for compliance could void the user’s authority to
operate this equipment. (Example- use only shielded interface cables when connecting
to computer or peripheral devices).

This equipment complies with Part 15 of FCC RF Rules. Operation is subject to the
following two conditions:

1) This device may not cause interference and

2) This device must accept any interference, including interference that may cause
undesired operation of the device.

FCC Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment

1.This Transmitter must not be co-located or operating in conjunction with any other antenna
or transmitter.

2.This equipment complies with FCC RF radiation exposure limits set forth for an
uncontrolled environment. This equipment should be installed and operated with a

minimum distance of 20 centimeters between the radiator and your body.

Caution!

The manufacturer is not responsible for any radio or TV interference caused by
unauthorized modifications to this equipment. Such modifications could void the user
authority to operate the equipment.



