JA25AP’s User Manual
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Chapter 1 : Computer setting.

1-1. Computer set as the fixed IP :
a. From the [Start Menu] select [Settings] — select [Control Panel]
— select [Network and Internet .....] — select [Network Connections]
— Select [Ethernet Icon] — click and press right button of the mouse,
and select [properties].

Area Connection 2
Pick a category
Disable
Status
Repair

W it s
-

Bridge Connections
or pick a Control Panel icon
» .

Create Shorkout

Delete 4
Rename a

it et

b. In [General] tab, Please select [Internet Protocol (TCP/IP)]
— click [Properties].

c. Select both [Use the following IP address] and [Use the following DNS server
addresses]. Enter the IP address between 192.168.1.2~192.168.1.254 range ;
subnet mask is 255.255.255.0 — click [OK].

L Local Area Connection 2 Properties ?IX Internet Protocol (TCPJIP) Properties PIx
General | Authentication | Advanced | Geners|
Connect using: You can get IP seitings assigned automatically if your network supports
this capabilty. Othewise. you need to ask your network administiator for
‘ B3 5i5191 Ethemet Controller | the appropiiate P seftings
© Obtain an P addess automaicaly
This connection uses the following tems ® Uss the following IP address
1B Cent for Microsaft Networks \F addiess: 192 188 1 100
4= Fils and Printer Shating for Microsoft Metworks
181 005 Packet Scheder Subret mask: 255 . 255 . 255 0

Uristall Dbtsin DN sstwer sddhess sutomaticsly

Dieseription (3 Uss the follawing DNS server addhesses
Transmission Control Frotocal/Intemet Protocol. The default
wide area netwark pratacol that pravides communication

across diverse interconnected networks. l:l

Alternate DNS server.

Prefened DNS sarver

[[] Show ican in notification area when connected b c

d. Return back to [Local Area Connection Properties] screen
— click [OK] to close it.

jjPlus

Address: 11F, No. 780, Chung Cheng Rd., Chung Ho City, 235, Taipei Hsien, Taiwan
Tel: +886-2-3234-0466 Fax: +886-2-3234-0467



1-2. Access the setup page :
a. Launch the web browser (this section take IE6.0 for instance).
b. Type “ 192.168.1.1 ” in the address tab then press enter.

) High-Power Access Point Management Interface

File Edt Wiew Favorites Tools Help

@Back @ -J @ @ \/_h pSearch \?Nr\'

Address | http:ff192.168.1.1

c. It shows up the login page, type “admin” in [password] -elick [login]

Please Enter the password

Password ! "“"|
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Chapter 2 : How to get the JA25AP setting information?

2-1. System Status :
In this page show some information such as Hostname, Country Code,
Uptime, Firmware Version, Wireless device MAC address, Wired device MAC
address and Device Temperture.

Metwark Device Security Localization Log Q_E 2
Wireless )
Lk System Information
System Hostname LUXa979
. Country Code WILDCARD
Wwireless
Uptirne 1 min
Security Firmware ver, 1.28-rcd-pred

wireless dev, MAC addr. 00:COiCALIEI3DICA
wired dev, MAC addr, 00:CO:CAILE:3D:6E
Device temperature 45,5 °C | 113.9 °F

2-2. Wireless Status :
In this page show some Wireless working information such as mode,
ESSID, Band, Channel, 4-address Headers flag, Encryption mode, Power and
RSSI. If the device work in AP-Bridge or AP-Router mode you can
find out the “Client list” option beside of mode information.
Metwork Device Security Localization LogQ-E 2

Systern

LY 7 Wireless Information
System Mode Access Point Bridge (Client List)
ireleas ESSID AP4E
Band 802.11GR
Security Channel 2.432 GHz (Channel 5)
4-addr. Headers Enahled
Encryption none
Power Full power
RESI o

2-3. Security Status :
In this page show Access Control working mode (None, Acept, Deny) or
SNMP mode.

Metwork Device Security Lacalization Loz Out D

Systermn
£ Wireless Information
System Mode Access Point Bridge (Client List)
ireless ESSID AP435
Band §02.11GE
Security Channel 2.432 GHz (Channel 5)
4-addr, Headers Enabled
Encryption none
Power Full power
REEI o]
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Chapter 3 : How to Set the JA25AP’s Network information?

3-1. Wireless Settings :
there are 3 kinds of modes for wireless network settings.
a. AP Bridge :
SSID : A SSID(service set identifier) is a name used to identify the
particular 802.11 wireless LANs to which an user wants to attach.
Warning : Only A to Z, a to z, 0 to 9 and under line( © ’) can be
used for SSID.
Frequency Band : This option can be choosed for 802.11 band.
802.11a only, 802.11b only, 802.11g only, 802.11bg mix or Auto.
Enable WDS : To preserves the MAC addresses of client packets across links
between access points if WDS is enable.
Channel : Which working channel to be choosed.
Distance : Setting the device acktimeout.
Encryption : Selection of defferent kinds of Encryption mode.
Support mode WEP, WPA-PSK(AES), WPA-PSK(TKIP),
WPA2-PSK(AES), WPA2-PSK(TKIP).

b. AP Router :
AP Router mode support DHCP server for wireless client and the other features
are the same with AP Bridge mode.
Broadcast Range : 192.168.100.1 to 192.168.100.200

Waring : when setup as AP router mode, the web setup IP address will be
192.168.100.254.

Status Device Security Localization L Log O .
Wireless Settings
IP Settings
antenna setings [N & twork Function Settings

Wireless Settings

@ aperidge O ap Router O CPE
IP Settings

Antenna Settings Bl AF48 [ Hide 5510
Frequency Band @avte O11a Ottbonly Oiigonly O1ibsg
Enable wDs
®on OorF
(4-Address Headers)

Channel Auto ¥
Distance 0 M (1-50000, 0 is auta.)

Encryption MHone L4

Apply
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c. CPE :

SSID : Choose which AP’s SSID want to connect.
It can also use “Site Survey” to search AP.

Warning : Only A to Z, a to z, 0 to 9 and under line( © ) can be used
for SSID.

Enable Burst : To enable Burst mode or not.
Enable WDS : To preserves the MAC addresses of client packets across links
between access points, if WDS is enable.
Encryption : Selection of defferent kinds of Encryption mode.
Support mode WEP, WPA-PSK(AES), WPA-PSK(TKIP),

WPA-PSK 2(AES), WPA-PSK2(TKIP).

Status

Device

Security Localization

[ LegOut )

IP Settings
Antenna Settings

wWireless Settings

Networ Network Function Settings

O ap Bridge

O AP Router @ CPE
IF Settings
AfEme Seings 551D AP4E (Site Survey)
Enable Burst Qon @ oFF
Enable 4-Address Headers @ om O ofFF
Apply

3 Management interface - Microsofl Inlernel Explorer

Site Survey

SSID MAC Address Channel Signal Encryption
ms1_azp

00:19:00:99: 1506 & m’ﬂl” wep
DYNAWLLL [T TR 1n ﬂrﬂm NO
TICASE 4P1 0013041400320 1 m”'m WRA-PEK
Retesh |
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3-1.5. Encryption Setting :
WEP : Support 64 / 128 / 256 bit ASCII (5 / 13 / 29 char).
Support 64 / 128 / 256 bit Hex (10 /26 / 58 char).

Encryption WEP v |

Key Index 1_"’
Key 1 01234567890 | ©ascir @ Hex
Key z | Oascir @ Hex
ey 3 | ©agcl @ Hex
Key 4 | O ascil ® Hex

WPA-PSK (AES) : Support 8 to 63 char.
WPA-PSK (TKIP) : Support 8 to 63 char.
WPA2-PSK (ALS) : Support 8 to 63 char.
WPA2-PSK (TKIP) : Support 8 to 63 char.

Encryption DS v

|

This digital apparatus does not exceed the Class B limits for radio noise emissions
from digital apparatus as set ouf in the mterference-causing equipment standard
entitled “Digital Apparatus.” ICES-003 of Industry Canada.

Cet appareil numerique respecte les limites de bruits radioelectriques applicables

aux appareils numeriques de Classe B prescrites dans la norme sur le material
brouilleur: “Appareils Numeériques.” NMB-003 edictée par ['Industrie.

(1)=this device may not cause interference.and (2) this device must accept any
mterference. mcluding interference that may cause undesired operation of the device.'
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3-2. IP Settings :
there are 2 kinds of options for wired network setting.

a. Device IP :
DHCP : Automatically get the IP address from DHCP Server.

Static IP : Asign a Static IP for this Device.

Status Cevice Security Localization [m‘l
Wireless Settings
Networ| antenna Settings Network IP Settin gs
Wireless Settings
IP Settings @ Device 1P O 1F Alias
Antenna Settings % DHCP Client
O static 1
Apply
Status Device Security Lacalization Lm

Wireless Settings

N e tw o | antemna semngs |

wireless Settings

Network IP Settings

@ Device 1P O 1P Alias

IP Settings
Antenna Settings 0 DHCP Client
@ static 1P
1 Address

Metrnask Address

Default Gateway

DNS Server

b. IP Alias : This IP address is mainly for the users to access management interface.

Status Dewice Security Lacalization

Wireless Settings

Networ | aenna serins |

Wireless Settings

Network IP Settings

O Device P @ IF alias

IP Settings

Antenna Settings Enable IF Alias
IP Address

Netrmask Address
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Chapter 4 : JA25AP Device Function.

4-1. Bandwidth settings :
Setup the limitation the wireless Upload and Download Bandwidth.

Status Retwork Device Security Localization (__LogOout i)
Device Bandwidth Settings

Bandwidth

Firmware Upgrade O Ciawnload l:l Kbit

Reboot

Factory Setting

Hostname

4-2. Firmware Upgrade :
Firmware upgrade procedure:

Step1 : click “start” button to start up firmware upgrade.

E etk | Security Lncaliration G
= L
Device et @ Upgrade
Bandmidis
Shep 1 Start by clicking the Start Button

Stes 2. Chease a9 usgrase fie
Stug ) Vardy fis conturts

e 4 Start mage grads

Sine 51 Usgrads startad. Tlessa mint for completion

18w 61 Usgrads comzlats, sebect rabest 0 restart device

)

Step2 : a. Click “Browse...” button to select the firmware image file.
b. After selection click “Open”.
c. Click “Upload” button to upload image otherwise Click “Cancel” button
to cancel firmware upgrade function.

St [y Devitn. Secunty Lecabianon A oo file 4]
Lk [ lndaFemmtes =] O 7 [
Device Firmware Upgrade LY o soerwet b 111 ] feipedate g
Bandmidth [
Saep 11 St by chekisg the Sant botion. Documents.
i rade i
s £ chors n e e €]
abas Datbic.
S35 3: Veriy e contasty
Sanp 4: Btart image wqrase
My Documenty
Saep 51 Uipgrade st
Saep &1 Lparade comgle ljl
iy Compuim
[T — [ =
e =
Floioe  [MFar =]
i) Wetmork. Devicn Securty eakyanen -]
Firmware Upgrade
Toap 1= Btart by clicking the Start button
Saep 2: Chosse an v sde bl
eba
Sep 3. Uneky Fim eortents
Sap 4: Shart mags et
S840 5 Ugsprade startad, Plaste mat for compltion
Shrp 4 Upgrads complate, selact rebest 1o rertaet deven
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Step3 : click “Verify” button to start up verify firmware image.

Status Metwork Device Security Localization Log O )
Device Firmware Upgrade
Bandwidth

Step 1: Start by clicking the Start buttan
Firmwars Upgrade

Step 2: Chonse an upgrads file
Reboot

Step 3: Verify fils contents

Step 4 Start image upgrade

Step 5: Upgrade started., Please wait for cornpletion

Step 6: Upgrade complete, select reboot to restart devics

Step4 : Click “Start Upgrade” button to upgrade image or Click “Cancel” button
to cancel firmware upgrade function.

Status Metwark Device Security Laocalization Log O
Device Firmware Upgrade
Bandwidth

Step 1: Start by clicking the Start button
Firmware Upgrade

Step 2: Choose an upgrade file
Reboot

Step 3: Verify file contents

Step 4: Start image upgrade

Step 5: Upgrade started, Flease wait for completion

Step &: Upgrade complete, select reboot to restart device

Step5 : Click “Reboot” button to restart device when upgrade bar was 100% Complete.

Firmware Upgrade

Upgrade started. Flease wait for completion

| 15% |

Firmware Upgrade

Upgrade complets

[ Reset device to factory settings. WARIING: this will erase all user settings
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4-3. Device Reboot :
To reboot the device.

Status Netwark Device Security Localization Log O
Device Device Reboot
Bandwidth

Do you want to reboot?
Firmware Upgrade

es
Reboot

Factory Setting

Hostname

4-4. Factory Setting :
Return to factory default setting.

Status Metwark Device Security Localization Log O
Device Factory setting
Bandwidth

Do you want to restore factory setting?
Firmware Upgrade

es
Reboot

Factory Setting

Haostname

4-5. Hostname :
The idenfication of the device.
The hostname is used to identify a particular host in various forms of electronic

communication.
Status Metwork Dewice Security Localization Log O )
Device Hostnhname
Bandwidth
Hostname LUX979

Firmware Upgrade
Apply
Reboot

Factary Setting

Haostname
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Chapter 5 : Security Management for networks.

5-1. Access Control :
Connection control by MAC address.
a. Add : Add a MAC address into Access list.
b. Clear : Clear building list.
c. Del : Delete MAC address from Access list.
d. Apply : Apply selected list to the AP.
Only 1 list (None / Accept / Deny) be start up in the same time.

Status Metwark Device Security Localization Log O

Security Access Control

Access Contral

O MNone O Accept @ Deny

SHMP
a
Password Settings MAC Address oo, [17]; [22], [33], [44], (58 G‘E'J)h
Deny List
®‘-’ 00:11:22:33:44155
Cleeey D d
5-2. SNMP :

SNMP is used in network management systems to monitor network-attached
devices for conditions that warrant administrative attention.

Status Metwark Device Security Localization Log O )

Security SNMP Settings

Access Control
Enahle SHMP

SNMP SMMP Public Community Mame
) SNMP Public Source
Password Settings

SMMP Private Comrunity Mame

SHMP Private Source
Apply

5-3. Password :
To change Web User Interface login password.

Status Network Device Security Localization Log O )

Security Password Settings

Access Control
Mew Password

SHMP Confirmed Password

Password Settings Apply
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Chapter 5 : Security Management for networks.

Support 4 different country code.
. Wildcard

b. Germany

¢. Japan

d. United States

fev]

Status Network Dewvice: Security Localization _ LlegOut D)

Localization Country Code Settings

Conuntry Code

Current Country WIDCARD

| & | Germany
| i Japen
United States

This equipment has been tested and found to comply with the limits for a class B digital device, pursuant to part 15 of
the FCC rules. These limits are designed to provide to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and
used in accordance with the installation. . May cause harmful interference to radio communication. However, there is
no guarantee that interference

Will not occur in a particular installation. if this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

-Reorient or relocate the receiving antenna

-Increase the separation hetween the equipment and receiver

-Connect the equipment into an outlet on a circuit different from that to which the receiver is connected

-Consult the dealer or an experienced radio / TV technician for help

You are cautioned that changes or modifications not expressly approved by the party responsible for compliance could
void your authority to operate the equipment.

This device complies with part 15 of the FCC rules. Operation is subject to the following two conditions
(1)*This device may not cause harmful interference and
(2)+This device must accept any interference received. including interference that may cause undesired operation

FCC RF Radiation Exposure Statement:

1. This Transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

2. This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled environment. This
equipment

should be installed and operated with a minimum distance of 20 centimeters between the radiator and your body.

This transmitter has heen demonstrated co-location compliance requirement with any other antenna or transmitter .
For product available in the USA market, only channel 1~11 can be operated. Selection of other channels is not possible.
iiPlus
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Application 1 : Basic Wireless Bridge Network ?

%Elhcmﬁlig __% B*Elhtzme%ﬂ hcrnd@

DHCP Service AP-Bridge _F CPE Switch Hub PC

Printer  ,-° '

AP bridge and CPE connect multiple network segments at the data link layer (layer2) of
the OSI model.

They can be used to join or connect remote station to LANS.
If a DHCP Server is behand the remote AP or station, the PC or device behind the JA25AP
will get the ip informations from DHCP server.

Application 2 : Basic Router Application ?

i o)
%—Elhcmcl‘a ,_a’_zzi_ afElhcmc%fElhcrna@

DHCP Service AP-Router CPE Switch Hub PC

Printer

Get IP information from JA25AP running in AP router mode.
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