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Software Security Description

General description

| FCC question/requested information

Company Response

Re.l | 1. Describe how any software/firmware update will be
- | obtained, downloaded, and installed.
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1. Updates can only be obtained from

www. dipnet.com
2. After firmware image is downloaded,

administrator can login to the appliance
management Ul to perform firmware upgrading over
HTTPS.

2 Describe all the radio frequency parameters that are
g modified by any software/firmware without any hardware
changes. Are these parameters in some way limited, such
that, it will not exceed the authorized parameters?

dipnet EAPT06/705 uses Public Key Infrastructure
(PKI) to authenticate source of firmware reliably. It
secure signing server uses PKI private key to sign
the firmware. And appliance has PKI public key to
authenticate the firmware image.

Digital Signature Algorithm (DSA) and secure
hashing algorithm (SHA) to validate only signed
legitimate firmware can be allowed for upgrading.
DSA can ensure firmware is authentic.

% 3. Are there any authentication protocols in place to ensure
that the source of the software/firmware is legitimate? If so,
describe in details; if not, explain how the software is

:i : | H__Eﬂl.ll"ﬂd from modification.

EAPT06/705 appliance built in ROM Pack verifies
firmware platform target to ensure firmware
matches the appliance hardware product code.
Only firmware dedicated for specific hardware
platform is allowed for upgrading.

::i f.ﬂ;jﬁg_mthare any verification protocols in place to ensure that
1 tha software/firmware is legitimate? If so, describe in
| detais.

EAP706/705 appliance built in ROM Pack verifies
firmware platform target to ensure firmware

matches the appliance hardware product code.

Only firmware dedicated for specific hardware
platform is allowed for upgrading. il

if any, encryption methods used.
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Digital Signature Algorithm (DSA) ensures firmware
is authentic.




Third-Party Access Confrol

1. How are unauthorized software/firmware changes prevented?

Through the PKI, DSA and SHA authentication
and verification.

Only matching firmware can be accepted,

2. Is it possible for third parties to load device drivers that could
modify the RF parameters, country of operation or other
parameters which impact device compliance? If so, describe

No

Mot possible. 4ipnet device sold in US can only
be operated in FCC regulatory domain and US
allowed frequencies. The product regulatory
domain identification cannot be modified by all
means

4ipnet device is registered, device unique Serial
number and regulatory domain are tied in to
backend database to prevent third party from
downloading non-US versions of firmware.

And device authenticates and verifies firmware
signature to only allow US-versions of firmware

for upgrading.
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Ul can ¢ accessed through user name and
password authentication.

| The purchaser of the appliance defines roles and
‘how they want to manage this access and what
| is restricted.

Nothing in the Ul can set appliance outside the
parameter per grant of authorization

Depends on purchaser palicy.

Nothing in the Ul can set appliance outside the
parameter per grant of authorization. No special
modes for installers or professionals o user.

Mothing in the Ul can set appliance cutside the
parameter per grant of authorization. No special
modes for installers or professionals or user.




i) What controls exist that the user cannot operate the

device outside its authorization in the U.S.?

Nothing in the Ul can set appliance outside the
parameter per grant of authorization. Mo special
modes for installers or professionals or user.

Nothing in the Ul can set appliance outside the
parameter per grant of authorization. No special
modes for installers or professionals or user.

Nothing in the Ul can set appliance outside the
parameter per grant of authorization. No special
modes for installers or professionals or user.

Nothing in the Ul can set appliance outside the
parameter per grant of authorization. No special
modes for installers or professionals or user.

Appliances sold in US are set at factory.

Country code can’t change in the UL

Appliances sold in US are set at factory.
Country code can't change in the UL

| When device is restarted it will return to last

aavad setting. Only when administrator explicitly
| :n]]ﬁt_;sas to reset device configuration fo factory

1 dg{alﬂ, device can return to default parameters.

ves, | EAP706/705 appliance radio is configured in

| normal BSS access point mode.
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