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Preface

This guide is for the networking professional who installs and manages the
CPE2615 product hereafter referred to as the “device”. To use this guide, you
should have experience working with the TCP/IP configuration and be familiar
with the concepts and terminology of wireless local area networks.



Ch 1. CPE2615 Pack

Packing List

Before you start to install the CPE2615, make sure the package contains the
following items

CPE2615 Wireless AP/Router unit
Power Adapter 12VVDC

PoE Base Unit

Mounting Kit

CD User Manual



The device provides 3 different operation modes and the wireless radio of device
can act as AP/Client/WDS. The operation mode is about the communication
mechanism between the wired Ethernet NIC and wireless NIC, the following is
the types of operation mode.

Router

The wired Ethernet (WAN) port is used to connect with ADSL/Cable modem and
the wireless NIC is used for your private WLAN. The NAT is existed between the
2 NIC and all the wireless clients share the same public IP address through the
WAN port to ISP. The default IP configuration for WAN port is DHCP client.

Bridge
The wired Ethernet and wireless NIC are bridged together. Once the mode
is selected, all the WAN related functions will be disabled.

WISP (Wireless ISP)

This mode can let you access the AP of your wireless ISP and share the same
public IP address form your ISP to the PCs connecting with the wired Ethernet
port of the device. To use this mode, first you must set the wireless radio to be
client mode and connect to the AP of your ISP then you can configure the WAN
IP configuration to meet your ISP requirement.

The wireless radio of the device acts as the following roles.

AP (Access Point)

The wireless radio of device serves as communications “hub” for wireless clients
and provides a connection to a wired LAN.

AP Client

This mode provides the capability to connect with the other AP using
infrastructure/Ad-hoc networking types. With bridge operation mode, you can
directly connect the wired Ethernet port to your PC and the device becomes a
wireless adapter. And with WISP operation mode, you can connect the wired
Ethernet port to a hub/switch and all the PCs connecting with hub/switch can
share the same public IP address from your ISP.
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WDS (Wireless Distribution System)

This mode serves as a wireless repeater; the device forwards the packets to
another AP with WDS function. When this mode is selected, all the wireless
clients can’'t survey and connect to the device. The device only allows the WDS
connection.

WDS+AP
This mode combines WDS plus AP modes, it not only allows WDS connections
but also the wireless clients can survey and connect to the device.

The following table shows the supporting combination of operation and wireless
radio modes.

Bridge Router wIsP
AP V v X
WDSs V v X
Client V X V
AP+WDS V \ X

Hereafter are some topologies of network application for your reference.

Reaer Mode
With
WIS - AP




Basic Settings

5. Wireless Basic Settings

This page is used to configure the parameters forwirsless LAN Slients which may
zonnect to yous Access Paint.

Band: 2.4 GHz (B+Z) =
Mode: AF =
Network Type: frastictire
5SID: |RTLE18E-GW
Channel Number: "M =

[T Enable Mac Clone (Single Etherret Client)

Cance J <<Back | HMestz>

Disable Wireless LAN Interface: Disable the
wireless interface of device Band: The device supports

2.4GHz(B), 2.4GHz(G) and 2.4GHz(B+G) mixed modes.

Mode: The radio of device supports different modes as following:

AP : The radio of device acts as an Access Point to serves all wireless clients
to join a wireless local network.

Client : Support Infrastructure and Ad-hoc network types to act as a wireless
adapter.

WDS : Wireless Distribution System, this mode serves as a wireless repeater,
only devices with WDS function supported can connect to it, all the wireless
clients can’t survey and connect the device when the mode is selected.
AP+WDS : Support both AP and WDS functions, the wireless clients and
devices with WDS function supported can survey and connect to it.



Infrastructure :

This type requires the presence of 802.11b/g Access Point. All communication is
done via the Access Point.

AP Client 41 AP Client #2

Ad Hoc :  This type provides a peer-to-peer communication between
wireless stations. All the communication is done from Client to Client without
any Access Point involved. Ad Hoc networking must use the same SSID and
channel for establishing the wireless connection.

AP Client #3 AP Client 42

C #3 [’f':—'—'
In client mode, the device can’t support the Router mode function including
Firewall and WAN settings.



SSID :

The SSID is a unique identifier that wireless networking devices use to establish
and maintain wireless connectivity. Multiple access point/bridges on a network or
sub-network can use the same SSID. SSIDs are case sensitive and can contain
up to 32 alphanumeric characters. Do not include spaces in your SSID.

Channel Number :

The following table is the available frequencies (in MHz) for the 2.4-GHz radio:

Channel No. | Frequency |Country Domain
1 2412 Americas, EMEA. Japan. and China
2 2417 Americas, EMEA, Japan. and China
3 2422 Americas, EMEA, Japan, Isragl, and China
4 2427 Americas, EMEA, Japan, Isragl, and China
5 2432 Americas, EMEA, Japan, Isragl, and China
G 2437 Americas, EMEA, Japan. Isragl, and China
7 2442 Americas, EMEA, Japan, Isragl, and China
8 2447 Americas, EMEA, Japan, Israel, and China
9 2452 Americas, EMEA, Japan, Isragl, and China
10 2457 Americas, EMEA, Japan. and China
11 2462 Americas, EMEA, Japan, and China
12 2467 EMEA and Japan only
13 2472 EMEA and Japan only
14 2484 Japan only

When set to “Auto”, the device will find the least-congested channel for use.

Associated Client :

Show the information of active wireless client stations that connected to the

device.




Advanced Settings

Authentication Type

The device supports two Authentication Types “Open system” and “Shared Key”.
When you select “Share Key”, you need to setup “WEP” key in “Security” page
(See the next section). The default setting is “Auto”. The wireless client can
associate with the device by using one of the two types.

Fragment Threshold

The fragmentation threshold determines the size at which packets are
fragmented (sent as several pieces instead of as one block). Use a low setting in
areas where communication is poor or where there is a great deal of radio
interference. This function will help you to improve the network performance.

RTS Threshold

The RTS threshold determines the packet size at which the radio issues a
request to send (RTS) before sending the packet. A low RTS Threshold setting
can be useful in areas where many client devices are associating with the device,
or in areas where the clients are far apart and can detect only the device and not
each other. You can enter a setting ranging from 0 to 2347 bytes.

Data Rate

The standard IEEE 802.11b/11g supports 1, 2,5.5,11/6, 9, 12, 18, 24, 36, 48
and 54 Mbps data rates. You can choose the rate that the device uses for data
transmission. The default value is “auto”. The device will use the highest
possible selected transmission rate.

Beacon Interval
The beacon interval is the amount of time between access point beacons in
mini-seconds. The default beacon interval is 100.

Broadcast SSID

Broadcasting the SSID will let your wireless clients find the device automatically.
If you are building a public Wireless Network, disable this function can provide
better security. Every wireless stations located within the coverage of the device
must connect this device by manually configure the SSID in your client settings.

10



Int. Roaming

This function will let Wireless Stations roam among a network environment with
multiple devices. Wireless Stations are able to switch from one device to another
as they move between the coverage areas. Users can have more wireless
working range.

An example as the following figure.
You should comply with the following instructions to roam among the wireless
coverage areas.

Note  For implementing the roaming function, the setting MUST comply the following
two items.

All the devices must be in the same subnet network and the SSID must be the
same.

If you use the 802.1x authentication, you need to have the user profile in these
devices for the roaming station.

{ I thernet

Wireless Station moves
between the coverage areas

Block WLAN Relay (Isolate Client)

The device supports isolation function. If you are building a public Wireless
Network, enable this function can provide better security. The device will block
packets between wireless clients (relay). All the wireless clients connected to the
device can’t see each other.

11



Configuring Wireless Security

This device provides complete wireless security function include WEP, 802.1x,
WPA-TKIP, WPA2-AES and WPA2-Mixed in different mode (see the Security
Support Table).

The default security setting of the encryption function is disabled. Choose your
preferred security setting depending on what security function you need.

Wireless Security Setup

This page allows you setups the vareless seconby. Tam on WEE or WPA by uimg
Encrypteon Eers tould prevest any nnacthonized acceas to poirwisles netarer

Emcrgptian: |r:-|n; E‘ TP B
I Use 002,72 % WER Bdbits
Authentication © WER 126013

™ Entempnae [RALILIS)

WHA fithendication Mads: & Peraaral [PreShored Hey]
PraShaned Key Format |Passphiass :
Pra.Shared Koy: |
I Enable Pro-
Authentication

Pot[i= IR addruss
gﬁ:ﬂﬁllm RADIUE '7 e

Thate’ @R amcrpptics SEP s delected pow mr o BEF iy valus

Iy Changes A=t
L]

WEP Encryption Setting

Wired Equivalent Privacy (WEP) is implemented in this device to prevent
unauthorized access to your wireless network. The WEP setting must be as

same as each client in your wireless network. For more secure data transmission,
you can change encryption type to “WEP” and click the “Set WEP Key” button to
open the “Wireless WEP Key setup” page.

12



Encryption: WEF' Sl Set WEP key
L] Use 802.1x WEP Bdhits
Authentication WEP 128hits

Enterprise (RADIUS)
Persunal (Pre-Shared Key)

WPA Authentication Mode:

Pre-Shared Key Format:
Pre-Shared Key:

Enahle Pre-
Authentication

When you decide to use the WEP encryption to secure your WLAN, please refer
to the following setting of the WEP encryption:

64-bit WEP Encryption 64-bit WEP keys are as same as the

encryption method of 40-bit WEP. You can input 10 hexadecimal

digits (0~9, a~f or A~F) or 5 ACSII chars.

128-bit WEP Encryption 128-bit WEP keys are as same as the encryption
method of 104-bit WEP. You can input 26 hexadecimal digits (0~9, a~f or A~F) or
10 ACSII chars.

The Default Tx Key field decides which of the four keys you want to use in your
WLAN environment.

73 WEP Kex Setup - Microsoft Internet Explorer

Wireless WHP Key Setup

This page allows o setop the WEF key valve. Yo oonld choose wse 6d-hit or 128-hit as the encryption
ke and select ASCTT or Hear as the formnat of inpart walne.

Eey Length: ZET
Ecy Foumat. [Tex (10 dmnacies) |
Default Tz Eey. :K:cy l_v-E o
T T

Encryption Key 2: [t
Encryption Rey 3: | Frrbkrreee
Encryption Key 4: [k

[Cvomes ] (o] (=)
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WEP Encryption with 802.1x Setting

The device supports external RADIUS Server that can secure networks against
unauthorized access. If you use the WEP encryption, you can also use the
RADIUS server to check the admission of the users. By this way every user must
use a valid account before accessing the Wireless LAN and requires a RADIUS
or other authentication server on the network. An example is shown as following.

(&

You should choose WEP 64 or 128 bit encryption to fit with your network

environment first. Then add user accounts and the target device to the RADIUS
server. In the device , you need to specify the IP address Password (Shared

Secret) and Port number of the target RADIUS server.

Encryptinn: [wER v
] Usa B2, 1% & WEP Bdhits
Huihentication CWER 123k

Enferprse [HATILIE)
Personal (Pre-Sharsd key)

WPA Authentcation More:
Pre-Shared Key Forman
Pre-Shared Key:

Enable Mie-
Authentication

For[ 1812 1P addmas
Auihentication RADIS — s
Sanver: B

Tiode When encrpphon ¥EF (2 aeforted, poeromat sof WEF kop value
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WPA Encryption Setting

WPA feature provides a high level of assurance for end-users and
administrators that their data will remain private and access to their
network restricted to authorized users. You can choose the WPA
encryption and select the Authentication Mode.

WPA Authentication Mode

This device supports two WPA modes. For personal user, you can use
the Pre-shared Key to enhance your security setting. This mode requires
only an access point and client station that supports WPA-PSK. For
Enterprise, authentication is achieved via WPA RADIUS Server. You
need a RADIUS or other authentication server on the network.

Enterprise (RADIUS):

When WPA Authentication mode is Enterprise (RADIUS), you have to add user
accounts and the

target device to the RADIUS Server. In the device , you need to specify the IP
address Password

(Shared Secret) and Port number of the target RADIUS server.

Pre-Share Key:

This mode requires only an access point and client station that supports
WPA-PSK. The WPA-PSK settings include Key Format, Length and Value. They
must be as same as each wireless client in your wireless network. When Key
format is Passphrase, the key value should have 8~63 ACSII chars. When Key
format is Hex, the key value should have 64 hexadecimal digits (0~9, a~f or
A~F).

15



Configuring as WLAN Client Adapter

This device can be configured as a wireless Ethernet adapter. In this mode, the
device can connect to the other wireless stations (Ad-Hoc network type) or
Access Point (Infrastructure network type) and you don’t need to install any
driver.

Quick start to configure

Step 1. In “Basic Settings” page, change the Mode to “Client” mode. And key in
the SSID of the AP you want to connect then press “Apply Changes”
button to apply the change.

Wireless Basic Seltings

Tha pags i wied 18 cordaque N parsirstas b siibass LA it shich oy
comnasc] B0 pour Acoess Prevl Hipe you may Change wirsless encrgpian peting: o
] i s nehd 2knaralan

Disghils Wiralees LAN Inisdare
Alian Hamu:
l Banil;
Ml
Patwail Tyau:
[ T ]
Channel Rumisar:

Fomn Tinrmsin fihanneis ; T (1-14]
Aemivimiad Cliens:
Erialile Mar Clusa [Singha Dfsmol Tlieni)
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Step 2. Check the status of connection in “Status” web page

Access Point Status

The page shows: the cunent sfsfus and same= basc sethings of the deios

AP BlEas Mo
Ul ytimez Ay 200 A Am S
Flanmvsare Vession w3 3-en
Mudi Infiaratruciuna Clim
Hand LiEH [B+G)
S580 FTLE 18-
Chi s Mg 1
Emeirypiitn O el
A5SI0 D00 00 D0 00
Siate S CATRring

CPAP Coji i
Attain B Prasscnl Foed I
B e resss 1% 168.2.1
Subined Mask 252552550
Dl Gt v iy 0aoa
BAL Al e 0000 00 0000100
il Gt ]
Enain ¥ Pretecnl Freed [P
B ol i 2112374 H

The alternative way to configure as following:
Step 1. In “Wireless Site Survey” page, select one of the SSIDs you want to
connect and then press “Connect” button to establish the link.

Wireless Site Survey

This page provides tool to scan the wireless network. |fany Access Foint or IBSS is
found, you could choose fo connect it manually when client mode is enabled.

LasetViden 0020:20:39:a754  3(E) = AP yes a2

Refresh ] [ Connect

17



Step 2. If the linking is established successfully. It will show the message "Connect
successfully”. Then press “OK”.

Connect successfully!

E3

Diperation hadz

Step 3. Then you can check the linking information in “Status” page.

Access Point Status

This pmge shovs {he cumem status snd somahagic satings of tha deice

AP Alias Name
Liptima Aday 035m0 3 38
Firmmecare Yerslon w5 d-an
ftnde Irdsetrirciuns Cliant
Hand 2.4 GHz B+
S50 RITLA1HE- A
Channel Mumber 1
Encayption Disahled
O: o). ca 1765 5a
Cormecled
Aftain [P Prodocol Freed IF
I Addlress i il 1 S e

Note: If the available network requires authentication and data encryption, you
need to setup the authentication and encryption before stepl and all the settings
must be as same as the Access Point or Station. About the detail authentication
and data encryption settings, please refer the security section.

18



Authentication Type

In client mode, the device also supports two Authentication Types “Open system”
and “Shared Key”. Although the default setting is “Auto”, not every Access Points
can support “Auto” mode. If the authentication type on the Access Point is knew
by user, we suggest to set the authentication type as same as the Access Point.

Data Encryption

In client mode, the device supports WEP and WPA Personal/Enterprise
except WPA2 mixed mode data encryption. About the detail data
encryption settings, please refer the security section.

19



Ch 3. Configuring WDS

Wireless Distribution System (WDS) uses wireless media to communicate with
the other devices, like the Ethernet does. This function allows one or more
remote LANs connect with the local LAN. To do this, you must set these devices
in the same channel and set MAC address of other devices you want to
communicate with in the WDS AP List and then enable the WDS.

When you decide to use the WDS to extend your WLAN, please refer the
following instructions for configuration.

1. The bridging devices by WDS must use the same radio channel.

2. When the WDS function is enabled, all wireless stations can’t connect the
device.

3. If your network topology has a loop, you need to enable the 802.1d Spanning
Tree function.

4. You don't need to add all MAC address of devices existed in your network to
WDS AP List. WDS AP List only needs to specify the MAC address of devices
you need to directly connect to.

5. The bandwidth of device is limited, to add more bridging devices will split the
more bandwidth to every bridging device.

WDS network topology

In this section, we will demonstrate the WDS network topologies and WDS AP
List configuration. You can setup the four kinds of network topologies: bus, star,
ring and mesh.

In this case, there are five devices with WDS enabled: WDS1, WDS2, WDSS3,
WDS4 and WDS5.

20



Bus topology:

Device Entries of WDS AP List

Spanning Tree
Protocol Required

WDS1 The MAC Address of WD32 No
WDS2 | The MAC Addresses of WDS1 and WDS3 No
WDS3 The MAC Addresses of WDS2 and WDS4 No
Whos4 [ he MAC Addresses ot WDS3 and WDS5 Mo
WDS5 The MAC Address of WDS4 Mo

Star topoloqgy:

Spanning Tree

Device Entries of WDS AP List Protocol Required
WDSs1 The MAC Addresses of WDS2, WDS3, WD54 No
and WDS5
wDs2 The MAC Address of WDS1 No
wDS3 The MAC Address of WDS1 No
WwDS4 The MAC Address of WDS1 No
WDS5 The MAC Address of WDS1 No

21




Ring topology:

Wi 22

Device Entries of WDS AP List Spanning Ttee
Protocol Required

WDS1 | The MAC Addresses of WDS2 and WDS5 Yes

WDS2 | The MAC Addresses of WDS1 and WDS3 Yes

WDS3 | The MAC Addresses of WDS2 and WDS4 Yes

WDS4 | The MAC Addresses of WDS3 and WDS5 Yes

WDS5 | The MAC Addresses of WDS4 and WDS1 Yes

22




Mesh topology

Device Entries of WDS AP Lisl Spanning Tree
Protocol Required
WD | The MAC Addresses of WDS2, WDE3, WS4 and WDSS Vs
WDs2 The MAC Addresses of WDS1, WDS3, WDS4 and WDS5 Yes
WIS 3 Tlhe MAC Addresses ol WS, WDS2, WSS and WSS s
Ws4 The MAC Addresses of WDS1, WDS2, WDSS and WSS Yes
WIS5 The MAC Addresses of WS, WDS2, WSS and WS4 Yes

23




WDS Application

Wireless Repeater

Wireless Repeater can be used to increase the coverage area of another device
(Parent AP). Between the Parent AP and the Wireless Repeater, wireless
stations can move among the coverage areas of both devices. When you decide
to use the WDS as a Repeater, please refer the following instructions for
configuration.

In AP mode, enable the WDS function.

You must set these connected devices with the same radio channel and
SSID.

Choose “WDS+AP” mode.

Using the bus or star network topology.

Description Entries of WDS AP List Spanning Tn?e
Protocol Required
Access Point | The MAC Address of Repeater Yes
Repeater The MAC Address of Access Point Yes

Wireless Bridge

Wireless Bridge can establish a wireless connection between two or more Wired
LANs. When you

decide to use the WDS as a Wireless Bridge, please refer the following
instructions for configuration.

24



In AP mode, enable the WDS function.
You must set these connected devices with the same radio channel, but you

may use different SSID.
Choose “WDS” mode for only wireless backbone extension purpose.

You can use any network topology, please refer the WDS topology section.

25



Ch 4. Advanced Configurations

Configuring LAN to WAN

Firewall

Filtering function is used to block packets from LAN to WAN. The device
supports three kinds of filter Port Filtering, IP Filtering and MAC Filtering. All the
entries in current filter table are used to restrict certain types of packets from your
local network to through the device. Use of such filters can be helpful in securing

or restricting your local network.

Port Filtering

When you enable the Port Filtering function, you can specify a single port or port
ranges in current filter table. Once the source port of outgoing packets match the
port definition or within the port ranges in the table, the firewall will block those

packets from LAN to WAN.

Port Filtering

Erne=in thiz tabls are uead to resinct cedain'typee of dala packets from your local
riabwa ek 1o st airat thraugh tha Satawsy. Uoe ol such Mtars can ba halpful
=acuring or metnciing your local pebwor

T Enabis Port Filksring
Far Rango Priniacn| Cammite bl

| EEE=| |
Aaply Changez. | H=est |

TCurwens Filer Takbe)

et | | Irsaer|
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IP Filtering

When you enable the IP Filtering function, you can specify local IP Addresses in
current filter table. Once the source IP address of outgoing packets match the IP
Addresses in the table, the firewall will block this packet from LAN to WAN.

IP Filtering

Ermirie= iri this iable are gssd 4o restrict cotsin types of dats packesis fom your local
nefeenck 10 Irdemet thro ugh the Gaiesay. U=s ofsuch fikers can be helphalin
ERCLrifg of rasticling your jocal nedvwork

™ Enabls P Fillesriing
Lol [P Aubdress Protsocol Commani

| [ =
[ Zeply Changes | | Raaet |

Currend Filtor Table;

MAC Filtering

When you enable the MAC Filtering function, you can specify the MAC
Addresses in current filter table.

Once the source MAC Address of outgoing packets match the MAC Addresses in
the table,

the firewall will block this packet from LAN to WAN.

MAC Filtering

Enties inthis 1able are usedd (o mstic cemain types of date packals fram: youl locael
nabwads b Intarned thicaligh 1he Geteway, Daa ol such fiters can ba bhalpful i
escunng -or resiricking wour local neteork

™ Enshle BMAC Filsaring

MAC Addross: Commuont:

[ aniy Ghanges || | Resat |

Curremt Filter Tahlos
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Configuring Port Forwarding (Virtual
Server)

This function allows you to automatically redirect common network services to a
specific machine behind the NAT firewall. These settings are only necessary if
you wish to host some sort of server like a web server or mail server on the
private local network behind the device's NAT firewall.

Port Forwarding

Entnag. v thie tabla alow wou to auldmatically redirect corimor nebaork samices to & spacic
maching behind 1he MAT firgwall, Thesa saibngs-am only necessany il you wish to hosl some
soit of server fke 2 wub serer or msd sever on the prvata local network behind your
Galewmy's MAT frowdl.

™ Enable Port Forwarding
1P Adrdiress Prminond Pori Banga Cammsii

I fEih |
[ Ao e ] (s |

TCurrent Pard Farvarding Tabbe:

The most often used port numbers are shown in the following table.

Services Port Number
ECHO 7
FTP (File Transfer Protocol) 21
Telnet 23
SMTP (Simple Mail Transfer Protocol) 25
DNS (Domain Name System) 53
Finger 79
HTTP (Hyper Text Transfer Protocol) 80
POP3 {Post Protocol) 110
NNTP (Network News Transport Protocol) 119
SNMP (Simple Network Management Protocal) 161
SNMP trap 162
SIP {Session Initiation Protocol) 5080
PPTP (Point-to-Point Tunneling Protocol) 1723
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Multiple Servers behind NAT Example:

In this case, there are two PCs in the local network accessible for outside users.

Current Port Forwarding Table:
10216821 TCP-UDP 0 Web Server ]
10216829 TCP4UDP 2 FIP Server ]

Dielets Selacted ] [DeleteAJl] [Reset]

Configuring DMZ

A Demilitarized Zone is used to provide Internet services without sacrificing
unauthorized access to its local private network. Typically, the DMZ host contains
devices accessible to Internet traffic, such as Web (HTTP) servers, FTP servers,
SMTP (e-mail) servers and DNS servers. So that all inbound packets will be
redirected to the computer you set. It also is useful while you run some
applications (ex. Internet game) that use uncertain incoming ports.

29



DMZ

A Demilitarized Zone is used to provide Internet services without sacrificing
unauthorized access to its local private netwotk. Typically, the DMZ host contains

davices accasgibla to Internet traffic, such as Wab (HTTP ) sarvers, FTP camars,
SMTP [e-mail) servers and DNS servers.

[ 'Enable DMZ

DMZ Host IP Addresa:!
Anply Changes l Reset J

Enable DMZ: Enable the “Enable DMZ”, and then click “Apply Changes” button

to save the changes. DMZ Host IP Address: Input the IP Address of the
computer that you want to expose to Internet.
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Configuring WAN Interface

The device supports four kinds of IP configuration for WAN interface, including
Static IP, DHCP Client, PPPoE and PPTP. You can select one of the WAN

Access Types depend on your ISP required. The default WAN Access Type is
“Static IP”.

WAMN Interface Setiip

Thie page ia waed 1o coedfigme b pas et for Tl et nalwork which conescls 1o the AN port off

your Sicreaa Pougl, Heams yroie mear chanes the wooeaa methind b0 wlalic IF, DHCE, FPEoE or FFTP by
vlick the ilam wabae of WAN Axcess type

IWAN Accoss Type: -

IP A [z
Submat Mask: |25 265 2550
Defauh Gateway: 1721.1.254

ons 1 '

DNS 7:

DHS 3

‘| Emable Wab Sersor Access an WAN
1 Emable PPPoE Relay

] Enable BHCP Reday
DHCP Sarvor: a0nn

l .:‘;ﬁ*-.l.r’.':‘.lzz.;n-gc-: | | Rasat :

Static IP

You can get the IP configuration data of Static-IP from your ISP. And you will

need to fill the fields of IP address, subnet mask, gateway address, and one of
the DNS addresses.
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IP Address:

Subnet
Mask:

WAN Interface Setup

This page is used to configure the patameters for Internet network which connects to the WAN post of
yout Access Point. Here ou tay chanige the access method to static [P, DHCF, FPFoE of PETE by
click the item value of VAN Access type.

WAN Access Type:

IP Address: 172111
Subnet Mask: 255265 2550
Default Gateway: 172.1.1.254

DHNS 1:

DHNS 2:

DNS 3:

Enable Weh Senver Access on WAN

[] Enable PPPoE Relay

[ Enable DHCP Relay

DHCP Server: |0.0.0.0

[ Apply Changes J | Reset ]

The Internet Protocol (IP) address of WAN interface provided by
your ISP or MIS. The

address will be your network identifier besides your local
network.

The number used to identify the IP subnet network, indicating
whether the IP address can be

recognized on the LAN or if it must be reached hrough a
gateway.

Default Gateway: The IP address of Default Gateway provided by your ISP or
MIS. Default Gateway is the intermediate network device that has knowledge of
the network IDs of the other networks in the Wide Area Network, so it can
forward the packets to other gateways until they are delivered to the one
connected to the specified destination.

DNS 1~3: The IP addresses of DNS provided by your ISP. DNS (Domain Name
Server) is used to map domain names to IP addresses. DNS maintain central
lists of domain name/IP addresses and map the domain names in your Internet
requests to other servers on the Internet until the specified web site is found.
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DHCP Client (Dynamic IP)

All IP configuration data besides DNS will obtain from the DHCP server when
DHCP-Client WAN Access Type is selected.

WANM Interface Setup

Thae pags 12 uesdia cnofigues thes paremstens for ol emet nstw ok shich comnects to tha WAR port of

woar f ceagd Poied, Hega won megr changs the aceesa mothod to el itie IP-DHCF. FRPoE @ PETE by
click thie item rahe of WA Arcass type

WAN Arcess Type: OHGE Client =

O Atiain DHS Automatically
= Set BNS Manualky

DNS 1:

(IS 2

(ELEReH

|~_ Emable Web Semrver Sccess on WAH
[ Emable PPPoE Ralay

] Ematila DHCE Holay

DHOP Senver:

l Apply Cham;:;s J | Bagat

DNS1~3: The IP addresses of DNS provided by your ISP.

DNS (Domain Name Server) is used to map domain names to IP addresses.
DNS maintain central lists of domain name/IP addresses and map the domain

names in your Internet requests to other servers on the Internet until the
specified web site is found.
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PPPOE

When the PPPoE (Point to Point Protocol over Ethernet) WAN Access Type is
selected, you must fill the fields of User Name, Password provided by your ISP.
The IP configuration will be done when the device successfully authenticates with
your ISP.

WAMN Interface Setup

Thas page 1 umed o confipum She parurwisrs furlokeenst nbwore whick connecka o e WAN pood of
e e Eedn F o Hee s yolssy chinge the acsgae satkod 00 gtatie 18, DHCE, FFFOE o FETE by
chicke the ibemvalie of WA Aecess t5pe

WA Accoss Typa: [==1-T15 -

Wzan Waeme:

Passwmrik

Connection Typs: | Comtinuous ¥

Idle Time: (1-1000 runut st
MTU Size: 1452 P00 452 byt

_ Anadn DHE fanomatcally
=l Bet DNS Manualky
BNHS 1:
NS 2:
DS 3
[+ Enable Wal Sarver Access on WAR
| Emahie PPPOE Relay
[ Emahle DHOP Pelay
DHOF Samver; 0.00.0

User Name: The account provided by your ISP

Password: The password for your account.

Connect Type: “Continuous “ : connect to ISP permanently "Manual” : Manual
connect/disconnect to
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ISP "On-Demand” : Automatically connect to ISP when user need to access

the Internet.

Idle Time:

MTU Size:

DNS1-~3:

The number of inactivity minutes to disconnect from ISP. This
setting is only available when “Connect on Demand” connection
type is selected.

Maximum Transmission Unit, 1412 is the default setting, you
may need to change the MTU for optimal performance with your
specific ISP.

The IP addresses of DNS provided by your ISP.

DNS (Domain Name Server) is used to map domain names to IP
addresses. DNS maintain central lists of domain name/IP
addresses and map the domain names in your Internet requests
to other servers on the Internet until the specified web site is
found.
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PPTP

Point to Point Tunneling Protocol (PPTP) is a service that applies to connections
in Europe only.

This page 53 Used Lo condfigrs Ehe parraleri B lntiened nemioak which soemenla 1o thie AN pridt of
i Fu otk a Pobnl. Hirs Yol moes change the edcads mithod bo atatic 1F, DHCP, FFPOE ce FFTF by
bk thi ibamn Falue ol WAN Aceesd ifpe

VAN Focess Type: PPTP w
1P e el 17212
Subnet Mask: 55 56,255 0

Sender IP Address: 1721.1.1
User Marme:
Passwnrik
MTU Size: 145 (1400-T492 hytes)
+ Attain DHS Amtom aticalby
= Set DHS Manualhy
DHS 1
DS &
DHE 3
< Enable Wel Senver Access on WAN
[ Enahle PPPaE Relay

1 Enabie DHCP Relay
OHCP Sendan 0oon

IP Address: The Internet Protocol (IP) address of WAN interface provided by
your ISP or MIS. The address will be your network identifier besides your local
network.

Subnet Mask: The number used to identify the IP subnet network, indicating
whether the IP address can be recognized on the LAN or if it must be reached
through a gateway.

Server IP Address: The IP address of PPTP server (Default Gateway)

User Name: The account provided by your ISP

Password: The password of your account

MTU Size: Maximum Transmission Unit, 1412 is the default setting, you may
need to change the MTU for optimal performance with your specific ISP.
DNS1~3: The IP addresses of DNS provided by your ISP. DNS (Domain Name
Server) is used to map domain names to IP addresses. DNS maintain central
lists of domain name/IP addresses and map the domain names in your Internet
requests to other servers on the Internet until the specified web site is found.
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Configuring DHCP Server

1. To use the DHCP server inside the device, please make sure there is no other
DHCP server existed in the same network as the device.

2. Enable the DHCP Server option and assign the client range of IP addresses
as following page.

3. When the DHCP server is enabled and also the device router mode is enabled
then the default gateway for all the DHCP client hosts will set to the IP address
of device.

LAN Interface Setup

This page iz used 10 canfigurs the parameters for local area network which connacts
o the LAN port of your Access Paird Hare you may changae the seiting for 1P
sdtrasss, subnet imazke, DHCF, sto.

IP Adidress: 192 168,21
Subnet Mask: |255.255,255.0
[efault Gateway: 0.0.0.0
HCP | Semer =
[1ozw8.2.100  |=!192 188 2 200
DHCP Client Range: z = g

Show Clienl

002, 1el Spanning Tres: [ Disatind =

BApply L."hurlg-“_i | Resat |

Traffic Control

This functionality can control Traffic of Up/Downstream

1. Enable Traffic Control and then enter LAN output Rate ~ WAN output Rate in
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the specific field. It can control maximum rate by interface, IP and MAC

address

IFMACnterface Traffic Contral

MOTE: Iderface contral has priordy-over PAAC IFyou intend to use [PHAAC raflic cordral;
Fou rmuel digable miedacs cantl

I ot wisit 10 use PAAE ackliess raffic control, you miost ERNAELE AT option

Here you can.cantral the masimum rabe per inteface P andfar MALC sddres=

Intierface Traffic Contral " Eralded i+ Dz atiled
LA Curipmt Flate n kbpe
VUAN Oustput Hate n [ kbps

Apply Changes He=el

T Enable QS Graup
Grop 1) LAN Out Rate WiAN Dut Rata Commond

!-_. : | ] ] khp= : i khp=

.;éﬁij--lfﬁé-nﬁés_] Rezel 1

Takela de Grupo alual:

—— TS n SRR -~

| oo

™ Enablz IP comtrol

™ Enable Firewall [Dnhy lested IP/MAC dients will be alowed to paesthrongh)
GTI}I‘.I [ I | LAN Ot Rate™ WA Oul Bate™ Comiment
| | | kbps | khps

' Apply Changes I Rssmi

“Fugt (1 # dosa not baang [0 any sgeciic grodp
Ve naide 3 ghoun. s consiaeed 25 MiE miemum rate forthe member. Fov sousl sharing, ae 0

Curent P comtrol takbie:

(Grmap | TR RANEas(Fme) W

e I R Reealj

Enable MAL conlral
Gt M= KAC L&R Duy fFare™ YWAH Gut Rage™ Cirmiment
| | | shps | W |
Aaply Ghangos I Rz j

*Fuet ] #-dloss rod bafang b any sgecae groun
Vel insilE 5 groun s consEered 56 M i rabe for tha member. v equel shanmg, pin

Caprr et BIAL cowtrod tabla:

(Grup | MACAM | RANBaefEs) | OWANRae e Cemment [ Sy

[etire el Baed] | [aeti | Qa?nl!
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Firmware Upgrade

Upgrading Firmware  The Web-Browser upgrading interface is the simplest
and safest way for user, it will check the firmware checksum and signature,
and the wrong firmware won’t be accepted. After upgrading, the device will
reboot and please note that depends on the version of firmware, the
upgrading may cause the device configuration to be restored to the factory
default setting, and the original configuration data will be lost! To upgrade
firmware, just assign the file name with full path then click ” Upload” button as
the following page.

Memory Limitation  To make sure the device have enough memory to upload
firmware, the system will check the capacity of free memory, if the device
lack of memory to upload firmware, please temporarily turn-off some
functions then reboot the device to get enough memory for firmware
uploading.

Upgrade Firmware

This page allows you upgrade the Access Point firmmwears to new version. FPlease
note, do not pawer off the device during the upload because it may crash the
system.

Select File: ; e
| Unload |Reset

Configuration Data Backup & Restore

Rest Setting to Factory Default Value Since the device is designed for outdoor
used, there is no interface outside the housing to reset the configuration value to
the factory default value. The device provides the Web-Browser interface to rest
the configuration data. After resetting it, the current configuration data will be lost
and restored to factory default value.
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Saving & Restoring Configuration Data To save & restore configuration
data of device, just assign the target filename with full path at your local host,

then you can backup configuration data to local host or restore configuration data
to the device.

Save/Reload Settimgs

Thiz page sllows you =me curent =eitngs a8 file or relosd the setings from ke file

whick wae saved previously, Beaidas, you could reset the cumrert configuralion 1o
factoey. dafadt

Save Setfings to File: S, |

Lunad Setfings fram Flle: (3] [ Uiplosd |
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HOW To List for all detail control and script

HOW TO USE BANDWIDTH CONTROL

NOTE: This control uses QoS with HTB.

Bandwidth control it's done through Traffic Control menu, via web interface or via
/etc/cbu.conf file. You can limit all traffic via Interface control or you can control
via IP and/or MAC basis. Further more, you can create QoS groups and share
the group rate amoung the members of that group. You can as well, guarantee
minimum rate for group member.

Ex:
CASE 1:

You are going to install this equipment for a Wireless ISP client, which has
maximum 256 kbit download speed and 128 kbit upload. Go to traffic control
menu and enable "Interface traffic control”, with the values:

LAN Output rate: 256 -> LAN control downloads
WAN Output rate: 128 -> WAN control uploads

With interface based traffic control, you can control maximum interface speed,
regardless NAT function enabled or not.

CASE 2:

You are going to install this equipment for an inn establishment, which have 3
clients. Each client wants to have their own speed rate.

With this scenario, you can control them via IP or MAC address. To do it so,
enable you desired option ( IP/MAC control ) and put your client's IP/MAC
address. One entry for each client. This way, you will limit desired speed for each
individual client. Further more, you can activate firewall option to block any other
machine not listed.

To use IP/MAC control, you must disable interface traffic control.
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HOW TO USE BANDWIDTH CONTROL WITH QoS GROUP OPTION

QoS groups are used to limit a group of users, and share the total rate. The idea
here is simple:

- Any member of the group can reach the total rate of the group

- The total sum of all member's traffic together, will not exceed the total
rate of the group

- Any member of the group can have guaranteed bandwidht

-Equal bandwidth sharing
Ex:

Let's back to our example above. Inn establishment, which have 3 clients. All
clients have 256 kbit speed contract. One of the clients has 2 machines, which
he likes to use internet on both. How to solve this case, if he has 256 kbit speed
and two machines? Simple. Let's enable QoS group option.

Go to traffic control and enable QoS group option. Create a group as follow:

Group ID: 1
LAN Out rate: 256 -> Total rate for download
WAN Out rate: 256 -> Total rate for upload

Next thing to do is to put the two machines of that client inside the group ( via IP
or MAC control ), as follow:

Group ID: 1 -> Member of QoS group ID 1
IP: 192.168.x.x -> machine's 1 IP

LAN Out rate: 0 -> 0 for equal sharing
WAN Out rate: 0 -> 0 for equal sharing

Group ID: 1 -> Member of QoS group ID 1
IP: 192.168.x.x -> machine's 2 IP

LAN Out rate: 0 -> 0 for equal sharing
WAN Out rate: 0 -> 0 for equal sharing

This is the example for equal sharing between those 2 machines. Now, let's
suppose that, this client wants to have at least 200 kbit guaranteed to machine 1.
Simple to do it, as follow:

Group ID: 1 -> Member of QoS group ID 1
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IP: 192.168.x.x -> machine's 1 IP
LAN Out rate: 200 -> 200 kbit guaranteed
WAN Out rate: 200 -> 200 kbit guaranteed

Group ID: 1 -> Member of QoS group ID 1
IP: 192.168.x.x -> machine's 2 IP

LAN Out rate: 0

WAN Out rate: 0

The other 2 clients, will have no group:

Group ID: 0 -> Does not belong to any group
IP: 192.168.x.x -> Client 2

LAN Out rate: 256
WAN Out rate: 256

-> Does not belong to any
Group ID: O group
IP: 192.168.x.X -> Client 3
LAN Out rate: 256
WAN Out rate: 256
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HOW TO GUARANTEE BANDWIDTH FOR A VOIP SYSTEM

We will use this example to show how easy is to guarantee bandwidth for a voip
system for instance. The main objective here is, to set up simple scenario with no
effort. The scenario is:

-Internet connection of 300 kbit
- Guarantee 64 kbit for Voip machine
- Don't need to enter every single machine as group member

You are going to install this equipment, for some company which has a voip
system and some small network (let's say, 30 computers ). We want that all
machines have internet access.

Let's set up our QoS group:

Group ID: 1

LAN Out rate: 300 -> Internet Total download rate

WAN Out rate: 300 -> Internet Total upload rate Now, the first thing to
do is to put our voip machine in first place:

Group ID: 1 -> Member of QoS group ID 1
IP: 192.168.x.x -> Voip machine IP address

LAN Out rate: 64 -> 64 kbit guaranteed
WAN Out rate: 64 -> 64 kbit guaranteed

Next, instead of put every single machine inside the control list, we will put this
rule:

Group ID: 1 IP: 0.0.0.0 LAN Out rate: 0 WAN Out rate: 0

Simple as that.

How dos it work?
-> Member of QoS group ID 1 -> 0.0.0.0= the entire network

When there is no VOIP traffic, the entire network can reach 300 kbit internet

connection. As soon as the voip system starts to operate, the QoS system will
reserve 64 kbit for the voip.
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But, if the boss machine wants to have 128 kbit guaranteed as well? Proceed as
follow:

Group ID: 1 LAN Out rate: 300 WAN Out rate: 300
Group ID: 1 IP: 192.168.x.x LAN Out rate: 64 WAN Out rate: 64
Group ID: 1 IP: 192.168.x.x LAN Out rate: 128 WAN Out rate: 128

Group ID: 1 IP: 0.0.0.0 LAN Out rate: 0 -> Internet Total download rate ->
Internet Total upload rate

-> Member of QoS group ID 1
-> Voip machine IP address -> 64 kbit guaranteed -> 64 kbit guaranteed

-> Member of QoS group ID 1
-> Boss ip address -> 128 kbit guaranteed -> 128 kbit guaranteed

-> Member of QoS group ID 1
-> 0.0.0.0= the entire network WAN Out rate: O

And so on. We can guarantee as many machines as we want. The rest, will
share.
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TRAFFIC CONTROL VIA CONFIG FILE INSTEAD OF WEB INTERFACE

This version allows unlimited IP or MAC address traffic control, via /etc/cbu.conf
file. Via WEB interface you can only control up to 40 entries. The file etc/cbu.conf
uses the same idea as via WEB interface. After you're done with file changes,
you have to type the following commands in order, to save and activate the
changes:

# salvar
# /bin/cbu.sh
# [bin/firewall.sh

NOTE: REMEMBER TO ACTIVATE TRAFFIC CONTROL VIA WEB INTERFACE.
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NOTES ABOUT SSH ACCESS

This firmware version comes with SSH2 server. As default, we have the user
"root" with password "root".

To change the root's password, proceed as follow:

- Access the equipment through SSH terminal ( putty for example )

-type: "passwd"

-Type your new password and confirm

- Now, to permanet save the change, type: "salvar" - save in portuguese :)

This version comes with SSH client program. You can use it to remotelly connect
to another equipment.

FREEDOM TO CHANGE/EDIT PERSONAL SCRIPT VIA WEB

Go to menu Management -> Edit Script File. You can change the way you want.
After that, just press Save button. Now your script will be saved and executed!

FREEDOM TO CHANGE/EDIT/CREATE SCRIPTS VIA SSH TERMINAL

When connected via SSH, you can edit/create scripts inside /etc structure. To do
it, there is a popular linux editor: "vi".

All files from /etc, will be permanently saved if you type "salvar". So, be carefull
with your changes...

The main script file is /etc/init.sh, which is responsible for the entire system. You
can create your own script inside /etc and call it from /etc/init.sh.

NOTE: DO NOT FORGET TO TYPE "salvar" AFTER ANY CHANGE TO PERMANENTLY
SAVE IT INSIDE THE FLASH MEMORY! AGAIN, BE EXTRA CEREFULL WITH YOUR
CHANGES!
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HOW TO FIX MAC ADDRESS TO CERTAIN IP AND STATIC LEASE VIA
DHCP (VIA SSH TERMINAL)

With just one file it's possible to lease static ip based on mac addr and to tie-up
this pair mac/ip. To do it, you have to edit this file /etc/ethers like that:

# John
00:12:34:51:fd:ea 192.168.2.100

# Jhony
00:4f:23:fb:ce:3d 192.168.2.101

After that, save it. Now, type "salvar". To put it to work straightaway, type: "init.sh
gw all”

With this file, the DHCP server will give IP ADDR based on MAC ADDR. Further
more, the equipment will only respond for that IP ADDR with that MAC ADDR.

HOW TO FIX MAC ADDRESS TO CERTAIN IP AND STATIC LEASE VIA
DHCP (VIA WEB INTERFACE)

It's simple, fast and easy to edit /etc/ethers file. To do it, just go to Management

-edit ethers file menu. Once you're done, press "save" button, to apply your
changes.

HOW TO USE CROND

This firmware version comes with the popular job scheduler CROND. The file
responsible for that is located at: /etc/crontabs/root. Use the following format:

minute hour day_of _month month day_of week script_or_command
Ex: To schedule a ping command for every 5 minutes.
Edit the file and put the line as follow: */5 * * * * ping -¢ 5 192.168.2.40

Save the file. Now type: "salvar" and "init.sh gw all"
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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for
a Class B digital device, pursuant to Part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates,
uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful
interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one of
the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that
to which the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is

subject to the following two conditions: (1) This device may not cause

harmful interference, and (2) this device must accept any interference

received, including interference that may cause undesired operation.

FCC Caution: Any changes or modifications not expressly approved by
the party responsible for compliance could void the user's authority to
operate this equipment.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth
for an uncontrolled environment.

This transmitter must not be co-located or operating in conjunction with
any other antenna or transmitter.

End Product Manual Information The user manual for end users must include the
following information in aprominent location "IMPORTANT NOTE: To comply

with FCC RF exposure compliance requirements, the antenna used for this transmitter
must be installed to provide a separation distance of at least 20cm from all persons and
must not be co-located or operating in conjunction with any other antenna or transmitter.”



