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Introduction
Thank you for purchasing Wireless LAN PCI Card. Wireless card is a perfect combination
product of performance and cost-effectiveness. It is sincerely hoped that you can enjoy the wireless
world through this solidly profiled wireless card.
It provides a full solution of the IEEE 802.11b/g protocols, this solution passed the
WiFi tests that are compatible with all the wireless products with WiFi logo. If you
have a wireless card on hand, it means you can connect to the wireless world without any difficulty.
It provides all the data rates in the IEEE 802.1b/g standards, which confines the highest data rate
as 54Mbps. In addition, it rewards customers with proprietary
“Turbo mode” for a better throughput as well as supports both the short and long preambles to ensure
the compatibilities with legacy wireless products and new ones, saving the panic works for finding
compatible products.
Since the security has became one of the most important issue in the wireless society,
it provides you with the full security coverage from the naive 64/128bits Wep encryptions, second
generation WPA-PSK and WPA-AES encryption, to the most advanced WPA2-PSK and WPA2-
AES encryption. WPAZ2 is the latest security standard currently approved by WiFi standard.

Notice : The changes or modifications not expressly approved by the party responsible for compliance could void the user’s
authority to operate the equipment.

IMPORTANT NOTE: To comply with the FCC RF exposure compliance requirements, no change to the antenna or the
device is permitted. Any change to the antenna or the device could result in the device exceeding the RF exposure
requirements and void user’s authority to operate the device. This device should be installed and operated with a minimum
distance of 20centimeters between the radiator and your body.

The Federal Communication Commission Radio Frequency Interferencel’

Statement includes the following paragraph:[

0

*The equipment has been tested and found to comply with the limits for a Class[]

B Digital Device, pursuant to part 15 of the FCC Rules. These limits are designed(]

to provide reasonable protection against harmful interference in a residential(]

installation. This equipment generates, uses and can radiate radio frequencyJ

energy and, if not installed and used in accordance with the instruction, may cause(’

harmful interference to radio communication. However, there is no grantee that[

interference will not occur in a particular installation. [f this equipment dose causel]

harmful interference to radio or television reception, which can be determined by ]

turning the equipment off and on , the user is encouraged to try to correct the [

interference by one or more of the following measures:[]

0

--Reorient or relocate the receiving antenna.[’

--Increase the separation between the equipment and receiver.]

--Connect the equipment into an outlet on a circuit different from that to which the [
receiver is connected. [

--Consult the dealer or an experienced radio/TV technician for help.[

0

The user should not modify or change this equipment without written approval(’

Form Loopcomm Technology,Inc..Modification could void authority to use this equipment.r]


Administrator
The Federal Communication Commission Radio Frequency Interference
Statement includes the following paragraph:

	The equipment has been tested and found to comply with the limits for a Class
B Digital Device, pursuant to part 15 of the FCC Rules.  These limits are designed
to provide reasonable protection against harmful interference in a residential
installation.  This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instruction, may cause
harmful interference to radio communication.  However, there is no grantee that
interference will not occur in a particular installation.  If this equipment dose cause
harmful interference to radio or television reception, which can be determined by 
turning the equipment off and on , the user is encouraged to try to correct the 
interference by one or more of the following measures:

--Reorient or relocate the receiving antenna.
--Increase the separation between the equipment and receiver.
--Connect the equipment into an outlet on a circuit different from that to which the 
  receiver is connected.
--Consult the dealer or an experienced radio/TV technician for help.

The user should not modify or change this equipment without written approval
Form Loopcomm Technology,Inc..Modification could void authority to use this equipment.



Specifications

Interface PCI
Standard 802.11b, 802.11g
98SE, WIinME, Win2000, WinXP32, WinXP64, Vista32,
OS support i
Vista64
Data rate 1,2,5.5,11,6,8,12,18,24,36,48,54Mbps, depends on the wireless

mode

Frequency band

BG:2.4 ~ 2.497 GHz

Operation Channel

1~11(BG)

Coverage Area

Indoors: 100m (BG) Outdoors: 400m (BG)

Comepatibility

Fully compatible with IEEE 802.11 b/g devices

Operation Mode

Infrastructure and AdHoc

Security Capacity | 64-bit/128-bit WEP, TKIP,WPA-AES, and
WPA2-PSK,WPA2-AES

Antenna External antenna

LED LEDO: On: link is on. Off: link is off LED1:Blinking: data
transition

Turbo mode Active when there is no other station around

Power Saving
mode

Fast wake up and maximum power saving

Other features

Dynamically adjust power for the most stable and best
throughput

Dynamically adjust receiving ability for the best receiving
Compiled with all the main radio regulations




Installation

Hardware Installation
Install Wireless LAN PCI Card (card only) into your computer PCI slot as below.




Software Installation
Click My Computer icon, then click DVD, then click autorun

— e, o,

e T _,—
I:J Adobe I;J Bin I~ Drivers
| | |

Linux Mac ( manual

autarun
Setup Information
1KE

Launch
Configuration Settings
1 KB

Launch
Demoshield Multi-C0 Launch
Macrowvision Corparation

autarun
Configuration Settings
1 KB

|
atl aukarun
I@ 'Win3z Cabinet Self-Extractor Demoshield Multi-C0 Launch
Microsoft Corporation Macraovision Corparakion

Click Driver Installation

‘ire
LAN PCI Card

ceDriverinstallation

User Manual

Click I accept the term of the license agreement ,then click Next icon.

Ralink Wireless LAN - InstallShield Wizard

License Agreement
ad the fc ing i fully.

RALIME Wirelezs Utility for ‘Windows 98/ME /2000/P Aista
Copyright [C] RALINE. TECHMWOLOGY, CORP. &l Rights Reserved.

Thank you for purchazing RALIME \Wireless product!

SOFTWARE PRODUCT LICENSE

The SOFTWARE PRODUCT is protected by copyright laws and international copyright
treaties, as well az other intellectual property laws and treaties. The SOFTWARE PRODUCT
is licensed, not zold.

1. GRAMT OF LICEMSE. Thiz End-User Licenze Agreement grants you the following
rightz:Inztallation and Use. You may install and uze an unlimited number of copies of the
SOFTWARE PRODUCT.

Feproduction and Distribution. v'ou may reproduce and distribute an unlimited number of

copies of the SOFTWARE PRODUCT; provided that each copy shall be a true and complete
copy, including all copyright and trademark notices, and shall be accompanied by a copy of

thiz EULA. Copies of the SOFTWARE PRODUCT may be distibuted az a standalone product

aor included with wour own product. v

InstaliShield < Back ” Mext > Cancel




Click Ralink Configuration Tool, then click Next icon.

Ralink Wireless LAN - InstallShield Wizard

Setup Type

nfiguration Toal.

Q¥ Ralink Configuration Taal

¥ Mi _onfiguration Tool

Inustal)Shield < Back ” Newt >

Cancel

Click Optimize for WiFi modes, then click Next icon.

Ralink Wireless LAN - InstallShield Wizard
Setup Type

Q¢ Optimize

® Optimize for performance mode

InnstenlIStield < Back ” Mewt >

Cancel




Click Install icon.

Ralink Wireless LAN - InstallShield Wizard

Ready to Install the Program
The rd

InstallShield < Back ”

Cancel

Click Finish icon.

Ralink Wireless LAN - InstallShield Wizard

InstallS hield Wizard Complete

InnstallShield < Bark ”

Cancel




Software Uninstall

Click My Computer icon, then click Add or Remove Program icon, and then click
Ralink Wireless LAN icon and then click Remove icon.

 Add or Remove Programs

&

Currently installed programs:

Change or =
Remove Ralink Wireless LAN
Programs

&

Add Mew
Prograrns

n

AddfRemove
Windows
Components

Q@

Set Program
Access and
Defaults

Click Yes, | want to restart my computer now icon, and then Finish icon.

Ralink Wireless LAN - InstallShield Wizard

Uninstall Complete

Inzt, hed uninstalling R al

ny COMpLEEr Now.

InstallShield < Back ” Firish Cancel




Ralink Wireless Utility ( RaUl ) or Windows Zero Configuration (WZC)

In windows XP, it provides wireless configuration utility named "Windows Zero
configuration™ which provides basic configuration function for Ralink Wireless NIC. Ralink's
utility ( RaUl ) provides WPA supplicant functionality. To make it easier for user to select
the correct utility. RaUl will let user make the selection when it first runs after windows XP
boots.

Click Figure 1-1 the icon will bring up the selection window and let user make the selection.

R+

Ralll.exe

Figure 1-1 RaUl.exe

RaUl can co-exist with WZC. When coexisting with WZC, RaUl only provides monitoring function,
such as link status, network status, statistic counters, advance feature status, WMM status and WPS
status. It won't interfere with WZC's configuration or profile functions. It is shown as Figure 1-2.

Launch Config Ukilities

d . Launch Config Utilities
Ilse Zero Configuration as Configuration ukility

Ise RaConfig as Configuration wkiliky

Figure 1-2 Select WZC or RaUI

If "Use RaConfig as Configuration utility' is selected, please jump to Section 2 on running RaUl.

If "Use Zero Configuration as Configuration utility™ is selected, please continue on the section. We will
explain the difference between RaUl and WZC. Figure 1-3 shows the RaUl status when WZC is active
as main control utility.

-10 -



~ @ # @ © ¢

MNetwork Advanced Statistics AR P Fadio On/f
Sorted by »» @ 550 @ Channel @ Sienal [ Show
AP List »»

_Shiang_28604P N g 1%
aaa 43 g ° =
Alberty-200 be g © 7%
AP b g °© s e
P b1 b g 007
APP e g 0%
asus b g 1%
Broadcom b g 31%
Buffalo 54 N g 76%
Cobra be g ° 3z e

Rezcan

Status =» AP =--= 00-03-7F-00-07 -]
Extra Info == Link is Up [TxPower: 100%]
Channel => & <=--» 2437000 MHz

Authentication == Unknown

Encryption == Mone Moize Strength == 26%
Metwork Type »» Infrastructure TrerEm:
IP dddress == 192,148, 5.40 Link Speed =+ 54.0 Mbps hhax
sSub Maszk == 2RR,ZRR ZRE.0 Thrcuughput == 0,000 |"."||II|IIS
0,104
Default Gateway == 192,165, 5,254
Mbps
HT Receive
By == nfa SMRO == nfa Lirk. SpEEd == B0 |"."||:l|:IS
Gl == nifa MCS == nfa SMRA == nfa Throughput == 0.093 Mbps

Mk Pz

Figure 1-3 RaUl status with WZC active

When activating WZC, there are couple difference on RaUl status compared to that with out WZC
running.

@ Profile button will be gray, profile function is removed since the NIC is controlled by WZC
@ The connect and add profile function will be gray. The reason is same as the first difference.

For all other functions provided by RaUl, please read through this document for full detail.

-11 -



Use WZC to configure wireless NIC

@ If connection is lost or not connected, the status prompt as Figure 1-4 will pop up.

71 Wireless networks detected b

One of more wirgless networks are in range of this compuker,
To see the lisk and connect, click this message

Figure 1-4 status prompt of no connection

© Right-click the network connection icon in task bar.

Change Windows Firewall setkings

Cpen Mebwark Connections

Repair

Yiew Available Wireless Networks

Figure 1-5 Select WZC main status

© Select "View Available Wireless Networks" will pop up the dialog shown as Figure 1-6.

-12 -



Metwork Tasks

g Refresh network lisk

:ﬂ Set up a wireless network
for a home or small office

Related Tasks

i) Learn about wireless
networking

¢ Change the order of
preferred networks

¢ Change advanced
settings

" Wireless Network Connection

Choose a wireless networl

Click. an ikem in the list below to connect ko a wireless netwark in range or bo get more
information,

(tji}J
(tji}J
(tji}J
(tji}J
(tji}J
(tji}J

RalinkInitialaP

Unsecured wirgless netwaork
AP1

Unsecured wirgless netwaork
Albert¥-200

"_f Security-enabled wireless netwark (WPA)
99

Unsecured wirgless netwaork
APPA

Unsecured wirgless netwaork
181

3 . )
i Security-enabled wirsless netwark

andll]

andll]

—

andll]

aatll v

Conneck

Figure 1-6 Wireless Network Connection

©  Select intended AP and click "Connect” shown as Figure 1-7. Then click "Connect Anyway"

shown as Figure 1-8.

-13-




;1 Wireless Network Connection

b T Choose a wireless network

g Refresh netwark lisk Click an item in the list below to connect to a wireless netwark in range or to get mare

information,

<Y Set up a wireless network RalinkInitialAP

for a home ar small affice

({iﬂ

Wireless Metwork Connection

Unsecured wireless network

Related Tasks

\y Learn about wi
networking "‘-l., You are connecking ko the unsecured network "aP1", Information sent

aver this netwaorlk is not encrypted and might be visible to other people.
“hange the ord

preferred nety

f4» Change advand

settings [E'Z""“E':t Anyway H Cancel |

] I [
Unsecured wireless network IIIII

({iﬂ
APPA,

(ﬂi}) .

'f Security-enabled wireless netwark, (wPa)
99

il

Figure 1-7 Select intended AP : AP1, then click "Connect"

-14 -



;" Wireless Network Connection

Network Tasks Choose a wireless network

ﬁ Refresh network. list Click an item in the list below ko connect o a wireless netwark. in range or ko get maore
information,
<2 Set up a wireless netwark F (@) AP1 Connected i:f =
for & home or small office i
allll: -

Unsecured wirgless netwark,

Related Tasks (ti}) 242

-!,J Learn about wirelass "f Security-enabled wireless network (WPA)
networking 202

(@)
¢ Change the order of i

Unsecured wirgless netwark,
AP

preferred netwaorks

¢ Change advanced ((i})

setkings
(iiﬂ

(1111'

"f Security-enabled wireless netwark (WPA)
2119

"f Security-enabled wireless netwark (WPA)

Baron_PC_AP4

3 . )
*i Security-enabled wireless network

anllll
anllll
anlll]

aulll 3

Conneck

Figure 1-8 Connect AP : AP1 successfully

© If you want to modify information about AP, click "Change advanced settings" shown as Figure

1-9. Then choose "Wireless Networks" label shown as Figure 1-10.

-15-




;" Wireless Network Connection

Network Tasks Choose a wireless network

ﬁ Refresh netwark, lisk Click. an item in the list below to connect o a wireless netwark in range or o get more
information,
;_'E. Set up a wireless netwark (( }) AP1 Connected i:i’ b
For a home ar small office ﬂ
Unsecured wireless network I“!! 1=
Related Tasks ({ﬁ}) 242 ||
Uiy Learn about wirgless ' Security-enabled wireless netwark (WPA) Ill]l][l
networking 202
((+D))
¢ Change the order of !
preferred networks Unsecured wireless network, I“!
5 AP
3¢ Change advanced (({+))]
setkings )
*_r‘f' Security-enabled wireless netwark (WPA) I“![l
2119
(iﬂ})
*_E' Security-enabled wireless netwark (WPA) I“!!

Baron_PC_AP4

(iﬂ})

'\ Security-enabled wireless network Ill]l][l v

Conneck

Figure 1-9 Click "Change advanced settings"

-+- Wireless Network Connection Properties

General | "ireless Networks | ,ﬂn‘dvancedl

[¥]Uze Windows to configure my wireless netwark, settings

Available nebwork s

Tao connect to, dizcannect from, or find aut maore infarmation
about wirgless netwarks in range, click the button below,

[ Wi wirelezs Metwarks

Frefered netviorks:
Automatically connect to available networks in the order listed
bl

@ AP1 [Automatic] Move up

b v dawin

[ Add... ][ Remove ][ Properties ]

Learn about zetting up wireless netwark,

configuration.

L OF. J[ Cancel ]

Figure 1-10 Choose "Wireless Networks" label

-16 -



© Click "Properties" shown as Figure 1-11. Then click "OK" button.

AP1 properties

Azzociation |.-’-'-.uthentiu:atiu::n Connection

Metwark, name (55107 | |

Wireless netwark key

Thiz netwark, requires a key for the following:

Metwark Authentication: | b |
Data encryption: | Dizabled 3 |

[ 2]

The key iz provided for me autornatically

Thiz iz a computer-to-computer [ad hoc] netwaork; wirgless
accessz pointz are not uzed

[ 1]8 l [ Cancel

Figure 1-11 AP's properties
@ After filling appropriate value, click "OK" button. And the status will prompt up as Figure
1-12.

[ Wireless Network Connection is now connected | #
Connecked ko: APL

Signal Strength: Excellent

Figure 1-12 Network connection status

@ Click the Ralink's icon will bring up RaUl main window. User can find the surrounding APs
in the list. The current connected AP will also shown with the green icon indicated as Figure 1-13.
User may use the advance tab to configure more advanced features provided

by Ralink's wireless NIC. For the detail on configure the advanced features, please check the
Advance setting section for detail.

-17 -



-~ @ # @ @@ ¢

MNetwork Advanced Statistics AR LA Fadio On/f
Sorted by =» @ 550 @ Channel @ Sinal [ show
AP List »»

_Shiang_28604P Il g 3% I
aa 43 g ° =%
Alberty-200 be 8 © 7»:
4P b g © sz
P ip1 be g 00%
4PPA be g Y
asus N g 1%
Broadcom el g 3%
Buffalo 54 Il g 76% S
Cobra be g ° 3

Rezcan

Status == AP1 <--= 00-03-7F-00-D7-A<d
Extra Info == Link iz Up [TxPower:100%]
Channel »» & «--= 2437000 MHz

Authentication »» Unknawn

Encryption == Mone Moise Strength == 26%
Metwork Type == Infrastructure Transmit
IP &ddress == 192,165, 5.40 Link Speed »» §4.0 Mbps Max
Sub hask == 2RE,2RE 2ER.0 Throushput = 0,000 Mbps 10
Default Gateway == 192,168, 5,254 Hibps
HT Receive
BW == nfa SMRD == nfa Link Speed == 54.0 Mbps
Gl =» nfa MCS == nfa ShR == nfa Throughput == 0.0%5 Mbps

Mbps

Figure 1-13 Show connection status by using WZC to do connection

-18 -



Start RaUl

When starting RaUl, system will connect to the AP with best signal strength without setting
profile or matching profile setting. When starting RaUl, it will issue a scan command to
wireless NIC. After two seconds, the AP list will updated with the result of BSS list scan. The
AP list include most used fields, such as SSID, network type, channel used, wireless mode,
security status and signal percentage. The arrow icon indicates the connected BSS

or IBSS network. The page is shown as Figure 2-1.

1¥ RaUl

E -
Profile Metwork

Sorted by == o SsiD

_Shiang_28604P

CEE]

Alberty-200

ap
p &P

APPA

azus

Broadcom

Buffalo 54

Cobra

Rescan 4dd to Profile

Channel »> & «--> 2437000 MHz
fduthentication == Unknown
Encryption == Mone

Metwark Type == Infrastructure

IF Address == 192, 165.5,113

Sub Mazk == 256,265,256,0

Default Gateway == 192,165, 5,254

HT

BW == nfa
Gl == nfa MCS == nfa

tatus == AP <--> 00-03-7F-00-D7-A<
Extra Info == Link iz Up [TxPower: 100%]

SMRO == nfa
SMRT =x nfa

.
# @ ¢ ¢
Advanced Statistics A, WPS Fadio On/f
o Channel o Signal [] Show
AP List »»

Il g 3%

43 g ° =

s g © 7%

1 § ° =x e

be g 00%

e g TX -

b1 g Fx

el g 3%

Il g 76%

e § ° 3 o

Connect

5 6l
3th 3 =5 B

Maoize Strength »» 26!
Tranzmit
Link Speed == B4.0 Mbps
Throughput == 0,000 Mbps

Receive
Link Speed == 54,0 Mbps
Throughput == 0,014 Mbps

Figure 2-1-1 RaUl section introduction

There are three sections in RaUl. These sections are briefly described as follow.

-19 -



@ Button Section : Include Profile page, Network page, Advanced page, Statistics page, WMM page,
WPS page, About button, Radio On/Off button and Help button.

= =
E o~ # @ o ¢
Frofila Metwork Advanced Statistics i, WS Fadio Cn/t

Figure 2-1-2 Button section

@

Figure 2-1-3 Move to the left
Figure 2-1-4 Move to the right

@ Function Section : Corresponding button.

Profile List
Profile Mame ==

5510 ==

Metwark Type ==
Authentication »=
Encryption ==

=g 802, 1% ==
Channel ==

Power Save Mode ==
T Power ==

RT% Threshold ==

Fragment Threshald =»

&dd

Figure 2-1-5 Profile page

-20 -



Sorted by == 55D @ Channel @ Siznal [] Show

AP List »»
_Shiang_28604P b1 ' 31%
223 &3 g ° s -
Alberty-200 be g ° 7 -
4P e g ° 5z
P Pt e s] 00%  —
AP o g 0%
asus b g 31%
Broadcom b ' 1%
Euffala 54 b1 ' %%
Cobra e g ° xx

Rescan #dd to Profile Connect
Figure 2-1-6 Network page
Wireless mode =» 202,11 & 7B £G M mie j [] Enable CCX (Cisco Compatible eXtensions)

Enable T Burst

Enable TCP Window Size

Fazt Roaming at dBm

OOo0n

Shave Authentication Status Dialog

Select Your Country Region Code

11 BIG == ||:|: CH1-11 j

11 4 > |?: CH 36,4III,44,48,52,56,60,64,100j

Apply

Figure 2-1-7 Advance page
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Transmit Fecaiva

Framez Transmitted Succeszfully

Framez Retransmitted Successfully

Frames Fail To Receive &CK After All Retries
RTS Frames successfully Receive CTA

RTS Frames Fail To Receive CT:

Rezet Counter

Figure 2-1-8 Statistics page

Wik Setup Status
Wk == Enabled Power Save == Dizabled

|E| i Enable

[] Wk - Power Save Enable

[] Direct Link Setup Enable

BEEREEE

Figure 2-1-9 WMM page

Direct Lin
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WP AP List

h=sincha 1 00-11-26-71-27-65 &

WP Profile List

|E| WP5 dssociate |E Progrezs »> 0%
FEC [@ PsProbe IE

[] Automatically select the 4P

Figure 2-1-10 WPS page

(] Copyright 2007, Ralink Technology, Inc. Al rights reserved,

RaConfig Yerzion == 2,0.0.3 Date == 04-06-2007

Driver Mersion == 1,0,2.0 Date == 03-12-2007
EEPROM Version == 1.1
Firmware Yerzion == 0.4

Phy_Address »» 00-00-43-28-60-04

Y A L IRKTECH. COM

Figure 2-1-11 About page

Status Section : Include Link Status, Authentication Status, AP's information, Configuration and

retrying the connection when authentication is failed.
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Status == AP <--= 00-03-7F-00-D7-4
Extra Info => Link is Up [TxPawer: 100%]
Channel == & =--= 2437000 MHz

Authentication == Unknawn

Encryption == Mone Moize Strength == 26%
Metwork Type == Infrastructure Tremame
IP Addresz == 192.1685.5.40 Link Speed => 54.0 Mbps Mha
Sub Mazk == 255,255,285.0 Thrcuughput == 0,000 |"."||II|IIS
0.004
Default Gateway == 192,168, 5,264
||'.'I|tI|:I'E-
HT Receive
Bl == nfa SMRD == nifa Link speed == 54,0 Mbps
Gl == nfa MCS == rifa SMRA =5 mida Throughput == 0.111 Mbps
Figure 2-1-12 Link Status
Authentication Status

Card Mame == Ralink 202, 110 Wireless LaM Card Connected by manual. ..

163728062 starting network connection...

163726171 Metwork iz connecting. ..

16:37:26,281 PEAP Authenticating...

16:37:28.375 Wireless client iz authenticated.

Cancel
Figure 2-1-13 Authentication Status
Genaral UATESS COX
SSID == AP

MaC dddress == 00-03-7F-00-D7-44
authentication Type == Unknown supported Rates (Mbps)
1,2, 5.5, 11,6, 12,24, 36,9, 18, 43, &4
Encryption Type == Mone
Channel == & =--»= 2437000 KH=

Metwork Type =>= Infrastructure

Beacan Interval == 100
I,
Figure 2-1-14 AP's Information
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Card hame == Ralink 802,110 Wireless LAR Card Identity ==

Profile Mame == PROF1 Paszword ==

Meszage == |mvalid identity ar password

Ok Cancel

Figure 2-1-15 Retry the connection
System Config  Auth. Y\ Encry. d02 71X

Authentication == WEL - Encryption == TEIF -

WPA Preshared Key ==

Wep Key

Ik Cancel

Figure 2-1-16 Configuration

At the mean time of starting RaUl, there is also a small Ralink icon appears within windows taskbar as
Figure 2-1-15. You may double click it to bring up the main menu if you selected
to close RaUl menu eariler. You may also use mouse's right button to close RaUl utility.

Figure 2-1-17 Ralink icon in system tray
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Besides, the small icon will change color to reflect current wireless network connection status. The
status indicates as follow:

¥ : Indicate Connected and Signal Strength is Good.
k% - Indicate Connected and Signal Strength is Normal.
¥ : Indicated not connected yet.

¥ : Indicated wireless NIC not detected.

K Indicate Connected and Signal Strength is Weak.
Profile

Profile can book keeping your favorite wireless setting among your home, office, and other public
hot-spot. You may save multiple profiles, and activate the correct one at your
preference. Figure 2-2-1 show the profile function.

Profile List
Fraofile Mame ==
5510 ==
Metwork Type ==
Authentication ==
Encryption ==
=g 802, 1% ==
Channel ==
Power Save Mode ==
T Pouer ==
RT% Threshold ==

Fragment Threshald =>

Add

Figure 2-2-1 Profile function

Definition of each field :

@ Profile Name : Name of profile, preset to PROF* (* indicate 1, 2, 3...).

SSID : AP or Ad-hoc name.

' Network Type : Network's type, including infrastructure and Ad-Hoc.

© Authentication : Authentication mode.

Encryption : Encryption Type.

2 Use 802.1x : Whether or not use 802.1x feature.

Cannel : Channel in use for Ad-Hoc mode.

© Power Save Mode : Choose from CAM (Constantly Awake Mode) or Power Saving Mode.

©) Tx Power : Transmit power, the amount of power used by a radio transceiver to send the signal out.

¥ RTS Threshold : User can adjust the RTS threshold number by sliding the bar or key in the value
directly.

W Fragment Threshold : User can adjust the Fragment threshold number by sliding the bar or key in
the value directly.

(ra)
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Icons and buttons :
P

Indicate connection is successful on currently activated profile.

o)

Indicate connection is failed on currently activated profile.
o ©

Indicate network type is infrastructure mode.

od

Indicate network type is Ad-hoc mode.

-

Indicate security-enabled wireless network.
0O Add
Add a new profile.

o Edit
v

Edit an existing profile.

Delete
8

Delete an existing profile.

@ activate

Activate selected profile.

{E.I v

Show the information of Status Section.
D A

Hide the information of Status Section.
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Add/Edit Profile

There are three methods to open Profile Editor form.

@ You can open it from "Add to Profile" button in Site Survey function.
© You can open it from "Add" button in Profile function.
© You can open it from "Edit" button in Profile function.

System Config  Auth. % Encry.

Profile Mame == |F'ROF1 Metwork Type == |nfrastr
s5lD == |p.p1 j Tx Power == Aut
Fower Save Mode > () CaM @ PsM
[] RTS Threshaold J
[] Fragment Threshald J
CIE, Cancel
systermn Config  Auth. \ Encry.
authentication »= Open - Encryption == Mane - |:| 02, 1%
WPA Preshared Key ==
ep Key
() Keyr Hexadecimal — w |
o Key#? Hexadecimal - |
@ Keyes Hexadecimal — wr |
o K ey Hexadecimal v | E
Ik Cancel

Figure 2-2-2 Configuration

@ Profile Name : User can chose name for this profile, or use default name defined by system.

@ SSID : User can key in the intended SSID name or use pull down menu to select from available APs.

© Power Save Mode : Choose from CAM Constantly Awake Mode for Power Saving Mode.
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€ Network Type : There are two types, infrastructure and 802.11 Ad-hoc mode. Under Ad- hoc
mode, user can also choose the preamble type, the available preamble type includes auto and long. In
addition to that, the channel field will be available for setup in Ad-hoc mode.

& RTS Threshold : User can adjust the RTS threshold number by sliding the bar or key in the value
directly. The default value is 2347.

& Fragment Threshold : User can adjust the Fragment threshold number by sliding the bar or key in
the value directly. The default value is 2346.

@ Channel : Only available for setting under Ad-hoc mode. User can choose the channel frequency to
start their Ad-hoc network.

@ Authentication Type : There are 7 type of authentication modes supported by RaUl. They are open,
Shared, LEAP, WPA and WPA-PSK, WPA2 and WPA2-PSK.

© Encryption Type : For open and shared authentication mode, the selection of encryption type are
None and WEP. For WPA, WPA2, WPA-PSK and WPA2-PSK authentication mode, the encryption
type supports both TKIP and AES.

I 802.1x Setting : This is introduced in the topic of "Section 3-2 : 802.1x Setting".

) WPA Pre-shared Key : This is the shared secret between AP and STA. For WPA-PSK and
WPA2-PSK authentication mode, this field must be filled with character longer than 8 and less than
32 length.

© WEP Key : Only valid when using WEP encryption algorithm. The key must matched AP's key.
There are several formats to enter the keys.

1. Hexadecimal - 40bits : 10 Hex characters.
2. Hexadecimal - 128bits : 26Hex characters.
3. ASCII - 40bits : 5 ASCII characters.

4. ASCII - 128hits : 13 ASCII characters.
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Example to Add Profile in Profile

& Click Add in Profile function.

- @ & @

Profile MNetwark Advanced Statistics YA, YRS Radio &nf
Profile List
Profie Mame ==
5510 ==
Metwork Type ==
duthentication ==
Encryption ==
se 502, 1x »=
Channgel ==
Power Sawe tode ==
T Power ==
RTs Threzhaold ==

Fragment Threshald ==

Add

Status == AP1 2--= 00-03-7F-00-D7-A4 1 = 00
Extra Info => Link iz Up [TxPawer: 100%] 3

Channel = & «--x 2437000 MHz Signal 5trength 2 == E
Authentication =» Unknown -ﬁignal ﬁtrength Jrrd
Encryption == Mone Moize Strength == 02
Metwark Type = Infrastructure Transmit
IP &ddresz =»> 192,165, h.ol Lirk Speed == 54.0 Mbps
Sub dhask == 256,255,286,0 Throughput == 0,000 Mbps
Default Gateway == 192,168, 5,264
Bl Receive
EW == nia SHRD == nia Link 5peed == B4.0 Mbps
Gl == nia MCE == nfa SMR1 == nfa Throughput »= 0,025 Mbps
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@ Add Profile page will pop up.

E w @ # @B © ¢

Profile Metwork Advanced Statistics WA WPS Radio &n/f
Profile Lizt
Profile Mame ==
L5010 ==
Metwork Type ==
Aduthentication ==
Encryption ==
=g 802, 12 ==
Channgel ==
Power Sawe tode ==
T Power ==
RTS Threshald ==

Fragment Threshald ==

ddd

system Config  Auth. % Encry.

Profile Mame == |PROFA Metwork Type == |nfras

5510 2= | j Tx Power == i

Power Save Mode == () CAM i@ Pem

[] RTs Threshald

[] Fragment Threshold

=
=

| R

Ok Cancel
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€ Change profile name to what you want to connect. Pull down the ssid and select one
intended AP. The AP list is the result of last Network.

ddd

Profile Mame ==
Y [

Power Save Mode ==

[] RTs Threshald

[] Fragment Threshold

b #

P

Frofile Metwaork Advanced Statistics

Profile List

system Config Auth. \ Encry.

AR

YPS

Profile Mame =>
L5010 ==

Metwork Type ==
Authentication ==
Encryption ==

=g G02, 1% ==
Channel ==

Power Sawve Mode =>
Tx Power ==

RT% Threshaold ==

Fragment Threshald ==

'y

Fadio On/f

Metwork Type == |nfras

Tx Pawmer == &

PROF1

| H

_Shiang_28404P Q00C43656014 ~
Albert-200 N0AMZESZEETE

AR 000740400C7E
et [0037F0007Ad

APPA, 00144 549F 42F
Belkin_M1_Wireless 281111 Qo0C43251111 ]
Broadcom 001045902ED A ]
BroadcomPs Q01018902E27
ClaudesP QO0CF&EFCRIT

Cobra Q00A7IRCOSED
DennisAP Qo0C43102718
Fiona-ap Q00C43254021 A

=
=
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€ Then, you can see the profile which you set appear in the profile list. Click "Activate".

Activate the profile setting.

- g

F'rl:l_file Metwork Advanced

Profile List

b PROF1 AP

ddd Edit Delete

Status == AP <--= 00-03-7F-00-D7-Ad
Extra Info => Link is Up [TxPawer: 100%]
Channel »» & =--= 2437000 MHz
Authentication == Open
Encryption == MORE
Metwork Type == Infrastructure
IF &ddresz == 192,165, h.o0
Sub Mask => 2B5.255,255,0
Default Gateway == 192,168, 5,264
HT

EW == nfa SMRO == nfa

Gl == nfa MCE =x nfa SMRT =2 nfa

# @ ¢ ¢

Statistics WA, WPS Fadio On/f
6} Profile Mame == PROF1
5D == AP

Metwork Type == Infraztructu
Authentication == Open
Encryption == Mone
se 802, 1x == WO
Channel == 1
Power Save Mode == CaM
Tx Power == Auto
RT% Threzhold =» 2347

Fragment Threshald == 234&

activate

Moize Strength =» 24
Tranzmit
Link Speed == 5.0 Mbps=
Throughput == 0.000 Mbps

Receive
Link Speed == &4.0 Mbps
Throughput == 0,033 Mbps
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Network

Under the Network function, system will display the information of surrounding APs from last scan
result. List informations include SSID, BSSID, Signal, Channel, Encryption algorithm,
Authentication and Network type as Figure 2-3-1-1 shown.

Sorted by =» @ s8I0 @ Channel @ Sienal [] Show
AP List =»

_Shiang_2B604P b g 51%
aaa &3 g ° 5 o
AlbertY-200 b 8 © 7+
4p i g © s

P Pt e g 100% [
APP e g 0%
asus b1 g 21%
Broadcom b1 g 1%
Buffalo 54 b g 76%
Cobra lbr.‘- g ° 3z

Rescan Add to Profile Connect

Figure 2-3-1-1 Network fuction
Definition of each field :
@ SSID : Name of BSS or IBSS network.
@ Network Type : Network type in use, Infrastructure for BSS, Ad-Hoc for IBSS network.
€ Channel : Channel in use.

€ Wireless Mode : AP support wireless mode. It may support 802.11a, 802.11b, 802.11g or 802.11n
wireless mode.

© Security-Enable : Whether AP provides security-enabled wireless network.

© Signal : Receive signal strength of specified network.
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Icons and buttons :
o)
Indicate connection is successful.
oY
Indicate network type is infrastructure mode.
o4
Indicate network type is Ad-hoc mode.
o =
Indicate security-enabled wireless network.
O a
Indicate 802.11a wireless mode. mode.
0
Indicate 802.11b wireless.
o8
Indicate 802.11g wireless mode.
o ¥
Indicate 802.11n wireless mode
@ Sorted by >» @ 550 @ Channel @ Sienal
Indicate that AP list are sorted by SSID, Channel or Signal.

‘E Connect

Command to connect to the selected network.

LEJ Rescan

Issue an rescan command to wireless NIC to update information on surrounding wireless network.
® &dd to Profile

Add the selected AP to Profile setting. It will bring up profile page and save user's setting to a new
profile.

1S 4

Show the information of Status Section.

L) -

Hide the information of Status Section.



Connected network :

@ When RaUI first ran, it will select the best AP to connect automatically.

& If user wants to connect to other AP. He can click "Connect" button for the intended AP
to make connection.

© If the intended network has encryption other than "Not Use", RaUl will bring up the security page
and let user input the appropriate information to make the connection. Please refer to example on
how to fill the security information.

When you double click on the intended AP, you can see AP's detail information.

AP's detail information divide into three parts. They are General, WPS, CCX information and 802.11n
(/802.11n button only exists for the AP supported N mode ). The introduction is as follow :
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© General information contain AP's ssid, MAC address, authentication type, encryption type, channel,
network type, beacon interval, signal strength and supported rates. It shows as Figure 2-3-1-2.

MAC Address == 00-03-7F-00-D7-44
authentication Type == Unknown
Encryption Type == MNone
Channel == & <--= 2437000 KH=
Metwork Type == Infrastructure

Beacon Interval == 100

= - # @ %
Frofile Metwaork Advanced Statistics i, WyPs Fadio Cn/f
Sorted by == ) 55D @ Channel i@ Signal [] Show
AP List =
132 b2 ' 005
202 b1 ' Y
213 11 28 ° 2z
215 b 20 A%
219 i B © sx -
243 b5 B8 ° ooz m—
_Shiang_28604P b 20 9%
4P b B © s -
b 4Pt e g 1005
APPA e bl X -
Rescan &dd to Profile Connect
_ Ger_‘ne_ral WP CCX B0Z.11n
SSID == AP

Supported Rates (Mbpz)
1,2, 5.6, 11, 6, 12, 24, 34, 9, 18, 48, R4

IR,

Figure 2-3-1-2 General informaion about AP's detal information
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@ \WPS information contain authentication type, encryption type, config methods, device password
id, selected registrar, state, version, AP setup locked, UUID-E and RF bands as Figure 2-3-1-3.
The introduction indicates as follow :

@ Authentication Type : There are three type of authentication modes supported by
RaConfig. They are open, Shared, WPA-PSK and WPA system.

@ Encryption Type : For open and shared authentication mode, the selection of encryption type
are None and WEP. For WPA, WPA2, WPA-PSK and WPA2-PSK authentication mode, the
encryption type supports both TKIP and AES.

€ Config Methods : Correspond to the methods the AP supports as an Enrollee for adding external
Registrars. (a bitwise OR of values)

Value Hardware Interface
0x0001 USBA (Flash Drive)
0x0002 Ethernet
0x0004 Label
0x0008 Display

0x0010 External NFC Token
0x0020 Integrated NFC Token

0x0040 NFC Interface
0x0080 Push Button
0x0100 Keypad

€ Device Password ID : Indicate the method or identifies the specific password that the selected
Registrar intends to use. AP in PBC mode must indicate 0x0004 within two-minute Walk Time.

Value Description
0x0000 Default (PIN)
0x0001 User-specified
0x0002 Rekey
0x0003 Display
0x0004 PushButton (PBC)
0x0005 Registrar-specified

0x0006-0x000F Reserved

© Selected Registrar : Indicate if the user has recently activated a Registrar to add an
Enrollee. The values are "TRUE" and "FALSE".

) State : The current configuration state on AP. The values are "Unconfigured" and
"Configured".

@ Version : WPS specified version.
© AP Setup Locked : Indicate if AP has entered a setup locked state.

© UUID-E : The universally unique identifier (UUID) element generated by the Enrollee. There is a
value. It is 16 bytes.

I RF Bands : Indicate all RF bands available on the AP. A dual-band AP must provide it. The
values are "2.4GHz" and "5GHz".
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E - @ & B O ¢
= | T
Profile Metwork Advanced Statistics AR, WPS Radio On/
Sorted by == {2y 55D @ Channel @ Signal [] Show
&P List ==
132 b2 ' 1005
202 1 g 0%
213 N g ° 2
215 e g A
219 &1 g © =z
243 s g © ooz ——
_Shiang_28604P b 29 9%
4P 1 G ° s oo
b 4Pl s g 1005 —
APPA Y g 917
Rescan ddd to Profile Connect
Genaral L2 CCX BOZ.11n

Authentication Type == Unknown State == Unknowr

Encryption Type == Mone Version == Lnknowr

Config Methods == Unknown AP Setup Locked == Unknowr

Device Pazsward 1D == UUID-E == Unknowr

Selected Registrar == Unknown RF Bands == Unknowr

]9

Figure 2-3-1-3 WPS information about AP's detail information
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© CCX information contains CCKM, Cmic and Ckip information. It shows as Figure 2-3-1-4.

(€RaM ]
E o # & B © ¢

Profile Metwark Advanced Statistics i, WP Fadio Cn/f
Sorted by == {2y 55D @ Channel @ Signal [] Show
AP List =»
132 b2 ' 00%
202 b ' Y
213 N B8 ° 2
215 be 28 4%
219 i B © sx -
243 b5 B8 © 0oz m——
_Shiang_28604P b 29 9%
4P b B8 ° ox -
D ip1 be g 100%
APPA v Bg % -
Rescan &dd ta Profile Caonnect
Genaral P COx BOZ.11n

CCHM == FALSE

Cmic == FALSE

Ckip == FALSE

I,

Figure 2-3-1-4 CCX information about AP's detail information
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© 3802.11n information contains some related 802.11n information. It shows as Figure 2-3-1-5.

YR -

ok &

I

Frofile MNetwork Advanced Statistics AR
Sorted by s {3y 55D @ Channel @ Signal
AP List ==
132 b2 ] 100%
202 &1 s] 0%
213 b 8 ¢ »x
215 O s] My
219 b ' S iy
243 b5 ' S 0y
_Shiang_28604P N s] 9%
4P 2 g © oz
b 4R1 % g 100% -
BPPA e g 91%
Rezcan Add to Profile Connect
Genearal P CCH HOZ.11n
Secondary Channel Offset element
Lecondaty Channel Offset o
Extended Capabilities information element
HT Information Exchange Support FALSE
Heighbor Report element
Mobility Domain FaLSE
High Throughput FaLSE
HT Capabilities element
HT Capability FALSE
LDPC Coding Capability FALSE
Supported Channel Width Set o

YRS

T

Fadio Cn/f
|:| G h o

Figure 2-3-1-5 802.11n information
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Example on Adding Profile in Network

€0 Select the intended network from AP list in Network function.

£ # @ © 3

Frofile Meatwaork Advanced Statistics WA, WWPL Fadio On/f

Sorted by == {3y 55D @ Channel @ Signal [] Show
AP List ==

Alberty-200 b B ° =
4P b Bg ° m

Broadcom @11 m |
BroadcomiPs b B ° oy —
Denmis 4P be 28 7ox
Fiona-fp Il bEe] A
1551-3F-azus11b @3 S oy [ .
knilar be g ° oz
NB27-PC_Network be GR° s —

Rescan #dd to Profile Connect

Status =» AP1 =--= 00-03-7F-00-07-44
Extra Info => Link is Up [TxPawer: 100%]
Channel »= & =--= 2437000 MHz

duthentication == Unknown

Encryption == Mone Moise Strength == 26

Metwork Type == Infrastructure TrEmEmi:
IP hddress => 192.168.5.60 Link Speed »> 54,0 Mbps
Sub Mask == 255,255,255,0 Throughput »= 0,000 Mbps
Default Gateway == 192,168, 5,264
HT Receive

B == nfa SMRO == nfa Link speed == 45.0 Mbps
Gl == nfa MCS == nfa SMRA == nda Throughput == 0,104 Mbps
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@ Click "Add to Profile".

Broadcom
BroadcomiiPs
Dennis&P
Fiona-Ap
[55]-3F-azus11b

knilar

Rescan

Status ==

Extra Info ==
Channel ==
fduthentication ==
Encryption ==
Metwork Type ==
IP Address ==

sub Mask ==

Default Gateway ==

BW == nfa

Gl == nfa

MB27-PC_Metwiork

b1
1
e
o2h

& &)

& & & & & &
o e aaaa

s T
s T
s ¢
Add to Profile Connect
AP <--» 00-03-7F-00-07-4
Link. i= Up [TxPower:100%)]
& =--= 2437000 MHz
Lnknon
Mare
Infraztructure
192,168, 5.40
2RE,2EE 2RO
192,165, 5,254
HT
SMRO == nfa
MCE =» Nfa MR == nfa

=
®

100%
ok
443
20%
%
813

A=
= = F B @ ?
Fraofile Meatwark Advanced Statistics 'y e, WiES Fadio On/f
Sorted by == {3y 55D @ Channel @ Siznal [] Show
AP List ==
Alberty-200 be g ° «x
4P 2 B8 © ™ -

I Moize Strength =» 26

Tranzmit
Link 3peed == 6.0 Mbps
Throughput == 0,000 Mbps

Receive
Link peed == 45.0 Mbps
Throughput == 0.104 Mbps
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© System will pop up Add Profile windows. You can change profile name which you like most.

P= Tk
= - # £y (9 'y
Profile Metwork Advanced statistics i, WP Fadio Cn/
Sorted by == {3y 55D @ Channel @ Signal [] Show
&P List ==
Alberty-200 b g ° oz
4P 1 B ¢ o -
b 4Pl s g 1005 —
Broadcom o1 B0 0%
[ =]
BroadcomiPs b 29 1003
Dennis &P @’6 ' i
Fiona-Ap 2N bEe] A%
|551-3F-asus11b b3 S 0z
knilar be B © ox
NB27-PC_Network be GR° s —
Rescan &dd ta Profile Caonnect
system Config  Auth. % Encry.
Praofile Mame == |F‘ROF1 Metwork Type == |nfras
S50 == |.ﬁ.F'1 j T Power »» i
Power Save dode == () ChM @ Psw
[] RTs Threshold j
[] Fragment Threshold J
8]1 Cancel
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€ Then, you can see the profile which you set appear in the profile list. Click "Activate".
Activate the profile setting.

- &% F B © ¢

Frofile Metwaork Advanced Statistics WA WPS Fadio On/f

Prefle=Eisk

PRICF 1 Profile Mame == PROF1

5510 == AP

Metwork Type == Infrastructu
Authentication == Open
Encryption »= MNone
=g G02, 1% == MO
Channel == &
Power Save Mode => CaM
Tx Power == Auto
RTS Threshaold == 2347

Fragment Threshaold == 2348

Add Edit Delete Activate

Status == AP <--= 00-03-7F-00-D7-4
Extra Info == Link is Up [TxPawer: 100%]
Channel == & <=-- 2437000 MHz

Authentication == Unknown

Encryption == Mone I Moize Strength == 26
Metwork Type »» Infrastructure Tranzmit
IP &ddress == 192,168, 5.60 Link Speed == 54,0 Mbps
Sub Mazk == Z5R,265,2656.0 Throughput == 0,000 Mbps
Default Gateway == 192.1658,5.254
4l Receive
EW == nsa SMRD == n/a Link Speed == 54,0 Mbps
Gl == nfa MCE == nfa SMRA == nfa Throughput == 0.092 Mbps
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Advanced

Figure 2-4 shows Advance function of RaUl.

Wirelezs mode »» |8|:|2. 11 & B G M mix j |:| Enable CCX (Cizco Compatible eXtenzions)

Enable Tx Burst

Enable TCP Window Size

Fazt Roaming at dBm

OOon

Show Authentication Status Dialog

Select Your Country Region Code

11 BIG =» |0: CH1-11 |

114 = |?: CH 36,4III,44,48,52,56,60,64,100j

Apply

Figure 2-4 Advance function

@ Wireless mode : Select wireless mode. 802.11 B only, 802.11 A only, 802.11 B/G mikx,
802.11 B/G/N mix, 802.11 A/B/G mix, and 802.11 A/B/G/N mix modes are supported.
(802.11 A/B/G mix selection item only exists for A/B/G adapter ; 802.11 B/G/N mix selection item
only exists for B/G/N adapter ; 802.11 A/B/G/N mix selection item only exists for
A/B/G/N adapter)
© Wireless Protection : User can choose from Auto, On, and Off.
(only 802.11n adapter don't support.)
@ Auto : STA will dynamically change as AP announcement.

@ On: Always send frame with protection.
© Off : Always send frame without protection.

© TX Rate : Manually force the Transmit using selected rate. Default is auto.

(802.11n wireless card don't support TX Rate now)

€ Enable TX Burst : Ralink's proprietary frame burst mode.

© Enable TCP Window Size : Enhance throughput.

) Fast Roaming at : fast to roaming, setup by transmit power.

@ Select Your Country Region Code : eight countries to choose. Country channel list : Country
channel list. (11A ListBox only shows for A/B/G adapter.)

© Show Authentication Status Dialog : When you connect AP with authentication, choose

whether show "Authentication Status Dialog™ or not. Authentication Status Dialog display the process
about 802.1x authentication.
© Enable CCX (Cisco Compatible eXtensions) : support Cisco Compatible Extensions function.
© LEAP turn on CCKM.
@ Enable Radio Measurement : can channel measurement every 0~2000 milliseconds.
@ Apply the above changes.
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Icons and buttons:
-

Show the information of Status Section.

il
Hide the information of Status Section.

Statistics
Statistics page displays the detail counter information based on 802.11 MIB counters. This page

translates that MIB counters into a format easier for user to understand. Figure 2-5-1 shows the
detail page layout.

Transmit Facaiva

Frames Tranzmitted Successully =
Frames Retransmitted Successfully =
Frames Fail To Receive &ACK After Al Retries =
RTS Frames Successfully Receive CTS =

RT% Frames Fail To Receive CTS =

Rezet Counter

Figure 2-5-1 Statistics function

Transmit Statistics :

Transmit Facaiva

Frames Tranzmitted Successully =
Frames Retransmitted Successfully =
Frames Fail To Receive &ACK After Al Retries =
RTS Frames Successfully Receive CTS =

RT% Frames Fail To Receive CTS =

Rezet Counter

Frames Transmitted Successfully : Frames successfully sent.

Frames Fail To Receive ACK After All Retries : Frames failed transmit after hitting retry limit.
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RTS Frames Successfully Receive CTS : Successfully receive CTS after sending RTS
frame.

RTS Frames Fail To Receive CTS : Failed to receive CTS after sending RTS.
Frames Retransmitted Successfully : Successfully retransmitted frames numbers.
Reset counters to zero.

Receive Statistics :

Transmit Fecajvea

Frames Received Successtully =
Frames Received Wiith CRC Error =
Frames Dropped Due To Qut-of-Resource =

Duplicate Frames Received =

Reszet Counter

» Frames Received Successfully : Frames received successfully.
Frames Received With CRC Error : Frames received with CRC error.
Frames Dropped Due To Out-of-Resource : Frames dropped due to resource issue.
Duplicate Frames Received : Duplicate received frames.
Reset counters to zero.
Icons and buttons:

o

Show the information of Status Section.

all,

Hide the information of Status Section.
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WMM
Figure 2-6-1 shows WMM function of RaUl. It involves "WMM Enable"”, "WMM - Power
Save Enable™ and DLS setup. The introduction indicates as follow :

Wik Setup Status
WM == Enabled Power Save == Dizabled Direct Lin

|i| rAkA Enable

[] Wb - Power Save Enable

[[] Direct Link Setup Enable

EREEEE e

Figure 2-6-1 WMM function

€ WMM Enable : Enable Wi-Fi Multi-Media. The setting method follows Section 2-6-2. WMM -
@ Power Save Enable : Enable WMM Power Save. The setting method follows

Section 2-6-3.
& Direct Link Setup Enable : Enable DLS (Direct Link Setup). The setting method follows

Section 2-6-4.

Icons and buttons:
1 T o

Show the information of Status Section.
0 A

-

Hide the information of Status Section.
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Example to Configure to Enable DLS (Direct Link Setup)

@ Click "Direct Link Setup Enable"

Wk Setup Status
Wk == Enabled Power tawve == Dizabled

|E| il Enable

[] b - Power Save Enable

|i| Direct Link Setup Enable

M dddress == |7|7|7|7|—|7

Timeout Yalue == &6l zec

Direct Lir

AF

Tear

-50 -



@ Change to "Network" function. And add a AP that supports DLS features to a Profile. The result will

look like the below figure in Profile page.

Es |
= ET— w
Profila Maetwork Advanced
Profile List
P PROF1 AP
add Edit Delete

status == 4P1 <--= 00-03-7F-00-D7 -4
Extra Info == Link iz Up [TxPower: 100%]
Channel == & =--»> 2437000 WHz
duthentication =» QOpen
Encryption == NOME
Metwork Type == Infrastructure
IP Address == 192, 168.5.60
Sub Mask == 255, 2ZRE,ZRE,0
Default Gateway == 192,165.5,254
HT

BW == nfa SMRO == nia

Gl == nfa MCE == nfa MR == nfa

# @ ¢ ¢

Statistics iy, YRS Fadio Onf
& Profile Mame == PROF1
SEID == AP

Metwark Type »» Infrastructu
duthentication »» Open
Encryption == Mone
Uze 502, 1x »= MO
Channel => 1
Power Save Mode == Ch
Tx Power == Auto
RTS Threshold == 2347

Fragment Threshald »»> 2346

Activate

Moize Strength == 26
Tranzmit
Link peed == b4.0 Mbps
Throughput == 0,000 Mbps

Receive
Link peed == 54,0 Mbps
Throughput == 0,033 Mbps

The setting of DLS indicates as follow :

& Fill in the blanks of Direct Link with MAC Address of STA. The STA must conform to two

conditions as follow :

1. Connect with the same AP that support DLS features.

2. Have to enable DLS.
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Wk Setup Status
Wik == Enabled Power Sawve == Dizabled

|E| iriid Enable

[] "Wk - Power Save Enable

|E| Direct Link Setup Enable

MAC Address ==| |00 |0c |43 |28 |60 |00

© Timeout Value represents that it disconnect automatically after some seconds. The value

Timeout Value == all  zec

Direct Lir

i

Tear

is integer. The integer must be between 0~65535. It represents that it always connects if the value is

zero. Default value of Timeout Value is 60 seconds.

Wk Setup Status
Wk == Enabled Power Sawe == Dizabled

|E| ifkhih Enable

[] Wkibh - Power Save Enable

|E| Direct Link Setup Enable

MAC Address == (00 0o |43 |28 |e0 |00

Timeout Value =3

all  zec

Direct Lir

AL

Tear
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© Click "Apply" button. The result will look like the below figure.

Wk Setup Status
Wk == Enabled Power Sawe == Dizabled Direct Lir

|E| ifkhih Enable

[] Wkibh - Power Save Enable

|E| Direct Link Setup Enable

MAC Address == (00 (0o |43 |28 |éD |IIIIII Timeout Walue == a0 zec Fit

00-0C-43-28-60-00 600 Tear

Describe "DLS Status" as follow :

@ As the up figure, after configuring DLS successfully, show MAC address of the opposite side
and Timeout Value of setting in "DLS Status". In "DLS Status" of the opposite side, it shows MAC
address of myself and Timeout Value of setting.

@ Display the values of "DLS Status" to "Direct Link Setup™ as follow :

1. In"DLS Status" select a direct link STA what you want to show it's values in "Direct Link
Setup".

Wik Setup Status
Wik == Enabled Power save == Dizabled Direct Lin

|E| i hadh Enable

[] Wi - Power Save Enable

@ Direct Link Setup Enable

MAC hddress == | Timeout Yalue == &l zec hp
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2. Double click. And the result will look like the below figure.

Wk Setup Status
Wk == Enabled Power Sawe == Dizabled Direct Lir

|E| ifkhih Enable

[] Wkibh - Power Save Enable

|E| Direct Link Setup Enable

MAC Address == (00 (0o |43 |28 |éD |IIIIII Timeout Walue == a0 zec Fit

© Disconnect Direct Link Setup as follow :

1. Select adirect link STA.

Wk Setup Status
Wik == Enabled Power Sawve == Dizabled Direct Lir

|E| iriid Enable

[] "Wk - Power Save Enable

|E| Direct Link Setup Enable

MAC Address == (00 |0c |43 |25 |40 |E|E| Timeout Walue == G000 sec Ar
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2. Click "Tear Down" button. The result will look like the below figure.

Wk Setup Status
Wk == Enabled Power Sawe == Dizabled

|E| ifkhih Enable

[] Wkibh - Power Save Enable

|E| Direct Link Setup Enable

MAC Address == IH IE IE IE IH IH Timeout Walue == a0 zec

Direct Lir

AL

Tear
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Example to Configure to Enable Wi-Fi Multi-Media

If you want to use "WMM-Power Save" or "Direct Link" you must enable WMM. The setting method
of enabling WMM indicates as follows:

@ Click "WMM Enable".

Wikih Setup Status
WM == Emabled Power Save == Dizabled Direct Link

|E| s Enable

[] kb - Power Save Enabile

[] Direct Link Setup Enable

EEEEEE |«
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@ Change to "Network" function. And add a AP that supports WMM features to a Profile. The

result will look like the below figure in Profile page.

T 4

Frofila Matwork Advanced

Profile List

P PROF1 AP

ddd Edit Delete

Status == AP1 <--= 00-03-7F-00-D7-4<
Extra Info == Link iz Up [TxPower:100%]
Channel == & <--= 2437000 MHz
Aduthentication »» Open
Encryption == MORE
Metwork Type == Infrastructure
IP Address == 192.168.5.60
Sub Mazk == ZRA.2EE,ZREO
Default Gateway == 192,165, 5,254
HT

BW == nfa SMRO == nfa

Gl == nfa MCE =» Nfa MR == nfa

# @ ¢ ¢

Statistics AR, LI Fadio On/f
6) Profile Mame == PROF1
2D == AP9

Metwork Type == Infraztructu
Authentication == Open
Encryption == RMone
=g G02,1x »> MO
Channel == 1
Power Save Mode == CAM
Tx Power == Auto
RTS Threshold == 2347

Fragment Threzhald »= 2346

Activate

Moize Strength =» 26
Tranzmit
Link 3peed == 6.0 Mbps
Throughput == 0,000 Mbps

Receive
Link peed == &B.0 Mbps
Throughput == 0.033 Mbps
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Example to Configure to Enable WMM Power Save
Click "WMM-Power Save Enable".

Wik Setup Status
Wik == Enabled Power save == Dizabled Direct Lin

|E| i hadh Enable
|E| WreAM - Power Save Enable

[] AcC_BK [] ac_EE [ ac_w [] ac_vo

[] Direct Link Setup Enable

BEEEEE @

Please select which ACs you want to enable. The setting of enabling WMM-Power Save
is successfully.

Wk Setup Status
Wik == Enabled Power Save == Enabled Direct Lin

|E| irbhid Enable

|E| Wit - Power Save Enable

[ AC_BK [] Ac_EE [] ac_wi [] ac_wo

[] Direct Link 5etup Enable

BEEREEE @
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WPS

Figure 2-7-1 shows WPS function of RaUl. The introduction indicates as follow:

1 RaUl

- & & @ ©
Praofile Metusark Advanced htatistics WA, WP Fadio Onf
WPS AP List
14 Unknowin AP 1-Ps 00-10-18-90-3E-27
1D ¢ Unknown Ubicom_Sample on-0C-43-28-a0-20 1
1D : Unknown arwint-Z8a04P on-0C-43-28-40-40 ] @
1D Unknown default 00-18-02-44-04-6E & @ e
_WP5 Profile List
PN |E| RS dszociate |E Progress == 0%
FEC |i| WP Probe |E WPS status i= dizconnected
[] Automatically select the 4P
Status == AP <--> 00-03-7F-00-07-f
Extra Info == Link is Up [TxPower: 1002%] &
Channel == & <--= 2437000 MHz »x gl
Authentication == WP ) iznal § (RS
Encryption == TKIP+AES | MNoise Strength >» 26
Metwork Type == Infrastructure HESTISITE
IP &ddreszs == 192,165.2.8 Link SFIEEIj = R0 |"."||Il|:IS
Sub Maszk == ZER,ZER,ZEE.0D ThrDughput == 0,000 KtII:IS
Default Gateway == 192, 165.2, 254
2 tf Receive -
EWi == nfa SMRO == nfa Link Speed == 45.0 Mbps
Gl == nfa MCS =2 nia SMRA =5 nifa Throughput == 143,052 Kbps

Figure 2-7-1 WPS function
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& WPS Configuration : The primary goal of Wi-Fi Protected Setup (Wi-Fi Simple Configuration) is
to simplify the security setup and management of Wi-Fi networks. Ralink STA as an Enrollee or
external Registrar supports the configuration setup using PIN configuration method or PBC
configuration method through an internal or external Registrar.

© WPS AP List : Display the information of surrounding APs with WPS IE from last scan result.
List information include SSID, BSSID, Channel, ID (Device Password ID), Security- Enabled.

€ Rescan : Issue a rescan command to wireless NIC to update information on surrounding wireless
network.

© Information : Display the information about WPS IE on the selected network. List information
include Authentication Type, Encryption Type, Config Methods, Device Password ID, Selected
Registrar, State, Version, AP Setup Locked, UUID-E and RF Bands.

It's detail follows WPS Information on AP.

© PIN Code : 8-digit numbers. It is required to enter PIN Code into Registrar using PIN

method. When STA is Enrollee, you can use "Renew" button to re-generate new PIN Code.

) Config Mode : Our station role-playing as an Enrollee or an external Registrar.

@ Table of Credentials: Display all of credentials got from the Registrar. List information include
SSID, MAC Address, Authentication and Encryption Type. If STA Enrollee, credentials are created as
soon as each WPS success. If STA Registrar, RaUl creates a

new credential with WPA2-PSK/AES/64Hex-Key and doesn't change until next switching to

STA Registrar.

& Control items on credentials

1. Detail : Information about Security and Key in the credential.

2. Connect : Command to connect to the selected network inside credentials. The active selected
credential is as like as the active selected Profile.

3. Rotate : Command to rotate to connect to the next network inside credentials.

4. Disconnect : Stop WPS action and disconnect this active link. And then select the last profile at
the Profile Page of RaUl if exist. If there is an empty profile page, the driver will select any non-
security AP.

5. Export Profile: Export all credentials to Profile.

6. Delete : Delete an existing credential. And then select the next credential if exist. If there is an
empty credential, the driver will select any non-security AP.

© PIN : Start to add to Registrar using PIN configuration method. If STA Registrar, remember that
enter PIN Code read from your Enrollee before starting PIN.

() PBC : Start to add to AP using PBC configuration method.

*When you click PIN or PBC, please don't do any rescan within two-minute connection. If you want to
abort this setup within the interval, restart PIN/PBC or press Disconnect to stop WPS action.

) WPS associate IE : Send the association request with WPS IE during WPS setup. It is optional for
STA.

& WPS probe IE : Send the probe request with WPS IE during WPS setup. It is optional for
STA.

(® Progress Bar : Display rate of progress from Start to Connected status.

&) Status Bar: Display currently WPS Status.

& Automatically select the AP: Start to add to AP by using to select the AP automatically in
PIN method.

**There are examples in section 2-7-3(PIN Enrollee Setup), section 2-7-4(PBC Enrollee
Setup) and section 2-7-5(Registrar Configures and AP)**

Icons and buttons:
1 M

Show the information of Status Section. Hide
0 A
the information of Status Section.
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WPS Information on AP

WPS information contain authentication type, encryption type, config methods, device password id,
selected registrar, state, version, AP setup locked, UUID-E and RF bands. The introduction indicates as
follow :

P= ok
E #F @ © ¢
Profile Metwork Advanced statistics i, WS Fadio Cn/
Sorted by == o 1] o Channel o Signal [] Show
&P List ==
132 b2 s] 1007
202 O g TE -
213 b ' S 0
215 s g %
219 b g 2 sx
243 b5 9 ° oox  m—
_Shiang_28604P Il bEe] 9%
4P &1 g © oz
b ap1 s g 100%
APPA e s] S
Rezcan &dd ta Profile Connect
Genearal P COX BOZ.11n

Authentication Type == Unknown State =: Unknowr

Encryption Type == hone VWersion == Lnknowr

Caonfig Method:s == Unknown AP Setup Locked == Unknowr

Dewvice Password D == UUID-E == Unknowr

Selected Registrar == Lnknown RF Bands => Unknowr

(o]
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@ Authentication Type : There are three type of authentication modes supported by

RaConfig. They are open, Shared, WPA-PSK and WPA system.

L2 Encryption Type : For open and shared authentication mode, the selection of encryption type are None and WEP. For
WPA, WPA2, WPA-PSK and WPA2-PSK authentication mode, the encryption type supports both TKIP and AES.

L3 Config Methods : Correspond to the methods the AP supports as an Enrollee for adding external Registrars. (a
bitwise OR of values)

Value Hardware Interface
0x0001 USBA (Flash Drive)
0x0002 Ethernet
0x0004 Label
0x0008 Display

0x0010 External NFC Token
0x0020 Integrated NFC Token

0x0040 NFC Interface
0x0080 Push Button
0x0100 Keypad

) Device Password ID : Indicate the method or identifies the specific password that the selected Registrar intends to
use. AP in PBC mode must indicate 0x0004 within two-minute Walk Time.

Value Description
0x0000 Default (PIN)
0x0001 User-specified
0x0002 Rekey
0x0003 Display
0x0004 PushButton (PBC)
0x0005 Registrar-specified

0x0006-0x000F Reserved

©  Selected Registrar : Indicate if the user has recently activated a Registrar to add an
Enrollee. The values are "TRUE" and "FALSE".

€} state : The current configuration state on AP. The values are "Unconfigured" and "Configured".

@ Version : WPS specified version.

9 Ap Setup Locked : Indicate if AP has entered a setup locked state.

&Y UUID-E : The universally unique identifier (UUID) element generated by the Enrollee. There is a value. It is 16 bytes.

@ RF Bands : Indicate all RF bands available on the AP. A dual-band AP must provide it. The values are "2.4GHz"
and "5GHz".
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Example to Add to Registrar Using PIN Method

The user obtains a device password (PIN Code) from the STA and enters the password into the
Registrar. Both the Enrollee and the Registrar use PIN Config method for the configuration setup.
The detail indicates as follows.

(1) User types STA PIN
into AP R:ii-st’rai/’,\

s‘*‘i ‘+._Credentials exchanged using EAP

AP Registrar 'ﬂ"‘-\_ STA Enrollee

Al

r

Wireless (UPnP) (3) User types STA PIN

Ethetnet (UPnP
ernet (UPnP) into WLAN Registrar

(2) User types STA PIN
into Non-WLAN Registrar

Non-WLAN Registrar WLAN Registrar

@ Go to the box of Config Mode and select Enrollee.

WPS AP List
1D ¢ Unknown Ubicom_sample 00-0C-43-25-60-20 1 A
1T & Link.nowr AP 1-WPS 0o-10-18-90-2E-27 1 g
1D Unknown arvint-25004P 00-0Z-43-25-60-60 3 e
1D+ Unknown default 00-15-02-44-04-6E6 ] @ W

WPS Profile List [

@ WPS Azsociate |E Progress == 0%

|E| WPS Probe IE WP status iz dizconnected

[] Automatically select the 4P
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@ Click "Rescan" button to update available WPS APs.

WiPS AP List
1D Unknown Ubicom_Sample 00-0cC-43-28-a0-20 1 - [
1D Unkniown AP1-Ps 00-10-18-90-2E-27 1 b
1D Unknown arvint-28a04P 00-00C-43-28-a0-40 3 &
1D+ Unknowin default 00-15-02-44-04-6E & v

54

WPS Profile List

|z| WP Aszociate |E Progress == Ok

|z| WPS Probe |E WPs status is disconnected

[] Automatically select the AP

€ Select an AP (SSID/BSSID) that STA will join to.

YRS AP List
1 Unknown 0ag-10-
1D Unknown Ubicom_Sample 00-0cC-43-25-a0-20 1
1D Unknown arvint-Z84604P 00-0C-43-28-60-60 3 9
1D Unknawn default 00-15-02-44-04-55 & g

|

WPS Profile List

=11 |z| WiPS dszociate [E Progress == 0%
PEC |E| WPs Probe |E WS status iz dizconnected

[] Automatically select the 4P
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€ Click "PIN" button to start PIN connection.

& Enter PIN Code of STA into the Registrar when prompted by the Registrar.

1D : Unknawn AP 1-WPs
1D 2 Unknawn Ubicom_Sample
1D 2 Unknawn arvint-Z8a0AP
1D 2 Unkncwn default

Pk [l WPS Assaciate |E

PEC @ WPS Probe [E

WPS 4P List
00-10-18-90-2E-27 1 S &
00-0C-43-28-60-20 1
00-0C-43-28-60-60 3 9
00-18-02-44-04-6F 6 9 m

WPS Profile List

Progress == 6%

Start PIM connection - AP 1-WPS

[] Automatically select the AP

*Allow of an exchange between Step 4 and Step 5.

*If you use Microsoft Window Connection Now as an External Registrar, you must start PIN
connection at STA first. After that, search out your WPS Device name and MAC address at
Microsoft Registrar. Add a new device and enter PIN Code of STA at Microsoft Registrar

when prompted.

The result will look like the below figure.

WPS AP List
D : Unknown AP 1-WP'S 00-10-18-90-2E-27 1 e &
1D Unkron Ubizom_Sample 00-0C-43-28-60-20 1
1D+ Unknowan arvint-Z8a04P o0-0cC-43-25-a0-40 3 9
1D+ Unknowan default 00-18-02-44-04-66 & @ w
WPS Profile List
Pl [ll] WPS Assaciate |E b
PEC [ PsProbe |E PIM - Sending #3

[] Automatically select the AP
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@ Configured and got one or multiple credential(s).

WPS AP List
1D 2 Unknown Ubicom_Sample 00-0C-43-28-a0-20 1 4
1D Urknown arvint-28604P 00-0C-43-28-60-60 3 @
1D Unknown WinceWps 00-14-85-E3-07-3B 7 @
ID ¢ Unknown APA-WPS 00-10-18-90-2E-27 1 @ w
WP5 Profile List
b ap1-wps a
B [l “WPS Associate |E Progre
PEC |E| WPs Probe |E PIM - Configured
[] Automatically select the AP
€ Then connect successfully. The result will look like the below figure.
WrPs AP List
1D+ Unkncwn Ubicom_Sample 00-0c-43-28-a0-20 1 -
1D Unkron arvint-28604P 00-0C-43-28-60-60 3 @
1D Unkrnon WHinceWps 00-14-35-E3-D7-5B 7 @
IC+ Unkncin AP WP Q0-10-18-90-2E-27 1 g "

WPS Profile List

P ap1-ips

I |E| WPS Associate |E Progress : -

PBIC |i| WS Probe |E WPS statuz is connected successfully - &P 1-WPS

[] sutomatically select the AP
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© Click "Detail" button.

WPS &P List
1D Unkrmon Ubicom_Sample 00-0C-43-28-60-20
D+ Unknown arvint-Z8a0apP 00-0C-43-23-60-60
1D+ Unknowan WinceWwps 00-14-85-£3-07-3E 7
ICr & Linknomun AP 1-WPS ao-10-15-90-2E-27
WPS Profile List
P ap1-inips 9
BIr |E| WP Azzociate [E Progress
PRC |E| WP Probe [E WP% status iz connected succezsfully - AP 1-WPS

[] Automatically select the AP

@ You will look like the below figure.

551D == |.ﬁ.F'1-WF‘S

BE5ID == 00-0C-43-28-40-04
Authentication Type == WRA-PLSK

Key Length == &4

Encryption Type == TKIP

Key Index == Keyil

Key Material ==

[] Show Password

i

Cancel

*1f Credential#1 is reliable and present, system will connect with Credential#1. On the

contrary, system will auto rotate to the next existed credential.

*Also you can click "Rotate” button. Command to rotate to the next credential you want to use.

Describe "WPS Status Bar" - "PIN - xxx" as follow :
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@ Asuccessful PIN Configuration :
Start PIN connection - SSID ~> Begin associating to WPS AP ~> Associated to WPS AP

~> Sending EAPOL-Start ~> Sending EAP-Rsp (ID) ~> Receive EAP-Req (Start) ~>
Sending M1 ~> Received M2 ~> (Received M2D ~> Sending EAP-Rsp (ACK)) ~> Sending

M3 ~> Received M4 ~> Sending M5 ~> Received M6 ~> Sending M7 ~> Received M8 ~> Sending
EAP-Rsp(Done) ~> Configured ~> WPS status is disconnected ~> WPS status is connected
successfully-SSID

@ WPS configuration doesn't complete after two-minute connection : WPS Eap

process failed.

€ When Errors occur within two-minute connection, the WPS status bar might report on
"WPS Eap process failed".

Error messages might be :

1. Receive EAP with wrong NONCE.
2. Receive EAP without integrity.

3. Error PIN Code.

4. An inappropriate EAP-FAIL received.
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Example to Add to Registrar Using PBC Method

The PBC method requires the user to press a PBC button on both the Enrollee and the
Registrar within a two-minute interval called the Walk Time. If only one Registrar in PBC
mode, which PBC mode is obtained from ID 0x0004, is found after a complete scan, the
Enrollee can immediately begin running the Registration Protocol.

If the Enrollee discovers more than one Registrar in PBC mode, it MUST abort its connection attempt
at this scan and continue searching until two-minute timeout.

*Before you press PBC on STA and candidate AP. Make sure all of APs aren't PBC mode
or APs using PBC mode have left their Walk Time.

Push PBC button on both Registrar and Enrollee

*"‘J Credentials exchanged using EAP

AP Registrar STA Enrollee

@ Go to the box of Config Mode and select Enrollee.

WPS AP List
1T Unknown Ubicom_Sample 00-0Z-43-28-60-20 1 -
10 s Unknown AP 1-WPS 0a-10-18-90-2E-27 1 v
1D ¢ Unknown arvint-25a604P 00-0-43-25-60-a0 3 v
1D+ Unknown default 00-15-02-44-04-66 & ¥ W

WPS Profile List [

|E| WP Aszociate |E Frogress =» 0%

|E| WPS Probe [E WP status iz disconnected

[] Automatically select the AP
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€ Click PBC to start PBC connection.

€ Push PBC on AP.

1D 2 Unknowan
1D 00004
1D+ Unknown

1D+ Unkncwn

Ubicom_Sample
AP 1-WPS
default

WHnceWps

|E| WPS hszociate |E

|E| WP Probe [E

WP AP List

00-0C-43-23-60-20
ag-10-18-90-ZE-27
00-15-02-44-04-66

00-14-88-E3-D7-2B
WPS Profile List

Progress == 0%

Start PBC connection

[] éAutomatically select the AP

*Allow of an exchange between Step 2 and Step 3.

€ Then it can be shown "Rcanning AP" as the below figure.

1D : Unknown

1D : Unknown

L ¢ Unknoan

D¢ Unknon

Ubicom_%ample
arwint-28a0aP
default

WinceWwps

|i| WPS hszociate |E

|E| WP% Probe [E

WP AP List

00-0Z-43-28-60-20
00-0C-43-28-60-60
00-15-0Z2-44-04-5E

00-14-85-E3-D7-86
WP Profile List

Progress == 10%

PBC - Scanning AP

[] #utomatically select the AP
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When finding only one AP, join it.

1D 2 Unknown AP1-WPS
1D+ Unknown arvint-Z8a0AP
1D+ Unknown dlink.

|E| WPS hszociate |E

WP AP List
00-10-18-90-2E-27 1 ¥
00-0C-43-28-40-60 3 ¥
00-159-56-05-0B-96 10

WPS Profile List

Progress == 6%

PEC [l PSProbe |E

PEC - Begin azsociating o WP AP

[] Automatically select the AP

Check WPS Information on available WPS APs

Genearal WP,

suthentication Type == WPA-PSK
Encryption Type == TKIP

Config Methods == 0x0088

Device Pazzsward (D == 0x0004

selected Registrar == TRUE

COX

tate == Configure

YWersion == 1.0
AP Setup Locked == Unknown
UIG-E == Unknown

RF Bands »= Unknown

IR
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@ Configured and got one or multiple credential(s).

ID: Dx0004 AP 1-PS
1D+ Unkncwn Ubicom_Sample
1D Unkron default
1D Unkrnon WHinceWps
P aP1-wiPs
Bl [ll] PS Associate |E
PEC [l “PSFProbe |E

[] Automatically select the AP

€ Then connect successfully. The result will look like the below figure.

ID ¢ 00004 AP1-WPS
1D+ Unknown Ubicom_Sample
1D Unknown default
1D 2 Unknown WinceWwps
| IR
Pl [@ WPS Associate |E
PEC [@ wPsProbe IE

WPS AP List
00-10-18-90-2E-27 1 s @
00-0C-43-28-60-20 1
00-18-02-44-04-68 6 @
00-14-85-E3-D7-86 7 A
WPS Profile List
=
PEC - Configured
WS AP List
00-10-18-90-2E-27 1 S &
00-0C-43-28-60-20 1
00-18-02-44-04-68 6 @
=
00-14-85-E3-D7-86 7 3

WPS Profile List

WPS status is connected succeszfully - AP1-WPS

[] Automatically select the AP

Describe "WPS Status Bar" - "PBC - xxx" as follow :
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@ A successful PBC Configuration :
Start PBC connection ~> Scanning AP ~> Begin associating to WPS AP ~> Associated to
WPS AP ~> Sending EAPOL-Start ~> Sending EAP-Rsp (ID) ~> Receive EAP-Rsp (Start)

~> Sending M1 ~> Received M2 ~> Sending M3 ~> Received M4 ~> Sending M5 ~> Received M6
~> Sending M7 ~> Received M8 ~> Sending EAP-Rsp (Done) ~> Configured

~> WPS status is disconnected ~> WPS status is connected successfully-SSID

© No PBC AP available :

Scanning AP ~> No PBC AP available ~> Scanning AP ~> No PBC AP available ~>...
© Too Many PBC AP available :

Scanning AP ~> Too Many PBC AP available ~> Scanning AP ~> Too Many PBC AP
available ~>...

€ WPS configuration doesn't complete after two-minute connection : WPS Eap process failed.

© When Errors occur within two-minute connection, the WPS status bar might report on" WPS Eap
process failed".

Error messages might be :

1. Receive EAP with wrong NONCE.

2. Receive EAP without integrity.

3. An inappropriate EAP-FAIL received.

Describe "Multiple PBC session overlaps™ as follow :

@ Dual bands :

AP1 is a G-Band AP using PBC mode. (ID = 0x0004) AP2 is a A-Band AP using PBC mode. (ID =
0x0004) They have the same UUID-E.

STA would regard these two APs as a dual-radio AP and select one band to connect.

© Different UUID-E :

AP1 is a G-Band AP using PBC mode. (ID = 0x0004) AP2 is a G-Band AP using PBC mode. (ID =
0x0004) They have the different UUID-E.

STA would regard these two APs as two different APs and wait until only one PBC AP is available.
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Example to Configure a Network/AP Using PIN or PBC Method

Push PBC button on both Registrar and Enrollee

Credentials exchanged using EAP

AP Enrollee STA Registrar

User types AP PIN into external Registrar

/\

I <

. ”—J Credentials exchanged using EAP

AP Enrollee STA Registrar

@ Go to the box of Config Mode and select Registrar.

WP AP List
D ClaudewpsaP 00-14-55-E3-07-36 1 g
IC+ Unkmawn AP 1-PS 00-10-15-90-2E-27 1 g

WPS Profile List

ExRechli 266004 ¥
Plr |E| WPE Azzociate |E Progress == 0%
PEC |E| WPS Probe |E WPS status is disconnected

[] Automatically select the AP
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Enter "Detail” of the credential and change configurations (SSID, Authentication,
Encryption and Key) manually if need.

5510 == |ExREgNW2E!6EIEI4

B5510 == 00-00-00-00-00-00

Authentication Type == |WF‘P.2-P'SK j Encryption Type == |P.ES

L L

Key Length == | J Key Index =» |

Key Material ==

[] Show Password

I Cancel

If PIN configuration setup, enter Pin Code read from your Enrollee.

RS AP List
1D Claudein'psap 0a-14-56-E3-07-56 1 @
1D Unknown AP 1-1PS 0a-10-18-90-2E-27 1 b4

WPS Profile List

ExReshlin 286004 @
Pk @ WPS Azsociate |E Progress == 0%
PEC @ WPs Probe |E WPS status iz dizconnected

[] Automatically select the 4P

2 Start PIN or PBC. The following procedures are as similar as section 2-7-3(PIN Enrollee
Setup) or section 2-7-4(PBC Enrollee Setup),

If your AP Enrollee has been configured before WPS process, the credential you set in advance
will be updated to AP itself. Otherwise, after a successful registration, the AP Enrollee will be re-
configured with the new parameters, and STA Registrar will connect to
the AP Enrollee with these new parameters.
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WP AP List

D ClaudewpsaP 00-14-55-E3-07-SE 1

D arvint-Zga0-wPsap A0-0C-43-23-60-60 f

WPS Profile List !

P ExRegMin286004

PEC |E| iP5 Probe |IE WPS status iz connected succeszfully - ExReghlwz5a004

[] Automatically select the AP

Describe "WPS Status Bar" - "PIN - xxx" as follow :
A successful PIN Configuration :

Start PIN connection - SSID ~> Begin associating to WPS AP ~> Associated to WPS AP

~> Sending EAPOL-Start ~> Sending EAP-Rsp (ID) ~> Receive M1 ~> Sending M2 ~> Receive M3
~> Sending M4 ~> Receive M5 ~> Sending M6 ~> Receive M7 ~> Sending M8

~> Receive EAP Rsp (Done) ~> Sending EAP Rsp (ACK) ~> Configured ~> WPS status is
disconnected ~> WPS status is connected successfully-SSID

Describe "WPS Status Bar" - "PBC - xxx" as follow :

A successful PBC Configuration :

Start PBC connection ~> Scanning AP ~> Begin associating to WPS AP ~> Associated to

WPS AP ~> Sending EAPOL-Start ~> Sending EAP-Rsp (ID) ~> Receive M1 ~> Sending

M2 ~> Receive M3 ~> Sending M4 ~> Receive M5 ~> Sending M6 ~> Receive M7 ~> Sending M8

~> Receive EAP Rsp (Done) ~> Sending EAP Rsp (ACK) ~> Configured ~>
WPS status is disconnected ~> WPS status is connected successfully-SSID
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Link Status

Figure 2-9 is the link status page, it displays the detail information current connection.

status == 4P1 <--= 00-03-7F-00-D7 -4
Extra Info == Link iz Up [TxPower: 100%]
Channel == & =--»> 2437000 WHz

suthentication == Unknown

Encryplion == MNone
Metwork Type == Infrastructure
IP Address == 192,168.5.40
Sub Mask =» 2EE,2EE.2ER.0

Moize Strength == 26%
Tranzmit
Link 3peed == 6.0 Mbps
Throughput == 0,000 Mbps

Max

0.004
Default Gateway == 192,165.5,254
HT Receive
EWi == nfa SMRO = nfa Link Speed == 5.0 Mbp=
Gl =» nia MCS == nifa SMR1 == nfa Thraughput == 0,111 Mbps

Figure 2-9 Link Status function

Status : Current connection status. If no connection, if will show Disconnected. Otherwise, the
SSID and BSSID will show here.
Extra Info : Display link status in use.
Channel : Display current channel in use.
Authentication : Authentication mode in use.
Encryption : Encryption type in use.
Network Type : Network type in use.
IP Address : IP address about current connection.
Sub Mask : Sub mask about current connection.
©) Default Gateway : Default gateway about current connection.
WY Link Speed : Show current transmit rate and receive rate.
Throughout : Display transmits and receive throughput in unit of Mbps.
4 Link Quality : Display connection quality based on signal strength and TX/RX packet error rate.
¥ Signal Strength 1 : Receive signal strength 1, user can choose to display as percentage
or dBm format.

Signal Strength 2 : Receive signal strength 2, user can choose to display as percentage or dBm
format.
2 Signal Strength 3 : Receive signal strength 3, user can choose to display as percentage or dBm
format.
J Noise Strength : Display noise signal strength.
HT : Display current HT status in use, containing BW, GI, MCS, SNRO, and SNR1 value.
(Show the information only for 802.11n wireless card.)
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Auth. \ Encry. Setting - WEP/TKIP/AES

Auth.\ Encry. Setting, shown as Figure 3-1.

Auth, b Encry.

Authentication == WPA-PSK - Encryption == AES -

WPA Preshared Key =»

Wep Key

Ik Cancel

Figure 3-1 Auth.\ Encry. Setting

@ Authentication Type : There are 7 type of authentication modes supported by RaUl. They are open,
Shared, LEAP, WPA and WPA-PSK, WPA2 and WPA2-PSK.

@ Encryption Type : For open and shared authentication mode, the selection of encryption type are
None and WEP. For WPA, WPA2, WPA-PSK and WPA2-PSK authentication mode, the encryption
type supports both TKIP and AES.

€ 8021X : This is introduced in the topic of Section 3-2.
© WPA Pre-shared Key : This is the shared secret between AP and STA. For WPA-PSK and
WPAZ2-PSK authentication mode, this field must be filled with character longer than 8 and less than

32 length.

© WEP Key : Only valid when using WEP encryption algorithm. The key must matched
AP's key. There are several formats to enter the keys.

@ Hexadecimal - 40bits : 10 Hex characters.
@ Hexadecimal - 128bits : 32Hex characters.
© ASCII - 40bits : 5 ASCII characters.

© ASCII - 128bits : 13 ASCII characters.

**Powered by Meetinghouse.
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802.1x Setting

802.1x is a authentication for "WPA" and "WPAZ2" certificate to server.

Auth. % Encry. BO21x
EAP Method == PEAP - Tunnel duthentication == EAP-MECHAP w2 - |:| feso
|0 % PASSYWORD Client Certification senvar Certification

Aduthentication 1D F Password

Identity ==
Tunnel IO f Paszsward

Identity == Paszsword »»

Ok Cancel

Authentication type :

) PEAP : Protect Extensible Authentication Protocol. PEAP transport securely authentication data
by using tunneling between PEAP clients and an authentication server. PEAP can authenticate
wireless LAN clients using only server-side certificates, thus simplifying the implementation and
administration of a secure wireless LAN.

TLS/Smart Card : Transport Layer Security. Provides for certificate-based and mutual
authentication of the client and the network. It relies on client-side and server-side certificates to
perform authentication and can be used to dynamically generate user-based and session-based
WEP keys to secure subsequent communications between the WLAN client and the access point.

2 TTLS : Tunneled Transport Layer Security. This security method provides for certificate- based,
mutual authentication of the client and network through an encrypted channel. Unlike EAP-TLS,
EAP-TTLS requires only server-side certificates.

» EAP-FAST : Flexible Authentication via Secure Tunneling. It was developed by Cisco.
Instead of using a certificate, mutual authentication is achieved by means of a PAC (Protected
Access Credential) which can be managed dynamically by the authentication server. The PAC can
be provisioned (distributed one time) to the client either manually or automatically. Manual
provisioning is delivery to the client via disk or a secured network distribution method. Automatic
provisioning is an in-band, over the air, distribution. For tunnel authentication, only support
"Generic Token Card" authentication now.

2 LEAP : Light Extensible Authentication Protocol. It is an EAP authentication type used
primarily in Cisco Aironet WLANS. It encrypts data transmissions using dynamically generated
WEP keys, and supports mutual authentication.

MD5-Challenge: Message Digest Challenge. Challenge is an EAP authentication type that provides
base-level EAP support. It provides for only one-way authentication - there is
no mutual authentication of wireless client and the network.

Session Resumption : user can choose "Disable” and "Enable". Tunnel
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Authentication :

@ Protocol : Tunnel protocol, List information include "EAP-MSCHAP v2", "EAP-TLS/Smart card",
"Generic Token Card", "CHAP", "MS-CHAP", "MS-CHAP-V2", "PAP" and "EAP- MD5".

@ Tunnel Identity : Identity for tunnel.
© Tunnel Password : Password for tunnel.

- ID\ PASSWORD -

@ Authentication ID / Password : Identity, password and domain name for server. Only "EAP-FAST"
and "LEAP" authentication can key in domain name. Domain name can be keyed in blank space.

@ Tunnel ID / Password : Identity and Password for server.

- Client Certification -

Auth. % Encry. HOZ 1%
E4P dethod == PE&P - Tunnel Authentication == EAP-MSCHAP w2 - D Cesz
|D Y PASSWORD Client Certification Server Certification

[] Use Client certificate wpatest? F003sarv 4192005

lzzued Ta == wpatestZ
|zsued By == 2003serw
Expired On == 492008

Friendly Mame ==

0,8 Cancel

) Use Client certificate : Client certificate for server authentication.
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- EAP Fast -

Auth. % Encry. BOZ21TX
EAP Method == EAP-FAST - Tunnel duthentication == [] sess
D% PASSYWORD EAP Fast
@ Uze protected authentication credential Femove Import
File Path ==

Ok Cancel

» Allow unauthenticated provision mode : During the PAC can be provisioned (distributed

one time) to the client automatically. It only supported "Allow unauthenticated provision mode™ and use
"EAP-MSCHAP v2" authentication to authenticate now. It causes to

continue with the establishment of the inner tunnel even though it is made with an unknown server.

Use protected authentication credential : During the PAC can be provisioned to the client manually
via disk or a secured network distribution method.

- Server Certification -

Auth. % Encry. BOZ21X
EAP Method == PE&P L Tunnel Authentication == EAP-MSCHAP w2 - |:| Sess
[0 Y PASSWORD Client Certificatian Sepver Certification

|:| Ize certificate chain

I cancel

P Certificate issuer : Choose use server that issuer of certificates.

Allow intimidate certificates : It must be in the server certificate chain between the server certificate
and the server specified in the certificate issuer must be field.

Server name : Enter an authentication sever root.
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Example to Reconnect 802.1x Authenticated Connection after
802.1x Authenticated connection Is Failed in Profile

There are two situations to be able to reconnect 802.1x authenticated connection and authenticate
successfully after 802.1x authenticated connection is failed in profile page. Two examples about this
case are as follows:

When keying in error identity, password or domain name :

Authentication type chooses "PEAP", key identity into test. Tunnel Protocol is "EAP- MSCHAP-
v2, and tunnel identity is test and tunnel password is test. Those setting are same as our intended
AP's setting.

systemn Config Auth. N Encry. BOZ 124
EAP Method == PEAP i Tunnel duthentication =» EAP-MSCHAP vz bl |:| Ses
D% PASSYWORD Client Certification senver Certification

Authentication 1D F Password

|ldentity = |test

Tunnel I f Paszword

ldentity == [test Password == test|

Ok Cancel

Because keying error identity and error password, the result will look like the below figure.

Card Mame == Ralink 802, 11n Wireless LaM Card |dentity ==

Profile Mame == PROF1 Pazzword =»

Meszage == Invalid identity or passward

O Cancel

If you want to disconnect, click cancel button in Authentication Failure dialog. If you want
to reconnect, key identity into wpatest2. And tunnel identity is wpatest2 and tunnel
password is test2. Those setting are same as our intended AP's setting.
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Card Mame == Ralink 802.11n Wireless LAk Card |dentity => |wpatest2

Profile Mame == PROF1 Pazzword == |testz

Meszage == Invalid identity ar passward

Ok Cancel

@ Click "OK" button. If it connected successfully, the result will look like the below figure.

sl #F B ¢ ®

Prn:n_ﬁle Metwark Advanced Statistics WA, WhS Radio On/f

Profile List

PROF 41 Profile Mame == PROF1

S50 =» AP
Network Type == Infrastructu
Authentication == WhH4
Encryption == AES
Use 802, 1x == YES
Channel =» &
Power Save Mode == ChM
Tx Power == Auto
RTS Threshald == 2347

Fragment Threshold == 2346

Add Edit Delete Activate

Status == AP1 <--= 00-03-7F-00-D7-hd
Extra Info =» Link is Up [TxPower: 100%]
Channel == g «--= 2437000 MHz
futhentication == WPA

Encryption == AES Moise Strength == 26

Metwark Type == Infrastructure Transmit

IP &ddress == 192, 168.5.91 Lirk speed =» 54,0 Mbps

Sub Mask == 266,256,266.0 Throughput > 0,000 Kbps

Default Gateway == 192,168,5,254

HT Receive

B == nfa SMRO == n#a Link Speed == 54,0 Mbps

Gl = nfa MCS == nia SMR1 == nia Thraughput == 90.016 kbps
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When occurring "Timeout" :

Authentication type chooses "PEAP", key identity into wpatest2. Tunnel Protocol is "EAP-

MSCHAP-v2, and tunnel identity is wpatest2 and tunnel password is test2. Those setting are same as
our intended AP's setting.

systemn Config  Auth. Y Encry. B2 1%
EAP Method == PE4P - Tunnel Authentication == EAP-MSCHAP w2 - |:| fes
___I_D_"L_P%_SEW_GRE]__ . Client Certification senvar Certification

Authentication 1D f Password

|dentity => |wpatest2

Tunnel 1D S Paszward

ldentity == (wpatest2 Paszword == testEl

i

Ok Cancel

Because occurring "Timeout", the result will look like the below figure.

Card Mame == Ralink 802, 11n Wireless LaM Card

Profile Mame == PROF1
Meszage == Inable to PEAP authenticate the
wirelesz user in the specified amount of

time, Metwork infrastructure might be
down, Pleaze prezz OK o reconnect,

O Cancel
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@ If it connected successfully, the result will look like the below figure.

E o @ & @B o ¢

Frofila Maetwork Advanced Statistics Wb WS Fadio Cn/f

Profile List

PRIOF 4 Profile Mame == PROFA

5510 == &P1
Metwork Type == Infraztructu

Authentication == WP4
Encryption == AES

=se 802, 1% == YES

Channel == &

Power Save Mode == Chi
T Power == Auto
RT5 Threshold == 2347

Fragment Threzshald == 234&

Add Edit Delete Activate

Status == &P <--= 00-03-7F-00-07-4<]
Extra Info == Link is Up [TxPower: 100%]
Channel == & <--= 2437000 MHz
Aduthentication == WPA
Encryption == AES Moise Strength == 26
Metwork Type == Infrastructure
IPF Addreszs == 192,163,5.91
Sub hask == 2RE,2RE 2ER.0
Default Gateway == 192,165, 5,254

Transmit
Link Speed == 4.0 Mbps
Throughput == 0.000 Kbps

HT Receive
BW == nfa SMRO == nfa Link Speed == 5.0 Mbps
Gl =» nfa MCS =% nfa SMRA =+ nfa Throughput == 20,016 Kbps
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Example to Configure Connection with WEP on

@ Select AP with WEP encryption and click "Connect" button.

&g @ 0 ¢
Profile Network — Advanced  Statistics VA WPS  Radio On/
Sorted by sx ) 55D @ Channel i@ Signal [] Show

AP List ==
202 b1 a 505
219 b1 Q S iy
230 b2 ﬁ S Ny
243 b 8 % s o
99 e g 3%
|
} arscadre &1 s E
Broadcom b g 0%
BroadcomifPs b1 2o 0%
BUFFALD_A bua a 29%
Rescan #dd to Profile Connect
Status >+ arscadre <--» 00-0C-43-28-70-11 Link Quaiity => 1003
Extra Info == Link iz Up [TxPower:100%] Signal Strength 1 == 1
Chanmel == 1 «--» 2412000 MHz; central channel @ 3 Signal Strength 2 >5 ¢
Authentication == Unknawn Signal Strength 3 == C
Encryption == RMaone Moise Strength == 26
Metwork Type == Infrastructure Transmit
P Address »» 169.254.73, 154 {5k Spede 0 O hibpe
Sub Maszk == Z55,256,0.0 Throughput == 0.000 Mbps
Default Gateway ==
Bl Receive
Bl =% 40 SMRO == nfa Link speed == 1.0 Mbpz
Gl == long MCS 5 15 SMR1 == nfa Throughput == 0.026 Mbps
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@ Auth. \ Encry. function pop up.

& = L & .
Profile  Metwork  Advanced  Statistics VMM WPS  Radio On/
Sorted by == O 55D @ Channel i@ Signal [] Show
AP List 55
202 b1 g (0%
219 b 8 9 ¢z o
270 b2 ﬁ S iy
243 s g S 3%
99 b g 1%
4P bs g = oz o
P arscadre b1 (6] 1005 EE—
Broadcom b bR} 0%
Broadcomifps b1 20 (0%
BUFFALO_A b a 20%
Rescan &dd to Profile Connect
Auth. \Encry. ‘
duthentication »» Jpen Encryption »= WEP - |:| G0z, 1%
WPaA Preshared Key ==
Wep Key -
{0 Key#i He:xadecimal ]
@ keypz Hexadecimal ]
@ ket Hexadecimal ]
o Key#d Hexadecimal ‘
b Cancﬂ
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©Enter 1234567890 at Key#1 which is same as our intended AP's setting.

o E ks £ D
Profile M ertuiso Advanced Statistics WA, WP Fadio Onf
Sorted by == 3 sSID @ Channel @ Siznal [] Show
AP List =»
202 b1 g 0%
219 b1 § % ¢ o
220 b2 8 % sz
243 b 8 % s o
99 b g 21%
4P b g © 0z EE—
P arscadre b1 (¢} 1005 —
Broadcom b 28 0%
BroadcomifPs b1 2o 0%
BUFFALD_# b a 20%
Rescan #dd to Profile caonnect
Auth. % Encry.
Authentication == Open Encryption »= WEP - |:| g02, 1%
WPA Preshared Key ==
Wep Key
{0 Key# Hexadecimal W ‘123456?890
@ Keviz Hexadecimal v |
@ Keves Hexadecimal W I
o Key#d Hexadecimal - ‘
O

Cancel
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@ Click "OK" button. The result will look like the below figure.

B 2 & # @ ©

Profile Matwiork Advanced Stat'i'stics Wb WPS Fadio m‘

Sorted by sx ) 55D @ Channel i@ Signal [] Show
AP List =»

219 b1 B8 © 7 oo
223 b1 R © s oo
243 b5 R © =
93 b bR 65% I
_Shiang_ 28604P 11 g S 1z

P 4Pt b g S 00X
arscadre &1 a CEESEN
BroadcomifPs b1 26 70%
BUFFALO_A bu a 4%
Claude P b1 RE © eox mo——

Rescan #dd to Profile Connect

status == AP1 <--= 00-03-7F-00-D7-Ad i
Extra Info == Link iz Up [TxPower:100%] : '1 = R
Channel == & <--» 2437000 MHz

duthentication == Lnknawn Strength 3 == 3
Encryption == WEP Moise Strength == 26
Metwork Type == Infrastructure i
IP dddress == 192,1658.6.113 Link Speed =+ 54.0 Mbps
Sub Mask =» 265, 2EE.2ER.0 Throughput =5 0.000 Mbps
Default Gateway == 192,165.5,2584
Bl Receive
BW == nfa SMRO == nfa Link 5peed == b4.0 pbps
Gl »= nia MC5 =» nfa SMR1 == nfa Throughput == 0.022 Mbps
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Example to Configure Connection with WPA-PSK

&) Select the AP with WPA-PSK authentication mode and click "Connect" button.

E = @ & @B o v

Frofile Metwork Advanced Statistics i, WiPL Fadio Cn/
Sorted by == { 55D @ Channel i@ Signal [] Show
&P List ==
0148-1 b a 0% W
11n b1 BERS s
132 b2 [s] 0%
202 b1 g 0%
219 B’ g ¢ = —
243 b ' S oz
99 b ' 5% B
_Shiang_28604P b ' S 5y
e e —
P arscadre @1 . m
Rescan &dd to Profile Connect
Status =+ arscadre <--» 00-0C-43-28-70-11 EE
Extra Info == Link iz Up [TxPower: 100%] Signal Strength 1 == 1i
Channel == 1 <--= 2412000 MHz; central channel @ 3 ! o]
duthentication == Open Signal Strength 3 == C
Encryption == NONE Moize Strength == 26
Metwork Type == Infrastructure Transmit
IP Address == 0.0.0.0 Link Speed == 270.0 Mbps
=ub #hask => 0,0.0.0 Throughput == 0,000 Mbps
Default Gateway ==
Al Receive
Bt =+ 40 SHRO == 33 Link speed == 64,0 Mbps
Gl =x long WS == 1R SR == nfa Throughput == 0.01Z Mbps
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@ Auth. \ Encry. function pop up.

(If AP setup security to Both (TKIP + AES), system defines is AES that security is severely.)

= - #F @B © ¢
=i | T 2
Frofile Metwork Advanced Statistics iy, YRS Fadio Onf
Sorted by = { 55D @ Channel i@ Siznal [] Show
&P List ==

01481 b a 0% W

11n b BOQPS x  —

132 b2 g 0% I

202 b1 g 0% I

219 b1 @ % 7 e

243 s G ¢ s oo

% (o [s] g1% I

_Shiang_28604P 11 ' S vy

AP e g = 00%
P arscadre &1 ' . H

Rescan Add to Profile Connect
Auth. \Encry.
Authentication == WRA-PSK - Encryption == AES -
WP4 Preshared Key ==
Wep Key
Ok Cancel
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© Authentication Type is WPA-PSK. Select correct encryption (TKIP or AES). Enter WPA Pre-
Shared Key secret as 12345678.

= - % & @B © g
= | e— i
Profile Metwork, Advanced Statistics WA, WPS Fadio On/f
Sorted by == o ] o Channel o Signal [] Show
&P List ==

0148-1 b a 0% W

11n b ROQPS o m—

132 b2 ' 40%

202 b1 ' 50% I

219 B’ B8 ° 7

243 s B © oz -

% e 20 g% I

_Shiang_28604P b GRS e m——

AP be g = 0% S
P arscadre @1 . .

Rescan Add to Profile Connect
Auth. Y Encny.
Aduthentication »» WPA-PSK - Encryption == AES -
WPA Preshared Key =» | 123458675
Wep Key
Ok Cancel

T EEEEEE——
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© Click "OK" button. Be careful, if the WPA Pre-Shared Key entered is not correct, even though the
AP can be connected, but you won’t be able to exchange any data frames.

-~ % F @ © ¢

Profile Mo rk Advanced Statistics WA, LT Fadio Onf
Sorted by == { 55D @ Channel i@ Signal [] Show
AP List =
0148-1 b a 0% N
11n 1 BOQPS o m——
132 b2 20 (0%
202 b 20 0%
219 b ' S w3
243 b ' S 9y
99 b 20 1%
_Shiang_28604P b1 GRS e —
b 4Pt b g ° ooz S
arscadre 6?1 ' .
Rescan Add to Profile Connect

status == AP <--= 00-03-7F-00-D7-Ad
Extra Info == Link iz Up [TxPower:100%]
Channel == & <--» 2437000 MHz
duthentication == WP&-PSK
Encryption == TEIP+AES

gth 1 == 4

Signal Strength 3 == C
Moise Strength =» 26

Metwork Type == Infrastructure

Transmit
IP &ddress == 192,168.5.113 Link SDEEd == B.0 |"."||:l|:IS
Sub Mazk == 255, 2ER,ZRED Throughput =» 0.001 Mbps
Default Gateway == 192,165.5,254
Al Receive
BW == nfa SMRO == nfa Link Speed == 54.0 Mbps
Gl == nia MC3 =» nfa SMR1 == nfa Throughput == 0.021 Mbps
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Example to Configure Connection with WPA

0 Select AP with WPA authentication mode and click "Connect" button.

E o

Frofile Meatwork

@ 5D

Sorted by ==

223

240

243

29
_Shiang_28604F
Ap-03

aP4r-g
arscadre

arvint-28604P

Rezcan #dd to Profile
Status == Disconnected

Extra Info ==
Channel ==
Authentication ==
Encryption ==
Metwork Type ==
IF Address =x
Sub Mazk ==
Default Gateway ==

HT

EWy ==

Gl o= MCS ==

# @

()

¥

Advanced Statistics AN, WP Fadio On/f
@ Channel @ Signal [] Show
AP List »»
b g ¢5%
11 . 91%
b4 ' 29%
be g 91%
11 GRS ox  —
b1 g ¢ mx
[
o4 g ° .
b GRS oox  —
b7 RS oex  —
Connect
Link Quality »» 0%
Signal Strength 1 == C
Signal 2trength 2 == C
Signal Strength 3 == C
Maoize Strength =» 0%
Tranzmit
Link Speed »»
Throughput ==
Receive
SMR = Link Speed »»
SMRT == Throughput ==
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@ Auth. \ Encry. function pop up. (If AP setup security to Both (TKIP + AES), system defines is AES

that security is severely.)

A
B £ & ?
Frofile Matwark Advanced Statistics 'y b, Fadio On/f
Sorted by =x {y 55D i@ Channel i@ Signal [] Show
fp List ==

240 b1 g 9%

243 b4 g 15%

99 be g 9%

_Shiang_28604P b GRS ox

4p-03 11 @ 2 mx

4P e g © o0x

AP4T-2 b g  ox

arscadre &1 ' S ¥

arvint-2BE04P b7 GRS o —

Broadcom b1 20 76%

Rezcan Aidd to Profile Connect
Adth. AEnery. | 8021X
Authentication == WP L Encryption == AES -
WPA Preshared Key ==
Wep Key
;4 Cancel
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© Click "8021X" button and 802.1x setting page will pop up.

a«a B = & & B O g
Profile Network — Advanced  Statistics VY, WPS  Radio On/
Sorted by == O 55D @ Channel i@ Signal [] Show

AP List »>
202 b1 g 21%
213 b1 8 % oz ——
219 b ﬁ S 7y
223 11 g A%
240 b1 g 6% I
90 e g 9%
_Shiang_28604P b1 GRS s m—
4p-03 b 8 % ¢ o
b 4Pt e g © ox
arscadre b GE° oox  —
Rescan &dd to F‘ru:uﬁlg Connect
Auth. % Encry. a2 1x
EAP Method == PE&4P - Tunnel duthentication == EAP-MSCHAR w2 - |:| e
Client Certification Server Certification

et SEOTRNTRE p—

Authentication 1D f Password

Identity == FPassword

Tunnel [0 f Pazzsward

|dentity == Paszword ==

Ok Cancel
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@ Authentication type and setting method :
PEAP :

1. Authentication type chooses PEAP, key identity into wpatest2. Protocol chooses EAP- MSCHAP
v2 for tunnel authentication, tunnel identity is wpatest2 and tunnel password is test2. Those setting
are same as our intended AP's setting.

E el F B © §

Profile Metyo rk Advanced Statistics AR, WP Fadio On/f
Sorted by == » 55D @ Channel @ Siznal [] Show
AP List »»
240 11 ' 91%
243 b4 20 15%
99 b 20 9%
_Shiang_28604P b1 GRS ox  —
Ap-03 b B © mx -
41 e g © oox -
4P47-2 b B8 ° 2
arscadre b ' S 913
arvint-28604P b7 ' S 9y
Broadcom 11 20 7% I
Rescan &dd ta Profile Connect
Auth. v Encry. B2 11X
EAP Method == PE&4P - Tunnel duthentication =x EaP-MSCHAP w2 b |:| e
D% PASSYWORD Client Certification senver Certification

duthentication 1D F Password

Identity =» |wpatestz

Tunnel 1D f Pazsword

ik

Identity == |wpatestz Password == test2|

Ok Cancel
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2. Click OK. The result will look like the below figure.

A= T
= = il Ry (9 i
Profile Matwaork Advanced Statistics Wy AU, WWES Fadio On/
Sorted by == {3 55D @ Channel i@ Signal [] Show
&P List ==
223 b g 0%
240 1 g gex N
3344 &n @ % sz -
% (o [s] 9o% I
_Shiang_28604P 11 ' S iy
p-03 11 g ° o
b 4R1 e g © o
Belkin_M1_Wireless_54FE15 b ' 0%
Broadcom b 20 6%
Broadcomifps b1 20 9%
Rezcan 4dd to Profile Connect
Authentication Status

Card Mame == Ralink 802, 11n YWirelesz LAM Card Connected by manual. ..

20050:26.7660 starting netwaork connection...

20:300 26,890 Metwork iz connecting...

20:300 27,000 PEAP Authenticating. ..

(4 Cancel

*1f you want to disconnect, please click cancel button in Authentication Status function.
*In Profile function, show "Profile Name™ option only in adding AP to Profile function.
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3. If it connected successfully, the result will look like the below figure.

Profile Network — Advanced  Statistics VY, WPS  Radio On/
Sorted by == O 55D @ Channel i@ Signal [] Show
AP List »»
202 b1 g 21%
213 b1 8 % oz ——
219 b ﬁ S vy
223 b1 g 4%
240 b1 g 6% I
90 e g 9%
_Shiang_28604P b1 GRS s m—
4p-03 b 8 % ¢ o
b 4Pt e g © oz
arscadre b GRS oox  —
Rescan &dd to F‘ru:uﬁlg Connect
Status == AP1 <--> 00-03-7F-00-D7-44
Extra Info =+ Link is Up [TxPower: 1002]
Channel == & <--= 2437000 MHz 5
Authentication == WPA i :ﬁgm_gz =
Encryption == TKIP+AES ' ‘ Moize Strength == 26
Metwork Type == Infrastructure i
IP hddress =5 192,168.5.79 {36k St w0 Mbps
Sub Mask =» 255,255,255,0 Throughput »» 0,000 Kbps
Default Gateway == 192,168.5,2584
Bl Receive
B == nfa SMRO == nfa Link 5peed == B4.0 Mbps
Gl +» nfa MCE == nifa SMRT == nfa Throughput == 57,145 Kbps
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TLS / Smart Card :

1. Authentication type chooses TLS / Smart Card, TLS only need identity that is wpatest2
for server authentication.

B #F B ©O <

Frofile MNetwork Advanced Statistics AR, WPS Fadio On/f
Sorted by =» G 550 @ Channel @ Siznal [ show
AP List »»
be B8 © o  —
Il bEe] 50%
132 b2 20 3%
125 b S ¢y
202 b 29 76%
219 b ' S %y
240 b ' 2%
Ap-03 N B8 ° ¢z e
AP be B8 © 0oz m——
Broadcom Il bEe] 7ex NN
Rescan Add to Profile Connect
Auth. \ Encry. e B.DE’IZ?{
EAP Method == TLE SmartCard - Tunnel Authentication == I:‘ %E

D } P,&SEWHE E Client Certification Senvar Certification

authentication 1D F Password

|dentity == |wpatest2
Tunnel 1D S Paszwaord

—

Ok Cancel
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2. TLS must use client certification. Click "Client Certification" button and choose a
certification for server authentication.

P= T
— — & . @ T
Profile Metwork Advanced Statistics Wi, WiPS Fadio On/f
Sorted by == o (] o Channel o Signal [] Show
&P List ==
e g ¢ sox
11 [s] 505
132 b ' 31%
185 b S %
202 b g 76%
219 i g % 7z -
240 b g 6% I
4p-03 b @ % ¢z
4P b @ % ox  —
Broadcom 11 ' %%
Rescan Add to Profile Connect
Auth. VEncry. B0z 1K
EAP Method == TL:fSmartCard - Tunnel duthentication == |:| o
DY PASSYWORD ien rtification Server Certification
Use Client certificate |wpatest2 2003sery 409 /2005
lzsued To == wpatest2
lzzued By == 2003sery
Expired On == 47972008
Friendly Mame »»
Ok Cancel
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3. Click "OK" button. The result will look like the below figure.

e [ =
@ E = # @ @
' Profile MNetwork Advanced Statistics LUt WPS Fadio On/f
Sorted by s ) 55D @ Channel @ Signal [] Show
AP List ==
202 &1 g B I
213 b 8 2 o o
219 &1 B ¢ = o
223 O g %
240 O g g6x I
% e g 9o% I
_Shiang_28604P N GR° wx
Ap-03 1 8@ © <
b AR g g © oo o
arscadre b REQS 0oz  ——
Rescan #dd to Profile Connect
Authentication Status
Card Mame == Ralink 802, 11n Wirelesz LAM Card Connected by manual...
20:51:02,234 Metwork. Link is MOT connected.
20E102,343 starting network connection...
205102, 453 Metwork iz connecting. ..
20:51:05.484 TLS duthenticating,..
K Cancel

*1f you want to disconnect, please click cancel button in Authentication Status function.
*In Profile function, show "Profile Name™ option only in adding AP to Profile function.
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4. If it connected successfully, the result will look like the below figure.

e
@ = = F & B @0 9

Prl:u_file Matwaork Advanced Statistics WA, WWPL Fadio On/

Sorted by == {y 55D @ Channel @ Signal [] Show
&P List ==
202 b1 o] 21%
213 b 8 ° o o
219 b ﬁ S %y
223 b1 g A%
240 el g % I
a9 Y g 0% I
_Shiang_28604P N GR° s —
Ap-03 b 8 2 ¢ oo
b ap1 be g ° 0% S
arscadre b BREQS 0oz  —
Rescan &dd to F‘r-:uﬁlr_: Connect
Status =+ AP1 ¢ 00-03-7F-00-D7-44 w::
Extra Info == Link is Up [TxPower: 100%] ' Sigr
Channel == & =--= 2437000 MHz N _:'.ﬁ*_,p
duthentication == WP  Signal Stre :
Encryption == TEIP+AES ' ‘ | Maoise Strength == 26
Metwork Type == Infrastructure i
IP dddress =» 192,168.5.79 ik Syt a5 Mbps
Sub Mask =» Z5,255,255,0 Throushput »» 0,000 Kbps
Default Gateway == 192,168, 5,264
Bl Receive
B == nfa SMRO == nfa Link 5peed == B4.0 Mbps
Gl == nfa MCE =2 nfa SMRT == nfa Thraughput == 57,145 Kbps
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TTLS:

1. Authentication type chooses TTLS, identity is wpatest2. Protocol chooses CHAP
for tunnel authentication, tunnel identity is wpatest2 and tunnel password is test2.
Those setting are same as our intended AP's setting.

£ # @ o <
Profila Metwork Advanced Statistics Wi, WS Fadio Cn/f
Carted by == {3y 55D @ Channel @ Signal [] Show
AP List ==
e B8 ° o -
b 29 5%
132 b2 29 21%
185 be S 2
202 b ' 7%
219 b B8 ° x
240 el 28 sy
Ap-03 Il B8 © ¢
AP be B8 © 0oz m——
Broadcom b bl 7er  EEE
Rescan #idd to Profile connect
Auth. Y Encry. HOZ2 1%
E4P method == TTL%: - Tunnel Authentication == CHAP - D e
DY PASSWORD Client Certification servar Certification
Aduthentication 1D £ Pazsward
Identity == |wpatT ’— ’_
Tunnel [T f Paszword
|dentity == pratT Pazzword == ’r
Ik Cancel
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2. Click "OK" button. The result will look like the below figure.

Authentication Status

Card Mame == RT73 USE Wirelesz LAM Card Profile Mame == PROF1
211819, 250 Metwork Link iz MOT connected,
21:18:19.389 Metwork iz connecting. ..
2118121186 Metwork iz connecting. ..
21:18:21.265 TTL: Authenticating...
OIK Cancel

*If you want to disconnect, please click cancel button in Authentication Status function.
*In Profile function, show "Profile Name" option only in adding AP to Profile function.
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3. If it connected successfully, the result will look like the below figure.

Profile Network — Advanced  Statistics VY, WPS  Radio On/
Sorted by == O 55D @ Channel i@ Signal [] Show
AP List »»
202 b1 g 21%
213 b1 8 % oz ——
219 b ﬁ S vy
223 b1 g 4%
240 b1 g 6% I
90 e g 9%
_Shiang_28604P b1 GRS s m—
4p-03 b 8 % ¢ o
b 4Pt e g © oz
arscadre b GRS oox  —
Rescan &dd to F‘ru:uﬁlg Connect
Status == AP1 <--> 00-03-7F-00-D7-44
Extra Info =+ Link is Up [TxPower: 1002]
Channel == & <--= 2437000 MHz 5
Authentication == WPA i :ﬁgm_gz =
Encryption == TKIP+AES ' ‘ Moize Strength == 26
Metwork Type == Infrastructure i
IP hddress =5 192,168.5.79 {36k St w0 Mbps
Sub Mask =» 255,255,255,0 Throughput »» 0,000 Kbps
Default Gateway == 192,168.5,2584
Bl Receive
B == nfa SMRO == nfa Link 5peed == B4.0 Mbps
Gl +» nfa MCE == nifa SMRT == nfa Throughput == 57,145 Kbps
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EAP-FAST :

1. Authentication type chooses EAP-FAST, key identity into wpatest2; key domain
name into blank space. Tunnel Protocol only supported "Generic Token Card” now, and tunnel
identity is wpatest2 and tunnel password is test2. Those setting are same as our intended AP's
setting.

[ ot
= #F @B © ¢
Profile Metwork Advanced Statistics WA, WES Fadio On/f
Sorted by = {3y 55D @ Channel @ Signal [] Show
&P List ==
e g © oz
(ol ] 0% I
132 b2 s] 3%
125 b S ¢y
202 b s] 76%
219 b ' S %y
240 b ' 2%
Ap-03 N g 2 ¢x
AP be 9 ° oox  m—
Broadcom Il ] 7ex NN
Rescan fdd to Profile Connect
Auth. \ Encry. HOZ21x
EAP Method == EAP-FAST - Tunnel Authentication == D e
D% PASSYWORD EAP Fast
authentication 1D F Password
|dentity == |wpatest2 Domain Mame == |7
Tunnel 1D S Paszwaord
ldentity =» |wpatest2 Pazzword == |testZ
Password Mode == @@ Soft Token ) Static Passward
Ok Cancel
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2. Click "OK" button. The result will look like the below figure.

B b # @ © ¢

Profile MNetwork Advanced Statistics A, WPS Fadio On/f
Sorted by = { 55D @ Channel @ Sianal [] Shaw
AP List »»
Ap-03 b B © s —
D ip1 be g ° 0%
anint-28604P b7 GR° #x
Broadcam b ' %% I
Broadcamiiips b1 29 %% I
Cobra @6 ' S 4y
dlink IRl 28 6%
jan be bEe] 100%
SoftAP-03 1 20 55
SoftAP-kee i bl 0%
Rezcan &dd to Profile Caonnect

Authentication Status

Card Mame == Ralink 502,110 wWirelesz LAM Card Connected by manual...
203139062 starting network connection...
20:31:39,906 Metwork iz connecting. ..
20031242984 EAP-FAST duthenticating
Ok Cancel
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3. If it connected successfully, the result will look like the below figure.

[

. B
y

Profile

Sorted by ==
202
213
219
223
240
a9
_Ghiang_28804P
Ap-03
b AP
arscadre
Rescan
Status =»

Extra Info »=»
Channel ==
Aduthentication ==
Encryption ==
Metwork Type ==
IF Address ==

Sub dMazk ==

Default Gateway ==

EW == nfa

Gl == nfa

— .l )Y 4
MNetwork Advanced Statistics LUt WPS Fadio On/f
@ 310 o Channel o tignal [] Sheowe
AP List ==
&1 g g%
b 8 2 o o
&1 8 ° =
O g %
2l @ %%
Y g 99%
ol GR° wx
b @ ¢ ¢ oo
s g © 00z
b T oox  —
add ta F'r-:uﬁln_a Connect
AP <=3 O0-03-7F-00-D7-44
Link. is Up [TxPower:100%]
& =--= 437000 MHz o ol
we  astengtna e
TKIP+AES —l]  Noise strength == 26
Infrastructure i
192.168.5.79 Link Speed »» 54.0 Mbps
255.255.255.0 Throughput >> 0.000 Kbps
192,168, 5,254
il Receive
SMRD == nfa Link Speed == 5,0 Mbps
MCS =x nfa SR == nfa Throughput == 57,145 Kbps

*1f you want to disconnect, please click cancel button in Authentication Status function.
*In Profile function, show "Profile Name" option only in adding AP to Profile function.
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Country Channel List

Country channel list, channel classification and range.

Classification Range
0:GFCC CH1~CH11
LOIC (Canad) CHL=CHIL
2:GETSI CH1 ~ CH13
sesPAIN cHio- kil
4GFRANCE CH10 ~ CH13
5:GMKK CH14 ~ CH14
6:GMKKI (TELEC) CH1~CH14
TGISRAEL  CH3~CH9_
Country Name Classification  Range
Argentina 0 CH1~11
mustalia 1 cHita
Autria 1 CHI~13
Bahrain 1 CH1~13
s 1w
Belgum 1 CHI-13
Bolivia 1 CH1~13
Bl
Bulgaria 1 CHI~13
Canada 0 CH1~11
Chile 1 CHI-3
cChina L CH1~13
Colompia 0 CH1~11
CostaRica 1 CH1-13
Croatia 1 CH1-13
Cyprus 1 CH1-13
CzechRepublic 1 CH1~13
Denmark LR CH1~13
Ecuador 1 CH1~13
gt G
Bstonia 1 CHI~13
Finland 1 CH1-13
France 3 CH10~13
France2 1 CHI~13
Germany 1 CH1~13
Greece 1 CH1~13
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Hong Kong 1 CH1~13
Hungary 1 CHI-13
Iceland 1 CH1~13
India 1 CHI-3
Indonesia 1 CH1-13
Ireland 1 CH1-13
Israel 6 CH3~9
MWy 1 CHI-3
Japan 5 CH1~14
Japan?2 4 CH14~14
Japan3 1 CHI-3
Jordan 3 CH10~13
Kuwait 1 CH1~13
Lavia 1 CHI-I3
Lebanon 1 CH1~13
Lavia 1 CHI-3
Lebanon 1 CH1-13
Liechtenstein 1 CH1~13
Lithuania 1 CH1~13
Luxembourg 1 CHI-13
Macedonia r CH1~13
Malaysia 1 CH1~13
Mexico 0 CHI-L
Morocco 1 CH1~13
Netherlands 1 CH1~13
NewZealand 1 CHI-I3
Nigeria 1 CH1~13
Noway 1 CHI-I3
Panama 1 CH1-13
Paraguay 1 CH1~13
Peru 1 CH1~13
Philippines 1 CHI-13
poland 1 CHI~13
Portugal 1 CH1~13
PuetoRico 1 CHI-I3
Romania 1 CH1~13
Russia 1 CHI-3
Saudi Arabia L CHI~13
Singapore 1 CH1~13
Slovakia 1 CHI~I3
Slovenia 1 CH1~13
South Africa 1 CH1~13
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South Korea 1 CH1~13
Spain 2 CHIO-I
Sweden 1 CH1~13
Switzerland 1 CHI-I3
Tawan 0 CH1-11
Thailand 1 CH1~13
Turkey 1 CH1~13
United Arab Emirates 1 CHI1-13
United Kingdom L CH1~13
United States of America 0 CH1~11
Uruguay 1 CHI-I3
Venezuela 1 CH1~13
Yugoslavia 0 CH1-11
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FCC INFORMATION

The Federal Communication Commission Radio Frequency Interference
Statement includes the following paragraph:

The equipment has been tested and found to comply with the limits for a Class
B Digital Device, pursuant to part 15 of the FCC Rules. These limits are designed
to provide reasonable protection against harmful interference in a residential
installation.  This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instruction, may cause
harmful interference to radio communication. However, there is no grantee that
interference will not occur in a particular installation.  If this equipment dose cause
harmful interference to radio or television reception, which can be determined by
turning the equipment off and on , the user is encouraged to try to correct the
interference by one or more of the following measures:

--Reorient or relocate the receiving antenna.

--Increase the separation between the equipment and receiver.

--Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

--Consult the dealer or an experienced radio/TV technician for help.

The user should not modify or change this equipment without written approval
Form loopcomm technology. Modification could void authority to use this equipment.
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