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Chapter 1
Introduction

This Chapter provides an overview of the Wirelesse8s Point's features and
capabilities.

Congratulations on the purchase of your new Wisskescess Point. The Wireless Access
Point links your 802.11g or 802.11b Wireless Statito your wired LAN. The Wireless
stations and devices on the wired LAN are therhersame network, and can communicate
with each other without regard for whether they@menected to the network via a Wireless or
wired connection.

AN

Wireless Stations Wireless

Access Point

i —
|
.’g |'§ |

=—1 4 Wired Lan

Figure 1: Wireless Access Point

The auto-sensing capability of the Wireless Acdaisit allows packet transmission up to
54Mbps for maximum throughput, or automatic spestiiction to lower speeds when the
environment does not permit maximum throughput.

Features of your Wireless Access Point

The Wireless Access Point incorporates many adwhfeaures, carefully designed to provide
sophisticated functions while being easy to use.

« Standards Compliant. The Wireless Router complies with the IEEE802.(0§SS)
specifications for Wireless LANSs.

e Supportsboth 802.11b and 802.11g Wireless Stations. The 802.11g standard
provides for backward compatibility with the 802vldtandard, so both 802.11b and
802.11g Wireless stations can be used simultangousl

« 108Mbps Wireless Connections. On both the 2.4GHz (802.11b & 802.11g) and 5GHz
(802.11a) bands, 108Mbps connections are avaitaldempatible clients.

« Bridge Mode Support. The Wireless Access Point can operate in BridgeéJlo
connecting to another Access Point. Both PTP (Roiftoint) and PTMP (Point to Multi-
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Point) Bridge modes are supported.
And you can even use both Bridge Mode and AccessiRoMode simultaneously!

Client/Repeater Access Point. The Wireless Access Point can operate as a Qlient
Repeater Access Point, sending all traffic receteeginother Access Point.

Simple Configuration. If the default settings are unsuitable, they cartanged
quickly and easily.

DHCP Client Support. DynamicHostConfigurationProtocol provides a dynamic IP
address to PCs and other devices upon requestiVireéess Access Point can act as a
DHCP Client, and obtain an IP address and related informdtem your existing DHPC
Server.

Upgradeable Firmware. Firmware is stored in a flash memory and can lggaged
easily, using only your Web Browser.

Security Features

Security Profiles. For maximum flexibility, wireless security settigre stored in
Security Profiles. Up to 8 Security profiles candafined, and up to 4 used as any time.

Multiple SSIDs. Because each Security Profile has it own SSID,usntb 4 Security
Profiles can be active simultaneously, multiple[ZSare supported. Different clients can
connect to the Wireless Access Point using diffe&3IDs, with different security settings.

Multiple SSID I solation. If desired, PCs and devices connecting using riffeSSIDs
can be isolated from each other.

VLAN Support. The 802.1Q VLAN standard is supported, allowiraffic from
different sources to be segmented. Combined wéhnthltiple SSID feature, this provides
a powerful tool to control access to your LAN.

WEP support. Support for WEP (Wired Equivalent Privacy) is imbéd. Both 64 Bit
and 128 Bit keys are supported.

WPA support. Support for WPA is included. WPA is more secu@ntMWEP, and should
be used if possible. Both TKIP and AES encrypticethods are supported.

802.1x Support. Support for 802.1x mode is included, providing thoe industrial-
strength wireless security of 802.1x authenticatiod authorization.

Radius Client Support. The Wireless Access Point can login to your exgsRadius
Server (as a Radius client).

Radius MAC Authentication. You can centralize the checking of Wireless Statio
MAC addresses by using a Radius Server.

Rogue AP Detection. The Wireless Access Point can detect unauthofRedge)
Access Points on your LAN.

Access Control. The Access Control feature can check the MAC axidoé Wireless
clients to ensure that only trusted Wireless Statican use the Wireless Access Point to
gain access to your LAN.

Password - protected Configuration. Optional password protection is provided to
prevent unauthorized users from modifying the qunftion data and settings.

Advanced Features

Auto Configuration. The Wireless Access Point can perform self-coméiian by
copying the configuration data from another Acdesmt. This feature is enabled by
default.

Auto Update. The Wireless Access Point can automatically upiatérmware, by
downloading and installing new firmware from yourHFserver.
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Command LineInterface. If desired, the command line interface (CLI) canused for
configuration. This provides the possibility of ateg scripts to perform common
configuration changes.

NetBl OS & WINS Support. Support for both NetBIOS broadcast and WINS
(Windows Internet Naming Service) allows the Wisslé\ccess Point to easily fit into
your existing Windows network.

Radius Accounting Support. If you have a Radius Server, you can use it teigeo
accounting data on Wireless clients.

Syslog Support. If you have a Syslog Server, the Wireless AccasstRan send its log
data to your Syslog Server.

SNMP Support. SNMP (Simple Network Management Protocol) is sufgsh allowing
you to use a SNMP program to manage the Wirelesg#scPoint.

UAM Support. The Wireless Access Point supports UAM (Univefgaess Method),
making it suitable for use in Internet cafes arfteosites where user access time must be
accounted for.

WDS Support. Support for WDS (Wireless Distribution Systeriipwas the Wireless

Access Point to act as a Wireless Bridge. Both tRoifPoint and Multi-Point Bridge
modes are supported.
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Package Contents

The following items should be included:
*  Wireless Access Point

Power Adapter
Quick Start Guide
CD-ROM containing the on-line manual and setuptytil

If any of the above items are damaged or missilegge contact your dealer immediately.

Physical Details

Front Panel LEDs

Status

Power

LAN

Wireless LAN

(> Status

O Power O LAN O Wireless LAN

Figure 2: Front Panel

On- Error condition.

Off - Normal operation.

Blinking - During start up, and when the Firmware is beupgraded.
On- Normal operation.

Off - No power

On - The LAN (Ethernet) port is active.

Off - No active connection on the LAN (Ethernet) port.

Flashing - Data is being transmitted or received via theesponding
LAN (Ethernet) port.

On - Idle
Off - Error- Wireless connection is not available.

Flashing - Data is being transmitted or received via theeléss access
point. Data includes "network traffic" as well eseudata.

N



Rear Panel
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CONSOLE POWER

ETHERNET

RESET
@

Antenna

Console port

Reset Button

Ethernet

Power port

Figure 3 Rear Panel

One antenna (aerial) is supplied. Best resultsiswally obtained with
the antenna in a vertical position.

DB9 female RS232 port.

This button has two (2) functions:

Reboot When pressed and released, the Wireless Acodsts P
will reboot (restart).

Reset to Factory Defaults This button can also be used to clear
ALL data and restore ALL settings to the factoryaidt values.

To Clear All Data and restore the factory default \alues:

1.
2.

Power Off the Access Point

Hold the Reset Button down while you Power On tloeess
Point.

Continue holding the Reset Button until the StgResd) LED
blinks TWICE.

Release the Reset Button.
The factory default configuration has now beenarest, and the
Access Point is ready for use.

Use a standard LAN cable (RJ45 connectors) to axrthis port to a
10BaseT or 100BaseT hub on your LAN.

Connect the supplied power adapter here.
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Installation

This Chapter covers the physical installation a&f Wireless Access Point.

Requirements

Requirements:
¢ TCP/IP network
+ Ethernet cable with RJ-45 connectors

» Installed Wireless network adapter for each PCuhithbe wirelessly connected to the
network

Procedure

1. Select a suitable location for the installatioryofir Wireless Access Point. To maximize
reliability and performance, follow these guideBne

* Use an elevated location, such as wall mounteahdhe top of a cubicle.
* Place the Wireless Access Point near the centgowfwireless coverage area.

» If possible, ensure there are no thick walls oraihghielding between the Wireless
Access Point and Wireless stations. Under ideatlitions, the Wireless Access Point
has a range of around 150 meters (450 feet). Tigeres reduced, and transmission
speed is lower, if there are any obstructions betwWw&ireless devices.

Figure 4: Installation Diagram
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Use a standard LAN cable to connect the “Etherpett on the Wireless Access Point to a
10/100BaseT hub on your LAN.

Connect the supplied power adapter to the Wiredesess Point and a convenient power
outlet, and power up.

Check the LEDs:
e The StatusLED should flash, then turn OFF.
e ThePower Wireless LANandLAN LEDs should be ON.

For more information, refer tBront Panel LEDsSn Chapter 1.






Chapter 3
Access Point Setup

This Chapter provides details of the Setup proéesBasic Operation of
your Wireless Access Point.

Overview
This chapter describes the setup procedure to thak@/ireless Access Point a valid device on
your LAN, and to function as an Access Point foary@/ireless Stations.

Wireless Stations may also require configuratiar. details, se€hapter 4 - Wireless Station
Configuration

The Wireless Access Point can be configured usthgrethe supplied Windows utility or your
Web Browser

Setup using the Windows Utility

A simple Windows setup utility is supplied on thB-®OM. This utility can be used to assign
a suitable IP address to the Wireless Access Ragiing this utility is recommended, because it
can locate the Wireless Access Point even if itdragwvalid IP address.

Installation

1. Insert the supplied CD-ROM in your drive.
2. If the utility does not start automatically, ruretSETUP program in the root folder.
3. Follow the prompts to complete the installation.

Main Screen

»  Start the program by using the icon created bysétep program.

* When run, the program searches the network factive Wireless Access Points, then
lists them on screen, as shown by the example below
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B Access Point Management

Wireless Access Point Management Utility Version 1.1

Wireless Access Points

Mame | IP Address [ MAC Address | IEEE Standard  [Fwi Version| Description
SEian T 17231 256 O0CO0Z778877  B02.11big 1016

Fefrezh | Detail Info | Weh Management‘ SetIF'f-'«ddress| E xit |

Figure 5: Management utility Screen

Wireless Access Points

The main panel displays a list of all Wireless A&c@oints found on the network. For each
Access Point, the following data is shown:

Server Name The Server Namés shown on a sticker on the base of the device.

IP address The IP address for the Wireless Access Point.

MAC Address | The hardware or physical address of the Wirelesesg Point.

IEEE Standard | The wireless standard or standards used by thdé&&déccess Point
(e.g. 802.11b, 802.11q)

FW Version The current Firmware version installed in the Wassl Access Point.

Description Any extra information for the Wireless Access Poeritered by the
administrator.

Note: If the desired Wireless Access Point is notelistcheck that the device is installed and
ON, then update the list by clicking tReefreshbutton.

Buttons
Refresh Click this button to update the Wireless AccessiPdevice listing
after changing the name or IP Address.
Detail Info When clicked, additional information about the s&del Access

Point will be displayed.

Web Management | Use this button to connect to the Wireless AccesstiB Web-
based management interface.

Set IP Address Click this button if you want to change the IP Aelsls of the
Wireless Access Point.

Exit Exit the Management utility program by clickinggHiutton.

10
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Setup Procedure

1. Select the desired Wireless Access Point.
2. Click theSet IP Addresbutton.

3. If prompted, enter the user name and passworddéfailt values aradni n for theUser
Name andpasswor d for thePassword.

4. Ensure thdP addressNetwork MaskandGatewayare correct for your LAN. Save any
changes.

5. Click theWeb Managemeidutton to connect to the selected Wireless AcPesst using
your Web Browser. If prompted, enter theer NameandPasswordagain.

6. Check the following screens, and configure as rezggdor your environment. Use the on-
line help if necessary.
The later sections in this Chapter also providesendetails about each of these screens.

» Access Control- MAC level access control.

»  Security Profiles - Wireless security.

» System- Identification, location, and Network settings
* Wireless- Basic & Advanced

7. You may also wish to set the admin password andrasiimation connection options.
These are on thadmin Loginscreen accessed from thlanagementmenu. See Chapter
6 for details of the screens and features availabheManagementmenu.

8. Use theApply/Restart button on the menu to apply your changes andrteb@Wireless
Access Point.

Setup is now complete.

Wireless stations must now be set to match the l@&seAccess Point. See Chapter 4 for details.

11
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Setup using a Web Browser

Your Browser must support JavaScript The configuration program has been tested on the
following browsers:

Netscape V4.08 or later
Internet Explorer V4 or later

Setup Procedure

Before commencing, install the Wireless Access Faigour LAN, as described previously.

1.

6.

Check the Wireless Access Point to determinBéfault NameThis is shown on a label
on the base or rear, and is in the following format

SCXXXXXX

Wherexxxxxx is a set of 6 Hex characters (0 ~9,and A~ F).

Use a PC which is already connected to your LAMegiby a wired connection or another
Access Point.

* Until the Wireless Access Point is configured, Bishing a Wireless connection to it
may be not possible.

* If your LAN contains a Router or Routers, ensueeRIC used for configuration is on
the same LAN segment as the Wireless Access Point.

Start your Web browser.

In theAddressbox, enter "HTTP://" and thBefault Nameof the Wireless Access Point
e.g.
HITP: / / SC2D631A

You should then see a login prompt, which will &ska User NameandPassword
Enteradmi n for theUser Nameandpasswor d for thePassword

These are the default values. The password caslandd be changed. Always enter the
current user name and password, as set oAdhen Loginscreen.

Enter Network Password Il b

@ Fleaze type your uzer name and pazsword.
Site: zcif3495

Fealm 802 119 Access Point

IJzer Mame ||

FPazzword I

[~ Save this password in vour password list

Ok I Cancel

Figure 6: Password Dialog

You will then see th&tatusscreen, which displays the current settings aaitist No data
input is possible on this screen. See Chapter Bdtails of theStatusscreen.

12
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7. From the menu, check the following screens, andigore as necessary for your
environment. Details of these screens and settirggslescribed in the following sections
of this chapter.

» Access Control- MAC level access control.

»  Security Profiles - Wireless security.

» System- Identification, location, and Network settings
*  Wireless- Basic & Advanced

8. You may also wish to set the admin password andrasiimation connection options.
These are on th&dmin Loginscreen accessed from ti@nagementmenu. See Chapter
6 for details of the screens and features availabldheManagementmenu.

9. Use theApply/Restart button on the menu to apply your changes andrteb@Wireless
Access Point.

Setup is now complete.

Wireless stations must now be set to match the l@éseAccess Point. See Chapter 4 for details.

If you can't connect:

It is likely that your PC’s IP address is incomp#giwith the Wireless Access
Point’s IP address. This can happen if your LANSIoet have a DHCP Server.
The default IP address of the Wireless Access Roit®2.168.0.228, with a
Network Mask of 255.255.255.0.

If your PC’s IP address is not compatible with tlyisu must change your PC’s IP
address to an unused value in the range 192.168.092.168.0.254, with a
Network Mask of 255.255.255.0. SAppendix C - Windows TCP/IP for details
for this procedure.

13
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Access Control

This feature can be used to block access to yolN bAunknown or untrusted wireless
stations.

Click Access Controbn the menu to view a screen like the following.

Access Control

SUELIER [T Enable Access Control by MAC Address

Trusted Stations ‘ Mac Address ‘ Connected |

Modify List |

Read from File | ‘write to File |

Save | Cancel | Helpl

Figure 7: Access Control Screen

Data - Access Control Screen

Enable Use this checkbox to Enable or Disable this feaasrdesired.

Warning ! Ensure your own PC is in the "Trusted Wirelessi&@ta"
list before enabling this feature.

Trusted Stations | This table lists any Wireless Stations you havegiheded as "Trusted".
If you have not added any stations, this table béllempty. For each
Wireless station, the following data is displayed:

* MAC Address - the MAC or physical address of each
Wireless station.

* Connected - this indicates whether or not the \Wa®listation
is currently associates with this Access Point.

Buttons

Modify List To change the list of Trusted Stations (Add, EdlitDelete a Wireless
Station or Stations), click this button. You whien see th&rusted
Wireless Stationscreen, described below.

Read from File To upload a list of Trusted Stations from a fileyamur PC, click this
button.

Write to File To download the current list of Trusted Statiormsifrthe Access Point
to a file on your PC, click this button.

14
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Trusted Wireless Stations

To change the list of trusted wireless stations,theModify Listbutton on theéAccess Control
screen. You will see a screen like the sample helow

Trusted Wireless Stations

Trusted Wireless Stations Other Wireless Stations

00:04:23:73:19:61 unknown

<

2|
Edit | Select All | Salect None

Name: |

Address: |

(Physical/MAC address)
Add | Clear |

Back |ﬂ|

Figure 8: Trusted Wireless Stations

Data - Trusted Wireless Stations

Trusted Wireless This lists any Wireless Stations which you havdagieded as

Stations “Trusted”.

Other Wireless This list any Wireless Stations detected by theeAsdPoint, which

Stations you have not designated as "Trusted".

Name The name assigned to the Trusted Wireless Staiiea this when
adding or editing a Trusted Station.

Address The MAC (physical) address of the Trusted Wirelg&sion. Use
this when adding or editing a Trusted Station.

Buttons

<< Add a Trusted Wireless Station to the list (mowfrthe "Other
Stations" list).
» Select an entry (or entries) in the "Other Statidiss, and click

the " << " button.
* Enter the Address (MAC or physical address) ofviireless
station, and click the "Add " button.

>> Delete a Trusted Wireless Station from the list\iento the "Other
Stations" list).
» Select an entry (or entries) in the "Trusted Steidist.
* Click the " >> " button.

Select All Select all of the Stations listed in the "OthertiBtes" list.

Select None De-select any Stations currently selected in thihéOStations" list.

15
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Edit To change an existing entry in the "Trusted Statidist, select it
and click this button.

1. Select the Station in the "Trusted Station" list.

2. Click the "Edit" button. The address will be copiedhe
"Address" field, and the "Add" button will change"Update”.

3. Edit the address (MAC or physical address) as redui
4. Click "Update" to save your changes.

Add To add a Trusted Station which is not in the "OW&reless
Stations" list, enter the required data and clig& button.
Clear Clear theNameandAddresdields.

Security Profiles

Security Profiles contain the SSID and all the sigggettings for Wireless connections to this
Access Point.

* Upto eight (8) Security Profiles can be defined.

* Up to four (4) Security Profiles can be enabledrat time, allowing up to 4 different
SSIDs to be used simultaneously.

Security Profiles

Profiles Profile Name [SSID] Security [Band]
Wi ireless ;

Profile02 [wireless] None [2.4 GHz|

Profile03 [wireless] Mone [2.4 GHz]

Profile04 [wireless] None [2.4 GHz|
Profile05 [wireless] None [2.4 GHz|
Profile0B [wireless] Mone [2.4 GHz] hd

Enahlel Configure | Disablel

" Indicates profile is currently enabled.

Pgm?_? 802.11bfg AP Mode: [wirsless [wireless] =]
rotmie
802 11b/g Bridge Mode: |Wire|ess [wireless] =]

These settings have no effect unless the appropriate mode is enabled.
If enabled, the selected Profile/SSID is used for the beacon.

ECIENBLE Profile (SSID) Isolation:
& Mo isolation
 |golate all Profiles (S310s) from each other
< Use VLAN (802 1Q) standard
Configure %LAMN |

Sa\tel Cancel | Help |

Figure 9: Security Profiles Screen

16
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Data - Security Profiles Screen

Profile
Profile List All available profiles are listed. For each profilee following data
is displayed:
If displayed before the name of the profile, tmdicates the
profile is currently enabled. If not displayed, refile is
currently disabled.
* Profile Name
The current profile name is displayed.
* [SSID]
The current SSID associated with this profile.
*  Security System
The current security system (e.g. WPA-PSK ) is ldiggd.
* [Band]
The Wireless Band (2.4 GHz, 5GHz) for this profde
displayed. Profiles may be assigned to either tn bdireless
Bands.
Buttons + Enable - Enable the selected profile.

» Configure - Change the settings for the selectedler
« Disable - Disable the selected profile.

Primary Profile

802.11b/g AP Mode

Select the primary profile for 802.11b and 802.{1¢ GHz band)
AP mode. Only enabled profiles are listed. The S&Bociated
with this profile will be broadcast if the "BroadteSSID" setting
on theBasicscreen is enabled.

802.11b/g Bridge
Mode

Select the primary profile for 802.11b and 802.12¢4 GHz band)
Bridge Mode. This setting determines the SSID aulisty
settings used for the Bridge connection to the temd.

Isolation

None If this option is selected, wireless clients usitiiferent profiles
(different SSIDs) are not isolated from each otkerthey will be
able to communicate with each other.

Isolate all If this option is selected, wireless clients usitiiferent profiles

(different SSIDs) are isolated from each otherth&y will NOT be
able to communicate with each other. They will @ able to
communicate with other clients using the same |arodinless the
"Wireless Separation” setting on the "Advancedé&sarhas been
enabled.

17
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Use VLAN

This option is only useful if the hubs/switchesyamur LAN support
the VLAN (802.1Q) standard.

When VLAN is used, you must select the desired VLidNeach
security profile when configuring the profile. #fiLAN is not
selected, the VLAN setting for each profile is iged.)

Click the "Configure VLAN" button to configure tiBs used by
each VLAN.

Security Profile Screen

This screen is displayed when you select a Profiléhe Security Profiles screen, and click the

Configurebutton.

Profile

Security
System

Security
Settings

Radius MAC
Authentication

UAM

Profile Data

Security Profile

Frofile Mame: Iwireless

SsID: Iwireless
Wireless Band: |2.4 GHz v[

Wireless Security System: INone v[

Current Status: Disabled

Configure |
Current Status: Disabled

Configure |

Back | Save I Cancell

Help |

Figure 10: Security Profile Screen

Enter the desired settings for each of the follawin

Profile Name

Enter a suitable name for this profile.

SSID

Enter the desired SSID. Each profile must haveiguenSSID.

Wireless Band

Select the wireless band or bands for this proffilgour Wireless
Access Point only has a single band, then onlytibops available.

Security Settings

Select the desired option, and then enter thengstfor the selected method.

The available options are:
* None- No security is used. Anyone using the corredDS&n connect to your network.

18
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WEP - The 802.11b standard. Data is encrypted befaresmission, but the encryption
system is not very strong.

WPA-PSK - Like WEP, data is encrypted before transmissWRA is more secure than
WEP, and should be used if possible. The PSK (Raeesl Key) must be entered on each
Wireless station. The 256Bit encryption key is dedi from the PSK, and changes
frequently.

WPA-802.1x- This version of WPA requires a Radius Serveyaur LAN to provide the
client authentication according to the 802.1x staddData transmissions are encrypted
using the WPA standard.

If this option is selected:
* This Access Point must have a "client login" on Raglius Server.
» Each user must have a "user login" on the Radingege

* Each user's wireless client must support 802.1xpaodde the login data when
required.

» All data transmission is encrypted using the WPRadard. Keys are automatically
generated, so no key input is required.

802.1x- This uses the 802.1x standard for client autbation, and WEP for data
encryption. If possible, you should use WPA-804ristead, because WPA encryption is
much stronger than WEP encryption.

If this option is selected:
» This Access Point must have a "client login" on Ralius Server.
* Each user must have a "user login" on the Radingege

» Each user's wireless client must support 802.1xpaodde the login data when
required.

« All data transmission is encrypted using the WER&ard. You only have to select
the WEP key size; the WEP key is automatically geteel.
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Security Settings - None

Security Profile
B Frofile Marme:  [wirsless

=S5k |wireless
Wireless Band: |24 GHz =

Security
System

Security
Settings

Wireless Security Systern: [TTTERG_—_ ]

X T:dil:_s r':AC Current Status: Disabled
uthentication

SEUVR Current Status: Disabled
Configure

Back | Save ICanu:eIl Help |

Figure 11: Wireless Security - None

No security is used. Anyone using the correct S&IB connect to your network.

The only settings available from this screenRadius MAC Authentication andUAM
(Universal Access Method).

Radius MAC Authentication

Radius MAC Authentication provides for MAC addresecking which is centralized on your
Radius server. If you don't have a Radius Senar,cannot use this feature.

Using MAC authentication

1. Ensure the Wireless Access Point can login to YRadius Server.

* Add a RADIUS client on the RADIUS server, using tReaddress or name of the
Wireless Access Point, and the same shared keytaed on the Wireless Access
Point.

» Ensure the Wireless Access Point has the correteas, port number, and shared key
for login to your Radius Server. These parametereatered either on tt&ecurity
page, or th&Radius-based MAC authenticationsub-screen, depending on the
security method used.

« On the Access Point, enable the Radius-based MAl@atication feature on the
screen below.

2. Add Users on the Radius server as required. Thaaise must be the MAC address of
the Wireless client you wish to allow, and the passl must be blank.

3. When clients try to associate with the Access Rdiir MAC address is passed to the
Radius Server for authentication.

» If successful, ¥x: xx: xx: xx: xx: xx MAC aut henti cati on”is entered in the log,
and client station status would show as “authetg@’aon the station list table;
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If not successful, Xx: xx: xx: xx: xx: xx MAC aut hentication fail ed”is
entered in the log,, and station status is showaathenticating” on the station list
table.
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Radius-based MAC authentication Screen

This screen will look different depending on thereat security setting. If you have already
provided the address of your Radius server, youtvbenprompted for it again. Otherwise, you
must enter the details of your Radius Server angbieen.

Radius-based MAC Authentication

[T Enable Radius-based MAC authentication

Radius Server Address: |

Radius Fort: |1812
Client Login Mame: SC123488
Shared Key |

Save | Cancel | Help |

Figure 12: Radius-based MAC Authentication Screen

Data - Radius-based MAC Authentication Screen

Enable ... Enable this if you wish to Radius-based MAC autloation.
Radius Server If this field is visible, enter the name or IP aelsk of the Radius
Address Server on your network.

Radius Port If this field is visible, enter the port number dder connections to

the Radius Server.

Client Login Name | If this field is visible, it displays the name uded the Client Login
on the Radius Server. This Login name must be etdean the Radiug
Server.

Shared Key If this field is visible, it is used for the Clieabgin on the Radius
Server. Enter the key value to match the valuenerRadius Server.

WEP Key If this field is visible, it is for the WEP key u$¢o encrypt data
transmissions to the Radius Server. Enter theatb&iey value in
HEX, and ensure the Radius Server has the same.valu

WEP Key Index If this field is visible, select the desired kegl@x. Any value can be
used, provided it matches the value on the Radinges
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UAM

UAM (Universal Access Method) is intended for usdnternet cafes, Hot Spots, and other
sites where the Access Point is used to providanet Access.

If enabled, then HTTP (TCP, port 80) connectiores@recked. (UAM only works on HTTP
connections; all other traffic is ignored.) If theer has not been authenticated, Internet access
is blocked, and the user is re-directed to anoiledr page. Typically, this web page is on your
Web server, and explains how to pay for and olitaernet access.

To use UAM, you need a Radius Server for Authetiboa The "Radius Server Setup" must be
completed before you can use UAM. The requiredpsd&pends on whether you are using
“Internal” or “External” authentication.

* Internal authentication uses the web page built into the Wireless AcceastP

» External authentication uses a web page on your Web server. Generallysiyould use
External authentication, as this allows you to ptewelevant and helpful information to
users.

UAM authentication - Internal
1. Ensure the Wireless Access Point can login to YRadius Server.

* Add a RADIUS client on RADIUS server, using thed@dress or name of the
Wireless Access Point, and the same shared keytaed on the Wireless Access
Point.

» Ensure the Wireless Access Point has the correteas, port number, and shared key
for login to your Radius Server. These parametereatered either on the Security
page, or the UAM sub-screen, depending on the ggcnethod used.

2. Add users on your RADIUS server as required, almvahccess by these users.

3. Client PCs must have the correct Wireless setimgsder to associate with the Wireles
Access Point.

4. When an associated client tries to use HTTP (T©R,§D) connections, they will be re-
directed to a user login page.

5. The client (user) must then enter the user namepassword, as defined on the Radius
Server. (You must provide some system to let useosv the correct name and password
to use.)

6. If the user name and password is correct, Intexoegss is allowed.
Otherwise, the user remains on the login page.

* Clients which pass the authentication are listedxas xx: xx: xx: xx: xx WEB
aut henti cati on” in the log table, and station status would shewAuthenticated”
on the station list table.

« |f a client fails authentication,x%: xx: xx: xx: xx: xx WEB aut henti cati on
f ai | ed” shown in the log, and station status is showrfAsthenticating” on the
station list table.

UAM authentication - External
1. Ensure the Wireless Access Point can login to Yadius Server.

* Add a RADIUS client on RADIUS server, using thed@dress or name of the
Wireless Access Point, and the same shared keytaed on the Wireless Access
Point.

* Ensure the Wireless Access Point has the correteas, port number, and shared key
for login to your Radius Server. These parametereatered either on the Security
page, or the UAM sub-screen, depending on the ggcoethod used.
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On your Web Server, create a suitable welcome page.
The welcome page must have a link or button to ale the user to input their user
name and password on theuani ogon. ht m page on the Access Point

On the Access PointJAM screen, sele@&xternal Web-based Authentication and
enter theURL for the welcome page on your Web server.

Add users on your RADIUS server as required, aluivahccess by these users.

Client PCs must have the correct Wireless setimgsder to associate with the Wireless
Access Point.

When an associated client tries to use HTTP (T©R,§0) connections, they will be re-
directed to the welcome page on your Web Servery Thust then click the link or button
in order to reach the Access Point’s login page.

The client (user) must then enter the user namegyassword, as defined on the Radius
Server. (You must provide some system to let useosv the correct name and password
to use.)

If the user name and password is correct, Intexoetss is allowed.
Otherwise, the user remains on the login page.

» Clients which pass the authentication are listedxas xx: xx: xx: xx: xx WEB
aut henti cat i on” in the log table, and station status would shewAuthenticated”
on the station list table.

« |f a client fails authentication,x%: xx: xx: xx: xx: xx WEB aut henti cati on
f ai | ed” is shown in the log, and station status is shawn‘Authenticating” on the
station list table.

UAM Screen

The UAM screen will look different depending on tharent security setting. If you have
already provided the address of your Radius seyeerwon't be prompted for it again.

UAM (Universal Access Method)

M UAM (Universal Access Method)

& Internal Web-based Authentication
© External Web-hased Authentication
Login URL: |
Login Failure URL: |

Radius Server Address: |

Radius Port: |1812
Client Login Mame: SC123488
Shared Key: |

Save I Cancel | Help |

Figure 13: UAM Screen

Data - UAM Screen

Enable Enable this if you wish to use this feature. Seestction above for

details of using UAM.
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Internal If selected, then when a user first tries to actesdnternet, they will
Web-based be blocked, and re-directed to the built-in logage. The logon data is
Authentication then sent to the Radius Server for authentication.

External If selected, then when a user first tries to actiesdnternet, they will
Web-based be blocked, and re-directed to the URL below. Ti@eds to be on your

Authentication own local Web Server. The page must also link ladke built-in
login page on this device to complete the logircpdure.

Login URL Enter the URL of the page on your local Web Seyeer wish users to
see when they attempt to access the Internetréutat logged in.

Login Failure Enter the URL of the page on your local Web Seyeer wish users to

URL see if their login fails. (This may be the same UaglLthe Login URL).

Security Settings - WEP

This is the 802.11b standard. Data is encryptedrbdfansmission, but the encryption system
is not very strong.

Security Profile
MCUCA Profile Name:  [wireless

S50 Iwireless

Wireless Band: |2.d GHz v[

Wiireless Security System:

Security
System

Security gV
Settings
Data Encryption: |64 bit v[

Authentication: IOpen System vl

WEP Keys
Koey input & Hex (0~9 and A~F) © ASCI

Keyt e [
Keay 20 € |—
Keyz3: o [
Key 4 |—
Passphrase: [

Radius MAC Eelflegetl=, Disabled

Authentication
Configure

VR Crrent Status Cisabled

Configure

Back | Save I Cancell Help |

Figure 14: WEP Wireless Security
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Data - WEP Screen

WEP

Data Select the desired option, and ensure your Wiredtzd®ns have the

Encryption same setting:

* 64 Bit Encryption - Keys are 10 Hex (5 ASCII) characters.
* 128 Bit Encryption - Keys are 26 Hex (13 ASCII) characters.
« 152 Bit Encryption - Keys are 32 Hex (16 ASCII) characters.

Authentication Normally, you can leave this at “Automatic”, sotthdireless Stations
can use either method ("Open System" or "Shared.Key
If you wish to use a particular method, selectaphpropriate value -
"Open System" or "Shared Key". All Wireless stasionust then be set
to use the same method.

Key Input Select "Hex" or "ASCII" depending on your input tmed. (All keys
are converted to Hex, ASCII input is only for conience.)

Key Value Enter the key values you wish to use. The defayt kelected by the
radio button, is required. The other keys are ogtioOther stations
must have matching key values.

Passphrase Use this to generate a key or keys, instead ofiegtéhem directly.
Enter a word or group of printable characters eRassphrase box and
click the "Generate Key" button to automaticallyfigure the WEP
Key(s).

Radius MAC The current status is displayed.

Authentication Click the "Configure" button to configure this faes if required.

UAM The current status is displayed.

Click the "Configure" button to configure this faes if required.
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Security Settings - WPA-PSK

Like WEP, data is encrypted before transmissionAiPmore secure than WEP, and should
be used if possible. The PSK (Pre-shared Key) imeigintered on each Wireless station. The
256Bit encryption key is derived from the PSK, ahéinges frequently.

Security Profile
MU Profile Name:  [wireless

S5k Iwireless

Wireless Band: |2.4 GHz v[

Wiireless Security System:

Security

System YDA - PEK

SLEPULAN WPA - PSK (Pre-shared Key)
Settings

Metwork Key: |
WP A Encryption: | TKIP [~

Key Updates
[T Pairwise Key Update  Key Lifetime: |2I:I minutes

™ Group Key Update Key Lifetime: |30 minutes
™ Update Group Key wihen any membership terminates

Radius MAC NelleE=riIEy Disabled
Configure

PEUR Current Status: Disahled

Configure

Back | Save I Cancell Help |

Figure 15: WPA-PSK Wireless Security

Data - WPA-PSK Screen

WPA-PSK

Network Key Enter the key value. Data is encrypted using a #8368 derived
from this key. Other Wireless Stations must usestirae key.

WPA Encryption Select the desired option. Other Wireless Statiouast use the

same method.

* TKIP - Unicast (point-to-point) transmissions are epted
using TKIP, and multicast (broadcast) transmissamaesnot
encrypted.

* TKIP + 64 bit WEP - Unicast (point-to-point) transmissions
are encrypted using TKIP, and multicast (broadcast)
transmissions are encrypted using 64 bit WEP.

* TKIP + 128 bit WEP - Unicast (point-to-point)
transmissions are encrypted using TKIP, and muitica
(broadcast) transmissions are encrypted using F128BP.

* AES - CCMP - CCMP is the most common sub-type of AES
(Advanced Encryption System). Most systems willgym
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say "AES". If selected, both Unicast (point-to-gdiand
multicast (broadcast) transmissions are encryp$@tuAES.

* AES - TKIP - If selected, Unicast (point-to-point) uses AES-
CCMP and multicast (broadcast) transmissions aceypted
using TKIP.

Pairwise Key Update

This refers to the key used for point-to-point gnaunssions.
Enable this if you want the keys to be updated leatyu

Key Lifetime

This field determines how often Pairwise keys gneagnically
updated. Enter the desired value.

Group Key Update

This refers to the key used for broadcast transarnissEnable
this if you want the keys to be updated regularly.

Key Lifetime

This field determines how often the Group key isalyically
updated. Enter the desired value.

Update Group key
when any membership
terminates

If enabled, the Group key will be updated whenergr member
leaves the group or disassociates from the Acceiss. P

Radius MAC The current status is displayed. This will alwags'Disabled",

Authentication because Radius MAC Authentication is not availatite WPA-
PSK. TheConfigurebutton for this feature will also be disabled.

UAM The current status is displayed. This will alwags'Disabled",

because UAM is not available with WPA-PSK. T@enfigure
button for this feature will also be disabled.
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Security Settings - WPA-802.1x

This version of WPA requires a Radius Server orr Y&N to provide the client
authentication according to the 802.1x standarda Bransmissions are encrypted using the
WPA standard.

If this option is selected:
* This Access Point must have a "client login" onRalius Server.

» Each user must have a "user login" on the RadingegaNormally, a Certificate is used to
authenticate each user. See Chapter4 for detailsesfconfiguration.

» Each user's wireless client must support 802.1x.

« All data transmission is encrypted using the WPRakdard. Keys are automatically
generated, so no key input is required.

Security Profile
MEUCE Profile Name:  [wireless

S50 |wireless

Wireless Eand: |2.4 GHz v|

Wireless Security System: [{kimeme

Security
System

SLEULAN WPA -802.1x
Settings

Radius Server Address: |

Radius Fort |1B 12

Clignt Login Name: SCOo0o012
Shared Key: [
WP A Encryption: [TkIP =

Key Updates

[ Pairwise Key Update  Key Lifetime: |2EI— minutes
M Group Key Update Key Lifetime: ISD— minutes
™ Update Group Key when any membership terminates

Radius Accounting
[T Enable Radius Accounting:
Radius Accounting Port. |1813

T Update Report every |5 Minutes

Radius MAC Wil @i E Iy Disabled

Authentication
Caonfigure

BLEVR Current Status: Disabled

Canfigure

Back | Save I Cancell Help |

Figure 16: WPA-802.1x Wireless Security

29



Wireless Access Point User Guide

Data - WPA-802.1x Screen

WPA-802.1x

Radius Server Enter the name or IP address of the Radius Servgoar network.
Address

Radius Port Enter the port number used for connections to theil® Server.

Client Login Name | This read-only field displays the current login reamwhich is the
same as the name of the Access Point. The RadiusrSsust be
configured to accept this login.

Shared Key This is used for th€lient Loginon the Radius Server. Enter the key
value to match the Radius Server.

WPA Encryption Select the desired option. Other Wireless Statounst use the same
method.

e TKIP - Unicast (point-to-point) transmissions are eptey
using TKIP, and multicast (broadcast) transmissemesnot
encrypted.

e TKIP + 64 bit WEP - Unicast (point-to-point) transmissions
are encrypted using TKIP, and multicast (broadcast)
transmissions are encrypted using 64 bit WEP.

* TKIP + 128 bit WEP - Unicast (point-to-point) transmissions
are encrypted using TKIP, and multicast (broadcast)
transmissions are encrypted using 128 bit WEP.

e AES - CCMP - CCMP is the most common sub-type of AES
(Advanced Encryption System). Most systems willgyrsay
"AES". If selected, both Unicast (point-to-pointjcamulticast
(broadcast) transmissions are encrypted using AES.

* AES - TKIP - If selected, Unicast (point-to-point) uses AES-
CCMP and multicast (broadcast) transmissions aceypted

using TKIP.
Pairwise Key This refers to the key used for point-to-point siaissions. Enable
Update this if you want the keys to be updated regularly.
Key Lifetime This field determines how often Pairwise keys gneagnically

updated. Enter the desired value.

Group Key Update | This refers to the key used for broadcast transamissEnable this
if you want the keys to be updated regularly.

Key Lifetime This field determines how often the Group key isalyically
updated. Enter the desired value.

Update Group key If enabled, the Group key will be updated whenergr member
when any leaves the group or disassociates from the Acceiss. P
membership
terminates

Radius Accounting | Enable this if you want this Access Point to seccbanting data to
the Radius Server.

If enabled, the port used by your Radius Servertineentered in
the Radius Accounting Port" field.
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Update Report
every ...

If Radius accounting is enabled, you can enabteahd enter the
desired update interval. This Access Point wilhtsend updates
according to the specified time period.

Radius MAC The current status is displayed. This will alwags'Disabled",
Authentication because Radius MAC Authentication is not availatite WPA-

802.1x. TheConfigurebutton for this feature will also be disabled.
UAM The current status is displayed. This will alwags'Disabled",

because UAM is not available with WPA-802.1x. Tenfigure
button for this feature will also be disabled.
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Security Settings - 802.1x

This uses the 802.1x standard for client authetiicaand WEP for data encryption. If

possible, you should use WPA-802.1x instead, bec¥¢iBA encryption is much stronger than

WEP encryption.

If this option is selected:
* This Access Point must have a "client login" on Ralius Server.

» Each user must have a "user login" on the RadingegeNormally, a Certificate is used to

authenticate each user. See Chapter4 for detailsesfconfiguration.
» Each user's wireless client must support 802.1x.

« All data transmission is encrypted using the WERdard. You only have to select the

WEP key size; the WEP key is automatically generate

Security Profile
WCUEA Profile Name:  [wirsless

S5k Iwireless

Wireless Band: |2.4 GHz v[

S Wireless Security System: [{EHEe

System

Security E:NEXP
Settings

Radius Server Address: |

Radius Port; |1E|12

Client Lagin Mame: SCoogo12
Shared Key: |

WEP key Size: |64 bit vl

[ Dynamic WEP key [EAP-TLS, PEAP etc)

I Key Exchange with lifetime of |20 minutes
M Static WER Key (EAP-MDS)
WEP Key |

WEP Key Index; |1 vl

Radius Accounting
[ Enable Radius Accounting:
Fadius Accounting Fort; |18 13

T Update Report every |5 Minutes

GEGIERIER ) rrent Status: Disabled
Authentication

Back | Save I Cancell

(hex)

Configure

LV Cyrrent Status: Disabled

Configure

Help

Figure 17: 802.1x Wireless Security
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Data - 802.1x Screen

802.1x

Radius Server Address | Enter the name or IP address of the Radius Servgour
network.

Radius Port Enter the port number used for connections to theiu® Server.

Client Login Name This read-only field displays the current login remwhich is

the same as the name of the Access Point. The R8diwver
must be configured to accept this login.

Shared Key This is used for th€lient Loginon the Radius Server. Enter the
key value to match the Radius Server.

WEP Key Size Select the desired option:

e 64 Bit - Keys are 10 Hex (5 ASCII) characters.

» 128 Bit- Keys are 26 Hex (13 ASCII) characters.
» 152 Bit- Keys are 32 Hex (16 ASCII) characters.
Dynamic WEP Key Click this if you want the WEP keys to be automeaitic
generated.

* The key exchange will be negotiated. The most widel
supported protocol is EAP-TLS.

* The following Key Exchange setting determines hdigro
the keys are changed.

* Both Dynamic and Static keys can be used simuliasigo
allowing clients using either method to use the éssc
Point.

Key Exchange This setting if only available if using Dynamic WERYys. If
you want the Dynamic WEP keys to be updated relyular
enable this and enter the desiliégtime (in minutes).

Static WEP Key Enable this if some wireless clients use a fixéaltis WEP key,
(EAP-MD5) using EAP-MD5.

Note that both Dynamic and Static keys can be used
simultaneously, allowing clients using either metho use the
Access Point.

WEP Key Enter the WEP key according to ttEP Key Sizesetting
above. Wireless stations must use the same key.

WEP Key Index Select the desired index value. Wireless stationst mse the
same key index.

Radius Accounting Enable this if you want this Access Point to seccbanting
data to the Radius Server.

If enabled, the port used by your Radius Servert ine€ntered
in theRadius Accounting Portfield.

Update Report every ... | If Radius accounting is enabled, you can enab&ahd enter
the desired update interval. This Access Pointtvéh send
updates according to the specified time period.

Radius MAC The current status is displayed.
Authentication

Click theConfigurebutton to configure this feature if required.
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UAM The current status is displayed.

Click theConfigurebutton to configure this feature if required.
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System Screen

Click Systenon the menu to view a screen like the following.

System

IP Address

LU 4 cceoss Point Name: [5C000012

LUER ™ Enable WINS

Description [
Country or Domain |- Select One - |
MAC Address Q00:CO:02:00:00:12

& DHCF Client
¢ Fixed IP Address

IPaddress  [172 |31 |z Ji91
Subnet Mask  [255 .|255 . [255 |0

Gateway 172 |31 ||z |25z
DNS [172) |31 ||z |.[239

WINS Server NamedP Address: [172.531.2.2359

Save I Cancel Help

Figure 18: System Screen

Data - System Screen

Identification
Access Point Enter a suitable name for this Access Point.
Name
Description If desired, you can enter a description for theesscPoint.
Country Domain | Select the country or domain matching your curtecation.
IP Address
DHCP Client Select this option if you have a DHCP Server onryAN, and you
wish the Access Point to obtain an IP address aatioaily.
Fixed If selected, the following data must be entered.
* |P Address- The IP Address of this device. Enter an unuged |
address from the address range on your LAN.
* Subnet Mask- The Network Mask associated with the IP Address
above. Enter the value used by other devices onlyaN.
 Gateway- The IP Address of your Gateway or Router. Etiter
value used by other devices on your LAN.
* DNS- Enter the DNS (Domain Name Server) used by RCgoar
LAN.
WINS
Enable WINS If your LAN has a WINS server, you can enable thisave this AP

register with the WINS server.
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WINS Server Enter the name or IP address of your WINS server.
Name/IP Address
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Wireless Screens

There are two (2) configuration screens available:

e Basic Settings
 Advanced

Basic Settings Screen

The settings on this screen must match the settisgg by Wireless Stations.

Click Basic on the menu to view a screen like the following.

Operation

Parameters

Vireless Mode: |802.11b and 802,11y =]

AP Mode: IAccess Paint "I

Bridge Mode:  [None (disable) |

Channel No: |Aummatic v[

Current Channel Mo: 1

Basic Settings - 2.4 GHz

Fepeater AF

MAC Address: | SeEst AR

v Eroadcast 531D

PTP Bridge AP
MAC Address: |

© In FTWMF mode, only allow specified APs

et PTVE AFPs

Save I Cancel Help

Figure 19: Basic Settings Screen

Data - Basic Settings Screen

Operation

Wireless Mode Select the desired option:

Disable - select this if for some reason you do not thista
transmit or receive at all.

802.11b and 802.11gthis is the default, and will allow
connections by both 802.11b and 802.1g wireles®rta

802.11b- if selected, only 802.11b connections are alkbhwe
802.11g wireless stations will only be able to cmetinf they are
fully backward-compatible with the 802.11b standard

802.11g- only 802.11g connections are allowed. If youydmve
802.11g, selecting this option may provide a penfmce
improvement over using the default setting.

Dynamic Super 802.11g (108Mbps) This use$acket Bursting
FastFrame CompressionandChannel Bondingusing 2
channels) to increase throughput. Only clients ettppg the
"Atheros Super G" mode can connect at 108Mbpstzedwill
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only use this speed when necessary. However, phisrois
backward-compatible with 802.11b and (standard) B

» Static Super 802.11g (108Mbps) This use$acket Bursting
FastFrame CompressionandChannel Bondingusing 2
channels) to increase throughput.

Because "Channel Bonding" is always used, this meti is
NOT compatible with 802.11b and (standard) 802.11g

Only clients supporting the "Atheros Super G" moda connect
at 108Mbps; they will always connect at this sp&alect this
option only if all wireless stations support thistHeros Super G"

mode.
AP Mode Both Bridge mode and AP mode can be used simultestgainless
AP mode is "Client/Repeater"”. Select the desired#dee:
* None (disable) Disable AP mode. Use this if you want to act a
Bridge only.
» Access Point operate as a hormal Access Point
» Client/Repeate - act as a client or repeater for another Access
Point. If selected, you must provide the addresa@\hddress) of
the other AP in th®epeater AP MAC Addressfield. In this
mode, all traffic is sent to the specified AP.
Note: If using Client/Repeater mode, you cannot used&iMode.
Repeater AP This is not required unless the AP Mode is "Clieedeater". In this
MAC Address mode, you must provide the MAC address of the oftiein this field.

You can either enter the MAC address directlyjfdhe other AP is
on-line and broadcasting its SSID, you can cliek t8elect AP" button
and select from a list of available APs.

Broadcast SSID

If Disabled, no SSID is broadcast.

If enabled, you must select the security profileosd SSID is to be
broadcast. This can be done the "Security Proféeséen. The SSID
will then be broadcast to all Wireless StationatiShs which have no
SSID (or a "null" value) can then adopt the cor@stD for
connections to this Access Point.
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Bridge Mode

Both Bridge mode and AP mode can be used simultestgainless
AP mode is "Client/Repeater". Select the desiradggr mode:

* None (disable)- Disable Bridge mode. Use this if you want to act
a AP only.

* Point-to-Point Bridge (PTP) - Bridge to a single AP. You must
provide the MAC address of the other AP in BNEP Bridge AP
MAC Address field.

* Point-to-Multi-Point Bridge (PTMP) - Select this only if this AP
is the "Master" for a group of Bridge-mode APs. Tileer Bridge-

mode APs must be set to Point-to-Point Bridge mading this
AP's MAC address. They then send all traffic ts thWaster".

If required, you can specify the MAC addresseshefAPs which are
allowed to connect to this AP in PTMP mode. To #ydbe allowed
APs:

1. Enable the checkbox "In PTMP mode, only allow spediAPS".
2. Click the button "Set PTMP APs".

3. On the resulting sub-screen, enter the MAC addseskthe
allowed APs.

PTP Bridge AP

This is not required unless the Bridge Mode is hiet-Point Bridge

MAC Address (PTP)". In this case, you must enter the MAC adslidghe other AP
in this field.

In PTMP mode, | This is only functional if using Point-to-Multi-Pati Bridge (PTMP)

only allow mode. If enabled, you can specify the MAC addres$éise APs which

specified APs

are allowed to connect to this AP. To specify thewsed APs:
1. Enable this checkbox
2. Click the button "Set PTMP APs".

3. On the resulting sub-screen, enter the MAC addseskthe
allowed APs.

Set PTMP APs

Use this to open a sub-window where you can spdoédyMAC
addresses of the APs which are allowed to conoetiig AP. This is
only functional if using Point-to-Multi-Point Brigg(PTMP) mode and
you have enabled the checkbox "In PTMP mode, didyeaspecified
APs".

Parameters

Channel No

« |If "Automatic" is selected, the Access Point wédlect the best
available Channel.

» If you experience interference (shown by lost catioes and/or
slow data transfers) you may need to experiment menually
setting different channels to see which is the.best

Current Channel
No.

This displays the current channel used by the AcPesnt.
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Advanced Settings

Clicking theAdvancedink on the menu will result in a screen like fo#owing.

WECBLER Disassociated Timeout[s Minutes {1~ 99)
Fragmentation Length W { 256 ~ 2346; Default 2346 )
Beacan Interval [ios ™ (20~ 1000; Default 100 )
RTSICTS Threshold — [2346 {256 ~ 2346; Default 2346 )

Freamble Type ILnng v|
Dutput Power Level |Fu|| v[
Antenna Selection: IF'rimary "I

CUPRNLR Protection Type & CTS-only € RTS-CTS
Shot Slot Time @ Enable © Disable
Protection Mode|Aum v[

Protection Rate m

OILER ™ \Wireless Separation
™ Worldwide Mode (802.11d)

Advanced Settings - 2.4 GHz

CEREUE IR Basic Rate Selection: [802.11b (1, 2,565, 11 Mbps) |

Save | Canu:ell Help

Figure 20: Advanced Settings

Data - Advanced Settings Screen

Basic Rate

Basic Rate

The Basic Rate is used for broadcasting. It do¢ésle@rmine
the data transmission rate, which is determinetheyMode"
setting on the Basic screen.

Select the desired option.

Do NOT select the "802.11g" or "ODFM" options ursled L
of your wireless clients support this. 802.11brdiewill not be
able to connect to the Access Point if either esthmodes is
selected.

Options

Wireless Separation

If enabled, then each Wireless station using theeds Point is
invisible to other Wireless stations. In most besmsituations,
this setting should be Disabled.

Worldwide Mode
(802.11d)

Enable this setting if you wish to use this model gour
Wireless stations support this mode.
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Parameters

Disassociated Timeout

This determines how quickly a Wireless Station \dl
considered "Disassociated" with this AP, when adfitr is
received. Enter the desired time period.

Fragmentation

Enter the preferred setting between 256 and 2346millly,
this can be left at the default value.

Beacon Interval

Enter the preferred setting between 20 and 1006k, this
can be left at the default value.

RTS/CTS Threshold

Enter the preferred setting between 256 and 2346milly,
this can be left at the default value.

Preamble Type

Select the desired option. The default is "Londie TShort"
setting takes less time when used in a good envieoi

Output Power Level

Select the desired power output. Higher levels gile a greater
range, but are also more likely to cause interfezemith other
devices.

Antenna Selection

If your Access Point has only 1 antenna, therenlg b option
available. If your Access Point has 2 antennaecséhe option
which gives the best results in your location.

802.11b

Protection Type

Select the desired option. The default is CTS-only.

Short Slot Time

Enable or disable this setting as required.

Protection Mode

The Protection system is intended to prevent df.11b
devices from interfering with 802.11g transmissidi@ider
802.11b devices may not be able to detect thaR&l&g
transmission is in progress.) Normally, this shchgdeft at
"Auto”.

Protection Rate

Select the desired option. The deifl is 11 Mbps.
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Chapter 4
PC and Server Configuration

This Chapter details the PC Configuration requifedeach PC on the local
LAN.

Overview

All Wireless Stations need to have settings whietiaim the Wireless Access Point. These
settings depend on the mode in which the Access Bobeing used.

» If using WEP or WPA-PSK, it is only necessary teune that each Wireless station's
settings match those of the Wireless Access Paéntlescribed below.

* For WPA-802.1x and 802.1x modes, configuratiomigch more complex. The Radius
Server must be configured correctly, and setupoh@éVireless station is also more
complex.

Using WEP

For each of the following items, each WirelessiStamust have the same settings as the
Wireless Access Point.

Mode On each PC, the mode must be sénfoastructure.
SSID (ESSID) | This must match the value used on the Wireless gscBeint.

The default value isi r el ess

Note! The SSID is case sensitive.

Wireless * Each Wireless station must be set to use WEP datgion.

Security « The Key size (64 bit, 128 bit, 152 bit) must betsenatch the
Access Point.

* The keys values on the PC must match the key valugise Access
Point.
Note:

On some systems, the key sizes may be shown as 208bit, and

128bit instead of 64 bit, 128 bit and 152bit. Ttierence arises
because the key input by the user is 24 bits hess the key size used for
encryption.
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Using WPA-PSK

For each of the following items, each WirelessiStamust have the same settings as the
Wireless Access Point.

Mode On each PC, the mode must be sénfoastructure.
SSID (ESSID) | This must match the value used on the Wireless gscBeint.
The default value iai r el ess
Note! The SSID is case sensitive.
Wireless On each client, Wireless security must be set téAWBK.
Security + ThePre-shared Keyentered on the Access Point must also be

entered on each Wireless client.

* TheEncryption method (e.g. TKIP, AES) must be set to match the
Access Point.
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Using WPA-802.1x

This is the most secure and most complex system.

802.1x mode provides greater security and ceng@dlimanagement, but it is more complex to
configure.

Wireless Station Configuration

For each of the following items, each WirelessiStamust have the same settings as the
Wireless Access Point.

Mode On each PC, the mode must be sénfoastructure.

SSID (ESSID) | This must match the value used on the Wireless gscBeint.

The default value isi r el ess

Note! The SSID is case sensitive.

802.1x Each client must obtain a Certificate which is ukedauthentication for
Authentication | the Radius Server.

802.1x Typically, EAP-TLS is used. This is a dynamic kggtem, so keys do
Encryption NOT have to be entered on each Wireless station.

However, you can also use a static WEP key (EAP-NMDie Wireless
Access Point supports both methods simultaneously.

Radius Server Configuration

If usingWPA-802.1xmode, the Radius Server on your network must béigured as follow:
* It must provide and accef¥rtificates for user authentication.
* There must be &lient Login for the Wireless Access Point itself.

* The Wireless Access Point will use its Default Neasets Client Login name.
(However, your Radius server may ignore this arathe IP address instead.)

 TheShared Keyset on th&ecurityScreen of the Access Point, must match the
Shared Secretalue on the Radius Server.

» Encryption settings must be correct.
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802.1x Server Setup (Windows 2000 Server)

This section describes usiMjcrosoft Internet Authentication Servas the Radius Server,
since it is the most common Radius Server availdiaiesupports the EAP-TLS authentication
method.

The following services on the Windows 2000 Domaontoller (PDC) are also required:

* dhcpd
e dns
* rras

* webserver (lIS)
* Radius Server (Internet Authentication Service)
»  Certificate Authority

Windows 2000 Domain Controller Setup

1. Rundcpromo.exdérom the command prompt.

2. Follow all of the default prompts, ensure that DN $stalled and enabled during
installation.

Services Installation

1. Select theControl Panel Add/Remove Programs
2. Click Add/Remove Windows Componenten the left side.
3. Ensure that the following components are activéetected):

» Certificate ServicesAfter enabling this, you will see a warning tkia¢ computer
cannot be renamed and joined after installing figate services. Seledtesto select
certificate services and continue

« World Wide Web ServeseleciWorld Wide Web Serven thelnternet Information
ServiceqllS) component.

* From theNetworking Servicesategory, seledynamic Host Configuration Protocol
(DHCP), andnternet Authentication Servid®NS should already be selected and
installed).
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Windows Components Wizard

Windows Components
ou can add or remove components of Windowes 2000,

To add or remove a component, click the checkbox. A shaded box means that anly
part of the compaonent will be installed. To see what's included in a component, click

Details.

Components:

Acceszones and Utilities 121 MB ﬂ
[Ba Certificate Services 1.4 ME

[ <> Cluster Service 25MB

E7 Indexing Service 0.0 KB

vl & Intermet Infrrmatinn Services (151 1 FMR T

Description:  Meszage Queuing provides loozely-coupled and reliable netwiark,
communication services,

Total disk space required: 12.7 MB Dietais |
Space available on disk: EE99.9 ME
< Back I et = I Catizel |

Figure 21: Components Screen

4. Click Next
5. Select theéenterprise root CAand clickNext

Windows Components Wizard

Certification Authority Type
There are four tppes of certification autharities.

Certification Authority bupes: Drescription:

The mozt truzted Ca in an ;l
enterprize. Should be installed

™ Enterprize subordinate Ca, befare any other CA. Requires
Active Directary.

%' Enterprize root C&

" Stand-alone oot G4,
" Stand-alone subordinate C2, LI

[~ Advanced options

< Back I et = I Catizel

Figure 22: Certification Screen

6. Enter the information for the Certificate Authorignd clickNext



Windows Components Wizard

CA ldentifying Information

Enter information to identify thiz Ch,

PC and Server Configuration

CA name: IWireIessCﬁ
DOrganization: ID[ganizatinn
Drganizational unit: Is_l,ustems

City: IDakIand

State or province:

Im Countrydregion:

s

E-mail: ch@yourdomain.tld
C&, description: IWireless 4
Walid for: 2 Yearzs  v| Ewpies: |2;1 742005 5:33 PM

< Back I et = I

Catizel |

Figure 23: CA Screen

7. Click Nextif you don't want to change the CA's configuratitaia.

8. Installation will warn you that Internet Informaticervices are running, and must be
stopped before continuing. Cli€dk, thenFinish.

DHCP server configuration

1. Click on theStart- Programs- Administrative Tools DHCP
2. Right-click on the server entry as shown, and $é&eev Scope

=10l x|
| acin vew || & = |[B@E X & B 2|2 |
Tree | | rawan [192.168.0.21]
DHCP -
- Ire Bishl e atahea Configure the DHCP Server

MNew Scope, .,

Mew Mulkicast Scope. ..

fore a DHCR server can issue IR
dresses, you must create a scope and

Reconcile &l Scapes. .
Autharize

thorize the DHCP server,

Define User Classes, ,,

Define Yendor Classes., ..
Set Predefined Options. .

=cope is 3 range of IP addresses that is
signed to computers requesting a
narnic IP address, Authorization is 3
curity precaution that ensures that only

&l Tasks

thorized DHCP servers run on your
twark,

View

Delete
Refresh

To add a new scope, on the: Action menu,
k Mew Scope:

Properties

To authorize this DHCP server, on the
tion menu, click Authorize,

Help

{Create a newstope

Figure 24: DHCP Screen

3. Click Nextwhen the New Scope Wizard Begins.
4. Enter the name and description for the scope, dliekt
5. Define the IP address range. Change the subnetifmastessary. Clicklext
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New Scope Wizard x|
IP Address Range —
“'ou defing the goope address range by identifving a get of congecutive [P
addresses.

Enter the range of addreszes that the scope distibutes.
Start IP address: | 192 . 168 . 0 . 100

EndIP address; | 192. 162, 0 . 200

A subnet mask defines how many bitz of an IP address to use for the netwark /subnet
102 and how many bitg to uze for the host 1D, You can zpecify the subnet maszk by
length or ag an IF address.

Length: 24 =i

Subnet mazsk: I 2E5 285256 . 0

< Back I et = I Catizel

Figure 25:IP Address Screen

6. Add exclusions in the address fields if requiréchd exclusions are required, leave it
blank. ClickNext

7. Change thé.ease Duratiortime if preferred. ClickNext
8. SelectYes, | want to configure these options nand clickNext

9. Enter the router address for the current subnet.rdtter address may be left blank if
there is no router. Clicklext

10. For the Parent domain, enter the domain you sjgekcfbr the domain controller setup, and
enter the server's address for the IP addresk ISégt

New Scope Wizard x|

Domain Mame and DHS Servers e
The Domain Marme System [DMS] maps and translates domain names uzed by

clients on wour network,

r'ou can specify the parent domain you vant the client computers on your network, o uze for
DS mame rezolution,

Parent domain:  |*ireless. pourdomain,td

To configure zoope clients o uze DNS zervers on pour network, enter the IP addreszes for thoze
SEMVENS.

Server name: IP address:

||. . ; Add

Resolve | 192.168.0.250 Femove

Up

o

[LEE

< Back I et = I Catizel |

Figure 26: DNS Screen

11. If you don't want a WINS server, just clitlext
12. SelectYes, | want to activate this scope n@iick Next thenFinish.
13. Right-click on the server, and seldaithorize It may take a few minutes to complete.
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Certificate Authority Setup

1. SelectStart- Programs- Administrative Tools Certification Authority
2. Right-click Policy Settingsand selecNew- Certificate to Issue

{4 Certification Authority i i =1al =i

Jaction Wi |J<2=-b|||@ |
Tree I Mame I Intended Purpose
EB Certification Authority (Local) Glers Recovery agent File Recovery
E@ wWirelessCa B asic EFs Encrypting File System
i Revoked Certificates Domain Controller Client Authentication, Server Authentic
[Z1 Issued Certificates Web Server Server Authentication
[_ Pending Requests Computer Client Authentication, Server Authentic
[ Failed Requests Bauser Encrypting File System, Secure Emai, ¢
r.:":c. .t_r ..t - ot
et
&2 .Mr Cade Signing, Microsaft Trust List Signi
View 3
Refresh
Expork List, ..
Help
< | =

Creates a new objeck in this container, [ |
Figure 27: Certificate Authority Screen

3. SelectAuthenticated Sessi@ndSmartcard Logorgselect more than one by holding down
the Ctrl key). ClickOK.

1 select Cettificate Template rd 4

Select a certificate template to izsue certificates

| -
User Signature Only Secure Email, Clier
Smartcard Lser Secure Email, Clier
3 Client Authenticatic

sthenticated !
3 nartcard Logon Client &uthernticatic
Code Signing Code Signing

Trust List Signing Microsoft Trust List
[ﬁ Frrallment dnent I [ertificate Beasst
4 3

Ok I Caricel |

Figure 28: Template Screen

4. SelectStart- Programs- Administrative Tools Active Directory Users and Computers
5. Right-click on your active directory domain, andes¢Properties.
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o

g Active Directory Users and Computers ] ;LEJ.?.(J
IJ@ Console  Window  Help |;I_§JEI|
J oo vou ||« = | Bm X EER 2 0B TEE |
Tree I Domain Controllers 1 objecks
@ Active Directory Users | Mame [ Tipe | Bescription |
= R ‘FWD"\-"“'“’V Compuker
- Delegate Control...
8-
af Fnd.
. Connect ko Domaini...
- Connect to Domain Controller. .
[ Operations Mastets...
Hew »
All Tasks b
e Window fromm Here:
Refresh
Properties
K A

|0pens properky sheet For the current selection.

| |
dhstart ||| 1] & @ || Qorice | Scontr | gy | Fecab.. | Gacw.. |[Sactv. @ee.| [SG BBE  zasem

Figure 29: Active Directory Screen

6. Select theGroup Policytab, choos®efault Domain Policyhen clickEdit.

wireless.yourdomain.tld Properties L el |

Generall Managed By Group Paolicy |

- Current Group Policy Object Linksz for wireless

Group Policp Object Links | No Overnde | Dizabled |

g Default Domain Policy

Group Policy Objects higher it the lizt have the highest prionty.
Thiz lizt obtained fram; rowan.wirglessyourdamain.td

New | add. | Edt | (i
Dptions. . | [elete. . | Froperties | Clatr |

[ Block Palicy inheritance

Ok I Cancel | Aaply |

Figure 30: Group Policy Tab

7. SelectComputer Configuration Windows SettingsSecurity SettingsPublic Key
Policies right-click Automatic Certificate Request Settingslew- Automatic Certificate
Request
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i Group Policy

NEIE|

g
J Action  Miew |J<§=' 'P|| 2] 2

Tree: I

Automatic Certificate Fequest

@ Default Domain Palicy [swpa-dellzk.swpa.sercomm.com.tw] P
E@ Computer Configuration
[#1-[10 Software Settings
=1+ Windows Settings
5] Soripts {StartupfShutdown)
5 Security Setkings

- 2d account Polidies

[H-z#4 Local Policies
F_I‘E‘ﬂ Ewvent Log
-2 Restricted Groups
[ E@ Swskemn Services
EH;@ Regiskry
[#1-{Z8 File System
(22 Public key Policies

L__] Encrypted Data Recovery Agents

H L___] Enterprise Trust
‘g 1P Security Policies on Active Directory
(L] Administrative Templates

E& User Configuration

{#-(L] Software Settings

Wigal 3

Refresh
“Export List,..
-1 Windows Settings Help
(L] Administrative Templates

A !

fCreaJ:e'a new Automatic Certificate Request object and add it to the Security Configuration Editor. |

Eﬂstart”_‘ T & “ N Clipboardd3 - Ir... | .'@Active Diractory.‘..l @.Gmup Palicy

Figure 31: Group Policy Screen

8. When the Certificate Request Wizard appears, ekt
9. SelectComputerthen clickNext

Automatic Certificate Request Setup Wizard

Certificate Template

The nest time & computer logs on, a certificate based on the template vou select is

provided.

& certificate template iz a set of predefined properties for certificates issued to
computers, Select a template fram the fallowing list,

Certificate templates:

Mame | Intended Purpozes

Corputer

Client Authentication, Server Suthenticatior

Domain. Controller Client dwuthentication, Server duthenticatior
Enrallment &gent [Computer] Certificate Request Agent
IPSEC 1367155822

2]

¢ Back I st I

Caricel |

Figure 32: Certificate Template Screen

10. Ensure that your certificate authority is checkbén clickNext
11. Review the policy change information and clekish.

12. Click Start- Run typecmdand press enter.
Entersecedit /refreshpolicy machine_policy
This command may take a few minutes to take effect.

|[#fcroup Policy | S4 e aseem
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Internet Authentication Service (Radius) Setup

1. SelectStart- Programs- Administrative Tools Internet Authentication Service

2. Right-click onClients and selecNew Client
“# Internet Authentication Service =101 %]
“ ation vew || & = |[BEm| 2|2 |
Tres | Friendly Mame | Address | Protacol I
@3 Internet Authentication Service (Local)
e b lients
{__'_I Remot
5@ Remot
View 3
Expork Lisk. .,
Help 4 | ]
|
Figure 33: Service Screen
3. Enter a name for the access point, chitekxt
4. Enter the address or name of the Wireless Acceiss, Rod set the shared secret, as
entered on th8ecurity Settingsf the Wireless Access Point.
5. Click Finish.
6. Right-click onRemote Access PolicieselectNew Remote Access Policy
7. Assuming you are using EAP-TLS, name the podiap- t | s, and clickNext
8. Click Add...

If you don't want to set any restrictions and adition is required, sele@ay-And-Time-

Restrictions and clickAdd...

: Select Attribute

Select the tupe of attibute to- add, and then click the Add buttan.

Attibute lipes:

2

Marme

| [ezcription

Called-Station-1d
Calling-Station-d
Client-Friendly-H ame
Client-IP-4ddress
Client-wendor
Day-And-Time-R

Framed-Protocol
MAS-Identifier
MAS-IP-Addess
MHAS-Fort-Tupe
Service-Type
Tunnel-Type
“Windows-Groups

.4'

Fhaone number dialed by user

Fhone niumber from which call ariginated
Friendly niame for the BADILUS client. [l&5
IP address of RADIUS clent. [1A5 only]
Manufacturer of BADILS proxw or MAS. [|
Time periads and dayz of week during wh
The protocol to be used

Shring identifying the MAS originating the
|F address of the MAS originating the reqe
Type of phyzical port uzed by the MAS on
Type of zervice uzer has reguested
Tunneling pratocals o be used

“Windows groups that uzer belongs to

| i

Add... Cancel |

Figure 34: Attribute Screen

9. Click Permitted thenOK. SelectNext

10. SelectGrant remote access permissi@lick Next
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11. Click Edit Profile...and select thAuthenticatiortab. Enablé€xtensible Authentication

Protocol and selecBmart Card or other CertificatdDeselect other authentication
methods listed. ClicloK.

Edit Dial-in Profile = 21X

Diakin Constraints | IP | Multiink |
Athentication | E hicryption | Adyvanced

Check the authentication methods which are allowed Far this connection,

¥ Estenzible Authentication Protocol

Select the EAP tupe which iz acceptable for this policy.

ISmart Card or other Certificate j Configure... |

[ Microsoft Encrypted Authentication version 2 (M5-CHAR +2)
[ Microzoft Encrypted Authentication [MS-CHAF)

I Encrypted Suthentication [CHARP]
™ Urencippted Suthentication (P4, S PaP)

~ Unauthenticated Access

Allows remote PPP clients to connect without negotiating
any authentication method.

Ok I Cancel | Apply |

Figure 35: Authentication Screen

12. SelectNo if you don't want to view the help for EAP. Cli€knish.
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Remote Access Login for Users

1. SelectStart - Programs - Administrative Toel&ctive Directory Users and Computers
2. Double click on the user who you want to enable.
3. Select theial-in tab, and enablallow accessClick OK.

alex Properties 2=
Termminal Services Profile I Exchange General
E-mail Addreszes I Exchange Features
General | Address | Account I Profilz I Telephones I Organization I
tMember OFf Diil-in | Eriviromment I Sessions I Remote control

—Remote Access Permizsion [Dial-in or YPH]

% Allow access
" Deny access

£ Control aceess through Bemaote Access Palicy

[ ey CallerD:
— Callback Options
&' No Callback.

= Set by Caller [Fouting and Femote Access Service only)
€ Always Callback to: I

[T Azsign a Static [P Address I
- Apply Static Foutes

Define routes to enable for this Dial-in e Bl |
connection,

0k I Cancel | Apply | Help |

Figure 36: Dial-in Screen
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802.1x Client Setup on Windows XP

Windows XP ships with a complete 802.1x client iempéntation. If using Windows 2000, you
can install SP3 (Service Pack 3) to gain the sametibnality.

If you don't have either of these systems, you msstthe 802.1x client software provided with
your wireless adapter. Refer to your vendor's damntation for setup instructions.

The following instructions assume that:

* You are using Windows XP

* You are connecting to a Windows 2000 server fonewiication.

* You already have a login (User name and passward)@® Windows 2000 server.

Client Certificate Setup

1. Connect to a network which doesn't require por@uiication.

2. Start your Web Browser. In theddressbox, enter the IP address of the Windows 2000
Server, followed by certsrv
e.g
http://192.168.0. 2/ certsrv
3. You will be prompted for a user name and passwenter theUser nameandPassword
assigned to you by your network administrator, elick OK.

Connect 1o 192.168.0.2

¢ -:F.‘,:ll L '|‘-"-L

Connecting to 192, 165,02

Lser narne: | | £ |
r

Password: |

[ Iremember my passwaord

[_ (] 4 l [ Zancel

Figure 37: Connect Screen

4. On the first screen (below), selé&dtquest a certificatelick Next
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<} Microsoft Certificate Sarvices - Microsoft Internet Explorer

File: Edit View Favorites Tools  Help :'zt
—% a — s : »

@ Back - 'J |ﬂ @ | {Ij ’}..f Search ‘f/\,;‘ Favorites @ Media @

Acldress (£ http: 192, 166.0. 2 certsry V| Go  Links *

7]

Microsoft Cettificate Serices — Wirele

Welcome

You use this web site to request a certificate for your web browser, e-
mail client, or other secure program. Once you acquire a certificate, you
will be able to securely identify yourself to other people over the web,
sign your e-mail messages, encrypt your e-mail messages, and more
depending upon the type of certificate you request.

Select atask:
O Retrieve the CA certificate or certificate revocation list
@ Request a certificate
CCheck on a pending certificate

o] .

&

&] Done & Internet

Figure 38: Wireless CA Screen

5. SelectUser certificate requestind selecUser Certificate the clickNext

3 Microsoft Certificate Services - Microsoft Internet Explorer

File  Edit Yiew Favorites Tools Help :'z!’
iy [ A | 1w : : ; 2
E 1 ¥ ]
@ Back (] |£| @ '._Ij P Search 7 Favarites -@ Media @
Address @ http:ff192,168.0,2  certsry/certrqus, asp V| G0 Links

7]

Microsoft Cettificate Senices — Wiirele

Choose Request Type

Flease select the type of request you would like to malke:

® User certificate request:
; =

Cetificate

O Advanced request

£

@ Done ] Internet

6. Click Submit

Figure 39: Request Type Screen
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2} Microsoft Certificate Services - Microsoft Internet Explorer,

File Edit View Favarites Tools  Help

@Back = '\__,.' \ﬂ @ -'_’:j )h} Search “f\?Favnrites @Media @ "

Address |@ http: 192, 168.0.2/certsrv/certrgbi.aspityvpe=0

w | Go Links *

Microsoft Certificate Sewices - WirelessCA

User Certificate - Identifying Information

All the necessary identifying information has already been collected. You
may nowy submit your request.

[ hWlore Options =3 J

@ Dane

® Internet

Figure 40: Identifying Information Screen

7. A message will be displayed, then the certificailélve returned to you.
Click Install this certificate

2 Microsoft Certificate Services - Microsoft Internet Explorer

Fle Edit ‘“iew Faworites Tools  Help

%, A [ A, - i . &7
@Back * s |ﬂ @ f'j] /\_‘\J Search \E'\?Favorites @'Media @

= —
Address |§‘I htbp: 192, 165.0, 2/ certsrv/certfnsh, asp

Microsoft Cetificate Serices

-~ WirelesstA

Home

Certificate Issued

The certificate you reguested was issued to you.

Install this certificate

@ Dane

& Internet

Figure 41:Certificate Issued Screen

8. . You will receive a confirmation message. Clités
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Do vou wank to 800 the Following certificate to the Root Store?

b=

Subject : wirelessiCa, Svstems, Wireless Widgets, College Park, MD, US, ca@yourdomain. tid
Issuet : Self Issued

Time Yalidity : Thursday, Gctober 11, 2001 through Saturday, October 11, 2003

Serial Number | 7RETASD0 BE3TS6A3 4F7TENS] S51337C7

Thumbprint {shal’ : E9EC3FSD BAYBETIE 7RC0S5AZ 51017043 BEVADCET

Thumbprint (mdS) : 6F171EA4 D438B251 Ad242464 COSER1ET

w ]

Figure 42: Root Certificate Screen

9. Certificate setup is now complete.

802.1x Authentication Setup

1. Open the properties for the wireless connectiorsddgctingStart - Control Panel -
Network Connections.

2. Right Click on théNireless Network Connectipand selecProperties

3. Select theAuthenticationTab, and ensure thBnhable network access control using IEEE
802.1Xis selected, an8mart Card or other Certificatis selected from the EAP type.

-k Wireless Hetwork Connection Properties |@

General | Wirsless Networks | Suthentication ;-:ﬁ.dvanced

Select thiz option ta provide authenticated network, access for
wired and wireless Ethernet netwark s,

Enable network. access control using IEEE 802,13

E&P tupe: | Srnart Card or-other Certificate

Authenticate az computer when computer information is available

[[] Authenticate az guest wher user or computer infarmation i
unavailable

[ 0k, l [ Cancel

Figure 43: Authentication Tab

Encryption Settings

The Encryption settings must match the APs (Ac&essts) on the Wireless network you wish

to join.

* Windows XP will detect any available Wireless netkg) and allow you to configure each
network independently.
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* Your network administrator can advise you of theect settings for each network. 802.1x
networks typically use EAP-TLS. This is a dynamay lsystem, so there is no need to
enter key values.

Enabling Encryption
To enable encryption for a wireless network, folliws procedure:
1. Click on theWireless Networkgab.

- Wireless Network Connection Properties E _|

| General | Wireless Netwarks | Authentication | Advanced|
IJze Windows to configure my wireless network settings

Available netwaorks:
To connect to an available netwark, click Configure.

1 mizslaind, AI Configure
L rest
i %)

Freferred netwaorks:

Automatically connect to available networks in the order lizted

bploe. -
' 2 umd ' Pt L I
1 mizslaind
| |
= _ |
[ Add... ] [ Remove ] [ Properties ]

Learn about zetting up wireless network
configuration,

[ 0K J[ Cancel ]

Figure 44: Wireless Networks Screen

2. Select the wireless network from tAgailable Networkdist, and clickConfigure

3. Select and enter the correct values, as advisgdunyNetwork Administrator.
For example, to use EAP-TLS, you would endbéga encryptionand click the checkbox

for the settingThe key is provided for me automaticatlg shown below.
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Wireless Network Properties

Metwork namie [SSI0); | rislaind, |

wWireless netwiork, key PWER]
Thiz netwaork: requires a key for the following:

Data encryption P'EF enabled]
[T Metwark Authentication [Shared mode]

The key i provided for me automatically

[ ] Thiz iz & computer-to-computer [ad hoo) network; wirsless
access paints are not Used

[ ] l [ Cancel

Figure 45: Properties Screen

Setup for Windows XP and 802.1x client is now cosigl
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Using 802.1x Mode (without WPA)

This is very similar to using WPA-802.1x.

The only difference is that on your client, you imN©T enable the settinthe key is provided
for me automatically

Instead, you must enter the WEP key manually, @mgitrmatches the WEP key used on the
Access Point.

Wireless Network Properties

Network name [SSID): | misslaird
Wireless network key (WEP)

This network requires a key tor the following:

D ata encryption PMAEP enabled)
|| Network Authentication (Shared mode)

[_] The key is provided for me automatically

This is a computer-to-computer [ad hoc) network.: wireless
access points are not used

L OK ] [ Cancel

Figure 46: Properties Screen

Note:

On some systems, the "64 bit" WEP key is showrd@it" and the "128 bit" WEP key is
shown as "104 bit". This difference arises becalis&key input by the user is 24 bits less than
the key size used for encryption.
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Chapter 5
Operation and Status

This Chapter details the operation of the Wireldssess Point and the status
screens.

Operation

Once both the Wireless Access Point and the PCs arenfigured, operation is automatic.

However, you may need to perform the following @piens on a regular basis.

« If using theAccess Contrdleature, update thErusted PCdatabase as required. (See
Access Contrah Chapter 3 for details.)

« If using 802.1x mode, update thiser Logindata on the Windows 2000 Server, and
configure the client PCs, as required.

Status Screen

Use theStatus link on the main menu to view this screen.

Status

CUERR LI Access Point Mame  SCO00012
MAC Address 00:C0:02:00:00:12
Domain Unspecified
Firmware Version Wersion 2.0 Release 09
el P Address 172312191
Subnet Mask 2552552550
Gateway 172312252
DHCF Client Enabled
VUCIEEES Channel/Frequency 1 (Automatic)
Wireless Mode 802.11band 802.11g
AP Mode Access Point
Bridge Mode Mone (disable)
2 4 GHz Statistics
Security Profiles MName SSID Status
wirsless wireless Enabled
Profile02 wireless Disabled
Profile03 wireless Disabled
Profile04 wireless Disabled
Profile0s wireless Disabled
Profile06 wireless Disabled
Profile07 wireless Disabled
Profile0s wireless Disabled
Profile Status |
Log | Stations | Help |
Figure 47: Status Screen
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Data - Status Screen

Operation and Status

Access Point

Access Point Name

The current name will be displayed.

MAC Address

The MAC (physical) address of the Wireless AccesatP

Domain

The region or domain, as selected on the Basicl@g¢isescreen.

Firmware Version

The version of the firmware currently installed.

TCP/IP

IP Address

The IP Address of the Wireless Access Point.

Subnet Mask

The Network Mask (Subnet Mask) for the IP Addrssva.

Gateway Enter the Gateway for the LAN segment to which\Wiesless
Access Point is attached (the same value as theRP@st LAN
segment).

DHCP Client This indicates whether the current IP address Wwéaseed from a
DHCP Server on your network.

It will display "Enabled" or "Disabled".

Wireless

Channel/Frequency The Channel currently in use is displayed.

Wireless Mode

The current mode (e.g. 802.11g) is displayed.

AP Mode

The current Access Point mode is displayed.

Bridge Mode

The current Bridge mode is displayed.

Security Profiles

Name This displays the current name of each securitfilpro

SSID This displays the SSID associated with the profile.

Status This indicates whether or not the profile is endble

Buttons

Statistics Click this to open a sub-window where you can vigtatistics on

data transmitted or received by the Access Point.

Profile Status

Click this to open a sub-window which displays lfert details
about each security profile.

Log Click this to open a sub-window where you can viberactivity
log.
Stations Click this to open a sub-window where you can vibevlist of all

current Wireless Stations using the Access Point.
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Statistics Screen

This screen is displayed when thdGHz Statisticbutton on théStatusscreen is clicked. It
shows details of the traffic flowing through therdless Access Point.

Up Time:

2.4GHz Wireless

00:07:38

Authentication |Deauthentication |Association|Disassociation | Reassociation
0 0 0 0 0
Received Transmitted
MSDU 0 2418
Data 0 2050
Multicast 0 2061
Management 46154 485
Control 0 0

Refresh |

Figure 48: Statistics Screen

Data - Statistics Screen

System Up Time

System Up Time

This indicates how long the system has been rursimze the last
restart or reboot.

2.4GHz Wireless

Authentication The number of "Authentication" packets receivedth®atication is
the process of identification between the AP arddient.

Deauthentication The number of "Deauthentication” packets received.
Deauthentication is the process of ending an exjstuthentication
relationship.

Association The number of "Association" packets received. Aggmmn creates

a connection between the AP and the client. Usudlignts
associate with only one (1) AP at any time.

Disassociation

The number of "Disassociation" packets receivedaBsociation
breaks the existing connection between the AP laadlient.

Reassociation

The number of "Reassociation" packets receiveds§tegation is
the service that enables an established assoc{@étween AP and
client) to be transferred from one AP to anotheitlfe same) AP.

Wireless

MSDU Number of valid Data packets transmitted to or inegefrom
Wireless Stations, at application level.

Data Number of valid Data packets transmitted to or inesgefrom

Wireless Stations, at driver level.
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Multicast Packets

Number of Broadcast packets transmitted to or veckfrom
Wireless Stations, using Multicast transmission.

Management Number of Management packets transmitted to onveddrom
Wireless Stations.
Control Number of Control packets transmitted to or reagifrem Wireless

Stations.
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Profile Status

The Profile Status screen is displayed when tReofile Statusbutton on the Status screen is
clicked.

Profile Status

Broadcast
SSID

wireless |wireless |Enable Mone 24 GHz|Enabled |1
Profile02 wireless|Disable Mane 24 GHz|Disabled|0
Frofile03 |wireless |Disable Mone 24 GHz|Disabled |0
Frofile04 |wireless | Disable Mone 24 GHz|Disabled |0
Frofile05 |wireless | Disable Mone 24 GHz|Disabled |0
]
]
0

Name | SSID Security| Band | Status |Clients

ProfileQ6 wireless |Disable Mone 2.4 GHz|Disabled
ProfileQ7 wireless |Disable Mone 2.4 GHz|Disabled
Profile08 wireless |Disable Mone 2.4 GHz|Disabled

Refreshl Close |

Figure 49: Profile Screen

For each profile, the following data is displayed:

Name The name you gave to this profile; if you didn'ange the name, the
default name is used.

SSID The SSID assigned to this profile.

Broadcast SSID Indicates whether or not the SSID is broadcast.

Band The Wireless band ( 2.4 GHz or 5 GHz ) used byghidile.

Status Indicates whether or not this profile is enabledwrently used.

Clients The number of wireless stations currently usingeasmg this Access

Point using this profile.
If the profile is disabled, this will always be mer
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Activity Log

This screen is displayed when theg button on theéStatusscreen is clicked.

Activity Log

Currenttime: 2004 Jan 1 04:54:36 GMT

[2004 Jan 1 00:00:00 GHMT] AP actiwvated

[2004 Jan 1 00:21:01 GMT] 00:04:23:73:19:61 authenticated

[2004 Jan 1 00:21:01 GMT] 00:04:23:73:19:61 associated

[2004 Jan 1 00:27:32 GMT] 00:CO:02:03:05:66 authenticated

[2004 Jan 1 00:27:32 GMT] 00:CO:02:03:05:66 associated

[2004 Jan 1 00:38:35 GMT] 00:04:23:73:19:61 disconnected(Idle Timeout)
[2004 Jan 1 00:38:35 GMT] 00:04:23:73:19:61 disassociated

[2004 Jan 1 00:38:36 GMT] 00:04:23:73:19:61 authenticated

[2004 Jan 1 00:38:36 GMT] 00:04:23:73:19:61 associated

[2004 Jan 1 04:07:30 GMT] 00:04:23:73:19:61 disassociated

[2004 Jan 1 04:07:49 GMT] 00:04:23:73:19:61 authenticated

[2004 Jan 1 04:07:49 GMT] 00:04:23:73:19:681 associated

[2004 Jan 1 04:25:22 GMT] 00:0C:43:71:01:12 suthenticated

[2004 Jan 1 04:25:22 GMT] 00:0C:43:71:01:12 associated

[2004 Jan 1 04:25:45 GMT] 00:0C:43:71:01:12 disassociated

[2004 Jan 1 04:31:23 GMT] 00:0E:35:09:4D:65 authenticated

[2004 Jan 1 04:31:23 GMT] O00:0E:35:09:4D:685 associated

[2004 Jan 1 04:36:34 GMT] O00:0E:35:09:4D:65 disconnected(Idle Timeout)
[2004 Jan 1 04:36:34 GMT] 00:0E:35:09:4D:65 disassociated

[2004 Jan 1 04:47:26 GMT] 00:04:23:73:19:61 disconnected(Idle Timeout)
[2004 Jan 1 04:47:26 GMT] 00:04:23:73:19:61 disassociated

[2004 Jan 1 04:47:26 GMT] 00:04:23:73:19:61 authenticated

[2004 Jan 1 04:47:26 GMT] 00:04:23:73:19:681 associated

Refreshl Save to File | Clear Log |

Figure 50: Activity Log Screen

Data - Activity Log

Data

Current Time The system date and time is displayed.

Log The Log shows details of the connections to theeWwss Access
Point.

Buttons

Refresh Update the data on screen.

Save to file Save the log to a file on your pc.

Clear Log This will delete all data currently in the Log. $hwill make it
easier to read new messages.
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Station List

This screen is displayed when tB&tionsbutton on theStatusscreen is clicked.

Station List

| Name | MACAddress | Mode | SSID |Status

|unknown |00:04:23:73:19:61 | 802.11b and 802.11g | wireless | Allow

Refresh |

Figure 51 Station List Screen

Data - Station List Screen

Station List

Name The name of each Wireless Station is displayetthelfname is not
know, "unknown" is displayed for the name.

MAC Address The MAC (physical) address of each Wireless Stasalisplayed.

Mode The mode of each Wireless Station.

SSID This displays the SSID used the Wireless stati@taBse the
Wireless Access Point supports multiple SSIDs edéht PCs could
connect using different SSIDs.

Status This indicates the current status of each WireGtasion.

Refresh Button

Update the data on screen.
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Chapter 6
Access Point Management

This Chapter explains when and how to use the WéseAccess Point's
"Management" Features.

Overview

This Chapter covers the following features, avddain the Wireless Access Point’s
Management menu.

e Admin Login
* Auto Config/Update

» Config File

* Log Settings
* Rogue APs
¢ SNMP

e Upgrade Firmware

Admin Login Screen

The Admin Login screen allows you to assign a pasdwo the Wireless Access Point. This
password limits access to the configuration intexfal he default passwordpsssword It is
recommended that this be changed, using this screen

Admin Login

S ser Narme [admin

[ Change Admin Password

Mew Password |

Repeat Mew Password |

LU [ Allow Admin connections via wired Ethernet only
Connections , ,
¥ Enable HTTF Admin connections

HTTP Port Mumber: IBD
I~ Enable HTTFS (secure HTTF) Admin connnections
HTTPS Port Number: 4473

I Enable Management via Telnet

Save I Cancel | Help

Figure 52: Admin Login Screen

Data - Admin Login Screen

Login

User Name Enter the login name for the Administrator.
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Change Admin Password

If you wish to change the Admin password, check tigild
and enter the new login password in the fieldswelo

New Password

Enter the desired login password.

Repeat New Password

Re-enter the desired login password.

Admin Connections

Allow Admin connections
via wired Ethernet only

If checked, then Admin connections via the Wirelessrface
will not be accepted.

Enable HTTP

Enable this to allow admin connections via HTTRerabled,
you must provide a port number in the field bel&ther
HTTP or HTTPS must be enabled.

HTTP Port Number

Enter the port number to be used for HTTP connastto this
device. The default value is 80.

Enable HTTPS

Enable this to allow admin connections via HTTP& (se
HTTP). If enabled, you must provide a port numinethie
field below. Either HTTP or HTTPS must be enabled.

HTTPS Port Number

Enter the port number to be used for HTTPS conoestio
this device. The default value is 443.

Enable Telnet

If desired, you can enable this option. If enabiex will able
to connect to this AP using a Telnet client. Yol tvave to
provide the same login data (user name, passweribra
HTTP (Web) connection.
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Auto Config/Update

The Auto Config/Update screen provides two (2) dezd:

* Auto Config - The Access Point will configure itself by copgidata from another
(compatible) Access Point.

* Auto Update - The Access Point will update it Firmware by ddéeading the Firmware
file from your FTP Server.

Update

Auto 7 Check for Firmware upgrade everyll days
© Install VY if different wversion found
& Install later version only

FTP Server address: |
Firmware pathname: |

FTP Login Name: |

FTF Password: |

Auto Config/Auto Update

CUGNSLLIER [ Perform Auto Configuration on this AP next restart
7 Respond to Auto-configuration reguest by other AP
¥ Frovide admin login name and password
[T Provide "Respond to Auto-configuration” setting

Save I Cancel Help

Figure 53: Auto Config/Update Screen

Data - Auto Config/Update Screen

Admin Connections

Perform Auto
Configuration on this AP
next restart

If checked, this AP will perform Auto Configuratidghe next
time it restarts.

e The wired LAN (NOT the Wireless LAN) will be
searched for compatible APs.

» If a compatible AP is found, its configuration is
copied. If more than one compatible AP exists, the
first one found is used.

* Some data cannot be copied:

0 The IP address is not copied, and will not
change.

0 The operating mode ( Repeater, Bridge, etc)
is not copied, and will not change.

Note: This checkbox is automatically disabled, rs® Auto-
configuration is only performed once.
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Respond to Auto-
configuration request by
other AP

If checked, this AP will respond to "Auto Configtican"
requests it receives. If not checked, "Auto Configion”
requests will be ignored.

Provide login name and
password

If enabled, the login name and password on thissAdipplied
the the AP making the Auto-configuration requefstlisabled,
the AP making the Auto-configuration request weklp its
existing login name and password.

Provide "Respond to
Auto-configuration”
setting

If enabled, the "Respond to Auto-configuration'tisgton this
AP is supplied the the AP making the Auto-configiara
request. If disabled, the AP making the Auto-camfégion
request will keep its existing setting.

Auto Update

Check for Firmware

If enabled, this AP will check to see if a Firmw#FaV)

upgrade upgrade is available on the specified FTP Servemabled:
» Enter the desired time interval (in days) betwesgcgs.
» Select the desired option for installation (seet itexn).
e Provide the FTP server information.

Install... Select the desired option:

« Install FW if different version found
If selected, then if the firmware file at the syied
location is different to the current installed vers the
FW will be installed. This allows "Downgrades" -
installing an older version of the FW to replace th
current version.

* Install later version only
If selected, then the firmware file at the spedifiecation
will only be installed if it is a later version.

FTP Server address

Enter the address (domain name or IP addresspdF TR
Server.

Firmware pathname

Enter the full path (including the FW filename)th@ the FW
file on the FTP Server.

FTP Login Name

Enter the login name required to gain access té&Tie
Server.

FTP Password

Enter the password for the login name above.
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Config File

This screen allows you to Backup (download) thefigomation file, and to restore (upload) a
previously-saved configuration file.

You can also set the Wireless Access Point badk factory default settings.

To reach this screen, seléxnfig Filein theManagementsection of the menu.

Config File

EERLULN Save a copy of current settings

Backup |
ECHCIER Rastors saved setfings from a file

File: | Browse. . |
Restare |

PLEWIEN Revert to factory default settings

Setto Detaults

Help |

Figure 54: Config File Screen

Data - Config File Screen

Backup

Save a copy of Once you have the Access Point working properly, stoould

current settings back up the settings to a file on your computer ¥an later
restore the Access Point's settings from this ifileecessary.

To create a backup file of the current settings:

» Click Back Up.

* If you don't have your browser set up to save doaaéd
files automatically, locate where you want to stheefile,
rename it if you like, and clickave

Restore

Restore saved settingg To restore settings from a backup file:

from a file 1. Click Browse
2. Locate and select the previously saved backup file.
3. Click Restore
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Defaults

Revert to factory
default settings

To erase the current settings and restore thenatifactory
default settings, cliclSet to Defaultsbutton.

Note!

* This will terminate the current connection. The Ass Point
will be unavailable until it has restarted.

» By default, the Access Point will act as a DHCRmj and
automatically obtain an IP address. You will ned t
determine its new IP address in order to re-connect
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Log Settings (Syslog)

If you have a Syslog Server on your LAN, this sarabows you to configure the Access Point
to send log data to your Syslog Server.

SELEEN & Disable
Server

 Broadcast
© Send to specified Syslog Server

Syslog Server Address: | { Name/P)

Minimum Severity Lewvel: |3 - Error "I
Save I Canu:ell Help |

Figure 55: Log Settings (Syslog) Screen

Data - Log Settings Screen

Syslog Server Select the desired Option:
» Disable- Syslog server is not used.

* Broadcast- Syslog data is broadcast. Use this option if
different PCs act as the Syslog server at diffetiergs.

» Send to specified Syslog ServerSelect this if the same
PC is always used as the Syslog server. If selegted
must enter the server address in the field provided

Syslog Server Address Enter the name or IP address of your Syslog Server.

Minimum Severity Level | Select the desired severity level. Events withvegs level
equal to or higher (i.e. lower number) than thesteld level
will be logged.
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Rogue APs

A "Rouge AP" is an Access Point which should notrbese, and so can be considered to be
providing unauthorized access to your LAN.

This Access Point can assist to locate 2 typesogiuR APs:
* APs which have Wireless security disabled.
* APs which are not in the list of valid APs whichuylbave provided.

When a Rogue AP is located, it is recorded in dige If using SNMP, you can also choose to
have detection of a Rogue AP generate an SNMP trap.

Rogue AP Detection

Ena_ble I~ Enable Rogue AP Detection
R Scan |24 GHz band =] every |3 minutes [ 3 ~ 99 )

I Detection generates SHMP Trap
Diatect Mow |

GCENER 7 1o Security

AP - -
Definition I~ MotinLegal AP List

Define Legal AP List |

Save I Canu:ell Help |

Figure 56: Rogue AP Detection Screen

Data - Rogue AP Screen

Enable Detection

Enable Detection To use this feature, enable the "Enable Rogue Aediien"
checkbox, and select the desired wireless bandiraued
interval.

Scan Select the desired Wireless band to scan to Rofseatd
enter the desired time interval between each scan.

Detection generates If using SNMP, checking this option will cause aNRItrap

SNMP Trap to be generated whenever a Rogue AP is detectadt lising

SNMP, do not enable this option.

Rogue Detection

No Security If checked, then any AP operating with securityatlled is
considered to be a Rogue AP.

Not in Legal AP List If checked, then any AP not listed in the "Legal AB" is
considered to be a Rogue AP. If checked, you masttain
the Legal AP List.

Define Legal AP List Click this button to open a sub-screen where youncadify
the "Legal AP List". This list must contain all kno APS, so
must be kept up to date.
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SNMP

SNMP (Simple Network Management Protocol) is ordgful if you have a SNMP program on
your PC. To reach this screen, selestMPin theManagementsection of the menu.

SNMP

CLUCIEN [~ Enable SNMP
Community: Ipublic
Access Rights:; IReadN‘Jrite v[

Managers Managers: & Any Station

© Onlythis Station - [0 [0 o Jo

Traps & Disable
© Broadcast
¢ Sendto [0 0 [0 O

Trap Wersion: IVersiDn 1 v[

Save I Cancel | Help

Figure 57: SNMP Screen

Data - SNMP Screen

General
Enable SNMP Use this to enable or disable SNMP as required
Community Enter the community string, usually either "Public™ Private".
Access Rights Select the desired option:

* Read-only - Data can be read, but not changed.

* Read/Write - Data can be read, and setting changed.
Managers
Any Station The IP address of the manager station is not cldecke

Only this station The IP address is checked, and must match the ssigloel enter in
the IP address field provided.

If selected, you must enter the IP address oféljaired station.

Traps

Disable Traps are not used.

Broadcast Select this to have Traps broadcast on your netvidris makes them
available to any PC.

Send to Select this to have Trap messages sent to thefigpeC only. If
selected, you must enter the IP Address of theete§IC.

Trap version Select the desired option, as supported by your BNNMnagement

program.
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Upgrade Firmware

The firmware (software) in the Wireless Access Poam be upgraded using your Web
Browser.

You must first download the upgrade file, and teelectUpgrade Firmwaren the
Managementsection of the menu. You will see a screen likeftilowing.

Firmware Upgrade

BLEIERERIIER | ncate and select the upgrade file from your hard disk:

I Browse... |
Upgrade I Cancell Help |

Figure 58: Firmware Upgrade Screen

To perform the Firmware Upgrade:

1. Click theBrowsebutton and navigate to the location of the upgifdde
2. Select the upgrade file. Its name will appear eUpgrade Filefield.
3. Click theUpgradebutton to commence the firmware upgrade.

/@ The Wireless Access Point is unavailable during the
upgrade process, and must restart when the upgrade
MNotel is completed. Any connections to or through the
Wireless Access Point will be lost.
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Appendix A

Specifications

Wireless Access Point

Hardware Specifications

CPU AR2312

Radio-on-Chip AR2112

DRAM 8 Mbytes

Flash ROM 2 Mbytes

LAN port 1 x Auto-MDIX RJ 45 for 10/100Mbps Ethetne

Wireless Interface

Embedded Atheros solution

Network Standard IEEE 802.11b (Wi-Fi™) and IEEE
802.11g compliance

OFDM; 802.11b: CCK (11 Mbps, 5.5 Mbps), DQPSK (2
Mbps), DBPSK (1 Mbps)

Operating Frequencies 2.412.2.497 GHz

Operating Channels 802.11dt for North America, 13
for Europe (ETSI), 14 for Japan

802.11b: 11 for North America, 14 for Japan, 13 for
Europe (ETSI)

Operating temperature

0~55C

Storage temperature

-20C~70C

Power Adapter

24VDC 500ma

Dimensions

141mm (W) x 100mm (D) x 27mm (H)

Wireless Specifications

Receive Sensitivity at 11Mbps min. -85dBm
Receive Sensitivity at 5.5Mbps min. -89dBm
Receive Sensitivity at 2Mbps min. -90dBm
Receive Sensitivity at 1IMbps min. -93dBm
Maximum Receive Level min. -5dBm
Transmit Power 18 dBm

Modulation

Direct Sequence Spread Spectrum BPSHER / CCK

Throughput

Up to 19 Mbps
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Operating Range

Indoors
* 30 Meters (100ft.) @ 11Mbps
* 50 Meters (165ft.) @ 5.5Mbps
* 70 Meters (230ft.) @ 2Mbps
e 9 1Meters (300ft.) @ 1Mbps

Outdoors

e 152 Meters (500ft.) @ 11Mbps
e 270 Meters (885ft.) @ 5.5Mbps
e 396 Meters (1300ft.) @ 2 Mbps
* 457 Meters (1500ft.) @ 1 Mbps

Software Specifications

Feature

Details

Wireless

» Access point support

* Roaming supported

 |EEE 802.11g/11b compliance

» Supper G (up to 108Mbps)

* Auto Sensing Open System / Share Key authentication
*  Wireless Channels Support

* Automatic Wireless Channel Selection
* Antenna selection

* Tx Power Adjustment

* Country Selection

* Preamble Type: long or short support
 RTS Threshold Adjustment

» Fragmentation Threshold Adjustment
* Beacon Interval Adjustment

* SSID assignment

Operation Mode

« Common AP, Client/Repeater AP
» Peer-to-Peer Bridge, Point-to-Multi-Point Bridge

Bridge mode can be used simultaneously with ComAfmode.

Security + Open, shared, WPA, and WPA-PSK authentication
* 802.1x support
* EAP-TLS, EAP-TTLS, PEAP
» Block inter-wireless station communication
* Block SSID broadcast
Management * Web based configuration

* RADIUS Accounting

* RADIUS-On feature

* RADIUS Accounting update
« CLI
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* Message Log

* Access Control list file support

» Configuration file Backup/Restore
e  Statistics support

» Device discovery program

*  Windows Utility

Other Features

e DHCP client
« WINS client

Firmware Upgrade

HTTP, FTP network protocol dowdloa
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FCC Statement

This equipment has been tested and found to cowmigitythe limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These liariésdesigned to provide reasonable
protection against harmful interference in a resiidé installation.

This equipment generates, uses and can radiatefraduency energy and, if not installed and
used in accordance with the instructions, may chaseful interference to radio
communications. However, there is no guaranteeitierference will not occur in a particular
installation. If this equipment does cause harnnftdrference to radio or television reception,
which can be determined by turning the equipmeh&od on, the user is encouraged to try to
correct the interference by one of the followingasigres:

* Reorient or relocate the receiving antenna.
* Increase the separation between the equipmentemed/er.

» Connect the equipment into an outlet on a circfiiéaent from that to which the receiver
is connected.

» Consult the dealer or an experienced radio/TV tetdm for help.

To assure continued compliance, any changes orficatibns not expressly approved by the
party responsible for compliance could void ther'ssauthority to operate this equipment.
(Example - use only shielded interface cables widmmecting to computer or peripheral
devices).

FCC Radiation Exposure Statement

This equipment complies with FCC RF radiation expedimits set forth for an uncontrolled
environment. This equipment should be installed @merated with a minimum distance of 20
centimeters between the radiator and your body.

This device complies with Part 15 of the FCC Ruf@geration is subject to the following two
conditions:

(1) This device may not cause harmful interfereacel

(2) this device must accept any interference reckiincluding interference that may cause
undesired operation.

This transmitter must not be co-located or opegaitinconjunction with any other antenna or
transmitter.
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Troubleshooting

Overview

This chapter covers some common problems that mmanbountered while using the Wireless
Access Point and some possible solutions to thieyoul follow the suggested steps and the
Wireless Access Point still does not function prbpeontact your dealer for further advice.

General Problems

Problem 1: Can't connect to the Wireless Access Point to cogfire it.

Solution 1:  Check the following:

* The Wireless Access Point is properly installedNLéonnections are
OK, and it is powered ON. Check the LEDs for ptatiss.

* Ensure that your PC and the Wireless Access Pemmathe same
network segment. (If you don't have a router, thisst be the case.)

» If your PC is set to "Obtain an IP Address autooaly" (DHCP
client), restart it.

* You can use the following method to determine P@ddress of the
Wireless Access Point, and then try to connectgugie IP address,
instead of the name.

To Find the Access Point's IP Address
1. Open a MS-DOS Prompt or Command Prompt Window.

2. Use the Ping command to “ping” the Wireless Acdessit. Enter
pi ng followed by the Default Name of the Wireless Acc@wint.
e.g.
pi ng SA003318
3. Check the output of the ping command to deternhed® address of
the Wireless Access Point, as shown below.

“ﬁPDdusnt

Microsoft Windows 2080 [Version 5.88.219751]
¢G> Copyright 1985-2800 Microsoft Corp.

C:=~>ping scBB3318
Pinging sc@@3318 [192.168.8.511 with 32 bytes of data:

Reply from 172.168.0.51: bytes=32 time{1Bms TTL=64
Reply from 192.168 .0.51: bytes=32 time<{iBmsz TTL=64
Reply from 192.168.0.51: bytes=32 time<1Bms TTL=64
Reply from 192.168.0.51: bytes=32 time{1Bms TTL=64

Figure 59: Ping
If your PC uses a Fixed (Static) IP address, enhatat is using an IP
Address which is compatible with the Wireless AscBsint. (If no DHCP
Server is found, the Wireless Access Point willadifto an IP Address and
Mask of 192.168.0.228 and 255.255.255.0.) On WirglB@s, you can use
Control Panel-Networko check thdPropertiesfor the TCP/IP protocol.

Problem 2: My PC can't connect to the LAN via the Wireless Acess Point.
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Solution 2

Check the following:

The SSID and WEP settings on the PC match thengsttin the
Wireless Access Point.

On the PC, the wireless mode is set to "Infrastmact

If using theAccess Contrdleature, the PC's name and address is in the
Trusted Station§st.

If using 802.1x mode, ensure the PC's 802.1x soéfwgaconfigured
correctly. See Chapter 4 for details of setup lier\Windows XP 802.1x
client. If using a different client, refer to thendor's documentation.
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Overview

Normally, no changes need to be made.

» By default, the Wireless Access Point will act d&3HCP client, automatically obtaining a
suitable IP Address (and related information) fngoar DHCP Server.

» If using Fixed (specified) IP addresses on your Listead of a DHCP Server), there is
no need to change the TCP/IP of each PC. Justgtoafithe Wireless Access Point to

match your existing LAN.

The following sections provide details about chagkihe TCP/IP settings for various types of

Windows, should that be necessary.

Checking TCP/IP Settings - Windows 9x/ME:

1. SelectControl Panel - NetworkYou should see a screen like the following:

Network

Canfiguration | ldentification | Access Cantral |

The following network components are installed:

4~ MetBEUI-> PCl Fast Ethemet Adapter

% MNetBEUI-» Dial-Up Adapter

[ NetBEUI-» Dial-Up Adapter #2 VPMN Subpporf
¥ TCR/IP -> PC| Fast Ethernet Adapter
% TCR/IP -» Dial-Up Adapter

5 TCR/IF -» Dial-Up Adapter #2 (vFi Suppor)
U™ File and printer sharing for Netware Networks
|

Add.. Femowe

Froperies

Figure 60: Network Configuration

2. Select thel CP/IP protocol for your network card.

3. Click on thePropertiesbutton. You should then see a screen like theviofig.
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TCP{/IP Properties EH E
Bindings | Advanced | MeBIOS | DNS Configuration |
Giateway | WINS Configuration IP Address

An P address can be automatically assigned to this computer. If
wour netwark does not automatically assign IF addresses, ask your
network administrator for an address, and then type itin the space
felow.

= Ohtain an IP address automatically

= Specify an IP address:

[P Adddress: | . . . ‘

Subinet kask: | . . . ‘

Figure 61: IP Address (Win 95)
Ensure your TCP/IP settings are correct, as follows

Using DHCP

To use DHCP, select the radio buttohtain an IP Address automaticallyhis is the default
Windows settings. To work correctly, you need a H&&rver on your LAN.

Using "Specify an IP Address"
If your PC is already configured for a fixed (sped) IP address, no changes are required.

(The Administrator should configure the Wirelessc@ss Point with a fixed IP address from
the same address range used on the PCs.)
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Checking TCP/IP Settings - Windows NT4.0

1. SelectControl Panel - Networkand, on thérotocolstab, select the TCP/IP protocol, as
shown below.

Metwork H I

Identification | Services Protocols |A|:Ia|:uters| Bindings |
Metwork, Protocols:

%~ MetBEUI Protocol

T MwLink IF=/5F Compatible Trarspart
T NwiLink NetBIOS
4 TCF/P Protocol

Add... Remove Properties. .. Mpdate

— D'escription:

Tranzport Cantral Pratocaldnternet Pratoceol. The default wide
area netwark. protocol that provides communication across
diverse interconnected networks.

0K I Cancel |

Figure 62: Windows NT4.0 - TCP/IP

2. Click thePropertiesbutton to see a screen like the one below.

Microsoft TCP/IP Properties |

IP Address | DNS | WINS Adcress | DHCP Relay | Flouting |

An IP addrezs can be automatically azzigned to this network card
by a DHCP server. [ vour network, does not have a DHCP server,
ask your netwark, administrator for an address, and then type it in
the space below,

Adapter:
FCI Fast Ethernet Adapter j

% Obtain an IP addiess from a DHCP server
— " Specify an IP address

|Eddress: |

Subret A Est |

[erault Eateay: |

Ok | Cancel | Appli |

Figure 63: Windows NT4.0 - IP Address
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3. Select the network card for your LAN.

4. Select the appropriate radio butto®btain an IP address from a DHCP SereeiSpecify
an IP Addressas explained below.

Obtain an IP address from a DHCP Server

This is the default Windows setting. This is théadét Windows settings. To work correctly,
you need a DHCP server on your LAN.

Using "Specify an IP Address"
If your PC is already configured for a fixed (spged) IP address, no changes are required.

(The Administrator should configure the Wireleséss Point with a fixed IP address from
the same address range used on the PCs.)
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Checking TCP/IP Settings - Windows 2000

1. SelectControl Panel - Network and Dial-up Connection

2. Right click theLocal Area Connectioiton and seled®roperties You should see a screen
like the following:

Local Area Connection Properties ﬂ E |
General |

Connect using:

I B3 Siemens SpeedSteam PCl 104100

Caomponents checked are uzed by thiz connection:

Client for Microzoft Metworks
File and Printer Sharing for Microzoft Networks

;0 |nternet Protocal [TCRPAR)

Inztall... | Uninztall Properties

Dezcription

Transmizzion Contral Protocol/lntermet Protocol. The default
wide area network, protocal that provides communication
acrozs diverse interconnected networks.

™ Show icon in taskbar when connected

0K | Cancel |

Figure 64: Network Configuration (Win 2000)

3. Select thel CP/IP protocol for your network card.
4. Click on thePropertiesbutton. You should then see a screen like theviofig.

Internet Protocol {TCP/IP) Properties EHE
General |

'ou can get |P zetiings asnigned autormatically | pour network, supports
thiz capability. Othenwize, you need ta ask pour nebwark, adminiztratar far
the appropriate 1P zettings.

{*' Obtain an IP address automatically
—{" Use the following IP address:
|F address: I

Subret mazk: I

[Default gatewan: |

¥ Obtain DMS server address automatically
—{ Use the following DMS server addresses;

Brefered DHS senven |

Alternate DS senver: |

ak | Caticel |

Figure 65: TCP/IP Properties (Win 2000)
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5. Ensure your TCP/IP settings are correct:

Using DHCP

To use DHCP, select the radio butt@htain an IP Address automaticallyhis is the default
Windows setting. This is the default Windows sefinTo work correctly, you need a DHCP
server on your LAN.

Using a fixed IP Address ("Use the following IP Add  ress")
If your PC is already configured for a fixed (spgiexl) IP address, no changes are required.

(The Administrator should configure the Wirelesé@ss Point with a fixed IP address from
the same address range used on the PCs.)
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Checking TCP/IP Settings - Windows XP

1. SelectControl Panel - Network Connection

2. Right click theLocal Area Connectioand choos@roperties You should see a screen
like the following:

-L Local Area Connection Properties

General | authentication | &dvanced

Connect uging:

E&@ Siemensz SpeedStear PCI 104100

Thiz connection uges the following tems;

gclient for Microsoft Metwarks

.@. File: and Printer Sharing for Microsoft Metwaorks
BQDS Packet Scheduler
Intermet Pratocal [TCPAP)

Dezcription

Transmizsion Contral Protacol/|nternet Protocol. The default
wide area network protocal that provides communication
across diverse interconnected networks.

[ Show icon in notification area when connected

[ 0K l[ Cancel l

Figure 66: Network Configuration (Windows XP)

3. Select thelTCP/IP protocol for your network card.
4. Click on thePropertiesbutton. You should then see a screen like theviolg.

Internet Protocol (TCP/AP) Properties

| Gereral LAItemate Configuration

You can get |P settings assigned autornatically iF vour network, supports
thiz capability. Othenwize, you need to ask pour netwark, adminiztrator for
the appropriate 1P zettings.

(% 0btain'an IP address automatically

{73 Usze the following IP address:

(%) Obtain DMS server address automatically

{3 Use the following DMS server addresses:

[_ oK l[ Cancel ]

Figure 67: TCP/IP Properties (Windows XP)
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5. Ensure your TCP/IP settings are correct.

Using DHCP

To use DHCP, select the radio butt@htain an IP Address automaticallyhis is the default
Windows setting. To work correctly, you need a DH&&ver on your LAN.

Using a fixed IP Address ("Use the following IP Add  ress")
If your PC is already configured for a fixed (spgiexl) IP address, no changes are required.

(The Administrator should configure the Wireleséss Point with a fixed IP address from
the same address range used on the PCs.)
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About Wireless LANs

Overview

Wireless networks have their own terms and jargfds.necessary to understand many of these
terms in order to configure and operate a Wirel&sy.

Wireless LAN Terminology

Modes

Wireless LANs can work in either of two (2) modes:
* Ad-hoc
* Infrastructure

Ad-hoc Mode

Ad-hoc mode does not require an Access Point aredvEthernet) LAN. Wireless
Stations (e.g. notebook PCs with wireless cardsjneonicate directly with each other.

Infrastructure Mode

In Infrastructure Mode, one or more Access Poirtsused to connect Wireless Stations
(e.g. Notebook PCs with wireless cards) to a wikgtiernet) LAN. The Wireless Stations
can then access all LAN resources.

Access Points can only function in "Infrastructure” mode,
and can communicate only with Wireless Stations whi ch are
Mote! setto "Infrastructure” mode.

SSID/ESSID

BSS/SSID

A group of Wireless Stations and a single AccesatPall using the same ID (SSID), form
a Basic Service Set (BSS).

Using the same SSID is essentidDevices with different SSIDs are unable to
communicate with each other. However, some Acces#dallow connections from
Wireless Stations which have their SSID set to "amwhose SSID is blank ( null).

ESS/ESSID

A group of Wireless Stations, and multiple Accees, all using the same ID (ESSID),
form an Extended Service Set (ESS).

Different Access Points within an ESS can use difie Channels. To reduce interference,
it is recommended that adjacent Access Points SHDuUKRe different channels.
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As Wireless Stations are physically moved throughdrea covered by an ESS, they will
automatically change to the Access Point whichthagdeast interference or best
performance. This capability is call®baming. (Access Points do not have or require
Roaming capabilities.)

Channels

The Wireless Channel sets the radio frequency fssetbmmunication.

* Access Points use a fixed Channel. You can sdledChannel used. This allows you to
choose a Channel which provides the least interéerend best performance. For 802.11g,
13 channels are available in the USA and CanadalXchannels are available in North
America if using 802.11b.

» If using multiple Access Points, it is better if@ackent Access Points use different Channels
to reduce interference. The recommended Channeirgphetween adjacent Access Points
is 5 Channels (e.g. use Channels 1 and 6, or @&nd

* In "Infrastructure” mode, Wireless Stations normaltan all Channels, looking for an
Access Point. If more than one Access Point camskd, the one with the strongest signal
is used. (This can only happen within an ESS.)

« If using "Ad-hoc" mode (no Access Point), all Wes$ stations should be set to use the
same Channel. However, most Wireless stationsstililiscan all Channels to see if there is
an existing "Ad-hoc" group they can join.

WEP

WEP (Wired Equivalent Privacy) is a standard foecrgpting data before it is transmitted. This
is desirable because it is impossible to preveobgers from receiving any data which is
transmitted by your Wireless Stations. But if ttadadis encrypted, then it is meaningless unless
the receiver can decrypt it.

If WEP is used, the Wireless Stations and the Wireks Access Point must have the same
settings.

WPA-PSK

Like WEP, data is encrypted before transmissionAiPmore secure than WEP, and should
be used if possible. The PSK (Pre-shared Key) imeigntered on each Wireless station. The
256Bit encryption key is derived from the PSK, @hdnges frequently.

WPA-802.1x

WPA-802.1x - This version of WPA requires a Raddasver on your LAN to provide the
client authentication according to the 802.1x séaddData transmissions are encrypted using
the WPA standard.

If this option is used:

* The Access Point must have a "client login" onRaelius Server.

» Each user must have a "user login" on the Radingege

« Each user's wireless client must support 802.1xpaodde the login data when required.

« All data transmission is encrypted using the WPandard. Keys are automatically
generated, so no key input is required.
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802.1x

This uses the 802.1x standard for client authetmicaand WEP for data encryption. If
possible, you should use WPA-802.1x instead, bec®¢BA encryption is much stronger than
WEP encryption.

If this option is used:

* The Access Point must have a "client login" onRaelius Server.

* Each user must have a "user login" on the Radingege

» Each user's wireless client must support 802.1xpaodde the login data when required.

« All data transmission is encrypted using the WERdard. You only have to select the
WEP key size; the WEP key is automatically genérate
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Command Line Interface

Overview

If desired, the command line interface (CLI) carused for configuration. This provides the
possibility of creating scripts to perform commamfiguration changes. The CLI can use a
remote connection via Telnet, or a physical corinedrom your PC to the serial port (RS232
port) on the Wireless Access Point.

Using the CLI - Telnet

1. Start your Telnet client, and establish a connadiiothe Access Point.
e.g.
Tel net 192. 168. 0. 228

2. You will be prompted for the user name and passwienter the same login name and
password as used for the HTTP (Web) interface.
The default values amdmin for the User Name, amqmhsswordfor the Password.

3. Once connected, you can use any of the commarted Iisthe followingCommand
Reference

Using the CLI - Serial Port
1. Use a standard serial port cable to connect youtoRRe serial (RS232) port on the
Wireless Access point.

2. Start your communications program. For exampl&Vindows, use HyperTerminal. (This
program may not be installed. If so, you can imgtaising Start - Settings - Control Panel
- Add or Remove Program§hen selectVindows Setupr Add/Remove Windows
Componentsdepending on your version of Windows.)

3. Configure the connection properties:
» Name- use a suitable name, such as “AP”

* “Port” or “Connect Using” - Select the Serial Port that the cable is corauet.
(Do not select your modem.)

» Port Settings- Use 9600, N, 8, 1, with hardware flow contra,slown below.
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COMZ Properties

Figure 68: CLI Port Settings

4. Use the “Connect” command to start the connection.

5. You will be prompted for a user name and password.
Enter the current user name and password for thgoiRare connecting to.
The default values amdmin for the User Name, amqmhsswordfor the Password.

6. You will then see the prompt, and can then usedditliye commands listed in the following
Command Reference

Command Reference

The following commands are available.

? Display CLI Command List
admin Temporary factory admin
config wlan config wlanX

config profile config profile

del acl Delete Access Control List
del key Delete Encryption key

find bss Find BSS

find channel Find Available Channel
find all Find All BSS

format Format flash filesytem
bootrom Update boot rom image
ftp Software update via FTP
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get 1lgonly

get 11goptimize

get 1lgoverlapbss
get acl

get aging

get antenna

get association

get authentication

get autochannelselect
get basicllb

get basicllg

get beaconinterval
get burstSeqThreshold
get burstTime

get calibration

get cckTrigHigh

get cckTrigLow

get cckWeakSigThr

get channel

get cipher

get compproc
get compwinsize
get config

get countrycode
get ctsmode

get ctsrate

get ctstype

get domainsuffix
get dtim

get enableANI

Display 11g Only Allowed

Display 11g Optimization Level

Display Overlapping BSS Protection
Display Access Control List

Display Aging Interval

Display Antenna Diversity

Display Association Table

Display Authentication Type

Display Auto Channel Select

Display Basic 11b Rates

Display Basic 11g Rates

Display Beacon Interval

Display Max Number of frames in a Burst
Display Burst Time

Display Noise And Offset Calibration Mode

Display Higher Trigger Threshold for CCK Phy Errors for ANI
Control

Display Lower Trigger Threshold for CCK Phy Errors for ANI
Control

Display ANI Parameter for CCK Weak Signal Detection
Threshold

Display Radio Channel

Display Encryption cipher

Display Compression scheme
Display Compression Window Size
Display Current AP Configuration
Display Country Code

Display CTS mode

Display CTS rate

Display CTS type

Display Domain Name Server suffix
Display Data Beacon Rate (DTIM)

Display Adaptive Noise Immunity Control On/Off
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get encryption

get extendedchanmode

get firStepLvl

get fragmentthreshold
get frequency

get gateway

get gbeaconrate

get gdrafts

get groupkeyupdate
get hardware

get hostipaddr

get ipaddr

get ipmask

get keyentrymethod
get keysource

get login

get minimumrate

get nameaddr

get nf

get noiselmmunityLvl

get ofdmTrigHigh

get ofdmTrigLow

get ofdmWeakSigDet
get overRidetxpower
get operationMode
get power

get quietAckCtsAllow
get quietDuration

get quietOffset

get radiusname

get radiusport
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Display Encryption Mode

Display Extended Channel Mode

Display ANI Parameter for FirStepLevel

Display Fragment Threshold

Display Radio Frequency (MHZz)

Display Gateway IP Address

Display 11g Beacon Rate

Display 11g Draft 5.0 compatibility

Display Group Key Update Interval (in Seconds)
Display Hardware Revisions

Display Host IP Address

Display IP Address

Display IP Subnet Mask

Display Encryption Key Entry Method

Display Source Of Encryption Keys

Display Login User Name

Display Minimum Rate

Display IP address of name server

Display Noise Floor

Display ANI Parameter for Noise Immunity Level

Display Higher Trigger Threshold for OFDM Phy Errors for ANI
Control

Display Lower Trigger Threshold for OFDM Phy Errors for ANI
Control

Display ANI Parameter for OFDM Weak Signal Detection
Display Tx power override

Display Operation Mode

Display Transmit Power Setting

Display if Ack/Cts frames are allowed during quiet period
Display Duration of quiet period

Display Offset of quiet period into the beacon period
Display RADIUS server name or IP address

Display RADIUS port number
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get rate

get remoteAp

get hwtxretries
get swtxretries
get rtsthreshold
get shortpreamble
get shortslottime
get sntpserver
get softwareretry
get spurlmmunityLvl
get ssid

get ssidsuppress
get station

get SuperG

get systemname
get telnet

get timeout

get tzone

get updateparam
get uptime

get watchdog

get wds

get wep

get wirelessmode
get 80211d

get http

get HttpPort

get https

get HttpsPort

get syslog

get syslogSeverity

get syslogServer

Display Data Rate

Display Remote Ap's Mac Address
Display HW Transmit Retry Limit
Display SW Transmit Retry Limit
Display RTS/CTS Threshold

Display Short Preamble Usage
Display Short Slot Time Usage
Display SNTP/NTP Server IP Address
Display Software Retry

Display ANI Parameter for Spur Immunity Level
Display Service Set ID

Display SSID Suppress Mode

Display Station Status

Display SuperG Feature Status
Display Access Point System Name
Display Telnet Mode

Display Telnet Timeout

Display Time Zone Setting

Display Vendor Default Firmware Update Params

Display UpTime

Display Watchdog Mode
Display WDS Mode

Display Encryption Mode
Display Wireless LAN Mode
Display 802.11d mode
Display http Enable/Disable
Display http port number
Display https Enable/Disable
Display https port number
Display syslog Disable/Broadcast/Unicast
Display syslog Severity level

Display unicast syslog server IP/name
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get manageOnlyLan
get roguedetect

get rogueinteval

get rogueband

get roguetype

get roguesnmp

get roguelegal

get autoConfig

get autoResponse

get autoChangeName

get autoSetResp

get autoUpdate

get autoUpgradeOnly
get autoUpdatelnterval
get ftpServer

get fwPathname

get ftpLogin

get ftpPassword

get activeCurrentProfile
get profileName

get profileVianid

get APPrimaryProfile
get WDSPrimaryProfile
get securityMode

get Accounting

get Accountingport

get keyValue

get keyLength

get keylndex

get UAM

get UAMMethod
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Display Management only via LAN Enable/Disable

Display Rogue AP Detection Enable/Disable

Display Minutes of every Rogue AP Detection(Range: 3 ~ 99)
Display Rogue AP Detection band(s)

Display Rogue AP definition

Display Rogue AP Detection SNMP Trap Enable/Disable
Display Legal AP List of Rogue AP

Display Auto Config Enable/Disable

Display Respond to Auto Config request Enable/Disable

Display Provide admin login name and password
Enable/Disable

Display Provide respond to Auto Config request
Enable/Disable

Display Auto Update Enable/Disable
Display Install later version only Enable/Disable
Display Auto Update Interval(1~31days)
Display FTP Server address

Display Firmware Pathname

Display FTP Login Name

Display FTP Password

Display active Current Profile

Display Profile Name

Display Profile VLAN ID

Display AP Primary Profile

Display WDS Primary Profile

Display Security Mode

Display Accounting Enable/Disable

Display Accounting port number

Display Encryption Key Value

Display Encryption Key Length

Display Encryption Key Index

Display UAM Authentication Enable/Disable

Display UAM Authentication Method
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get UAMLoginURL
get UAMLoginFailURL
get macAuth

get snmpMode

get snmpCommunity
get snmpAccessRight
get snmpAnyStaMode
get snmpStationIPAddr
get trapMode

get trapVersion

get trapSendMode
get trapRecvlip

get wdsMacList

get enableWirelessClient
get isolationType

get winsEnable

get winsserveraddr
get wirelessSeparate
get description

get dhcpmode

get wlanstate

help

Lebradeb

Is

mem

np

ns

ping

radar!

reboot

rm

run

Display UAM Authentication Login URL
Display UAM Authentication Login Fail URL
Display Mac Authentication Enable/Disable
Display SNMP Mode

Display SNMP Community Name
Display SNMP Access Right

Display SNMP Any Station Mode
Display SNMP Station Addr

Display Trap Mode

Display Trap Version

Display Trap Send Mode

Display Trap Receiver IP

Display WDS Mac Address List
Display Wireless Client Enable/Disable
Display Isolation Type

Display WINS Server Enable/Disable
Display IP address of WINS server
Display wireless seprate Mode

Display Access Point Description
Display dhcp mode

Display wlan state

Display CLI Command List

Disable reboot during radar detection
list directory

system memory statistics

Network Performance

Network Performance Server

Ping

Simulate radar detection on current channel
Reboot Access Point

Remove file

Run command file
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set 11gonly

set 11goptimize

set 11goverlapbss
set acl

set aging

set antenna

set authentication

set autochannelselect
set basicllb

set basicllg

set beaconinterval
set burstSegThreshold
set burstTime

set calibration

set cckTrigHigh

set cckTrigLow

set cckWeakSigThr
set channel

set cipher

set compproc
set compwinsize
set countrycode
set ctsmode

set ctsrate

set ctstype

set domainsuffix
set dtim

set enableANI
set encryption

set extendedchanmode
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Logoff

Set 11g Only Allowed

Set 11g Optimization Level

Set Overlapping BSS Protection
Set Access Control List

Set Aging Interval

Set Antenna

Set Authentication Type

Set Auto Channel Selection

Set Use of Basic 11b Rates

Set Use of Basic 11g Rates
Modify Beacon Interval

Set Max Number of frames in a Burst
Set Burst Time

Set Calibration Period

Set Higher Trigger Threshold for CCK Phy Errors For ANI
Control

Set Lower Trigger Threshold for CCK Phy Errors For ANI
Control

Set ANI Parameter for CCK Weak Signal Detection Threshold
Set Radio Channel

Set Cipher

Set Compression Scheme

Set Compression Window Size

Set Country Code

Set CTS Mode

Set CTS Rate

Set CTS Type

Set Domain Name Server Suffix

Set Data Beacon Rate (DTIM)

Turn Adaptive Noise Immunity Control On/Off
Set Encryption Mode

Set Extended Channel Mode
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set factorydefault
set firStepLvl

set fragmentthreshold
set frequency

set gateway

set gheaconrate

set groupkeyupdate
set gdrafts

set hostipaddr

set ipaddr

set ipmask

set keyentrymethod
set keysource

set login

set minimumrate

set nameaddress
set noiselmmunityLvl

set ofdmTrigHigh

set ofdmTrigLow

set ofdmWeakSigDet
set overRidetxpower
set operationMode
set password

set passphrase

set power

set quietAckCtsAllow
set quietDuration

set quietOffset

set radiusname

set radiusport

set radiussecret

Restore to Default Factory Settings

Set ANI Parameter for FirStepLevel

Set Fragment Threshold

Set Radio Frequency (MHz)

Set Gateway IP Address

Set 11g Beacon Rate

Set Group Key Update Interval (in Seconds)
Set 119 Draft 5.0 compatibility

Set Host IP address

Set IP Address

Set IP Subnet Mask

Select Encryption Key Entry Method

Select Source Of Encryption Keys

Modify Login User Name

Set Minimum Rate

Set Name Server IP address

Set ANI Parameter for Noise Immunity Level

Set Higher Trigger Threshold for OFDM Phy Errors for ANI
Control

Set Lower Trigger Threshold for OFDM Phy Errors for ANI
Control

Set ANI Parameter for OFDM Weak Signal Detection
Set Tx power override

Set operation Mode

Modify Password

Modify Passphrase

Set Transmit Power

Allow Ack/Cts frames during quiet period
Duration of quiet period

Offset of quiet period into the beacon period
Set RADIUS name or IP address

Set RADIUS port number

Set RADIUS shared secret
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set rate

set rate

set rate

set rate

set rate

set regulatorydomain
set remoteAP
set hwixretries
set swixretries
set rtsthreshold
set shortpreamble
set shortslottime
set sntpserver
set softwareretry
set spurlmmunityLvl
set ssid

set ssidsuppress
set SuperG

set systemname
set telnet

set timeout

set tzone

set updateparam
set watchdog

set wds

set wep

set wlanstate

set wirelessmode
set 80211d

set http

set HttpPort

set https
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Set Data Rate

Set Data Rate

Set Data Rate

Set Data Rate

Set Data Rate

Set Regulatory Domain

Set Remote AP's Mac Address
Set HW Transmit Retry Limit
Set SW Transmit Retry Limit
Set RTS/CTS Threshold

Set Short Preamble

Set Short Slot Time

Set SNTP/NTP Server IP Address
Set Software Retry

Set ANI Parameter for Spur Immunity Level
Set Service Set ID

Set SSID Suppress Mode
Super G Features

Set Access Point System Name
Set Telnet Mode

Set Telnet Timeout

Set Time Zone Setting

Set Vendor Default Firmware Update Parameters
Set Watchdog Mode

Set WDS Mode

Set Encryption Mode

Set wlan state

Set Wireless LAN Mode

Set 802.11d mode

Set http Enable/Disable

Set http port number

Set https Enable/Disable
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set HttpsPort

set syslog

set syslogSeverity
set syslogServer

set manageOnlyLan
set roguedetect

set rogueinteval

set rogueband

set roguetype

set roguesnmp

set roguelegal

set autoConfig

set autoResponse
set autoChangeName
set autoSetResp

set autoUpdate

set autoUpgradeOnly
set autoUpdatelnterval
set ftpServer

set fwPathname

set ftpLogin

set ftpPassword

set activeCurrentProfile
set profileName

set profileVlanld

set APPrimaryProfile
set WDSPrimaryProfile
set securityMode

set Accounting

set Accountingport
set keyValue

set keyLength

Set https port number

Set syslog Disable/Broadcast/Unicast

Set syslog Severity level

Set unicast syslog server IP/name

Set Management only via LAN Enable/Disable

Set Rogue AP Detection Enable/Disable

Set Minutes of every Rogue AP Detection(Range: 3 ~ 99)
Set Rogue AP Detection band(s)

Set Rogue AP definition

Set Rogue AP Detection SNMP Trap Enable/Disable
Add/Delete one AP MAC/OUI into/from Rogue AP Legal List
Set Auto Config Enable/Disable

Set Respond to Auto Config request Enable/Disable

Set provide admin login name and password Enable/Disable
Set Provide respond to Auto Config request Enable/Disable
Set Auto Update Enable/Disable

Set Install later version only Enable/Disable

Set Auto Update Interval(1~31days)

Set FTP Server address

Set Firmware Pathname

Set FTP Login Name

Set FTP Password

Set active Current Profile

Set Profile Name

Set Profile Vlan Id

Set AP's Primary Profile

Set WDS's Primary Profile

Set Security Mode

Set Accounting Enable/Disable

Set Accounting port number

Set Encryption Key Value

Set Encryption Key Length



set keylndex

set UAM

set UAMMethod

set UAMLoginURL
set UAMLoginFailURL
set macAuth

set snmpMode

set snmpCommunity
set snmpAccessRight
set snmpAnyStaMode
set snmpStationIPAddr
set trapMode

set trapVersion

set trapSendMode

set trapRecvlip

set description

set dhcpMode

set wdsMaclList

set enableWirelessClient
set isolationType

set winsEnable

set winsServerAddr
set wirelessSeparate
set sdSet

set sdAdd

set sdDel

start wlan

stop wlan

timeofday

version
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Set Encryption Key Index

Set UAM Authentication Enable/Disable
Set UAM Authentication Method

Set UAM Authentication Login URL
Set UAM Authentication Login Fail URL
Set Mac Authentication Enable/Disable
Set SNMP Mode

Set SNMP Community Name

Set SNMP Access Right

Set SNMP Any Station Mode

Set SNMP Station Address

Set Trap Mode

Set Trap Version

Set Trap Send Mode

Set Trap Receiver IP

Set Access Point Description

Set Dhcp Mode

Set WDS Mac Address List

Set Wireless Client Enable/Disable
Set Isolation Type

Set WINS Server Enable/Disable

Set WINS Server IP address

Set wireless separate Mode

Set debug level

Add debug level

Del debug level

Start the current wlan

Stop the current wlan

Display Current Time of Day

Software version
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