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Chapter 1 Introduction

1.1 Introduction.

Thank you for purchasing Tenda 3G 150Mbps Portable 3G
Wireless Router.

3G150M is a high speed 150Mbps Wireless Router, which
complies with the latest IEEE802.11n and IEEE802.11b/g
standards and provides up to 150Mbps wireless receiving and
transmitting rate with its wireless transmitting distance 3 times
farther than G-products. It includes 3G Router, Wireless
Router, WISP and Wireless AP in one.

3G Router Mode: If you have a 3G or 4G wireless broadband
USB modem and service, you can plug the device into the router
and share the internet.

The Router can be powered by a laptop USB port to share internet
access in cars, trains, and other mobile or remote locations.
Wireless AP Mode: Connect a single Ethernet cable to the access
point or let it pick up another wireless device's transmission, and
make a wireless connection available to all in range.

WISP Mode: This is mainly used in hotspot access. Not only your
computer can connect to the Internet via a router in WISP mode,
but other Wi-Fi devices (PDA, PSP, Wi-Fi phone) can access the

Internet without running up bills.
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Wireless Router Mode: Use this mode to form a wireless local
network that has broadband access via an Ethernet cable.

In addition to having the flexibility of connecting a mobile
broadband USB modem to share the internet and files through the
3G150M, users retain a full range of previous generation
networking options. A key feature of the 3G150M is “Mode”
button — greatly convenient for working modes switching.

The 3G150M is an easy to carry and easy to use, feature-rich
router that opens new opportunities in connectivity. It makes an
ideal choice for those in need of a mobile networking solution
employing a 3G/4G connection and providing WLAN internet

access.

1.2 Product Features

»  Complies with IEEE 802.11n, IEEE 802.11g, IEEE 802.11b,

IEEE 802.3, and IEEE 802.3u standards

» Adopts the advanced 11N technology; internal high

performance antenna;3 times wireless network coverage than that

of 54M products

» Includes four working modes in one:3G Router, Wireless

APWISP and Wireless Router

»  Meets 64/128-bit WEP, WPA2 security standards

»  Simple WPS encryption by pushing the button without
6



memorizing long passwords

» Provides one 10/100Mbps Auto-Negotiation Ethernet
LAN/WAN port

»  Supports xDSL/cable modem static, dynamic connections

»  Supports remote/local web management

»  Supports wireless roaming technology for highly efficient
connections

»  Supports SSID stealth mode and a MAC address access
control(up to 30 entries)

»  Provides a router system log

»  Supports auto negotiation/manual mode for
802.11b/802.119/802.11n

»  Supports UPnP and DDNS

»  Supports LAN access control over Internet connection

»  Supports virtual server, DMZ host

» QoS bandwidth control

1.3 Package Contents

Please unpack the box and check the following items:
» One 3G150M 150Mbps Wireless Router

» One power adapter

» One Quick Installation Guide

» One CD-ROM



» One common USB line (connect with the power adapter)

» One Y type USB line(connect with computer’s USB port for
Power supply)

If any of the listed items are missing or damaged, please contact

the Tenda reseller from whom you purchased for replacement

immediately.

1.4 LED Indicator and Port Description
Front Panel and LED Indicator Show

1.4.1 LED indicator description on front panel: (from L to R)
» 3G Router

Always blue indicates the device is in 3G Router working mode.



> AP

Always blue indicates the device is in wireless AP working mode.
»  WISP Router

Always blue indicates the device is in WISP Router working
mode.

»  Wireless Router

Always blue indicates the device is in Wireless Router working
mode.

> 3G

Insert the 3G USB modem card. When the indicator turns blue, it
indicates the device is well connected. Blinking indicates it is
transmitting data packets.

»  WPS/Reset

Press the button for one second, the indicator will blink. It means
the device is negotiating with the Client in WPS mode.

»  WAN/LAN

Always blue indicates the Ethernet cable is well connected and
blinking indicates it is transmitting data packets.

1.4.2 Description on side panel

O O

UGk | |wesmeser  mooe | U |
e i 1111

»  WPS/RESRT
Wi-Fi Protection Setup button and system reset button. Press it
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about 1 second, the WPS feature will be enabled and WPS
indicator will be shown blinking. Press this button for 7 seconds,
the settings configured in this device will be deleted and it will
restore the settings to the default one.

» MODE

Press this button to change working modes and the matching
indicator will turn blue.

1.4.3 Rear Panel Show:

‘ =3 I
. 7

[VET b —

Rear Panel: (FromLtoR)

» POWER

The port is for USB line connection. Please use the included USB
line connected with the power adapter or the USB port of
computer.

»  LAN/WAN

The 100Mbps Ethernet port, in 3G Router/Wireless Router mode,
it is a WAN access port to connect the DSL, MODEM generally.
While in AP, WISP mode, it is a LAN port to connect the PC,
Ethernet Switch.

> USB

USB 2.0 port is for 3G Modem card access, such as TD-SCDMA,
WCDMAZ2000, and WCDMA.

10



Chapter 2 Hardware Installation

2.1 How to Install the Router

After you unpack the box, please follow the steps below to
connect the device. For better wireless performance, please put the
device in the middle of wireless coverage area.

Please use the included power adapter to power on the Router.
(IMPORTANT: Use of a different power adapter could cause

damage and void the warranty for this product.)

2.2 Network Application Plan

2.2.1 3G Router Mode
If you have a 3G or 4G wireless broadband USB modem and

service, you can plug the device into the router and share the
connection.

Application: The router can be powered by a laptop USB port to
share internet access in cars, trains, and other mobile or remote

locations.
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36 USB Modeen Card

3G ) S0MI00M Portable
W 3G Wirelens Router

2.2.2 Wireless AP Mode
Connect a single Ethernet cable to the access point or let it pick

up another wireless device's transmission, and make a wireless

connection available to all in range.

Internet

N —— . Wired Router

3G150M/300M Porfable
3G Wireless Router




2.2.3 WISP Mode
This is mainly used in hotspot access. Not only your computer

can connect to the Internet via a router in WISP mode, but other
Wi-Fi devices (PDA, PSP, Wi-Fi phone) can access the Internet

without running up bills.

3G150M/300M Portable
3G Wireless Router

2.2.4 Wireless Router Mode
Use this mode to form a wireless local network that has broadband

access via an Ethernet cable.

NI

\ "] CABLE/DSL MODEM

3G150M/300M Portable
3G Wireless Router
|

8 N
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Chapter 3 How to Login to the Router
The chapter mainly presents how to enter the Router’s Web page.
After you have finished the hardware installation (Please refer to
chapter2.), the following steps will assist you to set the network
configurations for you computer. The default web page login is
1P:192.168.0.1

3.1 How to Set the Wired Network Configurations

3.1.1 On your computer desktop right click “My Network Places”
and select “Properties”.

]

cuments

Ezplore
search far Computers. .,

Map Metwork Drive...
Disconnect Network Drive. ..

Create Shortcut
Delete
Rename

Properties

K
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3.1.2 Right click “Local Area Network Connection” and select
“Properties”.

Wt

3.1.3 Select “Internet Protocol (TCP/IP)” and click “Properties”.

=L Local Area Connection Properties @

General | Advanced|

Connect using:

B Realiek RTLE133 Family PCI Fast Ett

This connection uses the following items:

B 005 Packet Scheduler ||
A AEGIS Praced (EEE 302 14 3530
et Froface) (TCR/AR] i

[

Inistall.

Deseription

Transmission Contral Protocol/Intemet Protocol. The default
wide area netwark protocol that pravides communication
across diverse interconnected networks,

Shaw icon in natification area when connected
otify me when this connection has limited or no connectivity
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3.1.4 Select “Obtain an IP address automatically” or select “Use

the following IP address (S)”.
A. “Obtain an IP address automatically” as the following diagram:

Internet Protocol (TCP/IP) Properties @

General | Altemate Configuration

You can get IP setlings assigned automatically if your network supports
this capability. therwise, you need to ask your network administrator for
the appropriate IF settings.

(& Obtain an IF address automatically
{0 Use the follawing IP address:

() Obtain DNS server address automatically
{0 Use the follawing DNS server addiesses:

Loy
B. “Use the following IP address (S)”

IP Address: 192.168.0.XXX: (XXX is a number from 2~254)
Subnet Mask: 255.255.255.0

Gateway: 192.168.0.1
DNS Server: Certainly you need to input the DNS server address

provided by your ISP. Otherwise, you can use the Router’s default
gateway as the DNS proxy server. Click “OK” to save the

configurations.

16



Internet Protocol (TCP/IP) Properties ﬁ

General

You can get [P settings assigned automaticall if your network suppars
this capabiliy. Dthenaise, you need to 3k your network sdministrator for
the appropriate IP settings

(2 Obtain an P address automatically
(&) Use the following IP address:

IP address [192. 188 0 . 2
Subnet mask: (255 .25 255 0 |
Defauit gateway: [192 168 0 1

(& Use the following DNS server addiesses:
Prefered DNS server: 192168 O 1]

Alternate DNS server:

T

Tip: If you are not sure of the DNS server address, we recommend
you to select “Obtain an IP address automatically (O)” and
“Obtain a DNS server address automatically”.

3.2 How to Set the Wireless Network Connection

If you choose the Wireless Router mode, you should make sure
that you have a wireless network adapter. Then set the wireless
connection as below.

3.2.1 On your computer desktop right click “My Network Places”
and select “Properties”.

LAN or High-Speed Internet

Local Area Connection 3 ‘Wireless Metwork Connection 2
. Connecked :}J_k Mok connecked
(il | Inkelif) PROJL0D VE Metwork . T () 802,11 USE Wireless LAM Card
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3.2.2 Right click “Wireless Network Connection” and select
“Properties” then configure the IP address as 3.1.3 and 3.1.4.

3.2.3 Right click “Wireless Network Connection” and select
“View Available Wireless Network™. The entire wireless signal will
be shown in the interface. Please select “Tenda”. If you don’t find
it, please click “Refresh Network List”.

etmork Tasks Choose a wireless network
T —— Clck an kaen i the bt bl b3 conreck &2 8 sl nebwark 1 range o £5 get mory
wabee.
S '\f" e £

Unsscured resess ratveark il
iy Malidala_n

Urascured srsiess ratvech will

i
,} Tenda_Fublc
i

Sacurty-arubled weslait ratcrk (WPA) all
Tenda

Sty v e (WA antd
h. n

ek, chok Cornert.
Otk
tigeh %

3.2.4 Select “Tenda” and click “Connect” or double-click “Tenda”
to enter into the Router’s interface.

3.3 Login to the Web Interface

After you set you computer as 3.1 and 3.2, you can follow the
below steps to access the Router’s web interface.

18



3.3.1 To access the Router’s Web-based interface, launch a web

browser such as Internet Explorer and enter the Router’s default
IP address, http://192.168.0.1. Press “Enter”.

&7 TERDA 1IN EE
ME) HEE EFW W@ IR@  #WEW
Q- © X @G One fowex @

HAE () [ ] hetp://192.188.0. 1/main hind

3.3.2 Input the “admin” in both User Name and Password.
Click “OK”.

Connect to 192.163.2.1 23

ki

Wireless-M Broadband Router

User name: € adnin

Remember my password

3.3.3 If you enter the correct user name and password, the screen

will be the next one.




Chapter 4 Modes Setup Wizard
There are four working modes: 3G Router, Wireless AP, WISP,
Wireless Router. This chapter will describe the basic settings of

modes using Setup Wizard,

4.1 3G Router Mode

4.1.2 Login to the interface

In “3G Router” mode, click “Setup Wizard” in the left column and

then click “Next”.

4.1.3Configure the Connetcion Method

Network Setrings :

3G Card Type: ZTE MU3E0 p7
IEF: China Mohile hd
Athentication Method Sk d
Euter PIN Code [
Aecess Point Narwe
Dt
Advanced PPP Settings :

-
Password:

Notice:  Please enter the conect paramsters according to the requirerents

of your ISP A fter finishing and saving the settings, pleese check the connection
status o the runming status page. It costs ahout 1 minute to Dial-up, bt the time
needzd is different according to diffezent mode] of USE modern card. If you still
oan't sucoessfully Dial-up, plesse try to unplug and plog the USE modem card
again or rebaat the Router,

Back || Next

First, select your 3G card type.
20



Second, select your ISP.

Third, click “Next” to enter Wireless Basic Settings interface.
Tip: If your ISP is not in the list, consult your ISP for detail
parameters and manual input.

4.1.4 Wireless Basic Setting
Hetwork Mads 11bfg/n mixed mode | v
S3D Tenda
Broadcast SSID (@ Euable O Disable
BSSID 00:B0:2C.01.98:10
Channel 2437MHz (Channel B) v
Operating Mode © Mized Mode O Green Field
Channel Banchwith O @200
Guard Inferval Olrg @ bt
MCS Auto |~
Reverse Disection Grant O Diseble @ Enable
Extend Channel 2417hHz (Channel 2) |+

Aggregation MSDU(A-

MDY ® Disahle O Enable

»  Network Mode: Select one mode from the following. The
default is 11b/g/n mode.
11b mode:  Allow the wireless client to connect with the
device in 11b mode at the maximum speed of 11Mbps.
11g mode:  Allow the 11g/11n-compliant client device to
connect with the AP at the maximum speed of 54Mbps.
11b/g mode: Allow the 11b/g-compliant client device to
connect with the AP with auto-negotiation speed, and 11n

wireless client to connect the device with 11g speed.
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11b/g/n mode Allow 11b/g/n-compliant client device to
connect with the AP with auto-negotiation speed.

SSID: SSID (Service Set ldentifier) is the unique name of
the wireless network.

Channel: Specify the effective channel (from 1 to 13\Auto)
of the wireless network

Broadcast (SSID): Select “Enable” to enable the device's
SSID to be visible by wireless clients. The default is
enabled.

BSSID: Basic Service Set Identifier of wireless network. In
IEEE802.11, BSSID is the MAC address of wireless access
point.

Extend Channel: To increase data throughput of wireless
network, the extension channel range is used in 11n mode.
Channel Bandwidth: Select the channel bandwidth to
improve the wireless performance. When the network has
11b/g and 11n clients, you can select the 40M; when it is an
11n network, select 20/40M to improve its throughput.

22



415 Wireless Security Setting

351D - "Tenda"
Security Mode WWPA-Personal hd

WPA Algrithres 8 AFs O TKIP TKIP&AES

Pass Phrase PlsChangete
Key Renewal
Interval 3600 | seconds

Note: Wirsless Security Setting
20211 standurd anly defines Open-Hone (Disasle), WEA-
personal-AES, WPAT-personal- AES thrse kinds of encryption
tades, different vendors may have compatisility issues

It is suggested you choose WPA-personal for “Security Mode”
and AES for “WPA Algorithms.” Click “Next” to save the

configuration. More details please refer to the following chapter.

4.1.6 Click “Apply” to save the settings.

The configuration i completed Click &pply to activate your settings or press Back to
change your ssttings.

The Router is rebooting now, please wait for a few minutes and
DO NOT power off it.

16%
|
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4.2 Wireless AP Mode

In “Wireless AP, click “Setup Wizard” in the left column and
then click “Next”. The setting methods please refer to 4.1.4 to
4.1.6.

3G Ranter ) | Wirslens AF WISP Wirsless Raninr

Srvmem Bares
Setnp Winard
LAN Seviings
WLAN Settings AP M

Pl i Yot sl scafiguesthe s st by s

Syswem Teals
Lag O
XX Tendle

In this mode, the device is a converter that can convert the
wireless and wired signals. You can connect a single Ethernet
cable to the access point or let it pick up another wireless device's
transmission, and make a wireless connection available to all in
range. You can also adjust the connection properties to obtain an

IP address automatically in Internet protocol.

4.3 WISP Mode

If you are provided the wired wan access by your ISP to access the
Internet, you should select WISP mode. Please follow the “Setup
Wizard” to configure the device.

4.3.1 In WISP mode, click “Setup Wizard” in the left column and
then click “Next”.

24



3G Reuter Wireless AF TWISF
WIST Made

Lag nui

= What New ut
TENDAZ> WP Mode
0007 Tendh Fleass chek Tast aned condigms the device step by ssap

4.3.2 In WISP settings interface, select the channel you want to
use and then click “Scan” to scan the wireless signals.

531D Tenda_Public

MAC 00:h0:0c03:c4.02

Charne] 3 vl

SeewityMod | NONE v]

Choose SSID MAC Channel Secwity Signal
O wireless-test 00:20:18010204 1 HONE oo
O Mchidata n 000c:43:30:5288 2 HONE 65
@ Tenda Public 00b00e03c402 3 WEAPSKIAES 100
O Tenda 474400 0000:0c:47:4400 & HONE 100
O IP-COM  O0bOe6054fel 6 HONE 100
O D-lirk  00:2401.d8:fFed 6 HONE U}
O linkeys  00:21:273d0638 6 WEP 335
(o] Jwis2 00:21:20h1d7e0 10 WPAPSKITKIP jul
o] ZAEPA  00:10:180101ad4 10 WPAIPSKWPAZPSK/TKIPAES 100
o] DEC-WiFi 00:2369730b:50 11 WEA2PSKILES juj

»  SSID: SSID (Service Set Identifier) is the unique name of
the wireless network.

»  MAC Address: The Router’s physical MAC address as seen
on your local network is unchangeable. Input the MAC

address of the AP you want to choose. Sometimes, MAC

25



address is also named BSSID. (BSSID: Basic Service Set
Identifier of wireless network. In IEEE802.11, BSSID is the
MAC address of wireless access point.

»  Channel: Specify the effective channel (from 1 to 13\Auto)
of the wireless network. The channel you select must be
correspondence with the AP provided by your ISP.

»  Security Mode: The security mode you set should be the
same as the AP. More details please refer to the Wireless
Security Settings chapter.

We recommend you “Scan” the Aps and then select the SSID in

your scanned SSID list for convenience.

Click “Next” to the following interface.

4.3.3 Connection method
In WISP mode, there are three ways of access methods: ADSL

Virtual Dial-up (via PPPoE), Dynamic IP (via DHCP) and Static
IP. It is suggested to choose Dynamic IP and click “Next”. Other
setting methods please refert 0 4.1.4 t0 4.1.6.

& Dymamis IP (via DHCP)

O Static IP

) ADSL Virtual Disl-up (via PPPoE)
Oratr

OpeTP
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4.4 Wireless Router Mode

In the wireless router mode, you can use this device as the router
directly connected to DSL modem, CABLE modem such
broadband devices or home broadband cable directly

First, login to the interface as chapter 3 described.

4.4.1 Select the “Setup Wizard” in the left column and then click

“Next”.

30 Hanter Wirehess AF WISF | Wireleas Reninr

4.4.2 Configure the “Aceess Methods”
a. Dynimic IP(DHCP)

The default access method is DHCP. If your ISP provides you the
Dynamic IP, you can choose DHCP access way. Every time you
access the internet, you will get different IP. Select “Dynamic IP”
and click “Next”. For following steps, please refer to 4.1.4 to
4.1.6.

& Dynamiz IP (via DHCF)

O Static IP

) BDSL Virtual Dial-up {via PPPoE)
Orare

O FPTP

27



b. Static IP

If your ISP provides you the Static IP, please select Static IP
access way. You should input the IP address, Subnet Mask,
Gateway, DNS sever and the secondary DNS sever provided by
your ISP, then click “Next”. Other steps refer to 4.1.4 t0 4.1.6.

© Dyreaic IF (via DHCF)

@ Static IP

© ADSL Virtual Disl-up (via PEPoE)
Qrarp

OFPPTE

1P fddress 192.168.1.2
Subnet Mask 265.255.255.0
Defanlt Gateway | 192.168.1.1
Frimary DNS 210.21.196.6
Secondary DN3 211.5.88.88

¢. ADSL Virtual Dial-up (via PPPoE)

This way is used when the Router is connected to the wireless
modem or you want to amplify wireless signals and share the
Internet with multiple computers. Enter the Account and Password
provided by your ISP, and click “Next”. If you are not clear,
please contact your ISP.

For example:

If the Account is pppoe_user and Password s 123456, you need to

enter the information as the diagram below. Please enter the

28



Account and Password provided by your ISP.

© Dynawic IP {via DHCF)

O static IP

) ADSL Virtual Dial-up (via PPPoE}
Qrarp

OFPTP

User Marae pppoe_user

Password pppoe_passwd

Note: If you choose this access way, the LAN/WAN port is only
worked as the WAN port. The mode will take effect once you set it;
you need to login to the Router’s WEB interface to configure the
device (Details refer to 3.2). After configuration, you should

adjust the connection properties to obtain an IP address
automatically in Internet protocol (details refer to Appendix One).
d. PPTPandL2TP

Configure L2TP and PPTP. Take PPTP as an example.

29



£ Dynarnic TP (via DHCF)

© Statig IP

" ADSL Viztual Dislup (2 PPPoE)
© LaTP

& FETP

PPTP Server [192168.19273  JIP or Domain nares)
User Hame: tenda

Pasgword

Aldess Mode [Sate =]

IP Addoss

ot Mk

Defnlt Gateway

PPTP Server: Enter the IP address or PPTP Server domain name
User Name: Enter your PPTP user name

Password: Input your PPTP password

Address Mode: Static mode and Dynamic mode.

Select Dynamic mode to get IP automatically.

If you select Static mode, you need to manually set the IP address,

Subnet Mask, Default Gateway.



Chapter 5 Advanced Settings

5.1 LAN Setting

This section will describe how to configure the TCP/IP
parameters.

5.1.1 In 3G Router mode, WISP mode, Wireless Router mode,
please configures the LAN port parameters as the below

diagram (Note: In Wireless mode, you can only configure the
device until you using the wireless access way.).

This is to configure the basic paramsters for LA ports
MAC Addess  00:B0:2C0198:10

1P Address 18216801
Submet Mask 255.285.255.0

» MAC Address: The device’s physical MAC address as
seen on your local network is unchangeable.
» IP Address: The Router’s LAN IP addresses
(not your PC’s IP address). 192.168.0.1 is the  default value.
> Subnet Mask: It’s shown the Router’s subnet mask for
measurement of the network size. 255.255.255.0 is the
default value.

Notice:Once you modify the IP address, you need to remember
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it for the Web-based Utility login next time.
5.1.2 LAN Settings in Wireless AP Mode

‘This is to configure the basic parameters for LAN ports
MAC Address  00:B0:2C:01:93:10

IP Mode Static IP b

P Addess

Subnet Mask

Default Gateway | 192.168.2.254
Primary DN U0
Ty

» MAC Address: The device’s physical MAC address as
seen on your local network is unchangeable.
» IP Mode: There are two modes, Static IP and Dynamic IP.
If you select Static IP, you need to input the parameters
provided by your ISP. If you choose Dynamic IP, you
should adjust the connection properties to obtain an IP
address and DNS sever automatically in Internet protocol.
» IP Address: The device’s LAN IP addresses (not your
PC’s IP address). 192.168.0.1 is the default value.
If you change it, you need to use the new IP to login to the Web
interface.
» Subnet Mask: It’s shown the device’s subnet mask for
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measurement of the network size. 255.255.255.0 is the
default value.

» Default Gateway: Input the Gateway provided by your
ISP. If you are not sure, please consult your ISP.

»  Primary DNS Sever: Input the primary DNS sever
provided by your ISP.

» Secondary DNS Sever: you can input it or empty it. The
parameters are also provided by your ISP

» Host Name: The device’s wins name which you can use it
to visit the device.

Notice: once you changed the IP address of the LAN port, you

should use the new IP to enter into the WEB interface.
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5.2 WAN Settings

5.2.13GWAN
Network Setiings :
30 Card Type: ZTE MU3E0 v
ISP: China. Mohile v
Exter PIN Clods: C//
ccess Poind Hare:
Dt
Advanced PPP Settings :
s
—

Internet Connection Option:
& Conneet Automatically
" Connect Manually
" Connect on Demand
Ila Il Tires: (60-3600 seconds)
" Connect on Fived Time
IMPORTAMNT: Please set the time in systern Tools, hefore you select this

Internet cormection.

Network Setting

>

3G Card Type: Select you 3G USB Modem card type from
the list.

ISP: Select your ISP.

Apply: Click “Apply” button after configuration.

Cancel: Click “Cancel” to the former settings when you
make a mistake.

Click “System Status” to scan the information. If the
Connection Status of WAN Status shows “Connected”, you
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can share the internet.

Connection Status Cormected

WANIP 212184067
Subret Mask 255255255255
Gateway 21817711
Pritvary DNS Server 20296128 166
Secondary D3 Server 20296134133
Connection Mode PFFoE
Connection Tirme: 00:03:10
Disconnect

Internet Connection Option:

There are four Connection Options: Connect Automatically,

Connect Manually, Connect on Demand, Connect on Fixed Time.

Please select according to your needs.

»  Connect Automatically: Connect automatically to the
Internet after rebooting the system or connection failure.

»  Connect Manually: Connect to the Internet by users
manually.

»  Connect on Demand: Re-establish your connection to the
Internet after the specific time (Max Idle Time). Zero means
your Internet connection at all time. Otherwise, enter the
minutes to be elapsed before you want to disconnect the
Internet access.

»  Connect on Fixed Time: Connect to the Internet during the

time you fix.
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Note: it is suggested you choosing Connect on Demand without
running up bills, because it can disconnect the internet
automatically when there is no data transmitting or the computer
closed. If you access the internet, it will dial up automatically
which is very convenient.

5.2.2 WAN Settings in WISP Mode and Wireless Router Mode
Depending on your access ways of WAN port, there are three
ways of configuration.

a. Dynamic IP

»  MTU: Maximum Transmission Unit. It is the size of largest
datagram that can be sent over a network. The default value
is 1492. Do NOT modify it unless necessary. But if some
specific website or web application software can not be open
or enabled, you can have a try to change the MTU value as
1450, 1400, etc.
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b. ADSL Virtual Dial-up(via PPPOE)

WAN sonmsetion rods: PPFOE

Accomt

Paszond

MTU [1497 | Defunlt by 1492, Do NOT Modify Unless Necessary)
Sexvice Natme l:kDo WOT Modify Unless Necessary)
ACNue [ YDaNOT Modify Usless Necessary)

Intemst Connectinn Option
& Commect Autoraatisally
 Conmect Manually.
" Connect on Derand
M Idle Tizme: [160 ] (60—3600 secands)
" Conneet on Fised Tine

IMPORTANT: Please set the time in “Systere Toolks™ hefore yon select this
Intemet connection.

T8 30 Jn7[@ Ja00 ]

»  Connection Method: It shows the current connection
method.

»  User Name: Input the user name provided by your ISP.

»  Password: Enter the password provided by your ISP.

»  MTU: Maximum Transmission Unit. It is the size of largest
datagram that can be sent over a network. The default value
is 1492. Do NOT modify it unless necessary. But if some
specific website or web application software can not be open
or enabled, you can have a try to change the MTU value as
1450, 1400, etc.
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>  Service Name: It is defined as a set of characteristics that
are applied to a PPPoE connection. Enter it if provided. Do
NOT modify it unless necessary.

»  AC Name: Enter it if provided. Do NOT modify it unless
necessary.

»  Connect Automatically: Connect automatically to the
Internet after rebooting the system or connection failure.

»  Connect Manually: Connect to the Internet by users
manually.

»  Connect on Demand: Re-establish your connection to the
Internet after the specific time (Max Idle Time). Zero means
your Internet connection at all time. Otherwise, enter the
minutes to be elapsed before you want to disconnect the
Internet access.

»  Connect on Fixed Time: Connect to the Internet during the
time you fix.

Notice:

The “Connect on Fixed Time” can be deployed only when you

have set the current time in “Time Settings” from “System Tools”.
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C.

Static IP

WAN commection mods:Static TP
TE Adess
Hetrmask
Gleway

r DiS 202.86.134.133

Server

Seeordary DNS oo 0o 198,68 Joptionad

Server

MTU (1800 Do WOT Modify Unless Nesessary)

If your connection mode is static IP, you can modify the following

addressing information.

>

IP Address: Here enter the WAN IP address provided by
your ISP. If you are not clear, consult you ISP please.
Subnet Mask: Enter the WAN Subnet Mask here.
Gateway: Enter the WAN Gateway here.

Primary DNS Server: Enter the Primary DNS server
provided by your ISP.

Secondary DNS Server: Enter the secondary DNS.

MTU: Maximum Transmission Unit. It is the size of largest
datagram that can be sent over a network. The default value
is 1492. Do NOT modify it unless necessary. But if some

specific website or web application software can not be open
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or enabled, you can have a try to change the MTU value as
1450, 1400, etc.

5.3 MAC Address Clone
This page is for the Router’s MAC address to WAN.(Only in

Wireless Router mode)

WAN MAC Address Clone.

MAC Adidess
Restore DefaultMAC  |[ Clone MAC Address

Some ISPs require end-user's MAC address to access their

network. This feature copies the MAC address of your network

device to the Router.

» MAC Address: The MAC address to be registered with
your Internet service provider.

»  Clone MAC Address: Register your PC's MAC address.

>  Restore Default MAC Address: Restore to the default
hardware MAC address.

5.4 DNS Settings
DNS is short for Domain Name System (or Service), an Internet
service that translate domain names into IP addresses which are
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provided by your Internet Service Provider. Please consult your

Internet Service Provider for details if you do not have them.

TIN5 Settings
Primary DN fddess 20286134123
Secondary DS Address 20298 128.68  [optiona)

»  DNS: Click the checkbox to enable the DNS server. The
Router’s DHCP sever will answer the client’s requests and
distribute DNS address.

» Primary DNS Address: Enter the necessary address
provided by your ISP.

»  Secondary DNS Address: Enter the second address if your
ISP provides, which is optional.

Notice: After the settings are completed, reboot the device to

activate the modified settings.
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Chapter 6 Wireless Setting

6.1 Basic Settings

[7] Ensble Wircless

Hetwork Iode 11hfgin mixed mode
Ilain S510 _Tenda

Ilinor SSID

Bioadeast{SSID) @ Enahle O Dissble

MEBSSID AF Isolstion () Brable (%) Disable

AP Isolstion (OEnshl: © Disahle

BSSID 00:B0:2C:01:02:10

Chanzel AutoSelect b
Operating Mods @ Mized Mode ) Green Field

Chanrel BandWidth (020 & 20040
Gruard Interval Olog ® Auto
MCS Auto v

Reverse Direction

© ®
Grant(RDG) ) Disdbls (2 Enable

Extension Chaznel

Aggegtion MSDU

® p)
(635D} ®Disdhle O Enahle

>  Enable Wireless: Check to enable the Router’s wireless
features; uncheck to disable it.

»  Network Mode: Select one mode from the following. The
default is 11b/g/n mode.
11b mode:  Allow the wireless client to connect with the

device in 11b mode at the maximum speed of 11Mbps.

42



11g mode:  Allow the 11g/11n-compliant client device to
connect with the AP at the maximum speed of 54Mbps.
11b/g mode: Allow the 11b/g-compliant client device to
connect with the AP with auto-negotiation speed, and 11n
wireless client to connect the device with 11g speed.

11b/g/n mode: Allow 11b/g/n-compliant client device to
connect with the AP with auto-negotiation speed.

SSID: SSID (Service Set ldentifier) is the unique name of
the wireless network. This device has two SSID and the
main SSID is necessary.

Broadcast (SSID): Select “Enable” to enable the device's
SSID to be visible by wireless clients. The default is enabled.
If you disable it, the clients must know the SSID to
communicate.

BSSID: Basic Service Set Identifier of wireless network. In
IEEE802.11, BSSID is the MAC address of wireless access
point.

Standard Channel: Specify the effective channel (from 1
to 13\Auto) of the wireless network.

Extension Channel : To increase data throughput of
wireless network, the extension channel range is used in 11n

mode.
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»  Channel Bandwidth: Select the channel bandwidth to
improve the wireless performance. When the network has
11b/g and 11n clients, you can select the 40M; when it is an

11n network, select 20/40M to improve its throughput.

6.2 Wireless Security Setting

It is used to configure the AP network’s security setting. Here
presents the common six (ten in all) encryption methods,
including WPA-personal, WPA2-personal, Mixed
WAP/WAP2-Personla, Mixed WEP, Open, Shared. It is suggested
you choose WPA-personal for “Security Mode” and AES for
“WPA Algorithms.” Please note that all connecting wireless
devices will need to match these security settings in their
connection settings. More details please refer to the Appendix Two.
In this section, three common encryption methods are introduced.

6.2.1 WPA-Personal

WPA (Wi-Fi Protected Access), a Wi-Fi standard, is a more recent
wireless encryption scheme, designed to improve the security
features of WEP. It applies more powerful encryption types (such
as TKIP [Temporal Key Integrity Protocol] or AES [Advanced
Encryption Standard]) and can change the keys dynamically on
every authorized wireless device.
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551D -- "Tenda"

Security Mode WPA - Personal v
WP Algprithms @AEs OTKIP  TKIPZAES
Pass Phass 12345678

Key Renewal Interval 3600 | second

Notice: Wizeless Security Seltings
802,112 only defines thise standand encryption methods: Open-Noxe (Dissble),
WE:- Porsonal- AES, WE A 2-Fersonsl AES. Other encryplion msthods are
nonstandard. There uay be compatioility probles among different
waactuers.

»  WHPA Algorithms: Provides TKIP [Temporal Key Integrity
Protocol] or AES [Advanced Encryption Standard].

»  Pass Phrase: Enter the encrypted characters with 8-63
ASCII characters.

»  Key Renewal Interval: Set the key’s renewal period.

6.2.2 WPA2- Personal

WPA2 (Wi-Fi Protected Access version 2) provides higher

security than WEP (Wireless Equivalent Privacy) or WPA (Wi-Fi

Protected Access). Besides TKIP encryption, new AES encryption

mode is provided.
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SSID -~ "Tenda"
Security Mode WYPAZ - Personal v

WEA Algorithms @45 QTKIP O TKIPRAES
Pass Pluase 12345678

Key Renewsl Interval 3600 |serond

Dotice: Wizeless Seourity Settings
502,112 ouly defines thrze standard encryption wethods: Open-Nons (Disdlle),
WE/- Personal- AES, WE #2-Fersonal:ES. Other encryption methods are
nonstandard. Thete sy be corapatibility problens aong different
manufactuers

»  WHPA Algorithms: Provides TKIP [Temporal Key Integrity
Protocol], AES [Advanced Encryption Standard] or
TKIP&AES mixed mode.

»  Pass Phrase: Enter the encrypted characters with 8-63
ASCII characters.

»  Key Renewal Interval: Set the key’s renewal period.

6.2.3 Mixed WEP

WEP (Wired Equivalent Privacy), a basic encryption method,
usually encrypts wireless data using a series of digital keys (64 bits
or 128 bits in length). By using the same keys on each of your
wireless network devices, you can prevent unauthorized wireless
devices from monitoring your transmissions or using your wireless

resources. Select Mixed WEP to enter the following window:
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S3I0 - "Tenda™

Security Mode Mixed ‘WEP [

Default Key Key 1 |w

WEFP Key 1 333333 Hex v
WEF Key 2 Hex |»
WEF Key 3 Hex |w
WEP Key 4 Hex |w|

Notice: Wireless Security Settings
802.11n only defines thee standard encryption methods: Open-Hons (Disable),
WP Personal-£:ES, WEA2-Personal-AES. Other encryption rethods are

Thers ruay be comp ‘problems among different
aafactures

Select SSID: Select the SSID (main SSID or minor SSID)
to configure security setting from the drop-down menu.
Security Mode: From the drop-down menu select the
corresponding security encryption modes.

WEP Key: Set the WEP key with the format of ASCII and
Hex.

Key Explanation: You can enter ASCII code (5 or 13
ASCII characters. lllegal character as “/” is not allowed.) Or
10/26 hex characters.

Default Key: Select one key from the four configured keys

as the current available
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6.3 Advanced Settings

This section is to configure the advanced wireless setting of the
Router, including the BG Protection Mode, Basic Data Rates,
Fragmentation Threshold, RTS Threshold, and WMM etc.

BG Protection Mods | Auto +

Basic Data Rates Default{1-255-11 Mbps) v
Beason Interval |100 10 (range 20 - 599, dlefiult 100)
Fragent Threshold _2345 {range 256 - 2346, default 2346)
RTS Threshold |[z247 (range | - 2347, defialt 2347)
T Power |1o0 {range 1 - 100, defanlt 100)
WM Capeble @ Enable O Disehle
APSD Capable O Fnshle & Disehle

Ay

» BG protection Mode: Auto by default. It is for 11lb/g
wireless client to connect 11n wireless network smoothly in
a complicated wireless area.

»  Basic Data Rates: For different requirement, you can select
one of the suitable Basic Data Rates. Here, default value is
(1-2-5.5.-11Mbps...). It is recommended not to modify this
value.

> Beacon Interval: Set the beacon interval of wireless radio.
Default value is 100. It is recommended not to modify this
value.

»  Fragment Threshold: The fragmentation threshold defines
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the maximum transmission packet size in bytes. The packet
will be fragmented if the arrival is bigger than the threshold
setting. The default size is 2346 bytes. It is recommended
not to modify this value.

RTS Threshold: RTS stands for “Request to Send”. This
parameter controls what size data packet the frequency
protocol issues to RTS packet. The default value of the
attribute is 2346. It is recommended not to modify this value
in SOHO environment.

TX Power: Set the output power of wireless radio. The
default value is 100.

WMM Capable: It will enhance the data transfer
performance of multimedia data when they’re being
transferred over wireless network. It is recommended to
enable this option.

APSD Capable: It is used for auto power-saved service.
The default is disabled.

6.4 WPS Settings
WPS (Wi-Fi Protected Setting) can be easy and quick to establish

the connection between the wireless network clients and the

device through encrypted contents. The users only enter PIN code

or press WPS button on the panel to configure it without selecting
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encryption method and secret keys by manual. In the “WLAN

settings” menu, click “WPS settings” to enter the next screen.

Youcould setup security easily by choosing FIN or FEC method to do Wi-Fi

Protected Setup
WPS Settings () Drisable ) Enabls
WES made @epec QPN
WPS Summiary
WES Curzent Status Ide
WES Configured Yo
WPS SSID: Tenda
WES futh Mode WEAZ-ESE
WS Excryp Type: S
WPS Defiult Key Indexc 2
WES Kew ASCIT). 50556686
APFIN 01090727
Resat 008

»  WRPS settings: To enable or disable WPS function. The
default is “disable”.

» WPS mode: Provide two ways: PBC (Push-Button
Configuration) and PIN code.

» PBC: Select the PBC or press the WPS button on the back
panel of the device for about one second (Press the button
for about one second and WPS indicator will be blinking for
2 minutes, which means the WPS is enabled. During the
blinking time, you can enable another device to implement

the WPS/PBC negotiation between them. Two minutes later,
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the WPS indicator will be off, which means the WPS

connection is completed. If more clients are added, repeat

the above steps. At present, the WPS supports up to 32

clients access.)

PIN: If this option is enabled, you need to enter a wireless

client’s PIN code in the field and keep the same code in the

WPS client.

WPS Summary: Show the current state of Wi-Fi

protected setting, including authorized mode, encryption

type, default key and other information.

WPS Current Status: ldle means WPS in idle state. Start

MSC process means the process has been started and waits

for being connected. Configured means the negotiation is

successful between server and clients.

WPS Configured: *“yes” means WPS feature is enabled

and goes into effect. “Not used” means it is not used.

Usually the AP-security has been enabled, here will

displayed “not used”.

WPS SSID:  Show the main SSID set by WPS.

WPS Auth. Mode: The authorization mode deployed by

WPS, generally WPA/WPA2-personal mode.

WPS Encrypt Type: The encryption type used by WPS,
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generally AES/TKIP.

» WPS key : The effective key generated by AP
automatically.
AP PIN (KEY) : The PIN code used by default.
Reset OOB: When this button is pressed, the WPS client
will be idle state, and WPS indicator will be turned off. AP
will not respond the WPS client’s requests and the set the

security mode as WPA mode.

6.5 Wireless Access Control

To secure your wireless LAN, the wireless access control is
actually based on the MAC address management to allow or block
the specific clients to access the wireless network. Select “WLAN

Setting->Access Control” to display the following screen:

MAC Address Filter. Allow ¥

MAC Address hanagement

MAC Address Action
0011:22:33:44:55

» MAC Address Filter: Allow/Block MAC address filter.
Select “off” to malfunction MAC address; “Block” to
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prevent the MAC addresses in the list from accessing the
wireless network; “Allow” to allow the MAC address in the
list to access the wireless network.

»  MAC Address Management: Input the MAC address to
implement the filter policy. Click “Add” to finish the MAC
add operation.

»  MAC Address list: Show the added MAC addresses. You

can add or delete them.

6.6 Connection Status
This page shows wireless client’s connection status, including
MAC address, Channel bandwidth, etc. Select “WLAN

Setting->connection status” to enter the following screen:

The Current Wireless Aecess List:

N MAC Address Banduwridth
0 00:50:43:00:00:05 40N

»  MAC Address: Shows current MAC addresses of the hosts
connecting to the Router.
»  Bandwidth : Shows current frequency bandwidth the

wireless client used.
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Chapter 7 DHCP Server
DHCP server is for the 3G Router, signal amplification and

wireless Router mode.

7.1 DHCP Settings

DHCP (Dynamic Host Control Protocol) is to assign an IP address
to the computers on the LAN/private network. When you enable
the DHCP Server, the DHCP Server will allocate automatically an
unused IP address from the IP address pool to the requesting
computer in premise of activating “Obtain an IP Address
Automatically”. So specifying the starting and ending address of

the IP Address pool is needed.

DHCE Sexver [4] Enahle

1P Address Start 192,168,

e 1921630, |200

Lease Time One day b
2oy

> DHCP Server: Activate the checkbox to enable DHCP server.

» IP Address Start: Enter the range of IP address pool for
DHCP server distribution.

» |IP Address End: Enter the range of IP address pool for DHCP
server distribution.

» Lease Time: The length of the IP address lease.
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For example:
If the lease time is an hour, then DHCP server will reclaim the IP

address each hour.

7.2 DHCP List and Binding

DHCP client can display computers’ IP address; MAC address,
host name and other information which are assigned by the DHCP
sever. You can manually enter the IP and MAC address; it would
be converted to static allocation. According to the computer's
MAC address, DHCP will assign the appropriate IP address. If
you can not find the corresponding static binding entry, assign a IP
from the DHCP pool to the computer. If the computer had been
bound for the IP address and MAC and they do not correspond,
then the computer will be unable to access equipment. (Through
binding prevents unauthorized to change the client IP address and

to evade the monitoring device)

Static IP
1P Address 1921680
MAC adinss  [00 }[B0 | IEN;

NO. IP Address MAC Address IP-MAC hind | Delete

| | 1921680100 | O0D:BOSCOT19F4

Host Name IP Address MAC Address Lease
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IP Address: Enter the IP address which needs to be bound.
MAC Address: Enter the MAC address of the computer
you want to assign the above IP address. Click “Add” to add
the entry in the list.

Hostname: The name of the computer which is added a new
IP address.

Lease Time: The left time length of the corresponding IP

address lease.
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Chapter 8 Virtual Server
Virtual Server feature is only for wireless signal amplification

mode and the wireless Router mode.

8.1 Port Range Forwarding

This section deals with the port range forwarding mainly. The Port
Range Forwarding allows you to set up a range of public services
such as web servers, ftp, e-mail and other specialized Internet

applications to an assigned IP address on your LAN.

The B Fof the LAN

ot The goven mrmole mogumats will b ce-idirestind b e local sevess vin U vatisal mcrver
drxg rirly . The Pet Range Forwasdeg

8 i o bl smrvioes such a3 web servess, M, e-swudl e other
et apploations on your metwnk,

HO. StartPertEnd ot To TP Abdress  Protecol Enable Delese
v [E @ Jemes[@ | Tor¥] O
2 | Jisiso[] | TCP | O
s s terls] O
e I — T
C 3 | T - |
& | Jis2sszo TCP ]
1 I 120650 TR (v
3 — T e N |
e [ Jwesol ] ToP x|
{10 I — T . |

Welk Brown
DHSIEH I 1
oo o L ]

[
8 I o R s O o R

Ooooao

»  Start/End Port: Enter the start/end port number which
ranges the External ports used to set the server or Internet
applications.

»  IP Address: Enter the IP address of the PC where you want

57



to set the applications.
»  Protocol: Select the protocol (TCP/UDP/Both) for the
application.
»  Enable: Click to check it for corresponding operation.
»  Delete: Click to empty the parameters.
> Well-Known Service Port: Select the well-known services
as DNS, FTP from the drop-down menu to add to the
configured one above.
»  Add: Add the selected well-known port to the policy ID.
For example:
The server at the IP address of 192.168.0.10 in LAN provides
WERB service at the port of 80 and Telnet service at the port of 23.
If you want the clients on the Internet to visit this server, please set
the device as the diagram above.
NOTE: If you set the virtual server of the service port as 80, you
must set the Web management port on Remote Web Management
page to be any value except 80 such as 8080. Otherwise, there will

be a conflict to disable the virtual server.

8.2 DMZ Settings

The DMZ function is to allow one computer in LAN to be
exposed to the Internet for a special-purpose service as Internet
gaming or videoconferencing.
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IMPORTANT: When enabled the DRZ host, the firewall settings of the
computer will nnt fimetion

DMZ host [P Enghle

»  DMZ Host IP Address: The IP address of the computer you
want to expose.

»  Enable: Click the checkbox to enable the DMZ host.

For example:

Set the computer at the IP address of 192.168.0.100 in LAN as a

DMZ Host to intercommunicate with another host on the Internet.

IMPORTANT:

When the DMZ host is enabled, the firewall settings of the DMZ

host will not function.

8.3 UPNP Settings

It supports latest Universal Plug and Play. This function goes into
effect on Windows XP or Windows ME or this function would go
into effect if you have installed software that supports UPnP. With
the UPnP function, host in LAN can request the router to process
some special port switching so as to enable host outside to visit

the resources in the internal host.
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Enable UPnP

>  Enable UPnP: Click the checkbox to enable the UPnP.
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Chapter 9 Traffic Control
Traffic control is used to limit communication speed in the LAN
and WAN. Up to 20 entries can be supported with the capability
for at most 254 PCs' speed control, including for IP address range

configuration.

Traffic Control M

Interface  Upload BW Download BW

WA ,r 2048 (KBJs, The handwidth can not be zem )
Protocel Port Service
Services. |TCPEUDP ][0 [aul =l
IF waees. [ [
UpDown: m
BWRaer: | W] (KB The bandwidth cannot be zem)
hppl: [
‘ Num ‘Port I[PI UpDown ‘ BWRange ‘ soply ‘Edi( ‘Del

»  Enable Traffic Control: To enable or disable the internal IP
bandwidth control. The default is disabled.

» Interface: To limit the uploading and downloading
bandwidth in WAN port.

»  Service: To select the controlled service type, such as HTTP
service.

» IPAddress: The range of IP addresses, it can be a single IP
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or IP segment.

UP/Down: To specify the traffic heading way for the
selected IP addresses: uploading or downloading.
Bandwidth Range: To specify the uploading/downloading
Min. /Max. Traffic speed (KB/s), which can not exceed the
WAN speed.

Apply: To enable the current editing rule. If not, the rule
will be disabled.

Add: After edit the rule, click the “add to list” button to add
the current rule to rule list.

Apply: Click “Save” to activate the current rule.

Cancel: Click “Cancel” to drop all setting saved last time.
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Chapter 10 3G WAN Traffic and Connection Timer

10.1 3G WAN Traffic

In 3G WAN mode, 3G WAN traffic function is supported. Click
"3G WAN traffic" you can check the router's Internet traffic,
transmission rate, transmission data volume and traffic for nearly
two months, so that you can know how much the traffic that the

3G modem card accesses the Internet without running up bills.

2G Reurer “Wiraless AP T T

Syviem Starms
Setup Wisard
Advanced Seitlags
WLAN Sattings
DHCP Servar
Virtual Server
Traffic Contrsl

Seeuriey Sesings
Reuting Sertings
Syitem Toals
Lagent

Notice: this function is only for 3G WAN.
In 3G Router mode, 3G WAN traffic is used to calculate the
traffics of WAN port. Click “3G WAN Traffic” then you can

inquiry the status such as the status

10.2 Connection Timer
In 3GWAN mode, Connection Timer function is supported. Click
“System Status" then you can see the WAN port connection time,
internet access time of this month and other status.
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Connection Status

WANTP
Subnet Mask

Gateway

Primary DNS Server 2111361926
Secondary DNS Server

Connsction Mode 3G WAN
Connsction Time 00:0239
Timer of this month 01:35:06

Note:The result of 3G WAN Traffic and Connection Timer are
only for reference. This device can only calculate the status that
the 3G modem card plugs into the device. The actual statistics is

subject to the ISP.
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Chapter 11 Security Settings

The security settings are for the 3G Router, the Wireless signal
amplification mode and the Wireless Router mode. The security
settings of wireless access point (AP) mode please refer to
Chapter 6.

11.1 Client Filter Settings
To benefit your further management to the computers in the LAN,

you can control some ports access to Internet by data packet filters
function.

Client Filtering Settings

Access Policy:| 10) |™

Enable: Delete the Policy [ Clear |
" Diszble

Filtering Mode: access the Internet
& Enable

Policy Name
Start IP: 192.168.0[100 |
EndIP 192168.0[100 |
Port

Type TCP [v]

Times: |9 |v)[0 [v] [18]«]0 [+]

Date: [F]Everyday | |Sun [ |Mon | | Tue | |Wen | Thr [ |Fri | |Sat

»  Client Filter: Check to enable client filter.
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»  Access Policy: Select one number from the drop-down
menu.

»  Enable: Check to enable the access policy.

»  Filter Mode: Click one radio button to enable or disable to
access the Internet.

»  Policy Name: Enter a name for the access policy selected.

»  IP Start/End: Enter the starting/ending IP address.

»  Port: Enter the port range based over the protocol for access
policy.

»  Type: Select one protocol (TCP/UDP/Both) from the
drop-down menu.

»  Times: Select the time range of client filter.

»  Days: Select the day(s) to run the access policy.

For example:

If you don’t want the computer at the IP address of 192.168.0.100

to access the Internet from 9: 00 to 18: 00 everyday without

restrictions to other computers in LAN, you need to set the packet

filtering list as the above diagram.

11.2 URL Filter Settings

In order to control the computer to have access to websites, you

can use URL filtering to allow the computer to have access to

certain websites at fixed time and forbids it having access to
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certain websites at fixed time.

URL Filfering Setting Enable

Access Policy:| 10 %]

Ensble Delete the Policy[ Clear |

" Disable

Filtering Mods access the Internet
¥ Enable

Poticy Neme

Start IP: 192.16¢

End TP 1921680
URL

Tames: |3 [¥]{0 [w]-[18[x]i0 [¥]

Date: ] Everyday | Sum | Mon [ |Tue | |Wen | |Thr [ |Fd [ Sat

»  URL Filter: Check to enable URL filter.

»  Access Policy: Select one number from the drop-down
menu.

»  Enable: Check to enable the access policy.

»  Filter Mode: Click one radio button to enable or disable to
access the Internet.

»  Policy Name: Enter a name for the access policy selected.

»  Start/End IP: Enter the starting/ending IP address.

»  URL: Specify the text strings or keywords needed to be
filtered. If any part ~ of the URL contains these strings or
words, the web page will not be accessible and displayed.

»  Times: Select the time range of client filter.
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»  Days: Select the day(s) to run the access policy.

»  Apply: Select Apply to enable the settings.

For example:

If you want the computer at the IP address of 192.168.0.123 to
access the Internet from 9: 00 to 18: 00 everyday and only can
search the WEB pages contain the strings such as sina, sohu, and
yahoo, you need to set the packet filtering list as the above
diagram. (Notice: different strings need to be aparted by a

comma.)

11.3 MAC Address Filter
In order to manage the computers in LAN better, you could
control the computer’s access to Internet by MAC Address Filter.

MAC Filtering Settings Enable

Access Policy: [ 1) |%
Enable: [#]  Delete the Policy:

% Disable
Filtering Mode: access the Internet
 Enable

Times: |8 w10 [v]-[18]¥][0 [v]

Date: Pl Everyday | |Sun | /Mon | Tue | | Wen | |The | [Fri [ Sat
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»  MAC Address Filter: Check to enable MAC address filter.

»  Access Policy: Select one number from the drop-down
menu.

»  Enable: Check to enable the access policy.

> Filter Mode: Click one radio button to enable or disable to
access the Internet.

»  Policy Name: Enter a name for the access policy selected.

»  MAC Address: Enter the MAC address you want to run the
access policy.

»  Times: Select the time range of client filter.

»  Days: Select the day(s) to run the access policy.

»  Apply: Select Apply to enable the settings.

For example:

If you want to configure the host with MAC address
00:22:15:55:2A:15 not to access the Internet at 9: 00-18: 00,

you need to set it as above.

11.4 Prevent Network Attack

This section is to protect the internal network from exotic attack
such as SYN Flooding attack, Smurf attack, LAND attack, etc.
Once detecting the unknown attack, the Router will restrict its

bandwidth automatically.

The attacker’s IP address can be found from the “System Log”.
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»  Prevent Network Attack: Check to enable it for attack

prevention.

Prevent Hetwork Attack

11. 5 Remote Web Management
This section is to allow the network administrator to manage the
Router remotely. If you want to access the Router from outside the

local network, please select the “Enable”.

Enble

WANIF Address{218.88.8333  |-[218.88.93.33

»  Enable: Check to enable remote web management.

»  Port: The management port open to outside access. The
default value is 80.

»  WAN IP Address: Specify the range of the WAN IP address

for remote management.
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Note: 1. If you want to login the device’s Web-based interface via
port 8080, you need use the format of WAN IP address: port (for
example http //220.135.211.56:8080) to implement remote login.
2. If your WAN IP address starts and ends with 0.0.0.0, it means
all hosts in WAN can implement remote Web management. If you
change the WAN IP address as 218.88.93.33-218.88.93.35, then
only the IP addresses as 218.88.93.33, 218.88.93.34 and
218.88.93.35 can access the Router.

For example:

If you want to configure the IP address 218.88.93.33 to access the

device’s web interface, please set it as above.

11.6 WAN Ping

The ping test is to check the status of your internet connection.
When disabling the test, the system will ignore the ping test from
WAN.

Iznore the Ping from WAN

»  Ignore the Ping from WAN:

Check to ignore the ping request and give no reply.
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Chapter 12 Routing Setting

Routing Table

The main duty for a router is to look for a best path for every data
frame, and transfer this data frame to a destination. So, it’s
essential for the router to choose the best path, i.e. routing
arithmetic. In order to finish this function, many transferring paths,
i.e. routing table, are saved in the router, for choosing when
needed.

Destination [P Subnet Mask Galeway Meiric,  Interface
19216301 | 255255255255 0000 0 pepl
239235255250 | 235255253255 0000 0 b
19216200 | 2552552550 0000 i b
0000 0000 0000 il pppl
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Chapter 13 System Tools

13.1 Time Settings

This section is to select the time zone for your location. If you turn
off the Router, the settings for time disappear. However, the
Router will automatically obtain the GMT time again once it has

access to the Internet.

Tirme Zone:
(GMT+08:000Bejing,China, Hong Kong Singapore, Taipei b
(Motice: GIVT tiae canbe obtained only after accessing to the Internet.)

Custommized time: [

I N N 1 N

» Time Zone: Select your time zone from the drop-down
menu.

»  Customized time: Enter the time you customize.

Note:

When the Router is powered off, the time setting will be lost.
Before the Router will obtain GMT time automatically, you need
connect with the Internet and obtain the GMT time, or set the time
on this page first. Then the time in other features (e.g. firewall)

can be activated.
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13.2 DDNS

The DDNS (Dynamic Domain Name System) is supported in this
Router. It is to assign a fixed host and domain name to a dynamic
Internet IP address, which is used to monitor hosting website, FTP
server and so on behind the Router. If you want to activate this
function, please select “Enable” and a DDNS service provider to

sign up.
DDNS * Enghle O Dissble
Service Provider DynDMS.com % Sign up
o e
Password
Doorain Name
Bgply

»  Main Features:
Owing to ISP most times provides dynamic IP address,
DDNS is used to capture the changeable IP address and
match the fixed domain. Then users can have access to the
Internet to communicate with others.
DDNS can help you establish virtual host in your home and
company.

> DDNS: Click the radio button to enable or disable the
DDNS service.
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»  Service Provider: Select one from the drop-down menu and
press “Sign up” for registration.

» User Name: Enter the user name the same as the
registration name.

»  Password: Enter the password you set.

»  Domain Name: Enter the domain name which is optional.

For example:

In the local host 192.168.0.10 establish a Web server, and register
in 3322.0rg as follows:

User name tenda
Password 123456
Domain Name tenda.vicp.net

After mapping the port in the virtual server, setting account

information in DDNS server and in the address field entering

http://tenda.3322.0rg, you can access the Web page.

13.3 Backup/Restore Settings

The device provides backup/restore settings, so you need set a

directory to keep these parameters.
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The device provides backup selings, so you

need set a directony to keep these p ‘ el ‘
Please choose restore file:
|Corowse ]
Backup Setting:

Click “Backup” button to back up the Router’s settings and
select the path for save.

= ~

File Download

Do you want to open or save this file?

Cla Mame: Roukerchm,cfg
[wit=) Type: Microsoft Office Outlook , 6,10 KB
From: 192.168.0.1

Open ] [ Save ] [ Cancel

[¥] Alwvays ask before opening this type of file

‘while fles from the Internet can be useful, some files can potentially
harm pour computer, I you do not trugt the source, do not open or
save this file. \w/hat's the risk?

Click “Save” to save the configuration files.
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>

Restore Setting:

Click “Browse” button to select the backup files.

e

My Recart
Documents
Deskice
-~
Wy Documents
L]
My Comgute

My Hisheork
Flacns

¥y Doxumends

i My Computer
Sdbty Merwork Flaces
G adebe asder 2.0
-

ties
ha_Hypersna
et Fekder

Xz

L Bontenim g

e Shorteut bo ewEnage

ke s [ B

Filez of hype: Al Files "] x|

ook e [ oo =]

Cpen I
Corxel

Click “Restore” button to restore previous settings.

The device provides & 12 settitgs, 50 you
2 Backi

need set & direstory to keep thss pararusters (|

Please choose restors fils:

|CiDocuments and Settif [ Browse.. |  [Resare

14.4 Restore to Factory Default Setting

This button is to reset all settings to the default values. It means

the Router will lose all the settings you have set. So please Note

down the related settings if necessary.
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Restore to Factory Default Settings

»  Restore: Click this button to restore to default settings.
»  Factory Default Settings:
User Name: admin
Password: admin
IP Address: 192.168.0.1
Subnet Mask: 255.255.255.0
NOTE: After restoring to default settings, please restart the

device, then the default settings can go into effect.

13.5 Upgrade Firmware
The Router provides the firmware upgrade by clicking the
“Upgrade” after browsing the firmware upgrade packet which you

can download from www.tenda.cn.

Selert the firmrare version:

The current firmowrare version: W3 3g0002_EN-Dec 26 2009

IVPORTANT: Do not pawer off the systera duing the finvraze upgrads to
vaid daaging the device, The outer will rebaot after the upgrads
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»  Browse: click this button to select the upgrade file.

»  Upgrade: click this button to start the upgrading process.
After the upgrade is completed, the Router will reboot
automatically.

Note: Do not disconnect the device during the upgrade.

13.6 Reboot the Router
Rebooting the Router makes the settings configured go into effect

or to set the Router again if setting failure happens.

Click hete to reboot the router,

e 10%

Reboot the router: Click this button to reboot the device.

13.7 Password Change
This section is to set a new user name and password to better

secure your router and network.
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Hote:User Name and Password makeup only by nurber oxfand letter

G
O e
=

Ro-enter o Confim

User Name: Enter a new user name for the device.
Old Password: Enter the old password.

New Password: Enter a new password.

YV V V V

Re-enter to Confirm: Re-enter to confirm the new
password.
Note: It is highly recommended to change the password to secure

your network and the Router.

13.8 System Log
The section is to view the system log. Click the “Refresh” to
update the log. Click “Clear” to clear all shown information. If the

log is over 150 records, it will clear them automatically.
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Page | content

1 2007-03-29 09:36:13 System  [system start
2007-03-29 09:36:21 IDHCP  [Send discover
2007-03-29 09:36:21 IDHCP  |Get ip success

»  Refresh: Click this button to update the log.
»  Clear: Click this button to clear the current shown log.

13.9 Logout
After you have finished the settings completely, in logout page

click “Yes” to logout the web management page.
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Appendix I : How to “Obtain an IP Automatically”
If you enable DHCP (default), you can get the IP address,
Gateway, DNS automatically to access the internet. Please set you
device as below.

1. On your computer desktop right click “My Network Places”
and select “Properties”.

Open
Explore
Search for Computers...

Map Metwark Drive. ..
Disconnect Metwark Drive. ..

Create Shortcut
Delete
Rename

Propert

2. Right click “Local Area Network Connection” and select
“Properties”. If you use wireless connection, please click
“Wireless Network Connection”.
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Hin Bt Vew  Fvorte Tedk  Advwed el r
Qs - D - (F| Pswen [ roes | [57-

3. Select “Internet Protocol (TCP/IP)” and click “Properties”.

Gare s
Conimect usng:

B Rleatsh ATLOIN Famiy PO Fast O | |

Thes et i e liobaveng drans
| s Packat Scheduien

| B Y AEGIS Protocd JEEE SL14) w3530
4 v eRdma Frekea (TCeARY|

B

el

p— J &
« Deseription

I::mmtﬁdli Protocol/Tnlmnet Fiolocel The delad.

‘s dees pevconnecied nstwks.

] Shews ieom in mosilication aira when conrected
= i
el

] o]
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4. Select “Obtain an IP address automatically”

seitrge avngned btk aupposts
this capabity. Cthenwite. you rted 10 atk you rstwerk. sdminististor for
the: apgecprintn [P artings
() Dbtsin an I adders aubomsticshy
{0 Use e b IF s
(&) Ditnin D server addines automaticaly
0 U B [okorrrg DN smtven ackdhesees:

5. Select “Status” within “Local Area Connection " — click
"support "dialog box, you can see whether you have got the IP.

| Ba Local Area Connection 3 Statu 2JEd
Genesl| St |

[ T

g ATy Assgred by DHEP
S e 1921680100
Sxbrust Mah: 2952952950
Dl dl Gsbomingy 152601
Windowt 8 nt detect cecblems wath i
Cornechn l s oot conmech e
Fepas.
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Appendix II: How to set the network adapter after

device encrypted
When the device is encrypted, you need to enter password to
connect to the wireless device to access the internet. Set up a
wireless network adapter as follows:
1. On your computer desktop right click “My Network Places”
and select “Properties”.

LAN or High-5peed Internet

Local Area Connection 3 ‘Wireless Metwork Connection 2
:)J Connecked 5 Mok connecked
[ | InkeliR) PROYI00 VE Metwark ... | T () 802.11n USE WWireless LAN Card

2. Right click “Wireless Network Connection” and select “View
Available Wireless Network”. The entire wireless signal will be
shown in the interface. Please select “Tenda”. If you don’t find it,
please click “Refresh Network List”.

Samanrk Tasks Choose & wireless network
ek ek et
g e
2 S0t 4 vl 'T' e £
Ursecared rrsess rebwark, i
Welated Tasks ..T.. Mabidata_n
1 o Ursscured mrsiest rabecrt will
(i) Ve Publc
- i Sacrty4vabind wnslot itk (48] il
"ﬂ” Tends
© Sexurty-wrbled el st (WPA) atl
, v
ek, chok Cornert.

85



3. Select “Tenda” and click “Connect” or double-click “Tenda”,
input the “Network key” and “Confirm network key” to connect

the Router
| el s cnenton x|
Mistrek Ttk Choose a wireless network
® ad -

B s
Fir v o gk e

BT e

L’m" Tyom ok, s e ot
i Chargethe ery it ey = I
Cortimratas by | [reeeseen o | il
& Charge whears
= [ommt | _cons |
alll
t(iu Mubidata_n
b ke ket il
t(?’) Tenda_Publ
=

4. “Connected” will be shown in the interface as the following

diagram.

Connected =

aill
il
will

will

will
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Appendix III Glossary
3G

3G, the 3rd Generation, refers to the third digital communication
technology. It can manage multi-media such as image, audio, and
video streams etc. and provide different communication services
such as web browse, telephone session, and electronic business

etc.
CDMA2000

CDMAZ2000, also called CDMA Multi-Carrier, is one of the
current three 3G standards in the world which was put forward by
an American company. The system derives from narrow frequency
CDMAOne digital standard. You can upgrade the original
CDMAORne structure to 3G with cheap construction cost.
WCDMA

WCDMA (Wideband CDMA), also called CDMA Direct Spread,
is the broadband CDMA technology which was put forward by
Europe. It is the standard of 3G technology which was developed
from GSM network. The standard has put forward the evolved
strategy. The system can be established on the present GSM
network. The system provider can change into this system easily
and it would be accepted widely in Asia. Thus, W-CDMA has a
born advantage in market and is one of the three 3G standards in
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the world.
Channel

An instance of medium use for the purpose of passing protocol
data units (PDUs) that may be used simultaneously, in the same
volume of space, with other instances of medium use(on other
channels) by other instances of the same physical layer
(PHY),with an acceptably low frame error ratio(FER) due to
mutual interference.
SSID
Service Set Identifier .An SSID is the network name shared by all
devices in a wireless network. Your network’s SSID should be
unique to your network and identical for all devices within the
network. It is case-sensitive and must not exceed 20 characters
(use any of the characters on the keyboard).Make sure this setting
is the same for all devices in your wireless network.
WEP
Wired Equivalent Privacy (WEP) is the method for secure
wireless data transmission. WEP adds data encryption to every
single packet transmitted in the wireless network. The 40bit and
64bit encryption are the same because of out 64 bits, 40 bits are
private. Conversely, 104 and 128 bit are the same. WEP uses a
common KEY to encode the data. Therefore, all devices on a
wireless network must use the same key and same type of
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encryption. There are 2 methods for entering the KEY; one is to
enter a 16-bit HEX digit. Using this method, users must enter a
10-digit number (for 64-bit) or 26-digit number (for 128-bit) in the
KEY field. Users must select the same key number for all
devices. The other method is to enter a text and let the computer
generate the WEP key for you. However, since each product use
different method for key generation, it might not work for
different products. Therefore, it is NOT recommended using.
WPA/WPA2

A security protocol for wireless networks that builds on the basic
foundations of WEP. It secures wireless data transmission by
using a key similar to WEP, but the added strength of WPA is that
the key changes dynamically. The changing key makes it much
more difficult for a hacker to learn the key and gain access to the
network.WPA2 is the second generation of WPA security and
provides a stronger encryption mechanism through Advanced
Encryption Standard (AES), which is a requirement for some

government users.
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Appendix IV: Troubleshooting
In this part some questions and problems shown during the
Router’s usage and installation will be given suggesting answers.
If your problems are not in the list, please log into our website
www.tenda.cn or send an E-mail to support@tenda.cn, and we
will reply you in the earliest time.
1. Enter the IP address but can not visit the WEB management
interface. What can I do?
Please make sure the cable is well connected and the
corresponding indicator is light.
Make sure the device is not in Wireless Router mode. In this mode,
you can visit the WEB interface only by Wireless network.
In the wireless access point (AP) mode, your computer must
specify an IP (192.168.0.2 ~ 192.168.0.254) to access the device.
Please click
“Start" - " Run "to enter “ping 192.168.0.1"to diagnose whether the
device is connected. If it can ping pass, then check whether your
browser enable a proxy server. If enabled please disable it. If you can
not ping pass, you can hold down the "RESET" button for 7 seconds
to restore the factory settings, and “ping192.168.0.1” again.
2. Forget the login password and can not enter the setting page.
What can | do?

Press the “RESET” button for 7 seconds to restore the Router to
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default settings.
3. The computer connected with the Router shows IP address
conflict. What can | do?
Check if there are other DHCP servers in the LAN. If there have,
disable them.
The default IP address of the Router is 192.168.0.1 and please
maker sure the address is not occupied by other devices. If there
are two computers with the same IP addresses, please modify one.
4. My computer can not log in equipment; can not access the
internet, and a yellow triangle with exclamation point symbols
shows, how to deal with?
This problem is due to your network card is not assigned the IP
address. If set your computer to automatically obtain IP, please
ensure that the source of the router's DHCP is turned on. DHCP
can automatically assign an IP address to your computer. If there
is no DHCP, please set a static IP address and fill in gateways and
DNS, otherwise you can not access Internet.
5. I can not use E-mail and access the Internet. What can | do?
It happens in ADSL connection and Dynamic IP users. And you
need modify the default MTU value (1492). Please in the “WAN
Setting” modify the MTU value with the recommended value as
1450 or 1400.
6. How can | configure and access the Internet via Dynamic
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IP?

In Setup Wizard of the Web utility interface, select “Dynamic IP”
connection type and click “Save” to activate it. As some ISPs bind
the user computer’s MAC address, you need to clone the Router’s
WAN MAC address to the bind21ling PC’s MAC address. Select
“MAC Address Clone” in “Advanced Setting” to input your
computer’s MAC address and click “Apply” to activate it.

7. How to share my computer’s source with other users in
Internet?

If you want Internet users to access the internal server via the
Router such as e-mail server, Web, FTP, you can configure the
“Virtual Server” to come true.

Step 1: create your internal server, make sure the LAN users can
access these servers and know related service port. For example,
Web server’s port is 80; FTP is 21; SMTP is 25 and POP3 is 110.
Step 2: in the Router’s web click “Virtual Server” and select
“Single Port Forwarding”.

Step 3: input the external service port given by the Router, for
example, 80.

Step 4: input the internal Web service port, for example, 80.

Step 5: Input the internal server’s IP address. If your Web server’s
IP address is 192.168.0.10, please input it.

Step 6: select the communication protocol used by your internal
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host: TCP, UDP, ICMP .
Step 7: click “Apply” to activate the settings.
The following table has listed the well-known application and

service port:

Server Protocol Service Port
WEB Server TCP 80
FTP Server TCP 21
Telnet TCP 23
NetMeeting TCP 1503, 1720

File Send:6891-6900(TCP)
MSN Messenger TCP/UDP Voice:1863. 6901(TCP)
\oice:1863. 5190(UDP)

PPTP VPN TCP 1723
Iphone5.0 TCP 22555
SMTP TCP 25
POP3 TCP 110

8. Why can’t | use wireless WAN function to access the
Internet?

a. Please make sure that the wireless adapter can access the
Internet when connected to the computer, wireless signals
scanned by the adapter are strong enough, and quality of signals
is good enough. If it can scan too many wireless signals, we

recommend you to use 11b/g mode for reducing interference.
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b. Please make sure that the needed parameters such as SSID,
MAC address etc. are correct. It is recommended to use Auto
Scan to finish the settings in the setup process.

c. Please make sure that IP address range obtained at WAN port
are different as the one obtained at LAN port. If they are at the
same range, you can modify the LAN IP address to solve the
problem.

d. Please do not detach any antenna of the wireless
Router when you are using the Router.

After trying all the above steps, if you still can’t access the

Internet, you can contact us for support.
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AppendixV : Complied 3G Modem Card List

Brand Model Brand Model

Tenda 3G189C D-LINK DWM_162U5
HUAWEI EC169 D-LINK DWM_162
HUAWEI EC169 New DCWL 390
HUAWEI EC1260 China Ruijie EV2000
HUAWEI EC1260 New GXZG GX100C
HUAWEI EC1260 India MACAO CTM H21
HUAWEI EC1261 WEWINS uU602D
HUAWEI ET128 ChangHe 868
HUAWEI E1750 HiNet E220
HUAWEI EC226 TURKCELL E176G
HUAWEI E1630 TMobile \Vodafone E220
HUAWEI E176G Vodafone K3520
HUAWEI E176 Chile Cricket UM185C
HUAWEI E180 Cricket AB00
HUAWEI EC170 BT T-Mobile UMG181
HUAWEI EC168C_Relian AT&T USBConnect

ce mercury

HUAWEI EC168C_Tata AT&T Gl10322
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HUAWEI MD-@ HSUPA Sprint USB 598
HUAWEI E160E Sprint U150
HUAWEI E1550 Sprint U760
HUAWEI EZ220 3G UK \erizon USB760
HUAWEI BASE e.plus Verizon UMW190vW
E169
Vtion E1916 Verizon UMW190
ZTE MU351 Verizon UMW175VW
ZTE AC580 Ttec WS 119
ZTE AC581 Ttec WS220
ZTE AC581 Newl cCcu 680
ZTE AC581 New2 ccu 650
ZTE AC560 Intertel leader C810
ZTE AC560-New Sierra USB306
ZTE MF626 Chile BeiFang EC805U
Qingniao
ZTE MF626 DTM 5731E
TMobile
ZTE AC2736 DeUnite DU360
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ZTE AC2746 DeUnite DU456
ZTE AC8710 DeUnite DU458
ZTE MF637U JinXunChi EV169
ZTE MU350 TIMESPOWER | WM2080A-110
ZTE MF622 T-Linking T-Linking
ZTE MF627 CM810EV
ZTE AC2726 MC727
ZTE AC2726 LKT 828
Reliance

ZTE AC8700 BSNL Modem LC625
ZTE AC8710 TATA

ChangHong CH600
Datang AirCard 901

Remark:

1. The 3G modem cards in the above list are compatible with
this 3G Router. Please confirm that the 3G modem card you
purchased is in the compatibility list. Only the cards in the
compatibility list can be supported by this Router.

2. We will keep updating the firmware to support the new 3G
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modem cards. If you find that our Router can not support

your 3G modem card, please visit our official website

www.tenda.cn to download new firmware.

Huawei EC226 . EC122 . E176G, Viton E1916, ZTE

MU351 and GXZG LKT828 are added in VVO.5.

You are recommended to use the extended USB line to

connect your 3G modem card with the 3G Router to reach a

better effect.

New functions supported in this version:

a. Dial on demand: when there is no access to the Internet, the
network will be automatically disconnected to save
network costs.

b. 3G WAN Traffic and Connection Timer function are
supported so that you can clearly know the using time and

traffics without running up bills.
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FCC Statement
This equipment has been tested and found to comply with the

limits for a Class B digital device, pursuant to part 15 of the
FCC rules. These limits are designed to provide reasonable
protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate
radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful
interference to radio communications. However, there is no
guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful
interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one or more
of the following measures:

-Reorient or relocate the receiving antenna.

-Increase the separation between the equipment and receiver.
-Connect the equipment into an outlet on a circuit different
from that to which the receiver is connected.

-Consult the dealer or an experienced radio/TV technician for
help.

To assure continued compliance, any changes or

modifications not expressly approved by the party
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responsible for compliance could void the user’s authority to
operate this equipment. (Example- use only shielded
interface cables when connecting to computer or peripheral

devices).

Radiation Exposure Statement

This equipment complies with FCC RF radiation exposure
limits set forth for an uncontrolled environment. This
equipment should be installed and operated with a minimum
distance of 20 centimeters between the radiator and your
body and must not be co-located or operating in conjunction
with any other antenna or transmitter.

Operation is subject to the following two conditions:

(1) This device may not cause harmful interference, and

(2) This device must accept any interference received,

including interference that may cause undesired operation.

Caution!

The manufacturer is not responsible for any radio or TV
interference caused by unauthorized modifications to this
equipment. Such modifications could void the user authority
to operate the equipment.

Canada Statement
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This Device complies with RSS-210 of the IC Rules,

Operation is subject to the following two conditions:

(2). This device may not cause interference and

(2). This device must accept any interference received,,
including interference that may cause undesired operation.

To reduce potential radio interference to other users, the
antenna type and its gain should be so chosen that the
EIRP is not more than required for successful
communication

To prevent radio interference to the licensed service, this
device is intended to be operated indoors and away from

windows to provide maximum shielding
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