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1 Safety Precautions

Read the following information carefully before operating the device. Please follow

the following precaution items to protect the device from risks and damage caused
by fire and electric power:

Use volume labels to mark the type of power.

Use the power adapter that is packed within the device package.

Pay attention to the power load of the outlet or prolonged lines. An
overburden power outlet or damaged lines and plugs may cause electric
shock or fire accident. Check the power cords regularly. If you find any
damage, replace it at once.

Proper space left for heat dissipation is necessary to avoid any damage
caused by overheating to the device. The holes on the device are designed
for heat dissipation to ensure that the device works normally. Do not cover
these heat dissipation holes.

Do not put this device close to a place where a heat source exits or high
temperature occurs. Avoid the device from direct sunshine.

Do not put this device close to a place where is over damp or watery. Do not
spill any fluid on this device.

Do not connect this device to any PC or electronic product, unless our
customer engineer or your broadband provider instructs you to do this,
because any wrong connection may cause any power or fire risk.

Do not place this device on an unstable surface or support.
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2 Overview

The DSL Router is a highly ADSL2+ Integrated Access Device and can support
ADSL link with downstream up to 24 Mbps and upstream up to 1 Mbps. It is
designed to provide a simple and cost-effective ADSL Internet connection for a
private Ethernet or 802.11g/802.11b/802.11n wireless network. The Router
combines high-speed ADSL Internet connection, IP routing for the LAN and
wireless connectivity in one package. It is usually preferred to provide high access
performance applications for the individual users, the SOHOs, and the small
enterprises.

The Router is easy to install and use. The Modem connects to an Ethernet LAN or
computers via standard Ethernet ports. The ADSL connection is made using
ordinary telephone line with standard connectors. Multiple workstations can be
networked and connected to the Internet by a single Wide Area Network (WAN)
interface and single global IP address. The advanced security enhancements,
packet filtering and port redirection, can help protect your network from potentially
devastating intrusions by malicious agents from outside your network.

Network and Router management is done through the web-based management
interface that can be accessed through the local Ethernet using any web browser.
You may also enable remote management to enable configuration of the Router via
the WAN interface.

2.1 Application

Home gateway

SOHOs

Small enterprises

Higher data rate broadband sharing
Audio and video streaming and transfer
PC file and application sharing
Network and online gaming

2.2 Features

° User-friendly GUI for web configuration
2
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Several pre-configured popular games. Just enable the game and the port
settings are automatically configured.
Compatible with all standard Internet applications
Industry standard and interoperable DSL interface
Simple web-based status page displays a snapshot of system configuration,
and links to the configuration pages
Downloadable flash software updates
Support for up to 8 permanent virtual circuits (PVC)
Support for up to 8 PPPOE sessions
Support SNMP v2, RIP v1 & RIP v2, NAT
WLAN with high-speed data transfer rates of up to 300 Mbps, compatible
with IEEE 802.11b/g/n, 2.4GHz compliant equipment
Optimized Linux 2.6 Operating System
IP routing and bridging
Asynchronous transfer mode (ATM) and digital subscriber line (DSL) support
Point-to-point protocol (PPP)
Network/port address translation (NAT/PAT)
Quality of service (QoS)
Wireless LAN security: WPA, 802.1x, RADIUS client
Virtual private network (VPN): IPSec
Secure socket layer virtual private network (SSL VPN)
Universal plug-and-play
File server for network attached storage (NAS) devices
Print server
Web filtering
Management and control

Web-based management (WBM)

Simple network management protocol (SNMP)

Command line interface (CLI)

TR-069 WAN management protocol

TR-064-LAN-side DSL CPE configuration
Remote update
3G Mobile WAN connection
System statistics and monitoring
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° DSL router is targeted at the following platforms: DSL modems, wireless
access points and bridge.
° Port Control Protocol

2.3 Standards Compatibility and Compliance

Support application level gateway (ALG)
ITU G.992.1 (G.dmt)
ITU G.992.2 (Gliite)
ITU G.994.1 (G.hs)
ITU G.992.3 (ADSL2)
ITU G.992.5 (ADSL2+)
ANSI T1.413 Issue 2
IEEE 802.3

IEEE 802.3u

IEEE 802.11b

IEEE 802.11g

IEEE 802.11n
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3 Hardware Description and Hardware Installation

3.1 Hardware Description

3.1.1 Front Panel

O 0000 0 0 @

Power DSL Infemet LAM4 LAN3 LANZ LAM1 USH
WLAN WP3

Figure 1 Front panel

The following table describes the indicators on the front panel.

Indicator | Color | Status Description
on The device is powered on and the device operates
normally.
Green - - :
Blink The software is upgrading.
Power .
Off The device is powered off.
Red On The device is initiating.
Blink The software is upgrading.
On DSL link has established.
DSL Green |Blink The DSL line is training.
Off Device is powered off.
on Internet is synchronized successfully in the route
mode.
Green - - : .
Internet Blink Internet data is being transmitted.
Off Ethernet interface is disconnected.
Red On Authentication has failed.
On The Ethernet interface is connected.
LAN ) Data is being transmitted through the Ethernet
Green | Blink )
1/2/3/4 interface.
Off The Ethernet interface is disconnected.
USB Green |On The connection of 3G or USB flash disk has

5
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Indicator | Color | Status Description
established.
Blink Data is being transmitted.
Off No signal is detected.
On WLAN is enabled.
) Data is being transmitted through the wireless
WLAN Green | Blink )
interface.
Off WLAN is disabled.
on Connection succeeds under Wi-Fi Protected
Setup.
WPS Green Blink Negotiation is in progress under Wi-Fi Protected
Setup.
Off Wi-Fi Protected Setup is disabled.

3.1.2 Rear Panel

LANT

LANZ LAN3 LAN4

Figure 2 Rear Panel

Figure 3 Side Panel

The following table describes the interfaces or the buttons on the rear panel.

Interface Description

DSL RJ-11 port: Connect the router to DSL connector or splitter through
telephone cable.

LAN 4~1 RJ-45 port, for connecting the router to a PC or another network
device.
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Interface Description

Reset Press the button for at least 1 second and then release it. System
restores the factory default settings.

USB For connecting the 3G network adapter or other USB storage
devices.

Power Power interface, for connecting the power adapter.

On/Off Power switch.

WLAN WLAN switch, for enabling or disabling the WLAN function.
This button is used for enabling WPS PBC mode. If WPS is enabled,

WPS press this button, and then the wireless router starts to accept the
negotiation of PBC mode.

A Warning:

Do not press the Reset button unless you want to clear the current settings. The
Reset button is in a small circular hole on the rear panel. If you want to restore the
default settings, please press the Reset button gently for 1 second with a fine needle
inserted into the hole and then release the button. The system reboots and returns to
the factory defaults.

The power specification is 12V, 1A. If the power adapter does not match the
specification, it may damage the device.

3.2 Hardware Installation

3.2.1 Choosing the Best Location for Wireless Operation

Many environmental factors may affect the effective wireless function of the DSL
Router. If this is the first time that you set up a wireless network device, read the
following information:

The access point can be placed on a shelf or desktop, ideally you should be able to
see the LED indicators in the front, as you may need to view them for troubleshooting.
Designed to go up to 100 meters indoors and up to 300 meters outdoors, wireless
LAN lets you access your network from anywhere you want. However, the numbers of
walls, ceilings, or other objects that the wireless signals must pass through limit signal
range. Typical ranges vary depending on types of materials and background RF
noise in your home or business.
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3.2.2 Connecting the Device

Please follow the steps below to connect the device.
Stepl  Connect the Line port of the DSL router with a telephone cable.
Step2  Connect the LAN port of the DSL router to the network card of the PC via
an Ethernet cable.
Step3  Plug one end of the power adapter to the wall outlet and connect the
other end to the Power port of the DSL Router.
The followig figure displays the connection of the DSL router, PC, and telephones.

TI00000]

300 deta

Figure 4 Connecting the DSL router
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4 PC Network Configuration and Login

4.1 PC Network Configuration

Each network interface on the PC should either be configured with a statically defined
IP address and DNS address, or be instructed to automatically obtain an IP address
using the network DHCP server. DSL router provides a DHCP server on its LAN and
it is recommended to configure your LAN to automatically obtain its IP address and
DNS server IP address.

The configuration principle is identical but should be carried out differently on each
operating system.

The following displays the TCP/IP Properties dialog box on Windows XP.
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Internet Protocol [TCP/IP) Properties

General | Alternate Configuration

Y'ou can get |P zettings aszigned automatically if pour netwoark, supports
this capability. Othenwize, pou need to ask your network, administrator for
the appropriate |P settings.

(%) Obtain an IF address automatically
{7 Use the follawing |P address:

(#) Obtain DM5 server addiess automatically
{7 Use the following DNS server addresses:

[ 0k, H Cancel ]

Figure 5 IP and DNS configuration

TCP/IP configuration steps for Windows XP are as follows:

Stepl Choose Start > Control Panel > Network Connections.

Step2 Right-click the Ethernet connection icon and choose Properties.

Step3 On the General tab, select the Internet Protocol (TCP/IP) component
and click Properties.

Step4 The Internet Protocol (TCP/IP) Properties window appears.

10
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Step5 Select the Obtain an IP address automatically radio button.
Step6 Select the Obtain DNS server address automatically radio button.
Step7 Click OK to save the settings.

4.2 Logging In to the DSL Router

To log in to the DSL router, do as follows:

Stepl  Open a Web browser on your computer.

Step2  Enter http://192.168.1.1/main.html in the address bar. The login page
appears.

Step3  Enter the user name and the password. The default username and
password of the super user are 1234 and 1234. It is recommended to
change these default values after logging in to the DSL router for the first
time.

Step4  Click OK to log in to the Web page. Otherwise, please click CANCEL to
exit the login page.

Username: 1234
Password: |sses|

LOGIN | | canceL |

Figure 6 Login page
After logging in to the DSL router as a super user, you can query, configure, and
modify all the settings, and diagnose the system.

11
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5 Web-Based Management

This chapter describes how to use Web-based management of the DSL router, which
allows you to configure and control all of DSL router features and system parameters
in a user-friendly GUI.

5.1 Device Information
Choose Device Info, and the submenus of Device Info are shown as below:
Summary
WAN
Statistics
Foute
ARP
DHCP

Figure 7 Submenus of device info

5.1.1 Summary

Choose Device Info > Summary, and the following page appears.

12
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Device Info

Board ID: 96328ang
Build Timestamp: 120515_1251
Model Hame: R3000UNVZ
Serial Number: 00lee363281e
Software Version: TE020D005

Bootloader (CFE) Version: 1.0.37-106.5

DSL PHY and Driver Version: | A2pD035g.d23k

Wireless Driver Version: 5.100.138.2001.cpe4.

This information reflects the current status of your WAN connection.

Line Rate - Upstream (Kbps): ]

Line Rate - Downstream (Kbps): |0

LAN IPv4 Address: 192.168.1.1

Default Gateway:

Primary DNS Server: 0.0.0.0

Secondary DNS Server: 0.0.0.0

LAN IPvG Address: fed0::40d:30ff:fede:9261

Global LAN TPvé Address:

Default IPv6 Gateway:

Date/Time: Fri Oct 1 00:07:59 2010

This page displays the device information such as the board ID, software version, and
the information of your WAN connection such as the upstream rate and the LAN IPv4
address.

5.1.2 WAN
Choose Device Info > WAN and the following page appears.
WAN Info
Interface |Description | Type | ¥lanMuxId Igmp |NAT Firewall | Status Anllz‘lf:ss Anllz‘rf:ss ‘ Enr![?il;ted ‘

This page displays the information of the WAN interface, such as the connection
status, IPv4 address, and connected time.

13
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5.1.3 Statistics

5.1.4 LAN

Choose Device Info > Statistics > LAN and the following page appears.
Statistics -- LAN

Interface Received Transmitted
Bytes |Pkts Errs Drops | Bytes |Pkts Errs Drops

etho 0 0 0 0 1428 |12 |0 0
ethl 1] 0 0 0 1428 |12 |0 0
eth2 1] 0 0 0 1428 |12 |0 0
eth3 82643 (631 |0 0 445420915 |0 0
wlan ] ] 0 0 ] i} ] ]

Reset Statistics

In this page, you can view the statistical information about the recevied and
transmitted data packets of the Ethernet and wireless interfaces.
Click Reset Statistics to restore the values to zero and recount them.

5.1.5 WAN Service

Choose Device Info > Statistics > WAN Service and the following page appears.
Statistics -—— WAN

Interface Description Connected Time Received Transmitted
BytesPktsErrsDrops Bytes Pkts Errs Drops

Reset Statistics

In this page, you can view the statistical information about the recevied and
transmitted data packets of the WAN interface.

Click Reset Statistics to restore the values to zero and recount them.

5.1.6 xTM

Choose Device Info > Statistics > XxTM and the following page appears.

14
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Interface Statistics

Port In Out In Out In0AM |Out OAM | In ASM  Out ASM | In Packet | InCell
Number | Octets | Dctets | Packets  Packets Cells Cells Cells Cells Errors Errors

In this page, you can view the statistical information about the recevied and
transmitted data packets at the xXTM interfaces.
Click the Reset button to restore the values to zero and recount them.

5.1.7 xDSL

Choose Device Info > Statistics > xDSL and the following page appears.

15
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Statistics -- xDSL

Synchronized Time:

Number of Synchronizations: D

Mode:

Traffic Type:

Status: Dizabled
Link Power State:

DownstreamUpstream

Line Coding(Trellis):

SNR Margin (0.1 dB):

Attenuation (0.1 dB):

Dutput Power (0.1 dBm):

Attainable Rate (Kbps):

Rate (Kbps):

Super Frames:

Super Frame Errors:

RS Words:

RS Correctable Errors:

RS Uncorrectable Errors:

HEC Errors:

OCD Errors:

LCD Errors:

Total Cells:

Data Cells:

Bit Errors:

Total ES:

Total SES:

Total UAS:

[ #DSLEER Test || ResetStatistics |

16
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In this page, you can view the statistical information about the recevied and
transmitted data packets of the xDSL interfaces.
Click xDSL BER Test to test the xDSL Bit Error Rate.
Click Reset Statistics to restore the values to zero and recount them.
xDSL BER Test

Click xDSL BER Test to perform a bit error rate (BER) test on the DSL line. The test
page is as follows:

ADSL BER Test - Start

The ADSL Bit Error Rate (BER) test determines
the quality of the ADSL connection, The test is
done by transferring idle cells containing a known
pattern and cormparing the received data with
this known pattern to check for any errors,

Select the test duration below and click "Start",

Tested Time (zec):

The Tested Time (sec) can be 1, 5, 10, 20, 60, 120, 180, 240, 300, or 360. Select a
time in the drop-down list and click Start. The following pages appear.

ADSL BER Test - Running

The xDSL BER. test is in progress. The connection
speed is 0 Kbps, The test will run for seconds,

Click "Stop" to terminate the test,

When the ADSL BER test completes, the following page appears.

17
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ADSL BER Test - Result

The ADSL BER test completed successfully,

Test Time (sec): 20

Tl.:ItEII irasibsed Ox000000001B&9RS30
Bits:

Total Error Bits: Cx0000000000000000
Error Ratio: 0.00=+00

Note:

5.1.8 Route

Cloge

If the BER reaches e-5, you cannot access the Internet.

Choose Device Info > Route and the following page appears.
Device Info -- Route

Flags: U -up, ! - reject, G - gateway, H - host, R - reinstate

[ - dynamic {redirect), M - modified {redirect).

Destination

Destination

Subnet Mask

Fag |Metric | Service | Interface

192.168.1.0

0.0.0.0

2595.255.255.0

) 0 brD

In this page, you can view the route table information.

5.1.9 ARP

Choose Device Info > ARP and the following page appears.

18
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Device Info - ARP

IP address |Flags HW Address Device

192.168.1.26 | Complete | 00:22:b0:68:de:69 | bro

In this page, you can view the MAC address and IP address information of the device
connected to the router.

5.1.10 DHCP

Choose Device Info > DHCP and the following page appears.
Device Info -- DHCP Leases

Hostname | MAC Address | IP Address | Expires In

In this page, you can view the host name, the IP address assigned by the DHCP
server, the MAC address this is corresponding to the IP address, and the DHCP lease
time.

5.2 Advanced Setup

Choose Advanced Setup and the submenus of Advanced Setup are shown as
below:

19
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Advanced Setup

Layer2 Interface
WAN Service

3G Wan Service
LAN

HAT

Security

Parental Control
Quality of Service
Routing

DNS

DSL

uPnp

DNS Proxy

Print Server
Storage Service
DLNA

Interface Grouping
IP Tunnel

PCP

Multicast

Packet Acceleratior

20
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Figure 8 Submenus of advance setup

5.2.1 Layer2 Interface
ATM Interface

Choose Advanced Setup > Layer2 Interface > ATM Interface , and the following
page appears.
081 AT Interface Configaration
Imerface Vpi | Vo DSL Latency Lategory Link Type LUIII‘I;"LtKn‘I Moda |H-U;J.‘J: ':\'lu-dmw. .'.\Iq Oueise Weight | liroup Precedence  Roemove
In this page, you can add or remove the DSL ATM Interfaces.
Click the Add button to display the following page.

AT PV Configur ation

LLC/SNAP-BRIDGING v

LIER Withoul FTR

(k] (s ]
In this page, you can set the VPI and VClI values, and select the DSL latency, link type
(EoA is for PPPOE, IPoE, and Bridge.), connection mode, encapsulation mode,
service category, and IP QoS scheduler algorithm.
° VPI (Virtual Path Identifier): The virtual path between two points in an ATM
network, and its valid value is from 0 to 255.

21
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° VCI (Virtual Channel Identifier): The virtual channel between two points in
an ATM network, ranging from 32 to 65535 (1 to 31 are reserved for known
protocols).
° Select DSL Latency: You may select PathO and Path1l.
° Select DSL Link Type: You may select EoA (it is for PPPoE, IPoE, and
Bridge), PPPoA, or IPoA.
) Select Connection Mode: You may select the Default Mode or the VLAN
MUX Mode.
) Encapsulation Mode: You may select LLC/SNAP-BRIDGING or VC/MUX in
the drop-down list.
) Service Category: you may select UBR Without PCR, UBR With PCR,
CBR, Non Realtime VBR or Realtime VBR in the drop-down Isit.
° Select IP QoS Scheduler Algorithm: You may select Strict Priority and
Weighted Fair Queuing.
Note:
QoS cannot be set for CBR and Realtime VBR.

After finishing setting, click the Apply/Save button to make the settings take effect.
See the following figure:

DSL ATM Interface Configuaration

Link Connwtion Schuedulir s Gromat

.
Type Mode i i Alg welght Precedence | emave

Interface Vil |Vci Lategory

(210]
Latency
— - B DafaultMods | Enahiad o5 1 e 0

If you want to remove this Interface, please select the Remove check box that is
corresponding to the selected interface and then click the Remove button.

5.2.2 WAN Service

Choose Advance Setup > WAN Service, and the following page appears.

22
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‘Wide Area Network (WAN) Service Setup

Choose Add, Remave or Edit to configure a WAN service over a selected interface.

Round Dial Interval (seconds)[15-43200]

Interface | Description | Type | Vian8021p | VianMuxId | Igmp NAT |Firewall| IPv4 | IPv6 Mid | Remove | Edit | Action

ppp0 | PVC:8/32 [PPPOE|  N/A N/A | Disabled | Enabled | Enabled | Enabled | Enabled | Disabled | [

pppl | PVC:8/36 [PPPOE|  N/A N/A | Disabled | Enabled | Enabled | Enabled | Enabled | Disabled | [

In this page, you are allowed to add, remove, or edit a WAN service.

Adding a PPPoOE WAN Service
This section describes the steps for adding the pppoe_0_0_ 35 (PPPoE mode)
service.

Stepl Inthe Wide Area Network (WAN) Service Setup page, click the Add
button to display the following page. (At first, you must add a proper ATM
configuration for this WAN service.)

WAN Service Interface Configuration

Select a layver 2 interface for this service

Mote: For ATM interface, the descriptor string is (portld_wpi_wci)
For FT interface, the descriptor string is {portld_high_low)
Wihiere portld=0 --» DSL Latency PATHD
portld=1 --= DSL Latency PATHL
portld=4 --= D5L Latency PATHOE1
[y =0 --= Lowe PTM Priority not set
lowy =1 --= Low PTM Priority set
high =0 --= High PTM Priority not set
high =1 --= High PTM Priority set

| atm0/(0_0_35) |

23
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In this page, you can select a ATM Interface for the WAN service. After

selecting the ATM interface, click Next to display the following page.
WAN Service Configuration

Step2

Select WAN service type:

& PPP over Ethernet (PPPoE)
 IP over Ethernet

O Bridging

Enter Service Description: |PVC:0/35

Step3

In this page, select the WAN service type to be PPP over Ethernet

(PPPoE). If you want IPv6 to support this service. Click Next to display
the following page.

24
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PPP Username and Password

PPP usually requires that you have a user name and password to establish your connection. In the boxes below, enter the user
name and password that your ISP has provided to you.

PFP Username:
PPP Password:

PPPoE Service Name:

Authentication Method: | AUTO -

MTU[576-1500]: 1492
MRU[576-1500]: 1492

8 &

Oo0oo

|

O
O

Enable IPv4 for this service

Enable Firewall

Enable NAT

Enable Fullcone NAT

Dial on demand (with idle timeout timer)
PPP IF extension

Use Static Pv4 Address

Enable IPv6 for this service
Enable PPP Debug Mode

Bridge PPPoE Frames Between WAN and Local Ports

Multicast Proxy

O

Enable IGMP Multicast Proxy

Step4  In this page, you can modify the PPP username, PPP password, PPPoE

service name and authentication method.
PPP Username: The correct user name provided by your ISP.
PPP Password: The correct password provided by your ISP.
PPPoE Service Name: If your ISP provides it to you, please enter it. If not,
do not enter any information.
Authentication Method: The value can be AUTO, PAP, CHAP, or MSCHAP.
Usually, you can select AUTO.
Enable Fullcone NAT:. NAT is one where all requests from the same internal
IP address and port are mapped to the same external IP address and port.
Furthermore, any external host can send a packet to the internal host, by
sending a packet to the mapped external address.

25
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° Dial on demand (with idle timeout timer): If this function is enabled, you
need to enter the idle timeout time. Within the preset minutes, if the modem
does not detect the flow of the user continuously, the modem automatically
stops the PPPOE connection. Once it detects the flow (like access to a
webpage), the modem restarts the PPPoE dialup. If this function is disabled,
the modem performs PPPoE dial-up all the time. The PPPoE connnection
does not stop, unless the modem is powered off and DSLAM or uplink
equipment is abnormal.

° PPP IP extension: If you want to configure DMZ Host, you should enable it
first.

° Use Static IPv4 Address: If this function is disabled, the modem obtains an
IP address assigned by an uplink equipment such as BAS, through PPPoE
dial-up. If this function is enabled, the modem uses this IP address as the
WAN IP address.

° Enable IGMP Multicast Proxy:if you want PPPoE mode to support IPTV,
enable it.

Step5  After setting the parameters, click Next to display the following page.

Routing -- Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system default gateways but only one will be used
according to the priority with the first being the higest and the last one the lowest priority if the WAN interface is connected. Priority
order can be changed by removing all and adding them back in again.

Selected Default Available Routed WAN
Gateway Interfaces Interfaces
pppll

Step6  In this page, select a preferred WAN interface as the system default
gateway and then click Next to display the following page.
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DS Server Configuration

Server Intertace from avalabile WAN interfaces:

Pl
ppp0
pl
pppled

& use the following Static DNS IP address:
Priman erver:  |80.58.51.250

80.58.61.254

Step7 In this page, you may obtain the DNS server addresses from the selected
WAN interface or manually enter the static DNS server addresses. If only
a PVC with IPoA or static MER protocol is configured, you must manually
enter the static DNS server addresses. Click Next, and the following
page appears.
WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP.

Connection Type: |PPPoE

NAT: Enabled
Full Cone NAT: Disabled
Firewall: Enabled

IGMP Multicast: Disabled
Quality Of Service: |Enabled

Click "Apply/Save" to have this interface to be effective. Click "Back" to make any modifications.
Step8 In this page, it displays the information about the PPPoOE settngs. Click
Apply/Save to save and apply the settings, and then the following page

appears. You can modify the settings by clicking the Back button if
necessary.
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Wide Area Network (WAN) Service Setup

Choose Add, Remave or Edit to configure a WAN service over a selected interface.

Round Dial Interval (seconds)[15-43200]

Interface | Description | Type |VIan8021p |VlanMuxId | Igmp | NAT |Firewall| IPv4 | IPv6 | Mid | Remove | Edit |Action

ppp0 PVC:8/32 | PPFOE NfA N/A Disabled | Enabled | Enabled | Enabled | Enabled | Disabled | [ Up
pppl PVC:8/36 | PPPOE N/A N/A Disabled | Enabled | Enabled | Enabled | Enabled | Disabled O up
ppp2 PVC:0/35 | PPFOE NfA N/A Disabled | Enabled | Enabled | Enabled | Disabled | Disabled | [ Up

Remove

Adding a MER (IPoE) WAN service

This section describes the steps for adding the ipoe_0_0_36 (MER mode) service.
Stepl Inthe Wide Area Network (WAN) Service Setup page, click the Add
button to display the following page. (At first, you must add a ATM

configuration for this WAN service.)
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WANHN Service Interface Configuration

Select a layer 2 interface for this service

Mote: For ATM interface, the descriptor string is (portId_vpi_vci)
For FTM interface, the descriptor string is (portId_high_low)
Where portld=0 --> DSL Latency PATHO
portld=1 --= DSL Latency PATH1
portld=4 --= DSL Latency PATHD&1
loww =0 —=> Low PTM Priority not set
low =1 --> Low FTM Priority set
high =0 --= High FTM Priority not set
high =1 = High PTM Priority set

| atm3F (0_0_38) v|

Select an ATM Interface, for example, atm1/(0_0_36), and then click
Next to display the following page.

WAN Service Configuration

Step2

Select WAN service type:

C PPP over Ethernet (PPPOE)
@® TF over Ethernet

C Bridging

Enter Service Description: |PVC:0/36
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Step3  In this page, select the WAN service type to be IP over Ethernet, enter
the service description, and enable IPv6 for this service. After finishing
setting, click Next to display the following page.
WAN IP Settings

Enter information provided to you by your ISP to configure the WAN IP settings.
Notice: If "Obtain an IP address automatically” is chosen, DHCP will be enabled for PVC in IPoE mode.
If "Use the following Static IP address" is chosen, enter the WAN IP address, subnet mask and interface gateway.

Enable TPv4 for this service

@ Obtain an IP address automatically
Option 60 Vendor ID:

Option 61 TAID: (8 hexadecimal digits)
Option 61 DUID: (hexadecimal digit)
Option 125: ® Disable O Enable

©  Use the following Static IP address:
WAN IP Address:

WAN Subnet Mask:

WAN gateway IP Address:

[ Enable Pv6 for this service

Step4 In this page, you may themodify the WAN IP settings. You may select
obtain an IP address automatically or manually enter the IP address
provided by your ISP. If you eable IPv6 for this WAN service, you should
also enter the next-hop IPV6 address. Click Next and the following page
appears.

Note:

If selecting Obtain an IP address automatically, DHCP will be enabled for PVC in
MER mode.

If selecting Use the following Static IP address, please enter the WAN IP address,
subnet mask and gateway IP address.
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Hetwork Address Translalion Sellings

IGMP Multicast

(o) )

Step5 In this page, you can set the network address translation settings,for
example, enabling NAT, enabling firewall,.enabling IGMP multicast, and
enabling MLD multicast proxy. After finishing setting, click Next and the
following page appears.

Routing -~ Default Gateway

Selected Default Available Routed wan
Gateway Interfaces Interfaces
(] atad

o[ ipen 0 0_36/atad v

@I
Step6 In this page, select a preferred WAN interface as the system default
gateway and then click Next to display the following page.
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DiS Server Confiquration

Select ONS Server Interface from avalab
P 8 cunfigured, 51
DS Server Interfaces can have mu
the last ane the lowest priority

Inberfaces OR enter static BHS server IF sddresses for the system. In ATM made, If only & sngle FVC with Fad or static IPog

ty with the first being the higest and
them back in again

© Select DRS Sarvar Intertace from avallable WAN interaces:
e i e pvailable WAN Itgrfsces
Interfaces

atnl
pppd
el
pppe
popled

@ Use the folowing Static DUS TP address:

DNS server 80.58.61.250

Primary D

Secondary DHS server: (80.58.61.354

tion OR enter the stabic IPvG DNS server Addresses.
Hote that selecting a WAN interface for IPvé DS server wil enable DHCPVG Client cn that interf

IPvE: Sebect the configured WAN interfoce for TG DHS server infor

Obtain Py DNS inéD from & WAMN inarface:

terface selocted: | ipee_0_0_38 stal w

Step7 In this page, you may obtain the DNS server addresses from the selected
WAN interface or manually enter static DNS server addresses. If only a
PVC with IPoA or static MER protocol is configured, you must enter the
static DNS server addresses. After finishi+ng setting, click Next to display
the following page.
WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP.

Connection Type: |IPoE

NAT: Enabled
Full Cone NAT: Disabled
Firewall: Enabled

IGMP Multicast: Disabled

Quality Of Service: |Enabled

Click "Apply/Save" to have this interface to be effective. Click "Back" to make any modifications.

Apply/Save
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Step8 In this page, it displays the information about the IPoE settngs.Click
Apply/Save to save and apply the settings, and then the following page
appears. You can modify the settings by clicking the Back button if
necessary.

Wide Area Network (WAN) Service Setup

Choose Add, Remove or Edit to configure a WAN service over a selected interface.

Round Dial Interval (seconds)[15-43200]

Interface | Description | Type | Vlan8021p | VlanMuxId | Igmp NAT |Firewall IPv4 IPV6 Mmid | Remove | Edit | Action

pppo PWC:8/32 | PPPOE N/A N/A Disabled | Enabled | Enabled | Enabled | Enabled | Disabled O up
pppl PVC:8/36 | PPPOE|  N/A N/&  |Disabled | Enabled | Enabled | Enabled | Enabled |Disabled | [ Up
ppp2 | PVC:0/35 |FPROE| WA WA | Disabled | Enabled | Enbled | Enabled | Disabled | Disabled | [J Up
atm3 | PVC:0/36 | IPoE N/A M/A | Disabled | Enabled | Enabled | Enabled | Enabled |Disabled | [

Adding a PPPoA WAN service

This section describes the steps for adding the pppoa_0_0_37 (PPPoA mode)
service.

Stepl Choose Advanced Setup > Layer2 Interface > ATM Interface to
dsipaly the DSL ATM Interface Configuration page. In this page, you
need to add a PVC for PPPoA mode. Click the Add button in the DSL
ATM Interface Configuration page to display the following page.
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This screen allows you to configure an ATV PYC identifier (VP1 and VCI), select DSL latency, select a service categoryS, Otherwise choose an existing
interface by selecting the checkbox to enable it

wLess) o |
VeI [32-65535]

Select DSL Latency
Pathd
[ Path1

Select DSL Link Type (Eoa is for PPPOE, IPoE, and Bridge.)

Q Eos

® FrPos

O 1Pt

Encapsulation Mode; WEIMUX b
Service Category: UBR Without PCR. v

Select IP QoS Scheduler Algorithm
@ Sirict Priority

Precedence of the default queue: 3 (lowest)
O Weighted Far Queuing

‘wieight Value of the default queue: [1-63]

MPAAL Group Precedence:

Step2  Select the DSL link type to be PPPoA, and select the encapsulation
mode to be VC/MUX (according to the uplink equipment). After finishing

setting, click the Apply/Save button to apply the setings, and the
following page appears.

DSL ATM Interface Confiquration

Choose Add, or Remove to configure DSL ATM interfaces.

Interface | Vpl Vd DSL Latency Category Link Type | Connection Mode | IP QoS | Scheduler Alg | Queus Welght | Group Precedence Remove
mm0 |8 |32 Fathd UBR EoA Enabled 5F 1 & m]
sml | B |36 Fathi UBRWPCR [ Eod ]
mm2 |0 |35 Fathd R EoA SP & m]
aam3 0 |38 ath R Equ abled B B (]

0 |37 Pathi ViR F sp [ ]

lﬁ] Remave ]
Step3 Choose WAN Service and click Add to display the following page.
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WAN Service Interface Configuration

Select a layer 2 interface for this service

Mote: For ATM interface, the descriptor string is (portId_vpi_vci)
For PTM interface, the descriptor string is (portId_high_low)
Where portld=0 --> DSL Latency PATHO
portld=1 --> DSL Latency PATH1
portld=4 --> DSL Latency PATHO&1
lows =0 —> Low PTM Priority not set
low =1 --> Low PTM Priority set
high =0 --> High PTM Priority not set
high =1 --> High PTM Priority set

atmds (0_0_3T) »

Step4  Select the proper interface for the WAN service, and then click Next to
display the following page.

WAN Service Configuration

Enter Service Description: |PVC:0/37

Step5 In this page, you may modify the service description. Click Next to
display the following page.
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Step6 In this page, you can enter the PPP username and PPP password
provided by your ISP. Select the authentication method according to your
requirement. After finishing setting, click Next to display the following

page.

Routing -~ Default Gateway

Selected Default
Gateway Interfaces

(211

BE

Avallabhe Routed WAN
Iterfaces

Erposd

wtad

epl

Frpi
rpplgh

Step7 In this page, select a preferred WAN interface as the system default
gateway and then click Next to display the following page.
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DS Server Configuration

[52) =)

Step8 In this page, you can obtain the DNS server addresses from the selected
WAN interface or manually enter the static DNS server addresses. If only
a PVC with IPoA or static MER protocol is configured, you must enter the
static DNS server addresses. After finishing setting, click Next to display
the following page.

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP.

Connection Type: |FFFPoA

NAT: Enabled
Full Cone NAT: Disabled
Firewall: Enabled

IGMP Multicast: Disabled
Quality Of Service: |Enabled

Click "Apply/Save" to have this interface to be effective. Click "Back" to make any modifications.

Step9 In this page, it displays the information about the PPPoA settngs.Click
Apply/Save to apply the settings, and then the following page appears.
You can modify the settings by clicking the Back button if necessary.
37



GANS.PT156A-B

Wide Area Network (WAHN) Service Setup

Choose Add, Remove or Edit to configure a WAN service over a selected interface.
(eaal

Interface | Description | Type | Vlan8021p | VlanMuxId | Igmp NAT | Firewall| IPv4 IPV6 mid | Remove | Edit | Action

Round Dial Interval (seconds)[15-43200]

ppp0 PVC:8/32 | PPPoE N/A N/A Disabled | Enabled | Enabled | Enabled | Enabled | Disabled [} Up
pppl PVC:8/36 | PPPOE NfA N/A Disabled | Enabled | Enabled | Enabled | Enabled | Disabled | [
ppp2 PVC:0/35 |PPPOE N/A N/A Disabled | Enabled | Enabled | Enabled | Disabled | Disabled [} up
pppoa4 | PVC:0/37 | PPPOA NfA N/A Disabled | Enabled | Enabled | Enabled | Disabled | Disabled | [ Up
atm3 PVC:0/36 TPoE N/A N/A Disabled | Enabled | Enabled | Enabled | Enabled | Disabled O

Adding an IPoOA WAN service
This section describes the steps for adding the ipoa_0_0_38 (IPoA mode).

Stepl Choose Advanced Setup > Layer2 Interface > ATM Interface to
dsipaly the DSL ATM Interface Configuration page. In this page, you
need to add a PVC for IPoA mode. Click the Add button in the DSL ATM

Interface Configuration page to display the following page.

ATM PYC Configuration
This screen allows you to configure an AT PYC identifier (WPI and VCI), select DSL latency, select a service categoryS. Otherwise choose an existing
interface by selecting the checkbox o enable it,

werfoess] o |
VCI: [32-65535]

Select DSL Latency
Patt
O pathy

Select DSL Link Type (Eoa is for PPPOE, IPOE, and Bridge.)
O Eoa

© PPPos

@ 1Poa

Encapsulation Made: LLC/SNAP-ROUTING v
Service Categary UBR Without PCR %

Select IP QoS Scheduler Algorithm
@ Sirict Priority

Precedence of the default queue: & (lowest)
O wieighted Fair Queuing

wweight Value of the default queue: [1-63]

MPAAL Group Precedence:

Step2  Select the DSL link type to be IPoOA, and select the encapsulation mode
to be LLC/SNAP-ROUTING (according to the uplink equipment). After
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finishing setting, click the Apply/Save button to display the following
page.

DSL ATM Interface Configuration

Choose Add, or Remave to configure DSL ATM interfaces.

Interface Vpi Vd DSL Latency Category Link Type Connection Mode IP QoS Scheduler Alg Queue Weight Group Precedence Remove

amd | & |32 Fathd LUER Eok DefaultMode | Enabled LU 1 ] (]
atmi B |36 Pathd UBRWPCR, Eoh Disabled 0O
amz |0 Fath0 UBR o DefaultMode | Enabled 5P 1 8 o
am3 | 0 |36 Fathd UBR foA Defaultode | Enabled 5P 1 ] (m]
am4 [ Pathd UBR PPPos Enabled SP 1 8 (m]
poad | O |38 Fathd UBR TFoa litade Enatied 5P 1 8 (m]

Step3 Choose WAN Service and click Add to display the following page.
WAN Service Interface Configuration

Select a layer 2 interface for this service

Mote: For ATM interface, the descriptor string is (portdd_vpi_vci)
Faor FTM interface, the descriptor string is {portId_high_low)
Yhere portld=0 --> DSL Latency FATHD
portld=1 --= DSL Latency PATHL
portd=4 --= DSL Latency PATHOE1
ooy =0 -- Loww PTM Priority not set
lorey =1 --= Lowe PTM Priority set
high =0 --= High FTM Priority not set
high =1 --= High FTM Priority set

| ipoa0/(0_0_38) |

Step4  Select the proper interface for the WAN service ,and then click Next to
display the following page.

39



GANS.PT156A-B

WAN Service Configuration

Enter Service Description: |PVC:0/38

Back

Step5 In this page, you may modify the service description. Click Next to
display the following page.
WAN IP Settings

Enter information provided ta you by your ISP 1o configure the WaN IP setfings.

WWAN TP Address: [o.0.0.0 |
AN Subnet Mask: [0.0.0.0 |

Step6 In this page, enter the WAN IP address and the WAN subnet mask
provided by your ISP and then click Next to display the following page.

Network Address Transkation Settings

[ Enable
O tna
[ Ensble Fire

IGMP Multicast

[ Ensble 1GM

In this page, Network Address Translation (NAT) allows you to share one Wide
Area Network (WAN) IP address for multiple computers on your Local Area
Network (LAN).

If you do not want to enable NAT, and wish the user of modem to access the
Internet normally, you need to add a route on the uplink equipment. Otherwise, the
access to the Internet fails. Normally, please enable the NAT function.

Step7  After finishing setting, click Next to display the following page.

40



GANS.PT156A-B

Routing <= Default Gateway

Sedected Default

Avallable Routed WAN
Gateway Interfaces

Interfaces
== [zpoat
atn3
{prpl
[ J isan2
: lrmpost
B lsmp3e0

In this page, select a preferred WAN interface as the system default
gateway and then click Next to display the following page.

DS Server Configuration

Step8

O Select DNS Server Interface from available WAN interfaces:

5 OIS Server

e
D eel

el

troont
] paew]

In this page, you should use a static DNS IP address for IPOA mode.
Select the proper DNS server interface and enter the primary DNS server
and the secondary DNS server. Click Next to display the following page.

Step9
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WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

Connection Type: |IPoA

NAT: Enabled
Full Cone NAT: Disabled
Firewall: Enabled

IGMP Multicast: Disabled
Quality Of Service: |Enabled

Click "Apply/Save" to have this interface to be effective. Click "Back" to make any medifications.
Apply/Save

Stepl0 In this page, it displays the information about the IPoA settngs. Click
Apply/Save to save and apply the settings, and then the following page
appears. You can modify the settings by clicking the Back button if
necessary.

Wide Area Network (WAN) Service Setup

Choose Add, Remove or Edit to configure a WAN service over a selected interface.

Round Dial Interval (seconds)[15-43200]

Interface Description | Type |VIan8021p VianMuxid | Igmp NAT |Firewall| IPv4 IPVE Mid | Remove | Edit  Action

pppo FVC:8/32 | FFPOE NJA NJA Disabled | Enabled | Enabled | Enabled | Enabled | Disabled | [
pppl FVC:8/36 | FFPOE NJA NJA Disabled | Enabled | Enabled | Enabled | Enabled | Disabled | [
ppp2 FVC:0/35 | FFPOE NJA NJA Disabled | Enabled | Enabled | Enabled | Disabled | Disabled | [
pppoad | PVC:0/37 | PPPOA NJA NJA Disabled | Enabled | Enabled | Enabled | Disabled | Disabled | [
atm3 PVC:0/36 TPoE N/A N/A Disabled | Enabled | Enabled | Enabled | Enabled | Disabled O
ipoal PVC:0/38 TPoA N/A N/A Disabled | Enabled | Enabled | Enabled | Disabled | Disabled O

Remove

Adding a Bridge WAN service
This section describes the steps for adding the br_0_0_39 (Bridge mode) service.
Stepl Inthe Wide Area Network (WAN) Service Setup page, click the Add
button to display the following page. (At first, you must add a proper ATM
configuration for this WAN service.) Click the Add button to display the
following page.
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WAN Service Interface Configuration

Select a layer 2 interface for this service

Mote: For ATM interface, the descriptor string is (portId_vpi_vci)
For PTM interface, the descriptor string is (portId_high_low)
Where portld=0 -->= DSL Latency PATHO
portld=1 --> DSL Latency PATH1
portld=4 --> DSL Latency PATHO&L
lovy =0 --= Low PTM Priority not set
low =1 --> Low FTM Priarity set
high =0 --= High PTM Priority not set
high =1 --> High PTM Priority set

|a‘tm5f"r (0_0_39) v|

Step2  Select the proper ATM Interface, for example atm3/(0_0_39) and then
click Next to display the following page.
WAN Service Configuration

Select WAN service type:

O PPP over Ethernet (PPPOE)
Q TP over Ethernet

@ Bridging

Enter Service Description: |PVC:0/39
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Step3  In this page, you can select the WAN service type, modify the service
description. After finishing setting, click Next to display the following
page.
WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP.

Connection Type: |Bridge

NAT: Enabled
Full Cone NAT: Disabled
Firewall: Enabled

IGMP Multicast: Mot Applicable

Quality Of Service: |Enabled

Click "Apply/Save" to have this interface to be effective. Click "Back" to make any modifications.

Step4  In this page, it displays the information about the bridge settngs. Click
Apply/Save to save and apply the settings, and then the following page
appears. You can modify the settings by clicking the Back button if

necessary.
Wide Area Network (WAN) Service Setup

Choose Add, Remove or Edit to configure a WAN service over a selected interface.

Round Dial Interval (seconds)[15-43200]

Interface | Description | Type | Vian8021p | VlanMuxid | Igmp NAT |Frewall| IPv4 | IPV6 Mid | Remove
pppo PVC:8/32 | PPPOE N/A N/A Disabled | Enabled | Enabled | Enabled | Enabled | Disabled [}
pppl PVC:8/36 | PPPOE N/A N/A Disabled | Enabled | Enabled | Enabled | Enabled | Disabled O
pop2 PVC:0/35 |PPPOE|  NJA WA | Disabled | Enabled | Enabled | Enabled | Disabled | Disabled | [
pppoad | PWC:0/37 | PPRoA|  N/A N/A | Disabled | Enabled | Enabled | Enabled | Disabled | Disabled | [
atm3 PVC:0/36 | IPoE N/A N/A Disabled | Enabled | Enabled | Enabled | Enabled | Disabled O
ipoa0 PVC:0/38 TPOA NfA NfA Disabled | Enabled | Enabled | Enabled | Disabled | Disabled [}
atms PVC:0/39 | Bridge N/A N/A Disabled | Disabled | Enabled | Enabled | Disabled | Disabled [} edit

Add | | Remove
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Figure 9 Completing the settings of bridge WAN service

5.2.3 3G WAN Service
Choose Advanced Setup > 3G WAN Service , and the following page appears.

modem status: W

wide Area letwork (WAN) Service Tor 36 Moblle Setup
Interface | Description | Type Vian0021p |VianMuxkd Tgmp |WAT Firewall | TPv6 Mid |Remove |[dit | Action

This page is used to configure 3G connection. If you want to access the Internet
through 3G connection, a 3G network card is required. Connect the 3G network card
to the USB interface of the Router.
° Information: Click it to display the information of the 3G network card.
o Pin Manage: Click it to configure the 3G PIN.
o Upload Driver: For a un-support USB dongle, click it to upload the new
driver for supporting the USB. The driver is a text file.

Click Add in the WAN Service for 3G Mobile Setup to display the following page.
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3G USB mobile modem setup

Enable USB Modem
User Name:

Password:

Authentication W 7
Method:

APN; internet
Dial
Number:

Idle time(in
sec.):

*0o#

]

Met Select: Aurto v
O Dial on demand

Dial Delay(in
sec.):

10
Default WAN

Connection  |DSL 3
Select:

WAN backup mechanism: @psL O 1P connectivity

[ Apply/Save ] [ Auto Setting ]

In this page, you are allowed to configure the settings of the 3G USB modem.
° Enable USB Modem: If you want to access the Internet through the 3G
network card, you must enable the USB modem.
° User Name: Username provided by your 3G ISP.
Password: Password provided by your 3G ISP.
° Authentication Method: Select a proper authentication method in the drop-
down list. You can select Auto, PAP, CHAP, or MSCHAP.
) APN: APN (Access Point Name) is used to identify the service type. Enter
the APN provided by your 3G ISP.
° Dial Number: Enter the dial number provided by your 3G ISP.
° Idle time (in sec.): If no traffic for the preset time, the 3G will disconnect
automatically.
) Dial on demand: Within the preset minutes, if the modem does not detect
the flow of the user continuously, the modem automatically stops the 3G
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connection. Once it detects the flow (like access to a webpage), the modem
restarts the 3G dialup.
° Dial Delay (in sec.): The 3G delays dial after the DSL is disconnected.
° Default WAN Connection Select: You can select DSL or 3G from the
drop-down list.
° WAN back mechanism: The 3G connection is backup for the DSL
connection.
— DSL: If the DSL is disconnected, the 3G starts to dial.
— IP connectivity: If the system fails to ping the specified IP address, the
3G starts to dial.
After finishing setting, click the Apply/Save button to save the settings.
You may also click the auto setting button to automatically configure the 3G
connection.
After clicking the Apply/Save button, the following page appears.

modem status: NG USH A
Wide: Arca Betwork (WAN) Service For 36 Moblie Setup

Interface Description Type Vian8021p VianMuxid Igmp BAT  firewall IPvé Mid  Remove Edit Action

2]

If the 3G network card is installed, you may click the button on the Action column to
establish or disconnect the 3G connection.

Note:

When there is no DSL WAN connection, insert the 3G network card, and then
system will perform dial-up automatically. If the DSL WAN connection and the
3G connection coexist, the DSL WAN connection takes priority over the 3G
connection. When the DSL WAN connection starts to perform dial-up, the 3G
connection will be disconnected. If the DSL WAN connection has established,
you may manually to perform 3G dial-up, and then the DSL WAN connection
will be disconnected.

5.2.4 LAN Configuration
Choose Advanced Setup > LAN, and the following page appears.
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Local Area Network (LAN) Setup

Configure the Broadband Router IP Address and Subnet Mask for LAN interface. GroupName

IP Address: 192.168.1.1

Subnet Mask: 255.255.255.0

Enable IGMP Snooping
[0 Enable STP

© Disable DHCP Server
® Enable DHCP Server
Start TP Address: 192.168.1.33

End IP Address: 192.168.1.199

Primary DNS server:  [80.58.61.250

Secondary DNS server:|80.58.61.254

Leased Time (hour): |24

Static IP Lease List: (A maximum 32 entries can be configured)

[ Edit Multi LAN ” Edit DHCP Option H DHCP Advance setup

MAC Addrms|IP Addrms|Renme|

Add Entries ” Remove Entries ]

[¥] Configure the second IP Address and Subnet Mask for LAN interface
IP Address: 192.168.249.1

Subnet Mask: 255.255.253.252

In this page, you can configure an IP address for the DSL router, enable IGMP
snooping, enable or disable the DHCP server, edit the DHCP option, configure the
DHCP advanced setup and set the binding between a MAC address and an IP
address.
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Configuring the Private IP Address for the DSL Router

IP Address: 102.168.1.1
Subnet Mask 255,255,255.0

In this page, you can modify the IP address of the device. The preset IP address is
192.168.1.1.
Enabling IGMP Snooping

IGMP snooping enables the router to forward multicast traffic intelligently, instead of
flooding all ports in the VLAN. With IGMP snooping, the router listens to IGMP
membership reports, queries and leave messages to identify the switch ports that are
members of multicast groups. Multicast traffic will only be forwarded to ports identified
as members of the specific multicast group or groups.

|:| Enzhle IGMP Snooping

In this page, you can enable the IGMP snooping.

Enable STP

[0 Enable sTP

In this page, you can enable STP.

Configuring the DHCP Server
O Disable DHCP Server
& Enable DHCP Server
Start IP Address: 192.168.1.33

End IP Address: 192.168.1.199

Primary DNS server:  [80.58.61.250

Secondary DNS server:80.38.61.254

Leased Time (hour): (24
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Figure 10 Setting the DHCP server

If you enable the DHCP sever, the clients will automatically acquire the IP address
from the DHCP server. If the DHCP server is disabled, you need to manually set the
start IP address, end IP address and the lease time for the clients in the LAN.

Editing the DHCP Option

Click the Edit DHCP Option button in the Local Area Network (LAN) Setup page to
display the DHCP Option Setup page.
DHCP OPtion Setup

This page allows you to configurate the DHCP OPTION. These options will be sent to DHCP client.

You can define at most 30 options.

State | Code | Value | Pool |Edit/ Remove
In this page, you can add, edit or delete the DHCP options, and these options will be
sent to the DHCP client.

Edit Multi LAN

Click the Edit Multi LAN button in the Local Area Network (LAN) Setup page to
display the LAN IP Interface and DHCP Option 60 setup page.

LAN IF Interfase and DHCP Option b0 setup

LAN IP Interfase and DHCP Option 60 tables:
LAN Interface LAN I Address | Subnet Mask | DHOP State Vendor Id | IP Routers | Start I End 1P Primary DNS | Secondary DNS | Edit

Second LAN

Third LAN

In this page, you can configure LAN IP Interface and DHCP Option 60. The DHCP
server will assign one IP address based on you setting to DHCP client.
Click Add to display the following page.
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DHCP State:

Wendorld Match Mode:

Start IP Address: I:l
End IP Address: I:I
Primary DNS server: I:l
Secondary DNS server: I:I
Leased Time (se(unds:::|:|
° DHCP State: you can enable or disable DHCP State.
Vendorld Match Mode: you can choose the following items from drop-down list.

Prefix
Suffix
Subsztring

DHCP Advance Setup

Click the DHCP Advance Setup button in the Local Area Network (LAN) Setup
page to display the DHCP Advance Setup page.
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DHCP Advance Setup

This page allows you to enable or disable dhcp for every lan interface.

State|Interface
eth0

ethl

eth2

eth3

1;‘,-| 0

wlD.1

wlD.2

wli0.3

& EEEEEE

In this page, you can enable or disable DHCP for each LAN interface.

Configuring the DHCP Static IP Lease List

The lease list of static IP address can reserve the static IP addresses for the hosts
with the specific MAC addresses. When a host whose MAC address is in the lease
list of static IP address requests the DHCP server for an IP address, the DHCP server
assigns the reserved IP address to the host.

MAC Address |IP Address | Remove

Add Entries l [ Remowve Entries

Figure 11 DHCP static lease list

Click the Add Entries button in the Local Area Network (LAN) Setup page to
display the DHCP Static IP Lease page.
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DHCP Static IP Lease

Enter the Mac address and Static IP address then click Apply/Save |

MAC Address:
IF Address:

ApplySave

Figure 12 Adding an entry of DHCP static IP lease list

In this page, enter the MAC address of the LAN host and the static IP address that
is reserved for the host, and then click the Apply/Save button to apply the settings.

Configuring the Second IP Address and Subnet Mask for a LAN
Interface

In the Local Area Network (LAN) Setup page, you are allowed to set the second IP
address and the subnet mask for a LAN interface.

_j“u:nnﬂgure the second IP Address and Subnet Mask for LAM interface
IP Address: |

Subnet Mask: |

Figure 13 Setting the second IP address and subnet mask

After enabling Configure the second IP Address and Subnet Mask for LAN
interface, enter an IP address and a subnet mask for the LAN interface.
After finishing setting, click the Apply/Save button to apply the settings.

IPv6 Autoconfig

Click Advanced Setup > LAN >IPv6 Autoconfig, and the following page appears.

53



vt LAN Auto Configuration

GANS.PT156A-B

Static LAN IPv6 Address Configuration

TP LAN Applications

Figure 14 IPv6 auto configuration

In this page, you can set an IP address for the DSL IPv6 router, enable the
DHCPvV6 server, enable RADVD and enable the MLD snooping function.

Enable DHCPv6 Server: WIDE-DHCPV6 is an open-source implementation
of dynamic host configuration protocol for IPv6é (DHCPvV6) originally
developed by the KAME project. The implementation mainly complies with
the following standards: RFC3315, RFC3319, RFC3633, RFC3646,
RFC4075, RFC 4272 etc.

Enable RADVD: The router advertisement daemon (RADVD) is run by Linux
or BSD systems acting as IPv6 routers. It sends router advertisement
messages, specified by RFC2461, to a local Ethernet LAN periodically and
when requested by a node sending a router solicitation message. These
messages are required for IPv6 stateless auto-configuration.

Enable MLD Snooping: Multicast Listener Discovery Snooping (MLD
Snooping) is an IPv6 multicast constraining mechanism that runs on Layer 2
devices to manage and control IPv6 multicast groups. By analyzing received
MLD messages, a Layer 2 device running MLD Snooping establishes
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mappings between ports and multicast MAC addresses and forwards IPv6
multicast data based on these mappings.
After finishing setting, click the Save/Apply button to apply the settings.

5.2.5 NAT

Note:
The NAT information is not displayed in the bridge mode.

Virtual Servers

Firewall can prevent unexpected traffic on the Internet from your host on the LAN.

The virtual server can create a channel that can pass through the firewall. In that case,

the host on the Internet can communicate with a host on your LAN within certain port

range.

Choose Advanced Setup > NAT > Virtual Servers, and the following page appears.
MAT - Virtual Servers Setup

Server External Port External Port Internal Port Internal Port  Server I WAN
tart

Hame Start Fnd Frotoi, Fnd Addrass Interface

— Enable/Disable Remove

Figure 15 Virtual server setup
In this page, you are allowed to add, or remove a virtual server entry.

To add a virtual server, do as follows:
Click the Add button to display the following page.
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NAT - Virtual Servers

WOTE: The “Internal Port End” cannot be recthy. Bormally, i is set to the same valoe = “External Port End* However, if you modify “Intermal port
st I Port End” will b s » valua as “Internal Port Start”
Remaining number of entries that can be configured: 100

poe 00 16 ata3 w0

e |Select One v

(=

External Port Start External Port End  Protocol  Internal Port Start Internal Port End
L= w
TP -
P ¥
pL= g w
w©r »
TR -
pi=3 v
©r -
e -
L= w
TP -
P v

[ S/ Apoky J

Figure 16 Adding an entry of virtual server

° Use interface: Select an interface that you want to configure.

Select a Service: Select a proper service in the drop-down list.

o Custom Service: Enter a new service name to establish a user service
type.

° Server IP Address: Assign an IP address to virtual server.

° Status: Enable or Disable this entry.

° External Port Start: When selecting a service, the port number will
automatically be displayed. You can modify it if necessary.

° External Port End: When selecting a service, the port number will
automatically be displayed. You can modify it if necessary.

° Protocol: You may select TCP/UDP, TCP, or UDP in the drop-down list.

° Internal Port Start: When selecting a service, the port number will
automatically be displayed. You can modify it if necessary.
° Internal Port End: When selecting a service, the port number will

automatically be displayed. You can modify it if necessary.
After finishing setting, click Save/Apply to save and apply the settings.
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Port Triggering

Some applications need some ports to be opened in the firewall for the remote
access. When an application initializes a TCP/UDP to connect to a remote user, port
triggering dynamically opens the open ports of the firewall.

Choose Advanced Settings > NAT > Port Triggering, and the following page
appears.

NAT -- Port Triggering Setup

Trigger open
Apphcation Hame Port Range Port Range WAN Interface Remove
Protocol Protocol
Start  End Start | End

()
Figure 17 Port triggering setup

In this page, you may add or delete an entry of port triggering.
Click the Add button to display the following page.

NAT -- Port Triggesing

g number of entries that can be configured: 100

1poe 00 36 0ta3

n: |Select dne -

Trigger Port Start Trigger Port [nd Trigger ProtocolOpen Port Start Open Port [nd Open Protocol
e - e -

[=3

i3
TP
TP
T
TP

)
| e [ |
| | |

TP

x|
Figure 18 Adding an entry of port triggering

° Use interface: Select an interface that you want to configure.

° Select an application: Select a proper application in the drop-down list.
° Custom application: Manually define an application.
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° Trigger port Start: The start port number that LAN uses to trigger the open

port.

° Trigger port End: The end port number that LAN uses to trigger the open
port.

° Trigger Protocol: Select the application protocol. You may select TCP/UDP,
TCP, or UDP.

) Open Port Start: The start port number that is opened to WAN.
° Open Port End: The end port number that is opened to WAN.
) Open Protocol: Select the proper protocol that is opened to WAN. You may
select TCP/UDP, TCP, or UDP.
After finishing setting, click Save/Apply to apply the settings.

Note:

You can use a single port number, several port numbers separated by commas, port
blocks consisting of two port numbers separated by a dash, or any combination of
these, for example 80, 90-140, 180.

DMZ Host

DMZ allows all the ports of a PC on your LAN to be exposed to the Internet. Set the IP
address of the PC to be DMZ host, so that the DMZ host will not be blocked by

firewall.
Choose Advanced Setup > NAT > DMZ host to display the following page.

MAT -~ DMZ Host

|
Figure 19 DMZ host

In this page, enter the IP address of the DMZ host.

After finishing the settings, click the Apply/Save button to apply the settings.

If you want to clear the DMZ function of the host, please delete the IP address of the
host in the field of DMZ Host IP Address, and then click the Apply/Save button.
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5.2.6 Security

By default, the firewall is enabled. The firewall is used to block the file transmission
between the Internet and your PC. It serves as a safety guard and permits only the
authorized files to be sent to the LAN.

Note:
If the DSL router is configured to be bridge mode, IP filtering is disabled and the IP
filtering interface does not appear.

Firewall

Choose Security > Firewall a_nd the following page appears.

nan Intertacn type detamaction tytes phts

Firewall = Balo Table

g et A

‘ TRt bytes pha
prefiamge | SRRSO U P

BSAALL 535875090 nn

Pt s s
b 1 e e UNSe RS2 i & @
b ek - TR0ARE BRI e s @
bl TP WP pea TILISLILINI 395355748200 mn s o
bl et - BSLELI 15255250 e s o
b et WP Pea NEs Pl n s s
b 1Pt e pemn 1PAIASE  BIsEAe Eiet (L]
mabied Tl T - 9LISIZAND 35255255240 000 " e
b e e pemn BMALLE B3 EA I w000 s 8
bl e TR ITAI00 PRSI0 wno . s
b Tt {5 - mass  mLae w00 s ®
b e [ o 8

W Farweadl A ks | [ Wedify Farewadl (=N

Ermers Fioemall Hravrs e

Click Modify Firewall or Remove Firewall to modify or remove the firewall. And
click Modify Rule or Remove Rule to modify or remove the rule.
Click Add Firewall, and the following page appears.

Firewall

a Firewall have a rumber of Rule which define the behive of match item

name:|:| interfau:e‘WAN "l type‘ N vl defaultac:tion

name: The name of the firewall.

interface: You can select a proper interface from the drop-down list.
type: You can select In or Out from the drop-down list.

defaultaction: You can select Permit or Drop from the drop-down list.
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MAC Filtering Setup

In some cases, you may want to manage Layer2 MAC address to block or permit a
computer within the home network. When you enable MAC filter rules, the DSL router
serves as a firewall that works at layer 2.

Note:

MAC filtering is only effective on ATM PVCs configured in bridge mode. If the ATM
PVCs are configured in other routing modes (such as PPPoE mode), the MAC
Filtering Setup page does not appear.

Choose Security > MAC Filtering and the following page appears.

MAC Flltering Setup
ode. FORWARDED

M PVEs config d in Bridge will be FORWARDED except tho
bie. BLOCKED means that ol MAC I

wil be BLOCKID except those matd

MAL Filtering Folicy For Each Interfsco{mandnum 32 entrics):
WARNDIG: Changing from ome policy to another of an interface will cause all defived rubes for that interface to be RTMOVID AUTOMATICALLY! You will need
to create new rules for the new policy.

Interface Policy Change

roRwARD | []

Choose Add or Remove to configure MAC fitering riles.

Interface Protocol | Destination MAC | Source MAC | Frame Direction | 8021.p Priority VianiD Remove

Figure 20 MAC filtering setup

In this page, you can add or remove the MAC filtering rule. You may change the MAC
filtering policy from FORWARDED to BLOCKED by clicking the Change Policy
button.

Click the Add button to display the following page.
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Add MAC Filter

LANC=IRAN

br_0_0_30/atal »

Figure 21 Adding a MAC filter

Protocol Type: Select the proper protocol type.

Destination MAC Address: Enter the destination MAC address.

Source MAC Address: Enter the source MAC address.

Frame Direction: The direction of transmission frame.

WAN Interface (Configured in bridge mode only): Select the proper
WAN interface in the drop-down list.

After finishing setting, click Apply/Save to save and apply the filtering rule.

5.2.7 Parental Control

Time Restriction

Choose Advanced Setup > Parental Control > Time Restriction, and the

following page appears.
Access Time Restriction -- A maximum 16 entries can be configured.

Username MAC Mon |Tue |Wed | Thu | Fri| Sat Sun | Start | Stop  Remove

Click the Add button to display the following page.
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Access Time Restriction

Bhon Tue Wed ThuFrd SatSun
(m][=]ju]a]|=]{=]]s]

wsae |

This page is used to control the time restriction to a special LAN device that
connects to the DSL router. In this page, se the user name and configure the time

settings.
After finishing setting, click the Apply/Save button to save and apply the settings.

5.2.8 Quality of Service
Enabling QoS

Choose Advance Setup > Quality of Service and the following page appears.

QoS -- Queue Management Configuration

If Enable QoS checkbox is selected, choose a default DSCP mark to automatically mark incoming traffic without reference to a
particular classifier. Click 'Apply/Save' button to save it.

Note: If Enable Qos checkbox is not selected, all Qo5 will be disabled for all interfaces.

Note: The default DSCP mark is used to mark all egress packets that do not match any dassification rules.

[] Enable QoS

Select Enable QoS to enable QoS and configure the default DSCP mark.
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QoS -- Queue Management Configuration

If Enable QoS checkbox is selected, choose a default DSCP mark to automatically mark incoming traffic without reference to a
particular classifier. Click 'Apply/Save' button to save it.

Note: If Enable Qos checkbox is not selected, all Qo5 will be disabled for all interfaces.

Note: The default DSCP mark is used to mark all egress packets that do not match any dassification rules.

Enable QoS
Select Default DSCP Mark

In this page, enable the QoS function and select the default DSCP mark.
After finishing setting, click Apply/Save to save and apply the settings.

Note:
If the Enable Qos checkbox is not selected, all QoS will be disabled for all
interfaces. The default DSCP mark is used to mark all egress packets that do
not match any classification rules.

Queue Configuration

Choose Advanced Setup > Quality of Service > QoS Queue, and the following
page appears.
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In ATM mode, maximum 16 queues can be configured.
In FTM mode, maximum 8 queues can be configured.

For each Ethernet interface, maximum 4 queues can be configured.
If you disable WMM function in Wireless Page, queues related to wireless will not take effects

Name Key | Interface | Scheduler Alg | Precedence | Weight | DSL Latency | PTM Priority | Enable | Remove
WMM Voice Priority | 1 wild SP 1 Enabled
WMM Voice Priority | 2 wilo SP 2 Enabled
WMM Video Priority | 3 wilo SP 3 Enabled
WMM Video Priority | 4 wilo SP 4 Enabled
WMM Best Effort 5 wio SP 5 Enabled
WMM Background [ wilo SP 6 Enabled
WMM Background 7 wilo SP 7 Enabled
WMM Best Effort 8 wio SP 8 Enabled
Default Queue 33 atmo SP 8 Patho
High Pri Queue 34 atmo SP 1 Path0 O
Default Queue 35 atm2 SP 8 Patho
High Pri Queue 36 atmz2 SP 1 Path0 O
Default Queue 37 atm3 SP 8 Patho
High Pri Queue 38 atm3 SP 1 Path0 O
Default Queue 39 atm4 SP 8 Patho
High Pri Queue 40 atm4 SP 1 Patha O
Default Queue 41 ipoal SP 8 Path0
High Pri Queue 42 ipoa0 SP 1 Path0 O
Default Queue 43 atm5 SP 8 Patho
High Pri Queue 44 atms SP 1 Path0 O

In this page, you can enable, add or remove a QoS rule.

The lower integer value for precedence indicates the higher priority.

Note:

Click the Add button to display the following page.
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QoS Queue Configuration

This screen allows you to configure a QoS queue and add it to a selected layer2 interface.

Hame:

Apply/Save

° Name: Enter the name of QoS queue.
° Enable: Enable or disable the QoS queue.
° Interface: Select the proper interface for the QoS queue.

After finishing setting, click Apply/Save to save and apply the settings.

QoS Classification

Choose Advanced Setup > Quality of Service > QoS Classification and the
following page appears.

Qo Ehasaication Setisy - A saxiim 13 entries can be configeeed

CLASSITICATION CRITERIA CLASSIFICATION RESULTS
Rate
s Clusn Ebhvor SecMACS DSIMAL) SectP/ ) DSCP TOS B00.1P Queus DSCP TOS | BOZ. 1P Vil Frams
Crder Prote St DatPort Contred Enstin Komore
Rame Wi Type Mask  Mask  Prefidesgth Prefutegth Check Check Check ey Mark Mark Mark  Tag |12

In this page, you can enable, add or remove a QoS classification rule.
Click the Add button to display the following page.
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Add Network Tralfic Class Rube

Erable =

Specify Chssification Criteria

Specify Chssification Results

Mack Dif ated Seevace Code Posed (DSCP): w -

[(hesaisom |
In this page, enter the traffic name, select the rule order and the rule status, and
specify the classification criteria and the classification results.

After finishing setting, click Apply/Save to save and apply the settings.

5.2.9 Routing

Default Gateway
Choose Advanced Setup > Routing > Default Gateway, and the following page
appears.
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Routing -- Default Gateway

Default gateway interface list can have multiple WAN interfaces served as system default gateways but only one will be used
according to the priority with the first being the highest and the last one the lowest priority if the WAN interface is connected.
Priority order can be changed by removing all and adding them back in again.

Selected Default Gateway Available Routed WAN
Interfaces Interfaces
pppl atn3
ipoal
pppl
TEp2
pppoad
TODO: [PVp FF=x*sxssss Select a preferred wan interface as the system default IPv6 gateway.

Selected WAN Interface | ipoe_0_0_36/atm3 |+
Apply/Save

In this page, you can modify the default gateway settings.
Select a proper WAN interface in the drop-down list of Selected WAN Interface as

the system default gateway.
After finishing setting, click Apply/Save to save and apply the settings.

Static Route
Choose Advanced Setup > Routing > Static Route and the following page

appears.

Routing -- Static Route (A maximum 32 entries can be configured)

1P Version | DstIP/ PrefixLength | Gateway | Interface | Metric | Remove

In this page, you can add or remove a static routing rule.
Click the Add button to display the following page.
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Routing -- Static Route Add
Enter the destination network address, subnet mask, gateway AND/OR available WAN interface then click 'Apply/Save' to add the entry to the

routing table.

TP Version: IFvd v
Destination IP address/prefix length:

way IP Address:

(optional: metric number should be greater than or equal to zera)

IP Version: Select the IP version.
Destination IP address/prefix length: Enter the destination IP address.
Interface: select the proper interface for the rule.
Gateway IP Address: The next-hop IP address.
® Metric: The metric value of routing.
After finishing setting, click Apply/Save to save and apply the settings.

Metric:

RIP

Choose Advanced Setup > Routing > RIP and the following page appears.

Routing -~ RIP Configuration

Interincn  Version | Oparation  Enablod
b z Fassive »

o

Pasgive »

| e | el = =
O|oo|oo|o

In this page, if you want to configure an individual interface, select the desired RIP
version and operation, and then select the Enabled checkbox for the interface.
After finishing setting, click Apply/Save to save and apply the settings.

5.2.10 DNS

DNS Server
Choose Advanced Setup > DNS > DNS Server and the following page appears.
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DHS Server Configuration

Bl

@ Use the following Stath: DNS TP address:

rien & WAMN interface:

ipoe_0_0_36/ata3 |»

[ Apphy/Save ]

In this page, you can select a DNS server interface from the available interfaces,
manually enter the DNS server addresses, or obtain the DNS address from a WAN
interface.

After finishing setting, click Apply/Save to save and apply the settings.

Dynamic DNS

Choose Advanced Setup > DNS > Dynamic DNS and the following page

appears.
Dynamic DNS

The Dynamic DNS service allows you to alias a dynamic IP address to a static hostname in any of the many domains, allowing your
Broadband Router to be more easily accessed from various locations on the Internet.

Choose Add or Remove to configure Dynamic DNS.

Hostname Username  Service | Interface | Remove

Remove

In this page, you are allowed to modify the DDNS settings.
Click the Add button to display the following page.
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Add Dynamic DNS

This page allows you to add a Dynamic DNS address from DynDNS.org or TZO

D-DNS provider DyrDNS. arg
Haostname
Interface pppoe_0_1_1/ppp0. 1

DynDNS Settings
Username

Password

Apply/Save

D-DNS provider: Select a proper DDNS server in the drop-down list.

Hostname: It is the domain name and it can be modified.

Interface: The interface that the packets pass through on the DSL router.

Username: Enter the username for accessing the DDNS management

interface.

° Password: Enter the password for accessing the DDNS management
interface.

Atfter finishing setting, click Apply/Save to save and apply the settings.

5.2.11 DSL

Choose Advanced Setup > DSL and the following page appears. In this page, you
can view the DSL settings. Usually, you can keep this factory default setting. The
modem negotiates the modulation mode with the DSLAM. If you select VDSL2
Enabled check box, you can set the VDSL2 parameters on the right area.

70



GANbS.PT156A-B
DSL Settings
Select the modulation belovr.
T1.413 Enabled
ADSL2+ Enabled

AnnexM Enabled

Select the phone line pair below.
@ Inner pair

O Outer pair
Capability
Bitswap Enable

[ SRA Enable

[ Apply/Save H Advanced Settings ]

In this page, you can set the DSL settings. Usually, you do not need to modify the
factory default settings.
After finishing setting, click Apply/Save to save and apply the settings.

5.2.12 UPnP

Choose Advanced Setup > UPnP and the following page appears.
UPnP Configuration

NOTE: UPnP is activated only when there is a live WAN service with NAT enabled.

Enable UPnP

Apply/Save

In this page, you can enable or disable the UPnP function.
After finishing setting, click Apply/Save to save and apply the settings.

5.2.13 DNS Proxy

Choose Advanced Setup > DNS Proxy and the following page appears.
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DNS Proxy Configuration

Enable DNS Proxy

Host name of the Broadband Router:
Domain name of the LAN network:

Apply/Save

In this page, you can enable or disable the DNS proxy function.

After enabling the DNS proxy function, enter the host name of the broadband
router and the domain name of the LAN network, and then click Apply/Save to
save and apply the settings.

5.2.14 Print Server

Choose Advanced Setup > Printer Server and the following page appears.
Print Server settings

This page allows you to enable ( disable printer support.

[ Enable on-board print server.

Apply/Save

In this page, you can enable or disable the printer server.
Atfter finishing setting, click Apply/Save to save and apply the settings.
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5.2.15 Storage Service
Storage Device

Choose Advanced Setup > Storage Service > Storage Device and the following
page appears.

Storage Service

The Storage service allows you to use Storage devices with modem to be more easily accessed

Volumename | PhysicalMedium | FileSystem | Total Space (MB) | Used Space (MB)

Figure 22 Storage Service

This page is used to display the information of the storage device that connects to the
DSL router.

Server Configuration

Choose Advanced Setup > Storage Service > Server Config and the following
page appears.

File Sharing Server-Setup

Enable File Sharing Service

Apply/Save

Figure 23 Server Configuration
Enable file sharing service, and then enter the workgroup name that is configured for
file sharing server.
Click Apply/ Save to save and apply the settings.

User Configuration

Choose Advanced Setup > Storage Service > User Config and the following
page appears.
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File Share User Setup

Choose Add,Remove or Edit to Configure File Share User and Password

Active | User Name | Remove | Edit

Yes root O

Figure 24
Click Add and the following page appears.

File Share Username and Password Add

] Active

User Name:

|
Password: | |
Retype to Confirm: |

l Apply/Save H Cancle ]

Enter the user name and password that is configured for file sharing server and then
click Apply / Save to save and apply the settings.

Share Configuration

Choose Advanced Setup > Storage Service > Share Config and the following page
appears.
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File Share Configuration

Choose Add, Remove or Edit to configure a file share configuration.
Share Name | Share Directory | Share Description | Remove | Edit

Click Add and the following page displays.
File Sharing - Share Configuration Add

Share Name: | |

Share Directory: | |

Share Descriptioin: | |

[ Apply/Save ” Cancle l

®  Share Name: Name of the sharing directory created in workgroup that you
have configured.
®  Share Directory: The USB path where the share name created is placed.
Click Apply / Save to save and apply the settings.

5.2.16 DLNA
Choose Advanced Setup > DLNA and the following page appears.
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Digital Media Server settings
This page allows you to enable [ disable digital media server support.
Enable on-board digital media server.

Media Library Path |_.-'mnt_.-'ush 1.1 |

Apply/Save

This page allows you to enable/disable digital media server support. In this page,
enter the media library path to run digital media server.

5.2.17 Interface Grouping

Choose Advanced Setup > Interface Grouping and the following page appears.

Interface Grouping -- A maximum 16 entries can be configured
Interface Grouping supports multiple ports to PVC and bridging groups. Each group will perform as an independent network. To

support this feature, you must create mapping groups with appropriate LAN and WAN interfaces using the Add button. The Remave
button will remove the grouping and add the ungrouped interfaces to the Default group. Only the default group has IP interface.

Group Name | Remove WAN Interface | LAN Interfaces  DHCP Vendor IDs

ppp0 ENET1
pppl ENET2
ppp2 ENET3
atm3 ENET4
Default
atms wlan0
wiD_Guestl

wild_Guest2

wl0_Guest3

Remaove

Interface grouping supports multiple ports to PVC and bridging groups. Each group
will perform as an independent network. To support this feature, you must create
mapping groups with the appropriate LAN and WAN interfaces using the Add
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button. The Remove button will remove the grouping and add the ungrouped
interfaces to the default group. Only the default group has IP interface.
Click the Add button to display the following page.

Interface grouping Configuration

To create a new interface group:
1. Enter the Group name and the group name must be unique and select either 2. (dynamic) or 3. (static) below:

2. If you like to automatically add LAN clients to a WAN Interface in the new group add the DHCP vendor ID string. By configuring a
DHCP vendor ID string any DHCP client request with the specified vendor ID (DHCP option 60) will be denied an IP address from the

local DHCP server.

3.Select interfaces from the available interface list and add it to the grouped interface list using the arrow buttons to create the
required mapping of the ports. Note that these clients may obtain public IP addresses

4. Click Apply/Save button to make the changes effective immediately

IMPORTANT If a vendor ID is configured for a spedific client device, please REBOOT the client device attached to the
modem to allow it to obtain an appropriate IP address.

Group Name: ‘

WAN Interface used in the grouping | ipoe_0_0_36/atn3 +

Grouped LAN Available LAN
Interfaces Interfaces

Automatically Add
Clients With the
following DHCP Vendor
IDs

Apply/Save
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In this page, please follow the on-screen configuration steps to configure the
parameters of the interface grouping.

After finishing setting, click Apply/Save to save and apply the settings.

5.2.18 IP Tunnel
5.2.18.1 IPv6in IPv4

Choose Advanced Setup > IP Tunnel > IPv6inIlPv4 and the following page
appears. The default value is IPv6 in IPv4 information.

1P Tunneling -- 6in4 Tunnel Configuration

Name | WAN | LAN | Dynamic | IPv4 Mask Length | 6rd Prefix | Border Relay Address Remove

Click Add and the following page is displayed. In this page, you can add a new
tunnel.
1P Tunneling -- 6in4 Tunnel Configuration

Currently, enly &érd configuration is supported.

Tunnel Name

Mechanism: BRD v|

Associated WAN Interface: v|

Associated LAN Interface: Lill/br0 «

® Manual O Automatic

IPv4 Mask Length:

6rd Prefix with Prefix Length:

Border Relay IPv4 Address:

Apply/Save

5.2.18.2 IPv4in IPv6

Choose Advanced Setup > IP Tunnel > IPv4inIlPv6 and the following page
appears.
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IP Tunneling -- 4in6 Tunnel Configuration

| Name |WAI‘I | LAN | Dynamic | Remote IPv6 Address | Remove |

Remove

Click Add and the following page appears. In this page, you can add a new tunnel.
IP Tunneling -- 4in6 Tunnel Configuration

Currently, only DS-Lite configuration is supported.

Tunnel Name

Mechanism: D3-Lite v |
Associated WAN Interface: v

Associated LAN Interface: LiN/br0 w

® Manual O Automatic

Remote IPve Address: | |

Apply/Save

5219 PCP

Choose Advanced Setup > PCP and the following page appears.

Port Control Protocol (PCP) Configuration -- draft-ietf-pcp-base-22

Associated WAN Interface:

Map Option Configuration  :

Server Name | Protocol Type ‘Internal Port | External IP Address | External Port | Lifetime ‘State | Edit ‘

Peer Option Configuration = Add New Peer

Server Protocol Internal External IP External Lifetime Remote Remote IP Fenolmn
Hame Type Port Address Pol Port Address
Map Opcode

Choose Advanced Setup > PCP > Map Opcode and the following page appears.
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Port Control Protocol -- Map Opcode part

Associated WAN Interface: -

PCP Server Name(IPv4/IPva):
Lifetime(seconds):

Protocol: M
Internal Port[0-65535]:

Suggested External Port[0-65535]:
Suggested External IP Address(IPv4/IPvE):

Port Control Protocol -- Option part

[ Third Party:
[ prefer Failure:

Apply/Save

PCP Server Name (IPv4/IPv6): The server side of the PCP protocol via
which PCP clients request and manage explicit mappings.

Lifetime (seconds): Requested Lifetime.

Internal Port [0-65535]: Internal port for the mapping. The value 0 indicates
“all ports".

Suggested External Port [0-65535]: Suggested external port for the
mapping. This is useful for refreshing a mapping, especially after the PCP
server loses state. If the PCP client does not know the external port, or does
not have a preference, it MUST use 0.

Suggested External IP Address (IPv4/IPv6): Suggested external IPv4 or
IPv6 address. This is useful for refreshing a mapping, especially after the
PCP server loses state. If the PCP client does not know the external address,
or does not have a preference, it MUST use the address-family-specific
all-zeroes address.

Third Party: Itis an Internal Host when a PCP client wants to control a
mapping other than itself.
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Prefer Failure: This Option indicates that if the PCP server is unable to map
either the Suggested External Port or Suggested External Address, the PCP
server should not create a mapping.

Peer Opcode
Choose Advanced Setup > PCP > Peer Opcode and the following page appears.

Port Control Protocol -- Peer Opcode part

Associated WAN Interface: v

PCP Server Name(IPv4/IPvG):
Lifetime(seconds):

Protocol: TCE
Internal Port[0-65535]:

Suggested External Port[0-65535]:
Suggested External IP Address({IPv4/IPva):
Remote Peer Port[0-65535]:

Remate Peer IP Address(IPv4/IPv6):

Port Control Protocol -- Option part

Apply/Save

PCP Server Name (IPv4/IPv6): The server side of the PCP protocol via
which PCP clients request and manage explicit mappings.

Lifetime (seconds): Requested Lifetime.

Internal Port [0-65535]: Internal port for the mapping.

Suggested External Port [0-65535]: Suggested external port for the
mapping. If the PCP client does not know the external port, or does not have
a preference, it MUST use 0.

Suggested External IP Address (IPv4/IPv6): Suggested External IP
Address for the mapping. If the PCP client does not know the external
address, or does not have a preference, it MUST use the address-family-
specific all-zeroes address.
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° Remote Peer Port [0-65535]: Remote peer's port for the mapping.

° Remote Peer IP Address (IPv4/IPv6): Remote peer's IP address from the
perspective of the PCP client, so that the PCP client does not need to
concern itself with NAT64 or NAT46. This field allows the PCP client and PCP
server to disambiguate multiple connections from the same port on the
Internal Host to different servers. An IPv6 address is represented directly,
and an IPv4 address is represented using the IPv4-mapped address syntax.

° Third Party: It is an Internal Host when a PCP client wants to control a
mapping other than itself.

5.2.20 Multicast

Choose Advanced Setup > Multicast and the following page appears.
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IGMP Configuration

Enter IGMP protocol configuration fields if you want modify default values shown below.

Default Version: 2

Query Interval (s): 15
Query Response Interval (1/10s): 100
Last Member Query Interval (1/10s): 10
Robustness Value: 2

Maximum Multicast Groups: 25
Maximum Multicast Data Sources (for IGMPv3):|10
Maximum Multicast Group Members: 25

Fast Leave Enable:
LAN to LAN (Intra LAN) Multicast Enable:

EE

MLD Configuration

Enter MLD protocol (IPv6 Multicast) configuration fields if you want modify default values shown below.

Default Version: 2
Query Interval (s): 125
Query Response Interval (1/10s): 100
Last Member Query Interval (1/10s): 10
Robustness Value: 2
Maximum Multicast Groups: 10
Maximum Multicast Data Sources (for IGMPv3):|10
Maximum Multicast Group Members:

Fast Leave Enable:
LAN to LAN (Intra LAN) Multicast Enable:

EE|=

Apply/Save

In this page, you can configure the multicast parameters.
After finishing setting, click Apply/Save to save and apply the settings.

5.2.21 Packet Acceleration

Choose Advanced Setup > Packet Acceleration and the following page appears.
In this page, you can enable packet flow accelerator.
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Packet Acceleration

Enable Packet Flow Accelerator

Apply/Save

5.3 Wireless

Choose Wireless and the submenus of Wireless are shown as below:

Wireless
Basic
Security
MAL Filter
Wireless Bridge
Advanced

Station Info

5.3.1 Basic Settings

Choose Wireless > Basic to display the following page. In this page, the figure in
the right area is 2-dimensional code. It includes the wireless SSID and password.
You can obtain the wireless SSID and password through scanning this figure.
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SPAIN -

o5 - Guest/Virtual Access Points:

Disable
st
Advertise

Enable Max

wur | chents 255

This page allows you to configure the basic features of the wireless LAN interface.

Enable Wireless: Enable or disable the wireless function.
Hide Access Point: if you want to hide any access point for your router,
select this option, and then a station cannot obtain the SSID through the
passive scanning.
Clients Isolation: When many clients connect to the same access point,
they can access each other. If you want to disable the access between the
clients that connect to the same access point, you can select this option.
Disable WMM Advertise: After enabling this option, the transmission
performance multimedia of the voice and video data can be improved.
Enable Wireless Multicast Forwarding (WMF): After enabling this option,
the transmission quality of video service such as IPTV can be improved.
SSID: For the security reason, you should change the default SSID to a
unique name.
BSSID: Display the MAC address of the wireless interface.
Country: The name of the country with which your gateway is configured.
This parameter further specifies your wireless connection. For example, the
channel will adjust according to nations to adapt to each nation's frequency
provision.
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° Max Clients: Specify the maximum wireless client stations to be enabled to
link with AP. Once the clients exceed the max vlaue, all other clients are
refused. The value of maximum clients is 16.

° Wireless - Guest/Virtual Access Points: If you want to make Guest/Virtual
network function be available, you have to check those boxes in the table
below. In the current software version, three virtual access points can be
configured.

After finishing setting, click Apply/Save to save the basic wireless settings and

make the settings take effect.

5.3.2 Security

Choose Wireless > Security to display the following page.

Wirchess - Security

WPS Setup
Enable WPS Enabled »
WPS Verskon Vargion10

Add Cant (This featurs

Manual Setup AP

THIP+AES w

This page allows you to configure the security features of the wireless LAN
interface. In this page, you can configure the network security settings by the Wi-Fi
Protected Setup (WPS) method or setting the network authentication mode.

® WPS Setup
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WPS Setup
Enable WPS Enabled +
WPS Version Version1.0

Add Client (This feature is available only when WPA-PSK, WPA2 PSK or OPEN mode is configured)

© rusuton

QEnter STAPIN O Use AP PIN

There are 2 primary methods used in the Wi-Fi Protected Setup:

° PIN entry, a mandatory method of setup for all WPS certified devices.

— Enter STA PIN: If you select it, you need to enter the station PIN from
client.
— Use AP PIN: The PIN is generated by AP.

° Push button configuration (PBC), an actual push button on the hardware or
through a simulated push button in the software. (This is an optional method
on wireless client).

If you are using the PIN method, you will need a Registrar (access point/wireless

router) to initiate the registration between a new device and an active access

point/wireless router. (Note: The PBC method may also need a Registrar when
used in a special case where the PIN is all zeros)

In order to use the push-button for WPS authentication, you must ensure that the

network card support the function. if it supports, you need not to do any

configuration. You can press the WPS button directly to enable the WPS function.
® Manual Setup AP

This page provides 9 types of network authentication modes, including Open,

Shared, 802.1X, WPA, WPA-PSK, WPA2, WPA2-PSK, Mixed WPA2/WPA, and

Mixed WPA2/WPA-PSK.
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Manual Setup AP

You can set the network authentication method, selecting data encryption,
specify whether a network key is required to authenticate to this wireless network and specify the encryption strength.
Click "Apply/Save' when done.

Select SSID: WLAN_281E

Network Authentication: WPA-PSK W
Open

WPA/WAPI passphrase: Shared here to display
802.1%
WPA Group Rekey Interval: WPA
WPA/WAPI Encryption: WPA-PSK

WPRAZ

WPAZ -PSK

Mixed WRA2/WPRA
Mixed WPA2/WPA -PSK

Apply/Save

WEP Encryption:

- Open Mode

Network Authentication: | Cpen v |

WEP Encryption: Enabled
Encryption Strength:
Current Metwork Key:

Network Key 1: DOD1EE363281E
Network Key 2: DOD1EE363281E
Network Key 3: DOD1EE363281E
Network Key 4: DOD1EE363281E

Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys

Apply/Save

° Select SSID: Select a SSID for configuring the security settings.

Network Authentication: Select the Open mode.

° WEP Encryption: Enable or disable WEP encryption. After enabling this
function, you can set the encryption strength, current network key, and
network keys.

° Encryption Strength: You can set 64-bit or 128-bit key.

Current Network Key: The current key that you use.

° Network Key1/2/3/4: Set the network key. If it is 128-bit key, you need to
enter 13 ASCII characters or 26 hexadecimal digits. For the 64-bit key, you
need to enter 5 ASCII characters or 10 hexadecimal digits.

88



GANS.PT156A-B

- Shared Mode
Network Authentication:

WEP Encryption:
Encryption Strength:
Current Network Key:

Network Key 1: DOD1EE363281E
Network Key 2: DO01EE363281F
Network Key 3: DO01EE363281F
Network Key 4: DO01EE363281E

Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys

Apply/Save

The parameters’ description of shared mode, please refer to the Open Mode.

- 802.1x

Metwork Authentication: | 802.1X v

RADIUS Server IP Address: 0.0.0.0
RADIUS Port: 1812
RADIUS Key:
WEP Encryption:

Enabled |+
64-hit

Encryption Strength:
Current Network Key:
Network Key 1:
Network Key 2: DO0O1EE363281E

Network Key 3: DO0O1EE363281E
Network Key 4:

Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys

° Select SSID: Select a SSID for configuring the security settings.

Network Authentication: Select the 802.1X in the drop-down list.

° RADIUS Server IP Address: Enter the IP address of the RADIUS server.
RADIUS server is used to authenticate the hosts on the wireless network.

[} RADIUS Port: The port number that the RADIUS server uses. The default
port number is 1812. You may change it according to the server setting.

89



GANS.PT156A-B

° RADIUS Key: Set the RADIUS key for accessing the RADIUS server.

° WEP Encryption: You can only select Enabled.

° Encryption Strength: You can set 64-bit or 128-bit key.

° Current Network Key: The current key that you use.

° Network Key1/2/3/4: Set the network key. If it is 128-bit key, you need to
enter 13 ASCII characters or 26 hexadecimal digits. For the 64-bit key, you
need to enter 5 ASCII characters or 10 hexadecimal digits.

- WPA Mode

Metwork Authentication: WPA ~

WPA Group Rekey Interval: 0

RADIUS Server IP Address: 0.0.0.0

RADIUS Port: 1812

RADIUS Key:

WPA/WAPI Encryption: TKIP+AES +

VWEF Encryption:

Apply/Save

Select SSID: Select a SSID for configuring the security settings.

Network Authentication: Select the WPA mode.

WPA Group Rekey Interval: Setting the interval for renewing key.
RADIUS Server IP Address: Enter the IP address of the RADIUS server.
RADIUS server is used to authenticate the hosts on the wireless network.
RADIUS Port: The port number that the RADIUS server uses. The default
port number is 1812. You may change it according to the server setting.
RADIUS Key: Set the RADIUS key for accessing the RADIUS server.
WPA/WAPI Encryption: You may select AES, or TKIP+AES.

- WPA-PSK Mode
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Metwork Authentication: |WPA—PSK V|
WPA/WAPI passphrase: |nnn»nnnnn| Click here to display
WPA Group Rekey Interval: i |

WPA/WAPI Encryption: TKIP+AES +

WEF Encryption: Disabled

Apply/Save

Select SSID: Select a SSID for configuring the security settings.

Network Authentication: Select the WPA-PSK mode.

WPA/WAPI passphrase: The key for WPA encryption. Click the Click here
to display button to display the current key. The default key is 87654321.
WPA Group Rekey Interval: Setting the interval for renewing key.
WPA/WAPI Encryption: You may select AES, or TKIP+AES.

- WPA2 Mode
Metwork Authentication: |WPA2 V|
WPAZ Preauthentication: Disabled
Metwork Re-auth Interval: 36000 |
WPA Group Rekey Interval: |D |
RADIUS Server IP Address:  [0.0.0.0 |
RADIUS Port: 1812 |
RADIUS Key: |
WPA/WAPI Encryption: AES b |

WEP Encryption: Disablec

Apply/Save
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Select SSID: Select a SSID for configuring the security settings.
Network Authentication: Select the WPA2 mode.
WPA2 Preauthentication: Enable or disable pre-authentication.
Network Re-auth Interval: Set the network re-auth interval.
WPA Group Rekey Interval: Setting the interval for renewing key.
RADIUS Server IP Address: Enter the IP address of the RADIUS server.
RADIUS server is used to authenticate the hosts on the wireless network.
° RADIUS Port: The port number that the RADIUS server uses. The default

port number is 1812. You may change it according to the server setting.
° RADIUS Key: Set the RADIUS key for accessing the RADIUS server.
° WPA/WAPI Encryption: You may select AES, or TKIP+AES.

- WPA2-PSK
Network Authentication: WPA2 -PSK b
VWPA/WAFI passphrase: sssssssssessssssed Click here to display
WPA Group Rekey Interval: 0
WPA/WAPI Encryption: AES &
WEP Encryption:

The parameters’ description of WPA2-PSK mode, please refer to the WPA-PSK
mode.

- Mixed WPA2/WPA
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Metwork Authentication: | Mixed WPAZAWPA V|
WPA2 Preauthentication: Disabled +

Metwork Re-auth Interval: 36000 |
WPA Group Rekey Interval: |IZI |
RADIUS Server IP Address:  |0.0.0.0 |
RADIUS Port: 1812 |
RADIUS Key: |
WPA/WAPI Encryption: TKIP+AES

WEP Encryption: Disabled

Apply/Save

The parameters’ description of Mixed WPA2/WPA mode, please refer to the WPA2
mode.

- Mixed WPA2/WPA-PSK

Metwork Authentication: Mixed WPAZAWPA -PSK. +

WPA/WAPI passphrase: ssssssnnssnsssnssi Click here to display
WPA Group Rekey Interval: 0

WPA/WAPI Encryption: TKIP+AES

WEP Encryption: Disabled

Apply/Save

The parameters’ description of Mixed WPA2/WPA-PSK mode, please refer to the
WPA-PSK mode.
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5.3.3 MAC Filter

Choose Wireless > MAC Filter to display the following page.
Wireless -- MAC Filter

Select SSID: | WLAN_281E |

MAC Restrict Mode: @ Disabled O Allow O Deny

MAC Address | Remowve

[Add] [ Remove

This page is used to allow or reject the wireless clients to access the wireless

network of the wireless router.

In this page, you can add or remove the MAC filters.

The MAC restrict modes include Disabled, Allow, and Deny.

° Disabled: Disable the wireless MAC address filtering function.

[} Allow: Allow the wireless clients with the MAC addresses in the MAC
Address list to access the wireless network of the wireless router.

° Deny: Reject the wireless clients with the MAC addresses in the MAC
Address list to access the wireless network of the wireless router.

Click the Add button to display the following page.
Wireless -- MAC Filter

Enter the MAC address and click 'Apply/Save' to add the MAC address to the wireless MAC address filters.

Apply/Save
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In this page, enter the MAC address of the wireless client, and then click the
Apply/Save button to add the MAC address to the MAC address list.

5.3.4 Wireless Bridge

Choose Wireless > Wireless Bridge to display the following page.

Wireless -- Bridge

This page allows you to configure wireless bridge features of the wireless LAN interface. You can select Wireless Bridge (also known
as Wireless Distribution System) to disable access point functionality. Selecting Access Point enables access point functionality.
Wireless bridge functionality will still be available and wireless stations will be able to associate to the AP. Select Disabled in Bridge
Restrict which disables wireless bridge restriction. Any wireless bridge will be granted access. Selecting Enabled or Enabled(Scan)
enables wireless bridge restriction. Only those bridges selected in Remote Bridges will be granted access.

Click "Refresh” to update the remote bridges. Wait for few seconds to update.

Click "Apply/Save" to configure the wireless bridge options.

Bridge Restrict: Enabled v

Remote Bridges MAC Address: ‘ ‘ | |

Apply/Save

This page allows you to configure the wireless bridge features of the wireless LAN
interface.

) AP mode: you may select Access Point or Wireless Bridge.

) Bridge Restrict: Enable or disable the bridge restrict function.

° Remote Bridges MAC Address: Enter the remote bridge MAC address.
After finishing setting, click the Apply/Save button to save and apply the settings.

5.3.5 Advanced Settings

Choose Wireless > Advanced to display the following page. This page allows you
to configure the advanced features of the wireless LAN interface. Usually, you do
not need to change the settings in this page.
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Band: You can select 2.4GHz.

Channel: Fill in the appropriate channel to correspond with your network
settings. All devices in your wireless network must use the same channel in
order to work correctly. This router supports auto channeling functionality.
Auto Channel Timer (min): Specifies the timer of auto channelling.
802.11n/EWC: Select disable 802.11n or Auto.

Bandwidth: Select the bandwidth for the network. You can select 20MHz in
Both Bands, 20MHz in 2.4G Band and 40MHz in 5G Band, or 40MHz in
Both Bands.

802.11n Rate: Select the transmission rate for the network. The rate of data
transmission should be set depending on the speed of your wireless network.
You can select from a range of transmission speeds, or you can select Auto
to have the Router automatically use the fastest possible data rate and
enable the Auto-Fallback feature. Auto-Fallback will negotiate the best
possible connection speed between the Router and a wireless client. The
default value is Auto.

802.11n Protection: The 802.11n standards provide a protection method so
802.11b/g and 802.11n devices can co-exist in the same network without
“speaking” at the same time.
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Support 802.11n Client Only: Only stations that are configured in 802.11n
mode can associate.

Multicast Rate: Select the multicast transmission rate for the network. The
rate of data transmission should be set depending on the speed of your
wireless network. You can select from a range of transmission speeds, or
you can select Auto to have the Router automatically use the fastest
possible data rate and enable the Auto-Fallback feature. Auto-Fallback will
negotiate the best possible connection speed between the Router and a
wireless client. The default value is Auto.

Basic Rate: Select the basic transmission rate ability for the AP.

Fragmentation Threshold: Packets that are larger than this threshold are
fragmented into multiple packets. Try to increase the fragmentation
threshold if you encounter high packet error rates. Do not set the threshold
too low, since this can result in reduced networking performance.

RTS Threshold: This value should remain at its default setting of
2347.Should you encounter inconsistent data flow, only minor reductions are
recommended. Should you encounter inconsistent data flow, only minor
reduction of the default value, 2347, is recommended. If a network packet is
smaller than the preset RTS threshold size, the RTS/CTS mechanism will
not be enabled. The Router sends Request to Send (RTS) frames to a
particular receiving station and negotiates the sending of a data frame. After
receiving an RTS, the wireless station responds with a Clear to Send (CTS)
frame to acknowledge the right to begin transmission. The RTS Threshold
value should remain at its default value of 2347.

DTIM Interval: (Delivery Traffic Indication Message) Enter a value between
1 and 255 for the Delivery Traffic Indication Message (DTIM.) ADTIM is a
countdown informing clients of the next window for listening to broadcast
and multicast messages.

Beacon Interval: A beacon is a packet of information that is sent from a
connected device to all other devices where it announces its availability and
readiness. A beacon interval is a period of time (sent with the beacon) before
sending the beacon again. The beacon interval may be adjusted in
milliseconds (ms). Default (100) is recommended.

XPress Technology: Select Enable or Disable. This is a special
accelerating technology for IEEE802.11g. The defaule is Disabled.
Transmit Power: Adjust the transmission range here. This tool can be
helpful for security purposes if you wish to limit the transmission range.
WMM (Wi-Fi Multimedia): Select whether WMM is enable or disabled.
Before you disable WMM, you should understand that all QoS queues or
traffic classes relate to wireless do not take effects.

WMM No Acknowledgement: Select whether ACK in WMM packet. By
default, the 'Ack Policy' for each access category is set to Disable, meaning
that an acknowledge packet is returned for every packet received. This
provides a more reliable transmission but increases traffic load, which
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decreases performance. To disable the acknowledgement can be useful for
Voice, for example, where speed of transmission is important and packet
loss is tolerable to a certain degree.

° WMM APSD: APSD is short for automatic power save delivery, Selecting
enable will make it has very low power consumption. WMM Power Save is
an improvement to the 802.11e amendment adding advanced power
management functionality to WMM.

Click Apply/Save to configure the advanced wireless options and make the
changes take effect.

Note:
The advanced wireless setting is only for the advanced user. For the common
user, do not change any settings in this page.

5.3.6 Station Info

Choose Wireless > Station Info to display the following page.
Wireless -- Authenticated Stations

This page shows authenticated wireless stations and their status.

MAC | Associated | Authorized | 551D | Interface

Refresh

This page shows the authenticated wireless stations and their status.

5.4 Diagnostics

5.4.1 Diagnostics

Click Diagnostics > Diagnostics, and the following page appears.

This page is used to test the connection to your local network, the connection to
your DSL service provider, and the connection to your Internet service provider.
You may diagnose the connection by clicking the Test button or clicking the Test
With OAM F4 button. If the test continues to fail, click Help and follow the
troubleshooting procedures.

98



GANS.PT156A-B

pppoe_0_B_37 Dlagnostics

ual tests are listed balo
o, cick “Hely

T & test displays a fail stabus, o
v the tros

“Rarun Diagnostic Tests” at the bottom of this

Test the connection to your local network
Test your ENET] Connection: | FAIL | Help

Test your ENET2 Conmection:  FAIL  bslp
Test your ENETS Conmection: | TAIL | pelp
Test your ENETA Connection: | PASS  Help
Tast your Wirelass Connactlon: PASS | Help

Test the connection Lo your DSL service provider

Tast xDSL Synchronization: AL tisip
Tast ATM OAM F5 seqmient ping: DISAR Help
Test ATM OAM IS end- to-end ping: DISADLID |Helg

Tast the connectlon to your Intermet service provider

Test PPP server connection: u 1elp
Test authentication with 159 s iy
Tast the assignad 1P address: DISAR Help
Ping delault gateway: FALL tisle
Ping primary Domain Name Server: AL oelp

][ rexvm o

Diagnostic Toolkit

Click Diagnostics > Diagnosis Toolkit, and the following page appears. Enter
IPv4 address or domain name, and then click Test.

Traceroute Test

IPv4 Address or Domain Name: ”Testl

5.5 Management

Choose Management and the submenus of Management are shown as below:
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Management

Settings

System Log
SHMP Agent
TR-069 Client
Internet Time
Access Control
Update Software
Reboot

5.5.1 Settings
Backup

Choose Management > Settings > Backup to display the following page.
Settings - Backup

Backup Broadband Router configurations. You may save your router configurations to a file on your PC.

Backup Settings

In this page, click the Backup Settings button to save your router’s settings to your
local PC.

Update
Choose Management > Settings > Update, and the following page appears.

Tools -- Update Settings

Update Broadband Router settings. You may update your router setfings using your saved files,

Siettings File Marme: |(Browss.._ ]

Update Settings

In this page, click the Browse... button to select the correct new settings file, and
then click the Update Settings button to update the router’s settings.
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Restore Default

Choose Management > Settings > Restore Default to display the following page.
Tools -- Restore Default Settings

Restore Broadband Router settings to the factory defaults.,

|  Restore Default Settings |

In this page, click the Restore default settings button, and then system returns to
the default settings.

5.5.2 System Log

Choose Management > System Log to display the following page.
System Log

The System Log dialog allows you to view the System Log and configure the System Log options.
Click "Views System Log' to view the System Log.

Click 'Configure System Log' to configure the System Log options.

View System Log ] [ Configure System Log ]

In this page, you are allowed to configure the system log and view the security log.
® Configuring the System Log
Click the Configure System Log button to display the following page.

System Lo - Configueation

Log Level: Debugging  »
Dizplay Level: Emar -

Local =

[ Apply/Save ]

In this page, you can set 3 types of system log modes, including Local, Remote, and
Both.
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° Local: When selecting Local, the events are recorded in the local memory.
° Remote: When selecting Remote, the events are sent to the specified IP
address and UDP port of the remote system log server.
° Both: When selecting Both, the events are recorded in the local memory or
sent to the specified IP address and UDP port of the remote system log
server.

After finishing setting, click the Apply/Save button to save and apply the settings.
Note:

If you want to log all the events, you need to select the Debugging log level.
® View System Log
Click the View System Log button to display system log information.
Click the Refresh button to refresh the system log. Click the Close button to exit.

5.5.3 TR-69 Client

Choose Management > TR-069Client to display the following page.

TR 069 chent - Conflguration

srrnnnr

Any WAN w

ey

WAN Management Protocol (TR-069) allows an Auto-Configuration Server (ACS) to
perform auto-configuration, provision, collection, and diagnostics to this device.

In this page, you may configure the parameters such as the ACS URL, ACS
password, and connection request user name.

After finishing setting, click the Apply/Save button to save and apply the settings.
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5.5.4 Internet Time
Choose Management > Internet Time to display the following page.

Time settings

This page allows you to the modem's time configuration,

O sutomatically synchronize with Internat time servers

Apply fSave

In this page, you may configure the router to synchronize its time with the Internet

time servers.
After enabling Automatically synchronize with Internet time servers, the following

page appears.
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Time settings
This page allows you to the modem's time configuration.

Automatically synchronize with Internet time servers

First NTP time server: ‘ hora. ngn. rima—tde, net £V

Second NTF time server: |ntp0. voip. telefonica. de w

Third NTP time server: ‘Nuna v
Fourth NTP time server: ‘Nona -
Fifth NTP time server: ‘Nona -

Current Router Time : Fri Oct 1 02:38:04 2010
Time zone offset: ‘ (GMT+01:00}) Brussels, Copenhagen, Madrid, Paris v

Enable manual daylight saving, overwrite automatic rule

Month  Week Day Time

Daylight Saving Dates :  Start |0c:t v| |Last v| |Su.n v| |2 am v|

End |Mar v| |Last v| |SLLn v| |3 am v|

Apply/Save

In this page, set the proper time servers, and then click the Apply/Save button to
save and apply the settings.

5.5.5 Access Control

Passwords

Choose Management > Access Control > Passwords, and the following page
appears.
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Access Control -- Passwords

Access to your DSL router is controlled through three user accounts:admin,support and user .

The user name "admin” has unrestricted access to change and view configuration of your DSL Router.

The user name "support" is used to allow an ISP technician to access your DSL Router for maintenance and to run diagnostics.

The user name "user" can access the DSL Router, view configuration settings and statistics, as well as, update the router's
software.

Use the fields below to enter up to 15 characters and click 'Apply/Save' to change or create passwords. Note: Password cannot
contain a space.

Username:

MNew Username:

0Old Password:

New Password:

Confirm Password:

In the page, you can modify the username and password of different users.
After finishing setting, click the Apply/Save button to save and apply the settings.

Services Control

Choose Management > Access Control > Services Control and the following page
appears.
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Access Control -- Services

Services access control list (SCL) enable or disable the running services.

Services | LAN WAN

g

rt

HTTP [“]enable | [¥]enable
TELNET | [lenable | ¥ enable
FTP [“lenable | [“lenable ||21
TFTP [“]enable | [Jenable

ICMP enable | [#] enable

[ ]
w

SAMBA | [Mlenable | [Jenable | (445

Apply/Save

In this page, you can enable or disable the different types of services.
After finishing setting, click the Apply/Save button to save and apply the settings.

5.5.6 Update Software

Choose Management > Update Software, and the following page appears.

Tools -- Update Software

Step 1: Cbtain an updated software image file from your ISP,

Step 2: Enter the path to the image file location in the box below or clidk the Browse' button to locate the image file,
Step 3: Click the 'Update Software' button once to upload the new image file,

MOTE: The update process takes about 2 minutes to complete, and your Broadband Router will reboot,

Saftware File Name:| |[ Browse.. |

If you want to upload the software, click the Browse... button to choose the new
software, and then click the Update Software button.

Note:
When software update is in progress, do not shut down the router. After software
update completes, the router automatically reboots.

106



GANS5.PT156A-B
Please make sure that the new software for updating is correct, and do not use other
software to update the router.

5.5.7 Reboot

Choose Management > Reboot and the following page appears.

Click the button below to reboot the router.

In this page, click the Reboot button, and then the router reboots.

5.5.8 Logout

Choose the Logout to log out of the web configuration page.
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6 Q&A

(1) Q: Why all the indicators are off?

A: Check the following:
® The connection between the power adaptor and the power socket.
® The status of the power switch.

(2) Q: Why the Ethernet indicator is off?
A: Check the following:
® The connection between the ADSL router and your computer, hub, or
switch.
® The running status of your PC, hub, or switch.
(3) Q: Why the ADSL indicator is off?
A: Check the connection between the “ADSL" port of router and the wall jack.
(4) Q: Why Internet access fails while the ADSL indicator is on?

A: Check whether the VPI, VCI, user name, and password are correctly
entered.

(5) Q: Why I fail to access the web configuration page of the DSL router?

A: Choose Start > Run from the desktop, and ping 192.168.1.1 (IP address of
the DSL router). If the DSL router is not reachable, check the type of the
network cable, the connection between the DSL router and the PC, and
the TCP/IP configuration of the PC.

(6) Q: How to load the default settings after incorrect configuration?

A: To restore the factory default settings, turn on the device, and press the
reset button for about 1 second, and then release it. The default IP
address and the subnet mask of the DSL router are 192.168.1.1 and
255.255.255.0, respectively.
® User/password of super user: 1234/1234
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FCC - PART 68

This equipment complies with Part 68 of the FCC rules and the requirements adopted by the
ACTA. On the bottom of the device of this equipment is a label that contains, among other
information, a product identifier in the format US: SGEDLO1BR5500UN and REN: 0.09B for this

equipment.

This equipment uses the following USOC jacks: RJ-11 Jacks!

A plug and jack used to connect this equipment to the premises wiring and telephone network
must comply with the applicable FCC Part 68 rules and requirements adopted by the ACTA. A
compliant telephone cord and modular plug is provided with this product. It is designed to be
connected to a compatible modular jack that is also compliant. See installation instructions for
details.

REN (RINGER EQUIVALENT NUMBERS) STATEMENT Notice: The Ringer Equivalence Number
(REN) assigned to each terminal device provides an indication of the maximum number of
terminals allowed to be connected to a telephone interface. The termination on an interface may
consist of any combination of devices subject only to the requirement that the sum of the Ringer

Equivalence Numbers of all the devices does not exceed 5.

If this equipment US: SGEDLO1BR5500UN causes harm to the telephone network, the telephone
company will notify you in advance that temporary discontinuance of service may be required.
But if advance notice isn't practical, the telephone company will notify the customer as soon as
possible. Also, you will be advised of your right to file a complaint with the FCC if you believe it

is necessary.

The telephone company may make changes in its facilities, equipment, operations or procedures
that could affect the operation of the equipment. If this happens the telephone company will
provide advance notice in order for you to make necessary modifications to maintain

uninterrupted service.

If trouble is experienced with this equipment US ID, for repair or warranty information, please
contact Shenzhen Gongjin Electronics Co.,Ltd. If the equipment is causing harm to the telephone
network, the telephone company may request that you disconnect the equipment until the

problem is resolved.

Connection to party line service is subject to state tariffs. Contact the state public utility
commission, public service commission or corporation commission for information.

If your home has specially wired alarm equipment connected to the telephone line, ensure the
installation of this US: SGEDLO1BR5500UN does not disable your alarm equipment. If you have
qguestions about what will disable alarm equipment, consult your telephone company or a

qualified installer.



FCC STATEMENT
This device complies with Part 15 of the FCC Rules. C

Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and
(2) This device must accept any interference received, including interference that may cause

undesired operation.

The grantee is not responsible for any changes or modifications not expressly approved by the
party responsible for compliance. Such modifications could void the user’s authority to operate

the equipment.

This equipment has been tested and found to comply with the limits for a Class B digital device,

pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection

against harmful interference in a residential installation. This equipment generates, uses and can

radiate radio frequency energy and, if not installed and used in accordance with the instructions,

may cause harmful interference to radio communications. However, there is no guarantee that

interference will not occur in a particular installation. If this equipment does cause harmful

interference to radio or television reception, which can be determined by turning the equipment

off and on, the user is encouraged to try to correct the interference by one or more of the

following measures:

—Reorient or relocate the receiving antenna.

—Increase the separation between the equipment and receiver.

—Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

—Consult the dealer or an experienced radio/TV technician for help.

FCC RF Radiation Exposure Statement
This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled envir
onment. This equipment should be installed and operated with a minimum distance of 20 centim

eters between the radiator and your body.



