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Visit the Quattro R4321P web page, you will find the latest revision

of data sheets, manuals, certifications, technical drawings, software and firmware.
All you need to start using your tag in a few clicks!

Scope of Manual

The goal of this manual is to provide the basic information to work with the Quattro R4321P Smart 4-port
RAIN RFID Long Range Reader.
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Disclaimer

No part of this manual may be reproduced in any form or by any means, electronic, mechanical, recording, or
otherwise, without the prior written permission of CAEN RFID.

The information contained herein has been carefully checked and is believed to be accurate; however, no
responsibility is assumed for inaccuracies. CAEN RFID reserves the right to modify its products specifications
without giving any notice; for up to date information please visit www.caenrfid.com.

Disposal of the product

Do not dispose the product in municipal or household waste. Please check your local
regulations for disposal/recycle of electronic products.


https://www.caenrfid.com/en/products/quattro-r4321p/
mailto:info@caenrfid.com
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Federal Communications Commission (FCC) Notice (Preliminary)

This device was tested and found to comply with the limits set forth in Part 15 of the FCC Rules. Operation is
subject to the following conditions: (1) this device may not cause harmful interference, and (2) this device
must accept any interference received including interference that may cause undesired operation. These
limits are designed to provide reasonable protection against harmful interference when the equipment is
operated in a commercial environment.

This device generates, uses, and can radiate radio frequency energy. If not installed and used in accordance
with the instruction manual, the product may cause harmful interference to radio communications. Operation
of this product in a residential area is likely to cause harmful interference, in which case, the user is required
to correct the interference at their own expense. The authority to operate this product is conditioned by the
requirements that no modifications be made to the equipment unless the changes or modifications are
expressly approved by CAEN RFID.
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1 INTRODUCTION

Product Description

The Quattro (Model R4321P) is a smart 4-port RAIN RFID long range reader of the easeread© product line,
well suited for retail and warehousing installations.

The Quattro reader has 4 antenna ports capable of a 31.5 dBm maximum power enabling to build RAIN RFID
portals for long range reading. Its slim form factor makes it easy to install even when limited space is
available. It offers the Ethernet (PoE) and USB communication interface in order to simplify the installation
both on large and single read point installations. The Power over Ethernet capability permits to provide power
and to communicate with the reader with a single cable.

The USB host port, combined with the internal computing architecture, permits to connect USB peripherals
like barcode scanners, keyboards, printers and many others transforming the Quattro reader in a powerful
and versatile identification platform.

The Quattro is based upon an embedded Linux platform and it's easily configurable using an internal web
interface. System integrators can customize the behaviour of the reader installing Java code that, having
access to all the RFID features and interfaces, permits a full customization.

The Quattro reader complies with and can operate in both European and US regulatory environments and,
due to its multiregional capabilities, it's ideal for integration in devices requiring compliance to different
geographical regions.

Fig. 1.1: Quattro reader (Model R4321P)
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Ordering Options

Code
Reader WR4321PXAAAA
WR4321PXDKEU
Development
kit WR4321PXDKUS
WANTENNAX019
Accessories WANTENNAX020

WALIMO000005

Description

R4321P Quattro - Smart 4-port Long Range RAIN RFID
Quattro - ETSI Dev Kit including RFID antenna with cable,
power supply, and tag samples (reader not included)
Quattro - FCC Dev Kit including RFID antenna with cable,
power supply, and tag samples (reader not included)
Circular polarized antenna 5.5dBi — ETSI

Circular polarized antenna 5.5dBi — FCC

R4321P - Auxiliary Power Supply
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2 GETTING STARTED

Introduction

This quickstart guide will help you to get started with your Quattro (Model R4321P) reader.
The reader can be configured in two different profiles:

e EASY2READ (factory default): choosing this option you select the CAEN RFID easy2read
communication protocol. Select this option in order to control the reader using the CAEN RFID
Easy Controller Application or the SDK (Software Development Kits) library. For details on the use
of the EASY2RD profile please refer to this quickstart guide.

e CUSTOM: the use of this profile allows the user to upload their own scripts to the reader. For
details on the use of the Custom profile please refer to § CUSTOM PROFILE page 34.

The reader is sold with the factory profile set to EASY2READ. This guide helps you to getting started with
your reader using the EASY2READ profile.

For more detailed information on reader configuration, connections and setup options please refer to the next
chapters.

Connecting to the Quattro Reader using the Ethernet
port

Ethernet Communication Setup

The Quattro reader can be connected to a PC using an Ethernet cable. In order to correctly operate with the
reader follow the steps above:

1. Connect the Quattro to the power supply, the power LED will turn on, wait about 30 seconds until you
hear a beep, wait 10 seconds again and the reader is ready to work with the easy2read profile active.

2. Plug an Ethernet cable! (not provided) into your computer and connect the other end of the Ethernet
cable to the reader. If your private network matches the default network configuration of the reader (IP
address 192.168.0.2) you can connect to it, otherwise you can:

a. change the network configuration of the reader (see § NETWORK page 18) to connect it to your
network

or
b. disconnect your PC from your network and connect it to the network of the reader.

3. Connect the antenna cable to Ant-0 (see § Fig. 3.6: Antennas page 15) of the reader.

Now you can use the CAEN RFID Easy Controller Application to control the reader.

! For proper operation of the device:
- Ethernet cable shall be CAT®6 at least (type S/FTP or S/ISTP)
- Put two ferrites (P.N. RRC-13-7-23-M-K5B by RICHCO; CAEN RFID ordering code LFAAFFP00004) on the Ethernet cable,
near the reader connector.
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Easy Controller

Follow these steps to connect the Quattro using the Easy Controller application for Windows:

1. Download the latest version of the Easy Controller software from the Quattro R4321P web page,
Downloads section and install it.

2. Launch the Easy Controller application:

(CAEN RFID Easy Controller - [m] X

File Settings Tools About

; \\* Design your RFID solution
((‘)) CA EmFID we provide the technology.

STATISTICS READER INFORMATION
Sc0 Sl Sw2 Sel Model:None
Acq/Sec: 0 Efficiency:0 Serial:None
e [ © Tags/Sec: 0 Tot. Tags: 0 FW Rel.:None
EPC L Source  Antenna COUNT  TimeStamp

Connected: . Air Link Protocol: OFF

3.  On the main screen click on File — Connect. A Connection windows will open. Select the Connection
Type (TCP/IP Connection) and type the Quattro IP address into the TCP/IP Address box (default value
is 192.168.0.2). Then click on Connect:

CAEN RFID Easy Controller - [m] X

File Settings Tools About

i Design your RFID solution
((‘))) CAEMFID we provide the technology.

STATISTICS READER INFORMATION

Src0 Src1 Sc2 Sl Model:None
Serial:None
FW Rel.:None

a5l Connection — — m} X

TAGS FOUND: 0 Connection Type

TCP/IP Connection ~

EPC L. Source
TCP/IP Address

v

Connect

Choose a Connection type

Connected: . Air Link Protocol: OFF
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4. To verify if the connection with the reader has been established, check the green dot on the bottom left
side of the sidebar. Into the READER INFORMATION box you can find information on reader model,
serial number and firmware release:

CAEN RFID Easy Controller

File Settings Tools About

((‘))) | CAENAFID Design your RFID solution

we provide the technology.

STATISTICS READER INFORMATION
Src0 Sc1 Sc2 Sl
Start Inventory

Model: R4321P
Acg/Sec: 0 Efficiency: 0% Q Serial: 0001000118380008
e rouD o Tags/Sec: 0 Tot. Tags: 0

FW Rel: 1.00

EPC L. Source Antenna COUNT  TimeStamp

Connected: @  Air Link Protocol: EPC C1G2

5. Place a tag in the read range of the reader, click on start inventory and see the tag information
displayed on the main window:

CAEN RFID Easy Controller

File Settings Tools About

((‘))) | CAENAFID Design your RFID solution

we provide the technology.

STATISTICS READER INFORMATION
Sc0 Sc1 Sc2 Sc3 Model: R4321P
Start Inventory
Acg/Sec: 0 Efficiency: 0% Serial: 0001000118380008
TAGS FOUND: 4 Tags/Sec: 0 Tot. Tags: 0 FW Rel: 1.00
EPC L. Source Antenna COUNT  TimeStamp
E2806890000000001C37F87F Source_0 Antd 198 31/10/2018 10:43:22
303030303030303030303030 Source_0 Antd 92 31/10/2018 10:43:22
30083382DDDIBDOS0127EF1E Source_0 Ant0 55 31/10/2018 10:43:31
Source_0 Ant0 2 31/10/2018 10:43:32

Connected: @  Air Link Protocol: EPC C1G2

For more info on the use of the Easy Controller, please refer to the CAEN RFID Easy Controller Software

Technical Information Manual, you can download it from the Quattro R4321P web page, Downloads section
or in the Manual and Documents web area.
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3 EXTERNAL INTERFACE
DESCRIPTION

LEDS

MoHo#oH

ANT-0 ANT-1 ANT-2 ANT-3

@ CAENRFID

Fig. 3.1: LEDs
No. Name Description
1 Power Power On — Green LED
2 Communication Communication activity — Blinking Yellow LED
3 Tag-ID Tag Detection — Blinking Red LED
Tab. 3.1: LEDs
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Connectors

1 2 3 4 5 6
Fig. 3.2: Interfaces Panel
No. Name Description
1 GPIO General Purpose Input Output
2 UPGRADE Upgrade operative system
3 USB host USB 2.0 Hi-speed Host port
4 Power Power Supply Connector
5 Ethernet Ethernet 10/100/1000BASE-T (RJ45) / POE standard IEEE 802.3af
6 USB device USB 2.0 Hi-Speed Device port

Tab. 3.2: Interfaces Panel

GPIO

10 Poles terminal block with screw connection with tension sleeve:

Fig. 3.3: GPIO Connector

EXTERNAL INTERFACE DESCRIPTION - Quattro Technical Information Manual 12



Name
+5V
GND
GPIO
RTN
GPI1
RTN
OUTPUT1.1
OUTPUT1.2
OUTPUT2.1
OUTPUT2.2

- z

Description
5VDC
Ground
General purpose input 0
Return
General purpose input 1
Return
SS-Relay 1 Contact 1
SS-Relay 1 Contact 2
SS-Relay 2 Contact 1
SS-Relay 2 Contact 2

Tab. 3.3: GPIO Connector Poles

Input signal

To have a valid input signal, apply a voltage between 4V and 48V to the pin indicated by GPIO (or GPI1) and

its return (RTN) pin.

The most simply way to have a valid input signal is connecting the +5V pin, present on the terminal block
connector, to the GPIO pin through a switch that enables the input signal when it is closed. The connection
between ground (GND) and return (RTN) is also required to complete the circuit.

1 +5V
3 Gpi0

T T e T Terse T e e et
2 3 4 5 6 7 8 9 10
' I v I 100
2 GND
4 RTN

Fig. 3.4: GPIO Input Signal

It is possible to verify the correct functioning of the circuit by connecting the reader to the CAEN RFID Easy
Controller software, Tools-I/O management section:

GPIO0 corresponds to GPIOO0 of the Easy Controller software
GPI1 corresponds to GPIO1 of the Easy Controller software

EXTERNAL INTERFACE DESCRIPTION - Quattro Technical Information Manual 13



GPIO Management

GPIO: 15 14 13 12 11 10 5 8 i & 5

Diirections:
Out:
Values: (e 000C Status:

Refresh active settings Ok

3 2 1 0
® @
® @
Apply

When a valid input is present on the GPIO pin, a check “V” appears in the Status box at the GPIO O:

GPI2 Managerment

GPIC: 15 14 13 12 11 10 9 38 i &6 5

Directions: In:

Cut:

Values: Status:

Refresh active settings Ok

Output signal

Apply

The OUTPUT1.1 — OUTPUT1.2 and OUTPUT2.1 — OUTPUT2.2 pins are the terminals of a normally open

dry contacts.

By connecting to the CAEN RFID Easy Controller Software, Tools-I/O management section, you can close
the contact by removing the check from the Status box related to GPIO 2 and GPIO 3 and then press the

Apply button.
OUTPUT1.1 — OUTPUTL1.2 correspond to GPIO2 of the Easy Controller software
OUTPUT2.1 - OUTPUT2.2 correspond to GPIO3 of the Easy Controller software

GPIO Management

GPIO: 15 14 13 12 1 10 95 &8 i b

Directions: In:

Ot

Values: Status:

Refresh active settings Ok

EXTERNAL INTERFACE DESCRIPTION - Quattro Technical Information Manual
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To power a generic device at 5V DC (U1 symbol in Fig. 3.5: GPIO Output Signal), for example a light signal
tower, a photocell or an alert siren, it is possible to use the connection shown in the drawing below. When you
close the contact by the software command, the device is powered.

1 +5V
7 Output 1.1

2GND
8 OUTPUT 1.2

Fig. 3.5: GPIO Output Signal

Antennas

Fig. 3.6: Antennas

Name
ANT O
ANT 1
ANT 2

ANT 3
Tab. 3.4: Antennas

ANT-3 ANT-2 ANT-1 ANT-0

Description
50Q RP-TNC jack connector Antenna 0
50Q RP-TNC jack connector Antenna 1
50Q RP-TNC jack connector Antenna 2
50Q RP-TNC jack connector Antenna 3

In order to achieve the best reading performances, the VSWR of the antenna shall be lower than 1.5:1.

EXTERNAL INTERFACE DESCRIPTION - Quattro Technical Information Manual 15



4 CONFIGURATION USING THE WEB
INTERFACE

Introduction

The reader can be configured via web interface.

The Web Interface is accessible only via the Ethernet connection:

1. Connect the Quattro to the power supply.

2. Plug an Ethernet cable? (not provided) into your computer and connect the other end of the Ethernet
cable to the reader. If your private network matches the default network configuration of the reader (IP
address 192.168.0.2) you can connect to it, otherwise you can:

a. change the network configuration of the reader (see § NETWORK page 18) to connect it to your
network

or
b. disconnect your PC from your network and connect it to the network of the reader.
By factory default, the Quattro web interface is reachable at the following IP address: 192.168.0.2.

To login, type root in the Username text box and root in the Password textbox. To change the username and
password please refer to 8§ SYSTEM page 19.

jnalibri  Strumenti  Aiuto

192,168.0.2 Cerca n @ @ =

Piu visitati @ Come iniziare Ultime notizie CAEM RFID - UHF Rea...
a

x

Autenticazione richiesta

9 http://192.168.0.2 richiede un nome utente e una password. Il sito riporta: “R12901"

Nome utente: | root

Password: [ eees] |

In attesa di 192.168.0.2...

2 For proper operation of the device:
- Ethernet cable shall be CAT®6 at least (type S/FTP or S/ISTP)
Put two ferrites (P.N. RRC-13-7-23-M-K5B by RICHCO; CAEN RFID ordering code LFAAFFP00004) on the Ethernet cable,

near the reader connector.
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When the connection with the reader is established, the main screen of the web interface is displayed:

File Modifica Visualizza Cronclogia Segnalibri Strumenti  Aiuto

192.168.0.2/

&« & ® 192.168.0.2 O - B d Cerca In @ @ »

(R Quattro R&321P

) NETWORK
NETWORK CONFIGURATION

Q) SYSTEM

DHCP
IP Address
Subnet Mask
Gateway
DNS Server

Q RFID

Q) INFO

SAVE

Fig. 4.1: Quattro R4321P Web Interface

The Web Interface menu options are the following:

e NETWORK
e SYSTEM

e RFID

e INFO

CONFIGURATION USING THE WEB INTERFACE - Quattro Technical Information Manual 17



NETWORK

File Modifica Visualizza Cronclogia Segnalibri Strumenti  Aiuto

182.168.0.2/

&« (& @ 192.168.0.2 O - B d Cerca In @ @ »

R Quattro R4321P

() NETWORK
NETWORK CONFIGURATION

Q) SYSTEM

DHCP
IP Address
Subnet Mask
Gateway
DNS Server

Q) RFID

Q) INFO

SAVE

The NETWORK submenu options are the following:

e DHCP: Enable/Disable. By default the DHCP is set to disable. You can change the default value
using the drop-down menu

e |P Address: the reader default IP address is 192.168.0.2. The Quattro reader can be connected to
a PC using an Ethernet cable: in order to correctly operate with the reader refer to Ethernet
Communication Setup page 26.

e Subnet Mask: the reader default subnet mask is 255.255.255.0.
e Gateway: the reader default gateway is 192.168.0.1.
e DNS Server: the reader default DNS server is 8.8.8.8.

Warning: To save the changes click on the “SAVE” button. Note that all changes made via the
web interface are active only after the reader’s reboot. Click on SYSTEM option in the Web
Interface panel and then click on the “Reboot” button. After reboot, the new settings are active.

CONFIGURATION USING THE WEB INTERFACE - Quattro Technical Information Manual 18



SYSTEM

File Modifica Visualizza Cronologia Segnalibri Strumenti  Aiuto

< c

O NETWORK

O SYSTEM

Q RFID

Q INFO

192.168.0.2/system fcgi

@ 192.168.0.2/system frgi e @ Cerca mn @ @; »

R Quattro R4321P

SYSTEM CONFIGURATION

Power Up Beep ENABLE ~

Package Upload l:l Browse...

SAVE REBOOT

The SYSTEM CONFIGURATION options are the following:

Login User Name: To access the web interface, the default username is “root”. Use this option to
change the login username.

If you forgot your username you must necessarily make a factory reset (see §
FIRMWARE UPGRADE page 36)

Login Password: To access the web interface, the default password is “root”. Use this option to
change the login password.

If you forgot your password you must necessarily make a factory reset (see §
FIRMWARE UPGRADE page 36)

Power Up Beep: enable or disable. By default, the Power Up Beep is enabled. Through this option
you can enable or disable the beep at the power up of the reader.

Package Upload: use this function to upload the script program to be used with the custom profile.
Give the package the same name used for the code. Please remember to keep your code as
simple as possible; the R4321P reader scripting capability is meant for running inside the reader
very simple task (max 3 MB). For more information on the use of the custom profile please refer to
§ Custom Profile page 34.

Warning: To save the changes click on the “SAVE” button. Note that all changes made via the
web interface are active only after the reader’s reboot. Click on the “Reboot” button. After reboot,
the new settings are active.
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RFID

File Modifica Visualizza Cronclogia Segnalibri Strumenti  Aiuto

182.168.0.2/rfid fegi

&« & (@ 192.168.0.2/rfid fco RO - B« d Cerca In @ @ »

FI | Quattro R4321P

) NETWORK
RFID CONFIGURATION

Q) SYSTEM

Profile
) RFID
o RF Output Power
INFO
GPIO Trigger
GPI Trigger
Tag ID Beep

SAVE

182.168.0.2/rfid fcgi
Use this section in order to set the desired profile and then the related configuration options.

The available profiles are:

e Easy2read (factory default) is the CAEN RFID easy2read communication protocol that permits to
control the reader using the CAEN RFID Easy Controller Application or the SDK (Software
Development Kit) library. For details on the use of the easy2read profile please refer to §
Easy2read Profile chapter page 26.

For details on the easy2read configuration options, refer to § Easy2read page 21.

e Custom: the use of this profile allows the user to upload his own scripts to the reader. For details
on the use of the Custom profile please refer to § CUSTOM PROFILE page 34.

For details on the Custom configuration options, refer to 8 Custom page 23.
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Easy2read

File Modifica Visualizza Cronclogia Segnalibri Strumenti  Aiuto

182.168.0.2/rfid fegi

< e () 192.168.0.2/rfid fco O - B d Cerca n @ @ » =
-~
() NETWORK
RFID CONFIGURATION
) SYSTEM
Profil
) RFID rome
RF Output Power
Q) INFO
GPIO Trigger
GPI1 Trigger
Tag ID Beep
SAVE
192.168.0.2/rfid fcgi w

Choosing the easy2read profile, the RFID Configuration submenu options are the following:

e RF Output Power: the default RF Power is 60%. The RF Power value at power up is expressed as
a percentage value of the maximum RF output power. Through the RF Output Power submenu you
can set the power level emitted by the reader. You can change the default value using the drop-
down menu:

- 5%

- 10%
- 20%
- 40%
- 60%
- 80%
- 100%
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The correspondent values are:

Conducted Power Conducted Power
Percentage ETSI FCC
(mW) (mW)
5% 70 70
10% 140 140
20% 280 280
40% 560 560
60% 840 840
80% 1120 1000°
100% 1400 1000°

Tab. 4.1: Conducted power

Note that, when the reader is configured in the easy2read profile, to set the power you can also use
the CAEN RFID Easy Controller Application or the SetPower function of the SDK (Software
Development Kit) library.

e GPIOO Trigger: enable or disable. By default, the GPIOO Trigger is disabled. You can change the
default value using the drop-down menu. Through this option you can enable/disabled the tag
inventory at the change of state of the GPIOO.

Note: In the easy2read profile, in order to enable the tag inventory on GPIOO trigger, it
is necessary to perform a second activation via software:

- Using the Easy controller Software: for more details see § Inventory on GPIO state
change page 32.

or

- Using the API: for more details see the EventinventoryTag Method (the event trigger
flag, bit 5, set to 1) in the CAEN RFID API Reference Manual downloadable from
Quattro R4321P web page, Documents section or in the Manual and Documents web
area.

e GPIO1 Trigger: enable or disable. By default, the GPIO1 Trigger is disabled. You can change the
default value using the drop-down menu. Through this option you can enable/disabled the tag
inventory at the change of state of the GPIO1.

Note: In the easy2read profile, in order to enable the tag inventory on GPIO1 trigger, it
is necessary to perform a second activation via software:

- Using the Easy controller Software: for more details see § Inventory on GPIO state
change page 32.

or

- Using the API: for more details see the EventinventoryTag Method (the event trigger
flag, bit 5, set to 1) in the CAEN RFID APl Reference Manual downloadable from
Quattro R4321P web page, Documents section or in the Manual and Documents web
area.

e Tag ID Beep: enable or disable. By default, the Tag ID beep is disabled. You can change the
default value using the drop-down menu. If the Tag ID beep is enabled, the reader will beep when a
tag is detected.

Warning: To save the changes click on the “SAVE” button. Note that all changes made via the
web interface are active only after the reader’s reboot. Click on SYSTEM option in the Web
Interface panel and then click on the “Reboot” button. After reboot, the new settings are active.

® The reader with the FCC regulation cannot supply more than 1000 mW to the connector. By analogy with the power expressed in the
ETSI table, the percentage refers to the full scale of 1400mW, but the percentage of 80% and 100% (that exceed 1000mW) are limited
to the maximum of 1000 mW.
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Custom

File Modifica Visualizza Cronologia Segnalibri Strumenti  Aiuto

192.168.0.2/rfid.fegi

&« c (© 192.168.0.2/rfid fegi o O W Cerca m @ @m »

FI |Quattro R4321P

) NETWORK
RFID CONFIGURATION

Q) SYSTEM
Profile
) RFID
o RF Output Power
INFO
Code

SAVE

The use of the Custom profile allows the user to upload his own scripts to the reader.
Choosing the Custom profile, the RFID Configuration submenu options are the following:

e RF Output Power: the default RF Power is 60%. The RF Power value at power up is expressed as
a percentage value of the maximum RF output power. Through the RF Output Power submenu you
can set the power level emitted by the reader. You can change the default value using the drop-
down menu:

- 5%

- 10%
- 20%
- 40%
- 60%
- 80%
- 100%
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The correspondent values are:

Conducted Power Conducted Power
Percentage ETSI FCC
(mW) (mW)
5% 70 70
10% 140 140
20% 280 280
40% 560 560
60% 840 840
80% 1120 1000*
100% 1400 1000°

Tab. 4.2: Conducted power

e Code: alphanumeric characters. The “code” is the name assigned by the user to the custom
program. When the reader is turned on, if the profile is set to custom, among all the programs
loaded by the user, the reader starts the custom program named "code".

e Parameters: alphanumeric characters. This string can be used to assign values to the parameters
defined by the user in the custom program (e.g. Q=8; n=6; cycles=20, etc...).

Warning: To save the changes click on the “SAVE” button. Note that all changes made via the
web interface are active only after the reader’s reboot. Click on SYSTEM option in the Web
Interface panel and then click on the “Reboot” button. After reboot, the new settings are active.

INFO

FHle Modifica Visualizza Cronologia Segnalibri Strumenti  Aiuto

182.168.0.2/info fcgi

< c @ 192.168.0.2/info.fegi o @ Cerca mn & a »

(R) Quattro R4321P

Q) NETWORK
STATUS INFORMATION

Q) SYSTEM
O RFID Model R4321P
o Serial Number 0001000118380008
INFO
MAC Address 00:12:5e:00:0a:a6

Hardware Revision 0.0

Distro Release 1.0.0

RF Model R4320C

192.168.0.2/info fcgi W

* The reader with the FCC regulation cannot supply more than 1000 mW to the connector. By analogy with the power expressed in the
ETSI table, the percentage refers to the full scale of 1400mW, but the percentage of 80% and 100% (that exceed 1000mW) are limited
to the maximum of 1000 mW.
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The INFO submenu options are the following:
Model: the model name (e.g. R4321P)

Serial Number: the reader serial number (16 numbers)
MAC Address: the reader MAC address

Hardware Revision: the hardware revision of the reader

Distro Release: Distribution firmware release

RF Model: the internal RF module model, R4320C




5> EASY2READ PROFILE

Introduction

By default. the reader profile is set to easy2read. For details on the available profiles and on the activation
method, please refer to § RFID paragraph page 20 (configuration via web interface).

With the easy2read profile active you will use the CAEN RFID easy2read communication protocol. Select this
option in order to control the reader using the CAEN RFID Easy Controller Application or the SDK (Software

Development Kit) library.

To configure the reader when using the easy2read profile please refer to the § Easy2read paragraph page
21.

Connecting to the Quattro Reader using the Ethernet
port
Ethernet Communication Setup

The Quattro reader can be connected to a PC using an Ethernet cable. In order to correctly operate with the
reader follow the steps above:

1. Connect the Quattro to the power supply, the power LED will turn on, wait about 30 seconds until you
hear a beep, wait 10 seconds again and the reader is ready to work with the easy2read profile active.

2. Plug an Ethernet cable® (not provided) into your computer and connect the other end of the Ethernet
cable to the reader. If your private network matches the default network configuration of the reader (IP
address 192.168.0.2) you can connect to it, otherwise you can:

a. change the network configuration of the reader (see § NETWORK page 18) to connect it to your
network

or
b. disconnect your PC from your network and connect it to the network of the reader.

3. Connect the antenna cable to Ant-0 (see § Fig. 3.6: Antennas page 15) of the reader.

Now you can use the CAEN RFID Easy Controller Application to control the reader.

® For proper operation of the device:
- Ethernet cable shall be CAT®6 at least (type S/FTP or S/ISTP)
- Put two ferrites (P.N. RRC-13-7-23-M-K5B by RICHCO; CAEN RFID ordering code LFAAFFP00004) on the Ethernet cable,
near the reader connector.
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Easy Controller

Follow these steps to connect the Quattro using the Easy Controller application for Windows:

1. Download the latest version of the Easy Controller software from the Quattro R4321P web page,

Downloads section and install it.

2. Launch the Easy Controller application:

3.  On the main screen click on File — Connect. A Connection windows will open. Select the Connection
Type (TCP/IP Connection) and type the Quattro IP address into the TCP/IP Address box (default value

is 192.168.0.2). Then click on Connect:

CAEN RFID Easy Controller

File Settings Tools About

(((‘)))HCAEI\HFID

Design your RFID solution

we provide the technology.

STATISTICS

Sc0 Sl Sc2 Scl

Aoq/Ses: D

Tags/Sec: 0

TAGSFOUND: | O

Efficiency: 0

Tot. Tags: 0

READER INFORMATION

==

Model:None
Serial:None

FW Rel.:None

EPC L. Source Antenna COUNT  TimeStamp

Connected: @  Air Link Protocol: OFF
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4. To verify if the connection with the reader has been established, check the green dot on the bottom left
side of the sidebar. Into the READER INFORMATION box you can find information on reader model,
serial number and firmware release:

CAEN RFID Easy Controller

File Settings Tools About

« ‘ )) CAENRFID Design your RFID solution

we provide the technology.

STATISTICS READER INFORMATION
Src0 Sc1 Sc2 Sl Model: R4321P
Start Inventory
Acg/Sec: 0 Efficiency: 0% Serial: 0001000118380008
TS ronD. Tags/Sec: 0 Tot. Tags: 0 FW Rel:1.00
EPC L. Source Antenna COUNT  TimeStamp

Connected: @  Air Link Protocol: EPC C1G2

5. Place a tag in the read range of the reader, click on start inventory and see the tag information
displayed on the main window:

CAEN RFID Easy Controller

File Settings Tools About

((‘)) CAENRFID Design your RFID solution

we provide the technology.

STATISTICS READER INFORMATION

Scld Sc1 Sc2 Sc3 Model: R4321P
Start Inventory
Acq/Sec: 0

Efficiency: 0% Serial: 0001000118380008
TAGS FOUND: | 4 Tags/Sec: 0 Tot. Tags: 0 FW Rel.: 1.0.0

EPC L Sowce  Antenna COUNT  TimeStamp

E£2806890000000001C37F87F Souce 0 Ant0 199 31/10/2018 10:43:22

303030303030303030303030 Souce 0 Ant0 92 31/10/2018 10:43:22

30083382DDDIBDOS0127EF1E Source 0 Ant0 55 31/10/2018 10:43:31

OESSEZn DD SA000000eo0 N souce 0 Ant0 2 31/10/2018 10:43:32

Connected: @  Air Link Protocol: EPC C1G2

For more info on the use of the Easy Controller, please refer to the CAEN RFID Easy Controller Software
Technical Information Manual, you can download it from the Quattro R4321P web page, Downloads section
or in the Manual and Documents web area.
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Connecting to the Quattro Reader using the USB port

USB Communication Setup

Warning: If your PC is running a Windows version older than Windows 10, in order to correctly
operate with the reader, you need to install the Gadget Serial USB driver. You can download it for
Windows based systems from the Quattro R4321P web page, Downloads section or from the
Software and Firmware download area.

1. Plug an USB cable (mini USB) into your computer and connect the other end of the USB cable to the
reader.

2. Connect the Quattro to the power supply, the power LED will turn on, wait about 30 seconds until you
hear a beep, wait 10 seconds again until the screen will inform you that the reader is ready to work with
the easy2read profile active.

3. Inyour PC, go to Control Panel — Hardware and Sound — Devices and Printers. After having installed
the driver (if your PC is running a Windows version older than Windows 10, otherwise the installation of
the driver is not necessary), the reader is detected by the PC as an ELMO GMAS (Gadget Serial) device.
Look at the COM port number (COMS in this example):

e Devices and Printers - O x
« v / Fa + Control Panel » Hardware and Sound » Devices and Printers v O Search Devices and Printers el
Add a device Add a printer ==~ o
MName - Classification Device category Manufacturer Model

~ Devices (4)

B Basic Optical Mouse Devices Keyboards, Mice and Oth...  Microsoft Corporation. Basic Optical Mouse
&9 CE200 Devices PCs Lenovo 20H1006KIX

[ Generic PnP Monitor Devices Displays and Projectors; A... Generic PnP Monitor
= USB Keyboard Devices Keyboards, Mice and Oth... USB Keyboard

~ Printers (5)

= Fax Printers Faxes Microsoft Shared Fax Driver
W HPA20AD3 (HP Officelet Pro 8210) Printers Printers and Faxes HP HP Officelet Pro 8210

= Lexmark E460dn Printers Printers and Faxes Lexrnark International, Inc.  Lexmark E460/E462/EG460
™ Microsoft Print to PDF Printers Document Writers Microsoft Print To PDF

I Microsoft XPS Document Writer Printers Document Writers Microsoft XP5 Document ...

~ Upspertfied
B ELMO GMAS (COMS) Other Gadget Serial v2.4
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Easy Controller

Follow these steps to connect the Quattro using the Easy Controller application for Windows:

1. Download the latest version of the Easy Controller software from the Quattro R4321P web page,
Downloads section and install it.

2. Launch the Easy Controller application:

CAEN RFID Easy Controller - [m] X

File  Settings Tools About

Design your RFID solution

((‘ )) CAENqFID we provide the technology.

STATISTICS READER INFORMATION
Scl Sci Se2 Sl Modei:None
AeqlSec: 0 Efficiency: 0 SerialNone
o Tags/Sec: 0 Tot. Tags: 0 FW Rel.-None
EFC L Source  Antenna COUNT  TimeStamp

Connected: @ Air Link Protocol: OFF

3. On the main screen click on File — Connect. A Connection window will open. Select the Connection
Type (RS232) and specify the RS232 port (COM 5 in this example):

File Tools  About

Y Design your RFID solution
((.)) CAEMFID we provide the technology.

B connection  — O % READER INFORMATION
Sc3 :
Connection Type Mode!:None
- Efficiency: [ Serial:Nons
RS232 Connection  ~| | " "
TAGS FounD: | O - Tags: 0 FW Rel.:None
RS232 Port
EPC L. Source Antenni COM5 hd
Connect
Choose a Connection type

Connected: @ Air Link Protocol: OFF

EASY2READ PROFILE - Quattro Technical Information Manual 30


https://www.caenrfid.com/en/products/quattro-r4321p/

4. To verify if the connection with the reader has been established, check the green dot on the bottom left
side of the sidebar and on the READER INFORMATION box you can find information on reader model,
serial number and firmware release:

CAEN RFID Easy Controller

File Settings Tools About

((‘))) CAENSFID Design your RFID solution

we provide the technology.

STATISTICS READER INFORMATION
Sc0 Sci1 Sc2 Sl
Start Inventory

Model: R4321P
Acg/Sec: 0 Efficiency: 0% Q’ Serial: 0001000118380008
s o 0 Tags/Sec: 0 Tot. Tags: 0 FW Rel:1.00

EPC L. Source Antenna COUNT  TimeStamp

Connected: @  Air Link Protocol: EPC C1G2

5. Place a tag in the range of the reader, click on start inventory and see the tag information displayed on
the main window:

CAEN RFID Easy Controller

File Settings Tools About

((‘))) CAENRFID Design your RFID solution

we provide the technology.

STATISTICS READER INFORMATION
Scd Sc1 Sc2 Sl Model: R4321P
Start Inventory
Acg/Sec: 0 Efficiency: 0% Serial: 0001000118380008
TAGS FOUND. 4 Tags/Sec: 0 Tot. Tags: 0 FW Rel.: 1.0.0
EPC L. Source Antenna COUNT  TimeStamp
E2806890000000001C37F87F Source_0 Ant0 198 31/10/2018 10:43:22
303030303030303030303030 Source_0 Antd 92 31/10/2018 10:43:22
30083382DDDSBDOS0127EF1E Source_0 Antd 55 31/10/2018 10:43:31
00BSSE2BDG0TA000000000 N souce 0 A0 2 31/10/2018 10:43:32

Connected: @  Air Link Protocol: EPC C1G2

For more information on the CAEN RFID Easy Controller for Windows application usage, please refer to the

relevant user manual: you can download it from the Quattro R4321P web page, Downloads section or in the
Manual and Documents web area.
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Inventory on GPIO state change

This mode has been designed to enable the inventory at the change of state of the GPIOO and GPIO1 as
illustrated in the paragraph Input signal page 13. The inventory is executed until the state change persists.

In the easy2read profile it is necessary a double activation to perform the inventory on GPIO state change:
1. Activation via web interface (see 8 Easy2read page 21)

2. Activation via Easy Controller Software:

a. Connect the reader to the Easy Controller software. On the main menu of the application, click
on Settings — Options:

General
o Reader Configuration IDENTIFICATION
----- Logical Source Configuration
Invertary Made: ListView Options:

) Single [7] Converts EPC to ASCII Either in log?
@ Continuous Byte Field View:
LOGGING OPTIONS

Log filename: |C:\Eas:rCor|trollerLog.t:d |

Log file creation mode
@ Overwite () Append () Mew file jnumbered postfix filename)

Log Info
V| EPC Separator

SOUHCE ® Tab @ CSV Hello this is a log intro!!!
[T] ANTENNA -

TID
[C] Rssl EndLine

COUNT ©) CR @ CRsLF
TIMESTAMP

Durmrmy (mae 500 chars)

Save general settings on exit.

oK l [ Cancel l [ Apply
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b. By clicking on > button in the Identification box, you can access the Continuous Inventory
Options window:

¢ (General

~ Gemem

----- Logical Source Corfiguration

(3 Continuos Inventory Options n

fi
RCM (Real Continuas Mode)
0g

Source:  |Source 0~

" Inventory on button press

Hello this is a log intra!!!
Fpply
o
[J Rssl
COUNT
TIMESTAMP

c. Select the RCM (Real Continuous Mode) to perform continuous mode (i.e., a continuous
inventory via hardware on the source indicated by the RCM Source parameter) and the
Inventory on button press. Click on Apply. Now click on Start Inventory on the main window:

CAEN RFID Easy Controller = o X
File Settings Tools About
) ¥ Design your RFID solution
( CAEmFID we provide the technology.
STATISTICS READER INFORMATION
Sc0d Sc1 Sc2 Sc3 Model: R4321P
Start Inventory
Aca/Sec: 0 Efficiency: 0% Q Serial: 0001000118380008
TAGSFOUND: | O Tags/Sec::0 Tot. Tags: 0 FW Rel.: 1.0.0
EPC L. Source Antenna COUNT  TimeStamp
Connected: @  Air Link Protocol: EPC C1G2
d.

Now the tag inventory is performed at the change of state of the GPIOO0/1.

For more information on the CAEN RFID Easy Controller for Windows application usage, please refer to

the relevant technical information manual: you can download it from the Quattro R4321P web page,
Downloads section or in the Manuals and Documents web area.
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6 CUSTOM PROFILE

Introduction

The use of the Custom profile allows the user to upload his own scripts to the reader.

For details on the available profiles and on the activation method, please refer to § RFID paragraph page 20
(configuration via web interface).

Note that the Custom profile can be activate only via web interface.

To configure the reader when using the Custom profile please refer to the § Custom paragraph page 23
(configuration via web interface).

Java Virtual Machine

The user can write his own scripts in Java code and use the "Package Upload " function of the SYSTEM
section page 19 of the web configuration to upload them on the reader. The selection of the script to be used
among those loaded is done through the "Code" option of the § Custom section page 32.

To use the uploaded script, the user needs a Java Virtual Machine. Contact the CAEN RFID support to obtain
the Virtual Machine and the guideline to its use.
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Y

It is possible to reset the reader in two different ways:

1.

Turn off the reader (disconnect the power supply), wait about 15 seconds then turn on the reader
again (connect the power supply). Wait for the reboot to be completed.

or

Connect the reader to the Web Interface (for more info see 8 CONFIGURATION USING THE WEB

INTERFACE page 16), select the SYSTEM option and then click on the “Reboot” button. Wait for
the reboot to be completed.




8 FIRMWARE UPGRADE

Warning! The firmware upgrade is a factory reset: any scripts uploaded to the
reader are deleted.

The Quattro R4321P firmware upgrade can be performed only via USB.
In order to upgrade the firmware follow the steps described below:

1. Download the Quattro Upgrade Tool and the firmware image file at the Quattro R4321P web page of
the CAEN RFID Web Site, Downloads section.

2. Connect the Quattro reader to your PC using the USB port.
3.  Open the FW upgrade program:

r = ~N
sl R4321P Upgrade Tool v. 1.0.0 =T

. — - —

4.  Click on Next. In the window you will see the message “No device Connected”:

r = Bl
asl R4321P Upgrade Tool v. 1.0.0 E=EE

CAENSFID
Filename
|
Upgrade Fimware No device Connected i
|
! [
Status : Ready ]

= - _ ——
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5. To connect the reader, press the upgrade button (see § Fig. 3.2: Interfaces Panel page 12) for about
10 seconds. The “No device connected” box will turn into “Detected 1 device” and informs you that the
reader is correctly connected to the upgrade program:

K = ]
ol R4321P Upgrade Tool v. 100 = - E=EET

Filename

| Browse

Upgrade Fimware Detected 1 device \

Status : Ready ]

= E——

6. Select the FW image file by clicking on the “Browse” button:

- :
sl R4321P Upgrade Tool v. 100 = - E=EEITT)

Filename

R4321P 0_9_Obintxt | Browse

Upgrade Firmware Detected 1 device i

Status : Ready L

=— )

7. Click on the “Upgrade Firmware” button and wait for the upgrade process to be completed. In the
window you will see the message “Status: upgrading”.
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8. At the end of procedure, if the

“Status: ready”:

r W Rl
s R4321P Upgrade Tool v. 100 - eSS

Filename

[R43219.0_9_0bintt | [[Bowse |

Upgrade Firmware Detected 1 device i

Status : Ready L]

e — S —]

upgrade has been successfully performed, you will see the message

9. Turn off the reader (disconnect the power supply), wait about 15 seconds and then turn on the reader

again (connect the power supply). Now the reader is ready to work with the new firmware upgraded.
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9 TECHNICAL SPECIFICATIONS

Technical Specification Table

Frequency Range
RF Power

Number of Channels

Standard Compliance
CPU
Operating system

Receiving Capability

Connectivity

1/0 Interface

Antenna Connectors
Electrical Power

Visual Status Indicators
Operating Temperature
IP Rating

Dimensions

Weight
Tab. 9.1: Technical Specifications

865.600+867.600 MHz (ETSI EN 302 208 v3.1.1)
902+928 MHz (FCC part 15.247)

Up to 31.5 dBm (1.4W) conducted (ETSI)

Up to 30 dBm (1W) conducted (FCC)

4 channels (compliant to ETSI EN 302 208 v3.1.1)
50 hopping channels (compliant to FCC part 15.247)
EPC C1G2/1ISO 18000-63

ARM9 @ 400Mhz on Atmel AT91SAM9G25

Linux

Gen 2 Dense Reader Mode Management

Data rate up to 400 Kb/s

USB 2.0 Hi-Speed (480 Mbit/s) device port (USB mini connector)
Virtual COM port parameters:

— Baudrate: up to 115200 kbps

— Databits: 8

— Stopbits: 1

— Parity: none

— Flow control: none

Ethernet 10/100/1000BASE-T (RJ45)

POE standard IEEE 802.3af

10 Poles Terminal Block with screw connection

2 digital inputs optically isolated

2 solid state photorelay outputs optically isolated (500mA max)
4 TNC Reverse Polarity

5 VDC power supply (12W)

POE standard IEEE 802.3af (12,95W)

Multicolor LEDs: Power, Activity, Status and Applications
-10°C to +55°C

IP30

(W)210 x(L)140 x (H)27 mm®

(8.27 x 5.51 x 1.06 inch®)

740 g

Warning: The RF settings must match the country/region of operating to comply with local laws

and regulations.

The usage of the reader in different countries/regions from the one in which the device has been

sold is not allowed.
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10 REGULATORY COMPLIANCE

CE Compliance

Reference standard:
ETSI EN 301 489-1Vv2.2.3
ETSI EN 301 489-3V2.1.1
ETSI EN 302 208 V3.1.1
EN 55032:2015
EN 61000-3-2:2019
EN 61000-3-3:2013+A1:2019
EN 55035:2017+/AC:2019
EN 62368-1:2014+/AC:2015+/A11:2017

Reference document:
Test report n. 19517 [RD2].

See § Quattro R4321P CE Declaration of Conformity page 42 for the Quattro R4321P CE Compliance
Certificate.

The compliance is guaranteed only if the reader is used as described in this manual.

RoHS EU Directive

The Quattro R4321P RAIN RFID reader is compliant with the EU Directive 2011/65/CE on the Restriction of
the Use of certain Hazardous Substances in Electrical and Electronic Equipment (RoHS2).

FCC Compliance

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation.

This equipment generates uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is
no guarantee that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one of the following measures:

a.
b.

C.

Reorient or relocate the receiving antenna.
Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

Consult the dealer or an experienced radio/TV technician for help.
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This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1)
This device may not cause harmful interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

Any changes or modification not approved by CAEN RFID could void the user's authority to operate the
equipment.

The device shall be used with CAEN RFID antenna Mod. WANTENNAXO020 Circular polarized antenna FCC
with 5.5dBi gain.

The device shall be used such that a minimum separation distance of 25cm is maintained between the reader
and user's/nearby people's body.
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Quattro Rr4321P
CE DECLARATION OF CONFORMITY

CAEN RFID Srl

Via Vetraia, 11

55049 Viareggio (LU)

Italy

Tel.: +39.0584.388.398 Fax: +39.0584.388.959
Mail: info@caenrfid.com

Web site: www.caenrfid.com

herewith declare under our own responsibility that the product:

Code: WR4321PXAAAA
Description: R4321P Quattro - Compact 4 - port UHF RFID Reader

corresponds in the submitted version to the following standards:

ETSI EN 301 489-1Vv2.2.3

ETSI EN 301 489-3V2.1.1

ETSI EN 302 208 V3.1.1

EN 55032:2015

EN 61000-3-2:2019

EN 61000-3-3:2013+A1:2019

EN 55035:2017+/AC:2019

EN 62368-1:2014+/AC:2015+/A11:2017

and declare under our sole responsibility that the specified product meets the principle requirements and other
applicable regulations of directives 2014/53/EU (RED) and 2011/65/EU (RoHS2)

W
D

ja Wétraia, 1
Date: 03/02/2020 5049 VIAREGGI TALY
VAT IT 02032050466

Adriano Bigongiari (Chief Executive Officer)

On the basis of this declaration, this product will bear the following mark: c €

The compliance is guaranteed only if the reader is used as described in this manual.



