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Introduction

This Chapter gives general information about the lon R4300P Reader. It contains these
topics:

e  General Information
e  Ordering Options

e Installation Notice
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General Information

The ION (Model R4300P) is the top-of-the-range portal reader of the easeread© Family.

CAEN RFID has carefully designed the device taking into account customer requestsandon-field experience on RFID
installations. The resultis notonlyan UHF reader, it's a unique combination of outstanding RFID reading performances,
computing power and communication capabilities.

The readeris optimized for portal installations, featuring full power to upto 4 antennas, GEN2 Dense Reader Mode
management and high speed read rates.

Basedon anembedded HW architecture (x86) and standard operating system (Linux), the ION eases the development
of custom software and solutions.

The on-board computing power and connectivity remove the need foran external PCand related cabling. This results
in deployment and operations cost savings, thus reducing the total cost of ownership of installed devices.

The IONis best suited for complex AutolD scenarios, where the information can be collected and fed directly to the
reader from multiple sources such as Smart Card readers, Barcode readers, GPS and otherin-field sensors.

All data canbe handledlocally through data buffering, filtering and aggregation, in orderto directly provide decision-
making data to higherlevel BusinessIntelligence processes. The same data canalsotriggerlocal actuators and screen
displays forin-field real-time processes in a standalone mode.

The presence on board of an optional integrated GPRS modem, together withits compact and versatile form factor,
allow to use itin anyworldwide installation requiring RFID usage in remote areas.

As a resultofallthe above, the IONallows solution providers to customize the reader to each application, thus creating
their own specialized devices accordingly.

The ION complies withand canoperateindifferentregulatory environments (Europe, US, Australia, China, Korea,
Japan, Singapore, Taiwan).

Fig. 1.1: lon R4300P UHF Long Range Reader with GPRS
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R4300P (lon) RFID UHF Portal Reader Development Kit is available:

Fig. 1.2: lon R4300P - RFID UHF Portal Reader Development Kit

The R4300P (lon) reader developmentkitis a complete RFID set up, fora quick implementation of RFID solutions. It

includes:

e n.1R4300P (lon) RFID UHF Portal Reader

°n.

°n.

1 Power Supply
1Circularpolarized antenna (in Mod. R4300PDK)

.1 GPRS antenna (in Mod. R4300PDKGPR)
.1Set of Labels

.1 A927Z Temperature LoggerTag

. 1 RTO00O5 Temperature Logger Tag

.1 Antenna cable (2.5 m)

Ordering Options

Reader

Development Kit

Accessories

Code Description
WR4300PXAAAA R4300P - lon - RFID UHF Portal Reader
WR4300PXGPRS R4300P - lon - RFID UHF Portal reader with GPRS
WR4300PDKAAA R4300P lon Demo Kit
WR4300PDKGPR R4300P GPRS lon Kit
WANTENNAX005 Circular polarized antenna
WANTENNAX018 GPRS Antenna for lon
WALIM0000003 Power Supply for lon R4300P
WCAVOAAAXO05 5m RF Antenna Cable TNC/RP-N type
WCAVOAAAX006 15 m RF Antenna Cable TNC/RP-N type
WRAOQOO3XAAAA RAO0003 - UHF Antenna Multiplexer
WRAQO02XAAAA RA0002 - Digital I/O Interface Unit

lon R4300P Technical Information Manual


http://www.caenrfid.it/en/CaenProd.jsp?mypage=3&parent=60&idmod=748
http://www.caenrfid.it/en/CaenProd.jsp?idmod=773&parent=109
http://www.caenrfid.it/en/CaenProd.jsp?idmod=761&parent=107
http://www.caenrfid.it/en/Product.jsp?parent=119&Type=Product
http://www.caenrfid.it/en/CaenProd.jsp?mypage=3&parent=65&idmod=782
http://www.caenrfid.it/en/CaenProd.jsp?mypage=3&parent=65&idmod=780
http://www.caenrfid.it/en/CaenProd.jsp?mypage=3&parent=60&idmod=748
http://www.caenrfid.it/en/CaenProd.jsp?mypage=3&parent=60&idmod=748
http://www.caenrfid.it/en/CaenProd.jsp?mypage=3&parent=60&idmod=785
http://www.caenrfid.it/en/CaenProd.jsp?mypage=3&parent=60&idmod=785
http://www.caenrfid.it/en/CaenProd.jsp?mypage=3&parent=107&idmod=761
http://sitorfid.caenrfid.it/en/CaenProd.jsp?idmod=761&parent=107
http://sitorfid.caenrfid.it/en/CaenProd.jsp?idmod=762&parent=107
http://sitorfid.caenrfid.it/en/CaenProd.jsp?idmod=762&parent=107
http://www.caenrfid.it/en/CaenProd.jsp?idmod=773&parent=109
http://sitorfid.caenrfid.it/en/CaenProd.jsp?idmod=773&parent=109
http://sitorfid.caenrfid.it/en/CaenProd.jsp?idmod=777&parent=108
http://sitorfid.caenrfid.it/en/CaenProd.jsp?idmod=777&parent=108
http://sitorfid.caenrfid.it/en/CaenProd.jsp?idmod=778&parent=108
http://sitorfid.caenrfid.it/en/CaenProd.jsp?idmod=778&parent=108
http://www.caenrfid.it/en/CaenProd.jsp?idmod=796&parent=110
http://www.caenrfid.it/en/CaenProd.jsp?mypage=3&parent=110&idmod=822

Installation Notice

The lon R4300P reader couldbe mounted either horizontally or vertically. Locate the four mounting slots on the
reader, as illustrated below.

All measurements are in millimetres.
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Fig. 1.3:lon R4300P Technical drawings
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Getting Started

This chapter provides simple steps to quickly start using the lon R4300P Reader. It contains
these topics:

e Introduction

e  Connecting to the lon R4300P Reader
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Introduction

This guide will help you to get started with your new lon R4300P reader.

Formore detailedinformationonreader configuration, connections and setup options please refer to the next
chapters.

To begin, you needfirst to downloadand installthe .NET framework 2.0 (onlyrequired if NETisnotalready installed
on your PC).

Connecting to the lon R4300P Reader

By default, the lon R4300P is configured withthe staticIPaddress 192.168.0.1. If your private network matches the
default network configuration ofthe reader you canconnect to it using a web browserto access the web interface or
byusingthe EasyController software. Otherwise you can change the network configuration of the reader connecting to
it with a serial communications program such as HyperTerminal (see § Configure Ethernet settings pag. 24).

Afterthe lonR4300P reader has been assigned avalid IP addressyou canconnectitto your network and complete the
configuration by using a web browser interface from a desktop PC.

Connecting to the lon using the EasyController Software

1. Download the latest version of the EasyController software from the CAEN RFID web site and install it.

2. Connectthelonto the powersupply(the powersupplyis an optional accessory, see § Ordering Options pag. 8).

3. Attachthe lon directly to your PCusing a crossover cable or connectit to your network using a standard
Ethernet cable.

4. Connectthe antenna cable to port 1 of the reader.
5. Launch the EasyController by double clicking on the icon on your desktop.

6. Clickon File=> Connectand selectthe TCP/IP Connection option andinsertthelon’s IP address (default address
is 192.168.0.1).

7. Place atagundertheantenna field, clickon startinventoryand see the tag information displayed on the main
window.

For more info on the use of the EasyController, please refer to the manual CAEN RFID Easy Controller Software.

Connecting to the lon using the serial port

You can connectto the lon R4300P Reader usingthe serial port. Please refer to Reader Configuration using the serial
port pag. 24.

By default, the serialport of the lonR4300P reader is configured as a configuration console, please refer to § Reader
Configuration using the serial port pag. 24 for further details onthis matter. Theserial port can be configured to be
usedasa control interface (for example to be used with the EasyController software or using our APIs), please refer to
§ Configure the serial port to communicate with the caenrfidd daemon pag. 25.
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3@ CAENRFID

lon R4300P
External Interfaces Description

This Chapter gives a description of the lon R4300P Reader external interfaces. It contains
these topics:

° Connectors

e LEDs
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Connectors

The lon R4300P readeris equipped with the following ports:

Ethernet n.2 USB RS232 4 antennas

JiliY = I-Y-T- TN

Power 1/0 GPRS Shock and weather
Antenna resistant metallic case

Fig. 3.1: lon R4300P Connectors View

Power supply

The powersupplyconnector shall be usedto provide lon R4300P with the DCsupplyvoltageintherange 9V +36V.The
partnumberof the connectoris KPJX-35-S by KYCON and mates with KYCON P.N. KPPX-3P (to be used on the supply
voltage cable), see § Fig. 3.2: lon R4300P Plug Cable Connector pag. 13.

The pinout of the connectoris shown in the following table:

Pin# Signal Description
1 GND | Ground
2 VIN DCinputvoltage
3 GND | Ground
Tab. 3.1: lon R4300P Supply Voltage Connector Pinout

The external shield and the pin n°3 can be left unconnected or can be connected to GND.

In the following picture the drawing of KPPX-3P is shown.

~ SHIELD: NC

Fig. 3.2:lon R4300P Plug Cable Connector
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A standard powersupply AC/DCadapter 24Vdc output voltage (mod. WALIM0000003) for the lon R4300P readeris
available for purchase (see § Ordering Options pag. 8).

Ethernet port

The Ethernetinterface of lon R4300P can be used to connect the reader to a 10/100/1000BaseT network using a RJ45
cable.

The pinout of the connectorin shown in the following table:

Pin# Signal Description

1 DA+ Bi-directional pair A +
DA- Bi-directional pair A -
DB+ Bi-directional pair B +
DC+ Bi-directional pair C+
DC- Bi-directional pairC-
DB- Bi-directional pairB -
DD+ Bi-directional pair D +
DD- Bi-directional pairD -
Tab. 3.2:1on R4300P Ethernet Connector Pinout

O NO UL WN

Note: the lon R4300P does not support Power Over Ethernet (POE).

The Ethernet connector has two LEDs with the following functionalities:

LED FUNCTION TYPE
Right Network activity Blinking Yellow
Left 10Mbps connection OFF

Left 100Mbps connection Yellow
Left 1000Mbps connection Green

Tab. 3.3:1on R4300P Ethernet Connector LEDs Functionalities

GPIO ports

The lon R4300P reader has 13 GPIO bi-directional pins to be used to control externaldevice orto send trigger signalsto
the reader. The default configuration of all the GPIO linesaftera power on reset or a general resetis set to Input.

The configuration of each GPIO line can be changed individuallyusingthe API, the web configuration interface, the
EasyController software or the configuration console (see § lon R4300P GPIO chapter pag. 29 for further details).

Inthe casea GPIOlineis configured as an output line, the pinis an open drain port with 12mA current sinking
capabilityand an internal 10kQ pull-up resistor to 5Vdc.
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R4300P
5Vdc

10k

GPO .
.

EL
L

Fig. 3.3:lon R4300P GPIO Output Configuration Equivalent Schematic

IncaseaGPIOlineis configuredasaninputline, the pinis alogic port with Schmitt triggerinput with a voltage range
from OV to 5V.

5Vdc

10k

GPI - ﬁ(
<

Fig. 3.4:1on R4300P GPIO Input Configuration Equivalent Schematic

R4300P

The readersupplyvoltageis available on the pin#15 of the GPIO connector (DC_BYPASS, connected to pin #2 of the
powersupply connector) in order to supply external equipment with an overall maximum current need of 500mA.

In the followingtable the pinout of the GPIO DB15 socket connector is shown. Connector external shell is connected to

GND.

Pin # Signal Description

1 GPIOO General-purpose 10 #0
2 GPIO2 General-purpose 10 #2
3 GPIO4 General-purpose 10 #4
4 GPIO6 General-purpose 10 #6
5 GPIO8 General-purpose 10 #8
6 GPIO10 General-purpose 10 #10
7 GPIO12 General-purpose 10 #12
8 GND Ground

9 GPIO1 General-purpose 10 #1
10 GPIO3 General-purpose 10 #3
11 GPIO5 General-purpose 10 #5
12 GPIO7 General-purpose 10 #7

lon R4300P Technical Information Manual
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13 GPIO9 General-purpose 10 #9

14 GPIO11 General-purpose 10 #11

15 DC_BYPASS | Inputsupplyvoltage bypass (500mA max)

- Shell External shell (connected to Ground)
Tab. 3.4:1on R4300P GPIO Connector Pinout

1
|
iy

A

‘T <fl { <{> i) { O 17

[
|
15 14 13 12 11 10 9

Fig. 3.5:lon R4300P DB15 Socket Connector Pins Position

Warning: avoid connectingthe DC_BYPASSsignal to any of GPIO pins, otherwise the readercan be permanently

damaged.

USB host ports

lon R4300P readerhas 2 USB 2.0 High Speed host ports thatcan be used to connect external devices like WI-FI or

Bluetooth adapters, GPS receivers or flash pen drives.

Each portis able to provide up to 500mA supplycurrent at 5Vdc voltage.

The connectoris a 4 pins TYPE Areceptacle. The pinoutis described in the following table:

Pin # Signal Description
1 Vbus +5V USB bus voltage output (500mA max)
2 D- USB D- signal
3 D+ USB D+ signal
4 GND Ground
- Shell External shell (connected to Ground)

Tab. 3.5:lon R4300P USB Connectors Pinout

IRER
3
T
| ol

1\~ /[

Fig. 3.6: lon R4300P USB Connector Pins Position
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GSM/GPRS antenna port (only in Mod. WR4300PXGPRS)
RF port for the external GSM/GPRS antenna is a 50Q SMA jack connector.
The suggested antenna to be used with lon R4300P/GPRS readeris Amphenol P.N. TAN015-1100104BS.

lon R4300P/GPRS is approved to operate with 3dBi gain max. antennas connected to the GSM/GPRS p ort.

Antenna VSWR shall be lowerthan 2:1in orderto achieve optimum performances: the use of antenna with VSWR > 10:
1 can damage the module.

Pin Signal Description
Inner RF OUT RF output (2W peak max.)
Outer GND Ground
Tab. 3.6: lon R4300P GSM/GPRS Antenna Connector Pinout

Note: the standard R4300P model has the SMA connector but the internal GSM/GPRS is not present.

Note: for more information on the insertion of SIM CARD please refer to SIM card placement paragraph pag. 48.
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RS232

lon R4300P RS232 portis available on a DB9 socket connector.

The pinoutis the following:

Pin # Signal Description
1 - Not connected
2 TX TX output
3 RX RXinput
4 - Not connected
5 GND Ground
6 - Not connected
7 CTS CTS input
8 RTS RTS output
9 - Not connected
- Shell External shell (connected to Ground)

Tab. 3.7:1on R4300P RS232 Connector Pinout

T -ﬁ‘l 3 2 1
|
B
f\,‘\ d‘) ') {) T <JJ ') <J‘> ™ CJ_-;I "f
\\\ \[/ ]/' ]/ \r' /
T
9 8 7 6

Fig. 3.7:1on R4300P DB9 Socket Connector Pins Position

RFID antenna ports
lon R4300P has 4 antenna ports available on 50Q RP-TNC jack connectors.

The pinoutis the following:

Pin Signal Description
Inner RF OUT RF output (32dBm peak max.)
Outer GND Ground
Fig. 3.8:lon R4300P RFID Connector Pinout

In order to achieve the bestreading performances the VSWR of the antenna shall be lowerthan 1.5: 1.
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LEDs

The lon R4300P top cover panel houses the following LEDs (see § Fig. 3.9: lon R4300P Top Cover LEDs pag.19):

LED FUNCTION TYPE
POWER Power ON Green LED
RF ACTIVE RFID Transmitting activity Blinking Yellow LED

GSM/GPRS GSM/GPRS modem power ON | Blinking Blue LED

Communication activity Blinking Blue LED
1 Boot phase Red LED
FAULT
Ready to work OFF
ANTENNA’ Selected TXantenna Yellow LED

Tab. 3.8:1lon R4300P Top Cover LEDs

FALLT
) it L 8

CAENRFID

THE ARTY OF IDRNTIFICATION
WWW.C AENRFIOST

Fig. 3.9: lon R4300P Top Cover LEDs

! In Mod. WR4300PXAAAA the GSM/GPRS LED is always OFF.

2
The LED indicates the antenna configuredvia software to transmit. By default the selectedantennais Ant1. Please note that the LED does not

indicate ifan antennais physically attached to the reader connector ornot.
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lon R4300P
Reader Configuration

This Chapter gives information about the lon R4300P Reader configuration. It contains these
topics:

e Introduction
e  Reader Configuration using the Web Interface
e  Reader Configuration using the serial port

e  How to restore the R4300P default factory settings
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Introduction

The lon R4300P Reader can be configured usingeither the configuration webinterface orthe standard linuxbashshell

availableviathe serial port. Inthe following paragraphs we will guide you through the reader configuration using both
the methods.

Reader Configuration using the Web Interface

The lon Web Interface is builtaround Webmin, a well-known web-based configuration tool for Linux systems. Being

derived fromWebmin, the lon web interface takes all the advantages of expandability and modularity of the Webmin
tool itself.

By factorydefault, the lon web interface is reachable at the following URL: https://192.168.0.1:10000 (see the figure
below).

) Mozilla Firefox

File Modfica Wisualizza Cronologia  Segnalibri Strumenti Aiuto

¢y https://192.168.0.1:10000/ |

| \(_'/ ) https://192.168.0.1:10000/ RRE<lE B

|_| IOM DEVELOP || [OM SUPPORT

Login to Webmin

You rmust enter @ username and password to login to the Webmin server on
192.168.0.1:10000

[ Rernarber lagin permanently?

Fig. 4.1:lon R4300P Web Interface

To login, type rootin the Username text box and rootroot in the Password textbox.

lon R4300P Technical Information Manual 21


http://en.wikipedia.org/wiki/Unix-like

22

Configure Ethernet settings

To change the network configuration of the lon R4300P reader using the web interface:

1. Selectthe Network Configuration option in the Networking menu:

Login: root

@ webimin

@ system

O Servers

@ Others

O Metworking
Bandwidth Manitaring
MIS Client and Server

PPP Dialup Client
TCP Wrappers
O Hardware
O Cluster
B Ur-used Modules
Search:

A view Madule's Logs
T System Information
S Refresh Modules
@ Logout

PMetwork Configuration

Systen hostname
Operating system
Wehmin version
Time on system
Kernel and CPU
Processor information
System uptime
Running processes
CPU load averages
Real memory

Local disk space

Package updates

ion

Debian Linux 5.0

1.580

Wed May 30 10:35:06 2012

Lirux 2.6.32 on i6B6

Intel{R) Atom(Th) CPU Z510 @ 1.10GHz, 1 cores
0 hours, 1 minutes

49

0.36 (1 min) 0.09 {5 rins) 0.03 (15 mins)

499 37 MB total, 27.05 MB used

7.29 GB total, 904.12 MB used
P —
Al installed packages are up to date

2. Click on the Network Interfaces icon:

Lagin: root

3 vebmin

] Systerm

O Serers

O Others

& Metworking
Bandwidth Monitoring
MIS Client and Server
Network Configuration
PPP Dialup Client
TCP Wrappers

O Hardware

O Cluster

O Unrused Modules

Search

A View Module's Logs
B Gystem Information
S Reftesh Modules
@ Logout

Apply Configuration

MNetwork Interfaces

Network Configuration

v

Routing and Gateways

Hostname and DNE Client

Haost Addresses

Sear]

Click this button to activate the current boot-time interface and routing settings, as they normally would be after a reboot. Warning - ]
make your system inaccessible via the netwark, and cut off access to Webmin
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3. On the Activated at Boot tab, enable the ethO switch and click on the ethO label:

Module Index Network Interfaces

Active Now  Activated at Boot
Interfaces listed in this table will be activated when the systern boots up, and will generally he active now too

Select all. | Invert selection. | Add a new interface. | Add a new bridge.

Login: root Name Type IPvd address Hetmask IPv6 address Activate
@ webmin ath0 Ethernet 182.168.0.1 266.265.255.0 Yas

(=] Systermn Io Loophack Mo address corfigured Mone Yas

@ Servers Select all. | Invert selection. | Add a new interface. | Add & new bridge.

Others [ Delete Selected Interfaces ][ Delete and Apply Selected Interfaces ] [ Apply Selected Interfaces

Networking
Bandwidth Manitaring
NIS Client and Server 4= Return to network configuration
Metwirk Configuration
PPP Dizlup Client
TCP Wrappers

Hardware

Cluster

Un-uged Modules

Search,

A iew Module's Lags
 System Information
S Refresh Modules
@ Logout

4. Fill the Boot Time Interface Parameters form and press the save button:

Iladule Index

Edit Bootup Interface

Name =thd
Activate at hoot? & Yos O No
Login: root 1Pv4 address O No address configured
@ webmin O From DHCP
@ system o
@ Servers From BOOTP
Others @ Static configuration |Py4 address [192 169,01
* Netwiorking Metrmask [255.255,255.0
Bandwidth Monitaring
MIS Client and Semver Broadcast O Automatic © |192.166.0.255
Metwork Configuration
PP Dialup Client 1PV addresses @) |pys disabled
TCP Wrappers O From IPv6 discovery
Hardware O Static configuration [[RLRL LI Netmask
O cluster I T
@ Un-used Madules

Search l:l Virtual interfaces 0 (Add virtual interface)

Hardware addross © Dot O ]

A view Madule's Logs

& System Information [ Save and Apply ][ Delete and Apply ] [ Delete ]
? Refresh Modules Retum to netwark interfs
@ Logout 4 Retum to netwark interfaces

The new settings will become effective at next reader reboot.

Set Date and Time

To change the reader date and time using the web interface:
1. Selectthe System Time option in the Hardware Menu.

2. Onthe SetTimetab you cansetdateandtimebothforsystemtimeand hardware time or decide to set
one time basedon the other using the Set System Time To Hardware Time or the Set Hardware Time To
System Time buttons.

3.  On the Change timezone tab you can select your timezone.

4. Onthe Timeserversynctab you can enable time server synchronization. In the first textbox you can
provide the IP address of the server, and checkif the hardware clock must sync with it. The synchronization
can be scheduled byclicking onthe radiobutton “Yes, at time below..." and can be done either choosing a
simple scheduling by a list box or s pecifying a datetime by the sixlists providedin the tab. When all settings
are done, click on Sync and apply button in the bottom of the tab to make the changes effective.
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Reader Configuration using the serial port

By default, a standard bash shell is available onthe lon serial port; to accessthereader using this method, you have
firstto configure your preferred serial terminal monitor (Hyperterminal, minicom, etc...) with the following settings:

Baud rate: 115200 b/s
Data bit: 8

Stop Bit: 1

Parity: None
Flow Control: None

To login, type root at the Username prompt and rootroot at the Password prompt.

The default text editor onlon R4300P readeris the vi(a screen-oriented text editor originally created for the Unix
operatingsystem). Howeveritis possible to install any other Debian Linux compatible text editor and to use itas
replacement of the vi.

Configure Ethernet settings

To modify the reader network parameters you have to edit the network interface configuration file in the
/etc/network directory®:

root@ion:~# vi /etc/network/interface
# The loopback network interface

auto lo ethO

iface lo inet loopback

# The primary network interface uses static address
iface ethO inet static

address 192.168.0.1

netmask 255.255.255.0

broadcast 192.168.0.255

network 192.168.0.0

#gateway 192.168.0.254

Change the defaultvalues according to your needs.

If needed, you can also add your preferred DNS serverto the /etc/resolv.conf file:

nameserver 192.168.0.254

To reboot the network stack and make the changes active, use the following commands (stop and start):

root@ion:~# /etc/init.d/networking stop
root@ion:~# /etc/init.d/networking start

3
Commands on the Development Virtual Machine are marked by the suffix deve lop: ~ #, while commands onthe ION R4300P Reader shellare
marked by the suffix root @ion: ~#.

24
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Set Date and Time

Tosetdateandtimeon the lonreader, you canusethelinuxdate command;as anexample, to set the current time
and date to 29 May 2012, 16:30:00 type:

root@ion:~# date -s “29 May 2012 16:30:00”

The above commandsets the system time only. To set the hardware clock, based on the system clock, type the
command:

root@ion:~# /sbin/hwclock --systohc

Configure the serial port to communicate with the caenrfidd daemon

As said in the previous paragraphs, by default the RS232 portis used onlyas a console forthe bash shell.

If needed, you canusethe RS232 port, instead of the ethernet port, to communicate directly with the caenrfidd
daemon (see § CAENRFIDD Daemon pag.31). The steps required for the serial port reconfiguration are listed below.

1. Disable writing bootloader output messagesto the serialconsole. By editing the /etc/default/grub file and
comment out the following lines byadding a # as follow:

# Enable the serial console

# GRUB_SERIAL COMMAND="serial --speed=115200 --unit=0 --word=8 --parity=no --stop =1"
# GRUB TERMINAL INPUT=serial

# GRUB_TERMINAL OUTPUT=serial

2. Disable writing kernel output messages to the serial console. By editing the /etc/default /grub file and modify
the kernel command line by removing the console option line:

GRUB CMDLINE LINUX="loglevel=6 reboot=bios"

3. Disable writing init output messages to the serial console. Byeditingthe /etc/inittab fileand comment out the
line beginning with TO by adding a # as follow:

#T0:23:respawn:/sbin/getty —-L ttyS0 115200 vt100

4. Upgrade the grub settings by using the following command:

root@ion:~# update-grub

5. If notalreadyavailable, install the socat program using the following command:

root@ion:~# aptitude install socat

6. Redirectall caenrfidd network messages to the serial port by using the following command:

root@ion:~# socat TCP:localhost:1000 /dev/ttyS0, raw,echo=0

Redirectionisimmediatelyactive after the above command executionand will be performed until reader power off.
If you want this setting to be persistent, add the above command to the rc.local file in the /etc directory:

#!/bin/sh -e
#

# rc.local

# Decomment below to run the install script automatically...
# /sbin/getty -L ttySO0 -n -1 /opt/install 115200 vtl1l00
socat TCP:localhost:1000 /dev/ttyS0,raw,echo=0

Please note that, once all the above steps willbe completed, the output of the bash shell will be no more directed to
the RS232 serial port. However, the bash shell will be still available via a ssh connection.
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Forexample, to enteragain the bash shell from the development virtual machine"you can type:
develop@ion:~# ssh <ion ip address>

where <ion ip address> is the |P address of the lon reader.

How to restore the R4300P default factory settings

Follow the instructions below for resetting the ION firmware to its factory default.

1. Download the latest zippedlon R4300P image from lon R4300P web page and unzipit.

2. FlashthelonR4300Pimageinto an USB flash drive (atleast 4 GB of memory).
Forthatpurpose youcanuse the HDDRaw tool (http://hddguru.com/software/HDD-Raw-Copy-Tool/) oranyother
equivalent software.

3. Insertthe USB flash drive into one of the ION USB ports and attach a serial cable to the ION RS232 port.

4. Open a serial port monitor window with the followings ettings:
baudrate: 115200

Data bit: 8
Stop bit: 1
Parity: none

Flow control: none

5. Poweron the readerandwait until the login prompt appears on the screen. If everything is okthe bootloader
should boot from the USBdiskimage as shown in the picture:

“& rfid - HyperTerminal Q@@

File Modifica Visualizza Chiama Trasferimento ?
= B DB
GNU GRUB wversion 1.98+20100804-14+squeezel
USB disk Live
Use the ™ and v keys to select which entry is highlighted.
Press enter to boot the selected 0S, 'e’ to edit the commands
before booting or ¢’ for a command-line.
The highlighted entry will be executed automatically in 1s.
Connesso a 0.00.51 VT100 115200 8-N-1 I NUM M e

6. Type rootatthe ion login promptand rootroot at the password request.

7. When entered in the bashshell type the following command:
Jopt/install
and then pressenter.

4
See § Developing Application for the lon R4300P Reader pag.35. The chapter explains how to use ourdeveloping virtual machines and how you
canuse itin order to develop your customapplications for the lon R4300P reader.
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8. Wait15-20 minutesuntil a "Systemhalted" message appears onthe screen:

‘& rfid - HyperTerminal Q@@

File Modifica Visualizza Chiama Trasferimento ?

Now the system will be halted!!!

When the system is halted remove the usb stick and

power off the systenm.

INIT: SendiStopping HTTP serwver: boa.

GSM SMS deamon not yet configured. Edit /etc/default/gsm-utils first.
Stopping I0N tools: gpio.

Stopping kernel log daemon...usb 4-1: USB disconnect, address 2

Stopping daemon monitor: monit.

Stopping Webmin server in /usr/share/webmin
Stopping system log daemon. ...

Saving the system clock.

Asking all remaining processes to terminate...done.
All processes ended within 1 seconds....done.
Deconfiguring network interfaces...done.
Deactivating swap. . .done.

Unmounting local filesystems...umount2: Device or resource busy
umount: /dev/sdal busy - remounted read-only

done.

Will now halt.

sd 0:0:0:0: [sdal Synchronizing SCSI cache

sd 0:0:0:0: [sdal Stopping disk

System halted.

Connesso a0,12.09 Y100 115200 8-N-1 A { UM

9. Power off the readerand remove the USB flash drive.
10. Power on the reader.

11. Waituntil all the new packages have beeninstalled (see the followingthree pictures):

‘& rfid - HyperTerminal @@@

File Modifica Visualizza Chiama Trasferimento 7

D &3 0\

GNU GRUB wversion 1.98+20100804-14+squeezel

Debian GNU/Linux, with Linux 2.6.32
Debian GNU/Linux, with Linux 2.6.32 (recovery mode)

Use the ™ and v keys to select which gntry is highlighted.

Press enter to boot the selected 0S, ‘e’ to edit the commands
before booting or ‘¢’ for a command-line.

The highlighted entry will be executed automatically in 2s.

Connesso & 0.24.51 ¥T100 115200 8-N-1 MAIL TUM
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¢ rfid - HyperTerminal E]@

File Modifica Wisualizza Chiama Trasferimento 7

DS 38 OB &

llrpd daemon not enabled in /etc/default/llrpd, not starting... ... {warning).
/etc/init.d/runonce: running script /etc/local/runonce.d/install_pkg ...
Setting up ion-mac-fw (2.0.0 s

ion-manager: setting the MAC in programming mode... usb 4-1: device descriptor 1
usb 4-1: device descriptor read/64, error -71

usb 4-1: device descriptor read/64, error -71

usb 4-1: device descriptor read/6£, error -71

usb 4-1: device not accepting address 5, error -71

usb 4-1: device not accepting address 6, error -71

hEb 4-0:1.0: unable to enumerate USB device on port 1

o

usbserial_generic 4-1:1.0: Generic device with no bulk out, not allowed.

0x00100000-0x00126B82: 158595 bytes

0x00126B90-0x0012939F: 18256 bytes

Start Address: 0x100000

Processor is ATI1SAM7S256 with 256K FLASH and 64K RAM

Page size: 256 bytes Pages in Lock Region: 64 Lock Regions: 16
Number of pages to program:

Programmlng page 363/660 .

<

Connesso a 0.16.37 ¥T100 115200 801 =) MAIL NUM

& rfid - HyperTerminal [Z]@

File Modlflca Visualizza Chiama Trasfenmento [

D& &8 DB &

0x00100000-0x00126B82: 158595 bytes

0x00126B90-0x0012939F : 10256 bytes

Start Address: 0x100000

Processor is ATI1SAM7$256 with 256K FLASH and 64K RAM

Page size: 256 bytes Pages in Lock Region: 64 Lock Regions: 16
Number of pages to program:

Programming page 660/660 ...

Verifying page 660/660 ...

Programming FLASH was successful

ion-manager: switching the MAC off... ok

ion-manager: switching the MAC on... ok

ion-flash-fw: firmware upgrade succesfully
/var/lib/dpkg/info/ion-mac-fu. postlnst 6: /etc/init.d/caenrfidd: not found
Setting up ion-radio-ioport (0.5.0) ...

Setting up caenrfidd (1.4.0) ...

cat: /var/run/caenrfidd.pid: No such file or directory

Starting caenrfidd daemon: caenrfidd.

Debian GNU/Linux 6.0 ion ttySO

ion login:

v

Connesso a 0.17.37 ¥T100 115200 8-N-1 F MAILY NUM

12. When theionlogin prompt appears the restore procedure is completed and the ION is ready to be used again.
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lon R4300P GPIO

This Chapter gives a description of the usage of lon R4300P Reader GPIOs using the console
bash shell.
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Using lon GPIO Interface
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The lon has 13 general purpose input and output (GPIO) interfaces. You can use them to control external devices
and/or getspecificsignals from the environment.

The GPIO lines can be managed directly from the console Linuxshell of thereader. Looking into the /dev directory,
you can find an inner dedicated directory for each GPIO line:

root@ion:~# ls -d /dev/gpio*

/dev/gpio0 /dev/gpioll /dev/gpio3 /dev/gpio6 /dev/gpio9
/dev/gpiol /dev/gpiol2 /dev/gpio4 /dev/gpio7

/dev/gpiol0 /dev/gpio2 /dev/gpio5 /dev/gpio8

Forinstance, the first GPIO line is mapped to the gpioO directoryand, looking intoit, you'll find the following pseudo -
files:

root@ion:~# 1ls /dev/gpio0/
device direction power subsystem uevent value

using the pseudo-file direction you can configure the GPIO lineas aninputorasanoutput while usingthe pseudo-file
value you can get/set the GPIO line level.

Forinstance, to know the configuration of the first GPIO line you can perform the following commands:
root@ion:~# cat /dev/gpioO/direction

in

To get the level of the first GPIO line you can perform the following commands:

root@ion:~# cat /dev/gpio0/value
1

Since allthe GPIO linesare configured as input lines by default at the startup, inorderto seta GPIO lineto a specified
level you have to configureitas anoutputline before. Let consider the following example where we setth e GPIO line 0
to the low level:

root@ion:~# echo out > /dev/gpioO/direction
root@ion:~# cat /dev/gpio0O/direction

out

root@ion:~# echo 0 > /dev/gpioO/value

Fortechnicalinformation on GPIO ports please refer to GPIO ports pag.14 and GPIO Port Electrical Characteristics pag.
56.
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@ CAENRFID

lon R4300P
CAENRFIDD Daemon

This Chapter introduces the caenrfidd daemon, the server side implementation of the
CAENRFID protocol. It contains these topics:

e Introduction

e  Configuring the daemon
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Introduction

The caenrfidd daemon represents the serverside implementation ofthe CAEN RFID protocol, it handles the request
coming fromthe host computer and sends back the repliesafter having executed the requested actions. The client side
of the CAEN RFID protocol is implemented by the CAEN RFID API.

Configuring the daemon

32

The caenrfidd daemon can be configured by modifying its configurations files. After editingthe configurations files you
should restart the daemon in order to make effective the new settings:

# /etc/init.d/caenrfidd restart

The system wide configuration file

The caenrfidd daemon uses file /etc/defaults/caenrfiddas system wide configuration file. Here the default
content of file such on the lon:

# Default settings for caenrfidd server. This file is sourced by /bin/sh from
# /etc/init.d/caenrfidd.

# Enable/disable the deamon.
# Use "yes" to enable.
CAENRFIDD ENABLE=yes

# Set the default reader name
READER NAME =ion

# Enable debugging mode
#DEBUG=yes

The variable CAENRFIDD ENABLE can be usedto enable/disable the daemon at startup while READER NAME
defines the default reader name (lon, in this example).

The DEBUG variableenable/disable debugging messages into system | og fadlity. You can see debugging messages into
file /var/log/syslog (use command tail -f /var/log/syslogtologall data on yourterminal).

The main configuration file

The mainconfigurationfileis /etc/caenrfidd/caenrfidd.conf anditdefines basicdaemonconfigurations. Here
the default content of this file on the lon:

# Package generated configuration file
System configuration directory
Set the default system configuration directory.

Default:
config dir = "/etc/caenrfidd"

H= 3 FH H H

Loggin level
Set the default log level.
Valid values are: debug, error and info.

Default:
log level = error

= 3 = H S

Log to stderr
Enable logging to standard error too.

Default:
log to stderr = false

H= 3 e H H

Lock file

H= =
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Set the lock file name.

Default:
lock file = "/var/lock/caenrfidd"

H= FH FH H

PID file

Set the PID file name. You can kill the program by using the command:
$ kill

Default:
pid file = "/var/run/caenrfidd.pid"

H= 3 3 3 H H

Run as user

If executed as root the server will drop privileges to the specified
user.

Note: the selected user shold be able to read/write USB devices!
Default:

user = "daemon"
ser = "root"

C == S S S S W S e S

Listening port

Change the default listening port.

CAENRFID default is 1000 so you need setting:
user = "root"

in order to bind to the default CAENRFID port or the server will refuse
to start.

Default:
port = 1000

H= 3 3 3 S S S S S S S S

Radios directory
Set the default radios' searching directory.

Default:
radios dir = "/usr/lib/caenrfidd/radios"

= 3= = H H

I0 ports directory
Set the default IO ports' searching directory.

Default:
ioports dir = "/usr/lib/caenrfidd/ioports"

= 3 H S

All settings are self-explanatory and they define general daemons settings.

The reader configuration file

By using the READER NAME above variable the daemon will load the reader configuration file named
/etc/caenrfidd/READER NAME.conf;so,inourexample, the daemonwill read file /etc/caenrfidd/ion.conf
to setspecificreadersettings.

The CAENRFID lon
The lon reader configuration file is by default:

# Package generated configuration file
# See the caenrfidd(8) manpage for details

CAENRFID (read only) configuration settings

H= A

# Reader Manufacturer

# Define custom reader manufacturer ID.
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#
# Default:
# vendor = 21336 # CAEN

# Reader Model

#

# Define custom reader model ID.

#

# Default:

# model = "(null)"

model = "R4300P" # Ion

# Reader radios list

#

# Define which radios are connected to the reader and each per radio
# configuration data.

#

# Note:

# * antennae ID numbering starts from O.

# * invalid antenna IDs are simply discarted.
# * no radios and/or no antennae is an error!
#

# radio dummy {

# antennae enabled = { 0 }

# )

# radio impinj {

# antennae enabled = { 0, 1 }

# )

radio impinj {

antennae enabled = { 0, 1, 2, 3}

}

# Reader IO ports list

#

# Define which IO ports are connected to the reader.
#

# Default:

# ioports =
ioports = { ion }

{3

#
# CAENRFID (client writable) configuration settings
#

# Read cycles during continuos inventory (Ver. 3.1)

#

# Define how many rounds the reader should execute during continuos
# inventories.

#

# Default:

# read cycles = 1

# RF Power

#

# Define the default RF power in mW.

#

# Default:

# rf power = 680

# Q value

#

# Define the default Q value for the inventory algorithm.
#

# Allowed values are in 0..15 range.

#

# Default

# qg=3

# Session

#

# Define the default session for the query algorithm.
#

# Allowed values are: S0, Sl1, S2 and S3

#

# Default

# session = "SO"

The settings are self-explanatory.
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@ CAENRFID

Developing Application for the
lon R4300P Reader

This Chapter explains how to use our developingvirtualmachines. It contains these topics:
e Introduction
e  Downloading the development virtual machine image
e Installing the development virtual machine

e Using the development virtual machine
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Introduction

The lon R4300P reader supports C, Java and CH# applications. Your a pplication communicates with the lon through one
of two RFID services:

e  The caenrfidd server, which controls the reader by the CAEN RFID communication protocol. For more
informationonthe caenrfidd server, see § Configuring the daemon pag.32. For more information on the
CAEN RFID API, see the CAEN RFID APl documentation.

e The Low-Level Reader Protocol (LLRP), based on the EPCglobal standard [RD2].

There are two ways to use the lon R4300P from your application:

e  Execute the application on a remote host computer. In this case, all the processingis performed by the
host.

e  Execute theapplicationlocallyon the lon R4300P reader. In this case, the application resides on the lon
readerand much of the processing occurs on the readeritselfandnotremotelyon the host computer. In
this case the programming languages that are currently supportedare CandJava; .NET willbe supported in
future revisions of the firmware.

Runningyourapplicationonthe lon readerimproves system scalability by minimizing network traffic, since the lon
readercanhandle many processing tasks such as data filtering. Furthermore, you can access directly to all the HW
interfaces present on the readerand to the peripheral connected to the USB host ports.

In orderto simplifythe development of application running directlyon the lon R4300P reader, CAEN RFID provides a
virtual machine image compatible with VirtualBox. In the followingwe explain how to use the development virtual
machine forthat purpose.

Downloading the development virtual machine image

Latest version of our development virtual machine can be downloaded from our FTP server into.

Note: The virtual machine image is inside a zip archive, each archive should containatleast 3 files named name . vmdk,
name.ovfandname.mf.Youneedallthese filesto import the virtual machine into your VirtualBoxinstallation.

After having downloadedthe zipfile you can check its consistency by using GPG, the signaturefile named file.sig
and our public keyas follow:

$ gpg —-verify ion-develop-1.0.0.zip.sig ion-develop-1.0.0.zip
gpg: Signature made Tue 08 Jun 2010 01:53:33 PM CEST using DSA key ID 859BDF89
gpg: Good signature from "CAEN RFID packages maintainer <maintainer@support.caenrfid.it>"

Installing the development virtual machine

36

To install the development virtual machine you need the VirtualBox suite version 3.2.12 orabove. Please refer to the
VirtualBox home site in orderto know how to install it on your PC.

Afterhaving downloadedthe desired release you can import the machine byselecting the Import Appliance into the
File menu of the main VirtualBox application window.

$ VBoxManage import <machine>.ovf

where <machine>.ovf is the filename of the virtual machine.

Note: once theimport procedure is finished you mayneed blessing the newmachine by edit the machine settings and
then just pressing the Ok button.
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Using the development virtual machine

Once you started the development virtualmachine, you canlogin with username user and password useruser. The
superuser root password is rootroot instead.

You can use the development machine as the preferred development environment for the lon R4300P reader since the
installed systemis verysimilarto the system installed on the readeritself. This permits to develop and test your
applicationonthevirtualmachine before to install the software onthe readeravoiding possible mistakes during the
job and reducing the developmenttime. The development machine can be also used to test the installation of
additional packagessothatyou willaddthe packagesintothe reader onlyafter having verified thatthe new software
do notinterfere with the system.

When you develop an applicationforthe lon R4300P lonyou have to usethe Corthe Java language and the APl we
provide andthe TCP/IP protocol as a connectioninterface, as aresult you can test your application running on the
development machine and communicating to aremote reader connected to the same TCP/IP network. When you
installyourapplicationonthe readeritself you can just change the remote IPaddressof the reader with the special
address forthelocal host (127.0.0.1) and the application willcommunicate with the local reader. As you can note there
is no difference betweenanapplicationrunningon aremote host ordirectlyinside the reader. Due to this, installing
yourapplicationintothereaderit’s justa matter of copying the binaryfiles on the reader using the sco command, for
example. In the followingwe showan example of a Capplication and one of aJava application including the testing
phase and the installation on the reader.

Note: If you planto auto-start yourapplication when the lonR4300P reader boots, we recommend that you install
yourapplicationonthereaderand startit manuallyto verifythat the executable runs properly. Then you can use the
configuration web interface to configure the application to auto-startat boot time.
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lon R4300P
Getting Started with C

This Chapter explains how to get started with C programming on the lon R4300P Reader.
It contains these topics:

e Development code installation

e New and standard API
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Development code installation

If you wantto develop Capplications using our CAENRFID Clibraryyou mustfirstinstall the libcaenrfid development
package into your development virtual machine®:

develop@ion:~# sudo aptitude install libcaenrfid-dev

New and standard API

Package libcaenrfid-dev containes the header files required for developing Capplications using the CAENRFID C API.
Along withthe Cstandard interface, libcaenrfid-dev contains alsoa new CAENRFID APl whichis designed to be platform
independent; you candecide to use the standard CAENRFID APl ifyou want to be backward compatible or the new
libraryif you want your code to be platform independent.

To use the standard APl you mustaddtheinclude file caenrfid old.h into your code (see § Standard APl example
below).

The source files used in this chaptercan be downloaded from the RFID FTP Server.

Standard APl example

We showa simple example of anapplication performing an inventory cycle and presenting the results on the console.

Only four functions are required to perform a basicinventory cycle:

CAENRFID Init (),
CAENRFID InventoryTag (),
CAENRFID FreeTagsMemory ()

CAENRFID End().

The code below shows how to use them.

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <string.h>

#define YES I KNOW USING OLD CAENRFID API IS EVIL
#include <caenrfid.h>
#include <caenrfid old.h>

int main (int argc, char *argv[])
{
int i;
caenrfid handle t handle;
char string[] = "Source 0";
CAENRFIDTag *tag;
int size;
char *str;
int ret;

if (argc < 2) {
fprintf (stderr, "usage: $s: <server addr>\n", argv[0]);
exit(EXITﬁFAILURE);

/* Start a new connection with the CAENRFIDD server */
ret = CAENRFID Init(TCP, argv[1l], &handle);
if (ret != CAENRFID_StatuSOK) {
fprintf (stderr, "cannot init lib (err=%d)\n", ret);

5
Commands on the Development Virtual Machine are marked by the suffix deve lop: ~ #, while commands onthe ION R4300P Reader shellare
marked by the suffix root @ion: ~#.
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exit (EXIT FAILURE);
}

/* Do the inventory */

ret = CAENRFID InventoryTag (&handle, string,

if (ret != CAENRFID StatusOK) {

fprintf (stderr, "cannot get data

exit (EXIT FAILURE);
}

/* Report results */
for (i = 0; 1 < size; i++) {

str = bin2hex(tag[i].ID, tag[i].Length);

if (!str) {

&tag, &size);

(err=%d) \n", ret);

fprintf (stderr, "cannot allocate memory!\n") ;

exit (EXIT FAILURE);
}

printf("%.*s %.*s %$.*s %d\n",
tag[i] .Length * 2, str,

MAX LOGICAL SOURCE NAME, tag[i].LogicalSource,
MAX READPOINT NAME, tag[i] .ReadPoint, tagl[i].Type);

free(str) ;

}

/* Free inventory data */
CAENRFID FreeTagsMemory (&tag);

/* Close the connection */
ret = CAENRFID End(&handle) ;
if (ret != CAENRFID StatusOK)

fprintf (stderr, "improper caenrfidlib closure!\n");

return 0;

}

The define _YES I KNOW USING OLD CAENRFID API IS EVIL isused to suppress compilerwarning generated by

the standard API.

To compile the code, you can use the make command:

develop@ion:~# make inv test std
cc 1inv_test std.c -lcaenrfid -o inv_test std

When the compile operation is finished you can test the program from your virtual machine:

develop@ion:~# ./inv test std <ion reader address>

cae000000000000000000002 Source O Ant0O 3
cae000000000000000000003 Source 0 AntO 3
cae000000000000000000007 Source 0 AntO 3
cae00000000000000000000a Source 0 Ant0 3

Where <ion reader address> is the address of yourion reader (bydefaultis 192.168.0.1).

To run the same program directly on the RFID reader, first transferit to the lon:

develop@ion:~# scp ./inv test std <ion reader address>:

and then execute it with the following command:

root@ion:~# ./inv_ test std 127.0.0.1

cae000000000000000000002 Source 0 AntO 3
cae000000000000000000003 Source 0 AntO 3
cae000000000000000000007 Source 0 AntO 3
cae00000000000000000000a Source 0 Ant0 3
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New APl usage example

On the contraryto the standard API, only three functions are required to perform a basicinventory cycle usingthe new

API:

caenrfid open (),
caenrfid inventory ()

caenrfid close()

The code below shows how to use them.

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <string.h>

#include <caenrfid.h>

int main(int argc, char *argv[])

int i;
struct caenrfid handle handle;
char string[] = "Source 0";

struct caenrfid tag *tag;
size t size;
char *str;
int ret;

if (argc < 2) {

fprintf (stderr, "usage: $s: <server addr>\n", argv[0]);

exit (EXIT FAILURE) ;

/* Start a new connection with the CAENRFIDD server */
ret = caenrfid open(CAENRFID PORT TCP, argv[l],

if (ret < 0) {

fprintf (stderr, "cannot init 1lib (err=%d)\n",

exit (EXIT FAILURE);
}

/* Do the inventory */

ret = caenrfid inventory(&handle, string, &tag,

if (ret < 0) {

fprintf (stderr, "cannot get data (err=%d)\n",

exit (EXIT FAILURE);
}

/* Report results */
for (1 = 0; 1 < size; i++) {
str = bin2hex(tag[i].id, tagl[i].len);
if (!str) {

fprintf (stderr, "cannot allocate memory!\n") ;

exit (EXIT FAILURE);
}

printf("$.*s %.*s $.*s %d\n",
tag[i] .len * 2, str,

CAENRFID SOURCE NAME LEN, tag[i].source,
tagli].readpoint,

CAENRFID READPOINT NAME LEN,
tag[i] .type);

free(str) ;

}

/* Free inventory data */
free(tag);

/* Close the connection */
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ret = caenrfid close (&¢handle);
if (ret < 0)
fprintf (stderr, "improper caenrfidlib closure!\n");

return 0;

}
Note that this time the caenrfid old.h file is nolongerneeded.

To compile the code, you can use the make command:

develop@ion:~# make inv test
ee inv _test.c -lcaenrfid -o inv test

When the compile operation is finished you can test the program from your virtual machine:

develop@ion:~# ./inv test <ion reader address>
cae000000000000000000002 Source 0 AntO 3
cae000000000000000000003 Source 0 Ant0 3
cae000000000000000000007 Source 0 Ant0 3
cae00000000000000000000a Source 0 Ant0O 3

Where <ion reader address>is the address of your lonreader (by default equal to 192.168.0.1).
To run the same program directly on the RFID reader, first transfer it to the lon:
develop@ion:~# scp ./inv_test <ion reader address>:

and then execute it with the following command:

root@ion:~# ./inv test 127.0.0.1

cae000000000000000000002 Source 0 Ant0 3
cae000000000000000000003 Source 0 Ant0 3
cae000000000000000000007 Source 0 AntO 3
cae00000000000000000000a Source 0 Ant0 3
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lon R4300P
Getting Started with JAVA

This Chapter explains how to get started withJAVA programmingon the lon R4300P Reader.
It contains these topics:

Introduction

Setup the development environment
Testing the development environment
Running Java applications on the lon reader

Optional: using the Eclipse IDE
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Introduction

This quickguide will explainhowto start developingin Java with your CAEN RFID R4300P reader. It starts from the
assumption that you have alreadyinstalled the Development Virtual Machine as described by the relevant chapterand
that you will use it as the development pIatforms.

Setup the development environment

The firststepin setting up the development environmentis to install the JDKon the virtual machine, for this purpose
type the following commands on a shell window:

develop: ~# aptitude update
develop: ~# aptitude install default-jdk

Then,inorderto use the CAEN RFID API, you need to downloadthe java libraries from our Software and Firmware web
area.Thelibraries (CAENRFIDLibrary.jarand RXTXcomm.jar) are included into the SDK package, extract them from the
SDK_4.0.0.zip file using the unzip command from a shell window or using the archive manager (squeeze) fromthe GUI.

Testing the development environment

At this pointyou are able to compile and test the first, very simple, Java program:

public static void main (String[] args) {
import java.math.BigInteger;
import com.caen.RFIDLibrary.*;

class CAENTest {

CAENRFIDReader myReader = new CAENRFIDReader();
CAENRFIDReaderInfo myInfo;

CAENRFIDLogical Source myLS;

CAENRFIDTag myTags|[];

System.out .println("CAENTest starting...");

try {
myReader.Connect (CAENRFIDPort.CAENRFID TCP, args[0]);

myInfo = myReader.GetReaderInfo () ;
String s = myInfo.GetModel () ;

System.out.println (s) ;
myLS = myReader.GetSources () [0];

myTags = myLS.InventoryTag () ;

if( myTags != null ) {
BigInteger bi = new BigInteger (myTags[0].GetId());
System.out.println (bi.toString(16));

} else {
System.out.println ("No tags found!") ;

}

myReader.Disconnect () ;
} catch (Exception err) {
System.out.println (err.toString());
}

}

This simple java code instructs the reader, indicated by the IPaddress passed as the only argument, to execute an
inventorycycle and printonthe console windowthe EPCcode of thefirst detected tag, if atleastone is detected.

Compile the proposed code into the java bytecode:

develop:~# javac -cp “./:./CRENRFIDLibrary.jar:./RXTXcomm. jar” CAENTest.java

6
Commands on the Development Virtual Machine are marked by the suffix deve lop: ~ #, while commands onthe ION R4300P Reader shellare
marked by the suffix root @ion: ~#.
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In the above command line the CAENRFIDLibrary.jar and the RXTXcomm.jar files are supposed to be in the same
directoryofthe source code. As aresultyou’ll obtainthe CAENTest.dass bytecode file that canbe executed with the
following command line:

develop: ~# java —cp “./:./CAENRFIDLibrary.jar:./RXTXcomm.jar” CAENTest 10.0.32.201

where 10.0.32.201 is the IP address of your lon reader.

Running Java applications on the lon reader

In orderto run Java applications onthe lonreaderyou need first to installthe Java runtime. Youdon’t need to install all
the Java Development Kit since you can compile your code on the development machine and then transfer the
executable bytecode on the lon reader.

Obtaina shell windowon the lonreader with aSSHclient and install the JRE using the following command line:

root@ion:~# aptitude update
root@ion:~# aptitude install default-jre

Transferthe CAENRFIDLibrary.jar, the RXTXcomm.jar and the CAENTest.dass files onthe lonreader using, forexample,
a secure copy command (scp):

root@ion:~# scp CAENRFIDLibrary.jar 10.0.32.201:
root@ion:~# scp CAENTest.class 10.0.32.201:

where 10.0.32.201 is the IP address of your lon reader.

Now you can run the application on your lon reader using the following command:
root@ion:~# java -cp “./:./CRENRFIDLibrary.jar:./RXTXcomm. jar” CAENTest 127.0.0.1

assuming that CAENTest.class, CAENRFIDLibrary.jar and RXTXcomm.jar files are in the same directory. As you can
notice, the onlydifference withthe command line used to execute the application on the development machineis the
IPaddress of the reader that, inthis latter case, is the special localhost address identifying the same machine where
the application is running.
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Optional: using the Eclipse IDE
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A simple project like the one we described in the previous paragraphs can be managed usinga simple text editor and
the commandline butmanaging more complex projects may require the usage of an Integrated Development
Environment. Here is explained how to installand configure the Eclipse IDEin orderto create application for the lon
reader.

The firststepis toinstall the Eclipse IDE itself onthe development virtual machine by the following command line:

develop: ~# aptitude update
develop: ~# aptitude install eclipse

Once the IDEisinstalled youcanrunitbyclickingon the Eclipse iconin the Development menuitemof the XFCE main
menu. After having created a new project you need to add the CAENRFIDLibrary.jar and the RXTXcomm.jar to the
project going into the Project Properties, Java Build Paths, Libraries, Add External JARs...:

-

— -v—v——ﬁ——T—W T i 7 T
[ ion-develop [In esecuzione] - Oracle VM VirtualBox =]l £
B Properties for CAENTest =
file Edit Sour| [iype filter text Java Build Path e D
migl - ava
Resource “#Source [=Projects | miLibraries %;0rder and Export D
I8 Package Ex| Builders =Q

JARs and class folders on the build path:

Java Build Path = e &~
b Java Code Style P 2 CAENRFIDLibrary.jar - /root/SDK 4.0.0{AVA Add JARs...
A ]
¥ ICAENTest ) b @ RXTXcomm.jar - root/SDK 4.0.0/)AVA/lib Add External JARs declarations

b #Bsrc P Java Compiler : — math.Bigintege
b lava Editor b =i JRE System Library [JavaSE-1.6] -

b miJRE Syst] © ) Add Variable... caen.RFIDLibra

b =iReferen Javadoc Location Add Library... Let

Project References (String[]) : void

Refactoring History Add Class Folder...
Run/Debug Settings Add External Class Folder...
k C
Edit.
Remove

Migrate JAR File,

@ Cancel 0K T D
[LL PFODIEMS | @ J[aVadocC | [=, Declaraton | = CONS0IE =8

<terminated> CAENTest [Java Application] fusrilibjvmfjava-6-of g 3¢ % | 5 Sﬁ = B o
CAENTest starting... 2

java.lang.ArrayIndexOut0fBoundsException: @
: 0| [
o CAENTest
[

e = S () 2 Tipsand Tr.. @ Terminal B Terminal ¢ [An Introdu... Java - CAE... @a

0 1727 | %
S @00 ¢ B pesra

You are now readyto develop complex projects using the Eclipse IDE on the Development Machine, Enjoy!
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Using the GSM

This Chapter describes how to use the lon R4300P Reader GSM. It contains these topics:
e  SIM card placement
e  Setting up the GSM module
e  Sending a SMS message

e  Surfing the Internet
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SIM card placement

Inordertoinsertthe SIMcardinside the readerthe covershall be opened by removing the 6screws (please see the
red circle in the Fig. 10.2: SIM holder position pag. 48 for the correct position).

,,

Fig. 10.1: Bottom cover screws position

The SIM card shall be inserted in the GPRS modem SIM holder.

Kontras
515111
A VR

[T

Fig. 10.2: SIM holder position
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Setting up the GSM module

The lon R4300P has an (optional) internal GSM/GPRSmodule that can be used to send/receive SMS or as Internet
gateway.Here some basicinstructions about how to send SMS and how to connect to the Internet using the
GSM/GPRS module.

The GSM/GPRS module is connected to the systemthrough the secondserial port (the firstis used for the console)
mapped to the pseudo-file /dev/ttyS1.

In order to setup the GSM/GPRS module you must verify the serial port setting using the stty command:

root@ion:~# stty -F /dev/ttySl

speed 9600 baud; line = 0;

susp = <undef>; min = 1; time = 0;

-brkint -icrnl -imaxbel

-opost

-isig -icanon -iexten -echo -echoe -echok noflsh -echoctl -echoke

Then we suggest to create a symboliclinkforthe pseudo-file /dev/ttyS1inorderto have a mnemonic shortcut for the
future use of the module:

root@ion:~# 1ln -s /dev/ttySl /dev/mobilephone

Then you need to switch onthe GSM/GPRS module thatis switched offbydefault; thiscanbe obtained invoking the
ion-manager scriptin the following way:

root@ion:~# ion-manager gsm switch
ion-manager; switching the GSM on/off... ok

You can verify if the GSM/GPRS module is correctly activated byissuing the gsmct/ command:

root@ion:~# gsmctl all
gsmctl [ERROR] : ME/TA error 'SIM PIN required' (code 311)

The message above is what you should obtain and indicate that the module is active and working, itis just waiting for
the PIN of the SIM card.

In the followingsnippetyou cansee howto provide the PIN of the SIM cardto the module andthereply to the gsmct/
call when the module is readyto be used:

root@ion:~# gsmctl -I "+cpin=NNNN"

root@ion:~# gsmctl all

<MEO> Manufacturer: Telit

<ME1> Model: GC864-QUAD

<ME2> Revision: 10.00.063

<ME3> Serial Number: 359294031006030
<FUN> Functionality Level: 1

Sending a SMIS message

Once the GSM/GPRS module is correctly configured, you can send SMS messages in a verysimple way form the
commandshell, for example the followingcommand line will send a SMS message with the body “Helloworld!” to the
specified number:

root@ion:~# gsmsendsms <phone number> 'Hello world!'

Obviouslyyou can create shellscripts thatindude the gsmsendsms calls in order to automate SMS message delivering.

C language

If you need sendinga SMS froma Cprogram the easiest wayis byusing the system(3) function with the command
above. Please referto system Linux man pages for furtherinfo.
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Surfing the Internet

50

In orderto connectto the Internet using the internal GSM/GPRS moduel, you can use the wvdial program. Just edit its
configuration file named /etc/wvdial.conf as follow:

[Dialer Defaults]

Initl = ATZ

Init2 = ATQO V1 E1 S0=0 &Cl &D2 +FCLASS=0
Init3 = AT+CGDCONT=1, "IP","<YOUR APN>"
Modem Type = Analog Modem

Baud = 115200

New PPPD = yes

Modem = /dev/ttySl

ISDN = 0

Phone = "<YOUR PHONE NUMBER>"
Password = <YOUR PASSWORD>

Username = <YOUR USERNAME>

and replace parameters <YOUR APN>, <YOUR PHONE NUMBER>, <YOUR PASSWORD> and <YOUR USERNAME>
according to your network provider.

After having completed the modification of the configuration file, just type the wvdial command to start the
connection:

root@ion:~# wvdial

'-=> WvDial: Internet dialer version 1.60

--> Initializing modem.

--> Sending: ATZ

ATZ

OK

--> Sending: ATQO V1 E1 S0=0 &Cl &D2 +FCLASS=0
ATQ0 V1 E1 S0=0 &C1l &D2 +FCLASS=0

OK

--> Sending: AT+CGDCONT=1,"IP","web.omnitel.it"
AT+CGDCONT=1, "IP", "web.omnitel .it"

OK

-—> Modem initialized.

--> Sending: ATDT*99***14#

--> Waiting for carrier.

ATDT*99* **1 #

CONNECT

--> Carrier detected. Waiting for prompt.

Here the program may hang for a while but then the output continues:

-—> Don't know what to do! Starting pppd and hoping for the best.
--> Starting pppd at Fri Oct 7 10:11:43 2011

--> Pid of pppd: 1949

--> Using interface ppp0

-—> pppd: (~U[07]1[08]@~S[07] [08]~H~[[07] [08]
-—> pppd: (~U[07][08]@~S[07] [08]~H~[[07] [08]
-—> pppd: (~U[07][08]@~S[07] [08]~H~[[07] [08]
--> pppd: (~U[07][08]@~S[07] [08]~H~[[07] [08]
-—> pppd: (~U[07][08]@~S[07] [08]~H~[[07] [08]

--> local IP address 109.114.117.107
-—> pppd: (~U[07][08]@~S[07] [08]~H~[[07] [08]
--> remote IP address 109.114.126.226
-—> pppd: (~U[07][08]@~S[07] [08]~H~[[07] [08]
--> primary DNS address 83.224.70.54
--> pppd: (~U[07][08]@~S[07] [08]~H~[[07] [08]
--> secondary DNS address 83.224.70.77
-—> pppd: (~U[07]1[08]@~S[07] [08]~H~[[07] [08]

If you want, you can make the wvdial process run in background using the Ctrl+Z key combination and the bg
command (as usualfor Linux processes). That sequence willgive you the possibility to use the same shell for further
commands instead of having the needs to open another one.

After that you can check the newly created pppX network adapter that correspond to the GSM/GPRS module:

root@ion:~# ifconfig
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)
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ppPr0 Link encap:Point-to-Point Protocol
inet addr:109.114.117.107 P-t-P:109.114.126.226 Mask:255.255.255.255
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1500 Metric:1
RX packets:4 errors:0 dropped:0 overruns:0 frame:0
TX packets:5 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:3
RX bytes:64 (64.0 B) TX bytes:97 (97.0 B)

The routingtableandthefile /etc/resolv.conf shouldbe modifiedaccordinglyinorderto establish the internet
connection.

Forexample, you mayneedto assignthe pppOvirtual networkcardas youdefault gateway, this can be obtained by
deleting the previous default gatewaysetting and assigning the new one:

root@ion:~# route del default
root@ion:~# route add default ppp0

lon R4300P Technical Information Manual 51



3@ CAENRFID

lon R4300P
Upgrade Procedure

This Chapter describes how to upgrade the lon R4300P Reader system.
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Upgrade the lon packages

The lon R4300P reader operatingsystem is a standard Linux Debian installation sothe upgrade procedureis based, as
anyDebian system, onthe aptitude tool. Here we show the basic usage of this methodinorder to upgrade orinstall
new packageson the system, for further details onthe a ptitude tool please refer to the specific documentation (see §
Debian Documentation on line resource).

By default, the CAENRFID APT repository listand the Debian APT repository listare alreadyset upintoyoursystem so,
if you wantto upgrade the lonreader with the latest available packages, you have first to setup yourlon network with

the propersettings (see § Reader Configuration pag. 20) and then type at the command shell the following two
commands”:

root@ion:~# aptitude update
root@ion:~# aptitude upgrade

Install new Debian software

As a first step, you mayneed to search fora specific package by using the apt-cache command as follow:

root@ion:~# apt-cache search <string>

The command searches eachstringoccurrences intoallDebian packages and prints the results on standard output.
Once you have foundthe name of the package onthelistresultingfrom theabove commanda, you can install it by
using the apt-get command as follow:

root@ion:~# apt-get install <package>

Forexample, ifyou wishto install the Java Run Time environment (JRE)into your lon reader, you can proceed as shown
in the following:

root@ion:~# apt-cache search jre

default-jre-headless - Standard Java or Java compatible Runtime (headless)
default-jre - Standard Java or Java compatible Runtime

Then use the command:

# apt-get install default-jre

apt-get install defaul-jre

Reading package lists... Done

Building dependency tree

Reading state information... Done

E: Unable to locate package defaul-jre

root@ion:~# apt-get install default-jre

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following extra packages will be installed:

ca-certificates ca-certificates-java default-jre-headless defoma file
fontconfig fontconfig-config hicolor-icon-theme java-common
libaccess-bridge-java libaccess-bridge-java-jni libasound2 libasyncnsO
libatkl.0-0 libatkl.O-data libavahi-client3 libavahi-common-data
libavahi-common3 libcairo2 libcups2 libdatriel libflac8
libfont-freetype-perl libfontconfigl libfontencl libgcryptll libgif4
1ibglib2.0-0 libglib2.0-data libgnutls26 libgpg-error0O libgtk2.0-0
libgtk2.0-bin libgtk2.0-common libice6 libjasperl libjpeg62 liblcmsl
libmagicl libnspr4-0d libnss3-1d libogg0 libpangol.0-0 libpangol.0-common
libpcre3 libpixman-1-0 libpngl2-0 libpulseO libsmé6 libsndfilel libtasnl-3
libthai-data libthaiO 1libtiff4 libvorbisOa libvorbisenc2 1libxl1l-6
libxll-data libxau6 libxcb-render-utilO libxcb-render0 libxcbl
libxcompositel libxcursorl libxdamagel libxdmcp6 libxext6 libxfixes3
libxfontl libxft2 libxi6 libxineramal libxml2 libxrandr2 libxrenderl
libxtst6 openjdk-6-jre openjdk-6-jre-headless openjdk-6-jre-1ib sgml-base
shared-mime-info ttf-dejavu-core ttf-dejavu-extra tzdata-java
x-ttcidfont-conf xll-common xfonts-encodings xfonts-utils xml-core

7
Commands on the Development Virtual Machine are marked by the suffix deve lop: ~ #, while commands onthe ION R4300P Reader shellare
marked by the suffix root @ion: ~#.
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3@ CAENRFID

lon R4300P
Technical Specifications

This Chapterillustrates the technical specifications of lon R4300P Reader. It contains these
topics:

e  Technical Specifications Table

e  Reader — Tag Link Profiles

e  Power Supply Connector Electrical Characteristics
e RFID Antenna Ports Electrical Characteristics

e  GSM/GPRS Antenna Port Electrical Characteristics
e GPIO Port Electrical Characteristics

e  Serial Port Electrical Characteristics

e  USB Port Electrical Characteristics
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Frequency Band

Output Power

CPU

Memory
Operating System
Scripting

Host Interface Protocols
Antenna Connector
Receiving Capability
Standard Compliance

Digital I/O

Connectivity

Wireless Communication

Internal Interfaces

IP Rating
MTBF

Dimensions

DC Power
Operating Temperature
Weight

Technical Specifications Table

902+928 MHz (FCC part 15)
865.600+867.600 (ETSI EN 302 208)

Up to 32 dBm (1.6W) conducted (ETSI)
Up to 30 dBm (1W) conducted (FCC)
Intel Atom 2510 CPU @ 1.1Ghz

512 Mbytes RAM, 512 Mbytes SSD, 8 Gbytes MicroSD
Linux (Debian)

Java Virtual Machine

- CAEN RFID host-to-reader protocol

- EPCGlobal LLRP RFID host-to-reader protocol
4 TNC Reverse Polarity

Gen 2Dense Reader Mode Management
Data rate upto 400 Kbits/s

EPC C1 G2/1SO 18000-6C

13 GPIO pins, TTL I evel

RS232 Serial Communication (DB9);

USB 2.0High Speed Host Port;

Ethernet 10/100/1000BASE-T (RJ45)
GSM/GPRS (SMA) (optional)

WiFi (optional via USB host)

MicroSD slot

SIM card housing (optional)

1P42

135.000 hours

(W)275x (L)155x (H)39 mm®
(10.8x6.1x 1.5inch?)

9+36 Vdc (30W)

-20°Cto 55 °C

1.3 kg

Tab. 12.1: lon R4300P Technical Specifications Table

Reader — Tag Link Profiles

lon R4300P reader supports different modulations and return link profiles according to EPC Class1 Gen2 protocol.

In the followingtable are reported all available profiles and the compatibility with the different regulations:

Link profile # Regulation Modulation Return Link
1 ETSI PR—-ASK; f=40kHz Miller (M=4); f =300kHz
2 FCC PR—ASK; f=40kHz Miller (M=4); f =250kHz
3 FCC DSB—-ASK; f=160kHz FMO; f = 400kHz

Tab. 12.2:lon R4300P reader to tag link profiles

Power Supply Connector Electrical Characteristics

Pinname Pin# Parameter Min Typ. Max Unit
GND 1 Input Current 5 A
VIN ) Input DCvoltage level 9 36 \

Input Current 5 A

Tab. 12.3:lon R4300P Power Supply Connector Electrical Characteristics
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RFID Antenna Ports Electrical Characteristics

Parameter

RF output power—ETSI

RF output power—FCC

Output powervs. power setting accuracy
Outputpower setting step

RF portimpedance

Recommended antenna VSWR

Min Typ.
0.05
17
0.05
17
0.1
50

Tab. 12.4: 1on R4300P RFID Antenna Ports Electrical Characteristics

Max
1.6
32

30

1.5:1

Unit

dBm

dBm

dB
dB

GSM/GPRS Antenna Port Electrical Characteristics

Parameter
RF outputpower

RF portimpedance

Recommendedantenna VSWR
Absolute maximum antenna VSWR

Allowed antenna gain
Tab. 12.5: lon R4300P GSM/GPRS Antenna PortElectrical Characteristics (only in Mod. WR4300PXGPRS)

Min Typ.

50

GPIO Port Electrical Characteristics

Parameter
VOL
VOH

Min Typ.

2.0

Outputcurrent (low level)
Outputcurrent (highlewel)

VIL
VIH
Inputcurrent

-0.5

Internal pull-up resistor 10
Tab. 12.6: lon R4300P GPIO PortElectrical Characteristics

Max
0.4
5.0
12
0.3
0.8
5.5
0.5

Unit
\Y
\Y

mA
mA
\Y
\Y
mA
kQ

Serial Port Electrical Characteristics

56

Pinname Pin#
TX 2
RX 3
CTS 7
RTS 8

Parameter
RS232 Voltage Lewels
Output Impedance
RS232 Voltage Lewels
Input Impedance
RS232 Voltage Lewels
Input Impedance
RS232 Voltage Lewels
Output Impedance

Min
5
300
-30
3
-30
3
+5
300

Typ. Max
+8
+30
5 7
+30
5 7
+8

Tab. 12.7:1on R4300P RS232 Port Electrical Characteristics

Unit

kQ

kQ

Max
2
33

2:1
10:1
3

Unit
w
dBm
Q

dBi
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USB Port Electrical Characteristics

Pinname Pin# Parameter Min Typ. Max
Vbus 1 Voltage level 4.75V | 5.00V | 5.25V
Output Current 500
VOL 0 0.3
D- 2 VOH 2.8 3.6
Input Impedance 27
VOL 0 0.3V
D+ 3 VOH 2.8 3.6
Input Impedance 27

Tab. 12.8: lon R4300P USB Port Electrical Characteristics
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3@ CAENRFID

lon R4300P
Regulatory Compliance

This Chapter gives information on the lon R4300P Reader Regulatory Compliance. It contains
these topics:

e  FCC Compliance
e  CE Compliance
e  RoOHS EU Directive

e  CE Declaration of Conformity
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FCC Compliance

This equipment has been tested and found to comply with Part 15 of the FCC Rules.
NOTE:

(@) Anychanges or modification not approved by CAEN RFID could void the user’s authority to operate the
equipment.

(b) The lon R4300P readeris approved for operation with the following antennas:

e RFID ports: CAENRFID antenna Mod. WANTENNAXOOS5 (Circular polarized antenna 8dBic gain max. 860-960
MHz)

e GSM/GPRS port: Amphenol Mod. TAN015-1100104BS (Linear polarizedantenna 1dBi gain 870-960/1710-
1990MHz)

Use of otherthan the approved antenna with this unit mayresultin harmful interference with otherusers, and
cause the unit to fail to meet regulatory requirements.

(c) When installing the RFID antennas ensure a minimum separation distance of 25 cm betweeneachantenna and
all persons.

(d)  Wheninstalling the GSM/GPRSantenna ensure a minimum separation distance of 20cm betweenthe antenna
and all persons.

(e) lon R4300P and R4300PXGPRSreaders must be professionallyinstalled to correctlyset the TX power for the RF
cable selected.

(f) Maximum RF conducted power at RFIDportis 1W (30dBm). Theinstaller shall set the maximum allowed RF
powerinorderto complywith 36dBm E.I.R.P FCCradiated limit takingintoaccountthe cableloss used for the
connection to the approved antenna according to the following formula:

Max. allowed RF output power (dBm) = 36 — Antenna Gain (dBi or dBic) + Cable Loss (dB)
Example:
Approved antenna WANTENNAX005 and WCAVOAAAX005 (5 m RF Antenna Cable TNC/RP-N type; 0.32dB/m)

Max. allowed RF output power (dBm) = 36 — 8dBic + 1.6dB = 29.6dBm

CE Compliance

Reference standard:
CEl EN 60950-1:2007
ETSI EN 301 489-1V. 1.8.1:2008
ETSI EN 301 489-3 V. 1.4.1:2002
ETSI EN 302 208-2 V1.3.1:2011
ETSI EN 301 511 v9.0.2:2003
CEl EN 50364:2011
Reference document: Test report n. 11889B [RD1].

See § CE Declaration of Conformity pag. 60 for the lon R4300P CE Compliance Certificate.

RoHS EU Directive

The lon R4300P RFID UHF Portal Reader is compliant with the EU Directive 2002/95/EC on the Restriction of the Use of
certain Hazardous Substances in Electrical and Electronic Equipment (RoHS).
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CAEN RFID Srl

Via Vetraia, 11

55049 Viareggio (LU)

Italy

Tel.: +39.0584.388.398 Fax:+39.0584.388.959
Mail: info@caenrfid.com

Web site: www.caenrfid.com

herewith declare under our own responsibility that the products:

Code: WR4300PXAAAA

Description: R4300P - lon - RFID UHF Portal Reader

and

Code: WR4300PXGPRS

Description: R4300P - lon - RFID UHF Portal reader with GPRS

correspond in the submitted version to the following standards:

CEl EN 60950-1:2007

ETSI EN 301 489-1V. 1.8.1:2008
ETSI EN 301 489-3 V. 1.4.1:2002
ETSI EN 302 208-2 V1.3.1:2011
ETSI EN 301 511 V9.0.2:2003
CEI EN 50364:2011

The presentdocument declaresthat the specified products comply with the reported standards and satisfy the essential
requirements of the European regulation R&TTE Directive 99/5/EC.

ia Wétraia, 1
Date: 19/03/2012 5049 VIAREGGI
VAT IT 02032050466

Adriano Bigongiari (Chief Executive Officer)

On the basis of thisdeclaration, these products will bear the following mark:c € @



