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Preface

FCC Information

Electronic Emission Notices
This device complies with CFR 47 Part 15 of the FCC rules.
Operation is subject to the following two conditions:
e This device may not cause harmful interference.
e This device must accept any interference received, including interference that may cause

undesired operation.

FCC Frequency Interference Statement
This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to CFR47 Part 15. These limits are designed to provide reasonable protection
against harmful interference when the equipment is operated in a residential environment, not
withstanding use in commercial, business and industrial environment,. This equipment generates,
uses and can radiate radio frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment
off and on, the user is encouraged to try to correct the interference by one or more of the following
measures:

e Reorient or relocated the receiving antenna.

e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different that to which the receiver is

connected.

e Consult the dealer or an experienced radio/TV technical for help.

Changes or modifications to this equipment not expressly approved by the party responsible for

compliance could void the user’s authority to operate the equipment.

FCC Radiation Exposure Statement
To comply with FCC RF exposure requirements in section 1.1307, a minimum separation

distance of 0.4-meters (15.75-inches) is required between the antenna and all persons.

Antenna Installation
WARNING: It is installer’s responsibility to ensure that when using the outdoor antenna in the United
States (or where FCC apply), only those antennas certified with the product are used. The use of any

antenna other than those certified with the product is expressly forbidden in accordance to FCC
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rules CFR47 part 15.204.
The installer should configure the output power level of antennas, according to country regulations and
per antenna type. Professional installation is required of equipment with connectors to ensure

compliance with health and safety issues.

Installation Requirements

This guide is for the networking professional who installs and manages the Deliberant
DLB-2300/DLB2310/DLB2319 outdoor product hereafter referred to as the “device”.
To use this guide, you should have experience working with the TCP/IP configuration
and be familiar with the concepts and terminology of wireless local area networks.

Note: Only those antennas that are of the same type with lesser gain than those
that are certified with these devices may be used legally by the installer!

The following antennas have been tested with the DLB23xx:
Microcom Technologies 19dbi Panel Antenna (Model: 24E119-SAF)

Superpass 14dbi Panel Antenna (Model: SPLG22)
Hyperlink Technology 12dbi Omni Antenna (Model: HG2412U)



Ch 1. Device Installation

Packing List

Before you start to install the ODU, make sure the package contains the
following items(

« Wireless Outdoor Bridge unit * 1

« Mounting Kit * 1

« Power Over Ethernet Kit * 1

Ch 2. First Time Configuration
Before Start to Configure

There are two ways to configure the device, one is through web-browser, and
the other is through Secure Shell CLI interface. To access the configuration
interfaces, make sure you are using a computer connected to the same
network as the device. The default IP address of the device is 192.168.2.254,
and the subnet-mask is 255.255.255.0.

The device has three operation modes (Router/Bridge/WISP). In bridge mode,
also known as AP Client, you can access the device by both WLAN (Wireless
Local Area Network) and wired LAN. And in router/WISP modes, the device
can be accessed by both WLAN and WAN. The default IP addresses for the
device are 192.168.2.254(for LAN), 172.1.1.1(for WAN), so you need to make
sure the IP address of your PC is in the same subnet as the device, such as
192.168.2.X (for LAN), 172.1.1.X (for WAN).

Please note that the DHCP server inside the device is default to up and
running. Do not have multiple DHCP servers in your network environment,
otherwise it will cause abnormal situation.

We also provide an auto-discovery tool which is for finding out the IP of the
device. In case, you've forgot the IP of the device or the IP of the device has
been changed, you can use the tool to find out the IP of the device even your



PC is not in the same subnet as the device is.

Knowing the Network Application

DLB2300/DLB2310/DLB2319 can act as the following roles, and it supports
WDS (Wireless Distribution System) function.

® Access Point

® WDS (Wireless Repeater)

® Bridge/Router
® WISP
® AP Client

The device provides 3 different operation modes and the wireless radio of device can
act as AP/Client/WDS. The operation mode is about the communication mechanism
between the wired Ethernet NIC and wireless NIC, the following is the types of
operation mode.

Router

The wired Ethernet (WAN) port is used to connect with ADSL/Cable modem and the
wireless NIC is used for your private WLAN. The NAT is existed between the 2 NIC
and all the wireless clients share the same public IP address through the WAN port to
ISP. The default IP configuration for WAN port is static IP. You can access the web
server of device through the default WAN IP address 172.1.1.1 and modify the
setting base on your ISP requirement.

Bridge
The wired Ethernet and wireless NIC are bridged together. Once the mode is selected,
all the WAN related functions will be disabled.

WISP (Wireless ISP)

This mode can let you access the AP of your wireless ISP and share the same public
IP address form your ISP to the PCs connecting with the wired Ethernet port of the
device. To use this mode, first you must set the wireless radio to be client mode and
connect to the AP of your ISP then you can configure the WAN IP configuration to
meet your ISP requirement.

The wireless radio of the device acts as the following roles.

AP (Access Point)
The wireless radio of device serves as communications “hub” for wireless clients and
provides a connection to a wired LAN.



AP Client

This mode provides the capability to connect with the other AP using
infrastructure/Ad-hoc networking types. With bridge operation mode, you can
directly connect the wired Ethernet port to your PC and the device becomes a
wireless adapter. And with WISP operation mode, you can connect the wired
Ethernet port to a hub/switch and all the PCs connecting with hub/switch can share
the same public IP address from your ISP.

WDS (Wireless Distribution System)

This mode serves as a wireless repeater; the device forwards the packets to another
AP with WDS function. When this mode is selected, all the wireless clients can’t
survey and connect to the device. The device only allows the WDS connection.

WDS+AP
This mode combines WDS plus AP modes, it not only allows WDS connections but
also the wireless clients can survey and connect to the device.

The following table shows the supporting combination of operation and wireless
radio modes.

Bridge Router WISP
AP \Y \Y X
WDS \Y \Y X
Client Vv X Vv
AP+WDS \Y \Y X

Hereafter are some topologies of network application for your reference.
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Examples of Configuration
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This example demonstrates how to set up a network with different device
configurations. There are 2 DHCP servers (DEV1/DEV4) in the network to control
the IP configuration of 2 domains (192.168.2.x/192.168.3.x). Once the setting is
done, all the PCs can visit Internet through DEV1.

We assume all the devices keep the factory default setting. To make sure that user can
continuing press the rest button for more than 5 seconds to restore the factory default
setting.

The following descriptions show the steps to configure DEV1 to DEV5.

Configure DEV1.:

1. Connect the ADSL modem to Ethernet port of device using Ethernet cable.
2. Access the web server (http://192.168.2.254) of device from the wireless
station.

3. Use Wizard page to setup device.

File Edit View Favorites Tools Help

Qe - © - [H] [B] @ Dseeen Frreen @] 20 = - L E w

ss |@] http:/i192.168.2.254 /home. as

Wireless LAN Series

Setup Wizard

The setup wizard will guide you te configure access point for first time. Please follow
the setup wizard step by step

Welcome to Setup Wizard.

The Wizard will guide you the through following steps. Begin by clicking on
Next.

Setup Operation Maode
Choose your Time Zone
Setup LAM Interface
Setup VAN Interface
wireless LAN Setting
wireless Security Setting

M & WM =



6.

Press “Next>>" button then set the “Operation Mode” to “Router” mode.

Wireless LAN Series

1. Operation Mode

*ou can setup different modes to LAR and WAR interface for RAT and bridging
function.

& Router: In this mode, the device is supposed to connect to internet wia
ADSLiCable Modern. The MNAT is enabled and PCs connected
weith WWLAR share the same IP to ISP through WAR port. The
connection type can be setup in YWWARN page by using PPFOE,
DHCF client, PPTF client or static IP. 172.1.1.1 is the default
static |P address for WAk port

> Bridge: In this mode, the ethernet port and wireless interface are bridged
together and FAT function is disabled. All the YWAR related
function and firewall are not supported.

3 wireless ISP: |0 this mode, the wireless client will connect to ISP access point
The MAT is enabled and PCs connecting with the ethernet port
share the same IP to ISP through wireless LAN. ¥You must set
the wireless to client mode and connect to the ISP AP. The
conmection type can be setup in YW.AN page by using PPPOE,
DHCF client, PETF client or static 1P

[ Cancel | [ <<Back | [ mex>> |

Press “Next>>" button then disable “Time Zone” function.

Wireless LAN Series

2. Time Zone Setting

¥ou can maintain the systermn time by synchronizing with a public time server over
the Internet

[C1 Enable NTP client update

Time Zone
Select :

NTP server :

[ Cancel ][ <<Back ][ Mext>> ]

Press “Next>>" button then set the IP address of LAN interface.

Wireless LAN Series

3. LAN Interface Setup

This page is used to configure the parameters for local area netwark which connects
to the device. Here you may change the setting for IP addresss, subnet mask. The
DHCF Server will be up and running, please make sure there is no another DHCP
Serverin your netwaork when the device is in Bridge/Client Modes.

IP Address: |192.168.2.254

Subnet Mask: |255.255.255.0 |

[ Cancel ][ <<Back ][ Pets > ]

Press “Next>>" button then select the “PPPoE” for “WAN Access Type” and
fill in the “User Name” and “Password” fields.

Wireless LAN Series

- 4. WAN Interface Setup
B
B This page iz used to configure the parameters for Internet network which connects to
= vy the WARN port of your Access Point. Here you may change the access method to
(] static IP, DHCP, FFPFoE or PFPTF by click the item walue of YWAN Access type
L]
= P
B WAN Access Type: | PPPoE =]
User Name: iE?DélSEDEI@hlnet,net
Password: | - |

[ Cancel ][ <<Back ][ Mext>>
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8.  Press “Next>>" button then select the “AP+WDS” for “mode” and change the
SSID to “DEV1”.

5. Wireless Basic Settings

This page is used to configure the parameters for wireless LAMN clients which may
connect to your Access Paoint. If you want to use Wireless ISP mode, please choose
the Client hode.

Band: 24 GHz (B+3) «
Mode: APHWDE «

Network Type:
SSID: |DEVL

Channel Humber: |1l |+

Enable Mac Clone {Single Ethernet Client)

’ Cancel ][«:«:Back ” Next>>]

9. Press “Next>>" button then select “None” for “Encryption” then press

“Finished” button.
Wireless LAN Series

6. Wireless Security Setup

This page allows you setup the wireless security. Turn on WEP or WA by using
Encryption Keys could prevent any unauthorized access to your wireless network

Encryption:

[ cancel ][ <<Back | [ Finished |

10. Wait for refreshing web page.
Wireless LAN Series

Change setting successfully!
Please wait a while for refreshing webpage.

If IP address was modified, you have to re-connect the WebServer
with the new address.

11. Use “WDS Settings” page to configure WDS.

Wireless LAN Series

WDS Settings

“ireless Distribution System uses wireless media to communicate with other AFs,
like the Ethernet does. To do this, you must set these APs in the same channel and
set MAC address of other AP s which you want to cormmunicate with in the table and

(2] then enable the WYWDS.
%
2
1 [ Emable WDS
(=
(2] -
T Add WDS AP: MAC Address | | comment
= I |
I
= | Apply Changes ] [ Feset ]

Current WDS AP List:




12. Enable WDS function and add the BSSID of DEV2 to “Current WDS AP List”.

Wireless LAN Series

WDS Settings

Wireless Distribution System uses wireless media to communicate with other APs,
like the Ethernet does. To do this, you must set these APs in the same channel and
set AC address of other AFs which you want to communicate with in the table and
then enable the YWDS

Enable WDS

Add WDS AP: MAC Address | cComment
[ |

[ Apply Changes ] [ Feset ] [ Set Security ]

Show Statistics

Current VWDS AP List:

00:00:00:04:26:92 ESSID of DEW2 -

[ Delste Selected | [ Celstean | [ Resst |

13. Since we access the device by wireless connection, it may temporarily
disconnect when applying the WDS setting. After re-connecting to the device,

2=

||

B
B
B
&
E e
g{ =
&
&
B u
B
B
Re

use the “Status” page to check the settings.
B i

Wireless Configuration

Mode AP+HWDS - Router
Band 2.4 GHz (B+3)
551D DEY1

Channel Number 11

Encryption Disabled(AP), Disabled(WDS)
BSSID 00:05:9e:80:13: bh
Associated Clients 1
Power(OFDM/G) 100myv
Power(CCK/B) 2A0myy

Attain IP Protocol Fixed IP

IP Address 192.168.2.264
Subnet Mask 26552655 25500
Default Gateway 192.168.2.254
DHCP Server Enabled

MAC Address 00:05:9e:80:13: bh
Attain IP Protocol Fixed IP

IP Address 218,168,146 .93
Subnet Mask 255,255 25500
Default Gateway 218.168.146.254
MAC Address 00:05:9e:80:3: b



Configure DEV?2:
1. Access the web server (http://192.168.2.254) of device from the Ethernet port.
Caution

If you configure multiple devices in the same PC, since the devices
have the same default IP address but different MAC addresses, it may
cause you not able to access the web server of device. If the situation
happens, please try to clean the ARP table of your PC by DOS
command “arp —d” then you can access the web server of device
using the default IP address.

2. Use Wizard page to setup device.

File  Edit  Wiew Favoribes  Tools  Help

Qowr - © - [X] (B €| D seern frroone @] 62- 12 @ - [ E wr

Address |&E] http://192.168.2. 254/home. as

Setup Wizard

The setup wizard will guide you to configure access point for first time. Please follow
the setup wizard step by step.

Welcome to Setup Wizard.

The Wizard will guide you the through following steps. Begin by clicking on
Next.

Setup Operation Mode
Choose your Time Fone
Setup LAMN Interface
Setup WARN Interface
Wireless LAN Setting
Wireless Security Setting

DO e =

Press “Next>>" button then set the “Operation Mode” to “Bridge” mode.
: Wireless LAN Series

Operation Mode

You can setup different modes ta LAMN and WLARM interface for MNAT and bridging
function

S Huoiiter: In this mode, the device is supposed to connect to internet via
ADSL/Cable Modem. The MAT is enabled and PCs connected to
WWLARN share the same [P to ISP through WWAN port. The
connection type can be setup in YWWaN page by using FFFOE,
DHCP client, PPTP client or static IP.172.1.1.1 is the default
static IP address for ¥WAN port

&> Bridge: In this mode, the ethernet port and wireless interface are bridged
together and MNAT function is disabled. All the WWARN related
function and firewall are not supported

Wireless ISP: In this mode, the wireless client will connect to ISP access point
The MAT is enabled and PCs connecting with ethernet port share
the same IP to ISP through wireless LARN. You must set the
wireless to client mode first and connect to the ISP AP in Site-
Survey page. The connection type can be setup in YAkl page by
using PPPOE, DHCP client, PPTP client or static P

[ Apply Change ] [Reset]

4. Press “Next>>" button then disable “Time Zone” function.

- Wireless LAN Series

2. Time Zone Setting

¥ou can maintain the systermn time by synchronizing with a public time server over
the Internet

[C1 Enable NTP client update

Time Zone
Select :

NTP server :

Cancel ][ <<Back ][ Mext>>
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5.  Press “Next>>" button then set the IP address of LAN interface.

Wireless LAN Series

3. LAN Interface Setup

This page is used to configure the parameters for local area network which connects
to the device. Here you may change the setting for IP addresss, subnet mask. The
DHCF Server will be up and running, please make sure there is no another DHCP
Server in your network when the device is in Bridge/Client Modes,

IP Address: [192.168.2 202 [

Subnet Mask: |255.255.255.0 |

[ Cancel ][ <<Back ][ Mext>> ]

6. Press “Next>>" button then select the “AP+WDS” for “mode” and change the

SSID to “DEV2”,

5. Wireless Basic Settings

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point. If you want to use Wireless ISP mode, please choose
the Client Mode.

Band: 24 GHz (B+3) ~
Mode: AP+WDE

Network Type:
SSID: |DEV2

Channel Number: |11 |+

Enable Mac Clone (Single Ethernet Client)

[ Cancel ”{{Back ” Next>>]

7. Press “Next>>" button then select “None” for “Encryption” then press

“Finished” button.

6. Wireless Security Setup

This page allows yom setop the wireless secnity, Tom on WEP or WPA by using Encryption Keys
could prevent any wmanthorized ancess o vour wintless network,

Encryption:

’ Cancel ”«Back ][Fm]shed]

8. Wait for refreshing web page.

Wireless LAN Series

Change setting successfully!
Please wait a while for refreshing webpage.

If IP address was modified, you have to re-connect the WebServer
with the new address.

14



9.  Access the web server by new IP address “192.168.2.202” then use “LAN

Interface” page to disable DHCP Server.
Wireless LAN Series

LAN Interface Setup

This page is used to configure the parameters for local area network which connects to
the device. Here you may change the setting for IP Address, Subnet Mask, DHCP,

etc..

IP Address: 142,158,220 |

Subnet Mask:

Default Gateway: 0.000 |

DHCP: Dizabled

% %
By Route
. Fir |

DHCP Client Range: | 168.2.1 |_ [192.168.2.201

802.1d Spanning Tree: | Disahind >

MTU Size: 1500

[P | (5]

10. Wait for refreshing web page.
_ Wireless LAN Series

Change setting successfully!
Please wait a while for refreshing webpage.

If IF address was modified, you have to re-connect the WebServer
with the new address.

11. Use “WDS Settings” page to configure WDS.

Wireless LAN Series

WDS Settings

é wwireless Distribution System uses wireless media to communicate with other APs,
— like the Ethernet does. To do this, you must set these APs in the same channel and
oy set MAC address of other AP s which you want to communicate with in the table and

(2] then enable the WYWDS.

E

% [ Emable WDS

(2] l

T Add WDS AP: MAC Address | | comment

= [ |
B R | Apply Changes ] [ Rese(]

Current WDS AP List:




12. Enable WDS function and add the BSSID of DEV1 to “Current WDS AP List”.

B

B
By Sn
B
B
E.
B
B
B u
B S
B
R

Wireless LAN Series

WDS Settings

Wiireless Distribution System uses wireless media to communicate with other APs,

like the Ethernet does. To do this, you must set these APs in the same channeal and
set MAC address of other AP s which you want to communicate with in the table and
then enable the YWDS

Enable WDS

Add WDS AP: MAC Address Comment

[ Apply Changes ] lReSel] [ Set Security ]
Show Statistics

Current VWDS AP List:

00:00:00:04:27:28 BSSID of DEWT -

[ Delete Selected ] [ Delete All ] [ Feset ]

Mode AP+WDS - Router

Band 2.4 GHz (B+3)

SSID DEY2

Channel Number 11

Encryption Disabled{AF), Disabled(WDS)
BSSID 00:05:9e:80:13: hb
Associated Clients 1

Power{OFDM/G) 100mW

Power(CCK/B) 290mwW

Attain IP Protocol Fixed IP

IP Address 192 168.2 254
Subnet Mask 2655265 25510
Default Gateway 192.168.2.254
DHCP Server Enabled

MAC Address 00:05:9e:80:13: bb
Attain IP Protocol Fixed IP

IP Address 218.168.145 93
Subnet Mask 2655265 25510
Default Gateway 218.168.145.254
MAC Address 00:05:9e:80:13: be
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Configure DEV3:
1. Access the web server (http://192.168.2.254) of device from the Ethernet port.
Caution

If you configure multiple devices in the same PC, since the devices have the
same default IP address but different MAC addresses, it may cause you not
able to access the web server of device. If the situation happens, please try to
clean the ARP table of your PC by DOS command *“arp —d” then you can
access the web server of device using the default IP address.

2. Use “LAN Interface” page to set the IP address of LAN interface and disable
DHCP server.

” Wireless LAN Series

LAN Interface Setup

This page is used to configure the parameters for local area network which connects to
the device. Here you may change the setting for IP Address, Subnet Mask, DHCP,

etc

IP Address:
Subnet Mask:
Default Gateway:
DHCP:

DHCP Client Range:

802.1d Spanning Tree:
Clone MAC Address:
MTU Size:

3. Wait for refreshing web page.

Wireless LAN Series

Change setting successfully!
Please wait a while for refreshing webpage.

If IF address was modified, you have to re—-connect the WebServer
with the new address.

17



4.  Access the web server by new IP address “192.168.2.203” then use “Basic

Settings” page to change SSID and CHANNEL.
contents Wireless Basic Settings

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point. Here you may change wireless encryption settings as
well as wireless network parameters. Enable universal repeater mode can let radio act
as AP and client simultaneouly but rermember the channel must be as same as the
connected AP.

[ Disahle Wireless LAN Interface
Band: 24 GHz (B+3) »

Network
Type:

3
ssip: | |DEV3 |

4
Channel

v Shew Active Clients
Number:

Enable Mac Clone (Single Ethernet Client)

I

[ Enable Universal Repeater Mode

Extended ‘
SSID:

[onoe selected and applied,sxtended SEI0 and channel number will be updated)

+ e ]

5. Use the “Status” page to check the settings.

Uptime Oday:0h:52rm:38s
Free Memonry 11236 kB
Firmware Version 1.30

Webpage Yersion 1.3.0

Mode AP - Bridge
Band 2.4 GHz (B+G)
SSID DEY3

Channel Number 5

Encryption Disabled

BSSID 00:05:9e:80:19:bb
Associated Clients 1
Power(OFDM/G) 100mW
Power(CCK/B) 230mwv

Attain IP Protocol Fixed IP

IP Address 192.168.2.203
Subnet Mask 255255 255.0
Default Gateway 192.168.2.203
DHCP Server Enabled

MAC Address 00:05:9e:80:19: hh




Configure DEV4:

1. Access the web server (http://192.168.2.254) of device from the Ethernet port.

Caution

If you configure multiple devices in the same PC, since the devices have the
same default IP address but different MAC addresses, it may cause you
unable to access the web server of device. If the situation happens, please try
to clean the ARP table of your PC by DOS command “arp —d” then you can
access the web server of device using the default IP address.

2. Use Wizard page to setup device.

A Zinwell WLAN AP Webserver

File  Edit  Wiew  Favaori bes

Qe - @ - [€] [A @

s | ] http:ff192.168.2.254/h

ome. as

Wireless LAN Series

Setup Wizard

The setup wizard will guide you to configure access point for first time. Please follow
the setup wizard step by step.

Welcome to Setup Wizard.

The Wizard will guide you the through following steps. Begin by clicking on
Next.

Setup Operation Mode
Choose your Time Fone
Setup LAMN Interface
Setup WARN Interface
Wireless LAN Setting
Wireless Security Setting

DO e =

3. Press “Next>>" button then set the “Operation Mode” to “Wireless ISP” mode.

— Wireless LAN Series

1. Operation Mode

¥ou can setup different modes to LARMN and YWLAR interface for PAT and bridging
function

2 Router: In this mode, the device is supposed to connect to internet via
ADSL/Cable Modermn. The MNAT is enabled and PCs connected
with WWLAMN share the same IP to ISP through ¥W.AN port. The
connection type can be setup in YW.AN page by using PPPOE,
DHCP client, PPTP client or static IP. 172.1.1.1 is the default
static IP address for WWARN port

< Bridge: In this mode, the sthernet port and wireless interface are bridged
together and MAT function is disabled. Al the YWARN related
furction and firewall are not supported

& wireless I1Sp: In this mode, the wireless client will connect to ISP access point
The MAT is enabled and PCs connecting with the ethernet port
share the same IP to ISP through wireless LAN. ¥ou must set
the wireless to client mode and connect to the ISP AP, The
connection type can be setup in WWARN page by using PPPOE,
DHCP client, PPTP client or static IP.

[ Cancel ][ <<Back |[ Mext>> |

4. Press “Next>>" button then disable “Time Zone” function.

- Wireless LAN Series

2. Time Zone Setting

¥ou can maintain the systermn time by synchronizing with a public time server over
the Internet

[C1 Enable NTP client update

Time Zone
Select :

NTP server :

Cancel ][ <<Back ][ Mext>>

5.  Press “Next>>" button then set the IP address of LAN interface.
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8.

Wireless LAN Series

3. LAN Interface Setup

This page is used to configure the parameters for local area network which connects
to the device. Here you may change the setting for IP addresss, subnet mask. The
DHCP Server will be up and running, please make sure there is no another DHCF
Server in your network when the device is in Bridge/Client Modes.

IP Address: |192.168.31

Subnet Mask: |255.255.2565.0

[ Cancel ][ <<Back J[ Mext>> ]

Press “Next>>" button then select the “DHCP Client” for “WAN Access
Type”.

Wireless LAN Series

4. WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to
the WAM port of your Access Point. Here you may change the access method ta
static IP, DHCP, PPFoE or PPTF by click the item walue of ¥WAN Access type.

WAN Access Type: DHCP Client ~ |

[ cancel |[ <<Back |[ MNext>> |

Press “Next>>" button then select the “Client” for “mode” and change the

SSID to “DEVA4”.
' ; 5. Wireless Basic Settings

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point. If you want to use Wireless ISP mode, please choose
the Client Maode.

Band: 24 GHz (B+3)
Mode: Client v
Hetwork Type:
SSID: |DEV4

Channel Number:

[] Enable Mac Clone (Single Ethernet Client)

’ Cancel ”«Ba-:k ” Next>>]

Press “Next>>" button then select “None” for “Encryption” then press
“Finished” button.

Wireless LAN Series

6. Wireless Security Setup

This page allows you setup the wireless security. Turn on WEP or WA by using
Encryption Keys could prevent any unauthorized access to your wireless network

Encryption:

[ cancel ][ <<Back | [ Finished |

Wait for refreshing web page.
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Wireless LAN Series

Change setting successfully!
Please wait a while for refreshing webpage.

If IP address was modified, you have to re-connect the WebServer
with the new address.

10. Change the IP address of your PC to 192.168.3.x then access the web server by
the new IP address “192. 168 3.1” and use “Status" page check the setting.
)

Mode Infrastructure Client - Router
Band 2.4 GHz (B+G)

B SSID DEY4

25 Channel Number 10

By ¢ Encryption Disabled

2 BSSID [0:00:00:00:00:00

B OO0 State Scanning

B RSSI 0

g_ TCP/IP Configuration

g Attain IP Protocol Fixzed IP

B

B IP Address 192.168.3.1

B Subnet Mask 265,265 26550

B Re Default Gateway 192.1658.3.1

DHCP Server Enabled
MAC Address 00:05:9e:80:: be
WAN Configuration
Attain IP Protocol Fixed IP
IP Address 192.168.2 2
Subnet Mask 265.265.265.0
Default Gateway 192.168.2.254
MAC Address 00:05:9e:80:19: bh

11. If the “State” of “Wireless Configuration” is not “Connected” or you want to

refresh the “RSSI “, please use “Site Survey” page to re-connect a AP.
Wireless LAN Series

Wireless Site Survey

This page provides tool to scan the wireless netwark. If any Access Point or IBES is
found, you could choose to connect it manually when client mode is enabled.

I FRFFFRE

ZPhus-G1 20-DEV1 0072 11 (B43) 100 (-30 dbm)
Tk ronted 005080fRa3 11 (B0 &P o 87 (37 dbmo) ®
o 230 00000000 11 (B4 &P "o 87 (-37 dbxo) ®
Fir latdt 0014006920 | 6(B4G) | AP no 80 (-42 dbrm) ®)
[Test_vcip O0d14006dde 1B+ | AP yes 73 (46 dlm) ®
hank route3 0005980f8dF | 6(B+3) | AP o 73 (46 dbm) ®)
Tinksys W0625des38d  |6(B+3) | AP "o 53 (58 dbm) ®)
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Configure DEVS5:

1. Access the web server (http://192.168.2.254) of device from the Ethernet port.

Caution

If you configure multiple devices in the same PC, since the devices have the
same default IP address but different MAC addresses, it may cause you
unable to access the web server of device. If the situation happens, please try
to clean the ARP table of your PC by DOS command “arp —d” then you can
access the web server of device using the default IP address.

2. Use Wizard page to setup device.

A Zinwell WLAN AP Webserver

File  Edit  Wiew  Favaori bes

Qe - @ - [€] [A @

s | ] http:ff192.168.2.254/h

3.

Wireless LAN Series

Setup Wizard

The setup wizard will guide you to configure access point for first time. Please follow
the setup wizard step by step.

Welcome to Setup Wizard.

The Wizard will guide you the through following steps. Begin by clicking on
Next.

Setup Operation Mode
Choose your Time Fone
Setup LAMN Interface
Setup WARN Interface
Wireless LAN Setting
Wireless Security Setting

DO e =

Press “Next>>" button then set the “Operation Mode” to “Wireless ISP” mode.

Wireless LAN Series

1. Operation Mode

%ou can setup different modes to LARMN and WLARM interface for MAT and bridging
function

> Roiuder: In this mode, the device is supposed to connect to internet via
ADSL/Cable Modem. The MAT is enabled and PCs connected
with WWlAM share the same IP to ISP through YWAM port. The
connection type can be setup in YWARN page by using PPROE,
DHCF client, PRPTP client or static IP. 172.1.1 .1 is the default
static IP address for WAl port

& Bridge: In this mode, the ethernet port and wireless interface are bridged
together and MAT function is disabled. All the WWAN related
function and firewall are not supported.

3 wireless ISp: In this mode, the wireless client will connect to ISP access point.
The MAT is enabled and PCs connecting with the etharnet port
share the same IP to ISP through wireless LARN. You must set
the wireless to client mode and connect to the ISP AP The
connection type can be setup in YW.AN page by using PPRFOE,
DHCR client, PPTE client ar static IP.

[ Gancel ][ <<Back ][ MNext>> |

4. Press “Next>>" button then disable “Time Zone” function.

- Wireless LAN Series

2. Time Zone Setting

¥ou can maintain the systermn time by synchronizing with a public time server over
the Internet

[C1 Enable NTP client update

Time Zone
Select :

NTP server :

Cancel ][ <<Back ][ Mext>>

5.  Press “Next>>" button then set the IP address of LAN interface.
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Wireless LAN Series

3. LAN Interface Setup

This page is used to canfigure the parameters for local area network which connects
to the device. Here you may change the setting for IP addresss, subnet mask. The
DHCR Server will be up and running, please make sure there is no another DHCPR
Server in your network when the device is in Bridge/Client Modes.

IP Address: |[192 168 2 205 |

Subnet Mask: |255 255 2550 |

[ Cancel | [ <<Back |[ Mext>> |

6. Press “Next>>" button then select the “Client” for “mode” and change the
SSID to “DEV5”.
12 COrReTE Wireless Basic Settings

This page is used to configure the parameters for wireless LAM clients which may
connect 1o your Access Poird. Here you rnay change wireless encryption settings as

well as wireless network . Enable uni mode can let radio act
as AP and client simultaneouly but remember the channel must be as same as the
connected AP,

[ Disable Wireless LAN Interface
Band: A GHsIBvE v

Enable Mac Clone (Single Ethernet Client)
[1 Enable Universal Repeater Mode

Extended
SSID:
[ence selected and applied extended SSI0 and channel number will be updated)

=]
7. Press “Next>>" button then select “None” for “Encryption” then press
“Finished” button.

Wireless LAN Series

6. Wireless Security Setup

This page allows you setup the wireless security. Turn on WEP or WA by using
Encryption Keys could prevent any unauthorized access to your wireless network

Encryption: |Mone 5

[ cancel ][ <<Back | [ Finished |

8. Wait for refreshing web page.
) Wireless LAN Series

Change setting successfully!
Please wait a while for refreshing webpage.

If IP address was modified, you have to re-connect the WebServer
with the new address.

9. Access the web server by the new IP address “192.168.2.205” and use “LAN
Interface” page to disable DHCP Server.
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Wireless LAN Series

LAN Interface Setup

This page is used to configure the parameters for local area netwoark which connects to
the device. Here you may change the setting for [P Address, Subnet Mask, DHCFP,
etc..

IP Address:
Subnet Mask:
Default Gateway:
DHCP:

DHCP Client Range:

802.1d Spanning Tree:
Clone MAC Address:

MTU Size: 1500

[y ] (=]

10. Wait for refreshing webpage.

Wireless LAN Series

B Firewall

-

o

B

B c
B
&
2]
B DD
E -
g{ =
&
B u
&
B
R

B

Change setting successfully!
Flease wait a while for refreshing webpage.

If IP address was modified, you have to reconnect the WebServer
with the new address.

Uptime Oday:Th:19m:38=
Free Memory 11395 kB
Firmware Yersion 1.3.0

Webpagye Version 1.3.0

Mode Infrastructure Client - Bridge
Band 2.4 GHz (B+G)
sSSID DEYS

Channel Numhber 11

Encryption Disabled

BSSID 00:00:00:00:00:00
State Secanning

RSSI 0

Attain IP Protocol Fixed P

IP Address 192.168.2.205
Subnet Mask 2552552550
Default Gateway 192.168.2.205
DHCP Server Enabled

MAC Address 00:05:9e:80:13: bh

12. If the “State” of “Wireless Configuration” is not “Connected” or you want to
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refresh the “RSSI “, please use “Site Survey” page to re-connect a AP.

= Wireless LAN Series

Wireless Site Survey

This page provides tool to scan the wireless network. If any Access Point or IBSS is
found, you could choose to connect it manually when client mode is enabled.

{ZPhus-G120-DEV2 000002602 11 (B4 100 (30 dbm)

230 O00000000H0 1L B+G) | AP | mo 7 (-3?dbm)_ e
Tank_roued 0059e80M8ad  LE4G | AP | mo 83 (-40 dbm) ®
ket 00140020 (6B | AP | no | .sotmdhm)' | e
[Test_voip W14 006dde (1 E+G | AP | e Bedm | O |
hardk route [ oot 6B+ | &P | m | B | O
Nmksys 0625 deeitd [6E+® | AP | w0 53 (-58 dbm) |
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Basic Settings

Wireless Basic Settings

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point. Here you may change wireless encryption settings as
well as wireless netwark parameters. Enable universal repeater mode can let radio act
as AP and client simultaneouly but remember the channel must be as same as the
connected AP.

[] Disable Wireless LAN Interface
Band: 24 GHz (B+3G) +

Mode: AP v

Network
Type:
SSID: hank

Channel 1

v Show Active Clients
Number:

Enable Mac Clone (Single Ethernet Client)

] Enable Universal Repeater Mode

Extended
SSID:

[once selected and applied,extendad 5510 and channel number will be updated)

Disable Wireless LAN Interface
Disable the wireless interface of device
Band:
The device supports 2.4GHz(B), 2.4GHz(G) and 2.4GHz(B+G) mixed modes.
Mode:
The radio of device supports different modes as following:
1. AP
The radio of device acts as an Access Point to serves all wireless clients to
join a wireless local network.
2. Client
Support Infrastructure and Ad-hoc network types to act as a wireless
adapter.
3. WDS
Wireless Distribution System, this mode serves as a wireless repeater,
only devices with WDS function supported can connect to it, all the
wireless clients can’t survey and connect the device when the mode is
selected.
4. AP+WDS
Support both AP and WDS functions, the wireless clients and devices with
WDS function supported can survey and connect to it.
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® |Infrastructure:
This type requires the presence of 802.11b/g Access Point. All
communication is done via the Access Point.

i
( Ethernet ()

(®

FIX
® Ad Hoc:

This type provides a peer-to-peer communication between wireless stations.
All the communication is done from Client to Client without any Access Point
involved. Ad Hoc networking must use the same SSID and channel for
establishing the wireless connection.

AP Client #2

%;P Client #1\%

\ () () Z
= S
%‘ AP Client #3 AP Client #2 '@

PC #3 PC #2

In client mode, the device can’t support the Router mode function
including Firewall and WAN settings.
SSID:
The SSID is a unique identifier that wireless networking devices use to establish
and maintain wireless connectivity. Multiple access point/bridges on a network or
sub-network can use the same SSID. SSIDs are case sensitive and can contain
up to 32 alphanumeric characters. Do not include spaces in your SSID.
Channel Number

The following table is the available frequencies (in MHz) for the 2.4-GHz radio:
| Channel No. | Frequency [Country Domain |
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1 2412 Americas, EMEA, Japan, and China

2 2417 Americas, EMEA, Japan, and China

3 2422 Americas, EMEA, Japan, Israel, and China
4 2427 Americas, EMEA, Japan, Israel, and China
5 2432 Americas, EMEA, Japan, Israel, and China
6 2437 Americas, EMEA, Japan, Israel, and China
7 2442 Americas, EMEA, Japan, Israel, and China
8 2447 Americas, EMEA, Japan, Israel, and China
9 2452 Americas, EMEA, Japan, Israel, and China
10 2457 Americas, EMEA, Japan, and China

11 2462 Americas, EMEA, Japan, and China

12 2467 EMEA and Japan only

13 2472 EMEA and Japan only

14 2484 Japan only

When set to “Auto”, the device will find the least-congested channel for use.
Associated Client

Show the information of active wireless client stations that connected to the
device.



Advanced Settings

These settings are only for more technically advanced users who have sufficient
knowledge about wireless LAN. These settings should not be changed unless you
know what effect the changes will have on your device. The default setting is
optimized for the normal operation. For specific application, setting configuration

will required highly attention to reach optimistic condition.

Notel

Any unreasonable value change to default setting will reduce the
throughput of the device.

Wireless LAN Series

Wireless Advanced Settings

These settings are only for maore technically advanced users who have a sufficient
knowledge about wireless LAMN. These settings should not be changed unless you
know what effect the changes will have on your Access Point.

Authentication Type: O Open System O Shared Key &) Auto

Fragment Threshold: 2346 (256-234E)

RTS Threshold: 2347 0-2347)

Beacon Interval: 100 (20-1024 ms)

ACK Timing: ol {0255 * 4 us)
Client Expired Time: 300 (101-40000000 sec)
MTU Size: 1500 {(100-1500)

Data Rate: Ao [7]

Preamble Type: & Long Preamble ' Short Preamble
Broadcast SSID: &) Enabled (O Disabled

IAPP: & Enabled (O Disabled
802.11g Protection: (& Enabled  ( Disabled

Block WLAN Relay: (O Enabled & Digahlad

Transmit Power(OFDM) & 100myW(20dBrm) (O S0mWI7dBm)
Transmit Power(CCK): & 250mwW(24dBm)

O 200mW(23dBim)

O 18021 dBin)

Authentication Type

The device supports two Authentication Types “Open system” and “Shared Key”.
When you select “Share Key”, you need to setup “WEP” key in “Security” page
(See the next section). The default setting is “Auto”. The wireless client can
associate with the device by using one of the two types.

Fragment Threshold

The fragmentation threshold determines the size at which packets are
fragmented (sent as several pieces instead of as one block). Use a low setting in
areas where communication is poor or where there is a great deal of radio
interference. This function will help you to improve the network performance.
RTS Threshold

The RTS threshold determines the packet size at which the radio issues a
request to send (RTS) before sending the packet. A low RTS Threshold setting
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can be useful in areas where many client devices are associating with the device,
or in areas where the clients are far apart and can detect only the device and not
each other. You can enter a setting ranging from 0 to 2347 bytes.

Data Rate

The standard IEEE 802.11b/11g supports 1, 2, 5.5, 11 /6, 9, 12, 18, 24, 36, 48
and 54 Mbps data rates. You can choose the rate that the device uses for data
transmission. The default value is “auto”. The device will use the highest possible
selected transmission rate.

Beacon Interval

The beacon interval is the amount of time between access point beacons in
mini-seconds. The default beacon interval is 100.

Broadcast SSID

Broadcasting the SSID will let your wireless clients find the device automatically.
If you are building a public Wireless Network, disable this function can provide
better security. Every wireless stations located within the coverage of the device
must connect this device by manually configure the SSID in your client settings.
Int. Roaming

This function will let Wireless Stations roam among a network environment with
multiple devices. Wireless Stations are able to switch from one device to another
as they move between the coverage areas. Users can have more wireless
working range. An example as the following figure

You should comply with the following instructions to roam among the wireless
coverage areas.

Note[ For implementing the roaming function, the setting MUST comply the
following two items.
®  All the devices must be in the same subnet network and the SSID must
be the same.
® [f you use the 802.1x authentication, you need to have the user profile in
these devices for the roaming station.

( Ethernet @

(t9) (@)

DEV2

Wireless Station moves
between the coverage areas

Block WLAN Relay (Isolate Client)

The device supports isolation function. If you are building a public Wireless
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Network, enable this function can provide better security. The device will block
packets between wireless clients (relay). All the wireless clients connected to the
device can’t see each other.

Transmit Power

The device supports four transmission output power levels 250, 200, 150 and
100mW for CCK (802.11b) mode and two transmission output power levels 100
and 50mW for OFDM (802.11g) mode. User can adjust the power level to change
the coverage of the device. Every wireless stations located within the coverage of
the device also needs to have the high power radio. Otherwise the wireless
stations only can survey the device, but can’t establish connection with device.
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Configuring Wireless Security

This device provides complete wireless security function include WEP, 802.1x,
WPA-TKIP, WPA2-AES and WPA2-Mixed in different mode (see the Security
Support Table).

The default security setting of the encryption function is disabled. Choose your
preferred security setting depending on what security function you need.

Wireless LAN Series

Wireless Security Setup

This page allows you setup the wireless security. Turn on WER or WEA by using Encryption
Keys could prevent any unauthorized access to your wireless netwark.

Authentication Type: O Open System O Shared Key @ Auto
Encryption: | Mone [+ HEP |

[JUse 802.1x Authentication YWWEP Bdbits WWEP 128hits

[JEnable MAC Authentication

WPA Authentication Mode: Enterprise (RADIUS) Persanal (Pre-Shared Key)
Pre-Shared Key Format: z

Pre-Shared Key:

Enable Pre-
Authentication

Authentication RADIUS Port |15 IP address Password
Server:

Mate: When encryption WERP Is selected, you must set WEF key value.

WEP Encryption Setting
Wired Equivalent Privacy (WEP) is implemented in this device to prevent

unauthorized access to your wireless network. The WEP setting must be as
same as each client in your wireless network. For more secure data transmission,
you can change encryption type to “WEP” and click the “Set WEP Key” button
to open the “Wireless WEP Key setup” page.

RS = v|[ setwEPKey |

[1Use 802.1x Authentication YWER B4hbits YWEP 128hits
Enable MAC Authentication

WPA Authentication Mode: Enterprize (RADIUS) Fersonal (Pre-Shared Key)
Pre-Shared Key Format:

Pre-Shared Key:

Enable Pre-
Authentication

Authentication RADIUS Fort I:l IF address I:l Paszsword
Server:
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When you decide to use the WEP encryption to secure your WLAN, please refer
to the following setting of the WEP encryption:
® 64-bit WEP Encryption[164-bit WEP keys are as same as the encryption
method of 40-bit WEP. You can input 10 hexadecimal digits (0~9, a~f or
A~F) or 5 ACSII chars.
® 128-bit WEP Encryption(1128-bit WEP keys are as same as the encryption
method of 104-bit WEP. You can input 26 hexadecimal digits (0~9, a~f or
A~F) or 10 ACSlI chars.
® The Default Tx Key field decides which of the four keys you want to use in
your WLAN environment.

) WEP Key Setup - Microsoft Internet Explorer E]@E

Wirgless WEP Key Setup

This page allows you setup the WEP key value, You could cheoose nse 64-it or 128-bit a3 the encryption
key, and select ASCITor Hext as the format of input vale,

Key Length: E-hit W

Key Format: Hex (10 charactes)  »

Default Tx Eey: Eeyl o

Encryption Key 1: [ *hvkenne

Encryption Key 2: FRAARAALN

Encryption Key 3: e

Encryption Key 4: |

WEP Encryption with 802.1x Setting

The device supports external RADIUS Server that can secure networks against
unauthorized access. If you use the WEP encryption, you can also use the
RADIUS server to check the admission of the users. By this way every user must
use a valid account before accessing the Wireless LAN and requires a RADIUS

or other authentication server on the network. An example is shown as following.
( Ethernet @

DN

ZWA-G120 g

Wireless Station

RADIUS Server

You should choose WEP 64 or 128 bit encryption to fit with your network
environment first. Then add user accounts and the target device to the RADIUS
server. In the device , you need to specify the IP address/Password (Shared
Secret) and Port number of the target RADIUS server.
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Encryption: |VWEF ~3

Use 802.1x Authentication & WEP G4bits (O WEP 128hits |
Enable MAC Authentication
WPA Authentication Mode: Enterprise (RADILUS) Fersonal (Pre-Shared Key)

Pre-Shared Key Format:
Pre-Shared Key:

Enable Pre-
Authentication

enver: -------l

Futhenticatinn RADIUS FPaort | 1812 IF address |19€.168.2.205 | pacaward

WPA Encryption Setting
WPA feature provides a high level of assurance for end-users and administrators
that their data will remain private and access to their network restricted to
authorized users. You can choose the WPA encryption and select the
Authentication Mode.
WPA Authentication Mode
This device supports two WPA modes. For personal user, you can use the
Pre-shared Key to enhance your security setting. This mode requires only an
access point and client station that supports WPA-PSK. For Enterprise,
authentication is achieved via WPA RADIUS Server. You need a RADIUS or
other authentication server on the network.
® Enterprise (RADIUS):
When WPA Authentication mode is Enterprise (RADIUS), you have to add user
accounts and the target device to the RADIUS Server. In the device , you need
to specify the IP addressl1Password (Shared Secret) and Port number of the
target RADIUS server.
® Pre-Share Key:
This mode requires only an access point and client station that supports
WPA-PSK. The WPA-PSK settings include Key Format, Length and Value.
They must be as same as each wireless client in your wireless network. When
Key format is Passphrase, the key value should have 8~63 ACSII chars. When
Key format is Hex, the key value should have 64 hexadecimal digits (0~9, a~f
or A~F).
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Configuring as WLAN Client Adapter

This device can be configured as a wireless Ethernet adapter. In this mode,
the device can connect to the other wireless stations (Ad-Hoc network type)
or Access Point (Infrastructure network type) and you don’t need to install any
driver.

Quick start to configure

Step 1. In “Basic Settings” page, change the Mode to “Client” mode. And key in the
SSID of the AP you want to connect then press “Apply Changes” button to

apply the change.

- S Wireless LAN Series

ents: Wireless Basic Settings
o
tion hode

This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point. Here you may change wireless encryption settings as
well as wireless network parameters. Enable universal repeater mode can let radio act
as AP and client simultaneouly but remember the channel must be as same as the
connected AP,

[l Disable Wireless LAN Interface
Band: [2.4 GHz (B+C) Q
2 MOde: Client [~ I

Network | =
| Infrastrocture |
Type: [~}

3 Issm; Target- AP-SSID ] I
Channel

Number:

[0 Enable Mac Clone (Single Ethernet Client)

[ Enable Universal Repeater Mode

Extended
SSID:

fonce selected and spplied extended S510 and channel number will be updsted)

Step 2. Check the status of connection in “Status” web page
Wireless LAN Series

Access Point Status

This page shows the current status and some basic settings ofthe

dewice.

uUptime Odayv:0Oh:95m:46s

Free Memory 11808 kKB

Firmware Version 1.3.0

Wwebpage Version ]

reless Configuration

Mode Infrastructure Client - Bridge

Band 2.4 GHz (B+G)

SSID Target-AP-S5SID

Channel Number 53

Encryption Disabled

P~ TaY f=Tatt Tatl =Tt =Ty M u a2 8]

I State Scanning I

RSSI o

TCPAP Configuration

Attain IP Protocol Fixed IP

IP Address 192 168.2:1

Subnet Mask 2655.255.255.0

Default Gateway 192168.2.1

DHCP Server Enalbled

MAC Address o000 aa bbb .dd: 91
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The alternative way to configure as following:

Step 1.

Step 2.

In “Wireless Site Survey” page, select one of the SSIDs you want to

connect and then press “Connect” button to establish the link|

Wireless Site Survey

This page provides tool to scan the wireless network. If any Access Point or [BSE is
found, you could choose to connect it manually when client mode is enabled.

—_-_-q

ZPlus-G120-DEVI W07 11 (B 100 {-30 b}
hank_xoute | 005%ei0fia3 11 (B+G) | AP o | §7EH7dm)
330 000000000k 1@+ | &P | e | #7(37dm)
latéet WOL1E006320 | EE+G) | AP 0 §0 (42 dbee)
Test_voip 00 1400634e |1 B+ | AP yes | 73 (46 dbm)
hank_route3 [ WossetofEdl 6B+ | AP o | 73 (46dkm)
Tinksys 006Zdeedtd | 6(B+C) | 4P | 5358 dhm)
) [] 3

If the linking is established successfully. It will show the message

Connect successfully”. Then press “OK”.

Wireless LAN Series

Connect successfully!

Step 3. Then you can check the linking information in “Status” page.

Wireless LAN Series

oooooom

Wireless LAN Series

B
€]
5
£
5
]
&
5
&

| Contral

Free Memory 11264 kB
Firmware YVersion 1.3.0

Wehbpage YVersion 1.3.0

Mode Infrastructure Client - Router
Band 2.4 GHz (B+3)
SSID ZPus-G120-DEY1
Channel Humhber 11

Encryption Disabled

BSSID 00:00:00:04:.57:25
State Connected

RSSI o

Attain IP Protocol Fixed IP

IP Address 192.168.3.1
Subnet Mask 255.255.255.0
Default Gateway 192.168.3.1
DHCP Server Enabled

MAC Address 00:00:aa:bb: dd: 92
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Note O

If the available network requires authentication and data encryption, you need

to setup the authentication and encryption before step1 and all the settings

must be as same as the Access Point or Station. About the detail authentication

and data encryption settings, please refer the security section.

Authentication Type
In client mode, the device also supports two Authentication Types “Open

system” and “Shared Key”. Although the default setting is “Auto”, not every
Access Points can support “Auto” mode. If the authentication type on the
Access Point is knew by user, we suggest to set the authentication type as
same as the Access Point.

Data Encryption
In client mode, the device supports WEP and WPA Personal/Enterprise

except WPA2 mixed mode data encryption. About the detail data encryption
settings, please refer the security section.
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Configuring Universal Repeater

This device can be configured as a Repeater. In this mode, the device can
extend available wireless range of other AP let user can link the network that
they want, Also the device working as AP and Repeater same time.

Following two ways describe how to make Universal Repeater effective.

1. Enable Universal Repeater Mode and then select a SSID in the Table that
you want. Final click Apply Changes button to take effective. (Click Refresh
button to make table renew)

[ This page is used to configure the parameters for wireless LAN clients which may
connect to your Access Point. Here you may change wireless encryption settings as
well as wireless network parameters. Enable universal repeater mode can let radio act
as AP and client simultaneouly but remermber the channel must be as same as the
connected AP.

] Disable Wireless LAN Interface
Band: 24 GHz (B+3) «

Mode: AP v

Network
Type:
SSID: hank

Channel 77 Show Active Clisnts
Number:
Enable Mac Clone (Single Ethernet Client)

[ Enable Universal Repeater Mnde]

Extended
SSID:

[once selected and applied extendad 5510 and channel number will be updated)

W

ZPlus-G192-Public-IP 00:05:9e:81:45:51 3 (B+35) AP no 26 (-74 dbm) g5 *
WWLAN_G_TEST 00:0d:14:00:80:18 B (B+35) AP no 26 (-74 dbm) 85 5
11hb 00:05:25:0e:e6:1d | B (B) AP no 23 (-0 dbm) a2 *

4 || Refiesh

)
Note: Under APLJWDS and AP+WDS mode, The Universal Repeater can take
effective.

2. Enter specific SSID in the Extended SSID field and then click Apply
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Changes button to take effective.

_ Wireless LAN Serles

rvw #

FEER

FRFEFEFEFERF

Wireless Basic Settings

This pags = wesd ta configums the parametan for sieless LAN chents shich may
ChRnEc] 15 yod ALpRp Pol Hes pod midg Change wreless gnciyplion seflings &
wall B8 wirmieid helwirk peraineteis Evsble orewrsal impislei rode S 1@ fadis ail
a5 AF and cher smutlanemiy bul rememiber the charrsd must be @3 sams s the
potineCies &P

[ Dimakile Wiseless LAN Inteifocs

Band: 14 s (G [

M AP =

LI

Typn:

S50 TGl

Channal |,y [ Ehow Adre e
Wirinhei - I

Enabile Mac Clens (Simpls Ftharnet Clinng

e pelmoied s s ied scderied BRI e ot sumdes wil lee updesd |

L ssm PSSI0 Cheiwel Type Encypt . Slgwal  Sebess
WLAN_G_TEST MO I00M0 18 6845 &F  he  (GfSOdimy O
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Ch 3. Configuring WDS

Wireless Distribution System (WDS) uses wireless media to communicate
with the other devices, like the Ethernet does. This function allows one or
more remote LANs connect with the local LAN. To do this, you must set these
devices in the same channel and set MAC address of other devices you want
to communicate with in the WDS AP List and then enable the WDS.

When you decide to use the WDS to extend your WLAN, please refer the
following instructions for configuration.

® The bridging devices by WDS must use the same radio channel.

® \When the WDS function is enabled, all wireless stations can’t connect
the device.

® If your network topology has a loop, you need to enable the 802.1d
Spanning Tree function.

® You don'’t need to add all MAC address of devices existed in your
network to WDS AP List. WDS AP List only needs to specify the MAC
address of devices you need to directly connect to.

® The bandwidth of device is limited, to add more bridging devices will split
the more bandwidth to every bridging device.

WDS network topology

In this section, we will demonstrate the WDS network topologies and WDS AP
List configuration. You can setup the four kinds of network topologies: bus,
star, ring and mesh.

In this case, there are five devices with WDS enabled: WDS1, WDS2, WDS3,
WDS4 and WDSS5.

Bus topology:

“o“o ‘o

S

LAN:

‘WDS #1 ‘WDS #2 ‘WDS 43 ‘WDS #4 ‘WDS 45
. . . Spanning Tree

Device Entries of WDS AP List Protocol Required
WDS1 The MAC Address of WDS2 No
WDS2 | The MAC Addresses of WDS1 and WDS3 No
WDS3 | The MAC Addresses of WDS2 and WDS4 No
WDS4 | The MAC Addresses of WDS3 and WDS5 No
WDS5 | The MAC Address of WDS4 No
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Star topoloqgy:

: . : Spanning Tree
Device Entries of WDS AP List Protocol Required
WDS1 The MAC Addresses of WDS2, WDS3, WDS4 No

and WDS5
WDS2 The MAC Address of WDS1 No
WDS3 The MAC Address of WDS1 No
WDS4 The MAC Address of WDS1 No
WDS5 The MAC Address of WDS1 No

Ring topology:

Device Entries of WDS AP List Spanning Tfee
Protocol Required

WDS1 | The MAC Addresses of WDS2 and WDS5 Yes

WDS2 | The MAC Addresses of WDS1 and WDS3 Yes

WDS3 | The MAC Addresses of WDS2 and WDS4 Yes

WDS4 | The MAC Addresses of WDS3 and WDS5 Yes

WDS5 | The MAC Addresses of WDS4 and WDS1 Yes
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Mesh topology

Device Entries of WDS AP List Spanning Tree
Protocol Required
WDS1 The MAC Addresses of WDS2, WDS3, WDS4 and WDS5 Yes
WDS2 The MAC Addresses of WDS1, WDS3, WDS4 and WDS5 Yes
WDS3 The MAC Addresses of WDS1, WDS2, WDS4 and WDS5 Yes
WDS4 The MAC Addresses of WDS1, WDS2, WDS3 and WDS5 Yes
WDS5 The MAC Addresses of WDS1, WDS2, WDS3 and WDS4 Yes

WDS Application

Wireless Repeater

Wireless Repeater can be used to increase the coverage area of another
device (Parent AP). Between the Parent AP and the Wireless Repeater,
wireless stations can move among the coverage areas of both devices. When
you decide to use the WDS as a Repeater, please refer the following
instructions for configuration.

® In AP mode, enable the WDS function.

® You must set these connected devices with the same radio channel and
SSID.

® Choose “WDS+AP” mode.

® Using the bus or star network topology.
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-

o . : Spanning Tree
Description Entries of WDS AP List Protocol Required
Access Point | The MAC Address of Repeater Yes

Repeater The MAC Address of Access Point Yes

Wireless Bridge

Wireless Bridge can establish a wireless connection between two or more
Wired LANs. When you decide to use the WDS as a Wireless Bridge, please
refer the following instructions for configuration.

® |n AP mode, enable the WDS function.

® You must set these connected devices with the same radio channel, but
you may use different SSID.

® Choose “WDS” mode for only wireless backbone extension purpose.

® You can use any network topology, please refer the WDS topology
section.
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Ch 4. Advanced Configurations
Configuring LAN to WAN Firewall

Filtering function is used to block packets from LAN to WAN. The device
supports three kinds of filter Port Filtering, |P Filtering and MAC Filtering. All
the entries in current filter table are used to restrict certain types of packets
from your local network to through the device. Use of such filters can be
helpful in securing or restricting your local network.

Port Filtering
When you enable the Port Filtering function, you can specify a single port or
port ranges in current filter table. Once the source port of outgoing packets
match the port definition or within the port ranges in the table, the firewall will
block those packets from LAN to WAN.

Wireless LAN Series

Port Filtering

Entries in this table are used to restrict certain types of data packets from your local
network to Internet through the Gateway. Use of such filters can be helpful in
securing or restricting your local network.

[0 Enable Port Filtering

PonRange:| :—| | Pr 1 !Elnth "I Comment:

[ Apply Changes J [ Feset ]

Current Filter Table:

[ PortRange |  Protocol | Gomment | Select |

IP Filtering
When you enable the IP Filtering function, you can specify local IP
Addresses in current filter table. Once the source IP address of outgoing
packets match the IP Addresses in the table, the firewall will block this
packet from LAN to WAN.

Wireless LAN Series

IP Filtering

Entries in this table are used to restrict certain types of data packets from your local
network to Internet through the Gateway. Use of such filters can be helpful in
securing or restricting your local netwark

[1 Enable IP Filtering

Local IP Address: | | Protocol: | Both “ﬁl Comment:

[ #ppk Changes ][Resel]

Current Filter Table:
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MAC Filtering

When you enable the MAC Filtering function, you can specify the MAC
Addresses in current filter table. Once the source MAC Address of outgoing
packets match the MAC Addresses in the table, the firewall will block this
packet from LAN to WAN.

Wireless LAN Series

MAC Filtering

Entries in this table are used to restrict certain types of data packets from your local
network to Internet through the Gateway. Use of such filters can be helpful in
secuting ot restricting your local network

[0 Enable MAC Filtering

MAC Address: J Comment: l—J

[ Apply Changes ] [Reset]

Current Filter Table:

~ MACAddress  Comment  Select

Configuring Port Forwarding (Virtual

Server)

This function allows you to automatically redirect common network services to
a specific machine behind the NAT firewall. These settings are only necessary
if you wish to host some sort of server like a web server or mail server on the
private local network behind the device's NAT firewall.

Wireless LAN Series

Port Forwarding

Entries in this table allow you to automatically redirect common network services to a specific
machine behind the MNAT firewall. These settings are only necessary if you wish to host some
sort of server like & web server or mail server on the private local network behind your
Gateway's MAT firewall.

[C] Enable Port Forwarding
IP Address: | | Protocol: | Eoth *~ | Port Range: |-| | Comment:

I Apply Changes ] [ Feset ]

Current Port Forwarding Table:

The most often used port numbers are shown in the following table.

Services Port Number
ECHO 7

FTP (File Transfer Protocol) 21

Telnet 23
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SMTP (Simple Mail Transfer Protocol) 25
DNS (Domain Name System) 53
Finger 79
HTTP (Hyper Text Transfer Protocol) 80
POP3 (Post Protocol) 110
NNTP (Network News Transport Protocol) 119
SNMP (Simple Network Management Protocol) 161
SNMP trap 162
SIP (Session Initiation Protocol) 5060
PPTP (Point-to-Point Tunneling Protocol) 1723

Configuring DMZ

A Demilitarized Zone is used to provide Internet services without sacrificing
unauthorized access to its local private network. Typically, the DMZ host
contains devices accessible to Internet traffic, such as Web (HTTP) servers,
FTP servers, SMTP (e-mail) servers and DNS servers. So that all inbound
packets will be redirected to the computer you set. It also is useful while you
run some applications (ex. Internet game) that use uncertain incoming
ports.

Wireless LAN Series

DMZ

A Demilitatized Zone is used to provide Internet services without sacrificing
unauthorized access to its local private network. Typically, the DMZ host contains
devices accessible to Internet traffic, such as WWeb (HTTP ) servers, FTP servers,
SMTF (e-mail) servers and DNS servers

[0 Enable DMZ

DMZ Host IP Address: | |

[ Apply Changes ] IResetI

Enable DMZ: Enable the “Enable DMZ”, and then click “Apply Changes” button to
save the changes.

DMZ Host IP Address:  Input the IP Address of the computer that you want to expose to
Internet.

: ) ‘
\s 1 ‘ Internet

AP Cliem

Device with Router Mode enablec
DNS Host

Configuring WAN Interface
The device supports four kinds of IP configuration for WAN interface,
including Static IP, DHCP Client, PPPoE and PPTP. You can select one of

the WAN Access Types depend on your ISP required. The default WAN
Access Type is “Static IP”.
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WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WARN
port of your Access Paoint. Here you may change the access method to Static IP, DHCP
Client, PPFPoE or PPTP by click the item value of WWAN Access type.

WAN Access Type: Static P Ih_.uJ
IP Address: 172111
Subnet Mask: 2552552550
Default Gateway: 172.1.1.2:4

DNS 1:

DNS 2:

DNS 3:

Clone MAC Address: | 000000000000

[l Enable uPNP

Enable Weh Server Access on WAN

[] Enable IPsec pass through on VPN connection
[] Enable PPTP pass through on VPN connection
[] Enable L2TP pass through on VPN connection
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Static IP

You can get the IP configuration data of Static-IP from your ISP. And you will
need to fill the fields of IP address, subnet mask, gateway address, and one
of the DNS addresses.

Wireless LAN Series

IP Address:

Subnet Mask:

Default Gateway:

DNS 1~3:

Clone MAC
Address:
Enable uPnP:

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WWAN
port of your Access Point. Here you may change the access methad to Static IP, DHCP
Client, PPFoE or PPTP by click the iterm value of WAN Access type.

WAN Access Type: Swic P [

IP Address: 172111
Subnet Mask: (2852552550
Default Gateway: 172.1.1.254

DNS 1:

DNS 2:

DNS 3:

Clone MAC Address: 000000000000

Enable uPNP

Enable Web Server Access on WAN

Enable IPsec pass through on VPN connection

Enable PPTP pass through on VPN connection

O00OFEO

Enable L2TP pass through on VPN connection

The Internet Protocol (IP) address of WAN interface provided by your ISP
or MIS. The address will be your network identifier besides your local
network.

The number used to identify the IP subnet network, indicating whether
the IP address can be recognized on the LAN or if it must be reached
through a gateway.

The IP address of Default Gateway provided by your ISP or MIS.
Default Gateway is the intermediate network device that has knowledge
of the network IDs of the other networks in the Wide Area Network, so it
can forward the packets to other gateways until they are delivered to the
one connected to the specified destination.

The IP addresses of DNS provided by your ISP.

DNS (Domain Name Server) is used to map domain names to IP
addresses. DNS maintain central lists of domain name/IP addresses and
map the domain names in your Internet requests to other servers on the
Internet until the specified web site is found.

Clone device MAC address to the specify MAC address required by your
ISP

Enable uPnP, this function allows the device to be found and configured
automatically by the system. (Ex. Window XP)
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DHCP Client (Dynamic IP)

All IP configuration data besides DNS will obtain from the DHCP server
when DHCP-Client WAN Access Type is selected.

__ Wireless LAN Series

DNS1~3:

Clone MAC
Address:

Enable uPnP:

PPPoE

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WAN
port of your Access Point. Here you may change the access method to Static IF, DHCF
Client, PPFoE or PPTP by click the iterm value of WAN Access type.

WAN Access Type: DHCP Client [

O Attain DNS Automatically
&) Set DNS Manually
DNS 1:
DNS 2:
DNS 3:
Clone MAC Address; 000000000000
Enable uPNP
Enable Web Server Access on WAN
Enable IPsec pass through on VPN connection
Enable PPTP pass through on VPN connection

Enable L2TP pass through on VPN connection
The IP addresses of DNS provided by your ISP.

[T i T

DNS (Domain Name Server) is used to map domain names to IP
addresses. DNS maintain central lists of domain name/IP
addresses and map the domain names in your Internet requests
to other servers on the Internet until the specified web site is
found.

Clone device MAC address to the specify MAC address required
by your ISP

Enable uPnP, this function allows the device to be found and
configured automatically by the system. (Ex. Window XP)

When the PPPoE (Point to Point Protocol over Ethernet) WAN Access Type
is selected, you must fill the fields of User Name, Password provided by

your ISP. The IP configuration will be done when the device successfully
authenticates with your ISP.
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User Name:

Password:

Connect Type:

Idle Time:

MTU Size:

DNS1~3:

Clone MAC
Address:

Enable UPnP:

PPTP

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WWAR
port of your Access Point. Here you may change the access method to Static [P, DHCP
Client, PPPoE or PPTP by click the itern value of W.AN Access type

WAN Access Type: FFFoE [:J

User Name:

Password: |
Connection Type: Continugus |;
Idle Time: (1-1000 rninutes)
MTU Size: [1412 | {1400-1492 bytes)

2 Attain DNS Automatically
) Set DNS Manually
DNS 1:
DNS 2:
DNS 3:
Clone MAC Address: | 000000000000

Enable uPNP

Enable Web Server Access on WAN

Enable IPsec pass through on VPN connection
Enable PPTP pass through on VPN connection
Enable L2TP pass through on VPN connection

The account provided by your ISP

oooEd

The password for your account.
“Continuous “ : connect to ISP permanently
“Manual” : Manual connect/disconnect to ISP

“On-Demand” : Automatically connect to ISP when user need to
access the Internet.

The number of inactivity minutes to disconnect from ISP. This

setting is only available when “Connect on Demand” connection
type is selected.

Maximum Transmission Unit, 1412 is the default setting, you may

need to change the MTU for optimal performance with your specific
ISP.

The IP addresses of DNS provided by your ISP.

DNS (Domain Name Server) is used to map domain names to IP
addresses. DNS maintain central lists of domain name/IP
addresses and map the domain names in your Internet requests to
other servers on the Internet until the specified web site is found.

Clone device MAC address to the specify MAC address required by
your ISP.

Enable UPnP, this function allows the device to be found and
configured automatically by the system. (Ex. Window XP)

Point to Point Tunneling Protocol (PPTP) is a service that applies to
connections in Europe only
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WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WAN
port of your Access Point. Here you may change the access method to Static [P, DHCP
Client, PFFoE or PPTF by click the itermn value of WAN Access type.

WAN Access Type: FFTF [~]
IP Address: 172112
Subnet Mask: (2552552550
Server IP Address: 1721.1.1

User Name:
Password:
MTU Size: 1412 {1400-14592 hytes)

) Attain DNS Automatically
! Set DNS Manually

DNS 1:
DNS 2:
DNS 3:
Clone MAC Address: | 000000000000
Enable uPNP
Enable Web Server Access on WAN
Enable IPsec pass through on VPN connection

Enable PPTP pass through on VPN connection

Oo0O0OFO

Enable L2ZTP pass through on VPN connection

IP Address: The Internet Protocol (IP) address of WAN interface provided by
your ISP or MIS. The address will be your network identifier
besides your local network.

Subnet Mask: The number used to identify the IP subnet network, indicating

whether the IP address can be recognized on the LAN or if it must
be reached through a gateway.

Server IP Address: The IP address of PPTP server

(Default Gateway)

User Name: The account provided by your ISP

Password: The password of your account

MTU Size: Maximum Transmission Unit, 1412 is the default setting, you may
need to change the MTU for optimal performance with your
specific ISP.

DNS1~3: The IP addresses of DNS provided by your ISP.

DNS (Domain Name Server) is used to map domain names to IP
addresses. DNS maintain central lists of domain name/IP
addresses and map the domain names in your Internet requests
to other servers on the Internet until the specified web site is

found.

Clone MAC Address: Clone device MAC address to the specify MAC address required
by your ISP.

Enable uPnP: Enable uPnP, this function allows the device to be found and

configured automatically by the system. (Ex. Window XP)
Configuring Clone MAC Address

The device provides MAC address clone feature to fit the requirement of
some ISP need to specify the client MAC address.
Physical WAN interface MAC Address clone
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Clone MAC address for DHCP Client WAN access type

reless LAN Series

WAN Interface Setup

This page is used to configure the parameters for Internet netwaork which connects to the WVWAMN
port of your Access Point. Here you rmay change the access method to Static IP, DHCP
Client, PPFPoE or PPTF by click the item value of WAN Access type.

WAN Access Type: DHCF Client g|

O Attain DNS Automatically
%) Set DNS Manually

DNS 1:
DNS 2:
DNS 3:

| Clone MAC Address: |001122334455 |

[ Enable uPNP

[¥] Enable Web Server Access on WAN

[l Enable IPsec pass through on VPN connection
[l Enable PPTP pass through on VPN connection
[ Enable L2TP pass through on VPN connection

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WAR
port of your Access Point. Here you may change the access method to Static [P, DHCP
Client, PPPoE or PPTPF by click the itern value of YWAMN Access type

WAN Access Type: Static [P
IP Address: 1721.1.1
Subnet Mask: 12552552550
Default Gateway: 1721.1.254
DNS 1:
DNS 2:
DNS 3:
| clone MAC Address: |001122334455 |

[0 Enable uPNP

Enable Web Server Access on WAN

[] Enable IPsec pass through on VPN connection
[] Enable PPTP pass through on VPN connection
[] Enable L2TP pass through on VPN connection

Clone MAC address for PPPoOE WAN access type

Wireless LAN Series

WAN Interface Setup

This page is used to canfigure the parameters for Internet netwark which connects to the YWAN
port of your Access Paint. Hare you may change the access method to Static IP, DHCP
Client, PPFoE ar PPTP by click the item value of W.AN Access type.

WAN Access Type: FPPoE [~
User Name: 5704 3600 @hinet net
Password: ssssssss

Connection Type: Continucus =
Idle Time: (1-1000 minutes)
MTU Size: 1412 (1400-1492 bytes)
> Attain DNS Automatically
& Set DNS Manually

DNS 1:

DNS 2:

DNS 3:

o
o
&
®
2
b
0
b-d
[
e
3
]

001122334455 |

Enable uPNP

Enable Web Server Access on WAN

Enable IPsec pass through on VPN connection
Enable PPTP pass through on VPN connection
Enable L2TP pass through on VPN connection

oooEOd
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4. Clone MAC address for PPTP WAN access type

Wireless LAN Series

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WA
port of your Access Point. Here you may change the access method to Static IP, DHCP
Client, PPPoE or PPTP by click the item walue of WARN Access type.

VWAN Access Type:

IP Address: 172.1.1.2

Subnet Mask: 2552552550
Server IP Address: 172.1.1.1
User Name:
Password:
MTU Size: 1412 (1400-1492 bytes)
> Attain DNS Automatically
& Set DNS Manually

DNS 1:

DNS 2:

DNS 3:

| Clone MAC Address: |[001122333455 |

[] Enable uPNP

Enable Web Server Access on WAN

[C1 Enable IPsec pass through on VPN connection
[C1 Enable PPTP pass through on WPN connection
[l Enable L2ZTP pass through on VPN connection

5. Physical LAN interface MAC address clone

E——= Wireless LAN Series

LAN Interface Setup

This page is used to configure the parameters for local area network which connects to

the device. Here you may change the setting for IP Address, Subnet Mask, DHCP,

etc..
IP Address: 192.168.2.1
Subnet Mask: 2552552550
Default Gateway: 0000
DHCP: Server [
DHCP Client Range:  |192.168.22 — 192.168.2.254
802.1d Spanning Tree: | Disabled [
|_Clone MAC Address: | 001122334455 |
MTU Size: 1500

Configuring DHCP Server

1. To use the DHCP server inside the device, please make sure there is no other
DHCP server existed in the same network as the device.

2. Enable the DHCP Server option and assign the client range of IP addresses as
following page.
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LAN Interface Setup

This page is used to configure the parameters for local area network which connects to
the device. Here you may change the setting for [P Address, Subnet Mask, DHCP,
etc..

IP Address: 152.168.2.1

Subnet Mask: 12552552550

Default Gateway: 0000

DHCP: Server [

DHCP Client Range: 19216822 — 1921682254 Show Client

802.1d Spanning Tree: | Diabled [~]]
Clone MAC Address: | O00000COC000
MTU Size: 1500

[ Aoy Gonizs | (e

3.  When the DHCP server is enabled and also the device router mode is enabled
then the default gateway for all the DHCP client hosts will set to the IP address
of device.

Bandwidth Control
This functionality can control Bandwidth of Up/Downstream

1. Enable Bandwidth Control and then enter Data Rate( |Latency and Burst Packet in
the specmc field.

Bandwidth Control Settings

This page is used to configure the networking bandwidth. ¥ou can set the upstream
and downstream data rate when the device is set to client mode.

B Fire 3 [ Bandwidth Cuntrul]

=‘é Upstream Data Rate: {16-24000 khps)
%: Upstream Latency: (20-1024 ms)
E Upstream Burst Packet: {1600-40000 Bytes)
%: _ Downstream Data Rate: (16-24000 kbps)
E . Downstream Latency: (20-1024 ms)
E Downstream Burst Packet: (1600-40000 Bytes)
5 + [ tomee ) [

Note: Only deV|ce onCIlent mode or WISP mode this functionality can take effective.

2. Parameter Definition
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Label

Description

Upstream Data Rate

Speed of transmit data that from Ethernet
interface to Wireless interface.

Upstream Latency

Similar a waiting time the data queuing-
time.

Upstream Burst Packet

Similar a buffer the data will into the buffer
while the data is transmit or receive.

Downstream Data Rate

Speed of transmit data that from Wireless
interface to Ethernet interface.

Downstream Latency

Similar a waiting time the data queuing-
time.

Downstream Burst Packet

Similar a buffer the data will into the buffer
while the data is transmit or receive.
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QoS (Quality of Service)

QoS allows you to specify some rules, to ensure the quality of service in your network.
Such as use Bandwidth Priority concept to allocate bandwidth. This function can be
helpful in shaping and queuing traffic from LAN (WLAN) to WAN or LAN to WLAN,
but not WLAN to WLAN.

Enable the QoS and then fill in Bandwidth Ratio (H/M/L) the device has three
Bandwidth Priorities High, Medium and Low user can allocation Bandwidth to these
and default is High:50(1, Medium:30[ and Low:20L1.

QoS setting

Entries in this table are used to restrict certain quality of service far your network. Use
of such setting can be helpful in traffic contral or gueuing discipline of your network.
The traffice contral among WLAN stations is futile it works between LARNIYLARNAAN
or LAMNAVLAN. The default queue is Med and once the bandwidth borrowed is

enabled | the higher bandwidth priarity will get the remaining bandwidth first.

3 QoS Enahbled

Bandwidth Borrowed

Max Throughput : 20000 (kbps)
Bandwidth Ratio (H/M/L): 4| |50 |. |30 |20 |fogy
——————

;

The following table describes the priorities that you can apply to bandwidth.

Priority Level Description

High Typically used for voice or video applications that is
especially sensitive to the variations in delay.

Medium Typically used for important traffic that can tolerate
some delay.

Low Typically used for non-critical traffic such as a large
number of transfers but that should not affect other
application.

Click the QoS link under Management to open the QoS Setting page. This page is
divided into three parts: basic settings, QoS rule settings, and current QoS setting table.

1. Enable QoS and enter Max Throughput (default 20Mbps) [IBandwidth
Ratio (default H:50%, M:30%, L:20%)
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(oS Enabled

Bandwidth Borrowed

Max Throughput : 20000 (kbps)
Bandwidth Ratio (H/M/L): 500 1,130 .20 fopy
| Apply Changss |

The following table describes the labels in this part.

Label

Description

QoS Enabled

Select this check box to enable quality of service.

Bandwidth Borrowed

Select this check box to allow a rule to borrow unused
bandwidth. Bandwidth borrowing is decided by priority
of the rules. Higher priority will get the remaining
bandwidth first.

Max Throughput

Enter the value of max throughput in kbps that you want
to allocate for one rule. The value should between 1200
kbps and 24000 kbps.

Bandwidth Ratio (H/M/L)

You can specify the ratio of priority in these fields. The
range from 1 to 99. The High priority’s ratio should
higher than Medium priority’s ratio and Medium
priority’s ratio should higher than Low priority’s ratio.

Apply Changes

Click this button to save and apply your settings.

2. QoS Rule settings
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Source IP Address :
Source Netmask :
Destination IP Address :
Destination Netmask :

Source MAC Address :

Destination MAC Address :

Source Port/ range:
Destination Port / range:
Protocol:

Bandwidth Priority:
Filter Priority:

IP TOS Set:

(Ao G ] [

to
to
b
W

' [Loweer number,Highear Priority)

W

The following table describes the labels in this part.

Label Description

IP Address Enter source/destination IP Address in dotted decimal
notation.

Netmask Once the source/destination IP Address is entered, the
subnet mask address must be filled in this field.

MAC Address Enter source/destination MAC Address.

Port / range

You can enter specific port number or port range of the
source/destination

Protocol

Select a protocol from the drop down list box. Choose
TCP/UDP, TCP or UDP.

Bandwidth Priority

Select a bandwidth priority from the drop down list box.
Choose Low, Medium or High.

Filter Priority

Select a filter priority number from the drop down list
box. Lower number gets higher priority while two
rules have the same bandwidth priority.

IP TOS Match

Select an IP type-of-service value from the drop down
list box. Choose Normal Service, Minimize Cost,
Maximize Reliability, Maximize Throughput, or
Minimize Delay.

Apply Changes

Click this button to save and apply your settings.
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Reset Click this button to begin re-input the parameters.

Current QoS setting table
In this part, you can see how many rules have been specified. And you can see the
detail about the rules and manage the rules. This table can input 50 rules at most.

Current QoS Setting:
[Mask 255.255 255 255 means single host]

192168.2.11/24 140113 27 181524 00:05:9e:80:aa:ee - 2121 21-21 TCP LOWY Mormal []
anywhere anywhere - - B0-50 - TCRUDPE MED 0 Mormal []
192.168.2.13/24 anywhere - - S0000-50050 - TCRMUDE LOVY 2 Marmal []
anywhere 192 168.2.12/24 - - - - TCZRAUDP MED 1 Mormal [
192.168.2.15/24 anywhere 00:05:9e:80:aa:cc - - - TCRAUDP HIGH 0O Marmal [
[ Delete Selected ] [ Delete All ] [Rtsetl

An example for usage

User C LAN WAN
() VolIP
FTP
Internet
Web
User B Zplus-G192
User A

For example, there are three users in your network.

* User A wants to browse the websites to retrieve information.

* User B wants to use FTP connection to download a large file.

* User C wants to use software phone to connect with customer.
The voice is sensitive to the variations in delay; you can set High priority for User C.
The FTP transmission may take a long time; you can set Low priority for User B.
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Current QoS Setting:
[Mask 265.2595.255 255 means single host)

192.168.2.11/24 anywhere - 50E0-5061 - TCRADP  HIGH 0 Marmal [

192 168.2 12424 anywhera - - 21-21 - TCP L O 0 Marmal  []

192.168.2.13/24 anywhere - - 80-80 - TCP MED ] Marmal [
[ Delete Selected ] [ Delete All ] ’Reset]

Static Route Setup

User can set the routing information let the Router knows what routing is correct also it
can not learn automatically through other means.

For example, if user wants to link the Network 3 and Network 4 separately from
Network 1 that Routing Table configuration as below:

1. Enable Static Route in Route Setup of TCP/IP page and then enter IP Address of
Network 3[1Subnet Mask and IP Address of Router (R1) in Default Gateway field
final click Apply Change button.

[“] Enable Static Route

IP Address: 192.168.3.0
Subnet Mask: 2552552550
Default Gateway: 192.168.2.1

[[ Apply Changes ]] [Reset| [ Show Route Table

2. Enter IP Address of Network 4[1Subnet Mask and IP Address of Router (R2) in
Default Gateway field final click Apply Change button.

[“] Emable Static Route

IF Address: 192.168.4.0
Subnet Mask: 25525525510
Default Gateway: 192.168.2.2

| (sl Chngs | [Rest) [ S Rove ol

3. In Static Route Table there have two routings for Network 3 and Network 4
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Static Route Table:

192,168,530 2552552550 192.168.2.1
192,168,410 2552552550 19216822 |:|

Dynamic Route Setup

The Dynamic Route utilizes RIP1/2 to transmit and receive the route information with

other Routers.
1. Enable Dynamic Route and then select RIP 111RIP2 or Both to transmit/receive
packets final click Apply Change button.

[“] Enable Dynamic Route

RIP transmit to WAN RPl snd RIF2
RIP receive from WAN RIPl and RIF2 »
RIP transmit to LAN RPl and RIF2
RIP receive from LAN EIFl snd RIF2

=)

2. Click Show Route Table button to show Dynamic Route Table.
[l Enable Static Route
1P Adiress:
Subnet Mask:
Default Gateway:
[ Apply Changss | [Reset ([ ShowRoure Table | |

3. In Dynamic Routing Table there have two routings for Network 3 and Network 4
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Routing Table

This tabile shows the all routing entry .

255255355355 0000 255255255355 0 Q.0 ko

[ 190168410 1SLI6822 | 2550552850 m 2 0 0 o ]
19216830 19216821 | 2552552550 UG 2 0 0 ko
19216820 QOO0 | 2552552550 u 0 D 0 w0
172110 (1T T L T e LT u 0 0 0 whad
OG0 1721125 0000 uG 0 0 0 wh
P.'e'f&ééh] e '|

VPN Pass-through

This functionality let the device can Pass-through the VPN packets including PPTP/
L2TP/IPsec VPN Connection.

1. Check the VPN Pass-through in WAN Interface of TCP/IP Page that you want and
then click Apply Changes button.

[“] Enable Web Server Access on WAN
1| [¥] [Enable IPsec pass through on VPN connection
[“] [Emable PPTP pass through on VPN connection
[“] [Enable L2TP pass through on VPN connection

EEEE

Using CLI Menu

Start a SSH(Secure Shell) client session to login the device
The SSH server daemon inside device uses well-known TCP port 22.
User must use SSH client utility such like Putty to login the device. The
default password for user “root” is “qwert”, once user login the device then
can change the password by CLI command.

Execute CLI program
This program won'’t execute automatically when user login the device.
User must manually execute it by typing the case-sensitive command “cli”.
Please note that any modified settings won'’t save permanently until user
“‘Apply Changes to Flash” or reboot it. The new settings modified by CLI
will take effect after rebooting the device.

Menu Tree List
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Operation Mod¢
1 Route
2 Bridge
0 Cance

A Operation Mode

B Wireless Setting <«

C TCE/IP LAN Setting

Wireless Setting

A Bagsic Settings

I Advanced Settings

C Security Setting

I Access Control Settings
F WDS Settings

0 Exit

TCE IF LAN Setting
A IP Addres:

I Subnet Mask

C Default Gateway
I DHCP

I DHCP Client Range
I 802 1d Spanning Tre
G Clone MAC Address
H MTU Size

0_Exit

L TCE/IP WAN Setting |

E Route Setting =

I Firewall Setting =

G Managemen! -
H Apply Changes to Flash
T Reboot to take effect

( Exi

TCE IP WAN Settings
A WAN Type

I IP Addres:

C Subnet Mask

I Default Gateway
F DNf1

F DNf2

G DNf3

Y Clone MAC Addres
Z uPNP

0 Exit

Route Settings
Dynamic Rout¢ —--—--——-—
Dynamic Route
RIP transmit to WAN
RIP receive from WAN
RIP transmit to LAN
RIP receive from LAN
Static Route —---——-———
I Static Route
G Add Static Route Setting
H Delete Static Route Setting
Delete all Static Route Setting
J Current Static Route Setting Lisi
Route Table ---—————-—-
K Show Route Table Lisi
0 Exit

A

Firewall Setting

A Port Filtering

I IP Filtering

¢ MAC Filtering
I Port Forwarding
F DMz

0 Exit

Wireless Basic Setting
A Access Point Status
I QoS Setting

C Bandwidth Control
I SNMP Setting:

I Passwort

0 Exit
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The System Management
Password Protection

Both Web-Browser and SSH configuration interfaces have password
protection.

= — Wireless LAN Series

Password Setup

This page is used to set the account to access the web server of Access Paoint.
Empty user name and password will disable the protection,

User Name: | |

New Password: | ‘

Confirmed Password: | ‘

[ Apply Changes l [ Reset ]

To disable the Web-Browser password protection just leave the “User
Name” field to blank then click “Apply Changes” button.

To change the password of user “root” for SSH session, please use the
CLI menu item G. System Setting—>A. Root Password
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SNMP Agent

This device is compatible with SNMP v1/v2c and provide standard MIB II.
Currently only the “public” community string is available and the modified
settings by SNMP SET request will be lost after rebooting the device.

1. Enable SNMP and then enter IP Address of SNMP Manager in Trap
Receiver IP Address field and Community String in System Community
String field. Final click Apply Changes button.

SNMP Settings

This page is used to configure the SMWP settings. ¥Vou can get some of the system
infarmation wia setting the SNWMP netwark protocal.

2([Z] SNMP Enabled |

|

B System Community String: public

B System Name: hank

% System Location: IF

% System Contact: hank

By Tin Trap Receiver IP Address1: 4| 192168211
E Address1 Community String: | [hank

B Up Trap Receiver IP Address?:

E 5 Address? Community String:

Trap Receiver IP Address3:
Address3 Community String:

5|’ Apply Changes III Reset l

2. Following Table describes the SNMP configuration parameter

Label

Description

System Community String

This is password sent with each trap to the
SNMP Manager.

System Name

Type the Name which is name of device.

System Location

Type the Location which is location of
device

System Contact

Type the Name which is person or group
when the device has problem can find
they.

Trap Receiver IP Address

Type the IP Address which is address of
SNMP Manager.

Trap Receiver Community
String

This is password receive with trap from the
device (SNMP Agent).
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3. SNMP Traps

Traps Description

coldStart(0) The trap from device after reboot the
device

linkDown(2) The trap is sent when any of the links are
down. See the following table.

linkup(3) The trap is sent when any of the links are

UP. See the following table.

authenticationFailure(4)

The trap is sent when the device receiving
gets or sets requirement with wrong

community.

4. Private MIBs

OID Description

1.3.6.1.4.1.99.1 Mode, Operation Mode in device.

1.3.6.1.4.1.99.2 SSID, SSID of the device

1.3.6.1.4.1.99.3 Channel, Channel of the device in WLAN

1.3.6.1.4.1.99.4 Band, 802.11g / 802.11b only

1.3.6.1.4.1.99.5 RSSI, Receive Signal Strength Index
(Support AP and Client RSSI)

1.3.6.1.4.1.99.6 Active_Clients, The number of associate
clients

1.3.6.1.4.1.99.7 Active_Clients_List, Client’s Information
(MAC Address, Data Rate, RSSI...etc)

1.3.6.1.4.1.99.8 Encryption, Encryption type of device in
Wireless Network

1.3.6.1.4.1.99.1 - Mode

1.3.6.1.4.1,99.1.2.1
1.3.6.1.4.1,99.1.3.11
1.3.6.1.4.1,99,1, 100, 1
.1.3.6.1.4.1,99.1.101.1

1.3.6.1.4.1.99.2 - SSID

1.5.6.1.4.1,99.2.2.1
1.3.6.1.4.1,99.2.3.1
1.3.6.1.4.1,99,2,100.1
.1.3.6.1.4.1,99,2.101.1

MoDE
Ibingflash snmpget MODE

0

551D
Jbinfflash snmpget 5510
1]
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1.3.6.1.4.1.99.3 - Channel

1.3.6.1.4.1.99.5.1.1 1

1.3.6.1.4.1.99.3.2.1 CHAMMEL
1.3.6.1.4.1,99,3.3.1 [binyflash snmpget CHAMMEL
1.3.6.1.4,1,99,3,100,1 1]

.1,3.6.1,4,1,99,3,101,1

1.3.6.1.4.1.99.4 - Band

1.3.6.1.4.1.99.4.2.1 BAND
1.3.6.1.4.1.99.4.3.1 Jbinfflash snmpget BARD
1.3.6,1.4,1,99.4,100.1 0
1.3.6.1.4.1.99.4.101.1

1.3.6.1.4.1.99.5 - RSSI

1.3.6,1.4,1,99.5.2.1 REaI
1.3.6,1.4.1,99.5.3.1 [bin/flash snmpget R551
1.3.6.1.4,1,99,5,100.1 0
1.3.6,1,4.1,99,5,101.1

1.3.6.1.4.1.99.6 - Active_Clients

1.3.6.1.4.1.99.6,2.1 ACTIVE_CLIENTS
1.3.6.1.4.1.99.6.5.1 {binfflash snmpget ACTIVE_CLIENTS
1.3.6.1.4,1,99,6.100.1 0

1.3.6.1.4.1,99.6.101.1 S

1.3.6.1.4.1.99.7 - Active_Clients_List

1.5.6.1.4.1.99.7 2.1 ACTIVE_CLIENTS LIST
1.5.6.1.4.1.99.7 5.1 [biniflash snmpget ACTIVE_CLIEMTS_LIST
1.3.6.1.4,1,99,7,100.1 0  MAC Data Rate RSSI
1.5.6.1.4,1,99,7.101.1 00 13:02:05:51:56 102,125no,3u

1.3.6.1.4.1.99.8 - Encryption

1.3.6.1.4.1.99.8.2.1 EMCRYPTION
1.3.6.1.4.1.99.5.5.1 Jbinjflash snmpget ENCRYPTION
1.3.6.1.4.1,99,5,100.1 0 AP-WEP
1.3.6.1,4.1,99,8,101.1 [ wEP{ AP, DisablediwDs) |

Firmware Upgrade
Firmware Types
The firmware for this device is divided into 2 parts, one is web pages
firmware the other is application firmware, and the naming usually are
gl20webpage.bin and g120linux.bin. To upgrade firmware, we suggest
user first upgrade the application firmware then web pages firmware.
Upgrading Firmware
The Web-Browser upgrading interface is the simplest and safest way
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for user, it will check the firmware checksum and signature, and the wrong
firmware won'’t be accepted. After upgrading, the device will reboot and
please note that depends on the version of firmware, the upgrading may
cause the device configuration to be restored to the factory default setting,
and the original configuration data will be lost!
To upgrade firmware, just assign the file name with full path then click
“Upload” button as the following page.
Memory Limitation

To make sure the device have enough memory to upload firmware, the
system will check the capacity of free memory, if the device lack of
memory to upload firmware, please temporarily turn-off some functions
then reboot the device to get enough memory for firmware uploading.

Wireless LAN Series

Upgrade Firmware

This page allows you upgrade the Access Point firmware to new wersion. Please note,
do not power off the device duting the upload because it may crash the system. If free
memory is not enough for uploading, please termnporarily turn off some furctions such

like Log/Psec....

Select File: |eAimghgl 92linux bin [ Browse.. |

Upiosd

Configuration Data Backup & Restore

Rest Setting to Factory Default Value
Since the device is designed for outdoor used, there is no interface
outside the housing to reset the configuration value to the factory default
value. The device provides the Web-Browser interface to rest the
configuration data. After resetting it, the current configuration data will be
lost and restored to factory default value.

Saving & Restoring Configuration Data

Wireless LAN Series

Save/Reload Settings

This page allows you save current settings to a file or reload the settings from the file
which was saved previously. Besides, you could reset the current configuration to
factory default.

Save Settings to File:

Load Settings from i[ rr—— ] Upload
File: L |

Reset Settings to

Default:

To save & restore configuration data of device, just assign the target
filename with full path at your local host, then you can backup
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configuration data to local host or restore configuration data to the device.

Auto Discovery Tool
User can use this tool to find out how many devices in your local area network
The name of tool is WirelessConf.exe it in the packing CD.

1. Discover

After press this button, you could see there are how many devices in your network.

And you would see the basic information about these devices, such as:
» SSID

IP Address

Subnet Mask

Channel number

MAC Address

on AP-Client mode

Setup IP

After you press the Setup IP button, you would see Setup IP Address window.
You could change device’s IP Address, Netmask, and Default Gateway in this
window. But if the device’s web server needs User Name and Password to login,
you should fill in these two fields and then apply changes.

Detail
If you want to see more detailed information, you could press the Detail button,
and then you would see the Detail Information window.

. WDS

If the device you selected is on WDS mode or AP+WDS mode, you could press
WDS button, and then you would see the WDS List window.

. Active Clients

After press Active Clients button, you would see WLAN AP Active Clients

Active Client: this field shows how many clients associated with the device
RSSI: this field shows Received Signal Strength Indication while device is
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window. In this window, you could see client’s information, such as:

Connect to Web Server

If you want connect to device’s web server, you could press this button, or
double-click on the device.

Close
You could press this button to leave this tool.
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