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Wireless Network Equipment (WNE)
Freedom Series: Types AP24, BR24, CP24

Models: 24-SB-07M, 24-LB-150, 24-LB-20S

Freedom Series: Types AP58, BR58, CP58

Models: 58-LB-09M, 58-LB-150, 58-LB-17S, 58-LB-32D

Instruction Manual

Alico Systems Inc
2461 W. 205" Street, Suite B105
Torrance, California 90501-1464
Telephone: 310-781-9500
www.alicosystems.com




ALCO

T Y3 T E M B [ T+

Notices

FCC Notice:

Part 15 Notice:

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) this device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

Any changes or modifications not expressly approved by the party responsible for compliance could void
the user's authority to operate the equipment.

Class B Digital Device:

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment
off and on, the user is encouraged to try to correct the interference by one or more of the
following measures:

B Reorient or relocate the receiving antenna.

B Increase the separation between the equipment and receiver.

B Connect the equipment into an outlet on a circuit different from that to which the receiver

IS connected.
B Consult the dealer or an experienced radio/TV technician for help.
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Scope:

This equipment is intended to be installed by professional trained installers familiar with the appropriate
FCC Regulations and Local Building Codes. The equipment is designed to be installed on a pole or as a
wall mount unit. While the unit is in operation the WNE antenna shall be at least 20 cms away from all
persons.

Setup Instructions:

Package Contains:

oM E

AP24/AP58 Access Point-Bridge-CPE

Power over Ethernet Injector

48VDC Power Supply

AC power cord

RJ45 Feed-Through Assembly

CD Containing the “WinBox” application software to provision the AP24/AP58 Access Point
- Bridge and a PDF version of this “Startup Instructions for AP24/AP58”

What You Need to Get Started:

You need to provide 2 straight patch segments of CAT-5e Ethernet cable with RJ45 connectors
on each end. You may also need a crossover cable to configure the AP24/AP58 if you are
connecting directly to a PC.

The first CAT-5e patch cable will be used to connect the AP24/AP58 to the POE module. This
cable needs to have RJ45 connectors preferably with no boots. Having a boot on the RJ45 cable
on the AP24/AP58 side may prevent you to properly install the Feed-Through Assembly. See
instructions on the next slide.

CAUTION DO NOT USE A CROSS OVER CABLE BETWEEN THE AP24/AP58 AND THE
POE MODULE. YOU WILL PERMANENTLY DAMAGE THE AP24/AP58.

The second CAT-5e patch cable will be used to connect the POE module to your Switch/Router.
If you are connecting the POE module directly to your PC for setup you need to use a crossover
cable. The total length for both CAT-5e cable segments must not exceed 300 feet (~90 meters).
The options to setup the AP24/AP58 would be to connect your PC directly to the POE module
(using a crossover cable), through a switch (using a patch cable) or wireless. To connect using the
wireless IF set your PC/Laptop SSID to AP24/AP58 and click on connect. Once connected you
can follow the instructions shown on following pages using the WinBox.

The AP24/AP58 is shipped with a default private address 192.168.0.239. You can change this IP
address or setup multiple IP addresses for the AP24/AP58.

In order to get started quickly the AP24/AP58 is shipped with an internal bridge setup (called
“bridgel”) between the Wireless LAN Port and the Ethernet Port. This “bridgel is setup with the
default IP address 192.168.0.239. You can also setup the unit in the router mode if needed to get
full routing, DHCP server, capabilities etc. The Wireless LAN is setup in the infrastructure AP
mode with a SSID of “AP24” (or AP58).
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WNE Wiring Diagram

The wireless network equipment is powered by a 48 VDC Power over Ethernet power supply/injector
module. The following steps should be accomplished to power the WNE:

1. Install the WNE enclosure either on a pole or to a wall.

2. Follow the instructions in the next section to assemble the Ethernet weatherproof cable feed
through assembly.

3. Connect one end of a patch (straight through) CAT 5e Ethernet cable to the AP24/58 through
the Feed through assembly.

4. Connect the other end of the CAT5e cable to the power and data port of the Power Over
Ethernet Module.

5. Locate the LAN Switch in your wiring closet and connect a patch (straight through) CAT 5e
cable from the IN/DATA port of the Power over Ethernet module to a LAN Switch port.

6. Last connect the 48VDC power supply to the Power Over Ethernet injector. Using the

supplied AC power cord connect the power supply to the AC. The unit operates on 110/240
VAC, 50/60 Hz.

Lse crossover cable here only if
connecting directly to a PC

To Ethernet ,/
SW

To
AC

To Earth Ground s

Ground Strap To 50 Ohm

Ferrite Filter Antenna

Fiaure 1 Connection Diagram
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Antenna Installation Requirements:

The installer shall ensure that the following antenna gains are not exceeded when installing the Alico
Wireless Networking Equipment with an external antenna.

Freedom Series Antenna Certifications:

The Alico Systems Freedom Series Access Points, Bridges and CPEs are certified with the following

antenna configurations.

1. 2.4 GHz Frequency Band (2400 to 2483.5 MHz) Freedom Series Types AP24, BR24, CP24

Antenna Type Model Designation Maximum Antenna Gain (dBi)
Mobile Omni 24-SB-07M 7
Omni 24-LB-150 15
Sector 24-L.B-20S 20

2. 5.8 GHz Frequency Band (5725 to 5850 MHZz) Freedom Series Types AP58, BR58, CP58

Antenna Type Model Designation Maximum Antenna Gain (dBi)
Mobile Omni 58-SB-09M 9
Omni 58-LB-150 15
Sector 58-LB-17S 17
Dish 58-LB-32D 32
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Cable Feed-through Assembly

Step 1: Use a Cat 5/6 cable with a open RJ45 connector without a boot.

Step 2: Trim about % the length of the bayonet tab from the customer cable
connector that will be external to the enclosure (not the RJ45 connected to
the RJ45-ECS). This trimming is required to prevent interference when the
RJ45-ECS cable feedthru is screwed into the RJ45-ECS housing

Step 3: Remove the thin enclosure nut from the feedthru assembly. This
can be discarded. Loosen the compression nut completely.

Step 4: Insert the RJ45 connector thru the feedthru assembly
Step 5: Tighten the compression nut loosely

Step 6: Screw the entire feedthru assembly into the RJ45-ECS housing
which is already mounted in the enclosure. There should be a rubber gasket
between the two assemblies. Tighten the feedthru assembly to create a seal.

Step 7: The final step is to tighten the compression nut until the gaskets are
tight around the Cat5 cable. Always push the cable toward the connector
while tightening to ensure good strain relief of cable to connector.

Disassembly
Step 1: Loosen the compression nut to relieve pressure on the Cat5 cable
Step 2: Unscrew the feedthru assembly from the RJ45-ECS housing

Step 3: Using a small screwdriver depress the RJ45 bayonet lock to release
the RJ45 connector from the socket.

Specifications
10BaseT, 100BaseT and 1000BaseT Networks
Data CAT5e per TIA/EIA 568B
ClassD per ISO/IEC 11801
Mating Cycles >500
Mechanical Positive RJ45 bayonet coupling
Cat5 Cable Strain Relief
Sealing P68
Salt Spray >1000h
Flammability ULo4vo
Thermal Shock 10 cycles -40 1o +100 deg C
Temperature Range -40 deg C to +85 deg C
Installation Hole Dia 0.787" (20mm)
; ; 3.75"x1.18"
Overall Size (L x Dia) (95 x 30mm)
Weight 20z (57gm)

e Do not tighten compression gasket until you are finalizing the installation. The gasket should only
be fully tightened once. Thorough inspection of the compression fitting should be done if it is re-
used.

o  After assembly, we recommend completely wrapping the Feed-Through-Assembly using
waterproof outdoor electrical tape as a secondary water barrier.
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Starting Winbox Using the MAC Address
Note: In order to connect using the MAC address your PC must be on different subnet than

the default AP24/AP58 IP address 192.168.0.239

1. Copy the WinBox application from the CD to a convenient folder on your PC
2. Double click on the WinBox application

3. The WinBox screen shown below will appear

4. Click on the square button “...” to the left of the “Connect” button.

NGO

Select the AP24/AP58 line.
Press the Connect button.
Login as “admin”

Password: (blank) CAUTION

DO NOT SET A PASSWORD

AND LOSE IT ASITWILL

REQUIRE SHIPMENT OF

WinBox Loader v2.2.7 - ||:||ﬂ
LConrect Tao: I _I Cannect I
Login: Iadmin
Paszword: I

Save |

[ Keep Password
v Secure Mode Hemove |
Noe: [pP2e =

Address 4

| Llger

| MNote

UNIT BACK TO THE FACTORY FOR PASSWORD RESET; PASSWORD SHOULD BE SET

AFTER SETUP IS COMPLETE AND PROPERLY LOGGED INTO YOUR RECORDS

Connect Ta: |DD:DC:42: 04:52:90

Login:

Pazswoard:

SIS
_I Connect I
MALC Address | IF Address | |dentity | YYersion |
00:0C:42:04:52.90 noon AP24 2495 N
Save I
Bemowve I

Mote:

Address <

- Tools... I
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Starting Winbox Using IP Address

1.

n

If your PC is setup on the same subnet as the default AP24/AP58 IP address 192.168.0.239 then
you must use the IP address to login. Using a MAC address will not work.
To log in to the WinBox enter the IP address 192.168.0.239 in the Connect To field

Click on the connect button to lo
g [

Used admin as login name and Connect To: |192_1 RlE | Commoot
leave the password blank. \—I

Lugin: Iadmin

You can change this as you wish or

add your own to the list if these do Password: |

not conflict with your network. [~ Keep Password Save |
[v" Secure Mode Bemove |

When using the IP address to login

make sure you only have one Note: |AP24 Tools... |

interface enabled on your PC
which is the one being used to
connect to the AP24/AP58.

Address |User |Nute

Try out the different buttons on the left to see all the available options;

Etherl and wlanl are the ports that are active for the AP24/AP58.
Ether2, ether3 and serial ports are not used on the AP24/AP58 even though they appear on some
of the menus.

= admin@00:0C:42:04:52:9D (AP24) - WinBox v2.9.5
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Looking at Interfaces

1. Click on the “Interfaces”” button on the left column
2. Double click on the “etherl” interface to see the illustrated traffic pattern

= admin@00:0C:42:04:52:9D (AP24) - WinBox v2.9.5 = ﬂ

i

|Type [MTU  [TxRate |RxRate |TxPac... |Fk Pac.. |
¢;»uhu1 Ethemet 1500 12.2kbps 5.3 kbps
4ether? Ethemet 1500 |0 bps Obps
«laetherd Ethemet 1500 |0 bps 0 bps
+pwlan Wireless {4theros AR5213) 1500 0 bps Obps

I Interface <etherl>

Genersl | Ethemet | Staws  Trafic |

== i

Bcoc | i

[disabled [runring Jlinkc ok

Setting Up the Bridge (already setup)
1. Click the “Bridge” button on the left column of WinBox
2. Click on the “+” button
3. Default bridge name is “bridgel”
4

click OK
= admin@00:0C:42:04:52:9D (AP24) - WinBox v2.9.5 - ﬂ
T
e~ [ ——
— x|
Bridge
o Brdges | Pons | Fters Browe NAT Hoss|
’ N EEIEEE
Potts [ Name  ©MAC Addmee Tere 1
il x
Drvers General |STP  Status | Trsflc |
System ¥ Names: p—
= Typs: [Bidgs sopy
Log b E—
SNMP U= {1500 ’E‘
Lsers ARP: [enabled =l
Radius =
Tools I
Femo
R
Telnet
Passwond ey [discbled  unning
Certficate
Make Supout of
Routing I
Edt
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Bridging the etherl and wlan1 Ports

On the Bridge window click on the “Ports” tab

Double click on the “etherl” line

Select “bridgel” on the Bridge Port <etherl> window
Click OK

Double click on the “wlanl” line

Select “bridgel” on the Bridge Port <wlan1> window
Click OK

NookrwdpE

= admin@00:0C:42:04:52:9D (AP24) - WinBox v2.9.5

Hl Bridge
Budges Fors | Fhers Brote| NAT  Hosts|

= s [Interface + |Bridge [Prioryy  [Path Cost |

dtether] unknown 128 10
Forts 4tather? nong 128 10

ttetherd none 128 10
AT dwlani unknowr
- ¥
= e[
Fles Intesface: etherl Cancel
Log

e [N - |
SNMP Brdoe: [Aker
Users Ea— IW—
Path Cost: ITD

Tools ¥
New Terminal ‘f
Telnet
Passwaord
Certficate
Make Supout.rif
Routing
Exit

Bridel Operating
You now have an operating bridge inside the AP24/AP58, close “Bridge” window.

= admin@00:0C:42:04:52:9D (AP24) - WinBox v2.9.5 Jﬂl ﬂ
mo
g~ [

rmess x|

Bridge =

obp Bidges Pors |Fiters | Broute| NAT | Hosts |

= 3 [Interface + |Bridge [Priorty  [Path Cost |
tether! bridge 1 128 10
ttether? none 128 10
ttetherd none 128 10
Ftwiani bridge 1 138 10

10
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Setting Up the IP Address

™ admin@00:0C:42:04:53:B1 (AP24) - WinBox v2.9.5

1. Click on the “IP” button on

the left column.

Click on the “+” button

3. Setup your network IP
address for the AP24/AP58
in CIDR format : [P r—
(e.9.7192.168.0.239/24™) )| ™ ~odress <192:168.0230/2450 ]

4. Remember you are setting == mg‘m —
an IP addresg for the e AT
“bridgel”. Since the : Intertace: [oidge1 =]

AP24/AP58 is factory set as
a bridge the IP address is
only needed for the
management interface.

5. If you are setting the
AP24/AP58 as a router then
you would need to add IP
addresses for the “etherl” and the “wlanl1” as well as setting up the appropriate routes.

N

[asabied [

Checking the Interfaces
Click on the “Interfaces” button on the left column now shows all the interfaces and the logical “bridgel”

= admin@00:0C:42:04:52:9D (AP24) - WinBox v2.9.5 o I Elﬂ

neE
S ™ oot

e (S
|Na'ne

s [Type [MTU  [TxRate [ReRate [T Pac..|RxPac..|

A-tbridge1 Bridge 1500 0 bps 2.3kbps
tjeether] Ethemet 1500 70kbps 7 6kbps 3 3
ajpether? Ethemest 15000 bps O bps 0 0
4ipctherd Ethemet 1500|0 bps Obps 0 0
Queues a-pwlanl Wireless {Atheros AR5213) 1500 Obps Obps 0 0

a1 [ s

11
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Checking the Wireless Setup
1. Click on the “Wireless”

= admin@00:0C:42:04:52:9D (AP24) - WinBox v2.9.5 = &

button on the left column of .
the WinBox window I T Ore— ]
2. Then double click on the = [ vl T Y e Py — o
“wlanl” line 2:‘:“ inofaces [Ace g [o01560200148 General
v \Wireless
3. You will see the window as ] P ENE E Mece: [ap brdge oo i
shown below. This window o o ssio: Flarad ws
has tabs on the top and Drvers — :iff‘m e
buttons on the right side. — et 1] Comoresson st
4. Please note that some of the = Securty Proie: [aeak L
tabs are hidden, to look at all — Frequency Mode: [manual bpamer = [ =
the tabs click on the “...” Radus Courty: [omted sotes =
square button at the end of the i s Acterma Gan [13 dom
tabs to see the list as shown. S DFS Mode: [roms =
5. The AP24/AP58 is setup as a Fosia Defuit R Rete: I
2.4GHz b/g access point e Dot TRt I
6. You can change the SSID if Rosng | ¥ Defoul Ahertcats
you like. To hide the SSID = [ s
click on the check mark at the [edied  func  fuminge

bottom of the window

7. The AP24/AP58 is setup with manually set frequency channels. If you want the AP24/AP58 to
auto select the frequency setup the DFS mode to either “no radar detect” or “radar detect”. In the
“no radar detect” mode the AP24/AP58 scans for the frequency with the lowest interference and
selects that frequency. In the “radar detect mode” the AP24/AP58 selects the frequency like the
“no radar detect” mode, and switches frequency if there is interference afterwards.

Using the Web Interface

The AP24/58 can aISO be J Abco System Inc = Administration - Microsoft Intemet Explores ;]gl"ﬁl
. | Be Edt Mew Favorkes ID?K Heip - — - a
accessed using a web browser.  [Oma- 0 s @ L s e @) - LS el @05
| Adideess [ ) nttp:i/192.168.0.239/ x| ElGo ||~

However please note the web |
interface has limited
functionality. Full
functionality can only be
achieved either via the e | et ||| Daea T s
Winbox or using the built in Bl i, B e s b
command line interface. To sl e et s race
use the command line
interface you can either use gonec i senet ana
the Terminal inside the ;”;‘:fﬂn;;'»nmg ey | E;:::“z.‘;: (n::;
Winbox window or login via
Telnet or SSH. — T —

B i'..*“,.f:;;::z | | A S e ot

YQU w also quk P ‘bolelll_le. and Mtr.;I:':::;':lr':Ilrl:rll:.:'l;::“:::l::ll:’.
o= =Y Broadband w-eln:’px;gu:;;:_;f. e
] ”‘aw ool [Amenca Onine 9.0 Securty Edton SE :I

12
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Support

» This is a short guide to get started with the AP24/AP58
» The AP24/AP58 has a very rich routing and firewall capabilities
* You are welcome to explore all the features
« If you need help call technical support at:
— 310-781-9500, or
— Email to support@alicosystems.com

Limited Warranty:

Alico Systems warrants that your device is free of defects in material and workmanship for a period of
one year after initial purchase. Alico will, in this period of time, repair or replace, any Alico product
returned to the factory, freight prepaid.

The Alico warranty covers repairs or replacement (at Alico’s option) of the product only. Alico is not
responsible for the cost of removal, reinstallation, or shipping to the place of repair. Alico does not extend
or modify its warranty period as a result of repair or replacement.

Alico reserves the right to void a warranty and/or make reasonable charges for repair of a unit if the
warranty seal is broken or the unit displays evidence of misuse, abuse, tampering or improper installation.
We are not responsible for damage to this equipment due to acts of God and extreme forces of nature such
as lightning, hurricanes or earthquakes.

Alico is not responsible for damage to any other equipment or property, or any other consequential or
incidental damages of any kind, whether based on contract, negligence, or strict liability. Maximum
liability shall not in any case exceed the purchase price of the unit.

Warranties give you (the buyer) specific legal rights. You may also have other rights that vary from state

to state. This warranty is only extended to purchases made in the United States of America or its
possessions.
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