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FCC STATEMENT

FS

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one or more of the following measures:

o Reorient or relocate the receiving antenna.
¢ Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

e  Consult the dealer or an experienced radio/ TV technician for help.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1) This device may not cause harmful interference.

2) This device must accept any interference received, including interference that may
cause undesired operation.

Any changes or modifications not expressly approved by the party responsible for
compliance could void the user’s authority to operate the equipment.

Note: The manufacturer is not responsible for any radio or TV interference caused by
unauthorized modifications to this equipment. Such modifications could void the user’s
authority to operate the equipment.

FCC RF Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. End users must follow the specific operating instructions for satisfying RF
exposure compliance. This transmitter must not be co-located or operating in conjunction
with any other antenna or transmitter. This equipment has been SAR-evaluated for use in
hand. SAR measurements are based on a 5mm spacing from the body and that compliance
is achieved at that distance.

CE Mark Warning

C€1588



RF Exposure Information

This device meets the EU requirements (1999/5/EC Article 3.1a) on the limitation of
exposure of the general public to electromagnetic fields by way of health protection.

This device has been tested and meets the ICNIRP exposure guidelines and the European
Standard EN 62209-2. SAR is measured with this device at a separation of 0.5 cm to the
body, while transmitting at the highest certified output power level in all frequency bands of
this device. Carry this device at least 0.5 cm away from your body to ensure exposure levels
remain at or below the as-tested levels.

Canadian Compliance Statement

This device complies with Industry Canada license-exempt RSSs. Operation is subject to
the following two conditions:

3) This device may not cause interference, and

4) This device must accept any interference, including interference that may cause
undesired operation of the device.

Le présent appareil est conforme aux CNR d’Industrie Canada applicables aux appareils
radio exempts de licence. L'exploitation est autorisée aux deux conditions suivantes :

5) [l'appareil ne doit pas produire de brouillage;

6) [l'utilisateur de I'appareil doit accepter tout brouillage radioélectrique subi, meme si le
brouillage est susceptible d’en compromettre le fonctionnement.

Radiation Exposure Statement:

This equipment complies with IC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance 20cm
between the radiator & your body.

Déclaration d'exposition aux radiations:

Cet équipement est conforme aux limites d'exposition aux rayonnements IC établies pour un
environnement non contrélé. Cet équipement doit étre installé et utilisé avec un minimum de
20 cm de distance entre la source de rayonnement et votre corps.

Industry Canada Statement
CAN ICES-3 (B)/NMB-3(B)

Korea Warning Statements

gl FAMNE S8F AREN bl U,
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Safety Information

*  When product has power button, the power button is one of the way to shut off the
product; when there is no power button, the only way to completely shut off power is to
disconnect the product or the power adapter from the power source.

* Don’t disassemble the product, or make repairs yourself. You run the risk of electric
shock and voiding the limited warranty. If you need service, please contact us.

* Avoid water and wet locations.



Explanation of the symbols on the product label

Symbol

Explanation
DC voltage

RECYCLING

This product bears the selective sorting symbol for Waste electrical and electronic
equipment (WEEE). This means that this product must be handled pursuant to
European directive 2012/19/EU in order to be recycled or dismantled to minimize

its impact on the environment.

User has the choice to give his product to a competent recycling organization or to

the retailer when he buys a new electrical or electronic equipment.



DECLARATION OF CONFORMITY

For the following equipment:

Product Description: 300Mbps Mini Wireless N USB Adapter
Model No.: TL-WN823N

Trademark: TP-LINK

We declare under our own responsibility that the above products satisfy all the technical
regulations applicable to the product within the scope of Council Directives:
Directive 1999/5/EC, Directive 2011/65/EU

The above product is in conformity with the following standards or other normative
documents

EN 300328 V1.9.1

EN 301489-1 V1.9.2 & EN 301489-17 vV2.2.1

EN 55022: 2010+AC: 2011

EN 55024: 2010

EN 60950-1: 2006 + A11: 2009 + A1: 2010 + A12: 2011 +A2: 2013

EN 50566: 2013/AC:2014

EN 62311: 2008

EN 62209-2: 2010

EN 50581: 2012

The product carries the CE Mark:

C€1588

Person responsible for making this declaration:

¥

Huang Jing
Regulatory Compliance Manager

Date of issue: 2016-03-21



CONTENTS

Chapter 1 Product OVErVIEeW .........cceeiiiiieeeiiiircencse s rress s s s ssns s s e s snss s e s s ennss s e s emnnnnes 1
(P B [0 (e o 18 o7 1o o OO RPPRR 1

1.2 FEALUIES. ...t e e 1

1.3 LED SHatUS.... e e e a e e e e e e aanes 1
Chapter 2 Connect to @ COMPULEr ........cceeeeiiiiieeicrrrrcc e e e 2
Chapter 3 WINAOWS.......cooiiiiieeiiiiir i sssss s s s n s 3
3.1 Install Driver and ULl .........oo e 3

3.2 JOINn @ WIireless NEetWOIK ........c.uuiiiiiiiii e 5

3.2, TP-LINK ULITIEY oot 6

3.2.2 WPS (Wi-Fi Protected Setup)....... oo 6

3.2.3  Windows Wireless ULility ..........ooooiiiriiii e 10

B TR B - T g F=To 1= o T o | R SUTSR 11

R R TS - (1 [ RS SS 11

3,312 PrOFIlB. e e 12

3.3.3  AQVANCEQ......coiiiiiiiii e 14

3.314  SOFtAP ... e 14

3.3.5  ADOUL . e neeenes 16

3.4 Uninstall Driver and ULIItY .........ooooeiiiieie e 16

L0 T T L= S 1 = Vo0 T 17
4.1 Install Driver and ULIlItY...........ooorriiiiiee e 17

4.2 Join @ WIireless NetWOIK .........oo i 21

421 TP-LINK ULIIEY ...oeeeeieee e 22

4.2.2 WPS (Wi-Fi Protected SEtUp).......coccuiieiiiiieie et 23

G T = a =T =T o =Y o | 26

4.3.1  LINK StAtUS ..ot 27

4.3.2  Profil@S..... e e 27

4.4 Uninstall Driver and ULITIY .........oooiiioooe e 29

(04 0 F= 101 (= T I 4 1 ) 30
Appendix A: Specifications.........cccceiriiiiiiiiii e ———— 31

Appendix B: GlOSSArY .........ccciiiiiiiiiiiierri s s 32



LI\ v\l 300Mbps Mini Wireless N USB Adapter User Guide

Chapter 1 Product Overview

1.1 Introduction

The TP-LINK TL-WN823N 300Mbps Mini Wireless N USB Adapter connects your notebook or
desktop computer over Wi-Fi to an 11n or other network for applications such as lag-free video

streaming, online gaming, and secure Internet surfing.

1.2 Features
» Complies with IEEE 802.11n, IEEE 802.11g, IEEE 802.11b standards

» Supports WPA/WPA2 data security, IEEE802.1x authentication, TKIP/AES encryption, WEP
encryption

»  Supports high rate of up to 300Mbps for maximum throughput, supports automatically adjust

to lower speeds due to distance or other operating limitations

Provides USB 2.0 interface

Supports Ad Hoc and Infrastructure modes

Good capability on anti-jamming

Supports roaming between access points when configured under Infrastructure mode
Easy to configure and provides monitoring information

Provides internal antennas

vV ¥V VYV V V VY V

Supports Windows 8.1/8/7/XP 32/64bit, Mac OS X 10.7 - 10.10, Linux

1.3 LED Status

Status Working Status

off The driver has not been installed.
The adapter's radio has been disabled.

Flashing Slowly | The driver has been installed but no data is being transmitted or received.

Flashing Quickly | Data is being transmitted or received.

&~ Note:
When the card failed to connect to a wireless network, the LED may be off. Please choose your

network and try to connect again.
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Chapter 2 Connect to a Computer

1. Locate an available USB interface on your computer.

2. Connect the adapter and your computer with the USB Adapter.

=
3 e e =

‘@:Note:

In Windows XP, a Found New Hardware Wizard window will appear when the adapter is

detected. Please click Cancel.

After connecting your adapter to the computer, please follow the instructions in the appropriate

chapter for your operating system: Windows, Mac OS X, Linux.
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Chapter 3 Windows

3.1 Install Driver and Utility
The Setup Wizard will guide you through the installation procedures. We use the procedures in

Windows 7 as an example - the procedures may vary slightly for other versions of Windows.

1. Insert the resource CD into your CD drive and run the Autorun.exe from the pop-up
AutoPlay window. Select TL-WN823N and click Install Driver and Utility to begin.

TP_LINK,_ T .,qu,wiérd

The Reliable Choice
_4?5—' 1 -
.
i ‘
User Guide
Browse CD EXIT

‘@:Note:

e The CD is included in the package. If your CD does not work or your computer doesn't
support the CD, you can also download the driver and utility from the TP-LINK website

(www.tp-link.com).

e In some operating systems, the CD screen will pop up automatically. Otherwise, run the CD

manually.
2. The InstallShield Wizard window displays. Click Next to continue.

TP-LINK Wireless Configuration Utility and Driver - InstallShield Wizar:

%// /% Welcome to the InstallShield Wizard for TP-LINK

fon s Wireless Configuration Utility and Driver

P
i The InstallShield YWizard will install TP-LINK Wirsless
Configuration UHility and Driver an your computer. To continue,

+ %
) ; click MNext.
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5.

Choose a setup type. It is recommended to select Install TP-LINK Wireless

Configuration Utility and Driver. Click Next.

TP-LINK Wireless Configuration Utility and Driver - InstallShield Wiza

Setup Type
Selectthe setup type that best suits your needs

Click the type of setup you prefer.

Install Ciriver Onl Bes=ltzl

Install TP-LIMNK ‘A d Drive Choose this option to install TRP-LINK
Wireless Configuration Utility and
driver. This is the recommended
option

If you want to change install location, click Change to specify the location for the software

installation. Or you can leave it default. Click Next.

TP-LINK Wireless Configuration Utility and Driver - InstallShield Wizard

Select the folder where setup will install files.

Install TP-LINK \Wireless Configuration Lkility and Driver to:

. Ciy ATP-LINKSTP-LINK Wireles s Configuration Utility

’ < Back [ Mext > ] i Cancel

l

Click Install. After a few minutes, the installation completes. Click Finish.

R ———— . - - - - ? .
TP-LINK Wireless Configuration Utility and Driver - InstallShield Wizard |

Ready to Install the Program

The wizard is ready to begin installation

Click Install to begin the installation.

If wou wart to review or change any of your installation settings, click Back. Click Cancel to exitthe
wizard

< Back Install ] l Cancel
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TP L[NK Wireless Configuration Utility and Driver - InstallShield Wizard

y///////// InstallShicld Wizard Complete

InstallShield(R) Wizard has finished Installation. Click Finish to exit
the wizard

< Back Cancel

~—
6. TP-LINK utility pops up after installation. Its icon appears on the desktop as @ and in

the Windows system tray as E You can use the TP-LINK utility to join a Wi-Fi network
with your adapter. For more guidance, please refer to Join a Wireless Network.

TP-LINK

The Reliable Choice
B »x & F W
Status WPS Network Profile Advanced
Network Name(SSID) Security Channel Signal ~
TP-LINK_7 CAZ26 Mone 4 (2.43) ,nl,ﬁ ~
TP-LINK_Network WPA2-Personal 13 (2.4G) ,hl,ﬂ
TP-LINK_130969 None 6 (2.4G) ,ﬂlﬂz =
TP-LIMK_BF134C WRAANPAZ-ENtErprise 4 (2,4G) ,hllﬂ
TP-LINK_130919 None 7 (2.4G) ,ﬁll'i ]
TP-LINK_1043C2 WPAWPA2-Personal 11 (2.4G) nlﬂ'l
TPLINK_DATA_TRANS B8 wea-Personal 11 (2.4G) I_\.1I,':
TP-LINK_D94F73 WEP 7 (245 ,hl,ﬁ i

Rescan

3.2 Join a Wireless Network

There are three options of using the adapter to join a Wi-Fi network.

Option 1: TP-LINK Utility

TP-LINK Utility lets you easily connect the adapter to a Wi-Fi network and manage the adapter.
Option 2: WPS (Wi-Fi Protected Setup)

WPS (Wi-Fi Protected Setup) is a network security standard for easily adding computers and

other devices to a home network. Use this method if your wireless router or access point
supports WPS.
Option 3: Windows Wireless Utility

You can use the Windows WLAN Autoconfig service (for Windows 8.1/8/7) and the Wireless
Zero Configuration service (for Windows XP) to join a Wi-Fi network.
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3.21 TP-LINK Utility

=
1. Double-click @ - (TP-LINK Utility icon). The Network screen displays.

TP-LINK =
Tha Reliable Choice
=2 , T = %
= = s 2 & s
Status WPS Network Profile Advanced
Network Name(SSID) Security Channel Signal ~
TP-LINK_7 CAIZG Nore 4 (2.4G) M “
TP-LINK_Network 8 weaz-rersonal 13 (2.4G) M
||
TP-LINK_130969 None 6 (2.46)  E
TP-LINK_BF134C B WrapPLZ-Enterprise 4 (2.46) ,RIM
TP-LINK_130919 None 7 (2.46) 1 U
TP-LINK_1043C2 8 WeA/WPA2-Personal 11 (2.4G) M
TPLINK_DATA_TRANS Wes-Personal 11 (2.46) M
TP-LINK_D34F73 8 wer 7 (2.4G) M
Rescan

2. Select the network you want to join from the list on this screen and click Connect. If you
want the adapter to automatically connect to the network next time, select the Connect

automatically checkbox. Enter your Wi-Fi password when prompted.

TP-LINK
The Reliable Choice
B g & = %
= - L e 3
Status WPS Network Profile Advanced
Network Name(SSID) Security Channel Signal ~
TP-LINK_7CAS2G Mone 4 (2.43) ,hlllﬂ ~
TP-LINK_Network 8 wraz-personal 9 (2.4G) :B!M
[V] Connect automatically 3
1
TP-LINK_130969 None 6 (2.4G) Ll B
TP-LIMK_BF134C B WP NPAZ-Enterprise 4 (2.45) nu,lﬂ!
TP-LINK_130919 None 7 (2.4G) n"ﬂ':
TP-LINK_1043C2 B8 wea/wPAZ-Personal 11 (2.4G) ,ﬁl,'!
TPLINK_DATA_TRANS WPA-Personal 11 (2.4G) ﬁ.ﬂ': i
Rescan

‘@:Note:

If your Wi-Fi network is not displayed in the list, you can try to join it by WPS or by adding a

profile in the Profile screen.

3.2.2 WPS (Wi-Fi Protected Setup)

WPS can be activated via PBC (Push Button Configuration) and PIN code. Please refer to PBC

or PIN below.
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> PBC
Option 1
1. Press the WPS/QSS button on your router or AP. Within 2 minutes, press and hold the

WPS button on the adapter until the following screen appears.

o O o

Configuring the wireless network.

(Wes)

Connecting to the network...

Cancel

2. The following screen indicates a successful connection by WPS. Click OK.

Configuring the wireless network.

(€z5)

Successfully connected to the network by wes |

OK

Option 2
1. Press the WPS/QSS button on your router or AP.

oo
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2. Open TP-LINK Utility and click WPS tab. Select Push the button on my access point or
wireless router and click Connect.

TP-LINK

The Reliable Choice

[ — o
| = > b
= e & & %
Status WPS Netwaork Profile Advanced

m i. This application will guide you through configuring your wireless network.

Please choose a method to join a wireless netwaork:

I @ Push the button on my access point or wireless router. l

() Enter the PIM of my access point or wireless router.

() Enter the PIN of this device into my access point or wireless router.

Connect

3. The following screen indicates a successful connection by WPS. Click OK.

Configuring the wireless network.

(€z5)

Successfully connected to the network by wes |

> PIN
Option 1
1.  Open TP-LINK Utility and click WPS tab. Select Enter the PIN of my access point or

wireless router. Enter the PIN of your router or AP. Click Connect.

TP-LINK

The Reliable Choice

By @ =

Status WPS Netwaork Profile Advanced

m i. This application will guide you through configuring your wireless network.

Please choose a method to join a wireless netwaork:

) Push the button on my access point or wireless router.

I @ Enter the PIN of my access point or wireless router.l

PIN: 13492564

) Enter the PIN of this device into my access point or wireless router

Connect
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‘@:Note:

The default PIN of your router or AP is printed on the product label of your router or AP. If you

generated a new PIN for your router, please enter the new one.

2. The following screen indicates a successful connection by WPS. Click OK.

Configuring the wireless network.

(WWes)

Successfully connected to the network by wes |

Option 2
1.  Open TP-LINK Utility and click WPS tab. Select Enter the PIN of this device into my
access point or wireless router. The screen displays a PIN of the adapter, which is

generated randomly. Click Connect.

TP-LINK

The Reliable Choice

BTy © £ %

Status WPS Network Profile Advanced

m ;! This application will guide you through configuring your wireless network.

Please choose a method to join a wireless network:

(2 Push the button on my access point or wireless router.

) Enter the PIN of my access point or wireless router.

l@?Enterlhe PIN of this device into my access point or wireless muter.?l

Connect

2. Log into the Web Management page of your router or AP. Go to the WPS page, enter the
PIN of the adapter in the corresponding field and click Connect.
3. The following screen indicates a successful connection by WPS. Click OK.

Configuring the wireless network.

(WWes)

Successfully connected to the network by wes |

OK
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3.2.3 Windows Wireless Utility

Follow the instructions in the appropriate section below to use your computer system’s built-in
wireless utility: Windows 8.1/8/7, Windows XP.

» Windows 8.1/8/7
1. Click Sl or il (Network icon) on the system tray. Select the network you want to join,
and click Connect. Enter your Wi-Fi password when prompted.

@=Note:

If you do not want to enter the Wi-Fi password, you can also join a wireless network either by
pushing the WPS or QSS button on your router or AP, or entering the PIN of your router when

the screen prompts you to do so, and click Next.

2. When Connected displays next to the network name (SSID) on the screen, it indicates a
successful network connection.

> Windows XP

1. Right-click 'EE‘ (TP-LINK Utility icon) on the system tray. (If you do not see the icon, click

the hidden icons arrow on the system tray.) Select Switch to Windows wireless

configuration tool.

Open

Radio OFF
Swiitch to Windows wireless canfiguration toal
Switch to SoftAP mode

Ahout

Exit m
Or you can open the TP-LINK Utility and select Advanced tab. Select Use Windows
wireless configuration tool the following figure shows. Click OK when it prompts.

TP-LINK
The Reliable Chaice
= b © = 0,
— e ¢ -
Status WPS Network Profile Advanced

Select wireless configuration tool

O Use TP-LINK Wireless Configuration Utility [ () Use Windows wireless configuration tanl ]

Wireless network adapter switch

Flease choose a wireless netwark adapter |Wire|ggs Network Connection TL-WNS23N v|
SoftAP rmode

OoN @ OFF
Power Save mode

OoN @ OFF

10
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Are you sure o use Windows wireless
configuration tool?

)
2. Right-click (Windows XP Wireless Zero Configuration Utility icon) on the system tray,

and select View Available Wireless Networks.

Change Windows Firewall settings

Cpen Metwork Connections

Repair

Yiew Available Wireless Networks

&L gl w B sazem
T

3. Select the network you want to join, and click Connect. Enter your Wi-Fi password when
prompted.

3.3 Management

TP-LINK Utility provides you with an easy way to manage your adapter. It includes the following
sections:

Status - View the information of the current Wi-Fi network connection and of the adapter.
Profile - Save or manage various Wi-Fi network connection settings.

Advanced - Turn on or off the SoftAP mode and power saving mode, switch between TP-LINK
Utility and Windows Wireless Utility (for Windows XP only).

SoftAP - Configure the settings of the network shared by your adapter, and view the IP address
of your adapter when it works on SoftAP mode.

About — View your adapter’s Utility version and its Driver version.

¥4

Double-click @~ (TP-LINK Utility icon) and click the Status, Profile or Advanced tab to

manage the corresponding section of your adapter.

3.3.1 Status

You can view the IP address and MAC address of the adapter, the signal strength of the Wi-Fi

network, and other information of the network status as shown in the following figure.

1"
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TP-LINK =
Tha Reliable Choice

= =2 O

= 4 4 ‘__ L 9

Status WPS Netwark Profile Advanced
Profile Name: TP-LINK_Metwork:
Network Name(SSID):  TP-LINK_Network
Network Type: Infrastructure Rate: 300Mbps
Channel: 9 (2.4G) Encryption Type: AES
AP MAC: 00-55-46-50-02-01 Wireless Mode: 802.11n
IP Address: 192.168.0.101
Signal Strength: 100% Excellent

3.3.2 Profile

The Profile screen lets you save and manage different Wi-Fi network connection settings as
profiles so that you can quickly and simply connect to your network. Moreover, you can join a
hidden Wi-Fi network that does not broadcast its SSID by adding a profile, provided that you
know its wireless settings, such as SSID, security type, and encryption type. For more details,

please refer to the instructions below: To add a new profile, To join a Wi-Fi network, To manage

an existing profile.

The Reliable Chaice
L - @

= s (9 T 7

Status WPS Network Profile Advanced
Profile Name SSID Network Type  Security Connected
TP-LINK_Metwark TP-LINK_Metwork: Infrastructure  WPA-PSKANVPA . Yes
Home TP-LINK_Metwork1 Infrastructure  WPA-PSKMWPA... No

Add Modify Remove Connect

» To add a new profile

1. Click the Add button, and then a new window will open.

2. Complete the settings as shown in the following figure, and click Save.

12
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Profile Mame: Home

S8ID: TP-LINK_Metwork1 v

Network Type: ® Infrastructure O adhoc

Security Type: | WPA-PSKIWPA2-PSK v

Encryption Type: | TKIPIAES v

Security Key:  |sswememes [[]Show characters

[]Start this connection automatically.

Save Cancel
—— ]

Profile Name - Enter a name for your profile, such as Home, Office, Coffeehouse. Do not enter

the profile name that already exists.

SSID - Select your Wi-Fi network from the drop-down list or enter your Wi-Fi network name
manually.

Network Type - Select Infrastructure if you want to connect to a wireless router or an access
point. Select ad hoc if you want to connect to another wireless client, such as an adapter.

¢ Infrastructure

If you select Infrastructure, you are asked to select or enter the corresponding wireless
settings, which should be the same as those of your Wi-Fi network.

e adhoc

If you select ad hoc, you are asked to configure the wireless settings for your network, including
choosing the operating frequency band, the security type, the encryption type and setting a

security key.

Profile Name: Home 2
S50 TP-LINK_Metwork2 -
Wetwork Type: () Infrastructure @ ad hoc

Security Type: [WEF' .l

Encryption Type: [DDen .I

Key Index: 1 ASCII_B4 -

Security Key: s [7] Show characters

Start this connection automatically.

Save Cancel

@=Note:

As for Key Index, you can select ASCII or Hexadecimal format from the drop-down list.
ASCII_64 - Please enter 5 ASCII characters.

ASCII_128 - Please enter 13 ASCII characters.

Hexadecimal_64 - Please enter 10 Hexadecimal digits (any combination of 0-9, a-f, A-F,
excluded space).

Hexadecimal_128 - Please enter 26 Hexadecimal digits (any combination of 0-9, a-f, A-F,

excluded space).

13
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» To join a Wi-Fi network
If you want to join a Wi-Fi network that listed in the profile screen, select the profile and click

Connect button in the bottom corner.
» To manage an existing profile
If you want to change the name or the wireless settings of an existing profile, select it and click
the Modify button in the bottom corner of the Profile screen, then you can edit the settings of
this profile. If you want to delete a profile that you no longer use, select it and click the Remove

button.

3.3.3 Advanced

- !
Tha Reliable Chaice
L iy = oo
! E ‘W ) = )
— L ol 3
Status WPS Network Profile Advanced
@ Use TP-LINK Wireless Configuration Utility Use Windows wireless configuration tool
Wireless network adapter switch
Pleass choose a wireless network adapter @ | wireless Network Connection TL-WN823N v
SoftAP mode
@oN @ OFF
Power Save mode
@oN @ OFF

Select wireless configuration tool - In Windows XP. You can either use TP-LINK Utility or
Windows wireless configuration tool. While in other operating systems, since you can use both
TP-LINK Utility and Windows wireless configuration tool at the same time, this function is
disabled.

Wireless network adapter switch - If you've installed several adapters in your computer, you
can switch to another adapter among the drop-down list.

SoftAP mode - Once ON is selected, the adapter will work as an AP.

Power Save mode - Once ON is selected, the adapter will automatically reduce its power

consumption when not being used.

3.3.4 SoftAP

SoftAP is short for Software enabled Access Point. When the adapter works in SoftAP mode, it
allows the computer to create a wireless hotspot that other wireless devices nearby can use.
To switch to SoftAP mode, right-click the utility icon .ull in the system tray and select Switch
to SoftAP mode.

14



LI\ v\l 300Mbps Mini Wireless N USB Adapter User Guide

Open

Radio OFF
Switch to SoRAP mode

About

i Exit
dill] ™=

After switching to SoftAP mode, the SoftAP icon appears in the utility. Click the SoftAP tab, and

complete the settings, then click Apply for the settings to take effect.

TP-LINK
The Reliable Choice
™, . - W

B @ © -~ =
= E ‘5;-_. t* a3

Status WPS Network Profile Advanced Soft AP
SoftAP mode: @ ON ® OFF
Internet Connecting Share(ICS): [Local Area Gonnection v]
SSID: SoftAP
Security Type: [WF’AZ—F'SK -]
Encryption Type: [AES -]
Security Key: 12345678 [#] Show characters
IP Address: 192,168,157 1

Apply

> Soft AP mode: Select ON or OFF to enable or disable this function.

> Internet Connecting Share(ICS): Select a network connection that can access to the
Internet from the drop-down list. For example, if your computer is connecting to the Internet
via an Ethernet cable, you should select the corresponding Local Area Connection so as
to share the network with other wireless devices.

> SSID: Set a name for the wireless network shared by your adapter. The default is SoftAP.

»  Security Type: The security type here is set to be WPA2-PSK which is based on 802.11i
and uses AES (Advanced Encryption Standard).

> Encryption Type: The encryption type here is set to be AES.

>  Security Key: Set a security key for the wireless network that shared by your adapter. It is
recommended that you specify another key instead of the default key 12345678. When
another wireless device connects to the network shared by your adapter, it will be asked to
enter the corresponding security key.

> IP Address: Displays the IP address of the adapter when it works in SoftAP mode. You
can also check if the network shared by your adapter is working properly by checking this
IP Address. For example, if the IP Address is 0.0.0.0, it means that the Internet connection
is failed.
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3.3.5 About

You can view the adapter’s information in the About screen, such as the Ul version (Utility
version) and the Driver version. Right-click .all (TP-LINK Utility icon) in the system tray and
select About, then the About screen displays.

Open

Radic OFF
Switch to SoftdAP mode

[ Apout

Exit

3.4 Uninstall Driver and Utility

The software uninstallation steps vary a bit in different systems, please follow the appropriate

instructions for your Windows operating system: Windows 8/8.1, Windows XP/7.

¢ Windows 8/8.1

Uninstall driver:

Go to Start > Apps, and find the TP-LINK application. Click Uninstall - TP-LINK TL-WN823N
Driver, then follow the on-screen instructions to complete the uninstallation.

Uninstall utility:

Go to Start > Apps, and find the TP-LINK application. Click Uninstall - TP-LINK Wireless
Configuration Utility, then follow the on-screen instructions to complete the uninstallation.

e Windows XP/7

Uninstall driver:

Go to Start > All Programs > TP-LINK > Uninstall - TP-LINK TL-WN823N Driver. Follow the
on-screen instructions to complete the uninstallation.

Uninstall utility:

Go to Start > All Programs > TP-LINK > Uninstall - TP-LINK Wireless Configuration Utility.
Follow the on-screen instructions to complete the uninstallation.
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Chapter 4 Mac OS X

4.1 Install Driver and Utility
We take the procedures in Mac OS X 10.10 as an example - the procedures may vary slightly

for other versions of Mac OS.
1. Insert the CD and run it manually. Open the TL-WN823N folder.

sne CD184A6
< =miom B e
Favorites L .
= =
E) All My Files . x T
<) iCloud Drive Autorun.exs autorun.inf config.ini configwin.ini
@‘ AirDrop
#% Applications e
[ Desktop = =
[ Documents configwing.ini GdiPlus.dll image Readme.txt
@ Downloads
Devices
k. Untitied Release.txt TL-WNB21N TL-WN82Z2N TL-WN823N
(&) Remote Disc
[ cp1s4as =

Tags

c?:Note:

The CD is included in the package. If your CD does not work or your computer doesn't support
the CD, you can also download the driver and utility from the TP-LINK website

(www.tp-link.com).

2. Open the Mac OS X Driver folder.

ene 0 TL-WN823N
< = g %~
Favorites [ N
E Al My Files Em,
) iCloud Drive
@‘ AirDrop Driver Files Mac OS X Driver Setup.exe TL-WNB23N_User Utility
Guide.pdf

#; Applications

[ Desktop

|'_EE Documents

@ Downloads Linux Driver
Devices

|= Untitled

(@) Remote Disc

[ cp184As s

Tags

3. Double-click the Mac OS X 10.7_10.10.zip file. It will be unzipped into the Download

folder automatically.
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Mac OS X Driver
< B=ow = #- Q

®

Favorites
& Al My Files a
¢ iCloud Drive :
@ airDrop
# Applications
[=] Desktop
[ Documents
0 Downloads

Mac 0S X
10.7_10.10.zip

Devices
) Untitied
(@ Remote Disc

[ cp1s4as o

Tags

4. Open the Mac OS X 10.7_10.10 folder, double click the Installer.pkg file to open the

installation wizard.

ece Mac 0OS X 10.7_10.10

< BE=owo = #%- Q
Favorites [

£ All My Files .

7 iCloud Drive v SHELL

@) AirDrop Installer.pkg Uninstall.command

# Applications
[ Desktop

ﬁj Documents
0 Downloads
Devices

[=) untitled

(@) Remote Disc

[] cp1s4as 2

Tags

5. The Install TP-LINK Wireless USB Adapter Utility and Driver Wizard window will appear.

Click Continue and follow the wizard to continue the installation.

[ ] w Install TP-LINK Wireless USB Adapter Utility and Driver

Welcome to the TP-LINK Wireless USB Adapter Utility and Driver Installer

Welcome to TP-LINK Wireless world.....
Introduction
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Important Information

This is the Mac OS X driver for TP-LINK Wireless USB Adapter. If you have

Introduction already installed an older version of software, please uninstall it first by executing
“Uninstall.command®. Then you can install this version of software successfully.
Read Me Otherwise, this software can not be upgraded successfully. The system is

required to reboot after the driver is installed, so please close all the other
applications before installing this software. After the system boots up and you
enter the system, please follow the following steps to configure the network:
1. Select the "System Preference" from the system menu.

2. Select and launch the "Network" item in the "System Preference” folder.

3. From the "Configure” list, select the correct adapter and configure it.

4. Configure the settings.

5. Click the "Save” button.

Then you can connect to the WLAN.

Print... Save... Go Back

[ ] w Install TP-LINK Wireless USB Adapter Utility and Driver
Software License Agreement
English
Introduction =
Read Me Copyright (c) 2015 TP-LINK TECHNOLOGIES CO. All rights reserved.

License

Print... Save... Go Back

‘@:Note:

The language of this utility is in accordance with the language of your computer by default, and
any change of it is invalid.

@ Install TP-LINK Wireless USB Adapter Utility and Driver

To continue installing the software you must agree to the terms of
the software license agreement.

Introd Click Agree to continue or click Disagree to cancel the installation and
Read | quit the Installer.
Licens
1 Read License Disagree
I3
Print... Save... Go Back Continue
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@ Install TP-LINK Wireless USB Adapter Utility and Driver
Standard Install on “Macintash HD"

Introduction This will take 5.9 MB of space on your computer.

Read Me Click Install to perform a standard installation of this software for all
users of this computer. All users of this computer will be able to use

License this software.

Destination Select

Installation Type

Go Back

@ Install TP-LINK Wireless USB Adapter Utility and Driver

When this software finishes installing, you
must restart your computer. Are you sure
you want to install the software now?

Introduction

Read Me ftware for all
2 able to use
License Cancsl
Destination Serect
Installation Type
Go Back Install

@ Install TP-LINK Wireless USB Adapter Utility and Driver

Installing TP-LINK Wireless USB Adapter Utility and Driver

Introduction
Read Me
License

Destination Select Registering updated components...
Installation Type

Installation
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[ ] w Install TP-LINK Wireless USB Adapter Utility and Driver

The installation was completed successfully.

Intreduction

Read Me

License
Destination Select

Installation Type The installation was successful.

Installation The software was installed.

Summary

Click Restart to finish installing the software.

6. After restarting the computer, the TP-LINK utility will pop up automatically. You can use the
utility to join a Wi-Fi network with your adapter. For more guidance, please refer to Join a
Wireless Network.

[ ] TP-LINK Wireless Configuration Utility

h- Loc Uy Profiles  Available Network WPS Information

MAC Address : |c4e98418070b
SSiD:
BSSID :

Security : |Ngne
Connection : | Disconnected
Network Type :
Channel :
Link Speed(Mbps) : TX RX
HT Info :
Signal Strength : 0%

Turn Radio OFF

c?:Note:

If the TP-LINK Utility does not pop up automatically, make sure the USB wireless network

adapter is connected properly and the LED is on.

4.2 Join a Wireless Network

There are two options of using the adapter to join a Wi-Fi network.

Option 1: TP-LINK Utility

TP-LINK Utility lets you easily connect the adapter to a Wi-Fi network and manage the adapter.
Option 2: WPS (Wi-Fi Protected Setup)

WPS (Wi-Fi Protected Setup) is a network security standard for easily adding computers and

other devices to a home network. Use this method if your wireless router or access point
supports WPS.
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4.21 TP-LINK Utility

f"-
1. Open TP-LINK Utility = and select Available Network tab. Then select the network
you want to join from the list and click Connect.

[ ] TP-LINK Wireless Configuration Utility

Link Status  Profiles WPS Information

Mssociated  S5ID w Channel Network Type Encryption BSSID
TP-LINK_9839 4 Infrastructure WPA2-PSK AES 002000069828
TP-LINK_8786 1 Infrastructure WPAZ-PSK AES c480467387EE
TP-LINK_82D0haha 1 Infrastructure No Encryption fa96951fca21
TP-LINK_7AFF_4 11 Infrastructure WPA2-PSK AES 1e0aeb147af5
TP-LINK_7AFF_3 11 Infrastructure WPA2-PSK AES 1e0aeb147af3
TP-LINK_7AFF_2 11 Infrastructure WPA2-PSK AES 1e0aeb147af1
TP-LINK_7AFF_1 1" Infrastructure WPAZ-PSK AES  000aeb147aff
TP-LINK_68CEEA 11 Infrastructure No Encryption B0e32768ceea
TP-LINK_5F79 1 Infrastructure No Encryption 64660386579
TP-LINK_2.4GHz_0969 1 Infrastructure WPA2-PSK AES 000aek130969
TP-LINK_2 1 Infrastructure WPA2-PSK AES... 626186010217
TP-LINK_0C451A 6 Infrastructure No Encryption 3c46dB0c451a
TP-LINK_0TD4 ] Infrastructure No Encryption fed733ab07dd
TP-LINK_0690 1 Infrastructure No Encryption fod733ab0690
TP-LINK_0507 12 Infrastructure WPAZ-PSK AES 000203040507
TP-LINK_050607 1 Infrastructure No Encryption Oc8268401e10

2. The wireless network security properties screen displays. If your network uses wireless
security, you will be prompted to enter the Wi-Fi password of the network in the blank field
next to Network key, and enter it again in the blank field next to Confirm network key.
Click OK.

Wireless Network Security Properties

Profile Name : TP-LINK_9839

SSID : TP-LINK_9839

Wireless Network Security Properties

Network Authentication :  WPA2_PSK a

Data Encryption : AES | <]

Key index (advanced) : 1
Network key : | ssssssss

Confirm network key : |seeseeee
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3. After successfully connecting to your network, it will switch to Link Status screen

automatically, which will show the network status. If you select Available Network tab, you
will see a symbol in front of your network’s SSID, which indicates a successful

connection.

[ ] TP-LINK Wireless Configuration Utility

Link Status  Profiles wpPs Information

Ascd SsID ~ Channel Network Type Encryption BSSID
= TP-LINK_9839 Infrastructure WPA2-PSK AES 002000069839
~— TP-LINK_8786 11 Infrastructure WPAZ2-PSK AES c48046738786
TP-LINK_82D0haha 1 Infrastructure No Encryption fa96951fca21
TP-LINK_7AFF_4 11 Infrastructure WPAZ2-PSK AES 1e0aeb147afs
TP-LINK_7AFF_3 1 Infrastructure WPA2-PSK AES 1e0asb147af3
TP-LINK_7AFF_2 11 Infrastructure WPAZ2-PSK AES 1e0aeb147af1
TP-LINK_7AFF_1 1 Infrastructure WPA2-PSK AES  000asb147aff
TP-LINK_88CEEA 11 Infrastructure No Encryption B0e3276Bceea
TP-LINK_5F79 1 Infrastructure No Encryption B466b3BESITY
TP-LINK_2B2B 6 Infrastructure No Encryption 000c432b2...
TP-LINK_2.4GHz_0%6% 11 Infrastructure WPA2-PSK AES  000ack130969
TP-LINK_1B28 7 Infrastructure WPA2-PSK AES 001966081028
TP-LINK_07D4 6 Infrastructure Mo Encryption fcd733ab07dd
TP-LINK_0690 1 Infrastructure No Encryption fcd733ab0690
TP-LINK_0507 12 Infrastructure WPA2-PSK AES 000203040507
TP-LINK_050607 1 Infrastructure No Encryption OcB268401210
Refresh Connect

4.2.2 WPS (Wi-Fi Protected Setup)

WPS can be activated via PBC (Push Button Configuration) and PIN. Please refer to PBC or
PIN below.

> PBC

Option 1

1. Press the WPS/QSS button on your router or AP. Within 2 minutes, press and hold the

WPS button on the adapter until the following screen appears.

vy,
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[ ] TP-LINK Wireless Configuration Utility

Link Status  Profiles  Available Network m Information

SsID Channel Security BSSID
TP-LINK_9839 4 WPA2-PSK AES 002000069839
TP-LINK_5F79 1 Ne Encryption 646603865179
ABCDE 3 No Encryption 841b5ed7daed
TP-LINK_7AFF_1 11 WPA2-PSK AES  000aeb147aff
TP-LINK_0507 12 WPA2-PSK AES 000203040507
TP-LINK_7AFF_2 11 WPA2-PSK AES ~ 1e0aebi147af1
TP-LINK_7AFF_3 11 ~ WPA2-PSK AES  1e0aeb147ai3
TP-LINK_BBCEEA 1 “INd Encryption B80e32768ceea
TP-LINK_E837 1 Ne Encryption f81aB72eeB37
TP-LINK_1B28 7 WPA2-PSK AES ~ 001966081b28
TR INK A7AR 11 WPAD_PEK AFS  ~AGNARTARTAR
Please key the PIN code into your AP's config page PIN
PIN: 84858689 PEC
WPS Progress : Exchange WPS Message
a 2 sec Cancel

2. The following screen indicates a successful connection by WPS. Click OK.

ﬁ WPS Protocol Finished !
‘/"- It will connect to WPS AP automatically.
L

[ OK

Option 2
1. Press the WPS/QSS button on your router or AP.

el I
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2. Within 2 minutes, open TP-LINK Utility and click WPS tab. Click PBC.

[ ] TP-LINK Wireless Configuration Utility

Link Status  Profiles  Available Network | WPS | Information

SsID Channel Security BSSID
TP-LINK_9839 4 WPA2-PSK AES 002000069839
TP-LINK_5F79 1 Ne Encryption 646603865179
ABCDE 3 No Encryption 841b5ed7daed
TP-LINK_7AFF_1 11 WPA2-PSK AES  000aeb147aff
TP-LINK_0507 12 WPA2-PSK AES 000203040507
TP-LINK_7AFF_2 11 WPA2-PSK AES ~ 1e0aebi147af1
TP-LINK_7AFF_3 11 WPA2-PSK AES  1elaeb147af3
TP-LINK_BBCEEA 1 No Encryption B80e32768ceea
TP-LINK_E837 1 Ne Encryption f81aB72eeB37
TP-LINK_1B28 7 WPA2-PSK AES ~ 001966081b28
TR INK A7AR 11 WPAD_PEK AFS  ~AGNARTARTAR

Refresh Please key the PIN code into your AP's config page PIN

PIN: 84858689 PEC

3. The following screen indicates a successful connection by WPS. Click OK.

ﬁ WPS Protocol Finished !!
\/’—- It will connect to WPS AP automatically.
> =)

———
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> PIN
1.  Open TP-LINK Utility and click WPS tab. Mark down the PIN displayed on the screen, and
click PIN.

[ ] TP-LINK Wireless Configuration Utility

Link Status  Profiles  Available Network VIR Information

SSID Channel Security BSsID
TP-LINK_9839 4 WPA2-PSK AES 002000069839
TP-LINK_5F79 1 Ne Encryption 646603865179
ABCDE 3 No Encryption 841b5ed7daed
TP-LINK_7AFF_1 11 WPA2-PSK AES  000aeb147aff
TP-LINK_0507 12 WPA2-PSK AES 000203040507
TP-LINK_7AFF_2 11 WPA2-PSK AES ~ 1e0aebi47afl
TP-LINK_7AFF_3 11 WPA2-PSK AES  1elaeb147af3
TP-LINK_BBCEEA 1 Ne Encryption 60e32768ceea
TP-LINK_EB37 1 No Encryption f81aB72ee837
TP-LINK_1B28 7 WPA2-PSK AES  001966081b28
TR.LINK A7AR 11 WPAD_PSK AFS  ~AGNARTARTAR

Refresh Please key the PIN code into your AP's config page PIN

2. Within 2 minutes, log in to the Web Management page of your router or AP. Go to its WPS
page, enter the PIN of the adapter in the corresponding field and click Connect.

3. The following screen indicates a successful connection by WPS. Click OK.

ﬁ WPS Protocol Finished !!
& = It will connect to WPS AP automatically.
&

[ OK |

4.3 Management

TP-LINK Utility provides you with an easy way to manage your adapter. It includes the following
sections:

Link Status - View the information of the current Wi-Fi network connection and of the adapter.
Profiles - Save or manage various Wi-Fi network connection settings.

Information - View the utility version and the driver version of your adapter.

Open TP-LINK Utility and click the Link Status, Profiles or Information tab to manage the
corresponding section of your adapter.

26



LI\ v\l 300Mbps Mini Wireless N USB Adapter User Guide

4.3.1 Link Status

You can view the signal strength of the Wi-Fi network, the MAC address of the adapter and
other information of the link status as shown in the following figure.

[ ] TP-LINK Wireless Configuration Utility

m Profiles  Available Network wpPs Information

MAC Address :  c4e98419070b

8S8ID : TP-LINK_9839

BSSID: 92000069839

Security : | \WpA2-PSK AES

Connection :  Connected
Network Type : | Infrastructure
Channel : 4
Link Speed(Mbps) : TX |144 RX 144

HT Info: BW:20MHz  MCS:14
Signal Strength : 100%

Turn Radic OFF

4.3.2 Profiles

The Profiles screen lets you save and manage different Wi-Fi network connection settings as
profiles so that you can quickly and simply connect to your network. Moreover, you can join a
hidden Wi-Fi network that does not broadcast its SSID by adding a profile, provided that you
know its wireless settings, such as SSID, security type, and encryption type. For details, please

refer to the instructions below: To add a new profile, To join a Wi-Fi network, To manage an
existing profile.

[ ] TP-LINK Wireless Configuration Utility
Link Status giliZl)  Available Network WPS Information
State Profile Name SSID Network Type
~  TP-LINK_ 9839 TP-LINK_9839 Infrastructure
Home TP-LINK_Metwerk Infrastructure
Add Edit Remove Apply
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» To add a new profile

Click the Add button, and then a new window will open.

2. Complete the settings as shown in the following figure, and click OK.

Wireless Network Security Properties

Profile Name : Home

SSID : TP-LINK_Network

Wireless Network Security Properties

Network Authentication : WPA2_PSK | <]

Data Encryption : = AES | <]

Key index (advanced) : 1
Network key : |ssssssss

Confirm network key : | eeeseees

Cangl —

Profile Name - Enter a name for your profile, such as Home, Office, Coffeehouse. Do not enter
the profile name that already exists.

SSID - Enter the name of your Wi-Fi network.

Wireless Network Security Properties:

Select or enter the corresponding wireless settings, including Network Authentication, Data
Encryption and Network key, which should be the same as those of your Wi-Fi network. Then
click OK.

» To join a Wi-Fi network

If you want to join a Wi-Fi network that listed in the profile screen, select the profile and click
Apply button in the bottom corner.

» To manage an existing profile

If you want to change the name or the wireless settings of an existing profile, select it and click
the Edit button in the bottom corner of the Profile screen, then you can edit the settings of this
profile. If you want to delete a profile that you no longer use, select it and click the Remove
button.
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4.4 Uninstall Driver and Utility

1. Insert the CD and run it manually.
2. Goto TL-WN823N > Mac OS X Driver > Mac OS X 10.7_10.10.zip > Uninstall.command.

[ NN ] Mac OS X 10.7_10.10

< BEH=oo = %~ Q
Favorites

£ All My Files

<7 iCloud Drive v SHELL

@ AirDrop Installer.pkg Uninstall.command

/3 Applications

[=] Desktop

ﬁj Documents

O Downloads
Devices

= Untitled

) Remote Disc

| CD184A5 <

Tags

3. A command window will pop up, please type the password of the root user to uninstall the
software.
4. Wait till the “Process completed” shows up, then restart your computer to finish the

uninstallation.
c?:Note:

The CD is included in the package. If your CD does not work or your computer doesn't support
the CD, you can also download the driver and utility from the TP-LINK website

(www.tp-link.com).
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Chapter 5 Linux

Please visit the TP-LINK support website, find and download the compatible version of driver

for your TL-WN823N at www.tp-link.com.
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Appendix A: Specifications

Normal

Interface USB 2.0 Interface

Standards IEEE 802.11n, IEEE 802.11g, IEEE 802.11b

Button Wi-fi Protected Setup (WPS) Button (QSS Compatible)

Operating System Windows XP, Windows 7, Windows 8, Windows 8.1 32/64bit
Mac OS X 10.7 - 10.10
Linux

Throughput 300Mbps (Maximal)

11b: 1/2/5.5/11Mbps

119: 6/9/12/18/24/36/48/54Mbps

11n: Up to 300Mbps
11b:CCK,QPSK,BPSK

Modulation 119:0OFDM

11n: QPSK, BPSK, 16-QAM, 64-QAM
Media Access Protocol | CSMA/CA with ACK

Radio Data Rate

Data Security WEP; WPA/WPA2; WPA-PSK/WPA2-PSK
Frequency* 2.4 ~2.4835GHz

Spread Spectrum Direct Sequence Spread Spectrum (DSSS)
Safety & Emissions FCC, CE

Environmental and Physical

Working Temperature 0'C~40TC (32F~104T)

Storage Temperature -40°C~70°C(-40°F~158°F)

Working Humidity 10% ~ 90% RH, Non-condensing

Storage Humidity 5% ~ 90% RH, Non-condensing

* Only 2.412GHz~2.462GHz is allowed to be used in USA, which means only channel 1~11 is

available for American users to choose.
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Appendix B: Glossary

>

802.11b - The 802.11b standard specifies a wireless product networking at 11 Mbps using
direct-sequence spread-spectrum (DSSS) technology and operating in the unlicensed radio
spectrum at 2.4GHz, and WEP encryption for security. 802.11b networks are also referred to
as Wi-Fi networks.

802.11g - specification for wireless networking at 54 Mbps using direct-sequence
spread-spectrum (DSSS) technology, using OFDM modulation and operating in the
unlicensed radio spectrum at 2.4GHz, and backward compatibility with IEEE 802.11b devices,
and WEP encryption for security.

802.11n - 802.11n builds upon previous 802.11 standards by adding MIMO (multiple-input
multiple-output). MIMO uses multiple transmitter and receiver antennas to allow for increased
data throughput via spatial multiplexing and increased range by exploiting the spatial diversity,
perhaps through coding schemes like Alamouti coding. The Enhanced Wireless Consortium
(EWC) was formed to help accelerate the IEEE 802.11n development process and promote a
technology specification for interoperability of next-generation wireless local area networking
(WLAN) products.

Ad hoc Network - An ad hoc network is a group of computers, each with a Wireless Adapter,
connected as an independent 802.11 wireless LAN. Ad hoc wireless computers operate on a
peer-to-peer basis, communicating directly with each other without the use of an access point.
Ad hoc mode is also referred to as an Independent Basic Service Set (IBSS) or as
peer-to-peer mode, and is useful at a departmental scale or SOHO operation.

DSSS - (Direct-Sequence Spread Spectrum) - DSSS generates a redundant bit pattern for all
data transmitted. This bit pattern is called a chip (or chipping code). Even if one or more bits
in the chip are damaged during transmission, statistical techniques embedded in the receiver
can recover the original data without the need of retransmission. To an unintended receiver,
DSSS appears as low power wideband noise and is rejected (ignored) by most narrowband
receivers. However, to an intended receiver (i.e. another wireless LAN endpoint), the DSSS
signal is recognized as the only valid signal, and interference is inherently rejected (ignored).

FHSS - (Frequency Hopping Spread Spectrum) - FHSS continuously changes (hops) the
carrier frequency of a conventional carrier several times per second according to a
pseudo-random set of channels. Because a fixed frequency is not used, and only the
transmitter and receiver know the hop patterns, interception of FHSS is extremely difficult.

Infrastructure Network - An infrastructure network is a group of computers or other devices,
each with a Wireless Adapter, connected as an 802.11 wireless LAN. In infrastructure mode,
the wireless devices communicate with each other and to a wired network by first going
through an access point. An infrastructure wireless network connected to a wired network is
referred to as a Basic Service Set (BSS). A set of two or more BSS in a single network is
referred to as an Extended Service Set (ESS). Infrastructure mode is useful at a corporation
scale, or when it is necessary to connect the wired and wireless networks.
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Spread Spectrum - Spread Spectrum technology is a wideband radio frequency technique
developed by the military for use in reliable, secure, mission-critical communications systems.
It is designed to trade off bandwidth efficiency for reliability, integrity, and security. In other
words, more bandwidth is consumed than in the case of narrowband transmission, but the
trade off produces a signal that is, in effect, louder and thus easier to detect, provided that the
receiver knows the parameters of the spread-spectrum signal being broadcast. If a receiver is
not tuned to the right frequency, a spread-spectrum signal looks like background noise.
There are two main alternatives, Direct Sequence Spread Spectrum (DSSS) and Frequency
Hopping Spread Spectrum (FHSS).

SSID - A Service Set Identification is a thirty-two character (maximum) alphanumeric key
identifying a wireless local area network. For the wireless devices in a network to
communicate with each other, all devices must be configured with the same SSID. This is
typically the configuration parameter for a wireless PC card. It corresponds to the ESSID in
the wireless Access Point and to the wireless network name. See also Wireless Network
Name and ESSID.

WEP - (Wired Equivalent Privacy) - A data privacy mechanism based on a 64-bit or 128-bit or
152-bit shared key algorithm, as described in the IEEE 802.11 standard. To gain access to a
WEP network, you must know the key. The key is a string of characters that you create.
When using WEP, you must determine the level of encryption. The type of encryption
determines the key length. 128-bit encryption requires a longer key than 64-bit encryption.
Keys are defined by entering in a string in HEX (hexadecimal - using characters 0-9, A-F) or
ASCII (American Standard Code for Information Interchange — alphanumeric characters)
format. ASCII format is provided so you can enter a string that is easier to remember. The
ASCII string is converted to HEX for use over the network. Four keys can be defined so that
you can change keys easily.

Wi-Fi - A trade name for the 802.11b wireless networking standard, given by the Wireless
Ethernet Compatibility Alliance (WECA, see http://www.wi-fi.net), an industry standards
group promoting interoperability among 802.11b devices.

WLAN - (Wireless Local Area Network) - A group of computers and associated devices
communicate with each other wirelessly, which network serving users are limited in a local
area.

WPA - (Wi-Fi Protected Access) - A wireless security protocol uses TKIP (Temporal Key
Integrity Protocol) encryption, which can be used in conjunction with a RADIUS server.
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