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| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

Report Scope

This report addresses the EMC verification testing and test results of the KRY 901 537/2 DOT
2266 B48 (3550-3700MHz) herein referred to as EUT (Equipment Under Test). The EUT was
tested for compliance against the following standards:

FCC Part 96 SAS requirements (CBRS Test Plan)

. Test procedures, results, justifications, and engineering considerations, if any, follow later in
this report.

For a more detailed list of the standards and the revision used, see the "Applicable Standards,
Specifications and Methods" section of this report.

This report does not imply product endorsement by any government, accreditation agency, or
TUV SUD Canada Inc.

Opinions or interpretations expressed in this report, if any, are outside the scope of TUV SUD
Canada Inc accreditations. Any opinions expressed do not necessarily reflect the opinions of
TUV SUD Canada Inc, unless otherwise stated.
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B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

Summary

The results contained in this report relate only to the item(s) tested.

KRY 901 537/2 DOT 2266
B48B41B25B666 (3550-3700MHz)
Note: Non-Tested Variant Dot 2256
B48B41B25B666 KRY 901 537/1
(See Appendix A Technical Description
for similarity description)

Equipment Under Test (EUT)

EUT passed all tests performed Yes

Tests conducted by Steve McFarlane

For testing dates, see 'Testing Environmental Conditions and Dates'.
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| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

Test Results Summary

Section as per Working Document WINNF-TS-0122

Section | CBS | D | Test Case ID Test Case Title RF Measurement Pass / Fail
D P Requirement
6.14.1. | X -- | WINNF.FT.C.R | Multi-Step Monitor for 60
1 EG.1 registration seconds after REG N/A
message sent. No
transmission during
test.
6.14.1. | -- X | WINNF.FT.D.R | Domain Proxy Monitor for 60
2 EG.2 Multi-Step seconds after REG P
registration message sent. No
transmission during
test.
6.14.1. | X -- | WINNF.FT.C.R | Single-Step Monitor for 60
3 EG.3 registration for seconds after REG N/A
Category A CBSD message sent. No
transmission during
test.
6.1.4.1. | -- X | WINNF.FT.D.R | Domain Proxy Monitor for 60
4 EG.A4 Single-Step seconds after REG N/A
registration for Cat A | message sent. No
CBSD transmission during
(Note: Mandatory test.
for without CPI, if
EUT will always
have signed CPI —
asked for email
waiver)
6.14.1. | X -- | WINNF.FT.C.R | Single-Step Monitor for 60
5 EG.5 registration for seconds after REG N/A
CBSD with CPI message sent. No
signed data transmission during
test.
6.1.4.1. | -- X | WINNF.FT.D.R | Domain Proxy Monitor for 60
6 EG.6 Single-Step seconds after REG P
registration for message sent. No
CBSD with CPI transmission during
. test.
signed data
6.14.1. | X X | WINNFE.FT.C.R | Registration due to Test waits until
7 EG.7 change of an transmission starts, N/A
then trigger an
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| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)
installation installationParam
parameter change.
e Record time
at which
transmission
stops. Time
must be
within 60
seconds of
the
installationPa
ram change
taking effect.
6.142. | X -- | WINNF.FT.C.R | Missing Required Monitor for 60
1 EG.8 parameters seconds after REG N/A
(responseCode 102) | message sent. No
transmission during
test.
6.1.4.2. | -- X | WINNF.FT.D.R | Domain Proxy Monitor for 60
2 EG.9 Missing Required seconds after REG P
parameters message sent. No
(responseCode 102) Igr;smission during
6.14.2. | X -- | WINNFE.FT.C.R | Pending registration | Monitor for 60
3 EG.10 (responseCode 200) | seconds after REG N/A
message sent. No
transmission during
test.
6.1.4.2. | -- X | WINNF.FT.D.R | Domain Proxy Monitor for 60
4 EG.11 Pending registration | seconds after REG P
(responseCode 200) | message sent. No
transmission during
test.
6.142. | X -- | WINNFE.FT.C.R | Invalid parameter Monitor for 60
5 EG.12 (responseCode 103) | seconds after REG N/A
message sent. No
transmission during
test.
6.142. | -- X | WINNF.FT.D.R | Domain Proxy Monitor for 60
6 EG.13 Invalid parameters seconds after REG P
(responseCode 103) | message sent. No
transmission during
test.
6.142. | X -- | WINNF.FT.C.R | Blacklisted CBSD Monitor for 60
7 EG.14 (responseCode 101) | seconds after REG N/A
message sent. No
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transmission during
test.
6.1.42. | -- X | WINNF.FT.D.R | Domain Proxy Monitor for 60
8 EG.15 Blacklisted CBSD seconds after REG P
(responseCode 101) | message sent. No
transmission during
test.
6.142. | X -- | WINNE.FT.C.R | Unsupported SAS Monitor for 60
9 EG.16 protocol version seconds after REG N/A
(responseCode 100) | message sent. No
transmission during
test.
6.14.2. | -- X | WINNF.FT.D.R | Domain Proxy Monitor for 60
10 EG.17 Unsupported SAS seconds after REG P
protocol version message sent. No
responseCode 100) transmission during
test.
6.142. | X -- | WINNFE.FT.CR | Group Error Monitor for 60
11 EG.18 (responseCode 201) | seconds after REG N/A
message sent. No
transmission during
test.
6.1.4.2. | -- X | WINNF.FT.D.R | Domain Proxy Monitor for 60
12 EG.19 Group Error seconds after REG P
(responseCode 201) | message sent. No
transmission during
test.
6.1.43. | X X | WINNE.FT.C.R | Category A CBSD
1 EG.20 location update N/A
6342. | X X | WINNF.FT.C.G | Unsuccessful Grant | Monitor for 60
1 RA.1 responseCode=400 | seconds after REG P
(TYPO FIXED | (INTERFERENCE) | message sent. No
D TO C) transmission during
test.
6342. | X X | WINNF.FT.C.G | Unsuccessful Grant | Monitor for 60
2 RA.2 responseCode=401 seconds after REG P
(GRANT CONFLIC | message sent. No
T) - transmission during
test.
644.1. | X -- | WINNFE.FT.C.H | Heartbeat Success Monitor RF from
1 BT.1 Case (first Heartbeat | start of test. Ensure N/A
Response) that:
e Transmission
does not
start until
time of first
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heartbeat
response or
after.

o After
transmission
starts, meas
ure that
transmission
is within the
granted
channel
(frequencyLo
w, freque
ncyHigh)

64.4.1. | --

X | WINNF.FT.D.H
BT.2

Domain Proxy
Heartbeat Success
Case (first Heartbeat
Response)

Monitor RF from
start of test. Ensure
that:

e Transmission
does not
start until
time of first
heartbeat
response or
after.

o After
transmission
starts, meas
ure that
transmission
is within the
granted
channel
(frequencyLo
w, freque
ncyHigh)

6442 | X

X | WINNF.FT.CH
BT.3

Heartbeat
responseCode=105
(DEREGISTER)

Monitor RF

transmission. Ensur

e that:

e (CBSD stops

transmission
within 60
seconds of
the
heartbeatRe
sponse
which
contains
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responseCod
e=_ 105
6442, | X -- | WINNF.FT.C.H | Heartbeat
2 BT.4 responseCode=500 N/A
(TERMINATED G
RANT)
6442 | X X | WINNF.FT.C.H | Heartbeat Monitor RF
3 BT.5 responseCode=501 transmission from P
(SUSPENDED GR | Startof test. Ensure
ANT) in First thereisno
Heartbeat Response transmission during
the test
6442, | X X | WINNF.FT.C.H | Heartbeat Monitor RF
4 BT.6 responseCode=501 | transmission. Ensur P
(SUSPENDED GR | €
ANT) in Subsequent e CBSD stops
Heartbeat Response transmission
within 60
seconds of
heartbeatRe
sponse
which
contains
responseCod
e=501
6442, | X X | WINNF.FT.C.H | Heartbeat Monitor RF
5 BT.7 responseCode=502 transmission. Ensur
(UNSYNC OP PA | €& P
RAM)
e CBSD stops
transmission
within 60
seconds of
heartbeatRe
sponse
which
contains
responseCod
e=502
6.4.4.2. | -- X | WINNF.FT.D.H | Domain Proxy Monitor RF
6 BT.8 Heartbeat transmission. CBSD P
responseCode=500 | S Will have different
(TEMINATED_GR | behavior: _
ANT) ° CBS_D1: will
continue to
transmit to
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| FCC Part 96 SAS requirements (CBRS Test Plan)

end of test
(thisis not a
pass/fail
criteria, but
check)

e (CBSD2:
must stop
transmission
within 60
seconds of
being sent
heartbeatRe
sponse with
responseCod
e = 500

64.43. | X X

WINNF.FT.C.H
BT.9

Heartbeat Response
Absent (First
Heartbeat)

Monitor RF from
start of test to 60
seconds after last
heartbeatResponse
message was sent.
CBSD should not
transmit at any time
during test

64.43. | X X

WINNF.FT.C.H
BT.10

Heartbeat Response
Absent (Subsequent
Heartbeat)

Monitor RF
transmission. Verify:
e CBSD must

stop
transmission
within
transmitExpir
eTime+60
seconds,
where
transmitExpir
eTime is
from last
successful
heartbeatRe
sponse
message

6.542. | X --

WINNF.FT.CM
ES.1

Registration
Response contains
measReportConfig

No RF monitoring

N/A

6.54.2. | -- X

WINNF.FT.D.M
ES.2

Domain Proxy
Registration

No RF monitoring
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Response contains
measReportConfig
6.542. | X X | WINNF.FT.C.M | Grant Response No RF monitoring
3 ES.3 contains P
measReportConfig
6.542. | X -- | WINNF.FT.C.M | Heartbeat Response
4 ES.4 contains No RF monitoring N/A
measReportConfig
6.54.2. | - X | WINNF.FT.D.M | Domain Proxy No RF monitoring
5 ES.5 Heartbeat Response P
contains
measReportConfig
6.64.1. | X -- | WINNF.FT.C.R | Successful Monitor RF
1 LQ.1 Relinquishment transmission. Ensur N/A
e:
e CBSD stops
transmission
at any time
prior to
sending the
relinquishme
ntRequest
message.
6.64.1. | -- X | WINNF.FT.D.R | Domain Proxy Monitor RF
2 LQ.2 Successful transmission. Ensure P
Relinquishment :
. CBSD stops
transmission at any
time prior to sending
the
relinquishmentReque
st message.
6.74.1. | X -- | WINNFE.FT.C.D | Successful Monitor RF
1 RG.1 Deregistration transmission. Ensur N/A
e:
e CBSD stops
transmission
at any time
prior to
sending the
relinquishme
ntRequest
message
or deregistrat
ionRequest
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message
(whichever is
sent first)
6.74.1. | -- X | WINNF.FT.D.D | Domain Proxy Monitor RF
2 RG.2 Successful transmission. Ensure
Deregistration :
. CBSD stops
transmission at any
time prior to sending
the
relinquishmentReque
st message or
deregistrationReques
t message
(whichever is sent
first)
6.8.4.1. | X X | WINNF.FT.C.SC | Successful TLS No RF transmission
1 S.1 connection between | during test
UUT and SAS Test | Check the tcpdump
Harness for the TLS
information
6.8.42. | X X | WINNF.FT.C.SC | TLS failure due to No RF transmission
1 S.2 revoked certificate during test
Check the tcpdump
for the TLS
information
6.8.42. | X X | WINNF.FT.C.SC | TLS failure due to No RF transmission
2 S.3 expired server during test
certificate Check the tcpdump
for the TLS
information
6.8.42. | X X | WINNF.FT.C.SC | TLS failure when No RF transmission
3 S.4 SAS Test Harness during test
certificate is issue by | Check the tcpdump
unknown CA for the TLS
information
6.8.42. | X X | WINNF.FT.C.SC | TLS failure when No RF transmission
4 S.5 certificate at the SAS | during test
Test Harness is Check the tcpdump
corrupted for the TLS
information
7.14.1. | X X | WINNF.PT.C.H | UUT RF Transmit Power Spectral
1 BT Power Measurement | Density test case.
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Assume we use 1
carrier bandwidth
(say, 5 or 10 MHz),
one frequency (say
middle channel in
band) for

test. Measure at max
transmit power, and
reduce in steps of 3
dB to minimum
declared transmit
pOWer.

If the product as tested complies with the specification, the EUT is deemed to comply with the
standard and is deemed a 'PASS' or ‘P’ grade. If not 'FAIL' grade is issued. Where ‘N/A’ is
stated this means the test case is not applicable, and see Notes, Justifications or Deviations
Section for details.
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| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

Notes, Justifications, or Deviations

The following notes, justifications for tests not performed or deviations from the above listed
specifications apply:

Testing was performed at the client site, as per customer request

A later revision of the standard may have been substituted in place of the previous dated
referenced revision. The year of the specification used is listed under applicable standards. Using
the later revision accomplishes the goal of ensuring compliance to the intent of the previous
specification, while allowing the laboratory to incorporate the extensions and clarifications made
available by a later revision.

For the N/A test cases, the following justifications apply:
a. EUT is a CBSD with Domain Proxy
b. EUT supports the following Conditional functionality from WINNF-TS-0122-
V1.0.2
i. Cl — Multi-step registration (WINNF.FT.D.REG.2)
ii. C3 — Single step registration containing CPI-signed data in the registration
message (WINNF.FT.D.REG.6)
iii. C4 —-RECEIVED POWER WITHOUT GRANT measurement report
(WINNF.FT.D.MES.2)
iv. C5—-RECEIVED POWER WITH GRANT measurement report
(WINNF.FT.D.MES.3, WINNF.FT.D.MES.5)
c. Optional test cases were not performed

The device does not use single-step registration (as defined in condition C2 in WINNF-TS-0122-
V1.0.2, Table 6-2), therefore test cases 6.1.4.1.4, and 6.1.4.3.1 are not applicable as per WINNF-
TS-0122-V1.0.2, Table 6-3 and therefore not required or performed.

Note, where graph sweeps are incomplete, this was used to set the time stamp of when the events
occurred. This can be accomplished by determining the time at which the graph was captured
and subtracting the remaining time. For example if there was a 30 second sweep, and 9 out of 10
is complete, that means the end occurred at the 27 second market. If the time on the graph was
12:03:35, this means the graph started at 12:03:08. This allows us to co-ordinate graph with
UTC in the logs.

Logs are kept on file.
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Applicable Standards, Specifications and Methods

ANSI C63.4:2014

CFR47 FCC Part 96

WINNF-TS-0122
Version V1.0.2
25 November 2020

ISO/IEC 17025:2005

Methods of Measurement of Radio-Noise Emissions from Low-
Voltage Electrical and Electronic Equipment in the Range of 9 kHz to
40 GHz

Code of Federal Regulations — Citizens Broadband Radio Service

Conformance and Performance Test Technical Specification;
CBSD/DP as Unit Under Test (UUT)
Working Document

General requirements for the competence of testing and calibration
laboratories
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Document Revision Status

Revision 001:  April 24, 2023 First Draft
Revision 002: May 01, 2023 Second Draft
Revision 003:  May 03, 2023 Third Draft
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Definitions and Acronyms

The following definitions and acronyms are applicable in this report.
See also ANSI C63.14.

AE — Auxiliary Equipment. A digital accessory that feeds data into or receives data from another
device (host) that in turn, controls its operation.

AM — Amplitude Modulation

Class A device — A device that is marketed for use in a commercial, industrial or business
environment. A 'Class A' device should not be marketed for use by the general public and the
instructions for use accompanying the product shall contain the following text:
Caution: This equipment is not intended for use in residential environments and may not
provide adequate protection to radio reception in such environments.

Class B device — A device that is marketed for use in a residential environment and may also be
used in a commercial, business or industrial environments.

EMC - Electro-Magnetic Compatibility. The ability of an equipment or system to function
satisfactorily in its electromagnetic environment without introducing intolerable electromagnetic
disturbances to anything in that environment.

EMI — Electro-Magnetic Immunity. The ability to maintain a specified performance when the
equipment is subjected to disturbance (unwanted) signals of specified levels.

Enclosure Port — Physical boundary of equipment through which electromagnetic fields may
radiate or impinge.

EUT — Equipment Under Test. A device or system being evaluated for compliance that is
representative of a product to be marketed.

LISN — Line Impedance Stabilization Network
NCR - No Calibration Required

NSA — Normalized Site Attenuation

RF — Radio Frequency

EMC Test Plan — An EMC test plan established prior to testing. See 'Appendix A — EUT &
Client Provided Details'.
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

Testing Facility

Testing for EMC on the EUT was performed at the client site, as per customer request.

Calibrations and Accreditations

TUV SUD Canada Inc is accredited to ISO/IEC 17025 by A2LA with Testing Certificate
#2955.19. The laboratory's current scope of accreditation listing can be found as listed on the
A2LA website. All measuring equipment is calibrated on an annual or bi-annual basis as listed
for each respective test.

Page 18 of 76 Report Issued: 5/3/2023 Report File #: 7169012176A-CBRS-003

© TUV SUD Canada Inc. This test report shall not be reproduced except in full, without written approval of TUV SUD Canada Inc.



Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

Testing Environmental Conditions and Dates
Following environmental conditions were recorded in the facility during time of testing

Date Test Initials Tempoerature Hur:,"d'ty Pressure (kPa)
(°C) (%)
April 18-19,
2023 All SM 20-23 40-55 99.58
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

Detailed Test Results Section
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Client Ericsson
KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)
| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

Authorization transmit after it receives authorization from a SAS.

Section DP | Test Case ID Test Case Title Pass / Fail
6.1.4.1.2 X WINNF.FT.D.REG.2 Domain Proxy Multi-Step
registration P

(=1e3

"I Agilent Spectrum Analyzer - Swept SA

502 | [ [ __ac | . I | |01:56:19 PMapr 19,2023 |
[Gate Delay 57.700 us ] Avg Type: Pwr(RMS) TRACE[1 33456 Detector
Gate: LO Input: RF PNO: Fast 5 Trig: Free Run Avg|Hold:>10/10 TYPE | M A Wik
IFGain:Low Atten: 10 dB DET|A SNNNN
Mkr1 3.630 0 GHz Auto
l1_0 dBidiv  Ref 0.00 dBm -77.853 dBm
og
-10.0 Normal

Center 3.6300 GHz Span 200.0 MHz
#Res BW 1.0 MHz #VBW 3.0 MHz #Sweep 100 ms (1001 pts)
IMSG. .STJ\T'US.

Report File #: 7169012176A-CBRS-003
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

6.1.4.1.6 X WINNF.FT.D.REG.6 Domain Proxy Single-Step
registration for CBSD with CPI P
signed data

LBX

50 Q | | | AC | SENSE:INT| i ALIGNAUTO  |02:01:30 PMApr 19, 2023 Detector
Avg Type: Pwr(RMS) TRACE|] 23456
[éate Delagmngoohgft RE  PNO: Fast (g0 l Trig: Free Run Avg|Hold:>10/10 TYPE|M A Wi
IFGain:Low Atten: 10 dB CETA SNNNN
Mkr1 3.630 0 GHz Awto
19g8idiv_Ref 0.00 dBm -77.853 dBm
g Norm
-200
Average
300 (Log/IRMSIV)
-40.0
Pe
50.0
60.0
Sample
700
1
[k T Fﬂﬁmﬂw
o0 gi Negative Peak
900
Center 3.6300 GHz Span 200.0 MHz
#Res BW 1.0 MHz #VBW 3.0 MHz #Sweep 100 ms (1001 pts)
|MSG'J,’ File <REG2_REPEAT .png> saved 'sTatUs|
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Client Ericsson
KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)
| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)
6.1.4.2.2 X WINNF.FT.D.REG.9 Domain Proxy Missing

Il Agilent Spectrum Analyzer - Swept SA

Required parameters
responseCode 102

s0Q | AC | SENSE:INT| ALIGNAUTO | 02:05:46 PM Apr 19, 2023
[Gate Delay 57.700 ps Avg Type: Pwr(RMS) TRACE|1 23456
Gate:LO  put RE PNO: Fast (oo 11ig:Free Run Avg|Hold:>10/10 T et

=13

Detector

10 dBidiv.  Ref 0.00 dBm

IFGain:Low Atten: 10 dB

Mkr1 3.630 0 GHz
-77.853 dBm

Auto

Log

Center 3.6300 GHz Span 200.0 MHz
#Res BW 1.0 MHz #VBW 3.0 MHz #Sweep 100 ms (1001 pts)
msG iJFile <REG6.png> saved STATUS
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

6.1.42.4 WINNF.FT.D.REG.11 Domain Proxy Pending
registration (responseCode P
FEX
5 i | | | k] | SENSE:NT] — APT:I:{“RLE;S } |02-.09:T1Re$mu 19,2023 Detector
Gate Delay 57.700 ys vg Type: 123456
= : Trig: Free Run Avg|Hold:>10/10 TYPE|M A Wi
Gate: LO Input: RF |€(§3an;¢© Aten: 10 dB oeTlA SNNNN
Mkr1 3.630 0 GHz Auta
19 dBidiv Ref 0.00 dBm -77.853 dBm
idn Norm
-20.0
Average
-30.0 (Log/IRMSIV)
-40.0
Pe
500
600
Sample
700
1
YL T A
o0 ' R Negative Peak
800
Center 3.6300 GHz Span 200.0 MHz
#Res BW 1.0 MHz #VBW 3.0 MHz #Sweep 100 ms (1001 pts)
|MSG'J,’FiIe <REG9.png> saved —
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| FCC Part 96 SAS requirements (CBRS Test Plan)

Product

| Standard(s)

Domain Proxy Invalid

WINNF.FT.D.REG.13
parameters (responseCode 103)

=1

ALIGNAUTO  |02:15:15 PMApr 19, 2023
Detector

SENSE:INT| |

Avg Type: Pwr(RMS) TRACE[1 23456
féﬂte Delagmﬂguu,,!:ft RE PNO: Fast (oD l Trig: Free Run Avg|Hold:>10/10 TYPE|MA Wiviit
IFGain:Low Atten: 10 dB DET/ASNNNN
Mkr1 3.630 0 GHz Auto
1o gmdiv Ref 0.00 dBm -77.853 dBm
Norm

-10.0

Span 200.0 MHz
#Sweep 100 ms (1001 pts)

STATUS

Center 3.6300 GHz
#Res BW 1.0 MHz

Ii.csc-;_i/File <REG11.png> saved

#VBW 3.0 MHz

Report File #: 7169012176A-CBRS-003
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

6.1.4.2.8 X WINNF.FT.D.REG.15 Domain Proxy Blacklisted
CBSD (responseCode 101)

FEX
soe | ] | AC | SENSEINT] [ BLIGNAUTO  |02:16:37 PMApr 10, 2023 R
ate Delay 57.700 uys Avg Type: Pwr(RMS) TRACE[1 23456
[G gm; Lo |,!:"t; RF PNO: Fast o0 l Trig: Free Run Avg|Hold:>10/10 TYPE r:g m
IFGain:Low Atten: 10 dB DET
Mkr1 3.630 0 GHz Mo
1o gmdiv Ref 0.00 dBm -77.853 dBm
-10.0 Norm
-200
-30.0
-40.0
-50.0
-60.0
700

0 0 AR A

-80.0

Center 3.6300 GHz Span 200.0 MHz

#Res BW 1.0 MHz #VBW 3.0 MHz #Sweep 100 ms (1001 pts)
|QSG-J/FiIe <REG13.png> saved sTaTUS |
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

6.1.4.2.10 WINNF.FT.D.REG.17 Domain Proxy Unsupported
SAS protocol version P
responseCode 100
" Agilent Spectrum Analyzer - Swept SA |:|rg_]rz|
[_ 0 | | | AC | SENSE:INT| i ALIGNAUTO  |02:24:04 PMApr 19, 2023 Detector
Gate Delay 57.700 us l Avg Type: Pwr(RMS) TRACE|] 23456
= : Trig: Free Run Avg|Hold:>10/10 TYPE|M A Wi
Gate: LO Input: RF |€(§3an;¢© Aten: 10 dB oeTlA SNNNN
Mkr1 3.630 0 GHz RAuso
19 dBidiv Ref 0.00 dBm -77.819 dBm
00 Norm
-20.0
Average
-30.0 (Log/IRMSIV)
-40.0
Pe
50.0
£0.0
Sample
700
1
800 P T T )
Negative Peak
90,0
Center 3.6300 GHz Span 200.0 MHz
#Res BW 1.0 MHz #VBW 3.0 MHz #Sweep 100 ms (1001 pts)
IMSG. -STJ\TUS.
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Client Ericsson
KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)
| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

6.1.4.2.12 X WINNF.FT.D.REG.19 Domain Proxy Group Error

" Agilent Spectrum Analyzer - Swept SA

(responseCode 201

soR | | | AC | SENSE:INT| | ALIGNAUTO  |02:27:22 PM Apr 19, 2023

[Gate Delay 57.700 us | Avg Type: Pwr(RMS) TRACE|1 23456
Gate:LO  Tput R PNO: Fast (5 17ig:FreeRun Avgiold:=10N0 U A

=1

Detector

10 dB/div
Log

IFGain:Low Atten: 10 dB

Mkr1 3.630 0 GHz
-77.819 dBm

Auto

Ref 0.00 dBm

-10.0

900
Center 3.6300 GHz Span 200.0 MHz
#Res BW 1.0 MHz #VBW 3.0 MHz #Sweep 100 ms (1001 pts)
IQSG-J/FiIe <REG17.png> saved status|
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

Check the device registration and authorization with the SAS,
Confirm that the device changes its operating power and/or channel
in response to a command from the SAS and Confirm that the device
correctly configures based on the different license classes.

6.3.4.2.1 | WINNF.FT.C.GRA.1 | Unsuccessful Grant Monitor for 60 seconds after REG
responseCode=400 message sent. No transmission
(INTERFERENCE) during test.
"I Agilent Spectrum Analyzer - Swept SA
[_s02 | 8 SeNSEINT] | ALIGNAUTO  Jeze7PMApr 19203 o
Gate Delay 57.700 us - Avg Type: Pwr(RMS) TRACE(] 23456
il il il
Mkr1 3.630 0 GHz Airto
19g8idiv_Ref 0.00 dBm -77.819 dBm
100 Normal
200
Average
30.0 (LogIRMSIV)
-400
Peak
-50.0
-60.0
Sample
700
1
(A, Fa DV L e
Negative Peak
900
Center 3.6300 GHz Span 200.0 MHz
#Res BW 1.0 MHz #VBW 3.0 MHz #Sweep 100 ms (1001 pts)
wsG AJFile <REG19.png> saved STATUS
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

6.3.4.2.2 | WINNF.FT.C.GRA.2 | Unsuccessful Grant Monitor for 60 seconds after REG
responseCode=401 message sent. No transmission

GRANT CONFLICT during test.

3 Agilent Spectrum Analyzer - Swept SA |:|rg_]fz|
s0g | | | AC | SENSE:INT| 1 ALIGNAUTO  |02:35:42 PMApr 19, 2023 Detector
Gate Delay 57.700 uys Avg Type: Pwr(RMS) TRACE[1 23456
[_ gate: LO |.t;ut; RE PNO: Fast (o0 l Trig: Free Run Avg|Hold:>10/10 TYPE|M A Widdiia
IFGain:Low Atten: 10 dB DET/JASNNNN
Mkr1 3.630 0 GHz Ao
-77.819 dBm

10 dBidiv. ~ Ref 0.00 dBm
Log

-10.0

-90.0

Center 3.6300 GHz Span 200.0 MHz

#Res BW 1.0 MHz #VBW 3.0 MHz #Sweep 100 ms (1001 pts)
IMSG. -STJ\TUS.
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Client Ericsson
KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)
| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

6.4.4.1.2 | WINNF.FT.D.HBT.2 | Domain Proxy Heartbeat | Monitor RF from start of

Success Case (first test. Ensure that:

Heartbeat Response) e Transmission does not
start until time of first

heartbeat response or after.
e After transmission

starts, measure that

transmission is within the

granted channel

(frequencyLow, frequenc

High
"l Agilent Spectrum Analyzer - Swept SA
- AL | SENSEINT] | AUGNAUTO  [06:09:22 PMAgr 18, 2023 Marker
I Avg Type: Pwr(RMS) TRACE
arker 1 _18.0008 ﬁpu: P +| Trig: Free Run n:sﬁH::i?-nw : |12 3456
IFGain:Low Atten: 14 dB cerlA NNNAN o atect Marker
Mkr1 18.00 s 1"
19 dudiv Ref 3.00 dBm -25.837 dBm
*
700 Norm
70
‘1 Delt
270
370
Fixed(
470
570
o]
£70
el Properties»
70
More
Center 3.555000000 GHz Span 0 Hz 10f2
Res BW 1.0 MHz VBW -- Sweep 360.0 s (1001 pts)
wsa | \sTaTus| Li'r':pul 6verioa.d:gb.c over range
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

6.4.4.2.1 | WINNF.FT.C.HBT.3 | Heartbeat Monitor RF transmission. Ensure
responseCode=105 that:
(DEREGISTER) e CBSD stops transmission

within 60 seconds of the
heartbeatResponse which
contains responseCode

= 105
B Agilent Spectrum Analyzer - Swept SA r:_|[_E|[z|
(X | soe | AC | SENSE:INT| [ ALIGNAUTO  |06:21:38 PMApr 18,2023 | Fr— [
[ : Avg Type: Pwr(RMS) TRACE(] 23456
arker 1 163.081 S RF PG Fs = Trig: Free Run Avg|Hold: 4100 TYPE (M wAAMY
IFGainlow  Atten: 14 dB CETAREEEE SelectMarker
Mkr1 163.1 s 1*
19g8idiv_Ref 3.00 dBm -76.079 dBm
*
=0 Normal
170 _{r-w
Delt
270
370
Fixed
-47.0
-57.0
[ (o]
7.0
| ¢
pi Properties»
670
More
Center 3.555000000 GHz Span 0 Hz 10f2
Res BW 1.0 MHz VBW --- Sweep 360.0 s (1001 pts)
MSG sTatus ! Input Overload;ADC over range
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Client Ericsson
KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)
| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)
6.4.4.2.3 | WINNF.FT.C HBT.5 | Heartbeat Monitor RF transmission from start

of test. Ensure there is no

responseCode=501
transmission during the test

(SUSPENDED_GRANT)
in First Heartbeat
Response

" Agilent Spectrum Analyzer - Swept SA

CEX

s0p | AC | AMUIGNAUTO  06:27:11PMApr 18,2023 | Marker
Avg Type: Pwr(RMS) TRACE|]1 23456
ﬂarker 1 46.9000 ﬁput RF PNO: Fast —— l Trig:!":ree Run Avg|Hold: --1100 1$ TWNNNN "
IFGain:Low Atten: 14 dB sme‘;tr“a-kerb
Mkr1 48.96 s 1
10deidiv_Ref 3.00 dBm -76.082 dBm
*
o Normal
-17.0
Delt
-27.0
-37.0
Fixed
-47.0
570
(o)
670
.1
770 Properties»
87.0
More
Center 3.555000000 GHz Span 0 Hz 10f2
Res BW 1.0 MHz VBW --- Sweep 360.0 s (1001 pts)
I»EG"_ pp— o - —— e _STAT_us“}_I_np;t Ov_encE;ADC over range
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

6.4.4.2.4 | WINNF.FT.C.HBT.6 | Heartbeat Monitor RF transmission. Ensure:
responseCode=501 e CBSD stops transmission
(SUSPENDED_GRANT) within 60 seconds of
in Subsequent Heartbeat heartbeatResponse which
Response contains responseCode=501
" Agilent Spectrum Analyzer - Swept SA |Z|@|E|
[ so@ | | | AC_ | SENSEINT| [ ALIGNAUTO  |06:31:50 PM Apr 18,2023 | i
Marker 1 159.481 s | Avg Type: Pwr(RMS) TRACE[1 23456 Marker
Input: RF PNO: Fast —»— Trig: Free Run Avg|Hold: --/100 TYPE [M rbARARAA-
IFGain:Low Atten: 14 dB i Select Marker
Mkr1 159.5 s 1
1o gBJ‘div Ref 3.00 dBm -52.272 dBm
%*
7.00 Normal
70—
Delt
270
-37.0
Fixed
-47.0 1
57.0
| (o]
67.0 _n
A Properties»
870
More
Center 3.555000000 GHz Span 0 Hz 10f2
Res BW 1.0 MHz VBW -- Sweep 360.0 s (1001 pts)
liwse [ _éums“_;_lnput Ovedoad:ADC over range
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

6.4.4.2.5 | WINNF.FT.C.HBT.7 | Heartbeat Monitor RF transmission. Ensure:
responseCode=502
(UNSYNC_OP_PARAM e (CBSD stops transmission
) within 60 seconds of
heartbeatResponse which
contains responseCode=502
"1 Agilent Spectrum Analyzer - Swept SA |;|@IE|
| soe | | | AC SENSE:INT| ALIGNAUTO  |06:46:38 PMApr 18, 2023 TracelDet
Avg Type: Pwr(RMS TRACE
ﬂarker 1 210281 ﬁput: RE PNO: Fast —— | Trig: Free Run A::[H:::I?-Jrog ) TYPE I‘%ﬂmwz S
IFGain:low  Aften: 14 dB SR NANNTT  solect Trace |
Mkr1 210.2 s Trace 1
19gBidv_Ref 3.00 dBm -53.467 dBm
%
700 Clear Write
-17.0 'rq_"
’J Trace Average
270
-37.0
Max Hold
-47.0 ’-[
-57.0
Min Hold
67.0
770 View/Blank 5
Trace On
-87.0
More
Center 3.555000000 GHz Span 0 Hz 10f3
Res BW 1.0 MHz VBW --- Sweep 360.0 s (1001 pts)
usc@,;File <ftsryjtsryj.png> saved lsTaTUS ! Input Overload;ADC over range
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Client

Ericsson

Product

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s)

| FCC Part 96 SAS requirements (CBRS Test Plan)

6.4.42. | --

X | WINNF.FT.D.H
BT.8

Domain Proxy
Heartbeat
responseCode=500
(TEMINATED_GR
ANT)

Monitor RF
transmission. CBSD
s will have different
behavior:

e CBSD1: will
continue to
transmit to
end of test
(this is not a
pass/fail
criteria, but
check)

e (CBSD2:
must stop
transmission
within 60
seconds of
being sent
heartbeatRe
sponse with
responseCod
e =500
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

" Agilent Spectrum Analyzer - Swept SA |Z|@|!Z|
[ so@ | | | AC_ | SENSEINT| | ALGNAUTO | 06:53:33PMApr 18,2023 | )
Marker 1 59.4008 s ] Avg Type: Pwr(RMS) TRACE[1 23456 Marker
input RE PNO: Fast >~ Trig:Free Run Avg|Hold: --1100 TYPE A
IFGain:Low Atten: 14 dB oA MEENEL Select Marker
Mkr1 59.40 s 1
19 g8idv_Ref 3.00 dBm -22.945 dBm
*
7 Normal
—
170 ’1
Delt
27.0
-37.0
Fixed
-47.0
57.0
o
67.0
e Properties»
870
More
Center 3.555000000 GHz Span 0 Hz 10f2
Res BW 1.0 MHz VBW --- Sweep 360.0 s (1001 pts)
|Mse¢g File <dhfghdfgdhdg.png> saved -STATUS__LInput Ovedoad:AD'C over range
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

6.4.43.1 | WINNF.FT.C.HBT.9 | Heartbeat Response Monitor RF from start of test to 60
Absent (First Heartbeat) | seconds after last
heartbeatResponse message was
sent. CBSD should not transmit at
any time during test
" Agilent Spectrum Analyzer - Swept SA r;|f_6|g|
| soe | | AC | SENSE:INT| [ ALIGNAUTO  |07:06:32 PMApr 18,2023 | TracelDet
. Avg Type: Pwr(RMS TRACE
Merker't 20.2008 ﬁ,p"t RE PNO: Fast —— | Trig: Free Run A:;%Hovl.:lf -J:OI;( ! TYPE hm
FGain:Low  Atten: 14 dB i Select Trace
Mkr1 59.40 s Trace 1
19 gBidv_Ref 3.00 dBm -76.078 dBm
*
7.00 Clear Write
-17.0
Trace Average
=270
370
Max Hold
-47.0
-57.0
Min Hold
67.0
.1
770 View/Blank .
Trace On
-87.0
More
Center 3.555000000 GHz Span 0 Hz 10f3
Res BW 1.0 MHz VBW --- Sweep 360.0 s (1001 pts)
MSG status ! Input Overload;ADC over range
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

6.4.4.3.2 | WINNF.FT.C.HBT.10 | Heartbeat Response Monitor RF transmission. Verify:
Absent (Subsequent e CBSD must stop
Heartbeat) transmission within
transmitExpireTime+60
seconds, where
transmitExpireTime is
from last successful
heartbeatResponse
message
l Agilent Spectrum Analyzer - Swept SA |;|@|E|
| soe | | | AC | SENSE:INT] [ ALIGNAUTO  [07:19:08 PMApr 18, 2023 Marker
Avg Type: Pwr(RMS TRACE
ﬁarker 1 0% 693 ﬁput: RE PNO: Fast —— | Trig: Free Run A::[H:l':lt --Jroré ! TYPE :1%%2 S
IFGain:Low Atten: 14 dB i SelectMarker |
Mkr1 301.7 s 1
{9g8idiv__Ref 3.00 dBm -76.080 dBm
%*
700 Normal
-17.0 r._'-
270
-37.0
-47.0
-57.0
-67.0
1
s Properties»
-87.0
More
Center 3.555000000 GHz Span 0 Hz 10f2
Res BW 1.0 MHz VBW --- Sweep 360.0 s (1001 pts)
MSG sTatus ! Input Overload;ADC over range
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Client

Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-

Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)
| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)
6.5.4.2.2 | WINNF.FT.D.MES.2 | Domain Proxy
Registration Response No RF monitoring
contains
measReportConfig

Pass saw “measreportconfig” in logs
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Client

Ericsson

Product

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

6.5.4.2.3

WINNF.FT.C.MES.3 | Grant Response contains No RF monitoring
measReportConfig

Pass saw “measreportconfig” in logs
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Client

Ericsson

Product

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

6.5.4.2.5

WINNF.FT.D.MES.5 | Domain Proxy Heartbeat | No RF monitoring
Response contains
measReportConfig

Pass saw “measreportconfig” in logs
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Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-

Client

Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)
| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

6.6.4.1.2 | WINNF.FT.D.RLQ.2 | Domain Proxy Successful | Monitor RF transmission. Ensure:
Relinquishment . CBSD stops transmission at
any time prior to sending the
relinquishmentRequest message.
"l Agilent Spectrum Analyzer - Swept SA |f._—|rE_]g|
s0Q | | [ ac | SENSEINT| | aueNauTO  [07:28:08PMApr 18,2023 | Marker
Avg Type: Pwr(RMS) TRACE|]1 23456
Marker 1_142.201 ﬁput AF—PNoFas == Trig: Free Run AvglHold: -4100 TYPE M WA
IFGain:Low Atten: 14 dB - SelectMarker |
Mkr1 142.2 s 1
19gBidiv_Ref 3.00 dBm -55.840 dBm
*
7.00 Norm
-17.0 T
-27.0
-37.0
-47.0
‘1
57.0
-67.0
e Properties»
87,0
More
Center 3.555000000 GHz Span 0 Hz 10f2
Res BW 1.0 MHz VBW - Sweep 360.0 s (1001 pts)
Iiase_- -STATUS“_LInput Overload;ADC over range
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

6.7.4.1.2 | WINNF.FT.D.DRG.2 | Domain Proxy Successful | Monitor RF transmission. Ensure:
Deregistration . CBSD stops transmission at
any time prior to sending the
relinquishment Request message or
deregistration Request message
whichever is sent first
"I Agilent Spectrum Analyzer - Swept SA
LXi | soe | | | AC | SENSEINT| ALIGNAUTO  |07:43:22 PMApr 18, 2023 Miickise
i Avg Type: Pwr(RMS) TRACE
arker 1 A7 ﬁlput: RE PNO: Fast —— | Trig: Free Run A::[H:I':I?-Jroo TYPE hmz A
IFGaimLow Atten: 14 dB AN SelectMarker
Mkr1 177.1 s 1”
19gBidiv_Ref 3.00 dBm -56.389 dBm
*
700 Normal
-17.0 r’-hn
Delt:
270
-37.0
Fixed
-47.0
*1
57.0
o
67.0
8 Properties»
87.0
More
Center 3.555000000 GHz Span 0 Hz 10f2
Res BW 1.0 MHz VBW --- Sweep 360.0 s (1001 pts)
MSG STATUS
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

Confirm that the device transmits at a power level less than or equal
to the maximum power level approved by the SAS.

7.14.1. | X X | WINNF.PT.C.H | UUT RF Transmit Power Spectral
1 BT Power Measurement | Density test case. P

Assume we use 1
carrier bandwidth
(say, 5 or 10 MHz),
one frequency (say
middle channel in
band) for

test. Measure at max
transmit power, and
reduce in steps of 3
dB to minimum
declared transmit
power.
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

3555 MHz Low power

"| Agilent Spectrum Analyzer - Channel Power |f._—|@|E|
soe | ] ] AC__ | SENSEINT| . ALIGNAUTO _|03:22:05 PM Apr 18, 2023 |
Marker 1 3.5577 GHz | Center Freq: 3565000000 GHz Radio Std: None Gate
Gate: L0 Input RF == Trig:Free Run Avg|Hold: 10110
IFGain:Low #Atten: 30 dB Radio Device: BTS
Gate
10 dBidiv On Off
Log MBLEAST o 1 S hud bl GATESTDP = E
2 i
] ! -
2 L — Gate View
50 on Off
-90
Gate View Sweep Time 10.0 ms =
Gate View

Mkr1 3.55768 GHz Sweep Time

10dgigy __Ref 0dBm -5.3288 dBm st
?1% ' L E LA R R A -|||"I!‘l"tpﬂ1""r‘l'
-2l A : ik Gate Del
x Vi AN e einy
B r{' '\} 3.6000 ms
o B e e
-70 Gate Length
-80 3.8000 ms
%0
enter 3.555 GHz Span 20 MHz
es BW 1 MHz #BW 3 MHz #Sweep 100 ms|
Channel Power Power Spectral Density
More
3.29 dBm/ 10 MHz -6.71 dBm/MHz 10f2
MSG _STM"US-
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

(=13
soR | ] | | ac | SENSE:NT| ALIGNAUTO  |03:11:27 PMApr 18, 2023 —
arker 1 3.5574 GHz Center Freq: 3.555000000 GHz Radio Std: None
m Gate: LO Input: RE = | Trig: Free Run Avg|Hold: 1010 i
IFGain:Low #Atten: 30 dB Radio Device: BTS
State»r
10 dBldiv
Lg MBEAST = —— — - — L CRICSTIF i¥al
-30
-40
50
-E0 st
-0
-80
-90
Gate View Sweep Time 10.0 ms

Mkr1 3.55744 GHz

10 dBdiv Ref 0 dBm -2.2853 dBm
L?ﬂ mr r!n-!v Ty ‘l]r'IIITIﬁ‘ITrrTT'I‘Tp\?
20 i ‘r\,\ Da
30 1! %, (Export) »
40 A Trace 1
A
ﬁ e o B R R o Rt et 8
70 St‘:ro?.'\enb
80
o Image
Center 3.555 GHz Span 20 MHz
es BW 1 MHz #VBW 3 MHz #Sweep 100 ms|
Channel Power Power Spectral Density
6.21 dBm/ 10 MHz -3.79 dBm/MHz
l-:ﬁ STATUS
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

PSD 3635 MHz High power

"| Agilent Spectrum Analyzer - Channel Power

T | | AC SENSE:INT| ALIGNAUTO  |03:30:44 PMApr 18, 2023 Gate
Center Freq: 3.635000000 GHz Radio Std: None
Gate Delagmi.gzuolmgm g | Trig: Free Run Avg|Hold: 1010
IFGain:Low #Atten: 30 dB Radio Device: BTS
Gate
10 dBldiv (o]} Off
Loﬁ ¥ ) ¥ T e T —— F 1
2 — Gate View
g on off
a0
Gate View Sweep Time 10.0 ms
d Gate View
Mkr1 3.63268 GHz Sweep Time
10dB/div___ Ref 0 dBm -3.5759 dBm 0o me
L?ﬁ wwnﬂ-ﬂﬂfq TTIT T I T PTr T vyrvey T T ;
-2 A hN Gate Delay|
30 { N\
e / A 3.6200 ms
S0 \re—
£0 s L
-70 Gate Length
-850 3.7200 ms
a0
enter 3.635 GHz Span 20 MHz
es BW 1 MHz #VBW 3 MHz #Sweep 100 ms|
Channel Power Power Spectral Density
More
5.05 dBm/ 10 MHz -4.95 dBm/MHz 10f2
.MSG | ‘-.STJ\TUS..
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

PSD 3560 MHz Low power

"| Agilent Spectrum Analyzer - Channel Power
s0Q | AC | SENSE:INT| ALIGNAUTO  [03:36:04 PMApr 18, 2023

; T ' - . 5 Gate
ate Lenath 3.7000 ms Center Freq: 3.635000000 GHz Radio Std: None
@ gGats: 10 Input: RE = | Trig: Free Run Avg|Hold: 1010
IFGain:Low #Atten: 30 dB Radio Device: BTS Gate
10 dBldiv 3 On Off|
Lg Rt - L7 ym-." Lv A R — -\r-m-“
X
3 — Gate View|
-0
4 On Off|
90
Gate View Sweep Time 10.0 ms =
Gate View|

Mkr1 3.63262 GHz Sweep Time

10 dBidiv____Ref 0 dBm -6.5672 dBm 100 fne
L?ﬂ A,ﬂ""'m“-p D L . ‘\
-20
i Fi % Gate Delay
Fy \ 3.6000 ms
-40 i \\
A J vy
-60
-70 Gate Length
-80 3.7000 ms
-90
Center 3.635 GHz Span 20 MHz
es BW 1 MHz #VBW 3 MHz #Sweep 100 ms|
Channel Power Power Spectral Density
More
2.03 dBm/ 10 MHz -7.97 dBm/MHz 10f2
l-:ﬁ STATUS
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

PSD 3560 MHz High power

B Agilent Spectrum Analyzer - Swept SA El@lgl
sog | | | AC | SENSE:NT| ALIGN AUTO |04:35:23 PM Apr 18, 2023 Marker
: #Avg Type: Pwr(RMS) TRACE(] 23456
marker 1 2;2:611729323 F?FUO ?Nig:sz para | Trig: Free Run Avg|Hold: 10110 TYPE|A Wm
IFGain:Low Atten: 30 dB i SelectMarker |
Mkr1 3.567 72 GHz 1
10 dBidiv__Ref 20.00 dBm -2.599 dBm
og I
100
i 2 !1 Normal
" " v v
-10.0 {’d
-200

i DO T v 5 R ]
700
enter 3.56000 GHz Span 40.00 MH
es BW 1.0 MHz VBW --- #Sweep 100 ms (1001 ptsﬂ
P
3| N z -2.864 dBm| Band Power |  20.00 MHz 9.375 dBm
Properties»
6
T
8
9 More
L 10f2
MSG STATUS
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Client

Ericsson

Product

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-

3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

PSD 3640 MHz Low power

B Agilent Spectrum Analyzer - Swept SA El@lgl
soR | il | AC | SENSE:NT| ALIGNAUTO  [04:50:51 PMApr 18, 2023 Marker
#Avg Type: Pwr(RMS) TRACE(] 23456
marker 1 2&?%_%52?3?? F?FUO ?Nig:ZFm g | Trig: Free Run Avg|Hold: 1010 TYPE Em
FGainlow Atten: 30 dB — SelectMarker
Mkr1 3.632 52 GHz 1
10 dBidiv_Ref 20.00 dBm -6.907 dBm
100
6.00 1 3 Normal
o 71”..%‘ = Sy
-200 L]‘\
300 / \
-40.0 / 1
500 / \\._
60,0
-70.0
enter 3.64000 GHz Span 40.00 MH
es BW 1.0 MHz VBW --- #Sweep 100 ms (1001 ptsﬂ
P
3| N 64000 GHz 7.249dBm| BandPower | 2000MHz| 5060 dBm|
Properties»
6
7
8
9 More
12 10f2
MSG STATUS
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

PSD 3640 MHz High power

"! Agilent Spectrum Analyzer - Swept SA |;|@Ig|
soR | il | aC | SENSE:INT| ALIGNAUTO | 04:44:59 PMApr 18, 2023 Peak Search
arker 1 3.634560000000 GHz #Avg Type: Pwr(RMS) TRACE|1 23456
m Gate: LO nput: RE__ PNO: Fast —— | Trig: Free Run Avg|Hold: 1010 TYPE im
IFGain:Low Atten: 30 dB DET
MkKr1 3.634 56 GHz NextPeak
10 dBidiv Ref 20.00 dBm -3.866 dBm
100 l
s ’1 3 Next Right|
100 vl i & .l s
200 /
-300 \ Next Left]
b ;f’ gl
A L L7 W T
e Marker Delta
700
enter 3.64000 GHz Span 40.00 MHzl
es BW 1.0 MHz VBW --- #Sweep 100 ms (1001 pts) MKr—CE
Mkr—RefLvl
6
7
_8
9 More
L 10f2
MSG STATUS
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

PSD 3690 MHz Low power

"! Agilent Spectrum Analyzer - Swept SA El@lfgl
X [ soe | | | AC | SENSE:INT] ALIGNAUTO  |05:03:34 PMApr 18, 2023 —
#Avg Type: Pwr(RMS) TRACE(] 23456
Wlarker 3 23291200{}'23? F?FUO Eni;l:zhﬁ ey | Trig: Free Run Avg|Hold: 10/10 TYPE im
FGainlow Atten: 30 dB — SelectMarker
Mkr3 3.690 00 GHz 3
E?)gdsjdiv Ref 20.00 dBm Band Power 5.452 dBm
100
i 1 3 Normal
100 Al l 1 1) L L 1§ I 1 I 1

enter 3.69000 GHz Span 40.00 MH
100 ms (1001 pts§|

|—

N 3.682 28 GHz
H N|1]Ff 3.690 00 GHz 6725 dBm| Band Power | 10.00 MHz 2913 dBm|
MN-14[f 3,690 00 GHz £725dBm| BandPower | 2000MHz| 5452 dBm|
g Properties»
6
7
_8
13 More
1 10f2
MSG . STATUS
PSD Measurements Table LTE
Raw Raw External Conducted EIRP 1 MHz EIRP 10 MHz Margin
Freq 1':1':;2'{';;;;"" 10 MHz 1 MHz Losses (dB) dBm/MHz A"te';':i gain Ports Port gain (dB) |  dBm/MHz dBm B
3555 20 6.21 -2.28 14.3 12.02 4.9 2 3.01 19.93 28.42 0.07
3555 17 3.29 -5.3 14.3 9 4.9 2 3.01 16.91 25.50 0.09
3635 20 5.05 -3.5 14.3 10.8 4.9 2 3.01 18.71 27.26 1.29
3635 17 2.03 -6.5 14.3 7.8 4.9 2 3.01 15.71 24.24 1.29
3695 20 5.32 -3.3 14.3 11 4.9 2 3.01 18.91 27.53 1.09
3695 17 2.29 -6.4 14.3 7.9 4.9 2 3.01 15.81 24.50 1.19
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Client Ericsson
KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s)

| FCC Part 96 SAS requirements (CBRS Test Plan)

PSD Measurements Table NR

Raw Raw External Conducted EIRP 1 MHz EIRP 20 MHz Margin
Freq 1':?:%3';2;:" 20 MHz 1 MHz Losses (dB) dBm/MHz A"te’(‘;:i gain Ports Port gain (dB) |  dBm/MHz dBm a8
3560 20 937 25 143 118 4.9 2 3.01 19.71 31.58 029
3560 17 6.3 5.4 143 8.9 4.9 2 3.01 16.81 28.51 019
3640 20 8.1 R 143 105 4.9 2 3.01 18.41 3031 159
3640 17 5 6.9 143 7.4 49 2 3.01 15.31 27.21 1.69
3690 20 85 52 143 1.1 4.9 2 3.01 19.01 3071 0.99
3690 17 54 il 143 8.2 4.9 2 3.01 16.11 27.61 0.89
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

WINNF Security Test Case Analysis
WINNEF.FT.C.SCS.1

Packet Capture Sequence
i

Am @ ~RBe==EFi5Faaan

Profocel  Length Infs

19.19.3.13 o TP 66 37394 = 5001 [ACK] Seqel Ackel Wine29312 Len=8 TSval=2519354857 TSecr=2519331368
19.10.3.13 10.19.3.84 TLSv1.2 352 Client Hello
5 2023-84-19 15151141 840968  10.10.3.04 10,19.3.13 TP 66 5001 - 37394 [ACK] Seqel Acke2S7 Wined008 Lensd TSval=2519181369 TSecrs2519354857
6 2023-84-19 15:51:41. 440183  10.18.3.84 18.18.3.13 TLSW1.2 3394 Server Hello, Certificate, Certificate Reguest, Server Hello Done

7 1033-04-19 15:51:41.440098  10.10.3.13 10.18.3.84 TP 66 37354 = 5801 [ACK] Seqe2B7 Ack=3320 Wine35968 Len=0 TSval=2519054858 TSecr-2519381370

& 2023-04-19 15:51:41.461343 10.10.3.13 10.10.3.84 TiSvi.2 3747 Certificate, Client Key Exchange, Certificate Verify

# 2023-04-19 15:51:41.460417  10.10.3.13 10.10.3.84 TLSV1.2 117 Chamge Cipher Spec, Encrypted Handshake Message

- 023-04-19 15:51:41.461989 10.18.3.84 10.10.3.13 TP 66 5001 < 37304 [ACK] Seqedil9 Ack=3P68 Win=3THM4 Lens# £l

- 2023-94-19 15:31:141. 464212 10.10.3.84 10.10.3.23 TiSvi.2 117 Change Cipher Spec, Encrypted Mandshake Message

- 2023-84-19 15:51:41. 466379 10.10.3.13 10.10.3.84 TLSv1.2 1637 Application Data

- 2023-84-19 15:51:41 466887  10.10.3.84 10.18.3.13 TP 66 5001 - 37394 [ACK] Seqe3380 Acke5500 Win-48576 Lens8 TSval-2519381387 TSecr-2519354875

- 2023-04-19 15:51:41.570832 10.10.3.84 10.19.3.13 Tusvl.l 112 Application Data

- 2023-84-19 15:51:41.610054 10.10.3.13 10.10.3.84 TP 68 37394 + 000 [ACK] Seqe3500 Ack=3428 Win=33968 Lens=d TSval=2519355019 TSecr=2319381491

- 2023-04-19 15:51141.610847  10.10.3.84 10.10.3.13 TiSvl.z 556 Application Data, Application Data, dpplication Data, Data, Data, Aoplication Dats, Appli Data
_ 2023-84-19 15:51:41.610480  10.10.3.13 10.10.3.84 TP 66 37334 = 5001 [ACK] SeqeS508 Acke3916 Win=35784 Lensd TSvals2519355819 TSecr=2S19331531

- 3023-04-19 15:51:42.662353 10.18.3.13 10.10.3.84 Tusvi.2 1161 Application Data

- 2023-04-19 15:31:42. 664504 10.10.3.04 10.10.3.23 Tisvl.2 112 dpplication Data

- 2023-84-15 15:51:42.664540  10.10.3.13 10.10.3.84 e 66 37194 = S001 [ACK] SeqeS6BS ACke1962 Mine1S7B4 Lens@ TSwalsIS19356873 TSecrs251915258%

- 2023-84-19 15:51:42.564942 10.108.3.84 18.10.3.13 TiLSvi.2 814 Application Data, Applicatice Data, Application Data, Application Data, Application Data, Applicatica Data, Application Data

WINNF test requirements:
WINNF test requirements from WINNF-TS-0122-V1.0.2 CBRS CBSD Test Specification:

e Make sure that Mutual authentication happens between UUT
and the SAS Test Harness.
e Make sure that UUT uses TLS v1.2
e Make sure that cipher suites from one of the following is
selected,
e« TLS RSA WITH AES 128 GCM SHA256
e TLS RSA WITH AES 256 GCM SHA384
e TLS ECDHE ECDSA WITH AES 128 GCM SHA?2
56
e TLS ECDHE ECDSA WITH AES 256 GCM SHA3
84
e TLS ECDHE RSA WITH AES 128 GCM SHA256

PASS

Analysis of WINNF Test Requirements
1. From Client Hello: TLS version=TLS 1.2
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Client

Ericsson

Product

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s)

| FCC Part 96 SAS requirements (CBRS Test Plan)

Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher
Cipher

Frame 4: 352 bytes on wire (2816 bits), 352 bytes captured (2816 bits)
Ethernet II, Src: fa:16:3e:93:a7:2f (fa:16:3e:93:a7:2f), Dst: fa:16:3e:ef:5f:48 (fa:16:3e:ef:5f:48)
Internet Protocol Version 4, Src: 10.10.3.13, Dst: 19.10.3.84
> Transmission Control Protocol, Src Port: 37394, Dst Port: 5001, Seq: 1, Ack: 1, Len: 286
¥ Transport Layer Security
¥ TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.2 (éxe3e3)
Length: 281
Vv Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 277
Version: TLS 1.2 (ex@3e3)
Random: laBdbcedada727ded82799ccaldBfd39cc9274634e792bdav4f4a897b743968ef
Session ID Length: @
Cipher Suites Length: 86
¥ Cipher Suites (43 suites)

Suite: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (@xc@2c)
Suite: TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (@xc@2b)
Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@xc@3@)
Suite: TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256 (@xce2f)
Suite: TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (@xee9f)
Suite: TLS_DHE_DSS_WITH_AES_256_GCM_SHA384 (@x@@a3)
Suite: TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (@x@ede)
Suite: TLS_DHE_DSS_WITH_AES_128_GCM_SHA256 (@x@@a2)
Suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (@xc024)
Suite: TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384 (@xc@28)

2. Cipher suite list from Client Hello is from WINNF approved

list:

Cipher Suites (43 suites)
Cipher Suite: TLS_ ECDHE_ECDSA_WITH_AES 256 GCM_SHA384 (0xc02c)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES 128 GCM_SHA256 (0xc02b)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (0xc030)
Cipher Suite: TLS_ ECDHE_RSA_WITH_AES 128 GCM_SHA256 (0xc02f)
Cipher Suite: TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (0x009f)
Cipher Suite: TLS_ DHE DSS _WITH_AES 256 _GCM_SHA384 (0x00a3)
Cipher Suite: TLS_DHE_RSA_WITH_AES_128 GCM_SHA256 (0x009¢)
Cipher Suite: TLS DHE DSS WITH_AES 128 GCM_SHA256 (0x00a2)
Cipher Suite: TLS ECDHE_ECDSA_WITH_AES 256 CBC_SHA384 (0xc024)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES 256_CBC_SHA384 (0xc028)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256 (0xc023)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA256 (0xc027)
Cipher Suite: TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (0x006b)
Cipher Suite: TLS_ DHE DSS_WITH_AES 256 _CBC_SHA256 (0x006a)
Cipher Suite: TLS_DHE_RSA_WITH_AES_128 CBC_SHA256 (0x0067)
Cipher Suite: TLS DHE DSS WITH_AES 128 CBC_SHA256 (0x0040)
Cipher Suite: TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 (0xc02¢)
Cipher Suite: TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384 (0xc032)
Cipher Suite: TLS_ECDH_ECDSA_WITH_AES_128 GCM_SHA256 (0xc02d)
Cipher Suite: TLS_ECDH_RSA_WITH_AES_128 GCM_SHA256 (0xc031)
Cipher Suite: TLS_ECDH_ECDSA_WITH AES 256 CBC SHA384 (0xc026)
Cipher Suite: TLS ECDH_RSA_WITH_AES 256 CBC_SHA384 (0xc02a)
Cipher Suite: TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA256 (0xc025)
Cipher Suite: TLS ECDH_RSA_ WITH_AES 128 CBC_SHA256 (0xc029)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256 _CBC_SHA (0xc00a)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA (0xc009)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xc013)
Cipher Suite: TLS_ DHE RSA WITH_AES _256_CBC_SHA (0x0039)

Cipher Suite: TLS_DHE_DSS_WITH_AES 256 _CBC_SHA (0x0038)
Cipher Suite: TLS DHE RSA WITH_AES 128 CBC_SHA (0x0033)
Cipher Suite: TLS_DHE_DSS_WITH_AES 128 CBC_SHA (0x0032)
Cipher Suite: TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
Cipher Suite: TLS_ECDH_RSA_WITH_AES 256_CBC_SHA (0xc00f)
Cipher Suite: TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA (0xc004)
Cipher Suite: TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0xc00¢)
Cipher Suite: TLSfRSAfWITHfAESfZSéfGCMfSHA384 (0x009d)
Cipher Suite: TLS_RSA_WITH_AES_128 GCM_SHA256 (0x009¢)
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

Cipher Suite: TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
Cipher Suite: TLS RSA_ WITH_AES 128 CBC_SHA256 (0x003c)
Cipher Suite: TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
Cipher Suite: TLS_ RSA_WITH_AES_128 _CBC_SHA (0x002f)

Cipher Suite: TLS_EMPTY RENEGOTIATION_INFO_SCSV (0x00ff)

3. Cipher suite chosen (from Server Hello):
TLS_RSA WITH_AES_256_GCM_SHA384 (0x009d)
> Frame 6: 3394 bytes on wire (27152 bits), 3394 bytes captured (27152 bits)
> Ethernet II, Src: fa:16:3e:ef:5f:48 (fa:16:3e:ef:5f:48), Dst: fa:16:3e:93:a7:2f (fa:16:3e:93:a7:2f)
> Internet Protocol Version 4, Src: 10.10.3.84, Dst: 10.10.3.13
» Transmission Control Protocol, Src Port: 501, Dst Port: 37394, Seq: 1, Ack: 287, Len: 3328
v Transport Layer Security
¥ TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (exe3e3)
Length: 81
Vv Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 77
Version: TLS 1.2 (@x@3@3)
> Random: 8e480c20290a3712e457f7e8274b28085cb6c@5b7055b82e5a7a8d9f58901b58
Session ID Length: 32
Session ID: ed571d9a5e764d2b854201@559335e8199daaafee3b7bcab2c@f9848c8decasc
Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (@x0@9d)
Compression Method: null (@)
Extensions Length: 5
> Extension: renegotiation_info (len=1)
[3A35 Fullstring: 771,157,65281]
[JA3S: f75882535b4a79c@7b31bdde@e2b7eb87]

4. The Registratién request -message arrived at the Test Harness,
authentication was completed.
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

WINNEF.FT.C.SCS.2

Packet Capture Sequence
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Requirements:

WINNF test requirements from WINNF-TS-0122-V1.0.2 CBRS CBSD Test Specification:

Make sure that UUT uses TLS v1.2 for security establishment.
e Make sure UUT selects the correct cipher suite.

5 e UUT shall use CRL or OCSP to verify the validity of the server
certificate.

e Make sure that Mutual authentication does not happen between
UUT and the SAS Test Harness.

PASS | FAIL

Analysis of WINNF Test Requirements

1. From Client Hello can read: TLS version = TLS 1.2
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

> Frame 3442: 2862 bytes on wire (22896 bits), 2862 bytes captured (22896 bits)
» Ethernet II, 5rc: fa:16:3e:41:fa:8b (fa:16:3e:41:fa:8b), Dst: fa:16:3e:17:bd:ec (fa:16:3e:17:bd:ec)
» Internet Protocol Version 4, Src: 18.10.8.124, Dst: 16.18.8.61
> Transmission Control Protocol, Src Port: 580e, Dst Port: 55972, Seq: 1, Ack: 138, Len: 2726
v Transport Layer Security
¥ TLSvl.2 Record Layer: Handshake Protocel: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x8303)
Length: B1
¥ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 77
Version: TLS 1.2 (@x@383)
* Random: 5d6e7842dE84d8cbfc7@78Te9e913fcf7ebBle3354154f192c27204d2083e%aae
Session ID Length: 32
Session ID: e5@ddle43dB8d5828fl2aetlB@Bads2fTd4fes3dceds3beas23alfd33bicci2as
Cipher Suite: TLS RSA WITH AES 128 GCM SHA256 (@x@@9c)
Compression Method: null (@)
Extensions Length: 5
Extension: renegotiation_info (len=1)

2. From Client Hello, cipher suite list is from WINNF approved list:

TLS_RSA_WITH_AES_128 GCM_SHA25
TLS ECDHE ECDSA WITH AES 128 GCM_SHA256
TLS ECDHE RSA WITH AES 128 GCM_SHA256

3. From Server Hello, cipher suite chosen:

TLS RSA WITH AES 128 GCM_SHA256
4. Read OSCP Request/Response to/from server:

Frame 3455: 2438 bytes on wire (19984 bits), 2498 bytes capturcd (19384 bits)

Ethernet II, Src: fa:léide:dlifaiBb (fa:lé:dec4d:fa:lb), Ost: faslbade:d7:bdiec (failéidesl?:bdiec)
Internet Pratocal Verdion 4, Sre: 18.18.8.104, Dot: 18, 18861

Transmission Control Protocol, Src Port: E188, Dst Port: 42352, Seq: 1. Ack: 337, Len: 2432

|+ Online Certificate Status Protocel
responseStotus: successful (8)
~ responselytes
BespomeType Td: 1,0.8.1.8.5.7.48.2.1 (id-pkix-ecp-bacic)
¥ BasledCslesponse
thsRespansedata
responderil: bysase (1)
preducedat: 2019-89-82 1£:37:34 (UTC)
* responses; 1 ites
v Singlefespense
¥ gertId
* hashAlgorithe (SMA-1)
Algorithm Td: 1.3.14.3.2.38 (A1)
EssugrancHash: Seel
fssuerKeyash:
serialiiusber: xfdsAEsT0eT FodT
¥ certStotus: reveked (1)
* revoked

revacaticnT fme: JWLU-BO-H3 13:99:41 (UTC)
thistpdate: 2013-89-03 14:27:14 {UTC)
~ signatureAlgorithe (shalkithRSAEnCryptien)
Algorithe 1d: 1.3.$46.113549.2.1.5 (shalwithRSaEncryption)
Padding: 8

¥ corta: 1 item
¥ Certificote {id-at-commomNamc=5A5 0CSP, EXSPLE, 1d-ot -crgankzationslUnitesc-tTnoForum 545 OCSP Mespomder Certh,bd-ot-organizotionleme=Test Lab for FCC PART 36, Ld-at-countrylane-US)
signedCertificate
~ alg iine Ben)
Algorithe Td: 1.2.848,113583,1,1,11 {shaRSSMithRSAENGryption}
Fadding: @
encrypted: BHASaTCARTTRUDIAMIEAC 5 Bake TN T I SNTRIACK IS0 TBE TITRIRIRART H WD RET .

5. Authentication exchange ends with TLS Alert message (i.e. Authentication fails):
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

> Frame 3461: 73 bytes on wire (584 bits), 73 bytes captured (584 bits)
» Ethernet II, Src: fa:16:3e:17:b4:ec (fa:16:3e:17:bd:ec), Dst: fa:l6:3e:41:fa:8b (fa:16:3e:41:fa:8b)
> Internet Protocol Version 4, Src: 10.18.8.61, Dst: 16.16.6.124
» Transmission Control Protocol, Src Port: 55972, Dst Port: 5880, Seq: 138, Ack: 3147, Len: 7
¥ Transport Layer Security
v TLSv1.2 Record Layer: Alert (Level: Fatal, Description: Certificate Unknown)
Content Type: Alert (21)
Version: TLS 1.2 (@x8383)
Length: 2
v Alert Message
Level: Fatal (2)
Description: Certificate Unknown (46)

6. Registration request message is not received at Test Harness (authentication fails)
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

WINNEF.FT.C.SCS.3

Packet Capture Sequence
A . —

TS et §-IE s 1] L8 G
l"l- = [ eom———
Mo Tme Source Destrason Frotocl  Leng® info
3 2823-84-19 15:32:50.118430  18.18.3.13 10.10.3,84 cr 66 37000 + 5881 [ACK] Seqel Ackel Wine29312 Lensd TSval-2518223527 TSecr-2515250038
| & 2833-84-19 15:32:50.118807 18.10.3.13 10.10.3.84 TLSvi.2 352 Clisnt Hello
5 2023-04-19 15:32:%0.1190%¢ 10.10.3.84 bl 3,13 TP 001 « 37000 [ACK] Seqel Ack=2B7 Wine30@BO Len=0 TSvals2515250040 TSecr=2518223527
6 2003-04-19 15132159, 119471  10.19.3.84 10.19.3.13 TLSv1.2 3398 Server Hello, Certificate, Certificate Request, Server Hello Done
7 2003-94-19 15:32150.119491  18.10.3.13 10.10.3.84 e 56 37000 + 5081 [ACK] Seqe2ET Ack=3333 Lend
8 2023-84-19 15:32:50.175034 18.18.3.13 18.10.3.84 TLSvi.2 73 Alert (Level: Fatal, Description: Certificate Unknown)
~ - 023-04-10 15:32:30, 130407 19,10.3.84 19.10.3.13 T 66 S001 = ITO0 [ACK] Seqe3I4 Acke295 Wine30080 Lensd Tival=IS10150050 TSecr=i51822)538

» Frame 4: 352 bytes on wire (2816 bits), 352 bytes captured (2815 bits)
» Ethermet II, Src: fazl6:3e:03:a7:2f (fa:16:3e:93:a7:2F), Det: fa:l6:3esef 548 (fa:16:30:0f:5f:48)
Internet Protocel Versicn 4, Srci 10.10.3.13, Ost: 10.10.3.84
* Transmission Comtrol Protocol, Src Port: 37800, Dst Port: 5801, Seq: 1, Ack: 1, Len: 2885
~ Transport Layer Security
¥ TLSwi.2 Record Layer: Handshake Protocol: Client Helle
Content Type: Mandshake (22}
wersion: TLS 1.2 (@wa3e3)
Length: 231
* Handshake Protocol: Cliest Helle

WINNF Test Requirements:

WINNF test requirements from WINNF-TS-0122-V1.0.2 CBRS CBSD Test Specification:

e Make sure that UUT uses TLS v1.2 for security establishment.
e Make sure UUT selects the correct cipher suite.

e  UUT shall use CRL or OCSP to verify the validity of the server
certificate.

e Make sure that Mutual authentication does not happen between
UUT and the SAS Test Harness.

(8%}

PASS

Analysis of WINNF Test Requirements
1. From Client Hello can read: TLS version =TLS 1.2

> Frame 4: 352 bytes on wire (2816 bits), 352 bytes captured (2816 bits)

> Ethernet II, Src: fa:16:3e:93:a7:2f (fa:16:3e:93:a7:2f), Dst: fa:16:3e:ef:5f:48 (fa:16:3e:ef:5f:48)

> Internet Protocol Version 4, Src: 10.10.3.13, Dst: 10.10.3.84
> Transmission Control Protocol, Src Port: 37800, Dst Port: 5001, Seq: 1, Ack: 1, Len: 286
¥ Transport Layer Security
¥ TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x83e3)
Length: 281
v Handshake Protocol: Client Hello
Handshake Type: Client Helle (1)
Length: 277
Version: TLS 1.2 (exe3e3)
> Random: 734bb6852ebl3f2da@dd5@ce3bed6fa58clbcefcfbb5595658db6eael00df75
Session ID Length: @
Cipher Suites Length: 86
Vv Cipher Suites (43 suites)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (@xc@2c)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (@xc@2b)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@xc@3@)

2. From Client Hélloz cipher suite list is from WINNF approved
list:
Cipher Suites
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

Cipher Suite: TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 (0xc02d)
Cipher Suite: TLS_ECDH_RSA_WITH_AES_128 GCM_SHA256 (0xc031)
Cipher Suite: TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (0xc026)
Cipher Suite: TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384 (0xc02a)
Cipher Suite: TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (0xc025)
Cipher Suite: TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256 (0xc029)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)
Cipher Suite: TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x0039)

Cipher Suite: TLS_DHE_DSS_WITH_AES_256_CBC_SHA (0x0038)

Cipher Suite: TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x0033)

Cipher Suite: TLS_DHE_DSS_WITH_AES_128 CBC_SHA (0x0032)

Cipher Suite: TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
Cipher Suite: TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0Oxc00f)
Cipher Suite: TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (0xc004)
Cipher Suite: TLS_ECDH_RSA_WITH_AES_128 CBC_SHA (Oxc00e)
Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)

Cipher Suite: TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)

3. From Server Hello, cipher suite chosen:
TLS RSA WITH AES 256 GCM_SHA384 (0x009d)
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

> Frame 6: 3398 bytes on wire (27184 bits), 3398 bytes captured (27184 bits)
> Ethernet II, Src: fa:16:3e:ef:5f:48 (fa:16:3e:ef:5f:48), Dst: fa:16:3e:93:a7:2f (fa:16:3e:93:a7:2f)
> Internet Protocol Version 4, Src: 10.10.3.84, Dst: 10.10.3.13
> Transmission Control Protocol, Src Port: 561, Dst Port: 37@€0, Seq: 1, Ack: 287, Len: 3332
¥ Transport Layer Security
% TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (exe3e3)
Length: 81
v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 77
Version: TLS 1.2 (ex@3e3)
> Random: 4d29e9d53fae6388b99521f15f2144dceldadc607dd28e5c24d1claldSe2febd
Session ID Length: 32
Session ID: 73c766b62ab44ef238c8199efefofet@380edfdedd19bbe7f@952e8alc67a2be
Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (@x©edd)
Compression Method: null (@)
Extensions Length: 5
» Extension: renegotiation_info (len=1)
[IA3S Fullstring: 771,157,65281]
[JA35: f75082535b4a79c@7b31bdd@e2b7eb87]
¥ TLSv1l.2 Record Layer: Handshake Protocol: Certificate

4. Authentication exchange ends with TLS Alert message (i.e.
authentication fails):

E Frame 8: 73 bytes on wire (584 bits), 73 bytes captured (584 bits)
Ethernet II, Src: fa:16:3e:93:a7:2f (fa:16:3e:93:a7:2f), Dst: fa:16:3e:ef:5f:48 (fa:16:3e:ef:5f:48)
Internet Protocol Version 4, Src: 10.10.3.13, Dst: 10.18.3.84
Transmission Control Protocel, Src Port: 370800, Dst Port: 5001, Seq: 287, Ack: 3333, Len: 7
Transport Layer Security
¥ TLSv1.2 Record Layer: Alert (Level: Fatal, Description: Certificate Unknown)
Content Type: Alert (21)
Version: TLS 1.2 (exe3e3)
Length: 2
v Alert Message
Level: Fatal (2)
Description: Certificate Unknown (46)

v v

5. Registration request message is not received at Test Harness
(Authentication fails)
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

WINNEF.FT.C.SCS.4

Packet Capture Sequence

a "
r
(A m e “RBAswETITEQAQQD
LI B+
[ho e Source Destrasen Pratcol  Length Info
3 2023-94-10 15:36:25.357959 19.10.3.13 10.18.3.84 TP 66 37886 « 5001 [ACK] Seqel Ackel Wine29312 Lend TSval=IS1B438666 TSecr=I518465178
| 4 20239410 15:36:25. 268181 10513 10.10.3.84 TLSV1.2 352 Client Hello
5 2023-94-19 15:36:29. 268576 18.10.3.84 10.18.3.13 T 64 5001 « 37084 [ACK] Seqel AckeZBY Win=30080 Len=d TSval=251B463151 TSecr=2518438660
6 2073-84-19 15:36:25. 268750 19.10.3.84 10.10.3.13 TiSvi.2 3389 Server Hello, Certificate, Certificate Request, Server Helle Done
7 20239419 15:36:25. 260760 18.10.3.13 10.18.3.84 e 66 37086 = 5001 [ACK] Seqe2B7 Acke3)l4 Win=3506S Len=0 TSval=2518438660 TSecr=2518465181
§ 2023-04-10 15:36:25.292004 19.10.3.13 10.10.3.84 Tisvi.2 73 Alert (Level: Fatsl, Description: Certificete Unknown)

— 2033-94-19 15:36:125.295557  19.18.3.84 10.19.3.13 TP 66 5SPO1 = 37885 [ACK] Seqe3325 Ack=295 Win=30088 Lens@ TSval=IS1B465216 TSecrs2518438704

o Frame 41 352 bytes on wire (2818 bits), 352 bytes captured (2816 bits)
Ethernet II, Src: fa: (far ). Dst1 Farls: 15¢148 (fail6: 15Fra8)
Internet Protocol Wersem 4, Srcr 10.10.3.13, Dst: 10.10.3.84

Transadssion Control Protocol, Src Port: 37886, Dst Port: 5081, Seq: 1, Ack: 1, Lem: 286
 Transpert Layer Security
~ TLSv1.2 Record Layer: Handshake Protocol: Client Mello
Content Type: Handshake {12)
Version: TLS 1.2 {Bx82e3)
Length: 281
~ Handshake Protocol: Client Hello

Mamdrkaba Timas £1iant Saila 4

WINNF Test Redﬁirements:

WINNF test requirements from WINNF-TS-0122-V1.0.2 CBRS CBSD Test Specification:

e Make sure that UUT uses TLS v1.2 for security establishment.

e Make sure UUT selects the correct cipher suite.

5 e UUT shall use CRL or OCSP to verify the validity of the server
certificate.

e Make sure that Mutual authentication does not happen between
UUT and the SAS Test Harness.

Analysis of WINNF Test Requirements

1. From Client Hello can read: TLS version = TLS 1.2

PASS | FAIL

> Frame 4: 352 bytes on wire (2816 bits), 352 bytes captured (2816 bits)
> Ethernet II, Src: fa:16:3e:93:a7:2f (fa:16:3e:93:a7:2f), Dst: fa:16:3e:ef:5f:48 (fa:16:3e:ef:5f:48)
> Internet Protocol Version 4, Src: 10.10.3.13, Dst: 10.10.3.84
> Transmission Control Protocol, Src Port: 37086, Dst Port: 5601, Seq: 1, Ack: 1, Len: 286
Vv Transport Layer Security
% TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x@3@3)
Length: 281
Vv Handshake Protocol: Client Helle
Handshake Type: Client Hello (1)
Length: 277
Version: TLS 1.2 (@x@383)
> Random: bb6432a25e82194bd7c@9e7f2a44a139a61438d8283afc771ee3221273843303
Session ID Length: @
Cipher Suites Length: 86
Vv Cipher Suites (43 suites)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (@xce2c)

2. From Client Hello, cipher suite list is from WINNF approved list:
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Client

Ericsson

Product

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s)

| FCC Part 96 SAS requirements (CBRS Test Plan)

Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:

TLS_ECDH_ECDSA_WITH_AES_128 GCM_SHA256 (0xc02d)

TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256 (0xc031)

TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (0xc026)

TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384 (0xc02a)

TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (0xc025)

TLS_ECDH_RSA_WITH_AES_128_ CBC_SHA256 (0xc029)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (Oxc00a)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xc013)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x0039)
TLS_DHE_DSS_WITH_AES_256_CBC_SHA (0x0038)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x0033)
TLS_DHE_DSS_WITH_AES_128 CBC_SHA (0x0032)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA (0xc004)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA (Oxc00e)
TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c¢)

3. From Server Hello, cipher suite chosen:
TLS RSA WITH AES 256 GCM_SHA384 (0x009d)
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

> Frame 6: 3389 bytes on wire (27112 bits), 3389 bytes captured (27112 bits)
> Ethernet II, Src: fa:16:3e:ef:5f:48 (fa:16:3e:ef:5f:48), Dst: fa:16:3e:93:a7:2f (fa:16:3e:93:a7:2f)
> Internet Protocol Version 4, Src: 10.10.3.84, Dst: 10.10.3.13
> Transmission Control Protocol, Src Port: 5001, Dst Port: 37886, Seq: 1, Ack: 287, Len: 3323
¥ Transport Layer Security
¥ TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (exe3e3)
Length: 81
v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 77
Version: TLS 1.2 (ex@3e3)
> Random: ©@91aa7955fa@8c6eafelde67049299baadcacc@88616f7259cfaeb761e1@4cb3
Session ID Length: 32
Session ID: 22116f6b93e@d87fec9932e6b8e55852ce@9ca3adfcc886b34c7656a9f75c8f3
Cipher Suite: TLS_RSA WITH_AES_256_GCM SHA384 (@x@e9d)
Compression Method: null (@)
Extensions Length: 5
> Extension: renegotiation_info (len=1)
[IA3S Fullstring: 771,157,65281]
[JA3s: f75882535b4a79c@7b31bddee2b7ebd7]
¥ TLSv1.2 Record Laver: Handshake Protocol: Certificate

4. Authentication exchange ends with TLS Alert message (i.e.
authentication fails):

> Frame 8: 73 bytes on wire (584 bits), 73 bytes captured (584 bits)
> Ethernet II, Src: fa:16:3e:93:a7:2f (fa:16:3e:93:a7:2f), Dst: fa:16:3e:ef:5f:48 (fa:16:3e:ef:5f:48)
> Internet Protocol Version 4, Src: 10,10.3.13, Dst: 10.10.3.84
> Transmission Control Protocol, Src Port: 37886, Dst Port: 5@@1, Seq: 287, Ack: 3324, Len: 7
V¥ Transport Layer Security
¥ TLSv1.2 Record Layer: Alert (Level: Fatal, Description: Certificate Unknown)
Content Type: Alert (21)
Version: TLS 1.2 (exe3e3)
Length: 2
Vv Alert Message
Level: Fatal (2)
Description: Certificate Unknown (46)

5. Registration request message is not received at Test Harness
(authentication fails)

WINNF.FT.C.SCS.5

Packet Capture Sequence
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

66 37162 = 5001 [ACK] Seqe1 Ackel Win=29312 Len-d TSval-251B66556 TSecr=2518853467
Tibvl.2 352 Clent tells

TcR 66 3601 = 37162 [ACK] Seqel Acke387 Win-30080 Lemed TSval-251B653469 TSecr-I318626957
18.18.3.84 B TLSv1.2 3427 Server Helle, Certificate, Certificate Request, Server Hells Done
18.18.3.13 e 66 37162 - 5881 [ACK] Seqn287 Ack=3352 Win-359%E Len-d TSval-I518636057 TSecr-IS1BE53450
10.18.3.13 TLSv1.2 73 Alert (Level: Fatal, Descriptioa: Certificate Usknown)

- 20I3-94-19 15:39:00. 559021 10.10.5.13 66 37162 + 5001 [ACK] Seqe29% Acke)36) Wine15568 Lened TSvaleISIB6I6968 TSecreS1B653479

WINNF Test Requirements:
WINNF test requirements from WINNF-TS-0122-V1.0.2 CBRS CBSD Test Specification:

e Make sure that UUT uses TLS v1.2 for security establishment.

e Make sure UUT selects the correct cipher suite.

e UUT shall use CRL or OCSP to verify the validity of the server
certificate.

e Make sure that Mutual authentication does not happen between
UUT and the SAS Test Harness.

Analysis of WINNF Test Requirements

1. From Client Hello can read: TLS version = TLS 1.2

PASS | FAIL

> Frame 4: 352 bytes on wire (2816 bits), 352 bytes captured (2816 bits)
» Ethernet II, Src: fa:16:3e:93:a7:2f (fa:16:3e:93:a7:2f), Dst: fa:16:3e:ef:5f:48 (fa:16:3e:ef:5f:48)
» Internet Protocol Version 4, Src: 10.10.3.13, Dst: 10.19.3.84
> Transmission Control Protocol, Src Port: 37162, Dst Port: 5001, Seq: 1, Ack: 1, Len: 286
v Transport Layer Security
¥ TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x@3e3)
Length: 281
v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 277
Version: TLS 1.2 (exe3e3)
> Random: b5731b@3bc8bc4bab355b46eedalll645ecab@c@6574e05276T4193472c841b9
Session ID Length: @
Cipher Suites Length: 86
¥ Cipher Suites (43 suites)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (@xce2c)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (@xc@2b)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@xc@3@)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (@xce2f)
Cipher Suite: TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (exee9af)
Cipher Suite: TLS_DHE_DSS_WITH_AES_256_GCM_SHA384 (@xeea3)
Cipher Suite: TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (@x@ede)

2. From Client Hello, cipher suite list is from WINNF approved list:
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Client

Ericsson

Product

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s)

| FCC Part 96 SAS requirements (CBRS Test Plan)

Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:

TLS_ECDH_ECDSA_WITH_AES_128 GCM_SHA256 (0xc02d)
TLS_ECDH_RSA_WITH_AES_128 GCM_SHA256 (0xc031)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (0xc026)
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384 (0xc02a)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (0xc025)
TLS_ECDH_RSA_WITH_AES_128_ CBC_SHA256 (0xc029)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (Oxc00a)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xc013)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x0039)
TLS_DHE_DSS_WITH_AES_256_CBC_SHA (0x0038)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x0033)
TLS_DHE_DSS_WITH_AES_128 CBC_SHA (0x0032)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (0xc005)
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)
TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA (0xc004)
TLS_ECDH_RSA_WITH_AES_128 CBC_SHA (Oxc00e)
TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c¢)

3. From Server Hello, cipher suite chosen:

TLS RSA WITH AES 256 GCM_SHA384 (0x009d)
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

> Frame 6: 3427 bytes on wire (27416 bits), 3427 bytes captured (27416 bits)
> Ethernet II, Src: fa:16:3e:ef:5f:48 (fa:16:3e:ef:5f:48), Dst: fa:16:3e:93:a7:2f (fa:16:3e:93:a7:2f)
> Internet Protocel Version 4, Src: 10.10.3.84, Dst: 10.10.3.13
> Transmission Control Protocol, Src Port: 5001, Dst Port: 37162, Seq: 1, Ack: 287, Len: 3361
Vv Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x@83@3)
Length: 81
“ Handshake Protocol: Server Hello
Handshake Type: Server Helle (2)
Length: 77
Version: TLS 1.2 (exe3e3)
» Random: fe@63005d2d54a7aleale@7eed9c89c9996ef3cEf1d48c41cd5e414f9732a89
Session ID Length: 32
Session ID: @8380921b6b2ee31820e7ad861995ea267fd2cf@2e5264f3fe89049913141F6
Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (@x0@9d)
Compression Method: null (@)
Extensions Length: 5
> Extension: renegotiation_info (len=1)
[JA3S Fullstring: 771,157,65281]
['JABS: f?563253Sb4a?9l:87b31bdd6e2b?eb3?]
¥ TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (ex@3e3)
Length: 3219

4. Authentication exchange ends with TLS Alert message (i.e.
authentication fails):

> Frame 8: 73 bytes on wire (584 bits), 73 bytes captured (584 bits)
> Ethernet II, Src: fa:16:3e:93:a7:2f (fa:16:3e:93:a7:2f), Dst: fa:16:3e:ef:5f:48 (fa:16:3e:ef:5f:48)
> Internet Protocol Version 4, Src: 10.10.3.13, Dst: 10.10.3.84
> Transmission Control Protocol, Src Port: 37162, Dst Port: 50@1, Seq: 287, Ack: 3362, Len: 7
¥ Transport Layer Security
v TLSvl.2 Record Layer: Alert (Level: Fatal, Description: Certificate Unknown)
Content Type: Alert (21)
Version: TLS 1.2 (@x@3@3)
Length: 2
v Alert Message
Level: Fatal (2)
Description: Certificate Unknown (46)

5. Registration request message is not received at Test Harness
(Authentication fails)
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

2 =
Al 57690 17:13:07.064639 10.10,0.206 10.10.0.163 TLSvL.2 73 Alert (Level: Fatal, Description: Certificate Unknown) 57690 l =i\ E g

[ Frame 5: 73 bytes on wire (584 bits), 73 bytes captured (584 bits)
|# Ethernet II, Src: fa:16:3e:56:06:a3 (fa:16:3e:56:06:a3), Dst: fa:l6:3e:b1:8d:79 (fa:16:3e:b1:8d:79)
| @ Internet Protocol version 4, src: 10.10.0.206, Dst: 10.10.0.163
| @ Transmission Control Protocol, Src Port: 57690, Dst Port: 5000, Seq: 126, ack: 4575, Len: 7
|El Secure Sockets Layer
[ TLSv1.2 Record Layer: Alert (Level: Fatal, Description: Certificate Unknown)

Content Type: Alert (21)

version: TLS 1.2 (0x0303)
" Length: 2
[ mdlertmessae
| Level: Fatal (2) |
pescription: Certificate unknown (46)

(0000 fa 16 3e bl 8d 79 fa 16 3e 56 06 a3 08 00 45 00 ..>..Yy.. >V....E.
10010 00 3b 64 36 40 00 40 06 1 02 0a 0a 00 ce 0a O0a .;d6E.@. ........

(0020 00 a3 el 5a 13 88 F8 3f 97 10 7f d7 a0 07 80 18  ...Z...7 ...eu...
(0030 00 b6 15 b2 00 00 01 01 08 Oa 15 7a f2 d6 9 f3  ........ ... z....
(0040 96 fb 15 03 03 00 02 (EEREE ~ ..eeens B

1. Registration request message is not received at Test Harness
(authentication fails)
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Client

Ericsson

Product

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

Test Equipment

Calibration

Instrument Manufacturer Type No. Serial No Period Calibration Due
(months)

Power Supply Xantrex XKW 60-50 E00109863 O/P Mon

Signal Analyzer Agilent MXA SSG013930 12 months | 2024-04-26

Attenuator Pasternack PE7004-10 N/S O/P Mon

Switching Control Unit Hewlett Packard 11713A 3748A060876 O/P Mon

RF Switch Unit Burnsco RARFSW 4x1 001 O/P Mon

Power Supply Leader 730-3D 9801135 O/P Mon
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

Appendix A — EUT & Client Provided Details
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

General EUT Description
Manufacturer

Address

Product Name

Product Number

Serial Number(s)

RAN Software Version
Domain Proxy Software Version

Hardware Version

Test Specification/Issue/Date

Ericsson

Torshamnsgatan 23
Kista

SE-16480
Stockholm

Sweden

Dot 2266 B48B41B25B66

Dot 2256 B48B41B25B66 (Non-Tested Variant. See
Technical Description for the similarity description)

KRY 901 537/2

KRY 901 537/1 (Non-Tested Variant. See Technical
Description for the similarity description)

TD3W388604

CXP9024418/15-R73B05
ERICdomainproxyservice_ CXP9035414 2.63.4

R1B

FCC CFR 47 Part 96: 2017
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

Technical Description

The Equipment Under Test (EUT) Dot 2266 B48B41B25B66 (KRY 901 537/2) are Remote
Radio Units forming part of the Ericsson Radio Base Station (RBS) equipment.The Dot provides
radio access for mobile and fixed devices and is intended for the indoor environment.The radio
operates over 8 Transmit ports in MRO (NR+LTE); Single,Multi-Carrier,and MIMO transmission
with a maximum rated RF output up to 0.4W per port over an operational temperature of 5deg C
to +40 deg C. The unit is designed to be ceiling or wall mounted.

The 2256 and 2266 radios are identical except that Dot 2256 has internal antennas and Dot
2266 has external RF ports.

The Equipment Under Test (EUT) is shown in the photograph below. A full technical description
can be found in the Manufacturer's documentation.

EUT Configuration
Please see Appendix B for close up pictures of the unit as configured during testing
e (ables and earthing when applicable were connected as per manufacturer's specification.

Domain Proxy Software Version: ERICdomainproxyservice CXP9035414 2.63.4
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

Appendix B — EUT, Peripherals, and Test Setup Photos
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Client Ericsson

KRY 901 537/1 DOT 2256 B48B41B25B66 (3550-
Product 3700MHz) & KRY 901 537/2 DOT 2266
B48B41B25B66 (3550-3700MHz)

| Standard(s) | FCC Part 96 SAS requirements (CBRS Test Plan)

Test setup
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