Microchip RN4020 Certified Bluetooth® Low
Energy OEM Module User Guide

1. Introduction

Microchip RN4020 Certified Bluetooth Low Energy (BTLE) OEM module is a single
mode Bluetooth Smart module that complies with Bluetooth Core Specification 4.0.
Through its high speed UART interface, it could be configured to act as either central
or peripheral role when establishing connection. It supports 13 public profiles and

18 public services, which are adopted by Bluetooth Special Interest Group (SIG). For
all supported profiles and services, RN4020 could be configured to act as server and
client roles at the same time. Furthemore, RN4020 supports Microchip private

profile Microchip Low Power Data Profile (MLDPjhat simulates Serial Port Profile
(SPP), which is defined in Bluetooth Classic and enables data stream between two
devices. Finally, Microchp RN4020 also supports user selflefined private
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configurations will be saved in onboard nevolatile memory (NVM), so user only
needs set up the module once.

Microchip RN4020 provides user an easyto-use, fastto-market, very flexible and
powerful solution for BTLE technology.

2. Fundamental of Bluetooth Low Energy

When two BTLE devices want to be connected, one should be in central role and the
other in peripheral role. Peripheal would advertise to show its connectable status,
while central device will start the connection processOnce connected, either end of
connection could choose to bond. Once bonded, all security related key will be saved
and security process will be waived when reconnecting. Bonded peripheral device
could only perform direct advertise, therefore, no longer to able to connect to device
other than its bonded peer.

Similar to Bluetooth Classic, BTLE uses the concept of profiles to ensure
interoperability b etween different devices. Unlike Bluetooth Classic, BTLE profiles
are collection of services. All BTLE services are built on top of Generic Attribute
Profile (GATT), where GATT defines accessibility of attributes called characteristics.
The main functionalty of BTLE profiles, therefore, is built around the

characteristics. For those devices that maintain the value of characteristics in a
service, such device is the server of the service. On the other hatithse devices

that acquire data from their peer ae called client.

Each service and its characteristics could be identified by their Universally Unique
Identifier (UUID). The UUID could be either short form (16bit) or long form
(128bit). All Bluetooth SIG adopted services and characteristics have shoriD,



while user selfdefined private UUID must be in long form. For the details of
Bluetooth SIG adopted services and characteristics, please refer to
https://developer.blu etooth.org/gatt/profiles/Pages/ProfilesHome.aspx.

The accessibility of each characteristic is defined by-Bit characteristic property in
bitmap format, as shown in table 1.

Table 1. Characteristic Properties

Property Bitmap Description

Extended 0b10000000 Additional property available

Property *

Authenticated | 0b01000000 Write characteristic with authentication from client

Write * to server

Indicate 0b00100000 Indicate value of characteristic with
acknowledgementfrom server to client

Notify 0b00010000 Notify value of characteristic without
acknowledgement from server to client

Write 0b00001000 Write value of characteristic with acknowledgement
from client to server

Write without | 0b00000100 Write value of characteristic without

response acknowledgment from client to server

Read 0b00000010 Read value of characteristic. Value is sent from
server to client

Broadcast 0b00000001 Broadcast value of characteristic

* Currently not supported in RN4020
3. Microchip RN4020 OEM Module Control Inter face

Microchip RN4020 module is fully agent certified Bluetooth Low Energy single
mode OEM moduleUser controls the module through GPIO lines and UART
interface.

3.1 RN4020 GPIO Control Lines

RN4020 uses 3nput GPIOs to set thenodule in different statesand 3output GPIOs
to indicate current status.

GPIO 3 is used to control the operating state of RN4028hen GPIO 3 is put to high

the module wakes up and is set into active mod@nce wakingDbh O#- $6 xEI 1 AA
output to the UART and indicate that modulés in command mode and ready to take

commands from UART.

On the other harl, when GPIO 3 is set to be lowhe module will exit command o
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https://developer.bluetooth.org/gatt/profiles/Pages/ProfilesHome.aspx

interface will not be responsive in deep sleepnode. When the modus is in deep
sleep mode, GPIO @ill output low.

GPIO 4 is used to control RN4020 when Microchip privatdLDPprofile is used.

Once get intoMLDPmode by setting GPIO 4 at highall data from UART will be sent

to the peer device as d@a stream. To exitMLDPmode, user needs to put GPIO 4 low, i

so that module isbackdT AT I T AT A I T AA AU T OOPOOOEI C O#- %

Setting pin BT_WAKE high is used to wake RN4020 module from dormant mode.

When RN4020 module is connected to a peer deviceRI® 5 will output high;
otherwise, GPIO 5 outputs low.

When in MLDPmode,if RN4020 needs outputting status and/or requesting
response from the host MCU, GPIOvIl be put to high. Once RN4020 exit MLDP
mode and getting back to CMD mode, status and/or geests will be output to UART.
Once storeddata is output to UART, GPIOWill be put to low. The maximum buffer
of status/requests is 256 bytes.

When RN4020 module is in active mode, GPIO 7 will output high; otherwise, GPIO 7
outputs low.
3.2 RN4020 UARTControl Interface

UART is the main control interface for RN4020. Thaefault UART port configuration
for RN4020 is shown in table 2.

Table 2: RN4020 UART Configuration

Parameter Value
Baud Rate 115200
Data Bits 8
Parity None
Stop Bits 1
Flow Control None (CTX/RTX in the
future)
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Notice that when UART baud rate is set to 2400, there is no need to wake up the
module from GPIO 3 before communicating with the module.

All control are through AT-Commands and their parameters. All commands and
parameters are separated by comma. No space allowed between command and
parameters. All commands are finished by line feed or return.



All commands could be divided into five groupsSet/Get conmands, Action
commands,characteristic access commands, private service configuration
commands and MicrochipMLDPcommands.

3.2.1 Set/Get commands

This group of commands is used to configure the functionality of RN4020 module.

The setcommandsta®d O xEOE |1 AOOAO O36 AladstheEi 111 x AU

command identifier. The set command parameter is mandatory and it is separated
from the command by comma. The format of set command could be seen in Figure 1.

Figure 1: Set Command Format

S | Command Identifier | , | Input Parameter |

It is highly desirable to perform a reboot after the set command so the new settings
could be effective afterwards. All configurationgrom Set command will be stored in
the NVM of RN4020 module and restored after powg cycle or reset. All set
command has corresponding get command to output the configurations to the
UART. Get command has the same command identifier as set commbaatno
parameters.

3.21.1 S,<string>

This command sets the serialized friendly name of theedice, where <string> is up
to 15 alphanumeric characters. This command automatically appends the last 2
bytes of the Bluetooth MAC address to the name, which is useful for generating a
custom name with unique numbering.

Default: N/A

Example:  S,MyDevice TT 3A0 AAOGEAA BT A#A 601 O- US

3.21.2 S@,<02><hex16>

This command sethe analogue port output voltage. There are two parameters for

this command. The first parameter could be 0, 1 or 2, specifying the analogue port
number. The second parameteis the output voltage in mV. Notice the range of

output voltage is between Oz 1.3V.When outputting analogue signal, RN4020 could

not be run under deep sleep mode. Instead, the firmware will automatically adjust

the operation made to shallow sleep. Once anague output is turned off by issuing

AT T 1T AT A -O8bhiimnoh OEA ZEOI xAOA xEI1l ACAEI
operation mode back to deep sleep when available.

Example: S@,1,03E8 /I Set AIO1 output voltage to be 1000mV

AC



3.2.1.3 SB<0-7>

This command set thébaud rate of the UART communication. The input parameter
is single digit number in the range of 0 to 7, representing baud rate from 2400 to
921K, as shown in table 3. Notice that when baud rate is set to 2400, there is no
need to wake up RN4020 for UART @omunication.

Table 3: UART Baud Rate Settings

Setting Baud Rate Comments

0 2400 RN4020 does not need to be
waken up.

9600

19200

38400

115200

230400

460800

N[OOI WIN|F

921600




Cadence

Current Fime 0x00800000 | Fime

Next DST Change 0x00400000 Time

Reference Time 0x00200000 | Fime

Update

Link-Loss Ox00100000 | Proximity
Immediate-Alert 0x00080000 | Find-MeProximity
PXPower 0x00040000 | Proximity

Alert Notification 0x00020000 | Alert-Notification
Phone-Alert Status 0x00010000 | Phone-Alert Status
Scan-Parameters 0x00004000 | Scan-Parameters
Location-&Navigation | 0x00001000 | Locatioh-& Navigation
User Defined-Private | Ox00000001 | User Defined-Private Profile
Service

3.2.1.5 SDF,<text>

This command set the value of firmwareevision characteristic in Device
Information Service.

Device Information Service is used to identify the device. All its characteristics
rarely change. Therefore, values of characteristics in Device Information Sere
could be set and saved into NVM. All values of characteristic in Device Information
Service have maximum size of 20 bytes.

Default: 0.9
Example: SDF,0.9
3.2.1.6 SDH,<text>

This command set the value of hardware revision characteristics in Device
Information Service.

Default: 2.1
Example: SDH,2.1

3.2.1.7 SDM,<text>

This command set the value of model characteristics in Device Information Service.




Default: RN4020
Example: SOM,RN4020
3.2.1.8 SDN,<text>

This command set thevalue ofmanufactory name characteristics in Device
Information Service.

Default: Microchip
Example: SDN,Microchip

3.2.1.10 SDR,<text>

This command set thevalue ofsoftware revision charaderistics in Device
Information Service.

Default: 1.0
Example: SDR,1.0
3.2.1.11 SDS,<text>

This command set the value of serial number characterisgdan Device Information
Service.

Default: N/A
Example: SDS,12345678
3.2.1.12 SFg1,2>

This command reset the configurations into factory default. Ténparameter of this
command couldbe 1or 2.



When input parameter is 1, majority of the settings will beestored to factory
default, but some settings, such as device name, device info, script and private
services, stay the same. When input parameter is 2, all parameters are restored to
factory default.

Example: SF,1

3.2.1.13 SM,<1,2>,<hex32>

This command startsone of the application timers. The first parameter is the
identifier of the timer to start and the second parameter ighe timer expiration time

in macro-Second if the value is in the range between 0x00000001 and Ox7FFFFFFF.
Second parameter outside the laove range will stop the timer.

Example: SM,1,00100000 /I start the timer 1 to expire in about 1
Il second
SM,1,FFFFFFFF /I stop timer 1 immediately

3.2.1.14 SN,<text>

This command sets the device name, where <string> is up to 20 alphanumeric
characters.

Example: SN,MyDevice ¥Tr 3A0 OEA AAOGEAA 1T AI A Ol

3.2.1.15 SR,<hex16>

This command set the supported feature of current RN4020 device. The input
parameter is 16-bit bitmap that indicates features to the supported. After changing
the features, areboot is necessary to make the changes effective. The bitmap of
features could be seen in table.5

Table 4 Bitmap of Features

Feature Bitmap Description

Central 0x8000 If set, device is central that starts the
connection. If cleared, device is
peripheral that starts advertisement.

Buffered Read 0x4000 If set, device read from RN4020 internal
RAM for characteristic values that are
set beforehand. If cleared, device reques
values from host MCU through UART
and host MCU must respond in timely
manner.




Auto Advertise

0x2000

This setting applies to peripheral device
only. If set, device starts advertisement
after power cycle, reboot or
disconnection. If cleared, device starts
advertisement after receiving command
0! 6 AOII 5124 EI A

Support MLDP

0x1000

If set, the device supports Microchip
private service MLDPthat simulates
Serial Port Profile with data stream. If
cleared,MLDPis disabled.

Auto MLDP
Disable

0x0800

This setting is only effective wherMLDP
is enabled.If set, the device entersMLDP
iTAA AZEOAO OAAAEOE
UART in command moder set GPIO 4
to high. If cleared, the device enters
-,%0 ITAA 1106 1171 U
GPIO4 pin, but also by receiving MLDP
data stream from peer device.

No Direct
Advertisement

0x0400

This setting is only effective for
peripheral devices. If set, peripheral will
not issue direct advertisement even if it
is bonded, therefore it is discoverable
whenever it is advertising. This setting is
useful when working with iOS or
Android devices.

UART Flow
Control

0x0200

This setting is used to control RTS/CTS
hardware flow control on RN4020 UART
port. If set, flow control is enabled and
host needs to support UART hardware
flow control feature.

Run Script After
Power On

0x0100

This setting is used tocontrol script
execution. If set, after powering on,
script running will be automatically
started by generating @PW _ON event.

Enable Battery
Monitor

0x0080

This setting enables battery monitor.
Battery voltage will be checked once per|
10 minutes. Once btery voltage is
below threshold setA U AT I 1 AT /
notifications are triggered. Message

0" AOOGAOU ,1Tx6 xEII
and low priority alert @ALERTL will be
generated if scripting capability is
enabled.

Enable
Authentication

0x0040

This setting enables authentication
during connection, preventing Manin-




The-Middle (MITM) attack. When
authentication is enabled,|O capability
is set to be keyboard and display. Refer
to table 2.5 in Bluetooth Core Spec v4.1
Vol 3, Part H, section 2.3.5.1 for details

Enable Remote
Command

0x0020

This setting is only effective if MDLP
feature is enabled.This setting enables
local device to receive remote command
from remote device and send command
output to remote device throughMLDP
data stream.

Do not Save
Bonding

0x0010

/I'TAA OAOh OEA AITTA
be saved in NVM and the bonding is only
valid for current connection.

IO Capabilities

0xO000E

IO capability of the module. Only useful
if Enable Authentication bit is set.
000b: Display Only

001b: Display Yes/No

010b: Keyboard Only

011b: No Input, no output

100b: Keyboard Display

Default:
Example:

0000
SR,6000

3.2.1.16 SS,<hex32>

/[ Set device as peripheral, buffered read
/[ and automatically start advertisement

This command sets the services to be supported by the device as server role. The
input parameter is 32-bit bitmap that indicates the services to be supported as
server. Supporting service as server role means that host MCU needs to supply the
values of al characteristics in supported services and provides client access to those

values upon requesting. Once the service bitmap is modified, the device must reboot

to make the new services effective. The 3Rit bitmap could be found in table 5

Table 5 Bitmap of Services

Service Bitmap Used in Profiles

Device Information 0x80000000 | Blood Pressure, Cycling Speed Cadence,
Glucose, Health Thermometer, Heart Rate,
Running Speed Cadence

Battery 0x40000000

Heart Rate 0x20000000 | Heart Rate

Health Thermometer | 0x10000000 | Health Thermometer

Glucose 0x08000000 | Glucose




Blood Pressure 0x04000000 | Blood Pressure

Running Speed 0x02000000 | Running Speed Cadence
Cadence

Cycling Speed 0x01000000 | Cycling Speed Cadence
Cadence

Current Time 0x00800000 | Time

Next DSTChange 0x00400000 | Time

Reference Time 0x00200000 | Time

Update

Link Loss 0x00100000 | Proximity

Immediate Alert 0x00080000 | Find Me, Proximity

TX Power 0x00040000 | Proximity

Alert Notification 0x00020000 | Alert Notification

Phone Alert Status 0x00010000 | Phone Alert Status

Scan Parameters 0x00004000 | Scan Parameters
Location & Navigation | 0x00001000 | Location & Navigation
User Defined Private | 0x00000001 | User Defined Private Profile
Service

Default: 00000000
Example: SS,060000 /I support blood pressure and
/I running speed cadence as

/] server role
3.2.1.17 ST <interval><latency>,<timeout >

This commandsetsthe initial connection parameters for future connections. The
three input parameters are all 16bit value in hex format.To modify current o
AT11 AAOGETT DAOAI AGAOOh DI AAOA OA&EAO Oi

For central device, the connection parameters will be used to establish connections
with peripherals. For peripheral device, the connection parameters will be used to
request the connection update once a new connection is established. Acceptance of
connection update from a peripheral device depends on central device.

OAO AU AT i1 AT A Oa8i4 ot estéblshed. Oick dornéeloE is
established, the actual connection parameters will be displayed in response to
ATTTATA O 4068

Connection interval, latency and timeout are often associated with how frequent
that a peripheral device needs to commuigiate with central, therefore, closely
OAT AGAA Ol
listed in table 6

4EA AT OOAOPITAETI ¢ CAO ATiI T ATA O 46 OAOOOT O C

AAOEIT

DT xAO AT 1 OOi DOEI 1 8atighshipar® EOAA DAOAL



Table 6Connection Parameters

Parameter Range Description

Interval 0x0006 z 0x0C80 The time interval of communication
between two connected devices. (unit:
1.25ms)

Latency 0x0000 z Ox01F3 The number of consecutive connection
must less than events that the peripheral does not
(Timeout*10/Interval*1.25 - | need to communicate with central.

1)
Timeout 0x000A z Ox0C80 The maimum time between raw
communications before the link is
considered lost. ((unit: 210ms)

Default: 0006,0000,0064

Example: ST,0064,0002,0064 /I Set the interval to be 125ms,
// latency to be 2 and timeout to
/I 1 second

3.2.1.18 SV,<hex16>

This command set the battery monitor threshold. This command took effect if

AAOOAOU 11T TEOT O EZAAOOOCA EO AT AAT AA Au AT I 1 A1
voltage in mV. Battery voltage is checked once per 10 minutes. Once the battery

voltage is lower than the thresholdi AOOACA 6" AOOGAOU , i1 x6 EO 1 60
the event of low priority alert is generated.

Default: 09C4 /I default battery voltage threshold 2500mV

Example: SV,0A28 /I Set battery voltage threshold 2600mV

3.3.2 Action Commands

The group of action commands is mainly used to initiate functionality as well as
display critical information.

3.3.2.1+

#1 11T ATA O0cd OiT cci AO OEA 11T AAT AAET 11 AT A 1/
command mode, all typed characters are echoed to the outpdyping + again will o
turn local echooff#1 I I AT A OCco6 AT AO 110 EAOA PAOAI AOAO¢
Default: Off

Example: + /I Turn local echo on



3.3.2.2 A,<hex16>,<hex16>

#TTTATA 016 EO 1110 AOAET AAI A orbroaddads@E AA OE A
role.#1T 11T ATA 016 EO OOAA O OOAOO AAOAOOEOAI AT (
7EAT OEA AAOGEAA AAOO AO AOI AAAAOGOAO o1l Ah Al
advertisement is undirected, urconnectable manufacture specific broadcast S
| AOOACA8 4EA DPAUITAA T &£ OEA 1 AOOACA EO OAO A

Whenthe deviceacts as peripheral role, and its not bonded, the advertisement is
undirected connectable which means all BTLE central device could find it. When the
device is bonded, the adertisement isdirected if no_direct_adv hiis cleared with
commandSR; otherwisethe advertisement is undirected if no_direct_adv bit is set
When direct advertisement is used, its directed to the bonded device so that other
BTLE devices could not be heard.

7EAT ATTT AT A O!d EO EOOdhisemdntinieivdd® DAOAT AOAC
default to be 100msand advertise indefinitely8 #1 1 | AT A Ol 6 AT O1 A AA A
two 16bit hex parameters, which indicates adverisement interval in millisecond

and total advertisement time in millisecond. The second parameter mube larger

than the first parameter.

Default: 100 (millisecond)
Example: A,0050,07D0 /I Start advertisement with

/[ interval of 80 millisecond for 2 seconds
3.3.2.3 B,<0,1>

i AT A O" ésectr®the@@AedtiorGahdond two connected device. -
| TATA O"06 EO 111U AEZEAAOEOA EZE Ox1 AAOEAAC
e issued from either central or peripheral device.

# 1
# 1
b

If no input parameter is provided or the input parameter is 1, the connection will be
secured and the peer device reembered. In this situation, we call the two devices
are bonded. If the input parameter is 0, the connection is secured but peer device is
not saved into NVM. In this situation, the connection is not bonded.

Once bonded, security materials will bsaved n both end of connectionf
Qlo_not_save_bondirggetting is clearedA U AT [ [ A.TTHerefér8 r2obnnection
between bonded devices does not require authentication, so reconnection could be
done in a very short time. For bonded peripheral devices, the adisement could
only be directed. As the result, bonded peripheral devices are not alatble for

inquiry or connection.



After bonded connection is lost due to any reason, reconnection does to provide

secured link automatically. To secure the connectionjal OEAO O" & AT i1 AT A Ol
be issued. However, this command is only for securing link other than saving

connection information.

Default: Not bonded

Example: B // bond with connected peer device

3.3.24D

#1 11 ATA 088 EO OOitbrmaiisn ofkdrénbdevics ovdr OARTE A A1

&1 11T xETC ET & O AGETT xEI1l AA OET x1T AZEOAO EC

1 Device MAC Address

9 Device Name

1 Device Connection Rolg Central or Peripheral

1 Connected Device: Show MAC address and address type (Public or Random) if
AT1T1TAAOAAR 1T O OTiTo E£ 11T AAOEOA AITTAAOQEIT

1 Bonded Device: Show MAC address and address type (Public or Random) if
ATT1T1TAAOAAR T O OTio E£A£ 11T ATTAETI ¢ AAOEAA

1 Server Services: Bitmap of services that are supported as server role

#1 1T T ATA O0$6 EAO 11 DAOAI AGAO

Example: D // Dump information

3.3.2.5 E,<0,1>,<mac address>

#1 1T ATA Owde EO 111U AOAEI AAT A O AAOGEAA A0 A
establish connection with a peer peripheral device.

If the central device is already bonded with a peripp@ A1l h EOOOET ¢ AT i1 AT A
automatically start the process ofconnectng with the bonded peripheral. Usually, o
AT TAAA AAT OOAT AAOGEAA T AAAO O EOOOA AT i1 AT A

start directed advertisement.

If the central device is not londed with the peripheral,two input parameters are

required to establish connection with a peripheral device. The first parameter is

MAC address type and second parameter is MAC address of the peripheral device.

MAC address type is either O for public adéess or 1 for random address. The

AAAOAOO OUDPA OEI O A AA AOAEI AAT A ET OEA OAOC
second parameter is 6 byte MAC address, which is also available from result of

ATT 1T AT A 0&638



Default: Bonded MAC Address
Example: E,0,00035B358E6 /I Connect to peripheral with
// public address 00035B0358E6

3.3.2.6 F,<hex16>,<hex16>

#1 11T ATA 0&06 EO 111U AcCoAdbdedekold Foodentrdl AOEAA A0 A
device, t is used to inquiry the peripheral devices before establishing connection.

For observer, it is used to receive broadcast messages.

If no parameter is providech AT 1 1 AT fsth©Robes<obcArddtion with

default scan interval of 375 milliseconds ad scan window of 250 milliseconds. User

has the option to specify the scan interval and scan window as first and second

parameter respectively as 16bit hex value in millisecond.

Default: 375ms for scan interval, 250ms for scan window
Example: F,012C,0@8 /[ Start Inquiry with 300ms scan interval
/l and 200ms scan window

3.3.2.7H

#1 11 ATA O(6 OATAO EAI D DPACA Of 51248 4EA EAI
#1011 AT AGoh O! ACETT #1711 AT AOG6h O3AOOEAA #1114
Al MLDPCommalA 068 ! AAT OAET ¢ O1T OEA MEAAAOOOA OAOOE
help page displays only commands that are applies to current settings.

#1111 ATA O(6 EAO 11 DAOAI AOAOS

Example: H /I Display the help page

3.3.2.8 J,<0,1>

Command J put the device into or out of observer role.

If the input parameter is1, RN4020 enters observer mode. After issuing command o
O0&d6h 2. tmegm AT Ol A -coAnBclaRdplverGsbriekt @A OA AR  Of
broadcasters.

If the input parameter is 0, RM020 exits observer mode.

Example: J,1 /I Enter observer mode. To receive broadcast, S
¥r ATi i ATA O0&6 1000 AA EOOOAA



3.3.2.8K

#1TTATA O+86 EO OOdciveBTiE ikEt@dld beludeda OEA

central or peripheralrole. #1 I I AT A O0+06 AT A0 110 EAOA AT U PA
Example: K /I Kill the active BTLE connection

3.3.29M

#1 1T ATA O0-06 EO OOAA O CcAO OEA OECT Al OO0OO0OAT ¢
device. The signal strength could be used to estimate the distance betwetbe S
AARAOEAA AT A EOO PAAO8 #1 11T AT A O0-6 ATAO 110 Acg
AEA OAOOOT OAT OA T &£ ATTTATA O0-6 EO OEA OECT A

result is within 6dBm.

Example: M /I check the signal strength of last
/[ communication with peer device

3.3.2.100

#1T 11T ATA O0/6 BDOOO OEA 11T AOI A ETOT AT OIi AT O 114
It has no parameter and could be issued by either central or peripheral device.

When RN4020 is in dormant mode, the power consumption is less than 600nAs A
comparison, power consumption is less than 5uA in deep sleep mode. Once enter
dormant mode,GPIO 9 will assert lowall connection will be lost as well as any data
in RAM. To exit from dormant mode, pull the WAKE pin high. Once exit from
dormant mode, RNI020 behaves the same as after reboot.

Example: o I/l Enter low power dormant mode




3.3.212R,1
#1 11 ATA 026 A& OAAOC A Aiipi AOGA AAOEAA OAATIT O
mandatory parameDA O | £ Op 6 8 I £FOAO OAATTOET C 2. tmgml
effective.

Example: R,1 / Reboot RN4020

3.3.2.13 T <interval>,<latency>,<timeout>

Al GA Ai11AA
04 6 poidD cytld AD
046 EO 111

#1 11T ATA 046 EO OOAA O1 AE
for current connection. The parameters of AT | 1 AT A
parameters are 16bit value in hex format# 1 | | AT A
connection exists when the command is issued.

4
4

For the definitions, ranges and relationships of connedion interval, latency and o
timeout, please refersection 3.2.1.0 A&l O AT | | Alblk 6far8etads. AT A OA

7EAT AT I 1T ATA 046 xEOE OAI EA DAOAinkDA OO EO EC
interval of Timeout is required between two connection parameter udate requests.

Also,whether to accept the connection parameteupdate requestis up to the

central device. When RN4020 acts as central device, it acceall valid connection

parameter update requests.

Default: Interval: 20; Latency: 0; Timeout: 200

Example: T,0190,0001,03E8 /I Request Connection Parameter
/I to be interval 400ms, latency 1
// and timeout 1000ms

3.3.2.14 U

#1 11T ATA 056 OAIT OAO AQEOOEI ¢ AT TAET ¢c8 ) O AQE
issued by either central or peripheral.



#1 1T ATA 056 110 T7T1U OAITl OGAOG OEA AiTAET Cch AC
i AOET A8 )& A PAOEPEAOAI EO AARNMROEIOET ¢ xEAT
remove the bonding, stop thealirected advertisement, and then &rt undirected

advertisement.

Example: U /I remove existing bond

3.3.2.15V

#1 11T ATA 066 AEOPI AUO OEA EEOI xAOA OAOOEIT 8
Example: Vv /I display firmware version

3.3.2.16 X

#1 11T AT A 086 EO 11 lotobdeiehdevicA Rdr dentrél HevideAiT OOA |

stops inquiry process For observers, it stops to receive broadcast messages.

#1 11 ATA 086 A@GPAAOO 11 DAOAI AOAOS

Example: X /I stop inquiry

3.3.217Y

#1 11 AT A onfy@ilalifeQo peripheralor broadcasterdevice. It stops )
AAOAOOEOAI AT O OEAO OOAOOO Au AT T T ATA O!d8 #I
Example: Y /l stop advertisement.

3.3.2.18Z7

#1 11T ATA OG:6 EO 111U AOAE toAnkdtichpracessthahl OOAT AAC
OOAOOO xEOE AT T T ATA Owd8 #1111 AT A O0:06 AGPAAOC
Example: Z /l stop connection process

3.3.3 Characteristic Access Commands

The main functionality of BTLE profiles and services are providing access the
values andconfigurations of characteristics. RN4020 provides a group of commands
to address this issue.



3.3.3.1 Definition of Characteristic Access Commands

RN4020 could be configured to act as server and client at the same time. When it

performs dual roles as sever and client, two sets of services and characteristics are

known to RN4020. For services that RN4020 acts as server, it is called server

services, where all values and configurations of characteristics are stored locally.

For services that RN4020 acts adient, it is called client services, where all data and

configurations of characteristics are stored remotely in peer device. To address

OAOOAO OAOOGEAAOh OEA EEOOCO 1 AOOAO 1T £ AEAOAAC

client services, the firsteDAO T £ AEAOAAOAOEOOEA AAAAOCO Al i1

Bluetooth SIG adopted a group of public services specifications, which are the basis

of interoperability between devices. All service and characteristics in the service

have been assigned 1:®it short UUIDs. @ the other hand, users are able to define

their own private service and its associated characteristics with 12&it long UUIDs.

On the other hand, even it is rare; one public characteristic may be used in more

than one service. Furthermore, because addremg 128bit private characteristic

may not be so efficient, RN4020 provides a unique 16bit reference of handle to each
characteristic. Therefore, a characteristic could be addressed either by its UUID or

its handle. To address a characteristic by its UUIhe second letter of characteristic

AAAAGO AT i 1T AT AO EO 056N OF AAAOAOO A AEAOAAC

~ S s s o~ A N~ - s A o~

In addition, the value or configuration of a characteristic could either be read or

write. To read a characteristic, the third letter of characteristic access commandsis .
026N 01 xOEOA A AEAOAAOAOEOOEAh OEA OEEOA 1 A
0768

Finally, access to a characteristic may be directed to its value, or its configurati.

Usually, only the client services needs to access the configuration of a characteristic.

If address by handle, this problem has been solved, since value and configuration of

a characteristic have different handles. But if addressing by UUID, afourth© OA O 06 6

10 Oo#6 1 AAAO OI AA AAAAA OI ET AEAAOA xEAOQEAC
for value or configuration of a characteristic.

Before addressing the characteristics, user may want to knoaccessible

characteristics. Characteristic Accessammands group provides two commandsLC
and LSto list the client services andserver services respectively.

3.3.3.2LC

#1 11T ATA O,#06 1 EOOO OEA AOAEI AAT A Al EAT O OAOC
services and their characteristics are onlavailable under two conditions:

9 An active connecton exists



9 Peer device supports services as server role.

AEA 1 00DOO T &£ ATTTATA O,#06 A 111 x0 £ Oi AO AR
1 The first line is primary service uuid
1 The second line starts with two spaces and then follows théaracteristic uuid,

handle and characteristic property.

1 The property for characteristic valuefollows definition in table 1. Property for
characteristic value must have bit 4 and bit 5 cleared (no notification or
indication), while property for characteristic configuration must have either bit
4 or bit 5 set.

Figure 2 shows Battery service output. 0x180F is UUID for Battery Service. The
second line shows that Battery Level UUID 0x2A19, its handle 0xO001A and property
0x02 (Readablea value handlesee Talbe 1,). The third line shows Battery Level
UUID 0x2A19, its handle 0x001B and property 0x10 (Nodify, a configuration
handle).

Figure 2 Listing Client Serviceand Characteristics

180F
2A19,001A,02
2A19,001B,10

Example: LC /[ Display all client services

3.3.3.3LS

#1 1T ATA 0,36 1EOO OEA OAOOAO OAOOGEAAO AT A
AEA 1606006 &£ OI A0 T £ ATTTATA 6,36 EO OAOU
follows:

1 The first line is primary service uuid
1 The second line starts with two spaces and then follows the characteristic uuid,

OE

o O
m-

m.

EATATA ATA 1 AOOAO 0606 1O O#06 O ETAEAAOA O

respectively.



7EAT AT1T 1T AT A O, 36 E AlaysalkerverscdicdsBlandwith EO AEO
OEAEO AEAOAAOAOEOOEA O8Iy takk dné ok twd pa@meseds. IFAT O1 A T E
ITA DAOAI AOAO EO CEOAT O1F AT i1 A1 Ahe®, #6h EO i
only the server service with input UUID along with allts characteristics will be

AEODPI AUAA8 ) &£ Ox1 DAOAI AOGAOO AOA CEOAT O1 AIi
UUID of server service and the second parameter is UUID of its characteristiben

only the characteristic with given UUID inthe server servicewith given UUID is

displayed.

Example: LS /I Display all server services

3.3.3.4 CHR

According to command interpolation method described in section 3.3.3.1, command
O# (206 OAA A éhardcierisie Aficliént $ericefrom remote device by
addressingits handle.

AEA DPAOAI AOGAO 1 /£ iHex vAlieAf thévardi2, whick O p @
corresponds to a characteristic of client service. User should be able to find match

~ S s s o~ oA N~ - s A o~

AAOxAAT EAT AT A ATA EOO AEAOAAOAOEOOEA 55)% A

This command is oty effective if an a&tive link with peer exists,the handle
parameter is validand the corresponding characteristic is readable according to its
property. The value returned is retrieved from remote peer device.

Example: CHR,001A // Read the content of characteristic with
/[ handle 0x001Afrom remote device

3.3.3.5 CHW

According to command interpolation method described in section 3.3.3.1, command

O#(706 xOEOAO AT 1 OGldiedt sérviEefrdri reranfe AddidedE OO E A
addressingits handle.

This command takes two parameters. The first parameter is 1bit hex value of the

handle, which corresponds to a characteristic of cliergervice. User should be able

Ol &EET A |1 AOGAE AAOxAAT EATAIT A ATA EOO AEAOAAC
second parameter is the content to be written to the characteristicThe format of

each public characteristic is defined in Rletooth SIG specifications. User defines the

format of each private characteristic

This command is only effective if an activerik with peer exists, the handle
parameter is valid and the corresponding characteristic is writable according to its



property. The content value is written to remote peer device. The writing method
depends on property of the characteristic.

When writing to a configuration handle to the remote device, Bluetooth
specification defines the format to be 0000, 0x0001 or 0x0002. ValueOx0001 (01
00 over the air in little endian) starts notification, value 0002 (02 00 over the air

in little endian) starts indication and valueOx0000 stops both of them. To start
notification or indication depends on service specification as well as property of the
characteristic. Please refer tarable 1 and Figure 2 for detalils.

Example: CHW,001A,64 /I Set value of characteristic
/I with value handle 0x001A to be
// 100 on remote device
CHW,001B,0100 // Start notification on characteristic
/I by writing 0x0001 to its configuration
/l handle 0x001B on remote device

3.3.3.6 CURC

According to command interpolation nethod described in section 3.3.3.1, command

O#52#06 OAAAO AT 1 AFECOOAOGEI T 1 £ A A&BOAAOAOEOC

by addressing its UUID.

This command expects one parameter, which is the UUID of the characteristic in
client service.The UUIDcould be either 16bit short UUID for public characteristic,
or 128bit long UUID for private characteristicOnly characteristic with property of
notification or indication has configuration, therefore, addressable by this
command.

This command is only #ective if an active link with peer exists and the UUID
parameter is valid. The configuration of a characteristic, if exists, is always readable.
The value returned is retrieved from remote peer device.

The return value is 0000, 0100 or 02000r endianformat for value 0x0000, 0x0001
and 0x0002 Return value 0000 means no indication or notification starts; return
value 0100 means notification starts and 0200 means indication starts.

Example: CURQA19 /I Read configuration of characteristic

/I Battery Level with UUID 0x2A19%rom
/I remote device

3.3.3.7 CURV



According to command interpolation method described in section 3.3.3.1, command
O#52606 OAAAO OAI OA 1T &£ A AEAOAdeORIYEOOEA E Al
addressing its UUID.

This command expects one parameter, which is the UUID of the characteristic in
client service. The UUID could be either 16it short UUID for public characteristic,
or 128bit long UUID for private characteristic.

This command is only effective if an acte link with peer exists, the UUID parameter
is valid and the characteristic is readable according to its property. The value
returned is retrieved from remote peer device.

Example: CURV,2A19 /I Read value of characteristic
// Battery Level with UUID 0x2A19
/[ from remote device

3.3.3.8 CUWC

According to command interpolation method described in section 3.3.3.1, command
O#57#6 xOEOAO Al 1T ZECOOAOETT 1T &£# A AEAOAAOAOEC
addressing its UUID.

This commandexpects two parameters. The first parameter is the UUIither

16bit short UUID or 128bit long UUID)of the characteristic The second parameter

EO AEOEAO Ono 1O Opo68 0AOAI ABGAO Opo 1 AAT O OC
depending on the property of¢ T AFECOOAOET 1T EAT Al A8 0AOAI AOAC«
notification or indication. Only characteristic with property of notification or

indication has configuration, therefore, addressable by this command.

This command is only effective if an active link with peeexists and the UUID
parameter is valid. The characteristic configuration, if exists, is always writable.

Example: CUWC,2A19,1 /l Start notification on remote device
/I for characteristic Battery Level with
/I UUID O0x2A19

3.3.3.9 Cuwv

According tocommand interpolation method described in section 3.3.3.1, command ~
O#57606 xOEOAO OAI OA T £# A AEAOAAOAOEOOEA E A
addressing its UUID.

This command expects two parameters. The first parameter is the UUID (either
16bit short UUID or 128bit long UUID) of the characteristic. The second parameter



is hex value of the contents to be written. The format of public characteristic is
defined in Bluetooth SIG specifications. The user defines the format of private
characteristic.

This command is only effective if an active link with peer exists, the UUID parameter
is valid and the characteristic is writable according to its propertyThe content

value is written to remote peer device. The writing method depends on property of
the charecteristic.

Example: CUWV,2A19,64 /I Write 100% to remote device for
/I characteristic Battery Level with
/' UUID 0x2A19

3.3.3.10 SHR

According to command interpolation method described in section 3.3.3.1, command
03 (206 OAAAO rakteristiO éf betver befzicélob lacal device by addressing
its handle.

4EA DPAOAT AOGAO 1 £ Aif Hexvallde Af th® BaadepwhiehO p ¢
corresponds to a characteristic of a server service. User should be able to find match

~ N s N o o~ A N s oz oA oo~

This command is effective with or without an active link. Reading contents of a
characteristic locally is always permitted regardless of characteristic property.
Characteristic property is only used for remote acces3he value returned is
retrieved from local device and equal to what is written at most recent time.

Example: SHR,001A // Read the local content of characteristic with
/[ handle Ox001A
3.3.3.11 SHW
According to command interpolation methoddescribed in section 3.3.3.1, command

O03(76 xOEOAO AT 1 O0AT O 1 £# AEAOAAOAOEOOEA E
addressing its handle.

O£

This command takes two parameters. The first parameter is 16it hex value of the

handle, which corresponds to a chareteristic of server service. User should be able

to find match between handle and its characterisA 55) $ AU Al8i i4&KI1AA O, 3
second parameter is the content to be written to the characteristic. The format of

each public characteristic is defined in Bluatoth SIG specificationsUserdefines the

format of each private characteristic



This command is effectiveonly if the handle is valid in server service. Characteristic
in server service is always writable regardless of its property. Characteristic
property is only for remote access. The content of a configuration handle, which
starts or stops notification/indication, is usually set remotely. We highly
recommend not writing to configuration handle, although such operation is not
prohibited.

When BufferedRead feature (Sesection 3.2.1.12folAT | | AT A 06326Qq EO 110
RN4020 requests content of a characteristic from the host MCU, when receiving
OAAA OANOAOGO &#£O01Ti OEA OAi 1T OA AAOGEAA8 4EA EIC

I O O 205vité the content and therefore responds to the request.

7EAT ATTTATA O03(706 EO EOOOAA O AEAT CA OEA |
notification or indication might be send to remote device, if following conditions are
met:
1 An active connection exists
1 Remote device supprt the corresponding service and characteristic as client
role

91 Property of corresponding characteristicsupports notification or indication
1 Notification or indication service for the corresponding characteristic has been
started by the remote device

Example: SHW,001A,64 /I Set local value of characteristic Battery
/I Level with value handle Ox001A to be
/l 100%. If notification service has been
/I started on Battery Levelbefore,local
/l device will notify the new value of
/[ 100% to the remote peer device

3.3.3.12 SUR

According to command interpolation method described in section 3.3.3.1, command
03526 vaukd énéracteistic in server service on local device by addressing its
UuUID.

AEA DPAOAI AOGAO 1 £ Avhlieiofane BUIDDS &chavact&igidheA @
UUID could be either 1ébit short UUID for public characteristic, or 128bit long
UUID for private characteristic.

This command can only read value of a characteristic. Generally speaking,
configuration of a chaacteristic in server service is accessed remotely by peer
device. Therefore local device does not care about the setting. If user needs to know



OEA AT 1 £ZECOOAOQEIT 1T A&# A 11T AAl AEAOAAOAOEOOEAH
retrieve such information.

This oommand is effective with or without an active link. Readingalue of a
characteristic locally is always permitted regardless of characteristic property.
Characteristic property is only used for remote access. The value returned is
retrieved from local device and equal to what is written at most recent time.

Example: SUR,2A19 // Read the local value of characteristic with
/I UUID O0x2A19

3.3.3.13 SUW

According to command interpolation method described in section 3.3.3.1, command
03576 x OEtAcharadtéristiOiA derver service to local device by
addressing its UUID.

This command takes two parameters. The first parameter is hex value of the UUID of
a characteristic. The UUID could be either 1Bit short UUID for public

characteristic, or 12&it long UUID for private characteristic. The second parameter
is the content to be written to the characteristic. The format of each public
characteristic is defined in Bluetooth SIG specifications. The user defines the format
of each private characterisic.

This command is effective only if the UUID is valid in server service. Characteristic
in server service is always writable regardless of its property. Characteristic
property is only for remote access. The configuration of a characteristic, which
starts or stops notification/indication, is usually set remotely. Therefore, command

035706 AT OIA 110 AA OOGAA O1 1 1TAEEU OEA Al 1 EEC
ADAAPOETI T Al AAOA OEAO OOAE Al 1 EZECOOAOEI T EAC
should be cansidered.

When Buffered Read feature (Sesection 3.2.1.12folAT I | AT A 0326q EO 110
RN4020 requests content of a characteristic from the host MCU, when receiving

OAAA OANOAOGO #O0ii OEA OAi T OA AAOGEAA8 4EA EIC

I O O&oswiite the content and therefore responds to the request.

7EAT AT T 17Ad AED3IBEOO00AA O1 AEAT CA OEA 11 AAI Al
notification or indication might be send to remote device, if following conditions are
met:
1 An active connection &ists
1 Remote device support the corresponding service and characteristic as client
role
1 Property of corresponding characteristic supports notification or indication



1 Notification or indication service for the corresponding characteristic has been
started by the remote device

Example: SUW,2A19%4 /I Set local value of characteristic Battery
/I Level with value handle 0x001A to be
// 100%. If notification service has been
// started on Battery Level before, local
/I device will notify the new value of
/1 100% to the remote peer device

3.3.4 Private Service Configuration Commands

Bluetooth SIG defines public profiles, services and characteristics to ensure
interoperability between devices.On the other hand, users could define private
service to targettheir special needs in application. RN4020 providethe capability
for the user to define their own private service/characteristics as server role as well
as working with private service/characteristics as client role.

All Bluetooth adopted public servie/characteristics have 16bit short UUID. On the
other hand, all private service/characteristics have 12&it long UUID. Once private

service isenabled OAA OAAOQOET 1T o08¢8p8po AT A o08¢8p8¢c Al (
parameter), the private service/characteristic commands will be displayed in help

DACA | OAA ATi T AT A O(6Qs

All private service/characteristic configuration commands startsx EOE 1| AOOAO 00068

main function of those commands is to define private service and its private
characteristics. All definitions will be saved in NVM on RN4020, which could the
restored after power cycle.

3.34.1PC

N 2 o s ~ N s N o~ A S - z A o~

DOEOAOA OAOOEAA 55)$ EAO AAAT OAO j #EAAE OARZ
this command could add one private characteristic to the private service at a time.

Calling thiscommand later will not overwrite the previous settings, but instead add

another private characteristic. This command is only effective if private service bit is

OAO | OAA OAAOEI 1T o08¢8p8po AT A o8c¢c8p8c¢c A& O Al
ThenewsetE1 CO x1 160 OAEA AEEAAO O1 OE1 OEA DI xAO
RN4020 supports up to b private characteristics. Private characteristics with

property of notification or indication occupy two slots, where those characteristics
without property of notification or indicatio n occupy one slot.



#1011 AT A O0#06 ohiBdamdeiersOEOAA
The first parameter is 128bit UUID for private characteristic. There are many ways
that user could generate 128bit UUID with little possibility of confliction. Please

refer to Wikipedia for details
(http://en.wikipedia.org/wiki/Universally _unique_identifier ).

The second parameter is &it property bitmap of the characteristic. Please check
table 1 for characteristicproperty.

The third parameter is 8bit value that indicates the maximum data size in octet that
the value of private characteristic holds. The real data size could be smaller. The
sum ofdata size forall private charaderistics must be lower than 200octets.

The optional fourth parameter is 8bit security flag bitmap of the characteristic. The

bitmap is described in table 7Notice that if authenticated read or write is defined,

OEAT AOOEAT OEAAOQEIT AEO ET ATIiT AT 03206 i
capability for security keys.If such parameter is not provided, then access to the
characteristic requires no additional GATT security.

(@]
(@)
'

Table 7: Security flags of characteristic

Name Bitmap Description

ENCR_R 0b00000001 Encryption required to readthe
characteristic

AUTH_R 0b00000010 Authentication required to read the
characteristic

ENCR_W 0b00010000 Encryption required to write the
characteristic

AUTH_ W 0b00100000 Authentication required to write
the characteristic

Example: PC11223344556677889900AABBCCDDEEFF,1A,05

/I Define a private characteristic with UUID

/1 0x11223344556677889900AABBCCDDEEFF. It is readable, writeable and could
/I perform notification. Maximum data size for this characteristic is 5 octets.

3.3.4.2 PS
) 6 OAOO OEA 55)% 1T A£ OEA DPOEOAOA 04
AAEl OA Al AT ArhicomniandEsOnlylfeiettiveAf Arivate service bit

#1711 AT A 003
i1 A7
EO OAO j OAA OAAOEITT o08c¢8p8po AT A o08¢8p8¢ Al C


http://en.wikipedia.org/wiki/Universally_unique_identifier

TheetEAAO 1T £ AT T 1 ATA 0036 AT OI A T1T1U AA OEIT xI
after power cycle.

#1 11 AT A O0s8nk pafa@é@eh, Midich is 128bit UUID for private service.
The UUID generation process is the same as that of private characteristics. Please
refer to Wikipedia for details

(http://en.wikipedia.org/wiki/Universally _unique_identifier ).

Example: PS,010203040506070809000A0BOCODOEOF

/I Define a private service with UUID 0x0102@040506070809000A0BOCODOEOF

3.3.4.3PZ
#1 11T ATA O00:6 Al AAOO Ak hnd pikate OHadcbstick. £ POEOAOA
power cycle is required afterwards to make the changes effective.
Example: PZ /I Clear all private service and characteristics
/I settings.

3.3.5Microchip MLDPCommands
3.3.5.1 Microchip MLDP Profile

Built on top of BTLE GATT, Microchip developed private serviddLDPto simulate
operation of Serial Port Profile (SPP).

To enableMLDP, the MLDPbit has to be enabled (Chdcsection 3.2.1.12 Command
032608

To run MLDPbetween two RN4020moduIes both dewces must haveMDLPfeature

The throughput of MDLPcommunication is highly depends on the connection

parameters, which decides the frequency of communication between central and

peripheral (CheckAT I | AT A 046 EIT OAMLOPthrdughpuB 0 8¢ 8pp Q8 ( E
requires frequent communications between two devices, therefore consumes more


http://en.wikipedia.org/wiki/Universally_unique_identifier

power and shortens battery life. If battery life is the priority of the application, the
expectation ofMLDPthroughput may be lowered.

OnceMLDPis enabled connection parameters are decidednd an active link has
been established between central and peripherasetting GPIO 4igh enters MLDP
mode. INMLDPmode, any data input from RN4020 UART will be sent wirelessly to
the peer device. To get out diLDPmode, GPIO 4 must be s&iw. After existing
MLDPmode, RN4020 should be back to default command mode.

To ensure data stream between two RN4020 devices, both devices must ertétDP

mode. On the other hand, ser has the opion to enter MLDPmode automatically

when receiving aMLDPmessage from the peer device by setting the

MLDP %. ! ", % 28 AEO ET 2. tm¢cn AAAOOOAO | #EAAE
3.2.1.12). When MLDP_ENABLE_RX bit is séfiLDPmode could be initiated from

one sgde of communication.

Besides controlled by GPIO A1ILDPmode also could be entered by issuing

command.

3.3.5.31

#1171 AT A O0) 6 b ™MODP8mutatiog modE T O

#1T 1T T ATA O0)6 EO 111U AEEAACEOA O1T ARAO All T £ 4
1 Central andPeripheral devices have been connected. i

T MDLPi T AA EO AT AAT AA AU ATIiT AT A 03206 AT A OAE,

both RN4020 devices.
I TAA ATTTAT A O)6 EOMDPmodlaAdall data thrmughtUART OA OO
will be transmitted to the peer device wirelessly. The only way to get out diILDP
mode is toassertlow on GPIO 4.

Example : I /l Enter MLDP mode

3.3.5.4 SE<02>

Command SE set the security mode for MLDP communicai® It expects one
parameter.

If the parameter is 0, no additional security is required.

If the parameter is 1, MLDP data over the air will be encrypted. Bonding is required
before MLDP service starts.



If the parameter is 2, MLDP data over the air wilbe authenticated. If this modeis
AT AAT AAh %l AAT A | OOEAT OEAAOQET T AEO 1 000 AA
have 1/0 capability and bonding must be made before MLDP service starts.

Default: 0
Example: SE,1 // Secure MLDP data over the air

3.3.6RN4020 Standalone Scripting Commands
3.3.6.1 RN4020 Standalone Scripting Capabilities

In typical set up,a host MCU via AT commands drives RN4020 BLE modoleer

UART interface. But for very simple application, theequirement of host MCU could

be waivedand thefunction could be performed byexecuting scripts onRN4020

directly. The script iSASCII commands that do not neetb be compiled or processed

before writing to RN4020. By no ways that RN4020 firmware is changed by writing,

reading or executing the scripts.The script is written into NVM of RN4020 module,

Ol DPi xAO AUAT A xI1 OIl AT60 AEEAAO OEA AT 1T OAT OO

The standalone scripting capability on RN4020 may be useful under following
situations:

1 Added cost of host MCU is sensitive

1 User applicationuses proprietary service and characteristics

1 User application mainly uses analogue or digital ports that are available on
RN4020
The logic of user application is simple
Instead of RN4020, peer device could perform interpolation of data
The total script cauld not exceed 512 bytes and less than 50 lines
Scripting capability could also used to lower load of host MCU. It could be
used to initialize setting and perform operations once certain event is
triggered.

= =4 -4 -4

3.3.6.2 Fundamental of RN4020 Script

The mainfunctionalities of scripting are achieved by executing AT commands, which
are the same as those via UART interface.

3.3.6.2.1 Event Driven

The script is driven by events. There are 7 events currently defined. Table 7 lists
supported events and their ldels. All event scripts starts with event label and then



followed by one or more logic operations or AT commands. Once an event is
triggered, if an event label is defined, then control is passed over to the script
engine. The script engine starts executinthe commands that are listed below the
event label until the end of script or encounteing another event label.

Table 7. List of Events and Event Labels

Event Event Label

Power On @PW ON

Timer 1 expired @TMR1

Timer 2 expired @TMR2

Connected @CONN

Disconnected @DISCON

P10 8 Input Change to Low @GPIOL

PIO 8 Input Change to High @GPIOH

3.3.6.2.2 Comments

RN4020 script engine handles the script line by line. Each line could start with

multiple spaces or tabs and end with return or line feed.Eventhough space is

generally not supported between AT ommands and its parameterssame as

command through UART, spaces or tabs are supported in assignment and logic

expressions, as described below.

Comment lines could be added to the script. Comment In®A OO0 xEOE | AOOAO
lasts the whole line. The script engine will completely ignore the comment line and

jump to the next script line once a comment line is detected.

Following script line is treated as comment:

# This is an example of comment lie

3.3.6.2.3 Variables

RN4020 script engine defines two variables: $VAR1 and $VAR2. Variable names are
case sensitiveThe value of the variables could be assigned to a constant value, or a
value thatis returned by an AT command. For instance, following script line assigns
value 0x1234 to variable $VAR1:

A6! 2 E Opcotbo

Similarly, following script line assign the reading of AlO 1 to variable $VAR?2:



[ $VAR2=G@,1

After assigning a value, variables then could be usedan AT command. For
instance, following AT command assign value of variab#/ARL1 to the server
characteristic handle 0x0019.

SHW,0019,$VAR1

The range of variables could be defined so that if value of variables is not in the
defined range, correspondingAT commands with variables would nofprosecuted.

The range of variable could be single condition such as following script line, which
defines variable $VAR1 must be larger than 0x0100.

A6! 2p € Ompmnnd

Variable range couldalsobe defined by twoconditions with AND or OR logic
operation. In following script lines, $VARL1 is defined to be valid in range between
0x0050 and 0x0120; while $VAR?2 is defined to be either larger than 0x0100 or less
than 0x0020.

A6! 2p € Onmund QO A6!2p I Ompgmod
A6! 2¢ m8t60mms A6! 2¢ [ Onmmgmod
$VAR1=G@,0

$VAR2 = G@,1

SHW,0019,$VAR1

SHW,0021,$VAR?2

In the first two lines of the script, ranges of variables are defined. Following two
script lines read values of analogue port AIO0 and AlO1 respectively and assign
them to the two variables. If the reading of AIOO is between value 0x0050 and
0x0120, the value is assigned to server characteristic handle 0x0019; otherwise, no
value is assigned to thénandle. Similarly, if reading of AlIO1 is larger than 0x0100 or
less than 0x0020the value is assigned to server characteristic handle 0x0021;
otherwise, no value is assigned to the handle.

~ s s o~ oA
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3.3.6.2.4 Handle Association

On the other handan 1/0 port could be associated with a handle of server
characteristic. Once the handle receives requests from peer deeito read or write,
the I/O port is read or written respectively without further instruction. Three

I DAOA



analogue port and digital port PIO 11 cold be associated with a handleThe i
associated handle could be identiiedd D OT AAAAETwWS EAAT OEZEAO O

For instance, following script line associates server characteristic handle 0x0021
with read operation of analogue port AlO 2, so that whenever the pedevice wants
to read handle 0x0021, AlO 2 is read and the value will be returned to the peer
device.

%0021 = G@,2

Following script associates server characteristic handle 0x0023 with write
operation of analogue port AIO 0, so that whenever the pedevice wants to write
to handle 0x0023, the written value from the peer device will be used to set the
output voltage on AIO 0.

| S@,0,%0023

Similarly, association of digital port Pio 11 could be done with following commands.

%0021 = G|
S|,%0023

3.3.6.3 RN4020 Script Commands

Following AT commands over UART are developed to support the scripting
functionality on RN4020.

3.3.6.3.1 LW
#1 1 1 AT A 3th@adirreht Bc@ipbthat is loaded in RN4020. It has no
parameters.
Default: N/A
Example: LW /I List the complete script loaded in
// RN4020 module
3.3.6.3.2WC
#1 11T ATA O7#6 Al AAOO OEA OAOEDPOh EZ& AT Uh 11
Default: N/A

Example: wC /I Clear the script loaded in RN4020



// module

3.3.6.3.3 WP

Command0706 OOTI PO OAOEDPO AgGAAOOEIT8 )OO A@bAAOO

Default: N/A
Example: WP [/l Stop running script

3.3.6.3.4 WR,<0-9>

#1 11T ATA 0726 OOAO0O0OO OAOEDPO OOTTEIC8 YA 11T DA
normally by starting @PW_ONvent. In the case thata parameter in the range of0

to 9is provided, script starts running corresponding event in debugging mode.

When script is running debugging mode, all variables assigned and AT commands

executed would be output to UART for developer to @ck.

The input parameters and their associated events could be found in table 8.

Table 8: Command WR Input Parameters and Associated Events

Input Parameter Event
0 @PW_ON
1 @TMR1
2 @TMR2
3 @CONN
4 @DISCON
5 @GPIOL
6 @GPIOH
7 @ALERTH
8 @ALERTL
9 @ALERTO
Default: N/A
Example: WR,1 Il Starts script by entering @ TMR1
Il event
3.3.6.3.5 WW
#1 11T ATA 0776 AT OAOO OAOEDPO EIT DPOO Ii1TAA8 )OO Acg
input mode, the script could be input through UART line by line. Once all script lines

AOA ET DbOOOAAh OUDPA AOlApAtPA EAU Ow3#d6 O A@EO



Default: N/A
Example: WWwW /[ Enter script input mode

3.3.7 Remote Command
3.3.7.1 Introduce RN4020 Remote Command Feature

RN4020 has the capability of execution ACommand remotely from connected
devices.Remote command feature is built on top of MLDP, so it is prerequisite to
support MLDP before using remote command feature.

Remote command feature enable user to execute command on connected peer

device. The command is sent to the connected remote device, executed at the

remote device and the result is sent to local device. $®the UART output rate

usually is far higher than BLE transmission rate, if theutput data (such as

ATTTATA O(6 1O 0,306 AOAsq AGAAAAO OEA AOEEAC
receive whatever stored in the buffer.

Remote command capability povides another way to enable standhlone

implementation without host MCU for the remote device. A local device could use

remote command to get access to the remote device, access and control all its

analogue or digital I1/0 ports. All application logic coud be performed locally

xEOET OO OAiIi 1 OA AAOGEAAS8O ET OAOEAOAT AAOG8 " U OE
device extremely easy and low cost.

3.3.7.21<0,1>
#1 1 1 AT dnab@#rémote command feature. s only effective under three
conditions:
1 Local andremote devices both support MLDP feature.
T %l AAT A 2AI T O0A #1 11 ATA AEO 1T £ OEA OAI T OA A

1 Two devices have already connected.
#1101 ATA OAd6 A@bAAOGO 11T A DPAOAI AGAOR AEOEAO p

If the input parameter is 1, then remote command modesienabled and device ) o
entersrel T OA AT T T AT A 1T AA AOOI 1 AOGEAAIT T U AT A 1 AOC
the remote device to indicate start of remote command session.

To exit remote command mode, local device needs to get back to command mode by
setingpinGPI T OT 11T xh AT A OEAT EOOOA AT i1 AT A
remote command mode and get back to local command mode.

Ah 1



3.3.8 Device Firmware Upgrade
3.3.8.1 Introduce Device Firmware Upgrade

Device Firmware Upgrade (DFU) feature allowRN4020 to upgrade its firmware in
the field. As any DFU process, firmware upgrade should be handled very carefully to
avoid unrecoverable damage to the device.

RN4020 supports two ways of doing DFU: wired solution through URT or wireless
solution Over The Air (OTA). Both solutions provide firmware integrity support. If
upgrade fails for any reason, keep RN4020 alive and try to recoviey applying the
DFU process again.

When RN4020 performs DFU through UART, following conditions must be met:
1 UART hardwaee flow control (RTS/CTS) must be used
1 No UART communication other than streaming the DFU image.
1 No RF communication attempts. All other operations during DFU period.

When RN4020 performs DFU through OTA, following conditions must be met:
1 Only oneto-one mnnection allows between the device to be update
firmware and the device that provides update image.
1 Try best to avoid RF interference

Once DFU is finished, the update status will be sent through UART. If DFU is
OOAAAOOEDI h 1 AOOA Cdent ObUARTRAd e ddvieed x ET 1 AA
automatically reboot. The configurations of RN4020 may be changed after the

upgrade. If this is the case, it is recommended to perform a factory reset and

configure RN4020 properly afterwards.

) £ $&5 AEAEI Oh IOAOBGACA AAD OBAAA OBLOI OCE 5! 24 /
in DFU mode. In case DFU faiBO NOT POWER DOWN OR RESET THE DEVICE

The complete DFUmagecould be sent again to fix any error introduced by

communication until DFU image is correctlyreceived by RN4020module.

3.3.8.2~<1,2>
#1 11T ATA 0«6 DOO OEA AAROGEAA EfoOdethB AOEAA AEEOI x
AT TT ATAh EO EO 1 AT AAOT OU O1 Al Axpdctdong! 24 Al T x

input parameter.

If the input parameter is 1, DFU mode is set to be upgraderough UART. Message

0$&56 xEI 1 AA 100600 AT A OEAT 2. 1nm¢gm EO xAEC
then streams the signed Microchip RN4020 image to UART. If a terminal emulator is

OOAAh EO EO OAAT I 1T AT AAA O OOAgsmlahAOOOA OOAE



/I'TAA $&5 EETI EOEAO AT A OAOEEZEAA OOAAAOOAEOI h |
and module reboots to use the new firmware. If DFU is not successful, message
O5DCOAAA %006 EO AEODPI AUAA AT A 2. 1tn¢gm OOAUO
or power down the module, but try to stream valid and signed Microchip RN4020

image again until the upgrade is successful. Typical DFU over UART lasts less than 1

minute.

If the input parameter is 2, DFU mode is set to be OTA upgrade. A valid BLE
connectonmu® AA AOOAAI EOEAA AAA&EI OA Al i1 AT A h
AAOCGEAA O1 OAT A s$&5 Ei AcAs /1T AA AT OE AAOEAAO
sent to UART of device to send DFU image. Device to send DFU image then could

start streaming valid and signed Micrahip RN4020 image. If a terminal emulator is

OOAAh EO EO OAAT I 1 AT AAA O OOA EAAOOOA OOAE

I'TAA 1 49 EETEOEAO AT A OAOEEZEAA OOAAAOGOAOI h |
and module reboots to use the new firmware. IDTA is not successful, message

O5PCOAAA %006 b&ENRNAOEOIDPduldsStdyn OAA dodeUser

should NOT reset or power down either module, but try to stream valid and

signed Microchip RN4020 image again until the upgrade is successful. TypiCalA

lasts between 5- 10 minutes.

4 Demonstrations with RN4020

BTLE capability of RN4020 could be demonstrated either between RN4020 and a
third -party Bluetooth Smart/Smart Ready device (such as an iPhone or iPad), or
between two RN4020 modules.

4.1 Demonstration with Apple Device

In this section, we showstep-by-step procedure for RN4020 to work with an Apple

device. To support BTLEthere are following hardware and software restrictions:

1 iPhone 4S or later running iOS 6.0 or later

9 iPad3 or later, running iOS 6.0 or later

1 Mac desktop or laptop that supports Bluetooth 4.QE and runsOSX10.8.5 or
later

There are many ways that BTLE could be demonstrated on Apple devices. Microchip
recommendsusing application LightBlue to perform thedemonstration. LightBlue is

a free app that is available both from iOS app store and MAC app store. Follow
normal installation procedure on Apple devices to set up the app and then launch it.



Before connection RN4020 to Apple device, users may need togeiRN4020 by
following way:

1. Set GPIO 3 to low to enter command mode
2. Open a terminal emulator that connects to the serial port of RN4020 with
following parameters:

a. baud rate: 115200

b. data bits: 8

C. parity: none

d. stop bits: 1
)y OOOA Al i
IOO0A Al i 1A

Al A i 0601 11 AAEI
i

)y OOOA ATi 1T AT A
Al A
Al A

@)
o OI OAOAOAOTAEAAOTODN;
#nnnnnunnnoe O AT AAT A OOE

ok w

Battery services

6. ) OOOA AT 11 A1l

)y OOOA AT i1 Al
effective.

8. ! ZFOAO 2. 1tmgmn DI xA
EOOOA AT I 1 Al A 3

no O AT AAI A AOAEEAOA
I t©efndw doriguiatied’s 1 1T AOT A

~

OPp AT A O#-%$06 EO AEC
A AEODPI AU AOOOAT O OAC
support as server role.

AEA 1060600 1T &£ AT T ATA 0,36 OEIOIA 1TTTE 1E

180A
2A25,000B,V
2A27,000D,V
2A26,000F,V
2A28,0011,V
2A29,0013,V
2A50,0015,V
2A24,0017,V

180F
2A19,001A,V
2A19,001B,C

END

9. ) OOOA AT T TATA O0rd O OOAOO AAOAOOEOAIT Al 038
Now launch the LightBlueADB8 ! O OEA AT 001 i 1T £ OEA xET AT x}
Apple device as central device. RN4020 should show #pO  O- # ( 0, , %6 AU AA AEA
and ready to be connected. 31 I AOET AOh AAOEAA TAT A O-#(0_, %
until later. If that is the case, devicename E1 1  AA OET x1 Séeligu@0 AOEDPEAO

3 for the snapshot
Figure 3. Discovering RN4020



4:22 PM

Scanning for Peripherals... Services Characteristics

MCHP_LE

>

Central mode lets you connect to peripherals around you.
T ey

+
B

Tap the icon of RN4020, the two devices should be connected. From LightBlue

xET AT xh OAOOEAA Opyn!od6 AT A Opym&déh 55)3$0 1 £
servicesrespectively should be seenFrom terminal emulator, typeAT | | AT A 0" & Ol
bond two devices. Apple device will ask if pairing is permitted. Allow pairing to

bond two devices together. Bonding isptiona. 4 AD OEA EAI 1T xEOE 1 AAAI

should display 7 additonal UUIDs for characteristics of Device Information service.

Tab any of the 7 characteristic UUID to display the characteristic window. A button

xEOE 1 AAAT O2AAA6 Ai1i xO OOAO O OAAA OEA ACd
Figure 4 shows snap shoof LightBlue that reads Model Number String of RN4020 in

Device Information service.

Figure 4: Reading Model Number String in Device Information Service



4:47 PM

Scanning for Peripherals... Services Characteristics
MCHP-LE 0x1800 > Serial Number String
uuID: uuiD: 1800 UUID: 2A25 Properties: Read
TBASBE14-B402-CFAF-EAEB-
0B50D0C3A052 0x1801 b >
uuID: 1801
Device Information > >
UUID: 180A UUID: 2A26 Properties: Read
Battery Service N Software Revision String
UUID: 180F UUID: 2A28 Prope : Read
Manufacturer >
UUID: 2A29 Prope
PnPID

UUID: 2A50 Properties: Read

Model Number String
UUID: 2A24 Properties: Read

Ascll RN4020
Hex 0x524E34303230
Decimal

Date 2013/12/30 16:47:08:345

Read

Central mode lets you connect to peripherals around you.
i 1 . P

Log

O¢! pwoBAPBORO EAIT O¢! p wd BhowsEhatthsA OAOEOOEA x
AEAOAAOAOEOOEAG8O DPOI PAOOUd OAAAAAT A ATA 1160

Now go back to terminal emulator to control RN4020 directly. We need to set the
battery level to be 99% by either of thesedllowing commands:

1 SUW,2A19,63

1 SHW,001A,63

The first command ses value of characteristic Battery Level to be 99 (0x63) by

addressing its UUID 0x2A19.

The second command setthe value of characteristic Battery Level to be 99 (0x63)

by addressing its hande 0x001A. The match between handle and UUID could be

A OT A Au ATITATA 0,368 4EA EAT AT A OAI OA Al O
the same set of server service setting. As long as supported server services are not

AEAT CAA AU AT I 1 AdsAfcharaciedstics €y the sendel A |



I x A£OIT ,ECEO"1 OA xET ATl xh EZA xA OADP OEA 027
returned value should show 63 in hex and 99 in decimakigure 5 shows the reading
of Battery Level in Battery Service:

Figure 5: Reading Bdery Level in Battery Service __7

4:54 PM

Scanning for Peripherals... Services Characteristics

MCHP-LE 0x1800 > Battery Level
wui: UuID: 1800 UUID: 2419 Properties: Read Notity
7BASBE14-BA82-CFAF-EAES-
085900034052 0x1801 by
UUID: 1801
Device Information >
uuID: 180A
Battery Service >

uuID: 180F

ASCIl ¢
Hex 0x63
Decimal 99

Date 2013/12/30 16:53:38:092

Read Start Notify

Central mode lets you connect to peripherals around you.
4 1 0

LightBlue could also start notification on Battery Level characteristic byglick button
0O 3 0 A O Gwithih lGyEtERE window . On RN4020 side, a notification should be
output to the screen shows as follows:

‘ WC180F2A19,0002,0100

It means that LightBlue tried to write 2 octetsvalue 0x0001 (little endian over air
makes it 0100) to configuration handle oBattery Level characteristic with UUID
0x2A19in Battery Service with UUID 0x180Feffectively enabling notification fa
this characteristic. (Check Bluetooth Core Specification Volume 3, Part G, section
3.3.3.3 table 3.11 for details)



Now we could try to update the battery level to be 50% on RN4020 by typing either
of following commands:

1 SUW,2A19,32

7 SHW,0019,32

After issuing either of above commands, user could notice that the value of UUID
2A19 in LightBlue window, running on Apple device automatically updates to 0x32
(50 decimal). This is because with an active notification, any update to the value of a
characteristic on the server side will be notified to the client sideFigure 6 shows
automatic update results on LightBlue.

Figure 6: Notification Result of Battery Level

4:57 PM

Scanning for Peripherals... Services Characteristics

0x1800 > Battery Level

UUID: 1800 UUID: 2A19 Properties: Read Notify
ke >

Device Information >

UUID: 180A

Battery Service >

UUID: 180F

Ascn 2

Hex 0x32
Decimal 50

Date 2013/12/30 16:56:55:199

Read Stop Notify

Central mode lets you connect to peripherals around you.
[ + - . ]

Logs



We could test the private services that usemay define on RN4020. The command
procedures and their description could be found below:
1 SSC0000001  //Enable private service support.
1T Pz /I Clear the current private service and characteristics
1 PS,11223344556677889900AABBCCDDEEFF
/I Set private service UUID to be0x11223344556677889900AABBCCDDEEFF
1 PC,010203040506070809000A0BOCODOEOF,02,05
/l Add private characteristic 0x010203040506070809000A0BOCODOEOF to
/I current private service. The property of this characteristic is 0x02 (readable,
/I check table 1) and has maximum data size 5 octets
1 PC,111213141516171819101A1B1C1D1E1F,18,02
/I Add private characteristic 0x111213141516171819101A1B1C1D1E1F to
/I current private service. The property of this characteristic is 0x18 (writable
/I and could notify. Check table 1) and has maximum data sizedtets.

T U /I Unbond to make Apple device discoverable

1T R1 /l Reboot RN4020 to make the changes effective

1T + /[ Enable echo

1 LS /I list the services on server side. Private service and

/I characteristics could be found in the list
Following results should show up for server services:

180A
2A25,000B,V
2A27,000D,V
2A26,000F,V
2A28,0011,V
2A29,0013,V
2A50,0015,V
2A24,0017,V
180F
2A19,001A,V
2A19,001B,C
11223344556677889900AABBCCDDEEFF
010203040506070809000A0BOCODOEOF,001E,02,05
111213141516171819101A1B1C1D1E1F,0020,08,02
111213141516171819101A1B1C1D1E1F,0021,10,02
END

Since we change the service settings, but LightBlue still caches the old settings, it is
very likely that Apple device needs a complete power cycle to show timew
configuration. Press and hold POWER and HOME button of iOS devices for a few
seconds to perform a complete power down. Press POWER button to power it on
again.After power cycling and launch LightBlue app, the private service and
characteristics could beseen.Figure 7 shows the LightBlue that discovered private
services that we just defined.



Scanning for Peripherals... Services Characteristics

o 107 > ey
0‘1801 by Ox11121314-1516-1718- 1M -1 A1B1ICIMEIF )
uuio: 1801 o c
Device Information >

uuiD: 180A

Battery Service >

0x11223344-5566-7788-8900-AABBC CODEEFF

ULID: 112222344 5666-T784-9800-AABBC CDOEEFF

ASCIl

Hex
Decimal

Date

Write Start Notify

Central mode lets you connect to peripherals around you.
n ~

The same as public services such as Device Information and Battery service, those
characteristics could be readyrite and get notification by issuing commands as
follows:
1 SUW,010203040506070809000A0BOCODOEOF,1234
/I Set value 0x3412 to characteristic
// 0x010203040506070809000A0BOCODOEOF
1 SHW,001E5678 // S et value 0x7856 to handle 0xO01Ewhich is associated
/I with characteristic
// 0x010203040506070809000A0BOCODOEOF

LightBlue could thenread the value of characteristic
0x010203040506070809000A0BOCODOEOF, as show in Figure 8



Figure 8: Reading Private Characteristic

LightBlue could also write or start notification on characteristic
0x111213141516171819101A1B1C1D1ELF. The effect is the same as operating on
a public characteristic. The only difference to RN4020 user is that public
characteristic has short 16bit UUID, while private characteristic has long 1éyte
UuUID.

Figure 9 shows writing valueOx3412 (little endian) to private characteristic
0x111213141516171819101A1B1C1D1E1Rrom LightBlue. On terminal emulator

of RN4020 module, following status message will show up, which means the value of
characteristic 0x111213141516171819101A1B1C1D1E1RKwith handle 0x0020)

has been written as 0x3412.



