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HIGH RISK APPLICATION HAZARD NOTICE

Unless otherwise stated in the product documentation, the device is not provided with error-tolerance capabilities and cannot
therefore be deemed as being engineered, manufactured or setup to be compliant for implementation or for resale as an online
surveillance device in environments requiring safe, error-free performance, e.g. for implementation in nuclear power plants, aircraft
navigation, communication systems, or air traffic control, life saving and military facilities whereby possible device failures might
result in death, personal injuries, or serious physical and/or environmental damages (i.e. all applications involving high-risk hazard
factors).

This is therefore to state that neither ads-tec nor any ads-tec sub-supplier do not hereby undertake any warranty of fitness and/or
liability whatsoever, be it by express or by tacit consent, in as far as the suitability of the Firewall to high-risk application hazards is
concerned.

Copyright Notice

O ads-tec GmbH

Raiffeisenstr.14

D-70771 Leinfelden-Echterdingen
Germany
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ABOUT US

ads-tec GmbH
Raiffeisenstr. 14

D-70771 Leinfelden-Echterdingen
Tel:  +49 (0) 711 / 45894-0
Fax: +49 (0) 711 / 45894-990
www.ads-tec.com

ads-tec GmbH provides large enterprises and globally active corporations with cutting edge
technology, up-to-date know-how and comprehensive services in the area of automation
technology, data processing technology and systems engineering.

- | AUTOMATION

ads-tec GmbH implements full automation solutions from planning to commissioning and is
specialized in handling and material handling technologies.

DATENTECHNIK

The data systems division develops and produces PC based solutions and offers a broad
range of industrial PCs, thin clients and embedded systems.

oo

SYSTEMTECHNIK

ads-tec is specialized in modifying and optimizing embedded operating systems and
develops software tools to complement its hardware platforms.

(=] © ads-tec GmbH e Raiffeisenstr.14 « 70771 Leinfelden-Echterdingen
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1 NOTES

1.1 RELEVANT UNIT DOCUMENTATION

The following documents are essential to unit setup and operation:

USER MANUAL (THIS DOCUMENT)

Contains information on mounting, placing into operation and operation of the unit, further
to technical data on unit hardware.

SERVICE CD:

Contains the User Manual, the Assembly Guide, the Quick Install Guide and Tools.

1.2 DESCRIPTION OF THE WARNING SYMBOLS USED IN THIS GUIDE

Warning:
The "Warning” symbol precedes warnings on uses or operations that might either lead to
personal injury andyor hazards, or to any hardware and software damages.

Note:

This Symbol indicates special notes, terms and/or conditions that strictly need to be
observed to ensure optimised andy/or zero-defect operations. It also precedes tips and
suggestions for efficient unit implementation and software optimisation.

1.3 DATA, IMAGES, AMENDMENTS AND VARIATIONS

The texts, data and images herein are not binding. The right to any subsequent amendment
and/or variation due to any technical and engineering progresses in the art whatsoever is
hereby reserved.

1.4 TRADEMARKS

It is hereby notified that any software and/or hardware trademarks further to any company
brand names as mentioned in this User's Guide are all strictly subject to the various
trademark, brand name and patent protection rights.

WINDOWS®, WINDOWS® CE and WINDOWS® CE.net™ are registered trademarks of
Microsoft Corp.

Citrix® and ICA® are registered trademarks of Citrix Systems Inc.
Intel® and Pentium® are registered trademarks of Intel Corp.
IBM®, PS/2® and VGA® are registered trademarks of IBM Corp.
CompactFlash™ and CF™ are registered trademarks of SanDisk Corp.

Any further additional trademarks and/or brand names herein, be they domestic or
international, are hereby duly acknowledged.

© ads-tec GmbH e Raiffeisenstr.14 « 70771 Leinfelden-Echterdingen 7
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1.5 COPYRIGHT

This User’s Guide inclusive of all the images it contains is entirely proprietary and subject to
copyright. Any irregular use of this Guide by third parties infringing copyright terms is thus
strictly forbidden. Reproduction, translation, as well as electronic and photographic image
storage and/or amendment processes, are subject to prior written authorisation directly by
M/s. ads-tec GmbH.

Any violation and infringement thereto will be held liable for compensation of all damages.
1.6 STANDARDS

This unit is compliant with the provisions and safety objectives of the following EU
Directives:

«  This unit is compliant with the CE mark testing specification limits as defined in the
European test standards EN 55022 and EN 50082-2

«  This unit is compliant to the DIN EN 60950 (VDEO0805, IEC950) testing specification
limits on “Safety of Information Technology Equipment”

«  This unit is compliant to the DIN EN 60068-2-6 (sinusoidal vibration) testing
specification limits

«  This unit is compliant to the DIN EN 60068-2-27 (shock and bump) testing
specification limits

Note:
A corresponding declaration of conformity is available for competent authorities, care of
the Manufacturer. Said declaration can be viewed at all times upon request.

For full compliance to the legal requirements in force on electromagnetic compatibility, all
components and cables used for unit connection must also be compliant with said
regulations. It is therefore necessary to employ BUS and LAN cables featuring screened
plug connectors, to be strictly installed as per the instructions contained in the User
Manual.

8 © ads-tec GmbH e Raiffeisenstr.14 « 70771 Leinfelden-Echterdingen
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2 OPERATING AND SAFETY INSTRUCTIONS

2.1 SAFETY INSTRUCTIONS

A
A
>

The unit operates under electrical tension and implements supersensitive component parts.
Intervention by the User is required only for power supply line connection operations.
Should any further alterations be required, it is necessary to consult either with the
Manufacturer directly or with authorised service personnel accordingly. During said
connection operations, the unit must be completely powered down. Specific requirements
need to be met concerning the prevention of electrostatic discharge on component
construction parts during contact. If the unit is opened up by a non authorised individual,
the User may be subject to potential hazards and, warranty conditions are terminated.

General Instructions:

« This User’s Guide must be read and understood by all Uses and must be available
for consultation at all times

e Mounting, operation start-up and unit operation must only be conducted by
appropriately qualified and trained personnel

e All individuals and operators using the unit must strictly observe all safety and use
instructions as provided within the User’s Guide

« All regulations and prescriptions on accident prevention and safety in force at the
unit installation site must be strictly observed at all times

e This User’s Guide provides all the most important directions as required for safe and
security oriented operation

e Safe and optimised unit operations are subject to appropriate storage, proper
transport and handling, accurate unit setup, start-up and operation

Note:

Only original ads-tec firmware / software is allowed for any of the adjustments and
features described in this User’s Guide. Deployment of any firmware / software that has
not been released by ads-tec will terminate all warranty conditions.

Warning:

In order to prevent possible unit damages, all cable lines (power supply, interface cables)
must be hooked up strictly with the unit in power-OFF conditions.

Warning:

All unit mounting operations must be strictly conducted under safe, secure and zero-
potential conditions.

Note:

When handling parts and components susceptible to electrical discharge, please
accurately observe all the relevant safety provisions.

(DIN EN 61340-5-1 / DIN EN 61340-5-2) A

© ads-tec GmbH e Raiffeisenstr.14 « 70771 Leinfelden-Echterdingen (=]
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2.2 UNIT OPERATION SITE

This unit is engineered for industrial application. It is necessary to ensure that specified
environmental conditions are maintained at all times. Unit implementation in non-specified
surroundings, i.e. onboard ships, in explosive atmospheres or at extreme heights, is
prohibited.

Warning:

For the prevention of water condensate accumulation, the unit should be turned ON only

when it reaches ambient temperature. This particularly applies when the unit is subject to
extreme temperature fluctuations andy/or variations.

Avoid overheating during unit operations; the unit must not be exposed to direct sunlight
or any other direct light or heat sources.

Warning:

If the unit is operated in outdoor locations, a lightning conductor needs to be present
within capture range. Ensure that all incoming conductive systems are equipped with
equipotential bonding.

2.3 DAMAGES DUE TO IMPROPER USE

Should the service system have evident signs of damages incurred e.g. due to wrong
operation or storage conditions or due to improper unit use, the unit must be
decommissioned or scrapped. Ensure that it is protected against accidental start-up.

2.4 WARRANTY / REPAIRS

During the unit warranty period, any repairs thereto must strictly be conducted solely by the
manufacturer or by service personnel that has been duly authorised by the manufacturer.

2.5 GENERAL DIRECTIONS FOR THE 5GHz VERSION (802.11 A / 802.11 H) ETSI

e The unit is certified for use of the 5 GHz band in accordance with ETSI EN 301 893
V1.3.1. Users need to observe the following:

» Access Point as well as Access Client units make use of DFS and TPC as standard on all 5
GHz channels, in indoor as well as in outdoor configuration. This means that the devices
may always be operated at a maximum transmission power of 23 dBm or 30 dBm,
respectively.

Note:
n Access Points must not switch off DFS in outdoor locations. Access Clients may switch off
DFS, though. This setting is turned off by default.

« 802.11a channels cannot be set to static values.

Note:
n The lower 4 channels (non-DFS) can be set to static values if DFS is turned off. Turning
off DFS will however also make the features 60s Scan, 24h Scan and Radar Detection

unavailable.

10 © ads-tec GmbH e Raiffeisenstr.14 70771 Leinfelden-Echterdingen
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« When activating the Access Point, the unit will perform an initial Radar Detection Scan
during which it will wait 60 seconds for a radar impulse on a randomly chosen channel.
Subsequently, it will start operating on this channel.

+ The 60s Scan will be repeated every 24 hours and cause a temporary connection loss.

« If an Access Client detects a radar impulse during operation, the Access Point will be
notified of this via 802.11h. Triggered by this or its own detection of the impulse, the
Access Point will subsequently perform a channel switch to 802.11h. The connection loss
in this case is usually less than 80ms.

+ The maximum permissible transmission power is different for each channel. Hence users
are required to correctly set the antenna amplification in case the standard antenna is
replaced!

2.6 ANTENNA LIST FOR USE IN USA AND CANADA / FCC

« This antenna types can be used with the Access Points and Access Client in USA and
Canada. The antennas can be ordered at ads-tec GmbH. For the correct operation you
have to use an absorbability cabel for the different antenna types.

Ads-tec part number Ads-tec part description Antenna type Frequency band absorbability
DZ-PCKO-11032-0 RAP Antenne 2,4 GHz SMA-R 5dBi Swivel 2,4 ~ 2,4835 GHz 5 dBi none
DZ-PCKO-11033-0 RAP Antenne 5 GHz SMA-R 7dBi Swivel 5,1 ~ 5,835 GHz 7 dBi none
DZ-PCKO-11034-0 RAP Antenne 2,4 GHz N-fem. 9 dBi Omni 2,4 ~ 2,4835 GHz 9 dBi none
DZ-PCKO-11034-1 RAP Antenne 2,4 GHz N-fem. 12 dBi Omni 2,4 ~ 2,4835 GHz 12 dBi none
DZ-PCKO-11035-0 RAP Antenne 2,4 GHz N-fem. 12 dBi Panel 2,4 ~ 2,4835 GHz 12 dBi none

minimum 20m

DZ-PCKO-11035-1 RAP Antenne 2,4 GHz N-fem. 18 dBi Panel 2,4 ~ 2,4835 GHz 18 dBi (it is a Ecoflex10*" cable to use)
- . - minimum 14m
DZ-PCKO-11036-0 RAP Antenne 5 GHz N-fem. 12 dBi Omni 5,1~ 5,835 GHz 12 dBi (it is a Ecoflex10*" cable to use)
" " minimum 20m
DZ-PCKO-11037-0 RAP Antenne 5 GHz N-fem. 12 dBi Panel 5,1~ 5,835 GHz 12 dBi (it is a Ecoflex10*" cable to use)
DZ-PCKO-11037-1 RAP Antenne 5 GHz N-fem. 20 dBi Panel 5,1 ~ 5,835 GHz 20 dBi minimum 37m

(it is a Ecoflex10*" cable to use)

*' 1t has at 2,4GHz 22.5dB/100m absorbability and at 5GHz 35.9dB/100m absorbability. Additional every plug has 0.5dB absorbability.

Warning:

Behalf of the correct operation you have use an absorbability element for the different
antenna types.

Note:

Also light wave conductor cable can be used. It is necessary to use terminating impedance
for the correct use.
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2.7 CHANNEL LIST FOR USE IN USA AND CANADA / FCC

« The following List showes the pool of available frequency and channles for the use in USA
and Canada. The customer can define between Indoor and Outdoor use. This option can

be selected by a checkbox in the web interface.

Frequency Channel Indoor use Outdoor use
2,4 GHz (2.400~2.483GHz) 1-11 X X
5 GHz (5.18~5.24GHz) 36,40,42,44,48 X

5 GHz (5.725~5.825GHz) 149 ,153,157,161,165 X

5 GHz (5.725~5.825GHz) 149 ,153,157,161,165

2.8 WLAN INSTRUCTIONS

Warning:
These warnings need to be observed during operation.
«  The unit does not provide a ,,secure" transmission medium
«  The units cannot be used to establish a real-time system
»  The units’ system behaviour is non-deterministic
«  MIN/MAX roaming period is not guaranteed

is solely the responsibility of the operator.

Setting the applicable regulatory authority as well as the respective antenna amplification
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3 INTRODUCTION

Reliable, stable and secure wireless LAN connections: employing state-of-the-art technology,
the industrial Rugged Access Point (RAP) provides the network interface for a variety of
applications, such as commissioning, mobile computing and data communication. The RAP
supports all applicable standards, including 802.11a/b/g, at a transmission frequency of 2.4
and 5 GHz. Industrial applications necessitate sturdy technology. Whether installed in a cold
store or in great heat — thanks to its extended temperature range, the RAP continues to
function. Furthermore, the RAP is MIL-certified, which means it passed one of the most
demanding shock and vibration tests — this guarantees utmost ruggedness.

Note:
n In Case of Updates, it is possible that external Hyperfinks, which are used in this
Documentation, will not work properly or may be available under a different Hyperlink. The
Company ads-tec (also "ads-tec”) does not take over any kind of warranty or adhesion for
the functionality of Hyperfinks. Furthermore, ads tec does not take over any kind of
warranty or adhesion regarding the installation, use and the accuracy of all open SOURCE
software.

Note:
u For the efficient online configuration of your ads tec devices, it is possible to download the
current version of the free Tool ,,IDA light “on the company 's homepage
http://www.ads-tec.de. The Tool offers you for example the possibility of defining
individual parameters or whole groups of parameters at a master device and to transfer
your settings to a limited selection andyor to all ads tec devices of same design and
versfon, without having to make these configurations time-consuming at each individual
device. You also have the possibility of assigning sequential IP addresses for your ads tec
devices.

With IDA light you can provide comfortably own groups of parameters according to your
specific requirements and modify them at any time.

Note:
n This documentation always refers to both Access Point and Access Client, unless explicitly
stated otherwise.

© ads-tec GmbH e Raiffeisenstr.14 « 70771 Leinfelden-Echterdingen 13



User Manual Access Point /Client VvV 3.0.3 m

3.1 VARIANTS

14

The device is available in 12 different variants.

Access Point RAP1110 RAP1111 RAP1210 RAP1211 RAP1120 RAP1121 RAP1220 RAP1221
1 WLAN Module X X X X

2 WLAN Modules X X X X
1XCU Ethernet Port (R145) X X X X

5xCU Ethernet Port (integrated switch) (R145)

1xOptical Ethernet Port X X X X
PoE (IEEE 802.3af) 48V DC X X X X

24V DC X X X X

AC integrated 110-230 V AC X X X X
Client Mode available X X X X X X X X
Access Client RAC1110 RAC1111 RAC1510 RAC1511 RAC1120 RAC1121 RAC1220 RAC1221
1 WLAN Module X X X X

2 WLAN Modules X X X X
1xCU Ethernet Port X X X X

5xCU Ethernet Port (integrated switch) X X

1xOptical Ethernet Port X X
PoE (IEEE 802.3af) 48V DC X X X X X X

24V DC X X X X

AC integrated 110-230 V AC X X X X

RJ45 (Registered Jack 45 = standardised jack) is an Ethernet standard frequently
used in telecommunication applications. Transmission method is equivalent to 10/100Mbits
half & full DUPLEX 100 BASE-TX.

Optical fibres are flexible optic media for controlled conduction of light. Contrarily to the
Ethernet standard, the fibre optic connection technology is insensitive to voltage
interference.

The plugs required for implementation are equivalent to the MTR] Standard Multimode with
a 100Base-FX 100 Mbit/s Ethernet transmission via fibre optics.
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3.2 SCOPE OF SUPPLY

Package contents need to be checked for integrity and completeness:

e 1 device

e 1 x two-pole COMBICON plugs (in case of 24V DC devices)
Manufacturer: Phoenix Contact
Item description/item short text: FMC 1,5 / 2-STF-3,5

e 1 x three-pole COMBICON plugs (in case of 230V AC devices)
Manufacturer: Phoenix Contact
Item description/item short text: MC 1,5 / 3-STF-3.81

e Four or eight antennas (depending on variant)

e Grommets / blanking plugs

« Installation kit with mounting plate and fasteners (fixed to device)
*  Quick Install Guide / Quick Mount Guide

* GNU General Public License

» Service CD

3.3 ENVIRONMENTAL CONDITIONS

The unit can be put into operation and used under the following conditions. Failure to
observe any one of the specified data will immediately terminate all warranty conditions.
ads-tec cannot be held liable for any damages arising due to improper device or unit use
and handling.

*  Permissible ambient temperature

during operation from -20°C to 55°C
during storage from -20°C to 60°C
*  Humidity
during operation 10 to 85%, without condensate
during storage 10 to 85%, without condensate
e Vibration
during operation 1G, 10 to 500 Hz

(DIN EN 60068-2-6)

Vibration certificate: MIL-STD-810F 514.5 C-2
5 to 500 Hz (01-01-2000)
e Shock
during operation 5 g, with a 30 ms half-cycle
(DIN EN 60068-2-29)
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4 MOUNTING

4.1 MOUNTING CONDITIONS

The device is designed for industrial operations and may be employed wherever the
environment conditions specified above are met. In order to ensure optimal mounting and
operation, the unit should be placed at suitable location at which WLAN connectivity is not
impaired. WLAN connectivity is adversely influenced by iron beams and thick concrete walls.

4.2 EXTERIOR DEVICE DIMENSIONS

16

Height: 160 mm (w/o antenna)
Width: 250 mm (w/o antenna)

Depth: 65 mm (w/o antenna)

175mm

175mm L |
: ~ _ln..__ M| PR EO e NOE e ieagenjesden
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4.3 MOUNTING DIAGRAM

Note:

The mounting diagram shown herein is not 1:1 scale.

Please refer to the Quick Install Guide for a 1:1 scale diagram.
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4.4 DEVICE MOUNTING

The mounting plate is pre-mounted to the device when delivered to the customer.
1) To install the device in the desired location, loosen the Allen screws (M4x12). (1)

2) Fix the mounting plate (w/o device) in the desired location. Ensure that the plate is held
by at least two opposing screws. (2)

3) Place the device onto the mounted fixture and make sure that device and fixture are flush
with each other. (3)

4) Secure the device inside the fixture using the previously removed Allen screws. (1)

Note:
Please ensure that the device is not mounted behind or next to another object as this may
impair the unit’s transmission performance and connectivity.
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4.5 CONNECTING SUPPLY LINES

The supply connection, as well as device interfaces, is located inside the unit. The
maintenance duct cover needs to be removed before supply lines and interface cables can
be connected.

Please remove the five screws (M3x8) indicated below.

PWRD PDED HDSTDO 100 200 300 400

) = : :m::l:" 1—_— ’%l:[j:[::::j

5 5

PWR HOST i 2 3 4

Warning:

7o avoid damage to the unit’s electronics, switch off the device before establishing or
removing any plug connections.

Observe permissible device voltage.

Once the maintenance duct cover has been removed, the supply lines can be connected
to the device.
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The diagram shows an exemplary device configuration with 24V DC power supply and
host line.

| PWRoPOEc HOSToo qoo02008oogoo

HOST

24V DC 230V AC
P

1 Durchfiihrungstiillen |

To ensure IP65 protection all supply lines need to be fitted with suitable grommets.

)

Note:
Grommet sizes need to be chosen in accordance with the respective cable diameters.

Once the grommets have been placed around the cables, they need to be placed into the
intended slots.

Finally, put the maintenance duct cover back onto the device and screw it down with the
five screws removed previously.
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4.6 ANTENNA ASSEMBLY

For each WLAN module, 2 antennas should be installed.

Antenne 2 Antenne 3
MODUL 1 . MODUL 2
—-—-—} —y

| PWRO POE® HOSTCC 100 200 300 400 3
Antenne 1 Antenne 4
o] 8]
PWR HOST T 2 3 4

Depending on the device variant, the unit accommodates up to two radio modules for two
separate WLANs. The full antenna assembly for each module consists of one vertical and
one horizontal antenna. The four or eight antennas supplied work at a frequency of 2.5GHz
or 5Ghz (two or four each, respectively).

Screw the antennas onto the antenna connectors.
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5 SYSTEM FEATURES

5.1 LED STATUS INDICATORS

The device is fitted with LEDs that indicate the status of the respective interfaces. This
facilitates an on-site status diagnosis of the Access Point/Client. The following overview
explains the different states of the LED indicators:

LEGEND
LED status Shown in table as
off []

green

green, flashing
ret

orange

OOl =N

orange, flashing

POWER SUPPLY [ POWER OVER ETHERNET [ HOST [ SWITCH
PWRo POE© HOSTo© 100 200 300 400 |

STATUS DESCRIPTION

PWR ] No power supply.
PWR B Device connected to power supply and ready for
use.

POWER OVER
ETHERNET
POE ] Device not connected to power supply via PoE.
POE B Device connected to power supply via PoE and

ready for use.

HOST

LEFT LED ] Interface not connected to remote station.
LINK

LEFT LED [ Interface connected to remote station and ready for
LINK use.

RIGHT LED L] No data transfer between device and remote
ACT station.

Right LED ] Indicates data transfer between device and remote
ACT station.

SWITCH

1/2/3/4
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LEFT LED L] Interface not connected to remote station.
LINK

LEFT LED [ Interface connected to remote station and ready for
LINK use.

RIGHT LED L] No data transfer between device and remote
ACT station.

Right LED ] Indicates data transfer between device and remote
ACT station.
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5.1.1 LED Status Indicators during Operation

BEHAVIOUR OF STATUS INDICATORS DURING BOOT SEQUENCE

The boot sequence is initiated as soon as the Access Point / Client is connected to a power
supply. The HOST indicator LEDs can be used to monitor the boot sequence. Please refer to
the following overview to verify the device boots correctly. The overview assumes that no
cable is connected to HOST / PoE.

| PWRO POE© HOSTo© 100 200 300 400 |

STATUS DESCRIPTION

B Device is connected to power supply via POWER and
ready for use.

-
H +H

L+ B Device is connected to power supply via BACKUP and
ready for use.

HOST
LINK / ACT RN LEDS FLASH BRIEFLY ONCE
] LED FLASHES SLOWLY, THEN QUICKLY (20x)
] LED EXTINGUISHED
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26

BEHAVIOUR OR STATUS INDICATORS DURING RESET TO DEFAULT SETTINGS

The reset button located under the interface cover may be used to reset the Access Point /
Client to factory default settings at any time and without regard to the current device
configuration.

To reset device to default settings, press reset button and switch on the device. Keep reset
button pressed for approx. 20 seconds. Button may be released as soon as left HOST
indicator LED turns green. The following overview assumes that no cable is connected to
HOST / PoE. Please refer to the overview to monitor the reset to factory defaults.

| PWRo POE© HOSTo© 100 200 300 400 |

STATUS DESCRIPTION

B Device is connected to power supply via POWER and
ready for use.

B Device is connected to power supply via BACKUP and
ready for use.

— —
I +H +H

HOST
LINK / ACT RN LEDS FLASH CONTINUOUSLY
LINK / ACT 1] LEDS EXTINGUISHED
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BEHAVIOUR OF STATUS INDICATORS DURING FIRMWARE UPDATE

The web interface can be used to perform firmware updates. Once initiated, the actual
update may take several minutes to complete. Please refer to the following overview to

monitor the firmware update sequence.

| PWRo POE© HOSTo© 100 200 300 400 |

— —
I +H +H

HOST
LINK / ACT
LINK / ACT
LINK / ACT
LINK / ACT
LINK / ACT
LINK / ACT

STATUS

(N
10
Bl
B
B
Bl

DESCRIPTION

Device is connected to power supply via POWER and
ready for use.

Device is connected to power supply via BACKUP and
ready for use.

LEDS FLASH QUICKLY

LINK EXTINGUISHED / ACT FLASHES
LINK LIT UP / ACT EXTINGUISHED
LINK LIT UP / ACT FLASHES SLOWLY
LINK LIT UP / ACT FLASHES QUICKLY

LINK LIT UP / ACT EXTINGUISHED

THE WEB INTERFACE MAY SUBSEQUENTLY BE STARTED BY SELECTING “TRY TO RECONNECT”

© ads-tec GmbH e Raiffeisenstr.14 « 70771 Leinfelden-Echterdingen
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INTERFACE OVERVIEW

The following figure shows the available device interfaces. The exact interfaces may differ
depending on the device variant.

The device is equipped with the following interfaces:

Power 24V DC power supply (two-pole COMBICON plug)
Power 230V AC power supply (three-pole COMBICON plug)
HOST RJ45 (PoE) or Optical connector

SWITCH 4x R345 connector (optional feature for Access Client)
Default reset button

SIM card reader

ISR O o

Note:
u Input voltages may be connected redundantly (i.e. Power 24V DC, Power 230V AC and
PoE via HOST).

5.1.2 Power Supply 24V DC

A bushing terminal with threaded connector is used to establish the power supply connection
(diagram shows bushing inside device).

PIN NUMBER SIGNAL NAME 12

1 24V DC

2 0V DC
PIN 1: =L+ 24V DC power supply
PIN 2: = GND Ground
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5.1.3 Power Supply 110/230 VAC

A bushing terminal with threaded connector is used to establish the power supply
connection (diagram shows bushing inside device).

SIGNAL NAME 123
1 110/230 V AC [@@EE@J

2 PE
3 0VvDC

5.1.4 Power Supply PoE / HOST (IEEE 802.AF)

Wire pairs 4/5 (positive pole) and 7/8 (negative pole) are used for power over Ethernet
functionality.

PIN NUMBER SIGNAL NAME 1 8
1 X +
™

RX +
PoE/G
PoE/G
RX =
PoE/-48V
PoE/-48V

0O N O U1 A WDN

Note:
n Transmission of 48V DC power supply Is designed for a maximum feeding distance of 100
meters (approx. 330 ft.) in accordance with Ethernet specification requirements. The
connected devices may draw 350 mA of power; maximum supply power is 15.4 Watts.

For PoE power supply to be possible, all network hubs and switches need to be PoE-
compatible.

5.1.5 Fibre Optic Ethernet

The optical connection requires an MTRJ fibre optic connector.
Multimode cable, MTRJ connector to Duplex connector 62.5/125um.

v
d(CIC]
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5.1.6 SIM Card Reader, ISO 781 6-compatible

The SIM card reader is used for saving configuration data.

PIN NUMBER SIGNAL NAME > B
i

1 VCC 5 Volt _ Lm._
2 RESET "*T.E%La
3 CLOCK
4 n/c
5 GND 15

2 6
6 n/c " .
7 I/0 4]8
8 n/c

Note:
Interface and supply connectors are located on the bottom of the device. Secure
plugs against slipping out.
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6 INITIAL DEVICE OPERATIONS

6.1 FIRST-TIME CONFIGURATION

A

Warning:

First-time configuration of the device can only be performed via RJ45/optical interface
marked HOST.

AN RJ45 PATCH CABLE IS REQUIRED FOR FIRST-TIME CONFIGURATION.

Connection of 24V DC / PoE voltage supply

The device may be powered by a 24V DC (two-pole plug) voltage supply source or via a
PoE connection. The required COMBICON plugs are supplied with the device.

Connect the device to the appropriate voltage supply source.

Connection of RJ45 / optical network cable

For first-time device operations, a connection between the device and a PC via an
RJ45/optical network cable is strictly required.

Connect the device to a PC:
Device HOST connector <-> PC LAN adapter

6.2 MANUAL NETWORK ADAPTER CONFIGURATION VIA RJ45/0PTICAL CABLE

Note:

The following directions and screenshots refers to settings in Windows XP®. The paths and
properties described herein may differ for other operating systems.

Open the Properties tab for the network adapter in use. The path is as follows:

Start> Control Panel > Network Connections > Local Area Connection >
Properties.

Select Internet Protocol (TCP/IP) in the dialogue window that comes up and then click
Properties.
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L Local Area Connection 2 Properties @@

Gieneral | Authentication | Advanced |
Connect uzing:
HE Realtek ATLE133/310= Family Fazt
This connection uses the following items:

| v E’i Clignt for Microgoft Metworks
| {3 File: and Frinter Sharing for Micrasoft Metwarks
[ %= AEGIS Protocol [EEE 802.1%) +3.4.10.0
[ nternet Protocol [TCRAAR)

el

Description

Transmigzion Contral Protacol/ntermet Protocal. The default
wide area network, protocol that provides communication
acnoss diverse interconnected networks.

[ Show icon in hatification area when connected
Motify me when thiz connection haz limited or no connectivity

[ ok H Cancel -]

Click to select: Use the following IP address

Access to the device is only possible when the following parameters are set as the static IP
address or if the computer is located in the same subnet space:

IP ADDRESS: 192.168.0.100

Note:

The last set of digits must be a number between 1 and 253. In the example, "100” was
chosen.

Once the IP address has been entered, the subnet mask address must be set as well.
Clicking directly into the field Subnet mask will automatically set the correct subnet mask.

SUBNET MASK: 255.255.255.0

Internet Protocol (TCP/IP) Properties

General

You can get |P gettings assigned automatically if your nebwork. supports
thiz capability. Otherwize, you need to ask pour network. administrator for
the appropriate [P settings.

() Obtain an P address automatically

() Use the following IF address:
IP address: (132.188. 0 .00 |
Subnet mask: (285 . 256255, 0 |

Default gatewany:

(%) Use the following DMS server addresses:
Prefemed DNS server: |

Alternate DMNS server:

[ 0K ]l Cancel ]

You may now close the dialogue windows by clicking “"OK".
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6.3 WLAN NETWORK ADAPTER CONFIGURATION

Follow the directions as given above to configure the WLAN network adapter. However, the
IP address parameter needs to be set to a different value. Enter the following IP address in
the Internet Protocol properties dialogue:

IP ADDRESS: 192.168.0.200

Note:

The last set of digits must be a number between 1 and 253. In the example, "200” was

chosen.

CALLING UP THE DEVICE WEB INTERFACE

To access and open the device web interface, start up your web browser. In the browser’s
address bar, enter the following IP address then confirm with “"Enter”.

Login

Once the IP address has been entered and confirmed, the login prompt appears. Enter the
default values in the login panel.

Connect to 192.168.0.254

P

LAY

1._:P!l|| |'\
IFLmx
Liser narme: |47 admin w
Password: senn

[ Tremember my password

I Ok ] [ Cancel

Factory default settings are as follows:
USER NAME: admin
PASSWORD: admin

Confirm your input by clicking OK. The device web interface will subsequently appear.
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Note:

If the login prompt does not appear ensure that the device has been connected via a
RJ45/0ptical cable. Otherwise, connect the device to a PC (Device HOST connector <> PC
LAN adapter).

If there still s no connection to the firewall login prompt check your proxy and local
firewall settings. It is often the case that local subnet addresses (e.g. 192.168.x.x) are
diverted to a proxy server. In this case it is possible to select the "Bypass proxy server for
local addresses” check box and enter the address spaces in question.

| General | Securty Privacy Content | Connections i_lF'rograms || Advanced

-: - Tosetup an Inkernet connection, click
E e Setup...

Dialup and Virtual Private Metwork settings Autarnatic configuration may override manual settings, To ensure the
use of manual settings, disable automatic configuration.
Add..

Local Area Metwork (LAN]) Settings

Autonnatic configuration

[ automatically detect. settings

|:| Use automatic configuration script

Choose Settings if you need to configure a prosy S ettifas Address |
server for a cannection. =

Proxy server

Use a proxy server for vour LAN (These settings will not apply to
digl-up or YE[ copnections)

Address: | proxy ! Port; iHBDBD |

Bwpass proxy server for local addresses

Local Area Metwork, [LAM] zettings

LAN Settings do not apply to dial-up connections.,
LaM Settings... [ ok J [ Cancel ]

Choose Settings above For dial-up settings.

Ok ] ’ Cancel Apply
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6.4 FIRST-TIME CONFIGURATION VIA WEB INTERFACE

ACTIVATING WLAN MODULE(S)

Go to the following web interface page to activate the WLAN module(s):
BASIC SETTINGS>INTERFACES>WLAN 1/2

Depending on the actual device variant, the unit is equipped with one or two WLAN
modules. Activate the desired WLAN module by checking the Activate Interface check box
in the web interface.

WLAN MobULE CONFIGURATION:
Operating Mode:

The device operating mode needs to be set. Available options are Access Point and Client.
Network Name (SSID)

The SSID is the visible name of the WLAN. The default setting is ads.

You may choose to set the SSID to any alphanumeric value.

WLAN Mode:

Select your preferred WLAN mode:

Warning:
Only use a WLAN mode that is supported by all of your WLAN devices.

Regulatory Authority:

Select your current location.

Note:
n The FCC version of the device does not offer the "Regulatory Authority” option.

Warning:
Setting the applicable regulatory authority as well as the respective antenna amplification
is solely the responsibility of the operator.

Channel:
Default setting: Auto
The device automatically determines the best channel setting.

Saving Configuration Settings:

All changes need to be saved to be activated. To save the modified settings, select the
menu item:

Configuration> Save.

Click Save in the subsequent dialogue window. The current configuration will now be
transmitted and saved.
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6.5 WIRELESS NETWORK CONFIGURATION

Once again open up the properties panel located at:
Start> Control Panel > Network Connections

Right-click on your current wireless connection and then select Properties. Now click on
the tab Wireless Networks. In the Preferred Networks section on that tab, click the
button Add. Enter the following parameters:

Network Name SSID: (self-chosen non-default network name), or the default value ads
Network Authentication: Open

Data Encryption: Disabled
You may now close the dialogue windows by clicking “"OK".

6.6 ESTABLISHING A WIRELESS NETWORK CONNECTION

36

In order to establish a wireless connection to the device, click on the WLAN icon you're your
taskbar. A window listing all available networks will appear. Select the wireless network with
the appropriate SSID (self-chosen or default name ads) and click on Connect. The
following warning dialogue will pop up:

Drahtlosnetzwerkyerbindung ll

Sie méchten eine Yerbindung mit dem unsicheren MNetzwerk "ads"
! herstellen. Informationen, die dber dieses Metzwerk gesendet werden,
sind nicht: verschiisselt und eventuell Fir andere Personen sichtbar,

Trotzdem verbinden |

In order to connect to the WLAN you need to select "Connect Anyway”. The computer will
now establish a wireless connection to the device.

Note:

In case you are unable to establish a connection to the device, we recommend resetting
the device to factory default settings.

Note:

The current configuration does not use date encryption to secure wireless communication
channels. We recommend using data encryption. Please refer to the chapter
Configuration>Security>WILAN 1/2 for details on how to activate and configure

encryption.
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7 ACCESS POINT SETUP WIZARD

7.1 FIRST-TIME CONFIGURATION USING THE SETUP WIZARD

To perform a basic configuration, select the following under Quick Links:
START SETUP WIZARD

7.1.1 Language Selection

Via the dialogue window it is possible to set the user interface language.

Here you can choose the
language of the webinterface and
the LCD menu.

Choose language of the user interface

Language: English |v
Deutsch

The selected language is used for the overall web interface.

Confirm your choice by clicking: Next

7.1.2 IP Configuration

The IP configuration settings define the behaviour of the HOST interface. The IP address
may be assigned statically or automatically.

. Here you can configure the IP.
IP canfiguration

HOST:

IP assignment: static  [v]
IP address: 1192.168.0.254 |
Subnet mask: 255.255.255.0 |
Enable spanning tree protocal: O

Default gateway: [ ]

Back Next

Static:

If this option is selected, it is possible to set a static IP address. Static IP allocation requires
entering the IP address and subnet mask.

Default values are:
IP address: 192.168.0.254
Subnet mask: 255.255.255.0
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Here you can configure the IP.

IP configuration

HOST:

IP assignment: static vl
. static

IP address: Shee ]

Subnet mask: DHCP +fallback ‘|

Enable spanning tree protocol: @

Default gateway: [ ]

B
DHCP:

The DHCP function requests an IP address from a DHCP server and subsequently allocates
IP addresses automatically.

DHCP fallback:

This option allows for automatic IP address allocation. Should there be an error with the
automatic allocation, the IP allocation automatically switches to the static setting.

Activate Spanning Tree Protocol:

The Spanning Tree Protocol (STP) is used to avoid redundant network loops, especially in
switched environments.

If this option is activated, it is possible to establish redundant network connections.
Standard Gateway:

The IP address entered as standard gateway address is used to establish a connection to an
address located outside of the device’s own IP subnet (i.e. outside 192.168.0.254 in the
example given previously). However, the standard gateway itself needs to be inside the
device’s IP subnet address space. In case IP allocation was set to DHCP, the standard
gateway address may be dynamically overwritten, providing the DHCP server supports this.
The standard gateway may, for instance, be required in order to reach an NTP time server
or to relay the IP address to WLAN clients in case the device serves as a DHCP server itself.

Now click Next
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7.1.3 WLAN-1 Configuration

The next dialogue is used to configure all relevant basic settings for WLAN operation.
Access Point Mode

Here you can configure the WLAN

WLAN-1 configuration paramters of the first WLAN
interface.

Operational mode: | AccessPaint[v| 2

Network name (SSID): |ads |2
WANmode  [siiibs 2
Regulatory domain: | GERMANY v|2
Chammel s2875m Wl

Back

OPERATING MODE:

Use this option to switch between the two operating modes Access Point and Access
Client.

Note:

The RAC (Access Client) does not offer an operating mode option. It is permanently set to

Access Client mode.

Access Point:

In Access Point mode, the device serves as a network gateway for other wireless devices
(clients).

Access Client:

In Access Client mode, the device tries to establish a connection to an Access Point in order
to establish a connection with the network.

NETWORK NAME (SSID):

Use this option to assign a name to your wireless network. We recommend not using any
names that allow conclusions with regard to your company, department or the type of data
transmitted. Any clients that want to establish a connection with this Access Point need to
know this network name.

Default setting is: ads

Note:

The SSID may consist of a maximum of 32 characters. Valid characters are: a-z, A-Z, 0-9,
valid special characters: . _ -?$@!{}[]()+#,;,,<>]:*~%$&/=
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WLAN MODE:

Use this option to select the wireless standard to employ. All clients that are meant to
communicate with this Access Point need to be compatible with the selected wireless

standard.

The following WLAN modes can be chosen:

ACCESS CLIENT: ACCESS POINT:
80211bf/g |+
802.11ajb/g 802.11b/g i
802.11b/g 802.11b/g 1
802.11a only 802.17a only
802.11b anky 302.11b anly

REGULATORY AUTHORITY

Under this option, select the country in which the device is operated. This country setting
ensures that applicable national regulations are observed in each country.

Note:
n The FCC version of the device does not offer the "Regulatory Authority” option.

Warning:

A wrong country setting may lead to illegal radio frequency settings which are punishable
by law.

The operator is solely responsible for ensuring the correct country setting.

CHANNEL:

Depending on operator settings, the device can choose a transmission channel automatically
or use a manually selected channel. We recommend using automatic channel selection
(option Auto). In the event of channel interferences, the device can only switch to an
interference-free channel if automatic channel selection is activated.

Note:
n 5GHz channels cannot be selected statically; instead, they are chosen randomly from the
available free channels. (This constraint is required for device approval by law.)

In case other WLANs are operated in parallel, manual radio field planning is essential in
order to avoid limitations to wireless communications. In this case, the transmission
channel should be chosen manually.

Please note that DFS needs to be switched off in order for channels to be selected
manually.
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Access Client Mode

Here you can configure the WLAN
paramters of the first WWLAN
interface.

WLAN-1 configuration

Operational mode:  [Client  [v|2

Network name (SSID): |ads

WLANmode:  [s0zrib_v]o

Regulatory domain: | GERMANY v|2
Channel: 6:2437GHz |v|2
Back

Client Mode differs with regards to the following additional configuration settings:

QOutdoor:
This option must be activated if the unit is operated outdoors. Activating this function will

turn off all channels that may legally not be used outdoors.

Disable DFS:
Activating this option will turn off DFS on the 5GHz band. All channels that can be used

without DFS may then be selected manually. This option must not be activated if the unit is
operated outdoors.

7.1.4 WLAN-1 Security

Use the WLAN security option to configure the applicable security standards for your WLAN.
The following modes can be selected:

On this site you can change the
R : security settings of interface
e VWLAM-1 to fit your benefits.

Security mode: nane |2
WPAPSK
WEP 64 bits
WEP 128 bits
Back

‘ Q ads-tec GmbH e Raiffeisenstr.14 ¢ 70771 Leinfelden-Echterdinﬂen




User Manual Access Point /Client VvV 3.0.3 EEE:

a2

WPA/PSK

WPA/PSK mode secures communications by requiring a keyword and employing a particular
data encryption method. The keyword (Pre-Shared Key) may contain a minimum of 8 and a
maximum of 63 characters. Rather than actual words, we recommend using alphanumeric
combinations of letters and numbers in order to ensure optimal security.

Note:

Pre-Shared Key specifications: 8-63 characters; valid are all characters between ASCIT
code 32 and 116

On this site you can change the

) . security settings of interface
WLAN-1 security WLAN-1 to fit your benefits.

Security mode: WPAPSK  [v|2

WPA 2

Encryption algorithm: | TKIP (WPA) only E
. All
Preshared key: TKIP (WPA) Ghly
CCMPJAES (WPA 2) anly
Back

Data Encryption:

You may choose to either use all data encryption methods or select a particular method.
Please note that WPA 2 encryption requires that all network access points and clients
support the WPA 2 standard.
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WEP 64 B11s / WEP 128 B1TS

Like WPA, the WEP 64 Bits / 128 Bits mode requires a keyword for securing wireless
communications. The chief difference is that in WPA mode, this key changes dynamically
during a connection, whereas it remains static in WEP mode.

Note:
u We recommend using the WPA encryption standard because WEP-based data encryption
has to be regarded as insufficient by today’s standards.

On this site you can change the
WLAN-1 security securty settings of interface
VWLAN-1 to fit your benefits.

Security mode: WEP 64 bits |v|2

WEP =

Authenticationtype:  |Automatic ||

Key encoding: ® ASCI © HEX

WEP key- | 2
Back

Authentication Mode:

On this site you can change the
WLAN-1 security security settings of interface
WWLAN-1 to fit your benefits.

Security mode: WEP 64 bits |v|2

WEP =
Authentication type: Automatic v
g Adtomatic
Key encoding: Open System EX
WEP key: Shared Key %)
Back
Automatic:

In Automatic mode, the authentication mode is selected automatically.
Open System:

Open System authentication is the default authentication setting.
Shared Key:

Shared Key authentication employs an enhanced handshake mechanism during login, which
does, however, not provide any additional security.

Key Encoding:

You may select ASCII or HEX key encoding. ASCII is a 7-bit encoding scheme, HEX is a 16-
bit scheme.
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WEP Key:

WEP key length is limited to 5 characters in ASCII encoding mode. Using HEX encoding,
keys with a length of up to 10 characters may be chosen. Rather than actual words, we
recommend using alphanumeric combinations of letters and numbers in order to ensure
optimal security.

Confirm by clicking Next

7.1.5 Changing the Password

a4

Use this dialogue to change the device password.

You may change the current
password here. To keep it leave all

Change password fields blank.

Important: It is highly
recommended to change the
factory default password!

Enter old password: |

Enter new password: |

Confirm password: |

In order to change the password, enter the current password in the field Old Password.

Choose a new password and confirm it by entering it in the next two fields (New Password
and Password Confirmation). Leave all fields empty in case you have not set a password.

Subsequently click on the Apply button.

Your settings are being saved...

Please wait...

Please wait while your settings are applied...

The Setup Wizard is now complete.
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tup wizard.

Configuration finished
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7.2 CONFIGURATION USING THE FILTER WIZARD

46

Filters may be configured using the Filter Wizard.
The Filter Wizard is accessible via the Configuration > Security > Filter Wizards path.

The initial Filter Wizard page allows adding new rule sets as well as editing existing sets.

ADDING A RULE SET:
In order to add a rule set, you first need to select a Layer (1).

u SAart filver witard «

- -wL-‘\_h’l-_'le‘

(2)

sy changic

Layer 2:

This layer corresponds to MAC filtering. Selecting this option enables filtering MAC address-

based filtering.
Layer 3:

This layer allows IP address-based filtering.

Click Add (2) to create/add a new or pre-configured rule set for the selected layer.
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CHANGING AND SEARCHING EXISTING RULE SETS

If rules have already been generated or uploaded, they appear in the rule summary. When
searching for a rule, the filter criteria for the rule set being sought can be restricted to
Inbound, Outbound and Activated rule sets (1) via the respective drop-down fields.

» F1ar filver wigard «

(1)

_ -wn.airil’-_ie‘

T

- HD-:‘-FT'_JJ

nbound | # Chutbaund | ©
Active rukasehs | Layerd =
BHE
Alow_L3
(2) (3)

Acd | Eci il Cislai=

applp Changic

The Edit (2) button allows for subsequent modifications of the selected rule set.
By way of the Delete (3) option, it is possible to remove the selected rule set.

Note:
The arrows in the diagram shown above the filter configuration adapt to the selected
configuration of the incoming and outgoing data flows, so the settings will also be visually

comprehensible.
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7.2.1 Loading pre-configured Rule sets

48

Select a pre-configured rule set.

The pre-configured

rule sets are displayed on the left of the dialogue window.

Here you can select an existing
Choose an existing ruleset or create a new one ruleset or create a new one.
Further on, you can delete

ulesets for layer 2

existing self defined rulesets.

ARP

Allow_L2

Block_L2

ICMP_L2

Log_L2

Define a new ruleset

Name of the ruleset: A ruleset may have up to 10 filter
rules. Currently active rulesets are

| | greyed out and cannot be
selected.

Description of the ruleset:

By way of example,
LAYER 2 RULE SETS

Name

ARP

Allow_L2
Block_L2
ICMP_L2
Log_L2

the following standard rule sets are pre-configured for layers 2 and 3.

Brief Description

Address Resolution Protocol allows assignment of network addresses
to hardware addresses

Allows all data traffic on layer 2
Discards all data packets (i.e. blocks all data traffic) on layer 2
Allows all ICMP-based data traffic on layer 2

Maintains an event log and discards all data packets on layer 2

Select the rule set you want to load and confirm by clicking Next,

RULE SETS FOR LAYER 3

Name

ALLOW_L3
BLOCK_L3
ICMP_L3
Log_L3

Brief Description

Allows all data traffic on layer 3

Discards all data packets (i.e. blocks all data traffic) on layer 3
Allows all ICMP-based data traffic on layer 3

Maintains an event log and discards all data packets on layer 3

Confirm the next message prompt by clicking Close.
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Here you can select an existin
Choose an existing ruleset or create a new one r create a new
A LU Can (
Rulesets for layer 2 existing self defined rul
ARP Mame of the ruleset: may have up to 10 filter
urrently active rulesets are

Block_L2 |,\|| L2 | greyed out and cannot be
ICMP_L2 — selected.
Log_L2 o
Define a new ruleset Description of the ruleset:
[ fen ]

Once a rule set has been successfully loaded and activated, it will be shown in the filter
overview page.

Information state of the ruleset

The ruleset is prepared.
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7 .2.2 Definition of a new Rule set on Layer 2

50

Note:

set on Layer 3”.

For configuring rules on layer 3, please refer to the section "Definition of a new Rule

Select the menu item Definition of a new rule set

Rulesets far layer 2

Here you can select an existing
Choose an existing ruleset or create a new one ruleset or create a new one.
Further on, you can delete
existing self defined rulesets.

ARP Name of the ruleset: A ruleset may have up to 10 filter
Allow_L2 rules. Currently active rulesets are
Block_L2 |Examp|e | greyb-d out and cannot be
ICMP_L2 selected.
Log L2 .
Define a new ruleset Description of the ruleset:

Example

Enter a name and a description for the new rule set.

Note:

The rule set name is restricted to 10 characters. It is not possible to use umiauts.

Confirm your input by clicking Next.
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RULE SET LAYERS AND INTERFACES

The following dialogue allows configuration of the type of filtering.

Interfaces:

The inbound and outbound
Layers and interfaces of the ruleset interface for the ruleset depending

on the selected layer.

* means all interfaces.

Layer 2 Note:
If the device is operating in
transparent bridge mode there is

Inbound interface: only one interface on Layer 3.

Therefore you don't have to select

| inbound and outbound interfaces.

Qutbound interface:

SYMBOL DESCRIPTION

== Filter will be applied to the selected interface.

1= Filter will be applied to all interfaces except for the selected interface.
EXAMPLE:
Incoming interface: HOST == filters all inbound data packets
on HOST
Outgoing interface: WLAN-1 1= filters all outgoing data packets
on all ports, except for
WLAN-1

Confirm your input by clicking Next
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RULE-RELATED MAC ADDRESSES AND MAC PROTOCOLS

Via the following dialogue window it is possible to define the MAC addresses of the
respective sources and targets.

The Source MAC Address defines the source from which data is received.
The Target MAC Address defines the target to which data is sent.

Here you can set the MAC ~
MAC adresses and MAG protocol of the rule address and the protocol of the

packets that should be

matched by the rule. A MAC

Source MAC address: o= B | address ide_znti‘ﬁes a network
adapter uniquely.
inati - 00:01:CA-FE:23:45
Destination MAC address: == * | S rpemlclieansiind |
ARP
Y e (Address Resolution Protocaol)
ARP For address assignment und
Protocal: == P4
Vlan
Other

(Internet Protocaol)

A
(Virtual Local Area Metwork)

Faor a witual netwark local et
In case you are using a permanent, static connection between two devices, you may enter
their respective MAC addresses here. Otherwise leave the asterisk symbol unchanged.

PrRoTOCOL DESCRIPTION

ARP The Address Resolution Protocol (ARP) is a network protocol that allows
resolving network addresses to hardware addresses. ARP is not an IP-only
or Ethernet-only protocol, but due to the prevalence of IPv4 and Ethernet,
it is used almost exclusively for resolving IP addresses to Ethernet MAC
addresses.

IPv4 IPv4 (Internet Protocol Version 4, formerly simply IP), is the fourth
iteration of the Internet Protocol (IP). It is the first version of the protocol
to be widely deployed and is one of the essential underlying internet
technologies.

Vian A Virtual Local Area Network (VLAN) is a virtual local network inside a
physical network. The protocol commonly used in configuring virtual LANs
is IEEE 802.1Q.

Other Allows selection of a different protocol.

Note:

If you do not wish to select a particular protocol, choose the default menu item (i.e. the
asterisk item). Once a specific protocol has been selected you may adjust protocol-specific
configuration settings.
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The following configuration options are available once a specific protocol has been selected.
In case you have not selected a particular protocol, simply confirm this screen by clicking
Next and follow the steps described in the Rule Name and Behaviour section.

ARP:

Please select the ARP message
g uest” and "Reply” are
mportant.

Protocol options of the rule

Choose ARP type: - ANY

Back

ARP offers the following options:

Please select the ARP message
type. "Request” and "Reply™ are
the most important.

Protocol options of the rule

ANY »

ANY

ARP_NAK

DRARP_Error

DRARP_Reply

DRARP_Request

INARP_Request

Reply
Reply_Reverse

Back Request 'E

Request Reverse |

Choose ARP type: -
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IPv4:

IPv4 requires setting a source and a target IP address. Furthermore, the respective subnet
mask for the source and target IP address is required.

You can specify a source and
Protocol options of the rule destination IP address. The IP
address requires a subnet mask

(e.g. 192.168.0.0/255.255.255.0 or
192.166.1.42/255 255

Source IP address/mask: == e Eeies
™

mask.

Destination IP
address/mask:

In addition, you may select the IP
protocol.” means any protocol.

IP protocal: ==
Source port: ==

Destination port: -

aack

The Internet Protocol offers the following options:

You can specify a source and
Protocal options of the rule destination IP address. The IP
address requires a subnet mask

- e.g. 192.168.0.0/2565 255 25650 or
192.168.1.42/255 265 255 255).

Source IP address/mask: * means any IP address/subnet

mask.

Destination |P

address/mask: == In addition, you may select the IP
’ protocol * means any protocol.
|P protocol: ==
Saurce DOITZ _ Other
Destination port: == [v|]ICMP
P TCP
DR
IPvE
Back GRE
IPSEC-ESP
IPSEC-AH
IPIP
EMNCAP
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VLAN:
The VLAN protocol requires setting a VLAN ID, a VLAN priority and a Wrapped Protocol to be
used.
VAN setting details:
Protocol options of the rule WVLAN ID:
To differentiate the VLAN from
others.
VLAN ID: | | VLAN Priority-
You can set the priority of the
o WVLAN packet from 0 to 7. You will
VLAN Priority: | | have to use VLAN ID 0 for this!

Finally, you also need to select
the encapsulated protocol which
will be applied to the VLAN
packets. * means any protocol.

n

n
I
<]

Encapsulated protocol:

Back Next

The following options are available for the Wrapped Protocol:

VLAN setting details:

Protocol options of the rule VLAN ID-
To differentiate the VLAN from
others.

VLAN ID: | | VLAN Priority:

‘f'ou can set the priority of the
o VLAN packet from 0 to 7. You will
VLAN Priority: | | have to use VLAN ID 0 for this!

.

P4
o5
ARF
FR_ARP
Back BPQ Hext
10EC
DMA_DL
DNA_RC
DNA_RT

LAT

DIAG

CUST

SCA

TEB
RAW_FR
AARP

ATALK

502 1Q

IPX

NetBEU

Py

PRP
ATMMPOA
PPP_DISC
PPP_SES
ATMFATE
PROFINET/RT
LOOP A
IGMP [

Finally, you also need to select
the encapsulated protocol which
will be applied to the VLAN

packets. * means any protocol.

Encapsulated protocol: -

IE G
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OTHER:

Use Other to select the Layer 3 protocol.

Please select the layer 3 protocol.

Protocol options of the rule

Layer 3 protocol

Bock

Other offers the following options:

lease select the layer 3 protocol.

Protocol options of the rule

Layer 3 protocol: =

%25

ARP
FR_ARP
BPQ

DEC
DNA_DL
DNA_RC
DNA_RT
LAT

DIAG
CUST
SCA

TEB
RAW_FR
AARP
ATALK
802_10
IPX
NetBEU
IPv6

PPP
ATMMPOA
PPP_DISC
PPP_SES
ATMFATE
PROFINET/RT
LOOP
IDA
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RULE NAME AND BEHAVIOUR:

The next dialogue will allow you to define the rule behaviour

in more detail. Use the menu

item Rule Action to determine how the device should handle packets.

Action and name of the rule

Action: Alow |¥]
Log: O
Alarm: L

Max. packets/s: | |

Rule name- |Example |

Back

The action tells how to handle alf
packet that passed all criteria.

Allow:

The packet will be forwarded.
Drop:

The packet will be silently
discarded.

Cut:

The network link will be cut at
hardware level.

Additionally, a log entry could
be generated or an alarm could
be triggered.

You may define a maximum
number of packets allowed per
second

Rule Action:
Available options are Allow and Block.

Log:
This function will log any violations of this rule in the event log.

Max. Packets/sec:

Use this option to specify a maximum packet rate per second;
upper limit against Denial-of-Service attacks.

Rule Name:

this rate will then serve as a

Choose a name for this rule; the name should be unique, i.e. differ from the name of any

other rule set.

Confirm by clicking Next.
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OVERVIEW OF ALL RULES IN A RULE SET:

The next dialogue window will provide an overview of all existing rule sets.

Here you can edit the name of the
All rules in the current ruleset ruleset, re-sort rules (by using the
arrow buttons), edit, insert or
. delete rules.

Overview of ruleset e

Inbound interface: "

Outbound interface: *

Example

[ A | | Eat | | Delete | | sawe

Use the Add button for starting the rule configuration process anew to define another rule.
The Edit button allows subsequent modifications to previously defined rules.

Choose Delete to delete the selected rule.
Use the arrow buttons to modify the position of a rule within the current rule set.

Confirm by clicking Next.

Confirm the next message prompt by clicking Close.

Information state of the ruleset

The ruleset is prepared.

Once the rule set was successfully activated, it will be displayed in the filter overview
window.
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7.2.3 Definition of a new Rule set on Layer 3

The configuration of rule sets for filter layer 3 will be described on the following pages.

Warning:

Before configuring a rule set on layer 3, ensure the option check box "Activate IP
Router Functionality”, located at the path Basic Settings> User Interface. /s
checked. Confirm any modifications to this setting by selecting "Activate”.

To begin the configuration, choose the option Layer 3 in the Filter Wizard main menu.

Here you can select an existing

Choose an existing ruleset or create a new one ruleset or create a new one.
Further on, you can delete
Rulesets for layer 3 existing self defined rulesets.
Allow_L3 Name of the ruleset: A ruleset may have up to 10 filter
Block_L3 rules. Currently active rulesets are
ICMP_L3 | | greyed out and cannot be
Log_L3 selected.

Define a new ruleset

Description of the ruleset:

Click the Add button and subsequently select Definition of a new Rule Set.

Then assign a name and a description to the new rule set.

Note:

Use a diifferent name for each rule set if possible. Do not use umiauts as they will lead to
error messages.

Confirm by clicking Next.
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RULE SET LAYER AND INTERFACES
On layer 3, you may choose to use the following filter criteria: LAN/VPN/Service

Select the port to filter and configure the filtering mode.

Here you can select an existing

Choose an existing ruleset or create a new one ruleset or create a new one.
Further on, you can delete
Rulesets for layer 3 existing self defined rulesets.
Allow_L3 Name of the ruleset: A ruleset may have up to 10 filter
Block_L3 E urrently active rulesets are
ICMP_L3 | | eyed out and cannot be
Log_L3

Define a new ruleset o
Description of the ruleset:

EXAMPLE:
INTERFACE ACTION
== Incoming interface: HOST filters all inbound data packets
on HOST
I= Outgoing interface: WLAN-2 filters all outgoing data
packets on all ports, except
for WLAN-2
Note:

If you do not wish to filter particular ports, choose the default menu item (i.e. the asterisk
item).

Confirm your input by clicking Next.
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RULE-RELATED INTERNET PROTOCOLS AND IP ADDRESSES
The Source IP Address defines the source from which data is received.

The Target IP Address defines the target to which data is sent.

You can specify a source and
destination IP address. The IP
address requires a subnet mask
(e.g. 192.166.0.0/255.255.255.0 or
192.168.1.42/255 255 255 255).

* means any |P address/subnet
mask.

IP adresses und IP protocol of the rule

n

n
I o " #* o
[ |

Source IP address/mask: -

In addition, you may select the IP

Destination IP protocol * means any protocol.

address/mask:

IP protocal: -

In case you are using a permanent, static connection between two devices, you may enter
their respective IP addresses here. You also need to enter a valid subnet mask for each IP
address.

Example: IP Address: 192.168.0.0 / Subnet mask: 255.255.255.0

Note:

Once a specific protocol has been selected you may adjust protocol-specific configuration
settings.

Internet Protocols:

(4 lo)[ol(o] B DESCRIPTION

TCP The Transmission Control Protocol (TCP) is a protocol defining the
way in which streams of bytes are exchanged between computers. All
current operating systems support TCP and employ it for exchanging
data with other computers.

UDP The User Datagram Protocol (UDP) is a minimal message-oriented
network protocol that belongs to the transport layer of the Internet
Protocol Suite. UDP is used to allow application-to-application
communication via the internet.

ICMP Like TCP and UDP, the Internet Control Message Protocol (ICMP) uses
the Internet Protocol (IP) and is hence also part of the Internet
Protocol Suite. It is chiefly used by networked computers' operating
systems to send error and information messages.

The following overview shows the configuration options available for each protocol.
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MENU OVERVIEW LAYER 3 SELECTION TCP
Layer 3 TCP

|

Rule-related Internet Protocol options

e.g. selection: ¥

l

UDP/TCP connection control
Auto Stateless Stateful

l l

Check rule state settings / bit is set ~ Rule state settings / bit

is set

L Rule name and behaviour

l

Overview of all rules in rule set

l

Rule set time settings

l

Rule set status information

l

Filter rules start page
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MENU OVERVIEW LAYER 3 SELECTION UDP

Layer 3 UDP

}

Rule-related Internet Protocol options

e.g. selection: ¥

l

UDP/TCP connection control

Auto <« » Stateful
Rule state settings / bit is
set
[ 5 Rule name and behaviour

l

Overview of all rules in rule set

l

Rule set time settings

l

Rule set status information

l

Filter rules start page
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MENU OVERVIEW LAYER 3 SELECTION ICMP

Layer 3 ICMP

}

Rule-related Internet Protocol options

e.g. selection: ¥

l

UDP/TCP connection control

Auto <«

v

[ 5 Rule name and behaviour

l

Overview of all rules in rule set

l

Rule set time settings

l

Rule set status information

l

Filter rules start page
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EXEMPLARY CONFIGURATION — SELECTION TCP:

If TCP has been selected, the wizard will guide you through the following menus:

For TCP and UDP you can select
a source and destination port

IP protocol options of the rule number (e.g. 80).
* means all ports.

Source port: -

1]

Destination port: -

You may define source/target ports for TCP and UDP connections. In case you do not wish
to define such ports, select Next.

Connection control: -

Auto: Generate necessary rule
for session traffic in the
opposite direction
automatically.

UDPITCP connection control

Stateless (TCP only): Allow
checking the TCP header flags

in the next step to determine

Connection control: Auto v the current connection state.
Auto Please note, that you have to
Stateless add a rule for the opposite

Stateful direction of trafiic manually.

Stateful: The stateful filter

memorises the connection

state. Various parameters may
it he adiusted in the next sten

A connection control may be configured for the TC protocol. Available options are Auto,
Stateless and Stateful.

AuTto

If Auto is selected, clicking Next will take you to the Rule Name and Behaviour menu.
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Action: ~

Action and name of the rule Tells how to handle a packet
that passed all criteria.

Action Aow —[¥] Bilow:

The packet will be forwarded.

Reject reason: net-unreachable Drop: =
The packet will be silently
Log: O discarded.
. Cut:
Alarm: O The network link will be cut at
Max. packets/s: |:| hardware level.

Reject:
. The packet will be discarded
Rule name: and the sender will be notified.
The message can be defined
via "Reject Reason™.

Back Next Additionallvy_a loa entrv could

STATELESS:

With this option activated, the TCP headers containing information on the connection status
will be analysed.

By analysing the TCP entries the
STATE settings of the rule connection status is derived. The
firewall does not store the TCP
. . state in this mode.
to check activate (bit is set)
TCP SYN: O
TCP ACK: O
TCP FIN: O
TCP RST: O
TCP URG: l
TCP PSH: l
Back Next
STATEFUL:

The stateful packet filter monitors all session-related connection information.

The stateful packet filter keeps
STATE settings of the rule It,;aacyk;;s ;:ng'ifzr'tif EEEF',de
protocol.
activate (bit is set)

State related: O

State new O

State established: O

State invalid- l

Back Next
State Related: Data packet is assigned to existing data connection, e.g. for

establishing an FTP feedback channel.
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State New: Data packet establishes a new data connection, e.g. TCP with SYN
flag.

State Established: Data packet belongs directly to specific data connection, e.g. TCP
data without SYN flag.

State Invalid: Data packets for which the firewall could not determine a valid

connection state.

RULE NAME AND BEHAVIOUR

Action: -

Action and name of the rule Tells how to handle a packet
that passed all criteria.

Action Aow [ ttow:

The packet will be forwarded.

Reject reason: net-unreachable Drop: =
The packet will be silently
Log: O discarded.
. Cut:
Alarm: O The network link will be cut at
. hardware level.
Max packets/s: |:| Reject:

. The packet will be discarded
Rule name: e sender will be notified.

The message can be defined
via "Reject Reason”.

Back Additionallv_a lon entrv could

Confirm your input by clicking Next.
OVERVIEW OF ALL RULES IN RULE SET

_ Here you can edit the name of the
All rules in the current ruleset ruleset, re-sort rules (by using the
arrow buttons), edit, insert or

. delete rules.
Overview of ruleset:

Inbound interface: "

Outbound interface: *
Example
add | | Eat | [ Delete ] [ Mext
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RULE SET TIME SETTINGS

Here you may define whether the

o activity of the ruleset should be
Activity of the ruleset restricted to a certain time

window.

Limit activity: O Starting and ending time must be
. in HH:MM format. You must also
From: I:l select the days of week on which

_ the ruleset is supposed to be
Until: I:l active.

Mo Tu We Th Fr Sa Su Caution: If you do not check at
Al least one day the ruleset will not

be activated at all!

o

Activate the check box by clicking the empty box if you would like to use this function. Enter
a start and an end time in the format: HH:MM. The start time needs to be lower than the
end time.

Furthermore, you will need to specify the days of the week on which to activate the
function.

Note:

At least one day of the week needs to be specified, otherwise the rule is invalid and will not
be applied.

Complete the configuration by clicking Save.

Confirm the next message prompt by clicking Close.

Informatiaon state of the ruleset

The ruleset is prepared.
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» SERR e withed o

Inbaund | * %] Cuthound |- =]
Activa niesats| Layer 3 %]

b

[ ] Ede][ Deiein 1]
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RULE-RELATED INTERNET PROTOCOL OPTIONS

Stateful filtering stores the state of a connection.

Auto: function disabled

Stateful: function enabled; offers further configuration options

Connection control: ~
UDP/TCP cti trol Auto: Generate necessary rule
ERINEEHDINERIE for session traffic in the
opposite direction
automatically.

Stateless (TCP only): Allow
checking the TCP header flags

in the next step to determine

Connection control: Stateful M the current connection state.
Auto Please note, that you have to
Sroietul add a rule for the opposite

direction of traffic manually.

Stateful: The stateful filter
memorises the connection
state. Various parameters may
he adiusted in the next sten

Back

Confirm by clicking Next

RULE NAME AND BEHAVIOUR

The next dialogue will allow you to define the Rule Behaviour in more detail.

Use the menu item Rule Action to determine how the device should handle packets.

Action: -
Tells how to handle a packet
that passed all criteria.

Action Aow [ ttow:

The packet will be forwarded.

Action and name of the rule

Reject reason: net-unreachable Drop: =
The packet will be silently
Log: o discarded.
. Cut:
Alarm: O The network link will be cut at

Max_ packets/s: [ ] Eirjivguw level

. The packet will be discarded
FLELIE o sender will be notified.

ge can be defined
via "Reject Reason”.

Back

Additionallv_a lon entrv could

Rule Action:
Available options are Allow and Block.

Reason for Rejection:

This allows you to define a reason for packet rejection. In case a rule is violated, the sender
will be notified, giving this reason as an explanation.
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Log:
The Log function enables logging of events.

Max. Packets/sec:

Use this option to specify a maximum packet rate per second at which packets may pass the
device.

Rule Name:
Choose a name for this rule; the name should be unique, i.e. differ from the name of any

other rule set.
Confirm by clicking Next.

OVERVIEW OF ALL RULES IN RULE SET
The next dialogue window provides an overview of all existing rule sets.

Here you can edit the name of the

All rules in the current ruleset ruleset, re-sort rules (by using the
arrow buttons), edit, insert or

. delete rules.
Overview of ruleset

Inbound interface: *
Outbound interface: *

Example

| agd | | Edt | |  Delete ] [ MNext

Use the Add button for starting the rule configuration process anew to define another rule.
The Edit button allows subsequent modifications to previously defined rules.

Choose Delete to delete the selected rule.
Use the arrow buttons to modify the position of a rule within the current rule set.

Confirm by clicking Next.
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Complete the configuration by clicking Save.

Confirm the next message prompt by clicking Close.

Information state of the ruleset

The ruleset is prepared.

» SERR e withed o

< WosT
T

Inbaund | * *| Cuthound | v
Activa niesats| Layer 3 %]

= .

[ ] Ede][ Deiein 1]

Once a rule set has been successfully loaded and activated, it will be shown in the filter
overview page.

This completes the first-time configuration using the configuration wizards.
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8 AcCCESss POINT/CLIENT VWEB INTERFACE

The start page of the web interface displays all important Access Point parameters at a
glance. Individual settings are directly accessible via hyperlinks on the start page.

Sysiam dalm Sywnarm ananm

By iy NG RAF11Ix Date & bmes Thureday, 07 Kar 2007, (2:08 [EymopeBerin)

D 1ype RAP112% Liphme= 020046 up 2:01, load sverage: 002 002, 000
5 e e

Frmwears veraian 301 Flash T

MALC-Afdieas HOST [0:19:52- 0015 :BE Wamany - . —

KaC-Addreas WLAK-1 DI:51:CI:55.CFE2 CPL R

KAC-Ardreas WLAK-Z

P aidass HOST 192 1683.0 354

Langst fvn massages
IEml:Ia-g
Mar 1 00:67:13 RAP112x kemel: WLAN-1- siation (0:0b: 6: (- 7505 laaves

Moar 1 00:65:47 RAP112x kemnel: WLAN-1- sintion (0 0b: fh:00: 7505 assaciabed
Mar 1 00:00:24 RAPT12x mymiem: sde-ter RAPT 12 symbem raadyd
far 1 00:00:13 RAP113x kemel: HOET port 20WLAN-1] antemp forwarding siabe

Mar 1 00:00:13 RAF112x kemel: HOST port 2[(WLAN-1] anbemng leaming stais

Guleklinsg: Siart seup wirard Filker mirard

The Access Point web interface is subdivided into five main categories.

BASIC SETTINGS

For adjusting basic Access Point settings
CONFIGURATION

Configures specific Access Point functions and features
DIAGNOSIS

Indicates the current interface status

ADDITIONAL INFORMATION

Contains general device information
EVENT LOG
Event log display and configuration

Note:

In case you did not use the configuration wizards, you may refer to the following
documentation to configure settings manually.
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8.1 BASIC SETTINGS MAIN MENU

8.1.1 IP Configuration

Access Point IP configuration

= IP gonfiguration «

HOST:

IF assignment st -
IP address 132 1660 254
Subnet mask 55 ESEISED

Enable sparring iree protocal [

DeaFault gateway:
I addrass

Note:
Clicking the question mark Y to the right of the drop-down menus will open up general
information about and brief descriptions of the available options.

Static:

If this option is selected you may enter a static IP address. Static IP address assignment
requires entering an IP address and its corresponding subnet mask.

Default values are:

IP address: 192.168.0.254
Subnet mask:  255.255.255.0
DHCP:

The DHCP function requests an IP address from a DHCP server and automatically assigns
that address.

DHCP fallback:

This option is a combination of static and automatic IP address assignment. In case an error
occurs during automatic address assignment (via DHCP server), the system automatically
uses the specified static IP address.

Activate Spanning Tree Protocol:

The Spanning Tree Protocol (STP) is used to avoid redundant network loops, especially in
switched environments.

If this option is enabled, it is possible to establish redundant network connections.
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Standard Gateway:

Use this field to specify the IP address of the standard gateway to be used.

The IP address entered as standard gateway address is used to establish a connection to an
address located outside of the device’s own IP subnet (i.e. outside 192.168.0.254 in the
example given previously). However, the standard gateway itself needs to be inside the
device’s IP subnet address space. In case IP allocation was set to DHCP, the standard
gateway address may be dynamically overwritten, providing the DHCP server supports this.
The standard gateway may, for instance, be required in order to reach an NTP time server
or to relay the IP address to WLAN clients in case the device serves as a DHCP server itself.

Now click Activate

Plaass walt... Flease mak...

sxfiras srs arpier |asga=a it wuaelliveg i s i Plizranie wand| sadiilz: o

Your changes are now saved and activated.

8.1.2 System Data

Use the System Data dialogue to enter important system-related information such as device
location and contact data. These data serve as unique identifiers of the device at its
location; this includes contact data, which is accessible on this page in case of device
maintenance, revision or similar.

B SyEtem GaE

Syslem name:  |RAFT1Zs
Systern kacaban

Contact name:
Contact phane:
Contact e-mail

pph sallngs

Click Activate to accept the settings

8.1.3 Date & Time

This menu item allows setting the system date and time.

= Date Bt o

Date & Grme Thu Mar 101°31230 CET 2007
Tirne 2one ELR-Eerin oo

Enable imesarer synchronsation (NTP): O
IP adcress

Manual sefing of date & e
Diate [day/manthiyear) 1 [sel| 3e| 2007 )
TiFne {hourminueisecand) 1 (sl 59 || 30 =]

Ragstchage

Date and time can be automatically set via an NTP server or, alternatively, manually.

Time Zone:
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Use the drop-down menu to set the correct time zone. GMT (Greenwich Mean Time) is
equivalent to Western European Time and may be adapted depending on local time
differences.

Time Synchronisation via NTP Server:

This function allows synchronisation of date and time via an NTP server.

To use this service, activate the check box next to this option and enter the IP address of
the NTP server you wish to use.

Manual Date & Time Configuration:

Alternatively, you may choose to set date and time manually.

Click Activate to confirm your settings.

Note:

Correct date and time settings are essential for verifying certificates, reviewing event logs
and applying time-based rules defined in the Filter Wizard.

Note:

A device reboot should be performed in order for changes to take effect.

Interface

Use the “User Interface” menu to set the web interface display language to English or
German.

w User intarfacs o

Languaga English |
Sava and apply | apply immadiataly & do nol savea [

Enable VILAN
Enable IP raules Tunctiors

The drop-down menu allows selecting either “apply immediately, do not save” or “do
not apply, save only” as Saving and Applying options.

Choosing “apply immediately, do not save” will add an “Apply” button to all pages in
the Access Point configuration menu. That button can be used to implement any changes
immediately. In order to keep such changes so they remain available after a device reboot,
the user will need to click a disk icon which will subsequently flash up.

The “do not apply, save only” option adds a “Save” button to all pages in the Access
Point configuration menu. Any modified settings will not be implemented, but will be saved
immediately. The device needs to be rebooted for changes to take effect. This option omits
the “Please wait” dialogue shown after a page has been confirmed. Instead of a disk icon,
a reboot icon will appear. Clicking it will take the user to the start page from which a reboot
may be initiated. The “Please wait” screen will still be displayed in some special cases,
such as for example ping tests and firmware updates.

Confirm your settings by clicking Activate.
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8.1.5 Change passwonrd

Users will need to enter the password specified here before being able to access the web
interface. The dialogue window allows changing the password.

= Change password «
Enter old password
Enfer new pasawand
Canfirm passward
Apply aeTngs Flichil Changs s

In order to change the password, enter the current password in the field Old Password.
Choose a new password and confirm it by entering it in the Password Confirmation field.

Confirm your settings by clicking Apply.

8.1.6 Web Access

78

The Web Interface Access Control menu allows configuring access to a particular interface
via http/https. Furthermore, you may enable a logging of access violations in the Syslog.

= Wab 300858 o

Webinterface access control:

Allaw HTTP access an interfaca WLAN-1 |
Allaw HTTPS accass on intarface WLAN-1 =}
Allow HTTP access on intertaca WLAN-2 i)

Allgw HTTPS accass on intaface WLAN-2 |

Allow HTTP access an inferaca BOST i)
Allow HTTPS accass on infaface HOST =)

Rapar access viclahans using syskg =

el s

In order to deny access to a particular interface, the checkmark next to the respective option
needs to be removed.

= el 300888 «

Webinterface access control:

Al HTTF access an imterfaca WLAN-1

Allnd HTTFS acoass onintamace WLAK1

Al HTTR access on interlacs WLAN-2
Al HTTFS accass onintarface WLAKN-Z

Alkres HTTF access an inferface HOET
Bl HTTFS aocass on intaface HOST

am | @@ | &0

Rapart access viclaians using syshg =

Note:

In case you are using an Access Point with 2 integrated WLAN adapters, the same
configuration options will appear for WLAN-2.

Confirm your changes by clicking Activate.
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8.1.7 Interfaces

Use the Interfaces menu to configure the Access Point interfaces. Each interface offers
individual configuration options that can be set to influence the interface behaviour.
Furthermore, unused interfaces can be deactivated.

Note:
Some device variants offer a second WILAN interface.

WLAN-1 (AccEess POINT) 2.4GHz-802.118/G:
Configure the LAN-in interface by setting the duplex mode.

« WILAK-1 o
Enable intarface: &l
Oparational mode ArcemPoint |
Hide S5I0

Hatwak rame (SSI0)  |=ds

WLAN mada M Tedg ]
Raguatary domain GERMANY >
Charnal 62477 GHE [w
Trareit rate Auin |

CTSRTS threshold 232 [Bvia)
Fragmestation threshakd: [2346  [Byta)

Lang distance W mmax ]
1 Autamatic
Transmission anterna £ Cinby ankanna 1
1 Only ankanna 2
Aptanna gain2 4 GHr | [4Ei)
Antanna gain 5 GHz T [dEi]}
Pawar canstraint W | [dBe)

Apply saltings
The Activate Interface check box needs to be enabled before any changes to the interface
configuration are possible.

Operating Mode: Switch / Available options: Access Point / Client (This option is not
available for the RAC111x and RAC151x)

Hide SSID: Activating this option will hide the SSID (network name)

Network Name (SSID): The network identifier. Default value: ads. Maximum SSID length is
32 characters.

Note:

Valid characters are: a-z, A-Z, 0-9, Valid special characters: . _ -?$@!{}[]()+ #,,
<>/,'*’V%$&/:

WLAN Mode: Allows selection of particular WLAN transmission standard

Regulatory Authority: Select the country in which the device is used. (This option is not
available if you are using the FCC version of the device.)
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Channel: Allows specifying a particular transmission channel or selecting automatic channel
selection.

Transmission Rate: Automatic or manual selection of the Mbit rate.

CTS/RTS Threshold: The Access Point will be notified of any packets exceeding the value
specified here. The Access Point will keep the channel open for the packet in question.

Fragmentation Threshold: In case a packet exceeds the value specified here, that packet will
be fragmented for transmission, i.e. it will be divided into multiple smaller packet units.

Note:

The Fragmentation Threshold option cannot be used if WPA encryption is activated.

Long Range: In case the physical distance that needs to be bridged between two devices is
relatively large, this option allows increasing the timeout value by specifying the distance (in
metres). With an increased timeout value, the Access Point will wait longer for a reply from
a remote station.

Transmission Antenna:

This option allows specifying whether the device should choose the transmission antenna
automatically. Alternatively, the antenna may be specified manually.

Antenna Amplification: Enable the Antenna Amplification option to increase the output
power. The maximum output power may however be limited by national guidelines and
regulations.

Example: A 10dbi antenna is used in combination with a 3db cable. The Antenna
Amplification to be entered in this case is 7dbi.

Power Restriction:

This option allows limiting the Access Point transmission power to the value specified. This
value will be conveyed to all clients that can access the Access Point.
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WLAN-1 (AccEss CLIENT) 2.4 GHz — 802.11B/G:

The configuration menu for the Access Client only differs from the one described above by
the missing “Hide SSID" option, which is replaced by the “Static BSSID” option:

# WLAM-Z
Enable intarface: a
Operational mode
Hide S5I0
Metwark mame [SS0])
WILAK mada L
Raguatary domain F
Charmal E:14
Trarerit rate
CTSRTS threshold [8yte)
Fragmertation freshakd [Byta)
Lang distance [m max | -2
@& Automalic
Trarsmission anlenna: O Cinky ankanna 3 .2
&1 Cinky anbanna 4
Antanna gain 2.4 GHz [dEi] 2
Artanna gain 5 GHz [dEi} =
Pawar canstraint [dBm) 2

gy saninga

Use static Access Point BSSID:

With this option enabled, you may enter the MAC address of an access point. This option is
useful for access points with identical SSID as it allows accessing a particular device.

Confirm by clicking Activate.

© ads-tec GmbH e Raiffeisenstr.14 « 70771 Leinfelden-Echterdingen 81



User Manual Access Point /Client VvV 3.0.3 mﬁ

82

WLAN-1 (Access POINT & ACCESS CLIENT) 5 GHz —802.11A (ETSI):

In case WLAN Mode is set to 802.11a, or 802.11a/b/g for the Client, some available options
differ:

MNetwork name (S5ID): ads

WLAN mode: 802 11aonly |v

Qutdoar:

Channel: Auto »
Outdoor:

This option must be activated if the device is operated outdoors. Some of the 5GHz band
channels may not be used outdoors. Activating this function will turn off all such channels.
This option is not required for the Access Client.

Disable DFS:

Providing the Access Point is not operated outdoors, DFS may be disabled. Channels 36, 40,
44 and 48 may then also be configured manually. Furthermore, activating this option will
reduce the maximum transmission power. In Client mode, DFS may also be disabled
outdoors.

Note:

In Client mode, DFS is disabled per default. The radar scan during data transmissions may
create strong interferences with the dlient, which subsequently need to be analysed as
radar impulses. This frequently causes a high CPU load as well as faulty radar detections.
This means that in Client mode, DFS should only be enabled if the higher Client
transmission power of 23dB is exceeded and 30dBm are required to establish a stable
connection. In Client mode, the presence of another 5GHz device in the vicinity may also

cause significant interferences if DFS is enabled.
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WLAN-1 (AccESS POINT & ACCESS CLIENT) 2.4 GHz — 802.11A (FCC):

The FCC version of the device offers the following additional interface configuration options:

Outdoor:
This option must be activated if the device is operated outdoors. It will turn off all channels
that may legally not be used outdoors.

Note:

DFS and TPC are disabled in this case. Compared to the A version, the 802.11b/g (FCC)
version merely offers the Directional Antenna setting as an additional option.

= TILAM:T a

Enabie intaface #
Ciparational mede | AecessPaim ';--i J
Hide SSI0 o
atwark rama (S5I0] ads
WLAMN made B2 113 onlylae
Chrigdaore (] ]
Charnel Ak w
Transmmit rate dao
CTSRTS Hreshakd 2112 iBie)
Fragmentation threshalkd e (Eyiel
Lang distance ;D fmnas.)

1% Auformaic
Trarenission anlenna Cx Oy amenna 12

C Only antersna 2

Pawsar- canstraint k) (8| 2
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SOFTWARE UPDATE:

The menu item Software Update allows updating the device firmware. You may choose one
of three options to update the firmware:

= Boftware update =

|.|'.\&-|m|-,:
Tha firmwara updase may take savaral minules
Fiease do nat turn off the power or press tha raset buthon

The update MUST NOT be interrupted!

Update Tram Rnmwans samnear:

Lpdate protocal HTTF ja}

Saer P address

Fikname and hacation

=} Set the Taciony defauls’ of T nevw lirmware.

e Taaat charges

You may update the firmware via an FTP, a TFTP or an HTTP server.
PROCEDURE:
1) Save the new firmware file in a folder of your choice on your workstation PC.

2) Start the desired server service or use a freeware program such as tfpd32 (available on
the ads-tec service CD) in order to perform a firmware update. Please mind local firewall
settings to ensure communication with the device is not blocked.

3) Under Browse, enter the path of the folder in which the new firmware is located.
Confirm by clicking OK.

4) Before initiating the update process, it is recommended to enable the option to adopt
the factory settings of the new firmware.

5) Enter the IP address in the field Server IP Address.

6) The file name, including its path with all required subfolders, is specified under File
Name and Location.

7) Before initiating the update process, you may opt to adopt the factory settings of the
new firmware.

8) Start the update process.
During the firmware update, the following dialogue window will be displayed:

Pleass wat...

The rew fimare is being ashed Tham e firmeane Sener
Plaase b patient unil the sygterm i3 reachable again

DO NOT TURN OFF THE FOAER!

Mate: it is recommended 1o clear tha browser cacha aftar updating e firmwara

Once the Link LED turns green and the ACT LED is extinguished, you may click the button
Try to reconnect. The Access Point will then try to access the web interface. If the update
was successful the Software Update screen will appear.
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Note:
Abortion of the update process, e.g. due to a power failure, may damage the device
andyor its firmware. In this case, the device needs to be sent in to the manufacturer for

repair.

BACKUP SETTINGS

= Backup Setings o

Ianually save and restara the sysiem setings

Filkename Dl i s . b

Dl salligs

The Backup Settings menu allows saving and restoring the device configuration.

SAVING THE DEVICE CONFIGURATION:
To save the configuration to a file, click Save Settings

Pleass wait...

Please wail while the sefings file is petiing preparad

u Crcehs e e e, T
Parar =i R

Note:

In case a popup blocker is enabled, it should be set to temporarily accept the following
page. In Internet Explorer, select the option “"Temporarily allow popups” in the dialogue
appearing below the URL bar. When using a different browser, select an equivalent option.
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f —

--""._.-‘

I Download settings... I
I Close window I

Dateidownload

Mochten Sie diese Datei offnen oder speichern?

Mame: settings.chg
Typ: Microsoft Office Outlook-Konfigurationsdatei, 73,2 KB
Von: 192.168.0.254

Qffen ]l Speichem IL Abbrechen J

Dateien aus dem Internet kihnen niitzlich sein, aber manche
Drateien konnen eventuell auf dem Computer Schaden annichten.
Offnen oder speichem Sie diese Datei nicht, falls Sie der Quele
nicht vertrauen. \Welches Risiko besteht?

X

ElStec

Select Save Settings

The following popup window appears

You will be prompted to save the file settings.cfg .

Select Save, then choose a file location and click Save again.

Speichern unter

Speicher in: | @ Desktop vl &Il o M-
LY I||rJEigene Dateien
| "3 ' arbeitsplatz
Zuletzt ‘gNetzwerkumgebung
venwendete D | |75 Docuglobe-Files
p— [Z)Handbuch
F v
| |ihttp Server
Desktop [DiF1000-de
@fj'v'erknﬂpfung mit Dokumentation 2006
2 a2 verkniipfung mit DT-ID_Intern
‘_J 57 verkniipfung mit htdocs
EHerEas {52 Verkniipfung mit Industrial Firewall 1000
Arbeitzsplatz
‘r-} D ateinamme: |seltings.-cf'g .V] I Speichern I
e 2 . : iy
Metzwerkumgeb  Drateityp: | Micrasoft Office Outlook-Kanfigurationsdatei 5vi Ahbrechen
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RESTORING A DEVICE CONFIGURATION:
To restore your saved settings, click Browse and select the file settings.cfg (unless you
saved your settings under a different file name).

Datei auswahlen ? E
Suchen in: @ Desktop j  WE e
i BEigene Dateien
: 'f arbeitsplatz
Zuletzt \_r_gNetzwerkumgebung
venmendete 0., |
€
Desktop

Eigene Dateien

Arbeitzplatz

Metzwerkumaeb  Dateiname: |settings.cfg j I Offnen

ung
ﬂ Abbrechen

Diateityp: |Alle D ateien 7]

Confirm by clicking Open.
Then click the button Restore Settings.

» Backup settings «

Manually save and restore the system settings 2

|C:\Documents and SettingsiuserDeskiopisetings.cfg H Browse. .. ]

Download settings Restore settings Reset changes

Reboot the device to load and apply the restored settings.

Filename

Note:
Version 1.x and 2.x configuration files (file extension .dat) are no longer supported in
version 3.x.
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FACTORY SETTINGS
This menu item allows resetting the device to its factory settings.
Clicking the button Restore Factory Settings will load the device’s default settings.

w FActary defuus «
Viaming
Reseffing the device to it Tackory defaull configuration wil
cause all changes that have Been made to the unil i b= parmanantly kst
Tre unit will refcat once this funclion IS execuled
Reset the confiquration ta Tactary defaut vakies
Remat i factory
dedauls

The following dialogue window will be displayed while factory settings are being restored.

Pleasa wait...

The defauk 2efings have been applaed

Pleass be palient untl the system is reachable again

Try in recomest

Subsequently click the button Try to reconnect.

Note:

The button will only work if the IP address to be restored is identical to the pre-configured
IP address.

The Access Point will now try to access the web interface. If the update was successful the
web interface will appear.

Warning:

This option will reset all configuration settings. All user-defined filter rules will be
discarded. If you are unable to access the web interface after resetting the device to
factory settings you may need to adapt the IP address of your PC.

The following default settings will be restored:
« IP address: 192.168.0.254
+ User name: admin

e Password: admin
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8.2 CONFIGURATION

8.2.1 Network
DHCP SERVER

The integrated DHCP server can be used to automatically assign IP addresses. It is however
disabled by default and may be enabled by checkmarking the Activate DHCP Server
option.

» OHCP server o

Acfivabe DHCP senver O
On Tollawing imerfacas O Hast

Starting IP address
Ending IP addrass
OHCP laasa fima {aecands)

Tha following setings are avarwmittan dynamically if you configura the dewice
iiself as a OHCP chanil

Domainrame [seanch prefixy
1= DMS e

2nd OMS semver

3rd CHS same

Apphi canings

Note:
u The IP address of the interface itself needs to be within the IP address range!

The interfaces to be covered by the DHCP server can be specified in more detail by means
of the options available in the for the following interfaces section. This allows setting the
pool range individually for each interface.

In addition to IP addresses, the DHCP server can, in server operation, also forward a domain
lookup prefix as well as up to three DNS server addresses. This information is passed on to
DHCP clients. The device employs its own internal DNS service for temporary query storage.
If the Access Point itself operates as a DHCP client, rather than having a static IP address,
the DHCP server used in that case will overwrite these data.
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8.2.2 Security
WLAN1/2

The WLAN security menu allows configuring the security standard for the wireless network.
The following modes are available:

& WILAK-Y »

SaECunty made; m:;n-: ]

WEP &

Authanticaban hpe L0 MK

Kay ancoding BECH . HEX
WEP kay

WPA L
Encrvption algormihm THIP (AP AL by 4
Prezharad ey

Graup kay rekayng inferval (GRP) [Secands)
Master key rakeying inbanal (GMK) [Secands]

Achvata RSHpraauthanhcanan

Preauthenticalion nte faces Horst

Radius sarver Primmary Secondary
1P adorerss

TCP port

Radius sharad sacral:

WEP 64 B11s / WEP 128 B1TS

Like WPA, the WEP 64 Bits / 128 Bits mode requires a keyword for securing wireless
communications. The chief difference is that in WPA mode, this key changes dynamically
during a connection, whereas it remains static in WEP mode.

= WILAND o

£ |

Sarunty made: i

WEP
AuirEnficatan e
[cey anceding ASCH  HEX

WEP kay

WPA
Encryplion akgoeihim
Presharad kay

Graup kay rekeng inlerval {GRP) {Seconds|
Idaster key rekeying indendal (G [Secands)

Activate RENpreauthenicatian
Freauthenhcation infarfaces Hesst

Radius server o Primary Bacondary
IP address

TCP pait

Radiis shared secme
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AUTHENTICATION MODE:

Automatic:
In Automatic mode, the authentication mode is selected automatically.

Open System:
Open System authentication is the default authentication setting.

Shared Key:

Shared Key authentication employs an enhanced handshake mechanism during login, which
does, however, not provide any additional security.

Key Encoding:

You may select ASCII or HEX key encoding. ASCII is a 7-bit encoding scheme, HEX is a 16-
bit scheme.

WEP Key:

WEP key length is limited to 5 characters in ASCII encoding mode. Using HEX encoding,
keys with a length of up to 10 characters may be chosen. Rather than actual words, we
recommend using alphanumeric combinations of letters and numbers in order to ensure
optimal security.

WPA/PSK

WPA/PSK mode secures communications by requiring a keyword and employing a particular
data encryption method. The keyword (Pre-Shared Key) may contain a minimum of 8 and a
maximum of 63 characters. Rather than actual words, we recommend using alphanumeric
combinations of letters and numbers in order to ensure optimal security.

= 'WLAK:D o

Sacunty made 107 _-.-

WEP .
Aurenficatan e
ey ancoding ASCH  HEX

WEP kay

WPA,
Encrvplion algoehim
Fressharad kay

Graup ey rekeng inlerval {GRP) {Seconds|
Idaster key rekeying indendal (G [Secands)

Activate RENpreauthemicaian
Freauthenhcation infarfaces Host

Radius serier Primary Sacondary
IP addess

TCP pait

Radius shared sacnel

Data Encryption:

You may choose to either use all data encryption methods or select a particular method.
Please note that WPA 2 encryption requires that all network access points and clients
support the WPA 2 standard.
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WPA RADIUS

= ILAKLD o

Sacunty mada: il

| £)

WEP
Autrenhicalian e

ey encoding ASCI  HEX
WEP kay

WPA
Ercrvplion akgoethm
Presharad kay

Graup key rekevng irfenval {GRP) iSecands|
Kagter key rakeping intanal (GAMK) [Secands)

Activate RENpraauthamicaian
Freauthentcalion irtarfaces Horst

adius server Primary Sacondary
P adoiess
CP part
s shared secnet

ook etinga

The Access Point is able to use an existing external RADIUS server for user authentication.
This requires entering the IP address of the RADIUS server in the IP Address field.

You also need to specify the TCP port used by the RADIUS server in the field TCP Port. Most
RADIUS servers use the standard TCP port 1812.

The RADIUS keyword is required by the RADIUS server to identify and authenticate the
Access Point.

In case two RADIUS servers are used, an alternative configuration may be entered in the
Secondary section. These settings will only take effect if the first RADIUS server is
unreachable. The Access Point will then try to establish a connection to the secondary
RADIUS server.

Confirm by clicking Activate
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CERTIFICATES

The Access Point uses certificates to authenticate L2TP/IPSec, OpenVPN and HTTPS web
server connections. The Access Point Certificate Management web interface shown below
lists a number of demo certificates only generated for test purposes.

= Cartficates «

Current CA Certificate table:

|CBI’!‘5‘€!|.! ICurﬁﬁ:ulu Infa I“"dh’ ”EJ
damalh pam  C=0F ST=8aden-Suerttemberg. L=0EM0-LN, 0=DERO-ON, OU=DERO-0UN, CH=DEMG-CH, amalad drsy=dermacaifads-1ec de ahd O

Current chent Cartificate table:

ICEI‘DI-'IHI'E ICnrlIIenl.n Infta "m Iﬁ_l
damo-clent 1 pani  C=0E ST=Eaden-Wuatlambeny L=OETAO0-LM1 C=OERMO-OKY, OU=0EMD-OLRT CH=0EMO-CH . anaildddrdss=oama 1< ads dac da vl H
dara-cland.pani C=0E ST-Eadon-Wusmambong. L=OEMO-LHZ O=OEMO-0RT. DLE0ETAD-OUNZ CH=0EM0.CHE. anaildddnecs—tamadl ade a0 de valid O
dama-chand pany C=0E ST=Baden-Wusdlambeny L=ODEMO-LH3 C=DEMD-OH3, OU=0EMO.OUN3 CH=0EMO-CTZ, analdddrass coama 3 adetas da vl O
darra-cliantd pan  C=0DE ST=Baden-Wusiambeny, L=OETA0-LFH. C=DERMD-OMA. OU=0ERD-OUNH . CH=0EMO.CHY. anailAddness soamaddd adedac de il (]
darra-cliantS pam  C=0E ST=Baden-Wusitambeny, L=0EMD-LHE C=OEMO-OMS. OU=0EMO.OLNE CH=DEMO.CHE amaldddriss=damabd sds dac da welsd 0

Upload fecal cerlificate file for authentication:

Filename {* p12.! " pem) Dischauchen |
Cerfificate passwand Tor vakdatian

Updouadl cosiirtic e Appky stimgs. Rasalchanges

When a certificate is uploaded, its validity is automatically checked. An invalid certificate,
e.g. one for which the date and time range do not match the Access Point’s system time, will
be indicated by the word /nvalid in the validity column. A question mark symbol will appear
for the invalid certificate. Click that symbol to obtain further information on the
corresponding system error message.

Note:

A *.pem certificate file must contain a private key as well as a public certificate part. The
private key needs to be available in RSA format.

Certificates are also classified as invalid if no corresponding CA file can be found on the
system.

Select Activate to apply your settings.
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FILTER WIZARD

Note:

The Filter Wizard may also be started via the web interface start page.

The Filter Wizards supports you in creating rules by automatically prompting you for
essential configuration parameters in a step-by-step process.

= Gtart filfter wizard a

W.Lm'l . WL.&N-EJ._:I
- gl ""._._J_
H.DS-T
_ HOST D
Inbaund - » | Cuthound | * >
Artive niesats | Laver 2w
F=g

Allow L2

Add|

appy changas

The clouds shown in the upper part of the screen are used to illustrate the paths of
communication between the selected incoming/outgoing interfaces.

Once a layer has been defined, only those rules pertaining to that layer will be displayed. All
active rules will be shown in the overview window.

Note:

Rules are processed in the sequence in which they are displayed in the list. If one rule is
triggered for a particular data packet, that packet will not be processed further.

Note:

Once a rule has been defined, you need to select Apply Changes in the web interface to
test their functionality.
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StATIC MAC ADDRESS

The static MAC filter can be used as an access control option for any interface set to Access
Point mode. MAC address filtering entails checking a client’s physical (MAC) address against
an access list; only clients with a MAC address contained in that list will be granted access. If
access is blocked for a particular client, that client will be denied access during the 802.11
authentication process. As MAC addresses can be faked relatively easily, this option does not
offer a high level of security. When using WPA data encryption, MAC filtering is not required
as WPA itself offers sufficient security. However, MAC address filtering may be useful as an
additional means of protection if less secure WEP encryption is employed. The MAC filter
table cannot be applied to interfaces not set to Access Point mode. In that case, the
message “No WLAN interfaces in AP mode. Filter inactive.” will appear.

This option is not available for the RAC111x and RAC151x.

= Btatic MAC o

Default policy:

Biock any nal spacifiied chants oninbaface: WLAN-1

Alkaw any nat spacified chants onintkarface: WLAN-1

Enable syskog warnings far defauk policy [

Current filer tabla:

[ % [mac address | ||

Filkariabk k& @mpy

Add mew filter:

IHM address - "Irllurla-:u' "Ikllun'
WLAN-1 | Artram |

Add mac list file:

Interfaca WL AR =

Artion Acliva ™

File [ Ouwehauchen.__|

|

Standard Behaviour:

The Standard Behaviour defines how the device handles MAC addresses contained in the
filter table. A client may either be explicitly blocked (blacklist) or explicitly allowed (whitelist).
The latter is the setting employed in most cases.

Syslog:

Enabling this option will add a message to the system event log every time a client is denied
access because it is explicitly or implicitly blocked.

New Filter:

In order to create a new filter, enter a clients MAC address (format example:
00:50:C2:45:A1:BB) and the interface(s) on which to apply the new filter (WLAN-1, WLAN-2,
*). Select “active” or “inactive” in the “Action” column to temporarily disable an entry or
in order to not activate it immediately. Subsequently click "Add” to save the new MAC
address filter entry.
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MAC list file:

If you wish to configure multiple MAC addresses at once, it may be helpful to use a text file
with a list of MAC addresses, rather than entering each address individually. A MAC list file
must contain one MAC address per line, for example:

00:50:C2:48:A1:00

00:50:C2:48:A1:02

00:50:C2:48:A1:01

Additionally, you need to select the corresponding interface and specify whether all MAC
addresses loaded this way are to be set to “active” or “inactive”. The list of MAC
addresses is then added to the existing filter entries. The system’s MAC address filter list is
limited to a maximum of 500 entries.

Note:

An extensive list takes longer to process — each entry requires approximately 1 second.
This time will also be required during the device boot sequence when all configuration
settings are loaded.

WEB SERVER

Use the Web Server Access Control menu to configure access to the Access Point web
interface via the HTTP and HTTPS protocols.

= Wik SErVer «

Configure webinterface access:
Enable HTTF sarmer |

Enable HTTPS servar [
Auhenticaian cerificabe: | demo-disnll pem |

Apph satinga

The Access Point’s integrated web server will subsequently be accessible through the
enabled protocol interfaces.

Note:

For optimal security, an individual certificate should be assigned to each Access Point.
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8.2.3 Adv. WLAN
IAPP

The IAPP is employed to exchange control and additional information between Access
Points. For instance, an AP sends an IAPP notification to all other APs in the same network
whenever a new client logs into the network. All other APs may then remove that client from
their table of logged-in clients. Regardless of this setting, an LLC Xid packet, originally also
defined as part of the IAPP, will be transmitted in any case whenever a client logs into the
network.

= WAFF o

Inter Access Point Protocol;

Enabie APF an WiLAN-1 0|
Enabie lAPF an WLAN-2 |

Enable 1APP dient update an WLAN-1
Enable |4PP dient update an WLAN-2

Activate IAPP

This option enables IAPP broadcasts and reception of IAPP messages on Access Points.

Activate IAPP Client Update

This option enables a special ads-tec extension of the IAP protocol. This extension will, at a
1 second interval, send the 802.11 beacon information via the Ethernet as an IAPP
broadcast. ads-tec clients are able to receive these messages and can thus obtain
information about all APs in the network, independent of whether these APs are already
visible to the client through a wireless connection. This information is particularly useful for
automatic channel resolution in the 5 GHz band when using fast roaming.

Hence, this option is only useful when fast roaming is employed.

Note:
u The IAPP (Inter-Access Point Protocol) was defined in the IEEE 802.11f recommendation.
It was only defined as a trial use recommendation and withdrawn in 2006. Consequently,
IAPP [s not a standardised protocol.
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802.11H WLAN-1

802.11h is an extension of the IEEE 802.11 WLAN standard, introduced to avoid, particularly
in Europe, interference with satellite and radar systems employing the 5 GHz band. The
standard consists of two chief components: DFS (Dynamic Frequency Selection) and TPC
(Transmission Power Control). DFS settings for this device can be configured on the
standard WLAN configuration page.

= B2 11h WLAK-1 »

Transmission Power Control (TRPC); Wian 1

Enatie TP

Salart TPC profile Stmndand
Selact TPC reliésh rate

Dynamic Frequency Selaction [DF 3): Wian 1
24N scan s ime

Rapal.chamgos

TPC:

The objective of Transmission Power Control is to reduce the device’s average transmission
power as much as possible. TPC is always active when a 5 GHz channel is used — it cannot
be turned off in such cases. By default, TPC is not active in the 2.4 GHz band, but it may be
enabled if desired.

Power Profiles:

 Standard: Optimises transmission power for a data rate of 48 MBit/s.

e Max. Power: Optimises transmission power for a data rate of 54 MBit/s.

« Min. Power: Optimises transmission power for a data rate of 11/12 MBit/s.
TPC Update Rate:

Clients moving quickly should use the higher update rate in order to prevent connection
losses. The lower rate may be used for static connections.

DFS Scan Time:

DFS requires the WLAN to be deactivated once every 24 hours in order to scan all available
channels for radar signals (this process takes at least one minute). To avoid occurrence of
this obligatory connection loss at critical times, you may specify a particular time at which to
perform the DFS radar scan.

= BO2. 11 h WLAK-1 o

Transmission Power Control (TRC): Wian 1
Enabie TRC
Salect TPC profile

Saject TRC réfresh rate

| Aok saniaigs |
( FCC-Version )

© ads-tec GmbH e Raiffeisenstr.14 « 70771 Leinfelden-Echterdingen



mﬂ User Manual Access Point /ClientV 3.0.3

Note:
The FCC version of the device does not offer the DFS option.

Warning:

In order to ensure the system time and date settings are correct, you need to specify an
NTP server!
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8.2.4 Advanced

PRIORITISATION
WLAN-1

The integrated prioritisation feature allows a more nuanced handling of data streams
between interfaces. Particular data packets can be preferred by assigned a higher priority to
them; furthermore, the bandwidth of specific protocols can be restricted.

= TILAKLT a

Current prioritisation table:

Cail brirate an intecfaca (Prontisation enatlad if specfiad]
CICrmamic
1 Madual KBt

Lend bitrate  [#

[= 1 = | & |owscsm [mac address [= address [ 5ubner mask TCRAIDE por

The prachsaikn b = amgty

Add new prioritisation class:

Hew shaping crlerias IF Fl MAC O Ethernet [0 YLAN [

[imrase = [Pricsity & [ posssear - |[Eomet peomest I [® Tyes of Sarsice | Juasio s foanoes s |[Descripgen |
[ KBt *

|Diretion [[ac address [# nddress |[nstrent e [FePain® por |
SOLCE [
Cssstinagan

| Fneetchores

The prioritisation feature is enabled by entering a maximum bit rate and at least one priority
class. For instance, if the Ethernet infrastructure as a maximum bandwidth of 50Mbit/sec the
maximum bit rate of 50000kbit/s should be entered.

Not all priority class criteria can be combined with each other. For example, IP cannot be
selected in conjunction with VLAN due to the underlying protocol architectures and
principles.
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= TILAN:2 o

Current prioritisation table:

Cail biirate on intecfaca (Pronfisation anablad if specfiad]
[CICynarmic

1 Marwsal HBit's

Lend birate  [H 3

[ ] =] & o= |8 address [w

TCRAIDE por

i [ 5ubner mask

The pranhes

Add new prioritisation clags:

Hesw shaping crilerias IF F MAC [ Ethernet [0 VLAN [

lian tatie 1z mmgty

| Eitrane 2 [Pty & | presscol 0 ||Ethéres protoeed

|= Typs of Sarsice | fuan il Juiamoos D ||Destripcen

KEiL's

™

|[MAL addrns [ nddress

[Direstion

[TEPuID® pore

SOLFCE
Destinatan

| [Bestorent e

Note:

first is assigned the lowest priority value in
data traffic. The second class represents

traffic of the first priority class.

In order to prioritise a particular data stream, you need to create at least two classes. The

the Priority field and thus specifies the preferred
the remaining stream of data and should get a

reduced bit rate value. This ensures sufficient bandwidth is available to the prioritised data

Note:
In the Priority input field, a low numeric

value stands for a short Ethernet packet latency,

while a high value represents a longer latency period.
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102

PING TEST

The Ping test can be used to test whether a particular remote station is reachable across the
network. The test will send the an Echo-Request packet to the target address and analyses
the data received as reply.

Specify the remote station to be checked by entering its IP address in the corresponding
field. Additionally, the number of packets to send needs to be specified. It is limited to a
maximum of 10 packets.

Clicking Activate will start the Ping Test.

» MEng 1881 o

P address 162 16010
Humber of ping meszagas |10

|__amtyestings |8 Rerstchanges

After a short time, an overview showing the course and the result of the Ping Test will
appear. The overview shows the status of all packets that were sent and received.

Plaass wait...

Pingis execuled - plkeaze wail

Click Next to end the Ping Test.

I;: Facketa coanazdicomd, 10 packmta o U% packmt lcaa
T T R W 0. T 0.8 =a
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CLIENT MONITORING

The integrated Client Monitoring feature allows monitoring network participants and their
reachability. All clients to be monitored need to be added to the monitoring table; their
reachability will be checked by means of periodic ICMP messages.

= Clent monitoring «

Current monftoring tabde:

= |[ous |2tias |® address |[Peetairmsi [Pracket iossi®) |[Astion [[semte

FMonitamg table is amghy

E-indiil s

E-mnuiil ardebruass:

Add new entry;

[ons: Jatias: |[IF asdrass: [ty [Packar loss:  JAcmien ]
s ar, nonG ll

Ao ey

An action can be triggered by any monitored client in the event of a loss of connection to
that client. This action may for instance consist of an email being sent to a supervisor or
similar.

Action:
up/down WLAN-1/2

With this option selected the WLAN adapter will be shut down in case the Ethernet
participant can no longer be reached via ICMP. When monitoring the AP’s gateway via ICMP
messages, the AP is only able to detect that its uplink is lost. The WLAN interface the shuts
down and thus kicks out all connected clients. Otherwise, a client may log in to the network
via the AP in question although that AP does not have sufficient connectivity. In that case,
the client should use a different AP to connect to the network.

Note:

The current time of all ICMP replies may be checked by calling up a tooltip on a symbolic LED
in the status field.

Note:

An email notification is sent out each time a status changes, providing valid entries are
specified in the Email Server and Email Address fields.

SAVE

W SAVE u

State af vaur curmenthy uSesd configuration not =xved|

Sava the currantly achve changas you've made ta the nan-wolable Aash memory of the device

Eave satings

Any configuration changes can be saved to the Flash memory by clicking the Save button.
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REBOOT

» Rabasd o

State of vour ouament configuration changes made!

Apply the changad satings by reboating tha dawca.

Clicking Reboot will reboot the Access Point.

8.3 DIAGNOSIS

WLAN-1
View: Access Point Mode
u WRAN-1 «
MAT address of inteface Q50 C2 55 CFE2
Besaivad packsls 23
Hecaivad diapped packets 0
Receivad avemun packets 0
Tranamitad packeals: 154
Tranamitted drapped packets 0
Transmeted aéerrun packets 0
Cabigions ]
Diparafional mode Mashar
Stale Enablad
Matwark rama (S8I0) ads
WLAN mada A02 11b'g
Charnal G (2,437 GHz)
Sacunty Dysabled
Areanna gain 5 dB
Anterra 10 BX Bitas: 10994 TX Bytas: 4831 [packats)
e e Anlerra 2 RX Bves 1 T Butas 865 [packals)
Visible chents: [zaatien azsi | [7a Pawar ]

View: Access Client Mode

» WLAN-2 o

MAC adikess of inferfacea:

Reaceed packes

Receved dropped packers
Raceived overman packels:
Trarsmitted packets
Tearernittesd droppad packeats
Transrmittesd cvermun packets:
Collsians:

Cperatianal mada
Slaka:

Hebwork name (55100
WLAN mode

iChannel

Sequrity

Anfernia gam
Anferna staisics

Idaster
Disablad
pids

B2 170ig

Disailad

dfi

Wisible chents -

The WLAN-1 interface status display indicates data traffic and relevant traffic information.
Click Reload to update the information on this page.
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HOST

n HGST o

MALC address af imerface:  D0:18:02:00:15.BE

Feceived packes 1713
Receved dropped packels: 0
Received cveman packeats: i}
Trarsmitted packets 1958
Traremified droppad packsta: O
Trarsmified overmun packets: 0

Colisians: 1]
[ -

Based on the indicated data, the behaviour of sent and received packets can be monitored.
Click reload to update the information on this page.
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8.4 ADDITIONAL INFORMATION

8.4.1 General

The menu item General displays basic information about the device.

 Ganaral o

Vendar
Address
Phane
e

Type

Firmwara varsian

Hardwara varsian

Sanal mumbsar

IAAG address Host

AL pddress WLAN-1

WAL address WLAN-Z
Uner chefimesd

ama of device

Ptsical lacaban

Cinntart

IP address

Subinet mash

Diefauk gataway

ads-bac GnbH
D707 71 Lainfedden-Echierdingen
+40 (05711 - 258040
W as-les de

RAF112

3.0.1 {Build BV RE40E B.4221)

CIVG-RAPT 110
A0 J56
(0189520 15:BE
(LR ek aante o5 =

RAP112x

102168 (s
2552552550

1)MANUFACTURER:

This field shows all relevant contact data for the device manufacturer ads-tec GmbH.

2)DEVICE INFORMATION:

This section lists all relevant device data, such as type, firmware and hardware version, etc.

3)USER-DEFINED:

All user-defined device data is shown in this section.

8.4.2 Technical Data

The Technical Data screen lists general operating data, including details on the permissible

power supply.

» Technlcal data o

Garmral data
Degree ot probaclion

Dimansions

Powss supply
Cormachon
Harminal walue (LIS)
Pearmissibie voltage range
Cumert consumglion at LS

Ethermat pais

P65
250 % 158 x 64
(el % hieight & depth in m)

wia Zpod. CORBKON

cable dameter 15 M madmeen
24 DT

192V DC-26a VDT

SO0 mMA masimem

A% Hast 1o WLAN [RAP1113)
1 Host 1x WLAHN (RACT 11x)
15 B0t 2 WLAH [RAP1124)

Foar modbcalarg (o the Taehnical Data” and sddianal information on the 21z ahael. plaese ralar (0 aur "Dawakied” poge 31w aos-1e 0o

|
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8.4.3 Device Mounting

= Deratsinstallabon «

1) Mounting plate (for mounting the Access Point to the installation site)
2) Antenna

3) Maintenance Duct Cover
4) Interfaces

5) Status indicators

8.4.4 Local Diagnosis

The Local Diagnosis screen lists the LED indicator behaviour for different system states.

= Local clagnosios «

Poranr mapgpiy

PR Supply wakaga igraen LED)

POE Supphy vakaga - Power cver Ethameal igraen LED)
Ethermet 1z HGET and dx Swisch [optonal]

HOST Link igraen LEDY

Acthaty (aranga LED)
Link (graen LELY
Actiaty (aranga LED)

1.4 [aptanal]
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8.4.5 Site Map

For direct and easy access to configuration settings, the Site Map shows a tree structure of
the web interface including all of its sub-menus.

= Inhaflsverieichnis o

S inrdeinstalungan
A IPEerfiguration
Sysiemndaten
8 Dabam & Uhrzest
8 Banimnberfiachs
8 Passwar andam
8 Wabmugnff
' Schiitisletan
1] WL AMN-1
B Esafwareupdats
0 Backup-Eircielungen
B Werksainglehngen

S tanhiguratan

A Nerwaik
il DHCP Server

‘A Sicherhest
1] WL BT
L] Tartfikal
L} Stara Fikar-Assshan)
L] Static MAL
L Veabesanmer

A Ak, WLAN
B lapFp
[ ] B2 11h WLAN-1

S Erweitart
= Priorisierung

a WLAN-1
a HOST

i} Fing Test
1] Chant-Morianng

B Spacham

B meustart

= Diagneesa
B wWian-
B HOST
B Tusatdiche Information
O Aligenen

B Technische Daten
O Gerdteinstalialion
B Lokale Diagnose
B hEksverzeichiis
=3 Evenfing
8 Anmchi
81 Emnstakungan
S Hame

8.5 EVENTLOG

VIEW

The Event log is the device’s most important diagnosis tool. The log contains essential
information on the system status. Any system error messages will be logged and displayed
here. The event log display is comparable to a transcript of system activities. Any
configuration changes and error messages can be viewed here.
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= View o

SETTINGS

The Event log transcript can also be sent to a central computer for ease and convenience of
access. To enable this feature, specify the remote computer in the input fields.

= Sailings a

Enable remote sysiog o

IP adoress af ayslog server
UDP port of sysiog servar. 514

Erable syslag ta e-mail O
E- izl Sanie

E-mail ackdrass

Lire threshold

g satinga

Additionally, you may opt to send out the system log via email. To enable this feature,
checkmark the corresponding check box and specify an email server and a recipient email
address.

Note:

In order to avoid an unnecessarily high volume of emails, we recommend specifying a
suitable threshold value in the "Number of Lines” input field. This value defines how many
lines of event log entries need to have accumulated before an email is sent out.

START PAGE SETUP & FILTER WIZARD

Can be used to navigate back to the start page, from where the Wizards are accessible.
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9 REGULATORY APPROVALS

9.1 EUROPEAN APPROVALS

ElStec

Note:

Some national regulations may in effect restrict the functionality of the device.

2.4-2.4835 GHz g
Country Tags IEEE 802.11b/g Restrictions
CEM Use of 5150-5350 MHz range
. only allowed indoors
Belgium X
TPC and DFS mandatory for
5GHz band
Germany CED
Finland CED
Greece CED
CED Indoor use only for 5150-5350
Ireland X MHz band
Latvia CED X
CED Indoor use only for 5150-5350
MHz band. Only mobile
applications allowed in the 5
Luxembour X GHz band.

g RLAN/WLAN used for public
service requires an autorisation
générale from the ILR (Institut
Luxembourgeois de Regulation)

Netherlands CEM X

Poland CED X

Sweden CED X

Slovenia CED X

Czech Republic X

Cyprus CED X

Denmark CED X

Estonia CED X

France CED X

United CEM X

Kingdom

Italy CED X

Lithuania CED X

Malta CEM X This equipment may be placed
on the local market. subiect to

110
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the condition that a copy of the
Declaration of Conformity is
submitted to the Authority by
the person intending to market
the equipment.

Austria

Ced

Portugal

CEdD

Information: for this type of
applications an integral or
dedicated antenna is required.

In the frequency ranges of
5250-5350MHz  and  5470-
5725MHz DFS and TPC are
mandatory.

If the equipment does not
implement DFS, use will be
limited to the frequency range
5150-5250MHz, with a limited
maximum output power (EIRP)
of 0.25mW/25kHz

Slovakia

CEdD

Operation of the wireless LAN
equipment is allowed in the
frequency band 2400-
2483.5MHz, subject to the
conditions laid down in the
General Authorisation No. VPR-
01/2001 (20 dBM EIRP) issued
by the Telecommunications
Office of the Slovak Republic. In
the frequency band 5150-
5350MHz, operation of WLAN
equipment is allowed subject to
the conditions laid down in the
General Authorisation No.: VPR-
03/2004 (indoors only 5150-
5350MHz with DFS: 200mwW
EIRP with TPC, 120mW EIRP
without TPC; 5150-5250MHz
without DFS: 120mW EIRP with
TPC, 60mW EIRO without TPC).
In the frequency band 5470-
5725MHz, operation of WLAN
equipment is allowed, subject to
the conditions laid down in the
General Authorisation No.: VPR-
07/2004 (1W EIRP, DFS & TCP
are required)

Spain

Ced

Hungary

Ced

Switzerland

CED

Norway

CED

Iceland

CED

X IX [ X | X | X
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9.2 FCC-APPROVAL
This device complies with Part 15 of the FCC Rules and with RSS-210 of Industry Canada.

Operation is subject to the following two conditions:
(1) this device may not cause harmful interference, and

(2)this device must accept any interference received, including interference that may cause
undesired operation.

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user
is encouraged to try to correct the interference by one or more of the following measures:

Reorient or relocate the receiving antenna.
Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

Consult the dealer or an experienced radio/TV technician for help.

Warning:

Changes or modifications made to this equipment not expressly approved by ads-tec
GmbH may void the FCC authorization operate this equipment.

Special Note:
This equipment complies with FCC radiation exposure limits set forth for an uncontrolled

environment. This equjpment should be installed and operated with minimum distance of
20cmbetween the radiator and your body. This transmitter must not be co-located or
operating in conjunction with any other antenna or transmitter.
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9.3 DIRECTIVES

RAP 1120, RAP 1121, RAP 1220,

RAP 1220, RAP 1221,

RAC 1110, RAC 1111, RAC 1510, RAC1511

as manufactured by ads-tec GmbH conform to the regulations of the following EU directives:

99/5/EC
Directive of the European Parliament and of the Council on radio equipment and
telecommunications terminal equipment and the mutual recognition of their conformity.

Conformity to the basic requirements of this directive is demonstrated by conformity to the
following norms:

EN 60950
Safety of information technology equipment

EN 301489-1
Electromagnetic Compatibility (EMC) standard for radio equipment and services

EN 301489-17

Specific requirements for broadband data transmission systems and for equipment in local
high-performance radio networks (HIPERLAN)

EN 300328

Electromagnetic compatibility and Radio spectrum Matters (ERM), Wideband Transmission
systems

EN 301893
Broadband Radio Access Networks (BRAN) - 5 GHz high performance RLAN

EN 50371

Generic Standard to Demonstrate the Compliance of Low Power Electronic and Electrical
Apparatus with the Basic Restrictions Related to Human Exposure to Electromagnetic Fields
(10 MHz - 300 GHz)

1999/519/EC

European Council recommendation on the limitation of exposure of the general public to
electromagnetic fields (0 Hz to 300 GHz)

Any devices connected to the system need to fulfil all applicable safety regulations. In
accordance with the above EU directives, a copy of the EU declaration of conformity is kept
at the following address at the disposal of the competent authority:

ads-tec GmbH RaiffeisenstraBe 14
70771 Leinfelden-Echterdingen / Oberaichen

This declaration confirms conformity with the aforementioned directives and guidelines. It
does not constitute a warranty of performance.
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10 TECHNICAL DETAILS

10.1 VARIANTS

The device is available in different variants.

ElStec

Access Point RAP1110 RAP1111 RAP1210 RAP1211 RAP1120 RAP1121 RAP1220 RAP1221
1 WLAN Module X X X X

2 WLAN Modules X X X X
1xCU Ethernet Port (RJ45) X X X X

5xCU Ethernet Port (integrated switch) (R145)

1xOptical Ethernet Port X X X X

PoE (IEEE 802.3af) 48V DC X X X X

24V DC X X X X

AC integrated 110-230 V AC X X X X
Client Mode available X X X X X X X X
Access Client RAC1110 RAC1111 RAC1510 RAC1511 RAC1120 RAC1121 RAC1220 RAC1221
1 WLAN Module X X X X

2 WLAN Modules X X X X
1xCU Ethernet Port X X X X

5xCU Ethernet Port (integrated switch) X X

1xOptical Ethernet Port X X
PoE (IEEE 802.3af) 48V DC X X X X X X

24V DC X X X X

AC integrated 110-230 V AC X X X X

10.2 ETHERNET DATA TRANSMISSION

HOST Ethernet plug
Transmission rate Ethernet
Optional Switch

RJ45 or optical fibre (MTRJ)
10/100 Mbit/s
4x RJ45 with 10/100 Mbit/s
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10.3 RADIO PROPERTIES

Frequency range 2.412 t0 2.483 GHz
5.15to 5.34 GHz
5.47 to 5.725 GHz

Radio channels 13 for 802.11b/g
19 for 802.11a
Transmission bandwidth 802.11b (11 Mbit/s)

802.11g (54 Mbit/s)
802.11a (54 Mbit/s)
802.11h (54 Mbit/s)

Max. transmission power 20 dBM EIRP, 17dBm with R-SMA connector
Modulation 802.11b: DSSS

802.11g: OFDM

802.11a/h: OFDM

Impedance 50 Ohm
Polarity Vertical / Horizontal
Antennas 2x R-SMA connectors per radio module

10.4 POWER SUPPLY

Voltage 24V DC

110/230 V AC

PoE 48VDC over R145
Power input max. 500mA

10.5 CONFIGURATION

Software Web-based Interface (German/English) via HTTP or HTTPS,
password-protected

10.6 GENERAL DATA

Exterior dim. w/o antenna 250 mm x 160 mm x 65 mm (W x H x D)
Exterior dim. w/ 2 antennas 425 mm x 335 mm x 65 mm (W x H x D)
Exterior dim. w/ 4 antennas 600 mm x 335 mm x 65 mm (W x H x D)
Weight approx. 1 kg

Protection Class IP65
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11 SERVICE AND SUPPORT

ads-tec and appointed partner companies offer you comprehensive maintenance and
support services, ensuring quick and competent support should you have any questions or
concerns with regard to ads-tec products and equipment.

ads-tec products may also be provided and installed by partner companies. Such devices
may have customised configurations. Should any questions arise with regard to such specific
settings and software installations, please contact the system supplier in question as ads-tec
will not be able to reply to such questions.

ads-tec does not provide support services for any device or unit that was not bought directly
from ads-tec. In any such case, maintenance and support is provided solely by the partner
company that supplied the device or unit.

11.1 ADS-TEC SUPPORT

The ads-tec support team is available for inquiries by direct customers between 8:30am and
5:00pm, Monday to Friday. The support team can be reached via phone, fax or email.

Tel: +49 (0) 711 / 45894-500
Fax:  +49 (0) 711 / 45894-990

Email: info@ads-tec.com

11.2 COMPANY ADDRESS

ads-tec

Automation Daten- und Systemtechnik GmbH
RaiffeisenstraBe 14

70771 Leinfelden-Echterdingen

Germany

Tel: +49 (0) 711 / 45894-0
Fax:  +49 (0) 711 / 45894-990
Email: info@ads-tec.de

Web: www.ads-tec.de
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