Type

Note

Connect
camera to the
PoE

After connect the camera to the PoE, NVR allocate an IP address in the

specified IP segment to the camera. NVR tries to use arp ping to set. If the

NVR has enabled the DHCP function, it uses DHCP to set.

® After successfully set IP address, NVR can send out broadcast via the
switch and get the corresponding response. Now The camera has
registered to the NVR. Go to the preview interface, the corresponding
channel has been used and there is a small PoE icon at the top left
corner.

® Go to the Register interface to view the connected device list, you can
see the PoE channel number, PoE port information and etc. Click IP
search to display or refresh the information.

Remove After remove the camera network cable from the PoE port, the channel
camera from | displays “Cannot find the network host”. On the registration interface, the IP
the PoE port address is shown as offline.

The mapping | The PoE port and the channel window is one to one correspondence. For
policy when | example, connect a network camera to PoE port 1, it register to channel 1 by
connect a | default.

camera to the

PoE port.

4.8.2 Network Test
In this interface, you can see network test and network load information.
4.8.2.1 Network Test
From main menu->Info-Network->Test, the network test interface is shown as in Figure 4-189.

Destination IP: Please input valid IPV4 address and domain name.

Test: Click it to test the connection with the destination IP address. The test results can display
average delay and packet loss rate and you can also view the network status as OK, bad, no
connection and etc.
Network Sniffer backup: Please insert USB2.0 device and click the Refresh button, you can view the
device on the following column. You can use the dropdown list to select peripheral device. Click
Browse button to select the snap path. The steps here are same as preview backup operation.

You can view all connected network adapter names (including Ethernet, PPPoE, Wi-Fi, and 3G), you can

click the button on the right panel to begin Sniffer. Click the grey stop button to stop. Please note

system cannot Sniffer several network adapters at the same time.

After Sniffer began, you can exit to implement corresponding network operation such as login WEB,

monitor. Please go back to Sniffer interface to click n stop Sniffer. System can save the packets to the

specified path. The file is named after “Network adapter name+time”. You can use software such as
Wireshark to open the packets on the PC for the professional engineer to solve complicated problems.
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ONLINE USERS
LOAD TEST
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esult

Backup
sdc1{USB DISK)
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[Name [
ELAN1 10.15.6.143

Figure 4-189

4.8.2.2 Network Load

From main menu->Info-Network->Load, network load is shown as in Figure 4-190. Here you can view the
follow statistics of the device network adapter.

Here you can view information of all connected network adapters. The connection status is shown as
offline if connection is disconnected. Click one network adapter, you can view the flow statistics such as
send rate and receive rate at the top panel.

I:_I;] Note

® |tis to display LAN1 network load by default.
® View one LAN network load by one time.

187



INFO

Bf sYsTEM Ew EVENT ENETWORK % LoG

ONLINE USERS
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Figure 4-190

4.9 Storage

Here you can view HDD information such as type, status, total capacity, record time and etc. The
operation includes format, resume from error, change HDD property (Read write, Read-only). Here you
can also set alarm and HDD storage position.

4.9.1 Basic

It is to manage HDD storage space.

Step 1 From main menu->Setup->Storage->Basic.
Enter Basic interface. See Figure 4-191.
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BASIC
SCHEDULE
HDD MANAGE
FTP

RECORD
ADVANCED
HDD DETECT

HDD Full (Overwrite |~

Pack Duration (60

Auto-Delete Old Files

( Defautt )

Figure 4-191

Step 2 Set parameters.

® HDD full: It is to select working mode when hard disk is full. There are two options: stop recording or
rewrite.

Pack duration: It is to specify record duration. The max length is 120 minutes.

Auto delete old files:

Never: Do not auto delete old files.

Customized: input customized period here and system can auto delete corresponding old files.

The deleted file cannot be restored.

Step 3 Click Apply or Save to complete setup.

R

4.9.2 Schedule

It is to set schedule record and schedule snapshot. NVR can record or snapshot as you specified. For
detailed information, please refer to chapter 4.1.4.6.1 schedule record and 4.1.4.6.2 schedule snapshot.
4.9.3 HDD

It is to view and sett HDD properties and format HDD.

It is to view current HDD type, status, capacity and etc. The operation includes format HDD, and change
HDD property (read and write/read-only/redundancy).

® To prevent files be overwritten in the future, you can set HDD as read-only.

® To backup recorded video file, you can set HDD as redundant HDD.

Step 1 From Mani-menu->Setting->Storage->HDD Manager, you can go to HDD management interface.
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See Figure 4-192.

SETTING

TZUCAMERA  {rNETWORK iy EVENT  [B,STORAGE [} SYSTEM

BASIC
SCHEDULE
HDD MANAGE
FTP

RECORD
ADVANCED
HDD DETECT

~ Name Physical Position Ty HDD Group I

) (Cancel ) (_Apply )

Figure 4-192

Step 2 Select a HDD and then select an time from the dropdown list. Click Execute button.

Step 3 Click OK button to complete the setup. You can see system needs to restart to activate current
setup if you want to format the HDD.

494 FTP

It is to backup record file or image to the FTP to storage or view.

Before the operation, please download or purchase the FTP service tool and install on the PC.

m Note

For the FTP user, please set FTP folder write right, otherwise system cannot upload the image.
Step 1 From main menu->Setting->Storage->FTP, enter FTP interface. See Figure 4-193.
Step 2 Select the Enable check box to enable FTP function. Select FTP type.
@] NOTE
FTP transmits data with clear text mode and SFTP transmits data with encrypted mode. SFTP is
recommended.
Step 3 Set parameters.
Here you can input FTP server address, port and remote directory. When remote directory is null, system
automatically creates folders according to the IP, time and channel.
® |P address: The host IP you have installed the FTP server.
® Port: The default SFTP port number is 22 and the default FTP port number is 21.
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® User name/Password: The account for you to access the FTP server.
® Remote directory: The folder you created under the root path of the FTP according to the
corresponding rule.
<~ If there is no remote directory, system can auto create different directories according to the IP,
time and channel.
< If there is remote directory, system can create corresponding folder under the FTP root path and
then create different folders according to IP address, time and channel.
® File length: File length is upload file length. When setup is larger than the actual file length, system
will upload the whole file. When setup here is smaller than the actual file length, system only uploads
the set length and auto ignore the left section. When interval value is 0, system uploads all
corresponding files.
® Image upload interval: It is the image upload interval. If the image upload interval is larger than the
image snapshot frequency, system just uploads the lasted image.

< If the image interval is 5 seconds and the snapshot frequency is 2 seconds, system will send out
the latest image at the buffer at 5 seconds.

< If the image upload interval is smaller than the snapshot frequency, system will upload at the
snapshot frequency. For example, if the image interval is 5 seconds and the snapshot frequency
is 10 seconds, system will send out the image at 10 seconds.

< From main menu->Setting->Camera->Encode->Snapshot to set snapshot frequency.

® Channel: Select a channel from the dropdown list and then set week, period and record type.

Week day/Period: Please select from the dropdown list and for each day, you can set two periods.

® Type: Please select uploaded record type (Alarm/intelligent/motion detect/regular). Please check the
box to select upload type.

Step 4 Click the Test button, you can see the corresponding dialogue box to see the FTP connection is

OK or not.
Step 5 Click Apply or Save to complete setup.

SETTING

: e
% CAMERA FPNETWORK wm EVENT . sTORAGE [} sysTEm
BASIC
SCHEDULE

HDD MANAGER
FTP Host IP (o . ) . ) (1765535)

() Enable
O FTP @ SFTP (Recommended)

RECORD Username
ADVANCED
HDD DETECT

kday v ALA... Motion Regular
Period 00:00 -24:00 ) (O O

Period (00: -24% O

i Test

( Defautt ) (__OK ) (_ Cancel ){(_ Apply )
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Figure 4-193

4.9.5 Record Control
After you set schedule record or schedule snapshot function, please set auto record/snapshot function so

that the NVR can automatically record or snapshot. For detailed information, please refer to chapter
4.1.4.6.3 record control.

4.9.6 HDD Information

Here is to list hard disk type, total space, free space, and status. See Figure 4-194.
o means current HDD is normal.. - means there is no HDD.

If disk is damaged, system shows as “?”. Please remove the broken hard disk before you add a new one.

SYSTEM ET o OR'K' -
e -

HDD

RECORD [ 1°  [Device Name Type

: ‘ All 0.00 MB / 232.79 GB
1*  |SATA-1 Read/Write 0.00 MB /232.79 GB  Normal

[
BPS |
VERSION

Figure 4-194

In Figure 4-194, click one HDD item, the S.M.A.R.T interface is shown as in Figure 4-195.
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Port

Smart Info

5

Modle ST20004/X000-1CU164
Serial No. W1EB4HJW
Status Etror

Describe:

Smart ID Attribute

Threshold Value Worst Status

Read Error Rate
Spin Up Time
Start’Stop Count
Reallocated Sector Count
Seek Error Rate
Power On Hours Count
Spin-up Retry Count
Power On/Off Count
Unkown Attribute
Repoerted Uncorrect
Unkown Attribute
High Fly Writes
Aiflow Temperature Cel
G-Sense Error Rate
Power-Off Retract Cycle

Figure 4-195
Parameter Function
SATA 1 here means there is 1 HDD.
For different series product, the max HDD amount may vary,
When HDD is working properly, system is shown as O. . “_” means there is
no HDD.
SN You can view the HDD amount the device connected to;
* means the second HDD is current working HDD.
Type The corresponding HDD property.
Total space The HDD total capacity.
Free space The HDD free capacity.
Status HDD can work properly or not.
Bad track Display there is bad track or not.
Page up Click it to view previous page.
Page down Click it to view the next page.
View Click it to view HDD record information (file start time and end time).

recording time

View HDD
type and
capability

Click it to view HDD property, status and etc,
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4.9.7 HDD Group
Itis to set HDD group, and HDD group setup for main stream, sub stream and snapshot operation.

A\

Caution
When you are setting HDD group, please set a HDD for each channel, otherwise NVR cannot save
current setup.
The main stream is shown as in Figure 4-196.
® HDD: Here you can view the HDD amount the device can support.
® Group: It lists the HDD Group number of current hard disk.

SETTING

| TTCAMERA P NETWORK g EVENT Bstorace L SYSTEM

BASIC
SCHEDULE
HDD MANAGE Set All Channels ::M A )
FTP

RECORD
ADVANCED
HDD DETECT

Main Stream | Sub Stream Snapshot

CH HDD Group CH HDD Group CH HDD Group CH HDD Group

D1

ok ) f. Cancel-.:',iI ’_ﬁ_\mz=

Figure 4-196

Please select the correspond group from the dropdown list and then click Apply button.
Click sub stream/snapshot button to set corresponding HDD group information.
4.9.8 HDD Detect

m Note

This function is for some series product only.

The HDD detect function is to detect HDD current status so that you can clearly understand the HDD
performance and replace the malfunction HDD.
There are two detect types:
® Quick detect is to detect via the universal system files. System can quickly complete the HDD
scan. If you want to use this function, please make sure the HDD is in use now. If the HDD is
removed from other device, please make sure the write-data once was full after it installed on
current device.
® Global detect adopts Windows mode to scan. It may take a long time and may affect the HDD
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that is recording.
4.9.8.1 Manual Detect

From main menu->Setting->Storage->HDD Detect->Manual Detect, the interface is shown as below. See
Figure 4-197.

Please select detect type and HDD. Click start detect to begin. You can view the corresponding detect
information.
SETTING

?::f CAMERA 7 NETWORK gn EVENT STORAGE SYSTEM

BASIC

Manual Detect Detect Report
SCHEDULE

e SRR Type (QuickDetect [) Hop (|7} (SwanDetect) (Siop Deteci)
FTP ' e :
RECORD Good  Bad [ Block
ADVANCED MB

HDD DETECT DD No. 0

0.00 GB

Figure 4-197

4.9.8.2 Detect Report
After the detect operation, you can go to the detect report to view corresponding information.

From main menu->Setting->Storage->HDD Detect->Manual Detect, the interface is shown as below. See
Figure 4-198.
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SCHEDULE
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FTP

RECORD
ADVANCED
HDD DETECT

Manual Detect Detect Repon

Figure 4-198

Click View, you can see the detailed information such as detect result, backup and S.M.A.R.T. See Figure
4-199 and Figure 4-200.

Details

Detect Results SMART

Type [ Quick Detect |~ Backup to USB Devices

Good Bad [ Block
=829 MB

Detected HDD No. 1
Total Space 1863.02 GB
Error ]

HDD Port No.

Figure 4-199
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Details

Detect Results| S.MAR.T

Pon main board-1

Modle ST2000VX007-2AY102
Serial No. W9800B3Q

Status OK

Describe:

Smart ID Attribute Threshold Value Worst Value
Read Error Rate 6 100 64
Spin Up Time 0 98 98
Start/Stop Count 20 100 100
Reallocated Sector Count 10 100 100
Seek Error Rate 30 72 60
Power On Hours Count 0 100 100
Spin-up Retry Count 97 100 100
Power On/Off Count 20 100 100
Runtime Bad Block 0 100 100
End-to-End Error 99 100 100
Reported Uncorrect 100

Figure 4-200

4.9.9 RAID Manager

RAID (redundant array of independent disks) is a data storage virtualization technology that combines
multiple physical HDD components into a single logical unit for the purposes of data redundancy,
performance improvement, or both.

m Note

® RAID function is for some series product only. Slight difference may be found on the user interface.

® Right now, NVR supports RAIDO, RAID1, RAID5, RAID6, and RAID 10. Local hotspare supports
RAID1, RAID5, RAID6, and RAID10.

® Refer to the following table for detailed information.

RAID Type HDD Amount
RAIDO At least 2 HDDs.
RAID1 Only 2 HDDs.
RAID5S At least 3 HDDs. Usually recommend the RAID5 consists of 4 to 6 HDDs.
RAID6 At least 4 HDDs.
RAID10 At least 4 HDDs.

4.9.9.1 RAID Config

It is for you to manage RAID HDD. It can display RAID name, type, free space, total space, status and etc.
Here you can add/delete RAID HDD.

Click Add button to select RAID type and then select HDDs, click OK button to add. See Figure 4-201.
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One click to create RAID

Click it to automatically create RAIDS5.

For create RAID function, you can select the physical HDD that does not included in the RAID group
or the created disk array to create a RAID5. You can refer to the following situations:

There is no RAID, no hotspare disk: System directly creates the RAID5 and creates one hotspare
disk at the same time.

There is no RAID, but there is a hotspare disk: System creates the RAID5 only. It uses previous
hotspare disk.

There is RAID: System cancel the previous RAID setup and then create the new RAIDS. System
creates the hotspare disk if there is no one. System uses previous hotspare disk if there is hotspare
disk available.

The background will format the virtual disk.

Create manually
Step 1 Select RAID type first and then follow the prompts to set HDD amount.
Step 2 Click Create Manually button, system pops up dialogue box to warning you it is going to clear all

data.

Step 3 Click OK button to complete the operation.

m Note

Click B to delete RAID.

SETTING

% CAMERA FTNETWORK Wz EVENT B sToRAGE SYSTEM

SCHEDULE

Raid Config | Hotspare Disks
HDD MANAGER

RECORD 0  |Raid hame Type  Free Space / Total Space Status
ADVANCE
RAID MANAGER

Figure 4-201

4.9.9.2 Hotspare disks

When a HDD of the RAID group is malfunction or abnormal, the hotspare HDD can replace the
malfunction or abnormal HDD in case there is any data loss. It is to guarantee storage system reliability.
Click Hotspare disks tab name, you can add the hot spare HDD. See Figure 4-202. The type includes two
options:
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Global: It is global hotspare disk. When any RAID becomes degrading, it can replace and build the
RAID.

Local: Itis local hotspare disk. When the specified RAID becomes degrading, it can replace and build
the RAID.

Select a hot spare device and then click Delete button. Click Apply button to delete.

SETTING
% CAMERA FTNETWORK Wz EVENT B sToRAGE ' [Z4 sysTEM
SCHEDULE
HDD MANAGER
RECORD ® New Hotspare
ADVANCE

RAID MANAGER Sub disk . ity Physical
Disks 1.81TB SATAS

Raid Config |Hotspare Disks

O Delete Hotspare

Capacity Raid name  Type I

(oK) (“cCancel ) (" Apply |

Figure 4-202

4.10Device Maintenance and Manager

4.10.1 Account
It is to manage users, user group and ONVIF user, set admin security questions.

l:j_;] Note

For the user name, the string max length is 31-byte, and for the user group, the string max length is
15-byte. The user name can only contain English letters, numbers and “ ", “@”. “.”

® The default user amount is 64 and the default group amount is 20. System account adopts two-level
management: group and user. The user authorities shall be smaller than group authorities (The
admin user authorities are set by default).

® For group or user management, there are two levels: admin and user. The user name shall be unique
and one user shall only belong to one group.

4.10.1.1 User

4.10.1.1.1 Add User
Step 1 From main menu->Setting->System->Account->User.

Enter user interface. See Figure 4-203.
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DISPLAY

VOICE PROMPT __' r Group Name Modify Delete Memo
ACCOUNT 7 admin 's account
SECURITY

AUTO MAINTAIN

IMP/EXP

DEFAULT

UPGRADE

Figure 4-203

Step 2 Click Add user button in Figure 4-203.
The interface is shown as in Figure 4-204.

Add User

T G—
Password :) Confirm Password :)

N G— Uervae (D)
Gowp  (admin 9
petid

Authority

System Playback Monitor

All

ACCOUNT SYSTEM SYSTEM INFO MANUAL CONT...
STORAGE EVENT NETWORK CAMERA
SECURITY BACKUP DEVICE MAINT...

Save Cancel

Figure 4-204
Step 3 Input the user name, password, select the group it belongs to from the dropdown list. Then you
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can check the corresponding rights for current user.

Q;ﬂ Note

For convenient user management, usually we recommend the general user right is lower than the admin

account.

Step 4 Click the Set button after the period, you can set valid period to use current account. See Figure
4-205.

o All
O Sunday

O Monday

O Tuesday

O Wednesday
O Thursday
D Friday

O Saturday

Figure 4-205

Step 5 Click Set button, you can set six periods in one day. See Figure 4-206.
Step 6 Check the box after the period, you can enable current setup.

[:‘D Note

Check the box before the week; it is to save period settings to selected week day.
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Current Date:  Sunday

Period 1

Period 2

Period 3

Period 4

Period §

Period s

Copy

O A Sunday ((J Monday (] Tuesday (] Wednesday (] Thursday (] Friday (J Saturday

Figure 4-206
Step 7 Click OK button.
4.10.1.1.2 Modify user

From main menu->Setting->System->Account->User, cIickn, you can go to the following interface to

change user information. See Figure 4-207.

Modity User

User Name a User MAC :)
Modify Password [

Old Password . Group

S i T S G—

L e—

Authority

System Playback Monitor

All
ACCOUNT SYSTEM SYSTEM INFO MAMNUAL CONT...
STORAGE CAMERA
SECURITY BACKUP DEVICE MAINT...

Save Cancel
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Figure 4-207

For admin user, you can change the email, enable/disable unlock pattern, change password prompt
question, set security questions. See Figure 4-208.

Modify User

User Name (admin |7 User MAC :)
Modity Password [ Email Address :)
Oupammos (D) G
Newasswod () Memo

Confirm Password :) Unlock Pattern B3
Prompt Question  (e1111111

Authority

Systemn Playback Monitor

All

ACCOUNT SYSTEM SYSTEM INFO MANUAL CONT...
STORAGE EVENT NETWORK CAMERA

SECURITY BACKUP DEVICE MAINT...

Save Cancel

Figure 4-208

® Input email information and then click Save, it is to set/change email address.

® Check the box to enable unlock pattern and then cIic, click Save to change unlock pattern.

® Set security question
Step 1 Click Security question, enter the following interface. See Figure 4-209.
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Security Questions

Successfully set. Please delete it first if you want to reset security question again.

Question 1 (What is your favorite children’s book? )

Question 2 ( What was the first name of your first boss? D

Question 3 (What is the name of your favorite fruit? )
poswer

Figure 4-209

Step 2 Input answers and then click Save button.
After successfully set security questions, you can answer the security questions to reset admin
password.

I;I_;] Note

Select security questions from the dropdown list and then input the proper answers, click Delete
button to reset security questions and answers again.

4.10.1.1.3 Change Password

In Figure 4-207, check the Modify password box, you can change password. Please input old password,
and then input new password twice to confirm.

® Password/confirm password: The password ranges from 8 to 32 digitals. It can contain letters,

numbers and special characters (excluding “”,“",“;”,“.”,“&”) . The password shall contain at least two
categories. Usually we recommend the strong password.

A WARNING

STRONG PASSWORD RECOMMENDED-For your device own safety, please create a strong
password of your own choosing. We also recommend you change your password periodically
especially in the high security system.

4.10.1.2 Modify Group

Step 1 From main menu->Setting->System->Account->Group.
Enter add group interface. See Figure 4-210.
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Step 2

Step 3

SETTING

5 CAMERA == NETWORK wm EVENT . sTORAGE B3 sYSTEM

GEMNERAL
DISPLAY
VIDEQ MATREX
RS232

PTZ

POS

VOICE
ACCOUNT
SECURITY
AUTO MAINTAIN
IMP/EXP
DEFAULT
UPGRADE

(Add Group)

Group ONVIF User

M
administrator group
user group

Figure 4-210

Click add group button in Figure 4-210.
Enter Add group the interface. See Figure 4-211.
Input group name and then input some memo information if necessary. Check

select authorities.

the box to

Authority
System Playback Monitor

O an

[0 ACCOUNT O syYsTEM
[ STORAGE [ EVENT
[0 sECURITY [ BAckup

Add Group

[0 sYSTEM INFO (0 MANUAL CONT...
[J NETWORK 0 cAMERA
[0 DEVICE MAINT...

Save Cancel

Figure 4-211
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4.10.1.3 Security Question
M Note

This function is for admin user only.
Here you can change security questions. After you successfully answered security questions, you can
reset admin account password.
From main menu->Setting->System->Account->Security question, the interface is shown as below. See
Figure 4-212. Input correct security answers and then click Delete button at the bottom of the interface,
you can reset security questions and answers.

' SETTING

T CAMERA 7~ NETWORK g EVENT . STORAGE [Z4 sYSTEM

GENERAL
DISPLAY
VIDEOQ MATRIEX
RS232

PTZ

POS

VOICE
ACCOUNT C ion 2 _'Whal's your first car model?
AUTO MAINTAIN .

IMF/EXP

DEFAULT

LUPGRADE

User Group Secure Question) ONVIF User

1 ',_;_‘J_'\'fhal-'s your favorite pet?

Figure 4-212

4.10.1.4 ONVIF User
When the camera from the third party is connected with the NVR via the ONVIF user, please use the
verified ONVIF account to connect to the NVR. Here you can add/delete/modify user

m Note

The default ONVIF user is admin. It is created after you initialize the NVR.
Step 1 From main menu->Setting->System->Account->ONVIF User.
Enter ONVIF interface. See Figure 4-213.
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User Group Secure Question  ONVIF User
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Figure 4-213

Step 2 Click Add User button.
Enter Add User interface. See the following figure.

Figure 4-214

Step 3 Set user name, password and then select group from the dropdown list.
Step 4 Click Save to complete setup.

m Note
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Click to change user information, click to delete current user.

4.10.1.5 Online User
Here is for you manage online users connected to your NVR. See Figure 4-215.

You can click button m to disconnect or block one user if you have proper system right.

System detects there is any newly added or deleted user in each five seconds and refresh the list
automatically.

INFO

. Ef sysTEM m EVENT ERNETWORK

ONLINE USERS
LOAD Username _IP Address User Login
TEST admin ; 2013-11-8 1

Block Time (60

Figure 4-215

4.10.2 System Info

4.10.2.1 Version

From main menu->Info->System->version, you can go to version interface.

It is to view NVR version information. Slight different may be found on the user interface.
4.10.2.2 BPS

Here is for you to view current video bit rate (kb/s) and resolution. See Figure 4-216.
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Figure 4-216

4.10.2.3 Event Information

4.10.2.3.1 Alarm Status

From main menu->info-Event, here you can view the channel status of the remote device, connection log
and etc. See Figure 4-217.

[C&sYsTEM g, EVENT

ALARM STATUS
PEOPLE COUN...
HEAT MAP

).:1,HDD No.: 1)

HDD No Space HDD space is insufficient now.

Channel(C!

IPC Offline Alarm D18 D23

Figure 4-217
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4.10.2.3.2 People Counting

This function allows system to detect the people flow amount in the specified zone and display the people
amount statistics image.

From main menu->Info->Event->People Counting, you can go to the following interface. See

Figure 4-218.

Channel: Please select a channel from the dropdown list.

® Type: Please select report type from the dropdown list. It includes daily report/monthly report/annual
report. You can click to select histogram or polygon chart.

Start time/end time: Input start time and end time of the people counting.

Enter: Check to search enter amount.

Exit: Check the box to search exit amount.

Display No.: Check the box, system can display enter and exit people amount in the report.

[CL SYSTEM W EVENT

ALARM STATUS
PEOPLE COUN...
HEAT MAP

Channel

Type

(“Search ) (_Expont )

People Counting Stati...

People No.

6 7 8 910111218141516 17181920 2
Hour

Figure 4-218
4.10.2.3.3 Heat Map

It is to search and view the heat map of each channel.
From main menu->Info->Event->Heat Map, you can go to the following interface. See Figure 4-219.

Select a channel, input start time and end time. Please note the report search period shall be within one
month.

Click Search button, you can view the heat map report.
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Figure 4-219

4.10.3 Voice

The audio function is to manage audio files and set schedule play function. It is to realize audio broadcast
activation function.

I:_I;] Note

This function is for some series product only.
4.10.3.1 File Manage

Here you can add audio file, listen to the audio file, or rename/delete audio file. Here you can also set
audio volume. See Figure 4-220.
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Figure 4-220

Click Add button, you can add audio file and import the audio file via the USB device. The audio file
format shall be MP3 or PCM. See Figure 4-221.

I;I;I Note

The file size shall be 2K-10MB.

patels]

(" Refresh !

Free S

Address

N .
ENVR
Il asfsadfsd.mp3
I dgfdsgsdg.mp3
' sfdsdfsd.mp3
i fdsfsdgsdg.mp3
B sdgsdggwagd 1234.mp3
12312132455.mp3
& 1234.mp3

Figure 4-221

4.10.3.2 Schedule
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It is to set schedule broadcast function. You can play the different audio files in the specified periods. See
Figure 4-222.
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Figure 4-222

4.10.4 RS232

After setting RS232 parameters, the NVR can use the COM port to connect to other device to debug and
operate.

From Main menu->Setting->System->RS232, RS232 interface is shown as below. There are five items.
See Figure 4-223.

® Function: There are various devices for you to select.

Console is for you to use the COM or mini-end software to upgrade or debug the program.
Control keyboard is for you to control the device via the special keyboard.

Transparent COM (adapter) is to connect to the PC to transfer data directly.

Protocol COM is for card overlay function.

Network keyboard is for you to use the special keyboard to control the device.

PTZ matrix is to connect to the peripheral matrix control.

Q;]] Note

Different series products support different RS232 functions. Please refer to the actual product for
detailed information.

Baud rate: You can select proper baud rate.

Data bit: You can select proper data bit. The value ranges from 5 to 8.

Stop bit: There are three values: 1/1.5/2.

Parity: there are five choices: none/odd/even/space mark.

System default setup is:

® Function: Console

R IR
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Baud rate:115200
Data bit:8
Stop bit:1
Parity: None

After completing all the setups please click save button, system goes back to the previous menu.
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DEFAULT
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4.10.5 Broadcast

It is to broadcast to the camera, or broadcast to a channel group.

Step 1

7T NETWORK

Function

. Default )

Console

wm EVENT

SETTING

Figure 4-223

From Mani menu->Setting->System->Broadcast.
Enter the following interface. See Figure 4-224.

!;TORA(;

@, SYSTEM
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Figure 4-224

Step 2 Click Add group.
Enter add group interface. See Figure 4-225.

Add Group

Group Name ()

Channel(d) Al

O o Doz @D [@»Jpo4 [@ODoDs (@O Ds O b7
O bps Opic @bt @Ooiz [@JDb1id3 [@OJDopi4 [JDIs
Op17 [@»Dbpi1e ([ b9 ([Jb2 (b2 ([JD2 ([J D23

Save Cancel

Figure 4-225

Step 3 Input group name and select one or more channels.
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Step 4 Click Save button to complete broadcast group setup.

EQ Note

On the broadcast interface, click to change group setup, click to delete group.

After complete broadcast setup, on the preview interface and then click m on the navigation

bar, device pops up broadcast diaclogue box. Select a group name and then click m to
begin broadcast. See Figure 4-226.
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Figure 4-226

4.10.6 Security

4.10.6.1 IP Filter

IP filter interface is shown as in Figure 4-227. You can add IP in the following list. The list supports max 64

IP addresses. System supports valid address of IPv4 and IPv6. Please note system needs to check the

validity of all IPv6 addresses and implement optimization.

After you enabled trusted sites function, only the IP listed below can access current NVR.

If you enable blocked sites function, the following listed IP addresses cannot access current NVR.

® Enable: Highlight the box here, you can check the trusted site function and blocked sites function.
You cannot see these two modes if the Enable button is grey.

® Type: You can select trusted site and blacklist from the dropdown list. You can view the IP address
on the following column.

® Start address/end address: Select one type from the dropdown list, you can input IP address in the
start address and end address. Now you can click Add IP address or Add IP section to add.
a) For the newly added IP address, it is in enable status by default. Remove the V before the item,
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and then current item is not in the list.

b) System max supports 64 items.

c) Address column supports IPv4 or IPv6 format. If it is IPv6 address, system can optimize it. For
example, system can optimize aa:0000: 00: 00aa: 0OOaa: 0OOaa: 00aa: 00aa as aa:: aa: aa: aa: aa:
aa: aa.

d) System automatically removes space if there is any space before or after the newly added IP
address.

e) System only checks start address if you add IP address. System check start address and end
address if you add IP section and the end address shall be larger than the start address.

f) System may check newly added IP address exists or not. System does not add if input IP
address does not exist.

® Delete: Click it to remove specified item.

® Edit: Click it to edit start address and end address. See Figure 4-228. System can check the IP
address validity after the edit operation and implement IPv6 optimization.

® Default: Click it to restore default setup. In this case, the trusted sites and blocked sites are both null.

I;I;I Note

® [f you enabled trusted sites, only the IP in the trusted sites list can access the device.
® |f you enabled blocked sites, the IP in the blocked sites cannot access the device.
® System supports add MAC address.

TL CAMERA  PNETWORK g EVENT BSTORAGE ™ 13} svsTem

GENERAL
DISPLAY

RS232
BROADCAST
VOICE PROMPT
ACCOUNT

= a

SECURITY

IP FILTER | Svstem Service

AUTO MAINTE...
IMP/EXP
DEFAULT
UPGRADE

~ Add

(" Detault ( < ) ([ Gancel ) (Appiy )

Figure 4-227
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Start Address ( 10.15.6.140 123 |

End Address (10.15.6.145

Figure 4-228

4.10.6.2 System Service
The device supports to enable and disable various system internal services.
Step 1 From main menu->System->Security ->System Service.

The System Service interface is displayed. See Figure 4-229.
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(oK )( Cancel ) ( __ATit

Figure 4-229
Step 2 Configure the parameters. For details, see the below table.
Parameter Description
Password Reset Enabled by default.

If it is disabled, the user can only use the security questions to reset
the password.

Mobile Phone Push Enabled by default.
The snapped pictures triggered at the device can be push to the

mobile app.
CaGl Enabled by default.

The device can be connected via this protocol when enabled.
ONVIF Enabled by default.
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Parameter Description
The device can be connected via this protocol when enabled.
Audio/VideoEncryption | The stream transmission is encrypted when this function is
enabled.The associated device or software shall support decryption.

Step 3 Click OK to complete the configuration.

4.10.7 Auto Maintain

Here you can set auto-reboot time and auto-delete old files setup. You can set to delete the files for the

specified days. See Figure 4-230.

You can select proper setup from dropdown list.
After all the setups please click save button, system goes back to the previous menu.

SETTING

T CAMERA FTNETWORK wr EVENT B, sToracE [} sYsTEM

GENERAL
DISPLAY
VIDEO MATRIX
RS232

at (0200AM |7

les

PT2 (Customized [) (31 ) Day(s) Ago

ATM/POS
ACCOUNT
AUTO MAINTAIN
IMP/EXP
DEFAULT
UPGRADE

4.10.8 Backup
4.10.8.1 File Backup

\

(oK r (_ Cancel H (" Apply “)

Figure 4-230

In this interface, you can backup record file to the USB device.
a) Connect USB burner, USB device or portable HDD and etc to the device.
b) From Main menu->Backup, you can go to the Backup interface. See Figure 4-231
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Figure 4-231

Select backup device and then set channel, file start time and end time.

Click add button, system begins search. All matched files are listed below. System automatically
calculates the capacity needed and remained. See Figure 4-232.

System only backup files with a v before channel name. You can use Fn or cancel button to
delete V after file serial number.

Click backup button, you can backup selected files. There is a process bar for you reference.

When the system completes backup, you can see a dialogue box prompting successful backup.
BACKUP

Browse

SIRIKIER

SIRIKTERIR

|
|
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12 10 18 NO-NE-E&

13-10-15 00:00:00
13-10-15 00:28:50
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13-10-15 02:00:00
13-10-15 03:00:00
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13-10-15 05:00:00
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13-10-15 09:03:02
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Figure 4-232
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h) Click backup button, system begins burning. At the same time, the backup button becomes stop
button. You can view the remaining time and process bar at the left bottom.

I;I;I Note

® During backup process, you can click ESC to exit current interface for other operation (For
some series product only). The system will not terminate backup process.

® The file name format usually is: Channel humber+Record type+Time. In the file name, the
YDM format is Y+M+D+H+M+S. File extension name is .dav.

4.10.8.2 Import/Export
This function allows you to copy current system configuration to other devices. It also supports import,
create new folder, and delete folder and etc function.

From Main menu->Setting->System->Import/Export, you can see the configuration file backup interface is
shown as below. See Figure 4-233.
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Figure 4-233

® Export: Please connect the peripheral device first and then go to the following interface. Click
Export button, you can see there is a corresponding “Config_Time” folder. Double click the folder,
you can view some backup files.

® Import: Here you can import the configuration files from the peripheral device to current device. You
need to select a folder first. You can see a dialogue box asking you to select a folder if you are
selecting a file. System pops up a dialogue box if there is no configuration file under current folder.
After successfully import, system needs to reboot to activate new setup.

® Format: Click Format button, system pops up a dialogue box for you to confirm current operation.
System begins format process after you click the OK button.
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I;I;I Note

® System cannot open config backup interface again if there is backup operation in the process.

® System refreshes device when you go to the config backup every time and set current directory as
the root directory of the peripheral device.

® [f you go to the configuration backup interface first and then insert the peripheral device, please click
Refresh button to see the newly added device.

4.10.8.3 Backup Log

a) From Main menu->Info->Log, the interface is shown as below. See Figure 4-234.

g' SYSTEM
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pm EVENT
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End Tim
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2013-11-07 18:01:01
2013-11-07 18:01:01
2013-11-07 18:01:01
2013-11-07 18:01:01
2013-11-07 18:01:20
2013-11-07 18:01:20
2013-11-07 18:01:20
2013-11-07 18:01:20
2013-11-07 20:13:01
2013-11-07 20:13:01
2013-11-07 20:14:01
2013-11-07 20:14:01

[ZANETWORK L

Event

12013-11-07 18:01:01  Channeli2 User logged in.

Channel 4 User logged in.
Channel 5 User logged in.
Channel 6 User logged in.
Channel 7 User logged in.
Channel 8 User logged in.
Channel 9 User logged in.
Channel13 User logged in.
Channel 2 User logged in.
Channel 3 User logged in.
User logged in.<10.16.6.122>
User logged in.<10.16.6.122>
User logged out.<admin=
User logged out.<admin=

(" Search

Figure 4-234

b) Select log type and then set start time/end time, click Search button, you can see log time and

event information. Click to view detailed log information.

c) Select log items you want to save and then click backup button, you can select a folder to save
them. Click Start to backup and you can see the corresponding dialogue box after the process is
finish.

4.10.8.4 USB Device Auto Pop-up

After you inserted the USB device, system can auto detect it and pop up the following dialogue box. It
allows you to conveniently backup file, log, configuration or update system. See Figure 4-235. Please
refer to chapter 4.10.8.1 file backup, chapter 4.10.8.3 backup log, chapter 4.10.8.2 import/export, and
chapter 4.6.2 search for detailed information.
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File Backup R
Config Backup

Figure 4-235

4.10.9 Default

VAN

After you use default function, some your customized setup may lose forever! Please think twice before
you begin the operation!

You can restore factory default setup to fix some problems when the device is running slowly.
Configuration error occurred.

From Main menu->Setting->System->Default, you can go to the default interface. See Figure 4-236.

Check an item you want to restore default setup, or check the All to select all items.

Click OK or apply button, system pops up a dialogue box. Click OK to restore.

Warning!
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Figure 4-236

4.10.10 Upgrade

4.10.10.1 File Update

From Mani menu->Setting->Info->Update, you can go to the following interface. See Figure 4-237.
Step 1 Insert USB device that contain the upgrade file.

Step 2 Click Start button and then select the .bin file.

Step 3 You can see the corresponding dialogue box after the update process is complete.
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Figure 4-237

4.10.10.2 Online Upgrade
When the NVR is online, you can use the online upgrade to update the firmware.
Before the online upgrade, system needs to detect if any new version is available. It includes auto check
and manual check.
® Auto check: System automatically detects if any new version is available once in a while.
® Manual check: Detect new version at real time.

& CAUTION

During the upgrade process, make sure that the network connection and power supply are normal.
Step 1 Enter from main menu > Setup > System > Upgrade.
The Upgrade interface is displayed. See Figure 4-238.
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Figure 4-238

Step 2 Version check.
® Auto check: Select the Auto check for updates check box and click Save.

I;I_;] Note

System enables this function by default.
® Manual check: Click Manual Check.
System starts to search new version and displays the result after the check is completed.
® \When system displays that it is the latest version, the current version is the latest one and
you do not need to upgrade it.
® \When system displays the new version information ( including release date and upgrade
notes), new version is available and go to Step 3.
Step 3 Click Upgrade to upgrade the system.
4.10.10.3 Uboot
When NVR boots up, during the uboot process, NVR automatically detects there is USB device and there
is upgrade file on the USB device or not. If the detection result is OK, NVR automatically begins upgrade.

ACAUTION

® The USB device shall contain two files: u-boot.bin.img and update.img.
® The USB device shall connected to the USB port at the front panel. Otherwise, NVR cannot properly
detect the file or upgrade.

4.11Logout /Shutdown/Restart
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From Mani menu->Operation->Shutdown, you can see an interface shown as in Figure 4-239.

® Shutdown: System shuts down and turns off power.

® Logout: Log out menu. You need to input password when you login the next time.

® Restart: reboot device.

If you shut down the device, there is a process bar for your reference, system waits for 3 seconds and
then shut down (You cannot cancel).

Please note, sometimes you need to input the proper password to shut down the device.

SHUTDOWN

Shut Down Logout

Figure 4-239
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5 Web Operation

5.1 General Introduction
If it is your first time to login the device, please initialize your device first. Refer to chapter 5.2 Device

Initialization for detailed information.

The device web provides channel monitor menu tree, search, alarm setup, system setup, PTZ control and
monitor window and etc.

(0 Note
® Slight difference may be found on user interface. Please refer to the actual product for detailed
information.

® Device supports various browsers such as Safari, Chrome and etc.
® Use ChromeApp to login the WEB if the Chrome version is 45 or higher. Go to the Chrome online
store to download the ChromeApp installation package.

5.1.1 Preparation
Step1 PC and NVR connection is OK.
Step 2 Set PC IP address, NVR IP address, subnet mask and gateway.
® Set the IP address of the same section for the PC and NVR. Input corresponding gateway
and subnet mask if there are routers.)
® The device default IP address is 192.168.1.108.
Step 3 Check the PC and device connection is OK or not. Refer to the following two ways to check the
network connection is OK or not. When the PC and device network connection is OK, login the
WERB via the PC.
® On PC, use order ping ***.*** *** ***(NVR |P address) to check connection is OK or not.
Login Usually the TTL value is 255.
® Login the device local menu, from setting->Network->Network test and then input PC IP
address. Check the connection is OK or not.
Step 4 Login the WEB. Refer to chapter 5.10 Login for detailed information.

5.2 Device Initialization
If it is your first time to use the device, please set a login password of admin (system default user).

]1-_] Note

For your device safety, please keep your login password of admin well after the initialization steps, and
change the password regularly.

Please follow the steps listed below.
Step 1 Open the IE and then input the NVR IP address in the address column.
Step 2 Click Enter button.

Device displays device initialization interface. See Figure 5-1.
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Device Initialization

Password Protection Successful

Username admin

Mew Password ||
Low Middle High

[tis 2 to 32-digit containing letter(s), number

(s} symbol(s). It contains at least two types.

Confirm Password

[Mext

Figure 5-1

Step 3 Set login password of admin.
® User name: The default user name is admin.
® Password/confirm password: The password ranges from 8 to 32 digitals. It can contain letters,

numbers and special characters (excluding “”,“"”,“;”,“.”,“&”) . The password shall contain at least
two categories. Usually we recommend the strong password.

A WARNING

STRONG PASSWORD RECOMMENDED-For your device own safety, please create a
strong password of your own choosing. We also recommend you change your password
periodically especially in the high security system.

Step 4 Click Next, device goes to the following interface. See Figure 5-2.
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Device |nitialization

Successful

[V Email {Toreset password)

[¥] security Question
Ciuestion 1 What is your favorite children's book? E|
Answer

| Cestion 2 What was the first name of your first boss? E|

Answer
Question 3 What is the name of your favorite fruit? E|
Answer

et

Figure 5-2

Step 5 Set security questions.

]I] Note

Step 6

After setting the security questions here, you can use the email you input here or answer the
security questions to reset admin password Refer to chapter 5.4 Reset password for detailed
information.

Cancel the email or security questions box and then click Next button to skip this step.

Email: Input an email address for reset password purpose. Scan the QR code to reset the
password, you need to receive the security code by the email. Input the security code to reset
the password of admin. In case you have not input email address here or you need to update
the email information, please go to the main Setup->System->Account to set. Refer to chapter
5.11.5.7 for detailed information.

Security question: Set security questions and corresponding answers. Properly answer the
questions to reset admin password. In case you have not input security question here or you
need to update the security question information, please go to the main
menu->Setting->System->Account->Security question to set. Refer to chapter 4.10.1.3 Security
question for detailed information.

]I] Note

If you want to reset password by answering security questions, please go to the local menu
interface.
Click OK to complete the device initialization setup. See Figure 5-3.

230



Device Initialization

‘-'-L.*"':: Successfully initialized the device!

Figure 5-3

5.3Log in
Open the IE and then input the NVR IP address in the address column.
For example, if your NVR |IP address is 192.168.1.108, then please input http:// 192.168.1.108 in IE

address column. See Figure 5-4.

/€ Blank Page - Windows Internet Explorer g
Fﬂ:‘. - | &) sbeiEbiRk Lellee | aas - ol
s = < oniic — | Input IP
e [t - = I %- @ @-ae-0me- 7| gddress here.
& Internet H100% T
Figure 5-4

System pops up warning information to ask you whether install Web plug-in or not. Please click yes

button.
After installation, the interface is shown as below. See Figure 5-5.
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[ @hua

Username: admin

Password:
Twvpe: | TCP ¥ | Forgot password?
o LAN WAN
Login Cancel ‘L
Figure 5-5

Please input your user name and password.
Factory default user name is admin and password is what you set in chapter 5.2 Device initialization.

5.4 Reset Password

If you forgot admin password, you can reset the password by email or by answering the security
questions (local menu only).
® \When the password reset function is enabled, you can scan the QR code on the Web to reset the
password.
® \When the password reset function is disabled, you can reset password via the security questions
configured before. If the secury questions are not configured, system displays that Password reset is
closed! You need to contact the customer service for help.
Step 1 Go to the device login interface. See Figure 5-5.
Step 2 Click Forgot password.
® If you have set the reserved email, system displays a notice before the password reset. See
Figure 5-6.
® If you have not set the reserved email, a dialogue box pops up that asks you to reset the
password by clicking Forgot password on the local interface.
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Reset Password(1/3)

ﬁ In order to provide a secure password reset
environment, we need to collect your e-mail address,
device MAC address, device SN, etc. All collected info is
used only for the purposes of verifying device validity
and sending a security code to you. Do you agree and
want to continue the operation?

| Cancel | | oK

Figure 5-6

Step 3 Click OK.
System enters the following interface. See Figure 5-7.

E-I;] Note

After clicking OK, we will collect your personal information such as cell phone number, MAC
address and device serial number. The collected information is used for verifying device legality
and sending security code. Please read the notice carefully and confirm if you agree with the
collection or not.
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Reset(1/2)

Sh 000000000

Please scan the QR code

on the actual interface

and follow the prompts

i Scan the QR code on

| the actual interface

on the actual interface to

continue.

The security code will be deliverad lo 1***@qq.com

Input security code

L Cancel J [ Next

Figure 5-7

Step 4 Follow the prompts on the interface and then scan the QR code to get the security code.

A WARNING

< For the same QR code, max scan twice to get two security codes. Refresh the QR code if
you want to get security code again.
<~ The security code on you email is only valid for 24 hours.
<~ After five times security code failure, the admin account will be locked for 5 minutes.
Step 5 Input the security code on the email and then click Next button.
Step 6 Input new password and then confirm.

A WARNING

The password can be set from 8 characters through 32 characters and contain at least two types
from number, letter and special character (excluding™", "™, ";", ":" and "&"). It is recommended to
set password of high security according to the prompts.

Step 7 Click OK button to complete the setup.

5.5 LAN Mode

For the LAN mode, after you logged in, you can see the main window. See Figure 5-13.

This main window can be divided into the following sections.

® Section 1: there are six function buttons: Live (chapter 5.6), setup (chapter 5.11), info (Chapter 5.12),
playback (chapter 5.13), alarm (chapter 5.15), and logout (chapter 5.16).

® Section 2: There are monitor channels successfully connected to the NVR.

Please refer to Figure 5-8 for main stream and extra stream switch information.
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Figure 5-8
® Section 3: Open all. Open all button is to enable/disable all-channel real-time monitor. Here you can
select main stream/sub stream too. See Figure 5-9.

Qpen All -

IMain Stream
Sub Stream

lrimtmmt D ammrdd

Figure 5-9

® Section 4: Start Talk button.

You can click this button to enable audio talk. Click [ '¥] to select bidirectional talk mode. There are four
options: DEFAULT, G711a, G711u and PCM. See Figure 5-10.

After you enable the bidirectional talk, the Start talk button becomes End Talk button and it becomes
yellow. Please note, if audio input port from the device to the client-end is using the first channel audio
input port. During the bidirectional talk process, system will not encode the audio data from the 1-channel.

Start Talk b
DEFAULT
7113
G711u

PCM

Figure 5-10

® Section 5: Instant record button. Click it, the button becomes yellow and system begins manual
record. See Figure 5-11. Click it again, system restores previous record mode.

A Instant Record

Figure 5-11

® Section 6: Local play button.

The Web can playback the saved (Extension name is dav) files in the PC-end.

Click local play button, system pops up the following interface for you to select local play file. See Figure
5-12.
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Figure 5-12

Section 7: Zero-channel encoding. Please refer to chapter 5.9 for detailed information.

Section 8: PTZ operation panel. Please refer to chapter 5.7 for detailed information.

Section 9: Image setup and alarm setup. Please refer to chapter 5.8 for detailed information.
Section 10: From the left to the right ,you can see video quality/fluency/ full
screen/1-window/4-window/6-window/8-window/9-window/13-window/16-window/20-window/25-win
dow/36-window.. You can set video fluency and real-time feature priority.

- SanTulk

-]
E2
|

Local Pl

Hhlif Preview,

Figure 5-13

5.6 Real-time Monitor

In section 2, left click the channel name you want to view, you can see the corresponding video in current
window.

On the top left corner, you can view device IP(172.11.10.11), channel number(1), network monitor bit
stream(2202Kbps) and stream type(M=main stream, S=sub stream). See Figure 5-14.
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Figure 5-14

On the top right corner, there are six unction buttons. See Figure 5-15.

Figure 5-15

mouse system restores original status.
® 2:Local record. When you click local record button, the system begins recording and this button

becomes highlighted. You can go to system folder RecordDownload to view the recorded file.

1: Digital zoom: Click this button and then left drag the mouse in the zone to zoom in. right click

® 3: Snapshot picture. You can snapshot important video. All images are memorized in system client
folder PictureDownload (default).
® 4: Audio :Turn on or off audio.(It has no relationship with system audio setup )

® 5: Close video.

5.7 PTZ

Before PTZ operation, please make sure you have properly set PTZ protocol. (Please refer to chapter

5.11.5.4).

There are eight direction keys. In the middle of the eight direction keys, there is a 3D intelligent

positioning key.

Click 3D intelligent positioning key, system goes back to the single screen mode. Drag the mouse in the

screen to adjust section size. It can realize PTZ automatically.
Please refer to the following sheet for PTZ setup information.

Parameter | Function
Scan ® Select Scan from the dropdown list.
® Click Set button, you can set scan left and right limit.
® Use direction buttons to move the camera to you desired location
and then click left limit button. Then move the camera again and
then click right limit button to set a right limit.
Preset ® Select Preset from the dropdown list.
® Turn the camera to the corresponding position and Input the
preset value. Click Add button to add a preset.
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Parameter | Function
Tour ® Select Tour from the dropdown list.
® Input preset value in the column. Click Add preset button, you
have added one preset in the tour.
® Repeat the above procedures you can add more presets in one
tour.
® Or you can click delete preset button to remove one preset from
the tour.
Pattern ® Select Pattern from the dropdown list.
® You can input pattern value and then click Start button to begin
PTZ movement such as zoom, focus, iris, direction and etc. Then
you can click Add button to set one pattern.
Aux ® Please input the corresponding aux value here.
® You can select one option and then click AUX on or AUX off
button.
Light and You can turn on or turn off the light/wiper.
wiper

Speed(1-2) &

e Zoiom o display or hide the PTZ

control platform.

Figure 5-16

5.8 Image/Alarm-out
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Select one monitor channel video and then click Image button in section 9, the interface is shown as
Figure 5-17.

5.8.1 Image

Here you can adjust its brightness, contrast, hue and saturation. (Current channel border becomes
green).
Or you can click Reset button to restore system default setup.

Image Alarm Cut
%t f —f—
‘-_-..I ‘ _._

w—f)—

P «—8—

Figure 5-17

5.8.2 Alarm output
Here you can enable or disable the alarm signal of the corresponding port. See Figure 5-18.

Image Alarm Out

Alarm Channel £

Figure 5-18

5.9 Zero-channel Encode

Select a window and then click zero-channel encode button, the interface is shown as below. See Figure
5-19.
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Figure 5-19

5.10 WAN Login

In WAN mode, after you logged in, the interface is shown as below. See Figure 5-20.
WERB service

Preview

Channel £

000
odo
000
Speed(1-8)
® 0
e Focus 0
-0

PTZ Setting PTZ Menu

-
Image Alarm Qut
Start Talkc _ 04—y
Lol 8
InstantRecord
R -8
Mutti Preview 9

P q.-

EEED D66 B BB

Figure 5-20

Please refer to the following contents for LAN and WAN login difference.

1) In the WAN mode, system opens the main stream of the first channel to monitor by default. The
open/close button on the left pane is null.

2) You can select different channels and different monitor modes at the bottom of the interface. See
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Figure 5-21.

PTZ Setting PTZ Menu

Scan [

-

Image  Alarm Out

sl e et 43
1 2 2
LT
Muiti Preview.

Figure 5-21

Important

The window display mode and the channel number are by default. For example, for the 16-channel,
the max window split mode is 16.

3) Multiple-channel monitor, system adopts extra stream to monitor by default. Double click one channel,
system switches to single channel and system uses main stream to monitor. You can view there are two
icons at the left top corner of the channel number for you reference. M stands for main stream. S stands
for sub stream (extra stream).

4) If you login via the WAN mode, system does not support alarm activation to open the video function in
the Alarm setup interface.

Important

® For multiple-channel monitor mode, system adopts extra stream to monitor by default. You cannot
modify manually. All channels are trying to synchronize. Please note the synchronization effect still
depends on your network environments.

® For bandwidth consideration, system cannot support monitor and playback at the same time. System
auto closes monitor or playback interface when you are searching setup in the configuration interface.
It is to enhance search speed.

5.11Setup

5.11.1 Camera

5.11.1.1 Registration

5.11.1.1.1 Registration

From Main menu->Setup->Camera->Registration->Registration, you can see the following interface. See
Figure 5-22.
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Registration | Upgrade

Add | [ wanuaisas |

[ oanie Filter | Hone v

Remote
Camera Name Modify Delete Status Device Name thmle! Manufacturer B

D1g &conf img.... & (=] 10.15.21.36 77T i k‘nl 1 Private e

D20 CAM 20 F —] 10:15:6.168 7T MNVD 1 Private e

D21 CAM 21 P — 10.18.117.22 ITTTT ITC102-IR 1 Private e

D22 CAM 22 i e 10.15.5.88 40007 1KD2-dDEDi\’A\ZDD 1 Private e

D23 CAM 23 & — 10.15.9.108 37T EVS il Private e EVS5000
D24 IPC 4 e 10.15.114.254 37777 E'A'MSUTUFAZDU 1 Private (=) P25

elete | I Import | ‘ Export | ‘ Refresh J
Figure 5-22
Please refer to the following sheet for parameter information.

Parameter Function

IP Address + | Select IP address or the MAC address from the dropdown list
and then input the corresponding information, click Search
button to view the results.

Search Click Search button, you can view the searched device
information on the list. It includes device IP address, port, device
name, manufacturer and type.

Uninitialized Click to search the initialized devices. Select an uninitialized
device and then click the Initialize button to set the account.

Preview ) > ) ) ) )

Click to view the preview video of the remote device.

State It is to display the device has been initialized or not. That is to
say, the remote device has set the initial account information or
not. ' means the remote device has initialized, ' means
the remote device has not been intialized.

Add Select a device in the list and then click Add button, system can
connect the device automatically and add it to the Added device
list. Or you can double click one item in the list to add a device.

Modif » . L

y Click «~ orany device in the Added device list, you can change
the corresponding channel setup.

Delete SO .

Click , you can delete the remote connection of the
corresponding channel.

K | ‘ | Uninitialized
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Parameter Function

Type There are two connection types. You can use the network to

connect to the camera or use the Wi-Fi. The means

—

current network camera connection mode is general; the =

means current network camera mode is hotspot.

Delete Select a device in the Added device list and then click Delete
button, system can disconnect the device and remove it from the
Added device list.

Manual Add Click it, the interface is shown as in Figure 5-23. Here you can
add network camera manually.

You can select a channel from the dropdown list (Here only
shows disconnection channel.)

Manual Add [ X
Manufacturer Onwif |E|
IP Address 192.168.0.0
RTSPMode Self-adaption |
HTTFP Port gl
Username admin
Fassword Connect
Channel Mo. 1 Setup

Remote Channel No. | 1

[«] [+] [4]

Channel Bk

Decode Buffer Default

Encrypt

Semnver Type @ Auto @i ) R (71 MULTICAST
2 Cancel

Figure 5-23

Please refer to the following sheet for parameter information.

Parameter Function

Manufacturer Please select from the dropdown list.
[ Note

Different series products may support different manufacturers, please refer
to the actual product.
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Parameter Function
IP address Input remote device IP address.
Input RTSP port of the remote device. The default setup is 554.
RTSP port Myote
Skip this item if the manufacture is private or customize.
Input HTTP port of the remote device. The default setup is 80.
HTTP port WMinote
Skip this item if the manufacture is private or customize.
TCP port Input TCP port of the remote device. The default setup is 37777.
User
The user name and password to login the remote device.
name/password
Input channel amount or click the Connect button to get the channel amount
of the remote device.
18
Channel No. — Note
We recommend click Connect button to get remote device channel amount,
the manual add operation may result in failure if the input channel amount is
not right.
After getting the remote device channel amount, click Setup to select a
channel.
Remote
channel No. ]:"Note
Click to select one or more remote channel numbers here.
The local channel number you want to add. One channel name has
Channel

corresponding one channel number.

Decode buffer

There are three item: realtime, local, fluent.

There are four items: auto/TCP/UDP/MULTICAST(ONVIF device only)
]::"Note

e The default connection mode is TCP if the connection protocol is

Service type private.
e There are four items including Auto, TCP, UDP and MULTICAST if the
connection protocol is ONVIF.
e There are two items including TCP and UDP if the connection protocol
is from the third-party.
When the connection protocol is ONVIF, enable the encryption function and
system transmits data in the encrypted mode.
Encrypt
];—"Note
System supports this function when HTTPS is enabled in IPC.
Change IP

On the searched devices list, check one or more device(s) at the same time. Click Modify IP button, you
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can see the following interface. See Figure 5-24
Please refer to the following sheet for log parameter information.

Parameter Function

DHCP Check the box here, system can auto allocate the IP
address. The IP address, subnet mask, default
gateway are reference only.

Static Check the box here, you can set IP address, subnet
mask, default gateway manually.

IP address/subnet You can input corresponding information here.

mask/default gateway

User name/password The account you login the remote device. Please

input here to password verification to change the
remote device password.

Incremental value When you want to change several |IP addresses,
once you input the IP address of the first device, the
IP address of the next device will increase
accordingly. For example, when the incremental
value is 1, if the IP address of the first device is
172.10.3.128, the IP address of the second device
will auto be set as 172.10.3.129.

];—ﬂ Note

For the static IP address, system will alert you if there is any IP conflict. If you are changing several IP
addresses at the same time, system auto skip the conflicted IP and auto allocate again according to the
incremental value you set.
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Modify IP &
Checked Device Mo 1
1 DHER User | admin
@ STATIC Password |
IP Address ELER e Incremental Value 1
Subnet Mask : 255 266 0 . 0
Default Gateway . W2 .. ¥ . 8 . 7
| oK H Cancal |
8N IF Address
1 17211250 -
Figure 5-24

Export IP

System supports to export the registered device list and save it in the USB device.

Step 1 Inset the USB device and click Export.
The File Backup Encryption interface is displayed. See Figure 5-25.

File Backup Encryption u

File Backup Encryption || Enable

oK Cancel

Figure 5-25

Step 2 File backup encryption is enabled by default. Click OK to select the save path.
Step 3 Click Save. After the export is completed, system pops up a dialogue box to show that backup is
completed.

ﬂ_;l Note

Backup encryption is enabled by default when exporting IP. The file contains information such as IP
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address, port, remote channel number, manufacturer, username and password.

® |[f file backup encryption is enabled, the extension name of the exported file is .backup. Except the
NVR device, any other software cannot open and edit the file.

® [f the backup encryption is disabled, the extension name of the exported file is .csv. It might lead to
data leakage.

Import IP
You can import the added device list to add the device conveniently.
Click Import button, and then select the import file.

ﬁ—:l Note

If the imported IP is already in the added device list, system pops up dialogue box for you to confirm
overwrite or not.

® (Click OK button, the new IP setup can overwrite the old one.

® (Click Cancel button, system adds the new IP setup.

Important

® You can edit the exported file. Please make sure the file format is the same. Otherwise you cannot
import the file again!

® System does not support customized protocol import/export.

® The import/export function is for the devices of the same language.

5.11.1.1.2 IPC Upgrade

This interface is to upgrade network camera.

From Main menu->Setting->Camera->Registration->IPC upgrade, enter the following interface. See
Figure 5-26.

Click Browse button to select upgrade file. Or you can use filter to select several network cameras at the
same time.

e T e I

S——
Device Upgrade Device Type None El
o = 2.400.D500.1.7,2016- = IPC-HDBW722
(]} D3 = 10.15.114.161 — 8005 Private
05-26 1F-MPC
= Z.420.000010.R 2017 =
|} D11 = 101523 69 ot = 3TTTT IP Camera Private 1=
(8] D13 = 10.15.114.20 = 37Tl EVS5000 Private
i - 1.000.0000.0.R.2017-
[ D14 By 10.15.6.84 = J7TTT Private
01-22
] D15 = 10.15.114.29 = T Private
= na (&, 1045 & 950 nEn Driuat e
Start Uparade
Figure 5-26
5.11.1.2 Image
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E-I;] Note

Slight difference may be found since the connected network camera may not be same model.

Here you can view device property information. The setups become valid immediately after you set. See
Figure 5-27.

Conditions
Channel |1 =
Saturation U 50
mirrer & Enable @ Disable Brightnass {r 50
Conirast D 50
Sharpness O 50
Flig  MNoFlip ]
Light (_3I055 _VI
Scene Made Auta ‘V:
DayLight Aute _VI
Diefault | | Save | | Refresh
Figure 5-27
Please refer to the following sheet for detailed information.
Parameter Function
Channel Please select a channel from the dropdown list.
Period It divides one day (24 hours) to two periods. You can set

different hue, brightness, and contrast for different periods.

Hue It is to adjust monitor video brightness and darkness level. The
default value is 50.

The bigger the value is, the large the contrast between the bright
and dark section is and vice versa.

Brightness It is to adjust monitor window brightness. The default value is 50.

The larger the number is , the bright the video is. When you
input the value here, the bright section and the dark section of
the video will be adjusted accordingly. You can use this
function when the whole video is too dark or too bright. Please
note the video may become hazy if the value is too high. The
value ranges from 0 to 100.The recommended value ranges
from 40 to 60.

Contrast It is to adjust monitor window contrast. The value ranges from 0
to 100. The default value is 50.

The larger the number is, the higher the contrast is. You can use
this function when the whole video bright is OK but the contrast
is not proper. Please note the video may become hazy if the
value is too low. If this value is too high, the dark section may
lack brightness while the bright section may over exposure .The
recommended value ranges from 40 to 60.
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Saturation

It is to adjust monitor window saturation. The value ranges from
0 to 100. The default value is 50.

The larger the number is, the strong the color is. This value has
no effect on the general brightness of the whole video. The
video color may become too strong if the value is too high. For
the grey part of the video, the distortion may occur if the white
balance is not accurate. Please note the video may not be
attractive if the value is too low. The recommended value ranges
from 40 to 60.

Gain

The gain adjust is to set the gain value. The smaller the value is,
the low the noise is. But the brightness is also too low in the dark
environments. It can enhance the video brightness if the value is
high. But the video noise may become too clear.

White level

It is to enhance video effect.

Color mode

It includes several modes such as standard, color. You can
select corresponding color mode here, you can see hue,
brightness, and contrast and etc will adjust accordingly.

Auto lIris

It is to enable/disable auto iris function.

Flip

It is to switch video up and bottom limit.
This function is disabled by default.

Mirror

It is to switch video left and right limit.
This function is disabled by default.

BLC BLC
Mode

The device auto exposures according to the environments
situation so that the darkest area of the video is cleared

WDR

For the WDR scene, this function can lower the high bright
section and enhance the brightness of the low bright section. So
that you can view these two sections clearly at the same time.

The value ranges from 1 to 100. When you switch the camera
from no-WDR mode to the WDR mode, system may lose several
seconds record video.

HLC

After you enabled HLC function, the device can lower the
brightness of the brightest section according to the HLC control
level. It can reduce the area of the halo and lower the brightness
of the whole video.

Off

It is to disable the BLC function. Please note this function is
disabled by default.

Profile

It is to set the white balance mode. It has effect on the general
hue of the video. This function is on by default.

You can select the different scene mode such as auto, sunny,
cloudy, home, office, night, disable and etc to adjust the video to
the best quality.

® Auto: The auto white balance is on. System can auto
compensate the color temperature to make sure the vide
color is proper.

® Sunny: The threshold of the white balance is in the sunny
mode.

® Night: The threshold of the white balance is in the night
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mode.

® Customized: You can set the gain of the red/blue channel.
The value reneges from 0 to 100.

Day/Night

It is to set device color and the B/W mode switch. The default
setup is auto.

® Color: Device outputs the color video.

® Auto: Device auto select to output the color or the B/W
video according to the device feature (The general bright of
the video or there is IR light or not.)

® B/W: The device outputs the black and white video.

® Sensor: It is to set when there is peripheral connected IR
light.

5.11.1.3 Encode
5.11.1.3.1 Encode

The encode interface is shown as below. See Figure 5-28.

| | oK | | Refrash | | Defaut

Encode Mode I Snapshot I Overlay I Path _

Channel | DS -
Main Stream Sub Stream
Code-Stream Type | Regular E| [¥] video Enable
Compression H.264 E| Code-Stream Type | Sub Stream E
Resolution 1920*1080(1080P)  [~| Compression H.264 [=]
Frame Rate(FPS) i E| Resolution | 352*288(CIF) B
Bit Rate Type CBR [~ Frame Rate(FPS) |25 []
Bit Rate 4096 [=] Kkbis Bit Rate Type CBR [=]
Reference BitRate  4096-4096Kb/5 Bit Rate 896 E KbiS
Reference BitRate 896-896KbiS

[¥] Audio Enable [¥] Audic Enable
Audio Encode |Z| Audio Encode E|
Sampling Rate |Z| Sampling Rate E

[V] Watermark Enable Watermark String DigitalCCTV

Figure 5-28
Please refer to the following sheet for detailed information.
Parameter Function
Channel Please select a channel from the dropdown list.

Video enable

Check the box here to enable extra stream video. This item is
enabled by default.

Code
type

stream

It includes main stream, motion stream and alarm stream. You
can select different encode frame rates form different recorded
events.

System supports active control frame function (ACF). It allows
you to record in different frame rates.

For example, you can use high frame rate to record important
events, record scheduled event in lower frame rate and it allows
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you to set different frame rates for motion detection record and
alarm record.

Compression Video encode mode.

® H.264: Main Profile encode mode.

® H.264H: High Profile encode mode.

® H.264B: Baseline Profile encode mode.

® H.265: Main Profile encode mode.

® MJPEG: System needs high bit streams to guarantee
video definition. Use the recommended max bit stream
value to get the better video effect.

Smart Codec This function is to reduce bit streams.

o Note

® Some series products support smart codec function.

® After changing smart code, please reboot network
camera and some network camera functions (such as
IVS, ROI, SVC, lobby mode and etc.) becomes null.
Please think twice before the operation.

Resolution The resolution here refers to the capability of the network

camera.

Frame Rate The video frame amount displayed in each second. The higher
the frame rate is, the clearer and more fluent the video is. The
frame rate may vary depending on the resolution.

Bit Rate ® Main stream: You can set bit rate here to change video

quality. The large the bit rate is, the better the quality is.
Please refer to recommend bit rate for the detailed
information.

® Extra stream: In CBR, the bit rate here is the max value.
In dynamic video, system needs to low frame rate or
video quality to guarantee the value. The value is null in
VBR mode.

Bit rate type System supports two types: CBR and VBR.

® Main stream: It is to set frame rate to change video
quality. The higher the frame rate is, the better the video
quality is. The referenced bit rate is the recommended
value.

® Sub stream: In CBR mode, the bit stream is near the
specified value. In VBR mode, the video quality changes
according to the bit stream value. But its max value is
near the specified value. Reference bit rate: The
reference bit rate depends on the resolution and frame
rate you set.

Reference bit
rate

Recommended bit rate value according to the resolution and
frame rate you have set.

| Frame

Here you can set the P frame amount between two | frames. The
value ranges from 1 to 150. Default value is 50.

Recommended value is frame rate *2.

251



Video/audio

You can enable or disable the video/audio. The main stream is
enabled by default. After enable the audio function, the record 1
is composite file consisting of the video and audio. For the sub
stream 1, please enable video first and then enable audio
function.

Audio format

Set audio encode format.

]I] Note

Different series products support different audio encode mode.
Please refer to the actual interface for detailed information.

Sampling rate

Audio sampling rate refers to the sampling amount within 1
second. The higher the value is, the better the audio is. The
default setup is 8K.

Watermark
enable

This function allows you to verify the video is tampered or not.

Here you can select watermark bit stream, watermark mode and
watermark character. Default character is DigitalCCTV. The max
length is 85-digit. The character can only include number,
character and underline.

5.11.1.3.2 Snapshot

The snapshot interface is shown as in Figure 5-29.

Encode Mode | snapshot | Overtay I Path

Channel D& >
Mode 'I'\ming_ |Z|
Image Size 1920*1080(1080P)

Image Quality [ |Z|
Interval 18PL |Z|

oK || Rewesn ]
Figure 5-29
Please refer to the following sheet for detailed information.

Parameter Function

Snapshot type There are two modes: Regular (schedule) and Trigger.
® Regular snapshot is valid during the specified period you

set.
® Trigger snapshot only is valid when motion detect alarm,
tampering alarm or local activation alarm occurs.

Image size It is the same with the resolution of the main stream.

Quality It is to set the image quality. There are six levels.

Interval It is to set snapshot frequency. The value ranges from 1s to 7s.
Or you can set customized value. The max setup is
3600s/picture.

Copy Click it; you can copy current channel setup to other channel(s).

5.11.1.3.3 Video Overlay

The video overlay interface is shown as in Figure 5-30.
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Encode. Snapshot Overlay Path

2013-11-12 10:50:54 [ UNSENNY =

Cover-Area

[ monitar

Charnel Display

Copy | | Save | | Refresh | | Diefault

Figure 5-30

Please refer to the following sheet for detailed information.

Parameter Function

Check Preview or Monitor first.

Click Set button, you can privacy mask the specified video in the
preview or monitor video.

System max supports 4 privacy mask zones.

Time Title You can enable this function so that system overlays time
information in video window.

You can use the mouse to drag the time title position.

You can view time title on the live video of the WEB or the
playback video.

Channel Title You can enable this function so that system overlays channel
information in video window.

You can use the mouse to drag the channel title position.

You can view channel title on the live video of the WEB or the
playback video.

Cover-area

5.11.1.3.4 Path
The storage path interface is shown as in Figure 5-31.

Here you can set snap image saved path (E in the preview interface) and the record storage path

—
( in the preview interface).The default setup is C:\PictureDownload and C:\RecordDownload.

Please click the Save button to save current setup.
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Encode Snapshoi Path

Snapshot Path CAPictureDownload Browse

Record Path CRecordDownload Browse

Save | | Default

Figure 5-31

5.11.1.4 Channel Name
Here you can set channel name. See Figure 5-32.

D1 CAM 1 D2 | CAM 2
D3 CAM 3 D4 | cAm 4
D5 CAM 5 D& | CAM 6
D7 CAM T D3 | IP PTZ Dome
D9 IP PTZ Dome D10 | AR
D11 IPC D12 | cAM 12
D13 CAM 13 D14 | &conf_img.channel
D15 CAM 15 D16 | caM 16
D17 CAM 17 D18 | CAM 18
D19 &conf_img.channel1 D20 :CAM 20
D21 CAM 21 D22 | CAM 22
D23 CAM 23 D24 | IPC
oK || Reesn || Defaut
Figure 5-32

5.11.2 Network
5.11.2.1 TCP/IP
The TCP/IP interface is shown as in Figure 5-33.
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AT

e T

Mebwork Mode Iulti-address i

Default Card

Ethiernet Card Ethernet Card1 il Default Card

IMaode

® stanic O Ddce

MAC Address

1500

IP Version P4 ]
IF Address 10 15 6 144
Subnet Mask 255 288 . 8 . B
Default Gateway 10 15 i] 1
Preferred DNS wm.,.F 2 80
Alternate DNS 10 1 2 81

O LaNDownload

| Save | | Refresh | | Default

Figure 5-33

Please refer to the following sheet for detailed information.

Parameter Function
Mode There are two modes: static mode and the DHCP mode.
® The IP/submask/gateway are null when you select the
DHCP mode to auto search the IP.

® |[f you select the static mode, you need to set the
IP/submask/gateway manually.

® [f you select the DHCP mode, you can view the
IP/submask/gateway from the DHCP.

® If you switch from the DHCP mode to the static mode, you
need to reset the IP parameters.

® Besides, IP/submask/gateway and DHCP are read-only
when the PPPoE dial is OK.

Mac Address It is to display host Mac address.

IP Version It is to select IP version. IPV4 or IPV6.

You can access the IP address of these two versions.

IP Address Please use the keyboard to input the corresponding number to
modify the IP address and then set the corresponding subnet
mask and the default gateway.

Preferred DNS DNS IP address.

Alternate DNS Alternate DNS IP address.

For the IP address of IPv6 version, default gateway, preferred DNS and

alternate DNS, the input value shall be 128-digit. It shall not be left in blank.

LAN load System can process the downloaded data first if you enable this
function. The download speed is 1.5X or 2.0X of the normal
speed.
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5.11.2.2 Port
The connection interface is shown as in Figure 5-34.

Max Connection 128 (0~128)

TCP Port 37777 (1025~65535)

UDPF Port 37778 (1025~65535)

HTTP Port 80 (1~65535)

HTTPS Port 443 (128~65535) [1 Enable

RTSP Port 554 (128~65535)

RTSP Format nsp:/i<User Name>=:<Password>@<IP Address=:<Port=/cam/realmonitor?channel=1&subtype=0

channel: Channel, 1-32; subtype: Code-Stream Type, Main Stream 0, Sub Stream 1.

Save I ‘ Refresh | | Default

Figure 5-34

Please refer to the following sheet for detailed information.

Parameter Function

Max connection | The max client login amount (such as WEB, platform, cellphone
and etc). The value ranges from 1 to 128(default).

TCP port The default value is 37777. You can input the actual port
number if necessary.

UDP port The default value is 37778. You can input the actual port
number if necessary.

HTTP port The default value is 80. You can input the actual port number if
necessary.

HTTPS Select the Enable check box and configure the port according

your actual needs. The default value is 443. After HTTPS is
enabled, HTTP will be switched to HTTPS by force to transmit
data in a safer way.

RTSP port The default value is 554.

5.11.2.3 Wi-Fi AP
NOTE

This function is available only for NVR devices with built-in Wi-Fi module. See the actual situation.

5.11.2.3.1 General Setup
The Wi-Fi AP interface is shown as in Figure 5-35. Select the Enable check box and you can set Wi-Fi

hotspot including SSID, encryption type, password, channel and gain, so that the Wi-Fi IPC can use the
hotspot to connect to the network.

256



24GHz [V] Enable
SSID NWR-2hhhh
Encryption Type WPAZ PSK |=
Password 12345678
Channel Auto |=
Gain Middle [=]
oK || Reflesn || peaut |

Figure 5-35

Please refer to the following sheet for detailed information.

Parameter Function

2.4GHz Select the check box to enable Wi-Fi.

SSID It is to set SSID name. You can use this name to search the
device.

Encryption Type | Select the encryption type from the dropdown list, including
WPA2 PSK, WPA PSK and OPEN.

Password It is to set SSID password. You can use this password to
connect to the network.

Channel Select the channel to connect the Wi-Fi IPC.

Gain Adjust the Wi-Fi signal intensity.

5.11.2.3.2 Advanced
Click Advanced button, the interface is shown as below. See Figure 5-36.

IP Config
IP Address 2.1 . 1. 1
Subnet Mask 255 0 255 285 . 0D
Default Gateway 2.1 . 1. 1
DHCP Server
Start [P 22 .1 . 1 . 100
End P 22 .1 . 1 . 200
oK H Refresh H Default
Figure 5-36
Please refer to the following sheet for detailed information.
Parameter Function
IP Address Input the IP address, subnet mask and default gateway of the
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Subnet Mask

Default Gateway

NVR Wi-Fi AP.

L] noTe
The IP address and default gateway shall be in the same

network segment.

Start IP/End IP

Input start IP and end IP of DHCP server. The NVR device can
allocate the IP address in the range you specified here.

Upgrade

Click it to upgrade Wi-Fi AP module.

5.11.2.4 Wi-Fi

Please note this function is for the device of Wi-Fi module.
The Wi-Fi interface is shown as in Figure 5-37.

[ Enable

SSID List

WIFI

Search 8810

WIFI Working Info
Current Hotspot
IP Address
Subnet Mask
Default Gateway

Save | ‘ Refresh

Please check the box to enable Wi-Fi function and then click the Search SSID button. Now you can view
all the wireless network information in the following list. Double click a name to connect to it. Click

Figure 5-37

Refresh button, you can view latest connection status.

5.11.2.5 3G
5.11.2.5.1 CDMA/GPRS

The CDMA/GPRS interface is shown as in Figure 5-38.
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CDMA/GPRS Mabile

WLAN Type | Enable
APN Diall/SMS Activate
AUTH
Dial No.
User Name
Password
Pulse Intarval Second
WLAN Status
IF Address
Wireless Signal I:|
| Save | | Refresh | |
Figure 5-38

Please refer to the following sheet for detailed information.

Parameter Function

WLAN type Here you can select 3G network type to distinguish the 3G
module from different ISP. The types include WCDMA,
CDMA1x and etc.

APN/Dial No. Here is the important parameter of PPP.
Authorization It includes PAP,CHAP,NO_AUTH.
Pulse interval It is to set time to end 3G connection after you close extra

stream monitor. For example, if you input 60 here, system ends
3G connection after you close extra stream monitor 60 seconds.

Important

+  If the pulse interval is 0, then system does not end 3G connection after
you close the extra stream monitor.

+  Pulse interval here is for extra stream only. This item is null if you are
using main stream to monitor.

5.11.2.5.2 Mobile

The mobile setup interface is shown as in Figure 5-39.

Here you can activate (send out “on”) or turn off (Send out “off’) the 3G connected phone or mobile phone,
or the phone you set to get alarm message.

Check send SMS box and then input the phone number in the receiver column. Click - to add one

receiver. Repeat the above steps you can add more phones. Select a phone number and then click - |

you can delete it. Click OK button to complete the setup.
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CDMA/GPRS Mobile
Send SHS SMS Activate L1 Tel Activate
Receiver Sender - Caller
18969021865 18969021665
Title VR Message
Save | | Refresh ‘ | Ciefault

_____________________________________________________________________________________________________________________________________________|
Figure 5-39

5.11.2.6 PPPoE

The PPPoE interface is shown as in Figure 5-40.

Input the PPPoE user name and password you get from the IPS (internet service provider) and enable
PPPoE function. Please save current setup and then reboot the device to get the setup activated.

Device connects to the internet via PPPoE after reboot. You can get the IP address in the WAN from the
IP address column.

Please note, you need to use previous IP address in the LAN to login the device. Please go to the
IP address item to via the device current device information. You can access the client-end via
this new address.

PPPoE
¥ Enable
User Mame
Password
IP Address o .0 .0 .0
0 0 0 0
Save ‘ ‘ Refresh ‘ | Default
Figure 5-40
5.11.2.7 DDNS

DDNS (Dynamic Domain Name Server) is to dynamically refresh the DNS domain name and IP address if
the device IP address has changed frequently. The user can use the domain to access the device.
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Preparation

Before the operation, check the DDNS type that the device supports.
® [f the DDNS type is Quick DDNS. You do not need to register the domain name.
® [f the DDNS is some other type, log in the website of the DDNS provider and register information like
domain name.
ﬂl;ﬂ NOTE
After you register the device and log in the DDNS website, you can view all connected device information
of the current user.
Step 1  Enter from main memu > Setup > Network > DDNS.
DDNS setup interface is shown as in Figure 5-41.

["| Enable After enabling DDMNS function, third-party server may collect your device info,
DDNS Type |NO-IP DDNS =
Host [P dynupdate.no-ip.com
Domain Name - -
Usemame
Password
Interval 1440 Min. (1440~2880)
oK | ‘ Refresh | | Default
Figure 5-41

Step 2 Select the Enable check box.
NOTE

After enabling DDNS, the third-party server might collect your device information.
Step 3 Select the DDNS type and configure the parameters. For details, see the below table.

Parameter Description

Server Type You can select DDNS protocol from the dropdown list and then
enable DDNS function.

Address DDNS server IP address list:

® Dyndns DDNS: members.dyndns.org.
® NO-IP DDNS: dynupdate.no-ip.com.

® CN99 DDNS: members.3322.0rg.

[L] note

When the DDNS type is NO-IP DDNS, some series will display
the Test button. Click Test and you can detect if the device has
registered successfully.

Domain Name | Your self-defined domain name.

User The user name you input to log in the server.
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Parameter Description

Password The password you input to log in the server.

Test After the configuration, click Test and system saves the

configuration and check if the domain name can be registered

successfully.

® |f succeeded, go to step4.

® |[f failed, check if the domain information is correct and clear
the browser buffer.

[L] note
System supports this function when DDNS type is NO-IP DDNS.

Update period | The time interval to send update request. Unit: Minute.

Step 4 Click Save to complete the setting.
Step 5 Input the domain name in the Web browser and click Enter key. The setting is right if you can
view the Web interface of the device. Otherwise, check the parameters.

5.11.2.8 Email
The email interface is shown as in Figure 5-42.

Enable
SMTP Server 10.1.0.97
Port 25

[ Anonymous
User Name ge_xiaoxia
FPassword (TTTTYY]

Sender ge_xiaoxia@it.com

Encrypt Type MOMNE [lhal
Subject NVR ALERT Attachment

Recaiver

ge_xiacxia@it.com

Interval 120 Second(0~3600)

[ Heatth Enable 60 Minute (30~1440)
| Save | | Refresh | | Default
Figure 5-42
Please refer to the following sheet for detailed information.
Parameter Function
Enable Please check the box here to enable email function.
SMTP Server Input server address and then enabile this function.
Port Default value is 25. You can modify it if necessary.
Anonymity For the server supports the anonymity function. You can auto
login anonymously. You do not need to input the user name.
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Parameter

Function

password and the sender information.

The user name of the sender email account.

User Name

Password The password of sender email account.

Sender Sender email address.

Authentication You can select SSL or none.

(Encryption

mode)

Subject Input email subject here.

Attachment System can send out the email of the snapshot picture once
you check the box here.

Receiver Input receiver email address here. Max three addresses.
It supports SSL, TLS email box.

Interval The send interval ranges from 0 to 3600 seconds. 0 means
there is no interval.
Please note system will not send out the email immediately
when the alarm occurs. When the alarm, motion detection or
the abnormity event activates the email, system sends out the
email according to the interval you specified here. This
function is very useful when there are too many emails
activated by the abnormity events, which may result in heavy
load for the email server.

Health mail Please check the box here to enable this function.

enable

Update period
(interval)

This function allows the system to send out the test email to
check the connection is OK or not.

Please check the box to enable this function and then set the
corresponding interval. The value ranges from 30 minutes to
1440 minutes.

System can send out the email regularly as you set here.

Email test

The system will automatically sent out a email once to test the
connection is OK or not .Before the email test, please save the
email setup information.

5.11.2.9 UPnP
It allows you to establish the mapping relationship between the LAN and the public network.
Here you can also add, modify or remove UPnP item. See Figure 5-43.

In the Windows OS, From Start->Control Panel->Add or remove programs. Click the “Add/Remove
Windows Components” and then select the “Network Services” from the Windows Components

Wizard.
Click the Details button and then check the “Internet Gateway Device Discovery and Control client”
and “UPnP User Interface”. Please click OK to begin installation.
Enable UPnP from the Web. If your UPnP is enabled in the Windows OS, the NVR can auto detect it
via the “My Network Places”




UPNP
PAT {2} Enable O Disable
Status Disahle
LAN IR
WAN IP
1 HTTP TCP 80 80 (%
2 TGP TCP 3TTIT 37T (%)
2 UDP UDP 7778 37778 (%]
4 RTSP Upp 554 554 (%]
5 RTSP TCP 554 554 %)
& SNIP UDP 161 181 (%)
7 HTTPS TCP 443 443 (]
Add
| Save ‘ | Refresh | | Defauit
Figure 5-43

Please refer to the following sheet for detailed information.

Parameter Function
PAT Check the corresponding box to enable PAT function.
Status Display UPnP function status.

It is corresponding to the UPnP mapping information on the router.
Check the box before the service name to enable current PAT service.
Otherwise, the service is null.

Service name: Customized name.

Protocol: Protocol type.

Internal port: The port mapped to the port.

External port: The port current device needs to map.

Device has three mapping items: HTTP/TCP/UDP.

Note

When you set the external port (outport) of the router, the value ranges
from 1024 to 5000. Do not use port 1~255 or system port 256~1023,
in case there is conflict.

Port mapping list

Click Add button to add map relationship.
Note

Add
For the data transmission protocol TCP/UDP, the external port and the
internal port shall be the same to guarantee proper data transmission.
Delete Select one service and then click * to delete map relationship.

5.11.2.10 SNMP

The SNMP interface is shown as in Figure 5-44.

The SNMP allows the communication between the network management work station software and the
proxy of the managed device. It is reserved for the 3™ party to develop.

264



"] Enable
Version W1 V2 [¥] V3 (Recommended)
SNMP Port 161 (1~65535)

Read Community

Write Community

Trap Address
Trap Port 162 [1~65535)
Read Only User Public
Authentication Type [ MD5 |=
Authentication
Password
Encryption Type CBC-DES E‘
Encryption Password
Read/\Write User Private
Authentication Type |MDS |Z|
Authentication
Password
Encryption Type |cBC-DES =
Encryption Password
| OK | | Refresh | | Default
Figure 5-44

Please refer to the following sheet for detailed information.

Parameter

Function

Version

Select by clicking the check box in front of the corresponding
version.

NOTE

System selects V3 by default. There might be some risks for
V1 and V2.

SNMP Port

The listening port of the proxy program of the device. It is a
UDP port not a TCP port. The value ranges from 1 to 65535.
The default value is 161

Read Community

It is a string. It is a command between the manage process
and the proxy process. It defined the authentication, access
control and the management relationship between one proxy
and one group of the managers. Please make sure the device
and the proxy are the same.

The read community will read all the objects the SNMP
supported in the specified name. The default setup is public.

Write Community

It is a string. It is a command between the manage process
and the proxy process. It defined the authentication, access
control and the management relationship between one proxy
and one group of the managers. Please make sure the device
and the proxy are the same.

The read community will read/write/access all the objects the
SNMP supported in the specified name. The default setup is
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Parameter

Function

write.

Trap address

The destination address of the Trap information from the proxy
program of the device.

Trap port

The destination port of the Trap information from the proxy
program of the device. It is for the gateway device and the
client-end PC in the LAN to exchange the information. It is a
non-protocol connection port. It has no effect on the network
applications. It is a UDP port not TCP port. The value ranges
from 1 to 165535. The default value is 162.

Read-only user

It only supports reading function when logging in the device
with this user account.

Authentication
mode

Including two modes: MD5 and SHA. The system can
automatically recognize it after enabled.

It supports reading and writing when logging in the device with
this user account.

The password for authentication and encryption. It shall be no
less than 8 characters.

Select the encryption mode. The default mode is CBC-DES.

Read-write user

Password

Encryption Type

5.11.2.11 Multicast

The multicast interface is shown as in Figure 5-45.

Multicast is a transmission mode of data packet. When there is multiple-host to receive the same data
packet, multiple-cast is the best option to reduce the broad width and the CPU load. The source host
can just send out one data to transit. This function also depends on the relationship of the group member
and group of the outer.

Multicast

IP Address 239 . 255 42 42 | (224.0.000-239.255 255 255)

Fort (1025~65500)

Fefresh Cefault

Figure 5-45

5.11.2.12 Auto Register

The auto register interface is shown as below. See Figure 5-46.

This function allows the device to auto register to the proxy you specified. In this way, you can use the
client-end to access the NVR and etc via the proxy. Here the proxy has a switch function. In the network
service, device supports the server address of IPv4 or domain.

Please follow the steps listed below to use this function.

Please set proxy server address, port, and sub-device name at the device-end. Please enable the auto
register function, the device can auto register to the proxy server.
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AUTO REGISTER

i¥*! Enable
Host IP 0.0.0.0
Port 8000
Sub-device (D 0
Save Fefresh Default
Figure 5-46

5.11.2.13 Alarm Centre

The alarm center interface is shown as below. See Figure 5-47.

This interface is reserved for you to develop. System can upload alarm signal to the alarm center when
local alarm occurs.

Before you use alarm center, please set server IP, port and etc. When an alarm occurs, system can send
out data as the protocol defined, so the client-end can get the data.

Alarm Centre

Enable

Protocol Type ALARN CENTER [l

Host 1P pt it ST S [ P 5

Port E

Self-report Time 'E:v'er;.-'da_;' !_V'at 0a:00 |

Save Fefresh Default

Figure 5-47

5.11.2.14 HTTPS

In this interface, you can set to make sure the PC can successfully login via the HTTPS. It is to guarantee
data communication security. The reliable and stable technology can secure the user information security
and device safety. See Figure 5-48.

Note

® You need to implement server certificate again if you have changed device IP.

® You need to download root certificate if it is your first time to use HTTPS on current PC.
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Create Server Certificate Download Root Ceddificate

Figure 5-48

5.11.2.14.1 Create Server Certificate
If it is your first time to use this function, please follow the steps listed below.

In Figure 5-48, click

Create Server Cerificate

button, input country name, state name and etc. Click

Create button. See Figure 5-49.

Note
Please make sure the IP or domain information is the same as your device IP or domain name.
Create Server Certificate | X
Country -AU
State '
Lacatity
Oragnization

Cragnization Unit

IF or Domain Name

110.10.6.238

Create | | Cancel

Figure 5-49

You can see the corresponding prompt. See Figure 5-50. Now the server certificate is successfully

created.

HTTPS

Create Server Certificate | | Download Reot Certificate

¢ Create Succeed

Figure 5-50

5.11.2.14.2 Download root certificate

In Figure 5-48, click

Download Root Cerificate

button, system pops up a dialogue box. See Figure 5-51.
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Do you want to open or zave this file?

Mame; ca.crt
Type:  Security Certificate
From: 10.10.6.238

Open JL Save Ji Cancel i

potentially harm wour computer. [F pou do nat trust the zource, do not

|@ While files from the [nternet can be useful, this file type can
open or zave thiz software. What's the risk 7

Figure 5-51

Click Open button, you can go to the following interface. See Figure 5-52.

General | Details | Certification Path |

@x Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:  Product Rook Ca

Issued by: Product Rook CA

¥alid from 2013-6-18 bo 2023-6-16

Figure 5-52

Click Install certificate button, you can go to certificate wizard. See Figure 5-53.
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Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to &
certificate store,

& certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure netwark,
conneckions. A certificate skore is the swstem area where
certificates are kept,

To continue, click Mext,

[ Mextz= | [ Cancel

Figure 5-53

Click Next button to continue. Now you can select a location for the certificate. See Figure 5-54.

Certificate Store

Certificate stores are swstem areas where certificates are kept.

Windows can sutomatically select & certificate store, or you can specify a location For

(®iautomatically select the certificate store based on the tvpe of certificate:

() Place all certificates in the Following store

I < Back |L et = ]I Caniel

Figure 5-54

Click Next button, you can see the certificate import process is complete. See Figure 5-55.
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Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard,
You have specified the fFollowing setkings:

Certificate Store Selected F\utomaticaIIQ determined by t
Content Certificate

l < Back Ji Finish i[ Cancel

Figure 5-55

Click Finish button, you can see system pops up a security warning dialogue box. See Figure 5-56.

Security Warning a . J

'E ‘fou are about ko install a certificate from a certification authority (CAY claiming to represent:
= Product Root CA

Windows cannok validate that the certificate is actually from "Product Root CA", You should confirm its origin by contacting "Produck Root CA", The
Following number will assist you in this process:

Thumbprint {shal): CD2Z0E4E2 ASZDS0ES 84476020 SCA7EO3S 397EIFEL
"Warning:
I wou install this root certificate, Windaws will automatically trusk any certificate issued by this Ca. Installing a certificate with an unconfirmed

thumbprint is a security risk, If wou click "Yes" you acknowledge this risk,

Do wou want to install this certificate?

Figure 5-56

Click Yes button, system pops up the following dialogue box, you can see the certificate download is
complete. See Figure 5-57.

\1() The impark was successFul,

Figure 5-57

5.11.2.14.3View and set HTTPS port
From Setup->Network->Port, you can see the following interface. See Figure 5-58.
You can see HTTPS default value is 443.
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Max Connection 128 (0~128)

TCP Port 37777 (1025~65535)

UDPF Port 37778 (1025~65535)

HTTP Port 80 (1~65535)

HTTPS Port 443 (128~65535) [1 Enable

RTSP Port 554 (128~65535)

RTSP Format nsp:/i<User Name>=:<Password>@<IP Address=:<Port=/cam/realmonitor?channel=1&subtype=0

channel: Channel, 1-32; subtype: Code-Stream Type, Main Stream 0, Sub Stream 1.

Save I ‘ Refresh | | Default

Figure 5-58

5.11.2.14 4 Login

Open the browser and then input https://xx.xx.xx.xx:port.

XX.XX.XX.XX: is your device IP or domain mane.

Port is your HTTPS port. If you are using default HTTPS value 443, you do not need to add port
information here. You can input https://xx.xx.xx.xx to access.

Now you can see the login interface if your setup is right.

5.11.2.15 P2P

You can use your cell phone to scan the QR code and add it to the cell phone client.

Via the SN from scanning the QR code, you can access the device in the WAN. Please refer to the P2P
operation manual included in the resources CD.

The P2P interface is shown as in Figure 5-59.

P2P

[#] Enable

To assistyou in remotely managing your device, the P2P will be enabled.
After enabling P2P and connecting to Internet, we need to collect IP address,
MAC address, device name, device SN, etc. Al collectad info is used only for
the purpose of remote access. If you don't agree to enable P2P function,

please deselect the check box

Status
Cellphone client SN

T 5] EfkEE

Scan the QR code on the actual interface.

R [T

Scan QR to download 1J00811YAZLETO3

| Save || Refresh |

Figure 5-59
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Check the Enable box to enable P2P function and then click the Save button. When the Status shows

Online, the P2P registration is successful.

NOTE

® P2Pis enabled by default.

® To enable you to manage the device on the mobile APP, we will collect device information like IP
address, MAC address, device name and device SN. The collected information is only used for
remote device access.

5.11.3 Event

5.11.3.1 Video detect

5.11.3.1.1 Motion Detect

After analysis video, system can generate a video loss alarm when the detected moving signal reached
the sensitivity you set here.

The motion detect interface is shown as in Figure 5-60.

Motion Detect I Video Loss I Tampering I Scene Change
[¥] Enable De -
Anti-Dither [5 Sec(0-500)
[¥] Record Channel
Delay 10 Sec.(10~300)
7] Alarm Out @ z2]2][s][5]]s
Latch 10 Sec(0~300)
7| PTZ Activation Setup
7] Four Setup
"] Snapshot Setup
] Voice Prompts File Name None B
] Show Message 7] SsendEmail [7] AlarmUpload [7] Buzzer [7| Message [7] Log
Copy | | OK | | Refresh ‘ | Default
Figure 5-60
Setup ka3
0o . 00 |- 24 . 00
0% =0k & 24+ 00
L [ [ 24 - 00
7] 00 : 00 |- 24+ 00
[J| 00 : 00 |- 24 . 00
i 0% =0 & 2=+ 00
Save | ‘ Cancel
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Figure 5-61

5
_-! Region | | )
il
== Zone Name !Egmmi'\
-. Sensitivity [J—so
L[] Threshold [} 0
]
HE
| Save H Cancel
Figure 5-62
PTZ Activation u

o1 [None ] -

D2 [None =] 4

D3 None «| |1

D4 | None -

05 e ]

D6 [None =] 4 1

o7 Mone - ;

b= :.N;:.rne [EI 4

09 [none B

D10 [None =] 1 L

D11 MNone [E| 9

D12 | None =]

D13 |None [=] {1

D14 None [=] |1

D15 Mone [E| 1

0].% Can_cel
Figure 5-63
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Tour

All

o8] o1

p23| |D24]
Snapshot
Al |

D13l [D14| |p1s| [p17| [p1sl |p19| D20l |p21| D22

QR Cancel

Figure 5-64

p11| |p13| |p14| [D1s] |p17| |D18| |p19l [p20| [pD21] |D22

D23| |D24

CHsC Cancel

Figure 5-65

Please refer to the following sheet for detailed information.

Parameter

Function

Enable

You need to check the box to enable motion detection function.
Please select a channel from the dropdown list.

Period

Motion detection function becomes activated in the specified
periods. See Figure 5-61.

There are six periods in one day. Please draw a circle to enable
corresponding period.

Click OK button, system goes back to motion detection interface,
please click save button to exit.

Anti-dither

System only memorizes one event during the anti-dither period.
The value ranges from 5s to 600s.

Sensitivity

There are six levels. The sixth level has the highest sensitivity.

Region

If you select motion detection type, you can click this button to set
motion detection zone. The interface is shown as in Figure 5-62.
Here you can set motion detection zone. There are four zones for
you to set. Please select a zone first and then left drag the mouse
to select a zone. The corresponding color zone displays different
detection zone. You can click Fn button to switch between the arm
mode and disarm mode. In arm mode, you can click the direction
buttons to move the green rectangle to set the motion detection
zone. After you completed the setup, please click ENTER button to
exit current setup. Do remember click save button to save current
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Parameter

Function

setup. If you click ESC button to exit the region setup interface
system will not save your zone setup.

Record
channel

System auto activates motion detection channel(s) to record once
an alarm occurs. Please note you need to set motion detect record
period and go to Storage-> Schedule to set current channel as
schedule record.

Record Delay

System can delay the record for specified time after alarm ended.
The value ranges from 10s to 300s.

Alarm out Enable alarm activation function. You need to select alarm output
port so that system can activate corresponding alarm device when
an alarm occurs.

Latch System can delay the alarm output for specified time after an
alarm ended. The value ranges from 1s to 300s.

Show System can pop up a message to alarm you in the local host

message screen if you enabled this function.

Buzzer Check the box here to enable this function. The buzzer beeps

when an alarm occurs.

Alarm upload

System can upload the alarm signal to the center (Including alarm
center.

Message When 3G network connection is OK, system can send out a
message when motion detect occurs.

Send Email If you enabled this function, System can send out an email to alert
you when an alarm occurs.

Tour You need to click setup button to select tour channel. System
begins 1-wiindow or multiple-window tour display among the
channel(s) you set to record when an alarm occurs. See Figure
5-64.

PTZ Here you can set PTZ movement when alarm occurs. Such as go

Activation to preset X. See Figure 5-63.

Snapshot Click setup button to select snapshot channel. See Figure 5-65.

Video Matrix | This function is for motion detect only. Check the box here to

enable video matrix function. Right now system supports
one-channel tour function. System takes “first come and first
serve” principle to deal with the activated tour. System will process
the new tour when a new alarm occurs after previous alarm ended.
Otherwise it restores the previous output status before the alarm
activation.

5.11.3.1.2 Video Loss

The video loss interface is shown as in Figure 5-66.

Please note video loss does not support anti-dither, sensitivity, region setup. For rest setups, please refer

to chapter 5.11.3.1.1 motion detect for detailed information.
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Delay 10 | Sec(10~300)
[7] Alarm Out 2[[a]la]l5]]e
Latch [10 | sec.(0~200)
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[¥] Tour Setup
[ Snapshot Setup
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Figure 5-66

5.11.3.1.3 Tampering

The tampering interface is shown as in Figure 5-67.

After analysis video, system can generate a tampering alarm when the detected moving signal reached
the sensitivity you set here.

For detailed setups, please refer to chapter 5.11.3.1.1 motion detect for detailed information.

T T e ey

[¥] Enable D& -

71 Record Channel

Delay 10 Sec(10~300)
[ Atarm Qut 21{3|[4|[5][6
Latch 10 Sec(0~300)
[T PTZ Activation Setup
[T Tour Setup
"1 Snapshot Setup
[] Maice Prompts File Name None E
7] Show Message ] SendEmail [T| Alarm Upload [| Buzer [| Message [¥| Log
Copy || 0K || Refresh || Default

Figure 5-67

5.11.3.1.4 Scene Change
From main window->Setup->Event->Video detect->Scene change, the video diagnosis interface is shown
as in Figure 5-68.
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[C] Enable D3 -

[¥] Record Channel
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Delay 10 Sec(10~200)
[ Alarm Out 2[a][4 :,- 6 |
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[7] Tour Setup
7] Snapshot Setup
[] Woice Prompts File Name None |Z|
[7] sendEmail [] Alarm Upload [| Buzzer [| Message [V] Log

Copy || OK H Refresh H Default

Figure 5-68
For detailed setups, please refer to chapter 5.11.3.1.1 motion detect for detailed information.
5.11.3.2 IVS Plan
The smart plan is for the smart network camera. If you do not set a rule here, you cannot use the
intelligent functions in IVS (Chapter 5.11.3.3), Face detection (Chapter 5.11.3.4) and People counting
(Chapter 5.11.3.5) when you are connecting to a smart network camera.
There are two types to realize intelligent analytics function.

]I] Note

® Smart network camera supports intelligent functions: Some smart camera supports the intelligent
functions. For NVR, it just displays the intelligent alarm information from the smart network camera
and set or playback the record file.

® NVR supports intelligent functions: The connected network camera does not support intelligent video
analytics function. The NVR supports the analytics function.

From main menu->Setup->Event->IVS plan, you can go to the IVS plan interface. See Figure 5-69.

verwo

Channel . =

Add -

CHe Refresh

Figure 5-69
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Select a channel from the dropdown list. Click Add button, you can see an interface shown as below. See
Figure 5-70.

Select a channel from the dropdown list and then set preset. Click Add button and then set the
corresponding rule.

(A

= Note

Some smart camera does not need to add the preset. Please refer to the actual product for detailed
information.

IVS PLAN

Channel

]

Add =

&Preset] S

&Presetd

@ @

oK || Refresn

Figure 5-70
Click OK button to complete the setup.

]I] Note

® The NVR supports general behavior analytics (IVS), human face detection, heat map, and people
counting. Different network camera supports different smart plans. Please refer to the actual product
for detailed information.

® The general behavior analytics (IVS) and human face detection function cannot be valid at the same
time. For example, when add the IVS plan to the preset 1, the human face detection icon becomes

grey.

5.11.3.3 IVS (Behavior Analytics) (Optional)
Once the object state has reached the threshold, NVR can trigger an intelligent alarm.

(A

= Note

® This function is for some series product only. Please refer to the actual product for detailed
information.

® The IVS function and the human face detection function cannot be valid at the same time.

The IVS function environment shall meet the following requirements:

® The object total size shall not be more than 10% of the whole video.

® The object size on the video shall not be more than 10pixels*10 pixels. The abandoned object size
shall be more than 15pixels*15 pixels (CIF resolution). The object width shall not be more than 1/3 of
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the video height and width. The recommended height is 10% of the video.

® The object and the background brightness different shall be more than 10 grey levels.

® The object shall remain on the video for more than 2 seconds. The moving distance is larger than its
own width and shall not be smaller than 15pixels (CIF resolution).

® The surveillance environment shall not be too complicated. The IVS function is not suitable for the
environment of too many objects or the changing light.

® The surveillance environment shall not contain glasses, reflection light from the ground, and water.
Free of tree branches, shadow, mosquito and bugs. Do not use the IVS function in the backlight
environment, avoid direct sunlight.

5.11.3.3.1 Behavior Analytics
From main menu->Setup->Event->Behavior analytics->Behavior analytics, you can go to the Behavior

analytics interface. See Figure 5-71.

cervor warvned—cioo I

2014-07-21 20:01:44 Channel A |

- Parameters Config
Direction |ATo B E[

[@] Record Channe!

Delay | 10 | s(10~300)
[ Atarm Ou (2]« ](s)[e])[7][]
|71 PTZ Activation Setup
Target Filter @ Max Size .
| Draw Target ‘ | Clear | "l Tour Setup
) Min Size - -
=] Snapshot Setup

[C1 SendEmail [_| Alarm Upload [7] Buzzer [¥] Log

| OK || Refiesh

Figure 5-71
Please select a channel from the dropdown list

Click to add a rule. The default setup is tripwire, you can double click the rule type name to modify.

See Figure 5-72.

Channel _-1 =
Mo Mame Preset Rule Type dh

] 1 Ruleq -  Tripwire fe
Intrusion
Abandoned Obje

Missing Object G|

Figure 5-72
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Then you can set corresponding parameters.
Click OK button to complete the setup.

5.11.3.3.2 Tripwire

From main menu->Setup->Event-> Behavior analytics->Behavior analytics, click you can see the

following interface. See Figure 5-73.
System generates an alarm once there is any object crossing the tripwire in the specified direction.

EEHAVIOR ANALYTICSI GLOBAL

BEHAVIOR ANALYTICS

Tripwire

- Parameters Config

Direction AToB IZI

[¥] Record Channel

N ] . Delay 10 s{10~300)

California neo2 =t
] Alarm Out B 2)2]l2][s)s]z]2]
[T] PTZ Activation Setup

Target Filter @ Max Size ;
Draw Target | | Clear | ] Tour Setup
Min Size

[ snapshot Setup

[Tl sendEmail [7] Alarm Upload [7| Buzer [¥] Log

Figure 5-73

Check the Tripwire box to enable tripwire function.

Select SN (Line1/2/3/4) and direction, and then input customized rule name.

® Direction: There are three options: A->B, B->A, both. System can generate an alarm once there is
any object crossing in the specified direction.

Now you can draw a rule. Click Draw rule button and then left click mouse to draw a tripwire. The tripwire
can be a direct line, curve or polygon. Right click mouse to complete. See Figure 5-74.
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Figure 5-74
. Draw Target . . .
Click —— =" | to draw filter object. See Figure 5-75.
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Figure 5-75

Select the blue line and then use mouse to adjust zone size.

Note

Each rule can set two sizes (min size/max size). Once the object is smaller than the min size or larger
than the max size, there is no alarm. Please make sure the max size is larger than the min size.

Click Ok to complete the rule setup.
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For detailed setups, please refer to chapter 5.11.3.1.1 motion detect for detailed information.

5.11.3.3.3 Intrusion (Cross warning zone)

From main menu->Setup->Event-> Behavior analytics->Behavior analytics, cIickﬂ, and then select rule

type as intrusion, you can see the following interface. See Figure 4-126.

Note:

® System supports customized area shape and amount.

® Support enter/leave/both detection.

® Can detect the moving object operation in the specified zone, customized trigger amount and staying
time.

® Support objects filter function.
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@ Min Size - -
[T Tour Setup
7] Snapshot Setup
7] SendEmail [ Alarm Upload [_| Buzzer [¥] Log
| oK | | Refresh
Figure 5-76

Check the Intrusion box to enable intrusion function.

Select SN (Area1/2/3/4) and direction, and then input customized rule name.

® Action: System supports two types: appear/cross.

® Direction: There are three options: A->B, B->A, both. System can generate an alarm once there is
any object enter/exit (Or both) the zone.

Now you can draw a rule. Left click mouse to draw a line first and then right click mouse to draw another

line until you draw a rectangle, you can right click mouse to exit.

Click Ok to complete the rule setup.

D Ful
Click e to draw the zone. See Figure 5-77.
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Figure 5-77

For detailed setups, please refer to chapter 5.11.3.1.1 motion detect for detailed information.

5.11.3.3.4 Abandoned Object Detect

From main menu->Setup->Event-> Behavior analytics->Behavior analytics, cIickﬂ, and then select rule

type as abandoned object detection, you can see the following interface. See Figure 5-78.
® System supports customized area shape and amount.

® Support duration setup.

® Support objects filter function.
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Figure 5-78

Check the Object box to enable object detect function.
® Period: System can generate an alarm once the object is in the zone for the specified period.

Draw Rule

Click

BEHAVIOR ANALYTIGSI GLOBAL

to draw the rule. See Figure 5-79.
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Figure 5-79

Now you can draw a rule. Left click mouse to draw a line, until you draw a rectangle, you can right click

mouse.
Click Ok to complete the rule setup.
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