¢ Click I]] to pause.

¢ Click to stop.
<o Click m to display Al rule. The icon changes to .
e Addtags.

Select one or more images, and then click Add Tag.
e Lock.
Select one or more images, and then click Lock. The locked files will not be overwritten.
e Export.
Select one or more images, and then click Export to export selected search results in excel.
e Backup.
Select one or more images, click Backup, select the storage path and file type, and then click Start
to export files to external storage device.

5.9.5.5.3 Report Query

You can search for and export face statistics.

I

e The statistics might be overwritten when the storage space runs out. Back up in time.

e When you restore the Device to factory settings, all the data except data in the external storage
device will be cleared. You can clear the data in the external storage device through formatting or
other methods.

Procedure
Stepi  Select Main Menu > Al > Report Query > Face Statistics.

Figure 5-102 Face statistics

Step2  Select the report type, start time and end time, and then click Search.

Related Operations
e Switch chart type.
Click Bart Chart or Line Chart to switch the chart type.
e Export.
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Select file type, and then click Export to export the report in picture or csv format.

5.9.6 IVS

The IVS function processes and analyzes the images to extract the key information to match the

specified rules. When the detected behaviors match the rules, the system activates alarms.

I

e This function is available on select models.

e |VS and face detection cannot be enabled at the same time.

5.9.6.1 Enabling Smart Plan

To use Al by camera, you need to enable the smart plan first. For details, see "5.9.2 Smart Plan".
5.9.6.2 Configuring IVS

5.9.6.2.1 Tripwire

When the detection target crosses the warning line along the set direction, the system performs an
alarm linkage action.

Stepa  Select Main Menu > Al > Parameters > IVS.

Figure 5-103 IVS

Step2  Select channel and Al type.
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Click Add to add a rule.

On the Type list, select Tripwire.

Draw the detection rule.

1) Click [ to draw a straight line or a curve on the surveillance video image. Right-click

the image to stop drawing.

Figure 5-104 Tripwire (Al by camera)

Figure 5-105 Tripwire (Al by recorder)

2) Click ! to draw the minimum size or maximum size to filter the target.

The system triggers an alarm only when the size of detected target is between the
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maximum size and the minimum size.

3) Configure the parameters.

Table 5-27 Tripwire parameters

Parameter Description
Name Customize the rule name.
Direction Set the tripwire direction, including A—B, B—A and A—B.

Click [ZIM and then select effective target. With Human and Motor
Target Filter Vehicle selected by default, the system automatically identifies the
person and motor vehicle appeared within the monitoring range.

4) Click OK.
Step6  Configure alarm schedule and linkage.

Figure 5-106 Schedule and alarm linkage
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1) Click B

2) Click Setting next to Schedule to configure the alarm period.

The system performs linkage actions only for alarms during the arming period.
e Onthetime line, drag to set the period.
e You canalso click E} to set the period.
3) Configure alarm linkage. For details, see Table 5-42.
4) Click Apply.
Step7  Select the Enable checkbox and then click Apply.

5.9.6.2.2 Intrusion

When the detection target passes the edge of the monitoring area, and enters, leaves or traverses the
monitoring area, the system performs an alarm linkage action.

Stepa  Select Main Menu > Al > Parameters > IVS.

188



v N [ |
& |t |+ |t
N

Figure 5-107 IVS

Select channel and Al type.

Click Add to add a rule.

On the Type list, select Intrusion.

Draw the detection rule.

1) Click [ to draw the rule on the surveillance video image. Right-click the image to stop
drawing.
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Figure 5-108 Intrusion (Al by camera)

Figure 5-109 Intrusion (Al by recorder)

2) Click ! to draw the minimum size or maximum size to filter the target.
The system triggers an alarm only when the size of detected target is between the
maximum size and the minimum size.

3) Configure the parameters.
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Table 5-28 Intrusion parameters

Parameter Description

Name Customize the rule name.

Action Set the intrusion action, including appear and crossing area.
Direction Set the direction to cross the area, including enter, exit and both.

Click [ZHM and then select effective target. With Human and Motor
Target Filter Vehicle selected by default, the system automatically identifies the person
and motor vehicle appeared within the monitoring range.

4) Click OK.
Step6  Configure alarm schedule and linkage.

Figure 5-110 Schedule and alarm linkage
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1) Click E

2) Click Setting next to Schedule to configure the alarm period.

The system performs linkage actions only for alarms during the arming period.
e Onthetime line, drag to set the period.
e You can also click E} to set the period.

3) Configure alarm linkage. For details, see Table 5-42.

4) Click Apply.

Stepz  Select Enable checkbox and then click Apply.
5.9.6.2.3 Abandoned Object Detection

The system generates an alarm when there is an abandoned object in the specified zone.

Stepa  Select Main Menu > Al > Parameters > IVS.
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Figure 5-111 IVS

Select channel and Al type.

Click Add to add a rule.

On the Type list, select Abandoned Object.

Draw the detection rule.

1) Click [ to draw arectangle on the surveillance video image. Right-click the image to
stop drawing.
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Figure 5-112 Abandoned object rule

2) Click - to draw the minimum size or maximum size to filter the target.

The system triggers an alarm only when the size of detected target is between the

maximum size and the minimum size.

3) Configure parameters.

Table 5-29 Parameters of abandoned object detection

Parameter Description
Preset Select a preset you want to use IVS.
Name Customize the rule name.
: The system generates an alarm once the object is in the zone for the
Duration . .
defined period.
4) Click OK.

Step6  Configure alarm schedule and linkage.
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Figure 5-113 Schedule and alarm linkage
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1) Click B

2) Click Setting next to Schedule to configure the alarm period.

The system performs linkage actions only for alarms during the arming period.
e Onthetime line, drag to set the period.
e You canalso click E} to set the period.
3) Configure alarm linkage. For details, see Table 5-42.
4) Click Apply.
Stepz  Select Enable checkbox and then click Apply.

5.9.6.2.4 Fast Moving

You can detect the fast moving object in the specified zone.
Step1  Select Main Menu > Al > Parameters > IVS.
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Figure 5-114 IVS

Select channel and Al type.

Click Add to add a rule.

On the Type list, select Fast Moving.

Draw the detection rule.

1) Click [ to draw arectangle on the surveillance video image. Right-click the image to
stop drawing.
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Figure 5-115 Fast moving

2) Click ! to draw the minimum size or maximum size to filter the target.

The system triggers an alarm only when the size of detected target is between the

maximum size and the minimum size.

3) Configure parameters.

Table 5-30
Parameter Description
Preset Select a preset you want to use IVS
Name Customize the rule name.
L You can set alarm sensitivity. The higher the value, the easier to detect a
Sensitivity . . . .
fast moving object but meanwhile the higher false alarm rate.
4) Click OK.

Step6  Configure alarm schedule and linkage.
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Figure 5-116 Schedule and alarm linkage
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1) Click B

2) Click Setting next to Schedule to configure the alarm period.

The system performs linkage actions only for alarms during the arming period.
e Onthetime line, drag to set the period.
e You canalso click E} to set the period.
3) Configure alarm linkage. For details, see Table 5-42.
4) Click Apply.
Stepz  Select Enable checkbox and then click Apply.

5.9.6.2.5 Parking

When the detection target stays in the monitoring area longer than the set duration, the system
performs alarm linkage action.
Stepa  Select Main Menu > Al > Parameters > IVS.
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Figure 5-117 IVS

Select channel and Al type.

Click Add to add a rule.

On the Type list, select Parking.

Draw the detection rule.

1) Click [ to draw arectangle on the surveillance video image. Right-click the image to
stop drawing.
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Figure 5-118 Parking

2) Click ! to draw the minimum size or maximum size to filter the target.

The system triggers an alarm only when the size of detected target is between the

maximum size and the minimum size.

3) Configure parameters.

Table 5-31
Parameter Description
Preset Set the preset point for IVS detection.
Name Customize the rule name.
Duration Set how long the object stays until the alarm is triggered.
4) Click OK.

Step6  Configure alarm schedule and linkage.
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Figure 5-119 Schedule and alarm linkage
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1) Click B

2) Click Setting next to Schedule to configure the alarm period.

The system performs linkage actions only for alarms during the arming period.
e Onthetime line, drag to set the period.
e You canalso click E} to set the period.
3) Configure alarm linkage. For details, see Table 5-42.
4) Click Apply.
Stepz  Select Enable checkbox and then click Apply.

5.9.6.2.6 Crowd Gathering

The system generates an alarm once people are gathering in the specified zone longer than the
defined duration.
Stepa  Select Main Menu > Al > Parameters > IVS.
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Figure 5-120 IVS

Select channel and Al type.

Click Add to add a rule.

On the Type list, select Crowd Gathering Estimation.

Draw the detection rule.

1) Click [ to draw arectangle on the surveillance video image. Right-click the image to
stop drawing.
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Figure 5-121 Crowd gathering

2) Click ! to draw the minimum size or maximum size to filter the target.

The system triggers an alarm only when the size of detected target is between the
maximum size and the minimum size.

3) Set parameters.

Table 5-32 Crowd gathering parameters

Parameter Description
Preset Select a preset you want to use IVS.
Name Customize the rule name.
Duration Set how long the object stays until the alarm is triggered.
L You can set alarm sensitivity. The higher the value, the easier to detect
Sensitivity . . .
crowd gathering but meanwhile the higher false alarm rate.
4) Click OK.

Step6  Configure alarm schedule and linkage.
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Figure 5-122 Schedule and alarm linkage
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1) Click B

2) Click Setting next to Schedule to configure the alarm period.

The system performs linkage actions only for alarms during the arming period.
e Onthetime line, drag to set the period.
e You canalso click E} to set the period.
3) Configure alarm linkage. For details, see Table 5-42.
4) Click Apply.
Stepz  Select Enable checkbox and then click Apply.

5.9.6.2.7 Missing Object Detection

The system generates an alarm when there is missing object in the specified zone.
Step1  Select Main Menu > Al > Parameters > IVS.
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Figure 5-123 IVS

Select channel and Al type.

Click Add to add a rule.

On the Type list, select Missing.

Draw the detection rule.

1) Click [ to draw arectangle on the surveillance video image. Right-click the image to
stop drawing.
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Figure 5-124 Missing object

2) Click - to draw the minimum size or maximum size to filter the target.

The system triggers an alarm only when the size of detected target is between the

maximum size and the minimum size.

3) Configure parameters.

Table 5-33 Parameters of missing object detection

Parameter Description
Preset Set the preset point for IVS detection according to the actual needs.
Name Customize the rule name.
Duration Set how long the object stays until the alarm is triggered.
4) Click OK.

Step6  Configure alarm schedule and linkage.
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Figure 5-125 Schedule and alarm linkage
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1) Click B

2) Click Setting next to Schedule to configure the alarm period.

The system performs linkage actions only for alarms during the arming period.
e Onthetime line, drag to set the period.
e You canalso click E} to set the period.
3) Configure alarm linkage. For details, see Table 5-42.
4) Click Apply.
Stepz  Select Enable checkbox and then click Apply.

5.9.6.2.8 Loitering Detection

The system generates an alarm once the object is staying in the specified zone longer than the
defined duration.
Stepa  Select Main Menu > Al > Parameters > IVS.

206



v N [ |
& |t |+ |t
N

Figure 5-126 IVS

Select channel and Al type.

Click Add to add a rule.

On the Type list, select Loitering Detection.

Draw the detection rule.

1) Click [ to draw arectangle on the surveillance video image. Right-click the image to
stop drawing.
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Figure 5-127 Loitering detection

2) Click ! to draw the minimum size or maximum size to filter the target.

The system triggers an alarm only when the size of detected target is between the

maximum size and the minimum size.

3) Configure parameters.

Table 5-34 Loitering detection parameters

Parameter Description

Preset Set the preset point for IVS detection.

Name Customize the rule name.

Duration Set how long the object stays until the alarm is triggered.
4) Click OK.

Step6  Configure alarm schedule and linkage.
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Figure 5-128 Schedule and alarm linkage

Setting

Setting Post-flam

Repert Alarm Send Emal

Recard Channel

PTZ Linkage Setting Fost-Reoord

CFault

1) Click B

2) Click Setting next to Schedule to configure the alarm period.

The system performs linkage actions only for alarms during the arming period.
e Onthetime line, drag to set the period.
e You canalso click E} to set the period.
3) Configure alarm linkage. For details, see Table 5-42.
4) Click Apply.
Stepz  Select Enable checkbox and then click Apply.

5.9.6.3 Al Search (IVS)

You can search for IVS detection results.

Procedure
Stepa  Select Main Menu > Al > Al Search > IVS.
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Figure 5-129 IVS search

Step2  Select a channel, start time, end time, event type, and then click Search.
The search results are displayed.

Related Operations
e Play back video.

Click animage, and then click I] to play back the related video.
During playback, you can:

< Click I]] to pause.

< Click to stop.

¢ Click m to display Al rule. The icon changes to .

e Addtags.
Select one or more images, and then click Add Tag.

e Lock.
Select one or more images, and then click Lock. The locked files will not be overwritten.
e Export.
Select one or more images, and then click Export to export selected search results in excel.
e Backup.
Select one or more images, click Backup, select the storage path and file type, and then click Start

to export files to external storage device.
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5.9.7 Stereo Analysis

By drawing and setting the rules of stereo behavior analysis, the system will perform alarm linkage
actions when the video matches the detection rule. Types of events include: people approach
detection, fall detection, violence detection, people No. exception detection and people stay
detection.

nf|

e This function requires access to a camera that supports stereo behavior analysis.
e Stereo analysis and IVS are mutually exclusive and cannot be enabled at the same time.

5.9.7.1 Enabling Smart Plan

To use Al by camera, you need to enable the smart plan first. For details, see "5.9.2 Smart Plan".
5.9.7.2 Configuring Stereo Analysis

5.9.7.2.1 People Approach Detection

When two people stay in the same detection area longer than the defined duration or when the

distance between two people is larger or smaller than the defined threshold, an alarm will be

triggered.

Stepa  Select Main Menu > Al > Parameters > Stereo Analysis.

Step2  Select a channel and then click Add.

Step3  Select Enable and then set Type to People Approach Detection.
Step4  Draw detection rule.

1) Click [, and then draw a detection area on the video image. Right-click the image to
stop drawing.
2) Configure parameters.

Table 5-35 Parameters of people approach detection

Parameter Description

Name Customize the rule name.

Sensitivity Set alarm sensitivity.

Duration Set how long two people stay in the same detection area until an alarm

is triggered.

Set repeat alarm time. If the alarm-triggering event continues, an alarm

Repeat Alarm Time will be triggered again when repeat alarm time passed.

When the distance between people in the area is greater than or less

Interval Threshold than the defined threshold, an alarm will be triggered.

3) Click OK.
Steps  Configure alarm schedule and linkage.
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Figure 5-130 Schedule and alarm linkage
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1) Click B

2) Click Setting next to Schedule to configure the alarm period.
The system performs linkage actions only for alarms during the arming period.
e Onthetime line, drag to set the period.
e You canalso click E} to set the period.

3) Configure alarm linkage. For details, see Table 5-42.

4) Click Apply.

Step6  Click Apply.

:

5.9.7.2.2 Fall Detection

When someone falls from a height in the detection area and the duration of the action is greater than
the defined threshold, an alarm will be triggered.

Select Main Menu > Al > Parameters > Stereo Analysis.

Select a channel and then click Add.

Select Enable and then set Type to Fall Detection.

0w | [\ |
~+ |+ |+ |
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Draw detection rule.
1) Click [, and then draw a detection area on the video image. Right-click the image to
stop drawing.

2) Configure parameters.

Table 5-36 Parameters of fall detection

Parameter Description

Name Customize the rule name.

Sensitivity Set alarm sensitivity.

Duration Set the minimum time of triggering an alarm when people fall.

Set repeat alarm time. If the alarm-triggering event continues, an alarm

Repeat Alarm Time will be triggered again when repeat alarm time passed.

212



3) Click OK.
Stepg  Configure alarm schedule and linkage.

Figure 5-131 Schedule and alarm linkage
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1) Click E

2) Click Setting next to Schedule to configure the alarm period.

The system performs linkage actions only for alarms during the arming period.
e On the time line, drag to set the period.
e You canalso click E} to set the period.
3) Configure alarm linkage. For details, see Table 5-42.
4) Click Apply.
Step6  Click Apply.

5.9.7.2.3 Violence Detection

When the target in the detection region has large body movements such as smashing and fighting, an
alarm will be triggered.

Step1  Select Main Menu > Al > Parameters > Stereo Analysis.

Step2  Select a channel and then click Add.
Step3  Select Enable and then set Type to Violence Detection.
Steps  Draw detection rule.
1) Click [, and then draw a detection area on the video image. Right-click the image to
stop drawing.
2) Configure parameters.
Table 5-37 Parameters of violence detection
Parameter Description
Name Customize the rule name.
Sensitivity Set alarm sensitivity.

3) Click OK.
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Steps  Configure alarm schedule and linkage.

1)

2)

3)
4)

Figure 5-132 Schedule and alarm linkage

Setting
Setting
R
setiing
Setting

Setting

FA Lop

alarm lone Moneg

DxFault

Click E.

Click Setting next to Schedule to configure the alarm period.

The system performs linkage actions only for alarms during the arming period.
e Onthetime line, drag to set the period.

e You canalso click E} to set the period.

Configure alarm linkage. For details, see Table 5-42.

Click Apply.

Step6  Click Apply.

.

5.9.7.2.4 People No. Exception Detection

When the system detects an abnormal number of people in the same detection area, an alarm will be

triggered.
Procedure
Stepi  Select Main Menu > Al > Parameters > Stereo Analysis.
Step2  Select a channel and then click Add.
Step3  Select Enable and then set Type to People No. Exception Detection.
Steps4  Draw detection rule.
1) Click [, and then draw a detection area on the video image. Right-click the image to
stop drawing.
2) Configure parameters.
Table 5-38 Parameters of people No. exception detection
Parameter Description
Name Customize the rule name.
Sensitivity Set alarm sensitivity.
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Parameter Description

Set the minimum time to trigger an alarm after the system detects an

Duration
abnormal number of people.

Set repeat alarm time. If the alarm-triggering event continues, an alarm

Repeat Alarm Time will be triggered again when repeat alarm time passed.

When the number of people in the area is greater than, equal to, or less

Alarm People No. than the defined threshold, an alarm will be triggered.

3) Click OK.
Steps  Configure alarm schedule and linkage.

Figure 5-133 Schedule and alarm linkage
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1) Click B

2) Click Setting next to Schedule to configure the alarm period.

The system performs linkage actions only for alarms during the arming period.
e Onthetime line, drag to set the period.
e You can also click E} to set the period.
3) Configure alarm linkage. For details, see Table 5-42.
4) Click Apply.
Step6  Click Apply.

5.9.7.2.5 People Stay Detection

When the target stays in the detection area longer than the defined duration, an alarm will be
triggered.

Step1  Select Main Menu > Al > Parameters > Stereo Analysis.

Select a channel and then click Add.

Select Enable and then set Type to People Stay Detection.
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Draw detection rule.
1) Click [, and then draw a detection area on the video image. Right-click the image to
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stop drawing.

2) Configure parameters.

Table 5-39 Parameters of people stay detection

Parameter Description
Name Customize the rule name.
Sensitivity Set alarm sensitivity.

Set low long people stay in the detection area until an alarm is

Duration triggered.

Set repeat alarm time. If the alarm-triggering event continues, an alarm

Repeat Alarm Time will be triggered again when repeat alarm time passed.

3) Click OK.
Steps  Configure alarm schedule and linkage.

Figure 5-134 Schedule and alarm linkage
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1) Click B

2) Click Setting next to Schedule to configure the alarm period.

The system performs linkage actions only for alarms during the arming period.
e On the time line, drag to set the period.

e You canalso click E} to set the period.
3) Configure alarm linkage. For details, see Table 5-42.
4) Click Apply.
Step6  Click Apply.

5.9.7.3 Al Search (Stereo Analysis)
You can search for detection results of stereo analysis.

Procedure
Stepa  Select Main Menu > Al > Al Search > Stereo Analysis.
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Figure 5-135 Stereo analysis search

Step2  Select a channel, start time, end time, event type, and then click Search.

The search results are displayed.

Related Operations

e Play back video.

Click animage, and then click I] to play back the related video.

During playback, you can:

o Click I]] to pause.

& Click

to stop.

¢ Click m to display Al rule. The icon changes to .

e Addtags.

Select one or more images, and then click Add Tag.

e Lock.

Select one or more images, and then click Lock. The locked files will not be overwritten.

e Export.

Select one or more images, and then click Export to export selected search results in excel.

e Backup.

Select one or more images, click Backup, select the storage path and file type, and then click Start

to export files to external storage device.

5.9.8 Video Metadata

The system analyzes real-time video stream to detect the existence of human, motor vehicle, and

non-motor vehicle. Once a target is detected, an alarm is triggered.

5.9.8.1 Enabling Smart Plan

To use Al by camera, you need to enable the smart plan first. For details, see "5.9.2 Smart Plan".
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5.9.8.2 Configuring Video Metadata

When a metadata alarm is triggered, the system links the corresponding camera to record videos and
logs and take snapshots. Other alarm linkage actions are not supported for video metadata.
Stepa  Select Main Menu > Al > Parameters > Video Metadata.

Figure 5-136 Video metadata

Step2  Select a channel and Al type.

jan

Al by Recorder is available on select models.
Step3  Click Add to add a rule.
Steps4  Select Enable and then set Type to People Detection, Non-motor Vehicle Detection or
Motor Vehicle Detection.
Steps  Draw detection rule.
1) Click [, and then draw a detection area on the video image. Right-click the image to
stop drawing.
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Figure 5-137 People detection

2) Enterthe rule name.
3) Click to draw the minimum size or maximum size to filter the target.

The system triggers an alarm only when the size of detected target is between the

maximum size and the minimum size.

4) Click - to enable face detection.
5) Select Ato B, B to A, or Both as direction for tripwire counting.

X

Tripwire counting is available when Al by Camera is used and the camera supports this
function.
6) Click OK.

Step6  Click Apply.

5.9.8.3 Al Search (Video Metadata)

You can search for the video metadata detection results and play back related videos.

5.9.8.3.1 Human Detection

Procedure
Stepi  Select Main Menu > Al > Al Search > Human Detection.
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Figure 5-138 Human detection

Step2  Select a channel, start time, end time, and set corresponding parameters.
Step3  Click Search.

I

For privacy protection, the faces are intentionally blurred.

Figure 5-139 Search results

Related Operations
e Play back video.

Click animage, and then click I] to play back the related video.
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During playback, you can:

<o Click I]] to pause.

< Click to stop.
o Click m to display Al rule. The icon changes to .
e Addtags.

Select one or more images, and then click Add Tag.
e Lock.
Select one or more images, and then click Lock. The locked files will not be overwritten.
e Export.
Select one or more images, and then click Export to export selected search results in excel.
e Backup.
Select one or more images, click Backup, select the storage path and file type, and then click Start

to export files to external storage device.

5.9.8.3.2 Motor Vehicle Detection

Background Information
You can search for motor vehicle detection results according to the vehicle parameters.

I

This function is available on select models.

Procedure
Stepi  Select Main Menu > Al > Al Search > Motor Vehicle Detection.
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Figure 5-140 Motor vehicle detection

Step2  Select a channel and then set parameters.

I

e The system supports fuzzy search of plate numbers.
e The system searches all plate numbers by default if you have not set a plate number.

Step3  Click Search.

The search results are displayed.

Related Operations

Play back video.
Click animage, and then click I] to play back the related video.
During playback, you can:

¢ Click I]] to pause.

¢ Click to stop.

< Click m to display Al rule. The icon changes to .

Add tags.

Select one or more images, and then click Add Tag.

Lock.

Select one or more images, and then click Lock. The locked files will not be overwritten.

Export.
Select one or more images, and then click Export to export selected search results in excel.

Back up.
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Select one or more images, click Backup, select the storage path and file type, and then click Start

to export files to external storage device.

5.9.8.3.3 Non-motor Vehicle Detection

You can search for non-motor vehicle detection results according to the non-motor vehicle

parameters.

I

This function is available on select models.

Procedure
Stepa  Select Main Menu > Al > Al Search > Non-Motor Vehicle Detection .

Figure 5-141 Non-motor vehicle detection

Step2  Select a channel and then set parameters.
Step3  Click Search.
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Figure 5-142 Search results

Related Operations
e Play back video.
Click animage, and then click I] to play back the related video.
During playback, you can:

< Click I]] to pause.

¢ Click to stop.

<o Click m to display Al rule. The icon changes to .

e Addtags.
Select one or more images, and then click Add Tag.

e Lock.
Select one or more images, and then click Lock. The locked files will not be overwritten.
e Export.
Select one or more images, and then click Export to export selected search results in excel.
e Backup.
Select one or more images, click Backup, select the storage path and file type, and then click Start
to export files to external storage device.

5.9.8.3.4 Report Query

You can search for and export video metadata statistics.

I

e The statistics might be overwritten when the storage space runs out. Back up in time.

e When you restore the Device to factory settings, all the data except data in the external storage
device will be cleared. You can clear the data in the external storage device through formatting or
other methods.

Procedure
Stepi  Select Main Menu > Al > Report Query > Video Metadata.
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Figure 5-143 Metadata statistics

Step2  Select channel, report type, start time and end time, direction and then click Search.

Related Operations
e Switch chart type.

Click Bart Chart or Line Chart to switch the chart type.
e Export.

Select file type, and then click Export to export the report in picture or csv format.

5.9.9 ANPR

The system extracts the plate number on the surveillance video and then compare it with the

specified plate information. When a match is detected, the system triggers an alarm.

5.9.9.1 Adding Vehicle Blocklist and Allowlist

To facilitate vehicle management, you can add the plate numbers to the blocklist or allowlist. The
system can compare the detected plate information with the plate on the blocklist and allowlist and
then trigger the corresponding alarm linkage.

e With the blocklist and allowlist enabled, on the live page, the plate on the blocklist is displayed as

red on the plate list and the plate on the allowlist is displayed as green. For the plate not on the
blocklist or allowlist, the color is white.

e The added blocklist and allowlist will be synchronized to the connected ITC camera.

Procedure
Stepa  Select Main Menu > Al > Database > Vehicle Blocklist/Allowlist.
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Figure 5-144 Vehicle blocklist/allowlist

Step2  Click Add.

Step3 Set plate information such as plate number, car owner name, select Block List or Allow List,
and then set validity period.
Steps  Click OK.

Related Operations

e Search.
Enter keywords for Plate No. and Owner Name, select type and then click Search.

e Import and export plate information.
< Import: Click Import, select the corresponding file, and then click Browse to import the file.
¢ Export: Click Export, select the file storage path and then click Save.

e Delete plate information.
o Delete one by one: Click the [ of the corresponding plate number.

¢  Delete in batches: Select the plate numbers and then click Delete.

5.9.9.2 Configuring ANPR
Configure the ANPR alarm rules.

Procedure
Stepa  Select Main Menu > Al > Parameters > ANPR.
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Figure 5-145 ANPR
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Step2  Select a channel and then select the Enable checkbox to enable ANPR.

Step3  (Optional) Enable Sync Vehicle Blocklist/Allowlist to synchronize the blocklist and allowlist
on the NVR to the connected camera.

Steps4  Click General (default), Blocklist or Allowlist tab.

I

Before enabling the blocklist alarm or allowlist alarm, you need to add the corresponding
plate information.
e General: The system triggers an alarm when it detects any plate number.
e Block List: The system triggers an alarm when it detects plate number on the blocklist.
e Allow List: The system triggers an alarm when it detects plate number on the allowlist.
Steps  Click Setting next to Schedule to configure the arming period.
The system triggers corresponding alarm actions only during the arming period.
e Onthetime line, drag to set the period.
e You canalso click EE to set the period.
Step6  Configure alarm linkage actions. For details, see Table 5-42.

Step7  Click Apply.

5.9.9.3 Al Search (ANPR)

You can search for the ANPR detection results. For details, see "5.9.8.3.2 Motor Vehicle Detection".
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5.9.10 Crowd Distribution

The system detects the crowd distribution. When the crowd density exceeds the defined threshold,

an alarmis triggered.

5.9.10.1 Enabling Smart Plan

To use Al by camera, you need to enable the smart plan first. For details, see "5.9.2 Smart Plan".

5.9.10.2 Configuring Crowd Distribution
Configure the alarm rules of crowd distribution detection.

Prerequisites

Make sure that the connected camera supports the crowd distribution function.

Procedure
Stepa  Select Main Menu > Al > Parameters > Crowd Distribution.

Figure 5-146 Crowd distribution
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Step2  Select a channel and then click E next to Enable.
Step3  Configure parameters.

Table 5-40 Crowd distribution parameters

Parameter Description

Crowd Density
(Global) Click [ZHM and then configure the density threshold.
Crowd Density

Alarm Tracking After an alarm occurs, the system tracks the target automatically.
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Steps  Click Setting next to Schedule to configure the arming period.
The system triggers corresponding alarm actions only during the arming period.
e Onthetime line, drag to set the period.

e You canalso click EIH to set the period.
Stepg  Configure alarm linkage actions. For details, see Table 5-42.
Step6  Click Apply.

5.9.10.3 Report Query

You can search for and export video metadata statistics.

I

e The statistics might be overwritten when the storage space runs out. Back up in time.

e When you restore the Device to factory settings, all the data except data in the external storage
device will be cleared. You can clear the data in the external storage device through formatting or
other methods.

Procedure
Stepa  Select Main Menu > Al > Report Query > Crowd Density.
Step2  Select the channel, report type, start time and end time, and then click Search.

Related Operations
e Switch chart type.
Click Bart Chart or Line Chart to switch the chart type.
e Export.

Select the file type, and then click Export to export the report in picture or csv format.

5.9.11 People Counting

The system can calculate the number of entry or exit people in the detection zone. An alarm is
triggered when the number has exceeded the threshold.

X

Make sure that the connected camera supports people counting.

5.9.11.1 Enabling Smart Plan

To use Al by camera, you need to enable the smart plan first. For details, see "5.9.2 Smart Plan".

5.9.11.2 Configuring People Counting

The system counts the number of people in and out of the detection area. When the number of entry,
exit or staying people exceeds the threshold, an alarm is triggered.
Step1  Select Main Menu > Al > Parameters > People Counting > People Counting.
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Figure 5-147 People counting

Feople Counting Qreuing

Chaanel (|

1 Enable Name e D vy Faramesters  Trgger

1 MumberStat Moaple Counting

Dafault Re-resh Cancel

Step2  Select a channel and then click Add.
Step3  Select the Enable checkbox and then set Type to People Counting.
Step4  Draw people counting rule.
1) Click [ to draw people counting rule. Right-click the image to stop drawing.

Figure 5-148 People counting rule

2) Customize the rule name and then select direction.
3) Click OK.
Steps  Click B under Parameters and then configure the parameters.
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Table 5-41 People counting parameters

Parameter Description

OSsD

e Select Enter No., and then the number of people entering
the detection zone will be displayed on the live page.

e Select Exit No., and then the number of people leaving
the detection zone will be displayed on the live page.

threshold.

threshold.

threshold.

e Enter No.: Analarm is triggered when the number of
people entering the detection zone exceeds the defined

e Exit No.: An alarm is triggered when the number of

Setting people leaving the detection zone exceeds the defined

e Stay No.: Analarm is triggered when the number of
people staying the detection zone exceeds the defined

Step6 Click B under Trigger to configure alarm schedule and linkage. For details on alarm

linkage, see Table 5-42.
Step7  Click Apply.

5.9.11.3 Configuring In Area No.

When the number of people in the detection area is larger or lower than the defined threshold, or

when the staying period exceeds the defined duration, an alarm is triggered.

Stepa  Select Main Menu > Al > Parameters > People Counting > People Counting.

Figure 5-149 People counting
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Step2  Select a channel and then click Add.
Step3  Select the Enable checkbox and then set Type to In Area No.

Steps  Draw people counting rule.
1) Click Bl to draw a rule. Right-click the image to stop drawing.

Trgger

Cancel
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2) Configure the parameters.

3) Click OK.
Steps Click B and then enable in-area people number alarm and stay alarm.
Step6 Click B under Trigger to configure the alarm schedule and linkage

Step7  Click Apply.

5.9.11.4 Queuing

After configuring queuing alarm, the system can realize the corresponding linkage actions once the
number of people in the queue or the waiting time has triggered an alarm.
Stepa  Select Main Menu > Al > Parameters > People Counting > Queuing.

Figure 5-150 Queuing

Step2  Select a channel, and then click Add.

Step3  Select the Enable checkbox.

Steps  Click Bl to draw queuing rule and area.

Steps Click B under Parameters, and then enable Queue People No. Alarm or Queue Time
Alarm.

Step6 Click B under Trigger to configure alarm schedule and linkage.

Stepz  Click Apply.

5.9.11.5 Report Query

You can search for and export the people counting statistics.

B

e The statistics might be overwritten when the storage space runs out. Back up in time.

e When you restore the Device to factory settings, all the data except data in the external storage
device will be cleared. You can clear the data in the external storage device through formatting or
other methods.

Procedure
Stepa  Select Main Menu > Al > Report Query > People Counting.
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Figure 5-151 People counting

Step2  Select channel, rule, report type, start and end time, and direction, and then click Search.

Related Operations
e Switch chart type.
Click Bart Chart or Line Chart to switch the chart type.
e Export.
Select file type, and then click Export to export the report in picture or csv format.

5.9.12 Heat Map

The Device can monitor the distribution of active objects in the detection zone during a period of time,
and use different colors to display the objects on the heat map.
5.9.12.1 Enabling Smart Plan

To use Al by camera, you need to enable the smart plan first. For details, see "5.9.2 Smart Plan".

5.9.12.2 Configuring Heat map

Background Information
Heat map technology can monitor the active objects distribution status on the specified zone during a

period of time, and use the different colors to display on the heat map.

Procedure
Stepa  Select Main Menu > Al > Parameters > Heat Map.
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Figure 5-152 Heat map
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Step2  Select a channel and then click - to enable the function.
Step3  Click Setting to configure the alarm schedule.
Figure 5-153 Schedule
Arttna
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Steps  Click Apply.

5.9.12.3 Report Query

You can search for and export the heat map report of general and fisheye cameras.

5.9.12.3.1 General

Step1  Select Main Menu > Al > Report Query > Heat Map > General.
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Figure 5-154 General

Step2  Select the channel, start time, and end time.
Step3  Click Search.
Steps  Click Export to export the heat map.

5.9.12.3.2 Fisheye
Stepi  Select Main Menu > Al > Report Query > Heat Map > Fisheye.

Figure 5-155 Fisheye

Step2  Setchannel, type and period, and then click Search.
Step3  Click Export to export the heat map.
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5.9.13 SMD

You can use SMD (Smart Motion Detection) to detect humans and vehicles in the video, and store the
detection results in structured storage for fast retrieval.

5.9.13.1 Enabling Smart Plan

To use Al by camera, you need to enable the smart plan first. For details, see "5.9.2 Smart Plan".

5.9.13.2 Configuring SMD
Stepi  Select Main Menu > Al > Parameters > SMD.

Figure 5-156 SMD

Step2  Select achannel and Al type.

Step3  Click - to enable the function.

Step4  Configure the sensitivity.
The higher the value, the easier it is to trigger an alarm. But meanwhile, the false alarm
might occur. The default value is recommended.

Step5  Select effective target from Human and Motor Vehicle.

Step6  Click Setting next to schedule to configure the alarm period.
Stepz  Configure alarm linkage.
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Table 5-42 Alarm linkage parameters

Parameter

Description

Anti-Dither

The system records only one motion detection event within the
defined period.

Alarm-out Port

Post-Alarm

When an alarm occurs, the NVR links the alarm output device to
generate an alarm. The alarm lasts a period of time depending
on the defined value for Post-Alarm.

I

e Make sure that the alarm devices are connected to the
alarm output port of NVR.

e In Main Menu > ALARM > Alarm-out Port, set the mode to
Auto so that the system can link the alarm output device to

generate an alarm.

Show Message

Enable on-screen prompt when an alarm occurs.

Enable the system to report the alarm to the alarm center.

I

Report Alarm . : .
Make sure that alarm center has been configured in Main
Menu > NETWORK > Alarm Center.
Enable the system to send an email to notify you when an alarm
occurs.

Send Email m

Make sure that the email settings have been configured in Main
Menu > NETWORK > Email.

Record Channel

Post-Record

When an alarm occurs, the system activates recording of the
selected channel. After the alarm ends, the recording continues
for a period of time depending on the defined value for
Post-Record.

I

Make sure that intelligent recording schedule and auto
recording have been configured. For details, see "5.8.1
Recording Schedule".

PTZ Linkage

When an alarm occurs, the NVR associates the channel to
perform the corresponding PTZ action. For example, rotate the
PTZ to the preset point.

I

Make sure that PTZ actions have been configured. For details,
see "5.6.7 PTZ".

Tour

When an alarm occurs, the local interface of the NVR displays
the image of the selected channels in turn.

I

Make sure that the time interval and mode for tour have been
configured in Main Menu > DISPLAY > Tour Setting.
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Parameter Description

When an alarm occurs, the system takes a snapshot of the
channel and stores the snapshot on the Device.

Picture Storage m
Make sure that snapshot schedule and snapshot mode have

been configured. For details, see "5.8.1 Recording Schedule".

Buzzer The system activates the buzzer when an alarm occurs.

Log When an alarm occurs, the system records the event in the logs.

When an alarm occurs, the system plays the selected audio file.

X

Make sure that the audio files have been uploaded to the

Alarm Tone

system. For details, see "5.18.1 File Management".

Step8  Click Apply.

5.9.13.3 Al Search (SMD)

You can search for and play back videos that triggered SMD alarms.

Procedure

Step1  Select Main Menu > Al > Al Search > SMD.
Step2  Select channel, type, start time and end time, and then click Search.
e Click B to play back the video.
e Select avideo and click Export to export video file to a USB flash drive.

5.9.14 Vehicle Density

You can configure the rules for traffic congestion and parking upper limit, , and view the counting

data on the live page.

e Traffic congestion: The system counts the vehicles in the detection area. When the counted
vehicle number and the continuous congestion time exceed the configured values, an alarm is
triggered and the system performs an alarm linkage.

e Parking upper limit: The system counts the vehicles in the detection area. When the counted
vehicle number exceeds the configured value, an alarm triggered and the system performs an
alarm linkage.

5.9.14.1 Enabling Smart Plan

To use Al by camera, you need to enable the smart plan first. For details, see "5.9.2 Smart Plan".

5.9.14.2 Configuring Vehicle Density

Stepi  Select Main Menu > Al > Parameters > Vehicle Density.
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Figure 5-157 Vehicle density

Step2  Select a channel and then click Add.

Step3  Select the Enable checkbox and then select a detection type.
Stepsg  Click [l to draw the detection rule.

Steps  Click B under Parameters and then configure the parameters.
Step6  Click B under Trigger to configure alarm schedule and linkage.
Stepz  Click Apply.

5.9.14.3 Report Query

You can search for and export statistics on vehicle density.

H

e The statistics might be overwritten when the storage space runs out. Back up in time.
e When you restore the Device to factory settings, all the data except data in the external storage
device will be cleared. You can clear the data in the external storage device through formatting or

other methods.

Procedure
Stepa  Select Main Menu > Al > Report Query > Vehicle Density.

239



Figure 5-158 Vehicle density

Step2  Select channel, report type, start and end time, and then click Search.

Related Operations
e Switch chart type.
Click Bart Chart or Line Chart to switch the chart type.
e Export.

Select file type, and then click Export to export the report in picture or csv format.

5.9.15 Main-sub Tracking

Main-sub tracking refers to fisheye camera and speed dome linkage system. The fisheye camera
serves as the main camera and captures panoramic videos. The speed dome serves as the sub camera

and captures details of the video.

Prerequisites
e The monitoring areas of fisheye camera and speed dome are the same area.

e Fisheye camera and speed dome are added through private protocol.

|

This function is available on select models.

Procedure
Stepa  Select Main Menu > Al > Parameters > Main-Sub Tracking.
Step2  Add monitoring area.
1) Click Add.
2) Configure parameters.
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Table 5-43 Main-sub tracking parameters

Parameter Description

Select a type according to the number of fisheye and PTZ cameras:

e 1 Fisheye +1PTZ.

Type
YP e 1Fisheye +2PTZ.
e 1Fisheye +3PTZ.
Scene Name Customize the scene name.

Main Camera

Select a fisheye camera.
1. Click Select in Main Camera line.
2. Select a fisheye camera.

3. Click Apply.

Select speed domes as needed.
1. Click Select in Sub Camera line.

Sub Camera
2. Select speed domes.
3. Click Apply.
Step3  Click Apply.

The monitoring area is successfully added.

Steps4  Configure calibration points to set the binding relationship of fisheye camera and speed
dome.
Set a distant place as the first calibration point to improve accuracy.
1) Click E or double-click the target scene.
2) Click the target place on the video of fisheye camera, or move to the target place.
The video at upper-left corner is the fisheye camera screen, and the video at upper-right
corner is the speed dome screen.
3) Adjust position through the icons below the speed dome screen to make the center of
speed dome identical to the of fisheye camera.
The on the speed dome screen is the center of speed dome.
Table 5-44 Icon description
Icon Description
B A Zoom in and zoom out.
[+ - Adjust resolution.
= 8 Adjust height.
9 Electronic mouse. You can use this icon to move the mouse to control
PTZ direction.
ial Quick positioning key. Click this icon to select a place, and the screen
will be focused and centered on the selected place.

4) Click Add.
The calibration point will be displayed on the list at lower-right corner.
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Steps  Click B to save the newly added calibration point.
Step6 Repeat Step 2 to Step 5 to add more calibration points.

I

Set 3-8 calibration points for a speed dome.
Stepz  Click Apply.

5.9.16 Video Quality Analytics

When conditions such as blurry, overexposure, or the color changes appear on the screen, the system
triggers the alarm.

I

e This function takes effect only when the remote IPC supports video quality analytics.
e This function is available on select models.

5.9.16.1 Configuring Video Quality Analytics

Stepa  Select Main Menu > Al > Parameters > Video Quality Analytics.
Step2  Select a channel and click Enable.

Figure 5-159 Video quality analytics
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Step3  Click Setting next to Rule.
Steps4  Selectitems and set thresholds as needed.
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Figure 5-160 Video quality analytics settings

I

The value range of threshold is 0—100, and the default value is 30. When the value exceeds

the set threshold, an alarm will be triggered.

Table 5-45 Video quality analytics parameters

Parameter Description

Stripes refer to the striped interferences in the video which might be
Stripe due to device aging or signal interference. The stripe might be
horizontal, vertical, or oblique.

Video noise refers to the distortion of optical system or the degradation

Noise of image quality caused by hardware equipment during transmission.

Animage in the video is generally a colorful image that contains color
Color Cast information, such as RGB. When these three components appear at
some unusual scale in an image, the image is biased.

An image with high resolution contains more details, but image bluris a
common problem of image quality decrease which is caused by many

Def ) . o . .
RS factors in the process of image acquisition, transmission and processing,
and is defined as virtual focus in video diagnosis.
The brightness of the image refers to the intensity of the image pixels.
Black is the darkest and white is the brightest. Black is represented by o
Overexpose

and white is represented by 255. When the brightness value exceeds the
threshold, the image is over exposed.

Steps  Click OK.

Step6  Click Setting next to Schedule to configure the arming period.
The system triggers corresponding alarm actions only during the arming period.
e Onthetime line, drag to set the period.
e You canalso click E:! to set the period.

Stepz7  Configure alarm linkage actions. For details, see Table 5-42.

Step8  Click Apply.
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5.9.16.2 Analytics List

Search for the results of video quality analytics.

Select Main Menu > Al > Al Search > Analytics List.
Select the start time and end time.

Select one or more channels.

Click Search.

v [n |1 |1
P e e
N ]

Figure 5-161 Analytics list
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5.9.17 Entries Frequency

After setting entries frequency, when the entries detected of a person reach or exceed the threshold,
an alarm is triggered.

Procedure

Step1  Select Main Menu > Al > Parameters > Face Recognition > > Entries Frequency.
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Figure 5-162 Entries frequency

Step2  Click Setting to select a database and then click OK.
Step3  Click _ and then configure the parameters.
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Figure 5-163 Configure entries frequency

Table 5-46 Entries frequency parameters

Parameter Description

Statistical Cycle Set the cycle for counting the entries frequency.

Set the threshold of entries frequency. When the entries detected

Entries Detected L
reaches or exceeds the threshold, an alarm is triggered.

Alarm Name The name is Entries Frequency by default. You can change the name.

Steps4  Click Apply.
5.10 Alarm Settings

5.10.1 Alarm Information
You can search for, view and back up the alarm information.

Procedure
Stepi  Select Main Menu > ALARM > Alarm Info.
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Figure 5-164 Alarm information

Step2  Select the event type, and then set the search period.
Step3  Click Search.
The search results are displayed.

Related Operations
e Play back alarm videos.
Select an alarm event log, click [ to play the recorded video of alarm event.
e Backup.
Select an alarm event log and then click Backup to back up it to peripheral USB device.
e View alarm details.

Double-click a log or click Details to view the detailed information of the event.

5.10.2 Alarm Status

You can view NVR alarm event, and remote channel alarm event.
Select Main Menu > ALARM > Alarm Status.
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Figure 5-165 Alarm status

5.10.3 Alarm Input

Step1
Step 2

Select Main menu > ALARM > Alarm-in Port.

Click each tab to configure alarm input settings.

Local alarm: After connect the alarm device to the NVR alarm input port, the system
performs alarm linkage actions when there is an alarm signal from the alarm input port
to the NVR.

Alarm box: You can connect the alarm box to the RS-485 port of the Device. When the
alarm is detected by the alarm box, the alarm information will be uploaded to the Device,
and then the Device performs alarm linkage actions.

Network alarm: NVR performs alarm linkage actions when it receives the alarm signal
via the network transmission.

IPC external alarm: When the peripheral device connected to the camera has triggered
an alarm, the camera uploads the alarm signal to the NVR via the network transmission.
The system performs the corresponding alarm linkage actions.

IPC offline alarm: When the network connection between the NVR and the network

camera is off, the system performs alarm linkage actions.
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Figure 5-166 Local alarm

Step3  Click Setting next to Schedule to configure the alarm schedule.

Steps4  Configure the anti-dither period.
If multiple alarms occur during the anti-dither period, the system only record the event
once.

Steps  Configure alarm linkage. For details, see Table 5-42.

Step6 Enable Disarming so that you can connect a switch to the alarm input port for disarming

control.
Stepz  Click Apply.

5.10.4 Alarm Output

You can set proper alarm output mode to auto, manual or off. After you connect the alarm device to
the alarm output port of NVR, and set the mode to auto, the system performs alarm linkage actions
when an alarm occurs.

e Auto: Once an alarm event occurs, the system generates an alarm.

e Manual: Alarm device is always on the alarming mode.

e Off: Disable alarm output function.

Step1  Select Main Menu > ALARM > Alarm-out Port.
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Figure 5-167 Alarm-out port
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Step2  Select the alarm mode of the alarm output channel.

Step3  Click Apply.
e (lick OK next to Alarm Reset to clear all alarm output statuses.

e View the alarm output status on the Status column.

5.10.5 Video Detection

The system can analyze the video and check whether there is considerable change or not. Once video
has changed considerably (for example, there is any moving object, video is distorted), the system

performs alarm linkage actions.

5.10.5.1 Motion Detection

Background Information

When the moving object appears and moves fast enough to reach the preset sensitivity value, the
system performs alarm linkage actions.

Procedure
Stepi  Select Main Menu > ALARM > Video Detection > Motion Detection.
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Step2  Sel

Figure 5-168 Motion detection

ect a channel and then click - to enable the function.

Step3  Configure the detection region.

1) Click Setting next to Region.
2) Point to the middle top of the page.
3) Select one region, for example, click .
4) Dragon the screen to select the region that you want to detect.
5) Configure the parameters.
Table 5-47 Detection region parameters
Parameter Description
Name Enter a name for the region.
o Every region has an individual sensitivity value.
Sensitivity ) ) ) )
The bigger the value is, the easier to trigger an alarm.
Adjust the threshold for motion detection. Every region of every channel
Threshold S
has an individual threshold.
You can configurer up to four detection regions. When any one of the four regions
activates motion detection alarm, the channel where this region belongs to will activate
motion detection alarm.
6) Right-click the page to exit.
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Steps  Click Setting next to Schedule to configure the alarm schedule.

Stepg  Configure the anti-dither period.
If multiple alarms occur during the anti-dither period, the system only record the event
once.

Step6  Configure alarm linkage. For details, see Table 5-42.
Stepz  Click Apply.

5.10.5.2 Video Loss

When the video loss occurs, the system performs alarm linkage actions.
Stepi  Select Main Menu > ALARM > Video Detection > Video Loss.

Figure 5-169 Video Loss

Select a channel and then click - to enable the function.

Click Setting next to Schedule to configure the alarm schedule.
Configure alarm linkage. For details, see Table 5-42.

wnv [ [\ [
~+ |+ [+ |+
N

Click Apply.

5.10.5.3 Video Tampering

When the camera lens is covered, or the video is displayed in a single color because of sunlight status,
the monitoring cannot be continued normally. To avoid such situations, you can configure the
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tampering alarm settings.

Stepi  Select Main Menu > ALARM > Video Detection > Video Tampering.

Figure 5-170 Video tampering

Select a channel and then click - to enable the function.

Click Setting next to Schedule to configure the alarm schedule.

Configure alarm linkage. For details, see Table 5-42.

v | |1 |
—+ |+ |+ |
N

Click Apply.

5.10.5.4 Scene Change

Background Information

When the detected scene has changed, system performs alarm linkage actions.

Procedure
Stepa  Select Main Menu > ALARM > Video Detection > Scene Changing.
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Figure 5-171 Scene changing

Step2  Select a channel and then click - to enable the function.
Step3  Click Setting next to Schedule to configure the alarm schedule.
Steps  Configure alarm linkage. For details, see Table 5-42.
Steps  Click Apply.

5.10.5.5 PIR Alarm

PIR function helps enhancing the accuracy and validity of motion detect. It can filter the meaningless
alarms that are activated by the objects such as falling leaves and flies. The detection range by PIR is
smaller than the field angle.

PIR function is enabled by default if it is supported by the cameras. Enabling PIR function will get the
motion detection to be enabled automatically to generate motion detection alarms.

Stepa  Select Main Menu > ALARM > Video Detection > PIR.
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Figure 5-172 PIR

Step2  Select a channel and then click - to enable the function.
Step3  Configure the detection region.

1) Click Setting next to Region.

2) Point to the middle top of the page.

3) Select one region, for example, click .

4) Dragon the screen to select the region that you want to detect.

5) Configure the parameters.

Table 5-48 Detection region parameters

Parameter Description

Name Enter a name for the region.

Sensitivit Every region of every channel has an individual sensitivity value.
ensitivi
Y The bigger the value is, the easier to trigger an alarm.

Adjust the threshold for motion detection. Every region of every channel

Threshold has an individual threshold.

X

You can configure up to four detection regions. When any one of the four regions
activates an alarm, the channel where this region belongs to will activate an alarm.
6) Right-click to exit the page.
Step4  Click Setting next to Schedule to configure the alarm schedule.
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Steps  Configure the anti-dither period.
If multiple alarms occur during the anti-dither period, the system only record the event
once.

Step6  Configure alarm linkage. For details, see Table 5-42.
Step7  Click Apply.

5.10.6 Audio Detection

Background Information

The system can generate an alarm once it detects the audio is not clear, the tone color has changed or

there is abnormal or audio volume change.

Procedure
Step1  Select Main Menu > ALARM > Audio Detection.

Step2  Select a channel and then click - to enable detection of audio exception and
intensity change.
e Audio Exception: The system generates an alarm when the audio input is abnormal.
e Intensity Change: Set the sensitivity and threshold. An alarm is triggered when the
change in sound intensity exceeds the defined threshold.
Step3  Click Setting next to Schedule to configure the alarm schedule.
Steps4  Configure alarm linkage. For details, see Table 5-42.

Steps  Click Apply.

5.10.7 Thermal Alarm

After receiving the alarm signal from the connected thermal devices, the system can recognize the

alarm type, and then trigger the corresponding alarm actions.

The system supports heat alarm, temperature (temperature difference) and cold/hot alarm.

e Heat alarm: The system generates an alarm once it detects there is a fire.

e Temperature (temperature difference): The system triggers an alarm once the temperature
difference between two positions is higher or below the specified threshold.

e Cold/hot alarm: The system triggers an alarm once the detected position temperature is higher or
below the specified threshold.

[

e Make sure that the connected camera supports temperature monitoring function.

e This function is available on select models.

e The thermal detection functions might vary depending on the connected camera. This section
uses heat alarm as an example.

Stepa  Select Main Menu > ALARM > Thermal Alarm.
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Figure 5-173 Thermal alarm
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Step2  Select a channel and set alarm type to heat alarm, and then enable the function.
Step3  Select fire mode. The system supports preset mode and zone excluded mode.
e Preset mode: Select a preset and then enable the function. The system generates an
alarm once it detects there is a fire.
e Zone excluded mode: The system filters the specified high temperature zone. The
system generates an alarm once the rest zone has fire.
Step4  Configure alarm linkage. For details, see Table 5-42.

Stepg  Click Apply.

5.10.8 Exception

When an error in HDD, network, and device occurs, the system performs alarm linkage actions.
Stepa  Select Main Menu > ALARM > Exception.
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Figure 5-174 Disk exception
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Step2  Click each tab and then select an event type.
e Disk: The system detects HDD error, no HDD, no space, and other HDD events.
e Network: The system detects network errors such as disconnection, IP conflict, and
MAC conflict.
e Device: The system detects device errors such as abnormal fan speed and network
security error.
Step3z  Click to enable the function.
Step4  (Optional) If the event type is Low Space, you need to configure the threshold of storage
space.
When the storage space is lower than the threshold, an alarm is triggered.

Steps  Configure alarm linkage. For details, see Table 5-42.
Step6  Click Apply.

5.10.9 Disarming

You can disarm all alarm linkage actions as needed through one click.
Stepi  Select Main Menu > ALARM > Disarming.
Step2  Select On for Disarming to enable disarming.
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Figure 5-175 Disarming

Step3  (Optional) To enable scheduled disarming, click Setting next to Duration of Disarm by

Period, and then set periods.

I

Scheduled disarming is only effective when Disarming is Off.

Figure 5-176 Scheduled disarming

@

e Drag your mouse to select time blocks.

e Green blocks indicates that disarming is enabled.

e Youcanalso click [ to set time periods. One day can have 6 periods at most.

Step4  Select the alarm linkage actions to disarm.

I

All alarm linkage actions will be disarmed if you select All.
Steps  Todisarm remote channels, select the checkbox at Channel, and then click Setting to select

channels.
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I

This function is only effective when the connected camera supports one-click disarming.
Step6  Click Apply.

5.11 Network

Configure the network settings to ensure the Device can communicate with other devices on the
same LAN.

5.11.1 TCP/IP

You can configure the settings for the Device such as IP address, DNS according to the networking
plan.
Step1  Select Main Menu > NETWORK > TCP/IP.

Figure 5-177 TCP/IP
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Step2  Click . to configure the NIC card, and then click OK.
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Figure 5-178 TCP/IP

Table 5-49 TCP/IP parameters

Parameter Description

e Single NIC: The current NIC card works independently. If the current
NIC card is disconnected, the Device becomes offline.

e Fault Tolerance: Two NIC cards share one IP address. Normally only
one NIC card is working. When this card fails, the other NIC card will
start working automatically to ensure the network connection. The
Device is regarded as offline only when both NIC cards are

Network Mode disconnected.

e Load Balance: Two NIC cards share one IP address and work at the
same time to share the network load averagely. When one NIC card
fails, the other card continues to work normally. The Device is

regarded as offline only when both NIC cards are disconnected.

[

The Device with single Ethernet port does not support this function.

When the network mode is Fault Tolerance or Load Balance, you need to
select the checkbox to bind NIC cards.

A

o Make sure that at least two NIC cards are installed.

NIC Member - : : .
e NIC cards using different ports such as optical port and electrical port
cannot be bound together.
e After binding NIC cards, you need to restart the Device to make the
change effective.
IP Version Select IPv4 or IPv6. Both versions are supported for access.
MAC Address Displays the MAC address of the Device.
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Parameter Description

Enable the system to allocate a dynamic IP address to the Device. There is
no need to set IP address manually.

[

DHCP e If you want to manually configure the IP information, disable the
DHCP function first.

e |f PPPoE connection is successful, the IP address, subnet mask,
default gateway, and DHCP are not available for configuration.

IP Address Enter the IP address and configure the corresponding subnet mask and
Subnet Mask default gateway.

A

e The IP address and default gateway must be on the same network
segment.

o C(lick Test to check whether the IP address is available.

Default Gateway

MTU Displays the MTU value of the NIC card.
Step3  Onthe TCP/IP page, configure the DNS server.

I

This step is compulsive if you want to use the domain service.
e Obtain DNS server automatically.

When there is DHCP server on the network, you can enable DHCP so that the Device can
automatically obtain a dynamic IP address.
e Configure DNS server manually.
Select the IP version, and then enter the IP addresses of preferred and alternate DNS
server.
Step4  Select a NIC card as the default card.
Steps  Click Apply.

5.11.2 Routing Table

You can configure the routing table so that the system can automatically calculate the best path for
data transmission.

Stepa  Select Main Menu > NETWORK > TCP/IP > Routing Table.
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Figure 5-179 Routing table

Step2  Add the routing table.
e Auto add.
When you add a camera to the NVR and the IP address of the camera is not on the
existing routing table, the system will add the routing information.
e Manual add.

Configure the parameters such as destination address, netmask, and gateway, and then
click Add.

X

¢ The destination address and netmask must not be on the same LAN.
¢ The netmask must be valid and on the same LAN with the NIC card.
< You can configure up to eight pieces of routing information.

Step3  Click Apply.

5.11.3 Port

You can configure the maximum connection for accessing the Device from web, platform, mobile
phone or other clients at the same time, and configure each port number.
Stepi  Select Main Menu > NETWORK > Port.
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Figure 5-180 Port

Step2  Configure the parameters.

X

The parameters except Max Connection take effect after the Device restarts.

Table 5-50 Port parameters

Parameter Description
. The allowable maximum clients accessing the Device at the same time,

Max Connection . LT
such as web client, platform, and mobile client.

TCP Port Transm_|55|0|r1 control protocol port. Enter the value according to your
actual situation.

UDP Port U.ser Qatagram protocol port. Enter the value according to your actual
situation.

The default value setting is 8o. You can enter the value according to your
actual situation.

HTTP Port If you change the HTTP port number to, for example, 70, then you need to
enter 70 after the IP address when logging in to the Device through the
browser.

HTTPS Port HTTPS communlcatlon port. Th.e default value is 443. You can enter the
value according to your actual situation.

RTSP Port The d.efault value is 554. You can enter the value according to your actual
situation.

POS data transmission port. The value range from 1 through 65535. The

POS Port .
default value is 38800.

Step3  Click Apply.
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5.11.4 External Wi-Fi

The Device can be connected to wireless network with an external Wi-Fi module.

Prerequisites

Make sure that external Wi-Fi module is installed on the Device.

Background Information

I

This function is available on select models.

Procedure
Stepi  Select Main Menu > NETWORK > Wi-Fi.

Figure 5-181 Wi-Fi

Step2  Configure the parameters.

Table 5-51 Wi-Fi parameters

Parameter Description

Connect After the function is enabled, the NVR will connect to the nearest site that
Automatically was previously successfully connected after the Device starts.

Refresh Search for the sites again.

Disconnect Disconnect the current connection.

Connect Select an available site and then click Connect.
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Step3  Click Apply.

I

e After the connection is successful, a Wi-Fi connection signal flag appears in the
upper-right corner of the live view page.

e The Wi-Fi module models currently supported are D-LINK, dongle and EW-7811UTC
wireless cards.

5.11.5 Wi-Fi AP

You can configure Wi-Fi parameters for the NVR to ensure that a wireless IPC can connect to the NVR
through Wi-Fi AP.

I

This function requires the built-in Wi-Fi module in the Device.

5.11.5.1 General Settings

You can configure SSID, encryption type, password and channel of the device.

I

e This function is supported on select wireless models.

e When the wireless IPC and NVR are matched, the pairing will be completed in 120 seconds after
they are powered on.

Step1  Select Main Menu > NETWORK > Wi-Fi AP > General.
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Figure 5-182 General settings
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Step2  Select Wi-Fito enable Wi-Fi.
Step3  Configure parameters.

Table 5-52 Parameters of general settings

Parameter Description

SSID Wi-Fi name for the device.

Hide SSID Hide the Wi-Fi name.

Encryption Type Select an encryption mode from WPA2 PSK and WPA PSK.

Password Set the Wi-Fi password for the Device.

Select Channel Select the channel for device communication.

Network Proxy Enable the external network access through the Device for a wireless IPC.

Steps  Click Apply.

5.11.5.2 Advanced Settings
|

This function is supported on select wireless models.
You can configure IP address, subnet mask, default gateway, DHCP server of the Device.
Step1  Select Main Menu > NETWORK > Wi-Fi AP > Advanced.
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Figure 5-183 Advanced settings
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Step2  Configure parameters.

Table 5-53 Parameters of advanced settings

Parameter Description
IP Address Set IP address, subnet mask and default gateway for the Wi-Fi of NVR.
Subnet Mask InA|

IP address and default gateway must be on the same network

Default Gateway segment.

Start IP
Set the start IP address and end IP address of the DHCP server.

EndIP

Preferred DNS

Set preferred and alternate DNS server address.
Alternate DNS

Step3  Click Apply.

5.11.6 3G/4G

Prerequisites
Make sure that 3G/4G module is installed on the device.
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Background Information

I

This function is available on select models.

Procedure
Stepa  Select Main Menu > NETWORK > 3G/4G.

Figure 5-1843G/4G
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The page is divided into three main areas:

e Zone 1displays a 3G/4G signal indication.

e Zone 2 displays 3G/4G module configuration information.

e Zone 3 displays the status information of the 3G/4G module.

I

Zone 2 displays the corresponding information when the 3G/4G module is connected, while
Zone 1 and Zone 3 will only display the corresponding content when the 3G/4G is enabled.

Step2  Configure parameters.

Table 5-54 3G/4G parameters

Parameter Description

NIC Name Select a NIC name.

Select a 3G/4G network type to distinguish between 3G/4G modules

Network Type. from different vendors.
APN, Dial-up No. Main parameters of PPP dial.
Authentication Type Select PAP, CHAP or NO_AUTH. NO_AUTH represents no

authentication for 3G/4G.

Step3  Click Apply.
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5.11.7 Cellular Network

Connect the Device to mobile network and view network status and traffic of the cellular network.

Prerequisites

A SIM card is inserted in the recorder.

I

This function is available on select models.

Procedure
Stepa  Select Main Menu > NETWORK > Cellular Network > Cellular Network.
Step2  Enable cellular network and configure parameters.

Figure 5-185 Configuring cellular network

Table 5-55 4G cellular network parameters

Parameter Description

NIC Name Select a NIC.

Network Type Select a network from the SIM card provider.

APN, Dial-up No. The two main parameters of PPP dial-up connection.
Authentication Type Select PAP, CHAP or NO-AUTH.

Username The username for dial-up connection.

Password The password for dial-up connection.

Step3  Click Apply.

Related Operations
e View network status.
Click the Status tab to check cellular network status such as IP address, SIM card status and

dial-up status.
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Figure 5-186 Network status

e View data traffic.
Click the Data Traffic tab to view the daily and monthly data usage.

Figure 5-187 Cellular data usage

5.11.8 Repeater

The Device supports relay settings for the wireless relay IPC to extend video transmission distance
and range.

Prerequisites
e The Device has the built-in Wi-Fi module.

e TheIPC has wireless relay module.
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I

This function is available on select models.

Procedure

Stepa  Poweronthe NVR and wireless relay IPC, and connect all IPCs to the NVR through Wi-Fi.
Step2  Select Main Menu > NETWORK > REPEATER.

X

e Green connection line represents the successful connection between channel and
wireless IPC.

e Auto cascade: After selecting auto cascade, the IPC can cascade to NVR automatically.

Figure 5-188

Step3  Select Manual Cascade.
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I

You can use manual cascade when there are at least two IPCs on the network.

Figure 5-189 Manual cascade
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Steps Click B and select the channel to be added.

Figure 5-190 Added channel

Marual =

Stepg  Click Apply.

5.11.9 PPPoE

PPPoE is another way for the Device to access the network. You can establish network connection by
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configuring PPPOE settings to give the Device a dynamic IP address on the WAN.
To use this function, firstly you need to obtain the username and password from the Internet Service

Provider.

Procedure
Stepa  Select Main Menu > NETWORK > PPPoE.

Figure 5-191 PPPoE
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Step2  Enable the PPPoE function.
Step3  Enter the username and password provided by the Internet Service Provider.
Steps4  Click Apply.
The IP address appears on the PPPoE page. You can use this IP address to access the

Device.

I

When the PPPoE function is enabled, the IP address on the TCP/IP page cannot be
modified.

5.11.10 DDNS

When the IP address of the Device changes frequently, the DDNS function can dynamically refresh
the correspondence between the domain on DNS and the IP address. You can access the Device by
using the domain.

Check the type of DDNS that the Device supports and then log in to the website provided by the
DDNS service provider to register domain and other information.

X

After registration, you can log in to the DDNS website to view the information of all the connected

devices under the registered account.

Procedure
Stepa  Select Main Menu > NETWORK > DDNS.
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Figure 5-192 DDNS
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After you enable DDNS function, the third-party server might collect your device

information.
Table 5-56 DDNS parameters
Parameter Description
Type Displays the type and address of DDNS service provider.
e For Dyndns DDNS, the default address is members.dyndns.org.
Server Address e For NO-IP DDNS, the default address is dynupdate.no-ip.com.

e For CNgg DDNS, the default address is members.3322.0rg.

Domain Name . .
service provider.

Enter the domain name that you have registered on the website of DDNS

Username Enter the username and password obtained from DDNS service provider.
You need to register the username, password and other information on

Password the website of DDNS service provider.

Interval Enter the interval at which you want to update the DDNS.

Step3  Click Apply.

Enter the domain name in the browser on your PC, and then press the Enter key. If the web

interface of the Device is displayed, the configuration is successful. If not, the configuration

failed.

5.11.11 UPnP

You can map the relationship between the LAN and the WAN to access the Device on the LAN

through the IP address on the WAN.

5.11.11.1 Configuring Router

Procedure

Stepa  Loginto the routerto set the WAN port to enable the IP address to connect into the WAN.

Step2  Enable the UPnP function on the router.
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Step3  Connect the Device with the LAN port on the router to connect into the LAN.
Steps4  Select Main Menu > NETWORK > TCP/IP, configure the IP address into the router IP
address range, or enable the DHCP function to obtain an IP address automatically.

5.11.11.2 Configuring UPnP

Procedure
Stepa  Select Main Menu > NETWORK > UPnP.

Figure 5-193 UPnP
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Step2  Configure the settings for the UPnP parameters.

Table 5-57 UPnP parameters

Parameter Description

Port Mapping Enable the UPnP function.

Indicates the status of UPnP function.
Status e Offline: Failed.

e Online: Succeeded.

Enter IP address of router on the LAN.

LANIP m

After mapping succeeded, the system obtains IP address automatically.

Enter IP address of router on the WAN.

WAN IP m

After mapping succeeded, the system obtains IP address automatically.
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Parameter Description

The settings on port mapping list correspond to the UPnP port mapping list on
the router.

e Service Name: Name of network server.
e Protocol: Type of protocol.
e Internal Port: Internal port that is mapped on the Device.

e External Port: External port that is mapped on the router.

I

. e To avoid the conflict, when setting the external port, try to use the ports

Eg: Mapping from 1024 through 5000 and avoid popular ports from 1 through 255 and
system ports from 256 through 1023.

e When there are several devices on the LAN, properly arrange the ports
mapping relations to avoid mapping to the same external port.

e When establishing a mapping relationship, ensure the mapping ports are
not occupied or limited.

e Theinternal and external ports of TCP and UDP must be the same and
cannot be modified.

e Click Il to modify the external port.

Step3  Click Apply to complete the settings.
In the browser, enter http://WAN IP: External IP port. You can visit the Device on the LAN.

5.11.12 Email

Background Information

You can configure the email settings to enable the system to send the email as a notification when an
alarm event occurs.

Procedure
Stepa  Select Main Menu > NETWORK > Email.
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Figure 5-194 Email

Step2  Click - to enable the function.
Step3  Configure the email parameters.

Table 5-58 Email parameters

Parameter Description
SMTP Server Enter the address of SMTP server of sender’s email account.
Port Enter the port of SMTP server. The default value is 25.
Username
Enter the username and password of sender’s email account.

Password
Anonymous Enable anonymous login.

. Select the receiver to receive the notification. You can select up to three
Receiver

receivers.

Email Address

Enter the email address of mail receivers.

Enter the sender’s email address. You can enter up to three senders

nder
Qe separated by comma.
Enter the email subject.
Subject You can enter Chinese, English and numerals with the length limited to
64 characters.
Enable the attachment function. When there is an alarm event, the
Attachment

system can attach snapshots as an attachment to the email.

Encryption Type

Select the encryption type from NONE, SSL, or TLS.

X

For SMTP server, the default encryption type is TLS.
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Parameter

Description

Interval (Sec.)

Set the interval at which the system sends an email for the same type of
alarm event to avoid excessive pileup of emails caused by frequent alarm
events.

The value ranges from o to 3600. 0 means that there is no interval.

Health Mail

Enable the health test function. The system can send a test email to
check the connection.

Sending Interval

Set the interval at which the system sends a health test email.
The value ranges from 30 to 1440. 0 means that there is no interval.

Test

Click Test to test the email sending function. If the configuration is
correct, the receiver’s email account will receive the email.

|l

Before testing, click Apply to save the settings.

Steps  Click Apply.

5.11.13 SNMP

You can connect the Device with some software such as MIB Builder and MG-SOFT MIB Browser to

manage and control the Device from the software.

Prerequisites

e Install the software that can manage and control the SNMP, such as MIB Builder and MG-SOFT

MIB Browser

e Obtain the MIB files that correspond to the current version from the technical support.

I

This function is available on select models.

Procedure

Stepa  Select Main Menu > NETWORK > SNMP.
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Figure 5-195 SNMP

Step2  Click - to enable the function.
Step3  Configure the parameters.

Table 5-59 SNMP parameters

Parameter Description

Select the checkbox of SNMP version that you are using.
Version A

The default version is V3. There is a risk if you use V1 or V2.
SNMP Port Enter the monitoring port on the agent program.

Read Community

Write Community

Enter the read and write strings supported by the agent program.

Enter the destination address for the agent program to send the Trap

Trap Addr . .
ap AQdress information.
Enter the destination port for the agent program to send the Tra
Trap Port . . P gentprog P
information.
Read-Only Enter the username that is allowed to access the Device and has the
Username read-only permission.
Read/Write Enter the username that is allowed to access the Device and has the read
Username and write permission.
Authentication Type | Select MD5 or SHA. The system recognizes the type automatically.

Authentication
Password

Enter the password for authentication. The password should be no less
than eight characters.

Encryption Type

Select an encryption type. The default setting is CBC-DES.
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Parameter Description

Encryption Password | Enterthe encryption password.

Stepsg  Click Apply.

Stepg  Compile the two MIB files by MIB Builder.

Step6 Run MG-SOFT MIB Browser to load in the module from compilation.

Stepz7  Onthe MG-SOFT MIB Browser, enter the device IP that you want to manage, and then
select the version number to query.

Step8  Onthe MG-SOFT MIB Browser, unfold the tree-structured directory to obtain the

configurations of the Device, such as the channels quantity and software version.

5.11.14 Multicast

Background Information
When you access the Device from the network to view the video, if the access is exceeded, the video
will not display. You can use the multicast function to group the IP to solve the problem.

Procedure
Stepa  Select Main Menu > NETWORK > Multicast.

Figure 5-196 Multicast

Step2  Configure the parameters.

Table 5-60

Parameter Description

Enable Enable the multicast function.

P Add Enter the IP address that you want to use as the multicast IP.
ress
The IP address ranges from 224.0.0.0 through 239.255.255.255.
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Parameter Description

Port Enter the port for the multicast. The port ranges from 1025 through 65000.

Step3  Click Apply.
You can use the multicast IP address to log in to the web.

On the web login page, on the Type list, select Multicast. The web will automatically obtain
the multicast IP address and join the multicast group. Then you can view the video through

multicast function.

5.11.15 Alarm Center

Background Information

You can configure the alarm center server to receive the uploaded alarm information.

Procedure
Stepi  Select Main Menu > NETWORK > Alarm Center.

Figure 5-197 Alarm center

Step2  Click - to enable the function.
Step3  Configure the parameters.

Table 5-61 Alarm center parameters

Parameter Description

Protocol Type Select a protocol type.

Server Address The IP address and communication port of the PC installed with alarm
Port client.

Auto Report Plan Select time cycle and specific time for uploading alarm.
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Steps  Click Apply.

5.11.16 Register

You can register the Device into the specified proxy server which acts as the transit to enable the
client software to access the Device
e The proxy server has been deployed.

e The Device, the proxy server and the device running the client software are on the same network.

Procedure
Stepi  Select Main Menu > NETWORK > Register.

Figure 5-198 Register

Step2  Click - to enable the function.
Step3  Configure the parameters.

Table 5-62 Register parameters

Function Description
Enter the IP address or domain name of the server that you want to
Server Address .
register to.
Port Enter the port of the server.
Sub-Device ID Enter the ID allocated by the server.

Steps4  Click Apply.

5.11.17 Switch

After setting Switch, when an IPC is connected to the PoE port, the system automatically assigns the
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IP address to the IPC according to the defined IP segment, and the NVR will automatically connect to
the IPC.

I

Only models with PoE ports support this function.

Do not connect the PoE port with a switch, otherwise it will cause connection failure.

This function is enabled by default, and the IP segment start from 10.1.1.1. We recommend you
use the default setting.

When connecting to a third-party IPC, make sure that the IPC supports ONVIF protocol and DHCP

is enabled.

Procedure
Stepa  Select Main Menu > NETWORK > Switch.

Figure 5-199 Switch
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Step2  Configure IP address, subnet mask, and default gateway..

I

Do not set the IP address to the same network segment with the NVR. We recommend you
use the default setting.

Step3  Click Apply.
I

When connecting IP camera to PoE port, if all the channels are occupied, the system prompts you

whether to take place of one channel.

PoE operation
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Table 5-63

PoE operation

Description

Connect to PoE port

When an IPCis connected to the PoE port, the system automatically
assigns the IP address to the IPC according to the set IP segment. The
NVR will try the method of arp ping to assign the IP address. If DHCP is
enabled on the NVR, the NVR will use DHCP to assign the IP address.

e When IP address is successfully set, the system will broadcast
through the switch function. If there is a response from the IPC, it
means the connection is successful, and the NVR will log in to the
IPC. You can find the corresponding channel occupied and there is a
PoE icon at the upper-left corner.

® You can also view PoE status such as channel number and PoE port
number on the Added Device list in Main Menu > CAMERA >
Camera List.

Disconnect PoE port

When an IPC is disconnected form PoE port, you will find the information
of Failed to find network host on the live channel window.

PoE connection
mapping

The PoE ports are bound to corresponding channels. When an IPCiis
connected to PoE port 1, the corresponding channel is Channel 1.

5.11.18 P2P

P2P is a kind of convenient private network penetration technology. Instead of applying for dynamic

domain name, mapping ports or deploying transit server, you can add NVR devices to the app for

remote management.

Stepa  Select Main Menu > NETWORK > P2P.
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Figure 5-200 P2P

Step2  Enable the P2P function.

A

After you enable the P2P function and connect to the Internet, the system will collect the
information such as email address and MAC address for remote access.

Step3  Click Apply.
The P2P function is enabled. You can use your phone to scan the QR code under Mobile

Client to download and install the mobile client. After that, you can use the mobile client to
scan the QR code under Device SN to add the Device for remote management. For details

on the app operation, see the user's manual of the app.

5.12 Storage

You can manage the storage resources (such as record file) and storage space. So that it is easy for

you to use and enhance storage space usage.

5.12.1 Basic

Background Information

You can set basic storage parameters.

Procedure
Stepa  Select Main Menu > STORAGE > Basic.
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Figure 5-201 Basic storage

Step2  Setparameters.

Table 5-64 Basic storage parameters

Parameter Description

Configure the storage strategy to be used when no more storage space is

< Full available
Disk Fu e Stop: Stop recording
e Overwrite: The newest files overwrite the oldest ones.
Create Video Files Configure the time length and file length for each recorded video.

Configure whether to delete the old files.

e Select Auto and then configure how long you want to keep the old

files.

Delete Expired Files e Select Never if you do not want to use this function.

X

Deleted files cannot be recovered.

e Auto: The system sleeps automatically after idling for a period of
Sleep Strategy time.

e Never: The system keeps running all the time.

Step3  Click Apply.

5.12.2 Disk Manager

Select Main Menu > STORAGE > Disk Manager, and then you can set HDD properties and format
HDD.
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Figure 5-202 Disk manager
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View HDD Information

You can view the physical position, properties, status and storage capacity of each HDD.

Configure HDD Properties

In the Properties column, you can set read and wire, read-only and redundant HDD.

I

When there are two or more HDDs installed on the Device, you can set one HDD as redundant disk to
back up recorded files.

Format HDD

Select an HDD, click Format, and then follow the on-screen prompts to format the HDD.

I

e Formatting will erase all data in the HDD, proceed with caution.
® You can select whether to erase the HDD database. If the HDD database is erased, the Al search

data and the uploaded audio files will be deleted.

5.12.3 RAID

RAID (redundant array of independent disks) is a data storage virtualization technology that
combines multiple physical HDD components into a single logical unit for the purposes of data
redundancy, performance improvement, or both.
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RAID function is available on select models.

Table 5-65 Disk quantity for different RAID types

RAID type Required disk quantity
RAID o At least 2.
RAID 1 Only 2.
RAID 5 At least 3. We recommend using 4 disks to 6 disks.
RAID 6
At least 4.
RAID 10

5.12.3.1 Creating RAID

RAID has different levels, such as RAID 5 and RAID 6. Each level has different data protection, data
availability, and performance grade. You can create different types of RAID as needed.

A

When you create RAID, the disks in the RAID group will be formatted. Back up data in time.
You can create different types of RAID as needed.

Procedure
Stepa  Select Main Menu > STORAGE > RAID > RAID.
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Figure 5-203 RAID

Step2  Select RAID type and working mode.
The working mode determines how the system allocate resources.
e Self-Adaptive: Automatically adjust the RAID synchronization speed according to the
business status.
¢ When there is no business running, synchronization is performed at a high speed.
¢ When there is business running, synchronization is performed at a low speed.
e Sync First: Resource priority is assigned to RAID synchronization.
e Business First: Resource priority is assigned to business operations.
e Balance: Resource is evenly distributed to RAID synchronization and business
operations.
Step3  Create RAID.
e Automatic creation.

Select disks, and then click Create RAID. The system will create RAID 5 automatically.

X

Automatic creation of RAID is available only when the RAID type is Raids.
e Manual creation.
Select disks, click Create Manually and then follow the on-screen instructions to create
RAID.
e Change working mode.
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Click to change the working mode of the RAID group.
e Delete RAID.
Click to delete the RAID group.

X

When you delete a RAID group, the disks in the RAID group will be formatted.

5.12.3.2 Viewing RAID Information

Select Main Menu > STORAGE > RAID > RAID Info. You can view the RAID information, including
type, disk space, hot spare, and status.

5.12.3.3 Creating Hot Spare Disk

You can create a hot spare disk. When a disk of the RAID group malfunctions, the hot spare disk can
replace the malfunctioning disk.
Step1  Select Main Menu > STORAGE > RAID > Hotspare Disk.

Figure 5-204 Hotspare disk
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Step2  Click .
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Figure 5-205 Local hotspare
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Figure 5-206 Global hotspare

New Hotspare
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Cancel

Step3  You canselect Local Hotspare or Global Hotspare.
e Local Hotspare: Select the target disk, and the current disk will serve as the hot spare
disk for the selected target disk.
e Global Hotspare: The current disk will serve as the hot spare disk of the entire RAID.
Stepsg  Click OK.

I

Click B to delete a hot spare disk.

5.12.4 Disk Group

By default, the installed HDD and created RAID are in Disk Group 1. You can set HDD group, and HDD
group setup for main stream, sub stream and snapshot operation.
Stepi  Select Main Menu > STORAGE > Disk Group.
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Figure 5-207 Disk group
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Step2 (Optional) If Disk Quota is selected is shown on the page, click Switch to Disk Group Mode
and then follow the on-screen instructions to format disks.

Step3  Select the group for each HDD, and then click Apply.
After configuring HDD group, under the Main Stream tab, Sub Stream tab and Snapshot
tab, configure settings to save the main stream, sub stream and snapshot to different disk

groups.

5.12.5 Disk Quota

You can allocate a certain storage capacity for each channel to manage the storage space properly.

I

e If Disk group mode selected. is shown in the interface, click Switch to Quota Mode.
e Disk quota mode and disk group mode can not be selected at the same time.

Procedure
Stepa  Select Main Menu > STORAGE > Disk Quota.
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Figure 5-208 Disk Quota
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Step2  (Optional) If Disk group mode selected is shown on the page, click Switch to Quota Mode
and then follow the on-screen instructions to format disks.

Step3  Select a channel and set the record duration, bit rate and storage capacity of picture.
Steps4  Click Apply.

5.12.6 Disk Check

The system can detect HDD status so that you can clearly understand the HDD performance and
replace the malfunctioning HDD.

5.12.6.1 Manual Check

Stepa  Select Main Menu > STORAGE > Disk Check > Manual Check.
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Figure 5-209 Manual check
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Step2  Select the detection type.
e Key area detection: The system detects the used space of the HDD through the built-in
file system. This type of detection is efficient.
e Global detection: The system detects the entire HDD through Window. This type of
detection takes time and might affect the HDD that is recording.
Step3  Select the HDD that you want to detect
Steps4  Click Start Check.
The system starts detecting the HDD and displays the detection information.

X

When system is detecting HDD, click Stop Check to stop current detection. Click Start
Check to detect again.

5.12.6.2 Detection Report

Background Information

After the detection operation, you can view the detection report.

Procedure
Stepa  Select Main Menu > STORAGE > Disk Check > Check Report.
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Figure 5-210 Check report

Manual Check Check Report

Step2  Click [l to view detection results and S.M.A.R.T report.
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Figure 5-211 Results
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5.12.6.3 Disk Health Monitoring

Monitor health status of disks, and repair if any exceptions are found so as to avoid data loss.
Select Main Menu > STORAGE > Disk Check > Health Monitoring.

Click l@ to show disk details interface. Then select Check Type, set time period, and then click
Search. The system shows the details of disk monitoring status.
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Figure 5-213 Disk details

5.12.7 Record Estimate

Record estimate function can calculate how long you can record video according to the HDD capacity,
and calculate the required HDD capacity according to the record period.

Stepi  Select Main Menu > STORAGE > Rec Estimate.
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Step3

Figure 5-214 Record estimation
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Click I
You can configure the Resolution, Frame Rate, Bit Rate and Record Time for the selected
channel.

Figure 5-215 Modify channel settings
Modify
Channel
Resolution 1280x720(T20F)
Frame Ra...

BI1 Ra

Copy to

Click Apply.
Then the system will calculate the time period that can be used for storage according to the
channels settings and HDD capacity.
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Click Copy to to copy the settings to other channels.

5.12.7.1 Calculating Recording Time

Procedure
Stepi  Onthe Rec Estimate interface, click the By Space tab.

Figure 5-216 By space

By Time
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Step2  Click Select.
Step3  Select the checkbox of the HDD that you want to calculate.

Figure 5-217 Recording time
By Space By Time
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5.12.7.2 Calculating HDD Capacity for Storage

Stepa  Onthe Rec Estimate interface, click the By Time tab.
Figure 5-218 By time
By Space By Time
Time Days

rotal Space = GE

Mote: The record estimate data is For referance only. Pleasa be cautious when evaluating

Step2 Inthe Time box, enter the time period that you want to record.
In the Total Space box, the required HDD capacity is displayed.

5.12.8 FTP

You can store and view the recorded videos and snapshots on the FTP server.

Prerequisites

Purchase or download a FTP (File Transfer Protocol) server and install it on your PC.
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I

For the created FTP user, you need to set the write permission; otherwise the upload of recorded
videos and snapshots will be failed.

Procedure
Stepa  Select Main Menu > STORAGE > FTP.

Figure 5-219 FTP
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Step2  Configure the parameters.

Table 5-66 FTP parameters

Parameter Description

Enable Enable the FTP upload function.

Select FTP type.
FTP type e FTP: Plaintext transmission.
e SFTP: Encrypted transmission (recommended).

Server Address IP address of FTP server.

Enter the port of the FTP server.
Port e FTP: The defaultis 21.
® SFTP: The defaultis 22.

Username Enter the username and password to log in to the FTP server.
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Parameter Description

Password If you enable the anonymity function, you can log in anonymously without
entering the username and password.

Anonymous

Create folder on FTP server.
e [f you do not enter the name of remote directory, the system

Storage Path automatically creates the folders according to the IP and time.

e If you enter the name of remote directory, the system creates the
folder with the entered name under the FTP root directory first, and
then automatically creates the folders according to the IP and time.

Enter the length of the uploaded recorded video.

e [fthe entered length is less than the recorded video length, only a

File Size section of the recorded video can be uploaded.

e Ifthe entered length is more than the recorded video length, the whole
recorded video can be uploaded.

e [fthe entered length is o, the whole recorded video will be uploaded.

e [f thisinterval is longer than snapshot interval, the system takes the
recent snapshot to upload. For example, the interval is 5 seconds, and
snapshot interval is 2 seconds per snapshot, the system uploads the
recent snapshot every 5 seconds.

Picture Upload e [fthisinterval is shorter than snapshot interval, the system uploads the

Interval snapshot per the snapshot interval. For example, the interval is 5

seconds, and snapshot interval is 10 seconds per snapshot, the system

uploads the snapshot every 10 seconds.

e To configure the snapshot interval, go to Main Menu > CAMERA >
Encode > Snapshot.

Channel Select the channel that you want to apply the FTP settings.

Day Select the week day and set the time period that you want to upload the
Period 1, Period 2 recorded files. You can set two periods for each week day.

Select the record type (Alarm, Intel, MD, and General) that you want to
Record type upload. The selected record type will be uploaded during the configured
time period.

Step3  Click Test to validate the FTP connection.
If FTP connection failed, check the network and FTP settings.

Steps  Click Apply.

5.12.9 iSCSI

Internet Small Computer Systems Interface (iSCSI) is a transport layer protocol that works on top of
the Transport Control Protocol (TCP), and enables block-level SCSI data transport between the iSCSI
initiator and the storage target over TCP/IP networks. After the network disk is mapped to the NVR
device through iSCSI, the data can be stored on the network disk.
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This function is available on select models.
Stepa  Select Main Menu > STORAGE > iSCSI.

Figure 5-220iSCSI
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Step2  Setparameters.

Table 5-67iSCSI parameters

Parameter Description
Server Address Enter the server address of iSCSI server.
Port Enter the port of iSCSI server, and the default value is 3260.

Click Storage Path to select a remote storage path.

Storage Path Each path represents an iSCSI shared disk and these paths are generated
when created on the server

Enter the username and password of iSCSI server.

Username, 11

Password If anonymous login is supported by iSCSI server, you can enable
Anonymous to log in as an anonymous user.

Step3  Click Apply.

5.13 Account

You can manage users, user group and ONVIF user, and set admin security questions.
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5.13.1 Group

The accounts of the Device adopt two-level management mode: user and user group. Every user must
belong to a group, and one user only belongs to one group.

The admin and user group are two default user groups that cannot be deleted. You can add more
groups and define corresponding permissions.

Stepa  Select Main Menu > ACCOUNT > Group.

Figure 5-221 Group

Group Hame Madify Delete

Step2  Click Add.
Step3  Enter group name and then enter some remarks if necessary.
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Figure 5-222 Add group
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Steps  Select the checkboxes to select permissions.
Steps  Click OK.

X

Click [ to modify the corresponding group information, click @ to delete the group.
5.13.2 User

5.13.2.1 Adding User

Procedure
Stepi  Select Main Menu > ACCOUNT > User.
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Figure 5-223 User
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Step2  Click Add.

Figure 5-224 Add user
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Step3  Configure the parameters.

Table 5-68 Parameters of adding user

Parameter Description
Username
Enter a username and password for the account.
Password
Confirm Password Enter the password again to confirm it.
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Parameter

Description

Remarks

Optional.
Enter a description of the account.

User MAC

Enter user MAC address

Group

Select a group for the account.

I

The user rights must be within the group permissions.

Period

Click Setting to define a period during which the new account can log in
to the Device. The new account cannot access the device during other
periods.

Permission

Select the checkboxes to grant permissions to the user.

X

To manage the user account easily, when defining the user account
permission, do not give the authority to the common user account higher
that the advanced user account.

Steps  Click OK.

I

Click I to modify the corresponding user information, click [l to delete the user.

5.13.2.2 Changing Password

We recommend you change the password regularly to enhance device security.

I

Users with account permissions can change the password of other users.

Procedure

Stepa  Select Main Menu > ACCOUNT > User.

Step2  Click [l of the corresponding user.
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Figure 5-225 Change password
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Step3  Click [ZHM to enable the Modify Password function.
Steps  Enter old password and then enter new password twice.

I

e The password must consist of 8-32 non-blank characters and contain at least two types
of the following characters: uppercase, lowercase, numbers, and special characters
(excluding'"; : &).

e Foryourdevice security, create a strong password.

e Check the box to enable Unlock Pattern function, click El.

Steps Click [ZHl to enable Unlock Pattern and then click [l to draw the pattern.
Step6  Click OK.

5.13.3 Resetting Password

You can reset the password when you forget the password.

5.13.3.1 Enabling Password Reset

Enable the password reset function and configure the linked email address and security questions that
are used to reset the password.

Step1  Select Main Menu > ACCOUNT > Password Reset.

Step2  Click [ZHM to enable the password reset function.

I

This function is enabled by default.

Step3  Enter anemail address to receive the security code used to reset the password.
Steps  Configure security questions and answers.

Steps  Click OK.
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5.13.3.2 Resetting Password on Local Interface

Procedure
Stepa  Right-click the live page and then select any item on the shortcut menu.
e If you have configured unlock pattern, the unlock pattern login window is displayed.
Click Forgot Pattern to switch to password login.
e [f you did not configure unlock pattern, the password login window is displayed.
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Figure 5-226 Pattern login
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Step 2

Step s

Click B3

e If you have set the linked email address, the system will notify you of data collection
required for resetting password. Click OK.

e If you did not set the linked email address, the system prompts you to enter an email
address. Enter the email address and then click Next. Then the system will notify you of

data collection required for resetting password.

Figure 5-228 Notification on data colleciton

Password Reset

Read the prompt and then click OK.
Click Next.

I

After clicking Next, the system will collect your information for password reset, purpose

and the information includes but not limited to email address, MAC address, and device

serial number. Read the prompt carefully before clicking Next.

Reset the password.

e Email.
Select Email as the reset mode, and then follow the on-screen instructions to get the
security code in your linked email address. After that, enter the security code in the
Security Code box.

® Security question

Select Security Question as reset mode and then answer the security questions.

[

If you did not configure the security questions in advance , Security Question is not
available on the Reset Mode list.
Click Next.

Enter the new password and then enter the password again to confirm it.
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Figure 5-229 Enter new password
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Step8  Click OK.
The password is reset.

Stepg (Optional) When the system prompts whether to synchronize the password with the remote
devices accessed through the private protocol, click OK to synchronize the password.

5.13.4 ONVIF User

Background Information
To connect the camera from the third party to the NVR via the ONVIF protocol, you need to use a
verified ONVIF account.

X

The default ONVIF user is admin. It is created after you initialize the NVR and cannot be deleted.

Procedure
Stepa  Select Main Menu > ACCOUNT > ONVIF User.
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Step 2

Step3
Step 4

Figure 5-230 ONVIF user
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Figure 5-231 Add ONVIF user
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Click [ to modify the corresponding user information, click [@ to delete current user.
5.14 Security

5.14.1 Security Status

Security scanning helps get a whole picture of device security status. You can scan user, service and

security module status for detailed information on the security status of the device.

Detecting User and Service

I

Green icon represents a healthy status of the scanned item, and orange icon represents a risky status.

e Login authentication: When there’s a risk in the device configuration, the icon will be in orange to
warn risk. You can click Details to see the detailed risk description.

e User Status: When one of device users or ONVIF users uses weak password, the icon will be in

orange to warn risk. You can click Details to optimize or ignore the risk warning.
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Figure 5-232 Security status

Figure 5-233 Details (1)
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QONVIF User Status Optimize
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e Configuration Security: When there’s a risk in the device configuration, the icon will be in orange

to warn risk. You can click Details to see the detailed risk description.
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Figure 5-234 Details (2)
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Scanning Security Modules

This area shows the running status of security modules. For details about the security modules, point

to the icon to see the on-screen instructions.

Re-scanning Security Status

You can click Rescan to scan security status.

5.14.2 System Service

You can set NVR basic information such as basic services, 802.1x and HTTPS.

5.14.2.1 Basic Services

Procedure
Stepa  Select Main Menu > SECURITY > System Service > Basic Services.
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Figure 5-235 Basic services

Step2  Enable the system services.

A

There might be safety risk when Mobile Push Notifications, CGl, ONVIF, SSH and NTP
Server is enabled. Disable these functions when they are not needed.

Table 5-69 Basic service parameters

Parameter Description

After enabling this function, the alarm triggered by the NVR can be

Mobile Push Notifications pushed to a mobile phone. This function is enabled by default.

If this function is enabled, the remote devices can be added through

cal the CGl protocol. This function is enabled by default.

ONVIF If this function is enabled, the remote devices can be added through
the ONVIF protocol. This function is enabled by default.
After enabling this function, a NTP server can be used for time

NTP Server N . Lo
synchronization. This function is enabled by default.

SSH After enabling this function, you can use SSH service. This function is

disabled by default.

After enabling this function, the NVR can be found by other devices

Enable Device Discovery through searching

e Security Mode (Recommended): Uses Digest access
Private Protocol authentication when connecting to NVR.

Authentication Mode e Compatible Mode: Select this mode when the client does not
support Digest access authentication.
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Parameter Description

Enable the LLDP service.

LLDP The Link Layer Discovery Protocol (LLDP) allows two different
devices to collect hardware and protocol information about
neighboring devices, which is useful in troubleshooting the network.

Step3  Click Apply.

5.14.2.2 802.1X
The Device needs to pass 802.1x certification to enter the LAN.

Procedure
Stepi  Select Main Menu > SECURITY > System Service > 802.1x.

Figure 5-236 802.1x
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Step2  Select the Ethernet card you want to certify.
Step3  Select Enable and configure parameters.

Table 5-70 802.1x parameters

Parameter Description

e PEAP: protected EAP protocol.

Authentication e TLS: Transport Layer Security. Provide privacy and data integrity
between two communications application programs.
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Parameter

Description

Enable it and click Browse to import CA certificate from flash drive. For

CA Certificate details about importing and creating a certificate, see "5.14.4 CA
Certificate".

Username The username shall be authorized at server.

Password Password of the corresponding username.

Steps  Click Apply.

5.14.2.3 HTTPS

Background Information

We recommend you enable HTTPS function to enhance system security.

Procedure

Stepi  Select Main Menu > SECURITY > System Service > HTTPS.

Figure 5-237 HTTPS

Enable HTTPS function.

compatibility.

Click Certificate Management to create or import a HTTPS certificate from USB drive. For

details about importing or creating a CA certificate, see "5.14.4 CA Certificate".

Step 2
Step3y  (Optional) Enable Compatible with TLSv1.1 and earlier versions to allow protocol
Step 4
Step g

Select a HTTPS certificate.

Step6  Click Apply.
5.14.3 Attack Defense

5.14.3.1 Firewall

You can configure the hosts that are allowed or prohibited to access the Device.

Stepi  Select Main Menu > SECURITY > Attack Defense > Firewall .
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Figure 5-238 Firewall
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Step2  Click i to enable the firewall.

Step3  Select afirewall mode.

e Allow List: The hosts on the allowlist can access the Device.
e Block List: The hosts on the blocklist are prohibited to access the Device.
Steps4  Click Add and then select a type for the allowlist or blocklist.
You can allow or prohibit hosts through a specific IP address, a network segment, or a MAC
address.
e [P address.
Enter the IP address, start port and end port, and then click OK.
e |Psegment.
Enter the start address and end address, starting port and ending port, and then click
OK.
e MAC address.
Enter the MAC address, and then click OK.

Steps  Click Apply.

5.14.3.2 Account Lockout

Stepi  Select Main Menu > SECURITY > Attack Defense > Account Lockout.
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Figure 5-239 Account lockout

Step2  Set parameters.

Table 5-71 Account lockout parameters

Parameter Description

Set the maximum number of allowable wrong password entries. The

Attempt(s . . ;
pt(s) account will be locked after your entries exceed the maximum number.

Lock Time Set how long the account is locked for.

Step3  Click Apply.

5.14.3.3 Anti-Dos Attack

You can enable SYN Flood Attack Defense and ICMP Flood Attack Defense to defend the Device
against Dos attack.

Figure 5-240 Anti-Dos Attack

5.14.3.4 Sync Time-Allowlist

You can configure which hosts are allowed to synchronize time with the Device.
Stepa  Select Main Menu > SECURITY > Attack Defense > Sync Time-Allowlist.
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Figure 5-241 Sync Time-Allowlist

Step2  Click - to enable the function.

Step3  Click Add to add trusted hosts for time synchronization.
e |[fyou set Type to IP Address, enter the IP address, and then click OK.

e If you set Type to IP Segment, enter the start address and end address, and then click
OK.

Step4  Click Apply.
5.14.4 CA Certificate

5.14.4.1 Device Certificate

Create Certificate

1. Select Main Menu > SECURITY > CA Certificate > Device Certificate.
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Figure 5-242 Device certificate

2. Click Create Certificate.

Figure 5-243 Create certificate

3. Configure the parameters.
4. Click Create.

CA Application and Import

Click CA Application and Import and then follow the on-screen instructions to finish CA application

and import.
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Figure 5-244 CA application and import

Import Third-Party Certificate

1. Click Import Third-Party Certificate

2. Configure the parameters.

Table 5-72 Parameters for importing third-party certificate

Parameter Description

Path Click Browse to find the third-party certificate path on the USB drive.

Private Key CI|.ck Browse to find the third-party certificate private key on the USB
drive.

Private Key Password Input the private key password.

3. Click Create.

5.14.4.2 Trusted CA Certificate

Stepa  Select Main Menu > SECURITY > CA Certificate > Trusted CA Certificate.
Step2  Click Install Trusted Certificate.
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Figure 5-245 Create certificate

Device Certificate SRAUSIECIERCErT

Install Trusted Certificate

M, Certificate Senal Mumber valid Period Used by
1 03175CF3 12F5056TG0EY.,. 2027-03-0401:45:55

Create Certificate

FPath

Import Cangel

Step3  Click Browse to select the certificate that you want to install.
Steps4  Click Import.

5.14.5 Audio/Video Encryption

Background Information

The Device supports audio and video encryption during data transmission.

Procedure
Step1i  Select Main Menu > SECURITY > AUDIO/VIDEO ENCRYPTION > Audio/Video

Transmission.
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Figure 5-246 Audio and video transmission

Step2  Configure parameters.
Table 5-73 Audio and video transmission parameters
Area Parameter Description
Enables stream frame encryption by using private protocol.
Enable 11
There might be safety risk if this service is disabled.
Private _IlE_ncryptlon Use the default setting.
Protocol YpPe
Secret key update period.
Update Period Value range: 0—720 hours. o means never update the secret
of Secret Key key.
Default value: 12.
Enables RTSP stream encryption by using TLS.
Enable m
There might be safety risk if this service is disabled.
RTSP over
TLS Sele.c.t a device Select a device certificate for RTSP over TLS.
certificate
Certificate For details about certificate management, see "5.14.4.1 Device
Management Certificate".
Step3  Click Apply.

5.14.6 Security Warning

5.14.6.1 Security Exception

The Device gives warnings to the user when a security exception occurs.

Step1

Select Main Menu > SECURITY > Security Warning > Security Exception.
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Figure 5-247 Security exception

Step2 Click [ZHM to enable the function.

I

Click @ to view the list of security exception events.
Step3  Configure alarm linkage actions. For details, see Table 5-42.
Step4  Click Apply.

5.14.6.2 lllegal Login

Stepa  Select Main Menu > SECURITY > Security Warning > lllegal Login.
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Figure 5-248 Illegal login
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Step2 Click [ZIM to enable the function.
Step3  Configure alarm linkage actions. For details, see Table 5-42.

Steps4  Click Apply.

5.15 System

5.15.1 General

You can set NVR basic information such as system date and holiday.

5.15.1.1 General

Background Information

You can set device basic information such as device name, and serial number.

Stepi  Select Main Menu > SYSTEM > General > Basic.
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Figure 5-249 Basic settings

Step2  Set parameters.
Table 5-74 Basic parameters
Parameter Description

Device Name

Enter the Device name.

Device No. Enter a number for the Device.
Language Select a language for the Device system.
Video Standard Select PAL or NTSC as needed.

Sync Remote Device

Enable this function; the NVR can synchronize information with the
remote device such as Language, video standard and time zone.

Instant Playback

In the Instant Play box, enter the time length for playing back the
recorded video. The value ranges from 5 to 6o.

On the live view control bar, click the instant playback button to play
back the recorded video within the configured time.

Logout Time

Enter the standby time for the Device. The Device automatically logs
out when it is not working in the configured period. You need to login
the Device again.

The value ranges from o to 60. o indicates there is not standby time for
the Device.

Click Monitor Channel(s) when logout. You can select the channels
that you want to continue monitoring when you logged out.

CAM Time Sync Syncs the Device time with IP camera.
Interval Enter the interval for time sync.

: You can set auto logout interval once login user remains inactive for a
Logout Time

specified time. Value ranges from o to 60 minutes.

Navigation Bar

Enable the navigation bar. When you click on the live view screen, the
navigation bar is displayed.
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Parameter Description

M Sensitivit Adjust the speed of double-click by moving the slider.
ouse Sensitivi
Y The bigger the value is, the faster the speed is.

Step3  Click Apply button to save settings.

5.15.1.2 Date and Time

Background Information
You can set device time. You can enable NTP (Network Time Protocol) function so that the device can
sync time with the NTP server.
You can also configure date and time settings by selecting Main Menu > SYSTEM > General >
Date&Time.
Step1  Click Date&Time tab.

Figure 5-250 Date and time
m Tirme 3020 -DF -24 | 09 145 :032
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Step2  Configure the settings for date and time parameters.

Table 5-75 Data and time parameters

Parameter Description

In the System Time box, enter time for the system.

Click the time zone list, you can select a time zone for the system,
and the time in adjust automatically.

System Time ‘&

Do not change the system time randomly; otherwise the recorded
video cannot be searched. It is recommended to avoid the recording
period or stop recording first before you change the system time.

Time Zone In the Time Zone list, select a time zone for the system.
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Parameter Description

Date Format In the Date Format list, select a date format for the system.

Date Separator In the Date Separator list, select a separator style for the date.

. In the Time Format list, select 12-HOUR or 24-HOUR for the time
Time Format

display style.
DST Enable the Daylight Saving Time function. Click Week or Date.
Start Time

Configure the start time and end time for the DST.
End Time

Enable the NTP function to sync the Device time with the NTP
server.

NTP ‘&

If NTP is enabled, device time will be automatically synchronized
with server.

In the Server Address box, enter the IP address or domain name of
the corresponding NTP server.

Server Address ] ] , ]
Click Manual Update, the Device starts syncing with the server
immediately.

Port The system supports TCP protocol only and the default setting is 123.
In the Interval box, enter the amount of time that you want the

Interval Device to sync time with the NTP server. The value ranges from o to

65535.

Step3  Click Next to save settings.

5.15.1.3 Holiday

Here you can add, edit, and delete holiday. After you successfully set holiday information, you can
view holiday item on the record and snapshot period.

You can also configure holiday settings by selecting Main Menu > SYSTEM > General > Holiday.
Step1  Click Next.
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Figure 5-251 Holiday
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Step2  Click Add Holidays.

Figure 5-252 Add holidays
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Step3  Set holiday name, repeat mode and holiday mode.

I

Click Add more to add new holiday information.
Step4  Click Add, you can add current holiday to the list.

I

e C(lick the drop-down list of the state; you can enable/disable holiday date.
e Click [l to change the holiday information. Click Bl to delete current date.
Steps  Click Next to save settings.
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5.15.2 Serial Port

Background Information
After setting RS-232 parameters, the NVR can use the COM port to connect to other device to debug

and operate.

Procedure
Stepa  Select MAIN MENU > SYSTEM > Serial Port.

Figure 5-253 Serial port
Function
Baud Rate

Data Bits

Stop Bits

Check Mone

Step2  Configure parameters.

Table 5-76 Serial port parameters

Parameter Description

Select serial port control protocol.

e Console: Upgrade the program and debug with the console and
mini terminal software.

e Keyboard: Control this Device with special keyboard.

e Adapter: Connect with PC directly for transparent transmission of

Function data.
e Protocol COM: Configure the function to protocol COM, in order to
overlay card number.
e PTZ Matrix: Connect matrix control
|
Different series products support different RS-232 functions.
Baud Rate Select baud rate, which is 115200 by default.
Data Bits It ranges from 5 to 8, which is 8 by default.
Stop Bits Itincludes 1 and 2.
Parity Itincludes none, odd, even, mark and null.

Step3  Click Apply.
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5.16 Output and Display

5.16.1 Display

Background Information

You can configure the display effect such as displaying time title and channel title, adjusting image

transparency, and selecting the resolution.

Procedure

Step1  Select Main Menu > DISPLAY > Display.

Figure 5-254 Display

Step2  Configure the parameters.

Table 5-77 Display parameters

Parameter

Description

Main Screen/Sub
Screen

Configure the output port format of both screens.

® When sub screen is disabled, the format of main screen is HDMI/VGA
simultaneous output.

e When sub screen is enabled, the format of main screen and sub screen
are non-simultaneous outputs.

& When output port of sub screen is set to HDMI, the output port of
main screen is set to VGA by the device.

< When output port of sub screen is set to VGA, the output port of
main screen is set to HDMI by the device.

Enable Decoding

After it is enabled, the device can normally decode.

Time Title/Channel
Title

Select the checkbox and the date and time of the system will be displayed
in the preview screen.

Transparency

Set the transparency of the local menu of the NVR device. The higher the
transparency, the more transparent the local menu.
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Parameter Description

Time Title/Channel Select the checkbox and the date and time of the system will be displayed

Title in the preview screen.

Image Select the checkbox to optimize the preview image edges

Enhancement P P ge edges.

SMD Preview Select the checkbox to display the SMD previews in the live view interface.

Select the checkbox to display the Al rules in the live view interface.

AlRule 11

This function is for some series products only.

Click Setting and select the channel to restore the corresponding channel

Original Ratio image to the original scale.
Configure audio input on live view. You can select Audio 1, Audio 2, and
. . Mixing. For example, if you select Audio 1 for D1 channel, the sound of
Live Audio 7 . .
audio input port 1 of camera is playing. If you select Mixing, the sound of
all audio input ports are playing.
Resolution Support 1920x1080, 1280x1024(default), 1280x720.

Step3  Click Apply.

5.16.2 Tour

Background Information
You can configure a tour of selected channels to repeat playing videos. The videos display in turn
according to the channel group configured in tour settings. The system displays one channel group for

a certain period and then automatically changes to the next channel group.

Procedure
Stepa  Select DISPLAY > Tour Setting > Main Screen.
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Figure 5-255 Tour

® On the top right of the live view screen, use the left mouse button or press Shift to

switch between *: (image switchingis allowed) and £ (image switching is not

allowed) to turn on/off the tour function.
e On the navigation bar, click [ to enable the tour and click [ to disable it.
Step2  Configure the tour setting parameters.

Table 5-78 Tour parameters

Parameter Description
Enable Tour Enable tour function.

Enter the amount of time that you want each channel group displays on
Interval the screen. The value ranges from 5 seconds to 120 seconds, and the

default value is 5 seconds.

Motion Tour, Alarm
Tour

Select the View 1 or View 8 for Motion Tour and Alarm Tour (system
alarm events).

Live Layout

In the Live Layout list, select View 1, View 4, View 8, or other modes that
are supported by the Device.

Channel Group

Display all channel groups under the current Window Split setting.

e Add achannel group: Click Add, in the pop-up Add Group channel,
select the channels to form a group, and then click Save.

e Delete a channel group: Select the checkbox of any channel group,
and then click Delete.

e Edit a channel group: Select the checkbox of any channel group and
then click Modify, or double-click on the group. The Modify Channel
Group dialog box is displayed. You can regroup the channels.

e C(lick Move up or Move down to adjust the position of channel group.

Step3  Click Apply to save the settings.
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5.16.3 Custom Layout

Background Information

You can set customized video split mode.

X

e This function is for some series products. See the actual product for detailed information.

e Device max. supports 5 customized videos.

Procedure
Step1

Step 2

Select Main Menu > DISPLAY > Custom Split.

Figure 5-256 Custom split

Apply Cancel

Click El and then click ENENENEREREN to sclect basic mode.

System adopts the basic window mode as the new window name. For example, if you select

the 8 display mode, the default name is Split8.In regular mode, drag the mouse in the
preview frame; you can merge several small windows to one window so that you can get
you desired split mode.
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I

o After merge the window, system adopts the remaining window amount as the new
name such as Split6.

e Select the window you want to merge (red highlighted), click B to cancel the merge to
restore the basic mode.

e Click ¥ to delete the customized window mode.

Figure 5-257 Merged window

Apply Cancel

Step3  Click Apply to exit.

After the setup, you can go to the preview window, right-click and then select Live Layout
to select the custom split layout.

5.17 POS

You can connect the Device to the POS (Point of Sale) machine and receive the information from it.
This function applies to the scenarios such as supermarket POS machine. After connection is

established, the Device can access the POS information and display the overlaid text in the channel
window.
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5.17.1 Settings

Procedure

Stepa  Select Main Menu > POS > POS Setting.

Figure 5-258 POS setting

Step2  Configure the POS parameters.

Table 5-79 POS parameters

Parameter

Description

POS Name

In the POS Name list, select the POS machine that you want to configures
settings for. Click Bl to modify the POS name.

X

e The POS name must be unique.

e You can enter up to 21 Chinese characters or 63 English characters.

Enable

Enable the POS function.

Record Channel

Click B to select a channel to record.

Privacy

Enter the privacy contents.

Protocol

Select a protocol. Different machines correspond to different protocols.

Connection Mode

Select the connection protocol type. Click &, the IP Address window is
displayed.

In the Source IP box, enter the IP address (the machine that is connected to
the Device) that sends messages.

Character Encode

Select a character encoding mode.
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Parameter

Description

Overlay Mode

In the Overlay Mode list, Select Turn or ROLL.

e Turn: Once the information is at 16 lines, system displays the next page.

e ROLL: Once the information is at 16 lines, system rolls one line after
another to delete the first line.

[

When the local preview mode is in 4-split, the turn/ROLL function is based

on 8 lines.

Network time out

When the network is not working correctly and cannot be recovered after
the entered timeout limit, the POS information will not display normally.
After the network is recovered, the latest POS information will be displayed.

Enter the time that how long you want to keep the POS information

Time Display displaying. For example, enter 5, the POS information disappear from the
screen after 5 seconds.
Font Size Select Small, Medium, or Big as the text size of POS information
Font Color In the color bar, click to select the color for the text size of POS information.
Enable the POS Info function, the POS information displays in the live
POS Info )
view/WEB.
There is no line delimiter by default.
After you set the line delimiter (HEX), the overlay information after the
delimiter is displayed in the new line. For example, the line delimiter is F and
Line Break the overlay information is 123F6789, NVR displays overlay information on

the local preview interface and Web as:
123
6789

Step3  Click Apply.

5.17.1.1 Privacy Setup

Procedure

Stepa  Click B nextto Privacy.

Privacy

Frivacyl
Frivacy?

Privacy3

Figure 5-259 Privacy

Step2  Set privacy information.
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Step3  Click OK.

5.17.1.2 Connection Mode

Background Information
Connection type is UDP or TCP.

Procedure
Stepi  Select Connection Mode as UDP, TCP_CLINET or TCP.
Step2 Click B

Figure 5-260 IP address

IF Address

Sournce IF

Destination |P

Step3  For Source IP and Port, enter the POS IP address and port.
Steps  Click OK.

5.17.2 Search

I

The system supports fuzzy search.
Stepa  Select Main Menu > POS > POS Search.
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Figure 5-261 POS search

Step2 Inthe POS Search box, enter the information such as transaction number on your receipt,
amount, or product name.

Step3 Inthe Start Time box and End Time box, enter the time period that you want to search the
POS transaction information.

Step4  Click Search.
The searched transaction results display in the table.

5.18 Audio

The audio function is to manage audio files and set schedule play function. It is to realize audio

broadcast activation function.

(a8}

This function is available on select models.

5.18.1 File Management

You can add audio files, listen to audio files, rename and delete audio files, and configure the audio

volume.
Stepa  Select Main Menu > AUDIO > File Management.
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Figure 5-262 File management
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Step2  Click Add.
Figure 5-263 Add file
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Step3  Select the audio file and then click Import.
System supports MP3 and PCM audio format.
Steps4  Click OK to start importing audio files from the USB storage device.
If the importing is successful, the audio files will display in the File Management page.
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5.18.2 Audio Play

Background Information

You can configure the settings to play the audio files during the defined time period.

Procedure
Stepa  Select Main Menu > AUDIO > Schedule.

Figure 5-264 Schedule
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Step2  Configure the parameters.

Table 5-80 Schedule parameters

Parameter Description

In the Period box, enter the time. Select the checkbox to enable the

Period : . . .
enoe settings. You can configure up to six periods.
. In the File Name list, select the audio file that you want to play for this
File Name . :
configured period.
Interval In the Interval box, enter the time in minutes for how often you want to
repeat the playing.
Loop Configure how many times you want to repeat the playing in the defined

period.

Includes two options: MIC and Audio. It is MIC by default. The MIC
function shares the same port with talkback function and the latter has

Output the priority.

[l

Some series products do not have audio port.

I

e The finish time for audio playing depends on audio file size and the configured interval.

e Playing priority: Alarm event > Audio talk > Trial listening > Schedule audio file.
Step3  Click Apply.

5.18.3 Broadcast

Background Information

System can broadcast to the camera, or broadcast to a channel group.
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Procedure
Stepa  Select Mani Menu > AUDIO > Broadcast.

Figure 5-265 Broadcast
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Step2  Click Add Group.
Figure 5-266 Add group (2)
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Step3  Input group name and select one or more channels.
Step4  Click Save to complete broadcast group setup.
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I

e On the broadcast interface, click . to change group setup, click . to delete

group.
e After complete broadcast setup, on the preview interface and then click - on the

navigation bar, device pops up broadcast dialogue box. Select a group name and then

click m to begin broadcast.

Figure 5-267 Add group (2)
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5.19 Operation and Maintenance

5.19.1 Log
You can view and search for the log information, or back up log to the USB device.

Procedure
Stepa  Select Main Menu > MAINTAIN > Log.
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Figure 5-268 Log

Step2 Inthe Type list, select the log type that you want to view (System, Config, Storage, Record,
Account, Clear Log, Playback, and Connection) or select All to view all logs.

Step3  Enterthe time period to search, and then click Search.
The search results are displayed.

Related Operations
o Click Details or double-click the log to view details. Click Next or Previous to view more log
information.
e C(Click Backup to back up the logs to the USB storage device.

e C(lick Clear to remove all logs.
5.19.2 System

5.19.2.1 System Version
Select Main Menu > MAINTAIN > System Info > Version.
You can view NVR version information.

5.19.2.2 Al Algorithm Version

Select Main Menu > MAINTAIN > System Info > Intelligent Algorithm.
You can view version information for Al functions such as face detection, face recognition, IVS, and

video metadata.

347



5.19.2.3 HDD Info

You can view the HDD quantity, HDD type, total space, free space, status, and S.M.A.R.T information.
Select Main Menu > MAINTAIN > System Info > Disk.

Figure 5-269 Disk information
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Table 5-81 Disk information

Parameter Description
No. Indicates the number of the currently connected HDD. The asterisk (*)
means the current working HDD.

Device Name Indicates name of HDD.

Physical Position Indicates installation position of HDD.

Properties Indicates HDD type.

Total Space Indicates the total capacity of HDD.

Free Space Indicates the usable capacity of HDD.

Health Status Indicates the health status of the HDD.

S.M.AR.T View the S.M.A.R.T reports from HDD detecting.

Status Indicates the status of the HDD to show if it is working normally.
5.19.2.4 BPS

You can view current video bit rate (kb/s) and resolution.
Select Main Menu > MAINTAIN > System Info > BPS.
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Figure 5-270 BPS
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5.19.2.5 Device Status

You can view fan running status such as speed, CPU temperature, and memory.
Select Main Menu > MAINTAIN > System Info > Device Status.
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Figure 5-271 Device status

5.19.3 Network

5.19.3.1 Online User

You can view the online user information or block any user for a period of time. To block an online
user, click [ and then enter the time that you want to block this user. The maximum value you can
set is 65535.

The system detects every 5 seconds to check whether there is any user added or deleted, and update
the user list timely.

Select Main Menu > MAINTAIN > Network > Online User.
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Figure 5-272 Online user
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5.19.3.2 Network Load

Background Information
Network load means the data flow which measures the transmission capability. You can view the

information such as data receiving speed and sending speed.

Procedure
Stepa  Select Main Menu > MAINTAIN > Network > Network Load.
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Figure 5-273 Network load
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Step2  Click the LAN name that you want to view, for example, LAN1.

The system displays the information of data sending speed and receiving speed.

I

e System displays LAN1 load by default.
e Only one LAN load can be displayed at one time.

5.19.3.3 Network Test

Background Information

You can test the network connection status between the Device and other devices.

Procedure
Stepa  Select Main Menu > MAINTAIN > Network > Test.
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Figure 5-274 Test
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Step2 Inthe Destination IP box, enter the IP address.
Step3  Click Test.

After testing is completed, the test result is displayed. You can check the evaluation for
average delay, packet loss, and network status.

5.19.4 Maintenance and Management

5.19.4.1 Device Maintenance

Background Information

When the Device has been running for a long time, you can enable the Device to restart automatically

at the idle time. You can also enable emergency maintenance.

Procedure
Stepa  Select Main Menu > MAINTAIN > Manager > Maintenance.
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Figure 5-275 Maintenance

Step2  Configure the parameters.
e Auto Reboot: Enable the Device to restart at the idle time.
e Emergency Maintenance: When the Device has an update power outage, running error
and other problems, and you cannot log in, then you can use the emergency
maintenance function to restart the Device, clear configuration, update the system, and

more.
Step3  Click Apply.

5.19.4.2 Exporting System Settings

Background Information

You can export or import the Device system settings if there are several Devices that require the same
setup.

I

e The Import/Export interface cannot be opened if the backup operation is ongoing on the other
interfaces.

e When you open the Import/Export interface, the system refreshes the devices and sets the
current directory as the first root directory.
e Click Format to format the USB storage device.

Procedure
Step1  Select Main Menu > MAINTAIN > Manager > Import/Export.

354



Figure 5-276 Import and export
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Step2 Inserta USB storage device into one of the USB ports on the Device.
Step3  Click Refresh to refresh the interface.
The connected USB storage device is displayed.

355



Figure 5-277 Connected USB device
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Steps4  Click Export.

There is a folder under the name style of "Config_[YYYYMMDDhhmmss]". Double-click this
folder to view the backup files.

5.19.4.3 Restoring Defaults

5.19.4.3.1 Restoring Defaults on the Local Interface

Background Information

I

This function is for admin account only.

You can restore the Device to default settings on the local interface.

Procedure
Stepa  Select Main Menu > MAINTAIN > Manager > Default.
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Figure 5-278 Default

Step2  Restore the settings.
e Default: Restore all the configurations except network settings and user management
to the default..
e Factory Default: Restore all the configurations to the factory default settings.

5.19.4.3.2 Resetting Device through the Reset Button

Background Information

You can use the reset button on the mainboard to reset the Device to the factory default settings.

I

The reset button is available on select models.

A

After resetting, all the configurations will be lost.

Procedure
Stepa  Disconnect the Device from power source, and then remove the cover panel. For details
about removing the cover panel, see "3.3 HDD Installation".
Step2  Find the reset button on the mainboard, and then connect the Device to the power source
again.
Step3  Pressand hold the reset button for 5 seconds to 10 seconds.
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Figure 5-279 Reset button

Steps  Restart the Device.
After the Device restarts, the settings have been restored to the factory default.

5.19.4.4 System Update

5.19.4.4.1 Upgrading File

Procedure
Step1 Insert a USB storage device containing the upgrade files into the USB port of the Device.
Step2  Select Main Menu > MAINTAIN > Manager > Update

Figure 5-280 Update

Step3  Click Update.
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Figure 5-281 Browse
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Steps  Click the file that you want to upgrade.
Steps  The selected file is displayed in the Update File box.
Step6  Click Start.

5.19.4.4.2 Online Upgrade

Background Information
When the Device is connected to Internet, you can use online upgrade function to upgrade the
system.
Before using this function, you need to check whether there is any new version by auto check or
manual check.
e Auto check: The Device checks if there is any new version available at intervals.
e Manual check: Perform real-time check whether there is any new version available.

A

Ensure the correct power supply and network connection during upgrading; otherwise the upgrading
might be failed.

Procedure

Stepa  Select Main Menu > MAINTAIN > Manager > Update.

Step2  Check whether there is any new version available.
e Auto-check for updates: Enable Auto-check for updates.
e Manual check: Click Manual Check.
The system starts checking the new versions. After checking is completed, the check result
is displayed.
e [fthe"ltis the latest version" text is displayed, you do not need to upgrade.
e [f the text indicating there is a new version, go to the step 3.

Step3  Click Update now to update the system.

359



5.19.4.4.3 Uboot Upgrading

A\

e Under the root directory in the USB storage device, there must be "u-boot.bin.img" file and
"update.img" file saved, and the USB storage device must be in FAT32 format.

e Make sure the USB storage device is inserted; otherwise the upgrading cannot be performed.

When starting the Device, the system automatically checkswhether there is a USB storage device

connected and any upgrade file, and if yes and the check result of the upgrade file is correct, the

system will upgrade automatically. The Uboot upgrade can avoid the situation that you have to

upgrade through +TFTP when the Device is halted.

5.19.4.5 Intelligent Diagnosis

When exception occurs, export data to check details.
Select Maintain > Intelligent Diagnosis.

Figure 5-282 Intelligent diagnosis

5.20 USB Device Auto Pop-up

After you inserted the USB device, system can auto detect it and pop up the following dialogue box. It
allows you to conveniently backup file, log, configuration or update system.
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I

You can add a USB keyboard through USB port, and it can input characters limited to soft keyboard.
Figure 5-283 USB device prompt
Backup Device Found

Name: sdb4(USB USB)
Total Space:25.33 GB/28.91 GB(Free/Total)

File Backup Log Backup

Config Backup Update

5.21 Shutdown
A\

e When you see corresponding dialogue box "System is shutting down..." Do not click power on-off
button directly.

e Do not unplug the power cable or click power on-off button to shutdown device directly when
device is running (especially when it is recording.)

e Shut down the device and then unplug the power cable before you replace the HDD.

Procedure

e From the main menu (Recommended)

1. Click [EM atthe upper-right corner.
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Figure 5-284 Shutdown (1)

2. Select Shutdown.
Draw the unlock pattern or input password first if you have no authority to shut down.
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Figure 5-285 Shutdown (2)

Figure 5-286 Shutdown (3)

e Remote Control
Press the power button on the remote for at least 3 seconds.

e Pressthe power button at the rear panel of the device.
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Auto Resume after Power Failure

The system can automatically backup video file and resume previous working status after power

failure.
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6 Web Operation

I

e The figures in the Manual are used for introducing the operations and only for reference. The
actual interface might be different dependent on the model you purchased.

e The Manualis a general document for introducing the product, so there might be some functions
described for the Device in the Manual not apply to the model you purchased.

e Besides Web, you can use our Smart PSS to login the device. For detailed information, see Smart
PSS user’s manual.

6.1 Network Connection

Background Information

I

e The factory default IP of the Device is 192.168.1.108.

e The Device supports monitoring on different browsers such as Safari, Firefox, Google to perform
the functions such as multi-channel monitoring, PTZ control, and device parameters
configurations.

Procedure
Step1  Checkto make sure the Device has connected to the network.
Step2  Configure the IP address, subnet mask and gateway for the PC and the Device. For details
about network configuration of the Device, see "5.19.3 Network".
Step3  Onyour PC, check the network connection of the Device by using "ping *#** #%# &% k!t

Usually the return value of TTL is 255.

6.2 Web Login

Stepa  Openthe browser, enter the IP address of the Device, and then press Enter.
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Figure 6-1 Login

Step2  Enter the username and password.

I

e The default administrator account is admin. The password is the one that was
configured during initial settings. To ensure your account security, we recommend you
keep the password properly and change it regularly.

e Click [ to display the password.

Step3  Click Login.

6.3 Web Main Menu

After you have logged in to the web, the main menu is displayed.

For detailed operations, see "5 Local Operations".
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Figure 6-2 Main menu

Table 6-1 Main menu symbols

No.

Icon

Description

Includes configuration menu through which you can configure
camera settings, network settings, storage settings, system
settings, account settings, and view information.

None

Displays system date and time.

When you pointto [, the current user account is displayed.

Click [El, select Logout, Reboot, or Shutdown according to your
actual situation.

Displays Cell Phone Client and Device SN QR Code.

e Cell Phone Client: Use your mobile phone to scan the QR code
to add the device into the Cell Phone Client, and then you can
start accessing the Device from your cell phone.

e Device SN: Obtain the Device SN by scanning the QR code. Go
to the P2P management platform and add the Device SN into
the platform. Then you can access and manage the device in
the WAN. For details, see the P2P operation manual. You can
also configure P2P function in the local configurations, see
"5.11.128 P2P".

Displays the web main menu.
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No.

Icon

Description

None

Includes eight function tiles: LIVE, PLAYBACK, Al, ALARM, POS,
OPERATION, BACKUP, DISPLAY, and AUDIO. Click each tile to
open the configuration interface of the tile.

LIVE: You can perform the operations such as viewing
real-time video, configuring channel layout, setting PTZ
controls, and using smart talk and instant record functions if
needed.

PLAYBACK: Search for and play back the recorded video
saved on the Device.

ALARM: Search for alarm information and configure alarm
event actions.

Al: Configure and manage artificial intelligent events. It
includes smart search, parameters, and database.

POS: View POS information and configure related settings.
OPERATION: View system information, import/export system
configuration files, or update system.

BACKUP: Search and back up the video files to the local PC or
external storage device such as USB storage device.
DISPLAY: Configure the display effect such as displaying
content, image transparency, and resolution, and enable the
zero-channel function.

AUDIO: Manage audio files and configure the playing
schedule. The audio file can be played in response to an alarm

event if the voice prompts function is enabled.
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7 Glossary

DHCP: DHCP (Dynamic Host Configuration Protocol) is one of the TCP/IP protocol cluster. It is
mainly used to assign temporary IP addresses to computers on a network.

DDNS: DDNS (Dynamic Domain Name Server) is a service that maps Internet domain names to IP
addresses. This service is useful to anyone who wants to operate a server (web server, mail server,
ftp server and more.) connected to the internet with a dynamic IP or to someone who wants to
connect to an office computer or server from a remote location with software.

eSATA: eSATA (External Serial AT) is an interface that provides fast data transfer for external
storage devices. It is the extension specifications of a SATA interface.

GPS: GPS (Global Positioning System) is a satellite system, protected by the US, safely orbiting
thousands of kilometers above the earth.

PPPoE: PPPoE (Point to Point Protocol over Ethernet) is a specification for connecting multiple
computer users on an Ethernet local area network to a remote site. Now the popular mode is
ADSL and it adopts PPPoE protocol.

Wi-Fi: Wi-Fi is the name of a popular wireless networking technology that uses radio waves to
provide wireless high-speed Internet and network connections. The standard is for wireless local
area networks (WLANS). It is like a common language that all the devices use to communicate to
each other. Itis actually IEEE802.11, a family of standard The IEEE (Institute of Electrical and
Electronics Engineers Inc.)

3G: 3G is the wireless network standard. It is called 3G because it is the third generation of cellular
telecom standards. 3G is a faster network for phone and data transmission and speed Is over
several hundred kbps. Now there are four standards: COMA2000, WCDMA, TD-SCDMA and
WiMAX.

Dual-stream: The dual-stream technology adopts high-rate bit stream for local HD storage such
as QCIF/CIF/2CIF/DCIF/4CIF encode and one low-rate bit stream for network transmission such as
QCIF/CIF encode. It can balance the local storage and remote network transmission. The
dual-stream can meet the difference band width requirements of the local transmission and the
remote transmission. In this way, the local transmission using high-bit stream can achieve HD
storage and the network transmission adopting low bit stream suitable for the fluency
requirements of the 3G network such as WCDMA, EVDO, TD-SCDMA.

On-off value: It is the non-consecutive signal sampling and output. It includes remote sampling

and remote output. It has two statuses: 1/o.
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8 FAQ

Questions

Reasons

The Device failed to start
properly.

e [ncorrect input power.

e Incorrect connection of the power cord.
e Damaged power switch.

e Wrong program.

e Damaged HDD.

e Damaged mainboard.

The Device automatically shuts
down or stops running.

e Unstable or insufficient input voltage.
e Insufficient button power.
e |mproper operating environment.

e Hardware error.

The Device cannot detect
HDD.

e Damaged HDD or HDD ribbon.
e Loose connection of HDD cable.
e Damaged SATA port.

There is no video output in all
channels.

e Program version is not correct.
e Brightnessiso.

e Hardware error.

| cannot find local records.

e Damaged HDD or HDD ribbon.
e Program version is not correct.
e The recorded file has been overwritten.

e The recording function has been disabled.

Distorted recorded videos.

e Video quality setup is too low.

e Program read error, bit data is too small. There is mosaic in
the full screen. Restart the NVR to solve this problem.

e HDD data ribbon error.

e HDD malfunction.

e NVR hardware malfunctions.

Time display is not correct.

e Setup is not correct.
e Battery contact is not correct or voltage is too low.

e Crystal is broken.

370




Questions

Reasons

NVR cannot control PTZ.

e Front panel PTZ error

e PTZ decoder setup, connection or installation is not correct.

e Cable connection is not correct.

e PTZsetup is not correct.

e PTZ decoder and NVR protocol is not compatible.

e PTZ decoder and NVR address is not compatible.

e When there are several decoders, add 120 Ohm between
the PTZ decoder A/B cables furthest end to delete the
reverberation or impedance matching. Otherwise the PTZ
control is not stable.

e The distance is too far.

| cannot log in client-end or
web.

e For Windows 98 or Windows ME user, update your system
to Windows 2000 sp4. Or you can install client-end
software of lower version. Please note right now, our NVR is
not compatible with Windows VISTA control.

e ActiveX control has been disabled.

e No dx8.10r higher. Upgrade display card driver.

e Network connection error.

e Network setup error.

e Password or username is invalid.

e (lient-end is not compatible with NVR program.

There is only mosaic no video
when preview or playback
video file remotely.

e Network fluency is not good.
e Client-end resources are limit.

e Current user has no right to monitor.

Network connection is not
stable.

e Network is not stable.
e |P address conflict.
e MAC address conflict.

e PCordevice network card is not good.

Burn error /JUSB back error.

e Burnerand NVR are in the same data cable.

e System uses too much CPU resources. Stop record first and
then begin backup.

e Data amount exceeds backup device capacity. It might
result in burner error.

e Backup device is not compatible.

e Backup device is damaged.

Keyboard cannot control NVR.

e NVR serial port setup is not correct.

e Address is not correct.

e When there are several switchers, power supply is not
enough.

e Transmission distance is too far.
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Questions

Reasons

Alarm signal cannot be
disarmed.

Alarm setup is not correct.
Alarm output has been open manually.
Input device error or connection is not correct.

Some program versions might have this problem. Upgrade
your system.

Alarm function is null.

Alarm setup is not correct.
Alarm cable connection is not correct.
Alarm input signal is not correct.

There are two loops connect to one alarm device.

Record storage period is not
enough.

Camera quality is too low. Lens is dirty. Camera is installed
against the light. Camera aperture setup is not correct.
HDD capacity is not enough.

HDD is damaged.

Cannot playback the
downloaded file.

There is no media player.

No DXB8.1 or higher graphic acceleration software.
There is no DivX503Bundle.exe control when you play the
file transformed to AVI via media player.

No DivX5o3Bundle.exe or ffdshow-2004 1012 .exe in
Windows XP OS.

Forgot local menu operation
password or network password

Contact your local service engineer or our sales person for help.
We can guide you to solve this problem.

There is no video. The screen is
in black.

IPCIP address is not right.

IPC port number is not right.

IPC account (username/password) is not right.
IPCis offline.

The displayed video is not full
in the monitor.

Check current resolution setup. If the current setup is
1920*1080, then you need to set the monitor resolution as
1920*1080.

There is no HDMI output.

Displayer is not in HDMI mode.
HDMI cable connection is not right.

The video is not fluent when |
view in multiple-channel mode
from the client-end.

The network bandwidth is not sufficient. The
multiple-channel monitor operation needs at least 100M or
higher.

Your PC resources are not sufficient. For 16-ch remote
monitor operation, the PC shall have the following
environment: Quad Core, 2G or higher memory,
independent displayer, display card memory 256M or
higher.
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Questions

Reasons

| cannot connect to the IPC

e Make sure that the IPC has booted up.

e |PCnetwork connection is right and it is online

e [PCIPisin the blocklist.

e The device has connected to the too many IPC. It cannot
transmit the video.

e Check the IPC port value and the time zone is the same as
the NVR.

o Make sure current network environment is stable.

After | set the NVR resolution
as 1080P, my monitor cannot
display.

Shut down the device and then reboot. When you reboot, press
the Fn button at the same time and then release after 5
seconds. You can restore NVR resolution to the default setup.

My admin account has been
changed and I cannot log in.

Use telnet and then input the following command:
cd /mnt/mtd/Config/

rm -rf group

rm -rf password

Reboot the device to restore the default password.

After | login the Web, | cannot
find the remote interface to
add the IPC.

Clear the Web controls and load again.

There is IP and gateway, | can
access the internet via the
router. But | cannot access the

internet after | reboot the NVR.

Use command PING to check you can connect to the gateway
or not. Use telnet to access and then use command "ifconfig—a"
to check device IP address. If you see the subnet mask and the
gateway has changed after the reboot. Upgrade the
applications and set again.

| use the VGA monitor. | want
to know if | use the
multiple-window mode, | see
the video from the main
stream or the sub stream?

e For32-channel series product, the 9/16-window is using the
sub stream.

® For 4/8/16 series product, system is using the main stream
no matter you are in what display mode.

Daily Maintenance

Use the brush to clean the board, socket connector and the chassis regularly.

The device shall be soundly earthed in case there is audio/video disturbance. Keep the device away

from the static voltage or induced voltage.

Unplug the power cable before you remove the audio/video signal cable, RS-232 or RS-485 cable.

Do not connect the TV to the local video output port (VOUT). It might result in video output

circuit.

Always shut down the device properly. Use the shutdown function in the menu, or you can press

the power button in the rear pane for at least three seconds to shut down the device. Otherwise it

might result in HDD malfunction.

Make sure the device is away from the direct sunlight or other heating sources. Keep the sound

ventilation.

Check and maintain the device regularly.
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Appendix 1 HDD Capacity Calculation

Calculate the total capacity needed by each device according to video recording (video recording type
and video file storage time).
1. According to Formula (1) to calculate storage capacity . thatis the capacity of each channel

needed for each hour, unit Mbyte.

g, =, + 8x 3600 « 1024 (1)

Inthe formula: « means the bit rate, unit Kbit/s
2. After video time requirement is confirmed, according to Formula (2) to calculate the storage
capacity ™:, which is storage of each channel needed unit Mbyte.

}Hi = qj X h.i " ‘{}3 {2)

In the formula:
% means the recording time for each day (hour)
™ means number of days for which the video shall be kept
3. According to Formula (3) to calculate total capacity (accumulation) «r thatis needed for all

channels in the device during scheduled video recording.

g, = E m, (3)

In the formula:
¢ means total number of channels in one device
4. According to Formula (4) to calculate total capacity (accumulation) ¢r thatis needed for all
channels in device during alarm video recording (including motion detection).

qr st <a% (4)
=1

In the formula: a% means alarm occurrence rate
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Appendix 2 Mouse Operation

Appendix Table 2-1 Mouse operation

Operation

Description

Left click mouse

When you have selected one menu item, left click mouse to view menu
content.

Modify checkbox or motion detection status.

Click combo box to pop up drop-down list

In input box, you can select input methods. Left click the corresponding
button on the panel you can input numeral/English character (lower

case/upper case). Here<— stands for backspace button. __ stands for
space button.

In English input mode: _ stands for input a backspace icon and«— stands
for deleting the previous character.

2@ (%8 [%[=[+["
QWER[T[vyu[l[O[P

1
4
A|S|DF GH|J K|L|: Enter 7
Z|X|C |V B NM|, .| Shift o

In numeral input mode: _ stands for clear and«— stands for deleting the
previous numeral.

Double left click
mouse

Implement special control operation such as double click one item in the
file list to playback the video.

In multiple-window mode, double left click one channel to view in
full-window.

Double left click current video again to go back to previous
multiple-window mode.

Right click mouse

In real-time monitor mode, pops up shortcut menu.

Exit current menu without saving the modification.

Press middle button

In numeral input box: Increase or decrease numeral value.

Switch the items in the checkbox.

Page up or page down.

Move mouse

Select current control or move control.

Drag mouse

Select motion detection zone.

Select privacy mask zone.
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Appendix 3 Remote Control

I

Remote control is not our standard accessory and it is not included in the accessory package.

Appendix Figure 3-1 Remote control

No. Name Function

1 Power button Press this button to boot up or shut down the device.
Press this button to input device serial number, so that

2 Address .
you can control the Device.

3 Forward Multi-step forward speed and normal speed playback.

4 Slow motion Multi-step slow motion speed or normal playback.

s Next record In pIay.back state, press this button to play back the
next video.

6 Previous record In pIr_:]ybac!< state, press this button to play back the
previous video.
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No.

Name

Function

Play/Pause

e Innormal playback state, press this button to pause
playback.

e In pause state, press this button to resume to
normal playback.

e Inlive view window interface, press this button to
enter video search menu.

Reverse/pause

In the reverse playback state, press this button to pause
reverse playback.

In the reverse playback pause state, press this button to
resume to playback reversing state.

Esc

Go back to previous menu or cancel current operation
(close front interface or control).

10

Record

e Start or stop record manually.
e Inrecord interface, use the direction buttons to
select the channel that you want to record.

e Pressthis button for at least 1.5 seconds, and the
manual record interface will be displayed.

11

Direction keys

Switch between current activated controls by going left
or right.

In playback state, the keys control the playback
progress bar.

Aux function (such as operating the PTZ menu).

12

Enter/menu key

e Confirms an operation.
e Go tothe OK button.

e Gotothe menu.

13

Multiple-window
switch

Switch between multiple-window and one-window.

14

Fn

e Insingle-channel monitoring mode, press this
button to display the PTZ control and color setting
functions.

e Switch the PTZ control menu in PTZ control
interface.

e In motion detection interface, press this button
with direction keys to complete setup.

e Intext mode, press and hold this button to delete
the last character. To use the clearing function:
Long press this button for 1.5 seconds.

e [n HDD menu, switch HDD recording time and
other information as indicated in the pop-up
message.

15

Alphanumeric keys

e Input password, numbers.
e Switch channel.
e Press Shift to switch the input method.

377




Appendix 4 Compatible Network Camera List

Please note all the models in the following list for reference only. For those products not included in

the list, please contact your local retailer or technical supporting engineer for detailed information.

Appendix Table 4-1 Compatible network camera list

Manufacturer Model Version VR ED Audio/Video | Protocol
Encode
P1346 5.40.9.2 H264 v SNVIF/anat
P3344/P334 5.40.9.2 H264, J ONVIF/Privat
4-E e
Pscia - H264, J ‘(e)NVIF/Prlvat
Q1604 5.40.3.2 H264 v eONVIF/Prlvat
Q1604-E 5.40.9 H264 v EONVIF/P”\/at
Q6034E . H264 J eONVIF/Prlvat
AXIS .
Q6035 5.40.9 H264, J eONVIF/Prlvat
Qi755 - H264, J SNVIF/Prlvat
M7001 S H264 \V Private
M3204 5.40.9.2 H264 v Private
HEAD
P3367 LFP4_o H264 v ONVIF
130220
HEAD
P5532-P LFP4_o H264 v ONVIF
130220
A1D-220-V3. .
ACM-3511 12.15.AC MPEG v Private
ACTi
A1D-220-V3. .
ACM-8221 13.16.AC MPEGg4 N Private
AViiig 65246 H264 v Private
QV10005D 65197 H264 v Private
Arecont AV2115DN 65246 H264 v Private
AV2515DN | 65199 H264 v Private
AV281sg 65197 H264 v Private
AV5115DN | 65246 H264 v Private
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Video

Manufacturer Model Version Audio/Video | Protocol
Encode
AV8185DN | 65197 H264 v Private
NBN-g21-P | — H264 v ONVIF
NBC-455-2 | _ H264 Vv ONVIF
2P
VG5-825 9500453 H264 v ONVIF
Bosch NBN-832 66500500 H264 v ONVIF
VEZ-211-|
WTEIVA H264 \V ONVIF
NBC-255-P | 15500152 H264 v ONVIF
VIP-X1XF — H264 v ONVIF
Bo100 — H264 v ONVIF
D100 — H264 v ONVIF
Brikcom GE-100-CB | — H264 Vv ONVIF
FB-100A v1.0.3.9 H264 v ONVIF
FD-100A v1.0.3.3 H264 v ONVIF
Cannon VB-M400 — H264 v Private
MPix2.0DIR | NETM11201 1 0 V ONVIF
11229
VIPBL1.3MI | XNETM21001
CNB RVE 1o H264 N ONVIF
IGC-2050F | ~NETM22001 )\ o) Vi ONVIF
11229
CP-NCo-K | 6.E2.7776 | Ha64 J ONviF/Prvat
EP_NC9W_ 6.E.2.7776 H264 v Private
CP-ND1o-R f\lpszonm% H264 Vv ONVIF
CP-ND20-R ch52°111129A H264 Vv ONVIF
CPPLUS CP-NS12W- | ¢p20110808N H264, J ONVIF
CR S
VS201 ‘S:p2°111129N H264 Vv ONVIF
CP-NB20-R [‘ilpszomgogB H264 Vv ONVIF
CP-NT20VL | cp20110808B
R NS H264 v ONVIF
_C:ENS36W ;p20110808N H264, J ONVIF
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Video

Manufacturer Model Version Audio/Video | Protocol
Encode
CP-ND20oV | ¢p20110808B
2R NS H264 v ONVIF
CP-RNP-18 | ¢p20120821N .
o oA H264 v Private
CP-RNC-TP | ¢p20120821N .
20FL3C oA H264 v Private
CP-RNP-12 | ¢p20120828A .
b NS H264 v Private
CP-RNC-D €p20120821N .
Vio oA H264 v Private
CP-RNC-D cp20120821N .
PooFLaC SA H264 v Private
ICS-13 d20120214N H264 J ONVIF/Privat
S e
1CS-20W vt20111123N Ha64, J ONVIF/Privat
SA e
Dynacolor NA222 — H264 N ONVIF
MPC-IPVD- | k20111208A H26 J ONVIF/Privat
0313 NS 4 e
MPC-IPVD- | k20111208B H26 J ONVIF/Privat
0313AF NS 4 e
ﬁ'TDC'mO h.2.2.1824 H264 Vv ONVIF
ﬁ'DC'noo h.2.2.1824 H264 Vv ONVIF
g'DC'OmO h.2.2.1824 H264 Vv ONVIF
Honeywell \I—/|IDC-1300 2.0.0.21 H264 N ONVIF
\';'V'CC'13°° 2.0.1.7 H264 Vv ONVIF
HICC-2300 | 2.0.0.21 H264 N ONVIF
H20130114N
HDZ20HDX | (| H264 v ONVIF
LW342-FP — H264 v Private
LG
LNB5100 — H264 v ONVIF
KNC-Bsooo | — H264 v Private
Imatek KNC-Bgi62 | — H264 v Private
KNC-B2161 | — H264 N Private
NP240/CH — MPEG4 v Private
Panasonic
WV-NP502 | — MPEG4 v Private
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Video

Manufacturer Model Version Audio/Video | Protocol
Encode
WV-SP102 141 Ha64 J ONVIF/Privat
H e
WV-SP105 . Ha64 J ONVIF/Privat
H e
WV-SP302 H264, ONVIF/Privat
H L4 MPEGy v e
WV-SP306 ) H264, J ONVIF/Privat
H 4 MPEGy e
WV-SP508 - H264, J ONVIF/Privat
H MPEG4 e
WV-SP5og o H264, J ONVIF/Privat
H MPEG4 e
WV-SF332 H264, ONVIF/Privat
H 141 MPEG4 v e
WV-SW316 H264, ONVIF/Privat
H T4 MPEGy v e
WV-SW355 H264, ONVIF/Privat
H L4 MPEGy v e
WV-SW352 | H264, J ONVIF/Privat
H MPEG4 e
WV-SWig2 1o H264, J ONVIF/Privat
E 03 MPEGy e
WV-SWs558 | H264, J ONVIF/Privat
H MPEG4 e
WV-SWs559 | H264, J ONVIF/Privat
H MPEG4 e
WYV-SP105 H264, ONVIF/Privat
H 03 MPEGy v e
WV-SWissg H264, ONVIF/Privat
E 03 MPEGy v e
WV-SF336 H264, ONVIF/Privat
H 144 MPEGy v e
WV-SF332 H264, ONVIF/Privat
H 41 MPEGy v e
H264, ONVIF/Privat
WV-SF132E | 1.03 MPEG v .
H264, ONVIF/Privat
WV-SF135E | 1.03 MPEGy, v .
WV-SF346 H264, ONVIF/Privat
H 41 MPEGy v e
WV-SF342 H264, ONVIF/Privat
H 41 MPEGy v e

381




Video

Manufacturer Model Version Audio/Video | Protocol
Encode
WV-SC385 H264, ONVIF/Privat
H 1.08 MPEGy v e
WV-SC386 H264, ONVIF/Privat
H 1.08 MPEGy v e
H264,
WV-SP539 | 1.66 MPEGy, v ONVIF
H264,
DG-SC385 | 1.66 MPEGy, v ONVIF
1.8.1-201109
IXSOLW 12-1.9082-A1 | H264 v Private
.6617
IDE2oDN | 17:43:93311°0 | 6, Vi Private
3.6725
1.7.8.9310-A1 .
D5118 5288 H264 N Private
PELCO 1.6.13.9261-
IM10C10 02.4657 H264 N Private
DDg4N-X 01.02.0015 MPEG4 v Private
DD423-X 01.02.0006 MPEG4 Vv Private
1.8.3-FC2-20
Ds220 120614-1.932 | H264 v Private
0-A1.8035
H264, ONVIF/Privat
SNB-3000P | 2.41 MPEGy N .
1.22_110120_ | H264, ONVIF/Privat
SNP-3120 | MPEGy v .
SNP-3370 1.21_110318 MPEG4 v Private
H264, ONVIF/Privat
SNB-5000 210 111227 | \ore v .
_ H264, :
Samsung SND-5080 MPEGy, v Private
H264, ONVIF/Privat
SNZ-5200 102110512 | \ore v .
H264, ONVIF/Privat
SNP-5200 1.04_110825 MPEGy, v .
SNB-7000 1.10_110819 H264 v SNVIF/anat
SNB-6004 V1.0.0 H264 v ONVIF
SNC-DH110 | 1.50.00 H264 N SNVIF/Prlvat
Sony :
SNC-CH120 | 1.50.00 H264 N ONVIF/Privat

e
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Video

Manufacturer Model Version Audio/Video | Protocol
Encode
SNC-CH135 | 1.73.01 H264 v eONVIF/Prlvat
SNC-CH140 | 1.50.00 H264 v EONVIF/P”\/at
SNC-CH210 | 1.73.00 H264 v SNVIF/anat
SNC-DH21 1.73.00 Ha64, J ONVIF/Privat
0 e
SNC-DH24 1.50.00 Ha64, J ONVIF/Privat
0 e
SNC-DH24 173.01 H264, J ONVIF/Privat
o-T e
SNC-CH26 174.01 Ha64, J ONVIF/Privat
0 e
SNC-CH28 | Ha6s J ONVIF/Privat
0 e
SNC-RH-12 1.73.00 Ha64, J ONVIF/Privat
4 e
SNC-RS46P | 1.73.00 H264 v eONVIF/Prlvat
SNC-ER550 | 1.74.01 H264 N eONVIF/Prlvat
SNC-ER580 | 1.74.01 H264 N SNV'F/ Privat
SNC-ER580 | 1.78.00 H264 ONVIF
fNC'VM63 1.4.0 H264 ONVIF
H264,

WV-SP306 | 1.61.00 MPEG, v SDK
WV-SP306 | 1.61.00 H264 N ONVIF
SNC-VB60o | 1.5.0 H264 N Private
ENC_VMGO 1.5.0 H264 v Private
SNC-VB630 | 1.5.0 H264 v Private
iNC-VM63 1.5.0 H264 v Private

SANYO VCCHDNg H264 V ONVIF
0ooPC
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Appendix 5 Cybersecurity Recommendations

Mandatory actions to be taken for basic device network security:
1. Use Strong Passwords
Please refer to the following suggestions to set passwords:
e The length should not be less than 8 characters.
e Include at least two types of characters; character types include upper and lower case letters,
numbers and symbols.
e Do not contain the account name or the account name in reverse order.
e Do not use continuous characters, such as 123, abc, etc.
e Do not use overlapped characters, such as 111, aaa, etc.
2. Update Firmware and Client Software in Time
e According to the standard procedure in Tech-industry, we recommend to keep your device
(such as NVR, DVR, IP camerg, etc.) firmware up-to-date to ensure the system is equipped with
the latest security patches and fixes. When the device is connected to the public network, it is
recommended to enable the “auto-check for updates” function to obtain timely information of
firmware updates released by the manufacturer.
e We suggest that you download and use the latest version of client software.
"Nice to have" recommendations to improve your device network security:
1. Physical Protection
We suggest that you perform physical protection to device, especially storage devices. For
example, place the device in a special computer room and cabinet, and implement well-done
access control permission and key management to prevent unauthorized personnel from carrying
out physical contacts such as damaging hardware, unauthorized connection of removable device
(such as USB flash disk, serial port), etc.
2. Change Passwords Regularly
We suggest that you change passwords regularly to reduce the risk of being guessed or cracked.
3. Setand Update Passwords Reset Information Timely
The device supports password reset function. Please set up related information for password reset
in time, including the end user’s mailbox and password protection questions. If the information
changes, please modify it in time. When setting password protection questions, it is suggested not
to use those that can be easily guessed.
4. Enable Account Lock
The account lock feature is enabled by default, and we recommend you to keep it on to guarantee
the account security. If an attacker attempts to log in with the wrong password several times, the
corresponding account and the source IP address will be locked.
5. Change Default HTTP and Other Service Ports
We suggest you to change default HTTP and other service ports into any set of numbers between
1024-65535, reducing the risk of outsiders being able to guess which ports you are using.
6. Enable HTTPS
We suggest you to enable HTTPS, so that you visit Web service through a secure communication
channel.
7. MAC Address Binding
We recommend you to bind the IP and MAC address of the gateway to the device, thus reducing
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10.

11.

12.

13.

the risk of ARP spoofing.

Assign Accounts and Privileges Reasonably

According to business and management requirements, reasonably add users and assign a

minimum set of permissions to them.

Disable Unnecessary Services and Choose Secure Modes

If not needed, it is recommended to turn off some services such as SNMP, SMTP, UPnP, etc., to

reduce risks.

If necessary, it is highly recommended that you use safe modes, including but not limited to the

following services:

e SNMP: Choose SNMP v3, and set up strong encryption passwords and authentication
passwords.

e SMTP: Choose TLS to access mailbox server.

e FTP: Choose SFTP, and set up strong passwords.

e AP hotspot: Choose WPA2-PSK encryption mode, and set up strong passwords.

Audio and Video Encrypted Transmission

If your audio and video data contents are very important or sensitive, we recommend that you use

encrypted transmission function, to reduce the risk of audio and video data being stolen during

transmission.

Reminder: encrypted transmission will cause some loss in transmission efficiency.

Secure Auditing

e Check online users: we suggest that you check online users regularly to see if the device is
logged in without authorization.

e Check device log: By viewing the logs, you can know the IP addresses that were used to log in
to your devices and their key operations.

Network Log

Due to the limited storage capacity of the device, the stored log is limited. If you need to save the

log for a long time, it is recommended that you enable the network log function to ensure that the

critical logs are synchronized to the network log server for tracing.

Construct a Safe Network Environment

In order to better ensure the safety of device and reduce potential cyber risks, we recommend:

e Disable the port mapping function of the router to avoid direct access to the intranet devices
from external network.

e The network should be partitioned and isolated according to the actual network needs. If there
are no communication requirements between two sub networks, it is suggested to use VLAN,
network GAP and other technologies to partition the network, so as to achieve the network
isolation effect.

e Establish the 802.1x access authentication system to reduce the risk of unauthorized access to
private networks.

e Enable IP/MAC address filtering function to limit the range of hosts allowed to access the

device.
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Legal and Regulatory Information

Legal Considerations

Video surveillance can be regulated by laws that vary from country to country.
Check the laws in your local region before using this product for surveillance
purposes.

Disclaimer

Every care has been taken in the preparation of this document. Please inform
your nearest Dahua office of any inaccuracies or omissions. Dahua Technology
shall not be held responsible for any technical or typographical errors and
reserves the right to make changes to the product and manuals without prior
notice. Dahua Technology makes no warranty of any kind with regard to the
material contained within this document, including, but not limited to, the implied
warranties of merchantability and fitness for a particular purpose. Dahua
Technology shall not be liable or responsible for incidental or consequential
damages in connection with the furnishing, performance or use of this material.
This product is only to be used for its intended purpose.

Intellectual Property Rights

Dahua Technology retains all intellectual property rights relating to technology
embodied in the product described in this document.

Equipment Modifications

This equipment must be installed and used in strict accordance with the
instructions given in the user documentation. This equipment contains no
user-serviceable components. Unauthorized equipment changes or modifications
will invalidate all applicable regulatory certifications and approvals.

Trademark Acknowledgments

@hua  @hua HOICVI are registered trademarks or

trademark appllcatlons of Dahua Technology in various jurisdictions. All other
company names and products are trademarks or registered trademarks of their
respective companies.

Regulatory Information

European Directives Compliance

C € This product complies with the applicable CE marking directives and
standards:

o Low Voltage (LVD) Directive 2014/35/EU.
o Electromagnetic Compatibility (EMC) Directive 2014/30/EU.

e Restrictions of Hazardous Substances (RoHS) Directive 2011/65/EU and
its amending Directive (EU) 2015/863.

A copy of the original declaration of conformity may be obtained from Dahua



Technology.

The most up to date copy of the signed EU Declaration of Conformity (DoC) can
be downloaded from: www.dahuasecurity.com/support/notice/

CE-Electromagnetic Compatibility (EMC)
This digital equipment is compliant with Class A according to EN 55032.

AWarning:

This is a Class A product. In a domestic environment this product may cause
radio interference, in which case the user may be required to take adequate
measures.

CE-Safety

This product complies with IEC/EN/UL 60950-1 or IEC/EN/UL 62368-1, Safety of
Information Technology Equipment.

Declaration of Conformity CE
(Only for the product has RF function)

Hereby, Dahua Technology declares that the radio equipment is compliant with
Radio Equipment Directive (RED) 2014/53/EU. The full text of the EU
declaration of conformity is available at the following internet address:
www.dahuasecurity.com/support/notice/

USA Regulatory Compliance

FCC

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions:

(1) This device may not cause harmful interference.

(2) This device must accept any interference received, including interference
that may cause undesired operation.

Attention that changes or modification not expressly approved by the party
responsible for compliance could void the user’s authority to operate the
equipment.

Note: This equipment has been tested and found to comply with the limits for a
Class A digital device, pursuant to part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference when the
equipment is operated in a commercial environment. This equipment generates,
uses, and can radiate radio frequency energy and, if not installed and used in
accordance with the instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential area is likely to
cause harmful interference in which case the user will be required to correct the
interference at his own expense.

FCC SDOC Statement can be downloaded from:
https://us.dahuasecurity.com/support/notices/

RF exposure warning
(Only for the product has RF communication function)
This equipment must be installed and operated in accordance with provided



instructions and the antenna(s) used for this transmitter must be installed to
provide a separation distance of at least 20 cm from all persons and must not be
co-located or operating in conjunction with any other antenna or transmitter.
End-users and installers must be provided with antenna installation instructions
and transmitter operating conditions for satisfying RF exposure compliance.

This equipment should be installed and operated with a minimum distance 20cm
between the radiator and your body.

Canada Regulatory Compliance
ICES-003
This Class A digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la Classe A est conforme a la nhorme NMB-003 du
Canada.

This device complies with Industry Canada licence-exempt RSS standard(s).
Operation is subject to the following two conditions:

(1) This device may not cause interference, and

(2) This device must accept any interference, including interference that may
cause undesired operation of the device.

Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux
appareils radioexempts de licence. L'exploitation est autorisée aux deux
conditions suivantes:

(1) l'appareil ne doit pas produire de brouillage, et

(2) l'utilisateur de l'appareil doit accepter tout brouillage radioélectrique subi,
méme si le brouillage est susceptible d'en compromettre le fonctionnement.

RF exposure warning
(Only for the product has RF communication function)

This equipment should be installed and operated with a minimum distance 20cm
between the radiator and your body.

Cet équipement doit étre installé et utilisé a une distance minimale de 20 cm
entre le radiateur et votre corps.

Under Industry Canada regulations, this radio transmitter may only operate using
an antenna of a type and maximum (or lesser) gain approved for the transmitter
by Industry Canada. To reduce potential radio interference to other users, the
antenna type and its gain should be so chosen that the equivalent isotropically
radiated power (e.i.r.p.) is not more than that necessary for successful
communication.

Conformément a la réglementation d'Industrie Canada, le présent émetteur radio
peut fonctionner avec une antenne d'un type et d'un gain maximal (ou inférieur)
approuvé pour l'émetteur par Industrie Canada. Dans le but de réduire les
risques de brouillage radioélectrique a l'intention des autres utilisateurs, il faut
choisir le type d'antenne et son gain de sorte que la puissance isotrope rayonnée
équivalente (p.i.r.e.) ne dépasse pas lintensité nécessaire a I'établissement
d'une communication satisfaisante.

Japan Regulatory Compliance
VCCI

These products comply with the requirements of VCCI Class A Information



Technology Equipment.

ACAUTION

This is a Class A equipment. Operation of this equipment in a residential
environment could cause radio interference. In such a case, the user may be
required to take corrective actions.

Batteries
Correct disposal of batteries in this product

E This marking on the battery indicates that the batteries in this product
should not be disposed of with other household waste at the end of their working
life. Where marked, the chemical symbols Hg, Cd or Pb indicate that the battery
contains mercury, cadmium or lead above the reference levels in Directive
2006/66/EC and 1ts amending Directive 2013/56/EU. If batteries are not properly
disposed o{, these substances can cause harm to human health or the
environment.

ACAUTION

Do not ingest battery. Chemical Burn Hazard.

This product contains a coin cell battery. If the coin cell battery is swallowed, it
can cause severe internal burns in just 2 hours and can lead to death.

Keep new and used batteries away from children.

If the battery compartment does not close securely, stop using the product and
keep it away from children.

If you think batteries might have been swallowed or placed inside any part of the
body, seek immediate medical attention.

ACAUTION

Risk of explosion if the battery is replaced by an incorrect type.

Do not throw or immerse into water, heat to more than 100°C(212°F"), repair or
disassemble, leave in an extremely low air pressure environment or extremely
high-temperature environment, crush, puncture, cut or incinerate.

Dispose of the battery as required by local ordinances or regulations.

Safety

The product complies with IEC/EN/UL 60950-1, Information Technology
Equipment — Safety — Part 1. General Requirements; or complies with
IEC/EN/UL 62368-1, Audio/video, information and communication technology
equipment — Part 1: Safety requirements.

If the power supply to the product is from external power adaptor without
connecting to AC Mains, and the product is not shipped with power adaptor,
customers are required to use the external power adaptor that must fulfill the
requirements for Safety Extra Low Voltage (SELV) and Limited Power Source
(LPS).

Waste Electrical and Electronic Equipment (WEEE) statements
Disposal and Recycling

When this product has reached the end of its useful life, dispose of it according



to local laws and regulations. For information about your nearest designated
collection point, contact your local authority responsible for waste disposal. In
accordance with local legislation, penalties may be applicable for incorrect
disposal of this waste.

mmm This symbol means that the Brodu_ct shall not be disposed of together with
household or commercial waste. Directive 2012/19/EU on waste electrical and
electronic equipment (WEEE) is applicable in the European Union member
states. To prevent potential harm to human health and the environment, the
product must be disposed of in an approved and environmentally safe recycling
process. For information about your nearest designated collection point, contact
%/our local authority responsible for waste disposal. Businesses s ould contact
he prtcl)duct supplier for information about how to dispose of this product
correctly.

Privacy Protection Notice

As the device user or data controller, you might collect personal data of others
such as face, fingerprints, car plate number, Email address, phone number, GPS
and so on. You need to be in compliance with the local privacy protection laws
and regulations to protect the legitimate rights and interests of other people by
implementing measures, including but not limited to: providing clear and visible
identification to inform data subject the existence of surveillance area and
providing related contact.

About the Manual

e The manual is for reference only. If there is inconsistency between the
manual and the actual product, the actual product shall prevail.

e We are not liable for any loss caused by the operations that do not comply
with the manual.

o The manual would be updated according to the latest laws and regulations of
related jurisdictions. For detailed information, refer to the paper manual,
CD-ROM, QR code or our official website. If there is inconsistency between
paper manual and the electronic version, the electronic version shall prevail.

o All the designs and software are subject to change without prior written notice.
The product updates might cause some differences between the actual
product and the manual. Please contact the customer service for the latest
program and supplementary documentation.

e There still might be deviation in technical data, functions and operations
description, or errors in print. If there is any doubt or dispute, we reserve the
right of final explanation.

o Upgrade the reader software or try other mainstream reader software if the
manual (in PDF format) cannot be opened.

o All trademarks, registered trademarks and the company names in the manual
are the properties of their respective owners.

o Please visit our website, contact the supplier or customer service if there is
any problem occurring when using the device.

e |If there is any uncertainty or controversy, we reserve the right of final
explanation.

Support

Should you require any technical assistance, please contact your Dahua
distributor. If your questions cannot be answered immediately, your distributor
will forward your queries through the appropriate channels to ensure a rapid



response. If you are connected to the Internet, you can:

o Download user documentation and software updates.
e Search by product, category, or phrase.

e Report problems to Dahua support staff by logging in to your private support
area.

e Chat with Dahua support staff.
e Visit Dahua Support at www.dahuasecurity.com/support

Contact Information
ZHEJIANG DAHUA VISION TECHNOLOGY CO., LTD.
Address: No0.1199, Bin'an Road, Binjiang District, Hangzhou, P.R. China
Postcode: 310053
Tel: +86-571-87688883
Fax: +86-571-87688815
Email: overseas@dahuatech.com
Website: www.dahuasecurity.com

English

Important Safeguards and Warnings

This Chapter describes the contents covering proper handllndg of the device,
hazard prevention, and prevention of propert% damage. Read these contents
carefully before using the device, comply with them when using, and keep it well
for future reference.

Safety Instructions

The folllowing categorized signal words with defined meaning might appear in the
manual.

Signal Words Meaning

f Indicates a high potential hazard which, if not avoided,
DANGER will result in death or serious injury.

é Indicates a medium or low potential hazard which, if not
WARNING | avoided, could result in slight or moderate injury.

Indicates a potential risk which, if not avoided, could
f:} result in property damage, data loss, lower performance,
CAUTION or unpredictable result.

0=" Provides methods to help you solve a problem or save
TIPS you time.
Provides additional information as the emphasis and
@ NOTE

supplement to the text.

Safety Requirement

o Abide by local electrical safety standards to ensure that the voltage is stable
and complies with the power supply requirement of the device. o

e Transport, use, and store the device under the allowed humidity and
temperature conditions. Refer to the corresponding technical specifications of
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device for specific working temperature and humidity.

e Do not place the device in a location exposed to dampness, dust, extreme hot
or cold, stron? electronic radiation, or unstable lighting condtions. _

e Do not install the device in a place near the heat source, such as radiator,
heater, furnace, or other heat generating device to avoid fire. _

e Prevent liquid from flowing into the device to avoid damge to internal

components. _ _ _

o ]Icnﬁ_tall the device horizontally or install on the stable place to prevent it from
alling.

o Install the device in a well-ventilated place, and do not block the ventilation of
the device.

e Do not disassemble the device arbitrarily. _ _ _ _
o Avoid heavy stress, violent vibration, and soaking during during transportation,
storage, and installation. Complete package is necessary during the

transportation. _ _
o Use the factory package or the equivalent for transportation.
Battery

Low battery power affects the operation of the RTC, causing it to reset at every
power-up. When the battery needs replacing, a log message will appear in the
product’s server report. For more information about the server report, see the
product’s setup pages or contact Dahua support.

WARNING

o Risk of explosion if the battery is incorrectly replaced.
. Be lace only with an identical battery or a’battery which is recommended by
ahua.
o Dispose of used batteries according to local regulations or the battery
manufacturer's instructions.

Polski

Wazne srodki ostroznosci i ostrzezenia

Ninieés_zy rozdziat opisuje wiasciwe sposoby korzystania z urzadzenia, sposoby
zapobiegania zagrozeniom, a takze sposoby zapobiegania uszkodzeniu mienia.,
Przed rozpoczeciem korzystania z urzadzénia zapoznaj sie doktadnie z tymi
informacjami i zachowaj je na przysztos¢ do celéw referencyjnych.

Instrukcje dot. bezpieczenstwa

W podreczniku mogg pojawic sie nastepujgce symbole. Ich znaczenie wyjasnia
ponizsza tabela.

Symbol Znaczenie

stopnia, ktorego nieunikniecie moze skutkowac

Oznacza potencjalne zagrozenie wysokiego
AZAGROZENIE : : ) AR
powaznymi urazami lub smiercia.

niskiego stopnia, ktorego nieunikniecie moze

Oznacza potencjalne zagrozenie sredniego lub
AOSTRZEZENIE . . S ;
skutkowacC pomniejszymi lub srednimi urazami.

Oznacza potencjalne  zagrozenie, ktérego
A nieunikniecie moze skutkowaé zniszczeniem

UWAGA mienia, utratg danych, spadkiem wydajnosci lub
miec¢ inne nieprzewidziane skutki.




Symbol Znaczenie

Oznacza wskazdéwki pozwalajgce na rozwigzanie

C=>WSKAZOWKI o
problemu lub oszczednos¢ czasu.
UWAGA Oznacza informacje uzupetniajgce tekst gtowny.

Wymogi dot. Bezpieczenstwa

e Przestrzegaj lokalnych standardow b_ezPiecze_r’}stwa elektrycznego celem
uEevynlenla_ sie, ze zrodlo napiecia jest stabilne i zgodne z wymogami
okreslonymi dla urzadzenia. ) o ]

e Urzadzenie nalezy transportowac, uzywac i przechowywa¢ w warunkach o
dozwolonym poziomie wilgotnosci i temperatury. Szczegétowe informacje na
temat wilgotnosci i temperatury roboczej znalezC mozna w odpowiednie;
specyfikacji technicznej urzadzenia. o

. le umieszczaj urzgdzenia w miejscach narazonych na wilgo¢, kurz,
ekstremalne temperatury, silne promieniowanie elektroniczne oraz niestabilne
warunki osSwietleniowe. . . o .

o Nie instaluj urzgdzenia w poblizu zrodet ciepta, takich jak kaloryfery, grzatki,
piece bgdz inne urzadzenia generujgce ciepto, aby zapobiegaC wystgpieniu

ozaru.

o Zabezpiecz urzgdzenie przed dostaniem si¢ do jego wnetrza cieczy, poniewaz
moze to spowodowac uszkodzenie komponentéw wewnetrznych.

e Zamontuj urzadzenie poziomo Ilub wybierz stabilne miejsce, tak aby
wyeliminowac ryzyko upadku. o _ o .

e Zamontuj urzgdzenie w dobrze wentylowanym miejscu i upewnij sie, ze jego
otwory wentylacyjne nie sg zablokowane.

e Nie rozmontowuj urzgdzenia samodzielnie. o _

e Chron urzadzenie przed duzymi obcigzeniami i naprezeniami, silnymi
wibracjami oraz zalaniem zarowno podczas transportu, przechowywania, jak i
monl;[azu. Na potrzeby transportu wymagane jest korzystanie z kompletnego
opakowania. . _ _ _ o

e Do transportu uzywaj oryginalnego opakowania lub innego zapewniajgcego
podobny poziom ochrony.

Akumulator

Niski poziom natadowania akumulatora wptywa na dziatanie zegara czasu
rzeczywistego, powodujgc jego resetowanie przy kazdym wigczeniu. Gdy
akumulator wymaga wymiany, w raporcie serwerowym dla produktu pojawi sie
stosowna wiadomos¢. Aby uzyskaC wiecej informacji na_ temat raportu
serwerowego, zapoznaj sie z instrukcjami konfiguracji urzadzenia lub skontaktuj
sie z personeiem pomocy technicznej firmy Dahua.

AOSTRZEZENIE

o W przypadku niewlasciwej wymiany akumulatora wystepuje zagrozenie

Wzbuchem. _ ) _ _ _

e Akumulator nalezy zastepowacC wytgcznie takim samym typem lub innym
%gem zalecanym przez firme Dahua. _ _ o

e Akumulatory nalezy utylizowa¢ zgodnie 2z lokalnymi regulacjami Iub
instrukcjami producenta akumulatora.

Dansk

Vigtige sikkerhedsanvisninger og advarsler

Kapitlet beskriver korrekt handtering af produktet, undgdelse af risici og
undé;aelse af skader pa ejendom. Lees kapitlet omhyggeligt, far du b_rug%e_r
pro uktgt, overhold alle anvisninger og advarsler under brugen, og gem kapitlet til
senere brug.



Sikkerhedsanvisninger
Falgende signalord med beskrivelse kan forekomme i vejledningen.

Signalord Beskrivelse
é Angiver hgj risiko, som, hvis den ikke undgas, kan
FARE medfgre dad eller alvorlig personskade.

é Angiver middel eller lav risiko, som, hvis den ikke
ADVARSEL | undgas, kan medfare lettere til moderat personskade.

Angiver mulig risiko, som hvis den ikke undgas, kan
A FORSIGTIG resultere i skade pa e!endom, tab af data, reduceret
ydelse eller uforudsigelige resultater.

Indeholder forslag, som hjeelper dig med at lgse et

= TIPS problem eller sparer tid.

Indeholder yderligere oplysninger, som understreger

[l BEMARK og supplerer teksten.

Sikkerhedskrav

Folg lokale standarder for elsikkerhed for at sikre, at spaendingen er stabil og i
overensstemmelse med produktets krav til stramforsyning.

Transportér, brug og opbevar produktet i henhold til de tilladte klimatiske
forhold (temperatur og luftfugtighed). Se produktets tekniske specifikationer
for specifik temperatur og luftfugtighed ved drift.

Placér ikke produktet et sted med fugt, stav, steerk varme eller kulde, steerk
elektronisk udstraling eller ustabile lysforhold.

Installér ikke produktet i naerheden af en varmekilde, sasom en radiator, et
varmeapparat, et centralfyr eller andre varmeafgivende enheder, for at undga
ildebrand.

Undga, at vaeske lgber ind i produktet og dermed forarsager skade pa de
indvendige komponenter.

Installér produktet vandret, eller installér det et stabilt sted for at undga, at det
falder ned.

Installér produktet et sted med god udluftning, og blokér ikke produktets
ventilationsabninger.

Adskil ikke produktet.

Undga steerkt tryk, kraftige vibrationer og gennemblgdning under transport,
opbevaring og installation. Produktet skal veere fuldt emballeret under
transport.

Brug fabriksemballagen eller tilsvarende til transporten.

Batteri
Lav batterispeending pavirker driften af realtidsuret og far uret til at nulstille, hver

ang produktet teendes. Der vises en logbesked i produktets serverrapport, nar
atteriet skal udskiftes. Se konfigurationssiderne til produktet, eller kontakt

Dahuas supportteam for at fa flere oplysninger om serverrapporten.

A ADVARSEL

Der er risiko for eksplosion, hvis batteriet udskiftes forkert.
Udskift kun med et tilsvarende batteri eller et batteri, der anbefales af Dahua.



Bortskaf brugte batterier i overensstemmelse med lokale bestemmelser eller
batteriproducentens anvisninger.

Suomi

Tarkeita varotoimenpiteita ja varoituksia

Tassa luvussa kuvataan laitteen asianmukainen kasittely, vaarojen torjunta ja
omaisuusvahinkojen estaminen. Lue tama sisaltdo huolellisesti ennen laitteen
kayttdmista ja noudata naitd ohjeita, kun kaytat laitetta. Sailyta ohjeet tulevia
tarpeita varten.

Turvallisuusohje
Seuraavat luokitellut huomiosanat kuvatulla merkityksella saattavat esiintya

oppaassa.
Huomiosanat Merkitys

llmaisee suuren potentiaalisen vaaran, joka johtaa

AVAARA kuolemaan tai vakavaan loukkaantumiseen, jos sitd ei

valteta.

liImaisee keskisuuren tai pienen potentiaalisen vaaran,
AVAROITUS joka saattaa johtaa lievdan tai kohtalaiseen
loukkaantumiseen, jos sita ei valteta.

llmaisee mahdollisen vaarallisen tilanteen, joka saattaa

é johtaa omaisuusvahinkoon, tietojen menetykseen,

HUOMIO suoritustehon heikkenemiseen tai odottamattomiin
tuloksiin, jos sita ei valteta.

Tarjoavat apua ongelmien ratkaisemiseen tai sdastavat

O=*VINKIT aikaa.

[LIHUOMAUTUS | Tarjoaa lisatietoa, joka korostaa tai taydentaa tekstia.

Turvallisuusvaatimus

Noudata paikallisia s&hkoturvallisuusstandardeja varmistaaksesi, etta jannite
on vakaa ja vastaa laitteen virtalahteelle asetettuja vaatimuksia.

Kuljeta, kayta ja sailyta laitetta sallituissa kosteus- ja lampdétilaolosuhteissa.
Katso laitteen erityinen kaytt6lampdotila ja -kosteus laitteen vastaavista
teknisista tiedoista.

Al& sijoita laitetta paikkaan, jossa se altistuu kosteudelle, pdolylle, erittain
kuumalle tai kylmalle lampadtilalle, voimakkaalle sahkosateilylle tai epavakaille
valaistusolosuhteille.

Ala asenna laitetta lahelle lammdnlahdetta, kuten lampopatteria, [ammitinta,
uunia tai muuta lampdoa tuottavaa laitetta, tulipalon valttamiseksi.

Valta nesteen paasemista laitteen sisalle sisaisten komponenttien
vahingoittumisen estamiseksi.

Asenna laite vaakasuoraan tai asenna se vakaaseen paikkaan estadksesi sen
kaatumisen.

Asenna laite hyvin ilmastoituun paikkaan &laka peita laitteen tuuletusaukkoja.
Al& pura laitetta omavaltaisesti.

Valta kovaa rasitusta, voimakasta tarinaa ja kosteutta kuljetuksen, sailytyksen
ja asennuksen aikana. Kuljetus vaatii tézdellisen pakkaamisen.

Kayta tehtaan pakkausta tai vastaavaa kuljetuksen aikana.



Paristo

Alhainen pariston varaustaso vaikuttaa tosiaikakellon (RTC:n) toimintaan nollaten
sen jokaisella kaynnistyskerralla. Lokiviesti iImestyP/ tuotteen palvelinraporttiin,
kun paristo on vaihdettava. Lisatietoa palvelinraportista saat tuotteen
asetussivuilta tai ottamalla yhteyttd Dahuan tukeen.

/\ VAROITUS

o Rajahdysvaara, jos paristo asetetaan vaarin paikalleen.

Vaihda vain samanlaiseen paristoon tai Dahuan suosittelemaan paristoon.

e Havita kaytetyt paristot ja akut paikallisten maaraysten tai valmistajan
ohjeiden mukaisesti.

Magyar

Fontos ovintézkedeések és figyelmeztetések

A jelen Fejezet leirja az Eszk6z megfeleld kezelését, a veszélyek megelbzését és
a vagyoni karok megelGzését. Az Eszkoz hasznalata el6tt olvassa el figyelmesen,
a hasznalata soran tartsa be, és 6rizze meg jol jov6beni hivatkozas céljara.

Biztonsagi utasitasok

Az Utmutatoban az aldbbi meghatarozott jelentéssel biré kategorizalt
figyelmeztetések jelenhetnek meqg.

Figyelmeztetés Jelenteés

é ] Nagy potencialis veszélyt jelez, amely, ha nem
VESZELY kerdli el, halalt vagy sulyos sérilést okoz.

Kbzepes vagy kis potencialis veszélyt jelez, amely,
AFIGYELEM ha nem kerlli el, enyhe vagy mérsekelt sértlést

okozhat.

Olyan potencialis kockazatot jelez, amely, ha nem

/_\ kerdli el, vagyoni kart, adatvesztést, alacsonyabb

VIGYAZAT teljesitményt vagy kiszamithatatlan eredmeényt
okozhat.

Olyan modszereket biztosit, amelyek segitenek
= TIPPEK megoldani a problémajat vagy id6t takaritanak
meg.

Tovabbi  informaciokat biztosit a  szbveg

HIMEGIEGYZESEK kiemelésével és kiegészitéseével.

Biztonsagi kdvetelmények

o Tartsa be a helyi elektromos biztonsagi szabvanyokat annak biztositasa
érdekében, hogy a feszlltség stabil és az eszkéz aramellatasi
kovetelmeényének megfelel6 legyen.

e Az eszkOzt a megengedett paratartalom és hémérseklet viszonyok ko6zott
szallitsa, hasznalja, és tarolja. A konkrét Uzemi hdémeérsékletet és
paratartalmat megtalalja az eszk6z miszaki leirasaban.

o Ne tegye az eszkdzt olyan helyre, ahol nedvességnek, pornak, rendkiviili
melegnek vagy hidegnek, erbs elektronikus sugarzasnak, vagy instabil
fényviszonyoknak van kitéve.



Elem

A tlz elkerulése érdekében ne telepitse az eszkdzt héforras, mint példaul
radiator, hésugarzo, kemence, vagy mas hoétermelé eszkdz kozelében |évd
helyre.

A belsé alkatrészek karosodasanak elkerulése érdekében akadalyozza meg,
hogy folyadék folyjon az eszkdzbe.

A leesésének megakadalyozasa érdekében az eszkozt vizszintesen telepitse,
vagy stabil helyre telepitse.

Az eszkozt jol szell6zd helyre telepitse, és ne blokkolja az eszkdz szellzését.
Onkényesen ne szerelje szét az eszkozt.

A szallitas, tarolas és telepités soran kerllje a nagy igénybevételt, erds
rezgést, és az elaztatast. A szallitds soran a teljes csomagolasra sziikség van.
A szallitashoz gyari csomagolast vagy azzal egyenértékit hasznaljon.

Az alacsony elem toltottségi szint hatassal van az RTC mikddésére, minden
bekapcsolaskor alaphelyzetbe all. Amikor az elemet cserélni kell, egy naplo
uzenet jelenik meg a termék szerver jelentésében. A szerver jelentésrél tovabbi
informéaciokat taldl a termeék beallitasi oldalain, vagy forduljon a Dahua
tamogatashoz.

A FIGYELEM

B b

Robbanasveszély, ha az elemet nem megfelel6re cseréli.

Csak ugyanolyan elemre vagy a Dahua altal ajanlott elemre cserélje.

A hasznalt elemet a helyi el6irasok vagy az elemgyarté utasitasai szerint
artalmatlanitsa.

nrapecekH

BaxHn npegnasHu Mepku M npeaynpexpeHus
Ta3u rmaBa onucea MHCTPYKUMNNTE 3a NnpaBusiHa ekcriioataund Ha yCTpOVICTBOTO,

3a

npenorspardBaHe Ha OMNacCHOCTUTE W MartepuariHuTe LWeTn. I'IpoqueTe

BHUMaATESIHO TE3N UHCTPYKUUKU, Npean Aa un3noridearte ycr OMCTBOTO, cnasBaunTe
' npu n3noJyisBaHETO Ha YCTPOUCTBOTO, U TN 3arna3eTe 3a ObaeLlln CripaBKNn.

UHCTpyKUMK 3a 6e3onacHOCT
P1KkoBOACTBOTO CbhbAbpXKa crnegHUTe onpeaeneHn curHanHn gymu.

CuvrHanHu aymu 3Ha4yeHue
Moka3Ba BWcCOKa MoOTeHUMarnHa OnacHOCT, KOATO,
ako He 6bae n3berHarta, We gosene A0 CMbPT MU
AOI‘IACHOCT A tie aosene A P

CEepuno3HO HapaHABaHe.

A MokasBa cpegHa WM HUCKaA  NOTeHuMarnHa
OMAaCHOCT, KOATO, ako He bbae n3derHara, moxe aa
NMPEOYNPEXOEHUWE | nosene A0 Nekun unm ymepeHn HapaHsaBaHUS.

[Moco4Ba noTeHUManeH pUckK, KOUTO, ako He bbae

ﬁ nsberHat, MOXe ga goBede A0 MaTepuantHu LETH,

BHUMAHUE 3aryba Ha JaHHMW, NO-HUCKA NMPOU3BOAUTENHOCT UK
Henpeackasyem pesynTar.




CurHanHum gaymm 3HavyeHune

O6o03Ha4yaBa HayuHW, KOUTO Ja BWM MOMOrHat ga
~CBBETH paspelunTte npobnem unu ga cnectute Bpeme.
3 ABENEXKA lNMpeooctaBa pgonbnHUTENHa WHOPMaUnMa KaTo

AaKUeHT 1 gonbJiHeHNEe KbM OCHOBHUA TEKCT.

N3nckBaHua 3a 6e3onacHoOCT

CnasBanTe MeCTHUTe CTaHOapTU 3a enekTpuyecka 0GesonacHOCT, 3a da
ocurypute CctabunHo HanpexeHue, OTroBapso Ha W3UCKBaAHETO 3a
3axpaHBaHe Ha YCTPOWUCTBOTO.

TpaHcnopTupante, wu3nNon3eBanTe W CbXpaHsBaMTe YCTPOMUCTBOTO Mpwu
yKasaHuUTe YCIOBUA Ha BNaXHOCT W Temnepartypa. HanpaseTe cnpaBka B
CbOTBETHUTE TEXHUYECKU creundurkaunum Ha YCTPOMCTBOTO 3a KOHKpeTHaTta
paboTHa TemnepaTypa 1 BrIaXHOCT.

He nocraBante yCTPOMCTBOTO Ha MSCTO, MU3MOXEHO Ha Brara, npax, MHOro
BMCOKa UM HUCKa TemnepaTtypa, CbC CUITHO €NEeKTPOHHO U3fTbYBaHe WS Ha
MSICTO C NPOMEHITINBO OCBETIIEHUE.

He nocTtaBante ycTponcTBOTO 6130 40 U3TOYHMK HA TOMMMHA, KaTo paguaTop,
Harpesaten, new, UM Opyro yCTPOUCTBO 3a reHepupaHe Ha TOrsuHa, 3a aa
n3berHeTte noxap.

He ponyckante B yCTPOMCTBOTO Ja MornagHe TEYHOCT, 3a a He ce noBpeaar
BbTPELUHNTE KOMMOHEHTH.

MoHTpanTe YCTPOMCTBOTO XOPU3OHTANHO WM ro NOCTaBeTE Ha CTabumHo
MSICTO, 3a a He najgHe.

MoHTUpanTe yCTPOMUCTBOTO Ha AoOpe NpPOBETPUBO MSCTO U He Brnokupante
BEeHTMayusita Ha yCTpOMCTBOTO.

He pasrnobsiBante ycTponcTBOTO NPOU3BOSIHO.

N3bareante cunHO HaToBapBaHe, BMOpauunm M HaMOKpsiHE MO Bpeme Ha
TpaHcnopTnpaHe, CbxpaHeHne n MoHTax. [pn TpaHcnopTupaHe cregsa ga ce
ornakoBa HambJHO.

M3nonaBanTe 3a TpaHcnoptMpaHe habpuyHata onakoeka unu nogobHa.

BaTtepuna

Huckata mowHoCT Ha 6atepusita BnNusie Ha paboTtata Ha YacoBHMKA B pearnHO
Bpeme (RTC), koeTo Boau 4O HynMpaHe npu BCsko BkNodBaHe. Korato 6atepusTa
TpsbBa ga 6bae CMeHeHa, B OTYETA Ha CbpBbpa Ha NPOAYKTa LUEe Ce MNoKaxe
cbobuweHne. 3a noBevye WHPOpPMaUMA OTHOCHO OTYETa Ha CbpBbpa BUXKTE
CTpaHuUMTE 3a HAaCTPOWMKa Ha NPoayKTa Unn ce CBbPXETE € ekuna Ha Dahua.

A NPEOYMNPEXOEHVE

AKo baTepudata e HenpaBUITHO NOAMEHEHA, UMa PUCK OT EKCMIO3US.
CMeHsanTe caMo CbC cbliata unu batepus, npenopbyaHa ot Dahua.
N3xBbpnanmte wuanonseaHute 6Gatepum B CbLOTBETCTBME C MECTHUTE
pasnopeadu nnm NHCTPyKUMNTE Ha NponssoauTensa Ha batepusTa.

Romanesc

Masuri de siguranta si Atentionari

Acest capitol descrie indicatile de utilizare corecta a Dispozitivului , prevenirea
pericolului si prevenirea distrugerii proprietatii.Cititi aceste randuri inaintea folosirii



Dispozitivului

Instructiuni de siguranta
Urmatoarele semne categorizate pot aparea in Ghid.

Signal Words Meaning
é Indica un risc potential ridicat care, daca nu este
PERICOL evitat, va duce la deces sau vatamari grave.

Indica un pericol potential mediu sau scazut care,
AAVERTIZARE daca nu este evitat, poate duce la rani usoare sau

moderate.
Indica un risc potential care, daca nu este evitat, ar
AATENTIE putea duce la daune materiale, pierderi de date,

performante mai scazute sau rezultate imprevizibile.

Ofera metode care sa va ajute sa rezolvati o

O="SFATURI problema sau sa economisiti timp.
NOTA Ofera informatii suplimentare ca accent si supliment

la text.

Cerinte de siguranta

Respectati standardele locale de siguranta electrica pentru a va asigura ca
tensiunea este stabila Si respecta cerintele de alimentare ale dispozitivului.
Transportati, utilizati si_depozitati dispozitivul sub conditile de umiditate si
temperatura admise. Consultatl specificatiile tehnice corespunzatoare ale
dispozitivului pentru temperatura si umiditate specifice de lucru.
Nu asezati dispozitivul intr-o locatie expusa la umezeald, praf, extrem de
caldab?au rece, de radiatii electronice puternice sau de cond|t|| de iluminare
instabile
Nu instalati dispozitivul intr-un loc in apropierea sursei de caldura, cum ar fi
radiatorul, Tncalzitorul, cuptorul sau alt dispozitiv generator de caldura, pentru
a evita incendiul.
Impiedicati curgerea lichidului in dispozitiv pentru a evita deteriorarea
componentelor interne.
Instalati dispozitivul in pozitie orizontala sau instalati-1 pe un loc stabil pentru a
reveni caderea acestuia.
nstalati aparatul intr-un loc bine ventilat si nu blocati ventilatia aparatului.
Nu dezasamblati dispozitivul voit.
Evitati loviturile puternice, vibratile violente si umiditatea in timpul
transportului, depozitarii si instalarii. Este necesar un pachet complet in timpul
transportului.
Utilizati pachetul de fabrica sau echvalent in timpul transportului.

Bateriile

Puterea redusa a bateriei afecteaza functionarea RTC, determinand resetarea la
fiecare pornire. Cand bateria are nevoie de inlocuire, in raportul serverului
produsului va aparea un mesaj de jurnal. Pentru mai multe informatii despre
raportul serverului, consultati paginile de configurare ale produsului sau contactati
asistenta Dahua.



A AVERTIZARE

Risc de explozie daca bateria este inlocuita incorect.

Inlocuiti numai cu o baterie identica sau cu o baterie recomandata de Dahua.
Aruncati baterile uzate in conformitate cu reglementarile locale sau cu
instructiunile producatorului bateriei.

Cestina

Dllezita bezpecnostni opatieni a varovani

Tato kapitola popisuje obsah vztahujici se na spravnou manipulaci se zarizenim,
prevenci nebezpeci_a prevenci skod na majetku. Peclive si tyto informace
proCtéte pred pouzitim zarizeni, béhem pouzivani zarizeni je dodrzujte
a uschovejte je pro budouci pouziti.

Bezpeénostni pokyny
Tato pfiruCka midze obsahovat nasledujici kategorie signalnich slov.

Signalni slova Vyznam
OznaCuje moznost zavazného nebezpeci, které,
A NEBEZPECI pokud by mu nebylo zamezeno, muze mit za

nasledek smrt nebo vazné zranéni.
OznacCuje moznost stfedné nebo malo zavazného

é o nebezpeci, které, pokud by mu nebylo zamezeno,
VAROVAN!I muze mit za nasledek lehké nebo nepfili§ zavazné
zranéni.

Oznacuje mozné riziko, které, pokud by mu nebylo
é __ |zamezeno, mize mit za nasledek Skodu na
UPOZORNENI | majetku, =ztratu dat, snizeni vykonu nebo

neocCekavany vysledek.

Uvadi metody, které vam pomohou vyfeSit problém

= TIPY , AP
nebo vam usSetri ¢as.

Poskytuje dodate¢né informace formou dudrazu

17 A
[ POZNAMKA a dopInéni textu.

Bezpeénostni pozadavek

Dodrzujte mistni normy pro elektrickou bezpecnost pro zajisténi stabilniho
napéti a dodrzeni pozadavkl na napajeni zafizeni. _
Zafizeni pfepravujte, pouzivejte a skladujte pfi odpovidajici teploté a vihkosti.
Konkrétni pracovni teplotu a vihkost naleznete v pfislusnych technickych
specifikacich zafizeni.

Neumistujte zarizeni tam, kde bude vystaveno vlhkosti, prachu, extrémnimu
horku nebo chladu, silnému elektronickému zareni nebo nestabilnim
svételnym podminkam.

Neinstalujte zafizeni v blizkosti zdroju tepla, jako je radiator, ohfivac, kotel
nebo jiné zarizeni generujici teplo, aby nedoslo k pozaru.

Zamezte proniknuti kapalin do zafizeni, aby nedoSlo k posSkozeni jeho
vnitfnich soucasti.

Zafizeni instalujte vodorovné nebo je instalujete na stabilnim misté, aby bylo
chranéno pred padem.



e Zafizeni instalujte na dobfe vétraném misté a neblokujte odvétravani zafizeni.

e Zarizeni svévolné nedemontuijte.

o Béhem prepravy, skladovani a instalace zamezte silnému tlaku, prudkym
vibracim a namoceni. Pri prepravé je nezbytné Uplnée zabaleni.

o P¥i pfepravé pouzijte obal z vyroby nebo obdobny obal.

Baterie

Nizké nabiti baterie ovliviiuje fungovani hodin ve skuteCném Case a zpusobuije,
Ze se pri kazdém spusténi resetuji. V pfipadé, ze je treba baterii vymenit, se
v serverové zpravé produktu zobrazi zprava protokolu. DalSi informace
0 serverové zprave naleznete na strankach o nastaveni produktu, pfipadné
kontaktujte podporu spole¢nosti Dahua.

A VAROVANI

e Nebezpeci vybuchu v pfipadé nespravné vymeny baterie.

. \[gyrrr]\ente pouze za totoznou baterii nebo baterii doporu¢enou spolecnosti
ahua

. tF)’ouzﬂe baterie likvidujte v souladu s mistnimi pfedpisy nebo pokyny vyrobce
aterie

EAANTV LI KG

2nuavTikEG Alac@alioeig kal MpogIdoTToINCEIG

AuTO 1o KepaAaio TTEPIYPAQPEI TO TIEPIEXOUEVO TTOU KOAUTITEI TO CWOTO XEIPIOUO
TNG 2UOKEUNG, TNV TIPOANYN TwV KIVOUVWY Kal TNV TTpOANYN TNG KATaoTPOPNG TNG
I610KTNCI0g. AlaBACTE TIPOCEKTIKA T AvVAYPAPOUEVA TIPIV XPNOIUOTIOINCETE TN
2 UOKEUN, TNPAOTE Ta KATA TN XPrion Kal KPAaTAOTE Ta KAAA yia JEAAOVTIKEA Xpron.

Odnyieg Ac@aAsiag

Ta akdAouBa kaTtnyoploTroinuéva onuata he AEEEIC €xouv KaBoplopévn onuaacia
Kal evOéxeTal va gpgavidovtal otig Odnyiegc Xpriong.

Zpata pe AEEELg Inuacia
Agixvel évav upnAo duvnTiko Kivduvo, o
A oTT0i0G, €AV OeV aTTOPEUXDE], Ba EXEl WG
KINATNOZX armotéAeopa  Bavato  f; ooBapo
TPAUUATIOUO.
Ymodelkviel évav  PEOAio ) XAUNAS
OPOEIAOIOIHS |OUvNTKS Kivduvo, o oTroiog, av dev
QATTOPEUXOE, Ba  pmopouoe  va
TIPOKAAEDEI eAa@pU n METPIO
H TPAUPATIONO.

Acgixvel évav mlavo Kivouvo, 0 0TToiog,

eav 0ev atroPeuxBei, Ba utTopouce va

{:5 TTPpoKaAéoeEl (NG oTnv  1010KTNOIA,

IIPO=O0XH ammwAgia  dedopévwy,  XaunAoTepn
atrédoon A atTPOBAETTTO ATTOTEAECUA.




Inpata pe AE€eLg Inpaoia

Mapéxer peBOOOUC TIOU Ba  oag
C==ZTTMBOTAEZ BonbrAoouv  va ETMAUOCETE éva
TTPORBANMA A va €COIKOVOUNOETE XPOVO.

Mapéxel  TTPOOOETEC  TTANPOPOPIES
[OXHMEIQX>H divovTag €ueaacn Kal CUPTTANPWYOVTAG
TO KEIPEVO.

ATTaITRO€IG ao@aAgiag

TnprRoTe Ta TOTTIKA TTPOTUTIA NAEKTPIKAG aoPAAeiag yia va BeBaiwbeite OTi N
TAon €ival otaBepr] KAl CUPPOPQPWVETAl PE TNV ATIAiTAON TPOYOOdOUiag Tng
OUOKEUNG.
MeTaQEPETE, XPNOIUOTIOINOTE KAl  OTTOBNKEUOTE Tn OUOKEUR UTTO  TIG
EMTPETTONEVEG OUVONKEG uypaoiag Kal Bepuokpaciag. AvatpégTe OTIC
avn’cnmxai TEXVIKEG TTPOdIAYPAPEG TNG OUOKEUNG VYIA TN OUYKEKPIPEVES
OUVONAKEG AsiToupyiag Beppokpaaciag Kal uypaaciag.
Mnv TOTT00ETEITE Tr) OUOKEUN) O€ B£0N TTOU ival eKTEBEIUéVN OE Uypaaoia, akévn,
akpaia EoTn ] KpUO, I0XUPrN NAEKTPOVIKI) AKTIVOBOAIa 1) a0TABEC QWTIOUO.
Mnv TOTTOBETEITE TN CUCKEUN O PEPOG KOVTA OTnV TTNYR BgpuoTnTag, OTTWG
KaAopIQEP, BepudaTpa, KAiBavo i GAAN cuokeun TrTapaywyng BepudTnTag yia
VA ATTOQPUYETE TN QWTIA.
ATTOQUYETE va péel uypO HECO OTn OUCKEUR VYIa VA OTTOQUYETE TNV
ATTOdUVANWON TWV ECWTEPIKWY ECAPTNUATWV.
EykataoTtioTe TN ouokeun opidOVTIa | EYKATAOTACTE TNV OTO OTABEPO PEPOG
yIO va unv Técel.
TOTTOBOETNOTE TN OUOKEUN 0€ KAAA agpI{OPEVO PEPOGC KAl PNV EUTTODICETE TOV
K}aaplcué TNG OUOKEUNG.

NV OTTOOUVOPMOAOYEITE auBaipeETA TN OUCKEUN.
ATIOQUYETE TNV UWNAN ouputrieon, 10 uynAo Bapog, Tn Biain ddévnon Kal Tn
dlaBpoxry Katd Tn OIAPKEID TNG METAPOPAS, TNG OTTOBrKEUONG Kal TNG
£yKaTAOTAONG. TO TTARPEG TTAKETO €ival ATTAPAITNTO KATA TN PETAPOPA.
XPNOIYOTIOINOTE TO EPYOOCTACIOKO TTAKETO ) TO AVTIOTOIXO YIO METAPOPA.

Mtratapia

H xapnAn 1o0x0¢ Tn¢ utratapiog emnpeddel tn Acitoupyia tou RTC, TTpOKOAWVTOG
TNV €mmava@opd Tou o€ KABe emmavekkivnon. Otav n ptratapia  xpeiadeTal
AVTIKATAOTAON, £€va UAVUPA OUUBAVTOG Ba eu@aviaTei aTNV avag@opd cupuBAavTwy
TOU OIaKOMIOTA. [a TTEPIOOOTEPEG TTANPOPOPIEG OXETIKA HE TNV ava@opd
OIOKOMIOTH, AvATPECTE OTIC OEAIDEC EYKATAOTAONG TOU TTPOIOVTOG 1| ETTIKOIVWVIOTE
ME TNV uttoaTRpIgn Dahua.

AHPOEIAOHOIHEH

Kivdbuvog €kpné¢nc o€ Trepimtwon  AavBaouévng  avTikatdoTtaong Tng
MTTaTapPIaG.

AVTIKOTOOTAOTE HOVO PE TTAVOUOIOTUTTN UTTATAPIA 1) JTTATAPIO TTOU OUVIOTATAI
atré tn Dahua.

ATTOPPIYPTE TIC XPNOIMOTIOINUEVEG MTTATAPIEG CUM@WVA ME TOUG TOTTIKOUG
KAVOVIOPOUG A TIG O0NYIEC TOU KATAOKEUAOTH TNG MTTATAPIOG.



hrvatski

Vazne zastitne mjere i upozorenja

Ovo poglavlje opisuje sadrzaj koji obuhvaca pravilno rukovanje uredajem,
spgecavanj_e opasnosti i spreCavanje osteCenja imovine. PaZljivo proCitajte ove
sa

rzaje prije koriStenja Uredaja, pridrzavajte 1h se pri upotrebi i saCuvajte ih za

buducu uporabu.

Sigurnosne upute
U vodiCu se mogu pojaviti sljedeCe kategorizirane signalne rijeci s definiranim

znacCenjem.
Signal Words Meaning
Oznacava veliku potencijalnu opasnost koja ¢e, ako
AOPASNOST se ne izbjegne, rezultirat smrcu ili ozbiljnim
ozljedama.

koja, ako se ne izbjegne, moze rezultirati malom ili

OznacCava srednju ili malu potencijalnu opasnost
AUPOZORENJE : :
umjerenom ozljedom.

Ukazuje na potencijalni rizik koji, ako se ne
é izbjegne, moze rezultirati osteCenjem imovine,

OPREZ gubitkom podataka, manjom ucinkovitoScu ili
nepredvidivim rezultatom.

Pruza vam metode kojim vam pomaze rijeSiti

C=" SAVJIETI . o iyt
problem ili ce vam uStedjeti vrijeme.
M BILJESKA Pruza dodatne informacije kao naglasak i dopunu

teksta.

Sigurnosni zahtjevi

Avoid heavy stress, violent vibration, and soaking during during transportation,
storage, and installation. Complete package is necessary during the
transportation.
Pridrzavajte se lokalnih elektriénih sigurnosnih standarda kako biste osigurali
da je napon stabilan i da udovoljava zahtjevima napajanja uredaja.
Prijenosite, upotrebljavajte i pohranjujte uredaj pod dopustenim uvjetima vliage
i temperature. Pogledajte odgovarajuce tehniCke specifikacije uredaja za
odredenu radnu temperaturu i viagu.
Nemojte postavljati uredaj na mjesto izlozeno vlazi, prasini, ekstremno vrucoj
ili hladnoj okolini, jakom elektronskom zracenju ili nestabilnim uvjetima
osvjetljenja.
Kako biste izbjegli pozar nemojte postavljati uredaj na mjesto u blizini izvora
topline, kao Sto su radijator, grijac, pecC ili neki drugi uredaj za stvaranje
topline.
SprijecCite da tekucCina teCe u uredaj kako bi se izbjegla Steta na unutarnjim
dijelovima.
Ugradite uredaj vodoravno ili ga postavite na stabilno mjesto kako biste
sprijeCili padanje.

gradite uredaj na dobro prozraceno mjesto i ne blokirajte ventilaciju uredaja.
Nemojte rastavljati uredaj samovoljno.
Izbjegavajte teski stres, nasilne vibracije i natapanje tijekom prijevoza,
skladiStenja i instalacije. Prilikom prijevoza potrebno je Kkoristiti tvornicko



zastitno pakiranje.
o Koristite tvorniCko pakiranje ili ekvivalent za transport.

Baterija

Niska baterija utjeCe na rad RTC, uzrokuju¢i da se resetira pri svakom
ukljucivanju. Kad bateriju treba zamijeniti, pojaviti ¢e se poruka u izvjeScu
posluzitelja (server). Dodatne informacije o izvjescu posluzitelja (server) potrazite
na stranicama priru¢nika proizvoda ili se obratite Dahua podrsci.

A UPOZORENJE

o Rizik od eksplozije ako se baterija nepravilno zamijeni.

e Zamijeniti samo sa jednakom baterijom ili sa baterijom koja je preporu¢ena od
strane Dahua Technology.

e instructions. Dotrajale baterije trba zbrinuti u skladu sa lokalnim propisima ili u
skladu s uputama proizvodaca baterije.

Slovencina

Doélezité bezpecnostné pokyny a varovania

Tato kapitola obsahuje informacie tykajuce sa spravnej manipulacie so
zariadenim, prevencie pred nebezpeCenstvom a prevencie poskodenia majetku.
Pred pouZzivanim zariadenia si pozorne precitajte tieto informacie, dodrziavajte
ich pri pouzivani a uchovajte ich na buduce pouzitie.

Bezpecnostné pokyny

V prirucke sa mézu nachadzat nasledujuce kategorizované signalne vyrazy s
definovanym vyznamom.

Signalne vyrazy Vyznam

Oznacuje vysoké potencialne nebezpecenstvo,
ktoré spdsobi smrt’ alebo vazne zranenie, ak

ANEBEZPECENSTVO
sa mu nevyhnete.

OznacCuje stredné alebo nizke potencialne
A nebezpecenstvo, ktoré mdze mat za nasledok

VAROVANIE mierne alebo stredne tazké zranenie, ak sa mu
nevyhnete.

Oznacuje potencialne riziko, ktoré moze viest k
é poskodeniu majetku, strate udajov, znizeniu
POZOR vykonu alebo nepredvidatelnému vysledku, ak

sa mu nevyhnete.

Poskytuje metody, ktoré vam pomozu vyriesit

0= TIPY problém alebo usetrit &as.

Poskytuje dalSie informacie ako zdbraznenie a

[l POZNAMKA doplInenie textu.

Poziadavky na bezpecnost’

o Dodrzujte miestne elektrické bezpecnostné normy, aby ste zabezpecili, ze
napatie je stabilné a zodpoveda poziadavkam na napajanie zariadenia.
o Zariadenie prepravujte, pouZzivajte a uchovavajte pri povolenych podmienkach



vlihkosti a teploty. PrecCitajte si prislusné technické Specifikacie zariadenia pre
Specificku pracovnu teplotu a vihkost.

Zariadenie neumiestnujte na miesto vystavené vlhkosti, prachu, extrémnemu
teplu alebo chladu, silnému elektronickému ziareniu alebo nestabilnym
podmienkam osvetlenia.

Zariadenie neinstalujte na miesto, ktoré sa nachadza blizko zdroja tepla, ako
je napriklad radiator, ohrievaC, pec alebo iné zariadenie na tvorbu tepla.
Predidete tak vzniku poziaru.

Zabrante vnikaniu kvapaliny do zariadenia, aby nedoSlo k poskodeniu
vhatornych komponentov.

Zariadenie nainstalujte horizontalne alebo ho nainstalujte na stabilné miesto,
aby ste zabranili padu.

Zariadenie nainstalujte na dobre vetranom mieste a neblokujte ventilaciu
zariadenia.

Zariadenie svojvofne nerozoberajte.

PocCas prepravy, skladovania a instalacie sa vyhnite silnému namahaniu,
prudkym vibraciam a namacaniu. PoCas prepravy je potrebne prepravovat
kompletné balenie.

Na prepravu pouzite tovarenskeé balenie alebo jeho ekvivalent.

Batéria

Nizka kapacita batérie ovplyviuje prevadzku RTC, ¢o spbsobi jeho vynulovanie
pri kazdom zapnuti. Ked je batériu potrebné vymenit, v sprave servera produktu
sa zobrazi hlasenie. DalSie informacie o hlaseni servera najdete na strankach s
nastaveniami produktu alebo sa obratte na podporu spolo€¢nosti Dahua.

A VAROVANIE

Nebezpecenstvo vybuchu, ak je batéria nespravne vymenena.

Vymente iba za tu istu batériu alebo batériu, ktord odporuCa spoloCnost
Dahua.

Pouzité batérie zlikvidujte v sulade s miestnymi predpismi alebo pokynmi
vyrobcu batérie.

Cpncku

Vazne Zastitne mere i Upozorenja

Ovo poglavlje opisuje sadrzaj koji pokriva pravilno rukovanje uredajem,
spreCavanje opasnosti i spreCavanje osteCenja imovine. Pazljivo pro itajte ove
sadrzaje pre koris¢enja uredaja, postujte ih kada koristite i Cuvajte ga za buducu
referencu.

Bezbednosna Uputstva
Sledece kategorije re€i sa definisanim znaCenjem mogu se pojaviti u ,Vodi¢u®.

Oznaka Znacenje

ako se i ne izbegne, rezultirati smrcu ili ozbiljnim

OznaCava visoku potencijalnu opasnost koja Ce,
A OPASNOST
povredama.




Oznaka Znacenje

OznaCava opasnost srednje ili niske potencijale
A UPOZORENJE koja bi, ukoliko se ne izbegne, mogla dovesti do

blagih ili umerenih povreda.

Oznacava potencijalni rizik koji bi, ukoliko se to ne

é izbegne, mogao dovesti do oStecenja imovine,

OPREZ gubitka  podataka, nize  performanse li
nepredvidivog rezultata.

PruZza metode za pomoc¢ u reSavanju problema ili

©—= PREPORUKE v
uStede vremena.

[ BELESKA Pruza dodatne informacije kao naglasak i dodatak

tekstu.

Bezbednosna Uputstva

Pridrzavajte se lokalnih standarda elektricne sigurnosti kako biste bili sigurni
da je napon stabilan i da odgovara zahtevu za napajanje uredaja.

Prevoz, koriS¢enje i skladiStenje uredaja treba da budu u skladu sa
dozvoljenim uslovima vlage i temperaturnim uslovima. Pogledajte
odgovarajuce tehniCke specifikacije uredaja koji se odnose na specifiCnu
radnu temperaturu i vlaznost vazduha.

Nemoijte postavljati uredaj na mesto izlozeno vlazi, praSini, ekstremnom
vrucem ili hladnom vazduhu, jakom elektronskom zraCenju ili nestabilnim
uslovima osvetljenja.

Ne postavljajte uredaj na mesto blizu izvora toplote, kao Sto je radijator,
grejac, pec ili drugi uredaj za proizvodnju toplote kako biste izbegli pozar.
Sprecite teCnost da teCe u uredaj kako bi se izbeglo ostecenje unutrasnjih
komponenti.

Instalirajte uredaj horizontalno ili postavite na stabilno mesto kako biste
sprecili padanje.

Ugradite uredaj na dobro provetreno mesto i ne blokirajte ventilaciju uredaja.
Nemoijte rastavljati uredaj proizvoljno.

Izbegavajte jak pritisak, nasilne vibracije i usisavanje tokom transporta,
skladistenja i instalacije. Kompletan paket je neophodan tokom transporta.
Koristite fabriCko pakovanje ili ekvivalent u toku transporta.

Baterija

Baterija male snage utiCe na rad RTC-a, dovodeci do reseta pri svakom
ukljuCivanju. Kada se baterija mora zameniti, logovna poruka ¢e se pojaviti u
izveStaju servera proizvoda. Za viSe informacija o izveStaju servera, pogledajte
stranice za podeSavanje proizvoda ili kontaktirajte Dahua podrsku.

A UPOZORENJE

Opasnost od eksplozije ako se baterija nepravilno zameni.

Zamenite je samo sa identichom baterijom ili sa baterijom koju preporucuje
Dahua.

Odlozite iskoriS¢ene baterije u skladu sa lokalnim propisima ili uputstvima
proizvodaca baterije.



Turkce

Onemli Kurallar ve Uyarilar

Bu BoOlum, Cihazin dogru kullanimini, tehlike onlemeyi ve mal zararinin
Oonlenmesini kapsayan igerikleri anlatmaktadir. Cihazi kullanmadan o6nce bu
icerikleri dikkatli sekilde okuyun, kullanirken bunlara uyun ve ileride basvurmak
uzere saklayin.

Guvenlik Talimatlar

Asagida, belirtilen aciklamaya sahip kategorize edilmis uyari sozcuklerini
Kilavuzda gorebilirsiniz.

Uyar Sozcukleri | Anlami

yaralanmalara neden olacak yiksek potansiyelli bir

: Kacginlmamasi  durumunda  6lum  veya  ciddi
TEHLIKE tehlikeyi belirtir.

Kacinilmamasi durumunda hafif veya orta dereceli
A UYARI yaralanmaya neden olabilecek orta veya dusuk
potansiyelli bir tehlikeyi belirtir.

dusik performansa veya tahmin edilemeyen sonuca

f Kaginilmamasi durumunda mal hasarina, veri kaybina,
DIKKAT neden olabilecek potansiyel bir riski belirtir.

Bir problemi c¢6zmenize veya zamandan tasarruf

0= IPUGLARI etmenize yardimci olmak igin yontemler sunar.

LI NOT Metne pekigtirme ve ek olarak ilave bilgiler saglar.

Guvenlik Gereksinimi

Voltajin is istikrarli oldugundan ve cihazin gu¢ kaynagi gereksinimine uygun
oldugundan emin olmak igin yerel elektrik guvenligi standartlarina uyun.
Cihazi izin verilen nem ve sicaklik sartlari altinda nakledin, kullanin ve
saklayin. Belirli galisma sicaklhigl ve nem degerleri i¢in cihazin ilgili teknik
ozelliklerine bakin.

Cihazi rutubete, toza, asiri sicaga veya sogug@a, gugclu elektronik radyasyona
veya degisken aydinlatma sartlarina maruz kalan bir yere yerlestirmeyin.
Yangini 6nlemek igin cihazi radyator, isitici, firin veya bagka 1si1 Ureten cihazlar
gibi 1s1 kaynagina yakin bir yere monte etmeyin.

icerisindeki parcalarin hasar goérmesini onlemek icin cihazin icerisine sivilarin
girmesini 6nleyin.

Cihazin dugmesini dnlemek igin yatay olarak veya dayanikli bir yere monte
edin.



o Cihazi iyi havalandirilan bir yere monte edin ve cihazin hava sirktulasyonunu
engellemeyin.

o Cihazin pargalarini gelisigizel s6kmeyin.

o Cihazin nakliyesi, saklanmasi ve montaji esnasinda agir baskilardan, siddetli
sarsintilardan ve siviya batmalardan kaginin. Cihazin nakliyesi esnasinda
ambalajin tamami gereklidir.

o Nakliye icin fabrikasyon ambalaji ya da es degerini kullanin.

Pil
Dusuk pil gucu, her gu¢ agcma esnasinda sifilanmasina neden olarak RTC’nin
calismasini etkiler. Pillerin degistiriimesi gerektiginde Urunlin sunucu raporunda
bir gunluk iletisi goruntulenir. Sunucu raporu hakkinda daha fazla bilgi igin Grinun
kurulum sayfalarina bakin veya Dahua destek merkeziyle iletisime gegin.
A UYARI
o Pil yanlis sekilde takilirsa patlama tehlikesi.
e Sadece ayni turde veya Dahua tarafindan onerilen bir pil takin.
o Eski pilleri, yerel yonetmeliklere veya pil Ureticisinin talimatlarina gore elden

cikarin.
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Francais

Précautions et avertissements importants

Le contenu de ce chapitre aborde la bonne manipulation de |'appareil, la
prévention des risques et la prévention des dommages matériels. Lisez ce
contenu soigneusement avant d’utiliser I'appareil, respectez-le lorsque vous
I'utilisez, et conservez-le pour vous y référer ultérieurement.



Précautions d’emploi

Les mentions d'avertissement catégoriseées suivantes ayant un sens défini sont
susceptibles d’apparaitre dans le manuel.

Mentions d’avertissement | Signification

la mort ou des blessures graves si les

f Indique un dan%er a risque élevé qui entrainera
DANGER instructions données ne sont pas respectées.

Indique  une situation moyennement ou

é faiblement dangereuse qui ‘entrainera des

AVERTISSEMENT blessures faibles ou modérees si les instructions
données ne sont pas respectees.

Indique une situation potentiellement dangereuse

qui pourra entrainer des dommages de la

propriété, des pertes de données, une

AVERTISSEMENT | performance moindre ou des resultats

Imprevisibles, si les instructions données ne sont
pas respectées.

Fournit des instructions qui vous permettront de

0= ASTUCES résoudre un probleme ou de vous ftaire gagner du
temps.

M Fournit des informations supplémentaires pour

~ REMARQUE mettre en évidence et compléter le texte.

Exigences de sécurité

Respectez les normes de sécurité électrique locales pour vous assurer que
la tension est stable et conforme aux exigences d’alimentation de I'appareil.
Transportez, utilisez et stockez I'appareil dans les conditions d’humidité et
de température autorisées. Consultez les spécifications techniques
correspondantes de I'appareil pour connaitre la température et 'lhumidité de
fonctionnement spécifiques.

Ne placez pas I'appareil dans un lieu exposé a I'humidité, a la poussiére, a
une chaleur ou un froid extréme, a de forts rayonnements électroniques, ou
a des conditions d’éclairage instables.

N’installez pas I'appareil prés d’une source de chaleur telle qu'un radiateur,
un chauffage, une chaudiere, ou tout autre dispositif générant de la chaleur
afin d’éviter les risques d’incendie.

Empéchez aux liquides de couler sur 'appareil afin d’éviter d’endommager
les composants internes.

Installez l'appareil horizontalement ou sur une surface stable afin de
'empécher de tomber.

Installez I'appareil dans un lieu bien ventilé et ne bloquez pas la ventilation
de l'appareil.

Ne démontez pas I'appareil de fagon arbitraire.

Au cours du transport, du stockage et de l'installation de I'appareil, évitez de
le soumettre a de fortes contraintes, a des vibrations violentes ou a une
immersion. L'emballage complet est nécessaire au cours du transport.
Utilisez 'emballage d’usine ou équivalent pour le transport.



Batterie

Un niveau de batterie faible affecte le fonctionnement du RTC, qui se réinitialisera
a chaque redémarrage. Lorsque la batterie doit étre remplacée, un message de
journal apparait dans le rapport du serveur du produit. Pour plus d’informations
sur le rapport du serveur, consultez les pages de configuration du produit ou
contactez l'assistance Dahua.

A AVERTISSEMENT

Risque d’explosion si la batterie est remplacée de fagon incorrecte.
Remplacez la batterie uniguement par une batterie recommandée par
Dahua.

o« Eliminez les batteries usagées conformément aux réglementations locales
ou aux instructions du fabricant de la batterie.

Espafnol(Espana)

Advertencias y precauciones de seguridad impo
rtantes

En este capitulo se describe el contenido que cubre la manipulacion correcta del
dispositivo, la prevencion de riesgos y la prevencion de dafios materiales. Lea
detenidamente este contenido antes de usar el dispositivo, sigalo cuando lo
utilice y consérvelo para consultas futuras.

Instrucciones de seguridad

Las siguientes palabras de advertencia con un significado definido podrian
aparecer en la guia.

Palabras de advertencia | Significado

A Indica un riesgo potencial alto que, si no se evita,
PELIGRO resultara en muerte o lesiones graves.

Indica un riesgo, potencial medio o bajo que, si no
A se evita, podria resultar en lesiones leves o
ADVERTENCIA

moderadas.

Indica un riesgo potencial que, si no se. evita,

podria resultar en dafios materiales, pérdida de

PRECAUCION datos, rendimiento menor o0 resultados
impredecibles.

0= Ofrece meétodos para ayudarle a resolver un
CONSEJOS problema o ahorrar tiempo.
1 Proporciona informacion adicional como hincapié y
== NOTA complemento para el texto.

Requisitos de seguridad

e Cumpla las normas locales de seguridad eléctrica para garantizar que la
tension sea estable y cumpla los requisitos de alimentacion eléctrica del
dispositivo.

» Transporte, utilice y almacene el dispositivo bajo las condiciones de humedad
y temperatura permitidas. Consulte las especificaciones téecnicas



correspondientes del dispositivo para la temperatura y humedad operativas
especificas.

e No coloque el dispositivo en un lugar expuesto a humedad, polvo, calor o frio
extremos, radiaciones electronicas fuertes o condiciones de iluminacion
inestables.

e No instale el dispositivo en un lugar cerca de fuentes de calor, como
radiadores, calentadores, hornos u otros dispositivos generadores de calor,
para evitar un incendio.

e No deje que entre liquido en el dispositivo para evitar dafios en los
componentes internos.

o Instale el dispositivo horizontalmente o instalelo sobre un lugar estable para
evitar que caiga.

o Instale el dispositivo en un lugar bien ventilado y no obstruya la ventilacion.

o No desmonte de forma arbitraria el dispositivo.

o Evite las presiones excesivas, las vibraciones violentas y mojar el dispositivo
durante el transporte, almacenamiento e instalacion. Es necesario utilizar el
embalaje completo durante el transporte.

o Utilice el embalaje de fabrica o uno equivalente para transportarlo.

Pilas

La baja bateria afecta al funcionamiento del RTC, provocando que se restablezca
cada vez que recibe alimentacion. Cuando sea necesario sustituir las pilas,
aparecera un mensaje de registro en el informe de servidor del producto. Para
mas informacion acerca del informe de servidor, consulte las paginas de
configuracion del producto o péngase en contacto con el departamento de
soporte de Dahua.

A ADVERTENCIA

e Riesgo de explosion si se sustituyen incorrectamente las pilas.
Sustityalas unicamente por pilas idénticas o pilas recomendadas por Dahua.
Elimine las pilas gastadas en conformidad con la normativa local o las
instrucciones del fabricante de las pilas.

Deutsch
Wichtige Sicherheits- und Warnhinweise

Dieses Kapitel beschreibt die Inhalte zum richtigen Umgang mit dem Gerét, zur
Verhitung von Gefahren und zur Vermeidung von Sachschaden. Lesen Sie
dieses Kapitel sorgfaltig durch, bevor Sie das Gerat verwenden, halten Sie die
Anweisungen bei der Verwendung ein und bewahren Sie diese Anleitung zum
spateren Nachlesen gut auf.

Sicherheitshinweise

Die folgenden kategorisierten Signalworter mit definierter Bedeutung kdnnen in
der Kurzanleitung verwendet werden.

Signalworter Bedeutung
Weist auf ein hohes Gefahrenpotential hin, das, wenn
A es nicht vermieden wird, zum Tod oder zu schweren
GEFAHR Verletzungen fihrt.




Signalworter Bedeutung
f Weist auf eine mittlere oder geringe potentielle Gefahr
WARNUNG

hin, die, wenn sie nicht vermieden wird, zu leichten oder
mittelschweren Verletzungen fihren kann.

Weist auf ein potenzielles Risiko hin, das, wenn es nicht

vermieden wird, zu Sachschéden, Datenverlust,

VORSICHT g_erlngerer Leistung oder unvorhersehbaren Ergebnis
uhren kann.

0=" Stellt Methoden bereit, mit denen Sie ein Problem I6sen
TIPPS oder Zeit sparen koénnen.

Bietet zusatzliche Informationen als Schwerpunkt und
—— HINWEIS Erganzung zum Text.

Sicherheitsanforderungen

Halten Sie sich an die ortlichen elektrischen Sicherheitsnormen, um
sicherzustellen, dass die Spannung stabil ist und den Anforderungen an die
Stromversorgung des Gerats entspricht.

Transportieren, verwenden und lagern Sie das Gerat unter den zuléssigen
Feuchtigkeits- und Temperaturbedingungen. Die entsprechenden technischen
Spezifikationen des Gerats fir die jeweilige Betriebstemperatur und
Luftfeuchtigkeit sind zu beachten.

Stellen Sie das Gerat nicht an Orten auf, an denen es Feuchtigkeit, Staub,
extremer Hitze oder Kalte, starker elektronischer Strahlung oder instabilen
Lichtverhaltnissen ausgesetzt ist.

Installieren Sie das Gerat nicht in der Nahe einer Warmequelle, z. B. einem
Heizkorper, Heizlufter, Ofen oder anderen Warme erzeugenden Geraten, um
Feuer zu vermeiden.

Verhindern Sie, dass Flussigkeit in das Gerat flief3t, um Schaden an internen
Bauteilen zu vermeiden.

Installieren Sie das Gerat waagerecht oder an einem stabilen Ort, damit es
nicht herunterfallt.

Installieren Sie das Gerat an einem gut beliifteten Ort und blockieren Sie die
Bellftung des Geréts nicht.

Nehmen Sie das Gerét nicht eigenmachtig auseinander.

Vermeiden Sie starke Belastungen, Vibrationen und eindringende N&sse
wahrend des Transports, der Lagerung und der Installation. Das Gerat sollte
immer vollstandig verpackt transportiert werden.

Verwenden Sie die ab Werk verwendete Verpackung oder eine gleichwertige
Verpackung fur den Transport.

Batterie

Eine niedrige Batterieleistung beeintrachtigt den Betrieb der Echtzeituhr, wodurch
sie bei jedem Einschalten zurtickgesetzt wird. Wenn die Batterie ausgetauscht
werden muss, wird eine Protokollmeldung im Serverbericht des Produkts
angezeigt. Weitere Informationen zum Serverbericht finden Sie auf den
Einrichtungsseiten des Produkts oder wenden Sie sich an den Support von
Dahua.

A WARNUNG

Bei nicht ordnungsgemalBem  Austausch der Batterie besteht



Explosionsgefahr.

Ersetzen Sie die Batterie nur durch eine identische Batterie oder eine Batterie,
die von Dahua empfohlen wird.

Entsorgen Sie leere Batterien entsprechend den o6rtlichen Vorschriften oder
den Anweisungen des Batterieherstellers.

Iltaliano

Norme di sicurezza e avvertenze importanti

Il presente capitolo descrive le procedure per una corretta manipolazione del
dispositivo, per la prevenzione dei rischi e per la prevenzione di danni materiali.
Leggere attentamente queste informazioni prima di utilizzare il dispositivo,
attenersi alle istruzioni fornite durante I'uso e conservarle come futuro riferimento.

Istruzioni di sicurezza

| seguenti indicatori di pericolo, aventi i significati indicati, possono apparire nella
presente guida.

Indicatori di pericolo | Significato

A Indica una situazione ad alto rischio che, se non viene
PERICOLO evitata, puo causare il decesso o gravi lesioni.

non viene evitata, puo causare lesioni di leggera o

f Indica_una situazione a medio o basso rischio che, se
AVVERTENZA | moderata entita.

causare danni materiali, perdite di dati, riduzione delle

f Indica un rischio potenziale che, se non evitato, puo
ATTENZIONE | prestazioni o altre conseguenze imprevedibili.

o= Spiegano metodi utili per risolvere un problema o per

CONSIGLI aiutarvi a risparmiare tempo.

nm Fornisce informazioni aggiuntive che completano
NOTA quelle riportate nel testo.

Requisiti di sicurezza

Attenersi alle leggi locali sulla sicurezza elettrica per garantire una tensione
stabile e soddisfare i requisiti di alimentazione del dispositivo.

Trasportare, utilizzare e conservare il dispositivo alle condizioni di umidita e
temperatura consentite. Fare riferimento alle specifiche tecniche del
dispositivo per conoscere i valori specifici della temperatura di esercizio e
dell’umidita.

Non posizionare il dispositivo in un ambiente esposto ad una eccessiva
umidita, a polvere, a condizioni di caldo e freddo estremi, a forti radiazioni
elettroniche o a condizioni di illuminazione non stabile.

Non installare il dispositivo vicino ad una fonte di calore, quali ad esempio
radiatori, apparecchi di riscaldamento, forni o altri dispositivi di generazione
del calore, per evitare il rischio di incendio.

Evitare di versare liquido sul dispositivo per non danneggiare i componenti
interni.

Installare il dispositivo in posizione orizzontale, oppure in una zona stabile, per
evitare che possa cadere.



o Installare il dispositivo in un ambiente adeguatamente ventilato e non ostruire
la circolazione dell'aria.

e Non smontare il dispositivo in modo casuale.
Evitare forte sollecitazioni, violente vibrazioni e non bagnare il prodotto
durante il trasporto, lo stoccaggio e linstallazione. Trasportare il prodotto
utilizzando un imballaggio adeguato.

o Utilizzare l'imballaggio standard previsto o un imballaggio equivalente.

Batteria

L'uso di una batteria scarica pud compromettere il funzionamento del dispositivo
RTC, che si resettera ad ogni avvio. Quando € necessario sostituire la batteria,
nel report del server del prodotto viene visualizzato un messaggio di log. Per
ulteriori informazioni sul report del server, leggere le pagine di configurazione del
prodotto, oppure contattare il servizio assistenza di Dahua.

AVVERTENZA
e Se la batteria non viene sostituita correttamente, puo generare il rischio di
esplosione. o _ _
e Sostituire solo con una batteria identica o una batteria raccomandata da
Dahua.

e Smaltire le batterie usate in conformita con le normative locali o attenendosi
alle istruzioni del produttore della batteria.

Nederlands

Belangrijke voorzorgsmaatregelen en waarschuwingen

Dit hoofdstuk beschrijft de inhoud die de juiste omgang met het apparaat
behandelt, het voorkomen van gevaren alsmede het voorkomen van materiéle
schade. Lees deze inhoud zorgvuldig door voordat u het apparaat gebruikt, houdt
u eraan tijdens het gebruik, en bewaar ze goed voor toekomstige referentie.

Veiligheidsinstructies

De volgende gecategoriseerde signaalwoorden met gedefinieerde betekenis
staan in de handleiding vermeld.

Signaalwoorden Betekenis
Geeft een hoog potentieel gevaar aan dat, indien
A niet voorkomen, kan leiden tot overlijden of
GEVAAR ernstig.

aan dat, indien niet voorkomen, kan leiden tot licht

: Geeft een gemiddeld of laag potentieel gevaar
WAARSCHUWING | of matig letsel.

Geeft een potentieel risico aan dat, indien niet

voorkomen, kan leiden tot materiéle schade

LET OP gegevensverlies, lagere prestaties of
onvoorspelbaar resultaat.

o= Biedt methodes om u te helpen een probleem op
TIPS te lossen of tijd te besparen.

Biedt aanvullende informatie als nadruk op en
~= OPMERKING aanvulling van de tekst.




Veiligheidsvereiste

Houdt u aan plaatselijke veiligheidsstandaarden om ervoor te zorgen dat het
voltage stabiel is en voldoet aan de vereiste stroomvoorziening van het
apparaat. _ _
Transporteer, gebruik en bewaar het apparaat onder de toegestane relatieve
luchtvochtigheld en temperatuuromstandigheden. Zie de overeenkomstige
technische specificaties van het apparaat voor specifieke werktemperatuur en
relatieve luchtvochtigheid.

Plaats het apparaat niet op een locatie die blootgesteld is aan vocht, stof,
extreme hitte of koude, sterke elektronische straling of onstabiele
verlichtingsomstandigheden.

Installeer het apparaat niet op een plek vlakbij de warmtebron, zoals een
radiator, verwarming, fornuis of ander warmte-genererend apparaat om brand
te voorkomen.

Voorkom dat er vloeistof in het apparaat loopt om schade aan interne
componenten te vermijden.

Installeer het apparaat horizontaal of installeer het op een stabiele plek om te
voorkomen dat het valt.

Installeer het apparaat in een goed geventileerde ruimte en blokkeer de
ventilatie van het apparaat niet.

Haal het apparaat niet willekeurig uit elkaar.

Vermijd zware druk, hevige trilllngf en nat worden tijdens het transOPort, de
opslag en de installatie. De complete verpakking is noodzakelijk tijdens het
transport.

Gebruik de fabrieksverpakking of gelijkwaardig voor het transport.

Batterij

!_a(ljge batterijstroom beinvloedt de bediening van de RTC, waardoor deze bij
ie

ere stroominschakeling reset. Als de batterij vervangen moet worden,

verschijnt een logbericht In het serverrapport van het product. Zie voor meer
informatie over het serverrapport de setuppagina's van het product of neem
contact op met Dahua Support.

A WAARSCHUWING

Gevaar op ontploffing als de batterij onjuist wordt vervangen.

Vervang alleen met een identieke batterij die wordt aanbevolen door Dahua.
Verwerk de gebruikte batterijen volgens de plaatselijke regelgeving of de
instructies van de batterijfabrikant.

Portugués
Instrucdes e adverténcias importantes

Este capitulo descreve os conteudos relativos ao manuseamento correto do
dispositivo, a prevencao de riscos e a prevencdo de danos materiais. Leia estes
conteudos atentamente antes de utilizar o dispositivo, respeite as instrucdes
durante a utilizac&o e guarde-as em boas condi¢cOes para consulta futura.

Instrucbes de seguranca

As seguintes palavras-sinal categorizadas, com um significado definido, poderéo
surgir no Guia.



Palavras-sinal Significado

é Indica um risco potencial elevado que, se nédo for
PERIGO evitado, resultara em morte ou ferimentos graves.
Indica um risco potencial médio ou baixo que, se nao for
A evitado, podera resultar em ferimentos ligeiros ou
AVISO moderados.

resultar em danos materiais, perda de dados,

f Indica um risco potencial que, se nao for evitado, pode
ATENCAO | desempenho inferior ou resultados imprevisiveis.

= . Disponibiliza métodos para o ajudar a resolver um
SUGESTOES | problema ou a poupar 0 seu tempo.

NOTA Disponibiliza informac¢fes adicionais como destaque e

complemento ao texto.

Requisitos em termos de seguranca

Respeite as normas locais de seguranca eletrica de forma a garantir que a
tensdo € estavel e respeita os requisitos da fonte de alimentagcdo do
dispositivo.

Transporte, utilize e armazene o dispositivo nas condi%ﬁes de humidade e
temperatura permitidas. Consulte as respetivas especiticacdes técnicas do
dispositivo para conhecer a temperatura e humidade de funcionamento
especificas. _ N _ _ _
Nao coloque o dispositivo num local exposto a humidade, poeira, condicdes
de calor ou frio extremas, radiacdo eletrénica intensa ou condi¢cdes de
iluminacéo instaveis.

N&o instale o dispositivo num local proximo de uma fonte de calor, como, por
exemplo, um radiador, aquecedor, fornalha ou outro dispositivo de geragao de
calor de forma a evitar incéndios.

N&o permita o escorrimento de liquidos para o dispositivo, evitando, assim,
danos nos componentes internos.

Instale o dispositivo numa posicdo horizontal ou num local estavel,
prevenindo possiveis quedas.

Instale o dispositivo num local bem ventilado e ndo bloqueie a ventilacdo do
dispositivo.

N&o desmonte o dispositivo de forma arbitraria.

Evite pressdes intensas, vibracOes violentas e a imersao do dispositivo
durante o transBorte, armazenamento e instalacdo. Para o transporte, €
necessaria a embalagem completa.

Utilize a embalagem de fabrica ou equivalente para efetuar o transporte.

Bateria

Uma bateria fraca afeta a operacdo do RTC, fazendo com que este reinicie
sempre que é ligado. Quando a bateria tiver de ser substituida, surgird uma
mensagem de registo no relatério do servidor do produto. Para mais informacdes
sore o relatério do servidor, consulte as paginas de configuracdo do produto ou
contacte a Dahua para obter assisténcia.

A\ Lo

Risco de explosao se a bateria nao for corretamente colocada.

Substitua apenas por uma bateria idéntica ou por uma bateria recomendada
pela Dahua.

Elimine as baterias usadas de acordo com os regulamentos locais ou com
as instrucdes do fabricante da bateria.
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