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Compliances

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15
of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates uses and can radiate radio frequency energy and, if not installed and
used in accordance with instructions, may cause harmful and, if not installed and used in accordance with instructions,
may cause harmful interference to radio communications. However, there is no guarantee that the interference will
not occur in a particular installation. If this equipment does cause harmful interference to radio or television reception,
which can be determined by turning the equipment off and on, the user is encouraged to try to correct the interference
by one or more of the following measures:

* Reorient the receiving antenna

« Increase the separation between the equipment and receiver

« Connect the equipment into an outlet on a circuit different from that to which the receiver is connected
« Consult the dealer or an experienced radio/TV technician for help

FCC Caution: To assure continued compliance, (example - use only shielded interface cables when connecting
to computer or peripheral devices). Any changes or modifications not expressly approved by the party
responsible for compliance could void the user’s authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1)
This device may not cause harmful interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

The antenna(s) used for this transmitter must be installed to provide a separation distance of at least 20 cm from all
persons and must not be co-located or operating in conjunction with any other antenna or transmitter.

The transmitted power of the APU and CSU does not exceed 36 dBm.
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About this document

This document describes the system features used in the WLAN Cable Access
Point 6220 Release 2.0 Product.

Topics covered include the following:

e  Overview
Introduction
Product Description
CSU (Corporate Services Unit)
e  System Planning
Site Survey & Planning
Wireless Network Designing
e Installation
CSU Hardware Installation
e  Configuration
CSU in Secure Data Mode (P2P, P2M)
Testing Connection between CSU (APU mode) and CSU
e  Advanced Configuration
System Administration Tasks
Save configuration
Edit configuration
Load new configuration
Upload new license
e  Troubleshooting



Audience

The intended audience for this document includes:

Installers

Technicians

Nnetwork planners

Network & system engineers
Network administrators

List of Abbreviations

AP Access Point

APU Access Point Unit

ARP Address Resolution Protocol

BPDU Bridge Protocol Data Unit

BPSK Binary Phase-Shift Keying

CATV Community Antenna Television

CM Cable Modem

CMTS Cable Modem Termination System
CPE Customer Premises Equipment

CSuU Corporate Service Unit

DBPSK Differential Binary Phase-Shift Keying
DHCP Dynamic Host Configuration Protocol

DOCSIS Data Over Cable Service Interface Specifications
DQPSK Differential Quadrature Phase Shift Keying

DVM Digital Volt Ohm Meter

EAP Extensible Authentication Protocol

EIRP Equivalent Isotropic Radiated Power

EMI Electromagnetic Interference

FCC Federal Communications Commission

FCS Frame Check Sequence

FTP File Transfer Protocol

HFC Hybrid Fiber Coax

ICMP Internet Control Message Protocol

IEEE Institute of Electrical and Electronics Engineers
ISM Industrial Scientific and Medical equipment
ISP Internet Service Provider

ITU International Telecommunication Union
LOS Line of Sight

MAC Media Access Control

MIB Management Information Base

NAS Network Access Server

NAT Network Address Translation
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NLOS Non Line of Sight

NMS Network Management System
NWID Network ID

OLOS Optical Line of Sight

ONU Optical Network Unit

PCMCIA Personal Computer Memory Card International Association
Pl Power Inserter

POE Power over Ethernet

PSU Power Supply Unit

QAM Quadrature Amplitude Modulation
QPSK Quadrature Phase Shift Keying
RADIUS Remote Authentication Dial-In User Services
RF Radio Frequency

RIP Routing Information Protocol

SEC Super Ethernet Converter

SMTP Simple Mail Transfer Protocol

SNMP Single Network Management Protocol
SNR Signal to Noise Ratio

SSID Service Set Identification

TCP Transmission Control Protocol

TLS Transport Layer Security

TTL Time to Live

UDP User Datagram Protocol

UNII Unlicensed National Information Infrastructure
UPS Uninterruptible Power Supply

VLAN Virtual Local Area Network

VSWR Voltage Standing Wave Ratio

WEP Wired Equivalent Privacy

WLAN Wireless Local Area Network
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Technical Support and Information

If you purchased a service contract for your Nortel Networks product from a
distributor or authorized reseller, contact the technical support for that
distributor or reseller for assistance.

If you purchased a Nortel Networks service program, contact Nortel Networks
Technical Support as indicated in the following table.

Internet http://www.nortelnetworks.com/cgi- | * Click on Technical Support
bin/comments/comments.cgi « Select Online Support

* Open a Customer Service Request online
Telephone | 1-800-4NORTEL (1-800-466-7835) * Call 1-800-4ANORTEL

« Find the nearest Technical Solutions Center
* Enter ERC (Express Routing Code) if it is
available

FCC Conformance

This device complies with Part 15 of the FCC rules. Operation is subject to the
following two conditions: (1) this device may not cause harmful interference.
And (2) this device must accept any interference received, including interference
that may cause understand operation.

This Class B digital apparatus complies with Canadian ICES-003.

WLAN Cable Access Point 6220 CSU NTPM99CA Rel 2.0 Issue 1 Dec 2005
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Safety guidelines

This chapter contains safety guidelines that you must follow for personal safety
and for the correct handling and operation of equipment.

Warning and safety precautions

To prevent personal injury, equipment damage, or service interruption, follow
all precautionary messages found in WLAN Cable Access Point 6220
documentation and the safety procedures established by your company.

The following precautionary messages appear in WLAN Cable Access Point
6220 documentation:

DANGER

Risk of personal injury
A precautionary message with this symbol indicates a risk of
personal injury.

DANGER

Risk of electrical shock
A precautionary message with this symbol indicates a risk of
personal injury caused by an electrical hazard.

CAUTION

Risk of interruption to service
A precautionary message with this symbol indicates a risk of
service interruption or equipment damage.

The graphic symbol of an exclamation point within an equilateral triangle warns
the user of the device that it is necessary to refer to the instruction manual and its
warnings for proper operation of the unit.
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Summary of Warning and Safety Precautions

> PP

REFER SERVICING TO A QUALIFIED TECHNICIAN TO REDUCE THE RISK OF
ELECTRIC SHOCK WHEN THE UNIT DOES NOT APPEAR TO OPERATE
NORMALLY OR EXHIBITS A MARKED CHANGE IN PERFORMANCE.

WHEN INSTALLING THE UNIT, CHOOSE A LOCATION THAT PROVIDES A
MINIMUM SEPARATION OF 20 cm FROM ALL PERSONS DURING NORMAL
OPERATION.

THE APU AND CSU SHALL BE INSTALLED BY A PROFESSIONAL FIELD
TECHNICIAN

BOTH TYPES OF UNITS SHOULD BE INSTALLED BY A PROFESSIONAL FIELD
TECHNICIAN TO REMOVE THE POSSIBILITY OF INCORRECT INSTALLATION
FOR APU AND CSU.

DO NOT EXPOSE THIS UNIT TO RAIN, MOISTURE OR DUST UNCOVERED.

BE SURE NOT TO BE SITUATED NEAR HIGH VOLTAGE POWER SOURCES.

MAKE SURE THAT ALL BOLTS ON THE ENCLOSURE ARE TIGHTENED FIRMLY
SO THAT WATER DOES NOT ENTER THE UNIT.

BE SURE THAT ALL CONNECTORS ARE CONNECTED TO THE UNIT AND THE
RF CABLE HAS BEEN PROTECTED BY THE WATER-PROOF CAP.

IF YOU ARE NOT SURE OF THE TYPE OF POWER SUPPLIED TO YOUR UNIT,
CONSULT YOUR LOCAL NORTEL NETWORKS REPRESENTATIVE OR
NETWORK SERVICE COMPANY.

WLAN Cable Access Point 6220 CSU NTPM99CA Rel 2.0 Issue 1 Dec 2005
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Overview

Introduction

This document describes the system features used in the WLAN Cable Access
Point 6220 Release 1.0 Product.

The Wireless LAN Cable Access Point 6220 is an outdoor hardened, strand-
mountable access point solution designed to extend the reach of the cable
operators’ hybrid fiber coax network utilizing wireless technologies from
existing rights of ways. This solution from Nortel Networks provides cable
operators a fast, low-cost alternative for delivering service to new customers by
eliminating the time, permits, and construction costs associated with extending
aerial or buried drops.

The WLAN Cable Access Point 6220 solution provides:
Flexible service platform

The WLAN Cable Access Point 6220 is a flexible service platform giving cable
operators the ability to offer many different wireless services such as Public Hot
Spots and Commercial High Speed Data services.

Standard Compliance and Interoperability

The WLAN Cable Access Point 6220 utilizes standard-compliant DOCSIS™
cable modems, thus ensuring interoperability with the existing cable network.
Wireless access is accomplished using industry-standard IEEE 802.11 radios
approved by government regulatory agencies for use in “unlicensed” ISM
frequencies.
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Security

Security is of the highest importance when delivering wireless services. The
WLAN Cable Access Point 6220 adheres to industry standards for 802.11
devices and augments those standards with additional security features designed
to provide both the cable operator and the end-user maximum protection.

Performance optimization via multiple antenna options

Nortel Networks provides antenna options specifically engineered to enable the
WLAN Cable Access Point 6220 to achieve peak link performance in Line of
Sight (LOS) and Near LOS applications.

Ease of installation

Designed for simple, fast installation by professional technicians, the WLAN
Cable Access Point 6220 is installed in a simple three-step procedure: lock down
strand clamps, connect power via coax drop, and attach and align antenna for
service optimization

Figure 1-1
WLAN Cable Access Point 6220 Service Concept Diagram
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Product Description

Table 1-1

WLAN Cable Access Point 6220 Products

PEC DESCRIPTION
CsuU
NTPM99BC CSU,2.4G/5.8G,RADIO,Flat Panel, NA, 6Mhz
NTPM99BJ CSU,POE INJECTOR
Accessories
NTPM99EG CSU MOUNTING KIT
Documentation
NTPM99CA R1.0 WLANG6220 CAP DOC,PAPER
NTPM99CB R1.0 WLAN6220 CAP DOC,CD
Software
NTPM99DA R1.0 WLAN6220 CAP SOFTWARE,CD
NTPM99DB CERTIFICAT,WLAN6220,R1.0,1/APU
NTPM99DC CERTIFICAT,WLAN6220,R1.0,1/CSU

APU Software Licenses

NTPM99FA

RTU,SDM,WLAN6220,1/APU

NTPM99GA

SLU,WLANG6220,1/APU

NTPM99GB

NSLU,WLAN6220,1/APU

CSU Software Licenses

NTPM99HA

RTU,SDM,WLAN6220,1/CSU

NTPM99JA SLU,WLAN6220,1/CSU
NTPM99JB NSLU,WLAN6220,1/CSU
Figure 1-2

WLAN Cable Access Point 6220 CSU Package Components

L

CEU [Corporate Sarvies Unit)  Antenna Sracket

WLAN Cable Access Point 6220 CSU NTPM99CA Rel 2.0 Issue 1 Dec 2005
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CSU (Corporate Service Unit)

The following is a list of WLAN Cable Access Point 6220 CSU features:

e  Enclosure has a POE connection interface and a DC Power Adapter Jack at
the bottom of the CSU.

e  Operation Power & Data Traffic are mixed at POE Injector and supplied to
the Ethernet Port on the CSU through CAT5 Cable.

e  Two types of mounting alternatives are available, pole mount and wall
mount. If wall mount is used a mounting kit will be required.

e The antenna is basically a Flat Panel type which is built-in CSU body
protected by a plastic material RADOME.

e APU and CSU supports the secure mode connection which means that
wireless traffic between APU/CSU and CSU is not scanned and detected by
a conventional sniffing program like ‘Netstumbler’.

WLAN Cable Access Point 6220 CSU NTPM99CA Rel 2.0 Issue 1 Dec 2005
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Figure 1-3
WLAN Cable Access Point 6220 CSU (Bottom)
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Figure 1-4
WLAN Cable Access Point 6220 CSU (Front)
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Figure 1-5
WLAN Cable Access Point 6220 CSU (Back)
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Figure 1-6
WLAN Cable Access Point 6220 CSU
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Table 1-2. Modules and Connectors (CSU)

Item Label Description & Function
1 Antenna Radome | Protective Cover designed to contain a built-in antenna
2 Enclosure(Body) |Housing Integrated with an Antenna Case Assembly
3 Logo Panel Location for Nortel networks Logo
4 DC Power Socket |Provide DC power(12V) from AC-DC Adaptor to CSU
5 | Ethernet Port(POE) | Provide data connection between CSU and POE Injector or LAN Switch
6 EMI Cap EMI Cap designed to prevent CSU from interfering to or from other devices
Additionally, provide water proof feature accompanied by sealing tape
7 Ground Point Location for grounding the enclosure to earth for protecting the product from damage
8 Label(Front) Location for attaching a product label which include S/N,PEC,MAC address and so on
9 Label(Back) Location for attaching a product label which include S/N,PEC,MAC address and so on
10 Access Point Mini-PCI type Il Radio Card, System Board(Secure Mode ™)
11 POE Splitter Power Module to divide Ethernet Signal and DC power combined signal from POE Injector
12 POE Injector Provide 802.3af based signal to CSU through Ethernet Port on CSU
13 Bracket Hole Bolt Hole for assembly of mounting bracket
14 | Built-in Antenna(A) | 5.8GHz Radio Frequency Antenna (Flat Panel) for 802.11a

Built-in Antenna(G)

2.4GHz Radio Frequency Antenna (Flat Panel) for 802.11b/g

THE 12V POWER CONNECTOR IS NOT INTENDED FOR FIELD USE. THIS
SOCKET IS ONLY APPLICABLE FOR A SPECIAL USE AT FACTORY OR
REPAIR FACILITY.

WLAN Cable Access Point 6220 CSU NTPM99CA Rel 2.0 Issue 1 Dec 2005
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Planning your WLAN Network

The wireless network is much different than a wired network. The
Installation of a wireless network requires some additional planning.
This planning includes RF Link Engineering like RF Path planning, site
selection, and back-bone network preparation.

The radio links between all end sites are specified as three types of
environmental connection as listed below:

LOS (Line Of Sight)
OLOS (Optical LOS)
NLOS (Non LOS)

Because High Frequency Radio travels in a straight forward line, a clear
LOS (line-of-sight) between antennas is efficient and ideal. Frequently,
locations of the desired links are fixed.

When you cannot achieve a clear line-of-sight, you must plan according
to basic consideration:

The Basic considerations for sites include:

= Installation Facility must be constructed (Electric Pole, Tower)
= Possibility of future obstructions
- Trees that may obstruct the path
- Buildings between the sites that may obstruct the path
= Lightening
= Distance between sites and Network Structure
= Strong RF interference
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Site Survey & Planning

Definition
A site survey is a task-by-task process by which the surveyor discovers
the RF behavior, coverage, interference, and determines proper hardware
placement in a facility. The site survey’s primary objective is to ensure
that mobile workers and the wireless LAN’s clients experience
continuously strong RF signal as they move around the facility.

Iltems

» Facilities Analysis

e Existing Networks

* Area Usage & Towers

* Purpose & Business Requirements

e Bandwidth & Roaming Requirements
» Available Resources

e Security Requirements

* Preparation Exercises

e Preparation Checklist

Site Survey Equipment

e Corporate service unit(CSU) with POE Injector

e Laptop and/or PDA

e Wireless PC card with driver & utility software

» Battery pack charger & DC-to AC converter

« Site survey utility software (loaded on laptop or PDA)

e Clipboard, pen, pencils, notebook paper, grid paper, & highlighter

e Blueprints & network diagrams

* Outdoor antennas(Omni-directional, Patch, Bi-directional)

» Cables & connectors

» Specialized software or hardware such as a spectrum analyzer

» Digital camera for taking pictures of particular locations within a
facility

» Variable attenuator

WLAN Cable Access Point 6220 CSU NTPM99CA Rel 2.0 Issue 1 Dec 2005
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Wireless Network Planning

Procedure 1 (Location)

l.

2.

Select and identify enough location candidates to determine freely as
the install point regardless of some design change to some extent.
The most crucial parameter is the range at which APU and CSU or
other Wi-Fi Client is required to operate. The range can be
determined by a conventional formula which consider a various kinds
of environmental and radio equipment.

Another consideration in installing APU and CSU is the network
connection like a CATV Coaxial Cable and CAT5 Ethernet Cable.
Even though some locations are the best location in terms of RF
performance, the actual installed location is restricted by limited
cable reach.

Procedure 2 (Radio Link Path)

1.

Choose the proper antenna type with a site survey result.

2. For best performance, mount the APU and CSU in a location where

there is LOS (Line Of Sight) to each antenna.

Perform the field survey to summarize every obstacle like tree and
earth bulge in consideration of OLOS (Optical LOS).

With the site survey result, adjust the tilt and angle of antenna so that
there is maximum clearance within the FRESNEL ZONE of the
direct path.

Note: The best means of achieving FRESNEL ZONE clearance is to
raise the height of APU or CSU mounting point as high as possible
In order to get the more exact information on RF radio link path,
calculate the Link Budget for Radio Link between APU and CSU
which is referred in the end of this section.

Note: The link budget is a rough calculation of all known elements of the

link to determine whether the signal will have the proper strength to the
other end of the link.

Procedure 3 (RF Channel Selection)

l.

Check all range of channels by RF measurement with Frequency
Analyzer in order to see the interference effect with APU and CSU.
Actually, RF interference is likely to arise from any other wireless
system operating within the same frequency band as ISM/UNII Band
Radio Products.

Note: The final selection of operating channel should be done with the
testing results of both APU and CSU.

Procedure 4 (Radio Performance Tuning)
Please refer to the Radio Link Test

WLAN Cable Access Point 6220 CSU NTPM99CA Rel 2.0 Issue 1 Dec 2005
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Installation

General
This section provides a complete set of procedures for the installation of
WLAN 6220 equipment. It includes cable assembling information as well
as required connection information for the WLAN 6220 units, mounting
and powering instructions.

It is intended for use by trained installers familiar with Wireless Radio
equipment installations.

For technical assistance, contact your next level of support or Nortel

Networks according to the information available in Technical Support and
Information section.

Installation Procedure Summary

CSU (Corporate Service Unit)

| Mounting CSU on the Installation Pole |

|

| Assembling and Setting CSU with accessories |

|

| Basic Configuration & Operation Checking |

|

| Testing Connection between APU and CSU |
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Required Tools and Materials

Before you install the WLAN Cable Access Point 6220, ensure you have
the following:

Csu
» |EEE 802.3af-2003-compliant Power over Ethernet (POE) injector

Note: Ensure that the POE Injector is UL/cUL approved,
with LPS (limited power source) output.

= Heat gun with propane/ Mapp torch

= 1 CATS5 Ethernet Extender Coupler

»  “Document CD” and “Software CD” that contains the AP
Configurator, online help for the System Configuration, and various
documents.

= PC or workstation with a Web browser for configuration

WLAN Cable Access Point 6220 CSU NTPM99CA Rel 2.0 Issue 1 Dec 2005
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CSU Installation & Configuration

Mounting and Installation Concept

Figure 3-1
CSU Installation Concept #1 on User’s facility
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Figure 3-2
CSU Installation Concept #2 on User’s facility
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By default, CSU is pole mounted. Each unit is shipped with a pole
mounting module.

ENSURE THE CSU HAS BEEN POSITIONED NO LESS THAN 3 FEET ABOVE
THE GROUND, OR FROM A ROUGHLY HORIZONTAL SURFACE.

WLAN Cable Access Point 6220 CSU NTPM99CA Rel 2.0 Issue 1 Dec 2005
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Procedure 1-1
Mounting the CSU on the Steel Wire Strand

Action

Figure 3-3

Step  Action

1. Prior to an installation, check if the Pole has the strength and stability to
sustain the weight of CSU in a strong wind

2. Please find a mounting tool for installing CSU illustrated in Figure 3-
30

3. Place the CSU face (RADOME side) down on a flat surface.

4. Using the mounting tool, attach the Mounting Tilt Brackets to the back

of CSU and insert the two stainless steel M6 hex head screws and M6
split lock washers into the hole.

Assembling the mounting bracket on the CSU
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5. Lift the CSU to a selected installation point on the pole and then attach

the clamp to the original location while lashing the CSU to the pole or
using a hoisting rope to keep the unit in place during mounting work.
Slide two mounting nuts through a washer to each bracket hole as
illustrated in Figure 3-3

Adjust the azimuth of CSU Antenna RADOME toward the remote unit
and fasten sufficiently to secure the CSU on the pole.

WLAN Cable Access Point 6220 CSU NTPM99CA Rel 2.0 Issue 1 Dec 2005
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Figure 3-4
Assembling the mounting bracket with a installation tool

8. Adjust the up/down tilt (- 50 ° to 50 °) and move the top or bottom of
the CSU until the unit is roughly positioned at the correct angle and
height.

Figure 3-5
CSU Pole Mounting and Antenna Tilting

WLAN Cable Access Point 6220 CSU NTPM99CA Rel 2.0 Issue 1 Dec 2005
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Procedure 1-2
Mounting the CSU on the Steel Wire Strand

Action

Step  Action

1. Loosen the EMI cap and slide the CAT5 or 6 cables without the RJ45
connector into the hole of the EMI hood shaped cap.

2. Follow the conventional procedure of creating a CAT5 or 6 Ethernet
cable.

Note: It is recommended to use a shielded cable like S-FTP(Foiled Twisted
Pair) or STP (Shielded Twisted Pair) in which wire pairs are covered with
overall shield material to prevent EMI effects to or from the near electronic
devices or facilities.

Note: The cable from CSU to POE Injector and from POE Injector to CPE
(PC) should be a straight-through cable.

3. Connect a cable to the POE port on the front panel of CSU through the
hole of EMI cap and tighten it firmly.

Figure 3-6
Connecting Ethernet Cable to CSU and Securing the EMI Cap

WLAN Cable Access Point 6220 CSU NTPM99CA Rel 2.0 Issue 1 Dec 2005
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4. Secure the cable in the EMI cap by tightening it with a cable tie. Cover
the connectors with black self amalgamating tape or shrink wrap tubing
to ensure a waterproof seal. This is the most crucial step in the
installation. If this procedure is disregarded or done insufficiently an
unexpected system fault could occur in a normal operation and affect on
the system performance factor relevant to the long term reliability.

5. Tighten the EMI cap securely with the special tool packaged in the
product box.

WHEN INSTALLING THE UNIT, CHOOSE A LOCATION THAT PROVIDES A
MINIMUM SEPARATION OF 20 cm FROM ALL PERSONS DURING NORMAL
OPERATION.

Figure 3-7
Covering the entry of EMI Cap and Shielded Cable with Tape or shrink wrap tubing

0

6. Connect the ground wire to the ground point at the lower right end of
CSU back panel.

Figure 3-8
Connecting the ground wire to the ground point

Ground Point

.....

7. Connect the other end of the data cable to the POE Injector indoor.
8. Plug the power cord of the POE Injector into an electrical outlet

WLAN Cable Access Point 6220 CSU NTPM99CA Rel 2.0 Issue 1 Dec 2005
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Figure 3-9
Connecting CSU and User PC by an Ethernet Cable though POE Injector

= Direct Ethamet cable
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Mounting Tips

e Verify the Line-of-Sight -- Before installing CSU, make sure a clear line-of-
sight exists. Line of sight (LOS) can be defined as each antenna clearly seeing
the other antenna, and seeing the remote locations when viewing from the
central base location. Be sure to look level with the center of origin of the
transmission (i.e., the middle of the antenna). Repeat this procedure from the
remote location. Any disruption of the signal path due to trees, buildings, or
any other obstructions may cause the link to function incorrectly. If you see
any obstructions between two antennas, move one or both antennas to another
location.

e Use mounting hardware provided to secure the unit to the pole.

e Leave the unit mounting loose enough to allow for movement when performing
the alignment/testing procedure. The unit should be tightened only after the
alignment/testing procedure is completed.

e Install the unit away from microwave ovens and 2.4 GHz cordless phones.
Microwave ovens and some cordless phones operate on the same frequency as
the unit and can cause signal interference.

e Begin at the lowest point, so the tape overlaps from bottom to top creating a
shingled effect. This creates an effective barrier against water runoff. Apply
this "shingle effect"” to each layer of the sealing process. Apply two layers of
electrical tape to the connector, and leave approximately 3 inches of cable
exposed on either side of the connector.

WLAN Cable Access Point 6220 CSU NTPM99CA Rel 2.0 Issue 1 Dec 2005
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Configuration

WLAN Cable Access Point 6220 CSU (APU, CSU) has the following
management and operational features listed below:

Software Installation

APU mode Basic Configuration and Operation Test

CSU mode Basic Configuration and Operation Test

Testing the connection between APU & CSU (APU mode) and CSU
Testing Wireless Network Performance

Basic Configuration

Advanced and Optional Configuration
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Software Installation (AP Configurator)

The WLAN Cable AP Configurator is used to configure your wireless
networking devices. Both the executable file needed to install the
Configurator and the online help for the Configurator (*.chm) are
included on the Software CD that you received with your hardware
device. Refer to the online help or the WLAN Cable AP Configuration
User Guide on the Document CD for detailed instructions on how to
configure your device. This section explains the system configuration in
detail.

Note: The features available to you in the WLAN Cable AP
Configuration vary depending on the version of the software. This
section explains all possible features involved in basic configuration.
Your actual software may not display all of the features and fields
described.

Installing the Configurator Software

1. Insert the Software CD into your PC’s/laptop’s CD ROM drive, then
you can see the installation web page as below.

Figure 4-1
Software CD Starting Display

Install

Help

Basic System File

Mortel Natweorks Wab Sita

Copynght § 2004 by Norlel Networks | AN nghts 1eened

2. Click the “Install” button and press the “open” button to find the
dialog box.

3. Double click the name of the Configurator Installation program
(the .exe file on your Software CD).
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Figure 4-2
Software Installation Launching

InstallShield Wizard

WwWLAN Cable AP Configurator Setup iz preparing the [nstallShield
®Wizard, which will guide you through the rest of the setup
process. Please wait.

[

3. Follow the onscreen instructions to install the Configurator.

Figure 4-3
Installation Dialog Window

InstaliShind Wiznrd [

Welooma 1o the |natalf5beekd Wirsed for '9'LAN

Calbde AF Cordwpa st

T brshalfs ¥ '] il instinll'WLAM Db 8F
Corfigumen on pous comguim To cortrum, ook, Nt

InstallShicld Wizard

HeponCountsy Selecinn InstallShinld Wizard
HepondCounlip Selechon
Gakict i ragion/county wheis wiu a8 bisled
[ Lirited Stapes =l Slact e ragiondcountsy whete you ae kosted
R -
B
e 3

If you are installing the Configurator for the first time, files are stored in the

directory Program Files/Nortel/ WLAN Cable AP Configurator. If you are

upgrading from a previous Configurator installation, your files will be stored

in the directory where you last saved the Configurator files. The Install

Shield also installs shortcuts to the Configurator on your desktop.
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Procedure 3-1

Basic configuration and Operation Test (APU Mode)

Action
Step  Action
1. The CSU(APU mode) has the following factory default parameters:
Factory Default
W [P address: DHCP Client (Ethernet 1)
B Read Write Password: public
B SNMP Secure Configuration Password: public
B |EEE 802.11 Interface Setup
- Mode Selection: APU SDM(Secure Data Mode)
- Base station mode: Polling(Primary)
- Frequency
- 802.11b/g Unit: CH1 (2412 MHz)
- 802.11a Unit: CH149 (5745 MHz)
- Network ID: 0
- Transmit Rate
- 802.11a/g Unit: 54Mbps
- 802.11b Unit: 11Mbps
- WEP Encryption: Disable
2. The CSU(CSU mode) shall have the common system parameters
with that of a factory default parameter of APU to install.
Table 4-1

System Main Parameters

Configuration Password

Parameter CSU(APU mode) CSU

IP address DHCP Client DHCP Client
Read Write Password Public Public
SNMP Secure Public Public

Mode Selection

APU Secure Data Mode

CSU Secure Data Mode

Base Station Mode

Polling(Primary)

N/A

Frequency User specific User specific

Transmit Rate User specific User specific
Network ID 0 0

Others User-specific User-specific
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Figure 4-4

Test Network Configuration (Radio Connection)

4 ),
‘‘‘‘‘‘‘‘ Secure Data Mode 1l
\
........

e L
csu csu u
(APU mode) (CSU mode)
Building/Office Building/Office
. N
POE POE\

Prepare a Laptop computer and a client unit to test and configure the
CSU at the installation location.

Connect Laptop PC to CSU Ethernet port with a straight-forward
cable to setup.

Launch the Configurator by either double clicking the WLAN Cable
AP Configurator icon on your desktop or by opening the file
config.exe from the directory “C:\Program Files\Norte\WLAN
Cable AP Configurator” where software is installed at.

Run the Configurator and the IP Address for your APU (and the IP
addresses for any other devices in your network) as appears in the
Configurator window below.

Note: In factory default, the CSU have a default IP address as
“198.17.74.254” regardless of the software modes (APU, CSU mode).
Therefore, when you launch AP configurator at PC with CSU turned on
at first, you can find the default IP address of the CSU showing the green
exclamation point “198.17.74.254” in the List of Scanned Devices
window showing the green exclamation point”198.17.74.254”.
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Figure 4-5
Configurator Starting Window

Config - WLAN Cable AP Configurator
File View Help

Select a device group to scan Monitor l Analyze ]
Local srea Metwork 5 hat
o Area HEwork S ean J Select Another Device I SNMP Paliing Interval |

List of scanned devices

IP &ddress | name | Shatus
91921774254  0013CD-.. Mew

Remote Statistics IP

Interface Monitor IP TCP/UDP

Ethemetike Interfaces ICMP

Secure Mode Station Entries System Information

|
|
|
|
AP Associated Station Ertries | Bridge Leam
|
|
|

Dot 1x Clients IP ARP
; - IP Rout
802.11 Interf. __IPRode |
Erter an IP address ar select fram above Sz
IPATCP C cti
[ isnotrecognized, SNMP IP/TCP Connection |
IP/UDP Listener
Local IP Address

OR Enter a filename to configure

Configure This File | Browse. .. |

For Help, press F1 01:34PM

7. Right click on the IP address of CSU, and then select *‘Configure This
Device’. or click “Configure Remote” button below the list box.

8. The Change IP window is displayed, as shown in the following
screenshot.

Figure 4-6
IP setup dialog box

Change IP

IP address |

(0] 4 | Cancel |

9. Enter an IP address that will be local to the IP of the PC/laptop
running the Configurator, and then click the OK button in Read Write
Password window.

Note: The IP address to enter should be included in the same subnet area
with PC/Laptop Computer for access to CSU.

For example, in case the IP address of Laptop computer is
192.168.0.100/24, the CSU will be allowable in 192.168.0.1/24 ~
192.168.0.254/24 as the IP address subnet group.
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10. The SNMP Password dialog box is displayed, as shown below.
11. Press “Enter” key or enter a new password instead of the default
password “public” in the basic SNMP password box.

Figure 4-7
SNMP Read Write Password dialog box

Read Write Password - 198.17.74.200 [2][X]
Password

is action requires a read/write password!

Secure Configuration
Passwaord ||JU|J|iC

Only used when secure configuration is enabled,

)4 I Cancel |

12. The main window is redisplayed.

13. To setup the interface, Click on the Interface Setup button.

14. The Interface Setup screen is enabled and displayed, as shown in the
Figure 4-9

Figure 4-8
AP Configurator Main window

192.168.0.100 - WLAN Cable AP Configurator
Eile WView Help

Select a device group to scan Monitar ] Analyze Setup I
Local &rea Metwork Scan j

{"General Setup | Secure Mode Access List |

Lizt of scanned devices Ty

IP Address | name | Status | |
% 192168.0100 0013-CD-..  Online | |
Bridging | Advanced Authentication |
IP Host | |
p 2 SNMP | |
Enter an IP address or zelect from above | RADIUS Server |
00-13-CD-00-03-CE
|192.162.0.100 AT System Access
Configure Remote
OR Enter a filename to configure
Configure This File Browse...
For Help, press F1 01:51PM
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Figure 4-9

Interface setup dialog box

Figure 4-10

Interface Setup

1
2

Max 2fer Rate  pdgw
Femote Enabled  kBits/Sec User

Ethernet v ¥ |EI |IJ Setup 1
|EEE 802 11 r v | | Setup 2

0 Implies Mo Limit

15.

16.

17.

18.

19.

If you have an 802.11 radio card, click the Setup 2 button to set up
the 802.11 interface.

Click the Setup 2 button. The IEEE 802.11 Setup screen is displayed,
as shown in Figure 4-10.

Select a radio standard to use according to the built-in antenna
specification like a operating frequency range.

Ex) 2.4GHz antenna : 802.11b/g, 5.8GHz antenna: 802.11a

Make sure the APU Secure Data Mode in the left portion of Mode
Selection is selected while “Polling Base station” is clicked in Secure
Data Mode Base Station Mode.

Select the Enable Signal Quality Front Panel Display checkbox if
your unit has a front panel display that is capable of displaying the
signal quality.

Interface setup dialog box

IEEE B02.11 Interface Setup

Wireless Network Configuration

Mode Selection
Secure Data Mode Base Station Mode
7 Mon-Polling Base Station
. @ [Polling Base Station |

™ Secure Data Mode No Base Stations —
& APU Secure Data Mode (up o B4
™~ C5U Secure Data Mode

[~ Optimize for One=Way Traffic

I~ Hybrid Made

Radio Configuration = Enable Signal Quality Front Panel Display
= B02.11a

 BO2.11b [~ Deny Inter-Client Traffic On This Interface
r om®1lg =

s

oK i Cancel [ Advanced | Security |
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20. Click on the advanced button to set up crucial parameters such as
Radio Frequency, Transmit Rate (Bandwidth) and Network ID.
21. The Advanced Setup screen for a Secure Data Mode is shown below.
22. Setup all radio parameters including a frequency channel and
transmit power referring to the permitted setting value specified in
the following tables per radio standard.
Figure 4-11
Advanced setup dialog box

[802.11a]

Secure Data Mode Advanced Setup

Radio Transmit Fate
802.11a R adin Settings:

Frequency Channel |143 5745 Mhz -
J Tranzmit Fate ._. bps

-

Metwork Settings B andwidth Control
[ Enable Channel Scan b axirm bandwidth is |u Kbps
MNetwork 10V 0 - [0 Implies Mo Limit)

Card-Specific Features
Radio Transmit Power

(* M awimum

B0 beacons [DTIM Period]
™ 25%
(" 125%
= Mininum ok | Cancel |
149 5745 MHz 6Mbps | 36Mbps
153 5765 MHz 9Mbps | 48Mbps
157 5785 MHz 12Mbps | 54Mbps
161 5805 MHz 24Mbps
Transmit Power Antenna Gain
Maximum Max allowable antenna gain:
50% 12 dBi
25%
12.5%

Caution: Do not use any other antennas except as ET-5PR12W
exceeding the allowed Max antenna gain value (12dBi) in case you select
802.11a as operation radio standard.
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[802.11g]

Secure Data Mode Advanced Setup

Fadio Tranzmit Rate
80217g Radio Settings-

Frequency Chatnel | 1 2412 Mhz v]

Transmit Rate |EEEE[WsE

Metwork Settings
I Enable Channel Scan

MNetwark 100 -

Card-Specific Features

R adio Transmit Power

Bandwidth Control

M aximum bandwidth i [q Kbps

[0 Implies Mo Limit]

(+ Mawimum
" 50% beacons ([DTIM Period]
(" 2he
T 125%
 Minimum [ ok | Cancel |
6 | 2437 MHz
1 2412 MHz 7 2442 MHz
2 2417 MHz 8 2447 MHz
3 2422 MHz 9 2452 MHz
4 2427 MHz 10 2457 MHz
5 2432 MHz 11 2462 MHz
54 Mbps 6 Mbps
48Mbps 11 Mbps
36 Mbps 5.5 Mbps
24 Mbps 2 Mbps
12 Mbps 1 Mbps
Transmit Power Antenna Gain
Maximum Max allowable antenna gain:
50% 12 dBi
25%
12.5%

Caution: Do not use any other antennas except as ET-PR12 exceeding
the allowed Max antenna gain value (12dBi) in case you select 802.11g/b
as operation radio standard.
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[802.11b]

TurboCell Advanced Setup

Radio Transmit Rate
202.11b R adio Settings-

Frequency Charnel | 1 2412 Mhz v]
Transmit Rate |11 Mbps -

Metwork. Settings

Bandwidth Control

Vv End M aximum bandwidth is Kbps
Netwark D[ ] ?u Imples No Limilt:l]
Card-Specific Features
Radio Transmit Power
(* taximum
 B0% beacons [DTIM Period)
§
C125%
" Miriirurn ’Tl Cancel
6 [ 2437 MHz
1 2412 MHz I 2442 MHz
2 2417 MHz 8 2447 MHz
3 2422 MHz 9 2452 MHz
4 2427 MHz 10 2457 MHz
5 2432 MHz 11 2462 MHz
11 Mbps
5.5 Mbps
2 Mbps
1 Mbps

Transmit Power
Maximum

Antenna Gain

50%

12 dBi

25%

12.5%

Max allowable antenna gain:

Caution: Do not use any other antennas except as ET-PR12 exceeding

the allowed Max antenna gain value (12dBi) in case you select 802.11g/b

as operation radio standard.
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Figure 4-12

23. Select the Network ID in Network Settings referring to Appendix G
“Wireless Network Planning”.

Note: the Secure Data Mode network ID number (0-15) is used to
differentiate between multiple Secure Data Mode stations using the same
System Access Pass Phrase. This is used to allow a Secure Data Mode
CSU to specify the APU mode unit that it wants to connect to if two
APU mode units can be seen by the same CSU. Generally, this value
should be the same as the Channel Number.

Note: The channel/frequency values are usually determined by network
administrators. If you set the channel and frequency in 802.11b/g, ensure
that there are at least four numerical channel differences between two
overlapping cells to avoid interference. For example, channels 1, 6 and
11 don’t overlap, but channels 1 and 3 do.

In the other side, if you are intended to use 802.11a, please keep in mind
that all channels (4 channels) with 20MHz bandwidth are not permitted
to be overlapped with each channels in the frequency plan.

24. Click “OK” button.
25. Click the Setup = IP Setup button. The IP Setup screen is displayed,
as shown below.

IP setup dialog box

1P Setup 3

{+ Dbtain an IP address from DHCP server

uzing Interface  (RRNELEEGED

" Specify an IP address

Our IP Addrezs

Our Subnet Mask

Default Bouter IP

Default TTL 255

Syzlog Host Address
Syzlog Host Facility 1

aF. | Cancel |

Note: The IP Setup screen allows you to set the Secure Data Mode
Station's IP Addressing information. The Secure Data Mode Station must
have an IP address assigned to it if you wish to connect to it using the
Configurator tool, which makes use of SNMP to connect to the Secure
Data Mode Station.
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26. Select “Specify an IP address” and type a specific IP address and
gateway IP address. Click OK button.

Note: Except for cable modem built-in APU, the CSU to operate as APU
mode is required to set a mandatory static IP address for the unit even
though it can be set in both static IP and DHCP setup. But, you can set
DHCP mode to the CSU(APU mode) so that it can retrieve it’s IP
address from a remote or local DHCP server.

Figure 4-13
IP setup dialog box
IP Setup PIx
" Obtain an P address from DHCP server
uzing Interface | J
* Specify an IP address
Our IP Address 192.168.0.100

Our Subnet Magk 205,285, 256.0 Select
Default Bouter IP 192.168.001

Default TTL 285

Syzlog Host Address
Suzlog Hogt Facility 1

Ok | Cancel |

Note: For DHCP client mode, select “1 Ethernet” as the interface which
is used to get DHCP IP address from DHCP Server.

Note: If you select the DHCP option, it is recommended (though not
required) that you set up your DHCP server to always provide the same
IP address to this Secure Data Mode Station system.

27. For a more detailed setup, refer to the procedure 3-5(Basic
Configuration) and 3-6(Advanced and Optional Configuration).
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Procedure 3-2
Basic configuration and Operation Test (CSU Mode)

Action

Step  Action

1. The CSU(CSU mode) has the following factory default parameters:
Factory Default

IP address: DHCP Client (IEEE 802.11 2)
Read Write Password: public
SNMP Secure Configuration Password: public
IEEE 802.11 Interface Setup
- Mode Selection: CSU SDM(Secure Data Mode)
- Base station mode : N/A
- Frequency

- 802.11b/g Unit: CH1 (2412 MHz)

- 802.11a Unit: CH149 (5745 MHz)
- Network ID: 0
- Transmit Rate

- 802.11a/g Unit: 54Mbps

- 802.11b Unit: 11Mbps

2. The CSU(CSU mode) shall have the common system parameters
with that of a factory default parameter of APU to install.

Table 4-2
System Main Parameters

Parameter CSU(APU mode) CSU
IP address DHCP Client DHCP Client
Read Write Password Public Public
SNMP Secure Public Public

Configuration Password

Mode Selection

APU Secure Data Mode

CSU Secure Data Mode

Base Station Mode

Polling(Primary)

N/A

Frequency User specific User specific

Transmit Rate User specific User specific
Network ID 0 0

Others User-specific User-specific
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Figure 4-14

Test Network Configuration (Radio Connection)
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Prepare a Laptop computer and a client unit to test and configure the
CSU at the installation location.

Connect Laptop PC to CSU Ethernet port with a straight-forward
cable to setup.

Launch the Configurator by either double clicking the WLAN Cable
AP Configurator icon on your desktop or by opening the file
config.exe from the directory “C:\Program Files\Norte\WLAN
Cable AP Configurator” where software is installed at.

Run the Configurator and the IP Address for your APU (and the IP
addresses for any other devices in your network) as appears in the
Configurator window below.

Note: In factory default, the CSU have a default IP address as
“198.17.74.254” regardless of the software modes (APU, CSU mode).
Therefore, when you launch AP configurator at PC with CSU turned on
at first, you can find the default IP address of the CSU showing the green
exclamation point “198.17.74.254” in the List of Scanned Devices
window showing the green exclamation point”198.17.74.254”,
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Figure 4-15
Configurator Starting Window

THH. 1A S T80 = WILAN Cakale: &F Conligorcalor

Eile  Wiew  Help
Select s device group to scan Monitor | Analyze Selup |
Lecal Ares Natwark Scan =| Gmeral Serlap | St Mode Acoess List |
List of scanmed Imeriace Setup ] |
IF Sulelnnss | marne | Zalus
[ EAEATE. M-20-FE=..  MNew ] |
| Advanced Authentication |
I Hosl I | |
gl
2 . ENMP | |
Erntier on 1P sl o siarliect frorm sl ] NADIUS Servar |
195 17 04 14 [E=2T1-F h=FC -0
17, 5, i nltline _ dystemn Access ]
Configure Famate |
OR Erter a filenamea o configura
Conligure This File Browee, ,, ]
JFor Help, press F1 (|

7. Right click on the IP address of CSU, and then select *‘Configure This
Device’. or click “Configure Remote” button below the list box.

8. The Change IP window is displayed, as shown in the following
screenshot.

Figure 4-16
IP setup dialog box

Change IP

IP address |

(0] 4 | Cancel |

9. Enter an IP address that will be local to the IP of the PC/laptop
running the Configurator, and then click the OK button in Read Write
Password window.

Note: The IP address to enter should be included in the same subnet area
with PC/Laptop Computer for access to CSU.
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For example, in case the IP address of Laptop computer is
192.168.0.100/24, the CSU will be allowable in 192.168.0.1/24 ~
192.168.0.254/24 as the IP address subnet group.

10. The SNMP Password dialog box is displayed, as shown below.
11. Press “Enter” key or enter a new password instead of the default
password “public” in the basic SNMP password box.

Figure 4-17
SNMP Read Write Password dialog box

Bead Write Password - 198.17.74. 200 E|g|
Passward

iz action requires a read write password!

Sacure Confiquration
Passward ||:|ublic

Only used when secure configuration is enabled,

K. | Cancel |

12. The main window is redisplayed.
13. To setup the interface, Click on the Interface Setup button.

14. The Interface Setup screen is enabled and displayed, as shown in the
Figure 4-19

Figure 4-18
AP Configurator Main window

198.17.74.200 - WLAN Cable AP Configurator

File Yiew Help
Select a device group to scan Mgnitgr] Analyze Setup ]
[Local Area Netwark Scan =l TurboCell Access List |
List of scanned T e S | |
IP Address | narne | Status
& 198,17, 74,200 00-20-FE-,,. Cnline | |
T 198,17,74,205 00-20-FG-... Cnline
% 198.17.74.206 00-20-FG-... Cnline Bridging | |
IP Host | |
y 2 SHRP | |
Enter an IP address or select from above | R&DIUS Server |
198,17,74,200 PSDBZI.HFIEEI_FC_D]_:ZF Systern Access
OR Enter a filenarme to configure
Configure This File Browse, .,
For Help. press Fi 12:49P M
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Figure 4-19
Interface setup dialog box

Interface Setup E|PE|
Max <fer Rat
Remote Enabled Eéits%ege rﬁlﬂsaexr
1 Ethernet v ¥ |EI |IJ Setup 1
2 |EEE 802,11 r ¥ | | Setup 2
0 Implies Mo Limit
15. If you have an 802.11 radio card, click the Setup 2 button to set up

the 802.11 interface.
Click the Setup 2 button.
as shown in Figure 4-20.

16.

17.

The IEEE 802.11 Setup screen is displayed,

Select a radio standard to use according to the built-in antenna

specification like a operating frequency range.
Ex) 2.4GHz antenna : 802.11b/g, 5.8GHz antenna: 802.11a

18.
signal quality.
Figure 4-20
Interface setup dialog box

IEEE B02.11 Interface Setup

Wireless Metwork Configuration

Select the Enable Signal Quality Front Panel Display checkbox if
your unit has a front panel display that is capable of displaying the

Mode Selection

~

" Secure Data Mode Mo Base Stations
 APU Secure Data Mode
e C5U Secure Data Mode

Radio Configuration

& B02.11a
~ B02.11b
~ B0211g
=
=

Secure Data Mode Base Station Mode

[v Enable Signal Quality Front Panel Display

[~ Deny Inter-Client Traffic On This Interface
=

o]

Cancel |

Advanced | Security |

19. Click on the advanced button to set up crucial parameters such as
Radio Frequency, Transmit Rate (Bandwidth) and Network ID.
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20. The Advanced Setup screen for a Secure Data Mode is shown below.
21. Setup all radio parameters including a frequency channel and
transmit power referring to the permitted setting value specified in

the following tables per radio standard.
Figure 4-21
Advanced setup dialog box

[802.11a]

Secure Data Mode Advanced Setup

Radio Tranzmit Rate
802.11a Radio Settings

Frequency Channel |149 5745 bz =
' Tranzmit Fate (SR8 8RS

Metwark Settings Batdwidth Contral

[ Enable Channel Scan Mawirum bandwidthis | Fbps

Metwork 10| 0 v [0 Implies Mo Limit)

Card-5 pecific Features

Radio Transmit Poveer

% M asirmum
4 beacons [DTIM Period)
~ 25%
™ 125%
" Mimirnurm ’Tl Cancel |
149 5745 MHz 6Mbps | 36Mbps
153 5765 MHz 9Mbps | 48Mbps
157 5785 MHz 12Mbps | 54Mbps
161 5805 MHz 24Mbps
Transmit Power Antenna Gain
Maximum Max allowable antenna gain:
50% 12 dBi
25%
12.5%

Caution: Do not use any other antennas except as ET-5PR12W
exceeding the allowed Max antenna gain value (12dBi) in case you select
802.11a as operation radio standard.
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[802.11g]

Secure Data Mode Advanced Setup

Radio Tranzmit Rate
202.11g Radio Settings-

Transmit Rate |EEES]E

Metwork Settings
[ Enable Channel Scan

Metwaork 10| 0 hd

Card-5pecific Features

Radio Transmit Power

Frequency Charnel | 1 2412 Mhz v]

Bandwidth Control

M asirium bandwidthis [ kbps

[0 Impliez Mo Limit)

(* Maximum

Bl % beacons [DTIM Period]

{2

™ 125%

" Minimum ’Tl Cancel |

6 | 2437 MHz

1 2412 MHz Il 2442 MHz
2 2417 MHz 8 2447 MHz
3 2422 MHz 9 2452 MHz
4 2427 MHz 10 2457 MHz
5 2432 MHz 11 2462 MHz

Transmit Rate

54 Mbps 6 Mbps
48Mbps 11 Mbps
36 Mbps 5.5 Mbps
24 Mbps 2 Mbps
12 Mbps 1 Mbps

Transmit Power
Maximum

Antenna Gain
Max allowable antenna gain:

50%

12 dBi

25%

12.5%

Caution: Do not use any other antennas except as ET-PR12 exceeding
the allowed Max antenna gain value (12dBi) in case you select 802.11g/b
as operation radio standard.
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[802.11b]

TurboCell Advanced Setup

Radio Transmit Fate
2802.11b Radio Settings-

Frequency Channel | 1 2412 Mhz v]
Tranzmit Rate |11 Mbp: -

Mebwork. Settings

Bandwidth Control

tasimum bandwidth iz | Kbps

(0 Implies Mo Limit)
Card-Specific Features
Fadio Transmit Power
* bl aximum
B0 beacans (DTIM Period)
" 25%
T 125%
" Minimum Ok | Cancel
6 [ 2437 MHz
1 2412 MHz 7 2442 MHz
2 2417 MHz 8 2447 MHz
3 2422 MHz 9 2452 MHz
4 2427 MHz 10 2457 MHz
5 2432 MHz 11 2462 MHz
11 Mbps
5.5 Mbps
2 Mbps
1 Mbps

Transmit Power
Maximum

Antenna Gain
Max allowable antenna gain:

50%

12 dBi

25%

12.5%

Caution: Do not use any other antennas except as ET-PR12 exceeding
the allowed Max antenna gain value (12dBi) in case you select 802.11g/b

as operation radio standard.
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Figure 4-22

22. Select the Network ID in Network Settings referring to Appendix G
“Wireless Network Planning”.

Note: the Secure Data Mode network ID number (0-15) is used to
differentiate between multiple Secure Data Mode stations using the same
System Access Pass Phrase. This is used to allow a Secure Data Mode
CSU to specify the APU mode unit that it wants to connect to if two
APU mode units can be seen by the same CSU. Generally, this value
should be the same as the Channel Number.

Note: The channel/frequency values are usually determined by network
administrators. If you set the channel and frequency in 802.11b/g, ensure
that there are at least four numerical channel differences between two
overlapping cells to avoid interference. For example, channels 1, 6 and
11 don’t overlap, but channels 1 and 3 do.

In the other side, if you are intended to use 802.11a, please keep in mind
that all channels (4 channels) with 20MHz bandwidth are not permitted
to be overlapped with each channels in the frequency plan.

23. Click “OK” button.
24. Click the Setup = IP Setup button. The IP Setup screen is displayed,
as shown below.

IP setup dialog box

IP Setup @g]
f Obtain an IP address frarm DHCP server
using Interface. [SANEESETATNN - |
 Specify an IP address
Our IP Address ENEY
Our Subnet Mask [EZREED J
Default Bouter [P r
Default TTL 2
Syslog Host Address r
Syslog Host Facility m
’T‘ Cancel |

Note: The IP Setup screen allows you to set the Secure Data Mode
Station's IP Addressing information. The Secure Data Mode Station must
have an IP address assigned to it if you wish to connect to it using the
Configurator tool, which makes use of SNMP to connect to the Secure
Data Mode Station.
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25. Select “Specify an IP address” and type a specific IP address and
gateway IP address. Click OK button.

Figure 4-23
IP setup dialog box

" Obtain an IP address from DHCP server

uzing Interface | J

* Specify an IP address

Our IP Address 1321638.0.100
Our Subnet Mazk 285,255.285.0 Select
Default Bouter [P 192.168.0.7]

Default TTL 255
Syzlog Host Address
Syzlog Host Facility 1

ak. | Cancel |

Note: Except for cable modem built-in APU, the CSU to operate as CSU
mode is required to set a mandatory static IP address for the unit even
though it can be set in both static IP and DHCP setup.

For your reference, APU and CSU (APU mode) have DHCP Server
feature which can assign an IP address to all networks entities like CSU
and PC in the sub-network.

Note: For DHCP client mode, select “2 IEEE 802.11” as the interface
which is used to get DHCP IP address from DHCP Server.

Figure 4-24
IP setup dialog box

IP Setup PIx
+ Obtain an IP address from DHCP serwver

using Interface

(~ Specify an IP address
Our IP &ddress

Our Subnet Mask
Default Bouter IP

Default TTL 255
Syslog Host Address
Syslog Host Facility 1

08 | Cancel |
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Note: If you select the DHCP option, it is recommended (though not
required) that you set up your DHCP server to always provide the same
IP address to this Secure Data Mode Station system.

26. For a more detailed setup, refer to the procedure 3-5(Basic
Configuration) and 3-6(Advanced and Optional Configuration).
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Procedure 3-3

Testing the connection between APU & CSU(APU mode) and CSU

The Configurators’ Wireless Link Test screen is used to diagnose the
wireless link quality between your APU and any CSU associated with

the APU.

The Wireless Link Test displays the diagnostic counters that apply to the
radio interface and a single remote station connected to this APU.

To assess the overall wireless performance in the wireless area served by
the APU, you might need to run Remote Link Tests with multiple CSUs

(one by one).

Action

Step  Action

1. Prepare a Laptop computer and configure the test network as shown

in Figure 4-25.

2. Prepare a CSU module, POE Injector and Power supply system like a
Power booster in a vehicle or regular power outlet in the home.

Note: Ensure that the CSU and the Laptop computer are set to DHCP
Client so that they can get the IP address dynamically through the APU

from the Server.

3. The CSU has the same system parameters as the CSU(APU mode).
Set the system parameter as follows to test connection.

Table 4-3
System Main Parameters

Parameter

APU

CSuU

IP address

DHCP Client

DHCP Client

Read Write Password

User-specific

User-specific

SNMP Secure

Configuration Password

User-specific

User-specific

Mode Selection

APU Secure Data Mode

CSU Secure Data Mode

Base Station Mode

Polling(Primary)

N/A

Frequency User-specific User-specific
Transmit Rate User-specific User-specific
Network ID User-specific User-specific
Others User-specific User-specific
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Figure 4-25

Test Network Configuration (Maintenance & Testing Setup)

Building/Office

! e -
csu ' B
(APU mode)

csu " .
(APU mode) i

Building/Office

Secure Data Mode i |
------------------- eirkatvi s
1\\‘. -
csu g =
(CSU mode)
Building/Office
I—_—_‘I‘
= |
T < (e k Inst- iation Package Setup
il o (Secure Data Mode)
T A
s
csu ¥
|
Power Booster/Vehicle)
Power Outlet
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4. Launch the Configurator by either double clicking the WLAN Cable
AP Configurator icon on your desktop or by opening the file
config.exe from the directory “C:\Program Files\Norte\WLAN
Cable AP Configurator” where software is installed.

5. The Configurator runs the IP Address for your APU and the Test
CSU (and the IP addresses for any other devices in your network)
appears in the Configurator window, as shown below.

Figure 4-26
Configurator Starting Window

¥ Config - WLAN Cable AP Conligurabor

e Mew Help
Salact & divdis groun i Scan Mg | Analyze |
Local Area N rk: S -
R LI =l Tuluct Ancther Duvice|  SMP Polling lessevl |
List of scannad -
[ Addess T rame [ Stalus Remaby Stlishes | IP |
T ETT W-0-F&-... Onling ;
& 13817 74,208 N0FS. . fnlig Iederfac s Monitar | IP TCRADP |
TIMITHNE  00-00-FE-..  Online Ethernes-lin Intsacos | ICMP
TurbeCall Sta6sa Entrins | Syatarm Indamnation
AP Asocialed Station EII'IiE":I Bridgo Leam |
Dl Cherite | IP MIF
< ¥
! IP Riighy
Entar an IP address or selact from above B0 11 Intertwcen | 2
Al B Cofifs
[ i nolrecognized SHMP | FF/TCP Conmecton|
IPAUDP Listengr
Carfgury Mamals | :
Local IP Address
Cft Erfer @ Slanama i configurs
[
Configure This F|Ir| Browse,,.
For Help, prags Fl | &:45FM

6. Ensure that the laptop computer gets an IP address assigned from the
DHCP server at Network Center or statically defined by checking an
IP address list box at the left side of the configurator window.

7. Check if all units of CSU(APU mode) and Test CSU have it’s own
IP addresses.

8. If the CSU(APU mode) you wish to configure is on the same
network subnet as your computer, you can select it from the list that
is automatically displayed in the IP Address window. Press the <F5>
key to refresh the scan list. Alternately, you can also right click
anywhere in the scan window and select Re-scan the local network.

Note: To differentiate the CSU(APU mode) to be configured, you should
check the AP MAC address of the CSU(APU mode) which is printed on
the label attached to the side of the CSU(APU mode).
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9. If you can find out the IP address of the APU on the IP address
window, move the cursor to the appropriate IP address.

Figure 4-27
IP address list box

~ Config - WLAN Cable AP Configurator

File Miew Help
Select a device group to scan
|Local Area Metwork Scan |

List of scanned

IP Address | name | Status
% 198,17.74,200 00-20-FB-,., Online
T 198.17.74.205 00-20-F6-... Online
T 198,17, 74,206 00-20-F6-,,, Online

< ?

Enter an IP address or select from above

| iz not recognized,

Configure Remote

OR Enter a filename to configure

Confiqure This File Erowse,,,

For Help, press Fi

10. Right click on the IP address, and click the Configure button below
the list box on the left side of a configurator window. The
Read/Write Password screen is displayed, as shown below.

Figure 4-28
SNMP Password (Read/Write)

Read Write Password - 198.17.74.200 [?][X]
Password

“This action requires a readwrite password!

Secure Configuration
Passward ||:uu|:u|i|:

Cnly used when secure configuration is enabled,

(0] ;4 | Cancel |

11. Enter the password “public” for the device you have selected at both
text boxes, and then click the OK button.
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12. If the Setup tab is displayed in the main window as shown below,
SNMP checking is a success.

Figure 4-29
Setup Tab

198.17.74.200 - WILAN Cable AP Configurator

File Wiew Help

Select a device group to scan

OR Enter a filename to configure

Configure This File Browse. .,

For Help, press F1

|Local Area Metwark Scan =l
List of scanned
IP Address | name | Status
T 198.17.74,200 00-20-FE-... Online
T 195,17, 74,205 00-20-FE-... Online
T 198.17.74, 206 00-20-FE-... Online
£ >
Enter an IP address or select from above
198, 17.74,200 00-20-FG-FC-01-2F
is online,

Monitor | &nalyze Setup ]

TurboCell Access List

Interface Setup

Bridging

SMMP

|
|
|
IP Host |
|
|
|

RADIUS Server

System Access

12:49PM

Note: When you test the CSU(APU mode) with Test CSU, you don’t
have to change the parameters of CSU(APU mode) with AP configurator.
After all the tests are completed, you should configure the CSU(APU
mode) according to your local network design idea.

13. Select Wireless Link Test from the Analyze Tab. The Enter IP
Address screen is displayed, as shown below.

Figure 4-30
SNMP Password (Read/Write)

HBead Write Password - 198.17.74. 200 E|E|

Pasgwaord

Password

This action requires a read/write password!

Secure Configuration

||:uu|:||i|:

Only used when secure configuration is enabled,

ok ]

Cancel
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14.

Figure 4-31

Enter the Remote IP Address and Read/Write password for the
wireless station you wish to test. The Select a Remote Link Partner
screen is displayed, as shown below.

Remote Link List window

Select a Bemote Link Partner for 198.17. 74. 206

Name

Location

Station Name Address Interface | Radio Type
00-20-F8-04-54-B3 00:10:c8:2f.68:1a 2 202.11
00-20-F&8-FC-01-2F 00:10:c8:21.8712 2 &02.11

|DD-2D-F5—D4—E—4—AF Description |KarlBridge.-’Ruuter v4 46-00-08050

Up time 0 days, 0:34:54
| jocay

Refresh

15.

16.

17.

From the list of station names, select the remote station or client you
wish to test. Select a station from the list, and then click on the Link
Test button to perform a link test.

Note: Clicking the Explore button refreshes the list of stations that
can be selected.

Click the Link Test button to start the link test.

Note: When you open this screen, the base station will need
approximately 20 seconds to build the list of stations and forward this
information to your configurator station. Due to the dynamic
characteristics of mobile wireless stations, the base station will
rebuild the list of connected stations each time you select a different
station, or after clicking the Explore button. If this screen does not
display any station, there might be no wireless station up and running
in the vicinity of the selected base station.

The Remote Link Test screen displays the results of your wireless
link test, as shown below.
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Figure 4-32
Remote Link Test

Status Window

Bemote Link Test (Point to Point)

Name
Address

SNR
Signal

Noize

Packetz

Received
Lost

Link Quality
Initiator Station Info Remote Station Info
00-20-F6-04-54-AF 00-20-F6-04-54-B3
00:20:15:04:54:af 00:10:c6:2f:68:1a
Local Levels Remote Levelzs
[ R
B <soom | | 45 dBrm
- -86 dBm . -52 dBm
Local Remote
I oo || ] oo

13 of 1% 100 % 13 of 13 100 %

0 0 % ] 0 %
Dizplay Log
Back Freeze | Hormal | Setup | ‘

18.

19.

The advice button enables you to investigate the outcome of the
Remote Link Test assessment in more detail and provides you with
troubleshooting hints to improve the quality of the link between the
two remote nodes. The following table summarizes the possible
results of clicking the Advice button, and what action is warranted
based on the results:

It is necessary that you adjust the vertical tilt and horizontal angle
toward APU at the mounting point of CSU, while monitoring the RF
link quality status window so that the SNR and Link status bar for the
best quality.
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Table 4-4
Radio Link Status

Status Risk Action

Excellent None = You do not need to perform further
diagnostics.

Good None = You may try to optimize antenna
placement to see whether this will
improve the Link Quality result.

Marginal Communication is still = View Link Test Details to verify.

possible, but this
situation may affect the
unit's performance.

The unit may have to retransmit lost
packets.

Verify the Signal Level indicator. A
low Signal Level indicates the unit
has moved away from the base
station.

View Link Test Details to verify the
Noise Level indicator. A high Noise
Level indicates a source of
interference in the signal path
between the unit and the base
station.

Select another unit to verify if the
base station is functioning properly.
Try to optimize antenna placement
to improve the Signal Level or move
it away from the source of
interference.

“No Communication is no

Connection”  longer possible. If the
unit was in the process
of transferring files, data
may not have arrived at
the intended destination,
or it may have been
corrupted.

View Link Test Details to verify the
Signal Level indicator. A low Signal
Level indicates the unit has moved
away from the base station.

View Link Test Details to verify the
Noise Level indicator. A high Noise
Level indicates a source of
interference in the signal path
between the unit and the base
station.

Select another unit to verify if the
base station is functioning properly.
Try to optimize antenna placement
to improve the Signal Level or move
it away from the source of
interference.
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Quality None. The base station = |f the indicator remains blank, click

Indicator is may be busy collecting the other button to return to the

Black diagnostic measurement Select a Remote Link Partner screen.
results from the unit. Click the Explore button to refresh

the list of Link Test Partners. If the
initial partner no longer appears, it
may have been switched off, or have
been moved outside the range of the
selected Initiator Station.

= Select another Link Test Partner to
verify if the base station is
functioning properly.
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Procedure 3-4
Testing Wireless Network Performance

Testing Wireless Network Performance (Ping Fill Test)

Action
Step  Action
1. On the Analyze tab, click the Ping Fill Test button. The Enter IP
Address screen is displayed.
Note: The above IP address should be that of the CSU (Client of APU)
which can get the IP address list box at the AP configurator.
Figure 4-33

IP Address Tab
Read Write Password - 198.17.74.200 [?X]

Password

This action requires a read/write password!

Secure Configuration
Pazsword ||:|uI:||ic

Only used when secure configuration is enabled,

k. | Cancel |

2. Enter the IP address and Read/Write Password of the Internet host with
which you would like to test throughput, and click the OK button. The
Ping Fill Test Parameters screen is displayed. .

Note: To test wireless performance, the target system can be one of the
APU Secure Data Mode station's clients. You can also use a wired host
to test wired interface performance.

3. Enter the Test Window Size, Max Packets, and Test Running Time.
Ex) Packet Length: 60, Window size: 80, Maximum Packets: 20,
Number of Seconds: 5

4. Click the OK button. You will see some warning messages, and then
the Ping Fill test will run. The results of the test are then displayed in
the Ping Fill Results screen.

5. Choosing the correct parameters is crucial to obtain the accurate Ping
Fill Test results. To find out more about each of the parameters, click in
the fields shown in the screenshot below.
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Figure 4-34
Ping Fill Test Parameters

Ping Eill Test Parameters

Target IP &ddress 0.0.0.0
MAC Packet Length in |56
Test Window Size |60
Maximum Packets in |20
Mumber of Seconds to Run 5

6. As soon as Ping Fill test is over, you can see the result windows as
below.
7. Record the results of Average Transfer Rate.
It is recommended that the results window be captured as a picture
and saved in the file.

Figure 4-35
Ping Fill Test Results Window
Ping Fill Test Results for 198.17.74.206 <-> 0.0.0.0 3
Name | 00-20-F6-D4-54-AF Description | KariBridge/Router v4.46-00-08050
Location | Uptime |D days, 0:37:39

Packets Received Correcthy

Packets Lost or Dropped

Total Bytes Sent
Total Byte= Received

Maximum Transfer Rate (in bits/sec) ,70
Average Transfer Rate (in bits/sec) ,70
Minimum Round Trip Time (in Miliseconds) lm
Maximum Round Trip Time (in Milizecondz) ,7000

Packets Transferred in Previous Second
Tranzfer Rate Previous Sec (in bits/zec)

Packets Queued for Transmiz=ion

Packets Received With Errors

Tezt Running Time (In 2econdz)

Packet size in bytes (0 = Random}) [

AILEL

Print Maore...
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Procedure 3-5
Basic Configuration

Set Up General Configuration Options

The Setup tab is used to define the configuration options for the device,
and the General Setup screen is used to enable various setup options.
Click on the Setup tab, then click the General Setup button to display the
General Setup screen as shown below:

Figure 4-36
General Setup window

192.168.0.100 - WLAN Cable AP Configurator
File View Help

Select a device group to scan M.;.nit.;.rl Pnalyze Setup I
Local Area Metwork Scan ﬂ

. GenerlSetp | Secure Mode Access List |

List of zzanned devices bbafnce Selup

IP Address | riarme | Shatuz | |
?192.158.0.100 00-13-CD-...  Online | |
Bridging | Advanced Authentication |
PHost | |
| |
P . snmp | |
|

Enter an IP addrezs or select from above RADIUS Server |

00-13-C0-00-03-CE
192.168.0.100 e oy System Access
Configure Remote

0OF Enter a flename to configure

Configure Thiz File ‘ Browse. . |

For Help, press F1 01:51PM

Note: This menu has been modified for use in this manual. This menu
has all the supported features checked (enabled) and is NOT typical of
the menu you will see. Each of the fields on the screen is explained
below.
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Figure 4-37

General Setup window

-

Security and Other General Properies MAPT / DHCP Features
v Enable Bridging [~ Enable Outgoing Metwork &ddress Translation
[~ Enable [P Routing [ Enable Incoming Metwark Address Translation
- [~ Enable DHCP Server

[~ Enable Rernote Bridaing using IP Tunnels

=

- I

- Access Control (MAC &uthentication)
v Disable

Realtime Properies =~

v Enable Watchdog Reboot Timer

Security Filters
[ Enable IP/UDP/TCP Security Filters

[ Enable Secure Data Mode Radius &uthentication

" MAC Authentication &ccess Control

Cancel

Enable Bridging

Selecting this checkbox in General Setup will allow you to access the
Bridge Setup screen, which you can use to enable your device’s
transparent Ethernet bridging feature. This allows for the transference of
Ethernet packets between physical networks connected directly to the
base station.

If enabled, the base station will transfer Ethernet packets from one
interface to the other (for example, between the wireless and the wired
networks). The default behavior is to bridge all Ethernet protocols. You
can set which Ethernet protocols to bridge or deny, as well as, Ethernet
stations that will be allowed or disallowed to send packets over the
bridge using Bridge Setup from the Setup tab.

If disabled, only the IP packets with correct the IP Routes set up in the IP
Router Setup will be bridged between the base station's various
interfaces; general Ethernet packets will not be transferred across the
base station. This would be useful in a situation where you want to
enable IP traffic, but not general Ethernet traffic between (sub) networks.

Enable IP Routing

Selecting this checkbox in General Setup will enable your hardware
device to route IP packets between its various interfaces.

WLAN Cable Access Point 6220 CSU NTPM99CA Rel 2.0 Issue 5 Dec 2005



70

If enabled, you will need to set up routes on the IP Routing screen or you
will not be able to access your hardware unit when you exit the
Configurator program.

Enable Remote Bridging Using IP Tunnels

This option allows you to encapsulate Ethernet packets of any protocol in
IP and then send them to another Secure Data Mode Bridge/Router to de-
encapsulation. Select this checkbox to enable this capability.

Some versions of the Secure Data Mode Station support a special feature
which will enable Ethernet packets of any protocol type to be
encapsulated in IP and then sent to other Secure Data Mode Stations for
de-encapsulation. This method can be used to set up "virtual™ Ethernet
LANSs between several points using the IP network as the transport layer.
This feature can be used to create a Virtual Private Network when used
in conjunction with the Data Encryption option.

Enable Watchdog Reboot Timer

Select this item in General Setup to enable the watchdog timer reboot
feature. If packets are not seen on the network for more than 10 minutes,
(a very rare occurrence) the Secure Data Mode Station will reboot itself.
Once it has rebooted, the 10 minute reboot timer will not activate again
until a packet has been seen on one of the interfaces. This is to ensure
that only one reboot will occur if the entire network is truly shut down.

Enable IP UDP/TCP Security Filters

Select this option in General Setup to enable the base station's Firewall
(IP Security Filter) features. You can set the base station to explicitly or
implicitly allow or deny IP connections to specific UDP or TCP ports,
and/or between specific IP addresses or subnets. For more information,
see Firewall Setup.

Note: This option is only available when the MAC Authentication
Access Control button has been selected on the General Setup screen.

Enable Outgoing Network Address Translation

Select this checkbox if you will be using Outgoing NAT to multiplex
traffic from all the computers on your internet network through the
Secure Data Mode Bridge/Router.

Outgoing Network Address Translation (NAT) allows multiple
computers to share a single IP address to connect to an IP network,
including the Internet. This allows homes, small businesses, and Internet
Service Providers to have Internet service for all of their computers
without having to pay for additional IP addresses. The NAT feature
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serves as a simple firewall for incoming connections, since only traffic
initiated by an interior computer is permitted through the NAT.

Enable Incoming Network Address Translation

Select this checkbox if you will be using Incoming NAT to multiplex
traffic from the network to all the computers on the internal network.
Incoming Network Address Translations (NAT) is used to redirect
requests to servers in the local address space based on the port of the
request. If, for example, the client at local address 10.0.1.2 is serving
web pages, and a request comes to the access point on that port for a web
session, then the request will be forwarded to the web server on 10.0.1.2.
The server will respond with the web page to the address of the original
request.

Note: Incoming NAT only needs to be configured if servers in the local
(private) Address space needs to connect with clients in the global
(public) address space.

Enable DHCP Server

Select this checkbox if you are using the Secure Data Mode Bridge/
Router to provide DHCP information to the computers on your network.

Note: If you do not check this option, you will not be able to access the
DHCP Server screen.
Enable Secure Data Mode Radius Authentication

Select this checkbox if you wish to enable RADIUS authentication for
your Secure Data Mode stations.

Enable Network Address Translation Redirector

Select this checkbox if you wish to enable network address translation
(NAT) redirection, which is used to forward the packets sent to a
particular port number to a specified IP address, regardless of the original
destination IP address.

Access Control Buttons

The access control buttons determine how authentication is controlled.

There are three possible means of authentication control:

= Disable - Selecting Disable turns off MAC authentication entirely.

= Legacy Access Control - Selecting Legacy Access Control enables
access to the Access Control Setup screen and disables access to the
Advanced Authentication screen
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= MAC Authentication Access Control - Selecting MAC
Authentication Access Control enables access to the Advanced
Authentication Setup screen, which provides more detailed MAC
authentication setup options, and disables access to the Access
Control Setup screen.

Set Up Interfaces

Once you have enabled various configuration options, you need to define
the network interfaces for your hardware device. You will typically set
up one or more of the following interfaces:

As the name suggests, the Interface Setup screen is used to set up
network interfaces. From the Setup tab, click the Interface Setup button.
The Interface Setup screen is displayed, as shown below:

Figure 4-38
Interface setup window

Interface (APU)

Interface Setup

Max #fer Rate  Max
Remote Enabled  KBits/Sec User

1 Ethernet v I~ 0 0 Setup 1
2 IEEE 80211 r I~ Setup 2

0 Implies Mo Limit

Interface (CSU)

Interface Setup @E|
bax Wfer Rate  paw
Femote Enabled  KBits/Sec User
1 Ethernet v ¥ 0 i Setup 1
2 |EEE 802,11 r v Setup 2

0 Implies Mo Limit

The following rules apply for setting up network interfaces:

= You do not need to set up the Ethernet Interface.
= |If you have an 802.11 radio card, click the Setup 2 button to set up
the 802.11 interface.

Remote Checkbox -- Select this checkbox if all traffic coming in on this
interface is to be viewed as remote traffic for firewall, bridging, filtering,
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and routing purposes. If this checkbox is not selected, then all traffic on
this interface will be considered local traffic. Note that the “Remote”
designation is significant only for the Security filters, and does not imply
physical location. The security filters will pass (permit) or drop (deny)
packets of particular types from being forwarded between interfaces
designated as “Local” (unchecked) and those designated as “Remote”.

Note: At least one enabled interface must be a remote interface.

Enabled -- Select this checkbox if this interface should be enabled. If
this box is not selected, then the base station will disable the interface
and it will not be used, and the interface itself will be "down" from an
administrative standpoint.

Note: At least one enabled interface must be a remote interface.

Maximum Transfer Rate (Kbits/sec) -- The maximum transfer rate is
the number of bits that can be used for sending and receiving packets. If
you wish to limit the maximum data transfer rate for a particular
interface, enter the maximum number of kilobits per second that can be
transmitted from and to the base station. This helps to reduce the risk of
over-powering remote sites and to limit the bandwidth used by a
particular base station.

Note: The transfer rate represents the total transfer rate for both sending
and receiving packets. For example, if you set the transfer rate to 10,000
Kbits (10 Mbits) per second, then 10 Mbits represents the maximum rate
available for both sending and receiving packets. Therefore, if you use 7
Mbits per second in sending the packets, then only 3 Mbits per second
are available for receiving packets.

Setup 1, 2, 3 -- The Setup 1, 2 buttons are used to define the available
interfaces. In the screenshot shown above, clicking Setup 1 will display
the Ethernet Setup screen, clicking Setup 2 will display the 802.11 Setup
screen. Each of the Interface Setup screens is explained in more detail
below.

Set up Ethernet

Clicking the Setup 1 button on the Interface Setup screen displays the
Ethernet Setup screen.
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Figure 4-39

Ethernet Setup window

Ethernet Setup E]@

10 Mbit/sec Half Duplex (Auto Port Select)
10 Mbit/sec Full Duplex (Twisted Pair Port)

®| Y

10 Mbit/sec Auto Duplex
100 Mbit/sec Halt Duples
100 Mbit/sec Full Duplex
= Auto Speed Half Duplex

" Auto Speed Auto Duplex

1)

L S— Cancel _|

The Secure Data Mode station will automatically set up the Ethernet
interface to use the type of medium that has been connected to the unit.
By default, the Ethernet connection is set at 10 Mbit/sec for both half
duplex and full duplex. Therefore, you do not need to configure special
settings for the Ethernet hardware interface. If you wish to customize the
Ethernet settings, you can change the settings listed below. However,
you do not need to change any settings for your hardware device to be
functional.

= The Secure Data Mode Station supports both Ethernet IEEE 802.3
and DIX Ethernet frame types.
= Protocols are set in the Interface Setup window of the Setup Tab.

Note: Do not change the default setup “10Mbit/sec Auto Duplex” in this
setup window without consulting the manufacturer.

Ethernet Type -- The Ethernet type options provide a variety of
Ethernet settings. The default value for Ethernet type will vary,
depending on your hardware device. Only the settings that are enabled
on your screen are supported by your particular hardware device. If your
switch or Ethernet card supports different speeds, you may want to
change the speed setting.

Set Up 802.11

Clicking the Setup 2 button on the Interface Setup screen displays the
802.11 Setup screen. The 802.11 Setup screen is used to set up the
interface to your 802.11 network devices.
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Figure 4-40
802.11 Radio Interface Setup window (APU Secure Data Mode)
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Figure 4-41
802.11 Radio Interface Setup window (CSU Secure Data Mode)

IEEE B0Z.11 Interface Setup

Wireless MNetwork Configuration
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Secure Data Mode Base Station Mode

~
™ Secure Data Mode Mo Base Stations
=~ APU Secure Data Mode
¢ C3U Secure Data Mode
One-YWay Traffic

Radio Caonfiguration v Enable Signal Quality Front Panel Display
« 802 11a
802 11b [~ Deny Inter-Client Traffic On This Interfface
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r
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802.11 Network Name-- The 802.11 Network Name is used in standard
IEEE 802.11 networks to distinguish stations in your 802.11 network
from stations that belong to a neighboring 802.11 network..
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The value used for the radio interface on this station should be the same
for all wireless stations in the 802.11 network. Only stations configured
with the proper 802.11 Network Name will be able to connect to the
802.11 station's radio interface.

The Network Name can be any alphanumeric string in the range of "a" to
"z,” "A"to "Z" and "0" to "9,” and can contain from 1 to 32 characters.

If you wish to allow access to the wireless network to be open to all
wireless stations, the Network Name should be set to ANY.

Note: The Network Name is used only when the 802.11 radio interface
(for example, Orinoco) is set to run in IEEE 802.11ccess Point Mode.

Secure Data Mode No Base Stations-- Select this option to set your
802.11 device's radio card on this interface to run as a Secure Data Mode
Network without a Secure Data Mode Base Station (i.e. peer-to-peer).

Use this setting only in the rare instance when all Secure Data Mode
stations are able to "see" each other (i.e., there are no hidden nodes).

When all connected Secure Data Mode Stations are not able to "'see” one
another, this setting should not be used. In that case, you should set one
of your Secure Data Mode Station stations to Secure Data Mode Base
Station, and the others to Remote (Satellite) Secure Data Mode Stations.

APU Secure Data Mode-- Selecting this option sets the Secure Data
Mode Station to run as a Secure Data Mode Base Station over the 802.11
device's radio interface. Every system that needs to connect to the
wireless network must be able to connect to the Secure Data Mode Base
Station.

When you select this Base Station type, you must select one of the
Protocol Filtering Modes. The Protocol Filtering Mode determines how
the base will interact with the satellite (slave) stations. Is it recommended
that you use the Enable Filters between Slaves mode.

The possible base station modes are as follows:
Non-Polling Base Station

The non-polling Secure Data Mode Base Station Mode is provided
mostly for compatibility with older Secure Data Mode Networks, but
may give increased performance over other (polling) Secure Data Mode
Base Station modes in a lightly loaded network, or in a network with
only a few satellites.
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Setting a base station to non-polling mode may increase performance in
the rare case where all satellites can hear one another (i.e. there are no
hidden nodes), or when there is sporadic network use. In an environment
where most network traffic is with one satellite, and other satellites rarely
transmit data, this setting may also increase performance. However, it is
highly recommended that you select one of the polling modes.

Selecting this Secure Data Mode Base Station Mode takes full advantage
of the features of a Secure Data Mode Network.

Polling Base Station

Selecting this Secure Data Mode Base Station Mode sets the Secure Data
Mode Station to run as a Secure Data Mode Base Station which performs
a highly optimized Nortel Networks-proprietary polling of the satellite
stations for data. In the Non-Polling Base Station mode, all wireless
stations must be able to 'hear' each others' traffic, or performance may
degrade considerably (the hidden node problem). In polling mode, the
Base Station will poll each station for data, and also offer the opportunity
for 'free-for-all' sending of data at set intervals.

In conjunction with the standard features of the Secure Data Mode
Network, this Secure Data Mode Base Station Mode offers a significant
performance increase over other wireless protocols when the network is
under a heavy load.

ISP Base Station

Selecting this Secure Mode Base Station sets the Secure Mode Station to
run as a base station for connections to Microsoft Windows PC Clients.
This mode takes full advantage of the features of a Secure Mode
Network and allows Windows clients to connect directly to the base
station, eliminating the need for an Ethernet connection to a second
Secure Mode Station running as a Remote Secure Mode Station.

The following Windows clients are supported:

= Windows 95a (with the Winsock 2 update)
=  Windows 95b

=  Windows 98
=  Windows NT 4.0
= \Windows XP

To filter Ethernet protocols that are transferred between the wireless
stations (for example, to disable the Windows Network Neighborhood),
select ISP Base Station with Protocol Filtering. Filters set in Bridge
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Setup... are not applied to wireless-only traffic in the non-filtering ISP
Secure Data Mode Base Station Mode.

We strongly recommend that you set your Secure Data Mode Base
Station to ISP Base Station with Protocol Filtering mode when
connecting Windows PC Client satellites.

ISP Base Station with Protocol Filtering

Selecting this Secure Data Mode Base Station Mode gives you the same
functionality of the ISP Base Station mode, with an added filtering
function that applies the bridge filters set in Bridge Setup to traffic sent
over the wireless network as well.

With the non-filtering ISP Secure Data Mode Base Station Mode, all
traffic between two wireless stations is permitted. Bridge filters do not
apply to wireless-only traffic in the non-filtering ISP Secure Data Mode
Base Station Mode.

When using the ISP Base Station with the Protocol Filtering setting, you
can set the bridge filters so that each wireless machine (or LAN behind
another connected Secure Data Mode Station) is ‘hidden' from all other
machines or LAN's connected to the Secure Data Mode Network.
Properly setting up Protocol Filtering will disable the Windows 'Network
Neighborhood' from seeing other machines connected on the wireless
network.

If you do not deny IP and IP-ARP packet types in Protocol Filtering,
wireless machines are still able to connect to each other via IP packets,
including TCP and UDP. Permitting only IP traffic over the wireless
network will allow your wireless clients to interact as if they were
connected to the Internet, but not together on a private network. For
added security, the firewall features of the bridge can be used to deny
certain types of IP packets from flowing between the wireless stations.

We strongly recommend that you select ISP Base Station with Protocol
Filtering when the Secure Data Mode Base Station will service satellites
running the PC Client.

CSU Secure Data Mode-- Selecting this option in IEEE 802.11 sets the
Secure Data Mode Station to Connect to an APU Secure Data Mode
Station over this 802.11 device’s radio interface.

To properly use this setting, you must be sure that the following items
match the APU Secure Data Mode Station Settings:

= Network ID(NWID)
= System Access Pass phrase
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* Frequency Channel

Enable Signal Quality Front Panel Display-- On units that have a front
panel display that is capable of displaying the signal quality, selecting
this checkbox will enable the signal quality display.

Deny Inter-Client Traffic on this Interface-- Select this checkbox if
you wish to prevent wireless stations from sending packets to each other
directly. Usually, the AP will repeat station-to-station traffic and will not
send it to the bridge and firewall filters. This is because bridging routines
historically works between physical interfaces only.

An Ethernet packet sent between two Ethernet hosts on the same
Ethernet subnet will automatically be seen by the destination host. With
wireless, the packet must be repeated by the AP. This turns off the AP’s
packet repeating code.

Secure Data Mode Advanced Setup

Clicking the Advanced Button on the 802.11 Setup screen displays the
802.11 Advanced Setup screen, which allows you to configure more
options related to the setup of your 802.11 network device.

The appearance of the 802.11 Setup screen varies depending on which
options are set on the 802.11 Setup screen. The 802.11 Advanced Setup
screen for a Secure Data Mode Base Station is shown below.

Figure 4-42
Advanced setup dialog box

Fadio Transmit R ate
802.11a Radio Settings

Frequency Channel | 143 5745 khz -
Tranzmit R ate

Metwork, Settings B andwidth Control
I" Enable Channel Scan Maxirnurm bandwidth is ,07 KEhpz
Mstwork D0 ] [0 Implies N Limit]
Card-5pecific Features
Fadio Transmit Power
& Maximum
B0 X beacons [DTIM Period]
2%
" 125%
" Minirmurn Cancel
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[802.11g]

Wireless Metwork Configuration

Mode Selection
TurboCell Base Station Mode

" Maor-Palling Base Station

* Palling Base Station

o r

~
¢ TuhbaoCell Baze Station  [up to B4 satellites)
" TurbaCell Satellite Station

[ Optirize for Dneway Traffic

[ Hybrid Made

Radio Configuration [v Enable Signal Guality Front Panel Display
802 11a

£ 80211b [~ Deny Inter-Client Traffic On This Interface
021

;................g |—
r
[ﬁ

[1]4 | Cancel | Advanced| Security |

Frequency Channel 6 2437 MHz
1 2412 MHz 7 2442 MHz
2 2417 MHz 8 2447 MHz
3 2422 MHz 9 2452 MHz
4 2427 MHz 10 2457 MHz
5 2432 MHz 11 2462 MHz

54 Mbps 6 Mbps
48Mbps 11 Mbps
36 Mbps 5.5 Mbps
24 Mbps 2 Mbps
12 Mbps 1 Mbps

Transmit Power Antenna Gain

Maximum Max allowable antenna gain:

50% 12 dBi

25%

12.5%

Caution: Do not use any other antennas except as ET-PR12 exceeding
the allowed Max antenna gain value (12dBi) in case you select 802.11g/b
as operation radio standard.
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[802.11b]
IEEE 802.11 Interface Setup ?)X

“Wireless Metwork, Configuration

Mode 5 election
TurboCell B aze Station Made

" Non-Poling Base Station

% Paliing Base Station

g o

~
* TuboCel Base Station  [up to B4 satellites)
" TurboCell Sateliite Station

[~ Optirize for Oneway Traffic

[ Hybrid Mode

Radio Configuration [+ Enable Signal Quality Front Panel Dizplay

[ Deny Inter-Client Traffic On This Interface

e~
e~

K | Cancel Advanced Security

Frequency Channel 6 2437 MHz
1 2412 MHz Il 2442 MHz
2 2417 MHz 8 2447 MHz
3 2422 MHz 9 2452 MHz
4 2427 MHz 10 2457 MHz
5 2432 MHz 11 2462 MHz

Transmit Rate

11 Mbps

5.5 Mbps

2 Mbps

1 Mbps
Transmit Power Antenna Gain
Maximum Max allowable antenna gain:
50% 12 dBi
25%
12.5%

Caution: Do not use any other antennas except as ET-PR12 exceeding
the allowed Max antenna gain value (12dBi) in case you select 802.11g/b
as operation radio standard.
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Network ID-- Enter the Secure Data Mode network ID number (0-15)
used to differentiate between multiple Secure Data Mode stations using
the same System Access Pass Phrase. This is used to allow a Secure Data
Mode satellite to specify the Base Station it wants to connect to if two
base stations can be seen by the same satellite. Generally, this value
should be the same as the Channel Number.

802.11 Frequency Setup-- Clicking the Frequency button on the 802.11
Setup screen displays the 802.11 Frequency Setup screen, which allows
you to set the Frequency Channel for your 802.11 radio card.

The 802.11 Frequency Setup screen is used to change the channel and
frequency for one of the remote devices on your network. Note that this
screen is only accessible if you have identified remote devices in your
network. If all devices are in your local network, then the Frequency
Setup screen is unavailable.

Channel/Frequency-- Select the channel and frequency for the remote
device from the drop-down list. See Frequency Channels for a more
detailed explanation of the frequency channels.

[802.11a]
149 | 5745 MHz
153 | 5765 MHz
157 | 5785 MHz
161 | 5805 MHz

[802.11b/g]

6 | 2437MHz
1 | 2412 MHz 7 2442 MHz
2 | 2417 MHz 8 2447 MHz
3 | 2422 MHz 9 2452 MHz
4 2427 MHz 10 2457 MHz
5 2432 MHz 11 2462 MHz

Radio Transmit Rate-- Select the radio bit rate used to transmit.
Your choices are:

[802.11a]

Transmit Rate
6Mbps | 36Mbps
9Mbps | 48Mbps

12Mbps | 54Mbps
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| 24Mbps |
[802.11¢]
Transmit Rate
54 Mbps 6 Mbps
48Mbps 11 Mbps
36 Mbps 5.5 Mbps
24 Mbps 2 Mbps
12 Mbps 1 Mbps
[802.11b]
11 Mbps
5.5 Mbps
2 Mbps
1 Mbps

A lower signal will increase the noise. In essence, the poorer the signal-
to-noise ratio, the lower this rate should be set.

Note: The transmit rate affects only the transmissions made by this
station.

Note: The channel/frequency values are usually determined by network
administrators. If you set the channel and frequency ensure that there are
at least four numerical channels difference between two overlapping
cells to avoid interference. For example, channels 1, 6 and 11 don’t
overlap, but channels 1 and 3 do.

In the other side, if you are intended to use 802.11a, please keep in mind
that all channels (4 channels) with 20MHz bandwidth are not permitted
to be overlapped with each channels in the frequency plan.
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802.11 Security Setup

Figure 4-43

Clicking the Security button on the 802.11 Setup screen displays the
802,11 Security Setup screen, which allows you to set up security for
your 802.11 devices. Note that the fields shown in the screenshot below
will vary depending on the version of the Configurator you are using and
the options contained in the .bin file. The screen below shows all

available options.

802.11 Security Setup window

802.11 Security Setup

-
-
-

WEP Key Generation Use & ' '
t Disable WEF Encryption Static WEP Encryption Keys

~ Static WEP Keys Only i |

~

r 2|

Advanced Options

3
4]

Encrypt Data Transmissions

minutes (=

Cancel

Disable WEP Encryption-- Select this button if you wish to disable
Wired Equivalent Privacy (WEP) encryption.

If you are not concerned about security (for example, home users using
this device only to browse the Internet), and if you are not concerned
your AP is used by others, then select this checkbox.

Note: For simple security, you can disable WEP encryption and select
the Closed Wireless System checkbox.

Static WEP Keys Only-- Select this button if you wish to enter Wired
Equivalent Privacy (WEP) keys identically on each access point/station
and Secure Data Mode unit in the network. When you select this button,
the four Static EP Encryption key fields are enabled on the right side of
the screen.
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Deny Non-Encrypted Data-- Select this checkbox if you want to deny
all received data that is not encrypted. When this checkbox is selected,
any packet received that is not encrypted using one of the four WEP
Encryption keys listed above will be dropped. When this checkbox is not
selected, unencrypted packets will be accepted and/or forwarded.

Warning: You should always select this checkbox if WEP is enabled in
any form. If disabled, clients without WEP can access your network!

Use n-bit WEP Keys-- Select either 64-bit (silver) or 128-bit (gold)
encryption keys. The higher bit count provides somewhat higher security.

AES(Advanced Encryption Standard)—If you want more secured
encryption than n-bit WEP, you can choose this option with which 16
character string’s keys are supportable for Atheros based untis.

Static WEP Encryption Keys-- If you use static encryption keys, you
must enter each key in the Static WEP Encryption Keys fields. Note that
these keys must be entered identically on each access point/station and
Secure Data Mode unit in the network.

Encrypt Data Transmission Using Key n-- Enter the key number that
should be used to encrypt data on this interface. Note that you can
receive using any key, but will generally always transmit using a single
key. Unicast transmissions to an 802.1x station with dynamic keys will
use that’s station’s dynamic key, but all broadcasts, multicasts, and other
unicasts will be encrypted using the key identified in this field.

Configure the APU for Basic MAC Authentication

Advanced Authentication allows you to restrict access to an 802.11
access point by specifying the MAC Addresses of stations that can use
the wireless bridge

1. Select the Setup Tab, and then click the General Setup button. The
General Setup screen is displayed, as shown below.

2. Select the MAC Authentication Access Control radio button, as
shown in the screenshot, then click OK to close the General Setup
screen.

3. Click the Advanced Authentication button. The Advanced
Authentication Setup screen is displayed, as shown in Figure 4-45.
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Figure 4-44
General Setup Window

General Setup Elgl

Security and Other General Propedies N&aPT / DHCP Features
v Enable Bridging [~ Enable Outgoing Metwork Address Translation
[ Enable IP Routing [ Enable Incoming Metwork Address Translation
— [~ Enable DHCP Server
F Enable fizmate Bridging using [P Tunnels [ Enable Secure Data Mode Radius Authentication
=
-
- tccess Control (MAC Authentication)
i~ Disable
Realtime Properies -

v Enable Watchdog Reboot Timer

Security Filters
[ Enable IP/UDRSTCP Security Filters

v MAC Authentication Access Control

-

Cancel

Figure 4-45
Advanced Authentication Setup Window

Advanced Authentication Setup

wlAccess Control List FModule Setup |
mMAC Address RADIUS Authentication

Common Settings |

| OK |

Cancel |

When a station tries to connect to the hardware device (via Ethernet,
802.11, etc.), the AP can decide whether or not to forward packets to or
from that station based on authorization criteria. There are three
authentication modules that comprise MAC authentication, but the
network administrator determines which of those three modules are used.

e Access Control List (ACL)
e MAC RADIUS Authentication (with optional WARP support)

These modules are enabled on a per-interface basis. This provides
greater control for the network administrator. In essence, the
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administrator decides whether there will be more or less (or no)
authentication on an interface-by-interface basis.

For example, an administrator can permit MAC addresses entered as part
of the ACL only on 802.11, but can permit MAC addresses entered
through RADIUS Setup for both the Ethernet and 802.11 interfaces.

The modules are checked in the order in which they appear on the
Advanced Authentication Setup screen, and the options that have been
selected (checked) determine how authentication is carried out.
Assuming that all options are selected, the first method used is the
Access Control List, followed by MAC Address Radius, followed by
802.1x authentication. If no options are selected, then no authentication
takes place. Zero to three of the modules can be enabled, but at least one
module must be enabled for advanced authentication to take place.

The process by which authentication takes place is as follows:

= The first module in the list (for example, ACL) checks the source
address of the incoming packet to see if it is permitted to send
packets on the selected interfaces.

= The module will designate the address as one of the following:

e Permit -- the MAC address is permitted on this interface, and
packets are forwarded

e Deny - the MAC address is denied on this interface, and the
packets are not sent

e Unknown - the MAC address is not known on this interface, and
is passed to the next authentication module

= |f the designation is unknown, then it is passed to the next module in
the list (for example, from the ACL to MAC RADIUS
Authentication), and the process starts again.

= Ensure that the MAC Address RADIUS Authentication checkbox is
enabled, and then click the Setup button. The Authentication Module
Setup screen is displayed as shown below.

Note: The number of tabs displayed on this screen will vary depending
on which Advanced Authentication options you have selected on the
Advanced Authentication Setup screen. In the screenshot below, all
Advanced Authentication options have been enabled.
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Figure 4-46

Authentication Module Setup Window

Authentication Module Setup
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MAC RADIUS |
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<Empty List> Add
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Figure 4-47

4. Click the MAC RADIUS tab. The MAC RADIUS Setup screen is
displayed, as shown below.

Authentication Module Setup Windows

Authentication Module Setup

ACL

Athentication

the fallowing interfaces:
5 Retry interval [1/10 zec) 8 M aximum Fetries
300 |dle user timeout [sec] [ Disable grace period

Feauthenticate rejected users every B0 minutes
If the RADIUS Server cannat be reached, then:

Accounting
[ Enable BADIUS Accounting
—

MAC RADILS ]

formatted MAC Address for usemame Enable this methad on

[11 - Ethernet

7 Accept the user
" Reject the user
" Do not change user authentication state

Attempt reauthentication every a0 minutes

Advanced RADIUS Settings |

| I~

Ok | Cancel | | Help |
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The MAC RADIUS Setup screen is used to define advanced
authentication and accounting options for clients that are authenticated
via RADIUS using the client's MAC Address as the RADIUS username.
RADIUS authentication and accounting server IP addresses and port
numbers are set up using the MAC RADIUS Setup screen. Note that this
particular MAC RADIUS module applies only to Ethernet and 802.11
access point interfaces.

This screen is used in conjunction with the RADIUS Server Setup screen
to define various authentication options. If you wish to use accounting,
you must first set up accounting parameters on the RADIUS Server
Setup screen.

5. Enter values in the RADIUS Server Setup screen to configure your
RADIUS server. Each field on the screen is explained in more detail
below.

Use formatted MAC Address for username-- Select “A1-2B-3C-45-
CD-EF” if you wish to use all uppercase formatting for MAC address
accounting. This format corresponds to the new RFC RADIUS
standards.

Select alb2c3-d4e5f6 if you wish to use the older formatting of MAC
addresses. Select the EAP packet username if you wish to use the EAP
packet username (802.1x Authentication only).

Enable this method on the following interfaces.
Select the interfaces used for MAC RADIUS authentication.

Note: You can select either the Ethernet or 802.11 interface if you wish
to use WARP.

Retry Interval-- The retry interval for authentication, in tenths of a
second. The default value is 5, or a retry interval of .5 seconds. You can
set the retry interval to any value between 3 (.3 seconds) and 30 (3
seconds).

Maximum Retries-- The number of times the access point will retry to
connect with the server. The default value is 8(eight), and the range for
retries is between 1(one) and 10(ten).

Idle User Timeout (sec)
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Enter a value in this field if you wish to disconnect users after a period of
inactivity. The value entered will be the number of seconds that must
pass without activity before users are disconnected.

The default value is 300 seconds (or five minutes). The range of
accepted values is between 0 and 3825.

Disable Grace Period -- The grace period allows a client to roam
between access points without losing open TCP connections. Select this
checkbox if you wish to disable the grace period. If selected, the user
does not receive a grace period; if unselected, the user receives a grace
period.

Note: The Grace Period must be enabled (unchecked) if you wish to use
WARP.

Re-authenticate Rejected Users Every n Minutes -- Select the interval
at which users who have not been authenticated will be allowed to re-
authenticate. The default interval is 60 minutes.

Accept the User-- Select this radio button if you wish to allow network
access to the user if the RADIUS server is down.

Reject the User -- Select this radio button if you wish to deny network
access to the user if the RADIUS server is down.

Do not change user authentication state-- Select this checkbox if you
wish to keep the user authentication state the same as that before the
RADIUS server went down. When this checkbox is selected, if the user
was authenticated before the server went down, then the user will remain
authenticated. If the user was not authenticated before the RADIUS
server went down, then the user will remain unauthenticated.

Note: This field is used in conjunction with the "After n Failed
Authentication Attempts and "Make users wait n seconds" fields.

Attempt Re-authentication Every n Minutes -- If the RADIUS server
cannot be reached, the access point will attempt to authenticate all clients
via the RADIUS server according to the interval specified here. The re-
authentication interval must be specified in increments of 15 minutes.
Valid values are 15, 30, 45, etc.

Enable RADIUS Accounting --Select this button if you wish to enable
RADIUS accounting. Accounting keeps track of the number of bytes
and packets sent by a client. It also keeps track of the amount of time a
client has been authenticated. You will want to select this button if you
wish to monitor the amount of traffic a client passes, or the amount of
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time a user is logged on. Typically, you will do this if you wish to bill
the client based on time or traffic.

Note: Accounting must be used with authentication. You cannot use
accounting without authentication.

Enable RADIUS Accounting Interim Updates -- Select this checkbox
if you wish to allow RADIUS accounting updates. If this feature is
enabled, the number of bytes and packets sent by a client will be updated
according to the update interval defined on the Advanced RADIUS Setup
screen.

WARP Settings Button -- Clicking this button displays the WARP

Settings screen, which allows you to define various IP addresses and
ports that will be used for Wireless Authentication and Registration

Protocol (WARP).

Advanced RADIUS Settings Button -- Clicking this button displays the
Advanced RADIUS Settings screen, which enables you to define more
advanced RADIUS parameters.
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Configure the APU for Advanced RADIUS MAC Authentication

1. Fromthe MAC RADIUS Setup screen, click the Advanced RADIUS

Settings button. The Advanced RADIUS Setup screen is displayed,
as shown below.

Figure 4-48
Advanced RADIUS Setup Window

| M&S |dentifier | ok

Advanced RADIUS Setup x|
|

. Cancel
Accounting

[ Use new accounting session [D after reauthentication

15 |nterim update inter+al [1-60 minutes)
5 Retry interval [1410 sec)
8 Mawimum Fetries

=l el e A FADIUS Authentication

[ Enable RADIUS Realms in thiz mode

the following realm name

The Advanced RADIUS Setup screen is used to configure optional
RADIUS-related parameters.

2. Enter values in the Advanced RADIUS Setup screen, as indicated by
the field descriptions below.

NAS Identifier - This field displays your Network Access Server (NAS)
name. The access point's SNMP System Name is used as the NAS
Identifier, and is shown here for your convenience.

Note: The NAS ID takes the place of the IP address that would normally
be used to identify the AP.
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Use New Accounting Session ID After Authentication -- Select this
checkbox if you wish to use another ID for accounting after
authentication has taken place.

Interim Update Interval -- Set the interval (in minutes) between interim
updates. The interim update is used to send information in between
normal "start/stop” packets. Interim updates are useful because they
provide a log of network traffic at a regular interval.

The default value for the interim update interval is 15 minutes. The
interim update must be between 1 - 60 minutes.

Retry Interval (1/10 sec) -- The retry interval for accounting, in tenths
of a second. The default value is 5 (or a retry interval of .5 seconds).
You can set the retry interval to any value between 3 and 30.

Maximum Retries -- The number of times the access point will retry to
connect with the server. The default value is 8, and the range for retries
is between 1 and 10.

Set Up Realms for -- When an access client sends user credentials, a
user name is often included. Within the user name are two elements:

e |dentification of the user account name
e Identification of the user account location

For example, for the user name userl@microsoft.com, userl is the user
account name and microsoft.com is the location of the user account. The
identification of the location of the user account is known as a realm.

With RADIUS, a realm is used to separate one name space from another.
This allows you to create a login such as user@dom2.com and another
login such as user@dom?2.com. RADIUS realms also allow Internet
Service Providers (ISPs) to segment customer logins, so authentications
go to the appropriate RADIUS server(s).

A domain is registered with the InterNIC, and used for mapping servers
and services to IP addresses, such as Web, e-mail, etc. Typically, a
RADIUS realm corresponds to a domain name (e.g., microsoft.com;
yahoo.com). However, there is no requirement to do so, and in fact ISPs
often assign realms with no top-level domain (for example, user@dom1 -
- without a .com extension).

From the dropdown list, select the accounting or authorization feature for
which to provide special handling of <RADIUS realms>. Options
currently include:
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e Access Control List (ACL) RADIUS Accounting
e MAC RADIUS Accounting
e MAC RADIUS Authorization

For each of the above Authentication/Accounting types, special handling
of RADIUS Realms can be enabled or disabled using the "Enabled
RADIUS Realms in this mode™ checkbox. Depending on the selected
Authentication/Accounting type, different options are available for how
to handle RADIUS realms.

Following Realm Name -- Select the type of behavior that will be used
for the realm. The behavior determines how the access point handles the
realm. Select one of the following realm types:

Append -- Takes the user supplied user name, and appends the realm
name onto it (for example, if the user name is smith and the realm name
is microsoft.com, then the append action produces
smith@microsoft.com)

Supply -- Supplies the selected realm name if the user does not already
have one selected. If the user provided a realm name, then use the
provided realm name, and do not use the one provided.

e Example #1: User provided smith, Behavior is set to Supply, and
user did not provide a realm name. The supply action produces
jsmith@microsoft.com.

e Example #2: User provided smith, Behavior is set to Supply, and
user provided the realm name yahoo.com. The supply action
produces jsmith@yahoo.com).

Require -- Requires the user to use the selected realm name (or none, if
none is selected). If there is a realm name in the realm name field, the
user must have the realm name indicated by the radio button. If the user
does not, then he or she is not authenticated. If none is selected, then the
user is required not to have a realm name.

e Example #1: User provided smith, Behavior is set to require,
user has the realm name microsoft.com, but yahoo.com is entered
in the realm name field. The user is not authenticated.

e Example #2: User provided smith, Behavior is set to require,
user has the realm name microsoft.com and microsoft.com is
entered in the realm name field. The user is authenticated.)

Force -- Replaces any realm name supplied by the user with the selected
realm name, or strips off the realm name supplied by the user in the case
of none.
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e Example: User provided smith, Behavior is set to Force, user
provides the realm name microsoft.com, but yahoo.com is
entered in the realm name field. The user is authenticated as
jsmith@yahoo.com)

Note: The available behaviors vary depending on the type of accounting
or authorization realm selected. The following table shows the types of
behaviors available for each type of accounting or authorization realm.

Table 4-5

Type of Accounting/Authorization Realm Behavior(s) Available
ACL Radius Accounting e Append

MAC RADIUS Accounting e Append

MAC RADIUS Authentication e Append
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Configure the RADIUS Server

Once the AP has been configured for basic operation, you are ready to
configure the device for HotSpot Mode and Firewall functionality.
This is a four-step process:

e Configure the RADIUS Server for Authentication (and,
optionally, Accounting)

e Configure the APU for Basic RADIUS MAC Authentication.

e Configure the APU for Advanced RADIUS MAC Authentication.

e Set up HotSpot Functionality

Each step is explained in more detail below. Note that this section
assumes that you have launched the AP Configurator and that you have
completed all steps in Configure the Access Point for Basic Operation
section.

From the Setup tab on the Configurator, click the RADIUS Server button.
The RADIUS Authentication and Accounting Server Setup screen is
displayed, as shown below.

Figure 4-49
RADIUS Setup Window

RADIUS Authentication and Accounting Server Setup

Ra&DIUS Authentication Setup

Ra&DIUS Accounting Setup

Authorization 2 Hours hd
Shared Secret [

Shared Secret [

Prirmary Server Primary Server

IP | IP |

Authentication Port [1512 =] Accounting Port  [1813 =]
tax Retries |—2 tax Retries |—2

Secondary Server (Optional} Secondary Server {Optional}

IP | IP |

Authentication Part  [1512 =] Accounting Port  [1813 =]
Max Retries 2 Max Retries [ 2

T— e Cancel |

The RADIUS Server Setup screen is used to configure authentication and
accounting parameters for terminal servers that speak the RADIUS
protocol.

RADIUS is the de-facto standard protocol for authenticating users and
for recording accounting information. Accounting keeps track of the
number of bytes and packets sent by a client. It also keeps track of the
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amount of time a client has been authenticated. It is commonly used by
Terminal Servers or Network Access Servers (NASs) whenever a user
logs on and off a dialup Internet service.

Note: This screen is only available if the MAC Authentication Access
Control button on the General Setup screen has been selected.

There are two main sections in the RADIUS server setup dialog:
RADIUS Authentication Setup and RADIUS Accounting Setup

In most cases you will want to set up both, although you do not have to
set up Accounting. The two are almost identical except for the
Authorization Lifetime, which appears only with Authentication.

To set up RADIUS authentication and accounting:

1. Enter values in the RADIUS Authentication and Accounting Server
Setup screen to configure your RADIUS server. Each field on the
screen is explained in more detail below.

Authorization Lifetime -- Authorization lifetime is the length of time
the authorization is valid. Users will need to be-authenticated/re-
authorized after this time expires. You should set this value to the
maximum time you wish a user to be able to use your service without the
need to be re-authenticated.

Shared Secret -- The client file for your RADIUS server contains the 1P
address and password for the base station you are setting up. You must
add the IP address and password (shared secret) from this file in the
RADIUS Server Setup screen.

Note: There are separate shared secrets (passwords) for authentication
setup and accounting setup. The shared secret is an ASCII string that
should be between 2 - 32 characters and should not start with a space.

Primary Server IP Address -- In the RADIUS dialog, enter the IP
address for the RADIUS server (the host).

Primary Server Authentication Port -- In the RADIUS dialog, enter
the authentication port (default = 1812) for the RADIUS server (the host).

Secondary Server IP Address -- If you are using a second RADIUS
server for network robustness, enter the IP address of that RADIUS
server.
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Primary Server Accounting Port -- In the RADIUS dialog, enter the
accounting port (default = 1812) for the RADIUS server (the host).

Secondary Server Authentication Port -- If you are using a second
RADIUS server for network robustness, enter the authentication port
(default = 1812) for that RADIUS server (the host).

Secondary Server Accounting Port -- If you are using a second
RADIUS server for network robustness, enter the accounting port
(default = 1812) for that RADIUS server (the host).
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Procedure 3-6
Advanced and Optional Configur

ation

Once you have set up the basic network configuration, you may choose
to set up one or more optional or advanced configuration components.
This chapter describes how to configure the following optional and

advanced components:

Set Up the Bridge

The Bridge Setup screen is used to set up the bridge. In addition, you
may use the following screens to set up optional bridge components:
The Bridge Setup screen is used to set up the parameters used for
bridging. In most cases you will not need to modify the factory
configured Bridge Setup. If you are working with an extensive network
environment, however, and if you are an experienced network
administrator, you may want to modify some of the parameters to fit

Figure 4-50

specific network requirements.

The top half of the screen allows you to define different handling options
based on different protocols. The bottom half of the screen allows you to
define different handling options based on individual MAC addresses.

Note: This screen is only available when the Enable Bridging checkbox
has been selected on the General Setup screen.

Bridge Setup window

Bridga Satup r_?lﬁl

Frotacal Filberng
il Frotocods Bridg s Edit
Dridge |
Deny
® Biidas " Deny L) |
All Mon-Reted
MAC Filaring
" Pemnit & Doemy  Following Ethemet Palr
Memote Local Add
Al Address Falrs Feernimeds
Dzl
Edit
w Parmit Cthermet Droadcasts k¢ Parmit Etharnet Mulic asts
Bdvanced Fastures | Starm Thrashalds | Spanning Tras |
Cacel |
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Protocol Filtering

The Protocol Filtering section of the Bridge Setup screen allows you
to select a handling method (Bridge, Deny, or Tunnel) for the most
common protocols.

Figure 4-51
Protocol Filtering Setup window
Ethernet Protocols Elg|
~ PPP 8508 [~ HP Probe Control 8005
[~ &pple Talk 1 and 2 5096 [ IBM SN& Services 8005
[~ Apple Talk &RP 1and 2 B0OF3 P 0800
[~ Banyan YINES 0BAD  IP-&RP D306
[~ Banyan VINES Echo OBA&F [ Movell (ECONFIG E} 8137
[~ Decnet Phase IV G003 [~ R&RAP Reverse &RF 8035
[~ DEC Diagnostic G005 [~ SMMP over Ethernet  G14C
[~ DEC LAT G004 [ Xyplex 0858
[~ DEC L&WC BO0T [~ 3Com 3+0pen
[~ DEC MOP Dump/Load G001 [ 8023 Mowvell
[~ DEC MOP Rem Cons G002 [ 02,3 MetBLI
[~ DEC MetBIOS 8040 [ B02.3 All Others
Cancel | Custom |

1. Select the protocols from the list that you wish to handle separately,
or click the Custom button to add an unlisted protocol. Click the OK
button when finished to re-display the Bridge Setup screen. Note
that the protocols you have selected are listed in the Protocol
Filtering window, and that all protocols are denied by default.

2. If you wish to Bridge or Tunnel any of the protocols in the list, select
the protocol, then click either the Bridge or Tunnel buttons

3. At the bottom of the Protocol Filtering list, click the Bridge, Deny, or
Tunnel button to define how all other non-listed protocols should be
handled.

Note: You can add new protocols to the list at any time by clicking the
Edit button and checking additional protocol check boxes.
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Tunnel Button--The Tunnel button is used in conjunction with the
protocols listed in the Protocol Filtering list. Select a protocol from the
list and click the Tunnel button to indicate that the selected protocol
should be tunneled.

Deny Button-- the Deny button is used in conjunction with the protocols
listed in the Protocol Filtering list. Select a protocol from the list and
click the Deny button to indicate that the selected protocol should be
denied.

Bridge Button-- the Bridge button is used in conjunction with the
protocols listed in the Protocol Filtering list. Select a protocol from the
list and click the Bridge button to indicate that the selected protocol
should be bridged.

Bridge MAC Address Filtering Overview

You can specify static MAC Address filters in Bridge Setup to optimize
the performance and increase security on your wireless (and wired)
network. You can permit or deny access to individual stations by
specifying their particular MAC Addresses, or to multiple stations by
using an X as a wildcard character. You can also permit or deny
Ethernet multicast address all traffic that does not match one of the pairs
explicitly listed in the Ethernet pair list will be permitted or denied based
on your selection.

Table 4-6
Traffic Filtering

Selection Traffic Matching Listed Pairs Traffic Not Matching Listed
Pairs
Permit Following Ethernet Pair Permit Deny
Deny Following Ethernet Pair Deny Permit

Stations to be filtered are identified by their MAC Address and whether
they are on a remote or local interface. The Interface parameter indicates
whether the station with the specified MAC Address is located on the
wired or wireless interface of the base station. Use the Add, Delete, and
Edit buttons to modify the entries of the list.

Permit Ethernet Broadcasts-- If you wish to deny broadcast traffic in
your bridged network, deselect this option. Normally, however, you will
select this option to permit Ethernet broadcasts.

Note: This option applies to all Ethernet interfaces, and not simply to
Ethernet traffic.
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Permit Ethernet Multicasts-- If you wish to deny multicast traffic in your
bridged network, deselect this option. Normally, however, you will select
this option to permit Ethernet multicasts.

Note: This option applies to all Ethernet interfaces, and not simply to
Ethernet traffic.

Advanced Bridging Features

The Advanced Bridge features can be accessed by clicking the Advanced
Features button on the Bridge Setup screen.

MAC Layer (Ethernet) Filters allow you to filter Ethernet traffic due to
bad or unknown

DHCP Filtering allows you to limit DHCP responses to a particular
DHCP server.

IP/ARP Filtering allows you to prevent unnecessary IP/ARP packets
from being sent over the wireless link.

Incoming Broadcast Filters allow you to prevent broadcast and multicast
packets arriving from the remote interface(s) from being transmitted on
the local interface(s).

Outgoing Broadcast Filters allow you to prevent broadcast and multicast
packets sent from the local interface(s) from being transmitted out the
remote interface(s).

Miscellaneous Statistics Gathering allows you to enable some
miscellaneous advanced bridging features.

Figure 4-52
Advanced Bridging Setup window

v Pass Bad Ethernet Source

v Pass Unseen Ethernet Source
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Permit Multicast Button-- Select this checkbox if you wish to permit
multicast.

Prune Multicast Button-- Select this checkbox if you wish to prune
multicast.

Enable Learned Table Lockdown--A standard Bridge/Router watches the
source addresses of each packet it receives on any of its interfaces.

As new addresses are seen, entries are added in the “learned table” that
contain the particular source address and the interface number that
address was received on. If that source address is later seen on a
different interface, the Bridge will immediately change the interface
number in the learned entry table. This condition could happen in a
correctly functioning network if someone moved the computer to a
different part of the network.

This could also happen if someone was trying to capture network packets
by spoofing the Bridge. Enabling learned table lockdown will prevent
the interface number from being changed once the source address has
been seen.

A standard Bridge will also time-out the learned table records every ten
(10) minutes. If learned table lockdown is enabled, these records will not
be timed-out. Once a record is learned, it will not be changed or deleted
until either the Secure Data Mode station reboots or the learned table
becomes completely filled and needs to be reset.

Note: A typical Secure Data Mode learned table can contain over
12,000 records.

Enable Expanded IP/ARP Support

Enabling this feature will cause the Secure Data Mode station to watch
the IP/ARP packets that occur on the network. Normally, no action is
taken in response to an IP/ARP packet that is not destined for a host that
is being Proxy ARPed by the Secure Data Mode station. When this
function is selected, the Secure Data Mode station will add the IP address
to its IP/ARP table when it sees an ARP packet from another source.
This feature is helpful on an ARP network because it will build a
database of MAC layer address to IP address pairs.

Note: The IP/ARP table is never timed out in this mode.
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Storm Threshold Setup

The Storm Thresholds screen is used to set threshold values for broadcast
and multicast messages.

In most situations, you will not need to set the Storm Thresholds.
However, if intensive multicast or broadcast messaging is typical of the
network protocols used in your network environment, you may wish to
control the maximum number of broadcast and multicast messages. If the
maximum value of broadcast or multicasts per second is exceeded, the
Secure Data Mode Station will ignore all subsequent messages issued by
the particular network device, or ignore all messages of that type coming
on that particular interface.

You can use the Storm Threshold screen to:

= Specify a maximum value as received from a single network device
(identified by its MAC address).
= Specify an absolute maximum of messages per second per Interface.

You can specify a set of thresholds for each Interface of the Secure Data
Mode Station access point, identifying separate values for the number of
Broadcast messages/second and Multicast messages/second.

Figure 4-53
Broadcast Storm Setup window

Broadcast Multicast
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| Cancel
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Broadcast Address Threshold

Enter the maximum number of broadcast messages per second that will
be received from a single network device (identified by its MAC
address).
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Multicast Address Threshold-- Enter the maximum number of
multicast messages per second that will be received from a single
network device (identified by its MAC address).

Broadcast Interface 1 Threshold-- Enter the maximum number of
broadcast messages per second that will be received on Interface 1
(typically Ethernet).

Multicast Interface 1 Threshold-- Enter the maximum number of
multicast messages per second that will be received on Interface 1
(typically Ethernet).

Broadcast Interface 2 Threshold-- Enter the maximum number of
broadcast messages per second that will be received on Interface 2
(typically 802.11).

Multicast Interface 2 Threshold-- Enter the maximum number of
multicast messages per second that will be received on Interface 2
(typically 802.11).

Broadcast Interface 3 Threshold-- Enter the maximum number of
broadcast messages per second that will be received on Interface 3
(typically 802.11a).

Multicast Interface 3 Threshold-- Enter the maximum number of
multicast messages per second that will be received on Interface 3.

Preset Button-- Clicking the Preset button sets all broadcast and
multicast rates to their default values. The default values are as follows:

Table 4-7
Default Threshold values

Item Broadcast Multicast
Address Threshold 30 30
Interfacel Threshold 60 60
Interface2 Threshold 60 60
Interface3 Threshold 60 60

Spanning Tree Setup

The Spanning Tree Setup screen allows you to configure your bridges so
that they will dynamically discover a loop-free subset of the LAN
topology (a tree), that provides the most efficient level of connectivity
between every pair of physically connected Local Area Network
segments. See Spanning Tree for more information about how the
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spanning tree algorithm works. The default settings for the Spanning
Tree Algorithm will provide satisfactory performance for most Local
Area Network (LAN) topologies.

Enable Spanning Tree -- Select this checkbox if you wish to enable
Spanning Tree capabilities.

Figure 4-54
VLAN Spanning Tree Setup window
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Bridge Priority -- The Bridge Priority parameter allows you to influence
the choice of the Root Bridge and Designated Bridge as calculated by the
Spanning Tree Algorithm.

Valid Values: 0 - 65000
Default: 32768

A low numerical value makes the bridge more likely to become the
designated bridge or root bridge (typically 0).
The recommended value is 32768.

You may assign a duplicate priority value to multiple bridges, provided
that it is a non-zero value. Bridges that have an identical Bridge Priority
level are typically not intended to function as the root bridge.

Max Age -- The Max Age parameter identifies the maximum age of
received Spanning Tree protocol information.
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When the bridge receives protocol information that exceeds the Max Age
value, the bridge will discard the information and start the Forward
Delay timer to allow other bridges to forward updated topology
information (for example, that another bridge has become the Root
Bridge).

Note: Recommended Value (20 seconds)

A low Max Age value occasionally may cause the Spanning Tree to
reconfigure unnecessarily, resulting in temporary loss of connectivity
throughout the network.

A high Max Age value will cause the LAN to take longer than necessary
to rebuild the Spanning Tree whenever a link or bridge unit breaks down
or becomes available again.

Hello Time -- The Spanning Tree Hello Time parameter identifies the
time interval between Configuration PBDU transmitted by a root bridge,
or a bridge that is attempting to become the root bridge.

Note: Recommended Value (2 seconds)

Shortening the Hello Time will make the protocol more robust,
especially when the probability of loss of configuration messages is high.

Lengthening the Hello Time will lower the overhead of the algorithm
since the interval between the transmissions of configuration messages
will be longer.

Forward -- The Forward Delay is a timer that prevents a bridge to

forward data packets when:

e The bridge receives information that the active Spanning Tree
topology must be updated (for example when a bridge breaks down
or when somebody modified the Bridge Priority or Path Cost value of
a particular bridge).

e The bridge registers that the protocol information exceeds the
specified Max Age value.

e Changes in the Spanning Tree topology must be communicated to all
bridges in the bridged network. The Forward Delay timer will
compensate for the propagation delays that occur in passing the
protocol information, allowing all bridges to close the old data paths,
before the new data paths are activated.

Note: Recommended Value (15 seconds)

A lower value may result in temporary loops as the Spanning Tree
Algorithm converges.
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A higher value may result in longer partitions after the Spanning Tree
reconfigures.

Port Priority-- Normally the Bridge Port priority in Spanning Tree
topologies is imposed by the Root Bridge and the applicable values of
the Path Cost to the Root Bridge.

When concurrent bridge ports of a single bridge unit are connected in a
loop, this parameter enables you to influence which port should be
included in the Spanning Tree.

Valid Values: 0 - 255
Default: 128

A lower value makes a port more likely to become selected in the
Spanning Tree than the concurrent one that has a higher numerical value.
A higher value makes a port less likely to be selected in the Spanning
Tree than a port with a lower numerical value.

Path Cost-- The Path Cost value is used to determine the preferred data
paths between bridges throughout the network and the root bridge.

The Root Bridge transmits BPDU messages throughout the Local Area
Network. When a bridge unit receives a BPDU message at one of its
ports, it will add the value in the Path Cost field for that port to the value
in the Root Path Cost Field of the BPDU message before forwarding the
message again. This will help the other bridges to determine the Total
Path Cost to the Root Bridge via this port.

Valid Values: 0-255
Default: 100

A lower Path Cost value would typically be used for ports to LAN
segments closer to the Root Bridge.

A higher Path Cost value would typically be used for ports to LAN
segments that are the "leafs" of the Spanning Tree.

For example, when using the Secure Data Mode Station as an access
point for wireless stations to the Ethernet, a high Path Cost for the
wireless interface will minimize unnecessary use of the bandwidth for
the wireless medium (recommended value 255).

When using Secure Data Mode Stations in a wireless point-to-point link
to interconnect two LAN segments, a low Path Cost for the wireless
interface will prioritize this link as compared to other physical links, such
as a leased line or low-bandwidth connections.
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Set Up IP for APU and CSU

Figure 4-55

The IP Setup screen allows you to set the Secure Data Mode Station's IP
Addressing information. The Secure Data Mode Station must have an IP
address assigned to it if you wish to connect to it using the Configuration
tool, which makes use of SNMP to connect to the Secure Data Mode
Station.

Note: This screen is only available when the Enable IP Routing, Enable
Outgoing Network Address Translation, and Enable Incoming Network

Address Translation checkboxes been de-selected on the General Setup

screen.

IP Setup window
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" Specify an IP address
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You can choose to set up the base station to obtain an IP address from
DHCP server. If you select this option, you must also choose the
interface on which you would like the base station to send the request.
This option causes your base station to send a broadcast request for its IP
address, subnet mask, and default router over the given interface at base
station startup time. If you select the DHCP option, it is recommended
(though not required) that you set up your DHCP server to always
provide the same IP address to this Secure Data Mode Station system.

You can also manually specify an IP Address to set the IP Address for
the base station yourself:
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You can set the life expectancy for packets originating from this Secure
Data Mode Station using the Default TTL (Time to Live) field.

You can use syslog messages to log information such as logins, service
errors and general configuration information. Since there is no storage
on a base station, a general purpose computer is needed to log these
messages. To set the syslog host that will accept syslog messages, use
the Syslog Host Address and Syslog Host Facility fields.

Obtain an IP Address from DHCP Server-- Select this radio button if
you wish to obtain an IP address from the DHCP Server.

If you select this option, you must also choose the interface on which
you would like the base station to send the request. This option causes
your base station to send a broadcast request

For its IP address, subnet mask, and default router over the given
interface at base station startup time. If you select the DHCP option, it is
recommended (though not required) that you set up your DHCP server to
always provide the same IP address to this Secure Data Mode Station
system.

Using Interfaces-- Select the interface for which you wish to obtain an
IP address. A base station has several network interfaces to which it may
be connected. The network interfaces are numbered (1, 2, 3...), and the
interface numbers may be found by selecting Interface Setup from the
Setup Menu.

Specify an IP Address-- Select this radio button if you wish to enter an
IP address manually.

Our IP Address-- This is the address of the Secure Data Mode
Bridge/Router itself. If you wish to configure or monitor your Secure
Data Mode Bridge/Router, or if your network supports IP and you wish
to enable the Ping support and IP/SNMP support of the Secure Data
Mode Bridge/Router, set this to a valid IP address. After setting this
address to 0.0.0.0, enter the IP address of the base station.

Please note that unless you enable IP Routing on the IP Router Setup
screen, the Bridge/Router is not an IP router. It has only one IP address,
and that address applies to both the remote and local networks (i.e., both
sides of the Bridge). Having two Ethernet interfaces with the same IP
address is different than a standard IP host, but is appropriate for a
Transparent Bridge. The Ethernet address of both interfaces is also the
same.
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Note: This field is only enabled when the Specify an IP Address radio
button has been selected.

Our Subnet Mask-- Enter the subnet mask for the base station.

Note: This field is only enabled when the Specify an IP Address radio
button has been selected.

Default Router IP-- Enter the IP address of the router.

Note: This field is only enabled when the Specify an IP Address radio
button has been selected.

Select Button-- Clicking this button displays the IP Mask List screen,
which allows you to select a particular IP mask.

IP Mask List-- The IP Mask List window displays a list of common IP
subnet masks for a given size IP subnet.

Default TTL-- The Time To Live (TTL) counter avoids endless
forwarding of message frames with incorrect addressing by defining a
maximum number of hops a packet can take. Each time the frame is
forwarded by a router, the TTL counter decreases by one.

When the TTL = 0, the frame is rejected.

Syslog Host Address-- Syslog messages can be used to log information
such as logins, service errors and general configuration information.
Since there is no storage on a base station, a general purpose computer is
needed to log these messages.

The Syslog Host Address is the IP Address of the system which accepts
"syslog" system logging packets from the base station.

Syslog Host Facility

Syslog messages can be used to log information such as logins, service
errors and general configuration information. Since there is no storage
on a base station, a general purpose computer is needed to log these
messages.

The Syslog Host Facility describes the part of the system generating the
syslog message, and in UNIX-based systems usually uses one of the
following keywords: auth, authpriv, cron, daemon, kern, Ipr, mail, mark,
news, syslog, user, uucp, and localQ through local7.

The base station is capable of sending messages using the localO-local7
facilities. Enter the correct syslog facility number (0-7) that corresponds
to the local facility type on your syslog host.
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Set Up SNMP

The SNMP Setup screen allows you to manage a network environment
that includes multiple base stations where you can use the Simple
Network Management Protocol (SNMP).

SNMP setup allows you to create multiple authorization levels for
network management that are password protected.

Figure 4-56
SNMP Setup window
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SMMP IP Access List

Address Mask £dd
LAINwill be permitted? Delete
Edit

Cancel

Read Password-- This password enables you to create a network
management level where a local LAN Administrator can view, but not
modify, the SNMP parameters.

Read/Write Password-- This password enables you to create a network
management level where only a Network Supervisor knowing the right
Read/Write password will be able to view or modify the SNMP
parameters.

Contact-- Optionally, enter the name or address of the Network
Administrator.
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System Name-- Optionally, enter the logical location of a base station
(for example, the network segment to which the base station has been
connected).

System Location-- The optional field to identify the physical location of
a base station. For example, the building or room where the base station
Is located at

Trap Host IP Address-- The IP Address of the network management
station that collects the SNMP Trap messages.

The Trap Host is the station in an SNMP managed network where SNMP
trap messages are collected. Trap messages are sent to the trap host when
certain events occur, such as rebooting.

Trap Host Password-- The Trap Host is the station in a SNMP managed
network where SNMP trap messages are collected. Trap messages are
sent to the trap host when certain events occur, such as rebooting.

Enter a password that corresponds to the password set at the Trap Host to
filter unsolicited or unauthorized SNMP Trap messages at the Trap Host.

The Trap Host IP Password will be embedded in the SNMP Trap
messages sent by this base station. If the Trap Host receives a message
without or with an unknown password, the Trap message will be ignored.

SNMP IP Access List-- The SNMP IP Access List displays the IP
addresses and subnet masks of those stations that you have designated as
stations that will manage networks using SNMP.

In addition to the Read and Read/Write passwords, you can use the
SNMP Access List to prevent unauthorized users from modifying the
SNMP setup of your base stations.

The SNMP IP Access List enables you to authorize SNMP management
to a restricted group of SNMP Management stations identified by:

= The unique IP address of the Management Station(s)

= The interfaces via which the base station will be accessed.

Click the Add button to display the Input SNMP Access List to add new
IP addresses to the list.
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Figure 4-57

Input SNMP Access List Dialog - Overview

Clicking the Add button displays the SNMP Access List Dialog, which
allows you to enter the IP addresses and subnet masks of those stations
that you have designated as stations that will manage networks using
SNMP.

Input SNMP Setup window

IP Address

|

IP Mask

| Select
Interface

Cancel |

IP Address-- The unique IP address of the SNMP management station
you wish to add or edit.

IP Mask-- Enter the Subnet mask, or clicks the Select button to display
the IP Mask List and select a mask from the list.

Note: A subnet mask value of 255.255.255.255 will authorize only the
station with the address specified in the IP address. A subnet mask value
of 255.255.255.0 will authorize all stations that have an IP address
within the range of that particular subnet (the IP address field will
display the value Xxx.xxX.xxX.0).

Warning: The subnet mask value 0.0.0.0 will authorize any station to
view or modify SNMP IP setup of the base station via the interface
identified in the Interface field.

Interface-- The number of the interfaces over which packets on this
route is sent.

Select Button-- Clicking this button displays the IP Mask List screen,
which allows you to select a particular IP mask.
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Set Up IP Routing

The IP Router Setup screen is used to set up IP Routing. This enables the
base station to send IP packets to the appropriate subnet or router. Once

you have set up the basic IP Router configuration, you may also want to

set up the following optional components:

Note: This option is only available if the Enable IP Routing checkbox
on the General Setup screen has been selected.

Figure 4-58

IP Router Setup window

IP Address/Route  Mask Target Router
<Mao [F Routes defined Add,Direct
Add/Indirect
Delete
Edit
Default Router (P
Default Router Serial Interface
Praferred IP 195,17, 74,200
Cancel
Default TTL =i
Sysiog Host More
Syslog Host 1
[~ Digable ARF Cache Aging I
IP Route List

This pane displays the list of IP Routes that this Router has been
configured to use. To add additional direct or indirect routes, click on the
Add/Direct or Add/Indirect buttons.

Table 4-8
IP Route List
IP Route List This pane displays the list of IP Routes that this Router has been
configured to use. To add additional direct or indirect routes,
click on the Add/Direct or Add/Indirect buttons.
Mask The Subnet Mask of the IP Address, which shows which
addresses should be routed using this route.
Target For a Direct Route, the word Direct appears in this field. For an
Indirect Route, this field shows the Default Router.
Interface/Cost For direct routes, the interface to use when sending packets
using this route. For indirect routes, the cost metric of using this
route (used to determine the best route to use for a given packet).
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Default Router IP Address-- Enter the IP Address of the router that the
base station should use to communicate with networked devices outside
its current subnet.

Default Router Serial Interface-- The Secure Data Mode station has
several network interfaces to which it may be connected. An interface
number is required for the Secure Data Mode station to know which
interface to use to send packets addressed to a given destination. This
field displays the serial interface that the router will use by default.

Preferred IP Address-- From time to time, the Secure Data Mode
Bridge/Router will transmit unsolicited IP packets such as SNMP traps,
Syslog, RIP, or IP/ARP packets. Most routers randomly use one of the IP
addresses from one of the router interfaces as the source IP address for
these packets. However, in the Preferred IP Address field, you can
specify the source IP address that you prefer to use for these packets.

Default TTL-- The Time To Live (TTL) counter avoids endless
forwarding of message frames with incorrect addressing by defining a
maximum number of hops a packet can take. Each time the frame is
forwarded by a router, the TTL counter decreases by one. When the TTL
=0, the frame is rejected.

Syslog Host Address-- Syslog messages can be used to log information
such as logins, service errors and general configuration information.
Since there is no storage on a base station, a general purpose computer is
needed to log these messages.

The Syslog Host Address is the IP Address of the system that accepts
"syslog" system logging packets from the base station.

Syslog Host Facility-- Syslog messages can be used to log information
such as logins, service errors and general configuration information.
Since there is no storage on a base station, a general purpose computer is
needed to log these messages.

The Syslog Host Facility describes the part of the system generating the
syslog message, and in UNIX-based systems usually uses one of the
following keywords: auth, authpriv, cron, daemon, kern, Ipr, mail, mark,
news, syslog, user, uucp, and localO through local7.

The base station is capable of sending messages using the localO-local7
facilities. Enter the correct syslog facility number (0-7) that corresponds
to the local facility type on your syslog host.

Disable ARP Cache Aging-- Select this checkbox to stop the Address
Resolution Protocol (ARP) table from removing entries after a certain
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period of time. The IP ARP table relates each (wired or wireless)
station's IP address to its physical MAC Address so the base station
knows how to address Ethernet messages bound for a particular IP
Address. If you disable (uncheck) ARP cache aging, the base station will
not remove entries from this table, and it may fill up over time. The base
station can hold up to 10,000 entries in the ARP table.

Enable Multicast Pruning-- Select this checkbox if you want to enable
multicast pruning.

IP multicast is a bandwidth-conserving technology that reduces traffic by
simultaneously delivering a single stream of information to potentially
thousands of corporate recipients and homes.

Without multicast pruning, multicast traffic is treated in the same manner
as broadcast traffic. That is, it is forwarded to all ports. However, with
multicast pruning, you choose to permit only the packets that are a part
of multicast group in your network. Multicast pruning generates no
additional network traffic, allowing you to significantly reduce multicast
traffic passing through your switch.

Add Direct IP Routes

Clicking the Add/Direct button displays the Add Direct IP Route screen,
which allows you to add new direct IP routes.

When the Secure Data Mode station has two or more IP subnets directly
attached to its different interfaces, it can route IP packets between those
subnets using a direct route. This screen is used to specify the direct
routes for each of the interfaces on the Secure Data Mode Bridge/Router.
A direct route consists of an IP address, which specifies the basic IP
address to route, a Subnet Mask which defines the basic class of IP
addresses that will be routed, and an interface number which specifies
where the IP subnet is attached. When IP packets addressed to a system
arrives at the Secure Data Mode station, the Secure Data Mode station
will send it directly to the target machine on the interface specified.

Figure 4-59
Direct IP Route Setup window
Input Direct IP Boute @@
IP |
IP Mask | Select

Interface [l

Cancel |
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Figure 4-60

IP Address-- The IP address specifies the basic IP address to route.

IP Mask-- The Subnet Mask which defines the basic class of IP
addresses that will be routed. Clicking the Select button displays the IP
Mask List, which the shows the IP Masks that can be used as public or
private IP masks for IP routing. The list consists of all possible subnet
masks, and represents the range of addresses that will be translated.

Interface-- An interface number specifies where the IP subnet is
attached.

Add Indirect IP Routes
The Add Indirect IP Route screen is used to add indirect IP routes.

When the base station needs to send IP packets between IP subnets
which are not directly connected to one of its interfaces (i.e., not on the
same network segment), it must have an indirect route for sending those
packets.

An indirect route consists of:

= An IP Address which specifies the basic IP address to route,

= A Subnet Mask which defines the class of IP addresses that will be
routed,

= A Target Router that will relay the IP packet, and

= A Cost value, which specifies the number of "hops" required for the
indirect route.

When an IP packet addressed to a system on the indirectly routed subnet

arrives at the base station, the base station will route it over the interface

specified to the Target Router to be further routed.

Indirect IP Route Setup window

Input Indirect{Static) IP Boute @@
IP |
IP Mask | Select
Target Router |

Cost 1

Cancel
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IP Address-- The IP Address which specifies the basic IP address to
route.

IP Mask-- Enter the IP subnet mask for the IP address to be routed, or
click the Select button and choose a subnet mask from the list. Clicking
the Select button displays the IP Mask List, which the shows the IP
Masks that can be used as public or private IP masks for IP routing. The
list consists of all possible subnet masks, and represents the range of
addresses that will be translated.

Target Router-- Enter the IP address of the router that you wish to use
as the target router.

A target router is the IP address of the router that knows how to handle
the IP packet that is being routed. When used in indirect routes, it could
specify the router that is attached directly to the subnet of the packet's
final destination, or a router that knows where to send it.

Cost-- The cost value reflects the number of "hops" required for the
connection. The default value of 1 indicates that only one "hop™ is
required. The lower the cost value, the more likely that route will be
chosen.

Advanced IP Routing Setup

The More IP Router Setup screen is used to set up advanced IP router

interfaces.
Figure 4-61
Advanced IP Routing Setup window
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Send RIP-2 Default Route-- If the base station sends the Routing
Information Protocol (RIP) default route (0.0.0.0) to other routers and
hosts attached to a particular interface, select that interface's checkbox on
the Send RIP Default Route line. By default, the base station will not
send the Default Route on a particular interface unless this box is
checked.

In the example shown in the screenshot, the base station will send RIP
routes only on interfaces 1 and 2.

Send RIP-2 Routes -- If the base station should SEND Routing
Information Protocol (RIP) Routes for routes of which it has knowledge
to other routers on a particular interface, select that interface's checkbox
on the Send RIP Routes line. By default, the base station will not send
RIP Routes on a particular interface unless this box is checked.

For the given example, the base station will send RIP Routes only on
interface 1.

Listen to RIP-2-- If the base station should ACCEPT Routing
Information Protocol (RIP) routes from other routers on a particular
interface, select that interface's checkbox on the Listen to RIP line. By
default, the Secure Data Mode Station will not accept RIP Routes from
other routers, so you must select the interfaces if you wish to listen to
RIP. For the given example, the Secure Data Mode Station will listen to
RIP Routes on Interfaces 1 and 2, but will not accept RIP routes sent to it
on interface 3.

Enable Proxy ARP-- Enabling Proxy ARP for a particular interface tells
the base station that when it receives an ARP request for a particular
client connected by that interface, that the base station itself should
respond to the ARP Request, fulfilling the request with information that
isin its IP ARP Table.

For example, Proxy ARP is enabled on interface 2. The IP ARP Table
contains (among others) the following entry:

Table 4-9

IP ARP Table

Interface Physical Address IP Address Media Type
2 00:60:1d:04:4d:88 10.7.3.5 dynamic

Since Proxy ARP is enabled for interface 2, when the base station
receives a broadcast ARP Request for 10.7.3.5, instead of passing the
ARP on to 10.7.3.5, the base station will answer the request with
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information its own IP ARP table, that is: IP Address 10.7.3.5 -> MAC
Address 00:60:1d:04:4d:88.

Proxy ARP is useful in many situations to reduce unnecessary network
traffic, but is especially useful when you have clients in power-save
mode, to prevent them from being ‘woken up' whenever an ARP is done.

Enable BOOTP/DHCP Forwarding -- Select the interfaces for which
you would like the base station to forward BOOTP and DHCP requests
on to the BOOTP/DHCP server, which is specified in 'Forwarding Host’.
Forwarding BOOTP and DHCP requests is necessary when the
BOOTP/DHCEP clients are not on the same IP subnet as the
BOOTP/DHCP server.

If you are using BOOTP/DHCP, forwarding should most likely be
DISABLED for the interface through which the BOOTP/DHCP server is
located, and ENABLED for the other interfaces.

In the displayed screen, the BOOTP/DHCP Server is located via
interface 1, so forwarding is enabled for interfaces 2 and 3, since clients
on interfaces 2 and 3 have no other way of accessing the BOOTP/DHCP
server.

Forwarding Host -- If you have enabled BOOTP/DHCP forwarding for
one or more interfaces, enter the IP address of the BOOTP/DHCP server
or relay agent to which you should forward BOOTP/DHCP requests.

In this example, the BOOTP/DHCP Forwarding host is 10.2.3.1.

Accept RIP-2 for the Following Routes-- In addition to the other
Advanced IP Router features which allow you to accept RIP routes from
particular interfaces, you can specify which RIP Routes you would like
to accept. You are also able to specify the interfaces from which you
would like to accept those particular RIP Routes.

The base station will accept RIP only for three particular routes. In the
More IP Router Setup screen, it was specified that the base station should
listen to RIP Routes on interfaces 1 and 2. This section further specifies
that the base station should listen to the following RIP Routes ONLY':

= 10.17.42.0 (mask 255.255.255.0) only if it comes from interface 1
= 10.20.24.0 (mask 255.255.248.0) only if it comes from interface 2
= 10.220.23.0 (mask 255.255.255.0) on any interface

All other RIP routes will be ignored.
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DHCP Server Setup

The DHCP Server Setup screen is used to set up the base station's
Dynamic Host Configuration Protocol (DHCP) Server feature. The
DHCP Server feature is a basic DHCP Server that can enable any and all
wireless (or other) clients that connect to the base station to obtain their
IP Address information from this Secure Data Mode.

Warning: If you have set up the base station to Obtain IP Address from
DHCP Server on the IP Host Setup screen, do not enter anything in the
Domain Name Info section of this screen. When the base station gets its
own IP Address by DHCP, it will automatically determine the correct
Domain Name information. You should, however, set up the IP Range
and Gateway/Router Info section and select the correct interface.

Note: This screen is only available when the Enable DHCP Server
checkbox has been selected on the General Setup screen.

Figure 4-62
DHCP Server Setup window
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Offered IP Address-- Enter the beginning and ending IP addresses for
the IP address range that the Secure Data Mode Station should offer to
DHCP clients. When DHCP requests are received by the Secure Data
Mode Station, it will offer the IP Starting Address to the first client, and
increment the IP address offered to each consequent DHCP client until it
reaches the IP Ending Address. IP Address leases must be renewed by
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the DHCP client within the given Lease Time, or the IP Address will be
made available to another client.

Note: The Secure Data Mode Station does NOT store DHCP address
assignments between restarts. If the Secure Data Mode Station is
rebooted, it will ARP for each address in the provided address range,
recording which client is using which IP address.

Note: Be careful not to include the default router's IP address in the
Offered IP Address range.

Default Router Address-- Enter the default router IP address for the
Secure Data Mode Station's DHCP clients.

Note: The default router IP address must be outside of the range defined
by the Offered IP Starting Address and Offered IP Ending Address.

Default Router Mask-- Enter the subnet mask for the default router, or
click the Select button to display the IP Mask List, and select a subnet
mask from the list.

Lease Time in Minutes-- A DHCP lease is the amount of time that the
DHCP server grants permission to the DHCP client to use a particular IP
address. Enter the lease time (in minutes) for your DHCP server.

DNS Server IP Addresses-- Enter the IP address for the DNS server.

Warning: If you have set up the base station to Obtain IP Address from
DHCP Server on the IP Host Setup screen, do not enter any DNS server
IP addresses or a domain name. When the base station gets its own IP
Address by DHCP, it will automatically determine the correct Domain
Name information. You should, however, set up the IP Range (IP
starting and ending addresses) and Gateway/Router Info section and
select the correct interface.

Domain Name-- Enter the name of the domain.

Warning: If you have set up the base station to obtain IP Address from
DHCP Server on the IP Host Setup screen, do not enter any DNS server
IP addresses or a domain name. When the base station gets its own IP
Address by DHCP, it will automatically determine the correct Domain
Name information. You should, however, set up the IP Range (IP
starting and ending addresses) and Gateway/Router Info section and
select the correct interface.
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Enable DHCP Server on Interface-- Select the interface on which you
wish to enable the DHCP server.

Set Up Outgoing Network Address Translation (NAT)

Outgoing Network Address Translation (NAT) allows multiple
computers to share a single IP address to connect to an IP network,
including the Internet. This allows homes, small businesses, and Internet
Service Providers to have Internet service for all of their computers
without having to pay for additional IP addresses. The NAT feature
serves as a simple firewall for incoming connections, since only traffic
initiated by an interior computer is permitted through the NAT.

In the screen shown below, when the client 10.0.1.1 wants to send data to
the Internet, the access point will take the packet, replace the return
address of 10.0.1.1 with 140.254.5.147, and then send the packet to the
Internet. When a response comes from the Internet, the access point
sends it to the correct client in the local address space.

Note: This screen is only available when the Enable Outgoing NAT
checkbox has been selected on the General Setup screen.

Note: You do not need to turn on Outgoing NAT if you are using
Incoming NAT, and vice versa. Incoming NAT only needs to be
configured if servers in the local (private) address space need to connect
with clients in the global (public) address space.

Figure 4-63
Outgoing NAT Setup window
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Public IP Address-- The IP address/mask seen by the external network.

Note: The IP address and subnet mask must be the same as the one in the
IP Setup dialog under the Setup menu.

Public IP Mask-- The IP mask seen by the external network.

Note: The IP address and subnet mask must be the same as the one in the
IP Setup dialog under the Setup menu.

Select IP Mask Button-- Clicking this button displays the IP Mask List,
which the shows the IP Masks that can be used as public or private IP
masks for outgoing NAT. The list consists of all possible subnet masks,
and represents the range of addresses that will be translated.

Private IP Address-- The IP address that is seen by the local/internal
network.

Note: The IP will be combined with the subnet mask, and the range of
addresses that results will be translated. This range of IP set must match
the addresses of the clients that connect to the base station.

Private IP Mask-- The IP mask that is seen by the local/internal network.

Note: The IP will be combined with the subnet mask, and the range of
addresses that results will be translated. This range of IP set must match
the addresses of the clients that connect to the base station.

Inhibit Private NAT IP Address through this interface

This option allows you to select one or more interfaces in which NAT
will not be permitted. By default, no interfaces are selected. To select
more than one interface, hold down the <Ctrl> key and click the names
of the interfaces you wish to inhibit. Typically, you will inhibit the
public interfaces because you will generally have users behind the
private side (i.e., the private side is NATed to the public side).

Therefore, you must inhibit the interface used on the public side,
whichever it may be. For example, in the screen shown below, the
Ethernet 10.* network is NATed to the 140.* public wireless network.
Therefore, NAT must be inhibited on the public interface, in this case the
802.11 interface. To do this, you would select 802.11 from the list, and
click the OK button.
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Set Up Incoming Network Address Translation (NAT)

Incoming Network Address Translations (NAT) is used to redirect
requests to servers in the local address space based on the port of the
request. If, for example, the client at local address 10.0.1.2 is serving
web pages, and a request comes to the access point on that port for a web
session, then the request will be forwarded to the web server on 10.0.1.2.
The server will respond with the web page to the address of the original
request.

Note: This screen is only available when the Enable Incoming NAT
checkbox has been selected on the General Setup screen.

Note: Incoming NAT only needs to be configured if servers in the local
(private) address space need to connect with clients in the global (public)
address space. You do not need to turn on Incoming NAT if you are
using Outgoing NAT, and vice versa.

To set up incoming NAT:

1. From the Setup tab, select General Setup. The General Setup screen

is displayed.

Make sure that the Enable IP Routing checkbox is unchecked.

3. Select the Enable Incoming Network Address Translation checkbox,
and then click OK to close the General Setup screen.

4. Click the Incoming NAT button on the Setup tab. The Incoming
Network Address Translation Setup screen is displayed, and any
public and private IP address/port pairs that you have previously
defined are displayed in the window.

N

Figure 4-64
Incoming NAT Setup window
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Figure 4-65

IP Addresses/Ports-- This window displays the public and private IP
address/port pairs that you have previously defined.

Public IP Mask-- The public subnet mask for your local (internal)
servers in the dialog. The public IP mask is paired with the Public IP
address on the Input IP Address screen, as shown in the screens below.

Note: The public IP Mask must be the same subnet mask that was used
in the setup of the external (or global) address of the base station.

Private IP Address-- The private IP address for your local (internal)
servers in the dialog.

Note: The Private IP Address must be the same as the address and subnet
mask that was selected for your internal network.

Private IP Mask-- The private subnet mask for your local (internal)
servers in the dialog.

Note: The private IP Mask must be the same as the subnet mask that was
selected for your internal network.

Add IP Address/Port Pairs-- Clicking the Add button displays the Add
IP Address/Port Pair screen is used to add new pairs of incoming ports,
and the IP address to which they should be directed.

Input IP address/Port (NAT) Setup window

Input IP. Address/Port Pair @@

Public
IP |

Port |

Private Server
IP |

Port |

Eo DR Cancel |

Public IP Address-- The public IP address for the service you wish to
use. On the incoming NAT, there can only be one public address. You
can map ports to specific local servers, but you must use the same public
IP address, as configured on the incoming NAT screen.
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Note: The Public IP address is paired with the Public IP mask on the
Incoming Network Address Setup screen, as shown in the screenshots
below.

Public Port-- The public port for the service you wish to use. For a
discussion of the ports on which well known services run, see
http://www.tatanka.com/doc/technote/tn0081.htm.

Note: The public IP address must be the same for different local servers,
but the port will be different (e.g. different ports for SMTP, FTP, web
servers, etc.).

Private Server IP Address-- The local (private) IP address of the server
to which the request should be forwarded.

Private Server Port-- The local (private) port on the server to which the
request should be forwarded.

Set up IP/UDP/TCP Filters-- Select the Firewall option from the Setup
Tab to set up the IP TCP/UDP firewall (filtering) features.

IP Firewalls are used to restrict access between (sub) networks to certain
IP hosts, types of IP packets, or connections to certain ports. You can set
up the firewall to completely block all external IP traffic, or restrict
access to certain machines, ports, or packet types.

Note: You must select the Enable IP/TCP/UDP Security Filters
checkbox on the General Setup screen in order to access this screen.

Remote IP Address and Mask-- This column of the TCP/UDP Filter
List displays the IP Address and Subnet Mask of the (un-trusted) remote
sub network or machine for which you have chosen to set up this IP
UDP/TCP filter.

Local IP Address and Mask-- This column of the TCP/UDP Filter List
displays the IP Address and Subnet Mask of the local sub network or
machine that is being protected by this particular firewall filter.
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Figure 4-66

Firewall Setup window
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Figure 4-67

Add/Edit IP Address Mask Pair

The Add/Edit IP Address Mask Pair screen is used to enter both the IP
Address and Subnet Mask of both the local network (or machine) you
would like to protect and the remote network (or host) you would like to
protect it from.

A particular filter is applied only to traffic between the specific local and
remote networks (or hosts) shown in the list. If you wish to filter all
traffic, set the Remote IP Address and Subnet Mask both to '0.0.0.0".

Input IP address (Firewall) Setup window

Input IP Address Mask Pair E|®
Remote Rermoate Mask
| | Select
Local Local Mask
| | Select
Cancel |

TCP Security Filters

To set the TCP ports to which a given filter will be applied, select the
filter you want to modify in the TCP/UDP Filter List and click the TCP
Ports button.
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Figure 4-68
TCP Security Filter Setup window

TCP Security Filters - 10.10.10.0 255, 2565.255.00 <-> 10.10.1.0 255.255. 255.0

Selected TCP

Tel o
25 SMTP / E-Mail J

43 Whoi
8§ TACACS - Loaip HostSevice T
< J—

Discard
pir's 55H Rermnote Eogm
65 TACACS-Database Service R
g9 TFTP Trivial File Transfer

95 POUP - U|r1ua| termmal serer

111 ﬁlll\ll‘\l‘\(“ .

[~ Enable Remote Server Auto FTP Back Channel

[~ Enable Local Server Auto FTP Back Channel Port Options 0k, | Cancel
[~ Enable Remote Server TCP Ports »= 1024
[~ Enable Local Server TCP Ports »= 1024

Cusgtorn TCP

TCP Port Options

Clicking the Port Options button on the TCP Security Filter screen
displays the TCP Port Options screen. To set how the firewall filter is
applied for a given port, select the port (or the line labeled 'All other
ports') from the Selected TCP Ports list, and click on the 'Port Options'
button. This will display the window below, which you can click on for
more information. If you select the line 'All Other Ports' and then click
the 'Port Options' button, you will see a screen similar to the one
described in the UDP Port Options screen.

Figure 4-69
TCP Port Options Setup window

TCP Port Options

Local Connections to Remote Servers Remote Connections to Local Servers
¢~ Permit  Deny  Permit & Deny
[~ Log TCP Establish I~ Log TCP Establish
[~ Trap on TCP Establish [~ Trap on TCP Establish
- r
r~ r
ey T Cancal

UDP Port Filters

To set the UDP ports to which a given filter will be applied, select the
filter you want to modify in the TCP/UDP Filter List and click the "'UDP
Ports' button.
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Figure 4-70
UDP Port Options Setup window

UDP Security Filters - 10.10.10.0 255.255,255.0 <-> 10.10.1. 00 255, 255, 255.0

----- Selected UDP Ports
< all ports >

8 Bootb/DHCP Chopt

ootp ien —
173 NTP - Netwark Time Protocol fd
137 MNetBIOS Name Service
1% NeEIOS Datagram Service v

<___

Less Frequently Used LDP
7 Echo LIDP packets
q Uiscard UDP packets
43 TACACSE - Login Host Service .

il Kerberos Distributed Authentication Mechanism
11 SUMRPC - Sun Remaote Procedure port-maper
I v

MAPR A o] Pros

ﬂ

Custarn UDP Port

Port Options Cancel

UDP Port Options

Clicking the Portion Options button on the UDP Security Filters screen
displays the UDP Port Options screen. To set how the firewall filter is
applied for a given port, select the port (or the line labeled 'All other
ports’) from the Selected UDP Ports list, and click on the 'Port Options'
button. The window displayed below is for the 'All Other Ports' line,
which sets the filter settings for all ports not explicitly listed in the
Selected UDP Ports list. See TCP Port Options for an example using a
specific port.

Figure 4-71
UDP Port Options Setup window

UDP Port Options 2]

&ll Others Port Options
" Permit & Deny
[~ Log All Packets

[~ Trap All Packets
=

=

O Cancel

Firewall Setup Options

The Firewall Setup Options screen allows you to set handling options for
a particular filter. Select the filter from the list on the Firewall Setup
screen, and then click the Options button to display the following options.
Alternately, you can simply double click the filter in the list to display
the Firewall Setup Options screen.
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Figure 4-72

Firewall Option Setup window

Options Setting E]@

-
[~ Permit |P Source Routed Packets

[~ Permit Fragments

[ Respond with Unreachable Messages

[~ Log Mon UDP/TCP & Source Routed & Fragment Packets
[~ Trap Mon UDP/TCP & Source Routed & Fragment Packets

Cancel

Enable Data Encryption-- Select this option if you wish to enable the
data in packets sent between the IP hosts or subnets specified in this filter
to be encrypted/decrypted by the Secure Data Mode Station. This option
is not available if Data Encryption is not enabled on the General Setup
screen.

Permit Non UDP/TCP Packets-- Select this option if you would like
the Secure Data Mode Station to allow IP packets that are neither TCP
nor UDP, such as ICMP. The firewall does not have specific filters for IP
protocols other than TCP, UDP, and ICMP. If you want to deny other
relatively rare protocols, do not select this checkbox.

Permit IP Source Routed Packets-- Select this option if you want the
Secure Data Mode Station to allow Source-Routed IP packets to the local
hosts protected by this filter. Source-Routed packets contain routing
information inside the packet headers, instead of allowing network
routers to decide the best route for the packet. They are primarily used in
network troubleshooting, but may be used to 'fool’ the firewall that the
packets are coming from a trusted host. We strongly recommend that you
do not permit source routed packets.

Permit Fragments-- Select this option if you would like the Secure Data
Mode Station to permit fragmented IP packets to be passed through the
firewall. IP packets may be incorrectly fragmented, creating security
problems for hosts that may not properly handle incorrectly fragmented
IP packets.

Respond with Unreachable Messages-- Select this option if you want
the Secure Data Mode Station to respond to remote hosts attempting to
connect to local machines with Destination Unreachable messages when
the connection is denied by this security filter.
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Log Non UDP/TCP & Source Routed & Fragment Packets-- Select
this option if you want to log to the syslog for all packets that are not
UDP/TCP, are source-routed, or are fragmented.

Trap Non UDP/TCP & Source Routed & Fragment Packets-- Select
this option if you want the Secure Data Mode Station to SNMP Trap
messages whenever a non-TCP or non-UDP, Source Routed, or
Fragmented IP packet is received by the Secure Data Mode Station.
SNMP Traps are sent to the SNMP Trap Host specified in SNMP Setup.

Record Non UDP/TCP & Source Routed & Fragment Packets--
Select this option if you want the Secure Data Mode Station to record all
packets that are not UDP/TCP, are source-routed, or are fragmented.

IP Protocol Filters

Clicking the IP Protocols button displays the IP Protocol Filters screen,
which allows you to set the IP protocols to which a given filter will be
applied. Select the filter you want to modify on the Firewall Setup
screen, and click the IP Protocols button.

Less Frequently Used IP Protocols-- This list displays some of the less
commonly used protocols that run over IP If you wish to filter one of
these protocols, select it and click the [ -> ] button. Then set the action
to take using the Protocol Options button.

Selected IP Protocols-- Select one of the protocols added to the list and
then click the Protocol Options button to set the action for this protocol.
Select “All Protocols™ or "All Other Protocols™ to set a default action
when a packet is received from a protocol for which no action has been
defined.

Figure 4-73

IP Protocol Filter Setup window
IP. Protocol Filters — 1L 10.10.0 255.255.255.0 <-> 10.10.1.0 255, 255. 255.0

" ................................................ Selected IP Protocols

47 General Routing Encapsulation —
=] Encap Security Payload for [Py J
51 Authentication header for IPvE
G P v
<___

Less Frequently Used IP Protocols(aother than
: GER - Gateway to Gateway
d b
ag QSPFIGR
12 YRRP - Yirtual Router Redundancy s
Custorn [P Protocol
| —>

Brotocol ODtionsl [0]4 | Cancel |

WLAN Cable Access Point 6220 CSU NTPM99CA Rel 2.0 Issue 5 Dec 2005



134

Figure 4-74

Custom IP Protocol-- If you wish to explicitly allow or deny access to a
given IP protocol not listed in the two panels above, you can add that
protocol to the list by simply typing it in the Custom IP Protocol field
and clicking on the right arrow button [->] next to the text field. You do
not need to add a protocol to the list unless you have specific
requirements for that particular protocol.

IP Protocol Options

Clicking the Protocol Options button displays the IP Protocol Options
screen, which allows you to define an action to take when data using that
protocol is sent or received. When you select a protocol to filter, you
will need to define an action to take when data using that protocol is sent
or received. Initially, you will need to indicate whether you wish to
permit or deny that protocol. In addition, you can optionally choose to
log, trap, or record all packets, and to dynamically deny all other
protocols.

IP Protocol Option Setup window

IP Protocol Options @E

&ll Others Protocol Cptions
" Permit  « Deny

[~ Log &ll Packets

[~ Trap &l Packets

Permit All Other Protocols Button-- Select this button if you wish to
permit all other protocols.

Deny All Other Protocols Button-- Select this button if you wish to
deny all other protocols.

Log All Packets-- Select this checkbox if you wish to log all packets.
Trap All Packets-- Select this checkbox if you wish to trap all packets.

Record All Packets-- Select this checkbox if you wish to record all
packets.

Dynamically Deny All Other Protocols-- Select this checkbox if you
wish to dynamically deny all other protocols.
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Outgoing ICMP Filters

Clicking on the Outgoing ICMP button on the Firewall Setup screen
displays the Outgoing ICMP Filters screen, which allows you to permit
or deny ICMP packets from going out from the local to remote interfaces.
This allows you to deny diagnostic messages requested by internal
(private) sources in this filter from being sent to external (un-trusted)
machines.

Figure 4-75
Outgoing ICMP Filter Setup window

Permit Outaoing Echo Regquest and Incorming Reply
Permit Cutgoing Time Request and Incoming Reply
Permit Outgoing Info Request and Incoming Reply

Permit Cutgoing Mask Request and Incoming Reply

<l <l <1 «

Permit Cutgoing Destination Unreachable
FPermit Outgoing Source Quench

<l

Permit Qutgoing Redirect
Permit Outgoing Time Excesded

<l <<

Permit Outgoing Parameter Problerm
Permit Other Outgoing ICMP Packets

Deny All Cancel

Permit Cunsegative|

_|

Permit Outgoing Echo Request and Incoming Reply-- Permit Echo
(ping) Requests sent from local stations to remote stations, and the
remote stations' replies.

Permit Outgoing Time Request and Incoming Reply-- Permit local
stations' Time Requests sent to remote stations and the replies from
remote machines.

Permit Outgoing Info Request and Incoming Reply-- Permit local
stations' Information Request packets sent to remote stations, and the
remote stations' replies.

Permit Outgoing Mask Request and Incoming Reply-- Permit local
stations' Mask Request packets sent to remote stations, and the remote
stations' replies.
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Permit Outgoing Destination Unreachable-- Permit Destination
Unreachable packets generated on the (private) local network to be sent
to external machines

Permit Outgoing Source Quench-- Permit Source Quench messages
generated by gateways on the local network to be sent to remote
machines sending packets to that gateway.

Permit Outgoing Redirect-- Permit Redirect messages generated by
gateways on the local network to be sent to remote machines sending
packets to that gateway.

Permit Outgoing Time Exceeded-- Permit Time Exceeded messages
generated by gateways on the local network to be sent to remote
machines sending packets to that gateway.

Permit Outgoing Parameter Problem-- Permit the local network to
send Parameter Problem messages to the remote network when there was
a problem with the header parameters of a packet.

Permit Other Outgoing ICMP Packets-- Permit other ICMP packets
not listed above to be sent from the local network to the remote network.

Permit All Button-- Clicking this button selects all checkboxes on the
Outgoing ICMP Filters screen.

Deny All Button-- Clicking this button de-selects (un-checks) all
checkboxes on the Outgoing ICMP Filters screen.

Permit Conservative Button-- Clicking this button automatically
selects all checkboxes on the Outgoing ICMP Filters screen except for
the Permit Other Outgoing ICMP Packets checkbox.

Incoming ICMP Filters

Clicking on the Incoming ICMP button on the Firewall Setup screen
displays the Incoming ICMP Filter screen, which allows you to permit or
deny ICMP packets from coming in from 'remote’ to 'local’ interfaces.
This allows you to deny diagnostic messages requested from external
(untrusted) sources in this filter from being sent to your local (private)
machines.
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Figure 4-76
Incoming ICMP Filter Setup window

Permit Incoming Echo Bequest and Outgoing Reply
Ferrmit Incorming Time Reguest and Outgoing Reply
Permit Incorming Info Request and Outgoing Reply

Permit Incorming Mask Request and Outgoing Reply

Fermit Incorming Destination Unreachable
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Permit Incorming Redirect
Permit Incorming Time Exceeded
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Permit Incorming Parameter Problem
Fermit Other Incoming ICMP Packets

Deny All Cancel

Permit Cunsegative|

1 1

Permit Incoming Echo Request and Outgoing Reply-- Permit Echo
Requests sent from remote (un-trusted) computers to be sent to machines
on the local (private) network, and allow the local machine to reply to
them.

Permit Incoming Time Request and Outgoing Reply-- Permit
Timestamp Requests sent from remote (un-trusted) computers to be sent
to machines on the local (private) network, and allow the local machine
to reply to them.

Permit Incoming Info Request and Outgoing Reply-- Permit
Information Request packets sent from remote (un-trusted) computers to
be sent to machines on the local (private) network, and allow the local
machine to reply to them.

Permit Incoming Mask Request and Outgoing Reply-- Permit Mask
Request packets sent from remote (un-trusted) computers to be sent to
machines on the local (private) network, and allow the local machine to
reply to them.

Permit Incoming Destination Unreachable-- Permit Destination
Unreachable messages generated by remote computers to be sent to
machines on the local network.

WLAN Cable Access Point 6220 CSU NTPM99CA Rel 2.0 Issue 5 Dec 2005



138

Permit Incoming Source Quench-- Permit Source Quench packets
generated by gateways on the remote network to be sent to gateways on
the local network.

Permit Incoming Redirect-- Permit ICMP Redirect packets generated
by gateways on the remote network to be sent to machines on the local
network.

Permit Incoming Time Exceeded-- Permit Time Exceeded messages
generated by machines on the remote network to be sent to machines on
the local network.

Permit Incoming Parameter Problem-- Permit Parameter Problem
messages generated by machines on the remote network to be sent to
machines on the local network.

Permit Other Incoming ICMP Packets-- Permit other ICMP packets
not listed above to be sent from the (un-trusted) remote network to the
(private) local network.

Permit All Button-- Clicking this button automatically selects all
checkboxes on the Incoming ICMP Filters screen.

Deny All Button-- Clicking this button automatically de-selects (un-
checks) all checkboxes on the Incoming ICMP Filters screen.

Permit Conservative Button-- Clicking this button automatically
selects the following checkboxes on the Incoming ICMP Filters screen:

= Permit Incoming Echo Request and Outgoing Reply
= Permit Incoming Destination Unreachable

All other checkboxes are automatically de-selected (unchecked).
Add Authentication Record

The Add Authentication Record screen is used to add an SNMP-based
username/password firewall authentication bypass class. The
Authentication class works much like a UNIX user group does; you can
specify what types of packets a person in this authentication class can
pass through the firewall when logged in with the approved username
and password.
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Figure 4-77
SNMP Authentication Record Setup window

Add Authentication Becord

Suthentication Class

Cancel

Authentication Class Number-- Enter a number for an SNMP-based
username/password firewall authentication bypass class. The
Authentication class works much like a UNIX user group does; you can
specify what types of packets a person in this authentication class can
pass through the firewall when logged in with the approved username
and password.
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Administration

The WLAN Cable Access Point 6220 CSU has the following
management and operational features listed below:

Saving Configuration
Loading new Configuration
Uploading Software

Rebooting the remote station
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Saving configuration

Saving the current configuration settings to the hardware device is a one-
step process:

Use this File Menu option to save the base station configuration
parameters to the location from which they were read. If the
configuration was read from a base station, it will be saved to the CSU
from which it was read. If the configuration was read from a file, the
modified configuration will be saved back to that file.

To import a saved configuration to an CSU, first connect to the base
station using Open Remote Config, then use Import Config File.

1. From the File Menu, select Save Config.

Figure 5-1
Save Config Menu

TSR NT. TAZ00 = WLAN Cable AP Configurator

[AEl Yiew Halk
Open Cosfig/Bin File.., CvieD | Monito | Analyze Sétg
dpan famaote Conly,, k

=i Ganeal Seup | Secune Mode Access List |
Savy Config File A, L Inderface Seup | |
=TT
Impie Cianfig File [l | J
\hoad Za Oelice A
st Celicn Bridging | fdvantad Fathestic aion
Fiegaot Remods,
P Mgt

Lrt W =
o | |

Ts , bl |
Enter an IP sddneds o sebec bom sbavwe | RADIIS Server |
[T T T e Sysmm Accass |

Conligurs Memote
OF Enter & Banene & confgus
Configurs This Fila | Browsa, .,
[ Gave B Curmanl Coniguraiion a8 [ 5 2]

2. Click on the “Yes’ button

Figure 5-2
Confirm Save Config Window

Bridge/Brouter Configuration Program, | £

9 Configuration will be saved to
- 198,17, 74, 200,
Do you want to procesd?

e o Cancel
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3. The message box will be displayed, as shown below, and then left click on
the OK button.

Figure 5-3
Reboot Message Dialog Box

Bridge/Brouter Configuration Program

- Cnnfi?uratinn has been saved to
\ l) 19817, 74,200
The remote bridae is now entering its Flash ROM reprogramming cycle and
will reboot shortly, This will take about 15 seconds,

4. Just after this saving, APU or CSU will be restarting automatically.

Loading new configuration

The 'import config file' option enables you to ‘copy’ the parameter values
that you entered to configure the first Secure Data Mode Station to the other
units. The “import config file” option enables you to ‘copy' the parameter
values that you entered to configure the first Secure Data Mode Station to
the other units.

1. From the File menu, select Open/Config Bin File.

Figure 5-4
Open Config/Bin File Menu

THE. 1L 28200 = WLAN Coable AF Conlisgguralor

= . Monor | Anslyze Setup |
Cpen Remote Confln.,, —
Save Conlig Ciles = l Gl Setup | mncure Made Access List ]
Gave Config File As... e [ interiace Setup | |
Sl
Imput Comlig Filee,, \Gnline | ]
. Oinling
Lpilaael ol Cinline Buidging | |
Reboot Remote, .,
1P Hiosst | |
Grouping... v | ]
Exit
T . SNMP | |
Erier an B address or select from sbhove | RADILE Serv |
LTI 200 Eﬂﬁiﬁg FC-01-2F Syshem Accnss
OiF Enter & fllename to confiqure
Configura This File Browse.. |
Open configuralion lile [RcINE
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2. And the browse window will appear.

Figure 5-5
Open Config File Window

open 2
Lock in: | == Removable Disk (E} - £ EB-

£ test

File name: |test
Files of type:  |Config Files (~.crf) | Cancel

3. Select the configuration file in the specific folder, and Click ‘Open’
button,

4. Then, bridge/brouter Configuration Program” screen will appear.

Figure 5-6
Confirm Open Config File Dialog Box

Bridge/Brouter Configuration Program [5__<|

" | J Opened File; E:\test.cnf

5. Left click on the OK button.

Uploading Software

There are ten steps that must be done to import the .bin file and its

corresponding license file. Be sure you have downloaded and know the
location of your files before you start.

1. From the File menu, select Upload Software, and the browse window
will appear.
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Figure 5-7
Upload Software Menu

198.17.74.200 - WLAN Cable AP Configurator
[N Yiew Help

Open Config/Bin Fille... Cirl+d | Monitor | Analyze Setup ]
Open Bemote Config,,, |—4|
Save Conflg CirleS > General Setup | Secure Mode Access List |
Sawe Config File As,,, I Interface Setup I |
Status
Irpart Carfig File,,, Online | |
Online
Online Bridging | |
Reboot Remaote, ,,
IP Host | |
Grouping... 4 | |
Exit
C | 5 SHMP | |
Enter an IP address or select from above | RA&DIUS Server |
|198,17.74.200 iDSD—D%D“—IEEI—FC-m—EF Systemn Access
Configure Remote
OR Enter a filename to configure

Configure This File Browse...

Upload new kernel image to a remote bridge 05:06PM

2. Browse to the location of your .bin file, and select it.

Figure 5-8
Open binary Window

Loole in: |*=u-' Removable Disk (E:) j &k E5-

o e rgotcn-v4. 46 26
[ knrgoten-v4.46-00-052610

File pame: |knrgntcn~4.4E~DD—D525‘l 1] Open

Files of type:  |Kemel Files (* bin) - Cancel

3. Click on the “Open’ button, and the "License Key Setup™ screen will
appear:
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Figure 5-9
License Key Setup Window

License Key Setup

r'ou are attempting to open a kermel image that requires a Licenze Key.
Please select the License Fey file for thiz kemel image.

Licenze Key Information

Product Mame: | Wersion:

MAC Address: |

lzzued by: |

lzsued to: | @
lgsue date: |

Cancel

4. Click on the "Import License Key" button, and an "Open" dialog box
will appear:

Figure 5-10
Open License Key Window

Open E
Look in: | e Removable Disk (E) | e+ B

KNRGHTCN-V400-0

020F6FCO 12F LKF

Flename:  [KNRGHTCN-V400-D020F6FCD12F

Files of type: | Al License Key Files [* LKF) | Cancel

5. Select the license file that corresponds to the Ethernet MAC of the unit
you are working with. (If you have "Licenses for this MAC address"
selected in the file type drop box, only the licenses for the MAC of the
current unit will appear.)

6. Click on the ‘Open’ button
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Figure 5-11
License key setup window

License Key Setup

‘Y'ou are atternpting to open a kernel image that requires a License Key.
Flease select the License Key file for this kernel image.

Licenze Key Infarmation

Product Name; |SG-4250-H Vergion; 400
MALC Address: |00-20-FE-FC-01-2F

lzsued by: |1 Farlet

lssuedte;  [2208MTI+Ca.+Lid =3
lssug date:  |Wednesday, October 06, 2004 O7:

oK Cancel

7. Click on the ‘OK’ button

Figure 5-12
Setup window

knrghtcn-v4.46-00-080509 - WLAN Cable AP Configurator

Eile View Help
Select a device group to scan Manitor ] Analyze Setup l
CocelsieaHetwok e an j General Setup | iecure Data Mode Access Li5|
List of scanned devices Inteface Setup | |
|P Address | hame | Status
1981774200 00-20FGFC-01-2F  Online | T | |
Bridging | Advanced Authentication |
PHost | |
< | 5 sp | |
Enter an IP address or select from above | RADIUS Server |
00-20-F&-FC-01-2F
198.17.74.200 gl S e
0OR Enter a flename to configure
Configure This File Browse. .. |
JFor Help, press F1 10:04PM

8. You can see an initial setup windows and then, From the File menu,
select upload software as below.
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Figure 5-13
Selecting Upload Software

knrghtcn-v4.46-00-080509 - WLAN Cable AP Configurator

=N View Help

Open Config/Bin File... Ctrl+0 i
Sety
Open Remote Config... i l R ? l
Save Config Cirl+5 ]v General Setup | iecure Data Mode Access Lig
Save Config File As... | |
Interface Setup
Import Config File... :@
ZF Online -

| boscFrowed |
Reboot Remote. .. Bridging | Advanced Authertication |
Grouping... 3 IP Host | |
Exit | |
< | 5 s | |
Enter an [P addiess or select from abowve | RADIUS Server |

(00-20-F5-FC-01-2F
198.17.74.200 e T T
OR Enter a filename to configure
Configure Thiz File Browze. ..
Upload new kernel image to a remote bridge 10:04PM
Figure 5-14

Enter IP address dialog

Enter IP Address

Remate IP Address 19217 74.200
Fead\wfrite Password lﬁ

[ This device iz in my local subnet

SMHMP Secure Configuration

EoEY

Pazzword

Only uged when secure configuration is enabled.

1]4 | Cancel ‘ Scan |

9. Enter the IP address of the unit to upload new software binary and Click
on the ‘OK’ button.
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Figure 5-15
Uploading Confirmation Dialog 1

Bridge/Brouter Configuration Program

gy Youare about to reload the remote system 193, 17,74, 200 with the software in file C:\Documents and
\_'\-/ Settings\Inyoung Lee\Desktop\Newbinaries on & 25 2004%nrghton-v4, 46-00-080509.bin Version#: 4.46 BuildType:
knrghtcn and with the configuration that is currently on the Setup menus.

Do you still want to continue with the upload?

Yes

10. Click on the ‘OK’ button

Figure 5-16
Uploading Confirmation Dialog 2

Bridge/Brouter Configuration Program

i Opened File; C:\Documents and SettingsiInyoung Lee'\Desktop\Mewbinaries on & 25
2004%nrghton-v4, 46-00-080509.bin

11. Click on the ‘OK’ button

Figure 5-17
Uploading Binary Information Dialog Box

Bridge/Brouter Configuration Program

9y Youare about to reload the remote system 198, 17,74, 200 with the software in file C:\Documents and
\'\I/ Settings\Inyoung Lee\DesktopiMewbinaries on 8 25 2004%nrghton-v4, 46-00-080509, bin
Version#: 4.496
BuildType: knrghtecn
SMMP Trap Password:
SMMP Read Only Password:
SMMP Read Write Password:
System Access Password:

If any of the displayed values are incorrect, you should change them on the appropriate setup menu prior to
completing this upload.

Do you still want to continue with the upload?

Yes

12. Click on the *OK” button
13. “Saving ....Please be patient” screen will appear as below
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Figure 5-18
Saving software uploading window

_ karghtcn-v4.46-00-080509 - WLAN Cable AP Configurator

i~ Select a device group to scan- i Moni‘[gr! Analyze  Setup ]
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BuildType: knrghtcn Saving...
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SMMP Read Write P

System Access Passy ; ;
ormething that gives an

If any of the displayeqd lanation. o
completing this upload

Do you still want to co

=]

0OF Enter afilename to configure

Confiqure This File J Browse... 1

For Help, press F1 [10:08PM | [ i 4

14. Click on the ‘OK’ button

Figure 5-19
Reboot Message Dialog Box

Bridge/Brouter Configuration Program

Image update complete.
' The remote bridge is now entering its Flash ROM reprogramming cyde and
L

will reboot shortly, This will take about 30 seconds.

15. Click on the *OK” button
16. Software Uploading complete.
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Reboot a Remote Station(APU and CSU)

The Reboot Remote option of the file menu allows you to reboot remote
devices if stations get dropped from the network.

Please follow the rebooting procedure to reboot a station from a remote
location.

1. Select File/Open Remote Config.

2. Enter the IP address and read/write password for the target base station.

3. Once the configuration has been read from bridge, select File/Reboot
Remote.

4. The APU or CSU will restart and run startup diagnostics.

Note: After approximately 60 seconds, the unit will start bridging operation
using the configuration parameters as they were stored in the remote station
prior to the Reboot.

Note: If you would like to display the configuration file or monitor the
unit's performance after a Reboot, you may have to wait until the unit
completes the start-up diagnostics. Once the startup diagnostics are
complete, the unit can be accessed again.
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Troubleshooting
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1. Why can CSU setup a radio connection to the APU?

Such situations are caused by various reasons as below:
- Mismatching between the radio setup parameter of APU and that of CSU
+ Radio Channel
+ Network 1D (NWID)
+ WEP Encryption Key
- Radio Link Designing Problem(Link Distance, Antenna Direction and so
on)

2. How many CSU subscribers can connect to a single WLAN Cable Access
Point (APU Secure Data mode)?

Eight CSU subscribers can connect to a single WLAN Cable Access Point in
secure data mode.

3. How does the number of CSU Secure Data modes affect wireless
throughput?

As more CSU Secure Data modes are added, the APU Secure Data mode Base
Station mode is still able to effectively manage the throughput of the overall
wireless link. Just as on any shared medium, each station's throughput is
determined by the overall usage of the wireless link. The more stations
transmitting on the link at a time, the lower each individual station's throughput
goes. However, Secure Data mode performs in such a way that up to a point, the
more heavily loaded the network becomes, the higher the overall throughput
becomes.

For example, due to the intricacies of our Adaptive Dynamic Polling algorithms
and Secure Data mode 'fairness’ principles, a single-user FTP session does not
use all of the possible wireless bandwidth. But when performing several
different transfers to and from different CSU Secure Data modes, the actual
overall bandwidth of the Secure Data mode network increases. In general, the
heavier a Secure Data mode network is loaded, the higher the total bandwidth
used becomes.

4. How do I check throughput?

Network throughput can be tested and analyzed using the Ping Fill test. This test
dynamically fills the network connection with ICMP Echo (ping) packets and
waits for the responses from the target station. Since each packet sent is echoed
back to the sender, this tests the overall wireless throughput in both directions.
Choosing the correct parameters is crucial to obtaining accurate Ping Fill test
results. The speed at which the target station responds to the ICMP Echo packets
is crucial to correctly assess the speed of the wireless link.
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The IP stacks in some PC operating systems, such as Microsoft Windows, often
do not respond quickly enough to the ICMP Echo packets to obtain an accurate
assessment of your network throughput. When running the Ping Fill test to a
Microsoft Windows system, your results may be slightly lower than normal
throughput.

5. How do I read the configuration from a device if I cannot see the unit in the
local scan window?

The only devices that will display in the Configurator local scan window are the
units in the same subnet as your management computer. For example your PC
has an IP address 64.22.33.13 with a subnet mask of 255.255.255.0 and your
device has an IP address of 65.23.11.2 with a subnet mask of 255.255.0.0. The
device in question would not display in your local scan window.

Even though you may be able to ping the unit it may not be visible in the local
scan window. In the Configurator, select the file menu, and then open remote
config and then type in the IP and the password. It may be necessary to select
the "this device is in my local subnet” check box to actually read the
configuration from the unit. Attempt to read the configuration with it un-checked
first. If the configuration cannot be read try with this box checked.

6. | seem to have lost or forgotten the read/write password to manage my
product.
How can | get back in to manage the unit?

If the read/write password has been lost or forgotten, there is only one thing that
can be done about this in order to be able to manage the unit again. The unit
must be put into force reload mode and the firmware must be reloaded. All
configuration settings will be lost. Physical access to the unit is required in order
to accomplish this procedure.

7. 1 am performing a wireless link test from a CSU Secure Data mode and one
of my CSU Secure Data modes on the other side of my base station is
showing up, is this a problem?

It is a normal function to be able to see the other units in the wireless link test
this way. This shows you what devices are within range so that the radio can
"hear”. As long as the units are set as Secure Data mode CSU Secure Data
modes, there is no way they will actually be communicating with each other.
They are receiving radio signals from each other that they have to interpret and
dump. This is not an optimal solution and should be changed when it is practical
to do so by isolating antennas, changing polarity or reducing output power if
possible.
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8. Please provide the list of parameters for the different levels of signal

strengths i.e. No Connection, Poor, Acceptable, Good, and Excellent. How
do I determine what is good and bad?

What these values will mean, is somewhat specific to the environment being
worked under. For example, a Signal to Noise Ratio of 15 may be fine for one
area and 15 may not work very well in a high noise area. So here are some
general guidelines. Keep in mind all the information below is related to Secure
Data mode, for 802.11b mode replaces retransmit with dropped packets:

There are some further items to note:

Link planning should be done in your general geographic area and your links
should be set up with an extra margin that your company determines.

Links are best performed when possible with high gain antennas as opposed to
low gain amplified antennas

Noise is typically introduced by failing amplifiers and problems with connectors
and defective radios. Signal typically drops with bad cabling, connectors or
antenna misalignment, radio power issues Network ID and Channel values being
the same, may help stability in marginal links.

Marginal (sporadic links) typically occur in SNR ranges from 5-9, 10-15 usually
will keep association with retransmits or some packet loss. SNR from 16 and up
usually are acceptable for every day operation.

If SNR is over 25 and throughput is poor, overdriving or multi-path may be the
cause of the problems.

Secure Data Mode Station Entries - Provides information on octal packet,
retransmitted packets and failed packets. A value other than 0 under failed
packets typically points to a link issue. Keep in mind TC retransmits a packet 9
times, (with the initial packet 10 total).

This has occurred and the packet has been dropped when a failure occurs.
Retransmits should be 15% or less of total transmits, this may indicate signal,
noise or antenna alignment issues.

Remote Statistics - Check each Ethernet Interface, any errors or collisions may
be signs of link speed or greater network related issues.

Check each wireless interface. Specifically, compare the Frame Check Sequence
errors to the bytes in values. Typically FCS occurs on any wireless connection.
This should only be a concern if the value exceeds approximately 10% of the
bytes in value. This may be an indicator of signal/multi-path issues.
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9. Can I block unwanted MAC addresses from the Ethernet interface?

It is possible to set an Access Control List to set all of your allowable MAC's on
the Ethernet (everything else on the Ethernet will be denied) by reading the
configuration from the unit with the WLAN Cable AP Configurator. Go to the
Setup tab -- General Setup -- Select the Mac Authentication Access control radio
button and click OK. Then select the Setup tab -- Advanced Authentication --
check the Access Control List and then click the Setup button. Add all your
allowable MAC's and select the Ethernet interface to apply the ACL.
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Appendix A. Specification

General

(@]

Case: Aluminum alloy steel (Body), RADOME
o Size: 180 (W) x 239 (L) x 81 (D) (mm)
7.08 (W) x 9.40 (L) x 3.19 (D) (inch)
Weight: 1.3 Kg/2.8659 Ibs
Elements: Access Point, POE Splitter, Built-in Antenna in CSU body,
RADOME
Ports: POE Ethernet Port(RJ-45/CAT5), 12V DC Jack
Temperature: -40 ~ 65 °C (Operating)
Power supply(Option): 802.3af compliant POE Injector (45V DC, 315 mA)
Power Consumption : MAX 10W (Current < 0.4A)

O O

O O 0O

Hardware
Radio Card

0 Wireless LAN standard: IEEE 802.11a/b/g

0 Operation Frequency: 2.4~2.4835GHz(ISM), 5.725 ~ 5.825GHz (U-NII)

0 Channel: 11CH(802.11b/g), 4CH(802.11a/U-NII)

0 Modulation: DSSS(DBPSK,DQPSK,CCK), OFDM(16QAM, QPSK,BPSK)

o Data rate: 1Mbps, 2Mbps, 5.5Mbps, 11Mbps, 6Mbps, 9Mbps, 12Mbps, 18Mbps,
24Mbps, 36Mbps, 48Mbps, 54Mbps

0 Receive sensitivity: Min. -71dBm at 54Mbps / Min -88dBm at 11Mbps

POE Splitter

o |EEE 802.3af Compatible

o Input Signal : DC Power (48V DC, Max 315mA), Base-band Signal (Ethernet)
o0 Output : DC Power (3.3V DC), Base-band Signal(Ethernet)

POE Injector

o |EEE 802.3af Compatible

o Input Signal : AC Power (90~264V), Base-band Signal (Ethernet)

o Output : POE Signal (DC Power(48V), Base-band Signal (Ethernet))
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Software

Firmware : CSU Secure Data Mode (Subscriber Station)
Wireless Service Protocol : Secure Data Mode, Dynamic Polling
Standard RADIUS server support

Wired Equivalent Privacy encryption - 64, 128, AES
Firewall (ICMP/UDP/TCP/IP Protocol Filtering)

Layer 2 Protocol Filtering

BOOTP/DHCP (Server, Relay, Client), Static IP

NAT (Incoming/Outgoing)

Routing Protocol (RIP v2, Static)

Restriction of Broadcast Storm

SNMP v1, Software upgrade via TFTP

GUI Program : Windows Based

Throughput Analysis: Ping Fill

Radio Performance Testing Tool: Antenna Alignment
Remote Statistics Monitoring

SNMP Traps

MIB Il

O 0O 00000000 O0OO0OO0OO0OO0oOO0ODOo
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ET-PR12 Built-in Panel Antenna (2.4GHz)

The ET-PR12 is a compact, light-weight, vertically polarized panel antenna intended to built in the
CSUEnclosure. The antenna consists of a printed patch array enclosed in an aluminum cavity with
a UV stabilized ASA radome. The antenna is sealed and intended for outdoor use.

Mechanical Specifications

Length : 7 in. (180mm)

Diameter - M/~

Width : 7 in. {180mm)

Depth : 0.7% in. (20mm)

Weight {Incl. hardware) - 7 Jho

Rated Wind Velocity - 75 1 (750 ktk)
Horizontal Trust at rated wind - 75 M 760k
Electrical ifications Mechanical Tilt - %0 ~ - 452

Built-in : Bl m C5U Enclozure

Pig-Tail Length : MA

Frequency Range - 2400-2500 MHz
Gain - 1204E

VSWR: 1:1.5 Typiczl

Polarization : Linear [Vertcal or Homzontal)
Power 2 W=z

H-Plane Beam width - 25 degrees
E-Plane Beam width - 35 degre=s
Front to Back Ratio - = 202

Cross Pol. Discrimination - 70 cE mon.
Electrical Beam tilt : M4

Impedance - 50 chms roming
Termination : SWE mz=

Material Specifications

Radiating Elements - Flz=d copperon FCE
Reflector : =/ uminum

Radome : Gray I/ Sibiized ASA

Built-in Hardware : & umorum 200 HOG Sizs

Radiation PatternaMlasks
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ET-5PR12W Built-in Panel Antenna (5.8GHz)

The ET-5PP12W is a compact, light-weight, vertically polarized panel antenna intended to built in the
C8U Enclosure. The antenna consists of a printed patch array enclesed in an aluminum cavity with
a UV stabilized ASA radome. The antenna is sealed and intended for outdoor use.

Mechanical Specifications

¥ Length : 7 in. {180mm)
v Diameter - N/A

v Width : 7 in_ (180mm)
v Depth - 0.79 in. (20mm)

v Weight (Incl. hardware) - 1.0kg
v Rated Wind Velocity : 75 N (180 km/h)
; for outdoor
v Harizontal Trust at rated wind - 75 N (160km/h)

; for outdoor

v Mechanical Tilt - 90° ~ - 45°
v Built-in - Built in CSU Enclosure

v Pig-Tail Length - N/A

Material Specifications

v Radiating Elements - Plated copper on PCB
¥ Reflector : aluminum

v Radome : Gray UV Stabilized ASA

¥" Built-in Hardware : Aluminum and HDG Steel

Electrical Specifications

¥ Frequency Range - 5.15~5.85GHz
¥ Gain : 12.0dBi ,

¥ VSWR - 1 :1.5 (Typical)

v Polarization - Linear (Vertical or Horizontal)
¥ Power : 3 Watts

v H-Plane Beam width : 35 degrees

v E-Plane Beam width - 35 degrees

+ Front to Back Ratio : > 30dB

v Cross Pol. Discrimination - 20 dB min.
v Electrical Beam tilt - N/A

¥ Impedance - 50 ohms nominal

¥ Termination : MCX male

Radiation Patterns/Masks (H/E-Plane)
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Appendix B. Enclosure Dimension

3.19 in. (81 mm)

P )

7.08 in. (180 mm)

2.32 in. (59 mm)
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Appendix C. Site Survey

Calculating the system parameters

Free Space

Microwave signal will be attenuated as it travels through space according
to the following equation

Gs = Ptx + Gtx + Grx — (RS)

Gs : System Gain

Ptx : Transmit power level in dBm
Gtx : Transmit antenna gain in dBi
FSL: Free space loss attenuation in dB
Grx : Receive antenna gain in dBi

RS : Receiver Sensitivity in dBm

Lt=FSL + Mp

Lt : Transmission Loss
FSL : Free Space Loss
FM : Fade Margin + Other Loss(Cable)

FSL : 92.4 + 20Log(F) + 20Log(R)

F: Frequency (MHz)
R: Range (Km)

The Radio Signal transmitted can reach the other end only when the
system gain is equal or larger than the Transmission Loss.

An installation engineer should determine the antenna gain to meet the
above condition with EIRP, the summation of the antenna gain and the
output power not exceeding FCC Radio Regulations.
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Figure A.5
Radio Link Analysis

Gtx
Grx R (Mile/Km) Ptx *
o
=
\ APU I

Determining the Distance between both sites

Gs = Lt = Ptx + Gtx + Grx —(RS) = (92.4 + 20Log(F) + 20Log(R))+10
Gs = Constant = (36.6 + 20Log(F) + 20Log(R))+10
Calculating Distance (R) between both sites

Case Study
Transmitter: APU, Receiver: CSU

Ptx : 15dBm

Gtx : 7dBi (Omni-directional)

Grx : 18dBi

RS :-83dBm

F :2.4GHz

R: 5 mile

FM: 12 dB (Conventional Setting Value)

Gs = Ptx + Gtx + Grx — (RS)
Gs(Flat Panel) =15 + 15+ 18 - (-83) = 131

FSL : 36.6 + 20Log(F) + 20Log(R)
FSL = 36.6 + 20Log(2400) + 20Log(5) = 118.2 dB

Lt=FSL + FM
Lt=118.2 + 12 =130.2
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FRESNEL ZONE

For a link to truly be line-of-sight, no objects such as buildings, cars, etc.
or the ground may be within a certain height perpendicular to the line of
sight path called the first fresnel (pronounced fray-nell) zone.

This height of the fresnel zone H (in feet) is specified by the equation
below.

H = 43.3 x sqrt (D/ (4xF))

D: distance in miles between antennas
F: Frequency in GHz

Case Study

D: 10
F:24

H =43.3 x sqrt (10/ (4x2.4))
H = 44.19 feet
HF = 44.19 * 0.6 = 26.5 feet

If 60 percent of the FRESNEL ZONE is free from obstructions the link
will generally behave as LOS (Line of sight).

Figure A.6
FRESNEL ZONE

D (Mile)
Csu Hr (0.6 H) @
APU
g Obstacle
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Earth bulge

For long links the curvature of the earth will may block the line of sight
path unless the antennas at both ends of the link are positioned high
enough above the ground. This height must be added to the FRESNEL
ZONE height for each antenna.

HE = D"2/8

H = Earth bulge height in feet
D=distance between antennas in miles

Case Study

D: 10 mile

HE = D*2/8 = 10"2/8 = 12.5 feet
Figure A.7
Earth Bulge

Total height required at midpoint

Hr = HF + HE

Figure A.8

Total helght *
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