NPort W2150A/W2250A Series

Web Console: System Monitoring

System Log

Model
Name
Location

- NP orth
- MF orth

NPort W2x50A

P

= Serial No.

= MAC Address

= Firmware

Configuration Import
Canfiguration Export
Load Factory Default
Change Passward

- Certificate
Ethernet S5L Certificate Img
WLAN S5L Certificate Impt
WiPA Server Cerificate Imp
WPA Llser Cerificate lmpo
WPA Ulser Key Import
Cedificate/key Delete

- Bystern Monitaring

- Serial Status
Serial to Metwork Connectic
Serial Port Status
Serial Port Error Count
Serial Port Settings

- Bystemn Status
Metwark Connections
Serial Data Log
Systern Log

System Log

System Log

_ Clearlog | Refresh

The System Log page is located under System Status in the System Monitoring folder. This is where you
can view the log of NPort system events. Click [Clear log] to clear the log contents. Click [Refresh] to refresh

the log contents.

WLAN Status

Name

Location

NPort W2x50A

P
= Serial No.

= MAC Address
= Firmware

Canfiguration Import
Configuration Export
Load Factory Default
Change Password

- Cerificate
Ethernet 35L Cedificate Img
WWLAM S5 Cerificate lmpt
WA Server Cedificate Imp
WA Liser Certificate Impo
WPA User Key Impart
Certificate/iey Delete

- Bystern Monitoring

- Serial Status
Serial to Metwork Connectic
Serial Fort Status
Serial Port Error Count
Serial Port Settings

- System Status
Metwaork Connections
Serial Data Log
Systemn Log
WLAMN Status

WLAN Status

Auto refresh

Information
Active profile name
IP configuration
IP address
Netmask
Gateway
Network type
Operation mode
SSID
Channel
Authentication
Encryption
Region
Signal strength

Connection speed

TIA
static
TIA
IIA
IIA
TIA
IIA
IIA
TIA
A
MIA
CH
R
R

The WLAN Status page is located under System Status in the System Monitoring folder. This is where you
can view the current WLAN settings and status.
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WLAN Site Survey

M OXXA NPort W2x50A WWW.moxa.com

=  MAC Address
= Fimware

Type | 55ID Security Rate | Channel | BESID | Signal
= WIS WAP-A wep 54,0005 8 O0:2348:5¢:48:45 ] I‘ |
-. i
= TR.LMK_ASSTED Hona S4.0Mbps @ BcAR: TacaSaT 00 [ [
3 101l
= g
i O5R1 Hone 54,00t 143 BOASTOBETAD [ l
- 1800
: a M
Serial Data Log . MISAWAR.A wER 54,0000 1 ORZFITETOALIE 1 I Il
3 1 e

Sys

RESI Monitor

WLAN Slalus
WLAN Site Survey

- Restart

Restart

Restart

oahea
WEBSERVER

Best viewed with [E § sbove at resohution
1024 x 768

@ ANSAN | 2RNE RR o v R13%% ¥

The WLAN Site Survey page is located under System Status in the System Monitoring folder. This is
where you can view live data on wireless signal strength and characteristics. It is useful tool to help you
complete a wireless site survey without installing additional software.

The goal of a WLAN site survey is to determine the number and placement of access points to provide enough
coverage to the facility. For most implementations, "enough coverage" means that the data rate at all locations
does not fall below a certain threshold. For most wireless sites, it is necessary to perform a WLAN site survey
before access point installation in order to determine the behavior of radio waves at the site.

Typical WLAN Site Survey Procedure
1. Download/install site survey software.

2. Run software on laptop.
! I 3. Measure AP signal strength using software on laptop.

\\\u/ﬂ Weakness

e Signal strength is read from the laptop NIC rather than

/
l

from NPort

v

/\
e ey
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WLAN Site Survey with Procedure
NPort W2150/W2250A Series 1. Open web browser

2. Measure AP signal from NPort web console.

Advantages
e Signal strength is read from NPort

e Additional software not required

Please note that Java must be enabled in your web browser for the WLAN Site Survey page to display
properly.
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Web Console: Restart

The following topics are covered in this chapter:

O Overview

O Restart
» Restart System
»> Restart Ports



NPort W2150A/W2250A Series Web Console: Restart

Overview

This chapter explains how to use save your configuration changes and restart the NPort using the NPort web
console. Configuration changes will not be effective until they are saved and the NPort is rebooted.

Restart

Restart System

M OX/A NPort W2x50A Www.moxa.com

s P 1 = MAC Address - 00:

Name - I = Serial No. : = Firmware - 1.0 Build 1
Location

WILAN S5L Cedificate Impe

WPA Server Certificate Imp SyStem reStart
WRA User Certificate lmpo
WPA User kKey Import
Cetificatelkey Delate

MWarning !

Clicking Restart will disconnect all serial and Ethernet connections and reboot the system.
- Systern Monitaring

e NOTE: Unsaved configuration changes will be discarded, and data currently in the middle of transmission may be lost.
Serial to Metwork Connectic i
Serial Port Status
Serial Port Error Count
Serial Port Seftings

- Bystern Status
Metwork Connections
Serial Data Log
Systemn Log
WLAN Status
WLAM Site Survey

- Restart
Restart System

The Restart System page is located in the Restart folder. Click [Restart] to restart the NPort, and the new
settings will take effect upon restart.
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Restart Ports

MOXAN\ NPort W2x50A

= Model " P = MAC Address

= Name ! : = Serial No. = Firmware
= Location

WLAN SSL Certificate Impe 2
WA Server Certificate lmp ReStart Ports
WiPA User Cedificate Impa
WRA User Key Import Select Ports
Cerdificatel/iKey Delete [JPot1 [JFort2
- System Manitoring

- Serial Status
Serial to Metwork Connectic m
Serial Port Status
Serial Port Error Count
Serial Paort Settings

- Systern Status
Metwork Connections
Serial Data Log
System Log
WLARN Status
WLAMN Site Survey

- Restart

I
Restart Forts

The Restart Ports page is located in the Restart folder. Select the desired serial and click [Select All] to
select all serial ports. Click [Submit] to restart the selected serial ports.
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Installing and Configuring the

11

Software

The following topics are covered in this chapter:

O Overview

O NPort Windows Driver Manager

>

Installing NPort Windows Driver Manager

» Adding Mapped Serial Ports

>

Configuring Mapped Serial Ports

O NPort Search Utility

>
>
>
>

Installing NPort Search Utility
Finding NPort Device Servers on Network
Modifying NPort IP Addresses

Upgrading NPort Firmware

O Linux Real TTY Drivers

YV V V VY V

Basic Steps

Installing Linux Real TTY Driver Files
Mapping TTY Ports

Removing Mapped TTY Ports

Removing Linux Driver Files

O UNIX Fixed TTY Drivers

>
>

Installing the UNIX Driver
Configuring the UNIX Driver
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Overview

This chapter describes how to install and use NPort Windows Driver Manager, NPort Search Utility, and NPort
Linux and UNIX drivers. These items are located on the Document & Software CD that is provided with the
NPort W2150A/W2250A Series.

NPort Windows Driver Manager is a utility that installs and manages NPort COM drivers for COM mapping.
NPort Search Utility is a utility for the management of NPort device servers over the network. You may also
use NPort Search Utility to upgrade the firmware.

NPort Windows Driver Manager

NPort Windows Driver Manager installs remote NPort serial ports as new COM ports on your Windows PC. When
the drivers are installed and configured, devices that are attached to serial ports on the NPort will be treated as
if they were attached to your PC’s own COM ports. The NPort serial port must be configured for RealCOM mode
when being mapped to a COM port.

Installing NPort Windows Driver Manager

1. The main installation window will open when you insert the Document & Software CD. Click [INSTALL COM
Driver] to proceed. Once the installation program starts running, click [Yes] to proceed.

2. The installation wizard will open. Click [Next] to proceed.
s Driver v =0 x|

Welcome to the NPort Windows
Driver Manager Setup Wizard

Thiz will ingtall HPort windows Driver Manager Yerl.4 on pour
computer.

It iz recammended that you close all other applications befare
continuing.

Click Next to continue, or Cancel to exit Setup.

Cancel
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3. Select a destination directory and click [Next] to proceed.

o Setup - NPort Windows Driver Manac

Select Destination Location
wihere should MPart Windows Driver Manager be installed?

;J Setup will install MPort wWindoves Driver Manager into the following folder,

To continue, click Hext, [f you vould like to zelect a different folder, click, Browse,

Browse. .. |

At leazt 1.4 MEB of free disk space is required.

< Back I Hewt » I Cancel |

4. Select a folder for the program shortcuts and click [Next] to proceed.

5 Setup - NPort Windows Driver Manag

Select Start Menu Folder
where should Setup place the program's shortouts?

Setup will create the program's shorteuts in the following Start Meny folder.

Ta continue, chck Mest. IF you would like to zelect a different folder, click Browse.

Ciriver M anager Browse... |

< Back I Heut » I Cancel
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5. Verify the installation parameters and click Install to proceed.

o Setup - NPort Windows Driver Man

Ready to Install

Setup is how ready to begin instaling MPart Windoves Driver M anager on pour
computer.

Click Inztall to continue with the installation, ar click Back if you want to review or
change any zettings.

Destination location:
C:\Program Files\MPartDrvhd anager

Start Menu folder:
MPort windows Driver banager

< Back Install

Cancel |

6. If you see a warning that the software has not passed Windows Logo testing, click

[Continue Anyway] to proceed.

Software Installation

L) E The zoftware you are instaling has not pazsed Windows Logo
= testing to vernify itz compatibility with *Windows XP. [Tel me why
this testing is important. |

Continuing your installation of this software may impair
or destabilize the correct operation of your system
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the software vendor for software that has
passed Windows Logo testing.

LContitiue Anygway TOF Inztallation
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7. The wizard will begin installing the files. When the files have been installed, click [Finish] to complete the
installation.

i Setup - NPort Windows Driver M =10] ]

Completing the NPort Windows
Driver Manager Setup Wizard

Setup has finizhed instaling MPort Windows Criver Manager on
your computer. The application may be launched by selecting
the ingtalled icons.

Click Finizh to exit Setup.

v Launch MPort Windowes Driver Managed

Adding Mapped Serial Ports

NPort Windows Driver Manager adds a COM port to your PC that is mapped to an NPort serial port. The
destination NPort serial port must be set to RealCOM mode.

1. In NPort Windows Driver Manager, click [Add] on the main toolbar.

&% NPort Windows Driver Manager @E‘&J

File COM 4] Caonfiguration  “iew Help
x ik B O
Exit |\ Add f Apply Unda |

No | COMSe—r”| Address 1 Address 2
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2. Click [Rescan] to search the network for NPort device servers. In the list of NPort device servers that are
found, select the unit(s) that you will use for COM mapping and click [OK].

[ add NPort , '_- 5 . I |

® Select From List

[~ Mapping IPvE COM Fort
Mo | Model MAC 1 Address 1 MAC 2 Address 2 |
[]1 MPartweesna  00:90:ED-22:50- 192 168 33 22 - -

Select All | ClearAll |

B Search

" Input Manually
RealCon |Redumdant COMI Reverse RealCOM

First bMapping Port

MNPort P Address | Data Por 350

Command Por |966

Total Ports 1

? Help o Ok | X Cancel

Alternatively, you can select Input Manually and manually enter the NPort IP Address, 1st Data Port,
1st Command Port, and Total Ports for the desired NPort unit. Click [OK] to proceed.

i ]-—'_ - -."-_-'- u

P - e 2 e,

Add NPort

(" Select From List
[ Mapping IPvE COR Port
No | Madel [ Mact Address 1 [mace [ Address 2 [

Search | SelectAll | Clear Al |

@ Input Manually
FiealCOm |Redundant COM I Rewverse RealCOM

First Mapping Port

MNPor IP Address [192.168.168.254 Diata Por 950

Command Par I%E
Tatal Parts IW

7 Help W 0K X Cancel
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NPort Windows Driver Manager will list each available serial port and will automatically assign a new COM

port to each one. The new COM port will not be accessible by the host system until it has been activated in
NPort Windows Driver Manager. Activating a mapped COM port saves the information in the host system

registry and makes the COM port available for use. Click [Yes] to activate the COM port(s) at this time; click
[No] to activate the COM port(s) later.

-

Information

5]

r

Processing

Flease wait ...

processing ... 86%

Cancel

% =

-

Information -

5)

COM Port Configuration is applied successfully.
Remember to change NPort operation mode to Driver/Real COM Mode.

4. Activated COM ports will be listed in black; COM ports that have not been activated will be listed in blue.
Once a COM port has been activated, the host computer will be able to communicate with the new COM port
as if it were physically attached. Since the COM mappings are stored in the host system registry, they will
still be in effect if the PC is restarted or if Windows Driver Manager is closed.

Total COM Port - 2

P . - - - ——r e Seaal - - gl
€% NPort Windows Driver Manager — — 3 iﬂj
File COM Mapping Configuration Yiew Help
3! i@ B R

| Eit Add  FHem Apply Undo | i

No |coM.. - |Addresst | Address 2

1 COM3T + 182 168.33.21 950:966 (Fon])

2 COM32Z + 192 168.33.21 951:967 (Pon2)
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Configuring Mapped Serial Ports

1. To modify the settings of a mapped serial port, select the desired port(s) and click [Setting] on the main
toolbar.

& NPort Windows Driver Malnagir\ [ﬂ = ﬂ

J_Eile COM Mapping Canfiguration Yiew Help

J i h i B I =
Exit Add  Remove | Apply Undo % Setting

Mo |com.. [ Addressi

2 COm32 192.168.33.21 951:967 (Fort)

Etﬂl COM Port - 2

v
L el all.... = 1IN

On the Basic Setting tab, select the COM Number that will be assigned to the serial port. If you have

selected multiple ports, you can assign COM numbers automatically in sequential order by selecting the
“Auto Enumerating COM Number for Selected Ports” function.

‘*—

COM Port Setting

- | i

For Yumber: 1 Fortis) are Selected.

Basic Settings |Aduanced Seﬂingsl Serial Parametersl Securiiyl IPvE Settings

™ iutc Enumerating COM Mumber for Selected Parts.

COM Mumber ICOM31 {current) (in use) ;I
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3. On the Advanced Setting tab, configure Tx Mode, FIFO, and Fast Flush.
= B

Part Murnber: 1 Part{z] are Selected.

Basic Settings Advanced Settings | Serial F'arameters] Seu:urit_l,l] PG Settings]

r
The FIFO settings will ovenarite the firrmesare setting.
T4 Mode |Hi-F'erfn:nrmann:e j
FIFO |Enahle ﬂ

Metwark Timeout |2000 ms [500 - 20000

[w Fast Fluzh [Flugh Local Buffer Only]
[v Auto Metwork Re-Connection
[ Alwapz Accept Open Requests

[ Dropwiiting Data IF Netwark. Connection Lost
[ Return Ermar [F Netwark 12 Unavailable

? Help

x Cancel |

Tx Mode: In Hi-Performance mode, the driver immediately issues a “Tx Empty” response to the program
after sending data to the NPort. In Classical mode, the driver sends the “Tx Empty” response after
confirmation is received from the NPort. Classical mode is recommended if you want to ensure that all data
is sent out before further processing.

FIFO: This tells the driver whether or not to use the FIFO.
Network Timeout: You can use this option to prevent blocking if the target NPort is unavailable.

Fast Flush: When enabled, the driver flushes only the local buffer on the host for a Win32 PurgeComm()
function call. When disabled, both the local and remote buffers are flushed. If your application uses
PurgeComm() and performance seems sluggish, try enabling Fast Flush.

Auto Network Re-Connection: With this option enabled, the driver will repeatedly attempt to
re-establish the TCP connection if the NPort does not respond to background “check alive” packets

Always Accept Open Requests: When enabled, the NPort driver will always accept requests to open a
virtual COM port, even if communications with the device can not be established. With this option, the NPort
driver will agree to open a virtual COM port on the system even if the port is blocked or the Ethernet
connection is disabled. If this is the case, the connected device will not receive and transmit data even
though the system has opened a virtual COM port.

Drop Writing Data if Network Connection is Lost: This function will assure the data to be kept in the
buffer or dropped when network connection is lost. The buffer size is 4 KBytes.

Return error if network is unavailable: If this option is disabled, the driver will not return any error
even when a connection cannot be established to the NPort. With this option enabled, calling the Win32
Comm function will result in the error return code “STATUS_NETWORK_UNREACHABLE” when a connection
cannot be established to the NPort. This usually means that your host’s network connection is down,
perhaps due to a cable being disconnected. However, if you can reach other network devices, it may be that
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the NPort is not powered on or is disconnected. Not that Auto Network Re-Connection must be enabled
in order to use this function.
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4. Onthe Serial Parameters tab, specify the communication settings that the host will use when opening the

COM port.
f " ee— g——
COM Port Setting e S
Port Mumber: 1 Port(s) are Selected.

Basic Settings ] Advanced Setings  Serial Parameters lSecurity] IPvE Settings

-

These options will be saved on registry and used on few applications
such as sertial printer driver. In general cases you can ignore these
settings.

Baud Rate ,m
Parity [Nore  [¥]
Data Bits m
Stop Bits ,ﬁ
Flow Control ,m

X Cancel

? Help

5. On the Security tab, select the Enable Data Encryption option to enable data to be encrypted when
transmitted over the COM ports. After selecting the encryption option, select the Keep connection option
to start encrypting COM port communications immediately without restarting the COM ports. This may
speed up opening and closing of the COM port for your host, but it also causes your host to tie up the NPort

%

serial port so other hosts cannot use it.

COM Port Setting R —— [

Part Number: 1 Port(s) are Selected.

Basic Settings ] Advanced Settings] Serial Parameters  Security | IPyE Settings

-
[ Enahle Data Encryptian
[
In Redundant COM mode, the security function is not supported.

In Reverse RealCOM mode, "Keep Connection" is not supported.

X Cancel

7 Help
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6. On the IPv6 Setting tab, interface 1 and 2 are able to change.

COM Port Settin

= T

Port Mumber: 1 Port(s) are Selected.

Basic Settings | Advanced Settingsl Serial Parametersl Security 1PvE Settings

[T Apply Al Selected Parts

The Interface Index is far Link-Local address mapping anly. Assign
caorrect interface for your COM Portto be opened successfully. Ignare the

setting if the mapping address is NOT alink-local one. (e.q.
fedl###444)

Interface Index for Address 1:

| =l
Interface Index for Address 2:
| =

||

i 7 Help | ' 0K X Cancel |

7. Click [OK] when you have finished configuring the COM port

8. To save all COM mapping settings to a text file, right-click a COM port and select Export in the context
menu. After the settings have been exported to a file, they can be imported on another host.

&% NPort Windows Driver Manager gt W & e e @‘@g

_J_ File | COM happing Caonfiguration Yiew Help J
‘ £ gk Add crl+N | B B &
E @ Remove  Ctrl+D Apply Undo Setting
R o
2 B Apply Ctrl+S [22  951.967 (Pon?)
i Undo Ctrl+Z

et

|Total COM Port - 2

11-12




NPort W2150A/W2250A Series Installing and Configuring the Software

NPort Search Utility

Installing NPort Search Utility

1. The main installation window will open when you insert the Document & Software CD. Click [INSTALL
UTILITY] to proceed. Once the program starts running, click [Yes] to proceed.

2. The installation wizard will open. Click [Next] to proceed.

16 Setup - NPort Search Utility - |0 x|

Welcome to the NPort Search
Utility Setup Wizard

Thiz will ingtall HPort Search Uil Yerl. 3 on your computer,

It iz recommended that vou cloge all other applications before
caontinuing.

Click Mext to continue, or Cancel to exit Setup.

Cancel

Select Destination Directory
Where should HPort Search Utiliy be installed?

Select the folder vahere pou would like NPort Search Utility to be installed, then click
Mext.

] Accessonies
] Adobe

] &nalog Devices
] AncSoft
1 Borland

- =l
EE =

The program requirez at least 0.5 MB of dizk space.

< Back I Hewt » I Cancel |
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4. Indicate if you wish to create a desktop icon and click [Next] to proceed.

& Setup - NPort Search Utility

Select Additional Tazks
wihich additional tazks should be performed?

Select the additional tasks you would like Setup to perfarmn while installing MPart Search
tility, then click Mext.

Additional icons:

< Back I Hewt » I Cancel

5. Verify the installation parameters and click Install to proceed.

]i,!.E'a Setup - WPot

Ready to Install
Setup is now ready to beain inztalling MPart Search Utility on vour coniputer.

Click Install to continue with the installation, or click Back if you want to resview or
change any settings.

Diestination direchony: ;l
C:4%Program Filez\MPortSearch

Start benu folder:
MHPort Search Ltility

4 o

< Back

Trstall Cancel |
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6. The wizard will begin installing the files. After the files have been installed, click [Finish] to complete the

installation.
_|o) x|

Completing the NPort Search
Utility Setup Wizard

Setup haz finished ingtalling MPort Search Uil on wour
computer. The application may be launched by zelecting the
installed icons.

Click Finizh to exit Setup.

¥ iLaunch MPort Search Ui

Finding NPort Device Servers on Network

You can use NPort Search Utility to look up or change the IP address of any NPort device servers on the
network. Since the utility searches by MAC address rather than IP address, all NPort units that are connect to
the LAN will be located, regardless of whether or not they are part of the same subnet as the host.

1. In NPort Search Utility, click [Search] on the main toolbar.

File Functioniew Ip

X, £ a =
Exit

Search Search P Locate Console
| ModelMs—"""| LANT MAC Addr... | LANT IP Address | LANZ MAC Addr... | LANZ IP Address | Status

Mo

2. The utility will being searching for NPort device servers.

i . L]
Searching ‘ : ._ -

Searching for NPaort... I ShowPvE Address

Found 1 NPort(s). 0 second(s] left.

No [ Model [ LANT MAC Add... [ LANT IP Address [ LANZ MAC Add... | LANZ IP Address |
1 NPorW2Zs0A  NDADERZZE0ER 192163322  — -

When the search is complete, NPort units that were found will be listed in the main window.

r@ NPort Search Utility - p— '; =
File Function Yiew Help
il £ 2 =
Exit Search Search P Locate Console ssign I ! Ipgrads
No_/ [ Model | LANT MAC Addr.. | LANT IP Address | LANZ MAC Addr... | LANZ IP Address | Staws |
1 NPortW22504  D090E8:2250:88 1921683322 — —
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Modifying NPort IP Addresses

1. Once NPort Search Utility has found NPort device servers on the LAN, you can modify any unit’s IP address.
Select the desired NPort in the main window and click [Assign 1P] on the main toolbar. This will modify the
IP address for the active network connection (LAN or WLAN).

-
[2] NPort Search Utility “alm -

] = X

s W
File Function Yiew Help
n | £ a z | E F
Exit | Search Search P Locate Consoley  Assign [P Upgrade

LANT MAC Ad LANT IF Addres AC Adldr... | LANZ IP Address | Status

L

2. Enter the new IP address and netmask. If multiple units were selected, you may assign addresses
sequentially by clicking [Assign IP Sequentially]. Click [OK] to proceed.
(=] Assign IP address

@ StaticIP Address " DHCF for All [~ IPvB
rAssign [P Address- i

Mo |MAC Address |IP Address JNetmask Gateway ]
1 00:90:E8:22:50:4192.168.33.22] 255.255.255.0

Assign IP Sequentially l

 OK X Cancel

3. The selected NPort will be restarted by NPort Search Utility with the new IP address.
Information w

Configuration is applied ok.
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Upgrading NPort Firmware

1. Once NPort Search Utility has found NPort device servers on the LAN, you can upgrade any unit’s firmware.
Right-click the desired NPort in the main window and select Upgrade.

-
NPort Search Utility L. e

o ‘ m@g

| Eile Function ¥iew Help

i & & E i &
Exit Search Search IP Locate Console  Assign [P Upgrade

Mo /| Model LANT MAC Addr... | LANT IP Address | LANZ MAC Addr... | LANZ IP Address | Status
NNE e

Search Ctrl+B

& Search IP Ctrl+S

% Locate (IPv4) Ctrl+L

Console (IPv4)  Ctrl+C
@ Console (IPv4) (SSL)

L AssignIP Ctrl+I

] Upg‘r‘ade

Search Result - 1 NPort(s)

2. Select the new firmware file and click [OK] to proceed. To obtain the latest firmware for the NPort
W2150A/W2250A, visit www.moxa.com.

Upgrade file

=1

Select Firmware File

File path:

Browse

3. The utility will begin upgrading the firmware for the selected unit. Do not disconnect or power off the unit
while the firmware is being upgraded.

Upgrade Process

- ol X]
Frocessing. please wait X Cancel

Mo J todel MAC Address IF Address
1 MPort'W22504  00:90:E6:22:50:68

| Status |
192.168.33.22 ‘Write Flash - 20%
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4. When the displayed status is “OK?”, click [Close] to complete the process.

[2] Upgrade Process _lo &
Frocessing. please wait fLQIDse

No Madel MACAddress | IPAddress __-Siea_ |

1 MNPort W22504 00:90:E8:22:50:88 192.168.33.2( 0K )

ATTENTION

NPort Search Utility supports upgrading the firmware of multiple units simultaneously, if each unit is the same
model. Hold down the CTRL to add additional units to your selection; hold down the SHIFT key to select a block
of units.

Linux Real TTY Drivers

Real TTY driver are provided that will map Linux host TTY ports to NPort serial ports. Once the mapping has
been set up, Linux users and applications can connect to a serial port as if it were a local TTY port. These drivers
have been designed and tested for the majority of Linux distributions, including Linux kernel version 2.4.x,
2.6.x, and 3.x. Please check http://www.moxa.com for the latest Linux kernel supported.

Basic Steps

Follow these instructions to map a TTY port to a NPort serial port:

1. Install the NPort device server and set the target device port to RealCOM mode.
2. Install the Real TTY driver files on the Linux host.

3. Map the host’s TTY port to the target device port on the NPort.

Installing Linux Real TTY Driver Files

Before proceeding with the software installation, make sure you have completed the NPort device server has
been installed and configured correctly. Note that the default LAN IP address for the NPort is
192.168.126.254, whereas the default WLAN IP address is 192.168.127.254.

ATTENTION

The target serial port must be operating in RealCOM mode in order to map TTY ports.

Obtain the driver file from the Document and Software CD, or from http://www.moxa.com.

Log in to the console as a super user (root).

Execute cd / to go to the root directory.

P 0w N R

Copy the driver file npreal2xx.tgz to the / directory.
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Execute tar xvfz npreal2xx.tgz to extract all files into the system.

Execute /Ztmp/moxa/mxinst. (For RedHat AS/ES/WS and Fedora Corel, execute
“# /tmp/moxa/mxinst SP1”.) The shell script will install the driver files automatically.

7. After installing the driver, you will be able to see several files in the Zusr/lib/npreal2/driver folder:

mxaddsvr (add server, map TTY port)

mxdelsvr (delete server, undo TTY port mapping)
mxloadsvr (reload server)

mxmknod (create device node/TTY port)
mxrmnod (remove device node/TTY port)
mxuninst (remove TTYport and driver files)

At this point, you may map the TTY port to the NPort serial port.

Mapping TTY Ports

Make sure that you set the operation mode of the desired NPort serial port to RealCOM mode. After logging in
as a super user, enter the directory Zusr/lib/npreal2/driver and then execute mxaddsvr to map the target
NPort serial port to the host TTY ports. The syntax of mxaddsvr is as follows:

mxaddsvr [NPort IP Address] [Total Ports] ([Data port] [Cmd port])
The mxaddsvr command performs the following actions:

1. Modify npreal2d.cf.
2. Create TTY ports in directory /dev with major and minor number configured in npreal2d.cf.

3. Restart the driver.

Mapping TTY ports automatically

To map TTY ports automatically, you may execute mxaddsvr with just the IP address and number of ports, as
in the following example:

# cd Zusr/lib/npreal2/driver
# ./mxaddsvr 192.168.3.4 16

In this example, 16 TTY ports will be added, all with IP 192.168.3.4, with data ports from 950 to 965 and
command ports from 966 to 981.

Mapping TTY ports manually

To map TTY ports manually, you may execute mxaddsvr and manually specify the data and command ports,
as in the following example:

# cd /Zusr/lib/npreal2/driver
# ./mxaddsvr 192.168.3.4 16 4001 966

In this example, 16 TTY ports will be added, all with IP 192.168.3.4, with data ports from 4001 to 4016 and
command ports from 966 to 981.

Removing Mapped TTY Ports

After logging in as root, enter the directory Zusr/lib/npreal2/driver and then execute mxdelsvr to delete
a server. The syntax of mxdelsvr is:

mxdelsvr [IP Address]

Example:
# cd /Zusr/lib/npreal2/driver
# ./mxdelsvr 192.168.3.4

The following actions are performed when executing mxdelsvr:
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1. Modify npreal2d.cf.
2. Remove the relevant TTY ports in directory /dev.

3. Restart the driver.

If the IP address is not provided in the command line, the program will list the installed servers and total ports
on the screen. You will need to choose a server from the list for deletion.

Removing Linux Driver Files

A utility is included that will remove all driver files, mapped TTY ports, and unload the driver. Enter the directory
/usr/lib/npreal2/driver and execute mxuninst to uninstall the driver. This program will perform the
following actions:

Unload the driver.
Delete all files and directories in /usr/lib/npreal2.

Delete directory /usr/lib/npreal2.

P 0w N R

Modify the system initializing script file.

UNIX Fixed TTY Drivers

A fixed TTY driver is provided that will map UNIX host TTY ports to NPort serial ports. Once the mapping has
been set up, UNIX users and applications can connect to an NPort serial port as if it were a local TTY port. This
driver has been designed and tested for the majority of UNIX systems. Please check http://www.moxa.com for

the latest UNIX systems support.
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Installing the UNIX Driver

1. Loginto UNIX and create a directory for the MOXA TTY. To create a directory named Zusr/etc, execute the
command:
# mkdir —p /usr/etc

2. Copy moxattyd.tar to the directory you created. For the /Zusr/etc directory, you would execute the
following commands:
# cp moxattyd.tar /Zusr/etc
# cd /usr/etc

3. Extract the source files from the tar file by executing the command:

# tar xvf moxattyd.tar

The following files will be extracted:
README.TXT

moxattyd.c --- source code

moxattyd.cf --- an empty configuration file
Makefile --- makefile

VERSION.TXT --- fixed TTY driver version
FAQ.TXT

4. Compile and link.

For SCO UNIX:
# make sco

For UnixWare 7:
# make svr5

For UnixWare 2.1.x, SVR4.2:
# make svr42

Configuring the UNIX Driver

Modify the configuration:

The configuration used by moxattyd is defined in the text file moxattyd.cf, which is in the same directory.
You may use Vi or any text editor to modify the file, as follows:

ttypl 192.168.1.1 950

You can refer to moxattyd.cf for detailed descriptions of the various configuration parameters. Please note
that “Device Name” depends on the OS. See the Device Naming Rule section in README.TXT for more
information.

To start the moxattyd daemon after system bootup, add an entry into /Zetc/inittab using the TTY name you
defined in moxattyd.cf, as in the following example:

ts:2:respawn:/usr/etc/moxattyd/moxattyd —t 1

Device naming rule

For UnixWare 7, UnixWare 2.1.x, and SVR4.2, use:
pts/[n]

For all other UNIX operating systems, use:
ttyp[n]

The value of [n] should be equal or larger than 11 in order to prevent conflicts with the device names of
functional keys in some UNIX systems.

Starting moxattyd
Execute the command init g or reboot your UNIX operating system.
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Adding an additional server

Modify the text file moxattyd.cf to add an additional server. User may use vi or any text editor to modify the
file. For more configuration information, refer to moxattyd.cf, which contains detailed descriptions of the
various configuration parameters.

Find the process ID (PID) of the moxattyd.
# ps -ef | grep moxattyd

Update the configuration of moxattyd.
# kill -USR1 [PID]
(e.g., if moxattyd PID = 404, kill -USR1 404)

This completes the process of adding an additional server.
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SNMP Agents with MIB 11 & RS-232-Like
Groups

The NPort has built-in SNMP (Simple Network Management Protocol) agent software that supports SNMP Trap,
RFC1317 RS-232 like groups and RFC 1213 MIB-I11. The following table lists the standard MIB-I11 groups, as well

as the variable implementation for the NPort.

RFC1213 MIB-I11 Supported SNMP Variables

System MIB
SysDescr SysContact SysServices
SysObjectID SysName
SysUpTime SysLocation

Interfaces MIB

itNumber
ifindex
ifDescr

ifType

ifMtu

ifSpeed
ifPhysAddress
ifAdminStatus

IP MIB

ipForwarding
ipDefaultTTL
iplnreceives
ipInHdrErrors
ipInAddrErrors
ipForwDatagrams
ipInUnknownProtos
ipInDiscards
ipInDelivers
ipOutRequests

ifOperStatus
ifLastChange
ifiInOctets
ifilnUcastPkts
ifInNUcastPkts
ifinDiscards
ifInErrors
iflnUnknownProtos

ipOutDiscards
ipOutNoRoutes
ipReasmTimeout
ipReasmReqds
ipReasmOKs
ipReasmFails
ipFragOKs
ipFragFails
ipFragCreates
ipAdEntAddr

ifOutOctets
ifOutUcastPkts
ifOutNUcastPkts
ifOutDiscards
ifOutErrors
ifOutQLen
ifSpecific

ipAdEntlIfIndex
ipAdEntNetMask
ipAdEntBcastAddr
ipAdEntReasmMaxSize
IpNetToMedialflndex
IpNetToMediaPhysAddress
IpNetToMediaNetAddress
IpNetToMediaType
IpRoutingDiscards
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ICMP MIB

IcmplnMsgs
IcmplInErrors
IcmplnDestUnreachs
IlcmplInTimeExcds
IcmplnParmProbs
IcmplInSrcQuenchs
IcmplnRedirects
IcmplnEchos
IcmplnEchoReps

UDP MIB

UdplnDatagrams
UdpNoPorts
UdplInErrors

Address Translation

Atlflndex
AtPhysAddress

TCP MIB

tcpRtoAlgorithm
tcpRtoMin
tcpRtoMax
tcpMaxConn
tcpActiveOpens
tcpPassiveOpens
tcpAttempFails

SNMP MIB

snmplnPkts

snmpOutPkts
snmplnBadVersions
snmplnBadCommunityNames
snmplInASNParseErrs
snmplnTooBigs
snmplnNoSuchNames
snmplnBadValues
snmplnReadOnlys
snmplnGenErrs

IcmpInTimestamps
IcmpTimest ampReps
IcmplnAddrMasks
IlcmpOutMsgs
IcmpOutErrors
IcmpOutDestUnreachs
IlcmpOutTimeExcds
IcmpOutParmProbs
IlcmpOutSrcQuenchs

UdpOutDatagrams
UdpLocalAddress
UdpLocalPort

AtNetAddress

tcpEstabResets
tcpCurrEstab
tcplnSegs
tcpOutSegs
tcpRetransSegs
tcpConnState
tcpConnLocalAddress

snmplnTotalReqVars
snmplnTotalSetVars
snmplnGetRequests
snmplnGetNexts
snmplnSetRequests
snmplnGetResponses
snmplnTraps
snmpOutTooBigs
snmpOutNoSuchNames
snmpOutBadValues

IcmpOutRedirects
IlcmpOutEchos
IlcmpOutEchoReps
IcmpOutTimestamps
IlcmpOutTimestampReps
IlcmpOutAddrMasks
IlcmpOutAddrMaskReps

tcpConnLocalPort
tcpConnRemAddress
tcpConnRemPort
tcpInErrs
tcpOutRsts

snmpOutGenErrs
snmpOutGetRequests
snmpOutGetNexts
snmpOutSetRequests
snmpOutGetResponses
snmpOutTraps
snmpEnableAuthenTraps
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RFC1317: RS-232 MIB Objects

Generic RS-232-like Group

rs232Number

RS-232-like General Port Table

rs232PortTable
rs232PortEntry
rs232PortIndex
rs232PortType
rs232PortinSigNumber
rs232PortOutSigNumber
rs232PortInSpeed
rs232PortOutSpeed

RS-232-like Asynchronous Port Group

rs232AsyncPortTable rs232AsyncPortindex rs232AsyncPortStopBits
rs232AsyncPortEntry rs232AsyncPortBits rs232AsyncPortParity

The Input Signal Table

rs232InSigTable rs232InSigPortindex rs232InSigState
rs232InSigEntry rs232InSigName

The Output Signal Table

rs2320utSigTable rs2320utSigPortlndex rs2320utSigState
rs2320utSigEntry rs2320utSigName
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Well Known Port Numbers

Listed below are Well Known Port Numbers that may cause network problems if they are assigned to an NPort
serial port. Refer to RFC 1700 for Well Known Port Numbers or refer to the following introduction from IANA.

The port numbers are divided into three ranges: Well Known Ports, Registered Ports, and Dynamic and/or
Private Ports.

e Well Known Ports range from O through 1023.
e Registered Ports range from 1024 through 49151.
e Dynamic and/or Private Ports range from 49152 through 65535.

The Well Known Ports are assigned by IANA, and on most systems, can only be used by system processes or
by programs executed by privileged users. The following table shows famous port numbers among the
well-known port numbers. For more details, please visit the IANA website at
http://www.iana.org/assignments/port-numbers.

TCP Socket Application Service

0 reserved

1 TCP Port Service Multiplexor

2 Management Utility

7 Echo

9 Discard

11 Active Users (systat)

13 Daytime

15 Netstat

20 FTP data port

21 FTP CONTROL port

23 Telnet

25 Simple Mail Transfer Protocol (SMTP)
37 Time (Time Server)

42 Host name server (names server)
43 Whois (nickname)

49 Login Host Protocol (Login)

53 Domain Name Server (domain)
79 Finger protocol (Finger)

80 World Wide Web HTTP

119 Network News Transfer Protocol (NNTP)
123 Network Time Protocol

213 IPX

160 to 223 Reserved for future use
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UDP Socket Application Service

0 reserved

2 Management Utility

7 Echo

9 Discard

11 Active Users (systat)

13 Daytime

35 Any private printer server

39 Resource Location Protocol

42 Host name server (names server)
43 Whois (nickname)

49 Login Host Protocol (Login)

53 Domain Name Server (domain)

69 Trivial Transfer Protocol (TETP)

70 Gopher Protocol

79 Finger Protocol

80 World Wide Web HTTP

107 Remote Telnet Service

111 Sun Remote Procedure Call (Sunrpc)
119 Network News Transfer Protocol (NNTP)
123 Network Time Protocol (NTP)

161 (Simple Network Mail Protocol (SNMP)
162 SNMP Traps

213 IPX (Used for IP Tunneling)
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Ethernet Modem Commands

A serial port on the NPort can be set to Ethernet Modem mode, allowing a PC or device to connect to the NPort
as if it was an Ethernet modem. This section provides additional detail about how the NPort operates in
Ethernet Modem mode.

Dial-in Operation

The NPort can listen for a TCP/IP connection request from a remote Ethernet modem or host. The NPort’s
response depends on the ATSO value, as follows.

ATSO0=0: The NPort will temporarily accept the TCP connection and then send the “RING” signal out through
the serial port. The serial controller must reply with “ATA” within 2.5 seconds to accept the connection request,
after which the NPort enters data mode. If no “ATA” command is received, the NPort will disconnect after
sending three “RING” signals.

ATSO=1: The NPort will accept the TCP connection immediately. It will send the “CONNECT {baudrate}”

command to the serial port and will immediately enter data mode.

Dial-out

The NPort accepts ATD commands such as “ATD 192.168.1.1:4001” from the serial port. It will then request
a TCP connection from the specified remote Ethernet modem or PC. Once the remote unit accepts this TCP
connection, the NPort will send the “CONNECT {baudrate}” command to the serial port and will immediately
enter data mode.

Disconnection Request from Local Site

When the NPort is in data mode, you can initiate disconnection by sending “+-++”. Some applications allow you
to directly set the DTR signal to off, which will also initiate disconnection. The NPort will enter command mode,
and you can then enter “ATH” to close the TCP connection “NO CARRIER” will be returned to the serial port.

ATTENTION

When entering “+++" to disconnect, the three “+” characters must be sent in quick succession, and the
sequence must be prefaced and followed by a guard time to protect the raw data. You can change the
disconnect character using register S2. You can set the guard time using register S12.

Disconnection Request from Remote Site

After the TCP connection has been closed by the remote Ethernet modem or PC, the NPort will send “NO
CARRIER” to the serial port and will return to command mode.
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AT Commands

Ethernet Modem mode supports the following common AT commands, as used with a typical modem:

No. |Command Description Remarks
1 ATA Answer manually
ATD Dial up specified IP address and port number

ATD 192.168.1.1:950 (example)
3 ATE ATEO=Echo OFF

ATE1=Echo ON (default)
4 ATH ATHO=0n-hook (default)

ATH1=0ff-hook
5 ATI, ATIO, Modem version reply “OK” only

ATIL1, ATI2

6 ATL Speaker volume option reply “OK” only
7 ATM Speaker control option reply “OK” only
8 ATO On line command
9 ATP, ATT Set Pulse/Tone Dialing mode reply “OK” only
10 ATQO, ATQ1 Quiet command (default=ATQO0)
11 ATSr=n Change the contents of S register see “S registers”
12 ATSr? Read the contents of S register see “S registers”
13 ATV Result code type

ATVO for digit code,

ATV1 for text code (default)

0=0K

1=connect

2=ring

3=No carrier

4=error
14 ATZ Reset (disconnect, enter command mode and restore the flash

settings)
15 AT&C Serial port DCD control

AT&CO=DCD always on

AT&C1=DTE detects connection by DCD on/off (default)
16 AT&F Restore manufacturer’s settings
17 AT&G Select guard time reply “OK” only
18 AT&R Serial port RTS option command reply “OK” only
19 AT&S Serial port DSR control reply “OK” only
20 AT&V View settings
21 AT&W Write current settings to flash for next boot up
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S Registers

No. |Register Description Remarks

1 SO Ring to auto-answer (default=0)

2 Si1 Ring counter (always=0) no action applied

3 S2 Escape code character (default=43 ASCII “+”

4 S3 Return character (default=13 ASCII)

5 sS4 Line feed character (default=10 ASCII)

6 S5 Backspace character (default= 8 ASCII)

7 S6 Wait time for dial tone (always=2, unit=sec) no action applied

8 S7 Wait time for carrier (default=3, unit=sec)

9 S8 Pause time for dial delay (always=2, unit=sec) no action applied

10 S9 Carrier detect response time no action applied
(always=6, unit 1/10 sec)

11 S10 Delay for hang up after carrier no action applied
(always=14, unit 1/10 sec)

12 S11 DTMF duration and spacing no action applied
(always=100 ms)

13 S12 Escape code guard time
(default=50, unit 1/50 sec)
to control the idle time for “+++”
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Federal Communication Commission
Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in
a residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not
installed and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a particular installation. If
this equipment does cause harmful interference to radio or television reception, which can be determined by
turning the equipment off and on, the user is encouraged to try to correct the interference by one or more of
the following measures:

e Reorient or relocate the receiving antenna.
¢ Increase the separation between the equipment and receiver.
e Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

e Consult the dealer or an experienced radio/TV technician for help.

CAUTION:

Any changes or modifications not expressly approved by the grantee of this device could void the user’s
authority to operate the equipment.

FCC RF Radiation Exposure Statement
This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled environment. This

equipment should be installed and operated with a minimum distance of 20cm between the radiator and your
body.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference and

2. This device must accept any interference received, including interference that may cause undesired
operation.

Labeling requirements

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) this
device may not cause harmful interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

RF exposure warning

This equipment must be installed and operated in accordance with provided instructions and the antenna(s)
used for this transmitter must be installed to provide a separation distance of at least 20 cm from all persons
and must not be co-located or operating in conjunction with any other antenna or transmitter. End-users and
installers must be provide with antenna installation instructions and transmitter operating conditions for
satisfying RF exposure compliance.

End Product Labeling

This transmitter module is authorized only for use in device where the antenna may be installed such that 20cm
may be maintained between the antenna and users. The final end product must be labeled in a visible area with
the following: "Contains FCC ID: SLE-W2X50A ”
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Information for the OEMs and Integrators

The following statement must be included with all versions of this document supplied to an
OEM or integrator, but should not be distributed to the end user.

1. This device is intended for OEM integrators only.

2. Please see the full Grant of Equipment document for other restrictions.

This radio transmitter FCCID: SLE-W2X50A has been approved by FCC to operate with the antenna types listed
below with the maximum permissible gain and required antenna impedance for each antenna type indicated.

Antenna types not included in this list, having a gain greater than the maximum gain indicated for that type,
are strictly prohibited for use with this device.

Antenna List

No. | Manufacturer Model No. Antenna Type Peak Gain

1 KINSUN ANT-WDB-ARM-02 Dipole Antenna 1.21 dBi for 2.4GHz
1.73 dBi for 5GHz

Note: The antenna connector is Reverse SMA type.
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FCC Warning Statement

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference, and

2. This device must accept any interference received, including interference that may cause undesired
operation.

This equipment has been tested and found to comply with the limits for a class B digital device, pursuant to part

15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in

a residential installation.

This equipment generates, uses, and can radiate radio frequency energy, and if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is
no guarantee that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the following measures:

e Reorient or relocate the receiving antenna.
e Increase the separation between the equipment and receiver.
e Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

e Consult the dealer or an experienced radio/TV technician for help.

CAUTION:
Any changes or modifications not expressly approved by the party responsible for compliance could void the
user’s authority to operate the equipment. The operation frequency of the device is in the 5150-5250 MHz band

and is for indoor use only.

Prohibition of Co-location
This device and its antenna(s) must not be co-located or operating in conjunction with any other antenna or

transmitter.

Safety Information

To maintain compliance with FCC’s RF exposure guidelines, when installing and/or operating this equipment,
you should maintain a minimum distance of 20 cm between the transmitter and your body. Use only the
supplied antenna. Unauthorized antennae, modifications, or attachments could damage the transmitter and
may violate FCC regulations.
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