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and the maximum number of LAPFs In the link. Thes you will select the LAPs to be
used b the link, When the client link s created, each rmember TAF will associate bo
an TAP on the host Areay

You may wish to consider configuring the WDS5 link LAFe so that only the WDS
link 5510 are active on them. See “Active JAP:" on page 261,

LIRBUS WDS SCENARID
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Figume 163, Cardiguring a WIS Link
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Pa Y ke an [AP has beew selected fo act as 2 WS chient link, you will not be
dlletoed do use nul‘u-mn_lﬁ;umd cefl string on that TAP (since the cell must
exterul all the way fo the obher Array)

-& When corfiguring WIS, of you use WPA-PSK (Pre-Shaved Keyl az 2
security mechanisy, ensure that EAP is dizabled, Commrunication befrpern
two Arrays i WDE mode will nod siecored if the client Arvay has both PSE
amd EAP enabled om the 5510 used by WD, Ser S5T0F Managemert,

a TKIP sncryption doss not support kigh throwghput rates, per IEEE 802 1In
TEIP should mever be used for WDS lnks onr XK and XN arvays.

Long Distance Links

If vou are using WDS to provide backhaul ever an extended distance, use the
WDS Dist. (Miles) setting o prevent timeouwl problems associated with long
transrission imes. (See “TAF Settings™ on page 274) Set the approximate distance
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in miles betwesn this AP and the connected Array in the WDS Dist. (Miles)
column. This will increase the wait timne for frame transmissbon sccordingiy

551D Management

Muctive LTS

WIS Client Link IAPF Assignments:
WDS Client Links

WIS Statistics

WDS Client Links
This window allews you to set up 4 maxirmum of four WDS client links,
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Procediire for Setting Up WIS Client Links
WS Client Link Settings:

=

-

Host Link Stations: Check the Allow checkbox o instruct the Array bo
allow stations to associate to [AFs on & host Array that participates in a
WS link. The WIS host IAF will send beacoms announcing iks
availability to wireless clients. This is disabled by default.

Chee o TAP Ras beem selected fooact oz @ WIS plisnd [ink, no offeer
deseviateeat well be allewed om thal JAP Hoteper wireless astociabons wilf
be alletwed on the WS kost side of the WDIE session,

Spanning Tree Protocol (5TF): Check the Enable checkbox fo instruct the
Array to enforce the Spanming Tree Protoce]l on all WDS links. This is
enabled by default. Use of 5TF iz strongly recommended in most
situations. However, in situations like the one in the next step, where
WS = used by an Array mounted on a high speed train, 5TF can add
significant delay (often on the order of 30 lo 60 seconds) while initially
analyzing network topalogy. In such a situation, it may be desirable to
disakle ST

Cahion: If 5TP is disabled ond a nefwork commection is made on the WS
Client Array'’s Cagabif link thaf caon reach the WDS Host Array, brosdeasf
arral mrulticest packels aill not be blacked. A brosdeast storm sury couse @
nettberk outage.

Roaming R551 Threshold: If an Array is deployed on a mobile site (on a
train, for example), you can use WDS to implement a wireless backhaul
that will roam between Arrays at fixed locations. When another
candidate Array for WS host target is found, the client link will ream to
the new Array if its BS5]1 is stronger than the S50 of the current host
conmection by at least the Roarming BSST Threshald. The default is 6 dE.

Roaming RS5] Averaging Weight: This weight changes how much the
latest BSSI reading influences the cumulative weighted BES51 value
utilized in checking the threshold (above) to make a roaming declsion.
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The higher the weight, the lower the influsnce af 3 new ES5] reading.
This is mot exactly a percentage, but a factor in the forenula for computing
the current RSST value based on new readings:

StoredR35] = (Stored RS51 * Roaming AvgWieight

+ NewRSSIReading * (100 - Roaming AvgWeight)) / 100
Thiz prevents erroncous or out-of-line BSS81 readings from causing the
WDS link to jump to 2 new array. Such readings can result from
temporary obstructions, external inferference, sic.
Click Save changes to flash after you are finished making changes on this
page if you wish to make vour changes permanent.

WDS Client Link TAP Setting:

E.

Enable/Disable/Reset All Linke: Click the appropriate button o

Enable All Links=—this commmand activates all WIS links configured
on the Array,
Disable All Linksethiz command deactivates all WDS links

configured on the Array. It leaves all vour settings unchanged, ready
1o re-enahble,

Reset All Limks—this command tears down all links configured on
the Array and sets them back to their factory defaults, effective
imnmiediately.

Client Link: Shows the D (1 to 4) of each of the four possible WDS links.

Enabled: Check this box if you want to enable this WIS link, or uncheck
the box to disable the link.

Max [APs Allewed (1-3); Enter the maximum number of [APs for this
link, between 1 and 3.

). Target Array Base MAC Address: Enter the base MAC address of the

target Array (the host Areay at the other side of this link). To find this
MAC address, open the WDS window an the ferget Array, and wse This
Armay Address located on the right under the Summary of WS 1Tost

2
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Links To allow any Xirruz Array to be accepted as a WDS target, enter the
Xirrus OUT: 00:0f:7d:00:00:00 {thiz is wseful for roaming in 3 mobile
deployrent, as described in Step 3 on page 341,

11, Target 551D Enter the 5510 that the target Array is using

! Usemame; Enter a usermame for this WS link. A uwsername and
password is required if the 5510 is using PEAFP for WIS authentication
from the internal EADIUS server.

13, Password: Enter a password for this WG link.

1. Clear Settings: Click on the Clear button to reset all of the fields on this
lirue,

WDS Client Link IAF Ascignments:

15, For each desired client link, select the LAPs that are part of that link. The
IAP chaninel assignments are shown in the column headers.

16, TAF Channel Assignment: Click Aute Configure to instruct the Array to
automatically determine the best chanmel allocation settings for each LAP
that participates in a WIS link, based on changes in the environment.
These changes are executed imrnediately, and are automatically applied,

5510 Management
W5 Planning
WS

WIS Statistics
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Filters

a Thiz _ﬁ-m‘u?r is nr:lﬂ],r gomiable if the Arroy’s Hcemse moludes the Xirmms
Advauced RF Security Mawager (REML If 2 seffing o unovailakie
(graiped ewl), Hien vour lcense does mel support the feature, Please see
“Abowt Licensing and Upgrades™ on page 361

The Wircless Array's integrated firewall uses stateful inspection to speed the
decigion of whether to allow or deny traffic. Filters are used to define the rules
used for blocking or pagsing traffic. Filters can also set the VLAN and (oS level
for selected traffie

i The air cleaner fealure offers o0 nusber of predetermined filler rules that
eliminate a great deal of ummecessary wireless tnaffic. See "Air Cleaner”™ en

page $05,
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Fijpare 165. Filbera

User conmections managed by the firewall are maintained statefully—onoe 2 user
flow iz established through the Array, it is recognized and passed through
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without application of all defined filtering rules. Stateful mepection mons
autormatically on the Array. The rest of this secton describes how 0 view and
manage filters

Filters are organized in groups, called Filter Listz. A filter Hst allows you te apply
a uniform set of fllers to 55108 ar Groups very easily.

The read-only Filters window provides you with an overview of all filter lists that
have been defined for this Array, and the filters that have been created in sach hst.
Filters are listed in the left side column by name under the filter list to which they
belong. Each filter enfry ks a lUnk that takes you to its Filter Management entry,
and the list includes information abeut the type of filter, the protacol it is filtering,
which port it applies to, source and destination addresses, and Qo5 and VLAMN

asslgnments,

Filter Lists

This window allows you to create filter lists. The Amay comes with one
predefined list, named Glebal, which cannot be deleted. Filter lists [including
Glebal) myhappllnﬂtuﬂﬂﬂsurtuﬂmups-my o filber list at a HIIIEIII.I:.' be
applied to a group or S5[0 (although the fAlter lisg may contain a number af
Flkera), All filbers are ereated within fAlter lists.

u
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Figrare 186, Filber Lists
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Procediire for Managivng Filler Lists
Stateful Filterimg: Stateful operation of the integrated firewall can be
Enabled or Disabled. If vou have 3 large number of filters and vou don’t

want to apply them in a stateful manner, you may use this option to tum
the firewall off

: Application Contral: Operation of the Application Contrel feature may
e Emabled or Disabled. Sce “Application Control Windows™ on
page 150,

‘&\ The Applicatien Cordrol feature & enly anailoble of the Array leense
trecludes .-'l.ppﬁ':.n.!in:ul Central. [fa I-rffﬁn; i werarilabis fgr.ty‘tﬂ atif), thern
yoir license dees mol support (e feature. See “Aboart Licensing omd
Ugrgrndes™ on page 361

Apphication Contrel data is only conilable frem XR Sertes Arvay models. JE
i ool amadlable o XN Arrays.

Mew Filter List Name: Enter a name for the new filter list in this feld,
then dlick on the Create buthon to create the Hst. All new filters are
dizabled when they are created. The new filter list is added to the Filber
List table in the window. Click on the filter list name, and you will be
laken bo the Filler Managemen! windew [or thal Gler Lt

I Om: Check this box to enable this filter list, or leave it blank to disable the
list. If ghe List is disabled, you may still add filters o it or modify it, but
none of the filters will be applied to data traffic.

Filters: This read-only field displays the number of filters that belong to
this filter list,

£ S5Ts: This read-pmly figld lists the S50 that wse thia flter lat

7. U.T-EI.'GI‘I‘I.IPI: This md—ml}r fasdd lists l:l'll:Gr-nu]:l: that wees this Hlter list.

Dielete: Click this button to delete this filter list. The Global filter list may
mot ke deleted.
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9 Click Save changes to flash f you wizh to make your changes
permanent.

10 Chick a filter hist to £ o the Filter Management window 1o create and
manage the filters that belong to this list.

Filter Management

This window allows you to create and manage filters that belong to 2 selected
filter list, based on the filter criteria you specify. Filters are an especially powerful
feature when combined with the mtelligence provided by the "Application
Control Windows" on page 150,

Filtars are appled In order, from top to bottom,
CHck here to changas the order,
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Based on Application Control’s analysis of your wireless traffic, you can create
filkers bo enhamnee wireless usage for your business meeds:

Uszage of non-productive and risky applications like BitTorrent can be
restricted,

Traffic for mission-critical applications like VoIP and WebEx may be given
higher priority (QoS).

Mon- critical traffic from applications like YouTube may be given lower
priority (Qo5).

Traffic flows for spedific applications may be controlled by sending them
imte WLAMs that are designated for that type of traffic.

Maote that filtering iz secondary to the stateful inspection performed by the
integrated firewall Traffic for established connections is passed through without
the application of these filkering rules.

Procedire for Managing Filters

Filter List: Select the filter list to display and manage on this window, All
of the filters already defined for this list are shown, and you may create
additional filters for this list.

Add Freset Filter: A number of predefined “Air Cleaner™ filters are
available using these buttoms. You can use these rules to eliminate a great
deal of unnecessary wircless traffic, resulfing in improved performance.
For meare information, please see “Air Cleaner™ on page 405,

Mew Filter Mame: To add a mew [lter, enter its name in the feld next to
the Create bution at the bottom of the list, then click Create, All mew
filters are added to the table of filters in the window. The filter name must
be unigue within the list, but it may have the same name a5 a filter in a
different Glter list. Tweo filters with the same namie in different flter lists
will be wmp]ct:lr unrelated o sach uﬂwr—ﬂH-r}r miay b defined with
different parameter values.

JE
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Viewing or modifying existing filter entries:

Filter: Select a filter entry if you wish to modify it Source and destination
details are displayed below the bottom of the list.

Om; Use this field to enable or disable this filter,

Log: Log usage of this filter to Syslog.

Type: Choose whether this filter will be an Allew filter ar a Deny filter. If
you define the filter as an Allow filter, then any associations that meet the
filker criteria will be allowwed. IF Fol define the filter as a Dr_'n!.r filter, any
azsociations that meet the filter criteria will be denied.

Layer: Select network layer 2 or 3 for operation of this filter

Protecel™Mumber: Choose a apecific filter protoeco] from the pull-down
list, gr choose numeric and enter a Number, or chopse any o instruct the
Array to use the best filter. This is a match criferion

0. PortNumber: This = a match criterion. From the pull-dewn lisl, choose

the target port type for this filter Choose any to instruct the Array to
apply the filter to any port, or choose 1-85534 and enter 2 Mumber

To enter a Range of port numbers, Port / Number [ :Range |

upmhhmﬁmdmdnmrlbﬂnwiﬂ-. e
a colon as shown: Start #: End #. [n-6ee31) 5[ 8184

. QoS: (Optional) Set packets that match the filter criteria to this QoS level

{0 o 3), selected from the pull-down list. Level 0 has the lowest priority;
lewel 3 has the highest priority. By default, this field is blank and the filber
does not modify QoS level See “Understanding QoS Priority on the
Wireleas Array”™ on page 244.

' VLANMNumber {ﬂPliun:l} Sot ]::-l:l:-r,:l:i. that match the flier criteria to

this VLAMN. Select a VLAN from ﬂt]:ull-dmm list, ar selact numeric and
enter the number of 2 previously defined VLAN (see “VLAN=" on

page 199}
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13

Meve Up/Down: The filbers are applisd in the order in which they are
displayed in the st with filters on the top applied first. To change an
entry’s position in the list, just click its Up or Deawn buthon,

140, To delete a filter, click its Delete button.

Select an existing filter entry in the list to view or modify the following, shown
below the list of filters:

|

Source Address: Define a source address to match as a filter criterion.
Click the radio button for the desired type of address (or other attribute)
to match, Then specify the value to match in the field to the right of the
button. Choose Any to use any source address. Check Net to match any
address except for the specified address.

Destination Address: Define a destination address to match as a filter
criteripn. Click the radio button for the desired type of address (or other
afiribute} fo match, Then specify the value to match in the ficld to the
right of the button, Choose any to use any source address, Check Not to
match any address except for the specified address.

Below the Source and Destination Addresses, you may enter 2 Category or an
Application to be matched by the filter:

Category: If you wish this filer o apply to a particular category of
application, swch as File-Teansfer or Database, select it from the listed
oGNS,
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Figare 183, Filber Category or Applicatan
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15 Applications: If you wish this filter to apply to a specific application,
such as WebEx, click the letter or number that it starts with. Then select

the degired application, You may select a Category or an Application, but
miot both,

19. Click Save changes te flash if you wish o make your changes
permanerik.

Filters
Filter Statistics

Understanding QoS Pricrity on the Wireless Array
VLANS
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Clusters

'.E. This feature 5 wof avislaoble on XRE-500 Series Arrays

Clusters allow you to configure multiple Acraye at the same time. Using WMI (or
CLI), you may define a sel of Arrays that are members of the cusier. Then you
may enter Cluster mode for o selected cluster, which sends all successive
configuration commands isswed via CLI or WMI ko all of the member Arrays,
When vou exit cluster mode, configuration commands revert to applying only to
the Array to which yeu are connected.

The read-only Clusters window provides you with an overview of all clusters that
have been defined for this Array, and the Arrays that have been added to sach.
Arrays are listed in the left hand columm by name under the cluster to which they
belong. Each Array entry displays its IP Address, Username, and Password,

EITR AFARE] WARLAT Y

1 1 (T8 e
1 P S arpb A Pazis e

-
(et T H vk [FALTHE §r] 2omT
Figume 169, Clusters

Clusters are discussed in the following tupics:
#  Cluster Diefinmition
#  Cluster Management
®  Cluster Operation
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Cluster Definition

This window allows you to create chasters. All exigting clusters are showm, along
with the mumber of Arrays currently in each. Up to 16 clusters may be created,
with up to 50 Arrays in each.

Aarrus KEAEN WAR A

Ll i 1 (R AR
YR & FVET AT
"o i T

Figrare 1710, Clugies Definition

Procedwre for Managing Clester Definitian
I Mew Cluster Mame: Enter a name for the new cluster in the Held to the
left of the Create button, then click Create o add this enfry. The new
Sluster 15 added 1o the list in the window Click on the cluster name, and
vou will e taken to the Cluster Management window for that chuster,

1 Delete: To delete a cluster, click its Delete button
Click Save changes to flash if you wish to make your changes
Permanemt.

Click a cluster to go o the Cluster Management window to add or
remove Arrays in the cluaster,
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Cluster Management
This window allows you to add Arrays to or delete them from a selected choster
A chasher may include & macdmum of 50 Arrays.

Mote that the Array on which you are currently running WhI k= not automatically
a member of the cluster If vou would ke it to be a8 member, vou must add it

explicitly,

m“’_ Wi WA WL Serap
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e
Figrare: 171, Cluster Managesnen

Procediere for Managing Clisters

Edit Cluster: Select the cluster to display and manage on this window, All
of the Arrays already defined for this cluster are shown, and you may
add additional Arrays to this list.

Armay: Enter the hestname or I[P address of the Array that you wish to
add to this cluster,

UVsername'Passward: In these columng, enter the administrator name
and password for access bo the Array

I Click the Add Array button to enter the Array.
. To delete an Array, click its Delete button.

£ Click Save changes to flash f you wish to make your changes
permanent.
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Cluster Operation

This window puts WMI into Cluster Mode, In this made, all configuration
operations that you execute in WMI or CLI are performed on the members of the
cluster. They are net performed on the Array where you ane running WM, unless
it is a member of the cluster.

'ﬁ_ An XRE-T000 Séries Array canvot act ag the Cluster contbroller. [F ordl
operale correctly av 2 member of 2 cluster.

You must uee the Save changes to flash button at the top of configuration
windows to permanently save your changes in Cluster Mode, just as you would
in normal aperation. When you are done configuring Arrays in the cluster, return
to this window and click the Exit button to leave Cluster Mode.

-]
XIRRUS A
Cdiie MW K i1 i Hjdis
o alig wraliory [ = = B = Foirdbe’ o oSk
TEwWEsE N Fark !

MR
Figure 171 Clusber Medu Operation

Procedure for Operating in Clester Mode

Operate: Click the Operate button to the right of the desired cluster. A
message informs you thal vou are operaling in clusler mode. Click OK.
The Operate button is replaced with an Exit bution.

a2l Mo hes Dear sovelsd

| = N |

Figame 173, Cluster Mede Activation
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Salect a Whl window for settings that vou wish o configure foe the
cluster, and proceed to rmake the desired changes,

Procesd to any additional pages where you wish to make changes.

4 Some Status and Statistics windows will present information for all
Arrays in the cluster,

Click the Save bulton when dore i vou wish Lo save changes on the
cluster mermber Arrays.

Exit: Click the Exit button to the |.'.i5|1.1: af the operating cluster to terminate
Cluster Mode. The WMI returns to normal operation——managing only
the Array o which it 12 connected.

Status mard Statistics Windoeres i Cluster Mode

In Chaster blode, mamy of the Status and Statistics windows will display
information for all of the members of the cluster You can tell whether 3 window
displays chuster information=—if £, it will display the Cluster Name near the top,
as shown in Figune 1974,

Chuster Mame
Spacify Grouping
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Figars 174, Viewing Siatstics im Cluster Mode
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You have the option to show agpregate information for the cluster members, or
click the Growp by Array check box to separate it out for each Array,

You may terminate cluster mode operation by clicking the Exit button to the right
of the Group by Array check bosx.
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Using Tools on the Wireless
Array

These WMMI windows allow you to perform administrative tasks om your Array,
such 25 upgrading software, rebooting. uploading  and  downloading
comfiguration files, and other utility tasks. Tools ane described in the following
aacbiang:

= “System Tools" on page 360

*  “CLI" an page 371
“Dptiens” on page 373
“Logout” on page 376
Mote that the Tools menu section may be collapsed down to hide the headings
under it by dicking it. Click again to display the headings. (See Figure 43 on
page §9)

This section does not discuss using status or configuration windows. For
information on those windows, please see:

® "Wiewing Status on the Wireless Array" om page 95
*  “Configuring the Wireless Array”™ on page 159
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System Tools

This window allows you to manage files for software images, configuration, and
Web Page Redirect (WPE), manage the system's configuration parameters, reboot

the system, and use diagnostic tools.
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v Some tools, such a3 Netwaork Tools and Diagnostics, are only anailable if the
Arrays [icense mcludes the Xiris Advanced BF Amalysis Manager
(RAM). IF g tond 13 engoadabls I:_'g'rd:rl.lraf aut), thew yeser leense does mal
sitpport the feature. See “About Livensing and Upgrades” on page 361.

About Licensing and Upgrades

The Array’s license determines many of the features that are available on the
Array. For example, sutomatic cell sizing and channel allocation require a licsnse
that includes the Xirmus Advanced BF Performance Manager (RFM). Also, IEEE
02 11n operation on XN model Arrayz iz a licensed feature. To check the features
supported by your Hoense, see * Array Information” on page 101

If you are upgrading the Array to add new features that are not supporied by
vour existing license, you must enter the new license key that includes the
upgrade’s features before upgrading,

E:imilaﬂy; if you are upsm:l'ins the Array for a new release, vou must enter the
new license key that enables the operation of that releage bafore upgrading. If you
do not enter the new leense first, the Arcay will display a message and revert to
the previous software image, rather than trying o run new softveare for which it
is mot licensed. Major releases will need a new license key, but minor releases will
mat, For example, to upgrade from Array(r5 Release 5.0.5 to Release 5.1, you mounst
enter & new license key, To upgrade from Array0Ss Release 5.0.5 to Release 5.0.6,
use your existing license key,

If you will be entering license keys and performing upgrades on many Arrays, the
effort will be streamlined by using the Xirrus Maragement System (Kb45).

Pracedure for Confignring System Tools
These tools are broken down into the following sections:
®  System
*  Configuration
& DHagnostics
= Web Page Redirect

Using Tools on the Wireless Array a1
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& Metwark Tools
@ Progress and Status Frames

System

Save & Reboot or Reboot Lise Save & Reboot to save the current
configuration and then reboot the Array. The LED: on the Array indicate
the progress of the reboot, as described in "Powering Up the Wireless
Array” on page 63, Alternatively, use the Rebaot button to discard any
configuration changes which have not been saved since the Last rebroot.
You may specify an optional Delay period in seconds to wait before the
reboot starts,

7. Software Upgrade Thiz feature upgrades the Arrap(5 io a newer
version provided by Xirrus, Please note that vou typically will need to
enter a mew license key to cover the upgrade’s features before clicking
the Upgrade butien. See “About Licensing and Upgrades" om page 3451
for details.

Enter the filename and directory location (or click on the Browse button
to locate the software upgrade file), then click on the Upgrade butten to
upload the mew file to the Array. Progress of the operation will be
displayed below, in the Pregress section. Complation status of tha
operation is shown in the Status section,

This operation does not run the new software or change any configumed

values, The existing software continues to run on the Array until you
rebwoot, at which time the uploaded software will be used,

ey If wou kave difficulfy wpgrading the Array using the WML, ser “Upgrading
the Array wia CLI™ on page 364 for a lowver-level procedure you may wse,

Softevare Lipgrade always wploads the file in bimary mode. [ you framsfer
amy image file bo yoorr compuier bo Rawe iF availabis for fhe Soffeere Lpgrede
commuard, it i critécal te remember to fransfer it (fip, () in ey medel
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License Key: If Xirrus provides you with a new license key for your
Array, wse this field to enter it, then cdick the Apply button to the right, A
valid license is required for Array operation, and it controls the features
available om the Array If vou upgrade your Array for additional features,
you will be provided with a license key to activate those capabilities,

If vou atternpt to enter an invalid key, vou will receive an error message
and the current key will not be replaced.

Automatic Updates frem Remote Image or Configuration File

The Array software image or configuration file can be downloaded from an
external server. In large deployments, all Arrays can be pointed to one TFTP
server instead of explicitly initiating software image uploads to all Arrays. When
the Array boots, the Array will download the software image from the specified
TFTF server. Similarly, if vou decide to change a setting in the Arrays, you can
simply modify a single configuration file. After the Arrays are rebooted, they will
auteratically dewnload the new configuration file from a single location on the
specified TETP server,

Remote TFTP Server: This field defines the path to a TFTP zerver to be
used for automated remote update of software image and configuration
files when rebooting. You may specify the server using an [P address or
host name,

Remote Boot Image: When the Array boots up, it fetches the software
image [lle speciflled here [rom the TFTP server dellned above, and
upgrades to this image before booting. This must be an Array image file
with a .bin extension

Make sure to place the file on the TFTP server. If vou disable the remaote
boot image (by blanking out this field) or If the image can't be transferred,
the Areay will fall back to bootimg whatever image Is on the compact
flash.
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v The Rermote Bood Image or Configurabion updale happens every lime Bt Hhe
Array reboots. If you anly feant be febeh the remote omage o confipuration
ﬁn!-rur:: Hme, be sure bo hura q,l?i.':lr reminde eption (blink out the feld on the
System Tools page) after the inittal deronlond. When @ remiote boot tmage =
used, the image s transferred direclly inle memory and @5 neoer written fo

the corepanct Mash,

£, Remote Configuration: When the Array bools up, it fetches the specified
configuration file from the TFTP server defined above, and applies this
configuration after the local comfipuration is applied. The remote
configuration must be an Array configuration file with a .cenf extension.
Malke sure to place the file on the TFTP server,

A partial configuration file may be used. For instance, if yvou wish lo use a
single configuration file for all of your Arraye but don't want o have the
same [P address for each Areay, you may remove the ipaddr line from the
file. You can then load the file on each Array and the local IF' addresses
will not change.

A remote conflguration s never saved to the compact flash unless you
issue a Save command.

Configuration

7. Update from Remote File: This field allows you to define the path to a
confipuration file (one that you previously saved=——sce Step 9 and Step 10
below). Click om the Browse button if you need to browse for the location
of the file, then click Update to update your configuration settings.

4. Update frem Local File: This field updates Array settings from a local
comfiguration file on the Array Select one of the following files from the
drop-down list:

factoryeant: The factory default settings,
lastboot.conf: The setting valuwes from just before the last reboot

saved.conf: The Last sethings that were explicitly saved using the Save
changes to flash bullen al the top of sach window.
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histary/'zaved-yyyymmdd-pre-update.cond:
histarylsaved-yyyymmdd-post-upd ate. conf:

Two files are saved for an upgrade; the setting values from just before
an upgrade was performed, and the inital values afferward.
The filename includes the upgrade dake.

history/saved-yyyymmdd-auto.conf; Each time you uwse the Sawve
changes to flagh button, an “auto”™ file is saved with the ssttings
current at that Hrme

histary/saved-yyyymmdd-pre-reset.cont:
histary/saved-yyyymmdd-post-reset.cond:

Each time you use one of the Reset to Factory Default buttons, twe
files are saved: the setting values from just before the reset, and the
initial values afterward, The filename includes the reset date.

history/saved-yyyymmdd-hhmm.cenf; The setting values that were
explicitly saved using the S¢f Restore Peint button (see Step @
below).
Click Update to update your configuration settings. Mote that the History
folder allows a masimum of 16 files. The oldest file = automatically
deleted 1o make room for each miew Tbe.

Sawve to Local File: There are a few options for explicitly requesting the
Array bo save your current configuration to a file on the Array:

To view the list of comfiguration files currently on the Array, click the
down arrow o the right of this field. If you wish to replace one of
these files (ie, save the cumrent configuration under an existing file
name], select the fils, then click Save. Mote that you cannot save to
the file names factory.conf, lastboot.conf, and saved.conf - these files
are write-protected.

ou may enter the desired file name, then click Save.

lick Set Restore Point to save a copy of the current configuration,
basing the file name on the current date and time. For example:

history/saved-20100318- 1842 conf
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Mot that the configuration s automatically saved to a file in a fow
situations, as deseribed in Step 8 above,

E. Ingrortant! When you haoe indtially configured your Arrgy, or have prade
significant changes to ifs configuration, we stromgly recomomend fhat you
save the configuration to @ file in arder to have @ safe backup of your working
configurafion,

10, Downlead Cuorrent Configuration: Click on the link ftled
w5 _carrent.conf to download the Array’s current configuration settings to
a file {that you can upload back to the Array at a later date). The systemn
will prompt you for a destination for the file. The file will contain the
Array's current configuration valuwes.

1. Reset to Factory Defaults: Click on the ResetPreserve TP Settings button

to reset the system's current configuration settings to the factory default
values, except for the Arvay's managemend [P address whiich is left unchanged.
Thiz function allows you to maintain management connectivity to the
Array even after the reset. Thiz will retain the Gigabit Ethernet port’s [P
address {gee “Network I[nterfaces” on page 171), or f you have
configured management over a4 YLAN il will maintain the managemenl
VLAN's TP address {see “VLAN Management” ocn page 201}, AR otfer
previcus configuration settings will be lost,
Click Reset to resel all of the system’s current configuration sellings to
the factory default values, including the management [P address—all
previous copfiguration settings will be lost. The Array's Gigabit Ethernet
ports default to using DHCF to obtain an [P address,

ﬁx IF thee TP seftings change, the connection de the WM may be lost

Diagnostics
11 Dhagnostic Leag: Click the Create button to save a snapshot of Array
information for use by Xirrus Customer Support personnel. The Progress
and Status Frames show 'I'h::pn:.!grm af this operation. When the process
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2 complete, the filsname xs diagnostic. log will be displayed In blue
and provides a link to the newly created bop file. Click the link to
download this file to the ¢, folder on your local computer. (Figure 176)

Click Croate to croato log

Ciagraaties
Dimgnostic Log dizyieglic. ke Craghe *J

Than diick this Bink o save
log file to bocal computer

Figure 17§, Saving the Diagnoetic Leg

This feature is only used at the request of Customer Support. It saves all

of the information regarding vour Array, including status, configuration,
statistics, log files, and recently performed actions.,

The disgnostic log ks always saved as a file named xs_diagnostic. log
on your Crhy drive, 2o you should immediately renarme the file to save it
This way, it will not be lost the next ime you save a diagnostic log, Often,
Customer Support will instruct vow to save two diagnostic logs aboat ten
mirmtes apart so that they can examine the difference in statistics
ketween the two snapshots (for example, to see traffic and error statistics
for the interval). Thus, you must rename the first diagnostic log file.

‘EE\_ Al pazsroords are stored on the array in an encrypted form and 1wl rot be
exposed in the diagrostic log.
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Web Page Hedireet
The Arrey uses a Perl script and a cascading style sheet to define the default
splash/login Web page that the Array delivers for WFPE. You may replace
there files with files for ome or more custom pages of your owmn. See Step 15

below to view the default files. See Step 14 on page 253 for more information
about WPR and how the splash flegin page is used.

Each 5510 that has WPR enabled may have its own page. Custorn files for a
specific 5510 must be named based on the SSIT name. For exampls, if the
881D is named Public, the default vpe. gl and ha , a5 files should be
modified as desired and renamed to wpr=Publ i, pl and ha=Punl iz, cas
befare uploading to the Array. If you modify and upload files named wpr.pl
and hs . css, they will replace the factory default files and will be used for any
S50 that does not have iz own cuztom files, per the naming convention just
described. Be careful not to replace the default files unintentionally

43 Fada ol

L .
Updoad File | Browse. Mpiad
Resnv Fila . . Eldgt? List Files

Doarload Sample Fias mprp  hs.cas
Figuew 177, Managing WFR Splash/ Logen page files

13, Uplead File: Use this to nstall files for your own custom WPER splash/
login page (as described above) on the Array, Mote that uploaded files are
not immediately used - you must reboot the Array first. At that time, the
Array looks for and uses these files, if found.

Enter the flenamme and directory location (or click Browse to locate the
splash/login page files), then click on the Upload button to upload the
new files fo the Array. You must reboot to make vour changes take effect.
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| Remeve File: Enter the name of the WEE file vou want to remove, then
click on the Delete button. You can use the List Files button to show you
a list of files that kave been saved on the Areay for WPR. The list is
displayed in the Status section at the bottorn of the WHI window. You
must reboot to make your changes take effect,

Downlead Sample Files: Click an & link to access the corresponding

sample WPE files:
WpLple—a sample Perl script.
hs.ess—a sample cascading style sheet.
Metwork Tools
Falvur lzds
S TR = b P krs L alibu=ny
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e =
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[T T sy B EE R N E TR |

Pigure 178, Sysbem Commared (Fing)

6. System Command: Choose Trace Route, Ping, or RADIUS Ping. For

Trace Route and Ping, fill in I* Address and Timesut Then click the
Execute button to run the command.

The EADIUS Ping command is a simple utility that lests connectivity to a
RADHUS server by attempting o log in with the specified Usernarne and
Password. When using a RADIUS server, this command allows yvou to
verify that the server configuration is correct and whether a particular
Username and Password are set up properly. If 2 client is having trouble
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accesging the network, you can quickly deterrmine if there L& a baslc
RADHUS problem by wsing the BADIUS Ping tool For example, in
Figure 179 (A), RADIUS Ping is unabbe to contact the server. Tn Figure 179
(), RATILS Ping verifies that the host information and secret for a
RADIUS server are correct, but that the user account information is naot,

Select RADIUS aliows you to select a RADIUS server that vou have
already comfigured. When wvou make a choice in this field, additional
fields will be displayed. Scf Select RADIUS fo External Radius, ntermal
Radius, or 3 server specified for a particular 51D, or select Other Server
to specify anather server by entering its Host name or 1 address, Port,
and shared Secret.

Enter the RADMUS Credentials: Usermame and Passwerd, Select the
Authentication Type, PAF or CHAP, Click the Execute button to run the
command. The message Testing RADIUS cennection appears. Click 0K
to procesd.

53
A. !: I "2 8 yerdn - e ey i S Rt Blrwere, eadridmic b,

g AL o . mE g moam e ool

B TEAWA O vC ] Eisserd | O DL o T iR il

Figuse 179 Radius Ping Cuatput

IF Address: For Fing or Trace Route, enter the IF address of the target
device.

i Timesul: Por Ping or Trace Route, enter a value (in seconds) before the
action times out
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Execute System Command: Click Exeeute to start the specified
command. Progeess of command execution is digplayed in the Progress
frame, Results are displayed in the Stalos frame

Progress and Status Frames

The Progress frame displays a progress bar for commands such as Software
Upsr.adr. and 'PiTlE. The Status frame presents the output from system
commands (Ping and Trace Route), a2 well 25 other information, such as the
resulls of software upgrade

[f you want fo save the parameters you esfablished inm this window for
futusre sessions, click on the Save changes to flash button.

cu

The Wl provides this window to allow you to use the Array’s Command Line
[mterface (CLI). You can ender commands to configure the Array, or display
Information using show commands. You will not need to log o - you already
logged in o the Array when you started the WML

Ty i

Fogure 183, CL1 Window
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To enter a command, simply type it in The command i3 echoed and output b=
shown in the normal way=—that is, the same way it would be if vou wene weing
the CLT directly You may use the extra scroll bar ingide the right edge of the
windew to scroll through your output. If cutput runs past the right edge of the
soreen, there is also a horizontal scroll bar at the bottom of the page.

This windew has some minor differences, compared to direct use of the CLI via
the consale or an 55H connecton:

#  The CLI starts in config mode. All configuration and show commands are
available i this mode. You can “dall dewn”™ the mode furthes in the
wzieal weay For example, yvou can type interface lap to change the mode to
config-iap. The prompt will indicate the current command mode, for
example:

My=Rrray [config=iap) #

®  You can abbreviate a command and it will be executed if you have typed

i:n:;_rush af the command to be Lma:n'bigumu. The command will not
auto-complete, however. Only the abbreviated command that you
actually typed will be shown. You can type a partial command and pregs
Tab to have the comenand auto-complete. I the partal command ks
ambiguous a list of legal endings is displayed,
Entering quit will return you to the previously viewed WI page.
Maoat, but not all, CLT commands can be run in this window. Specifically
the run-test menu of commands s not avallable in this window. To use
the run-test command, please connect using S5H and use CLI directly, or
use the Syatem Tools described in this chapter, such as Trace Eoute, Ping,
and RADIUS Ping,

Hl,-_'|p commands (the T character) are available, vither atH.‘I.c]]‘l‘l;l:l‘llPtl:l‘l’.!“:T you

have typed part of a command.

72 Lsing Tools an tha Wireless Array



]

Wireless Array XiIiRRUS

Options
This window allows you to customize the behavior and appearance of the WML
Bv default, the Array uses the Mew style option, shown below.

-
XIRAUS Wi KRG W Aarany
Flalw s s i LN | Udlre 1dma 1 F TI
e | Ry crespr:a fagk
i gl L - At |

e B e e Ell

el mnin

__'I Clos peiiamtl sbe dicdiia # Fim i

R ~iis D iy &
T

] R
Laes Wt pyd

"ol el |

Fagure 18], WI Display Oplicns

Procedure for Configuring Optiens
Style: This option allows you to change the appearance and operation of
the uzer inderface. Select one of the available =iyles from the drop-dewn
list, Chck the Apply button to view the WhI with the selected styla,

Mote that some styles just change the display appearance (the skin) of
WMI, in much the same way as changing the display theme used in
Windeows 7. Other styles Include more extensive changes to the interface.
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Figuze 182 iFhane Siyle Opties

For example, the iPhone style option (Figurs 182) has 2 more compact
display, suitable for use on smart phones. [t shows the main menu in the
orange bar at the top, rather than a8 a tree in it own frame on the left
Clicking orne of the menu choboes at the top in Flgure 182 will display a
drop-down menuy with the optione for that menw cholee. Menus may be
toggled on and off by clicking on the headers (Status, Configuration, etc.).

Refresh Interval in Secands: Many of the windows in the Status section
of the WHI have an Aulo Refresh option. You may use this selling Lo
change how often a stalus or statistics window is refreshed, if its auto
refresh option is enabled. Enter the desired number of seconds bebween
refreshes. The default refresh interval is 30 secomds.

4
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Close Menu Section when Deselected: When you click a main section
such as 55IDs in the left frame of the WML (the navigation tres), the
sactiom is expanded to show submenu choices, Click Yes to automatically
close any open submerus wihen you select a different section. If you click
Mo, all menu sections will remain expanded once opened, Mo is the
default. Mote that if you enable this feature and you expand 2 section by
clicking its orange arrow, the section will stay open as you select
windows in other el sections.

Clear Screen When Loading New Page: When this option is enabled and
vou click on 2 page that takes a long time to load for any reason, the main
area of the screen is Blanked out and displays 2 Loading... message. [f
this option is disabled, WM simply shows the page you were viewing
undil the new page loads.
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Logout
Click on the Logout button to terminate your session, When the session is

terminated, you are presented with the Array’s login window:.

Eirnus KEANND TWIF] Arve )y

XIRRUS
Lre S w Laoed Ll
i il tkur
Lear Pucraces enre]
=& H
Figume 183, Login Windew
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The Command Line Interface

Thiz section covers the commands and the command structure used by the
Wireless Array’s Command Line Interface (CLI), and provides a procedure for
establishing an 35H connection to the Array. Topics discussed include:
“Establishing a Secure Shell (55H) Connection” on page 377,

“Getting Started with the CLI" on page 379,

“Top Level Commands™ on page 381,

"Configuration Commands” on page 9.

“Sample Configuration Tasks" on page 426.

‘Ei Sore commands are enly soailable §f Hee Arrays leense ovcludes
appropriate Xirrus Advanced Feature Sets. If a comvmand {3 anavailable,
ant error message will mebify you that wour lcense does ol support the
Segiure. Ser “Abeut Licensing and Upgrades™ on page 361

Ser Alse

Establishing Communication with the Areay
Metwork Map

Systern Tools

Establishing a Secure Shell (S5H) Connection

Use this procedure to initialize the systerm and log in to the Command Line
Imteeface (CLI) via a Seoure Shell (S511) wtility, such as PUuTTY. When conmecting to
the unit’s Command Line Interface over a network connection, you must use a
Secure SHell version 2 (85H-2) wtility. Make sure that your 55H utility is set up to
use 55H-1.

Start your 55H session and cormmmmicate with the Armray wvia its TP
address.

If the Array bs cornected 1o a network that uses DHCE, use the
aiddress assigned by DHCP We recommend that you have the

Tha Command Line Interfaca )
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network administrabor azgign a reserved address to the Array for ease
of access in the future.

If the network does not use DHCPE. wse the factory default address
10021 to access either the Gigabit 1 or Gigabit 2 Ethernet port. You
may need to change the [P address of the port an your computer that
is connected to the Array —change that port's [P address so that it i
on the same 10002 xx subnet as the Array port

If your Array is an 8- 13- or lé-port model, it has a 10,/ 100"k
Ethernet port called Ethernet). This management port has 2 default
1P address of 10.0.1.1, You may connect your computer directly to this
port, but you will need to set the [P address of the connected port on
vour computer to the 100007 xx submet.

Al the login prompt, enter your user name and password (the default for
both is admin}. Login names and passwords are case-sensitive, You are
mow logped in to the Array’s Command Line Interface.

£ P i et

Hirww: Hi i Rreow

Warcion 5.0 4923

Cppyrighl el MEE-ARG Sieeon, Tew
tAp A w1 rUs . con

Mger ey wdnin
E=1 = ol

L

Hirwew: Hi Ti Arrour

Figure 184. Logging [n
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Getting Started with the CLI

The root command prompt [Root Command Frompt) is the first prompt you see
after logging in to the CLI If you are at a level other than the oot command
prompt you can return tg this prompt at any Gme by wsing the exit command to
step back through each command prompt level, The moot commmand prompt you
gee in the CLI window is determined by the host name you assigned to vour
Array. The prompt Xicras Wi-Fi_Array i3 displaved throughout this document
simply because this is the hosl name azsigned o the Array used for development.
Ter tepmimate your seasion at any tme, wse the quit comumand,

Iputting Commands
When inputting commands you need only fype as many characters as the system

requites before it recognizes your input. For example, you can type the
abbreviated term config to acoess the configure prompt.

Getting Help
The CLI offers the following twe levels of assistance:

@ help Command
The help command is only available at the root command prompt.
Initiating this command generates & window that provides information
about the types of help that are available with the CLL
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@ T Command

This command is available at any prompt and provides either FULL or
PARTIAL help. Using the 7 (question mark) command when vou are
ready to enter an argument will display all the possible arguments (full
help). Partial help iz provided when you enter an abbreviated argument
and you want to know what arguments will mateh vour input.
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Fig=me 186. Full Help

Figure 187 shows an example of how the Tlelp system can provide the
argument and format when specifying the time zone under the date-time

cammand.
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Figure 187 Fastlal Help
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Top Level Commands

This section offers an at-a-glance view of all top level commands=—nrganized
alphabetically, Top level commands are defined here as commands that are
directly sccessible from the root command prompt (Xirmas_Wi-Fi_Array#). The
oot command prompt is based on the host name assigned to your Asray. When
inputting commands, be aware that all commands are case-sensitive

All other commands are considered second level configuration commandse—
these are the commands you use to configure specific elements of the Armay’s
features and ﬁu\l:l:il;ma]ily. For a '|irl'ing of these commands with r.'l-:amP]l:;- af
command formats and structure, g to "'"I:r.m.'l".igl.luhl;ln Commands™ an page k3

Root Cammand F'I'dl'l'lpt
The fellowing table shows the top level commands that are available from the

rool command prompt [Xirms Wi-Fi_Array).

L Type 8n to execute command n (a8 shown by the
history command).

configare Enter the comfiguration mede, See “Configuration
Cormmnands” on page 390,

exik Exit the CLI and terminate your session—if this
.:mm‘mnd iz used at any level other than the rook
pE you will simply exit the current

il:wl (step Eilclnt] and return to the previous level.

heelp Show a description of the interactive help systern.
See also, “Getting Help™ on page 379,
]:'l:il'l:l:rqr List |'|.i.|:|:||;|r:,r of commands that have been
executed.
e Turm tereminal pagination OMN ar OFF
guit Exit the Commansd Line Interface {from any level)
search Search for pattern in show command outpuat,
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configure Commands

shaw Crisplay inforrmation about the selected item, Sea
“show Commands” on page 345,
statistics Dizplay statistical data about the Array. See
“statistics Commands® on Page 388,
uptimme Crisplay the elapsed time since the last koot

The following table shows the second level commands that are available with the
top level configure command [Xirrus_Wi-Fi_Array{configh¥].

= Tyvpe n o execute command n {35 shown by the
hiztary command)
ael Configure the Access Control List
admin Define administrator acoess parameters.
cdp Configure Cisco Discovery Protooo] settings,
clear Remove/clear the requested elements.
cluster Make configuration changes to multiple Arrays
ocontact-info Cantact inforrmation for assjatance on this Array.
date-time Configure date and time settings.
dhep-server Configure the DHCT Server.
dns Configure the [INS settings.
end Exit the configuration mode
exit G UP ene mrode level.
file Manage the file system,
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filter Dhefime protocol filter parameters
Eroudp Define uger groups with parameter settings
help Description of the interactive Help system,
histary Li=l history of commands thal have been
exacubed.
hostname Huost name for this Array.
interface Select the interface to configure,
load Load running configuration from fash
location Locaticn name for this Array
management Configure array management parameters
mare Turn ON or OFF terminal pagination.
netilow Configure MetFlow data collector.
nio Disable (if enabled) or set to default value
guik Exit the Command Line Interface
radius-server Configure the RADIUS server parameters,
rebont Reboot the Array.
resel Reset all settings to their factory default values
and reboot
restore Reset all settings to their factory default values
and reboot
pan-lests Run selective tests,
Fave Save the running configuration to FLASH.
search Search for pattern in show command outpat,
security Set the security parameters for the Array.
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shaw Drisplay current information about the selected
e,
£nmp Enable, dizable or configire SNMP
said Configure the S50 parameters,
statislics Drsplay statistics.
syslog Enable, disable or configure the Syslog Server.
uptime Display tiee zince the last boot.
vian Configure VLAN parameters.
wifi-tag Configure VLAN paramefers.
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show Cormmands
The following table shows the second level commands that are available with the
top level show cormmand [Xirrms_Wi-Fi_Amay show],

acl Crsplay the Access Control List,
admin Display the administrator list or Login
information.
array-info Crsplay syster information.
aszociated- Diisplay stations that have associated to the Array.
stations
bpant=gmn Dhisplay Boot loader envirenment variables,
capabilities Drsplay detailed station capabilities.
cdp Display Cisco Discovery Protoced settings.
channel-list Display list of Array’s $02.11an and bgn charmels.
clear-text Display and enter passwords and secrets in the
clear.
cannirack Crisplay the Connection Tracking table,
cansale Display terminal settings.
comtact-info Dhsplay contact information
date-time Drsplay date and time setfing: sumemary.
dhcp-leases Drisplay I addresses (leases) assigned to stations
by the DHCP server.
dhep-poal Dhsplay intermal DHCP sarver settings surnmary
diff Display the difference between configurations.
dns Crisplay DMNG summary information.
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errar-nurnbers | Dhisplay the detailed error number in error
eSS,
ethernet Display Ethernet interface summary information.
external-rading | Display summary information for the extermal
EADILS server settinga,
factory-config Display the Array factory configuration
information.
filters Crisplay filter mformation.
iap Dhaplay [AP configuration information.
internal-radius | Display the users defined for the embedded
EADILIS server,
lastboot-config | Display Array configuration at the Hme of the last
boot-up.
management hisplay settings for managing the Array, plus
Standby; FIPS, and other infermation,
network-map Display network map information.
realtime-memitor | Display realtime statistics for all LAFs,
rOEue-ap Drsplay rogue AF inforemation.
route Display the routing table.
rasi-map Crsplay BSSI map by LAP for station
running-config | Display configuration information for the Array
currently running.
saved-config Lisplay the last saved Array configuration
secarity Display security settings summary Information.
self-test Display self test results.
SAmp Crisplay SMMP surnrmary information.
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spanning-tree | Display spanning tres information
spechraim- Drisplay specirum analyzer measurements.
analyzer
said Drsplay S5I0 surmmary information
slations Display station information.
statistics Display statistics.
syslog Display the systern log,
syslog-settings | Display the system log (Syslog) settings.
temparabure Crisplay the current board temperatures.
unassociated- | DHsplay unassociated station information.
stations
vian Display VLAN information.
wds Display WDS information.
<cr Display configuration or status information.
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statistics Commands

The following table shows the second level commands that are available with the
top level statistics commamnd [ Xirmes_Wi-Fi_Array# statistics|

ethermet Crisplay statistical data for all Ethernet interfaces.
Ethernet Mame | Display statistical data for the defined Ethernst
tho, gigl, i interface (either ethil, gigl or gig2).
“h0. sigl, glg? FORMAT:
statistics gigl
filter Display statistics for defined filters (if any).
FOREMAT:

statistics filter [detail ]

Cillber-list Dhisplay statistics for defined filter list (if any)
BOEMAT:

statistics filter <filter-list>

i Dhisplay statistical data for the defined LAP
FORMAT:

statistics iap iap2

statistics jap abgnd

stalion Crisplay statistical data aboul aseociated stations,
FORMAT:

statistics sfation billw

vlan Drsplay statistical data for the defined VLAN. You

must use the VLAN number (not its name) when
dn:'l".in'inﬂ a WLAM.

FORMAT:
statisties vlan 1
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wids Crisplay statistical data for the defined active WDS
Wireless Distribution Systerm) links.
FOFRMAT:
statistics wds 1

LT Dhaplay configuration or status information.
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All configuration commands are accessed by using the configure command at the
root command prompt (Xirmos Wi-Fi_Array®). This section PIl.'.I'I-"i-d.H a briet
description of each command and presents sample formatz where deemed
necessary. The commands are organized alphabetically,. When inputting

commands, be aware that all commands are case-sensitive.

To see examples of some of the key configuration tasks and their associated

commands, go te “Sample Configuration Tasks" on page 426.

ad

The acl command [Xirrus_Wi-Fi_Amaylconfight acl] is used to configure the
Aecess Contnol List.

add

Add & bMAC address to the list.
FORMAT:
ael add AA:BBCC:DD:EEFE

del

Delete a MAC address from the list.
FOEMAT:
acl del AABR:COCDDEEFF

disable

Lrisable the Access Control List
FOEMAT:
acl dizable

Enable the Access Control List
FORMAT:
acl enable

Delete all MAC addresaes from the list
FORMAT:
acl reset
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adrmin
The admin command [Xirras Wi-Fi_Armay(config-admin)#] i= used to configure
the Administrator List

add Add auser to the Administrator List.
FORMAT:
admin add [useriTh]

del Delete a user to the Admindstrator List.
FORMAT:
admin del [userlly]

edit Modify user in the Administrabor List.
FORBMAT:
admin edit [userlD)

radios Define a RADILS server to be used for

authenticating administrators,

FORMAT:

admin radius [disable | enable | aff | on |

timeout <eeconds> | auth-type [PAP | CHAP]

admin radius [pri secanda
pﬂﬂfpnrﬁd}[ﬁmﬁ!ipaﬂdr}t{lﬂhulbl
secret <shared-secref>

resel Delete all users and restore the default user.
FORMAT:
admin reset
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cdp
The cdp comrnand [Xirrus Wi-Fi_Array(config)# edp] iz vsed to comfigure the
Cisoo Discovery Protooel

disable [Crisable the Cisoo Discovery Protocol
FORMAT:
cdp disable

enable Enable the Cleco Dhscovery Proboaool
PORMAT:
cdp enable

hold-time Select CDP miessage hold time before messages

received from nei £ expine.
FORMAT:
cdp hald-time [# seconds]

interval The Array sends out CDF announcements at this
interval.
POERMAT:
cdp interval (W seconds]

afif Crisable the Cisco Discovery Protooo]
FORMAT:
cdp off
on Enable the Clsco Dhscovery Protocol

FORMAT:
cdp an
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clear

The clear cormrmand [Xieros Wi-Fi_Areay{configh# clear] is used to clear

requested elements,

anthentication

Deauthenticate a station.
FORMAT:
clear station [authenticated station]

Clear the history of CLL commands executed.
FORBMAT:
clear history

Clear the sereen where you're viewing CLI
m:l:;nrl'_

FOEMAT:

clear syslag

stafistics

Clear the statistics for a requestad interface,
FORMAT:
clear statistics [ethi]

syslog

Clear all Syslop messages, but continue to log naw
THEssR EEs,

FORMAT:

clear syslog
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cluster

The eluster command [Xirras Wi-Fi_Arrayiconfig)# cluster] iz used to create and
operate clusters. Chasters allow you to configure multiple Arrayvs at the same
time. Using CLI {or WI), you may define a set of Arrays that are members of the
cluster. Then you may switch the Array to Cluster operating mode for a selected
cluster, which sends all successive configuration commands issued via CLI or
WMI to all of the member Arravs. When vou exit cluster mode, configuration
commands revert to applying only to the Array to which veu are connectad.

Por mare information, see "Clusters™ on page 352,

add Create a new Array cluster, Enters edit mode for
that cluster to allow you to specify the Arrays that
belomg to the cluster.

FORMAT:
cluster add [cluster-name]

del Delete an Array cluster. Type del T to List the
existing clusters.

FORMAT:

cluster del [eluster-name]

edit Enter edit mods for selected cduster o add or
delete Arrays that belong to the cluster.
FORMAT:

cluster edit [cluster-name]

end Exit Cluster confipuration mode, Configuration
refurns to normal operation, affecting this Array
amly.

FORMAT:

cluster emd
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ppeTate

Ernter Cluster operation mode. All configuration
commands are applied to all of the selected
cluster’s member Areays untl vou give the end
command {see above).

FORMAT-

cluster aperate [cluster-name)

Delate all clushers.
POERMAT-
cluster rezet

edhtatt-infe

The contact-info command [Xirras Wi-Fi_Arraylconfight contact-info] is used
for managing adrministrator contact information.

email

Add an email address for the contact {must be in
quisdalion marks).

FORMAT:
contact-info email | “contact@mail.com®™]

Add a contact name (must be in quotation marks).

FORMAT:
comtact-info name [“Comtact Name”]

Add a telephone sumber for the contact (must be
in quotation marks).

FORMAT:

contact-info phone [“§185550101%]
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datetime

The date-time command [Xires Wi-Fi_Array{config-date-time)#] iz used to
configure the date and time pararmeters. Your Array supports the Metwork Time
Protecol (MTF) in order to ensure that the Array’s infernal time is accurate, NTP is
st to UTC time by default; howewer, you can set the time zone #o that your Amray
will display local time This is dome by defining an offset from the UTC value. For
example, Pacific Standard Time is 8 hours Behind UTC tme, 5o the offset from
LT theme would be -5,

dat_adjust Enable adjustment for daylight savings.
PORMAT:

date-time dsi_adjust

no Disable daylight savings adjustment.
FORMAT:

date-time no dat_sdjusk

ntp Enable the WTP server
POERMAT:

date-time nitp on (or off to disable)

offset Set an offset from Greenwich Mean Time.
FORMAT:
date-time no dst_sdjusk

sel Set the date and time for the Array.
FOEMAT:
date=time set [10:24 1023/2007]

limezane Configure the time zone.
FORMAT:
date=time timezone [<8]
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dhep-gerver
The dhep-server cormrmand [Xirmes Wi-Fi_Arvay{config-dhep-serverd] is used to
add, delete and maedify DHCF pools,

add Add a DHCP pool.
FORMAT:

dhep-server add [dhep pool]
del Delete a DHCP pool.
FORMAT:

dhep-server del [dhop pool)
edit Edit a DHCF pool
FORMAT:

dhep-server edit [dhep pasl]

Teset Delete all DHCT pools.
PFORBMAT-

dhep-server reset
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ans
The dms command [Xirus_ Wi-Fi_Armay(config-dmns)#] &= used to configare your

DING parameters.

domain Enter your domain narme,
FORMAT:
dns demain [www.mydomain.com]

serverl Enter the IF address of the primary DMNS server.
FOEMAT:
dns serverd [1.2.3.4)

serverl Enter the I[P address of the secondary DINS server
FORMAT:
dns serverl [2.3.4.5]

serverd Enter the IF address of the tertiary DNS server.
FORBMAT-
dns serverl [3.4.5.6]
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file
The file cormrmamd [Xirrws Wi-PFi_Array(config-file)#] is used to manage fles,

active-image | Valldate and commit & new array software image.

b.atlcup-il;rl.;l',: Validate and commit a new |:r:|-|:|:u]:| software iTnage.

check-image | Validate a mew array software image

chkdsk Check flagh file system_
COpY Copy a file to another file.
cp FORMAT:
file copy [sourcefile destinationdile]
dir List the contents of a directory.
POREMAT:
file dir [directary]
ECAEE Dielete a file from the FLASH [ile systemn
FORMAT:
file erase [filemam ]
farmal Pormat flash file systerm.
fip Cipen an FTP connection with a remote server. Files
will be transferred in binary mode.
FOEMAT:

file fip host {<hostnames | <ip=} [port <port_#=]
[user {anonymous | cusemame> password
cpasswd> | | { put <source_file> [<dest_filex] |
get <source_file> [<dest_file>] §

Mote: Any time vou transfer any kind of software

image file for the Areay, it must be transferred in

binary mode, or the file may be corrupted.

list Lisk the contents af a file.
FORMAT:
file list [filename]
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rernote-config | When the Array boots up, it fetches the specified
configuration file from the TFTP server defined in
the file remele-server command, and uses this
configuration. This must be an Array configuration
file with a .conf extension.

A partial configuration file may be used. For
instance, if you wish to use a single configuration fike
for all of your Arrays but don't want to have the
zame IF address for each Array, you may remove the
ipaddr line from the file, You can then load the file on
each array and the local IF addresses will mot change,

FORMAT:

file remote-comfig <config-file. conf>

Mote: [f vou enter file urlu-l:l-cunl".i.s 7, the h-:]p

Tesponse suggests possibilitics by listing all of the
guration files that are currently in the Array's

flash.

remote-image | When the Array boots ug, it fetches the named
ﬁJl:Frmnﬂ'n:TgW m’vﬁd:ﬁnﬂl in the file remote-

server command, and upgrades to this file before

booting. This must be an Array image file with a Jbin

extension.

FORMAT:

file remote-image <image-file.bin=

Mate: This will ha every time that the Array

reboots. If you only want to fetch the remote-image

o time be sure to furn off the remote image option

after the initial dewnload.

remote-gerver | Sets up a TFTP server to be used for automated
remate update of software image and configuration
files when rebooting.

FORMMAT:

file remate-server A.B.CD

rEname Eename a file,
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BEp Copy a file to or from a remobe system. You may
specify the port to use.
tip Oipen a TFTP connection with 2 remode server

FORMAT:

file tip host [<hostname> [<ips} [port <port_#>]
[uzer {afn: | <iigerniamies afd
<passwd> } | { put <source_file> [<dest_files] |
get <source_filex [<dest_file=] }

Miote: Any time :.Im.lham'f'l:r a:n:and of software

image file for the Arcay, it mvast be transferred in

binary mode, or the file may be corrupted.
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fikker

The filter comraand [Xirres Wi-Fi_Aray(comfig-filter)¥] i= weed to manage

protooel filters and filter lists

add

FORMAT:

Add a filter. Dietails about the air cleaner feature
are aflpr the snd of this lable.

filter add [air-cleaner II'III'I"!]

add-list Add a filter list.
PORMAT:

filter add-list [name]

del Delete a filier
FORMAT:

{ilter del [name]

del-list Delete a filker list.
FORBMAT:

filter del-list [name]

edit Edif a filter.
FORMAT:

filter edit [name trpl]

edit-list Edit a filter list

FORMAT:

filter edit-list [name Wt

enable Enable a filter list
FOEMAT:

filter enable

mMave

Change a filter pricrity.
FORMAT:

filter meove [name priority]
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aff Drizable a filter lisk,
FORMAT:
filter off

an Enable a filter list
FOEMAT:
filter on

reset Delete all protocol Glters and flter lists.
FORMAT:
filter reset

stateful Enable or disable stateful Giltering (firewall).
FORMAT:
Statefal [emable | disable 1 an 1afi]

Adr Cleaner
The air cleaner feature offers a number of predetermdired filter rales that elindnate
a great deal of unnecessary wireless traffic, resulting in improved performance.
You may select all of the air cleaner rules for the greatest effect, or only specific
rules, such as broadcast or multicast, to eliminate only a particular source of
traftic. The following eptions are offered:
MyArrayiconfig ¥ filter add air-cleaner

all All zir cleaner filters

aTp Elimndrarte station te station ARPs over the air

bresdoast Elimirabe broadcast raffic fram the air

dhep Eliminate stations serving DHCF addresses from the sir

mlticast Elimirate chatty multicasd traffic from the air

nefbice  Elimdirate NedBIOS traffic from the air

If yiu select all, the rules shown in Figure 185 are added b the P-n:d.cl':inl:d filter
list named Global. These rules assume that you have station-to-station blocking
enabled, that a DECE server is on the Array's wired connection, and that you
want o block most all mulbcast and all broadcast traffic not vital to normal
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operation. If vou find that there b a parbicular fype of multicast or broadcast
traffic that youw want bo allow, just add a specific allow filter for i before the deny
filker im thiz list fhat would normally block it Add or delete any of the Multicast
rules as necessary for a specific site, Eemember that the order of the males is

impaortant.
Fplrvagls i M b STl
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it T R ML LI TE e sl e ]
L a1 Y St B =) > ey [T R LT Y EERE -
Ap cleger Lo 2 domp £ LE retdss re oy o
TR Tt : B R RN R iwthiinaky -y -
FUEIY S E S B - et mme rany amy -
ir copwer Meosm.l o oday d iy =y =y FVH R TR R H1]]
e e | SR oy my ECH E- I TR ER E- O TEF ] el
Ar copoer Hoest.d doy 4 oy £y £y PR EE PR ] =1
L irmereH e S mhm ey .y LRIEERE IELTE LD -
LI PR O S R R 1 T, tEseige e "
iir clewer Dioes,] oilad T — bEooTpe oz oy o
B e ad W1 e J g R my -
e flooee Mass.l daw - oy £y o
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Figare 138. Alr Cleamer Filler Rules

Iil?]anaﬂm:: of some !-a.m]:k- rules are below

™

Air-cleaner-Arp.1 blocks ARPs from one client from being transmitted to
clients via all of the radios, The station to station block setting doesn't
block this traffic, so this filter eliminates this unnecessary traffic.
Air-cleaner-Dhep. drops all DHCP client traffic coming in from the
glzabit imerface. This traflic doesn’l need 1o be transmitted by the radios
since there shouldn't be any DHCP server associated to the radics and
offering DHCF addresses, For large subnets the DHCP discover Srequest
broadcast traffic can be significant,

Air-cleaner-Dhep2 drops all DHCFP server traffic coming in frem the
radio interfaces. There should not be any DHCP server assoclated to the
radios. These rogue DHCP servers are blocked from doing any damage
wilth thi=z filler. There have been quite a few cases in public venues like
schools and conventions where such traffic is seen
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Alr-eleaner-Meastl drops all multcast traffic with a destination MAC
address starting with 01, This filters oul & Jot of 1P ulticast traffic that
starts with 124,

Air-cleaner-Meast 2 drops all multicast traffic with a destination MAC
address starting with 33, A lot of IPv6 traffic and other multicast traffic is
blocked by this filter.

Air-cleamer-Meastd drops all rulticast traffic with a destimation MAC
address starting with 09, A lot of Appletalk fraffic amd other multicast
traffic is blocked by this filter. Note that for O5X 10.6.* Snow Leopard no
longer supports Appletalk.

Alr-cleatmer-Beast]l allosws all ARP traffic (other than the traffie that wag
denied by Alr~leaner-Arp. 1), This i2 peeded because Alr-cleaner-Beast.5
wiould drop this valid traffic.

Air-cleaner-Brast.d allows all XEP traffic from Arrays to be received from

the wire. This is needed because Air-cleaner-Beast5 would drop this
valid traffic.

Alir-cleaner-Beast.5 drops all other broadcast traffic that hasn't previously
been explicitly allowed, This Alter will catch all UDE broadeast traffic as
wiell as all other known and unknown protocol broadoast traffic.
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Eroup

The group comrmand [Ximmas Wi-Fi_Array(config)¥ group] is ueed to create and
comfigure wser groups. User groups allow administrators to assign specific
network parameters to users through RADILUS privileges rather than having to
map users o a specific 5510, Groups provide flexible control over user privileges
without the need to create large numbers of 3510s. For more information, see
“Groups” on page o,

add Create & new user group.
FORMAT:

group add [group-name]
del Delete a user group.
FORMAT:

I;.mupdll [.;rll:lp-:l:ll:u:l:]
edit Set parameters values for a group.
FORMAT:

group edit [group-name]
resel Reset the growp.
FORMAT:

Eroup reset

hostname
The hostname command [Xirmes Wi-Fi_Arraylconfigl¥ hostname] o wused to
change the hostname used by the Array.

hostname Change the hostrame of the Array.
FORMAT:
hostname [name)
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interface

The interface command [Xirmes_Wi-Fi_Array{oonfigh# interface] iz used to select
the interface that you want to configure, To see a listing of the commnands that ane
available for each interface, use the ¥ command at the selected interface prompt.
For example, using the 7 command at the Ximnas Wi-Fi_Armay(config-giglh¥
prompt displays a listing of all commands for the gigl interface.

conzole

Select the console interface. The console interface
is used for manzgement purpeses only
FORMAT:

interface consale

Select the Fast Ethernet interface. The Fast
Ethermet interface ks used for managermenl

purposes oaly.
FORMAT:

interface ethd

Mote: To configure a siatic roswte for management
traffic, next enter:

static-route addr [ip-addr]
static-route mask [subnet-mask]

Elpl

Select the Gigabit 1 interface,
FORMAT:
interface gigl

5ig?

Selact the Gigabit 2 interface.
FOEMAT:
interface glgl

iap

Select an [A
FOEMAT:
interface lap
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load

The load command [Ximas Wi-Fi_Array(configl load] loads a comfiguration
file.

factory.cond Load the factory settings configuration file.
FORMAT:

load [factory.conf]

lastboal.conf Load the configuration file from the last boot-up.

FORBMAT:
load [lastbaot.conf]

[myfile].conf H{nu have saved a configuration, enter its name
dex it

FOREMAT:
load [myfile.conf]

saved.conf Load the configuration file with the last saved
settings.
POERMAT:

laad [saved.conf]

lacation
The lecation cormrmand [Xirmas Wi-Fi_Arraylconfigh# lacation] is used to set the
location for the Array.
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management
The management command [Ximos_Wi-Fi_Armaylconfight management] emters
management mode, where you may configure management parameters,

The following types of settings may be configured in management mode:

= banner Configure login bannar messages

* console Configure console management parameters

& htps Enable, dizable HTTFS access

®»  license Set array software license key

o load Load running configuration from flash

» max-auth-atternpts Maximum number of authentication (login)
atternpis ([ means unlimited)

*  network-assuranoe Enable /disable network assurance

» reauth-period Tiene between falled CLI login attempts

o restore Restore to previcus saved config

@ revert Revert to saved configuration after delay if
configuration not saved

o save Save rurming corfiguration o fash

& ssh Enable/disable 55H access

*  standby Configure standby parametars

= telnet Enable, disable telmet access

*»  uptime Display time since last boot

» xifoon Emable/dizable xircom access. See Xiroar L’z

Guide for maore Information. Mot available for XM Arrays,
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rrdre

The more cornrmand [Nirmes Wi-Fi_Amay(configh® more] is used to turn terminal

pagimation O or OFE

off

Turn OFF terminal pagimation.
FORMAT:
more off

Tuern O terminal pagination.
FOEMAT:
TOFE o1
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netflow

The netflow command [Xirms Wi-Fi_Array(con fig-netflow)¥] iz used to enable
or disable, or configure sending IF flow information (traffic statistics) to the
collector you specify.

disable Diisable netilow.
FORMAT:
nietflow disable

enable Enable metflowr,
FORMAT:
ngtflow enable

off Drisable Aetflow.
FORMAT:
netflow off

on Enable retflowr
FOEMAT:
netflow on

collector Set the netflow collector 1P address or fully
gqualified domain name (host.demain), Only ane
collector may be set. If port is not specified, the
defaalt is 2055,

FOEMAT:

netflow collector host {<ip-addr> | <domain>}
[port <portii=]
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na

The np command [Xirres Wi-FI_Array{confight na] is used to dizable a selected

element or set the element to its default valwe

FORMAT:
no acl

acl Lrisable the Access Control List.,

FORMAT:
no dotiia

dotlla [Disable all 802 11an [AP: (radios).

FORMAT:
na datllbg

dotllbg Diisable all 802 11bgn 1APs (radios).

FOEMAT:
na hitps

hitps Drisable hitps access

FORMAT:
no intrude-detect

intrude-detect | Disable intrusion detection.

FORMAT:
mo m:n:.s:ml:nt

management Crisable management on all Bthernet interfaces,

FORMAT:
Mo more

mare Drisable terminal pagination.

FORMAT:
mo nip

ntp [rsable the WTP server.
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SRmp Crigable GMMP features,
FORMAT:
no sTnp

s5h Drisable ash access,

FOEMMAT:
mo s5h

svilog Drisable the Syslog services.
FORBAT:
no syslog

telmet Disable Telnet access.
FORBMAT:
no telnet

ETH-MAMIE IMisable the selected Ethemet imferface (ethil, ?i;l

or gigZ2). You canmot disable the console interface,
wigl this comrramnd.
FORMAT:
no ethll f_-ﬂ;ig] or gig2)
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quit
The guit command [Xirres_Wi-FI_Aray(configl¥ gquit] is used to exit the
Cormmand Line Interface.

<Cr> Bxit the Command Line Interface.

FORMAT:

aquit

If you have made any configuration changes and
vour changes have not been saved, you are
prompied to save vour changes to Flash,

At the prompt, answer Yes to save your changes,
of answer Me to discard your chanpes.

radius-sarver
The radius-server comemand [Xirrus Wi-Fi_Array(config-radias-serverl¥] i
used o configure the external and internal EADIUS server parameters,

external Configure an external RADIUS server.
FORMAT:
radius-server external

Ter comfigure a RADIUS server {primary,
secondary, or accounting server, by [P address or
host narme), and the reporting interval woee:

radivs-aerver extermal sceoanting

internal Configure the external RADILS server.
FOEMAT-
radius-sarver intermal

use Choose the active RADIUS server (either externmal
oT internal).

FORMAT:

nse external (or internal)
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remoot

The reboot cormrmand [Xirmas Wi-Fi_Array(config)# rebaot] = used to reboot the
Array, If you have unsaved changes, the command will notify you and give you a
chance to cancel the reboot.

<Er Reboot the Array,
FORMAT:
reboot

delay Reboot the Array after a delay of 1 to 60 seconds,
FORMAT:
rebioot delay [n]

rasal
The resel command [Ximas Wi-Fi_Armay(config)¥ resel] ks used to reset all
settings to their default values then reboot the Array.

<L Reset all configuration parameters to thelr factory
default values,

FORMAT:

Tegel

The Array is rebooted autornatically.

presecve-ip- Preserve all ethermet and VLAN settings and reset
settings all other configuration parameters to their factory

default values,

FORMAT:

Teset preserve-ip-settings

The Array is rebocted automatically.
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restare
The restore corromand [Xirmes Wi-Pi_Areay{confight restore] iz used to restore
conmfiguration to a version that was previeuslhy saved locally

? Usze this to display the list of available config fles.
PORMAT:

restare T

<fllename= Enter the name of the locally saved configuration
{1y reEchiore.

FORMAT:

restore <config-filename>
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rUn=tests
The run-tests command [Xirmes Wi-FI_Array{ron-tegted¥] iz used to enter run-
tests mode, wihich allows you to perform a range of tests on the Array,

e ] Enter rur-tests mode,
FOEMAT:
run=tesls

iperd Execute iperf ubilsty.

FORMAT;

rum-tests iperf

kill-beacomns Turn off beacons for selectad singls TAF
FORMAT;

run-tests kill-beacons [off | iap-name]
kill-probe- Turn off probe responses for selected single [AF.
TESPORZES | FORMAT:

run-tests kill-probe-responses [off | iap-name]
led LET test,

FORMAT:
run-tests led [flash 1 rotate]

memiest Execute THEmOTY tests,

FORMAT:
run-tests memitest

ping Execute ping utility
FORMAT:
run-tests ping [hest-name | ip-addr]
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radivs-ping Special ping utility to test the comnection teoa
EADILS server.

FORMAT:

run-tests radius-ping [external | ssid <ssidnuams]
[primary | secondary] user <radusers> password
-:raﬂpn“'m:l:- :nﬂ'l-l'_l,rp: [CHAF | P.I'I.Pr

run-tests ra.diuu:-p'i.'n; [internal | server
<radservers> port <radport> secret <radsecret |
user <raduser> password <radpasswd>
auth-type [CHAF | PAP]

You may select a RADIUS server that you have
already configured (ssid or external or internal) or
specify another server

-3 Fun manufacturing radio loopback test.
FORMAT:
run-tests b {optional command line switches)
eelf-tesl Execute salf-Lest.
FORMAT:

run-tests self-test [logfile-name (optiomall]

slte-survey Enable or disable site survey modie

FORMAT:

run-tests site-survey [on | off | enable I disable]
ssh Execute sshowtlily,

FORMAT:

run-tests ssh [hostname | ip-addr]
[command-line-switches (optional)]

tepdamp Execute tepdurnp utility to dump traffic for selected

interface or VLAN. Supports 802 11 headers.

FORMAT:

run-tests tepdump
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telnet

Execute telmet utility,

FORMAT:

run-tests telnet [hostname | ip-addr]
[command-line-switches (optional)]

Execute tracerowtes wtility,

FURMAT:
run-tests traceroute [host-name | ip-addr]

securlty

The security command [Xireus Wi-Fi_Arrayloonfig-security}¥] = used to
eatablish the secarity parameters for the Areay

Wep Set the WEP encryption parameters.
PORMAT:
S CUFi Ly wep

wpa Set the WEP encryption parameters.

FORMAT:
security wpa
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snmp

The snmp cormmand [Xirmes Wi-Fi_Armaylconfig-snmpl#] is used to enakble,
disable, or configure SNMP,

wi Enable SBBP w2
FORMAT:

smmp v2
w3 Enable SMBAF v3.

PORBMAT:

snmp v3

trap Configure traps for SNMP. Up to four trap
destination: may be d you
e Ve e s s i
failure,

FORMAT:

snmp trap
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sxid

The ssid comrnand [Xirms_ Wi-Fi_Array(config-ssid}] is used to establish your

5510 parameters,

add

Add an 5510
FORMMAT:
szid add [newssid]

del

Delete an S510.
FOEMAT:
sgxid del [eldssid]

edit

FORMAT:

ssid edit [existingssid]

Delate all 55105 and restone the default 5511
PFORBMAT-
sxid reset
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syshog
The syslog corromand [Xirrus Wi-Fi_Amaylcenfig-syslogh¥] i used to enable,
disable, or configure the Syslog server.

console Enable or disable the display of Syslog messages
on the console, and sel the level Lo be displayed.
Al messazes at this level and lower (1e., mone
severe] will be displayed.

FORMAT:

syslog console [onfoff] level [0-7]

digable Disable the Syslog server.
FORMAT:
syslog disable

email Drisable the Svslog server,

FORMAL

syslog email from [email-from-address]
level [0-7]
password [email-acct-password]
server |email-server-TPaddr]
test |test-msg-lexi]
to-list [pecdplent-email-addresses]
user [email-scct-username]

enable Enable the Syslog server.
FORMAT:
syslog enable

local-file Set the size and for severity level (all messages at
this level and lowrer will be logged),

FORMAT:

syslog local-file size [1-500] level [0-7)

%] Disable the selected feature.
FORMAT:
syslog ne [feabure]
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off Crigable the Svslog server,
FORMAT:
syslog off

on Enable the Syslog server.
FORMAT:
syslog on

primary Set the IP address af the primary Syslog
and /or the severity level of messages to hl:

logged.

FORMAT:

syslog primary [1.2.3.4] level [0-7]

secondary Set the [P address of the secondary (backup)
Svslog server and for the severity level of

messages o be logged,
FORMAT:
syslog primary [1.2.3.4] lewel [0-7]

uptima

The aptime command [Xirras Wi-Fi_Arraylconfight aptime] is used to display
the elapzed time since vou last rebooted the Array.
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vlan
The vlan command [Xirres_ Wi-Fi_Array{con fig-vian)#] iz used to establish your
VLAN paramelers,

add Add a VLAN,
FORMAT:

vlan add [newvlan]

default-route Assign 8 VLAN for the default route (for
cutbound management traffic).
FORMAT:

vlan defauli-raute [defanltroute]

delete Delete a VLAM.
FORMAT:
vian delete [aldwlan]

edit Hnd.'i:l']r-an existing VAN
FOEMAT:
vian edit [existingvian]

native-vlan Mssign a native VLANM (traffic is untagged).
FOEMAT:
vlan native-vian [nativevian]

%] Drisable the selected feature
FORMAT:
vian no [feature]

resel Delete all existing VLAMS.
FORMAT:
vlan reset
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wifitag
The wifi-tag commmand [Xirms Wi-Fi_Array(econfig-wifi-tagl#] is used to enable
or disakle Wi-Fi tag capabilities, When enabled, the Array listens for and collects
information about Wi-Fi EFIL tags semt on the designated channels. See also Wi
14 T:g“ on page 158,

disable isable wili-lag,
FOEMAT:
wifi-tag disable
enable Enable wifi-tag
FORMAT:
wifi-tag emable
aff Drisabsle wifi-tag.
FORMAT:
wili-tag aff

on Enable wifi-tag.
FORMAL:
wifi-lag an

tag-channel-bg | Set an B02.11b or g channel for listening for tags.
FORMAT:
wifi-tag tag-channel-bg <1-255=

l.u:lp-pl;lrt Set the LUDF port which a tagging server will use
to query the Array for tagging information.
FORMAT;

wifi-tag udp-port <1025-65535
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Sample Configuration Tasks
This section provides examples of some of the commen configuration tasks used
with the Wireless Array, including:

® “Configuring a Simple Open Global 5510 on page 427,
“Configuring a Global 5510 using WPA-FEAF” on page 428,
"Configuring an 5310-5pecific 3510 using WPA-PEAF” on page 429.
“Enabling Global JAF:" an page 430,
"'.Eliﬂ'b-lin!' Glabal TAF:" on page 431.
“Enabling a Specific AP on page 431
Disabling & Specific TAP” on page 433,
“Setting Cell Size A'll:n-'l:ml':i.ﬂ'un'l'iu'n for All LAFs™ an page 434
“Setting the Cell Size for All IAPs” on page 435.
“Setting the Cell Size for a Spedfic JAP” an page 436,
'[:-nnﬁ;urin; VLANS on an [:]pq:n 55107 on page 437.
“Configuring Radio Assurance Mode (Loopback Tests)” an page 438

*® & & & & & % & B @

To facilitate the accurate and timely management of revisions to this section, the
examples shown here are presented as screen images taken from a Secure Shell
(55H) session (in this case, PuTTY). Depending on the application you are using
te socess the Comenand Lime Interface, and how vour session ks set up (for
example, font and screen size), the imapes presented on your screen may be
different than the images shown in thiz section. However, the data displayed will
be the same.

Some of the screen images showrn in this section have been modified for clarity.
For exarple, the image may have been “elongated” to shew all data withouat the
meed for additional images or scrolling. We recommnend that vou vse the Adobe
P version of this User's Guide when reviewing these examples=a hard copy
document may be difficult to read,

As mentioned previcusly, the root command prompt iz determined by the host
mame assigmed to your Array
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Configuring a Simple Open Global 5500
This example shows you how to configure a simple open global S51T
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Configuring a Globall 5510 wsing WPA-PEAR
This example shows poun how o configure a global 510 wsing WPA-PEAF
encryplion in conjunction with the Array’s Internal RADIUS server.
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Configuring an S5iD-Epecific 51D using WPA-PEAPR
This example shows vou how to configure an S5I0-specific 5510 weing WEA-
PEAP encryption in comjunction with the Array’s Internal RADIUS server.
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Enabling Global lAPs
This example shows vou how to enable all 1APs [radios], regardless of the
wireless techmology they use.
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Dizabling Global APz
This example shows you how to disable all JAP: (radios), regardlezs of the
wireless techmology they use.
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Enabling a Specific JAFP
This exaraple shows you how to enable a gpecific AP (radic), In thiz exarmple, the
[AF that i being enabled &5 al (the first JAP in the summary list).
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Disabling a Specific IAP
This exaraple shows you how to disable a specific IAP (radio), In this exarvple,
the LAF that is being disakled is a2 (the second AP in the summmary list),
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Setting Cell Size Aute-Configuration for ANLAPs

This exarnple shows how to set the cell size for all enabled 1AFS to be aobo-
configured (aabo). (See “Fine Tuning Cell Sizes™ on page 31.) The aubo_cell option
may be used with global_settings, global_a_settings, or global_bg_seitings. It
sets the cell size of the specified LATs to auto, and it launches an auto-
configuration to adjust the sizes. Be aware that if the intrude-detect feature is
enabled on the moniter radio, s cell size is unaffected by this command. Alse,
any LAPS used in WIS links are unaffected.

Auvto-configuration may be set to run periodically at intervals specified by
auto_cell peried (in seconds) if peried is non-zero. The percentage of overlap
allowed between cells in the cell size computation is specified by auta_cell
overlap ([ to 100). This example sets auto-configuration to run every 1200 seconds
with an allowed overlap of 3% Tt sets the cell slze of all ITAPs to aute, and runc a
coll gize auto-configure operation which completes suecesafully
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Setting the Cell Size for All lIAPs

This example shows you how to establish the cell gize for all IAPs (radios),
regardless of the wireless technology they use. Be aware that if the introde-detect
feature is emabled on the monifor radie the cell size cannot be set globallye—you
must first disable the intrude-detect feature on the monitor radie.

I this example, the cell zize is being set to small for all [APs. You have the option
of setting AP cell sizes to srmall, medium, large, or max. See also, “Fine Tuning
Cell Sizes” on page 31,
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Setting the Cell 5ize for & Speaific AP

This exarnple shows you how to extablish the cell size for a specific TAP (radio), In
thiz example, the cell size for a2 is being set to mediom, You have the option of
setting TAP cell sizes to small, medivm, large, or max (the default is max). See
also, “Fine Tuning Call Sizes” on page 31.
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Configuring VLANs on an Open 5510
This example shows youw how to configure VLAMe on an Chpen 5510,
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Configuring Radio Assurance Mode (Loopback Tests)

The Array wses its built-in monitor radio to monitor other radios in the Array
Tests include sending probes on all chamnels and checking for a response, and
checking whether beacors are received from the other radie. If a problem is
detected, corrective actions are taken to recover. Loopback mode operation is
described in detail in “Array Monitor 2and Radio Assurance Capabilities™ on
page dad.

The following actions may be configured:
*  alert-only—the Arcay will izsue an alert in the Syslog.
= repair-witheut-rebeot=—the Array will issue an alert amd reset radios at

the Physical Layer (Layer 1) and possibly at the MAC layer. The reset
should not be noticed by users, and they will not need to reassociate.
= reboot-allowed —the Array wiill lssue an aleri, reset the radios, and
schedule the Array to reboot at midnmight (per local Array Hme) if
nmecesaary, All statioms will need to reassociate to the Areay
»  offe=Dizable IAP loopback tests (no self-ponitoring occurs). Eadio
Assurance mode is off by default.
This i a global LAP: setting—the monitor radio will monitor all other radios
according to the settings above, and it cannot be setl up o monitor particular
radios. Radio assurance mode requines Intrusion Detection to be set to Standard

The following example shows vou how to configure a loopback test.
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Wireless Arcay XIRRUS
Appendix A: Quick Reference Guide

This section containe product reference information. Use this sechon to locate the
information you need quickly and efficlently. Toples nclude:

®  “Tactory Default Settings” on page 443,

& “Keyboard Shoricuts™ on page 4485,

Factory Default Settings
The following tables show the Wireless Array's factory default settings,
Host Mame
Setting Dafault Value
Host narme Xireus-WiFi-Array
Matwork Interfaces
Sarial
Satling Default Vajue
Bauwd Eate 115200
Waord Size B bits
Stop Bits 1
Parity Mo parity
T Ohat 10 seconds




Wireless Array

Gigabit 1 and Gigabii 2

Setting Default Value

Enallad s
DHCP Bind Yes
Drefault [ Address 10021
Drefault [P Mack 25526525510
Default Gateway Mone
Aulo Megoliale On
Duplex Full
Speed 1000 Mbps
BTLI Size 1500
Management Enabled Yes

Server Settings

NTF

Enabled Mo
Prienary tirme nistgowv
Secomdary pool.atp.org

Enabled
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Lacal Syslog Lewval Information
blaximum Inlernal Records 500
Primary Server Mone
Primary Syslog Lewel Information
Secomadary Server Mone
Secondary Syslog Level Information

SNMP

Enabled Yes
Eead-Only Community String xirrua_pead_only
Reack-Write Comemunity String wirrus
Trap Host mull (no setting)
Trap Port 162
Authorization Fail Port On
DHCP
Enablad Mo
Maximum Lease Time ) minutes
Diefault Lease Timne 300 minutes
[P Start Range 192.168.1.2
IP End Kange 192168.1.254
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BAT Drisabled
IP Gatewray Mone
[0S Domain Mone
D5 Server (1 to 3) Mone
Defauk SSID
i WirTus
YLAMN Nome
Encryption M
Encryption Type MNone
S 2
Emabled Yex
Broadeast O
Security

CGlobal Seitings - Eneryption

Enakbled s
WEP Eeys riall (all 4 keys)
WEP Key Length mll {all 4 keys)
Default Key 1D 1
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WPA Enabled Mo
TEIF Enabled g
AES Enabled Yes
EAP Enabled s
P5E Enabled Mo
Pass Phrase rall
Group Rekey Dizabled
External RADIUS (Global)
Enabled Yims
Primary Server MNone
Primary Port 1812
Primary Secret Wirrus
Secondary Server ruull {mo P addresc)
Secondary Port 1812
Secondary Secret null (fo secret)
Tirne Out [before primary server is B0 seconds
retired)
Accounting Chisabled
Interval 300 seconds
Primaty Server MNone
Prieary Port 1513
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Setling Default Value
Prirnary Secrat mull (no secret)
Secondary Server Mone
Secondary Port 1513
Secondary Secret null (no secret)

Internal RADIUS

Setting Default Value

Enablad Mo

The user database is cleared upon reset to the factory defaults. For the
Intermal EADIUS Server you have a maximuam of 1,000 entries.

Adminlstrator Account and Pazsword

Setling Defaudt Value
i adrnin
Password agrrin

Managerment

Satling Dafault Valua
85H Cin
55H timeout 3 seconds
Telnet M
Telnet timeout 00 seconds
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Seral Cm
Serial Heneoul 300 secarnds
Management over JAPs Odf
hity el 30 seconds

Keyboard Shortcuts

The following table shows the most common keyboard shortocuts wused by the
Cormrmand Line Imterface

Cut selected data and plm‘: it on the Cirl + X
clipboard.

Copy selected data to the clipboard. Cirl & C
Paste data from the clipboard into a Chl + %
document {at the insertion point).

Go to top of screen Cirl + 2
Copy the active window to the Alt + Print Screen
clipboard.

Copy the entire desklop image to the Print Screen
clipboard.

Aburt an action at any time. Exc

Go back to the previous screen b
Access the Help screen. 7

A Uhrerview

a8
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Appendix B: Technical Support

Thizs appendix provides valeable support information that can help you resolve
techndeal difficultie:, Before contacting Xirrus, review all topies below and try to
determine If your problern resides with the Wireless Array or your network
infrastructure. Topics include:

& & & & B8 @

"General Hints and Tips” on page 451

“Frequenily Asked Cuestions"™ an page 452

'A'rr;}r Maonitor and Radio Assurance 'C;p:bililiﬂ" on page 460
"RADIUS Vendor Specific Attribuate (VSA) for Xirrus™ on page 463
"Upgrading the Aray via CLT" on page 464

“Contact Information” on page 469

General Hints and Tips
This section PTI;II'I.’Idﬁ some useful tips that will optimize the n:li.al:lil'il_-,r and
performance of your Wireless Arrays.

The Wireless Array reguires careful handling, For best performance, umits
should be mounted in a dust-free and temperature-conbrolled
envirorement.

If vsing eultiple Areays in the same area, maintain a distance of at least
100 feet (3m} between Arravs if there ie direct line-of-sight between the
units, or at least 50 feet (15 m) if a wall or other barrier exists between the
umnits,

Keep the Wireless Array away from electrical devices or appliances that
genecate BF noise. Because the Array s generally mounted on ceilings, be
aware of its position relative to lighting (especially fuorescent lighting).
If yvou are deployving roultiple wmits, the Array should be eriented so that
the monitor abgn? radio is oriented in the direction of the least required
coverage, because when in monitor mode the radio does not function as
an .I’l.l'pl:n'i:ins skatioms.
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The Wireless Array zhould enly be used with Wi-Fl certified client
devices,

Contact Information
Multiple 55105
Security

VLAN Support

Frequently Asked Questions
Thiz section answers some of the most fn.-q_umﬂ!.r anked questions, n'r;an.i.z:l:l l:l}l'
{unclional ares.

Multiplle S50Ds

Lh.

What Are BS5SIDs and 551Ds?

BS5I0Y (Basic Service Set Identifer) refers to an individeal aooess point
tedio and ifs associated clients. The identifier is the MAC address of the
access point radie that forme the BSS.

A proup of B55: can be formed to allow stabions in one BSS to
communicate 1o stations In another BSS by way of a backbone (hat
imtercomnects each access point,

The Extended Service Set (ESS) refers to the group of BSSIDs that are
grouped together to form one ESS. The ESSID (often referred to as 5510 or
“wireless network name”) identifies the Extended Service Set. Clients
mvust associate to a single ESS at any given time. Clients ignore traffic
fram other BExtended Service Sets that do not have the same S50

Legacy access points typically support one 35110 per access point. Xirrus
Wireless Arrays support the ability for multiple 53510 to be defined and

used simultaneoushy.

I What would I ase 551Ds far?
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i
h

The creation of differest wiirelesz nebwork names allows system
administrators bo separate types of users with different requirements, The
following policies can be tied to an 5510

& Minimumn security requined to join this 5510,

®  The wireless Quality of Service {Q0S) desired for this SSID.

@ The wired VLAN associated with this 5510
As an example, one 551D named acoounting might require the highest
level of security, while another 5510 named gueste might have low
securily requirements.
Another example may define an 5510 named voice that supports voice
over Wireless LAN phones with the highest possible Cruality of Service
(nS) definition, This type of 5510 might also forward traffic to specific
VLAN= an the wired network.

How do 1 set up S51Ds?

Use the [ollowing procedure as a puideline. For mote detailed
information, go fo “55105" on pages 242,
. From the Web Man-u;l:nm'l.t Interface, EI'.II‘tHﬂ'I.EES[D
Management page.
Select Yes to make the S510 visible to all clients on the network.
Although the Wireless Array will not broadcast 35105 that are
hidden, clients can still associate to a hidden SSI0 if they know
the 5510 name to conmect o it.

Select the minimum security that will be required by users for
this 5510,

Lo TF desired (optiomal), select a Chuality of Service (Dob) setting fos
this S5ITY, The QoS setting you define hera will prioritize wireless
traffic for this S5I1) over other 5510 wireless tmaffic.

7 I desired {optional), select 8 VLAN that vou want this trafic to
be forwarded to on the wired netwark.

453



m Wireless Array

SEE ALEE

If desired {optional), you can salect which radics this 55100 will
ruokt e available ofe—the default is o make this 5510 available on
all radios

Click on the Save changes o flash if you wish to make your
changes permanent.

If you need toedit any of the 5810 settings, you can do so from
the 5500 Mamgﬂrn:n‘t PAgE-

Contact Information
General Hints and Tips

Security
5510s

S50 Management

VLAM Support

Sacurity

How do 1 know my management session is secare?
. Pollow these guidelines:

Administrator passwords

Always change the default administrator password (the default
i# admin), and choose a strong replacement password, When
appropriate, issue read enly administrator accounts.

S5H versyg Telnet

Be aware that Telmet is not spoure over network connections and
showld be used only with a direct =erial port cormection. When
connecting to the unit’s Command Line Interface over a netwark
connection, you must use 3 Secure SHell (55H) utility. The most
commonly used freeware providing 55H tools is PuTTY. The
Array only allews 55H-2 connections, so your 58H utility must
be sel up lo use S5H-2.
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Configuration auditing

Do mot change approved confipuration settings. The optional
Xirrus Managerment Systemn (XMS) offers powerful management
features for small or large Wiraless Array deployments, and can
audit your configuration settings automatically. In addition,
using the XMS eliminates the need for an FIP server.

). Which wireless data encryption method should 1 use?

Wireless data encryption prevent: eavesdropping on data being
transmitted or neceived over the airwaves, The Wireless Array allows you

to establish the following data encryption configuratiom options

Ugen
This option offers no data encryption and i= not recemmended,

though yvou might choose this option if cdiesds are required to use
a VPN connection through a secure 55H utility, like PuTTy

WEP (Wired Ecuivalent Pri ]
Thiz option provides minimal profection (though much better
than using an open network). An early standard for wireless data
encryption and supported by all Wi-Fi certified equipment, WEP
i2 vulnerable o hacking and i3 therefore nod recomemended for
use by Enterprise networks,

WEA [Wi-Fi Protectad A :
This iz a much stronger encryption model than WEP and uses
TEIP (Temporal Key Integrity Protocol) with AES (Advanced
Encryption Standard) to prevent WEP cracks.

TEIP solves security issues with WER It also allows you to
establish encryption keys on a per-user-basis, with key rofation
for added secunty. In addition, TEIP provides Message Integrity
Check (MIC) fumctiomality and preventz active attacks on the
wireless netvwork

AFS is the sbrongest ercryphion standard and s used by
government agencies; howevet, old legacy hardware may not be
capable of supporting the AES mode (it probably won't work on
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older wiraless clients). Because AES is the strongest encryption
stamdard ewrresdly available, it iz highly secommended for
Enterprise netwaorks

Any of the above encryption modes can be uzed {and can be used at
ke sarme M),

Y TEIP encryglion does wod sugpor] high threaghpul rales, per the
IEEE £02.11m.

TEIP should rever be wsed for WDS ks o XN arrais.

1. Which user authentication method should [ use?

b User authentication ensures that users are who they say they are. For
::l:am]alp, the miost obvipws ﬂ::lml:r]r. of authentcation iz ]us'lj'ns i writh a
user name and password. The Wireleas Array allows yvou o choose
between the following user authenbication methods:

L]

Pre-Shared Key
Users must manaally enter a key (pass phrase) on the client side

of the wircless network that matches the key stored by the
administrator in your Wircless Arrays

BEADMITS 802 1x with EAF

BO2.1x uses a RADIUS server to authenticate large numbers of
cliemts, and can handle different EAP (Extensible Authentication
Protocol) authentication methods, including EAP-TLS, EAP-
TTLS and EAP-PEAP. The RADIUS server can be internal
(provided by the Wireless Array) or external. An external
EADIUS server offers more funchonality and is recommended

for large Enterprise deployments,

When using this method, user names and passwords must be
entered into the RADIUS server for user authentication.

MAC Addrees ACT e CARcAse Comtng] Tistel

MAL address ACLs provide a list of client adapter MAC
addresses that are allowed or denied access to the wireless
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network. Access Contrel Lists work well when there are a limited
rumber of users=—in this case, enter the MAC addresses of each
user im the Allaw list, Tn the event of a lost or stelen MAC
adapter, enter the affected MAC address in the Deny list,

Why do I need to authenticate my Wireless Array units?

When deploving multiple Wersless Arrays, you may nesd to define which
units are part of which wireless network (for example, f you are
establishing more than one network). In this case, you need to employ the
Xirrus Management System (XM5) which can authenticate your Arrays
aptornatically and srsune that only awthorized writs are associated with
the defined wireless metwork,

What is rogue AF (Access Point) detection?

The Wireless Array has integrated monitor capabilities, which can
constantly scan the local wireless environment for rogue APs [non-Xirmus
devices that are not part of your wireless network), unencrypled
transmissions, and other security ssues. Administrators can then classify
each rogue AP and ensure that these devices do not interrupt or interfers
with the nebwork,

Contact Information
General Hints and Tips
Multigle 3510Ds

WLAN Suppost

VLAN Support

iy

!

What Are VLANs?

VLAMNS (Virtual Local Area Metworks) are a logical grouping of network
devices thaf share a common network broadcast domain, Members of a
partcular VLAN can be on any segment of the physical network but
logdeally enly members of a particular VLAN can see each other.
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VLAN: are defined and implementad wsing the wired network switches
that are WVLAMN capable. Packets are tapped for transmission on a
particular VAN according to the TEEE 802,10 stamdard, with VLAN

switches processing packets according to the g,

What would T use VLANS for?

Logically separating different types of users, systems, applications, or
other logical division aids in performance and management of different
network devices. Different VLANs can also be assigned with different
packet priorities to prioritize packels from one VLAN over packets from
another VLAMN

V0LAN: are managed by software settingse——instead of physicalby
plagging in and moving network cables and wsers=——which helps to ease
network management tasks.

What are Wireless VLANs?

Wireless WLAMs allow similar functionality fo the wired VLAN
definitions and extend the operation of wired YLANs fo the wireless side
of the network.

Wireless VLAN: can be mapped to wireless 5510 so that traffic from
wired VLAM=2 can be senl o wirelesz users of a particular 5510, The
reverse is also true, where wireless traffic originating from a particular
551D can be tagped for transmission on a particular wired VLAN.
Sixteen S50 can be defined on your Wireless Array, allowing 2 total of
sixteen VLANz to be accessed (one per 55003

Az an example, o provide guest user access an 5510 of guest might be
created. This S5I0 could be mapped to a wired YLAM that segregates
unknown users from the rest of the wired network and restricts them bo
Internet access only. Wireless users could then associate to the wireless
metwork via the gaest 5510 and obtain access to the Internet through the
selected VLAN, but would be unable to access other privileged netwark
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Contact Information
General Himts and Tips
Multiple 5510
Security
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Array Monitor and Radio Assurance Capabilities

All models of the Wireless Array have integrated monitoring capabilities to check
that the Array’s radios are functioning correctly, and act as o threat sensor to
detect and prevent intrugion from rogue access points.

Enabling Monitoring on the Array
Any radio IAP abgn? may be set to monitor the Array or to be a normal IAF radio.
In order to enable the functions required for intrusion detection and for
monitoring the other Array radios, you must configure one menitor radio on the
AT Settings window as follonws:

#  Check the Enabled checkbaoo

= Set Mode 1o Monitor

#  Set Channel to Monitor.
The setbngs abowve will automatically set the Antenna selection to

Internal-Omni., also required for monitoring, See the "TAF Setlinga” on page 274
for more details, The values above are the factory default settings for the Array.

How Monitoring Works
When the monitor radio has been configured as just described, it performs these
steps continuously (24/7) to check the other radios on the Array and detect
possible intrusions:
The monitor radic scans all chanmels with a 200ms dwell time, hitting all
channels about once every 10 seconds,

Each time it tunes o a new channel i sends out a probe request in an
attempd bo smoke out rogues.

(=]

It then listens for all probe responses and beacons to detect any rogues
within sarshaot.
4. Array radics respond to that probe request with a probe response,

Intrusion Detection is enabled or dizabled separately from monitoring. See Step 1
in “Advanced BF Settings” om page 313
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Radio Assurance

The Array iz capable of performing comtimuous, comprehensive teats om it radios
to assure that they are operating properly. Testing i enabled wsing the Radio
Assurance Meode setting on the Advanced EF Settings window (Step 2 im
“Advanced RF Settings”™ on page 313). When this mode is enabled, the monitor
radio performs loopback tests on the Array. RBadio Assurance Mode reguires
Intrusion Detection bo be sof bo Standard (Ses Sl.:p 1 i “Advanced R.'F“Sulli.nﬁs"
on page 313).

When Radio Asrurance Mode is cnabled:

5]

The Array keeps track of whether or not it hears beacons and probe
responses from the Array's radios.

After 10 minutes [roughly 60 passes on a parbicular channel by the
monibor radio), if it has not heard beacons or probe respondes from one of
the Array’s radics it iasues an alert in the Syslog. IF repair is allowed (see
"Radie Assurance Opticns” on page 4623), the Areay will reset and
repropram that particular radie at the Physical Layer [PHY —Layer 1)
This action takes under 100ms and stations are not deauthenticated, thus
users should not be impm:l:nd-

Adter another 10 minutes (roughly another 60 passes), if the mordtor still
has not heard beacons or probe responses from the malfunctioning radio
it will again isswe an alert in the Syslog, If repair is allowed, the Array will
reset and reprogram the MAC (the lower sublayer of the Data Link Layer)
and then all of the PHYs. This iz a global action that affects all radios. This
action fakes roughly 300ms and stations are not deauthenticated, thus
users should not be impacted.

After another 10 minutes, if the monitor still has not heard beacons or
probe responses from that radio, it will again syslog the issue. If reboot is
allowed (see “Hadio Assurance ﬂl:rhr.rnp"" on pnﬁcdﬁl}, the Array wiill
schedule 2 reboot. This reboot will occur at one of the following times,
whichever aocurs first:

When no stations are associated o the Armay
Midnight
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Eadio Assurance Optians
[F the momitor detects a problem with an Array radio as described above, it will
take action according te the preference that you have specified in the Radio
Assurance Mode setting on the Advanced EF Settings window (see Stwep I
page 313k
Failure alerls only—The Array will issue alerts in the Syslog, but will not
imitiate repairs or rebools,
Failure alerts & repairs, but no reboots=—The Array will issue alerts and
perform resets of the PHY and MAC as describad above.
Fallure slerts &k repairs & reboots if needed=—The Array will izsue
alerts, perform resets of the FHY and MAC, and schedule reboots an
described above,
Disabled—Disable [AF loopback tests (no selfmaonitoring ocours).
Loopback tests are disabled by default.
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RADIUS Vendor Specific Attribute (VSA) for Xirrus

A RADIUS VSA is defined for Xirrus Arrays to control administrator privileges
settings for user accounts. The RADIUS VSA is used by Arrays to define the
fol lowring attribute for administrator accounts:

= Armay administrators—the Xirmas-Admin-Eele atiribute sets  the
privilege level for this account. Set the value to the string defined in
Privilege Level Name as described in “About Creating Admin Accounts
an the RALITLES Server™ on page 218,
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Upgrading the Array via CLI

If you are experiencing difficulties communicating with the Array using the VWeb
Management Interface, the Array provides lower-level facilities that may be used
to accomplish an upgrade via the CL1 and the Xirrus Boot Loader (XEL).

Diowmlead the latest software update from the Xirrus FTP site using your
Enhanced Care FTT username and password. If vou do not have an FTP
usernamie and password, contact Xirrus Cusfomer Service for assistance
(support@xirrus.com). The software update is provided as a zip file
Unzip the contents to a local temp directory. Take note of the extracted file
name in case you nesd it later one—you may also need to copy this file
elsewhere on the network depending on your situation

Install a TFTT server software package if you don't have one running, It
may be installed on any PC on your network, i:r'u:ludi.'ng' your d::kh;lP- or
laptop. The Salar Winds version is fresware and works well,

hittp:s ! suppost.solarwinds ret f updates New-customerPree ofm? Prodld =52

The TFTF install process creates the TFTP-Root directory om your O
drive, which is the default t.urs-utfurmid:ing amd TECRIVIng files. This may
be changed if desired. This directory is where you will place the extracted
Xirrus software update file(z). If you install the TFTF server on the same
computer b which you extracted the file, vou may change the TFTP
directary to C:hodrerus if deaired.

You must make the following change to the default configuration of the
Solar Winds TFTF server. In the FilefConfigure menu, select Security,
then select Transmit only and click OK.

Determine the 1P address of the computer hosting the TFTF =erver (To
display the IP address, open a command prompt and type ipconfig)

I Conmect vour Array to the computer running TETP ucing a serial cable,
and apen a terminal prograr if you haven't alveady, Attach a network
cable to the Array’s GIGL port, if it is not already part of your network.,
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Boot yvour Areay and watch the progress mescages. When Press space bar
to exit to bootloader: i displayed, press the space bar, The pest of this
procedure is perforrmed using the bootioader,

The following steps assume that you are running DHCF an your local
nmetwork.

Type dhcp and hit return. This instructs the Array to obtain 3 DHCP
address and wse it during this boot in the bootloader environment.

&, Type dir and hit return to see what's currently in the compact flash,
7. Type del and hit return to delete the contents of the compact flash.

Typr update server <TFTP-server-ip-addr> X5-5.x-0ooocbin (the actual
Xirrus file name will vary depending on Array model number and
software versione—use the file name from your soffweare update) and hit
return. The software update will be transferved to the Array's memory
and will be written o the compact flash card. (See output below.)

9. Type reset and hit return. Your Array will reboot, running your new
version of software.

Sample Cutput for the Upgrade Procedure:
The user actions are highlighted in the output below, for clarity.

Uzemame: admiin
Pazsword: ¥****

Xirrus-WiFi-Array{config rebaod
Ame Vol sune vou want fo rebeot? [Yes/nol ves
Array |s being reboabed

Mirrus Beol Loader 1000 (00t 17 2006 = 13:11:42), Bulld: 2725
Frecessar | Motarcla PowesPC, FVE=S00002 0 SWVE = 20000210

Board | Xieras MPCIE0 CTL Board
Clacks | CPLI: 25 MLz DDE: 330 Mz Lol Bus 41 M=
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L1 cache | Dmata: 32 EE st 32 KB Status : Enabled
Watchdog | Enabled (% secs)

[0 Bus | 400 KH=z

oTT 1 CPUMC BFREMC RRIRGC REZIFC RER20C
RTC 1 Wed J07-MNow-05 64314 CMT

System DDR | 256 ME, Unbuffered Mon-BCC (2T)

L2 cache | 256 KB, Enabled

FLASH | 4ME, CRC: 0K

FPGA 1 2 Devices programmed

Packet DOR | 256 MB, Unbuffered Morn-ECC, Enabled
Metwork | Mot FEC - Mot TSEC] [Primary] Mot TSEC2
[ Ba= 0 1 OK

CFCard | 122 MB, Model: Hitachi X¥32.310
Ervdronmmentl 4 KB, Initinlized

Inc  serial
Ot serdal
Brr: serial

Fress space bar to axit io booalloaders:

¥BL>dhep
[DHCP ] Device : Mot TSECT 1000BT Fall Duplex
[DHCP |IP Adds : 19216839195

NBL>dir

[CFCard] Diirectary of /

Date  Time Size  File or Directory narme

2007-Mewr-05 &01:56 29 lasthnot
2007-Apr-05 1500746 28210090 w3 10433 bak

2007-Mar-01 16:39:42 storage/
2007-Apr-(6 15:56:38 2BZI04E] wxe-5. 140 bin
200F-Mar-03 05628 wpES

3 filela), 2 dirfs)
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NRL=del
[CPCard] Dielete : 2 file(s) deleted

¥BLrupdate server 192168 3% 102 w3 0-0425. bin

[TFTP | Device : Mot TSECT 1000ET Full Duplex
[TFTP | Client - 192 168 39.195

[TFTP | Server : 192.168.39.102

[TFTP |File :xs3.0-0425 bin

[TFTF | Address : 01000000

[TETT | Loacling Ao Ftel il e bl il o it s e il s it
[TETT | Loadicg A d Sty e bWyl My it oy U sy L
[TFIT | Loacding : #fkis done

[TFTF | Camplete: 119 sec, 1.1 MB/ sec

[TFIP | Bytes - 27752465 (1477811 hex)

[CFCard] File  : xs-30-0425.bin

[CFCard] Addresa ; GaT1000000

[CFCard] Saving :
[CPCard] Complete: 1374 sec, 1971 KB /fsec
[CFCard] Bytes : 27752465 (17711 )

HBL>reset
[RESET 1

Mirrus Boot Loader 1.0.0(0ct 17 2006 - 13:11:42), Baild: 2725

Pracessar | Motarela PawerPC, PYR=SIENN0 SVR=40020
Board | Xirrus MPCES40 CTL Board

Clocks | CPU - 625 MHz DDR - 330 MHz Local Bus: 41 MHz
L1 cache | Data: 32KE st 32KE  Status : Fnabled
Watchdog | Enabled (5 secs)

[ Bus | 400 KHz

oTT | CPLU-3AC EFR:AIC BF1G1C RF2-3el EF3:27C

ETC 1 Wed J0I7-MNov-(6 Gadfdd GMT
System DDE 1 256 ME, Unbuffered Man-BOC (2T}
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L2 cache | 256 KB, Enabled

FLASH 1 4ME CRC OK

FRGA 1 2 Devices programmied

Packet DDE | 256 ME, Unbuffered Mor-EOC_ Enabled
Metwork | Mot FEC Mot TSEC] [Primary] Mot TSEC2
[GE Bus 0 | OK

CFCard | 122 ME. Model: Hitachi X332 5.0
Errvirenmment] 4 KB, Initialized

Inc  serial
Ot serial
Err: serial

Press space bar to exit fo bootloader:

[CFCard] Fibe  :xe™bin
[CFCard] Address : fa1000000
[CFCand] Complete: 26.% see, 10 ME/ sec

[CFCard] Bybes : 7752465 (1a77E11 hex)

[Boat | Address : (ol 10000

[Boat | mage : Verlfying chieckaum ... OF

[Boal | Unzip : Wali-Filo Image ... 0K

[Beat | Initrd : Loading EAMDM:E Image

[Boat | Initrd = Verifying checksum ... 0K

[Beat | Execute : Teansferming contral io 05

1 ETEE P VET 1 L | —— CIE

Xirrus Wi-Fi Array

Array(ds Version 3.0-12%
Copyright () 2006-2007 Xirrus, [nc.
http:,."_."m.:l:irm.fm

Uzermame:
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Contact Information
Nirrus, Inc. is located in Thousand Chks, California, just 35 minutes northwest of
downtown Los Angeles and 40 mirmutes southeast of Santa Barbara,

Hirmus, Inc,

2101 Corporate Center Dirive

Thousand Oaks, CA 91320

LSA

Tel: 1.505.262. 1600
1800947 7871 Toll Free in the US

Fax:  1.B66.462.3950

WA, XIS DO
FUP T XirTE COm
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Appendix C: Notices

This appendix containg the following information:

& “Notices” on page 471

# “EU Directive 199%5/EC Compliance Information” on page 475

¢ “Compliance Information (Non-EUT an page 482

# “Safety Warnings" on page 483
“Translated Safety Wamnings” on page 454
“Software License and Product Warranty Agreement™ an page 485
"Hardwware 'H"n'rlnl.‘l-,' Agrr.nngn{"' an 'P.Ilg-d-'}'l

Notices
Wi-Fi Alliance Certification

CFTTENE
wwwnwi-florg

FCC Notice

This device complies with Part 15 of the FCC Eules, with operation subject to the
following two conditions: (1) Thiz device may not cause harmiful interference, and
(2) this device must accept any interference received, including interference that
may cause unwanted operation.

This equipment has been tested and found to comply with the limits for a Class B
digital device, pursuant to Part 15 of the FOU rules. These limits are designed to
provide reasonable protection against harmful interference in 2 residential
installation. This equipment generates, uses and can radiate KF energy and, if not
installed and used in accordance with the instructions, may cauge harmful
interference o radio commmunications. However, there i3 no guarantee that
interference will not occur i a particular installation. IF this equiperent does
cause harmiul interference to radio or television reception, which can be
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determined by turning the equipment off and on, the user ks encouraged to try to
correct the interference by ome or puore of the followine safers measures:
¢ Reorient or rekocate the receiving .|.111'i||1.|:|u.|

¢ lncease the separation: bebw een the equipment and the recelver.

% Connoct the equipmend inbo 2n oullsl an o crout differont from thal o which e receier B conneciods
#  Comsult the desler or 0 coperionoed wircless wohnidan for help

Use of a shiclded twisted pair (STP) cable must be used for all Ethemnet
comnections in order to comply with EMC requirements.
FCC Caution: Any changes or modificatens. not exprassly approved by the party responsibls for complarce
coul vold o usars auERcrtty 1 aparate This oquUipmart,

This transmittar mest net ba co-fecatad or cparating & conpnction wh any other artenna or
transmitbar.

Cporations in the 5 15=5.25GHr band are restricted fo indoor usage only.

High Pawer Radars

High power dars are allocated as primary users (meaning they have priomityy
the: E25IMIHz to B3R HE and 55500Hz o S85MHEz bands. These radars could
cais intorforence and / or damage to LE-LAN dovioes.

Mon-Modification Statement

Unauthorized chanses or modificadons to the device are not permitted. Use onky
the supplied nterna] sutenng or eitemal dneeninas suppliod by the manufschire
Modifications 1o the device will void the werran y and may violate FOC
roirulations, Flease gt dhie Xirres Wb sie bor 2 lise of all approved antennas,

Cable Rune for Powar ovar C1gabll Ethemet {PoCE)

TF uedng PoCE, the Areay must be connected B PolE nptwiorks without roubing
calling s the cnatstde plae— s siaenes thae cabling B oot exposied o Bgheing
strikes or prssible cross over From high volisgse

Battery Waming
i b I | feli ! I T l.

UL Statement
Lse-onby with listed [TE produsci.
472
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Power Cord

[f you will be using Xirrus equipment with a power cerd, vou must use a LL-
Approved cord (supplied with the unit). Crder new power cords from the Xirmes
pro<duct listeXirrus supplics only UL-approved power cords,

RF Radiation Hazard Warning

Tor ensure compliance with FOC and Industry Canada RF exposure requirements,
this device must be installed in o location where the antermas of the device will
have a mindimum distance of at leagt ?5em from all persons. Using
higher gain antennas and types of antennas not certified for wse with this product
ia not allowred. The device shall not be co-located with another iransmitter.

Installes Pappareil en veillant 3 conserver une distance d'au moins 25 cm entre les
éléments ravonnants ef les personnes. Cet avertissement de séourité est conforme
aux limites d'exposition définies par la norme CHNE-102 at relabive aux fréquences
radio.

Industry Canada statement:

This device complies with B55-210 of the Industry Canada Fules. Operation &= subject to the
following two conditions: (1) This device may not canse harmful interference, and
{2) this device mmst accept any interference recerved, inchiding iterference
that may cause wndesired operation.

Ce dspositf est conforme 4 la porme CHE-210 dlodosmie Canada apphcable am appareds
racho exempits de beence. Son fonchomement est sjet aux deux condibons suvantes:
{1} 1z dispositif ne doit pas produir: de broullage préudiciable, et () ce dispositif doit
acceprer towt breowillaze recn, v cofrpris wn brouillage susceptible de provodgquer
um fonctomement mdssrable.

Camfion :

{i) the desice for operation m the band 5130-3230 MHz is calv for imdeor 1se to seduce the

potential for barmofid mterference to co-channel mobile satellie svstems;

iz} bgh-power radars e allocated as pomsy uwsers (L e, pelory nsers) of the bands 3130-35340 MH:
md S650-3820 MHz and that these radars conbd cause mberfarence and'on damags to LE-LAN devices
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Averlissement:

(i} les dspositifs fonctionnant dans 1o bande 5 130-5 T30 MHz sont réserviés uiquetnent poo

une ailisation a intérienr afin de rédore les asgaes de beouilage préudiciable am svsbemes

de zatelbies mobies ullksant les mémes cansm,

(i} Dhz phs, Tes whlisatenrs devratent messi Stre mises qae Jes utilisatenrs de mders de hmate

putcsamce oot désignds uhoatews procau (o -a-d., gu'ils col la paicdité) pow bes bamdes
£ 250-5 350 MH:z et 5 650-5 B50 MHz et que ces radars pourratent canser do broullage et'on

des doenages aun dispositifs LAM-EL.

474



Wireless Arcay

EU Directive 1999/5/EC Compliance Information

This section contains compliance information for the Xirres Wireless Array family
of products, The compliance information contained in this section is relevant to
the Eurgpean Linion and other countries that have implemented the EL Directive

199975 /EC,

Declaration of Conformity

Cesky [Czech)

Dansk | Dlamish|

Yeutsch [Lierman)

Eesti | Estonian|

Ernglish

Eapatiol |Spain)

B e [Greek]

Francais [French]

Todo zahzeni je v souladu se zikladnimi poZadaviy a
gstatnimi gdpovidajcimi ustano veni mi Smérnice
19995/ EC,

Dette udstyr er | overensstemmelse med de
vesentlige krav op andre relevante besternmelser i
Direktiv 19995/

Dieses  Gerat  entspricht  den  grundlegenden
Anforderungen und den weileren entsprechenden
Vorgaben der Richtinde 1999/5/EU.

Ser seande wastab direkiiivi 1999/5/EL olulistels
niuetele ja teistele as jakohastele sitetele.

This equiprment 13 in compliance with the ezaential
requiremenit:  and  otfher relevant provisions of
Drirective 1998 /5,EC.

Este esquipo cump le con los requisitos esenciales asi
come con stras disposiciones de la Directiva 199975/
CE.

Avedl o shomdvopdl eiven oz eoppdppoa pe ml
aumiénl eromond o GAe] mEmei] MatkEanl mi
Dol 1969/'5/EC,

Cet apparell est conforme aux exigences essentielles
el aux auires dispositions pertinentes de la Directive
199975,/ EC,
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I"'.l [ RA4 I- l'.-LI|=-\..I\.|

Italiane [Italian]
Latviski |Latwian]
Lietuvig [Lithuanian]
Mederlands [DMateh)
Mlalk [Maltese]

Mlar if ”'“E: fam]
Norsk | MNarwegian)
"olski | Polish]

] |-|_:||.- |'|'\-|||_-.|'-|"'|

Rlovenskeo |[Slovenian)

betta w2k er sambkvemt grunnkrofum og Sdmum
vifleigandi dkvaéum Tilskipunar 1999/5/EC.
Questo apparato £ conforme ai requisit essenziali ed
aghl alirl principl sanciti dalla Direttiva 1999 /5,/CE.
& irkarta atbilst Dirckfivas 1999/5/EK butiskaja
prasibim un citiem ar o saistajiem noteikumiso,
Sis  jrenginye tenkina 1995/5/EE Direktyvos
edminiug  reikalavimuws ir kitas Sios  direkbywos
muostatas.

it apparant voldeet aan de essenticle ecisen en
andere van toepassing zijnde bepalingen van de
Fichtlijn 199575 /EC.

Dan l-apparant huwa konformi mal-htigiet essenzjali
u l-provedimenti 1-ohra rilevanti tad-Direttiva 1993/
5/EC.

Ez a készilék teljesiti az alapwetd kovetelményeket
s mis 1999/5/BK  ivirgrelvben meghatirozott
vonatkozd rendelkezéscket.

Dette utstyret er 1 samsvar med de grunnlegrende
krav og andre relevante bestemmelser | EU-direktiv

1994/5/EF.

Urzgdzemie jest zgodne = ogblnymi wymaganiami
oraz scregllnymi mi warunkami okredlony mi
Dryrektyws. UE1999,/5/EC.

Este equipamento estd ern comformidade com os
Tedquisitos essenciais e oulras provistes relevantes da
Directiva 1999/5/EC.

Ta naprava je skladna 2 bistvenimi zabtevami in
aatalizd relevantnimd popojl Direktive 199975 /EC
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Tote zariademie je v zhode so =zdkladnged
pofadavkami a ingmd prishoinymi  mariadeniaomi
direktiv: 1999,/5/EC.

T laite tayilds direktlivin 199975/ FEY olennalsat
vaatimukset jo on siind asetetiujen muiden laibetia
koskevien mbdriysten mukaimen.

Denna virusining &r i dverensstimmelse med de
visentliga kraven ach andra relevants bestimmelser
i Drirektiv 1999/5/EC.

Assessment Criteria
The fcllowing standards were applied during the assessment of the product
against the requiremenis of the Directive 1999/5/EC:

Radie: EM 301 893 and EN 300 328 {if applicable)
EMIC: EN 301 489-1 and EN 301 48%-17
Safety: EN 50371 to EN 50385 and EN 60601

CE M.Iliilla
For the Xirrues Wireless Array, the CE mark and Class-2 identifier opposite are
affixed to the equipment and ils packaging:

ceo
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WEEE Compliance

o #  Matural respurces were used in the production of

Esqntzal ona this equipment.
Eectman i

# This equipment may confain hazardous
substances that could impact the health of the
eTivingmment.

& In acder te aveld harm to the snvimnnment and
consumption of natural resources, we encourage
you to use appropriate take-back systems when
disposirg of this equipment.

&  The appropriate take-back systems will reuse or
recycle most of the materials of this equipment in
2 way that will not harm the environment.

& The crossed-oul wheeled Bin symbol (in
accordance with Eurcpean Standard EM 50419)
invites vou to use those take-back systems and
advises you not to combine the material with
refuse destined for a land Al

& If you nesd more information on collecton, re-
use and recycling systems, pleaze contact your
local or regional waste adminiztration.

#  Please contact Xirrus for specific infermation on
the environmental perfermance of gur products.
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Mational Restrictions

Im the majority of the EL] and other European countries, the 14 GHz and 5 CHz
bands have been made available for the wee of Wireless LANs, The following tabkle
provides an owerview of the regulatory requirements in general that ane
applicable for the 2.4 GHz and 5 GHz bands,

Freguency Max Power Leve| Indoor  Ouldoor

Band (MHz) (EIRP) (mW)

2D0=2453 5 100 X K=
BES0=GI50* 300 X MiA
S54T057I5 1000 X X

*Dyramie freqoency selection and Tramsont Potoer Comitrol & required dn Hhese

Srequeency bands,

“Eranee is indoor wee enly in the wpper end of the band.
The requirements for any country may change at any time. Xirrus recommends
that vou check with local authorities for the current sfatus of their national
regulations for both 2.4 GHz and 5 GHz wireless LANs,

The following coundtries have additional requirernents or restrictions than those
listed in the above table:

Belgium
The Belgian Institute for Postal Services and Telecommundcations (BIPT) must

be notified of any outdoor wireless link having a range exceeding 300 meters.
Xirrus recommends checking al mwmbptle for more details.

Drandloze serbindingen voor buttengebruik en met een revkwijate van meer dan 3100
meter dieven anngemeld te worden bij het Belpisck Instthoet voor postdienshen en
telecemmmaurnicatic (BIFT), Zie oo bipt be D00y mcsy gegetiens,
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Les ligsedis sans fil poir wne wlilisation ¢n extrienr @'uae distance siontriewre 3 300
miters deivent &ve potifides 3 Institul Belge des seroices Posfauy e des
Tflfeommunications (TRPT), Visitez weew ol be powr de plus goples débeils,

LS i

A license from EETT is required for the cutdoor operation in the 5470 MHz to
5725 MHz band, Xirrus recommends checking swesett g for more details,

M g eompypficoe avelorgmrs povary (vpow vor sy 348005725 MUz & mp smiovs

ercid deidoad g EETT, oo opmvefei sveod & d o geovy v o fo FTEESW. gpramdeag
A FOM DEMENRITO Brartn sl g

|..I|l\.

This product meets the Mational Eadio Interface and the requirements
gpecified in the Mational Frequency Allocation Table for ltaly. Unless this
wireless LAMN product i= operating within the boundaries of the owner’s
property, ils use requires a “general authorization.” Please check with

o St matmdcazion 405 for rnore detaila,

Chieste prodetto & conforme alls specifiche di Frferfaceis Radte Nazdorali ¢ rispetta i
Pt Nuzborals di ripartiztens delle frequenze in lalia. Se non viene instollmlo
ail’irterno del progrie fordo, Ditilizzo di predotli wireless LAN rickiede ung
“autorizzazione Cemerale,” Consulbare weow semnruricazi o AT per mag giorl

Aethagly,

Morway, Swilzerland and Lischtenstein

Although Morway, Switzerland and Liechtenstein are not EL member states,
the EL Darective 1999 /5 /EC has also been implementad in thase countries.

Caleulating the Maximum Output Fower

The regulatory limits for maxismum output power are specified in EIRF {radiated
power). The EIRP level of a device cam be calculated by adding the gain of the
antenna used (specified in dBi) to the output power available at the connector

(specified m dBem),
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Antennas

The Xirmas Wireless Array ernployvs mtegrated artennas that canmob be removed
and which are not user accessible, Nevertheless, as regulatory limits are mot the
same throughout the EL, users may need to adjust the conducted poweer setting
for the radio to meet the EIRP limits applicable in their country or region.
Adjustrments can be made from the product’s management interface——zither Web
Management Intesface (WMI) or Command Line Interface (CLI).

Operating Frequency

The operating frequency in a wireless LAN s determined by the access point, As
such, it iz important that the access polnt i3 correctly configured to meet the local
regulations. See Mational Restrictions im this section for more inforemation.

If vou still have questions regarding the compliance of Xirrus products or you
cannot find the information you are looking for, please contact us at

Jarrus, Ine,

2101 Corporate Center Drive
Thousand Oaks, CA 91320
UsSA

Tel: 1,805,262, 1600
1,800,247 7871 Tall Free in the 175
Faee: 18664623950

FUFLT T D5
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Compliance Information (Non=EU)

This section contains compliance information for the Xirres Wireless Array family
of products, The compliance information contained in this section is relevant to
the listed countries (outside of the Furopean Uinion and other countries that have
implemmented the EL Directive 1999 /53/EC).

Declaration of Conformity

Wewicn XMNLE Cofetel Cerl # RCFXIXMN10-1052
XM1F Cofete] Cert #: RCFXIXMN10-1052-A1
NME: Cafeel Cert & RUPKIXMI0-1062-A2
MM Cofetel Cert 8 RCPXIXNT0-1052-A3

[fallamd This telecormmumication equipmment conforms to
MTC technical requiremnent.
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Safety Warnings

D faty VWarr ingEs

Read all user documentation before powering this device. All Xirrus
interconnecied equipment should be contained indoors. This product is
not suitable for outdoor operation. Please verify the integrity of the
system ground prior to installing Xirus eguipment Additionally,
verify that the ambient operating temperature does not exceed 507,

Explasive Llevice Frogmily Warning

Do net operate the XR Series Wireless Array near unshielded blasting
caps @r in an explosive environment wnless the device has been
mpdified to be especially qualified for such wse,

Lightming Activity Warning
Do not work on the XR Series Wireless Armay or connect or disconniect
cables during pericds of lightning schivity.

Circunk Breaker Warning

The XB Series Wireless Array relies on the building's installation for
ower current protection. Ensure that a fuse or circuit breaker mo larger
than 130 VAC, 154 (11.5.) or 240 VAL, 10A (International) is used on all
current-carrying conductors.

Translated safety warnings appear on the following page.
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Translated Safety Warnings
Avertissements de Sécurité

SECuUne

Lisez lensemble de la documertlalion wlilisateur avant de melire col
appareil spus tensiom. Tous les égquipements Xirmues interconnectés
doivent étre installés en intérieur. Ce produit n'est pas congu pour &tre
utilisé en extéricur. Veuillez vérifier Iintégrité de la terre du systime
awvant d'installer des équipements Xirrus, Vérifiez également que la
température de fonctionnement ambiante n'excide pas 50°C

Froximité d'appareils expla

Wutilizez pas lunité XE Wireless Array b proximité d'amorces non
blindées ou dans un environnement explodif, & moins que lapparedl
' ait été spécifiquement modifid pour un tel usage.

Nutilisez pas 'unité KR Wircless Array et ne branchez pas ou ne
débranchez pas de cibles en cas de foudme

[isjoncieur

Lunité XK Wireless Array dépend de l'installation du bdtiment pour ce
qul est de la profection contre les surintensibés. Assurer-vous qu'un
fusible ou qu'un disjoncteur de 130 Vea, 15 A (Elats-Unls) ou de 240
Wea, 10 A (Intermational) maxieoam est wtilisé sar bous bes conducteurs
de courant.
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Software License and Product Warranty Agreement

THIS SOFTWARE LICENSE AGREEMENT (THE "AGREEMENT™) 15 A LEGAL
AGREEMENT BETWEEN YOU ("CUSTOMER") AND LICENSOR (AS DEFINED
BELOW) AND GOVERMNS THE USE OF THE SOFTWARE INSTALLED ON THE
PRODUCT (AS DEFINED BELOW). IF ¥OU ARE AN EMPLOYEE OF. AGENT
OF CUSTOMEE, YOU HEREBRY REPRESENT AND WARRANT TO LICENSOR
THAT YOU HAVE THE POWEE AND AUTHORITY TO ACCEFT AMND TO
BIND CUSTOMER TO THE TERMS AND CONDITIONS OF THIS AGREEMENT
(INCLUDING ANY THIRLY PARTY TEEMS SET FORTH HEREIM). IF YOI [0
MOT AGREEE TO ALL OF THE TERMS OF THIS ACEEEMENT RETUREN THE
PRODUCT AND ALL ACCOMPANYING MATERIALS (INCLUDING ALL
DOCTUMENTATION) TO THE RELEVANT VENDOR FOR A FULL REFUND OF
THE PURCHASE PRICE THEREFORE.

CUSTOMEER UNDEESTANDS AND AGEEES THAT USE OF THE PRODNICT
AND SOFTWARE SHALL BE DEEMED AN AGREEMENT TO THE TERMS
AND CONDITIONS GOVERNIMG SUCH SOFTWARE AND THAT CUSTOMER
IS BOUND BY AND BECOMES A PARTY TO THIS AGREEMENT.

1.0 DEFINITIOMNS

1.1 “Documentation” means the user manuals and all other all documentation,
instructions or other gimilar materials accompanying the Software covering
the installation, application, and use thereof.

1.2 *Licensor” means XIERLS and its suppliers.
1.3 “Product” means a multi-radio access point containing four or more distinet

radios capable of simultaneous operation on four or more non-overlapping
chanmcls,

14 “Software” means, collectively, sach of the application and embedded
software programs delivered to Customer in connection with thiz Agreement.
For purposes of this Agreement, the term Software shall be deemed to include
any ang all Documentation and Updates provided with or for the Software.

1.5 "Updates” means any bug-fix, maintenance or version release to the Software
that may be provided to Customer from Licensor pursuant to this Agreement
or pursuant to any scparate maintenance and support agreement entered into
by and between Licensor and Customer.

LOGRANT OF RIGHTS

2.1 Software. Subject to the terms and conditions of this Agreement, Licenszor
hereby grants to Customer a perpetual, non-exclusive, non-sublicenseable,
non-transferable ripght and license to use the Software solely as installed on
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the Product in accordance with the accompanying Dacumentation and for no
other purpose.

2.2 Crwnarship, The license pranted wnder Sections 2.0 above with respect to the
Software does not constitute a transfer or sale of Licensor's or ite supplicrs’
ownership Interest in or to the Software, which is solely licensed to Custormer.
The Software is protected by both national and international intellectual

laws and freaties. Except for the express licenses granted to the

fiware, Licensor and its supphliers retain all nghts, tithe and mterest in and

to the Software, including (i) any and all trade secrets, ights, patents and

other proprietary rights therein or thereto or (ii) amy Marks (a5 defined in

Section 2.3 below) used in connection therewith. In no event shall Customer

remove, efface or otherwize obscure any blarks contained on or in the
Software. All rights not expressly granted hepein are reserved by Licensor

2.3 Copies. Customer shall not make any copies of the Software but shall be
permittad to make a reasonable number of copies of the related
Drocurnentation. Whenever Customer coples or reproduces all or any part of
the Documentation, Customer shall reproduce all and not efface any tiles,

trademark symbaols, t symbols and legends, and other prl.eln
m:rhng:arﬁmﬂuhﬂp ﬂﬂ.mﬁpn{“‘duhﬂmm'lnlh:m:um i

2.4 Restrictions. Customer shall not itself, or through amy parent, subsidiary,
affiliate, agent or other H‘drdﬁrr_l,r (1) sell, rent, lease, license or subllcense,
or otherwise tranafer Software, or any of Customer's rights and
obligations under this Agresment except as expressly P-l:rrml:lrd herein; (if)
decompile, disassemble, or reverse engineer the Software, in whole or in part,
provided that in those jurisdictions in which a total prohibition on any
reverse engineering is prohibited as a mamrnﬂl.wmdpuuﬂ'l prohibiticn is
not cured by the fact that this Agreement iz subject to the laws of the Skate of
California, Licensor agrees to grant Customer wpon Custommer's writben
west to Licemsor, a limited reverse engineering lcenmse to permil
lnmqhamperahi of the Software with other software or code used by
Customer; {iii) allow access to the Software by user other than by
Customer’s employees and contractors who are nd in writing to
confidentiality and non-use restrictions at least as protective 25 those sct
herein; (iv) except as cxpressly set forth herein, write or develop any
derivative soffware or any other software program based upon the Soffware;
(v} use any computer software or hardware which is designated to defeat any
copy protection or other use limiting device, induoding any device intended to
lmit the number of uzers or devices accessing the Product; (vi) discloss
information about the performance or operation of the Product or Software to
any third party without the prier written consent of Licensor; or (vii) engage 2
ﬁd{“iput}r to perform benchmark or functionality testing of the Product or
Softwane,
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3.0 LIMITED WARRANTY AND LIMITATION OF LIABILITY

31

Limited Warranty & Exclusions. Licemsor warrants that the Software will
perform in substantial accordance with the specifications therefore set forth in
the Documentation for a peried of ninety [%0] daye after Customes's

tance of the lerms of this Agresment with respect to the Software
mﬂm Period™). If during the Warranty Period the Software or Product
doss not perform as warranted, Licensor shall, at its oplion, correct the
relevant Product and/or Software giving rise to such breach of performance
or replace such Praduct and for Software free of charge. THE FOREGOING
ARE CUSTOMER'S 30LE AND EXCLUSIVE REMEDIES FOR BREACH OF
THE FOREGOING WARRANTY, THE WARBANTY SET PORTH ABDVE 15
MADE TO AND FOR THE BENEFIT OF CUSTOMER OMLY. The warramnty
will apply only & (1) the Software has been used at all times and in accordance
with the [retructions for wuse 2ot forth n the Documentation and this
ﬂﬁlﬂﬂ; {ii] no modificaton, alteration or addition has been made to the
Software by persons other than Licensor or Licensor's authorized
representative; and (iii) the Software or Product on which the Software is
installed has mot been subject to any urusual electrical charge,

3.2 DNSCLAIMEER. EXCEPT AS EXPRESSLY STATED IN THIS SECTION 3, ALL

33

ADDITIONAL CONDITIONS, REPRESENTATIONS, AND WARRANTIES,
WHETHER IMPLIED, STATUTORY OR OTHERWISE, INCLUDING,
WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OR CONDITIONS
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE,
SATISFACTORY QUALITY, ACCURACY, AGAINST INFRINGEMENT OR
ARISING FROM A COUBSE OF DEALING, USAGE, OR TRADE
PRACTICE, ARE HEREBY DISCLAIMED BY LICENSOR AND ITS
SUPPLIERS. THIS DISCLAIMER SHALL APPLY EVEN IF ANY EXPRESS
WARRANTY AMD LIMITED EEMEDY OFFERED BY LICENSOR FAILS OF
ITS ESSENTIAL PURPOSE. ALL WARRANTIES PROVIDED BY LICENSOR
ARE SUBJECT TO THE LIMITATIONS OF LIABILITY SET FORTH IN THIS
AGREEMENT.

HAZARDOUS APFLICATIONS. THE SOFTWAEE 15 MNOT DESIGNED QR
INTENDED FOR USH IN HASARDOUS ENVIROMMENTS REEQUIRING
FAIL SAFE PERFORMAMNCE, SUCH AS IN THE OFERATION OF A
NUCLEAR FACILITY, AIRCEAFT NAVIGATION OR COMMUMNICATIONS
SYSTEMS. AIR TRAFFIC CONTROLS OF OTHER DEVICES OR 5¥YSTEMS
I WHICH A MALFUNCTION OF THE SOFTWARE WOULD RESULT IM
FORSEEABLE RISE OF INJUEY OR DEATH TO THE OPERATOR OF THE
DEVICE OR SYSTEM OR TO OTHERS (“HAZARDOUS APPLICATIONS™)L
CLUSTOMER ASSUMES ANY AND ALL RISKES, INJURIES, LOSSES, CLAIMS
AND ANY OTHER LIABILITIES ARISING OUT OF THE USE OF THE
SOFTWARE IN ANY HAZARDOUS APTLICATIONS,
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3.4 Limdtation of Liakdlity.

() TOTAL LTABILITY, MOTWITHSTANDING ANYTHING ELSE HEREIM,
ALL LIABILITY OF LICENSOR AMD 1T5 SUPPLIERS UNDER THIS
AGREEMENT SHALL BE LIMITED TO THE AMOUNT PAID BY
CUSTOMER FOR THE RELEVANT S0FTWARE, OR PORTION
THEREOE, THAT GAVE RISE TO SUCH LIABILITY OR OME
HUMDEED UNMITED STATES DOLLARS (USS100), WHICHEVER IS
GREATER. THE LIABILITY OF LICENSOR AND [TS SUPFLIERS
UNDER THIS SECTION SHALL BE CUMULATIVE ANIY NOT PER
INCIDEMT.

(b) DAMAGES. IN NO EVENT SHALL LICENSOR, ITS SUPPLIERS OR
THEIR EELEVANT SUBCOMTEACTORS BE LIABLE FOR (A) ANY
INCIDENTAL, SPECIAL, PUNITIVE OR CONSEQUENTIAL
DAMAGES, LOST PROFITS OR LOST OR DAMAGED DATA, OR ANY
INDIRECT DAMAGES, WHETHER ARISING IN CONTRACT, TORT

PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES IN EACH
CASE, EVEM IF LICENSOR OR TS SUPFLIERS HAVE EEEN
INFORMED OF THE POSSIBILITY OF SUCH DAMAGES.

3.5 Exclusions. SOME JURISDICTIONS DO MOT FEEMIT THE LIMITATIONS

OF LIABILITY AND LIMITED WARREAMNTIES SET FOETH UNDEE THIS
AGREEMENT. [N THE EVENT YOU ARE LOCATED TN ANY SUCH
JURISLICTION, THE FOEEGUNMNG LIMITATIONS SHALL APFPLY CNLY
TO THE MAXIMUM EXTENT PERMITTED IN SUCH JURISDICTIONS. IN
NO EVENT SHALL THE FOREGOING EXCLUSIONS AND LIMITATIONS
O DAMAGES BE DEEMED TD APFLY TO ANY LIABILITY BASED ON
FRAUD, WILLFUL MISCONDUCT, GROSS NEGLIGENCE OR PERSOMNAL
INJURY OF DEATH.

A0 COMFIDENTIAL INFORMATION
4.1 Generally. The Software (and itz accompanying Documentation] constitubes

Licensor's and its wﬂgpliers’ Pm'_Fri-etuj.r and comfidential information and
contalns valuable trade secrets of Licersor and its suppliers ("Confidential
Information”). Customer shall protect the secrecy of the Confldential
Infermation to the same scient it itz gther valuable, igtary and
confidential information of 2 similar nature but in no event shall Customer
use less than reasonable care to maintain the secrecy of the Confidential
Informaticm, Customer shall not wse the Confidential Information except to
exercise its rights or perform its cbligaticns as set forth under this Agreement.
Custormer shall not disclose such Confidential Information to any third party
other than subject o non-use and non-disclosure obligations at least as
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protectve of a party's right in such Confidential Information as those set forth
herein,

42 Returm of Waterials, Customer agrees to (i) destroy all Confidential
Information (incloding deleting any and all copies contained on any of
Customer's Dadﬁluled Hardware or the Prodwct) within fifteen (15) days of
hdahnfumnahnnnfﬂﬁshpumtm{il}ﬂuquuﬂdb}rhm
returmn, any Confidential Information to Licensor within thirty (30) days of
Licensor's written request.

5.0 TERM AND TEERMINATION

5.1 Termn. Subject to Section 5.2 below, this Apreement will take effect on the
Effective Date and wAill remain in force untl terminated tn accordance with
this Agreement.

5.2 Termination Evenis. This Agreerment may be terminaded immediately upon
written notice by either party under any of the following conditions:

(a) If the other party has failed to cure a breach of any ematerial term or
condiion under the Agreement within thirty (30) days after receipt of
notice from the other party; or

[b}Elthupmumamehmulgmcmmﬂﬂmpury
the object of the insbtution of voluntary or involuntary

g8 in bankruptcy liquidation, which proceeding is ml:
E:amﬂdndﬂdnnm&?m}daﬁnraummhapmudmtﬁ
to a substantial part of its assets.
5.3 Effect of Termimation.

(a) Upen termination of this Agreement, in whole or in part, Customer shall
pay Licensor for all amounts owed up to the effective date of termination.
Termination of this Agreement shall ot constitute a waiver for any
amounis due,

(b} The following Sections shall survive the termination of this Agreement
for any reason: Sections 1,22, 24,3, 4, 5.3, and &,

(c] Mo later than thirty (30) days after the date of termination of this
ent by Licensor, Customer shall wpon Licensor's imstructions
ﬂgmm turn the Software and all copies thereof; all Documentation
relating thereto in its posresrion that is in fangible form or destroy the
sarme (including any copies thereof comtained on Custorner's Desipnated
Hardwrare). Customer shall furnish Licensor with a certificate signed by

an executive afficer of Customer verifying thal the same has been done.
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6. MISCELLANEQOUS

If Customer is a corporation, parmership or similar entity, then the license to the
Software and Documentation that iz granted wnder this Agreement is expreassly
conditioned wpon and Customer represents and warrants to Licensor that the
person accepling the terms of this Agreement is authorized to bind such entity Lo
the terms and conditions herein, If any ision of this Agreement is held to be
invalid of unenforceable, it will be poed o the exfent ikle and the
remainder of this Agreement will remain in full force effect. During the
course of wse of the Softwars, Licensor may collect information en your use
thereod; vou hereby authorize Licensor to use such information fo improve its
products and services, and to disclose the sare to third parties provided it does
mot contain any personally identifiable information. The express walver by either
party of any provision, condition or requirement of this Agreement does mob
constitute a walver of any future obligation to comply with such

condition or requirement. Customer and Licensor are independent parties.
Customer may not export or re-export the Software or Documentation (or other
materials) without appropriate United 5tates, European Union and foreign
government licenses or in violation of the United State's Export Administration
At or foreign equivalents and Customer shall comply with all national and
international laws governing the Software. This Agreement will be governed by
and mtulnmdunder the lawws of the State of California and the Unlted States as
C|:EIJml entered inte and to be performed entirely within
formia, wi regard to cordlicts of laws provisions thereof and parties
expressly exclude I'h: application of the United Nations Convention an Contracts
for the International Sales of Goods and the Uniform Computer Information
Transactions Act (as promulgated by any State) to this Agreement. Suits or
enforcement actions must be brought within, and each party irrevocably cormmits
to the exchasive urisdiction of, the state and federal courts located in Venbara
County, Califernia. Customer may not assign this Agreement by operation of lave
or otherwise, withoul the prior wrillen consent of Licensor and any allempled
mlﬂ;nm&rrtl:nmlaunnniﬂufm shall be null and void. This Agresment
cancels and superzedes all prior ments between the parties. Tl‘u:;gr::mu'l
may not be varied except throu agt::dmmntapwdhmdm by both
parties. Any printed terms and conditions contained i any Customer purchase
order or m any Licemsor acknowledgment, nveice or other deocumentation
relating to the Software shall be deemed deleted and of no force or effect and any
additienal typed and for writlen lerms and conditions contained shall be for
ad.mlnla.ﬂaﬂw Urposes , Le. bo the types and quantites of Software
llad,,Fl.l.nE :|.1:en‘:ﬂ|l:|}lr.|.|:=: and fok nceﬂ']:']dﬂ q.'PIJ.'I.EI.iI.Il:, and other

ddr:ul-an' ering data, all in accordance with E‘Epm-iuﬂu of this Agreement.
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Hardware Warranty Agreement

PLEASE EREAD} THIS AGREEMENT CAREFULLY BEFORE USING THIS
PRODUCT

BY USIMNG THIS PEODUCT, YOU ACKMOWLEDGE THAT YOU HAVE READ
AND UNDERSTOODR ALL THE TEREMS AND OONDITIONS OF THIS
ACEEEMENT AND THAT YOU ARE CONSEMTIMNG TO BE BOUND BY TIHIS
ACEEEMENT. IF YOU DO MOT AGEEE TO ALL OF THE TERMS OF THIS
AGEEEMENT, EETUEN THE UNUSED PRODUCT TO THE PLACE OF
PURCHASE FOR A FULL EEFLIMI:.

LIMITED WARRANTY, Xirrus warrants that for a period of five years from the
date of purchase by the ariginal purchaser ("Customer™): (1) the Xirrus Equipeoent
{”Equ.‘lfmmf":l will be free of defects in materiale and workmanship under
mormal use; and (i) the Equipment wbalanl]al]:.r conforms o iz published

specificaions. Except for the p-mmt is provided I5. This
lzmited we extends only to u.url:-mu.-ra original purchaser, Customer’s
exclugive ¥ and the :nh.r:: |.1.:u|:|.|.1t}r af I1rr|.1:- and itz :lu]:phm under thiz

limited warranty will be, at Xirnes” option, repair, replacement, or sefund of the
Bauiprment if reported {or, upon request, returned) to the party supplying the
Equiprment to Customer. In no event does Xirrus warrant that the Equipment is
error free or that Customer will be able to operate the Equipment without
problems or interruptions.

This warranty does not apply if the Equipment (2} has been altered, except by
Xirrus, () has not been installed, operated, repaired, or maintaired n accordanoe
with imstructions supplied by Xireas, (c) has been subjected to abnormal physical
of electrical siress, misuse, negligence, or sccident, or (d) 19 wsed im wllra-
hazardous activites.

DISCLAIMER. EXCEPT AS SPECIFIED IM THIS WARRANTY, ALL EXFRESS OR
MPLIED» COMIDHTIONS.  EEPBRESEMTATIONS, AND  WARRAMTIES
INCLUDIMNG, WITHOUT LIMITATION, ANY IMPLIED WARRAMTY OF
MERCHANTABILITY, FITWESS FIR A PARTICULAR PU
NONINFRINGEMENT OR ARISING FREOM A COURSE OF DEALING, USAGE,
QR TREADE PRACTICE, AKE HEREEY EXCLUDED TO THE EXTENT
ALLCWED BY APPLICABLE LAW,

I WO EVENT WILL XIERUS OR ITS SUPPLIERS BE LIABLE FOR ANY LOST
REVEMUE, FROFIT, OR DATA, OR PRFOR SPECIAL, INDIRECT,
COMSEQUENTIAL, INCIDENMTAL, OR PUNITIVE DAMAGES H{}WL"H'].E
CALUSED AND REGARDLESS OF THE THEORY OF LIABILITY ARISING OUT
OF THE USE OF OR INABILITY T USE THE EQUIPFMENT EVEN IF XIRELS
QR ITS SUPPLIEES HAVE BEEN ADWVISED OF THE POSSIEBILITY OF SUCH
DAMAGES. In no event shall Xirrus' or its suppliers' liability to Custormer,
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whether in contract, tort (including neglipensce), or otherwise, exceed the prioe
paid by Customer.

The foregoing limitations shall apply even if the above-stated warranty fails of its
essential purpese, SOME STATES DO NOT ALLOW LIMITATION OR
BEXCLUSION OF LIABILITY FOR COMSEQUENTIAL OR INCIDENTAL
DAMAGES.

The above warranty DOES NOT apply o any evaluation Equipment made
available for testing or demonstration purposes. All such Equipment s provided
AS IS without any warranty whatsoever.

Customer agrees the Equipment and related documentation shall not be used in
life support systenss, human implantation, nocear facilities or systems of any
other application where failure could lead to a logs of life or catastrophic property
damage, or cause or permil any third parly to do any of the foregoing.

All imformation or feedback provided by Customer to Xirmes with respect to the
Product shall be Xirrus' property and deemed confidential information of Xirrus.

Equipment including technical data, is subject fo US, export condrol laws,
including the 1.5 Export Administration Act and its associated regulations, and
may be subject to export or import regulations in other countries, Customer
agrees to comvply atrictly with all such regulations and acknowledges that it has
the responsibility to obtain licenses to export, re-export, or import Equiprnent.

This Agreement shall be governed by and construed in accordance with the laws
of the State of California, United States of America, as if performed wholly within
the state and without giving effect to the principles of conflict of law. Tf any
portion hereof s found o be vodd or unenforceable, the remaining provisiomns of
thiz Warranty shall ramain in full force and effect. This Warranty constitutes the
entire agreement between the parties with respect fo the use of the Equipment.

Manufacturer is Xirrus, Ine. 2101 Corporate Center Dirive Thousand Oaks, Ca
N3E0
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Glossary of Terms

BOZ.11a

A supplement to the [EEE 30211 WLAN specification that describes radio
transmbssions at a frequency of 5 GHz and data rates of up to 54 Mbps.

B0Z.11b

A supplement to the [EEE 80211 WLAN specification that describes radio
tranamissions at a frequency of 2.4 GHz and data rates of up to 11 Mbps.

BO2.11d

A supplesment bo the Media Acees: Control (MAC) Lager in 80211 to prosmuote
worldwilde use of 80211 WLAN:z Tt allows Acces: Polnks o communleats
information on the permisaible radio channels with scceptable power levels for
user devices. Because the 0211 standards cannot legally operate in some
eountries, 802,114 adds features and restrictions to allow WLAN: to operate
within the rulas of these countries

BDZ.11g
A gupplement to the [EEE 30211 WLAN specification that describes radio
transmissions at a frequency of 24 GHz and data rates of up to 54 Mbps.

B0Z.11n

A supplement to the [EEE BJ2.11 WLAN specification that deseribes
enhancements to B2 11a/b/ ¢ to greatly enhance reach, speed, and capacity.

B0Z2.10Q

An [EEE standard for MAC layer frame tagging (also known as encapsulation]).
Frame tagging uniquely assigns a user-defined [ to sach frame. It also enables a
switch to communicate VLAN membership information across multiple (and
multi-versdor) devices '|:|:pl frame tagging.

AES

(Advanced Encryphion Standard) A data encryption scheme that wses three
different key siees (128-bit, 192-bil, and 23&-bit). AES was adopted by the U5
government in 2N az the encryption standard for protecting senszitive but
unclassified slectronic data.
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authentication

The progess that a station, device, or user employs o annpunce its dentify to
the network which validates it. IEEE 802.11 specifies two forme of authentication,
open sysiem and shaved loey

bandwidth

Specifies the amount of the frequency spectmum that is usable for data transfer. In
other words, it identifies the maximum data rate a signal can attain om
the medium withoul encountering significant attenuation (loess of power).

beacon Interval

When a device im a wireless metwork sends a beacon, it includes with it a beacon
interval, which specifics the period of time before it will send the beacon again.
The interval bells pecsdving devices on the retwork how long they can wall bn low
power mode before waking up to handle the beacon. Network administrators can
adjust the beacon interval—usually measured in milliseconds (ms) or ik
equivalent, kilo-microseconds (Kmaec).

bit rate

The transmisslon rate of binary symbols (77 and '17, equal to the total number af

BSS

(Basie Service Set) When a WLAN is operating in infrastructure mode, each access
polnt and its connected devices are called the Basic Service Set.

BssiD
The unique identifier for an access point in a BS5 network. See alzo, 5510,

coP

(Clzco Discovery Protocol) CDF i3 a layer 2 network protocol which runs on maost
Cleco equipment and some other network equipment. It i3 used to share
information with other directly connected network devices. Information such as
the model, network capabilies, and [P address is shared. Wireless Arravs can
both advertise their presence by sending CDFP announcements, and gather and
display information sent by neighbors,
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coll

The basic peographical unit of a cellular commumications systern, Service
coverage of a given area is based on an interlocking network of cells, each with a
radio base station (transmitter/receiver) at its cemter. The size of cach cell s
determined by the terrain and forecasted nuraber of users.

channel

A specific portdon of the radio spectrum—ihe channels allotted to one of
the wireless nelworking prolocels. For example, 802115 and S0271g wse 14
channels in the 2.4 GHz band, only 3 of which don't overap (1, 6, and 11).

CoS

(Clase of Serviee} A category based on the type of user, type of application,
of sone other criberia that OoS syatems can use to provide differentiated casses of
sspyics,

default gateway

The gateway in a network that a computer will use to access another network i
a gateway is not specified for use. In a network using subnets, a default gateway
is the router that forwards traffic to a destnation ocubsdde of the subnet af
the transemitting device.

DHCP

(Dynaeie Host Configuration Protocol) A method for dynamically aselgning IP
addreszes to devices on a network, DHCP issues TP addresses automatically
within a specified range to clent deviees when they are first powered up.

DHCP laasa
The DHCF lease is the amount of Hme that the DHCF server grants to the DHCFP

client for permission to use a particular [P address. A typical DHCF server allows
itz administrator to set the lease time.

DNS

(Domain Mame System) A system that maps meaningful domain names with
complex numeric [I* addresses. DMNS i actually a separate networkeif one DG
server cannot tranalate a domain name, it will ask a second or third until 3 server
iz found with the correct [P address.
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cdaomaln

The main name/ Internet address of a8 wser's Internet site as registered with
the ImterMNIC organization, which handles domain registration on the Intermet. For
example, the “domain” address for Xirmes is: http:/ Serwerxirrus.com, broken
down as follows

= httpul represents the Hyper Test Teleprocessing Protocol used by all Web

pages.
www is a refenence fo the World Wide Web.
xirrus refers o the company.

com specifies that the domain belongs o a commercial enberprise,

DTIM

{Delivery Traffic Indication Message) A DITIM is a signal sent as part of a beacon
by an acoess point to a client device in sleep mode, alerting the device to a packet
awaiting delivery.

EAP

{Extensible Authentication Protocol) When vou log on fo the Internet, you're most
likely establishing a PPF conmection via a remobe acoess server, The password,
key, or odher devioe vou wse to prove that you are authorized to do sois controlled
via PPF's Link Control Protocol (LCF). However, LCPF is somewhat inflexible
because it has to specify an authentication device early in the process. EAT allows
the system to gather more information from the user before deciding which
authenticator to uee. It is called extensible because it allows more authenticator
types than LCP (for example, passwords and public keps).

EDCF

{Enhanced Distributed Coordinator Function) A CoS extension which wses
thie sarme contention-based access mechanism ae current devices but adds "offset
contention windows™ that separate high priority packets from low priosity
packets (by assigning a larger random backoff window to lower priorities than to
higher priorities). The result is “statistical priority,” where high-priority packets
usually are transmutted before low-priosity packets.

encapsulation

A way of wrapping protocols such as TCF/IF, AppleTalk, and MelBEUI im
Ethernet frames o they can traverse an Ethernet network and be unwrapped
when they reach the destination computer.
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encryption

Amy procedure uged in cryptography to translate data into a form that can be
decrypted and read enly by its intended receiver.

Fast Ethernet
A wersion of standard Ethernet that runs at 100 b{bps rather than 10 Mbps.

FCC

(Federal Communications Commission) US wireless regulatory awthority
The FCC was established by the Comrrunications Act of 1934 and is charged with
regulating Interstate and [nternational communications by radio, television, wire,
satellite and cable.

FIFS

The Federal Information Processimg Standard (FIPS) Publication 140-2 establishes
a computer security standard wsed to accredit cryplographic modules.
The standard is 2 joint effort by the 1.5, and Canadian governments,

framea

A packet encaprulated ko travel on o physical medium, like Ethernet or Wi-Fi. Ifa
packet is like a shipping container, a frame is the boat on which the shipping
comtaimer is loaded,

Glgabit 1 through 4

The Gigabit Ethernet inferfaces on XE Series Arrays. XR-4000 Series Arrays have
two gigabit interfaces, while XE-6000 Series and higher models have four gigabit
interfaces, See also, Gigabit Ethernet,

Gigabit Ethernat
A version of Ethernet with data transfer rates of 1 Gigabit {1,000 Mbps).

Group

A user group, created to define & set of attributes (such as VLAN, traffic limits,
and Web Page Redirect) and privileges (such as fast roaming) that apply to all
useTs that are members of the group. This allows a uniform configuration o be
easily apphied to multiple wser accounts, The attributes that can e configured for
upeT groups are almost identical to those that can be comfigured for 5510,
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host namea

The unique narme that identifies 8 computer on a network, On the Intermet,
the host name is in the form compayznel. If there is only onme Internet site
thie host narne is the zarme as the domain name. One computer can have more than
one host name if it hosts maore than ome Intermet site (for example, homexyz.net
and comp.ayznet). In this case, comp and home are the host names and xyenet ks
the domaln name,

IPsac
A Layer 3 authentication and encryption protocol. Used to secure VPN,

MAC address
(Media Access Control Address) A &-byte hexadecimal address azsigned by a
manufsctures to 4 devioe,

Mbps

(Megabils per second) A standard measure for data ransmission speeds (for
example, the rate at which information travels over the Internet). 1 Mbps denotes
one million bits per second.

MTU

(Madmuem Transmission Undt) The largest physical packet size—measured in
bytes—ithat a network can tranemit. Any meceages larger than the MTU are
divided into smaller packets before being sent. Every network has a different
MTLU, which is set by the network administrator. Ideally, you want the MTLU to be
the same ag the smallest MTU of all the networks betwveen your machine and
4 meszage's final destination. Otherwise, if your messages are larger than one of
the intervening MTUs, they will get broken up (fragmented), which slows down
transmission speeds,

NTP

{Metwork Time Protocol) An Internet standard protocol {built on top of TCF/TPF)
that ensures the accurate synchronization (to the millisecond) of computer clock
Hmes in a nebaork of computers. Running 25 a continuous badtgn;u.md client
program on a computer, NTP sends periodic time requests to servers, obtaining
gerver time stamps and using them to adjust the dient's clock.
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packet

Drata senk over a nebwork is broken dowm inbo meany smaall piectsm—r ok bo——y
the Transmission Control Protocol layer of TCF/IF Each packet comtains the
address of its destimation as well the data. Packets may be 2ent on any number of
rowbes to thelr destination, where they are reassembled into the original data. This
system |= optimal for connectionless netweorks, such as the Internet, where there
are nb (xed connections between two locations.

PLCP
(Physical Layer Convergence Protocol) Defined by IEEE B0Z6, a protocol
specified within the Transmission Convergence layer that defines exactly how
cells are formatted within a data stream for a particular type of tranamission
faciliny

PoGE

This refers to the optional Xirrus-supplied Power over Gigabit Ethernet modules
that provide DO power to Arrays, Power i3 suppled over the same Cat 5e or Cat &
cable that supplies the data connection to vour gigabit Ethemnet switch, thas
eliminating the nead to run a power cable.

preamble

Preamble (sometires called a header) is a section of data at the head of a packet
that contains information that the access point and chent devices need when
sending and receiving packets. PLCTP Has bwo structures, a long and a2 shost
preamble. All compliant 802118 gystems have bo support the long preamble.
The short preamble option is provided in the standard to improve the efficiency
of 2 network's thmughput when fransmitting special data, such as voice, VolP
{Voice-over IF) and streaming video.

private key

In cryptography, one of a pair of keys (one public and one private) that are created
with the same algorithm for encrypting and decrypting messages and digital
signatures. The private key is provided only to the requestor and never shared.
The requestor uses the private key to decrypt text that has been encrypied with
the public key by someone else,

PSK
{Pre-Shared Key) A TKIF passphrase used to protect your network traffic in WPA.
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public key
[m cryptography, one of 8 pair of kevs (one public and one private) that are created
with the same algorithm for encrypling and decrypling messages and digital
signatures. The public key iz made publicly available for enmcryption and
decryption,

QoS

(Chaality of Service) QoS can be used to describe any number of ways in which
a network provider priorilizes or guaranlees a service's performance.

RADIS

(Remote Authentication DMal-Im User Service) A client-server security protocol,
developed to authenticate, authorize, and account for dial-up uzers. The EADIUS
gapver stopes user peofiles, which include passwords and authorization attefbules,

R331
{Received Signal Strempth Indicator) A meassure of the energy observed by an
antenna when receiving a signal

SDMA,

(Spatial Division Multiple Access) A wireless communbcations mode that
optimizes the use of the radio spectrum and minimizes oost by taking advantage
of the directional properties of antennas. The antennzs are highly directional,
allowing duplicate frequencies to be used for multiple Zones,

SNMP

(Simple Metwork Managemenl Protocol) A standard prolocol thal regulales
network management over the Internet.

SNTP

(Simple Network Time Protocol) A sienplified version of WNTE. SNTP can be used
when the ultimate performance of the full NTP implementation described in EFC
1305 is not needed or justified.
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S35H

(Secure SHell) Developed by 85H Corrmomications Security, Secure Shell is a
program bo log into another compuler over a network, to execute commands in o
remate machine, and to move files from one machine to another. The Array only
allows 55H-2 cormectionz, 55H-2 provides strong authentication and secure
communications over insecure channels. 55H-2 protects a network froem attacks,
such as [ spoofing, [P source routing, and DNS spoofing. Attackers who has
managed to take over a network can only force 55H to disconnect—they cannot
“play back” the traffic or hijack the connection when encryption is enabled. When
using 55H-I's slogin (instead of rlogin) the entire login session, including
tranamission of password, 1@ emcrypled making it almost impozsible for an
outsider to collect passwords. Be aware that your S5H utility moust be set up to use
55H-2.

55ID

{Zervice Set IDentifier) Every wireless network or network subset (such as a B55)
has a unique identifier called an S5I0. Every device connected bo that part of the
network uses the same 5510 to identify itself as part of the famibye—when it wants
to gain access to the network or vcﬁf:yﬂﬂ:mighnf:-ﬂ:h Pal:h:l:'l: itis :-ﬂ'dlll'li aver
the network. In short, it is the unique name shaned among all devices in a WLAN.

subnet mask

A mask used to determine what subnet an [F address belongs to. An IF address
has two components: (1) the network address and (2} the host address. For
mmp|:,mn:i.d|:r the [P address 150021500 7009, ﬂ.ﬂumi‘ng this is part of 2 Class
B netwerk, the first two numbers {150.215) represent the Class B network address,
and the second two numbers (017.009) identify a particular host on this network,

TKIP

(Terporal Key Integrity Protocol) Provides improved data encryption by
scrambling the keys using a hashing algorithm and, by adding an integrity-
checking frature, ensures that the encryption kevs haven't been tampered with.

transmit power
The amount of power used by a radio transceiver to send the signal out. Tramserdt
power is gererally measured in milliwatis, which you can convert to dBrm,

User group
Sec Group,
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VLAN

(Virtual LAM) A group of devices that communicate as a single network, even
though they are physically located on different LAN segrmente, Becanse YVLANs
are based on logical rather than physical connections, they are extrerncly flexdble.
A device that is moved to ancther location can remain om the same YLAMN
without anmy hardware reconfiguration.

VLAN tagging

(Wirtual LAN agging) Static porl-based VLANz were originally the only way to
segment a network without using routing, but these port-based VLANs could
only be implemented on a single switch {or switches) cabled together. Eouting
was required o transfer traffie bebween unconnectad switches. As an alternative
to routing, some vendors created proprletary schemes for sharing VLAN
information across switches. These methods would only operate on that vendor's

uwipment and were not an acceptable way to implement VLANz With the
adoption of the 802.11n standard, fraffic can be confined to VLAN: that exist on
multiple switches from different vendors. This interoperability and  traffic
containment scross different switches is the result of a switch's ability to use and
TECOETEE EI2.10) tag headersmeeallad WTLAN tagging. Switches that :il.'l"ll:l].:‘l:l"n-ﬂ'lt
EO2.10) tagging add this tag header to the frame directly after the destination and
source MALC addresses, The tag header indicates:

'I'Iul:ﬂ'l.l:Pu:kH hau:a.t.u;

2. Whether the packet should have priority over other packets,

Which VLAN it belongs to, 20 that the switch can forward or filter it
oorrectly.

WDS (Wireless Distribution System)

WIS creales wireless backhauls between arrays. These links belween arrays may
be used rather than having to install data cabling to each arcay.

WEP

{Wired Equivalent Privacy) An optional IEEE 50211 function that offers frame
transmizsion privacy similar o a wired network. The Wired Equivalent Privacy
generates secred shared encryption keys that both source and destination stations
can uze to alber frame bits to avold disclosure to savesdroppers.
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Wi-Fi Alliance

A nomprofit intermational asgociation formed in 1999 to certify interoperability of
wireless Local Area Metwork products based on [EEE 802.11 specification. The
goal of the Wi-Fi Alliance’s members i8 to enhanoe the wser experience through
product interoperability.

Wireless Array
A high capacity wireless networking device consisting of multiple radios
arranged im a circalar array.

WPA
{Wi-Fi Protected Access) A Wi-Fi Alliance standard that contains a subset of the

IEEE 502110 stamdard, usimg TEIF as an encryption method and 8011x for
Atk eatior

WPA2

{(Wi-Fi Protected Access 1) WPAZ is the follow-on securily method to WPA for
wireless networks and provides stronger data protection and nelwork access
control. It offers Enterprise and consumer Wi-Fi users with a high level of
agsurance that only authorized users can access thelr wireless networks. Like
WFPA, WPATZ is designed to secure all wersions of 30211 devices, including
BO2 11a, 502 11k, 80211, and S02.11n, rult-band and mult-mode.

Xirruz Management System [XMS)

A Xirrus product used for managing large Wireless Array deployments from 2
centralized Web-based intesface,

XP1 and XPB—Power over Gigabit Ethernet modulas
See PoE.

XPS—Xirrus Power System
A family of optional Xirrus-supplied products that provides power over Gigabit
Eihermet. See PolE.
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Default Value 446
DHCP 445
defaulte
resed configuration to factory de-
faults 366
IJ.:l.'i'l.ler_!,r Traffic Indication Message
25D
denial of service
see Do attack 332
deny traffic
see filters 344
deployment 26, 52, 56, 59, 454
cascof 15
detection
imtrusion 351
see Dho5 attack 332
see impersonation attack 333
spe impersonation detection 332
ape intrusion detection 332, 133
DHCP 28, a6, 71, 161, 171, 444
default setlings 445
leases window 110
DHCF Server 154

log, create file 365
display
WHMI options 373
DRS 71, 161, 151
DS domain 181
DMS sarver 121
Dmmi'nﬂlm:ﬁ}rrtem 1581
Do attack detection
settings 332
LITInA 250
DTIM period 250
duplex 171
dynamic VLAM
overridden by group 267
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E DHCP 445
EAP-MDS 16 factory.cond 364
EAP-PEAF 454 fail-over
EAP-TLS 16, 46, 454 !I:il.l"lﬂ.l!'r mode 314
EAP-TILS 16, 46, 454 fallover 42, 56
EDCFE 250 FAQ: 452
Encryption 454 Fast Ethernet 59, 66, 161, 171, 443
encryption f:ﬁ‘ fast roaming 15, 1, 261
encryption method about 173
recommended (WPAZ with AES) and VLAN, 273
1) features 14, 52, 171, 157, 190, 280, 454
H‘tﬂﬂﬁ 711 amid h.mkﬂ'}" 363
support of multiple methods 210 f'ﬂ‘-‘dbﬂ 9
encryption method (encryption mode)  filter list 345
Open, WEP, WPA, WPAZ, WPA-  filter name 347
Both 200 T v 291
encTyplion standard
AES, TKIP, both 210 flters 344, 345, 347
setting 211 stateful filtering, disabling 344
El'l.Tt-"I!].'-'ll!-E: 1, 3, 454 statiskics 147
WLAMN 3 Firefox 24
Enterprise Class Management 5 firewall 344
Enterprise Class Security 5 and port usage 45
BSS 457 alatelul fAhering, disabling 346
Ethernet 59, 62, 63, 66, 71, 161 [requenily asked questions 452
event log FTP 454 .
ID5 (intrusion detection) 157 FIP server 25
s gyatem log 130, 156
event messages 59 G
Express Setup 52, 71, 161 General Hints 451
reas setup 71, 161 getting started
Extended Service Set 452 express setup 161
Extensible Authentication Protocol 454 Gigabit 59, 66, 71, 161, 171, 443
external RADIUS server 802.1x I5 global settings 280, 793, 298
glossary of terms 493
F Google Chrome 24
factory default sellings 443 Giroup
factory defaults 444, 445, 446, 448 management 166
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group Jbd
CLI command 394, 406

viewing windew 157
[EEE 3, 71, 161

VLAN overrides dynamic VLAN  [EEES0Z11n

267
lienite and interactione 268
Group Kekey 446
guard interval
short, for IEEE B2 11n 40
GLUI
see WM 373

button, botbom an-uF?'l.
buttomn, left frame BE
butbon B4

help button 91
host name 71, 84, 161, 181
hs.css 369
HITPS

certificate, see certificate 225
HTTPS port

web page redirect 255, 259, 260
HyperTarminal 24, 59

LA 28, 63, 71, 161, 274, 293, 198, 334
active 5510 261
fast roaming 73
Intrusion Detectiom (1096, 1PS) 328
narning X
settings 274
IAP LED 63, 334
IAF LED settings 134
IAPs
aute block ropues 131
intrusion detection 331
TS
sge [ntrusion Detection 328
ID5 event log

capacity, increased 47
de conmsiderations 35
guard interval, short 40
improved MAC throughput 40
increazed data rates 41
MIMO 36
multiple data streams 38
spatial multiplexing 33
Vbl Pags 304
[EEE 802 100 457
image
upgrade software image 363
impersonation attack detection
settings 333
implementing Voice over Wi-Fi 156,
199, 244
installakiom 23, 57, 62, 441
imstallimg the MCAP-3616 59
rnounting the unit 62
requiremenis X3
veorkllew 57
installation workilew 57
interfaces 161
Web 53
intermal login page
wieb page redirsct 255
wieb page redirect, customize 258
internal splash page
web page redirect 257
wieh page redirect, customize 258
Internet E'uplp:n:r 4
interval
autommatic WD refresh 374
intrusion detection 119, 331
and auto bock settings 331
configuration 313
setting as approved or knowm 120
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intrusion detection (IDS)
viewing event log 157
Intrusien Detection (IDS/TP5) 328
[P Address 28, 71, B4, 92, 119, 161, 171,
181, 190, 194, 359, 444
[I* Subnet Mask 71
i1
epe Intrumion Detaction 328
TPk
filtering 291

K
key

upgrade 363
key features 14

board Shorteuts 449
keyboard shortcuts 419
known

setting rogues 1210

L

lastboot.cont 364
Layer 3
fast roaming 173
lease 444
Leaze Time 444
leases, DHCT
viewing 110
LEDs &3
sequence 63
settings 234
License Key
upgrading 153
lirmits
group 268
interactions 268
slation 268
teaffic 268
LEst, accesa cantrol
sed aocedd oomleol lket 237, 262

list, MAC access
ape access contnol list 237
list, SSI0 acceds
see access conbrel list 262
location information 71, 54, 161
|
°® diagnostics, create file 366
log messages
counters B9
log. TDS(intrusion detection)
viewing window 157
log, system (event)
viewing window 150, 15
logging im &6, 92
Login 2
login
via Console port 215
login page
wieb page redirect 256, 365
web page redirect, custormize 258
logout 375
long retry limit 250
loopback
see padio assuranoe 438

loopback Leating
radio assurance mode 313

M
MAC 46, 66, 452, 454
MAC Access Control Lists 46
MAC Aocess List 227
MAC address 227, 452, 454
MAC throughput

improved by E0Z.11n 40
Management 448, 454
management 95, 139, 359

Array clusters 352

of Arrays 359

Web Management Interface (WHMI)

B3
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maximum lease 44
Madmurm Lease Time 4dd
Megabit 71
menu behavior
Wil 375
Message Integrity Check 454
RELC L
gyslog counters 89
MIC 16, 454
BINED {'Hultip'l::-l'n Huli:ip|i:-ﬂ'u‘l:} 36
meade
cluster operating mode 155
meomi boring
intrusion detection 119
s infrusion detection 331
mgunting 62
mounting plate &2
mounting the unit 62
MTU 171
size 171
multiple data streara 38

MAT

table - sae comnection tracking 110
nmeighbors, CDHF 111
Metflow 187
netflonr

CLI command 411
netwark

inkerfaces 169

settings 171
network assurance 112, 225
retwork connections 59, 92, 454
retwark installation 23, 441
network inferface ports 66
metwark inferfaces 171, 443
network status

ARTP table window 109

connection

tracking windew 110

routing table window 1089

viewing leazes 110
Metwork Time Protocal 71, 161, 185
network toals

ping, traceroute, RADIUS ping 369
namenclature 2
mm-n-v:r]a]_:pins channels 15
NTP 71, 161, 185, 444
MTP Server 155

o
COpen (encryption methaod) 210
Tl‘i:nim‘l'im VLAMN 71
options

Wibdl 373
pverview 5

p
page loading
Wil 375
PAP (Pazsword Authentication Proto-
wal)
Admin KADILS settings 19
RADIUS ping 370
wieh page redirect 258
passphrase 46, 71, 161
Password 44%, 454
password 92
FEAF 16, 340
performance 14
Performance Manager
spe RPN 16
Pimg 359
ping 369
planmimg 42 45, 46, 52
Fadlower 42
nebwork management 52
port fallover 42

power 45
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security 46
gwitch fallover 42
WDS 53
PaGE 23
see Fower over Gigabit Ethernet 12
PoGE Power [njectors 1
port failover 42
port requirements 45
power putlet 23
Power over Gigabit Ethernet 2, 23, 45,
59
Power over Gigabit Ethernet (PoCE) 12
power planning 45
pre=shared key 46, 55, 454
Print buttom 84
print buttom 31
probe
sma Metflow 187
product mstallation 23, 441
product overview 5
product specifications X2
PSE 56, 6
PuTTY 23, 52, 71, 161, 454
PuTTy 24

Q
QoS 16, 249, 4456, 452, 500
conflicting values 247
levels defimed 250, 267
priority 249
G510 244, 250
about setting CoS 453
default Cab 446
user proup 267
quality
of uzer experience 320
Cluality of Service 16
see Oob 250, 267
guick reference guide 443

quick start

express setup 161

R
radio
assurance (self-tect) 314, 315
radio assurance (loopback testing) 313
radio assurance (loopback) mode 314,
315
radio distribution 14
radio:
naming 2
FEADIUS 5, 23, 46, 56, 204, 217, a2,
A4, 434
admin authentication 218
setting admin privileges 215
setting user VSAs 234
Vendor Specific Attributes (VSAs)
163

EALILUS ping
CHAP Challenge Handshake Au-
thentication Protocol) 370
PAP (Password Authentication
Profocad) 270
BADIUS Fing command 359
EATIUS Server 444
RADILS server 25
BADIUS settings
wieh page redirect 258
BAM (RF Analysiz Manager) 18
reauthentcation 280
reboat 362
redirect (WPE) 3658
refresh interval
WAl 374
remaote boot image
aufomatic wpdate from  remote
TFTF server 363
remote condiguration
aufomatic update from  remote
server 163

Indax

513



Wireless Array

remote TFTP server
automatic update of boot image,
configuration 363
Heset 359, 444
reset ation
fo factory defaults 366
restore command 416
restrictiomns
date /time 265
stations 268
traffic 268
RE
intrusion detection 313
spectrum management 313
EF Analysis Manager
see BAM 15
EF configuration 313
EF managemuent
sen channel 313
EF Performance Manager
see BPM 16
RF resiliemce 313
BF Security Manager
see RSM 17
roaming 15, 106, 291
eee fast roaming I73
Rogue AP 5, 52, 119, 240, 454
rogue AF
blocking 331
for blocking 328
Rogue AP List 119
rogue APs
a.ut;l-h]l;hc.k.ul:linp g |
blocking 313
Rogue Contral List 240
rogue detection 15
TOEUES
setting as known or approeed 120
root command prompt 381
rourke

trace route utility 309
routing table window 109
EFPM (RF Performance Manager) 16
ESM (RF Security Manager) 17
R55l 119
RTS 293, 795
K15 threshald 793, 295

Safar 24
sample Perl and C55 files for 368
sayE
with reboot 362
Save button 54
saved.conf 364
e
sohedule
auto chanmel condfiguration 313
Secondary Port 444
Secondary Server 444
secret 244
Secure Shell 24
sooure Shell 23
security 3, 16, 206, 452, 454
rertificate, see certificate 235
Security Manager
see HSM 17
see group o4
self-monitoring 331
radio assurance 438
radice assurance options 314, 315
aelf-boat
radio assurance mode 314, 315
serial port 24, 66, 454
sepver, Viun
gee VWhan 203
ETVErs
connectivity, see nebwork assur-
ance 112, 225
Service Set [dentifier 71
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Services 184, 453 255, 259, 260
servicing the unit 441 5510 Access List 262
settings 161 S5I0 address 262
setup, express 161 S5I0 Management 249, 446, 452
sharp cell 313 standby mode 314

setting in WMI 317 stateful fltering
short retry limit 250 disabling 346
signal processing static IF 71, 161, 171

BATMADY 36 station
skin assurance 320

changing WMI appearance 373
SNMP 5, 13, 71, 161, 171, 184, 194, 445
required for XMS 194, 195
software
upgrade license key 3463
software image
upgrading via CLI 454
Software Upgrade 353
software upgrade 362
spatial maltiplexing 38
specifications X2
spectrum (EF] managerment 313
spesd 3, o6, 171
11 Mbpe 3
54 Mbps 3
splash page
wieb page redirect 257, 355
web page redirect, custoenize 258
S5H I3, M, 52, 71, 181, 171, 209, 448,
454
S55H-2 XA
S8I0 5, 71, 84, 119, 161, 240, 249, 45,
452, 457
about usage 457
activie LAPs 261
QoS 244, 250
about using 453
o5, about usage 452
wieb page redirect settings 253
web page redirect settings, about

statiom assurance 2201
station tirmeput pericd 280
Stations 452
statioms

Limiks and intoractions 268

rogues 120

statistics 145

statistics per station 149
statistics 151

filters 147

netflow 187

per-station 145

slations 14%

WS 145
slatus bar 84, 91

style

Whil appearance 373
submittng comments %1

subnet 23, 42, 71, 171
switch failover 42
synchronize 71, 161, 185
Syslog 71, 84, 161, 184, 190, 444
tHme-stamnping, i |
syslog messages
counters 89
Syslog reporting 190
Svslog Server 190
systemn commands
ping. frace route, EADILS ping
369
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Systern Confipuration Beset 358
System Log 190
syatermn log

viewing windeow 150, 156
System Reboot 3549
System Tools 359
system fools 360

T

tag. WIFL 185
T-bar 62
T-bar clips 62
TCP
Pﬂrtru.]u:ircm:r'rb 48
technical support
contact information 469
frequently asked questions 452
Telnet 209, 445, 454
Temporal Key Integrity Protocol 454
TFTF server
automatic update of boot image,
configuration 163
Tirme Chat 444
time zome 71, 161, 185
timeput X80, 359
Tips 431
TEIP 18, 45, 56, 71, 161, 446, 454
TKIF encryplion
and X Arrays 251
bl
ping, trace route, RADIUS ping
ip9

Tools 359, 454
tools, network 369
tools, system 360
trace rowte ubility 359
traffic
ﬁ.l'l:ﬂ‘ing 314
limits and interactions 268
transrmigk power IR

Trap Host 445
trap port 194, 445
turiseled

Fast roaming 291
Tunnels 204
tunmels

see Vlun 199, 23

u
upr
port requirements 48
Unit &2
attaching 62
mounting &2
unkmwn
setting rogues 120
upgrade
license key 363
software image 3632
upgrading software image
wia CLI 464
user accounts
setting RADILS VEAs 134
user group 164
a5 267
user group limits and interactions 165
user interface &3
utilities
ping. trace route, RADIUS ping
359
utility buttons 51

v

Vender Specific Atiributes (V5As)
RADIUS, for Xirras 463

virtwal hannels
see WTun J03

VLAM 5, 56, 249, 446, 452, 457
broadcast optirnlzation 291
dynamie
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overridden by group 267
group (va dynamic VLAN) 267
W
CLI command 424
VLAMN I 245
VLAMs 199
and fast roaming 273
WEICE
l:uutrmmi'ni ¥
i'mp]r_'m:'nﬁ'ng on Array 26, 199,
a4
Voice-ovter [ 296
Voll* 298
YoWLAMN 16
WM 71, 161, 43
VTS
Virtual Tunnel Server 199, 2
WTum
specilying tunnel server 199, 203

understanding 199

W
wall thickness comsiderations 26
warning messages &9
WIHG 338, 340
about 55
long distance 278, 339
planning 53
statistice 145
timeouts Z7H, 339
WIS Cliestt Lindes 340
Web interface
structure and navigation 8
web interface 83
Web Management Interface 52, B2, 63,
B, 92, 452
Web Management Interface (WhIL} 53
web page redirect 363
alzo called WPR 368
CHAP [Challenge-Handshake Aw-

thentication Protocol) 258
customize internal login/splash
page 238
HTTPS port 255, 259, 260
imstall files for 368
internal bogin page 256
internal splash page 257
FAF CHAP 258
RADIS sottings 158
remiove files for 369
sample WPR files 369
SS5I0 settings T53
S5ID settings, about 155, 259, 260
WEFP 16, 46, 71, 161, 208, 249, 446, 454
WEP (Wired Equivalent P'rivacy)
encryption method 210
WEP encryption
and XM Arrays 252
Wi-Fi Protected Access 5, 46, 71, 161,
454
WiFi tag 188
wilfi-tag
CLI command 425
window loading
Wil 375
Wired Equivalent Privacy 71, 454
Wireless Distribution System 338
wireless LAMN 3
wireless security 161
WLAN 161
W 5, 52, 5h, b6, 83, 174
appearance options 373
appearance, changing 373
certificate error 212, 225
expruting CLI commands 371
menu behavior 375
options 373
page loading 375
refresh interval 374
workflow 57
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WPA 5, 58, 71, 161, 208, 249, 446, 454
WPA {Wi-Fl Pretected Access) and
WPA2
encryption method 210
WPAZS
WFR
see web page redirect 368
wpr.pl &8, 369

X

M50
certificate 212, 225
Xirrus
certificate au ity 225
Xirrus Advanced BF Analysis Manag-
(=3
e HAM 15
Xirrus  Advanced EF Performance
Manager
see BPM 16
Xirrus Advanced RF Security Manager
see RSM 17
Xirrus Mamagement System 5, 13, 135,
23, 5, 52, 454
SMMPF required 194, 195
Nirrus Management System [XM5) 1
Xirrus PoGE Power Injectors |
Xireus Power over Gigabit Ethernet 23
Nirrus Roaming Protocol 15, 106, 291
MMS 5, 13, 15, 25
port reguirements 48
setting [F address of 194

SNMP required 194, 195
XM Array

management 159, 359
XM Arrays

zpe alan [EEE 802 11n 35
XM121.5
XMle 1,5

management 359

X415
XME L5
XF PoGE Power Injectors 1
XP1, XPE
see Power over Gigabit Ethernet 12
XP5 23
XRP 15, 106, 791
us_prurrent conf 364
xs_diagnostic bog 367
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