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1 AP Network Topology

R

PWR LAN-QUT Port
To AP

LAN-IM Port
To Switch

LNotes: Please connect the Ethernet Port labeled “PWR LAN-OUT” on PoE Adapter to “ETH1” port of AP

and the Ethernet Port labeled “LAN-IN" on PoE Adapter to your PC or Switch.
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1.2 Configure PC IP address
Intemet Protocol Version 4: EP}IPM}I Properties

General 1

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

) Obtain an IP address automatically
@) Usze the following IP address:

IF address: 192 . 168 . 1858 . 202
Subret mask: 255 ,255 ,255 . O
Default gateway:

Obtain DNS server address automatically
i@ Use the following DNS server addresses:

Preferred DNS server:

Alternate DMS server:

[ validate settings upon exit

[ 04 ][ Cancel ]

b

LUNotes: Connect your PC to the “LAN-IN” port on PoE Adapter of AP, manually configure your wired NIC
with a static IP address on the 192.168.188.x subnet (e.g. 192.168.188.202).

Notice

CIG has the sole right to make corrections, modifications, enhancements, improvements, and other changes to its products and services at any

time and to discontinue any product or service without notice, CIG has the final interpretation. This version is effective in the two months since the
release date.



1.3 Visit AP Web page

/ [ wr-180 x 'y . - . e " | B =
& - ¢ [[1192168188.251 ) ) - B - - - :

¥ TTeif@

Logc-ut

o'l W Cverview
Device Name 2«2 Dualband Indoor AP
Location Shanghai
Device Model WF-180
Seie Device SN CIGWe3800043
Hardware Versian 80010101
Software Version R2.0.02.012
— Woaorking Mode FAT AP
FOE Type Standard
CPU Utilization 1.0%
Up Time 4 Day 23 Hours 36 Minutes 56 Seconds
W P Interface
Interface Name VLAN ID IPv4 Address State
1_Internet_Paort 110 105121 up
1_partal_if 4001 102 168.91.1 upP
B Radic
Type 24G 5G
Raida Enable Enable
Radio Mode 80211n 802.11 ac
Senvice Mode AP AR
Bandwidih Mode 20M 40M
Channel 1(Auta) 161
Transmit Power 20 24

Copyright () 2005-2014 Canbridge Industriss Group

LUNotes: Input the default IP address “192.168.188.251"in the address bar of browser. Then enter the
default username and password (username: admin, password: password) to enter the Web interface
of AP.

1.4 Configure IP address for AP
mcc

B P interface
Interface Name VLAN ID 1P ver Mode Operation
1_Internet_Port % 1Pvd IPoE @
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P Interface-Edit

Interface Mame 1_Internet_Port
VLAN ID[0-4090] 110
Mode @ |pgE
Security 1Py ) DHCP @ Static
IP Address |10.5.1.21
Jous Subetilask 255,255,000
S Gateway |10.5.0.1
Primary DS 0000
Backup DNS joooo |
Support Service [l [CIHTTPS (¥ s5H ¥ Telnet

Items marked with an asterisk(*) are required

ol cancell

1.5 Connect AP to Switch

LUNotes: Connect AP to Switch and confirm it can visit Internet, then configure your PC to the same
subnet and connect to the same Switch in order to continue to configuring the AP.

1.6 Configure location, Language and Country code for AP

[ Sy |
- Covian Siirs 282 fusEardnasoon
- ety Liseater SRt
n Lesgusps Eraih "
o ariry Code [
Y = = R
ml. SR CH
| Al Gl el
o F0e Gl Do
- S s

LLNotes:The country code is US and can’t be modified.
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1.7 Configure detailed WiFi parameters for AP

|} [eil@

Advance

3 Radio W easic
k246 Radio 4
' Service Mode AP =
Wireless: TX Power [2 i'_ El dBm
Radio Mode 80211 n E
= - ®
QoS Channel [Auto[+] HE20
i ) HT40
Tots 802 11n-
gel 802.11n only |
TX Beaforming ¥
Spatial Stream 2 E]
Aggregation | AMPDU E
Guard Interval ¥ Enable Short GI = 2
ok W cancelll]
@ciG
Ll
= Basic Advance
— =1
3 Radio . Basic
F 2.4G Radio 4]
it 0
wicealh TX Power 21 EdBm
Secuiil Radio Mode 802 11 ac [+]
HT20
QoS .
- Channel [161 [] ® HT40
Tl HT80
802.11ac only [
Spatial Stream 2 E]
Aggregation ‘AMPD;U E
Guard Interval ¥ Enable Short GI

ol  cencil)

1.8 Configure Radius parameters for AP

LlNotes: If want to use the 802.1x authentication, it need to configure the Radius profile firstly. Then
in the security profile, the radius profile will be presented in the drop-down list.
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. Radius List
Profiles Name Main Radius Backup Radius Main Billing
Add |
CIG
®
Status Radius Profile Name  |CIG
Group ID Prafile [CIGUSER =l Detail. |
Radius Interface ':1__\nterné1':___-_Po'rt E[ Det_aii'g’]
P Type [IPva [=]
5 Security Response Timeout 5 _:‘(3-805)
g Retry Times 2 [%(1-2)
Wain Radius .
F Rae Auth server IP 1921681 52 I*
= Auth server port 1812
F MAC ACL = =
> Auth Secret  seeeee * LJ Show
-0 Wain Biling
QoS Biling server IP 192.168.1.52
Tools = Billing server port 1813 |
=) Managemel Billing Secret F— * [ Show
Backup Radius ) .
Auth server [P
Auth server port |
Auth Secret ) Show

1.9 Configure Portal parameters for AP

LUNotes:The AP can support Web authentication based onChillispot. If want to use the Web
authentication, it need to configure the Portal profile and Radius profile firstly. Then in the security
profile, the Portal profile and Radius profile will be presented in the drop-down list.Above all, you

need to setup a Web authentication server and radius server.
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|’ el

Portal

. Portal List

Profiles Name Server URL UAM secret Operation

P

II!E EE,H-. i t

i el

Network m

Radio Portal Profile Name :Wi‘

Wireless: Server URL Ehnp:ﬂ10.5.1.135fhotspot\oglnihotspotlogm.php -

UAM secret ;énginx V|
Il Wall garden
Custom | |
F Radius domainiP (domain/P) pad )
Domain/lP Operation
ltems marked with an asterisk(*) are required

QoS

Tools

ageme

1.10 Configure security parameters for AP
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Radio . Security

Profiles Name Security Type Operation

Security
— I

B ey
Security Profile Name SecProl i

-l Security Security Type: WPAWPA2 hd
Encryption: AES ha
Authentication Type: PSK b
WPA Preshared Key: ssssssenes = [lshaw

ltems marked with an asterisk(*} are required

802.1x Authentication
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bd|
0|
O

o] gl B2l j -
alzle
HEH

1 )

. Security-Edit
Security Profile Name fi:lG iy

3]
=
i

Security Type | WPAWPAZ

[=]
Authentication Type I | 802 1X/EAP | j
| Radius Profile I \E\G B El Dem

ltems marked with an asterisk(*) are required

o
5 B
gls g
HHE!

okl canceill

T
;
Q

Tools

3]
i

[+]

of r

“12
3 &

Web Authentication

mcic

KL | s

Network

Radio . Security-Edit
, Security Profile Name EC\G_GT1x
Security Type !_l_\_lgge_ B
7 Authentication Type MACAVeb |E|
’ Portal Profile | cig_guest = Deﬁm
Radius Profile | RadiusProfl El Dem
ltems marked with an asterisk(*) are required
ok Ml canceill
QoS
Tools
anagemel

1.11 Configure Rate limit rule (Optional)

LlNotes: Rate Limit profile will be cited in the AP configuration.
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B S B |RateLimitPron IE

Station MAC | (12:13:56:78:9abc)
Egress Method [Fix B
Egress:Rate o | =KPPS (0 means na limit) add
Station MAC Egress Select
00:11:22:33:44:55 Fix_1024kbps [}
Iteme marked with an asterisk(*) are requirad :
JICIG
L ogout

|
Network
2 NSl s

Radio [ =]
ssip 21 !?Wl .
Wireless Service [ Enable
Hidden SSID [C] Enable
Station Isolation (| Enable
Maximum User lTZE | #(1-128)
Idle Kickout Times lo *{0-255, 0 Means Disable Kickout function)
WwDs (# Enable
VLAN Mode :m B
PVID [r | +0-4090)
Pri lo | «(0-T)

Security Profile

Detail.s 1)
Detailu il
Detailo

RateLimit Profile

Mapping Profile | default

| || E]

MAC ACL Profile ULL
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1.12 Configure Group ID (Optional)

LlNotes: Group profile is used for 802.1x/Web authentication. Group is classifiedby Filter-ID attribute
in radius access accept message. The Group is bound with the role of the user. Different group has
different VLAN and rate limit configuration. When a station sends the username and password to the
Radius server for authentication, the server can respond with a Filter-ID (optional) to the AP. After AP
gets the Filter-1D attribute, AP will search the Filter-ID in the Group profiles. If the Filter-ID can be
matched in one profile, the traffic VLAN and rate limit will be applied to the station. The Group profile
is cited in the Radius server profile.

mcic

Logout
Status.
2 Network s
Radia M Group ID - Edit
DreHEtame CIGUSER
Security
- [ Group ID Rules - Edit
=l QoS
Gi D
T roup
VLAN ID[0-4090]
Ingress Method Fix E
Ingress Rate 0 +KBPS (0 means no limit)
Egress Method Fix EI
Egress Rate 0 +KbDS () means no limit) Add .\
[l Group ID Rules List
Group 1D VLAN ID Ingress Rate Egress Rate Select
RD 110 Fix_Okbps Fix_Okbps
Delets |
Items marked with an asterisk{*] are required
o Bl cancelll)

W Radius Edit
Radius Profile Name Ci

G ®

[Grove 10 Profile CIGUSER = Detail... 1)
Radius Interface 1_Internet_Port E Delai‘l..',.]
IP Type IPV4 =l
Response Timeout 5 |"(3-60s)
Retry Times 12 *1-3)
Main Radius
W Auth server IP 192.168.1.52
m Auth server port 1812
m Auth Secrat |arannn ] Show
Tools Main Billing
. Billing server IP '19.2:158.1.52
Billing server port 18_13
Billing Secret  |sssssseenene = Show

Backup Radius
Auth server IP

Auth server port

Auth Secret I Show

Backup Billing

Billing server IP
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1.13 Configure MAC ACL rule (Optional)

JCIG
|

W 14C-ACL-Frofile-Edit
WMAC ACL Prafile Name: e .

Access Control Mode: # Black white

[l 1AC ACL List

Enter MAC Address: 18-03-73-58-26-03 (0000000000 Add.‘|

ltems marked with an asterisk{*} are required

ok W cancelll
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1.14 Configure SSID

|’ Ifelfe

_ Radio SS8ID Name Service State Security Profile Operation

Wireless
24G 2g_ssid1 Enable NULL £

5G 5q_ssid1 Enable NULL e

|- oS
aga
H Qos

[+]

|

B vaP-Edit

Radio: 246

= i 2gssian |

Wireless Senice: [wEnable
Hidden SSID: [JEnable
Station Isolation [IEnable
Maximum User: 128 *(1-256)

Idle Kickout Times:

|

*{0-255, 0 Means Disable Kickout function)

WDS: [JEnable
VAN Mode:

Pri:

|

*o-7)

Security Profile: Detail.. |
RateLimit Profile: NULL Detal.. |
Mapping Profile: default Detﬂm

MAC ACL Profile: NULL De

Items marked with an asterisk(*) are required
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| efe

s | B

W var-Edit
Radio: 5G
sSID: [Boesiar |
Wireless Service: ¥ Enable
Hidden SSID: [IEnable
Station Isolation: [1Enable

ldieKickout Times:  [9 ] #0255, 0 Means Disable Kickout function)

WwDs: [Eenanle

VLAN Mode:

PVID: E

Pri b Jwen
Security Profile Detail..
RateLimit Profile: Detail.

Mapping Praofile: default Detail.. |
MAC ACL Profile: NULL Delﬂi-—i]

[tems marked with an asterisk{*} are required

II

ok Wl canceilll

LlNotes: You may apply the relevant Security, Rate Limit, Mapping or MAC ACL profiles which you
configured here. After the above setting, wireless stations can connect to the relevant SSID of AP and
get IP address from DHCP server of firewall to visit Internet.
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2 AP WDS Network Topology

CPE | » « \:;:; KA @

—_—

2.1 Enable WDS function

| ¥ felfe

Slatus
Metwork ﬂ
Il vAP-Edit
Radio: | 50 M
Wireless Service: [# Enable
Hidden 33ID: (] Enable
Station Isolation: (] Enable

Maximum User:

2

Idle Kickout Times:

I:I +(0-255, 0 Means Disable Kickout function)

WDS:

) Enable |

VLAN Mode:

| Access M

PVID:

e

Pri:

DR

Security Profile:

RateLimit Profile:

Mapping Profile:

MAC ACL Profile:

| SecPro1 v | D'Etﬂm
[RateLimitProt v|  petaile
| QosMappingProz v|  Detailal
[macacl v petait

lterns marked with an asterisk(*) are required

LUNote: Enable WDS function when you configure SSID.
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2.2 Configure CPE WDS

Traffic shaping Port forearding Static routes

wireless rnode [ Station Country T

Enable wDs m Man-standard channels DISABLED

5g_ssidi lﬁ

nned D

2=

LUNote: Enable WDS function too when you configure CPE to connect to AP.
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3 NAWDSNetwork Topology

2» « @

\\_/w; ) (C \-/—@
oy

~ | Hilg Office

_EP-N_} m
i 1]

gl Conf@re WDS bridge mode

Basic Advance

e

C 56 Senvice Mode | WDS Bridge [[=]
TX Power [ [~]d8m
5 Securily Radio Mode X El
08 - - O HT20

Channel 161 [+] ® HT40
O HT80

802.11ac:

802.11ac only [

Spatial Stream 2 El

Aggregation | AMPDU -

Guard Interval ¥ Enable Short G

LNote: Please select a specified Channel(for example 161) here.
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Input remote AP MAC

.CIG

WDS Bridge
W V/0S Bridge-Edit
Rad R

| Remote WDS WACO: [0 19 c7 co-adea | U Remote WDS MACT:

Remote WDS MACZ: | 1 Remote WDS MAC3:

Remote WDS MAC4: | ] Remate WDS MACS:

Remote WDS MACE: | ] Remate WDS MACT:

VLAN Mode: \Trunlf—'|

PVID: Iii*[mugs;\

Pri: o0

YLAM Member. Iiia(e.g. 1-10,15,18)
Detag Member: Iiia(e.g. 1-10,15,18)
Security Profile: \-r-wI_ULI: Delm

Ratelimit Profile: TNULL . Dem
Mapping Profile: [default v Delﬁm
MAC ACL Profile: v|  Detaile

Items marked with an asterisk(*} are required

3.3 The configuration in remote AP
maG

Advance

E

W
F 24G Radio 2
Senvice Mode | [wDs Brigge 1=
5 Wireless TX Power [21 [z]dBm
Radio Made |802.11 ac -
- J HT20
Channel [161 [] ® HT40
/ HTBO0
802.11ac:
802.11ac only [
Spatial Stream 2 E
Aggregation AMFDU E
Guard Interval ¥ Enable Short G

0.1:;.]7 Camin

LlNote: Please select the same Channel as the Channel of AP which you want to connect via WDS.

Notice

CIG has the sole right to make corrections, modifications, enhancements, improvements, and other changes to its products and services at any
time and to discontinue any product or service without notice, CIG has the final interpretation. This version is effective in the two months since the
release date.



mcic

: WDS Bridge
B DS Bridge-Edit
Remote WDS MACD: Remote WDS WMACT: [ |
Remote WOS WACZ | RemoteWDSMACE: [ |
Remote WDS MAC4: | Remote WDS MACS: | |
Remate WDS MACE: | Remate WDS MACT: | |
Managemen = e ————
VLAN Mode: [Trank v
PVID: )
Pri )
VLAN Member: ‘ ']x[e.g.:1—10.15‘18}

Detag Member: ‘ "ix[e.g.:ﬂ—10.15‘18}

Security Profile:

RateLimit Profile [NULL 7| Detaibeil

Mapping Profile | defaun Detail.. |

MAC ACL Profile: [NULL  v|  Detailei
NuLL . v 3

Iters marked with an asterisk(®} are required

LlNote: Please input the MAC address of AP which you want to connect via WDS.
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3.4 NAWDS Auto Find

WF-630R1also supports “NAWDS Auto Find” function, after you configure
master AP, you mayenable “NAWDS Auto Find” function in slave AP.

| CIG
@

- Basic Ad
Mo

k246G Radio [
C 56 Senvice Hode [WDS Bridge =]
5 Wireless TX Power [21 [=]d8m
T Secury Radio Mode [802 11 ac [l
e - O HT20
Channel 1681 [] ® HT40
© HTeo
802.11ac:
802.11ac only
Spatial Stream 2 E[
Aggregation MDU E:[
Guard Interval ¥ Enable Short G

okl cancaill

LNotes: Please select the same Channel as the Channel of AP which you want to connect via WDS.

B /05 Bridge-Edit

Radio: |5G v
MAWDS Auta Find: |« Enable
VLAN Mode: [Access v
PVID: |.1 !g[D-dDQE}
Pri: |,:, [+{0-7)

Security Profile: INULL v | Dm‘ﬂ‘.-]
RateLimit Profile: [NULL v|  Detaill

Mapping Profile: | default v|  Detailiil

MAC ACL Profile: "NULL v|  Detaill)

ltems marked with an asterisk(*) are required
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LlNotes: After you enable “NAWDS Auto Find” function, the AP will connect to the master AP via WDS
automatically.

4 Station Network Topology

» « __ ﬁi S Q .,

LONotes:WF-630R1 supports station mode. WF-630R1 access to the AP by Wi-Fi, and provide the
Ethernet access to the client by the LAN port.

4.1 Configure Station mode

Logout

Stalus: "
L Hasic BT

5| Radio | EEEH

L 56 I Senvice Mode Station zl I
TX Power 21 z[dElm
Security Radio Mode 802.11n [~
= Channel Aute [=] Pz
S oo .

Copyright [C) 2005-2014 sxsmwme
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4.2 Station Access to AP

Logout

7 Radio [l station list

B

fm
s
A

‘ I

"—’-5- Radio SSID Name Security Profile Operation

AP 24G 2g_ssid1 NULL

53] =
Ei ‘
g 9
g
21518

i

Copyright (€) 2005-2014 s

s [y
Radio [l station-Edit
less. Radio ZA4G

Securly Prome SecPro0 Detail.. |

Items marked with an asterisk(*) are required

2 WE w
i || =
g g3 2
=13/ 8

i

Copyright [0) 2005-2014 auconuno
LNotes:Need to configure the SSID manually. If want to use the security method, need to configure
the “security profile” firstly and then cite it here.
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4.3 Station Status

W Overview
Radio Enable
Radio Mode 80211n
Semvice Mode Station
Bandwidth Mode 20M
Channel 1(Auto)
Transmit Power 20 dom
Recv Noise Floor 0 dbm
Receive Packets 1444 pkts
Transmit Packets 1017 pkis
W ssiDList
SSID BSSID Clients Rupids Txpkts RateLimit Security MAC ACL
2g_ssid1 00:19:C7:.00:01:00 | ez 1444 1017 NULLEA NULLE MULLES
M station List
ssiD User Type User Status MAC Address Cnline Time Ruc-bytes Tx-bytes

Copyright () 2005-2014 xxxuxxxx

LlNotes: After WF-630R1 access to a AP successfully, can check the station status on the Web GUI, for

example, the SSID and BSSID.

5 Troubleshooting

5.1 Ping Diagnose
Wcc

Status:

| ping RIS

W Fing

Interface Select 1_Intemnet_Port 'w

netai... )

IP Version ® |Pyd IPvE

IP Address/URL:

'www.yahoo.com

B =
Packets Length: 132 o

Ping Times: 14 .

Items marked with an asterisk(*} are required

[l Fing Test Results

Stop

Reply From Bytes Time TTL
203.84.197.25 32 39.210 47
203.84.197.25 32 45901 47
203.84.197.25 32 39171 47
203.84.197.25 32 36.807 47
Ml Ping Statistics
Packets Sent Packets Received Packets Lost Round Trip Min Roundrip Max Round Trip Average
4 4 0% 36.807 45901 40.272
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5.2 TraceRT Diagnose
|Ffee

Status:

Interface Select: !-j__\nteme_t____Fgr_t____' ; Dem
IP Version ® P Olpve
I\PAdnressiuRL: [wwwanoocom | |
=
B Traceroute Results
|+ Diagnosell Hop HostIP Address Tmet Time2 Time3
|- Channel ! : . - :
2 192.168.1.10 0.630ms 0.335ms 0.337ms
3 222.66.163.89 1.893ms 9.490ms 5.386ms
4 180.166.188.165 1.6656ms 1.394ms 1.099ms
5 124.7454.117 1.197ms 1.169ms 1.183ms
6 12474254183 15.740ms 23.928ms ¥
7 202.101.63.242 3.920ms 3.901ms 4.082ms
8 202.97.33.114 2452ms 2312ms 3.888ms
9 202.97.33.154 3.941ms 4.173ms 6.279ms
10 202.97.61.130 29.348ms 29.415ms 29.363ms
il 202.97.122.30 33.273ms 31.628ms 31.280ms

5.3 How to backup/restore setting

22 Diaalbans ingoor AP
Srangha

NAS O - T CIGYe JI000 )

ol  cenclll

ol  c.<all

PRI

Tguay e nrmab wngd iacanon o ihe Ae uied nimoon the (eslpurnon
[ —— My | Mo i chuacmem upsoad
[l Racot Dawcs
T rebanal The gl vy, Cho 00 I "Rt Dumas fasiow Ihi..

LLNotes: Press “Save” button to save current setting. Press “Upload” button to load saved setting.
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5.4 How to upgrade AP

mcIG

._

‘

Logout

Radio . Upgrade Software Image
Current Firmware Version: R1.2.02.003
SECHE Downioaded He: Choose File | Naofile chosen

._::..-__.; Cod
Dimcw Plisvss 253 Dusaed indogr AP
e = S
Largusge Enghah =
m Csurery Code us
== G coun
m RS Wi 180_CIne SB00043
[+ Upgat ol cenll
X sion bulitn bals
frsimn
Save
[ arrep arad b e ol the e yesd 10 rmpo e ool atien
meoe File AT | it e e upload 1
'/ Tep—— s Habaot” bufien belaw Retssal

LlNotes: If you can’t visit AP web page, please press the “Reset” button of AP and hold for more than 5
seconds, the AP will reset to defaultsetting automatically. Or you can do it by the Web GUL
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Federal Communications Commission (FCC) Interference Statement
This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant
to Part 15 of the FCC Rules.

These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generate, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which can be determined by
turning the equipment off and on, the user is encouraged to try to correct the interference by one of the
following measures:

® Reorient or relocate the receiving antenna.

® Increase the separation between the equipment and receiver.

® Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

® Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for
compliance could void the user’s authority to operate this equipment.

RF exposure warning

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment.
This equipment must be installed and operated in accordance with provided instructions and the
antenna(s) used for this transmitter must be installed to provide a separation distance of at least 66 cm
from all persons and must not be collocated or operating in conjunction with any other antenna or
transmitter.
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