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54. From Sour ce
address pull-down
window, select A
specific | P Subnet

Source addiess: 55. Enter destination

IP address and its

subnet mask. (in

. this case, the
IPéddess: | 192 . 168 . 1 . 0 destination IPis
Subnet mask: | 255 . 255 . 255 . D 192.168.1.0/255.25
5. 255.0)

56. From Destination
address pull-down

Any P Address | window, select
Any | P Address.

57. Check the box of
Mirrored. Also
match packets
with the exact
opposite source
and destination
addresses.

58. Click on OK
button

Filter Properties

Addreszing l F'ru:utu:u:u:ul] Description

Destination address:

[v Mirrored, Also ratch packets with the exact opposite source and
destination addrezses.

(] 8 | Cancel

59. Click on OK
B IP Filter List button

- An P filter lizt iz compozed of multiple filkers. nthis way, multiple subnets, [P
i’, addreszes and protocol: can be combined into one [P filker.
Mame

WM router to Wir<{P

Dezcnption: Add...
Edit...
Remove
Filters: [ Usze Add Wizard
tirrored | Description Frotocol Source Port D estination
ez ANY ANY ANY
< i

Cancel
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New Rule Properties

Authentication Methods ] Tunnel Setting ] Connection Type
IP Filker List Filter Action

The zelected filter action specifies whether thiz rule negotiates
for zecure network traffic, and how it will zecure the traffic.

FEilter Actions:
MHame D eszcription
O Permit Permit unzecured |P packets to ...
O Request Security [Optional) Accepts unzecured communicat. ..
{2} Require Secrity Accepts unsecured communicat. ..
Add. Bemove | [ Use Addwizard

Close | | Apply

Require Security Properties

Security kethods I General]

" Permit
" Block
{* MWegotiate securiby:

Security method preference order:

Type | AH Intearity | ESP Confidentiality | ESP Inke: Add...
Cuztom <Mones JDES SHAT i
Custom  <Mones aDES MDE Edit...
Custorn <Mones DES SHAT

Custom  <Maones DES D5 Remaove
< 3 Move down

[ Accept unzecured communication, but always respond using |PSec
[ Allow unsecured communication with non-PS ec-aware computer

[v Sezszion key perfect forward secrecy [PFS)

(] 4 | Cancel
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60. Click on Require
Security

61. Click on Edit
button

62. Click on Negotiate
security

63. Cancel the check
box of Accept
unsecured
communication,
but always
respond using
I PSec

64. Tick the box of
session key
perfect forward
secrecy (PFS).

65. Click on OK
button
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New Rule Properties

IP Filter List | Filter ction |
Authentication Methods l Tunnel Setting Connection Type ]
Authentication methods zpecify how trust iz established
) between computers. Thesze authentication methods are
==l offered and accepted when negatiating security with another
cormputer.
Authentication methad preference arder:
M ethod Dietails Add...
kerberos
Clogze | Spply |

Edit Authentication Method Properties

Authentication kethod

The authentication method specifies how trust iz establizhed
=l = between the computers.

" Active Directory default [Kerberos VS protocol)

" Usze a certificate from this certification autharity [CA):

[ g

* sz thiz sting [preshared key):

vpntest

Cancel
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66. Click on Edit
button

67. Click on Use this
string (preshared
key)

68. From the bottom
blank area, enter
the name of
preshared key
defined in
web-based
management from
previous setting.

69. Click on OK buton
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Mew Rule Properties

IF Filter List |
Authentication Methods Tunnel Setting

Filter Action
Connection Tppe

=t The tunnel endpoint 1z the tunneling computer closest to the
i’; IF traffic destination, az specified by the agzociated |P filber

ligt. It takes bwo rules to descrbe an IPSec tunnel.

" Thiz rule does not specify an IPSec tunnel.
* The tunnel endpoint iz specified by this P address:;
192 .168 . 2 .254

Cloze |

Edit Rule Properties

IP Filter List |
Authentication Methods Turnel Setting

Filter &ction
Connection Tupe

The tunnel endpoint iz the tunneling computer clozest to the
IF traffic destination, az specified by the azzociated IP filker
ligt. [t takes bwo rules to describe an IPSec tunnel.

—
)
—
=

™ Thiz rule does nat zpecify an IPSec tunnel,

* The tunnel endpoint is specified by this IP address:
192 .168 . 2 .254

Cancel

o]
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70. Click on The
tunnel endpoint is
specified by this
IP address

71. Enter the WAN IP
address of your
WINXPPC (in
thiscase, it's
192.168.2.254)

72. Click on Apply
button

73. Click on OK
button
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: 74. Make sure you
VPN Properties have checked the

Rules | Eatirl box Of both IP
Security rules you
configured in

@ Security rules for cammunicating with ather camputers previous section.
- In this case, they
are WinXP to
IP Security rules: VPNrouter and
. : VPNrouter to
IP Filter Lizt Filter Action Authentication... | Tu WinXP.
Wirk<P to WPNrouter  Require S ecurity Preshared Key 19 75. Click on Close
WPMrouter to WirkP  Require S ecurity Preshared Key 19 button
O <Dynamic Default Responze K.erberos Mc
£ | >
Add... Edit... Bemove ™ se Add Wizard

76. From I P Security

il Console1 - [Console Root\IP Security Policies on Local Computer] |Z“E|E‘ Pol |cy, click on the
R R name of your VPN
ey AW XEE 2 B I ] tunnel setting and
(1 Consale Roat l Name 4 Description 1 Policy Assigned { CI |Ck on the I’i ght

g 1P Security Palicies on Lacal Computer Client {Respond Only)  Communicate normally funs... Mo hand button of

Secure Server (Requir... For all IP traffic, alwaysreq... Mo OUr MOUSE
B4 server (Request Secu... For all TP braffic, aways req... Mo y .

4 T — 77. Click on Assign
from pull-down
AlTasks b window.

Delete
Rename

Properties

Help

Assign this palicy, attempt to make it active

Now, you have successfully established the VPN tunnel. In Web-Based
management page of your router, go to VPN > Show IPSEC SPI
information. The information page will appear and show all relevant
information regards to your VPN connection.
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VPN PPTP Server

This router also supports PPTP tunneling protocol. Users can remotely login
to the office via PPTP with supports up to 10 PPTP connections. To configure
PPTP server, please click VPN from the left menu bar and click PPTP Server
Setting button on the bottom of the page.

2} Wireless VPN/Firewall Router

A Quick Setup

# L Interface PPTP Server Status Disable v

#-{] Content Filtering

553 Advanced Local IP Address <4.B.C.D[-E]=
4 DHCP Remote IP Address | <A.B.C.D[-E]>
4 DDNS Set| Resst
gl Firewall J —I

| Wirtual Server
Bandwidth Management

PN
Static Routes Account Management

B Webcam I— l—
-1 FTP Server
&1 Maintenance

&2 Restant Router
g Save Changes

7] Logout

There are three major sections related to PPTP Server setting. There are
PPTP Server setting, Account Management and Client Management.

In this case, if your VPN router’s LAN IP address is 192.168.1.254/24 and its
WAN IP address is 192.168.2.1/24. PPTP client’s remote IP address is
192.168.1.70 — 192.168.1.79 and its local IP address is 192.168.33.1 —
192.168.33.10. Also create two user name accounts of vpnone (password:
testl) and vpntwo (password: test2). Then the configuration should look
like the following diagram:
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PPTP Server ."I

PPTP Server Status |[Enablz ~
Local IP Address [192168.33.1-10 <4.B.C.D[-E]>
Remote IP Address|192168.1.70-7 <4 B.C.D[-E]=

Account Management

pmt I**m*

Feset

. Firstly, please check the PPTP Server Status pull-down window and
select Enable.

. Please enter Local IP Address and Remote IP Address into their related
column.

. After complete your entries, please click on Set to confirm your setting.
In Account Management section, please enter Account name and
password of both local user and remote user for VPN connection.

. Please click on Set button to confirm after complete the entries.
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In case of WINXP, the following steps shows PPTP client setting.

*s Network Connections

File Edit \“jew Favaorites Tools Advanced Help -:,'
e Back </ lﬁ P ) Search |{~ Folders -
address |ﬁ__ Metwork Connections "| B
Eﬁ MNetwork Tasks i
N | = 1394 Connection
E | [E] creats anew connection H ._‘97 Enabled
€ Setup a home or small |—=:.D 1394 ket Adapter

= office network

P Local Area Connection
g Enabled
See Also M Realtek RTLE139 Family PCIF...

qj‘) Metwork Troubleshooker

Other Places

G- Control Panel
'ng My Metwork Places
;D My Documenks

o My Computsr

Details

MNetwork Connections
Syskern Folder

Mew Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helpz pou;
* Connect to the Internet,

* Connect bo a private network, such as pour workplace
network.

* Setup abome or zmall office netwark,

To continue, click Mest.

[ Mext> |[ Cancel

64

78. Go to Network
Connection on
Control Panel

79. Click on Create a
new connection.

80. Click on Next
button
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Mew Connection Wizard

Metwork Connection Type
What do you want ba da?

(" Connect to the Internet
Connect to the Internet o pou can browse the Web and read email

{(*)Connect to the network at my workplace

Connect to & buziness netwark, [using dialup or WPM] 20 pou can wark from bome,
a field office, or another lacation.

() Set up a home or small office network
Connect to an exizting home or zmall office network or zet up a new one,

() Set up an advanced connection

Connect directly to another computer uzsing your senal, parallel, o infrared port, or
zet up this computer zo that ather computers can connect ta it

[ < Back ” MHest » ] [ Cancel ]
New Connection Wizard
Metwork Connection
Howa da wau want ta connect ba the nebwark at your warkplace?

Create the following connection:

{7 Dial-up connection

Conhect uzing a modem and a regular phone ling or an Integrated Services Digital
Metwark [|50H] phone line.

(#)¥irtual Private Network connection

Cannect ta the netwark. using a virtual private netwark fYPH] connection over the
Internet.

< Back ” MHext > J[ Cancel
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81. Click on Connect
to the network at
my workplace.

82. Click on Next
button

83. Click on Virtual
Private Networ k
connection

84. Click on Next
button
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85. Enter the name of
Mew Connection Wizard this VPN

. connection. In
Connection Name hi h
Specify a name for thiz connection ta your warkplace. t IS case, the name
isTo VPN router.
86. Click on Next

Type a name far thiz connection in the following box.

Compary Name

To VPN router

Far example, you could twpe the name of yaur warkplace or the name of a server yau
will connect to.

[ < Back ]l Mext » |[ Cancel ]

Then, enter Matrix’s domain IP address. If you’re using static IP and
already applied for a domain name, or if you are using dynamic IP with
DDNS domain name applied and activated built-in DDNS function in this
router. Then you can enter the domain name in this section.

New C ] 87. Enter the WAN IP

ew Connection Wizar address or domain

¥PN Server Selection name of your VPN
Wwhhat is the hame or address of the WPN server? router.

88. Click on Next

Type the host name or Intemet Protocol [IF] address of the computer to which you are
connecting.

Host name or IP address (for example, microzoft. com or 157.54.0.1 J:

192.168.21

< Back ” Mest > |[ Cancel
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89. If you would like

New Connection Wizard this connection to
Cc_umpleting the New Connection gpéef(\)rptl)n yplogse
@ Wizard do so by ticking
You have successfully completed the steps needed to the check box of
create the following connection: Add a shortcut to
To VPN router the connection to
* Share with all uzers of thiz computer my d%ktop.
90. Click on Finish
button.

The connection will be zaved in the Netwark
Connections folder.

[Jiadd a shortcut o this cornechion bo my desklop

To create the connection and cloze this wizard, click Finigh,

< Back ][ Finizh ][ Cancel ]

—_ 91. Click on
Connect To YPH router _ Properties button

Uzer name:

Paszword:

[ ] Save thiz user name and pazsword for the following users:

Connect l [ Cancel ] | Froperties | ’ Help
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92. Un-tick or cancel

#* To VPM router, Properties the check box of
- Require data
| General | I:Iptiu:unsl Security | Metworking | Sdvanced | encryption
; : (disconnect if
Securty ophons none)
{(*) Typical [recommended settings) 93. Click on OK

Walidate my identity as follows:

| Require zecured password w |

[ ] Automatically use my Wwindows logon name and
pazzword [and domain if any]

[JiRequire data encyption [dizconnect if none}

() Advanced [custom seftings]

|Jzing thesze zettings requirez a knowledge

of security protocaols. Settings...

IPSec Settings. ..

L k. J[ Cancel ]

— = 94. Enter your User

Connect To VPN router name and

: : Password

95. Click on Connect
button.

L=er name: WPnone

Pazzword: LLLL L

[]5awe this uzer name and pazswaord Far the following uzers:

ke anly

Armone who uzes thiz computer

Connect ][ Cancel ][ Properties ]I_ Help
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Once the successful connection is made, your WINXP connection logo will
appear on the bottom of your Window to confirm the successful connection.

,_EJ To ¥YPM router is now connected |

Click here for more infarmatian, ..

You can also access to your web-based management page from your router
and go to PPTP server setting page. From the bottom of the page, you will
see the current PPTP VPN connection status from Client Management
section.

FEFTF Server "\.

PPTF Server Statu3|Enath vl
Local IP Address [192.168331-10 <4 .B.C.D[-E]>

Remote IP Address|l92.168.1.70-7 <4 B.C.D[-E]>

Account Management

VEnOnE

|\rpntwo Iw***

Client Management

Local IP Address Remote IP Address
192.168.33.1 192.168.1.70 r

On Client Management section, if Disconnect check box is ticked and click
on Set, it will allow PPTP disconnection. If the Reset button is clicked, PPTP
disconnection will be cancelled and the PPTP will be reconnected again.
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Static Route

Specify Static Routes )

| <4 B.C D= | | <]-255= Add |

Show Houting Table |

ARP Table |

Host Mame Table |

If the router is connected to more than one network, it may be necessary to
set up a static route between them. A static route is a pre-determined
pathway that network information must travel to reach a specific host or
network. Click on Static Route from main menu to view the current static

routing information.

Enter Destination IP address of the remote network or host which you
wish to assign a static route. Enter the Gateway IP address of the
gateway device that allows for contact between the router and the remote
network or host. Enter Distance Value from 1 — 255 and click on Add to

confirm your setting.

Show Routing Table
Click on Show Routing Table to check your new static route information.

Routing Table Information

[ 19216820 [ 2552552550

152.168.1.0 * 255.255.255.0 LAN

235.0.0.0 * 255.0.0.0 LA
Drefanlt 152, 168.2.254 0.0.0.0 TAATT
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Show ARP Table

Before all packets are transmitted, the MAC address of the receiving host
should be identified. Therefore, Matrix can auto learn the MAC address and
the mapping IP. See below for the translation table.

ARP Table

IP Address Hardware Address
192.168.1.159 0004 75:F8:65:95 C fan ~

Delete | Clear All | Reset |

Zpecify Static ARP Table
Hardware address

I =ABCD=> I <HO0DOOIIOI00N00 Add |

Host Name Table
It is the mapping of host name and its IP address respectively.

The default is blank.

Host Mame Tahle ‘l

IF Hostname Table
IP Address
I I =ph B O D= s‘l\ddl
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In this section, Mail Monitor is used to monitor the incoming mails. Users
can pre-define Mail Group and Mail Server for some specific people in
advance. When these senders sent mail to you, the E-mail LED at the front
panel will flash in accordance of your setting. You DO NOT need to open
Outlook or your email system in order to know who has sent you E-mails.

To set up E-mail of your friends or customers who you wish to monitor,
please take the following steps:

Flease input the sender's E-mail address which you are interested to get
Group 1 has the highest priority to display LED that you have mterested mails

= Wireless VPN/Firewall Router
-,{r Cluick Setup

-7 Interface

&[] Content Filtering

-] &dvanced

=

]a Mail Moritaring LED1 on - LEDZ: OFF

No.l1 Sender’s E-Mail Address:

EJ"D . No.2 Sender's E-Mail Address: I

&1 FTP Server No.3 Sender’s E-Mail Address: I

-] Maintenance A " e/ .

2 Restart Router No.4 Sender’s E-Mail Address: I
Save Changes No.5 Sender’s E-Mail Address: |

@ Lergoud No.6 Sender’s E-Mail Address: I

LED1 ON  LEDZ: OM

No.1 Sender’s E-Mail Address:
No.2 Sender's E-Mail Address: I
No.3 Sender’s E-Mail Address: I
No.4 Sender’s E-Mail Address: I
|
I

No.5 Sender's E-Mail Address:
No.6 Sender’s E-Mail Address:

LED1 BLINK LED2: BLINK =

No.1 Sender’s E-Mail Address:
No.2 Sender's E-Mail Address: |
No.3 Sender’s E-Mail Address: I
No.4 Sender’s E-Mail Address: I
|
I

No.5 Sender’s E-Mail Address:
No.6 Sender’s E-Mail Address:

ﬂl Resst |

1. Select Mail Monitor utility from main menu and click on Mail Group.

2. In Mail Group setting, you have option to configure up to six different
Email Server groups with six people in one group.

NOTE: Two email addresses from different Email Server must not

exist in the same Mail Group.
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3. After enter sender’s email address, please select LED display for this
sender. Click on Set to confirm the setting.
4. Go to Mail Server to configure Email Server Settings.

E-Mail Server Setting JU

Wireless VPN/Firewall Router
4 Cuick Setup

-1 Interface .

- 180 B
#-[] Content Filtering Monitor Interval: <30-3000=seconds
[

H-C1 Advanced [ Monitor any incoming mail and use Group 1's LED setting (Sldp Mail Group) Sell

E-423 Mail Monitoring
ol
1

M- Webcam 2
w1 FTP Server
-] Maintenance 3
4B Restart Router <
—of Save Changes B
---Logout 6
[ NolActivel ___ Sever | Type | User | Password
1 = l— FOP3 'I li l—
AR [Pors = | | I
s ] [Fora =] | |
s ] [Pors = | | I
s ] [Fora =] | |
s T[] [Fors =] | | |
ﬂl Resell

5. Define the value for Monitor Interval. The router will check the
specific Email server based on this pre-defined time interval.

6. You have option to monitor any incoming mails and use Group 1's LED
settings. If you wish to do that, please check the box and click Set.

7. Enter Email server IP address or domain name, user name and
password.

8. Select Mail Server type and tick on Active.

9. Click on Set to confirm the setting.
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Chapter 8: Maintenance

Svystem Management

System management Utility provide user to configure router’s system
settings.

Timeout count d dicrosft Internet Explorer

File Edit ¥View Favorites Tools Help |
@ =D W A Gl @ S ‘ =
Back Fomyard Stop  ERefresh Home Search Favorites Media  History Print
Address I@ hitp:#1192.168.1 254/ privatedmadn_index

System Management Setting
Software VPN/Firewall Router

----- A Quick Setup

&1 Interface
&1 Content Filtering Network Name I I~ Default
&1 Advanced Canfiguration :
D N
B Mail Monitoring T I ML
B0 Webcam Domain Lookup ON - ™ Default
&1 FTP Server I— . l—
223 Maintenance %Iziiimem 5000 <0-35791=Min. |0 o I~ Default
i System Management 2147483=3ec.
(2] System Information DNS[1] I <A B CD=
@ Clock
‘lj_’- USB Devices DNS[2] I =ABCD=
[ On-Line Users DNS[3] [ <aBCD= I~ Default
-4 Uparade Firmware
Ping Setl Reset |
[ Traceroute
E Log
----- &2 Restart Router
""" Save Changes Password Setting
@ Logei *New Password | I""*‘" *Verify| I"""*” | Change ||
Server Configuration

MManagement ’7 IBUil-t’)5535> I HTTP :l‘

Management Access Control

IP Address
[deny =] [ <A B C.DIM]= | any Add|

System Settings

Network Name You can set up a name for your router in this field.

Domain Name You can set domain name of where your router is
located here. If you did not apply the domain name
from your ISP, please leave it blank.
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Domain Lookup This utility provides the function of searching domain
from DNS Server you configured. Default is ON.

Management Timeout
This section allows you to set the time interval of when
Web-Based Management should logout automatically
when it is not in use. The default value is 5 minutes.

DNS Server When the domain name is defined, this is where the
router should search for DNS Server. Please input
the DNS Server IP address provided by your ISP.

Password Setting Here is where you set your password when login into
Web-Based Management. Default password is
admin

Server Configuration Here is where you can set the connection port for
Web-Based Management. Based on security concern,
it is recommended to set the port number between
5000 — 65535 in order to prevent intrusion attack.
You can also select HTTPS from Status field in order to
increase the security.

Management Access Control
You can define Accept or Deny for specific IP or
domain where the Web-Based Management is login.
Default is Accept.
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Clock

In this section, you can set Local Time and System Clock for your router.
Select time values in every time fields by scrolling down the time menu.
Click on Set System Clock or Local -> System to confirm your time
settings.

File [Edit ¥iwew Favortes Tools Help

= = @ [0

Beck | Doryard | Stop  Refresh  Home

@@@@‘

Search Favorites Media  History

Address @ hitp:#182.168.1 254 peivatetmain_index =l ‘
Clock Setting
Software VPN/Firewall Router
e e GILVLSS)
-1 Interface T T — T e — T B —— |
-1 Content Filtering System Clock 9 = |49 = -|19 - 12 = 19 = 2003 = Set System Clock
-1 Advanced Configuration | Local time .|49 |54 12 19 2003 Lacal -» System |
-1 Mail Manitaring
B Webcam
-0 FTP Server
B4 Maintenance .
2] System Management Time Zone |(GMT) England
: System Information rm
i@ Clock NTP Server
- FB USE Devices t';'I

.\‘5 SWUT Lé-“_:ers Polling Interval =] <1-2147483647> seoonds
3 Upgrade Firmware

Ping
B Traceroute EI Reset |
[ E Log

42 Restart Router
Save Changes
Logout

NTP Server allows you to set IP address of NTP server to synchronize your
system time. Select Time Zone at your region and appropriate NTP Server.
Click on Set to confirm the settings.
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System Information

In this section, you are able to view the current status of Firmware version,

CPU information and System information of the router.

File Edit Yiew Favoriks ook Help |
= s 0 =
Back Horyard. Stop  Refresh  Home Search Favorites Media  History Print

iddress [ ) hitp 192,168 1 254 privetelmsin_index

% Software WPN/Firewall Router
- Quick Setup

-1 Interface

-] Content Filtering

-] Advanced Configuration

-] Mail Monitaring

B-{21 Webcam

-1 FTP Server

=43 Maintenance

Systern Management

oo
~FBJSE Devices

- On-Line Users

14 Upgrade Firmware
5] Ping

Traceroute

B Lag

& Restart Router

~fof Save Changes

E Logout

System Information

Copyright® 19992003

SysCTRL v1.0.2, 2003
MSP MultiND v1.0.1, 2003.

Weh-Based Management Software Version 1.5 Dec 17 2003 19:17:16

Firmware Version 1.01.023 Wed Dec 17 19:19:12 CST 2003
0.8. Build Wed Dec 17 16:49:03 CST 2003

CPU Information

User
System
Nice
Idle

8.4%
1%
0.0%
83.7%

System Information

System Time

Fri Dec 19 09:48:36 2003

System Uptime 0 day 0 hour 56 minutes
Load Average 1.05 1.28 1.28
Memory Information Total 30276 K Tsed 13260 K Free 17016 K
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USB Devices

In the section, you are able to view and check the status of any USB device
connected to the router. If an USB device is connected to the router and it
does not show on this section, it means the USB device is not recognize by
the router or it has compatibility problem.

e ment Tim
File Edit Visw Favories Tools Help
S A= BT R ) | =
Back Bz Stop  Refresh  Home Sesrch  Favorites Media  History Print
Addoess [{@) hip 1192.168.1 254/ privateimoin_index = ‘
Sofs ST ([ P Speed 121b/s (Fully
A Quick Setup Mumber of Ports 2
L1 Interface [USB Version 1.0
{1 Content Filtering #0 Intetface Type: ub
TR,
£ Webcam Speed: 12hdb/s (Full)
£ FTP Server JSB WVersion 1.0
E143 Maintenance [Wendor ID, Product ID), Rewvision INubmer: 05a%, a511, 1.00
(8] System Management #0 Maz Power Meeded: 500ma
o [5] System Information #0 Intetface Type: ov511]
g EISDékDew:eé #1 Intetface Type: o511
-
H N #2 Interface Type: ov511
14 Upgrade Firmware #3 Interface Type ovill
=] Ping #4 Interface Type ovS511
+~{F] Traceroute #5 Interface Type ov51l
B Loy T et w511
& Restart Router #7 Interface Type: ovsll
bof Save Changes
Logout
Serial Number: 0309150854223
Speed: 121db/s (Full)
[USB WVersion i85
Wendor ID, Product ID, Revision IMubmer: 0c76, 0005, 1.00
#0 Maxt Power Meeded: 100ma
#0 Intetface Type: sb-storage
Show USE Printer

On-Line Users

In this section, you are able to view and check all online users within your
network group. You can force disconnection for some particular users by
ticking on Kick box and click on Kick to confirm your setting.

't Internet Explorer

File Edit  ¥Fiew Favorites Tools Help

o= D - " - - S

Back Eopyard. Stop Eefresh Home search Fawvorites Media Hiztory Print

Address [{&] hitp #1092 .168.1.254/private/main_index LI |

On-Line Users
Software WPH/Firewall Router
----- & Quick Setup
H-_1 Interface

+- ] Content Filtering | ID | Protocal Hostname/TP Address
-1 Advanced Configuration A RN 192.168.1.10 —

E:

[=

E:

-1 Mail Monitaring

E Kick I Reset I
[

w0 Webhcam
11 FTP Server
=

aintenance
{#] System Management
{Z] System Information

- Clock

2 USE Devices
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Firmware Upgrade

New firmware can be upgraded anytime through this utility. Please make
sure you had obtained new firmware from your supplier and save it in your
hard disk.

Important:

Before upgrading new firmware, please REMOVE all USB devices
that connected to your router and reset your router to factory
hardware default by press down the reset button for 5 seconds.
Re-login the web-based management page and start the firmware
upgrade from the following instructions.

File Edit ¥iew Favorits Tools Help

= s 0 A
Back Hrnyed) Sfop  Fefresh  Home
Address |@ hitp:#192 1681 254/privateimain_index

Firmware & Configuration Utility

@@@@‘

Search Favorfes Media  History

Software VPN/Firewall Router

I:i [ﬂ‘:" \GtUirC‘fk Setup Upgrade Firmware
(1 Interface l—
&1 Content Filtering m Upgrade
-] Advanced Configuration
[#1-Z1 Mail Monitoring NOTE:
B0 WWebcam Uperading firmware may talce few minutes
#-23 FTP Senver Dwring the upgradmg process, please DO NOT turn off the power of your router or press the reset button

423 Maintenance
8] System Management
8] System Information Restore Configuration
@ Clock Ii Browse... Restore
B USE Devices 4
i On-Line Users
Lo Uparade Firmware

~{%] Ping

Traceroute

E Log
- Restart Router
g Save Changes
@ Logout Restare Configuration To Factory Default

Backup Configuration

1. Select Maintenance from main menu and click on Upgrade
Firmware.

2. Before upgrading new firmware, if you would like to back up the
configuration, please do so by click on Back-up configuration.

3. Click on Browse to obtain the new firmware from your hard disk.

4. Click on Upgrade to start firmware upgrade.

5. Firmware upgrading may take few minute, wait until the pop-up window
appear for the next instruction.

6. After the firmware has successfully upgraded, please use paper clip to
press Reset Button for 5 seconds in order to clear old configurations.

7. Re-login Web-Based Management to reconfigure your network.

79



Multimedia Security Center

Restore Configuration

1. From Restore configuration section, Click on browse to search your
back-up file from your hard disk.
2. Click on Restore to restore your previous configurations.

Ping

You can use this utility to determine whether a particular IP address or
domain is online. It is used to test or debug a network by sending out a
packet and waiting for a response.

File Edit ¥iew Favorts Tools Help

e L9 W a @@ 9

Back Sl i vl Sop  Refresh  Home Search Faworites Media  Histoxy Print

Address IE Tittp:Af192.168.1 254 privetedmadn_index j ‘

Software YPN/Firewall Router
-4+ Quick Setup

B0 Interface -
-] Content Filteting IFP Address or Domain Name

&1 Advanced Configuration St Sultee Atddross l—
B Mail Manitoring

B Webcam Times B 13555
B0 FTP Server

m

=123 Maintenance

System Management
System Information
@ Clock

-FEUSB Devices

A On-Line Users

: 4 Upgrade Firmware

#~{Z] Ping

Traceroute

_E Log
IP Address or Domain Name In this field, enter the IP you wish to Ping
Set Source Address Enter the source address
Times Enter the value of how many times you

wish to Ping
Click on Start to Ping
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You can use this utility to trace the routing path for a particular IP address or

domain.

Fie Edit ¥iew Favorites Iools Help

.+ . & @ w1 =
Back Fovyard) Stop Refresh  Home Search Favorites Media  History Print

Address [&) htip:4192.168.1 254/privateimain_index

Software WPN/Firewall Router
" Quick Setup

t- ] Interface

#-1 Cantent Filtering

£ Advanced Configuration

+-] Webcam
H- ] FTP Server

TraceRoute Utility

IP Address or Domain Name
Set Source Address
Max Number of Hops

I <1-255=

[
IE:
[+
-] Mail Monitoring
[+
[E
E

43 Maintenance
~[%] System Management
Systern Infarmation
G Clock
= USE Devices
- On-Line Users
% Upgrade Firmware
-] Ping
~F] Traceroute

_ELDQ

Enter IP address or domain name you wish to trace.
After enter Source Address, please enter maximum number of Hops should

be carry out. Click on Start to begin.

e nt T

Fie Edit View Favorites Tools Help |

S < BRI A @@@@‘
Back Hrrwyz Stop  Refresh  Home Search Favorites Media  History Print

dress [ htp:1192.168.1 254 privateimain,_index

System Log
Software YPN/Firewall Router

# Quick Setup

&1 Interface

-1 Content Filtering

&1 Advanced Configuration
-1 Mail Monitaring
[
[
[E

| =l

Type

Clear log

1] Weboam
H-_1 FTP Sener
=428 Maintenance
2] System Management
System Infarmation
R Clock
FB USE Devices
| On-Line Users
4 Uparade Firrware
-{F] Ping
-{%] Traceroute

-] Log

Nov 30 00:03:59 192.168.1.10 access WEB successful
Nov 30 00:13:41 192.168.1.10 access WEB successful
Nov 30 00:18:24 192.168.1.10 access WEE successfil
Dec 19 09:33:36 1592 168.1.10 access WEB successful

The log feature provides you with a log of all information regards to firewall,
system, incoming/outgoing IP address and content filtering of the router.
Please select what type of log file you want to view and click on Show to

view all log files. Click on clear if you wish to delete the log.
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Restart Router

If you had entered the wrong configuration while setting up your router or
other utilities, you can always reboot your router by clicking Restart Router
icon.

Wireless VPN/Firewall Router
----- 4 Quick Setup
&1 Interface

-1 Content Filtering
-] Advanced

=3 Mail Monitaring
T hail Group
% hail Server
-1 Webcam

-] FTP Server
&[] Maintenance

----- &2 Restart Router
----- Save Changes

@ Logout

Microsoft Infernet Explorer x|

@ Are wom sure you want to restart the router? Eestarting the rowter will not affect your configuration!

THRTTTY cancel

Save Changes

It is strongly recommended to click on Save Changes when every time the
Web-Based Management is logged out after configuration. By performing
this action, the router will ensure all configurations and settings will not lost
even when the router is not powered.

File Edit ¥Wiew Favorites Tools Help

¢-*-@@‘@@@€:§

Back Eanyard Stop  Eefresh  Home
Lddress I@ hitp:#192.168.1 254/private/main_index

Search Favorites Media  History Print

Software YPN/Firewall Router
----- & Quick Setup

=] Interface

#-_] Content Filtering
&1 Advanced Configuration
- Mail Monitaring pys
£
[
[

t Internet Explorer

f-_] Webcam
H-1 FTP Serer Aire o sure you want to permanently save all settings to the muter? By doing so, all settings won made will not lost b
f-{] Maintenance power disconnectinnl

..... AL Restart Router
----- Save Changes

E Logout

Cancel
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Logout

Clicking on Logout to exit Web-Based Management page.
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Chapter 9: USB 2.0 Utilities

Multimedia VPN/Firewall Router has built-in 4 USB 2.0 ports for easy plug
and share with wide range of USB devices. There is no need to install driver
for these USB devices. Simply plug and Share to enjoy the fun and benefits
from the following utilities.

1. Printer Up to four printers can be shared to your network at
the same time

2. USB Web Cam The router has built-in Web Cam Server. By
connecting web camera to the router, it allows user to
monitor their home or office from remote locations.
Motion Detection function also been built-in and
allows user to use web cam to detect any motion at
their home or office and send email alert with
captured images.

3. FTP Server By connecting USB HDD, USB Flash, MP3 Player, USB
Media Reader or Digital camera to the router, user can
easily set up a FTP Server to share or download files
for local or remote users.

The following table shows the MAXIMUM number of each USB device you can
connect to the router in any combination of up to 4 ports:

Printer | WebCam | USB HDD |Flash Drive| MP3 Player | Card Reader | Digital Camera

4 1 1 2 2 2 2
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Printer Server

Follow the following steps to how to setup your PC to connect to a print
server.

When installing print server, you need to know its IP Address and Port
Number. IP Address is the LAN IP address (IP Address of the printer). Port
Number is 9100. If you are installing more than one print server, the
second Port Number will be 9101, and so on.

Please have the appropriate “printer driver” ready, either on a floppy, or a
network shared drive. If your printer is not included in the default list, use
the “have disk” method after you’ve gone through the steps below. In
some situations, you may have to install the printer driver first as if it were
hooked up directly to LPT1.

For Windows 98/ME, AXIS monitor (or any other similar products) has to be
installed. The reason is that Windows 98/ME does not support TCP/IP
printing. You can download AXIS monitor from the following site:
ftp://ftp.axis.com/pub_soft/prt_srv/utility/printmon/latest/setup.exe
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The general setup steps are summarized below and the details are at the
later pages.

If you are running Windows XP

Start -> Control Panel -> Printers and Faxes -> Add Printer -> Local Printer
(check off Auto Detect PnP) -> Next -> Create New Port -> Standard TCP/IP
Port

IP Address = IP Address of the Printer

Port Name = PrintSrv (or any name you wish)

Custom Settings -> Raw Port

Raw Port = 9100

If you are running Windows 2000

Method A

Start -> Settings -> Printers -> Add Printers -> Local Printer -> Create New
Port ->Choose Standard TCP/IP Port

IP Address = IP Address of the Printer

Port Name = PrintSrv (or any name you wish)

Port Number = 9100

Custom Settings -> Raw Port

Raw Port = 9100

Method B

Start -> Settings -> Printers -> Add Printers -> Local Printer -> Create New
Port -> Choose AXIS Port -> Choose RAW TCP/IP Port

IP Address = IP Address of the Printer

Port Number = 9100
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any damage to you. Enter the range of IP addresses and the Port
Number in the fields. Click Add.

Trusted IP has the highest priority. That means if there is a conflict between

the rules in Trusted IP and URL Blocking (or Keyword Filtering or Port
Checking), the rules under Trusted IP takes precedence of others.

Port Checking

Content Filter Port Checking

30 [T Delete

Delete | Clear All |
| Add |

Fort exp B0, 1:65535
HNOTE:

IFyou don't set this, all port will be checked|

Enter the port number in the field and click Add. Ports entered will be
scanned and checked for security measures. If nothing is entered here, all
ports will be checked.
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Chapter 6: Advanced Configurations

DHCP

DHCP Server "\

DHCP Setting

DHCP Server Status IDN—;[

Network Range 192168 110 ~1921681[200  «1-253=
Lease W¢0—604800358c0nd5

Max-Lease [b04800 =0-604800=seconds

El Reset |

Show DHCP Clients |

Set DHCP Clients |

A DHCP (Dynamic Host Configuration Protocol) Server automatically assigns
IP addresses to each computer on your network. Unless you already have
one, it is highly recommended that the router set up as a DHCP Server.

® DHCP Server Status

Click ON to activate DHCP server; OFF to disable and Restart to
restart the DHCP server. If the DHCP server status is OFF, click the
Set button for it to be effective after changes. IF the DHCP server
status is ON, click the Restart button and the new changes will be
effective.

® Network Range

Define IP range for DHCP server when issuing IP.
® |ease Time

This is the default time duration that a DHCP client is able to keep the
IP if the time duration is not specified.
® Maximum Lease Time

DHCP clients can only request lease time smaller than this value. If
the requested lease time is greater than Maximum Lease Time, this
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is the default value taken by the system.

Show DHCP Clients

Click on this button to show the current DHCP client information
Set DHCP Clients

This function allows user to instruct DHCP server to assign IP
address to a particular Mac ID in your network. Apart from
assigning IP automatically, you can assign IP to specific device
manually. Please enter the name of the device, its IP address, and
the MAC address accordingly. The first three columns are
mandatory. You can leave the last two empty. For servers that
requires booting files from some other servers, make sure you enter
its booting file and the TFTP IP address accordingly. After all the
parameters are completed, click Add. To delete the rule, select
Delete and then click the Delete box. Click Reset to undo the delete
action
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DDNS

Dynamic DINS Client Setting

Status m
*User I—
*Password I—

*Host |
Wildcard IDisabIe vl
MX |

ﬂl Reset |

Status IDisabIe 'I

*User

|
*Password |
|

*Host

ﬂl Reset |

DDNS allows user to export host name to Internet through DDNS service
provider. Each time the router is connect to Internet and get an IP address
from ISP, this function will update your IP address to DDNS service provider
automatically, so that any user on Internet can get access to Server behind
it through a predefined name registered in DDNS service provider.

Multimedia VPN/Firewall router support the URL links to DynDNS.org and
ODS.org. Move your mouse pointer on DynDNS.org or ODS.org and click.
You can get access to free trail link to start with a free trail account.

After complete registration, please fill in all information in the fields such as
user, password and host name. Select Enable from Status field and
click on Set to confirm your settings. If you have an Email Server, please
enter its IP address into MX field. Enable Wildcard to determines of
domain name with wildcard is also redirected to your IP address.



Firewall
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Firewall Setting }

Add Firewall Rule

Remote Management
Block WAN Echo-Request
WAL Protection

Dizahle 'I et
Enable 'I
Enable 'I

A Firewall is a set of related programs, located at a network gateway server
that protects the resources of a network from users from other networks.
(The term also implies the security policy that is used with programs.) An
enterprise with an intranet that allows its workers access to the wider

Internet installs a firewall to prevent outsiders from accessing its own

private data resources and for controlling what outside resources to which
its own users have access.

In this Firewall section, it divides into three parts. There are Add Firewall
Rule, Remote Management, Block WAN Echo-Request and WAN

Protection.

Add Firewall Rule
Add Firewall Rule

Name

Status

Direction

Source MAC Address
Source [P Address

Service

[Allow =]

[Incarming ]

[ <3O0IT0I00I000000
| <4 B.CD[M]>

AL ] [Edtsenie]

Audd

1. To configure Firewall, please select Firewall from main menu
2. To set a new firewall rule, please click on Add Firewall Rule button.
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3. Enter Name for new firewall rule. The name can be anything as long it’s
can be identified by user who set the rule.

4. Pulling down Status window and select Accept, Deny or Disable.

5. Pulling down Direction window to select whether Firewall rule should
apply to Incoming or Outgoing packets.

6. If you want to set Firewall rule to a particular MAC ID. You can enter MAC
ID address into Source MAC Address window. This function is optional.

7. If you want to set Firewall rule to a particular IP address. You can enter
IP address into Source IP Address window. This function is optional.

8. You can select a particular service to be activated with Firewall. You can
find the range of services by pulling down Service window. Or you can
customize your own firewall rule by click on Edit Service button.

9. Click on Add to confirm your firewall settings.

Edit Firewall Rules

Firewall Rules and policies can be customized depends on each individual’'s
requirement. Simply click on Edit Service to access the page. Enter
information such as Service Name, Protocol and Port range/Type.
Your own firewall rules can be created upon your demand.

—
Port Range/Type
Ping lctmp echo-request [ Delete
DS udp 53 [ Delete
SHNEP udp 161 ™ Delete
IEE udp 500 ™ Delete
FTP tep 20-21 " Delete
Telnet top 23 [ Delete
SMTP tep 25 ™ Delete
HITF tep 20 ™ Delete
POP3 tep 110 [ Delete
NITF top 119 [ Delete
AP top 143 [ Delete
HITES tep 443 " Delete
elvule tep 4662 " Delete
BitTorrent top £881-6889 [ Delete
Delete | Reset |
- | [To] <0-65535>
| [feF =] - =
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Remote Management

Firewall Setting }

Add Firewall Rule

Remote Management Disable 'I

Set
Block WAN Echo-Request Enable 'I
WAL Protection Enable 'I

This Router is able to managed by WAN IP. When Remote Management is
set on enable, user can enter Web-Based Management page by typing the
router’s WAN IP on web browser to manage the router.

Please take caution that once the Remote Management is enabled, the
router may face the possibility of being attack by Internet hackers. You can
reduce the risk of being attack by change connection PORT or use SSL for
your connection. Also, make sure you frequently check the LOG records
from LOG function in Web-Based Management.

To activate Remote Management, please select Enable and click on Set to

confirm the setting.

Block WAN Echo-Request
This Function allows user to set its WAN IP to stop giving response to outside

request. When this function is enable, outsider will not get any response
when they trying to PING the WAN IP. By doing this, you can avoid your
router to be detected by hacker and prevent intrusion. The Default setting
is Enable.

WAN Protection
When this option is enabled, the router will discard WAN packets that do not

match the IP address specified. When IP Sharing is enabled, it is
recommended to enable this option as well.
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Virtual Server

Virtual Server Setting

Add Virtual Server |

TP Sharing Enahle 'l Set
NAT Loophack Enable 'l Set
DMZ Host

Status Digable 'l

IP Address <A B C D= Set
UPnP Function Disable 'l Set
UPnP Firewall Dizable 'I Set

Virtual Server

To make services, like WWW, FTP, provided by a server in your local network
accessible for outside users, you should specify a local IP address to the
server.

Please take the following steps to set up a Virtual Server for your router.

Add Virtual Server Setting

Name |
Status IEnahIe 'I
IP Address | =h B O D=

Service OMS - Edit Serice |

Add

1. Select Virtual Server from the main menu and then click on Add
Virtual Server button

2. Type in Server name. It can be anything as long as it is recognized by
user

3. To activate Virtual Server function, click on Enable from Status box

4. 1P Address — enter destination IP address that you like to redirect the
matched packet to.

5. From Service window, select desired service of your demand.

If you could not find the desired service, please click on Edit Service button

to customize your own settings. The screen will appear as below.
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Service Seving | [

1|:mp echo request |_ Dielete
DNS udp 53 [ Delete
SHNEP udp 161 ™ Delete
IEE udp 500 ™ Delete
FTF tep 20-21 " Delete
Telnet top 23 [ Delete
SMTP tep 25 ™ Delete
HITF tep 20 ™ Delete
POP3 tep 110 [ Delete
NITF top 119 [ Delete
AP top 143 [ Delete
HITES tep 443 " Delete
elvule tep 4662 " Delete
BitTorrent top £881-6889 [ Delete
Delete | Reset |
- | [To] <0-65535>
| e =] - 2

1. Enter your desired Service Name.
2. Select Protocol of your choice from pull-down window

3. Select port number or range of ports. Once the destination port of

incoming packets matches the port within the port range, the incoming

packets will be redirect to IP address specified in previous setting.
4. Click Add to confirm your Virtual Server Settings

Virtual Server Setting '}

Add Virtual Server |

IFP Sharing Enable ~ Set
AT Loopback Enable ~ Set
DMZ Host

Status Disable »

IF Address <A R CD= Set
UPnE Function Disable ~ Set
UPnP Firewall Disable ~ Set
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IP_Sharing
The host has to have a public IP in order to communicate with others on the

Internet. Because of the fact of insufficient IP addresses, ISP provides
dynamic IP address intead of static IP address. Dynamic IP address means
that the IP address is different every time you log in. For those who needs
a static IP, higher price has to be paid. Most home users or SOHOs use
either one of them.

Since a public IP address is required to communicate with others on the
Internet, IP sharing capability is required if there are more than one servers
that wish to connect to the Internet. NAT (Network Address Translation)
will do the address translation between LAN and WAN. Please enable IP
sharing capability for situation described above.

NAT Loopback
This function allows the redirection of packets back to the virtual server

when the request is initiated from the LAN side. To enable this function,
please select Enable and click on Set to confirm your setting.

DMZ Host
The DMZ Host feature allows one local user to be exposed to the Internet to

use a special-purpose service such as Internet gaming or video conferencing
1. Select Enable from Status window
2. Enter the IP address of PC which you would like to expose to Internet

3. Click on Set to confirm the setting

UPnP

UPNP allows users to connect their UPnP-enabled broadband router, print
server and other devices right to the network with zero-configuration,
meaning easier setup for installing the device on the network. The automatic
discovery feature enables the device to obtain an IP address, present and
describe itself to other devices and PCs on the network without having to
install drivers, and then configure and use those devices.

UPNP Function Select Enable and click Set to activate this
service

UPNnP Pass Through Firewall Select Enable and click Set to allow UPnP
pass through firewall
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Bandwidth Management

QoS Bandwidth Management

Today, millions of people around the world share their MP3 music, Movies or
other image files through freeware Peer-to-Peer platform such as E-Donkey,
eMule, Kazza and so on. P2P application provides public platform of linking
people around the world and share MP3, or movie files from each other’s
hard disk. When you’re online and downloading music from other people’s
computer, at the same time, you are also sharing your music archive to
other users on P2P network. When other online user downloading the MP3
from your hard disk, your Internet’s upstream bandwidth will be eat up and
that cause other user on your LAN network to have extreme difficult time to
access Internet at very low speed due to lack of upstream bandwidth. With
QoS Bandwidth management, this problem can be solved by pre-define the
maximum upstream bandwidth allowed to each Internet application and set
upstream packets in priority upon its importance.

Moreover, you are allowed to customize your own upstream QoS bandwidth
management control depends on your bandwidth requirements. You are
free to set what bandwidth priority you wish to give for each Internet
application in respect of high, medium and low priority. With this
outstanding bandwidth management feature, all users from LAN network
will never have to worry about limited upstream bandwidth in broadband
Internet environment.
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There are two different solutions of efficiently managing the bandwidth.
You can either managing the bandwidth by IP or IP group of your LAN
network. Also, you can manage the bandwidth by giving priority queue
according to its importance on each particular application of your choice.

=) Wireless VPN/Firewall Router

¢ Quick Setup Cwrrent Upstream (IF Grouping + Application) Bandwidth 64 Ebps
&-1 Interface

-1 Content Filtering

|Q|JS Status | IDisabIe j|
Bandwidth
ID\sab\ed IHigh d I <4 B CDIM]> :
o =1-102400=Ebps
wim Static Routes IU
#-L1 Mail Monitating Disable ~ High = <A B DI
-] Webcam I =l | Inig M I B CDIM] <1-102400=Kbps
-1 FTP Server _ 0
B Mairtenance ID\sah\ej Ingh = I <A B CDIM]= I
<1-102400=Kbps
- Restart Router g
iy Save Changes Disable ~ High hd <A B C D[]
-7 Logout ! =l | [ren = I B .CDIM] <1-102400>Fbps
Banduwidth
High [For realtime interactive application. 32
<1-102400=Fbps
Medimn Every upstream packet except lugh and low prionty packet will be i this queue <1!21D02400>Kbps
For P2P application. I—
Low |[NOTE: 12
This bandwidth must be abowve or equal 1/8 * total application upstream bandwidth. <1-102400=Ebps
Disable 'IVPN High =
Disable v||ACT. Tnstant Messenger High =
Disable v|(Tahoo Messenger High =]
Disable »|MSH Messenger High =]
Disable »|RC High =]
Disable v | Telnet High =]
Disable =||S5H High =]
Disable =|HTTP High =]
Disable v|Feal Time Streaming Protocel High =]
Disable | SOCES High =]
Disable »|Microsoft Streaming Media Services Protocel High =]
Disable v|H 3230 Tetmecting High =]
Disable v||Quake TIT Arena High =]
Disable =|[FTP Medium
Disable »|[SMTP Medium
Disable v|eDonkey/ehhle Low =|
Disable v| BitTorrent Low =|
Disable v|Razza Low =|
Disable v|Bearshare Low =|
Disable v|/Gnutella Low =]

EI Reset |

Manaqging bandwidth by IPZIP group

In order to manage your network bandwidth more efficiently and to avoid
some particular users on the LAN network is taking too much bandwidth by
running heavy loaded applications, you're allowed to assign bandwidth
priority to one or more users on your LAN network according to its
importance.
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To configure the settings, please take the following steps:

1. Go to QoS Status pull-down window and select Enable.

2. Enter IP address or IP group of LAN user you wish to manage and assign
their priority of importance.

3. In each section of IP group QoS setting, you are required to enter
bandwidth value in each section. Please note the sum of total
bandwidth in each section should not excess the total upstream
bandwidth provided by your broadband service provider.

4. Click on Set to confirm the settings.

Manage bandwidth by applications

To manage your network bandwidth by particular application, please take
the following steps

1. Select enable from QoS status pull-down window.

2. You need to know the maximum upstream bandwidth is allowed for your
Internet connection provided by your ISP.

3. For each priority queue, you need to assign the upstream bandwidth
value into each priority queue according to its importance from high to
low. Please make sure all values sum up from each priority queue is
equal to the total upstream bandwidth provided by your ISP.

4. From each priority queue, you need to select what applications you wish
to include into QoS bandwidth management. You can do it by select
enable or disable from the pull-down box beside each application.

5. After the selection, you need to decide what priority should be given to
the application you selected. All P2P applications has been given the
lowest priority and fixed as default.

6. Click on Set to confirm your settings.
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VPN

Virtual Private Networking (VPN) is a security measure that basically creates
a secure connection (tunnel) between two remote locations on public

Internet environment. This router unit has provided you with two kinds of
VPN techniques. One is IPSec (IP Security Protocol) VPN and the other is
PPTP (Point-to-Point tunneling) VPN. PPTP VPN provides Tunneling
technique and IPSec provides tunneling, authentication, and encryption
technique.

it Timeout count dor Internet Explorer

File Edit ¥iew Favorits Tools Help

S AN BE- - B I

Back Foanyard Stop  Refresh Home Search  Favorites Media  History Print

Agdress [€] hitp:#102.168.1 354 private/msin_index =] |
VPN Setting

Software YPN/Firewall Router
y Cluick Setup

B Interface

&1 Content Filtering

*Tunnel Name

=13 Advanced Configuration Tunnel Status Enable vl
[Local Secure Group

IP AddressDMask I <A B CDM=

o
1] Virtual Server TP AddressMask | <A B.CDM>

Bandwidth Managerment @
VBN [Remote Secure (ateway

.‘h St Ehiites *IP Address I <4 B.CD=
B0 Mail Manitoring
B-_1 Webcam Encryption
#-( FTP Senver Authentication
=

=43 Maintenance
8] System Management [Key Management

@ g‘ystsm ameon Key Exchange Method Auto(KE) =
: oc
B USE Devices FES Enable vl

On-Line Users *Pre-Shared Key

' gpgrade Firmware Key Lifetime |3BDD <1200-28800>
ing

Elrnagcemuw Addl Reset |

-3 Restart Router
&gl Save Changes

E Logout

IPSEC

IPSec provide tunneling, authentication, and encryption technique so it
ensure your data is safely transmitted on Internet without been attack by
hackers. In order to create a secure VPN tunnel or channel between two
endpoints by IPSEC, please take the following steps.
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VPN Router TP:192.168.1.X/24
= GW:192.168.1.254

= LAN

_.-") VPH IPse<-3DES-MD5S
IP:192.168.2.25474
GW:192.168.2.1

The above diagram provides simple illustration of how to connect two end
points via your router by VPN technique. In this case, a PC with IP address
of 192.168.2.254/24 is trying to connect with another PC with its IP address
of 192.168.1.x/24 via your VPN router with it’s IP address of
192.168.1.254/24.

VPN Setting }

*Tunnel Name |F oryyinyP

Tunnel Status IEnaI:uIe 'I

[.ocal Secure Group

IF Address/Task |192.1EB.1 024 < i B (O D=

[Hemote Secure Group

IP AddressTIask I =8 BC D=

emote Secure Gateway (FRoad Warriors Please Specify 0.0.0.0)
* (¢ TP Address
C FODIN

jo.0.00

Encryption DES

Authentication MDA vI
Encapsulation Tunnel vI

K ey Management

EKey Exchange MMethod Luto(IEE)
PFS I Enable *I

*Pre-Shared Eey |vpntest
EKey Lifetime ISEEIEI =1200-22200=

Reset |
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Click on VPN button on left manual bar from Advanced section.

Click on Add VPN Tunnel.

Enter the name of the tunnel in the Tunnel name field. Itallows you to
identify multiple tunnels from your tunnel group. It does not have to
match the name used at the other end of the tunnel.

Select Enable from Tunnel Status field to activate the tunnel.

The Local Secure Group is the computer (s) on your LAN that can
access the tunnel. Enter the IP address and subnet mask of your local
VPN router in the field.

The Remote Secure group is the computer (s) on the remote end of
the tunnel that can access the tunnel. Enter the IP address and subnet
mask of the computer at the other end of the tunnel in this field.

The Remote Security Gateway is the VPN device, such as a second VPN
router on the remote end of the VPN tunnel. Enter the IP address of the
VPN device at the other end of the tunnel. The remote VPN device can
be another VPN router, a VPN server, or a computer with VPN client
software that supports IPSec. The IP address may either be static or
dynamic, depending on the settings of the remote VPN device. Make
sure that you have entered the IP address correctly, or the connection
cannot be made.

Currently you have only one option to select one type of Encryption as
3DES. This is the most secure type of encryption and it is set as the
default value.

From Authentication, you have option to select either MD5 or SHAL.
It is recommended to select SHA1 as it is more secure than MD5.
From Key Management section, select Auto (IKE) as default value and
select PFS (Perfect Forward Secrecy) and enter a series of numbers or
letters in the Pre-Shared Key field. Based on this word, which must
be entered at both ends of the tunnel. You may use any combination of
up to 24 numbers or letters in this field. No special characters or
spaces are allowed. In the Key Lifetime field, you may optionally
select to have the key expire at the end of a time period of your choosing.
Enter the number of seconds you like the key to be useful. The default
value if Key Lifetime is 3600 seconds.

Click on add to confirm your VPN tunnel settings..
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After the VPN tunnel has been established, you should see the name of VPN
tunnel and status from the first page as following:

VP Setting

WEPH Tunnel

For'WWimXP Enahle

Add VPN Tunnel |

Show WPM Tunnel Summary |

Show Pre-Shared Key Summary |

Show IPSEC SPI Information |

PFTF Server Setting

Show VPN Tunnel Summary
To view IPSec VPN tunnel setting values, please click on Show VPN Tunnel
Summary button to access the information.

VPN Tunnel Summary §

Interface wan crypto map detail:

Crypto wap "ForWinXP"™ ipsec-isakmp
Match address 192.168.1.0/24
Current peer: 0.0.0.0
Transform-set={ForWinIP}
Security association lifetime: 25500 seconds
FF3 (¥/MN1: ¥
IFALAEMP authentication : Pre-share
ISLEMP Security association lifetime: 3600 seconds
Faszive mode (TAN) : N
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Show Pre-Shared Key Summary
To view all Pre-shared Key configuration information, please click on Show
Pre-Shared Key Summary button.

ISAKMP Preshared Keys

IPF Addreszs/Hosthname FPreshared EKey
o.0.0.0 vhntest

Since the VPN has not yet established, therefore if you click on “Show
IPSec SPI Information” then it will show no values.

Configuring IPSEC between a WINXP PC and the router

The following section will explain the configuration steps on how to
connection VPN tunnels between your PC (WinXP) with your VPN router.

5. Goto Start button

and select Run
6. Type mmcin open
= Twpe the name of a program, Folder, docurment, or ﬂe_ld
= Internet resource, and Windows will open it For vau, 7. Click Ok.
Qpen: |mm|:| b |
[ O, ] [ Zancel ] [ Browse, ,, ]
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‘i Consoled - [Console Root] : L 8 FI'OI’T] F| I e

ﬁ]l:‘ Action  Miew  Favarites  Window  Help ;@45_] pul I_dOWn Wl ndoW,
Mew Chrlr

'é' open... Ctri+o ‘ select
Save Chrl+s
Save As, There are no items ko show in this view, Ad d/RemOVG

T Snap-in

Options...

1 CAWINDOWSsystem3zicompmgmk
2 CAWINDOW S system32idevmamt

Exit

Adds or removes individual snap-ins.

— 9. ClickonAdd
Add/Remove Snap-in 12X button

Standalone | Extensions |

Uze this page to add or remove a standalone Snap-in from the conzole.

Snap-ins added to: |a Ci

Dezcription

Add... Remove About. .

)4 l [ Cancel
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Add Standalone Snap-in

Ayailable Standalone Snap-ing:

Shap-in Yendor o
ﬁ Group Palicy kicrozoft Corpaoration
Q [ndexing Semvice Micrazaft Corparation, 1.
@ IP Secunty Maoritor Microzoft Corporation
F Securty Policy Management bicrozoft Corporation
@ Link. to'web Address Microzoft Corporation
Q Local zers and Groups kicrozoft Corpaoration
ﬁ Perfarmance Logz and Alerts bicrozoft Corpaoration
é:' Removable Storage bManagement kicrozoft Corpaoration
ﬁ Resulkant Set af Palicy Micrazaft Corparation
@ Secunty Configuration and Analyziz Microsoft Corporation b
Drezcription
Internet Protocol Secunty [IPSec] Administration. Manage IPSec ~

policies for zecure communication with other computers.

Select Computer or Domain

Select which computer or domain thiz snap-in will manage .
Wwhen thiz conzole is saved the location will also be saved
-

The computer this console iz running on

" The Active Directary domain of which this computer is a member

" Another Active Directary domain (Use the DNS name, e.q. “example. microsoft corn');

" Another computer:

|

Finish ][ Cancel
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10. Clickon IP
Security policy
management

11. Click on Add
button

12. Select Local
Computer

13. Click on Finish
button
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Add Standalone Snap-in

Ayailable Standalone Snap-ing:

Shap-in Yendor s
ﬁ Group Palicy kicrozoft Corpaoration
Q [ndexing Semvice Micrazaft Corparation, 1.
@ IP Secunty Maoritor Microzoft Corporation
g IP Secunty Paolicy M anagement bicrozoft Corporation
@ Link. to'web Address Microzoft Corporation
Q Local zers and Groups kicrozoft Corpaoration
ﬁ Perfarmance Logz and Alerts bicrozoft Corpaoration
é:' Removable Storage bManagement kicrozoft Corpaoration T
ﬁ Resulkant Set af Palicy Micrazaft Corparation
@ Secunty Configuration and Analyziz Microsoft Corporation ¥
Drezcription
Internet Protocol Secunty [IPSec] Administration. Manage IPSec -
policies for zecure communication with other computers. =

[£

fdd | | Close |

Add/Remove Snap-in

Standalone | E stenzions |

|Jze thiz page to add or remove a standalone Snap-in from the conzole.

Snap-ins added to: |a Conzole Foot b

g IP Security Policies on Local Computer

Drezcription
Internet Protocol Secunity [IPS ec) Adminiztration. Manage IPSec policies ~
for secure communication with other computers.

£

| )4 | [ Cancel
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14. Click on Close
button

15. Click on OK
button



Multimedia Security Center

‘fii Console1 - [Console Root\IP. Security Policies on Local Computer]
ﬁ] File Action WView Favorites  Window  Help

e - @E 2 Bz

(L] Cansole Root | Marne | Descriptian | Policy Assigned |

lg IP Security Palicies an Local Computer Client {Respond Only)  Communicate narmally uns... Mo

Secure Server (Requir... For all IP traffic, always req... No
Server (Request Secu... For all IP traffic, always req...  No

All Tasks 3
Refresh

Export List,..

Vigw 3
Arrange Icons 3

Line up Icons

Help

Create an IP Security policy

IP. Security Policy Wizard

2

Welcome to the |P Security palicy wizard.
Thiz wizard helpz pou create an [P Security policy. vou wil
specify the level of zecurity to uze when communicating with

specific computers or groups of computers [subnets), and for
particular [P traffic types,

To continue, click MNext.

[ Mest> |[ Cancel ]

IP Security Policy Wizard

IP Security Policy HName
Mamie this IP Security policy and pravide a brief description

Mame:
WM

Drescription:

< Back ” Hest = ][ Cancel
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16. Click on IP
Security Policies
on Local
Computer onthe
left screen

17. On theright
screen, move you
mouse cursor to the
blank area and hit a
single click on the
right hand button
of your mouse.

18. Select Create | P
Security Policy
from the pull-down
window.

19. Click on Next
button

20. From the Name
field, enter the
name of VPN
tunnel. (inthis
case, the nameis
caled VPN)
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21. Un-check or cancel

IP. Security Policy Wizard L ] the square box next
. . to Activate the
Requests for Secure Communication
Specify how thiz policy responds to requests for secure communication. default r esponse
- rule.

The default responze rule responds ta remote computers that request security, when no 22. Click on Next
ather rule applies. To communicate securely, the computer must respond to requests for button
SECUNE commLnication.

[ ichivate the default rezponze e, |

< Back " Mext » ][ Cancel

23. Tick on the square

IP Security Policy Wizard ?X box next to Edit
Completing the IP Secur licy wizard properties
ry ompleting the ecunty palicy wizan 24 Clle on Fl n|§1
“'ou have successfully completed specifying the properties
for your new |P Securty policy. button

To edit your [P Security policy now, select the Edit properties
check box. and then click Finish.

To cloze thiz wizard, click Finizh.

< Back " Finizh ]’ Cancel
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Rules |Generalj
Security rules for communicating with ather complbers
1P Security rules:
IP Filter List Filter Action Authentication... | Tu
O <Dynaric: Default Rezponze Kerberos Mc
< |
Add.. Edt. |

Mew Rule Properties

Authentication Methods ]

Tunnel Setting Connection Type ]

IP Filter List Filter &ction ]
= The selected |F filter list specifies which netwark. traffic will be
0 i, affected by thiz rule.
IP Filker Lists:
Mame Dezcription
O AlLCMP Traffic Matches all ICMP packets betw. .
O &P Traffic Matches all IP packets from this ...
Add. Edt. | Remove |
(] | Cancel ‘
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25. Un-tick or cancel
Use Add Wizard

26. Click on Add
button

27. Click on Add
button
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M P Filter List 28. Enter thc_e name of
the P Filter List.
= An IP filter list is composed of multiple filters. In this way, multiple subnets, [P (| nthis case, the
i: addrezzes and protocol: can be combined into one [P filker, nameis WinXP to
V PNrouter)

Mame:
WP to VPN router

Description: Add..

Filters: &
Mirrored | Description Frotocol Source Port Destination
- = >

IT' Cancel |

29. From Sour ce
Filter Properties addr ess pull-down
window, select My
IP Address
Source address: 30. From Destination
My IP Address ~] addr ess pull-down
window, select A
specific IP
Subnet. Enter
destination IP
address and its
Destination address: subnet mask. (in
& zpecific 1P Subnet j thISF)aS(?, the .
destination IP is
IPaddess: | 192 . 168 . 1 . 0 102.168.1.0/255.25
5. 255.0)
31. Check the box of
Mirrored. Also
[v irrored. Alzo match packets with the exact opposite zource and match paCketS
destination addreszes. with the exact
opposite source
and destination
addr esses.
32. Click on OK

(] 4 | Cancel button

Addressing l F'ru:utu:u:u:ul] Descriptiun]

Subret mask: | 255 . 255 . 255 . O
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B P Filter List 33. Click on OK
button
- An [P filker ligt is compogzed of rultiple filkers. In this way, multiple subnets, 1P
i: addrezses and pratocols can be combined inta one [P filter,
Mame:
WP to VPN router
Dezcription: fdd..
Edit...
Remaove
Filbers: [ Use Add wizand
tinrored | Degcription Frotocol Source Port Diestination
es AMY ANY ANY
52 ! &
ak. | Caticel |

MNew Rule Properties

Authentication kMethods ] Tunnel Setting ] Connection Type ]
[P Filker List : Filter &ction ]

z’; The selected |P filker list specifies which netwark traffic will be
=, affected by thiz rule.

IP Filter Lists:
Mame Degzcription
O &l ICMP Traffic Matches all ICMP packets betw.
O &l P Traffic Matches all IF packets from this ...

{2 'wirk<P to WPk rouker

Add... | Edit.. | Remove |

Cloze | | Apply

52

34. Click on IP Filter
name of your
previous setting.
(inthiscasg, it's
WinXP to
VPNrouter)

35. Click on Filter
Action tab from
the top.
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36. Click on Require

Mew Rule Properties s _ Security
37. Click on Edit
Authentization bethods Tunnel Setting ] Connection Type ] button
IF Filter Lizt Filter Action
The zelected filter action specifiez whether this rule negotiates
for secure network, traffic, and how it will zecure the traffic.
Eilter Actions:
Hame Dezcrnption
O Permit Pemit unzecured P packets to ..
O Request Security [Optional| Aocepts unzecured communicat...
(¥ Fequire Security Accepts unzecured communicat...
Add... Hemave | ™ Use Add Wizard

Cloze | | Apply |

38. Click on Negotiate

Require Security Properties

. security
Securty Methods ] General I 39. Cancel the check
box of Accept
" Permit unsecured
" Block communication,
f* Megotiate security: but always
Security method preference order: reﬁpond usi ng
Type | &H Integity | ESP Confidentiality | ESP Inb Add... IPSec
Custom _<None> EHAT g 40. Tick the box of
<Monex 3DES D5 Edi... sessi
Customn  <MNones DES SHaAT on key
Custorn  <Mones DES D5 Bemave perfect forward
secrecy (PFS).
41. Click on OK
button
< > kMowve dawn
| Accept unzecured communication, but always respond wzing IPSec
I Allow unzecured communication with non-lPS ec-aware computer
v Session key perfect forward secrecy [PFS)

u].4 | Cancel Lpply
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Mew Rule Properties

IP Filter List | Filter &ction |
Authentication Methods l Tunnel Setting ] Connection Type ]
Authentication methods zpecify how trust is established
e between computers. These authentication methods are
= = offered and accepted when negotiating security with another
carmputer.
Authentication method preference arder:
kethod Details Add...
Kerberos
Cloze | Apply |

Edit Authentication Method Properties

Authentication kethod

The authentication method specifies how trust iz establizhed
=l = between the computers.

" Active Directory default [Kerberos VS protocol)

" Usze a certificate from this certification autharity [CA):

[ g

* sz thiz sting [preshared key):

vpntest

(]S | Cancel

54

42. Click on Edit
button

43. Click on Usethis
string (preshared
key)

44. From the bottom
blank area, enter
the name of
preshared key
defined in
web-based
management from
previous setting.

45, Click on OK buton
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46. Clickon The

NMew Rule Properties _ _ tunnel endpoint is
specified by this
I Filer List | Filter &ction | |P address
Authentication Methods Tunnel Setting l Connection Type ] 47. Enter the WAN |IP
address of
gt The tunnel endpoint iz the tunneling computer closest to the deﬂlngtlon
= IP traffic: destination, as specified by the aszociated IP filer endpoint O_f VF_‘N
list. It takes bwa rules to describe an IPSes tunnel. tunnel. (inthis
case, it's
192.168.2.1)
7 This rule doss not specify an IPSec unnel. 48. Click on Apply
button
* The tunnel endpoaint iz specified by thiz |P address:
192 .168. 2 . 1
Cloze ‘
. —r— 49, Click on
VPN Properties WalEs pre-defined P
Security rules. (in
Fiul ; .
es. | General this caseit’s
WinXP to
@ Secunty rules for communicating with other computers VPNtunnel)
== 50. Click on Add
button

P Security rules:

I Filter List | Filter Action | Authentication... | Tu
Wire<P bo WPMrouter  Require Security Prezshared Key 19
O <Dynamics Default Responze K.erberos Mc
< | »

Edit... | Bemerve | ™ Use Add wizard

Cloze
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51. Click on Add

Mew Rule Properties L7 | button
Authentication kethods ] Tunnel Setting Connection Tepe ]
IP Filter List ] Filter &ction |
= The selected IF filker list specifies which netwaork: traffic will be
=, affected by this rule.
IF Filter Lizts:
Mame Deszcription
O ANNCHP Traffic Matches all ICMP packets betw. ..
O &l P Traffic Matches all IP packets fram this ..
) WiredP to VPNrouter
Add... Edt. |  Remove |
(1] | Cancel | Spply |

52. Enter the name of

opposite direction.

— A 1P filker ligt iz compogzed of muliple filters, 1nthis way, moltiple subnets, [P . o
é—' addrezzes and protocolz can be combined into ane 1 filker. Inthis case, It's
- VPNrouter to
Mame: WinXP.
WPNrouler to WirkP 53. Click on Add
Descrintion add. button
Dezcnphon:
Filters: [ Use Add wizard

Mirrored | Dezcription Frotocol Source Port Destination

< | >

ak. Caticel
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Chapter 1: Introduction

QOverview

A true heart of your home/office network, Multimedia Security Gateway
simplifies your network complexity by combining a multitude of functions
into a single device.

Utilizing 56-bit DES and 168-bit 3DES encryption, header authentication,
and IKE key exchange access control, Multimedia Security Gateway'’s full
IPSec Virtual Private Network (VPN) capability provides complete data
privacy.

Functions supported are IP sharing, PPPoE, DHCP, DDNS, Firewall, VPN,
content filtering, four USB 2.0 ports, a four-port switch hub, printer server,
FTP server, web cam server, motion detection, a 802.11g access point, USB
Storage, UPnP and many more.

Equipped with the most advanced technology available today, this router is
the only TOTAL SOLUTION for your networking needs.

Key Features
® High Performance CPU MIPS 170MHz
® Enterprise-Class Firewall
* SPI Firewall
* DoS
*  True Content Filtering
® Full IPSec VPN capability
*  Support (168-Bit) 3 DES Encryption Algorithms
*  Support MD5 and SHA Authentication Algorithms
* Support IKE Key Management
* Support 100 VPN tunnels for S/W VPN and 200 Tunnels for H/W VPN
Compatible with other IPSec VPN products
Support QoS Bandwidth management
4 * USB 2.0 Port for Plug and Share Utilities
Print Server, Web Cam Server and FTP Server built-in
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Package content

One Multimedia VPN/Firewall Router with 4*USB 2.0 Interfaces
One Power Supply

One User’s manual in CD

One RJ45 Ethernet cable

One Antenna (for wireless product only)

System Requirements

One RJ-45 Broadband Internet connection

One PC with 10/100Mbps Network card installed

TCP/IP network protocol for each PC which connect to the router
Internet Browser installed in PC

RJ-45 Cat.5 network cables
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Chapter 2: Get to know your Multimedia Router

Hardware Features

Front Panel LEDs

4-port VPN/Firewall Broadhand Router L AN_{‘
E-mail WAN I 2 3
FPPRoE @ ® ® e @ @ Link/Act
Power & Statws & @ L ] [ ] @ @ 10100M

LAN indicators

Power
On Green The Power LED illuminates when the router is powered on.
Off The router is not power on.

E-mail Green & Orange
The two LED are used for E-mail notification indicators and
will describe at later chapter

Link/ZAct

Green The Link/Act LED serves two purposes. If the LED
continuously illuminated, the router is then successfully
connected to a device through the corresponding port
(1-4). If the LED is flashing, it means the router is
actively sending or receiving date through that specific
port.

10/100M

Orange The LED illuminates when a successful 100Mbps

connection is made through the corresponding port.
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WAN Indicators

PPPoE
Red

Status
Red

Green

Orange

The LED illuminates when successful broadband Internet
connection is made via PPPOE connection type

The LED illuminates when router is boot-up after connected to
power or the router has connection failure. It is necessary to
reset the router by pressing the reset button at rear panel of
router

The LED illuminates when successful connection is made
between router and your broadband device or network

The LED illuminates when a successful 100Mbps connection is
made through the corresponding port

Air (Wireless LAN)

Green

The LED flashes when successful wireless connection is made
between your PC and router.
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Rear Panel Interfaces

HDD Power

UsBE=] Reset a
— — .

4 3 2 1 WAN

WAN The WAN port is where you will connect your Cable or DSL modem.

LAN 1-4 These four LAN ports are where you will connect PC/Notebook

Cc
w

These four USB 2.0 ports are where you connect to other USB
devices such as Printers, Web Cameras, USB HDD, Flash drive,
MP3 player, Digital Camera and USB Media Reader

Reset 1. Press Reset button with pencil tip to re-boot the router when
the router is having problem connecting to Internet
2. Press on the Reset button for 3 seconds until Status LED is
flashing to clear all configurations.

HDD Power
Attach PS/2 cable from USB HDD to HDD Power Connector for
additional power support when the router is connected to USB
HDD. When USB HDD is equipped with PS/2 cable, it means the
power needed for HDD is greater than the power provided by USB
port. It is necessary to connect its PS/2 cable for stable power
management.

Power Power Port is where you connect power supply
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Chapter 3: Connecting the router to the Internet

Hardware Installation

1. Power down your PC, Cable/DSL modem and the Router

2. Connect a cable from one of your PC’s Ethernet port to one of the LAN
ports on the rear panel of the router. Do the same with all the PC you
wish to connect to the router.

3. Connect the network cable from your Cable/DSL modem to the WAN
port on the router’s rear panel.

4. Connect antenna to the antenna connector of your router. (for wireless
product only)

5. Connect the power supply to the power port on the rear panel of the
router, and then plug the power supply to the power outlet. The power
LED on the front panel will light up green as soon as the power supply is
connected properly. The Status LED will light up red for few seconds
when the router goes through its self-diagnostic test. The LED will turn
after the self-test is completed.

6. Power on your Cable/DSL modem
7. Pressthe Reset Button on the router’s rear panel with paper clip. Hold

the button until the Status LED flashing. This will restore the router’s
factory default settings.
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Login to Web-Based Management Tool

Once the hardware installation is completed and the router is properly wired
into your network, the software configuration of the router can begin.

The default IP address of the router is 192.168.1.254

The default password is admin

1. Open a web browser and type 192.168.1.254 in the browser’s address
box. Press Enter. The following Web-Based Management Screen

will appear.

oft Internet Explozer

Eile

Back Fomrd) Stp  Refresh  Home | Search Favorites Media Histry | Frint

Address [&] hitp:#192 168 1 254/privateicgi-binlogin =]

Web-Based Management

Flease input password to login : | _Login |

Recommended Resolution : 1024 x 768
Supported Browser : Mozilla 1.0, Netscape 7.0, IE 6.0

Please enable cookies and javascript in your browser

2. Enter admin in the password field and click on Login to enter
Web-Based Management page. After successfully login to the system,

the following screen will appear.

3. Click on Quick Setup from the main menu on the left side of the screen

to begin connecting your network to Internet.
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There are four connection types in Quick Setup menu. Please select the

most suitable connection type provided by your ISP. You can choose the

connection type by pressing the check box on Connection type field.

There are four major sections associated with each of connection type when
configuring Quick Setup. There are WAN Interface, LAN Interface,
Web-Based Management Password and Network Time Protocol (NTP).

44 Quick Setup
-] Inteface

-1 Cantent Filtering
-] Advanced

E-_1 Mail Monitoring
E-] Webcam

-] FTP Server
-1 Maintenance
-2 Restart Router
i Save Changes

@ Logout

Qe 5o

Wireless VPN/Firewall Router

“IP Address
“Subnet Mask

“New Password

*Verify

*Connection Type Static VI
“IP Address “=ABCD=
*Subnet Mask PPPoE

Static-PPTP
“Default Gateway DHCP-PRTR <A B.CD>
. BIGPOND Cable
*DNS[1] Static-L2TP <4 B.CD>
DNS[2] DHCP-LTP <4B.CD>

|192.168.1.254 <AB.CD>
|255.255.255.D vl

baNiortaco ]

eb-Based Management Password

Network Time Protocol

Time Zone I(GMT) England j
NTP Server INune 'l

EI Reset |
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WAN Interface

PPPoOE

If your ISP provided PPPOE service for Internet connection, please take the
following Setup steps:

Quick Setup

Wietee T s e ]
iCnnnectinn Type E‘ﬁ%iiiiitr{ |
é"User Name }m@your isp \

“Password 1 }

: “PPPoE MRU @:}1-150%3 1460 doesn't work properly, please try 1482,

“PPPoE MTU (1460 |<1-15002TF 1460 doesn't work propery, please ty 1452,

| “LCP Echo Failure 5 Jal-10%tmes

“L.CP Echo Interval M let-0oseconds

: & Persist

. O Demand Idle Tnneoul{la___jﬂl]-ﬁ%mutes

pmEser e ]
P Address 121681254 |<ABCDs |
. *Subnet Mask EEFEIED v 1‘

- 'Weh-Based Management Password

“New Password

: “Yerify

Neh\ ork Time Protocol

1. Select PPPOE from Connection Type

2. Enter the User Name you use to log onto your Internet connection.
Some ISP may require the format of User Name to be id@isp.net.
Please check double check with your ISP for this information.

3. Enter your corresponding password.

4. Click on Set to activate the connection.

5. When the PPPoOE LED on front panel of the router illuminates, it means
the router is successfully connected to Internet. To check the
connection status or IP address information, please go to Interface >
WAN = Show WAN Information.

6. If you wish to automatically disconnect your Broadband connection after
the service has not been used for a period of time. Please click on Demand
check box and set the idle timeout value. Your Broadband connection will
automatically restart when the router receive any request or packet that

need to send to Internet. For example, the Internet connection will resume
by opening a web page or clicking on specific URL on your existing web page.
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If your ISP provides fixed IP for Internet connection, please take the

following Setup steps:

Wireless VPN/Firewall Router
4 Quick Setup
-] Inteface

E-_1 Cantent Filtering
-] Advanced

E-_1 Mail Monitoring
@] Webcam

-] FTP Server
-1 Maintenance
4B Restart Router
il Save Changes

Logout

QuirkeSery "W

*Comnection Type Im

“TP Address W:AB_C D=
*Subnet Mask Im

*Default Gateway IW:A_B_C D=
“DNS[1] [ <aBcD-
DNS[2] [ <aBCD:
“IP Address W:AB C D>
“Subnet Mask IWI

“New Password l"'*"'**—

*Vernify l""""*—

Time Zone I(GMT) England j
NTPF Server lm

Set Reset |

1. Choose Static from Connection type pull-down box.

2. Enter IP address,

your ISP.

Subnet mask and Default gateway as provided by

3. Enter at least one DNS Server IP address as provided by your ISP.
4. Click on Set to activate the connection.
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DHCP
Quick Seewy
Wireless VPN/Firewall Router
4 Sy WAN Interface |
-] Interface AN Interface
-] Content Filtering *Connection Type IDHCF' vl
e LAN Interface |
-1 Mail Monitoring fierixce
B0 Webcam “IP Address |192.168.1.254 <AB.CD>
Eg :;TF_' tser"er “Subnet Mask [258 2852880 =]
- aintenance
4B Restart Router eb-Based Management Password
i Save Changes *New Password Im—
E}j Logout
*Verify Ia—a—a—a—a—
Network Time Protocol
Time Zone I(GMT) England j
NTF Server I Maone 'l
co ff o |

If your ISP provides DHCP service for Internet connection then all you need
to do is to select DHCP and click on Set. In order to make sure the WAN
connection is made, you can go Interface > WAN > Show WAN
Information to check the connection status.
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PPTP-DHCP

If your ISP provides PPTP-Static service for Internet connection, please take
the following Setup steps:

T T
o B s | WaNeerface ]
-] Content Filtering *Connection Type IDHCF'-F‘F'TF' vl
E g ai?rnl\dc;nc:toring *Gateway |isp.myte|ecom.net <Host Mame | AB.C D=
E-] Webcam *User Name Iid@your.isp
=0 FTF‘ Server “Password |“""“*‘*‘"‘*
-1 Maintenance
&2 Restart Router *PPTP MRU W<1_1500>
0 e “PPTP MTU [z <1-1500>
*LCP Echo Failure |3—< 1-10=times
*LCP Echo Interval IQD—< 1-60=seconds
*TP Address IW<A_B_C D=
*Subnet Mask W
“New Password l“""""’—
*Verify l""""*—
Time Zone I(GMT) England j
NTP Server lm

1. Select DHCP-PPTP from Connection type pull-down box

2. Enter Gateway host name as provided by your ISP.

3. Enter the User Name you use to log onto your Internet connection.
Some ISP may require the format of User Name to be id@isp.net.
Please check double check with your ISP for this information.

4. Enter your corresponding Password

5. Click on Set to confirm the settings.

NOTE:

Please DO NOT change the value of PPPOE MRU, PPPoE MTU, LCP Echo
Failure and LCP Echo Interval unless it is request by your ISP. Please
remain the values as factory default.
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If your ISP provides PPTP-Static service for Internet connection, please take

the following Setup steps:

Wireless VPN/Firewall Router
4 Quick Setup
& Interface

-1 Cantent Filtering
B[] Advanced

-1 Mail Monitaring
-] Webcam

-] FTP Server
-1 Maintenance
-2 Restart Router
~ioff Save Changes

[ Logout

Onicl Sseuy "

Wad biertace

*Connection Type I Static-PPTP - l

“IP Address [iaz1e821  <4BCD-
“Subnet Mask W
*“Gateway W:AB_C_D:
*User Name Iid@yuur.isp
“Password I‘*‘"‘"“‘“*
“PPTF MRU [fagz <1-1500=
“PPTP MTU [fas2™ <1-1500=
*LCF Echo Failwre |3—¢ 1-10>tumes
“LCF Echo Interval |2D—¢ 1-60=seconds
“TP Address W:AB_C_D:
“Submet Mask IW
*New Password l“”*—
*Verify l"‘*’*—
Time Zone I(GMT) England j
NTP Server Im
Set| Resst |

1. Select PPTP from Connection type box

2. Enter IP address, Subnet mask and Default gateway as provided by

your ISP.

3. Enter the User Name you use to log onto your Internet connection.
Some ISP may require the format of User Name to be id@isp.net.
Please check double check with your ISP for this information.

4. Enter your corresponding Password

NOTE:

Please DO NOT change the value of PPTP MRU, PPTP MTU, LCP Echo Failure
and LCP Echo Interval unless it is request by your ISP. Please remain the

values as factory default.
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If your ISP provides DHCP-L2TP service for Internet connection, please take

the following Setup steps:

Wireless VPN/Firewall Router
4" Quick Setup
-] Interface

-] Cantent Filtering
B0 Advanced

B Mail Monitaring
B0 Webcam

=1 FTP Server
#-1 Maintenance
-4 Restart Router
~ff Save Changes

{5 Logaut

Quick Setup P
Wav beertace

*Connection Type Im

*Gateway |isp mytelecom. net <Host Name | A B.C D>
*User Name Iid@yuur.isp

“Password I‘*‘"‘"“‘“*

“PPTP MRU [fa92™ <1-1500=

“PPTP MTU [fas2™ <1-1500=

*LCP Echo Faihwre |3—¢ 1-10=times

*LCP Echo Interval IQD—: 1-60=zeconds

“IP Address IW:AB C D>

“Subnet Mask W

“New Password l‘*"’*—

“Verify l"""‘*—

Time Zone |(GMT) England j
NTPF Server lﬁ

EI Reset |

1. Select DHCP-L2TP from Connection type pull-down window.

2. Enter Gateway, User name and Password into their columns.

3. Click on Set to confirm the settings.

NOTE:

Please DO NOT change the value of PPPOE MRU, PPPoE MTU, LCP Echo
Failure and LCP Echo Interval unless it is request by your ISP. Please

remain the values as factory default.
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L2TP-Static

If your ISP provides Static-L2TP service for Internet connection, please take
the following Setup steps:

s W
Wirelg% VPN/Firewall Router
502 metacs WaNGeerfaco ]
-] Content Filtering *Connection Type W
Eg fﬂ:anCoe:itoring *IP Address IW:A_B_ C D=
-3 Webcam *Subnet Maslk IW
e IS ance
-4 Restart Router “User Name |id@yuur.isp
o o =
] “PPTP MRU [fam2 <1-1500>
“PPTP MTU [lasz™ <1-1500=
*LCP Echo Failwre |3—< 1-10=times
*LCP Echo Interval IQD—: 1-60=seconds
*TP Address IW<A_B_C_D>
*Subnet Mask W
“New Password l‘*"’*i
*Verify l“”*—
Tune Zone |(GMT) England =
NTPF Server lﬁ

1. Select Static-L2TP from Connection type pull-down window.

2. Enter IP address, Subnet Mask, Gateway, User name and
Password into their columns.

3. Click on Set to confirm the settings.

NOTE:

Please DO NOT change the value of PPPOE MRU, PPPoE MTU, LCP Echo
Failure and LCP Echo Interval unless it is request by your ISP. Please
remain the values as factory default.
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BIGPOND Cable (Australia only)

This broadband connection service is only available for Australian users. If
you’re located in Australia, please take the following steps:

Wireless VPN/Firewall Router
2 iy [WAN nterface ]
-] Interface EiRieTEce
-] Content Filtering *Connection Type IEIIGF'OND Cable VI
=0 Advanceq . *User Name |y0urname
E-_1 Mail Monitaring
B0 Webcam *Password I"‘""*‘*”
Eg Eﬂgﬁnii:?ce *Authentication Server Ism-server
-2 Restart Router *Authentication Domain |wc.b|gp0nd.net.au
~ioff Save Changes
@ Logaut LAN Interface
*IP Address 192.1658.1.254 <4 B CD>
“Subnet Mask |255.255.255.D 'l
eb-Based Management Password
“New Password I“""*
*Verify Ia—a—a—a—a—
Network Time Protocol
Time Zone |(GMT) England j
NTP Server INone 'l
Setl Reset |

Select BIGPOND Cable from Connection type pull-down window.
Enter User name and Password into the related column.
Enter the Authentication Server and Authentication Domain.

PN PR

Click on Set to confirm the settings.

LAN Interface
This Section allows users to modify Router’s LAN IP address and subnet

mask. When these values are modified, it is necessary to modify your IP
and DHCP setting otherwise Web-Based Management could not be accessed.

Web-Based Management Password

This section allows you to change Web-Based Management Login password.
Enter the new password and verify it again. The new password will activate
the next time you login.

Network Time Protocol

Time Zone — This field indicates time zone where you are locating in.
NTP Server - This field allows you to set IP address of NTP Server to
synchronize your system time.
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Chapter 4: Interface Configuration

Interface

This is to where LAN, WAN and Wireless interface relevant parameters can
be configured. If you've already gone through the Quick Setup first, the
fields should have values init. If that is the case, you can skip the Interface
configuration of LAN and WAN.

LAN Interface

Wireless VPN/Firewall Router

L Quick Setup
IP Address |192 168.1.254 =p B O D=
Subnet Mask |255.255.255.D 'l

&-(] Cantent Filtering

-1 Advanced Set] Reset

-1 hail Monitaring

B0 Webcam

-] FTP Server

@] Maintenance Show LAN Informatian |

----- &2 Restart Router

----- Save Changes

@ Logout

IP address Enter the IP address. This field should be filled-in

automatically already. The value is 192.168.1.254 unless
you’ve changed it.

Subnet Mask Enter the subnet mask. This field should be filled-in

already.

Show LAN Information
Click on Show LAN Information in order to access to
LAN interface in details.

17
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WAN Interface

' Quick Setup
B Interface
o WWAN
g Wireless
-1 Cantent Filtering
E-_] Advanced

E-_1 Mail Monitoring
#-] Webcam
[
[

H-_] FTP Server
H-_] Maintenance
- Restart Router
~f4f Save Changes

-[@] Logout

Mac

MTU

Connection Type

IP address

Wireless VPN/Firewall Router

MAC [I0055401 2433 (Original 00:03:54:01:2433)
MTU |1SDD =1-1500=
Setl Reset |
Connection Type Static 'l
IFP Address DHCE A B CD=
Subnet Mask PPFoE
Static-PPTP
Default Gateway DHCP-PPTR <ABCD=
BIGPOMND Cable
Static-L2TP et |
DHCP-LZTP

Showe WAN Infarmation |

Your router’s MAC address is a 12-digit code assigned to a
unique piece of hardware for identification. Some ISPs
require that you register the MAC address of your network
card/adapter, which was connected to your cable or DSL
modem during installation. If your ISPs require MAC
address registration, find your adapter’s MAC address by
doing the following:

1. Click the Start button, and select Run.

and then click more info.

Run winipcfg,
Or at the command prompt,
run ipconfig/all, and look at your adapter’s physical
address.

Enter 12-digits into the fields and click on Set button.
This “clones” your network adapter’s MAC address onto
your router, and prevents you from having call your ISP
to change the registered MAC address to the router’s
MAC address.

It stands for maximum transmission unit.
as 576 or 1500.

Usually it is set

This shows the connection type where the router was

connected to Internet. Please refer to the previous

section for connection details.

this field indicates WAN IP address.
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Subnet Mask this field indicates subnet mask address
Default Gateway this field indicates Default Gateway address.
Show WAN Information

Click on this button to get access to WAN interface detailed
information.
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Wireless Interface (Only available to Wireless Router)

In this Wireless section, it lets you make changes to the wireless network
settings. You can make changes to the wireless name (SSID), operating
channel, encryption security settings, and configure router to be used as an
access point.

Wireless VPN/Firewall Router

" Quick Setup
-2 Interface
A AN Radio oK -
; : SSID IF{outer
-1 Content Filtering SSID Broadcast IEnabIe 'l
B Advanced Mode |11g & 11h vl
B Mail Monitaring ,
503 Webcam Channel Itl 'l
[]--g FTP Server Beacon Interval |1DD millseconds =1-65535= (Default: 100)
B Maintenance .
4B Restart Router RTS Threshold [347 <0-2347> (Defauilt: 2347)
Ea\’e Changes Fragmentation Threshold |2346 <256-2346> (Default: 2346)
@ e Twbo Mode IEnabIe 'l
Setl Reset |
WEP Setting
WEP Encl}‘pﬁunldﬂfﬁdbits ASCIH VI
Key 1 Iaaaaa
Key 2 Ihhhhh
Key 3 Iccccc
Keyv 4 Iddddd
Cwrrent Key |1 'l
WEP Status IDisahIe 'I
Set Reset |

Access Control |

Radio
The default setting is on. When Radio setting is off, the wireless function
will be disabled and wireless radio signal will not be transmitted and

distributed from the router.

SSID (Service Set ldentifier)

The SSID is an identification string of up to 32 ASCII characters that
differentiate one wireless Access Point router or Access Point from other
manufacturers. You can use default SSID or create your own and radio
channel unless more than one Wireless Router or Access Point is deployed in
the same area. In that case, you should use a different SSID and radio
channel for each Wireless Router and Access Point. All Wireless Router and
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802.119/802.11b WLAN client adapters must have the same SSID to allow a
wireless mobile client to roam between the wireless routers. By default,
the SSID is set to “Router”.

SSID Broadcast

When wireless clients searching the local area of wireless networks to
associate with, they will detect the SSID broadcast by the router. To
broadcast the router’s SSID, please keep the default setting “enable”. If
you do not wish to broadcast router’s SSID, please select “Disable”.

Mode

Your Wireless Router is compatible with both WLAN 11g/11b Client Adapters.
In this field, you are able to choose connection mode with both 11g/11b
clients or 11g only or 11b only. The default setting is 11g/11b.

Channel

IEEE 802.11g and 802.11b devices are direct sequence spread spectrum
devices that spread a radio signal over a range of frequencies. The range of
frequencies used by a direct sequence device is called Channels.

Make sure that all nodes on the same wireless LAN network use the same
channel, or the channel usage is automatic when a connection between
WLAN clients and your wireless multimedia router are made

Authentication Type
Using “Shared Key Only” is recommended for greater security. If “Both”
is selected, the wireless multimedia router may accept connection requests

from unauthorized wireless clients.

Beacon Interval

The default value is 100. Enter a value between 1 and 65,535 milliseconds.
The beacon interval value indicates the frequency interval of the beacon. A
beacon is a packet broadcast by the router to synchronize the wireless
network.

RTS Threshold

This value should remain at its default setting of 2347. The range is 0-2347
bytes. Should you encounter inconsistent data flow, only minor
modifications are recommended. If a network packet is smaller than the
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present RTS threshold size, the RTS/CTS mechanism will not be enabled.
The router sends Request to Send (RTS) frames to a particular receiving
station and negotiates the sending of a data frame. After receiving an RTS,
the wireless station responds with a Clear to Send (CTS) frame to
acknowledge the right to begin transmission.

Fragmentation Threshold

If the length of data frame needing transmission exceeds the fragmentation
threshold you set in the column, the data frame will be fragmented. If
there is significant interference or high utilization in your wireless network,
the smaller fragmentation value can increase the reliability of transmission.
However, it is more efficient to set the large fragment size.

Turbo Mode

When Turbo mode is enabled, it allows the router or access point to use
frame bursting to deliver the maximum throughput of 2 times faster than
any standard 802.11g equipment to 802.11g clients. This measurement is
based on aggregate throughput in a mixed 802.11g and 802.11b
environment. 802.11g clients also need to support turbo mode in order to
make this utility work. Clients that do not support turbo mode will operate
normally when it enabled.
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WEP Setting

WEP (Wired Equivalent Privacy) is a method of encrypting data transmitted
on a wireless network for greater security. If WEP security is enabled, data is
encrypted before being transmitted, making communication more secure.

WEP Encryption

Current encryption technology offers 64-bit and 128-bit WEP encryption.
Where encryption is concerned, 128-bit has greater security than 64-bit. A
WEP key is a string of hexadecimal characters that your wireless network
uses in two ways. First, all nodes in your wireless network are identified
with a common key. Second, these WEP keys encrypted and decrypted
data sent over your wireless network. So, a higher security ensures that
hacker have a harder time breaking into your network.

In this field, you are able to select what type of data encryption you wish to
use for WEP security. Select the encryption type from drop-down menu by
clicking on the options. It is recommended to use 128-bit encryption for
higher security. From this drop-down menu, you have option to decide the
character format for WEP key entries.

Hex Set WEP key entries with the range of 0-9 and A-F.
ASCII Set WEP key entries with any character or symbol button on
your keyboard.

After selected WEP encryption type, you will require to put WEP key entries.
Select which WEP key (1-4) will be used when the router send data, then
select that number from the Current Key field. Type in the values in the
field by following to Hex and ASCII entry rules indicated above. Keep
typing the values until the letters or digits stop appearing on KEY field.

Select Enable from WEP field after you had completed the WEP key value
entries. Click on SET to confirm your WEB settings.
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Access Control

As the figure, the wireless network access control is devided to two parts.
The upper part is the access policy; the lower part is the MAC table.

Wireless Access Control "‘.

Policy : I Any

Ao

Deny MAC Table
MAC Address

I NN NGNCXNCXX Add I

There are three value options of access policy:

Any the MAC table does not work, and all the wireless equipments
will be accepted

Allow only accept the wireless equipments set in MAC table
Deny deny the the wireless equipments set in MAC table

After the access policy is selected, you have to click Set button to make the
new setting work.

If you want to add wireless equipment to MAC table, enter the hardware
address of the lower left field, and then press Add button to add it. If you
want to delete equipment from MAC table, please check the corresponding
Delete block on the right, and then press Delete button to delete the
selected equipment. Reset button can be used to cancel the selection.
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Chapter 5: Content Filtering

There are four selections under Content Filter: Keyword Filtering, URL
Blocking, Trusted IP and Port Checking.

Trusted IP has the highest priority. In other words, if certain URL or
keyword is being blocked, but the IP address is in the Trusted IP range, it is

considered safe.

Kevword Filtering

Content Keyword Filtering Setting

[T Decompress
[T Drop

Set
M Log _El

M Mo Caze

Regular E‘\L]JI ession / Keyword C I'p eration

Tf wou input "sex" as keyword, it will search content for "sex”, ke sex, sexy, sexangle . o if you wan
to find exactly the word "sex" | trv to mput " sex " as keyword. You can also mput BIG-5, TTF-3,
GE . encoded words, just change the broweser character encoding to what you like.

If wou set above "Moo Case" check box, it will search content for "sex", "Sex", "sEx", "seZ(", "SEx",
IISBXII’ IISEXII, IISEXII .

IFyou set above "Decompress” check box, it will extract content from grip encoding pages.
IFyou set above "Drop” check box, it will drop matched paclkets,

IFyou set above "Log" check box, it will log. Log format llees 199%9-11-30 10:53:27 1.1.1.1 80 -=
1.1.1.2 65535 stirng matches with sex

Regular expression document

1. Determine first what action would be applied to the keyword. Check off
the appropriate box and click Set.

2. Enter the expression that wishes to be blocked. For example, you can
enter the word “violence” in the field. Click Add to add it to the
expression list. The action chosen in Step 1 will be applied to the
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situation when the keyword appears. For example, if DROP is chosen;
then web pages contain the word, violence, will be dropped and will not
be available.

URL Blocking

Enter the URLs that are considered inappropriate and wish to be blocked.
Click Add for it to be effective.

URL Blocking Setting

http:fi| Add I

TTEL ex www google com, www google com B0, www google com B0/dielf, 216 239 51 9%,
216235519380, 216,239 51 9530/ dfeff

Trusted 1P

Content Filter Trusted TP Setting

IP Address / Port Range

TP Addressl I ~ II FPort Eange Add

IPex 1.1.1.1,

1.1.1.1 80

1.1.1.1 1:65535,
1.1.11~1.1.1.2,
1.1.11-1.1.1.2 80,

1.1.1.1~-1.1.1.2 ;65535

Trusted IP means that the IP addresses are considered safe and will not pose
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