When you decide to use the WEP encryption to secure your WLAN, please

refer to the following setting of the WEP encryption:

® 64-bit WEP Encryption 64-bit WEP keys are as same as the encryption
method of 40-bit WEP. You can input 10 hexadecimal digits (0~9, a~f or
A~F) or 5 ACSII chars.

® 128-bit WEP Encryption 128-bit WEP keys are as same as the
encryption method of 104-bit WEP. You can input 26 hexadecimal digits
(0~9, a~f or A~F) or 10 ACSII chars.

® The Default Tx Key field decides which of the four keys you want to use in
your WLAN environment.

3 WEF Eey Retug - Mirmead] Inismst Bxghors

Wireless WEP Key Sctup

T gt aBoas Pon b et WEF by valns. o 00wl chataieit e 54 bt or |20 Bk et erataplicn
Ry, e By AR o Pl e Fonestof Lt el

Ery Lengtk Bl-b
Fiy Fomman Hex (10 ki) W
Dedfanit Tz F25 Fepl e

WEP Encryption with 802.1x Setting
The device supports external RADIUS Server that can secure networks
against unauthorized access. If you use the WEP encryption, you can also use
the RADIUS server to check the admission of the users. By this way every
user must use a valid account before accessing the Wireless LAN and
requires a RADIUS or other authentication server on the network. An example

is shown as following.
( - Ethernet ()

adk

RADIUS Server

You should choose WEP 64 or 128 bit encryption to fit with your network
environment first. Then add user accounts and the target device to the
RADIUS server. In the device , you need to specify the IP address Password



(Shared Secret) and Port number of the target RADIUS server.

Encryption: |"WEP i |
Use 802.1x Authentication & WEP G4bits (O WER 128hits |
Enable MAC Authentication

WPA Authentication Mode: Enterprise (RADIUS) Personal (Pre-Shared Key)

Pre-Shared Key Format:

Pre-Shared Key:

Enable Pre-
Authentication

Futhenticatign RADIUS Paort | 1812 IP address |192.168.2.205 | pazaward

ener: .......l

WPA Encryption Setting
WPA feature provides a high level of assurance for end-users and
administrators that their data will remain private and access to their network
restricted to authorized users. You can choose the WPA encryption and select
the Authentication Mode.
WPA Authentication Mode
This device supports two WPA modes. For personal user, you can use the
Pre-shared Key to enhance your security setting. This mode requires only an
access point and client station that supports WPA-PSK. For Enterprise,
authentication is achieved via WPA RADIUS Server. You need a RADIUS or
other authentication server on the network.
® Enterprise (RADIUS):
When WPA Authentication mode is Enterprise (RADIUS), you have to add
user accounts and the target device to the RADIUS Server. In the device ,
you need to specify the IP address Password (Shared Secret) and Port
number of the target RADIUS server.
® Pre-Share Key:
This mode requires only an access point and client station that supports
WPA-PSK. The WPA-PSK settings include Key Format, Length and Value.
They must be as same as each wireless client in your wireless network.
When Key format is Passphrase, the key value should have 8~63 ACSII
chars. When Key format is Hex, the key value should have 64 hexadecimal
digits (0~9, a~f or A~F).



Configuring as WLAN Client Adapter

This device can be configured as a wireless Ethernet adapter. In this mode,
the device can connect to the other wireless stations (Ad-Hoc network type)
or Access Point (Infrastructure network type) and you don't need to install
any driver.

Quick start to configure

Step 1. In“Basic Settings” page, change the Mode to “Client” mode. And key in the
SSID of the AP you want to connect then press “Apply Changes” button to

apply the change.
= Wireless LAN Series

contents: Wireless Basic Settings

This page is used to configure the parameters for wireless LAMN clients which may
connect to your Access Point. Here you may change wireless encryption settings as
well as wireless network parameters. Enable universal repeater mode can let radio act
as AP and client simultaneouly but remember the channel must be as same as the
connected AP

[ Disable Wireless LAN Interface
Band: 2.4 GHz (B+3) [

l_Mude: Client [~] I

Network
Infrastructure
Type: = D

I SSID: Target AP-S31ID I

Channel
Number:

[] Enable Mac Clone (Single Ethernet Client)

[J Enable Universal Repeater Mode

Extended
SSID:

[once selected and applied,extendad SSI0 =nd channel number will be updstad)

Step 2. Check the status of connection in “Status” web page

Wireless LAN Series

Access Point Status

This page shows the cument status and some basic settings of the
dewvice.

System
Uprtinme: Oday:0h:55m:46s
Free Memonry 11808 KB
Firmware Wersion 1.3.0.6 20050420
Webpage Version 1.3.0.6 20050420
reless Configuration
Mode Infrastructure Client - Bridge
Band 2.4 GHz (B+G)
SSsID Target-AP-SSID
Channel Number =1
Encryption Disabled
S O - O O 0000

I State Scanning I
RSSI1 o
TCPAP Configuration

% Attain IP Protocol Fixed IP

P Address 19216821
Subnet Mask 255.255.255.0
Drefault Gatewany 19216821
DHCP Server Enabled
MAC Address an: 00 aa bbb dd:-91
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The alternative way to configure as following:

Step 1. In “Wireless Site Survey” page, select one of the SSIDs you want to

connect and then press “Connect’ button to establish the link

&
B .
&
B
&
B

TEC
Fi

Step 2. If the linking is established successfully. It will show the message

Wireless LAN Series

Wireless Site Survey

This page provides tool to scan the wireless network. If any Access Point or IBSS is

found, you

could choose to connect it manually when client mode is enabled

ZFlns-G120-DEV] 00002728 11 (B+3) | AP no 100 (=30 dbo) 2
hank_routed 000590040823 11 (B+G3) | AP no 47 (-37 dban) @
230 Q0000000000 11 (B+3) | AP no 87 (-37 dban) @
atfet 00:0d:14:0060:20 | & (B3 AP no 30 (42 dban) @
Test_voip 000d:14:006d:4e | 1 (BHE) AP b= 73 (46 dh) @
hank_sonted 000590 80:48:4f | 6 (B+3) AP no 73 (46 dhe) @
linksys 000625 deedid 6B+ AP no 53 (-58 dhba) @
[ Refiesh ]

[ Auto Refresh Oonnact] 3

“Connect successfully”. Then press “OK”.

Wireless LAN Series

Connect successfully!

Step 3. Then you can check the linking information in “Status” page.

3 (I [ ([ [P [ R [ [P

3|

Wireless LAN Series

Free Memory 11264 kB
Firmware Version 1.3.0.6 20060420
Wehbpage Version 1.3.0.6 20060420
Mode Infrastructure Client - Router
Band 2.4 GHz (B+G)
SSID ZPlus-G120-DEWY
Channel Number 1

Encryption Disabled

BSSID 00:00:00:04:27:28
State Connected

RSSI 1]

Attain IP Protocol Fixed IP

IP Address 192.168.3.1
Subnet Mask 255.255.255.0
Default Gateway 192.168.3.1

DHCP Server Enabled

MAC Address 00:00: aa:bb:dd:92




Note

If the available network requires authentication and data encryption, you need
to setup the authentication and encryption before stepl and all the settings
must be as same as the Access Point or Station. About the detail
authentication and data encryption settings, please refer the security section.

Authentication Type
In client mode, the device also supports two Authentication Types “Open
system” and “Shared Key”. Although the default setting is “ Auto”, not every
Access Points can support “Auto” mode. If the authentication type on the
Access Point is knew by user, we suggest to set the authentication type as
same as the Access Point.

Data Encryption
In client mode, the device supports WEP and WPA Personal/Enterprise
except WPA2 mixed mode data encryption. About the detail data encryption
settings, please refer the security section.



Configuring Universal Repeater

This device can be configured as a Repeater. In this mode, the device can
extend available wireless range of other AP let user can link the network that
they want, Also the device working as AP and Repeater same time.

Following two ways describe how to make Universal Repeater effective.

1. Enable Universal Repeater Mode and then select a SSID in the Table that
you want. Final click Apply Changes button to take effective. (Click
Refresh button to make table renew)

cantents: This page is used to configure the parameters for wireless LAN clients which may

connect to your Access Point. Here you may change wireless encryption settings as
well a5 wireless network parameters. Enable universal repeater mode can let radio act
as AP and client simultaneouly but remember the channel must be as same as the
connected AP.

[J Disahle Wireless LAN Interface

Band: 24 GHz (B+3) »

Mode:

Network

Type:

SSID:  hank |

Channel 72 Thow Active Clients
Humber:

Enable Mac Clone (Single Ethernet Client)

2 [ Enable Universal Repeater Mode]

Extended |
SSID:

[once selected and applied,extended $510 and channel number will be updated)

ZPlus-G192-Fublic-IP 00:05:9e:81:45:51 |3 (B+5) AP no 26 (74 dbm) 85 ®
WLAN_G_TEST 00:04:14:00:80:18 (B (B+G) = AP no 25 (74 dbm) a5 5
11b 00:06:25:0e:e6:1d | 6 (B) AP no 23 (-80 dbm) g2 O

4 || Refresh

]
Note: Under AP WDS and AP+WDS mode, The Universal Repeater can take
effective.



2. Enter specific SSID in the Extended SSID field and then click Apply
Changes button to take effective.

3 Wireless LAN Series

Wireless Basic Settings

% i " Thiz page = used to configure the paramoters for wireloss L&N chents which may
- COnnect 10 your ACeek Ponl Here you may Change wirsless ancryplion seflings &=
i & well as winsless network parameters. Enable ureersal mpealei mode cam el radio aci
- as &P and chent simulanecuy il remember the charmel must be as same as the
Hy ad connecied AP
B
i &
By I [ Disable Wiseless LAN Imerdoce
-H‘ - Band: 14 (BeC)
- Misda: AF e
-
— Hetwark
& Fe Type:
S50 iy TR A
Chamnel || | Ehowr Acire Cheiy
Wb - -

Enable Mac Clane {Single Ethernet Clisnt
Enakle Unbvarsal Repsater Meds

Extended 31 00 5 e

Fonce e et s aied geleraded GE I wed ofarne st vl b e

WLAN_G_TEST MOA1A00E018 6(B4E AP no | 16EE0dbmd (O
Faed
=

Vil



Ch 3. Configuring WDS

Wireless Distribution System (WDS) uses wireless media to communicate
with the other devices, like the Ethernet does. This function allows one or
more remote LANs connect with the local LAN. To do this, you must set
these devices in the same channel and set MAC address of other devices
you want to communicate with in the WDS AP List and then enable the
WDS.

When you decide to use the WDS to extend your WLAN, please refer the
following instructions for configuration.

® The bridging devices by WDS must use the same radio channel.

® \When the WDS function is enabled, all wireless stations can't connect
the device.

® |f your network topology has a loop, you need to enable the 802.1d
Spanning Tree function.

® You dont need to add all MAC address of devices existed in your
network to WDS AP List. WDS AP List only needs to specify the MAC
address of devices you need to directly connect to.

® The bandwidth of device is limited, to add more bridging devices will
split the more bandwidth to every bridging device.

WDS network topology

In this section, we will demonstrate the WDS network topologies and WDS
AP List configuration. You can setup the four kinds of network topologies:
bus, star, ring and mesh.

In this case, there are five devices with WDS enabled: WDS1, WDS2,
WDS3, WDS4 and WDS5.

Bus topology:

@{%@% {%@%%ﬁ%

[ANT () — LAN2 — LAN3 — LANZ
WDS #1 WDS #2 WDS #3 WDS #4 WDS #5
Device Entries of WDS AP List Spanning . Tree
Protocol Required
WDS1 The MAC Address of WDS2 No
WDS2 The MAC Addresses of WDS1 and WDS3 No
WDS3 The MAC Addresses of WDS2 and WDS4 No
WDS4 The MAC Addresses of WDS3 and WDS5 No
WDS5 The MAC Address of WDS4 No
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Star topology:

S @@

Spanning Tree

Device Entries of WDS AP List .
Protocol Required
WDS1 The MAC Addresses of WDS2, WDS3, WDS4 | No
and WDS5
WDS?2 The MAC Address of WDS1 No
WDS3 The MAC Address of WDS1 No
WDS4 The MAC Address of WDS1 No
WDS5 The MAC Address of WDS1 No

Ring topology:

Device | Entries of WDS AP List Spanning Tree.
Protocol Required

WDS1 | The MAC Addresses of WDS2 and WDS5 Yes

WDS2 | The MAC Addressesof WDS1 and WDS3 Yes

WDS3 | The MAC Addresses of WDS2 and WDS4 Yes

WDS4 | The MAC Addresses of WDS3 and WDS5 Yes

WDS5 | The MAC Addresses of WDS4 and WDS1 Yes




Mesh topology

Device Entries of WDS AP List Spanning Tree
Protocol Required

WDS1 The MAC Addresses of WDS2, WDS3, WDS4 and WDS5 Yes
WDS2 The MAC Addresses of WDS1, WDS3, WDS4 and WDS5 Yes
WDS3 The MAC Addresses of WDS1, WDS2, WDS4 and WDS5 Yes
WDHHA The MAC Addresses of WDS1, WDS2, WDS3 and WDS5 Yes
WDS5 The MAC Addresses of WDS1, WDS2, WDS3 and WD$4 Yes

WDS Application

Wireless Repeater

Wireless Repeater can be used to increase the coverage area of another
device (Parent AP). Between the Parent AP and the Wireless Repeater,
wireless stations can move among the coverage areas of both devices.
When you decide to use the WDS as a Repeater, please refer the following
instructions for configuration.

® In AP mode, enable the WDS function.

® You must set these connected devices with the same radio channel and
SSID.

® Choose “WDS+AP” mode.

® Using the bus or star network topology.



Spanning Tree

Description Entries of WDS AP List Protocol Required

Access Point The MAC Address of Repeater Yes

Repeater The MAC Address of Access Point Yes

Wireless Bridge

Wireless Bridge can establish a wireless connection between two or more
Wired LANs. Whenyou decide to use the WDS as a Wireless Bridge, please
refer the following instructions for configuration.

In AP mode, enable the WDS function.

You must set these connected devices with the same radio channel, but
you may use different SSID.

Choose “WDS” mode for only wireless backbone extension purpose.

You can use any network topology, please refer the WDS topology
section.



Ch 4. Advanced Configurations
Configuring LAN to WAN Firewall

Filtering function is used to block or permit packets from LAN to WAN. The
device supports three kinds of filter Port Filtering, IP Filtering and MAC
Filtering. All the entries in current filter table are used to restrict or allow
certain types of packets from your local network to through the device. Use
of such filters can be helpful in securing or restricting your local network.
Denied or Allowed list depends on your IP forwarding default policy in Route
page. The IP forwarding default policy is “ACCEPT".

If you want block some application from LAN to WAN, you can go to Route

page to select “ACCEPT” for IP Forwarding Default Policy.
Routing Setup

This page is used to setup dynamic routing protocol or edit static route entry. Disable
the MAT will turn off IP masgerade and the functions of DMZ Port Fonwarding.

[1 Disable NAT

IIP Forwarding Default Policy ACCEFT m I 3
L

If you want permit some application from LAN to WAN, you can go to Route

page to select “DROP” for IP Forwarding Default Policy.
Routing Setup

This page is used to setup dynamic routing protocol or edit static route entry. Disable
the NAT will turn off IP masgerade and the functions of DMZ Port Forwarding.

[1 Disable NAT

(lp_Forwarding Default Policy | DRCP_ L] 3
4

Port Filtering
When you enable the Port Filtering function, you can specify a single port
or port ranges in current filter table. If you select ACCEPT for the IP
forwarding default policy, once the source port of outgoing packets match
the port definition or within the port ranges in the table, the firewall will
block those packets form LAN to WAN.



Port Filtering

Entries in this table are used to restrict{allow) certain types of data packets from your
local netwaork to Internet through the Gateway. Use of such filters can be helpful in

securing your local network. Denied or Allowed list depends on your IP forwarding
default policy in Route page

l Enable Port Filtering (denied list) I

- Protocol: | Both D Comment:

Port Range:

Current Filter Table:

FIF -
23 TCP Telnst ™
50 TCP+UDF Hitp =

[ Delete Selected. ] [DEle(EAll]

If you select DROP for the IP forwarding default policy, once the source
port of outgoing packets match the port definition or within the port ranges

in the table the firewall will allow those packets form LAN to WAN.
< =1 CC Port Filtering

Entries in this table are used to restrict{allow) certain types of data packets from your
local network to Internet through the Gateway. Use of such filters can be helpful in

securing your local network. Denied or Allowed list depends on your IP forwarding
default policy in Route page.

l Enable Port Filtering (allowed list) l

Port Range: Protocol: | Both D Comment:

[ Aoty anaes ] [Rece]

Current Filter Table:

TCP+UTE FTP -
23 TCP Telnet -
801 TCP+UDP Hep -

Diclete Selected ] [DeleteA]l] [Rmet]

IP Filtering

When you enable the IP Filtering function, you can specify local IP
Addresses in current filter table. If you select ACCEPT for the IP
forwarding default policy, once the source IP address of outgoing packets

match the IP address definition in the table, the firewall will block those
packets form LAN to WAN.

IP Filtering

Entries in this table are used to restrict(allow) certain types of data packets from your
local netwaork to Internet through the Gateway. Use of such filters can be helpful in

securing your local network. Denied or Allowed list depends on your IP forwarding
default policy in Route page

I Enable IP Filtering (denied list) I
Flltprlrn

—
5 Bt [ Local IP Address: Protocol: | Both D Comment:
art Fo ing

[ osls =] (R

Current Filter Table:

lozlag211 TCF Client 11 al
192168223 TCF+UDE Client 23 -
192168255 TDF Client 35 I §

Delete Selected ] [DEle(EA].l]
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If you select DROP for the IP forwarding default policy, once the source IP
address of outgoing packets match the IP address definition in the table,

the flrewall WI|| allow those packets form LAN to WAN.
g IP Filtering

Entries in this table are used to restrict(allow) certain types of data packets from your
local network to Internet through the Gateway. Use of such filters can be helpful in
securing your local network. Denied ar Allowed list depends on your IP forwarding
default policy in Route page.

[ | Enable IP Filtering (allowed list) |
Local IP Address: Protocol: | Both D Comment:

[ Aoty Chanem ] [Rat]

Current Filter Table:

le2188.2.11 TCP Client 11 |

192.168.2.23 TCP+UDF Chient 23 |

192.168.2.35 UDF Client 35 -
[ Delete Selected ] [ Delete ATl ] [Rmet]

MAC Filtering

When you enable the MAC Filtering function, you can specify the MAC
Addresses in current filter table. If you select ACCEPT for the IP
forwarding default policy, once the source MAC Address of outgoing
packets match the MAC Address definition in the table, the firewall will

block those packets form LAN to WAN.
ts MAC Filtering

Entries in this tahle are used to restrict{allow) certain types of data packets from your
local network to Internet through the Gateway. Use of such filters can be helpful in
securing your local netwaork. Denied or Allowed list depends an your IP forwarding
default policy in Route page

l Enable MAC Filtering (denied Iisﬂl
MAC Address: Comment:

Current Filter Table:

00000312201 02 Cliemt 1 -
O0000006:06:10 Client 5 -
000000101022 Client 13 -

[ Delete Selected ] [DeleteA]l]
If you select DROP for the IP forwarding default policy, once the source
MAC Address of outgoing packets match the MAC Address definition in

the table, the firewall will allow those packets form LAN to WAN.
: MAC Filtering

Entries in this table are used to restrict(allow) certain types of data packets from your
local network to Internet through the Gateway. Use of such filters can he helpful in
securing your local network. Denied or Allowed list depends on your IP forwarding
default policy in Route page

l Enable MAC Filtering (allowed list) I
MAC Address: Comment:

Current Filter Table:

Q000031200 .02 Client 1 B
O0:0000:06:06: 10 Client 5 -
O0:00:00:10:10:22 Client 13 |

[ Delete Selected. ] [Dele(eA].l]




NAT (Network Address Translation)

NAT isthe trandation between public |P address and private |P address. While
NAT isenabling, you can use port forwarding or DMZ to redirect your common

network services. If you want to disable NAT, you can go to Management-Route

page to disable it and the functions of DMZ, Port Forwarding will be disabled.
nts:

Routing Setup

This page is used to setup dynamic routing protocal or edit static route entry. Disable
the MAT will turn off IP masgerade and the functions of DMZ Port Forwarding.

Disable NAT | 3

IP Forwarding Default Policy | ACCEFT D

Coes]) 4

Configuring Port Forwarding (Virtual Server)

This function allows you to automatically redirect common network services
to a specific machine behind the NAT firewall. These settings are only
necessary if you wish to host some sort of server like a web server or mail
server on the private local network behind the device's NAT firewall.

Poert Ferwarding

Emras In thia table allow you o autometically redirect cammon nelwork sardcas 1o @ speeifid
rnachine behind the AT fireveall Thess seitings are only neace=sary if you wizh to boed =ome
acit of sarver lika @ web sarver or mail senver an the private local netwark bahind yowe
Sateway'a RNAT Tiravwall

1 Enalbe Port Fonsaarding
1P Axddross; | Protocal; Eoth % | pan Range: | Conmmm e i

The most often used port numbers are shown in the following table.

Services Port Number
ECHO 7
FTP (File Transfer Protocol) 21
Telnet 23
SMTP (Simple Mail Transfer Protocol) 25
DNS (Domain Name System) 53
Finger 79
HTTP (Hyper Text Transfer Protocol) 80
POP3 (Post Protocol) 110
NNTP (Network News Transport Protocol) 119
SNMP (Simple Network Management Protocol) 161
SNMP trap 162

49



SIP (Session Initiation Protocol) 5060
PPTP (Point-to-Point Tunneling Protocol) 1723

Multiple Servers behind NAT Example:

In this case, there are two PCs in the local network accessible for outside
users.

AP Client
Web Server ”X ) ‘
IP Address 192.168.2.1 @
Port: 80 g Di Internet 8

o S N

Device with Router Mode enabled User
WLAN IP Address:192.168.2.254
AP Client #2
FTP Server
IP Address; 192.168.2.2
Port:21
Current Port Forwarding Table:
15216821 TCEHUIDE 1] Weh Server
19216822 TCP+UIDE 21 FTE Server |:|
[ Delete Selected ] [ Delete Al ] [R’E‘SEt]

Configuring DMZ

A Demilitarized Zone is used to provide Internet services without
sacrificing unauthorized access to its local private network. Typically, the
DMZ host contains devices accessible to Internet traffic, such as Web
(HTTP) servers, FTP servers, SMTP (e-mail) servers and DNS servers.
So that all inbound packets will be redirected to the computer you set. It
also is useful while you run some applications (ex. Internet game) that use
uncertain incoming ports.
DMZ

A Demilitanzed Zone is used ko provide Inkernst sevices without sscrficng
unauthorized access 1o b= local povade neiveork. Typically, the OMZ ho=t containe
dewices acce=sible 1o Irkernet traffic, such as Web (HTTP ) semvers, FTP sanvem,
SMTF (e-mnil] sersmrs and DS eoreers.

1 Emable DMZ
DMIZ Host 1P Addross:

| Appoly Chenges | | Rissat |




Enable DMZ: Enable the “Enable DMZ", and then click “Apply Changes” button to
save the changes.

DMZ Host IP Address: Input the IP Address of the computer that you want to expose to
Internet.

AP Client

Device with Router Mode enabled

DNS Host

Configuring WAN Interface

The device supports four kinds of IP configuration for WAN interface,
including Static IP, DHCP Client, PPPoE and PPTP. You can select one of
the WAN Access Types depend on your ISP required. The default WAN

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the YWAN
port of your Access Point. Here you may change the access method to Static IP, DHCP
Client, PPPoE or PPTP by click the itern value of YWAN Access type.

WAN Access Type: static [P [+]

IP Address: 172111
Subnet Mask: 2552552550
Default Gateway: 1721.1.2:4

DNS 1:

DNS 2:

DNS 3:

Clone MAC Address: | DOC000000000

Enable uPNP

Enable Web Server Access on WAN

Enable IPsec pass through on VPN connection

Enable PPTP pass through on VPN connection

Ooo0o®™O

Enable L2TP pass through on VPN connection

Static IP

You can get the IP configuration data of Static-IP from your ISP. And you

will need to fill the fields of IP address, subnet mask, gateway address,
and one of the DNS addresses.
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IP Address:

Subnet Mask:

Default Gateway:

DNS 1~3:

Clone MAC
Address:
Enable uPnP:

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the YWAN
port of your Access Point. Here you may change the access method to Static IP, DHCP
Client, PPFoE or PPTP by click the itern value of WAN Access type.

WAN Access Type: Swic P [

IP Address: 172111
Subnet Mask: 2552552550
Default Gateway: 172.1.1.254

DNS 1:

DNS 2:

DNS 3:

Clone MAC Address: | 0000000000C0

Enable uPNP

Enable Web Server Access on WAN

Enable IPsec pass through on VPN connection

Enable PPTP pass through on VPN connection

Oo0O0EO

Enable L2TP pass through on VPN connection

The Internet Protocol (IP) address of WAN interface provided by your
ISP or MIS. The address will be your network identifier besides your
local network.

The number used to identify the IP subnet network, indicating whether
the IP address can be recognized on the LAN or if it must be reached
through a gateway.

The IP address of Default Gateway provided by your ISP or MIS.
Default Gateway is the intermediate network device that has knowledge
of the network IDs of the other networks in the Wide Area Network, so it
can forward the packets to other gateways until they are delivered to the
one connected to the specified destination.

The IP addresses of DNS provided by your ISP.

DNS (Domain Name Server) is used to map domain names to IP
addresses. DNS maintain central lists of domain name/IP addresses and
map the domain names in your Internet requests to other servers on the
Internet until the specified web site is found.

Clone device MAC address to the specify MAC address required by your
ISP

Enable uPnP, this function allows the device to be found and configured
automatically by the system. (Ex. Window XP)

DHCP Client (Dynamic IP)

All IP configuration data besides DNS will obtain from the DHCP server
when DHCP-Client WAN Access Type is selected.

52



DNS1~3:

Clone MAC
Address:

Enable uPnP:

PPPOE

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WWAN
port of your Access Point. Here you may change the access method to Static IP, DHCP
Client, PPFoE or PPTP by click the item value of WAN Access type.

WAN Access Type: | DHCP Client [

O Attain DNS Automatically
& Set DNS Manually

DNS 1:

DNS 2:

DNS 3:
Clone MAC Address: | 000000000000
Enable uPNP
Enable Web Server Access on WAN

Enable IPsec pass through on VPN connection

Enable PPTP pass through on VPN connection

{39 8 0 o < R

Enable L2TP pass through on VPN connection
The IP addresses of DNS provided by your ISP.

DNS (Domain Name Server) is used to map domain names to IP
addresses. DNS maintain central lists of domain name/IP
addresses and map the domain names in your Internet requests
to other servers on the Internet until the specified web site is

found.

Clone device MAC address to the specify MAC address required

by your ISP

Enable uPnP, this function allows the device to be found and

configured automatically by the system. (Ex. Window XP)

When the PPPoE (Point to Point Protocol over Ethernet) WAN Access
Type is selected, you must fill the fields of User Name, Password provided
by your ISP. The IP configuration will be done when the device

ntents:

d
tion hode

successfully authenticates with your ISP.

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WYWAR
port of your Access Point. Here you may change the access method to Static [P, DHCP
Client, PPPoE or PPTP by click the itern value of YW.AN Access type

WAN Access Type: FFFPoE [+~]

User Name:

Password:

Connection Type: Continuous D
Idle Time: (1-1000 minutes)
MTU Size: 1412 {1400-1492 bytes)

 Attain DNS Automatically
@ Set DNS Manually
DNS 1:
DNS 2:
DNS 3:
Clone MAC Address: 000000000000
Enable uPNP
Enable Web Server Access on WAN
Enable IPsec pass through on VPN connection
Enable PPTP pass through on VPN connection
Enable L2TP pass through on VPN connection
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User Name: The account provided by your ISP

Password: The password for your account.

Connect Type: “Continuous “ : connect to ISP permanently
“Manual” : Manual connect/disconnect to ISP

“On-Demand™ Automatically connect to ISP when user needs to
access the Internet.

Idle Time: The number of inactivity minutes to disconnect from ISP. This
setting is only available when “Connect on Demand”’ connection
type is selected.

MTU Size: Maximum Transmission Unit, 1412 is the default setting; you may
need to change the MTU for optimal performance with your specific
ISP.

DNS1-~3: The IP addresses of DNS provided by your ISP.

DNS (Domain Name Server) is used to map domain names to IP
addresses. DNS maintain central lists of domain name/IP
addresses and map the domain names in your Internet requests to
other servers on the Internet until the specified web site is found.

Clone MAC Clone device MAC address to the specify MAC address required
Address: by your ISP.
Enable UPnP: Enable UPnP, this function allows the device to be found and

configured automatically by the system. (Ex. Window XP)

PPTP
Point to Point Tunneling Protocol (PPTP) is a service that applies to
connections in Europe only.

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WARN
port of your Access Point. Here you may change the access method to Static IP, DHCP
Client, PPPoE or PPTP by click the itern value of WAN Access type

WAN Access Type: FFTF =
IP Address: 172112
Subnet Mask: 25525512550
Server IP Address: 1720111

User Name:
Password:

MTU Size: 1412 (1400-1492 hytes)
O Attain DNS Automatically
= Set DNS Manually
DNS 1:
DNS 2:
DNS 3:
Clone MAC Address: | 000000000000
Enable uPNP
Enable Web Server Access on WAN
Enable IPsec pass through on VPN connection

Enable PPTP pass through on VPN connection

R (& [

Enable L2TP pass through on VPN connection



IP Address:

Subnet Mask:

Server IP Address:
(Default Gateway)
User Name:
Password:

MTU Size:

DNS1~3:

Clone MAC Address:

Enable uPnP:

The Internet Protocol (IP) address of WAN interface provided by
your ISP or MIS. The address will be your network identifier
besides your local network.

The number used to identify the IP subnet network, indicating
whether the IP address can be recognized on the LAN or if it
must be reached through a gateway.

The IP address of PPTP server

The account provided by your ISP
The password of your account

Maximum Transmission Unit, 1412 is the default setting, you
may need to change the MTU for optimal performance with your
specific ISP.

The IP addresses of DNS provided by your ISP.

DNS (Domain Name Server) is used to map domain names to IP
addresses. DNS maintain central lists of domain name/IP
addresses and map the domain names in your Internet requests
to other servers on the Internet until the specified web site is
found.

Clone device MAC address to the specify MAC address required
by your ISP.

Enable uPnP, this function allows the device to be found and
configured automatically by the system. (Ex. Window XP)

Configuring Clone MAC Address
The device provides MAC address clone feature to fit the requirement of
some ISP need to specify the client MAC address.
Physical WAN interface MAC Address clone

1.

or DHCP Client WAN access type

WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the YWARN
port of your Access Point. Here you may change the access method to Static 1P, DHCP
Client, PPFPoE or PPTF by click the itern value of WARN Access type

WAN Access Type: DHCP Client |

O Attain DNS Automatically
& Set DNS Manually

DNS 1:
DNS 2:
DNS 3:

| Clone MAC Address: 001122334435 |

[ Enable uPNP

Enable Web Server Access on WAN

[0 Enable IPsec pass through on WPN connection
[] Enable PPTP pass through on VPN connection
[] Enable L2TP pass through on VPN connection

2. Clone MAC address for Static IP WAN access type



WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to the WWARM
port of your Access Foint. Here you may change the access method to Static IP, DHCP
Client, PPFPoE or PPTF by click the item value of YWAMN Access type

WAN Access Type: Static [P D
IP Address: 1721.1.1
Subnet Mask: 2552552550
Default Gateway: 172.1.1.254
DNS 1:
DNS 2:
DNS 3:
[clone MAC Address:  |001122334455 |

Enable uPNP

Enable Web Server Access on WAN

Enable IPsec pass through on WYPN connection
Enable PPTP pass through on VPN connection

ooo®0O

Enable L2TP pass through on VPN connection

3. Clone MAC address for PPPOE WAN access type

Wireless LAM Se =

WAN Interface Setup

This pagse iz uswd to configure the parmmetsra for iInfemed network which connecks bo e W0AR
pot of your Sccess Poli. Hera yod may. chenge Tha access method 10 Satic IF, DHCFP
Chant, FRPCE of FRTE by oliok 1he e valun of WLkl Aocoss type

FEFuE

WWAN Access Tyee:

Wigend Mawpon]

P o el :
Conmaotion Ty
Nl Fhivi:

AT Sizar

o
A ek MW e et
i -
o | -
P1-1000 priinidesl
(1400-1452 bytes)

Contrrero

faiz

O Atimin ON% Autsrmniicallhy
21 Eat NS Manislly

DHS 1

DHS 29

D% 3

| Clone MAC Audross; 001122030455 |
] Enakla ul"NP
=l Enakle Welr Sorver Acoess o VWAN
1 Enalsle (Psac jpass hisugh on WEN conmectisn
] Enabls PPTF pass through on WEN connection
| Enalle LETP pass thoough on VPH csnnecifen

Clone MAC address for PPTP WAN access type

VWAN Interface Setup

Thix pags im ussd tn configurs the parametsre far icdernst nedveode which connecte b dhes WU
port of your Acceee Poird. Hare you may change tha acce=es mathod to Static 1P, OHCP
Clisnt. FFFoE ar FFTF by click ihe item value of YAl Accese by ps

4.

VAN A cass Type FETE

1P Aurbdir s 1781.0.2
Suilrinen Mask) 25535528500
Surver (P Addres: 17edaa
Ulsar Hamn;

P o mararoral:

BTU Shza: La12

[1400-14593 bytas]
o lmaln DHS Auremat cally
e smed (PN Manualby
HS 15
DHS Z:
DH% 3
| Clone MAC Ssldress; 001122334455 |
1 Emabile aPHF
Enakia Wak Sarvar fccome on WAH
Emalile IPse0 pass thiswigh on YN aamieotian
Enahls FRETF pass through on VPN connection
Emalrie LETP pass thicugi on ¥YPH cennacien
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5. Physica LAN interface MAC address clone
Wireless LAN Series

LAN Interface Setup

This page is used to configure the pararneters for local area netwark which connects to

the device. Here you may change the setting for [P Address, Subnet Mask, DHCP,
etc..

IP Address: 19216821

Subnet Mask: 2552552550

Default Gateway: 0000

DHCP: Sexver D

DHCP Client Range:  |192.16822 - [192.168.2.254
802.1d Spanning Tree: |Disabled [

Clone MAC Address: 001122334455 |

MTU Size: 1500

Configuring DHCP Server

1. To use the DHCP server inside the device, please make sure there is no other
DHCP server existed in the same network as the device.

2. Enable the DHCP Server option and assign the client range of |P addresses as
following page.

Wireless LAN Series

LAN Interface Setup

This page is used to configure the parameters for local area network which connects to

the device. Here you may change the setting for [P Address, Subnet Mask, DHCP,
et

IP Address: 192.168.2.1

Subnet Mask: 2552552550

Default Gateway: 0000

DHCP: Server D

DHCP Client Range: 1e2.168.22 — |192.168.2.254 Show Client

802.1d Spanning Tree: |Disahled [
Clone MAC Address: 000000C00000

MTU Size: 1500

[ Aoy i) [Ree]

3. When the DHCP server is enabled and aso the device router mode is enabled

then the default gateway for al the DHCP client hosts will set to the IP
address of device.

Bandwidth Control
This functionality can control Bandwidth of Up/Downstream

1. Enable Bandwidth Control and then enter Data Rate Latency and Burst Packet in
the specific field.
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Bandwidth Control Settings

This page is used to configure the networking bandwidth. ¥ou can set the upstream
and downstream data rate when the device is set to client mode.

3 [ Bandwidth Cuntrol]

B Upstream Data Rate: 24000 {16-24000 khps)
%: Upstream Latency: 50 (20-1024 ms)

E Upstream Burst Packet: 25600 (1600-40000 Bytes)
%: : Downstream Data Rate: 24000 (16-24000 kbps)
% s Downstream Latency: 50 (20-1024 ms)

% Downstream Burst Packet: 25600 (1600-40000 Bytes)
£ + [CFrme ) (o)

Note: Only dewce n Client mode or WISP mode this functionality can take
effective.

2. Parameter Definition

L abel Description

Upstream Data Rate Speed of transmit data that from Ethernet
interface to Wirdless interface

Upstream Latency Similar a waiting time the data queuing-
time.

Upstream Burst Packet Similar abuffer the data will into the buffer
while the data is transmit or receive.

Downstream Data Rate Speed of transmit data that from Wireless
interface to Ethernet interface.

Downstream Latency Smilar a waiting time the data queuing-
time.

Downstream Burst Packet | Similar a buffer the data will into the buffer
while the data is transmit or receive.




QoS (Quality of Service)
Filter Priority and IP-ToS have not finished yet and also fine tuning.

QoS alows you to specify some rules, to ensure the quality of service in your network.
Such as se Bandwidth Priority concept to allocate bandwidth. This function can be
helpful in shaping and queuing traffic from LAN (WLAN) to WAN or LAN to
WLAN, but not WLAN to WLAN.

Enable the QoS and then fill in Bandwidth Ratio (H/M/L) the device has three

Bandwidth Priorities High, Medium and Low user can allocation Bandwidth to these
and default isHigh:50 , Medium:30 and Low:20

59



QoS setting

Entries in this table are used to restrict certain quality of service far your netwark. Use
of such setting can be helpful in traffic control or gueuing discipline of your network.
The traffice control among WLAN stations is futile it works between LANMYLAN)AARN
or LANAYLAN. The default gueue is Med and once the bandwidth borrowed is

enabled | the higher bandwidth priarity will get the remaining bandwidth first.

3 QoS Enabled

Bandwidth Borrowed
Max Throughput : 20000 (kbps)
Bandwidth Ratio (H/M/L): 4| |50 |. |30 |.|20 |fay

The following table describes the priorities that you can apply to bandwidth.

Priority Level Description

High Typicaly used for voice or video applications that is
especialy sensitive to the variations in delay.

Medium Typicaly used for important traffic that can tolerate
some delay.

Low Typically used for noncritical traffic such as a large
number of transfers but that should not affect other
application.

Click the QoS link under M anagement to open the QoS Setting page. This page is
divided into three parts. basic settings, QoS rule settings, and current QoS setting
table.

1. Enable QoS and enter Max Throughput (default 20Mbps)
Bandwidth Ratio (default H:50%, M:30%, L :20%)
(oS Enabled

Bandwidth Borrowed

Max Throughput : 20000 (kbps)
Bandwidth Ratio {H/M/L): 5001300120 ey
| Apply Changes |

The following table describes the labels in this part.

L abel Description

QoS Enabled Select this check box to enable quality of service.




Bandwidth Borrowed

Select this check box to allow a rule to borrow unused
bandwidth. Bandwidth borrowing is decided by priority
of the rules. Higher priority will get the remaining
bandwidth first.

Max Throughput

Enter the value of max throughput in kbps that you want
to dlocate for one rule. The value should between 1200
kbps and 24000 kbps.

Bandwidth Ratio (H/M/L)

You can specify the ratio of priority in these fields. The
range from 1 to 99. The High prioritys ratio should
higher than Medium prioritys ratio and Medium
priority s ratio should higher than Low priority's ratio.

Apply Changes

Click this button to save and apply your settings.

2. QoS Rule settings
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Source IP Address :
Source Netmask :
Destination IP Address :
Destination Netmask :

Source MAC Address :

Destination MAC Address :

Source Port / range:
Destination Port / range:
Protocol:

Bandwidth Priority:
Filter Priority:

IP TOS Set:

(oG] (Fee]

to
to
W
W

i [Loveer number,Higher Priarity)

W

The following table describes the labels in this part.

L abel Description

IPAddress Enter source/destination IP Address in dotted decimal
notation

Netmask Once the source/destination |P Address is entered, the
subnet mask address must be filled in this field.

MAC Address Enter source/destination MAC Address.

Port / range You can enter specific port number or port range of the
source/destination

Protocol Select a protocol from the drop down list box. Choose

TCP/UDP, TCP or UDP.

Bandwidth Priority

Select a bandwidth priority from the drop down list box.
Choose L ow, Medium or High.

Filter Priority Select a filter priority number from the drop down list
box. Lower number gets higher priority while two
rules have the same bandwidth priority.

IP TOS Match Select an IP type-of-service value from the drop down
list box. Choose Normal Service, Minimize Cost,
Maximize Rdiability, Maximize Throughput, or
Minimize Delay.

Apply Changes Click this button to save and apply your settings.
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Reset Click this button to begin re-input the parameters.

Current QoS setting table
In this part, you can see how many rules have been specified. And you can see the
detail about the rules and manage the rules. This table can input 50 rules at most.

Current QoS Setting:
[Mask 255 255 255 255 means single host)

192.1668.2.11/24 140.113.27.181/24 00:05:9e:80:5a:ee - 21-21 21-21 TCR LOWY Mormal []
anywhers anywhere - - 20-50 - TCRUDP MED 0 Mormal []
192.168.2.13/24 anywhere - - S0000-50050 - TCRAUDP LOVY 2 Mormal []
anywhere 192.168.2.12/24 - - - - TCRAUDP MED 1 Maormal [
192.168.2.15/24 anywhere 00:05:9e:80: aa:cc - - - TCRAUDP HIGH 0 Marmal [
[ Delete Selected ] [ Delete AL l lRtset]

An example for usage

User C LAN WAN
) VolP
FTP
@ | nter net
User B Zplus-G192
UserA

For example, there are three users in your network.

e User A wants to browse the websites to retrieve information.

* User B wants to use FTP connection to download alargefile.

» User C wants to use software phone to connect with customer.
The voice is sengitive to the variations in delay; you can set High priority for User C.
The FTP transmission may take along time; you can set L ow priority for User B.



Current QoS Setting:
[M=ask 255.2595.255. 255 means single host)

192 168.2.11/24 anywhere - S0R0-5061 - TCRAUDP  HIGH ] MWormal [
192.168.2.12/24 anywhere - - 21-21 - TCR Ly ] Marmal [
192 168.2.13/24 anywhere - - a0-30 - TCP MED ] Marmal [ ]

[ Delete Selected l [DE:IE:EAI]] [Rf:set]

Static Route Setup

User can set the routing information let the Router knows what routing is correct also
it can not learn automatically through other means.

I
| Network 2

I I Network 3
I

I

I

Network 4

For example, if user wants to link the Network 3 and Network 4 separately from
Network 1 that Routing Table configuration as blow:

1. Enable Static Route in Route Setup of TCP/IP page and then enter IP Address of
Network 3 Subnet Mask and IP Address of Router (R1) in Default Gateway field
final click Apply Change button.

[“] Enable Static Route

IP Address: 192.168.3.0
Subnet Mask: 25525525510
Default Gateway: 192.168.2.]

[[ Lpply Changes J] [Rm[ Show Route Table ]




2. Enter IP Address of Network 4 Subnet Mask and IP Address of Router (R2) in
Default Gateway field final click Apply Change button.

[¥] Enable Static Route

IP Address: 192.1684.0
Subnet Mask: 25525525510
Default Gateway: 19216822

| (sl Gl )| [Rest) [ S Rove ot

3. In Static Route Table there have two routings for Network 3 and Network 4
Static Route Table:

192, 168.3.0 25525525510 19216821
19216840 25525525510 19216822 |:|

Dynamic Route Setup

The Dynamic Route utilizes RIPL/2 to transmit and receive the route information with

other Routers.
1. Enable Dynamic Route and then select RIP 1 RIP2 or Both to transmit/receive
packets final click Apply Change button.

Enable Dynamic Route

RIP transmit to WAN EF1 snd RIF2 »
RIP ieceive from WAN RPl and RF2 |
RIP transmit to LAN EIF]l and RIF1 »
RIP receive from LAN EIFl and BIF2 »
=)

2. Click Show Route Table button to show Dynamic Route Table.
[l Enable Static Route

IP Address:

Subnet Mask:

Default Gateway:

[ Appiy Changss | [Reset)[ [ Show Rowe Tabie | ]




3. In Dynamic Routing Table there have two routings for Network 3 and Network 4
Routing Table

This tahle shows the all souting entry .

2550550552055 QOO0 255255355255 0 I )
1916840 1916822 | 2552552550 UG 2 0 0 ko
[ 190168310 19016821 3552852850 UG 5 0 0 WO ]
19216820 Q000 2552552550 U 0 0 0 wo
172110 L0 252552850 u 1] 0 0 whal
0000 17211254 Q000 Uz 0 0 0 whn
Refiesh | [ Clese

VPN Pass-through

This functionality let the device can Pass-through the VPN packets including PPTP/
L2TP/IPsec VPN Connection.

VPN Connection
i} -

()]
Q LAN @ WAN S
o
@ =
Laptop 1 VPN Client (VPN Passthrough) VPN Server

1. Check the VPN Pass-through in WAN Interface of TCP/IP Page that you want and
then click Apply Changes button.
[¥] Enable Web Server Access on WAN

1| [¥] Enable IPsec pass through on VPN connection
[“] [Enable PPTP pass through on VPN connection

b

[“] [Enable LZTP pass through on VPN connection

-

" (Cooee ) (=)

Using CLI Menu

Start a SSH(Secure Shell) client session to login the device
The SSH server daemon inside device uses well-known TCP port 22.
User must use SSH client utility such like Putty to login the device. The
default password for user “root’ is “qwert”, once user login the device
then can change the password by CLI command.

Execute CLI program



This program won't execute automatically when user login the device.
User must manually execute it by typing the case-sensitive command
“cli”. Please note that any modified settings won't save permanently
until user “Apply Changes to Flash” or reboot it. The new settings
modified by CLI will take effect after rebooting the device.

Menu Tree List
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Operation Mode
1: Router
2: Bridge
0O: Cancel

. Operation Mode |

Wir eless Setting

A . Basic Settings

B. Advanced Settings

C. Security Settings

D. Access Control Settings
E. WDS Settings

0. Exit

. Wireless Setting  a——

. TCP/IP-LAN Setting -

TCP/I P-LAN Setting

IP Address

Subnet M ask

Default Gateway
DHCP

DHCP Client Range
802.1d Spanning Tree
. Clone MAC Address
.MTU Size

EXit

oIQmMMUNw»

. TCP/IP-WAN Setting

m oo O © »

. Route Setting -

. Firewall Setting

. Management -

I @ T

. Apply Changes to Flash
I . Reboot to take effect

0. Exit

TCP/IP WAN Settings
WAN Type

IP Address

Subnet M ask
Default Gateway
DNS1

DN

. DNS3

Clone MAC Address
uPNP

Exit

ONX@MmMOOw»

Route Settings

-[Dynamic Route]----------------—-

. Dynamic Route

. RIP transmit to WAN

. RIP receive from WAN

. RIP transmit to LAN

. RIPreceivefrom LAN
-[Static Route] --------=-----==-mm--- -
F. Static Route

G. Add Static Route Setting

H. Delete Static Route Setting

. Delete all Static Route Setting
J. Current Static Route Setting List
-[Route Table] ------------------—————-
K. Show Route TableList

0. Exit

moQ >

Firewall Settings
A. Port Filtering

B. IP Filtering

C. MAC Filtering
D. Port Forwarding
E.DMZ

0. Exit

Wireless Basic Settings
A. Access Point Status
B. QOS Settings

C. Bandwidth Control
D. SNM P Settings

E. Password

0. Exit




The System Management
Password Protection

Both Web-Browser and SSH configuration interfaces have password
protection.

i Wireless LAN Series

Password Setup

Tris pape k5 u=ad bo S5t the account to access the web sener of Access Pom.
Emply user name and paaswand wil disable the protechan.

User Mame:

Mew Passward:

Confirmed Passwernd:

Apgle Changes | [ Pssat |

To disable the Web-Browser password protection just leave the “User
Name” field to blank then click “Apply Changes” button.

To change the password of user “root” for SSH session, please use the
CLI menu item G. System Setting—>A. Root Password
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SNMP Agent
This device is compatible with SNMP v1/v2c and provides standard MIB II.
Currently only the “public” community string is available and the modified
settings by SNMP SET request will be lost after rebooting the device.

1. Enable SNMP and then enter IP Address of SNMP Manager in Trap
Receiver IP Address field and Community String in System Community
String field. Final click Apply Changes button.

SNMP Settings

This page i=s used to configure the SNMP settings. You can get some of the system
infarmation wia setting the SNMP network protocol.

3[[Z SNMP Enabled |

System Community String: uklic

System Name: hank

System Location: IF

System Contact; hank

Trap Receiver IP Address1: 4| 152168211
Address1 Community String: [hﬁnk ]

Trap Receiver IP Address?:
Address? Community String:
Trap Receiver IP Address3:
Address3 Community String:

5| Apply Changes ]I[ Reset ]

2. Following Table describes the SNMP configuration parameter
Label Description

System Community String

This is password sent with each trap to the
SNMP Manager.

System Name

Type the Name which is name of device.

System Location

Type the Location which is location of
device

System Contact

Type the Name which is person or group
when the device has problem can find
they.

Trap Receiver IP Address

Type the IP Address which is address of
SNMP Manager.

Trap Receiver Community
String

This is password receive with trap from
the device (SNMP Agent).
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3. SNMP Traps

Traps Description

coldStart(0) The trap from device after reboot the
device

linkDown(2) The trap is sent when any of the links are
down. See the following table.

linkup(3) The trap is sent when any of the links are

UP. See the following table.

authenticationFailure(4)

The trap is sent when the device receiving
gets or sets requirement with wrong
community.

4. Private MIBs

OID Description

1.3.6.1.4.1.99.1 Mode, Operation Mode in device.

1.3.6.1.4.1.99.2 SSID, SSID of the device

1.3.6.1.4.1.99.3 Channel, Channel of the device in WLAN

1.3.6.1.4.1.99.4 Band, 802.11g/802.11b only

1.3.6.1.4.1.995 RSSI, Receive Signal Strength Index
(Support AP and Client RSSI)

1.3.6.1.4.1.99.6 Active_Clients, The number of associate
clients

1.3.6.1.4.1.99.7 Active_Clients_List, Client’'s Information
(MAC Address, Data Rate, RSSI...etc)

1.3.6.1.4.1.99.8 Encryption, Encryption type of device in
Wireless Network

1.3.6.1.4.1.99.1 - Mode

1.3.6.1.4.1,99.1.2.1
1.3.6.1.4.1,99.1.3.1
.1.3.6.1.4.1,99.1.100.1
1.3.6.1.4.1,99.1.101.1

1.3.6.1.4.1.99.2 - SSID

13614199221
.1.3.6.1.4.1,99.2.3.1
1.3.6.1.4.1,99.2.100.1
1.3.6.1.4.1,99.2,101.1

MODE
Jbinfflash snmpget MODE
1]

510
[binjflash snmpget SSID
1]
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1.3.6.1.4.1.99.3 - Channel

136141993101 1

1.3.6.1.4.1.99.53.2.1 CHAMMEL
1.3.6.1.4.1,99,3.3.1 [bin/flash snmpget CHAMNMEL
1.3.6.1.4,1,99,3,100,1 u]

.1,3.6.1,4,1,99,3,101.1

1.3.6.1.4.1.99.4 - Band

1.3.6.1.4.1.99.4.2.1 BAND
1.3.6.1.4.1,99,4,3.1 [binfflash snmpget BAND
1.3.6,1.4.1,99.4,100.1 0
1.3.6,1.4.1,99.4,101.1

1.3.6.1.4.1.99.5 - RSSI

A1.36.1.4,1,995,2.1 R551
1.3.6.1.4.1,995.35.1 Ibinflash snmpget RSS1
1,3.6,1,4,1,99,5,100.1 1]
1,3.6,1,4,1,99,5,101.1

1.3.6.1.4.1.99.6 - Active_Clients

1.3.6.1.4.1.99.6.2.1 ACTIVE_CLIENTS
1.3.6.1.4.1,99.6.3.1 fbinfflash snmpoet ACTIVE_CLIENTS
.1.3.6.1.4.1,99.6.100.1 0

1.3.6.1.4.1,99.6.101.1 L],__l

1.3.6.1.4.1.99.7 - Active_Clients_List

1.5.6.1.4.1.99.7.2.1 ACTIVE_CLIEMTS_LIST
1.5.6.1.4,1,99.7.5.1 {inflash snmpget ACTIVE_CLIENTS LIST
1.3.6.1.4,1,99,7.100.1 0 MAC Data Rate RSSI
1.5.6.1.4,1,99,7.101.1 102,125n-:.,3|:|

1.3.6.1.4.1.99.8 - Encryption

1.3.6.1.4.1.99.8.2.1 ENCRYPTION
1.5.6.1.4.1,99.8.5.1 Jbiniflash snmpget ENCRYPTION
1.5.6.1.4.1,99,5,100.1 0 AP-WEP
1.3.6.1.4.1,99.8,101.1 [ wEPtaP), DisablediwDs) |
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Miscellaneous Settings

The default http port is 80. For internet security, you can change the
device’ s http port, to protect this web server from hacker’ s attack.

1. Entering the port number you want to change in HTTP PORT field,
then click Apply Changes button.
ite conte Miscellaneous Settings

This page is used to configure the miscellaneous settings.

HTTP PORT: 3 (1-B5534)
4I Apply Changes |] [ Reset ]

17

2. After apply change, you should re-login the web server. Type
http://192.168.2.254:65500/ in URL field.

3 Cannot find server - Microsoft Internet Explorer

File Edit Miew Favorites Tools  Help

= " — n .
) B > | iﬂ \g _l] p 3 ) search f;:fl‘ Favorites @‘{I

P.ddressi http:/¥192.1658 .2 25465500
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Firmware Upgrade
Firmware Types
The firmware for this device is divided into 2 parts, one is web pages
firmware the other is application firmware, and the naming usually are
zw2000webpage.bin and zw2000linux.bin. To upgrade firmware, we
suggest user first upgrade the application firmware then web pages
firmware.
Upgrading Firmware
The Web-Browser upgrading interface is the simplest and safest
way for user, it will check the firmware checksum and signature, and the
wrong firmware won't be accepted. After upgrading, the device will
reboot and please note that depends on the version of firmware, the
upgrading may cause the device configuration to be restored to the
factory default setting, and the original configuration data will be lost!
To upgrade firmware, just assign the file name with full path then click
“Upload” button as the following page.
Memory Limitation

To make sure the device have enough memory to upload firmware,
the system will check the capacity of free memory, if the device lack of
memory to upload firmware, please temporarily turn-off some functions
then reboot the device to get enough memory for firmware uploading.

- : Wireless LAN Series

Upgrade Firmware

Thie page alows sou Upgrade e Soceas POl Brmwsane 10 nes weroion, Please nole,
do rot povesr off tha device dunng tha upload bacauza H may =razh tha =yeiam. Hroee
rosrary e mod anough for ploading, pleses teranorariy turm off sors fRoEane suoh
liko LogfiFaac

ﬂllu_?!lf.-r*

Baleot Fila) =himghg 1B92linux Ein [ Browan... |

LApiciad [SISIeTels

&
(5]
2]
5 T
B
5 L
I5
(7]
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Configuration Data Backup & Restore

Rest Setting to Factory Default Value
Since the device is designed for outdoor used, there is no interface
outside the housing to reset the configuration value to the factory
default value. The device provides the Web-Browser interface to rest
the configuration data. After resetting it, the current configuration data
will be lost and restored to factory default value.

Saving & Restoring Configuration Data
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Wireless LAN Series

Save/Reload Settings

This page allows you save current settings to a file or reload the settings from the file
which was saved previously. Besides, you could reset the current configuration to
factory default.

Save Settings to File:

Load Settings from [ﬁ
File: | |[(Brawse. || Upload
Reset Settings to

Default:

To save & restore configuration data of device, just assign the target
filename with full path at your local host, then you can backup
configuration data to local host or restore configuration data to the
device.

Auto Discovery Tool

User can use this tool to find out how many devices in your local area network. The
name of tool is WirelessConf.exe it in the packing CD.

Thistool has password protected. The default password is “qwert”, after login, you
can change the password.

(% il LAl Sarlos Contienaion 1ol 17 1001 ;| TOOI'S VeErsion x|
Mo | 53D IPAddress | SubnetMask | Mode | Channel | MAG Address | Active Client | RSSI |
1. Enter
Password

/ 2. Click on Login button
| | / i B
- Password: | I J | toon  |) Newpssswors: [ change Pasewon
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[ﬁ FarE] el PN e e T g og DEE DD @1
| Mo ssiD IPAddress | SubnetMask | Mode Channel | MAC Address | Active Client | RSSI
L wWLAN-TEST 192.168.2.88 266 2B 2560 AP-Bridoe 11 00:00:00:06:06:51 0 =

2 WWLANM-TEST-1 192.168.250 25852852850 AR -Bridge 4 00:00:00:A4500:02 0
e " T T
Pagsword: ‘ I Mew Passward: | Change Password | I(D
I Digcover I" Setup P “ Detail " I I Active Clientsl ‘ I Connectto Weh Serverl || Close II

(@) ©) @ ©) ® @ ®

1. Change Password
You can change password for this tool. Fill the new password in the New
Password field, and thenclick on Change Password button.

2. Discover
After press this button, you could see there are how many devices in your network.
And you would see the basic information about these devices, such as:
* SSID
IP Address
Subnet Mask
Operation Mode
Channel number
MAC Address
Active Client: this field shows how many clients associated with the device
RSSI: this field shows Received Signal Strength Indication while device is
on AP-Client mode

3. SetupIP
After you press the Setup | P button, you would see Setup IP Address window.
You could change device’s IP Address, Netmask, and Default Gateway in this
window. But if the device’s web server needs User Name and Password to login,
you should fill in these two fields and then apply changes.
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F ety Ik ililress

1|z . 2 .1

255 0285 . 0

o . o . 0

IP &ddress
-
IP &ddress: | 19z .
Metrnask: | 255 .
Drefault Gateway: | 0
User Mame: |t‘3$t
Password: |”“”

Apply Changes

LCloze

4. Detall

If you want to see more detailed information, you could press the Detail button
and thenyou would see the Detail | nfor mation window.

Detail

ovwstem Mame:
oywstem Location:

oystem Contact:

bode:

Band:
TxFowerLewel:
Upstream Data Rate:
Upstream Latency:

pstream Burst Facket;

Downstream Data Rate:

Downstream Latency:

|hank

|1F

|hank

AP - Bridge

80211 bg

|DFDM 100 CCK 250mi

124000 kbps

|5EI ms

25600 Bytes

124000 khps

|5EI Fns

Downstream Burst Packet: |EEEEIEI Bytes

Encryption:

Disabled(AP). Disabled(WDS]




5. WDS
If the device you selected is on WDS mode or AP+WDS mode, you could press
WDS button, and then you would see the WDS List window.

SLS L ||
Mo | MAC Address | Tx Packets Tx Errors Fux Packets Tx Rate (Mbps) |
1 00:05:8ed80:8a:11 41 37 0 1
Z 00:059em0aa:22 A1 34 0 1
3 00el:dcH1:86:21 20 3 B33 "
L Close

6. ActiveClients
After press Active Clients button, you would see WLAN AP Active Clients
window. In this window, you could see client’s information, such as:

S AL Y Koty Gl ﬂ%
g [u] | bAAC Address | Tx Packet | Fx Packet | Tx Rate (hMbps) | Fower Saving | Expired Time (s) |
1 00:05:9e:80:32:d? 1 80 b4 no 2498
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7. Connect to Web Server
If you want connect to device's web server, you could press this button, or
double-click on the device.

8. Close
You could press this button to leave this tool.

This equipment has been tested and found to comply with the limits for a class B
digital device, pursuant to part 15 of the FCC rules. These limits are designed to
provide to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy
and, if not installed and used in accordance with the installation. , May cause harmful
interference to radio communication. However, there is no guarantee that interference
Will not occur in a particular installation. if this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the interference by one
or more of the following measures:

-Reorient or relocate the receiving antenna

-Increase the separation between the equipment and receiver

-Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected

-Consult the dealer or an experienced radio / TV technician for help

You are cautioned that changes or modifications not expressly approved by the party
responsible for compliance could void your authority to operate the equipment.

1 This transmitter must not be co-located or operating in conjunction with any
other antenna or transmitter.

2. This equipment complies with FCC RF radiation exposure limits set forth for
an uncontrolled environment. This equipment should be installed and operated with a
minimum distance of 20 centimeters between the radiator and your body.

REMARK: This device must be installed by professional.
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