4. Access the web server by new IP address “192.168.2.2037 then use “Basic

5.

Semngs page to change SSID and CHANNEL.,

Wireless Basic Settings
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Use the “Status" page to check the settings.

l.ﬁrl:ma

Frea Maemonge
Firnmnware Wersion
Wehpage Version

Mode

Beand

S5ID

hannel Numher
Encryplion

BSSID

Bsgncated Cliamis
Pioween{OFDM./G)
Povee r(CCKR)

Wireless Configuration

TCF/IP Configuration
Attain IP Protocol
1P Aeldress
Subnet Mask
Default Gateway
DHCF Server
MAC Address

Oday:0h52m38s
11236 kB

1.30.6 20060420
1,306 20060420

AF - Bridga

2.4 EHz @+3)
DEW3

]

[h==bled
00:05:5::80:5:bh
1

22 dbm

2 dbm

Fraed P
192.163.2.203
255255 2550
192.163:2.200
Enabled
7-05:5: 80 B:bh
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Configure DEV 4:

1.

2.

Access the web server (http://192.168.2.254) of device from the Ethernet port.

Caution

If you configure multiple devices in the same PC, since the devices have the
same default IP address but different MAC addresses, it may cause you
unable to access the web server of device. If the situation happens, please
try to clean the ARP table of your PC by DOS command “arp —d” then you
can access the web server of device using the default 1P address.

Use Wizard page to setup device.

File Edit  ¥iew Favorites Tools Help

Qo - © - [H B | Do o @ | (2- 2 & - ) i 6

Address |48] http:ifj192.168.2. 254 /home. asp

Setup Wizard

The setup wizard will guide you to configure access point for first time. Please follow
the setup wizard step by step

Welcome to Setup Wizard.

The Wizard will guide you the through following steps. Begin by clicking on
Next.

Setup Operation Mode
Choose your Time Fone
Setup LAN Interface
Setup WARN Interface
wireless LARMN Setting
Wireless Security Setting

DL =

Press “Next>>" button then set the “Operation Mode” to “Wireless ISP”

mode.
Wireless LAN Series

1. Operation Mode

Y¥ou can setup different modes to LARM and WLAM interface for MNAT and bridaing
function.

O Router: In this mode, the device is supposed to connect to internet via
ADSL/Cable Moder. The MAT is enabled and PCs connected
with WA share the same IP to ISP through YWAN port. The
connection type can be setup in YWAN page by using PPPOE,
DHGP client, PPTP client or static IP. 172.1.1.1 is the default
static IP address for WWAN port

< Bridge: In this mode, the sthernet port and wireless interface are bridged
together and MAT function is disabled. Al the YWARN related
function and firewall are not supported

& wwireless IsP: In this mode, the wireless client will connect to ISP access point.
The MAT is enabled and PCs connecting with the ethernet port
share the same IP to ISP through wireless LAN. You must set
the wireless to client mede and connect to the ISP AP, The
connection type can be setup in ¥WAN page by using PPPOE,
DHCPF client, PPTP client ar static IP

[ cancel ][ <<Back |[ mext> |

Press “Next>>" button then disable “ Time Zone” function.
. Wireless LAN Series

2 Time Zone Setting

You can maintain the system time by synchronizing with a public time serer over
the Internet.

[ Enable NTP client update

Time Zone
Select :

NTP server :

Cancel ][ <<Back ][ Mext>>
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Press “Next>>" button then set the IP address of LAN interface.
= Wireless LAN Series

3. LAN Interface Setup

This page is used to configure the parameters for local area network which connects
to the device. Here you may change the setting for IP addresss, subnet mask. The
DHCP Server will be up and running, please make sure there is no another DHCP
Server in your network when the device is in Bridge/Client Modes

IP Address: [192.188.31 |
Subnet Mask: [255.255.255.0 |

[ Cancel ][ <<Back ][ Mext>> ]

Press “Next>>" button then select the “DHCP Client” for “WAN Access

Wireless LAN Series

4. WAN Interface Setup

This page is used to configure the parameters for Internet network which connects to
the “A/aR port of your Access Point. Here you may change the access method to
static IP, DHCF, PPFoE or PPTR by click the item value of YWAMN Access type

WWAN Access Type: [oHCP Client ~

[ Cancel ][ <<Back ][ Plextz> ]

Press “Next>>" button then select the “Client” for “mode” and change the
SSID to “DEV4”.

- 5. Wireless Basic Settings
&5
By This page is used to configure the parameters for wireless LAN clients which may
Y connect to your Access Paint. If you want to use Yireless ISP mode, please choose
= the Client Made.
]
g Band: 24 GHz (B+3) »
Mode: Client v
SSID: |DEv4

Channel Number:

[J Enable Mac Clone (Single Ethernet Client)

’ Cancel ”«Ba-:k ” Next>>]

Press “Next>>" button then select “None” for “Encryption” then press
“Finished” button.

Wireless LAN Series

6. Wireless Security Setup

This page allows you setup the wireless security. Turn on WEP or WA by using
Encryption Keys could prevent any unauthorized access to your wireless network

Encryption: | Hone 2

[ cancel | [ <<Back | [ Finished |




9. Wait for refreshing web page.

Wireless LAN Series

Change sotting succassiully

Please walt a while for refreshing webpaoe,

IF IP address was modified, you have to re-connect the WebSarver

with the new address,

10. Change the IP address of your PC to 192.168.3.x then access the web server
by the new

172

Attain IP Protocol
IP Address
Subnet Mask
Default Gateway
MAC Address

|P address “192.168.3.1" and use “Status” page check the setting.

Mode Infrastructure Client - Router
Band 2.4 GHz (B+3)
SSID DEY4

Channel Humber 10

Encryption Disabled

BSSID 00:00:00:00:00:00
State Scanning

RSSI 0

Attain IP Protocol Fixed IP

IP Address 192 16831
Subnet Mask 255,255 2550
Default Gateway 192.168.3.1
DHCP Server Enahled

MAC Address 00:05:9e:80::be

WAN Configuration

Fixed IP

192 168.2 2

265 256 255 0
192.168.2.254
00:05:Fe:80:1:bb

11. If the “State” of “Wireless Configuration” is not “Connected” or you want to

Wireless Site Survey

refresh the “RSS| “, please use “Site Survey” page to re-connect a AP.

Wireless LAN Series

This page provides tool to scan the wireless network. If any Access Point or IBSS is
found, you could choose to connect it manually when client mode is enabled

ZPlus-G120-DEVL O0:00.00:04:27:28
hank_routed 0005:5e:80:£8:a3
230 00:0000:00:00:10
atdrt 00:0d:14:00:69:20
Test_wioip 000d:14:00:6d:4e
hank_rouie 00059 80:£5:df
linksys 0006:25:deed:8d

(Refish | [ AwoRefish | [Comnat |

11 [B+3) | AP no 100 (-30 dbr) :
11 (B+5) | AP no 87 (-37 dbm) oﬂ
11 [B+3) | AP no 87 (=37 dbm) ®
6E+G) | AP no 80 (-42 dbm) @)
I B+&) | AP yEs 73 (46 dbm) @
6B+3 | AP no 73 (46 dbm) @
6B+ | AP no 53 (58 dbm) @



Configure DEV5:
1. Accessthe web server (http://192.168.2.254) of device from the Ethernet port.

Caution

If you configure multiple devices in the same PC, since the devices have the
same default IP address but different MAC addresses, it may cause you
unable to access the web server of device. If the situation happens, please
try to clean the ARP table of your PC by DOS command “arp —d” then you
can access the web server of device using the default |P address.

2. Use Wizard page to setup device.

File  Edit  Wiew Favoribes  Tools  Help

Dowr - © (X (B €| DOseeren frrwone @] (2- 22 © - )8 we

aAddress [48] http:ff192. 1658.2. 254 /harme. asp

Wireless LAN Series

ontents: Setup Wizard

The setup wizard will guide you to configure access point for first time. Please follow
the setup wizard step by step

Welcome to Setup Wizard.

FRRRIGE

The Wizard will guide you the through following steps. Begin by clicking on
Next.

Setup Operation Mode
Choose your Time Zone
Setup LARMN Interface
Setup WA Interface
Wireless LAN Setting
Wireless Security Setting

OOp b

3. Press “Next>>" button then set the “Operation Mode” to “Wireless ISP”

mode.
Wireless LAN Series

1. Operation Mode

“ou can setup different modes to LARN and WLAR interface for PAT and bridging
function

© Router: In this mode, the device is supposed to connect to internet via
ADESL/Cable Modermn. The MAT is enabled and PCs connected
with WWLAN share the same IP to ISP through WM port. The
connection type can be setup in WARN page by using PPPOE,
DHCP client, PPTP client or static IP. 172.1.1.1 is the default
static IP address for WWAN port

& Bridge: In this mode, the ethernet port and wireless interface are bridged
together and MAT function is disabled. All the WWaN related
function and firewall are not supported.

> wireless 1sp: In this mode, the wireless client will connect to ISP access paint
The MNAT is enabled and PCs connecting with the ethernet port
share the same IP to ISP through wireless LAN. ¥ou must set
the wireless to client mode and connect to the ISP AP, The
connection type can be setup in WWAR page by using PPPOE,
DHCP client, PETP client or static 1P

[ Gencel ][ <<Back |[ Mext>> |

4. Press “Next>>" button then disable “Time Zone” function.
. Wireless LAN Series

2 Time Zone Setting

You can maintain the system time by synchronizing with a public time serer over
the Internet.

[ Enable NTP client update

Time Zone
Select :

NTP server :

Cancel ][ <<Back ][ Mext>>
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5.

8.

Press “Next>>" button then set the IP address of LAN interface.
= Wireless LAN Series

3. LAN Interface Setup

This page is used to configure the parameters far lacal area network which cannects
to the device. Here you may change the setting for IP addresss, subnet mask. The
DHCPR Server will be up and running, please make sure there is no another DHCP
Server in your network when the device is in Bridge/Client Modes.

IP Address: [192.168.2 208
Subnet Mask: |z56 255 255 0

[ Cancel ][ <<Back ][ Mext>> ]

Press “Next>>" button then select the “Client” for “mode” and change the
SSID to “DEV5S”.

Wireless Basic Settings

This page is used bo configars the parametons fof wirskass LAN clants which may
cornact bo your Access Poird. Hare you may change wrslass encryphion sattings as
wel as winless netwark parameters. Enable unmersal mpeater mode can ket mdic act
a= AP and chem simultsneouly But remembes the channel mus be 35 same as the
coneclad AP

[ Disabde Wirsless LAN Inmerface
Band: EERE

Hnnwark
Typ:
58ID: 5|
Chaminl
Humhes:

Enahle Mac Dlope (Single Etheimen Clisnt)
[1 Enable Uniwersal Repeater Mode

Extended
SHID:
oo dal vl w0 aebbadad evded SEHD e ol e e v B up e |

1w

Jlomern W

Gl rovly<tunges Rt

Press “Next>>" button then select “None” for “Encryption” then press
“Finished” button.

Wireless LAN Series

6. Wireless Security Setup

This page allows wou setup the wireless security. Turn on YWEP or “"WPA by using
Encryption Keys could prevent any unauthorized access to your wireless netwaork.

Encryption: | Mone M

FRRRRFE

[ Gancel ][ <<Back ][ Finished |

Wait for refreshing web page.
Wireless

Change setting succassiiully
Please walt a while for refreshing webpacoe.

IF IP address was modified, you have to re-connect the WebServer
with the new address.




9. Access the web server by the new IP address “192.168.2.205” and use “LAN
Interface” page to disable DHCP Server.
Wireless LAN Series

LAN Interface Setup

This page is used to configure the parameters for local area netwoark which connects to
the device. Here you may change the setting for IP Address, Subnet Mask, DHCP,
.

IP Address:
Subnet Mask:
Default Gateway:
DHCP: Disahbled +

DHCP Client Range:

802.1d Spanning Tree:
Clone MAC Address:

MTU Size: 1500

(e ] (=]

10. Wait for refreshing webpage.
Wireless LAN Series

Change setting successfully!
Flease wait a while for refreshing webpage.

If IF address was modified, you have to reconnect the WebServer
with the new address.

11. Use“State” page to check setting.
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Uptime
Free Memory
Firmware Yersion

Webpage VYersion

Mode

Band

SSID

Channel Number
Encryption

BSSID

State

RSSI

TCP/IP Configuration
Attain IP Protocol
IP Address
Subnet Mask
Default Gateway
DHCP Server
MAC Address

If the “State” of “Wireless Configuration’

B
B
B
B
B
BT
B
E.
B
B
E
F'I

&

I'I:I

12.

Wireless Site Survey

ZFlus-G120-DEV] OO00.00:04:27:28
hank_rcuted 0005 5e:80:£8:23
230 00000000000
atdrt 00:0d:14:00:60:20
Test_woip 00d:14:00:6d:4e
hank_ronted 0005 9e:80:£8:df
linksys 00625 deed:8d

(Fefish | [ AwoRefmh | [Comnat |

Oday:Th:19rm:38s
11396 kB

1.3.0.6 20060420
1.3.0.6 20060420

Wireless Configuration

Infrastructure Client - Bridge
2.4 GHz (B+G)

DEWS

11

Digabled

(00:00:00:00:00:00
Scanning

1]

Fixed IP
192.168.2 205
2652662650
192.168.2 2058
Enabled
00:05:9e:80:13: bb

is not “Connected” or you want to
refresh the “RSSI “, please use “Site Survey” page to re-connect a AP,

Wireless LAN Series

This page provides tool to scan the wireless network. If any Access Point or IBSS is
found, you could choose to connect it manually when client mode is enabled

11 B+5) | AP 100 -30 dbr)

11 (B+3) | AP no 87 (-37 dbm) O
11 (B+3) | AF no 87 (-37 dbm) @
&6([B+3) | AP no 80{-42 dbma) @
I B+3) | AF yES 73 (46 dbm) @
6(B+3) | AP no 73 (46 dbm) @
6B+ | AP no 53 (58 dbm) @
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Basic Settings

Wireless Basic Settings

This page is used to configure the parareters for wireless LAN clients which may
connect to your Access Point. Here you may change wireless encryption settings as
well as wireless network parameters. Enable universal repeater mode can let radio act
as AP and client simultaneouly but remermber the channel must be as same as the
connected AP.

[J Disable Wireless LAN Interface
Band: 24 GHz (B+3G) »

Mode: AP v
Network

Type:

SSID: hamle
Channel [};

v Show Active Clients
Humber:

Enable Mac Clone (Single Ethernet Client)

[J Enable Universal Repeater Mode

Extended
SSID:

[once selected and applied,extended $S10 and channel number will be updated)

Disable Wireless LAN Interface
Disable the wireless interface of device

Band:
The device supports 2.4GHz(B), 2.4GHz(G) and 2.4GHz(B+G) mixed modes.
Mode:
The radio of device supports different modes as following:
1. AP
The radio of device acts as an Access Point to serves all wireless clients
to join a wireless local network.
2. Client
Support Infrastructure and Ad-hoc network types to act as a wireless
adapter.
3. WDS

Wireless Distribution System, this mode serves as a wireless repeater,
only devices with WDS function supported can connect to it, all the
wireless clients can’t survey and connect the device when the mode is
selected.

4. AP+WDS
Support both AP and WDS functions, the wireless clients and devices
with WDS function supported can survey and connect to it.
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® Infrastructure:

This type requires the presence of 802.11b/g Access Point. All
communication is done via the Access Point.

( ~ Ethernet 0

(

FIX

AP Client#2

® AdHoc:
This type provides a peer-to-peer communication between wireless
stations. All the communication is done from Client to Client without any
Access Point involved. Ad Hoc networking must use the same SSID and
channel for establishing the wireless connection.

%PCIiem #%
(s o
—
% AP Client #3 @

AP Client #2
PC#3 PC #2

In client mode, the device can't support the Router mode function
including Firewall and WAN settings.
SSID:
The SSID is a unique identifier that wireless networking devices use to
establish and maintain wireless connectivity. Multiple access point/bridges on
a network or sub-network can use the same SSID. SSIDs are case sensitive
and can contain up to 32 alphanumeric characters. Do not include spaces in
your SSID.
Channel Number



The following table is the available frequencies (in MHz) for the 2.4-GHz radio:

Channel No. |Frequency [Country Domain

1 2412 Americas, EMEA, Japan, and China

2 2417 Americas, EMEA, Japan, and China

3 2422 Americas, EMEA, Japan, Israel, and China
4 2427 Americas, EMEA, Japan, Israel, and China
5 2432 Americas, EMEA, Japan, Israel, and China
6 2437 Americas, EMEA, Japan, Israel, and China
7 2442 Americas, EMEA, Japan, Israel, and China
8 2447 Americas, EMEA, Japan, Israel, and China
9 2452 Americas, EMEA, Japan, Israel, and China
10 2457 Americas, EMEA, Japan, and China

11 2462 Americas, EMEA, Japan, and China

12 2467 EMEA and Japan only

13 2472 EMEA and Japan only

14 2484 Japan only

When set to “Auto”, the device will find the least-congested channel for use.
Associated Client

Show the information of active wireless client stations that connected to the
device.

REMARK
Channel 1 ~ 11 by firmware disabeled in U.S.A.



Advanced Settings

These settings are only for more technically advanced users who have sufficient
knowledge about wireless LAN. These settings should not be changed unless
you know what effect the changes will have on your device. The default setting is
optimized for the normal operation. For specific application, setting configuration
will required highly attention to reach optimistic condition.

Note

Any unreasonable value change to default setting will reduce the
throughput of the device.

Wireless LAN Series

Wireless Advanced Settings

These settings are only for more technically advanced users who have a sufficient
knowledge about wireless LAN. These settings should not be changed unless you
know what effect the changes will have on your Access Point.

Authentication Type: O Open System O Shared Key @ Auto

Fragment Threshold: 2345 (266-2346)

RTS Threshold: 2347 (0-2347)

Beacon Interval: 10 (20-1024 ms)

ACK Timing: 91 (0-255 * 4 ug)
Client Expired Time: 300 (101-40000000 sec)
MTU Size: 1500 (100-1500)

Data Rate: Ao [

Preamble Type: & Long Preamble (O Short Preamble
Broadcast SSID: &) Enabled (O Disabled

IAPP: @ Enabled O Disabled
802.11g Protection: & Enabled O Disabled

Block WLAN Relay: (O Enahled & Disabled

Turbo Mode: (O Enabled (& Disabled (auto)
Aggregation Mode: Enabled Disahled

Tx Burst Mode: Enabled Disabled

Transmit Power(OFDM) |24 dbm [
Transmit Power(CCK) | 27dbm []

[ ] (Rt ]

Authentication Type
The device supports two Authentication Types “Open system” and “ Shared
Key”. When you select “Share Key”, you need to setup “WEP” key in “Security”
page (See the next section). The default setting is “Auto”. The wireless client
can associate with the device by using one of the two types.

Fragment Threshold
The fragmentation threshold determines the size at which packets are
fragmented (sent as several pieces instead of as one block). Use a low setting
in areas where communication is poor or where there is a great deal of radio
interference. This function will help you to improve the network performance.
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RTS Threshold
The RTS threshold determines the packet size at which the radio issues a
request to send (RTS) before sending the packet. A low RTS Threshold setting
can be useful in areas where many client devices are associating with the
device, or in areas where the clients are far apart and can detect only the
device and not each other. You can enter a setting ranging from 0 to 2347
bytes.

Beacon Interval
The beacon interval is the amount of time between access point beacons in
mini-seconds. The default beacon interval is 100.

ACK Timing
Acknowledgement Character Timing, is the amount of time that device wait
client’s response. If the device does not receive the response from client after
the time interval, it will resend the data and wait client’s response. The default
ACK timing is 91*4us. You may need to change this value due to the
environment or distance. Bad environment or long distance needs more time
to wait client’s response.

Client Expired Time
The client expired time determines time interval the client need to re-associate
with the device while client is idle. The default client expired time is 300 sec.

MTU Size

Maximum Transmission Unit, the default MTU size is 1500. You may need to
change the MTU for optimal performance of your wireless LAN traffic.

Data Rate
The standard IEEE 802.11b/11g supports 1, 2, 5.5, 11/6, 9, 12, 18, 24, 36, 48
and 54 Mbps data rates. You can choose the rate that the device uses for data
transmission. The default value is “auto”. The device will use the highest
possible selected transmission rate.

Broadcast SSID
Broadcasting the SSID will let your wireless clients find the device
automatically. If you are building a public Wireless Network, disable this
function can provide better security. Every wireless stations located within the
coverage of the device must connect this device by manually configure the
SSID in your client settings.

IAPP
This function will let Wireless Stations roam among a network environment
with multiple devices. Wireless Stations are able to switch from one device to
another as they move between the coverage areas. Users can have more
wireless working range. An example is as the following figure.
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You should comply with the following instructions to roam among the wireless
coverage areas.

Note For implementing the roaming function, the setting MUST comply the
following two items.

[ All the devices must be in the same subnet network and the SSID must
be the same.

® If you use the 802.1x authentication, you need to have the user profile
in these devices for the roaming station.

( Ethernet 0)

Wireless Station moves
between the coverage areas

Block WLAN Relay (Isolate Client)

The device supports isolation function. If you are building a public Wireless
Network, enable this function can provide better security. The device will block

packets between wireless clients (relay). All the wireless clients connected to
the device can'’t see each other.
Transmit Power

The device supports eleven transmission output power levels from 17 to
22dBm for CCK (802.11b) mode and eight transmission output power levels
from 17 to 22dBm for OFDM (802.11g) mode. User can adjust the power level
to change the coverage of the device. Every wireless stations located within
the coverage of the device also needs to have the high power radio. Otherwise

the wireless stations only can survey the device, but can’t establish connection
with device.



Configuring Wireless Security

This device provides complete wireless security function include WEP, 802.1x,
WPA-TKIP, WPA2-AES and WPA2-Mixed in different mode (see the Security
Support Table).

The default security setting of the encryption function is disabled. Choose your
preferred security setting depending on what security function you need.

Wireless LAN Series

Wireless Security Setup

This page allows you setup the wireless security. Turn on YWEP or WEA by using Encryption
Keys could prevent any unauthorized access to your wireless netwark.

Authentication Type: O Open System O Shared Kay & Auta
Encryption: |Mone D

[Juse 802.1x Authentication WEP B4hits WEP 128hits
[JEnable MAC Authentication

WPA Authentication Mode: Enterprise (RADIUS) Persanal (Pre-Shared key)
Pre-Shared Key Format:

Pre-Shared Key:

Enable Pre-
Authentication

Authentication RADIUS Port IP address Password
Server:

Mate: When encrgption WEP Is selacted, you roust set WEP Ley value.

WEP Encryption Setting
Wired Equivalent Privacy (WEP) is implemented in this device to prevent
unauthorized access to your wireless network. The WEP setting must be as
same as each client in your wireless network. For more secure data
transmission, you can change encryption type to “WEP” and click the “Set
WEP Key” button to open the “Wireless WEP Key setup” page.

Fncryption: |WEP :|[ SetWEF Key ]

[ Use 802.1x Authentication YWEF B4bits WWER 128bits

Enable MAC Authentication
WPA Authentication Mode: Enterprise (RADIUS) Fersaonal (Fre-Shared ey
Pre-Shared Key Format:

Pre-Shared Key:

Enahle Pre-
Authentication

Authentication RADIUS Part| 1512 | IP address | | Passward

Server: | |





