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LIMITED WARRANTY

Limited Warranty Statement: SMC Networks, Inc. (“SMC”) warrants its products to be
free from defects in workmanship and materials, under normal use and service, for the
applicable warranty term. All SMC products carry a standard 90-day limited warranty from
the date of purchase from SMC or its Authorized Reseller. SMC may, at its own discretion,
repair or replace any product not operating as warranted with a similar or functionally
equivalent product, during the applicable warranty term. SMC will endeavor to repair or
replace any product returned under warranty within 30 days of receipt of the product.

The standard limited warranty can be upgraded to a Limited Lifetime* warranty by registering
new products within 30 days of purchase from SMC or its Authorized Reseller. Registration
can be accomplished via the enclosed product registration card or online via the SMC web
site. Failure to register will not affect the standard limited warranty. The Limited Lifetime
warranty covers a product during the Life of that Product, which is defined as the petiod of
time during which the product is an “Active” SMC product. A product is considered to be
“Active” while it is listed on the current SMC price list. As new technologies emerge, older
technologies become obsolete and SMC will, at its discretion, replace an older product in its
product line with one that incorporates these newer technologies. At that point, the obsolete
product is discontinued and is no longer an “Active” SMC product. A list of discontinued
products with their respective dates of discontinuance can be found at:

http:/ /www.smc.com/index.cfm?action=customer_service_warranty.

All products that are replaced become the property of SMC. Replacement products may be
either new or reconditioned. Any replaced or repaired product carries either a 30-day limited
warranty or the remainder of the initial warranty, whichever is longer. SMC is not responsible
for any custom software or firmware, configuration information, or memory data of
Customer contained in, stored on, or integrated with any products returned to SMC pursuant
to any warranty. Products returned to SMC should have any customer-installed accessory or
add-on components, such as expansion modules, removed prior to returning the product for
replacement. SMC is not responsible for these items if they are returned with the product.

Customers must contact SMC for a Return Material Authotization number ptior to returning
any product to SMC. Proof of purchase may be required. Any product returned to SMC
without a valid Return Material Authorization (RMA) number clearly marked on the outside
of the package will be returned to customer at customer’s expense. For warranty claims within
North America, please call our toll-free customer support number at (800) 762-4968.
Customers are responsible for all shipping charges from their facility to SMC. SMC is
responsible for return shipping charges from SMC to customer.



LIMITED WARRANTY

WARRANTIES EXCLUSIVE: IF AN SMC PRODUCT DOES NOT OPERATE AS
WARRANTED ABOVE, CUSTOMER’S SOLE REMEDY SHALL BE REPAIR OR
REPLACEMENT OF THE PRODUCT IN QUESTION, AT SMC’S OPTION. THE
FOREGOING WARRANTIES AND REMEDIES ARE EXCLUSIVE AND ARE IN
LIEU OF ALL OTHER WARRANTIES OR CONDITIONS, EXPRESS OR IMPLIED,
EITHER IN FACT OR BY OPERATION OF LAW, STATUTORY OR OTHERWISE,
INCLUDING WARRANTIES OR CONDITIONS OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE. SMC NEITHER ASSUMES NOR
AUTHORIZES ANY OTHER PERSON TO ASSUME FOR IT ANY OTHER
LIABILITY IN CONNECTION WITH THE SALE, INSTALLATION,
MAINTENANCE OR USE OF ITS PRODUCTS. SMC SHALL NOT BE LIABLE
UNDER THIS WARRANTY IF ITS TESTING AND EXAMINATION DISCLOSE THE
ALLEGED DEFECT IN THE PRODUCT DOES NOT EXIST OR WAS CAUSED BY
CUSTOMER’S OR ANY THIRD PERSON’S MISUSE, NEGLECT, IMPROPER
INSTALLATION OR TESTING, UNAUTHORIZED ATTEMPTS TO REPAIR, OR
ANY OTHER CAUSE BEYOND THE RANGE OF THE INTENDED USE, OR BY
ACCIDENT, FIRE, LIGHTNING, OR OTHER HAZARD.

LIMITATION OF LIABILITY: IN NO EVENT, WHETHER BASED IN CONTRACT
OR TORT (INCLUDING NEGLIGENCE), SHALL SMC BE LIABLE FOR
INCIDENTAL, CONSEQUENTIAL, INDIRECT, SPECIAL, OR PUNITIVE
DAMAGES OF ANY KIND, OR FOR LOSS OF REVENUE, LOSS OF BUSINESS, OR
OTHER FINANCIAL LOSS ARISING OUT OF OR IN CONNECTION WITH THE
SALE, INSTALLATION, MAINTENANCE, USE, PERFORMANCE, FAILURE, OR
INTERRUPTION OF ITS PRODUCTS, EVEN IF SMC OR ITS AUTHORIZED
RESELLER HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

SOME STATES DO NOT ALLOW THE EXCLUSION OF IMPLIED WARRANTIES
OR THE LIMITATION OF INCIDENTAL OR CONSEQUENTIAL DAMAGES FOR
CONSUMER PRODUCTS, SO THE ABOVE LIMITATIONS AND EXCLUSIONS
MAY NOT APPLY TO YOU. THIS WARRANTY GIVES YOU SPECIFIC LEGAL
RIGHTS, WHICH MAY VARY FROM STATE TO STATE. NOTHING IN THIS
WARRANTY SHALL BE TAKEN TO AFFECT YOUR STATUTORY RIGHTS.

* SMC will provide warranty service for one year following discontinuance from the active
SMC price list. Under the limited lifetime warranty, internal and external power supplies, fans,
and cables are covered by a standard one-year warranty from date of purchase.

SMC Networks, Inc.
20 Mason
Irvine, CA 92618
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COMPLIANCES

Federal Communication Commission Interference
Statement

This equipment has been tested and found to comply with the limits for a Class B digital

device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide

reasonable protection against harmful interference in a residential installation. This

equipment generates, uses and can radiate radio frequency energy and, if not installed and

used in accordance with the instructions, may cause harmful interference to radio

communications. However, there is no guarantee that interference will not occur in a

particular installation. If this equipment does cause harmful interference to radio or

television reception, which can be determined by turning the equipment off and on, the user

is encouraged to try to correct the interference by one of the following measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

*  Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

*  Consult the dealer or an experienced radio/ TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following

two conditions: (1) This device may not cause harmful interference, and (2) this device must

accept any interference received, including interference that may cause undesired operation.

FCC Caution: Any changes or modifications not expressly approved by the party

responsible for compliance could void the user’s authority to operate this equipment.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance 20 cm
between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other antenna
or transmitter.

For product available in the USA market, only channel 1~11 can be operated. Selection of
other channels is not possible.



COMPLIANCES

EC Declaration of Conformity €682 (@)

SMC contact for these products in Europe is:
SMC Networks Europe,
Edificio Conata II,
Calle Fructuos Gelabert 6-8, 20, 4a,
08970 - Sant Joan Despi,
Barcelona, Spain.

Marking by the above symbol indicates compliance with the Essential Requirements of the
R&TTE Directive of the European Union (1999/5/EC). This equipment meets the
following conformance standards:

EN 300 328
EN 301 489
EN 60950-1

Countries of Operation & Conditions of Use in the
European Community

This device is intended to be operated in all countries of the European Community.
Requirements for indoor vs. outdoor operation, license requirements and allowed channels of
operation apply in some countries as described below:

Note: The user must use the configuration utility provided with this product to ensure the
channels of operation are in conformance with the spectrum usage rules for European

Community countries as described below.

*  This device will automatically limit the allowable channels determined by the current
country of operation. Incorrectly entering the country of operation may result in illegal
operation and may cause harmful interference to other system. The user is obligated to
ensure the device is operating according to the channel limitations, indoor/outdoor
restrictions and license requirements for each European Community country as described
in this document.

*  This device may be operated zndoors or outdoors in all countries of the European Community
using the 2.4 GHz band: Channels 1 - 13.
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COMPLIANCES

Declaration of Conformity in Languages of the
European Community

English

Hereby, SMC Networks, declares that this Radio LAN device is in
compliance with the essential requirements and other relevant provisions
of Directive 1999/5/EC.

Finnish

Valmistaja SMC Networks vakuuttaa titen ettd Radio LAN device
tyyppinen laite on direktiivin 1999/5/EY oleellisten vaatimusten ja sité
koskevien direktiivin muiden ehtojen mukainen.

Dutch

Hierbij verklaart SMC Networks dat het toestel Radio LAN device in
overeenstemming is met de essentiéle eisen en de andere relevante

bepalingen van richtlijn 1999/5/EG

Bij deze SMC Networks dat deze Radio LAN device voldoet aan de
essentiéle eisen en aan de overige relevante bepalingen van Richtlijn 1999/
5/EC.

French

Par la présente SMC Networks déclare que l'appareil Radio LAN device est
conforme aux exigences essentielles et aux autres dispositions pertinentes

de la directive 1999/5/CE

Swedish

Hirmed intygar SMC Networks att denna Radio LAN device stir I
Sverensstimmelse med de visentliga egenskapskrav och 6vriga relevanta
bestimmelser som framgér av direktiv 1999/5/EG.

Danish

Undertegnede SMC Networks erklerer herved, at folgende udstyr Radio
LAN device overholder de vasentlige krav og ovrige relevante krav i
direktiv 1999/5/EF

German

Hiermit erklirt SMC Networks, dass sich dieser/diese/dieses Radio LAN
device in Ubereinstimmung mit den grundlegenden Anforderungen und
den anderen relevanten Vorschriften der Richtlinie 1999/5/EG befindet".
(BMWi)

Hiermit erklirt SMC Networks die Ubereinstimmung des Gerites Radio
LAN device mit den grundlegenden Anforderungen und den anderen
relevanten Festlegungen der Richtlinie 1999/5/EG. (Wien)

Greek

Me tnv TTapouca sme networks dnAwvel ot radio LAN device
QUUHOPQUWVETAI TTPOC TIC OUCIWDEIC ATTAITNTEIC KAl TIO AQITTED
oXeTIkeo Olaraelo Tno odnylac 1999/5/ek




COMPLIANCES

Ttalian

Con la presente SMC Networks dichiara che questo Radio LAN device ¢

conforme ai requisiti essenziali ed alle altre disposizioni pertinenti stabilite
dalla direttiva 1999/5/CE.

Spanish

Por medio de la presente SMC Networks declara que el Radio LAN device
cumple con los requisitos esenciales y cualesquiera otras disposiciones
aplicables o exigibles de la Directiva 1999/5/CE

Portuguese

SMC Networks declara que este Radio LAN device esta conforme com os
requisitos essenciais e outras disposi¢des da Directiva 1999/5/CE.
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COMPLIANCES

vii

Safety Compliance

Underwriters Laboratories Compliance Statement
Important! Before making connections, make sure you have the correct cord set. Check it

(read the label on the cable) against the following:

Operating Voltage Cord Set Specifications

120 Volts UL Listed/CSA Certified Cord Set
Minimum 18 AWG

Type SVT or §JT three conductor cord

Maximum length of 15 feet

Parallel blade, grounding type attachment plug rated 15
A 125V

240 Volts (Europe only) Cord Set with HO5VV-F cord having three conductors
with minimum diameter of 0.75 mm?2

IEC-320 receptacle
Male plug rated 10 A, 250 V

The unit automatically matches the connected input voltage. Therefore, no additional
adjustments are necessary when connecting it to any input voltage within the range marked
on the power adapter.

Information for Power Source N11846

This unit is to be used with a class 2 or level 3 external power adapter, approved suitable for
use in North American equipment installation, having an output voltage rating of 12 V DC,
and output current rating of 1.0 A or equivalent.



COMPLIANCES

Wichtige Sicherheitshinweise (Germany)

10.
11.

12.

13.

Bitte lesen Sie diese Hinweise sorgfiltig durch.

Heben Sie diese Anleitung fiir den spiteren Gebrauch auf.

Vor jedem Reinigen ist das Gerit vom Stromnetz zu trennen. Verwenden Sie keine Fliis-

sigoder Aerosolreiniger. Am besten eignet sich ein angefeuchtetes Tuch zur Reinigung.

Die Netzanschlu Bsteckdose soll nahe dem Gerit angebracht und leicht zuginglich sein.

Das Gerit ist vor Feuchtigkeit zu schiitzen.

Bei der Aufstellung des Gerites ist auf sicheren Stand zu achten. Ein Kippen oder

Fallen koénnte Beschddigungen hervorrufen.

Die Beliiftungséffnungen dienen der Luftzirkulation, die das Gerit vor Uberhitzung

schiitzt. Sorgen Sie dafiir, dafl diese Offnungen nicht abgedeckt werden.

Beachten Sie beim Anschluf3 an das Stromnetz die Anschlu3werte.

Vetlegen Sie die NetzanschluBleitung so, dal niemand dartber fallen kann. Es sollte

auch nichts auf der Leitung abgestellt werden.

Alle Hinweise und Warnungen, die sich am Gerit befinden, sind zu beachten.

Wird das Gerit iiber einen lingeren Zeitraum nicht benutzt, sollten Sie es vom Strom-

netz trennen. Somit wird im Falle einer Uberspannung eine Beschidigung vermieden.

Durch die Liftungséffnungen dirfen niemals Gegenstinde oder Flissigkeiten in das

Gerit gelangen. Dies konnte einen Brand bzw. elektrischen Schlag auslésen.

Offnen sie niemals das Gerit. Das Gerit darf aus Griinden der elektrischen Sicherheit

nur von authorisiertem Servicepersonal gedffnet werden.

Wenn folgende Situationen auftreten ist das Gerit vom Stromnetz zu trennen und von

einer qualifizierten Servicestelle zu tberpriifen:

a. Netzkabel oder Netzstecker sind beschidigt.

b. Flissigkeit ist in das Gerit eingedrungen.

c. Das Gerit war Feuchtigkeit ausgesetzt.

d. Wenn das Gerit nicht der Bedienungsanleitung entsprechend funktioniert oder Sie mit
Hilfe dieser Anleitung keine Verbesserung erzielen.

e. Das Gerit ist gefallen und/oder das Gehiuse ist beschadigt.

f. Wenn das Gerit deutliche Anzeichen eines Defektes aufweist.

. Stellen Sie sicher, daf3 die Stromversorgung dieses Gerites nach der EN 60950 gepriift

ist. Ausgangswerte der Stromversorgung sollten die Werte von AC 7,5-8 V, 50-60 Hz
nicht tber oder unterschreiten sowie den minimalen Sttom von 1 A nicht unterschreiten.

Der arbeitsplatzbezogene Schalldruckpegel nach DIN 45 635 Teil 1000 betrigt 70 dB(A)
oder weniger.
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CHAPTER 1
INTRODUCTION

Congtratulations on your purchase of the Barricade™ N Draft 11n
Wireless 4-port Broadband Router (SMCWBR14S5-N2). We are proud to
provide you with a powerful yet simple communication device for
connecting your local area network (LAN) to the Internet. For those who
want to surf the Internet in the most secure way, this router provides a

convenient and powerful solution.

About the Barricade

The Barricade provides Internet access to multiple users by sharing a
single-user account. This new technology provides many secure and
cost-effective functions. It is simple to configure and can be up and

running in minutes.

The Barricade is compliant with the next generation IEEE 802.11n draft
v2.0 specification while maintaining full backwards compatibility with the
IEEE 802.11b/g standards. This next generation wireless networking
standard utilizes advanced MIMO (multiple-in, multiple-out) technology
to deliver incredible speed and range. With wireless speeds up to 300Mbps
- five times faster than 802.11g, the SMCWBR14S-N2 provides sufficient
bandwidth to stream HD video, listen to digital music, play online games,

transfer large files, make VoIP calls and surf the Internet simultaneously.

11



FrATURES AND BENEFITS

Features and Benefits

* IEEES802.11n draft v2.0 compliant
*  Wireless speeds up to 300 Mbps

*  Increased speed and coverage - up to 15 times the speed of IEEE
802.11¢g

*  Fully backwards compatible with 802.11b/g witeless networks

*  Allows you to stream HD video, listen to digital music, play online
games, transfer large files, make VoIP calls and surf the Internet

simultaneously
*  Wi-Fi Multimedia (WMM) for wireless quality-of-service
*  Local network connection via a 10/100 Mbps Ethernet port

e DHCP for dynamic IP configuration, and DNS for domain name
mapping

*  Firewall with Stateful Packet Inspection, client privileges, intrusion
detection, and NAT

*  NAT also enables multi-user Internet access via a single user account,
and virtual server functionality (providing protected access to Internet
services such as web, FTP, email, and Telnet)

* VPN transparent pass-through (IPSec-ESP Tunnel mode, L2TP,
PPTP)

*  User-definable application sensing tunnel supports applications

requiring multiple connections

*  Easy setup through a web browser on any operating system that
suppotts TCP/IP

*  Compatible with all popular Internet applications

1-2



INTRODUCTION

Applications

Many advanced networking features ate provided by this Barricade:

Wired and Wireless LAN

The Batricade provides connectivity to 10/100 Mbps devices, and
wireless connection speed up to 300 Mbps. This router is fully
compliant with specifications defined in IEEE 802.11b, IEEE
802.11g and IEEE 802.11n draft v2.0 standards, making it easy to
create a network in small offices or homes.

Internet Access

This device allows you to shate your Cable/xDSL Internet
connection. Since many ADSL providers use PPPoE to establish
communications with end users, the Barricade includes a built-in
client for this protocol, eliminating the need to install these services

on your computetr.

Shared IP Address

The Barricade provides Internet access for up to 253 users via a single
shared IP address. Using only one ISP account, multiple users on your

network can browse the web at the same time.

Virtual Server

If you have a fixed IP address, you can set the Barricade to act as a
virtual host for network address translation. Remote users access
various services at your site using a constant IP address. Then,
depending on the requested service (or port number), the Barricade
can route the request to the appropriate server (at another internal IP
address). This secures your network from direct attack by hackers, and
provides more flexible management by allowing you to change
internal IP addresses without affecting outside access to your
network.

1-3



APPLICATIONS
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DMZ Host Support

Allows a networked computer to be fully exposed to the Internet.
This function is used when NAT and firewall security prevent an

Internet application from functioning correctly.

Security

The Barricade supports security features that deny Internet access to
specified users, or filter all requests for specific services that the
administrator does not want to serve. The Barricade’s firewall also
blocks common hacker attacks, including IP Spoofing, Land Attack,
Ping of Death, IP with zero length, Smurf Attack, UDP port
loopback, Snork Attack, TCP null scan, and TCP SYN flooding.
WPA/WPA2, IEEE802.1x, WEP, SSID, and MAC filtering provide

security over the wireless network.

Virtual Private Network (VPN Pass-through)

The Barricade supports three of the most commonly used VPN
protocols — PPTP, L2TP, and IPSec. These VPN protocols are
transparent pass-through. The protocols supported by the Barricade
are briefly described below.

*  Point-to-Point Tunneling Protocol — Provides a secure tunnel for
remote client access to a PPTP security gateway. PPTP includes

provisions for call origination and flow control required by ISPs.

e L2TP merges the best features of PPTP and L2F — Like PPTP,
L2TP requires that the ISP’s routers support the protocol.

*  IP Security — Provides IP network-layer encryption. IPSec can
support large encryption networks (such as the Internet) by using

digital certificates for device authentication.



CHAPTER 2
INSTALLATION

Before installing the Barricade, verify that you have all the items listed
under “Package Contents.” If any of the items are missing or damaged,
contact your local distributor. Also be sure that you have all the necessary
cabling before installing the Barricade. After installing the Barricade, refer
to “Configuring the Barricade” on page 4-1.

Package Contents

After unpacking the Barricade, check the contents of the box to be sure
you have received the following components:

*  Barricade™ N Draft 11n Wireless 4-port Broadband Router
(SMCWBR14S-N2)

*  Power adapter

*  One CAT-5 Ethernet cable (RJ-45)
*  One documentation CD

*  Quick Install Guide

e Warranty Information Card

Immediately inform your dealer in the event of any incorrect, missing, or
damaged parts. If possible, please retain the carton and original packing
materials in case there is a need to return the product.

2-1



INSTALLATION

System Requirements

You must meet the following minimum requirements:

*  Broadband (Cable/xDSL) Internet service and Modem with Ethernet
connection

*  24GHz 802.11n draft wireless adapter or 2.4GHz 802.11b/g wireless
adapter installed on each PC. Alternatively an Ethernet adapter can be
used.

*  Anup to date web browser: Internet Explorer 5.5 or above,
Netscape 4.7 or above, Mozilla Firefox 1.0 or above.

Hardware Description

2-2

The Barricade connects to a cable or xDSIL. modem with Ethernet
connection using it’s RJ-45 WAN port. It can be connected directly to your
PC or to a local area network using the Fast Ethernet LAN ports.

Data passing between devices connected to your local area network can
run at up to 100 Mbps over the Fast Ethernet port and up to 300 Mbps

over the built-in wireless access point.

The Barricade includes an LED display on the top panel for system power
and port indications that simplifies installation and network

troubleshooting.



HARDWARE DESCRIPTION

The following figures show the top and rear panels of the Barricade.

Networks

BARRICADEN

Draft 11n Wireless 4-port Broadband Router
SMCWBR14S-N2

LANT LAN2 LAN3 LAN4 WPS

Figure 2-1. Top Panel

Power
LAN4 LAN3 LAN2 LAN1 WAN Reset  9V=1A

Figure 2-2. Rear Panel
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INSTALLATION

The power and port LED indicators on the top panel are illustrated by the
following table.

LED Status Description
Power On The Batricade is receiving power. Normal
operation.
Off Power off or failure.
WAN On WAN link.
Off No WAN link.
Online On Internet connection is functioning correctly.
Flashing The Barricade is establishing an Internet link.
Off No Internet link.
WLAN On WLAN link.
Flashing The Barricade is sending or receiving data via
WLAN.
Off No WLAN link.
LAN 1~4 On Ethernet link.

Flashing The LAN port is sending or receiving data.

Off No Ethernet link.
WPS On WPS link is successfully established.
i-Fi
I(’\X)tected Off * This LED will be on for 300 seconds after
Setup) WPS connection is successfully established,
then go off.

e The WPS is disabled.

Slow WPS association is establishing between the
Flashing Barricade and clients.

Quick WPS access failed.

Flashing

24



ISP SETTINGS

The Barricade contains the following ports and buttons:

Item Description

LAN Ports Fast Ethernet ports (RJ-45). Connect devices on your local
area network to these ports (i.e., a PC, hub, switch or IP set
top box).

WAN Port WAN port (RJ-45). Connect your cable/xDSL modem line to

this pott.

Reset Button

Use this button to reset the power and restore the default
factory settings. To reset without losing configuration settings,
see “Reset” on page 4-66.

Power Inlet

Connect the included power adapter to this inlet.

Warning: Using the wrong type of power adapter may cause
damage.

WPS Button
(on top panel)

Press this button for over 4 seconds to start using the WPS.

ISP Settings

If you are not sure of your connection method, please contact your

Internet Service Provider. There are several connection types to choose
from: Static IP, DHCP, PPPoE, PPTP and L2TP.

Note: If using the PPPoE option, you will need to remove or disable any

PPPoE client software on your computers.

2-5



INSTALLATION

Connect the System

The Barricade can be positioned at any convenient location in your office
or home. No special wiring or cooling requitements are needed. You
should, however, comply with the following guidelines:

*  Keep the Barricade away from any heating devices.
* Do not place the Barricade in a dusty or wet environment.

You should also remember to turn off the power, remove the power cord

from the outlet, and keep your hands dry when you install the Barricade.

Connect the Cable/xDSL Modem

Connect the cable/xDSL modem using a CAT-5 Ethernet cable (R]-45)
to the Barricade’s WAN port. When inserting the RJ-45 plug, be sure the

tab on the plug clicks into position to ensure it is properly seated.

Connecting the Barricade to your LAN

2-6

The four LAN ports on the Barricade auto-negotiate the connection speed
to 10 Mbps Ethernet or 100 Mbps Fast Ethernet, as well as the
transmission mode to half duplex or full duplex.

Use RJ-45 cables to connect any of the four LAN ports on the Barricade
to an Ethernet adapter on your PC. Otherwise, cascade any of the LAN
ports on the Barricade to an Ethernet hub or switch, and then connect
your PC or other network equipment to the hub or switch. When inserting
an RJ-45 connector, be sure the tab on the connector clicks into position
to ensure that it is propetly seated.

Notes: 1. Use 100-ohm shielded or unshielded twisted-pair cable with
RJ-45 connectors for all Ethernet ports. Use Category 3, 4, or 5
for connections that operate at 10 Mbps, and Category 5 for
connections that operate at 100 Mbps.

2. Make sure each twisted-pair cable length does not exceed
100 meters (328 feet).



CONNECT THE SYSTEM

Connect the Power Adapter

Plug the power adapter into the power socket on the back panel of the

Batrricade, and the other end into a power outlet.

Check the power indicator on the front panel is lit. If the power indicator is
not lit, refer to “Troubleshooting” on page A-1.

In case of a power input failure, the Barricade will automatically restart and

begin to operate once the input power is restored.
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CHAPTER 3
CONFIGURING THE

CLIENT PC

After completing hardware setup by connecting all your network devices,
you need to configure your computer to connect to the Barricade. You can
either configure your computer to automatically obtain IP settings
(DHCP) or manually configure IP address settings (Static IP).

Depending on your operating system see:
“Windows 2000” on page 3-3,
“Windows XP” on page 3-9,

or

“Configuring Your Macintosh Computer” on page 3-15.
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TCP/IP Configuration

3-2

To access the Internet through the Barricade, you must configure the
network settings of the computers on your LAN to use the same IP subnet
as the Barricade. The default network settings for the Barricade are:

IP Address: 192.168.2.1
Subnet Mask: 255.255.255.0

Note: These settings can be changed to fit your network requirements,
but you must first configure at least one computer to access the
Barricade’s web configuration interface in order to make the
required changes. (See “Configuring the Barricade” on page 4-1
for instructions on configuring the Barricade.)



Windows 2000
DHCEP IP Configuration
1. On the Windows desktop,
click Start/Settings/
Network and Dial-Up
Connections.

2. Click the icon that
corresponds to the
connection to your

Barricade.

3. The connection status
screen will open. Click
Properties.

Local Area Connection 1 Status

CONFIGURING THE CLIENT PC

@ Mew Office Document:
[ Open Office Document
% Windows Update

E Acrobat Reader 5.0

@ WinZip
(&) Frograms 3
‘2§ Documents 4

B setti

Q Search
g Help [ Printers
Run... i
S e P Taskbar fuStart Menu. .

&) shut Down.
[t | (A & S 0y |

2=

General I
r— Connection

Statuz: Connected
Duration: 00:15:12
Speed 10.0 Mbpz

— Butivi

. =E
Sent — =FN ——  Received
=S
Packets: 43 | 0
Disable |

LCloze
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4. Double-click Internet
Protocol (TCP/IP).

5. If Obtain an IP address
automatically and Obtain
DNS server address
automatically are already
selected, your computer is
already configured for
DHCP. If not, select these
options now and click OK.

3.4

Local Area Connection 1 Propetties x|

General | Sharing |

Connect using:

| B9 SMEC EZ Card 10100 (SMC1211T)

Camponents checked are used by this connection:
Client for Microsaft Metwarks

SMC EZStart Service

File and Printer Sharing for Microsoft Metworks

Internet Protocol (TCP/IP) Properties 2lx|

General

“fou can get IP settings assigned automatically if your netwark supports
this capability. Othemwise, you need to ask pour network. administrator for
the appraopriate IP settings.

 Obtair
17 Uze the following P address

P address auto

1P address:
Subnet mask:

Default gatevay:

@ Obtain DNS server address automatically

—{ Use the following DNS server addresses——————————————————
Advanced

Cancel

Erefered DNE seiver

Sltermate NS server
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Obtain IP Settings From Your Barricade

Now that you have configured your computer to connect to your
Batricade, it needs to obtain new network settings. By releasing old DHCP
IP settings and renewing them with settings from your Barricade, you can

verify that you have configured your computer correctly.

1. On the Windows desktop,
click Start/Programs/

Windows Update ‘

[F Communications ¥

Programs

Inkernet Explorer
Outlonk Express Y Paint
¥ “¥ wordrad

3

Accessories/Command wmvand Prompt

Documents L3

Prompt.
o p Settings L

Search 4

Help

Run...

Shut Dawin, ..

Hstare || (1] & 53

2. In the Command Prompt window, type ipconfig /release and press
the Enter key.
Micro t Windows 2888 [Version 5.80.21951]
(C> Copyright 1985-2000 Microsoft Corp.
C:\Documents and Settings\laurence>IPCONFIG /RELEASE
Windows 2088 IP Configuration
IP address successfully released for adapter "Local Area Connection 2"

C:\Documents and Settings\laurence>
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Type ipconfig /renew and press the Enter key. Verify that your IP
Address is now 192.168.2.xxx, your Subnet Mask is 255.255.255.0 and
your Default Gateway is 192.168.2.1. These values confirm that your
Barricade is functioning correctly.

WINNT \system32'cmd.exe

Microsoft dous 2068 [U
CC> Copyright 1985-2088 Mi

C:\Documents and Settings\laurence>IPCONFIG ~RELEASE
Windows 2888 IP Configuration
IP address succ fully released for adapter "Local Area Connection 2"
IC:\Documents and Settings“\laurence>IPCONFIG ~/RENEW
Windows 2888 IP Configuration
[Ethernet adapter Local Area Connection 2:
Connection-specific DNS Suffix
IP Addy =« = » = = 192,168.2
Subnet Mask ST LR

Default Gateway . . . . . . . . . = 192.168.2.

C:\Documents and Settings\laurence>_

Type exit and press the Enter key to close the Command Prompt
window.
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Manual IP Configuration

1.

2.

Follow steps 1-4 in “DHCP IP Configuration” on page 3-3.

Select Use the 20
following IP address. General |
Enter an IP address “r'ou cah get IP settings assigned automatically if pour network supports
thiz capability, Otherwize, you need to ask your netwark, administrator for
baSed on the default the appropriate |P settings.
nCtWOrk 192'168_2.)( " Obtain an IP address automatically
h . b 2 — % Use the fallowing |P address:

(W ere X 1s between IP address: 192 168, 2 . 20
and 254), and use Subrst mask: %6 . 5. 255 0
255.255.255.0 for the Diefault gateway: 192 168 2 1
subnet mask. Use ! Obtain DHS server address automatically
192.168.2.1 for the —{*" Use the following DNS server addresses

Prefeired DNS server. 192 .18, 2 1
Default gateway field.

Alternate DNS server: . .

SCICCt USC the Advanced...
following DNS server —

addresses.

Enter the IP address for the Barricade in the Preferred DNS server field.
This automatically relays DNS requests to the DNS server(s) provided
by your ISP. Otherwise, add a specific DNS server into the Alternate
DNS Server field and click OK to close the dialog boxes.

Record the configured information in the following table.

TCP/IP Configuration Setting
IP Address

Subnet Mask
Preferred DNS Setver
Alternate DNS Server
Default Gateway
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Disable HTTP Proxy

You need to verify that the “HTTP Proxy” feature of your web browser is

disabled. This is so that your browser can view the Barricade’s HTML

configuration pages.

1. To disable the proxy in
Internet Explorer, click
Tools. Click Internet
Options... and then
the Connections tab,
shown on the right. In
the Local Area Network
(LAN) settings section,
click LAN Settings...
to display the Local
Area Network (LAN)
Settings pop-up window
below.

2. In the Proxy server
section, ensure the Use
a proxy server for
your LAN (These
settings will not apply
to dial-up or VPN
connections) check

box is not ticked.

3. Click OK.

Internet Options

EBnBlaW] SEl:urilyl Plivan:yl Content  Connections IngramI Advam:sdl

= To set up an Intemnet connection, click
% S Setup...
~Diglup and Virtual Private Metwark settings—————————————————
Add..

Remove
Settings

€| Diallwhenever a network connection is not present

| Always dial my defaul
Set Default

Choose Settings if you need to configure a proxy
server for a connection.

| Never dial a connection

onrection

Current defaul. — None

i Local Area Network [LAN) settings

LAN Settings do not apply to dial-up connections.
Choose Settings abave for dial-up settings.

21x|

Cancel I Apply

Local Area Network (LAN) Settings ﬂﬁ[

i~ Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

¥ automatically detect settings
™ Use automatic configuration script

Address I

~Proxy server -

Use a proxy server For your LAN (These settings will not apply to

dial-up or YPI connections),
Advanced, ..

Addresst | Port; |

I Bypass proxy server for locel addresses

o ] _coes




Windows XP

DHCP IP Configuration

1. On the Windows desktop,
click Start/Control Panel.

2. In the Control Panel window,
click Network and Internet
Connections.

3. The Network Connections
window will open. Locate and
double-click the Local Area
Connection icon for the
Ethernet adapter that is
connected to the Barricade.

4. In the connection status screen,
click Properties.

CONFIGURING THE CLIENT PC

is‘.“l E-mail

Outlook Express
“ MM Explarer

@ Windews Media Player
@ Windows Movie Maker
@ Tour Windows =P

Files and Settings Transfer
Wizard

@ Snaglt 5.0

All Programs b

4 start

r
% Hetwork Conne

s & hate o srnal
etvecy

Fia Edt Vew Faerbes Tooh Advaoed el

@m Q¥ P |

5 My Recent Documents »

ﬁ My Pictures

) My Music

9.] My Computer

&i’; Printers and Faxes

@) Help and Support:
J:) Search

J Run..,

Fokders 731

- Local Area Connection 2 Status

General | Suppart |

Cornection
Status:
Duration:

Speed:

Activig

Packets:

Sent — %— Received
43 |

Connected
00:47:38
11.0 Mbps

43

Cloze

3-9



TCP/IP CONFIGURATION

5. DOublC—Cth Internet - Local Area Connection 3 Properties
Protocol (TCP/IP). Generdl | Advanced

Connect using:
| B8 SMCEZ Card 107100 [SMC1285FTHAT) #2 |

This connecion uses the following ilems:
421 oS Packet Scheduler

5= AEGIS Prolocal (IEEE 80214 v2.31 9

ne j

>

nternet Pr

Internet Protocol (TCP/IP) Properties

6. If Obtain an IP address General | Altemate Configuration
automatically and Obtain | i e v aetve ks s o
the appropriate |P settings.
DNS server address
(® Dbtain an |P address automaticaly

automatically are already O Use the lolowing [P address:

: [
selected, your computer is 1
already configured for DHCP. O

If not, select these options ® Obiain DNS server ackess automalicaly

() Use the fallawing DNS server addresses

now and click OK. e
I
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Obtain IP Settings From Your Barricade

Now that you have configured your computer to connect to your
Barricade, it needs to obtain new network settings. By releasing old DHCP
IP settings and renewing them with settings from your Batricade, you can

verify that you have configured your computer correctly.

1. On the Windows desktop, click Start/Programs/Accessories/
Command Prompt.

&5 wWindows Catalog I =3

"s’ MEM Explorer I Accessibil: »
o & windows Update @ ¥
1) Communications 3
@ WA Mot Pl ) Entertainment »
I
55 @@ Gaes M) system Taols 3
Wkl windows Movie Mal ¥
3 T StnetEx YD address Back.
f-, al Il =
@ Tour Windaws xP ) Startup | Calculator

& Internet Explarer
9’) Files and Settings Tral w8 s Explorer

L75 Wizard 4 Motepad
lfgi Outlaok Express H Paint
Snaglk 5.0 .
@ wd Remots Assistance @) Program Compatibiity Wizard

& windows Media Player € synchronize

All Programs I i Windows Messenger € Tour Windows P

|3 Windows Explorer

W windows Movie Maker
A wordrad

2. In the Command Prompt window, type ipconfig /release and press

the Enter key.

Command Prompt

IC:~>ipconfig /release

Windows IP Configuration

[Ethernet adapter Local Area Connection:

Connection cific DNS Suffix
IP Addre.
Subnet M

Default Gateway
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Type ipconfig /renew and press the Enter key. Verify that your IP
Address is now 192.168.2.xxx, your Subnet Mask is 255.255.255.0 and
your Default Gateway is 192.168.2.1. These values confirm that your
Barricade is functioning correctly.

e R
[«]

C:\>ipconfig /release

Windows IP Configuration

[Ethernet adapter Local Area Connection:
Connection—specific DNS Suffix

Subnet Mask
Default Gateway

C=\>ipconfig Arenew

Windows IP Configuration

[Ethernet adapter Local Area Connection:
Connecti pecific DNS Suffix . =
IP Addre H -168.2.188
Subnet .255.255.8
.168.2.1

Type exit and press the Enter key to close the Command Prompt
window.

Your computer is now configured to connect to the Barricade.



Manual IP Configuration

CONFIGURING THE CLIENT PC

1. Follow steps 1-5 in “DHCP IP Configuration” on page 3-9.

2. Select Use the following IP
Address.

3. Enter an IP address based on
the default network
192.168.2.x (where x is
between 2 and 254), and use
255.255.255.0 for the subnet
mask. Use 192.168.2.1 for the
Default gateway field.

4. Select Use the following
DNS server addresses.

General
You ean get P seltings assigned automaically if your network, supports
this capabilly. Otherwise, you need to ask your network administrator for
the appropriate IF seftings,
€ Obtain an 1P address automatically
(&) Use the following IP address:
IF address: 1% 188 2 22
Subnet mask 255255 255 0
Default gateway 192188 2 1
(5 Use the following DNS server addresses:
Prefened DN server 192168, 2 . 1
Altemate DNS server

5. Enter the IP address for the Barricade in the Preferred DNS server
field. This automatically relays DNS requests to the DNS server(s)
provided by your ISP. Otherwise, add a specific DNS server into the
Alternate DNS Server field and click OK to close the dialog boxes.

TCP/IP Configuration Setting

IP Address

Subnet Mask

Preferred DNS Server

Alternate DNS Server

Default Gateway

Record the configured information in the following table.
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Disable HTTP Proxy

You need to verify that the “HTTP Proxy” feature of your web browser is
disabled. This is so that your browser can view the Barricade’s HTML

3-14

configuration pages.

1. 'To disable the proxy in
Internet Explorer, click
Tools. Click Internet
Options... and then
the Connections tab,
shown on the right. In
the Local Area Network
(LAN) settings section,
click LAN Settings...
to display the Local
Area Network (LAN)
Settings pop-up window
below.

2. In the Proxy server
section, ensure the Use
a proxy server for
your LAN (These
settings will not apply
to dial-up or VPN
connections) check
box is not ticked.

3. Click OK.

Internet Options El@
| General Seculiuf Privacy | Content Connections Programs | Advanced
To set up an Internet connection, click
1] setup. Setup...

Dial-up and Virtual Private Network settings

Choose Settings if you need to configure a proxy
server for a connection.

Local Area Network [LAN] settings

LAN Settings do not apply to diakup connections,  [LAN Settings...|

Chaose Settings above for dial-up settings.

Cancel

cal Area Network (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings, To ensure the
use of manual settings, disable automatic configuration.

D Automatically detect settings

|:| Use automatic configuration script

Proxy server

O Use a proxy server For your LAN {These settings will not apply to
dial-up or YPM connections).
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Configuring Your Macintosh Computer

You may find that the instructions here do not exactly match your

operating system. This is because these steps and screen shots were created

using Mac OS 10.2. Mac OS 7.x and above are similar, but may not be

identical to Mac OS 10.2.

Follow these instructions:

1. Pull down the Apple Menu . Click

System Preferences.

Edit View

]

Finder File

About This Mac
Get Mac OS5 X Software...

System Preferences...

Dock >
Location |
Recent Items >
Force Quit...
Sleep
Restart...
Shut Down. ..
Log Out... 0%Q
2. Double-click the Network icon in the
Systems Preferences window.
886, System Preferences =
Personal
=)
E 0 e 1A &
Deskiop Dock General International  Login ltems My Account  Screen Effects
Hardware
e Tl . = N
N G B—\i = =¥ LY, &
CDs & DVDs ColorSync Displays Energy Keyboard Mouse Sound
Saver
Internet & Network
® (@)QA @
Internet Network QuickTime Sharing
System
- o 2
21 @ & & § 4
Accounts Classic Date & Time Software Speech Startup Disk Universal
Update Access
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3. If Using DHCP Serveris eo Hetwork o

already selected in the Lot o =

Show: | Built-in Ethernet ]

Configure field, your

[rceie] reroe | Appietanc | proxies |

computer is already Contipre: (sing o8P ]
configured for DHCP. If pse e
P Address:
i ) e
not, select this option. Saat Mk
Router. Search Damalas alpticaaly
DHCP Chient 1D:
.
e
Ethernet Address: 0050 04 00 2¢.06 earihhnk
&) Gl the hock 1o prevent further changes. (Revert ) (" Apphy Now

4. Your new settings ate shown in the TCP/IP tab. Vetify that yout IP
Address is now 192.168.2.xxx, your Subnet Mask is 255.255.255.0 and
your Default Gateway is 192.168.2.1. These values confirm that your
Barricade is functioning.

5. Close the Network window.

Now your computer is configured to connect to the Barricade.
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Disable HTTP Proxy

You need to verify that the “HTTP Proxy” feature of your web browser is
disabled. This is so that your browser can view the Barricade’s HTML
configuration pages. The following steps are for Internet Explorer.

Internet Explorer

1. Open Internet Explorer and click the Stop & File Edit View G
. B O About Internet Explorer...
button. Click Explorer/Preferences. | License Agreement... ;
2. In the Internet Explorer Preferences window, | _@: ™ "
. Hide Explorer WH
under Network, select Proxies. Hide thers e

Quit Explorer w0

3. Uncheck all check boxes and click OK.

38 C Internet Explorer Preferences

@ Security | If you are accessing the Internet from a private network, you can set
: gateways to allow Intermet access. Contact your network manager

@ Security Zones for more information. Nete: These settings are shared with ather
@ Ratings applications through Internet Config.
@ Advanced Use Proxy Servers

W Forms AutoFill | Web Proxy: Settings...
@ Forms AutoComplete R D Use Web Praoxy for all
@ AutoFill Profile D Bypass Web Proxy far FTP

¥ Receiving Files D Sacure Praxy: Settings...
@ Downdoad Options e — - =

: Settings.

@ File Helpers IRy —_—
@ Cookies | Gopher Proxy: Settings...
¥ Network = = =

List the sites you want to connect to directly, bypassing the proxies
@ Protocol Helpers set above. Put a space or comma between each site.
@ Proxies
@ Site Passwords
) o
¥ E-mail A
@ General Y-

2] Camee) @O0
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CHAPTER 4
CONFIGURING THE
BARRICADE

Aftet you have configuted TCP/IP on a client computet, use a web
browser to configure the Barricade. The Barricade can be configured by
any Java-supported browser such as Internet Explorer 5.5 or above. Using
the web management interface, you can configure the Barricade and view

statistics to monitor network activity.

To access the Barricade’s management interface, enter the IP address of

the Barricade in your web browser: http://192.168.2.1.
Enter the default password: smcadmin, and click LOGIN.

Notes: 1 Passwords can contain from 3~12 alphanumeric characters

and are case sensitive.

2 You might click the language selection at the top right corner
of the screen for your regional location before accessing the

management interface.

s | ] hetp {39 104021 loge, st » Ho

PASSWORD: ssssssss

41


http://192.168.2.1

CONFIGURING THE BARRICADE

Navigating the Web Browser Interface
The Barricade’s management interface consists of a Setup Wizard and an
Advanced Settings section.

Setup Wizard: Use the Setup Wizard for quick and easy configuration of
your Internet connection and basic LAN settings.

Advanced Settings: Advanced Settings supports more advanced
functions like NAT, system maintenance, firewall and UPnP.

SMc-'I- s

TR English  #YHome

SETUP WIZARD
SYSTEM

Status

WAN ¥ou can usa the Status screen to ses the connection status for the muter's WAN/LAN
intarfaces, firmware and hardware verson numbers, any dlegal attempts to access your
LaN network, as well & information on all DHCR client PCs currently connected to your
WIRELESS natwark
lacs it Current Time! 09/12/2007 11:20: 42 am
ROUTING
FIREWALL INTERNET GATEWAY INFORMATION
uPnP
DDNE ADSL: DISCOMNECTED 1P Address; 192.160.2.1 Wumbers of DHCP Clants: 3
To0LS [Famew | Subat Magk: Funtime Code Versan:
- 255.255.255.0 0,00.01 “Jﬂp 10 2007 12:46:46)
BTATUB DHCP Server: Enabled  Boat Cade Version: V.17
Frrawall; Onabled LAN MAC Adress: 00-17-3F-C2-40-13
uenP: Enabled wireless MAC Address: 00-17=3F=C2=
Wimloss; Enablod 4513
PRTE Chent: WAN MAC Address: 00-17-3F-C3-45~
Line 1 Disablad 14 (Chine MAC)
PRTP Sarvar: Hardware Version 08

Linel; Disconnected  Seral Num:  12732623302725
Linad: Discannacted
Lined: Drsconnected

Security Log DHCP Client Log

Making Configuration Changes

Configurable parameters have a dialog box or a drop-down list. Once a
configuration change has been made on a screen, click the APPLY or
SAVE SETTINGS or NEXT button at the bottom of the screen to
enable the new setting;

Note: To ensure proper screen refresh after a command entry, be sure
that Internet Explorer is configured as follows: Under the menu
Tools/Internet Options/General/Temporaty Internet
Files/Settings, the setting for Check for newer versions of
stored pages should be Every visit to the page.

4.2



SeETuP Wi1zARD

Setup Wizard

Time Zone

Click on SETUP WIZARD and NEXT, then you will see the Time Zone
screen. Select your local time zone from the drop-down menu. This

information is used for log entries and client filtering;

2. Time Zone

This page alows you to configure the localized time zone & automatic time mantenance. Automatic time
maintenance synchronizes the Bamicade with a public time server an the Intemet. SMC recommend to use this

2. Wirmiees Samngs el

4. Connection Typs

Switiog a. Select the required time zone.

(GMT-06 00} Pacie Time (US & Canada), Tiuana =

b. Enable or dsable sutomabic time serves mamtenance, By default this feature i enabled,
[“] Enable Autcmatic Time Server Mantanance

£. Gelact primary & secondary tima server from the predsfned list

Primary Servor: 132 163 4102 - Horh Amenica
focondary Server: 132 163 4102 - Norh Amorica »

d. Click ‘Mt to continug.

If you want to automatically synchronize the Barricade with a public time
servet, check the box to Enable Automatic Time Server Maintenance.
Select the desired servers from the drop-down menus.

Click NEXT to continue.
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Wireless Settings

4.4

This screen allows you to configure the SSID, wireless Mode and channel.
Optionally you can disable broadcasting of SSID for added security. SSID
is the name given to your wireless LAN. Wireless clients within the same
network should be configured to use the same SSID.

SMC"®

1. Gutting St = Winluis Sathings
This page alows you to configurg the wireless 5510, Mode and channel, Optionally you
can disable broadcasting of 5510 for added security. SS10 ks the nama given to your
wirslass LAN, Wirsless chants should be configured ta uea the zama 5510,

a. Enter new 5SI0 or use the default value.
4. Connection Typs

Setting b, Select Wireless mode. Far best compatibiity SMC recommend Mixed (11b+110+110),

©. Select operating channal,

d, Chek Hest! to eontnus

Parameter Description

Wireless Channel The radio channel used by the wireless router and its clients to
communicate with each other. This channel must be the same
on the Barricade and all of its wireless clients.

The Barricade will automatically assign itself a radio channel, or
you may select one manually.

Extension Setting the Bandwith Mode as 20/40MHz allows you to use this

Channel extension channel as the secondary channel for doubling the
bandwith of your wireless network.

SSID Service Set ID. The SSID must be the same on the Barricade

and all of its wireless clients. (Default: SMC)

Wireless Mode This device supports 11n, 11gand 11b wireless networks. Make
your selection depending on the type of wireless network that
you have. SMC recommend using “Mixed 802.11n, 802.11g and
802.11b” to provide compatibility with 11n, 11g and 11b
wireless clients.
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Parameter

Description

Bandwidth

Broadcast SSID

Protected Mode

802.11e/WMM
QoS

* 20MHz: Sets the operation bandwidth as 20 MHz.

* 20/40MHz: Allows automatic detection of the operation
bandwidth between 20 MHz and 40 MHz.

Choosing the bandwidth mode as 20/40MHz allows you to
use the extension channel.

Enable or disable the broadcasting of the SSID. Disabling SSID

broadcast will provide increased security by hiding the SSID of
your wireless network.

Enabling this function to ensure the best performance of your
11n throughput in case there is a lot of interference from the
11g and 11b devices in the wireless network.

Enable or disable the use of QoS. The QoS (Quality of Service)

function allows you to differentiate WMM (Wi-Fi Multimedia)
traffic and provide it with high-priority forwarding setvice

Click NEXT to continue.
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Connection Type Setting

46

Specify the WAN connection type required by your Internet Service
Provider. Specify Dynamic IP Address, PPPoE, PPTP, L2TP or Static IP

Address.

4. Connection Type Setting
This page lows you 10 seect 3 conneation type to connect intermet,

a. Sefect mquired connoction type. For the comect settings contact your 159,

Obtains an P addtess sutomabically fiom yout senice provider

PPP ovee Ethemel s & comman connschion method used for zDSL

Powrtto-Paint Tunnekng Protoced &5 3 Common connection mathod
weed in European s0SL connechbans

Layer 2 Tunnoling Protocol is a comman connection mathod used in
Eumpaan ¥U5L canmactinng

Your senice provider provides o static IP sddeess to access Intemet
EBniCRE

b. Chek Hewt' to continue

Select your connection type to proceed. Click BACK to go back and

change your settings.
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Dynamic IP Address

If the ISP requires you to input a Host Name, type it in the Host Name
field. Click on the Clone the MAC Address and the MAC Address of

the current PC will be filled automatically.

Dynamic IP

The Host name is etional, but may be mouired by same Serice Providers. The defaull MAC sddress is wet ta the WANS
phorsical intesfuce on the Banitade

I recqird by yoor Sardce Provider, you can ues the “Clone MAC Addrezs® hutton fo copy the MAC address of the Metwork
Inteeisce Card instalied in your PC to replace the WAN MAC sddress.

I necessany, you con use the "Reltase” and "Ronew” buttons on the Status page to releate and réntw the WAN IP address.

on - 17 - P - L L4

[Bac ]

Click NEXT to proceed, or BACK to change your settings.
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PPPoE

Enter the User Name and Password required by your ISP in the
appropriate fields. If your ISP has provided you with a Service Name enter
it in the Service Name field, otherwise, leave it blank. Leave the
Maximum Transmission Unit (MTU) at the default value (1454) unless you
have a particular reason to change it. Enter the maximum idle time for the
Internet connection. After this time has been exceeded the connection will
be terminated. Check the Auto-reconnect check box to automatically

re-establish the connection as soon as you attempt to access the Internet

again.

PPPoE

Erter the PPPoE wser name and password sssignad by your Service Privder. The Sarice Nama iz neemally optianal, but may be
required by some serece providers. Enter & Maximum iéte Time (in minotes) to define o macmum penod of lime for wéech the
Inteenel connection is mantained during inactivity. the conmection is inactive for keges than The Maximuym ide Time, then it will
be dropped You can enable the Aut t option to i blish the connection a5 soon as you attempt to
sccess the Intemat again

IF your Itomet Serace Privider requins the use of PPPOE, enter the information befow.

U PRPOE Authe

User Narne
Password

Flease ielype your passwird
Serace Name

MTU: 1454

Wi |die Time g e

[ Auto-recorsect

Click NEXT to proceed, or BACK to change your settings.

Note: Clicking NEXT will not automatically connect the Barricade to
the Internet. The Barricade will only connect when you explicitly
request it to, for example, by launching your web browser.
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PPTP (Point-to-Point Tunneling Protocol)

The Barricade supports PPTP connection. The PPTP connection delivers user-
level authentication VPN (virtual private network) for secure network path.

Enter the user account ID and password required by your ISP in the
appropriate fields. If your ISP has provided you with a Host Name enter it
in the Host Name field, otherwise, leave it blank. If your ISP uses DHCP
service, enable the Get IP by DHCP. Then enter the Service IP Address
provided by your ISP.

Click on the Disconnect after x minutes of no activity and then entet the
idle time for the Internet connection. This is the period of time for which the
connection to the Internet is maintained during inactivity. If your ISP charges
you by the minute, you should change the idle time out to one minute.

Most ISPs provide a DNS server for speed and convenience. Since your
Service Provider may connect to the Internet with dynamic IP settings, it is
likely that the DNS server IP’ are also provided dynamically. Clicking on

the Click here to enter your DNS Settings for DNS configuration. See
“DNS” on page 4-22.

PPTP
Pairt-te-Point Tunnehng Proteced A verssoe of PP (Poini-o-Pont Pratocal) that b the sbility 1o encapsulate packets of dita
Heemattod for sew notwoek pretocel in packets used by anothar pretocel This tunnoling tochnique allows TCRIP dats 1o be
FransAEld cver & e TCPAR network FRTR can b usad 0 join dilscent physical natwniks uging 1he intemat a5 an
My

Use PPTP Authentication

PPTP Accaint : |
PRTP Password :
Rotyps Password :

Hast Name ©

Gl I Hy DHCR =
Service IP Address : [0 o ] ]
[ Dhizecrmect after Frimutes of o
ALY

Click here to enter your DNS Settings

Click NEXT to proceed, or BACK to change your settings.
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L2TP (Layer 2 Tunneling Protocol)

The Barricade supports L2TP connection. The L2TP connection delivers
computer-level authentication VPN (virtual private network) for secure
network path.

Enter the user account ID and password required by your ISP in the
appropriate fields. If your ISP uses DHCP service, enable the Get IP by
DHCP. Then enter the L2TP Server Address provided by your ISP.

Click on the Disconnect after x minutes of no activity and then enter
the idle time for the Internet connection. This is the petiod of time for
which the connection to the Internet is maintained during inactivity. If
your ISP charges you by the minute, you should change the idle time out to

one minute.

Most ISPs provide a DNS server for speed and convenience. Since your
Service Provider may connect to the Internet with dynamic IP settings, it is

likely that the DNS server IP’s are also provided dynamically. Clicking on
the Click here to enter your DNS Settings for DNS configuration. See
“DNS” on page 4-22.

LZTP
Some 575 requre the use of LITP 10 establish connections i heir netwerks. If th installstion instroctions that sccomgpany

your modem atk you to sl up 8 Salup conmection using & L2TP VPN huneed than select this option. Note that once the Reuter is
instalad, ynu will not nesd ta use the dialip VEN on your PC any more

Use LZTP Authentication

LZTP Acemumts |
LETP Passward ©
Rutype Pasward :
Get I By DHCF ;. [5]
LITP Server Address: 0 o ] (]

[ Dustonnsct alter 10 jemtes ofne actony

Clirk: here to enter yoor DVE Sertings

Click NEXT to proceed, or BACK to change your settings.
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Static IP Address

Enter the IP address, Subnet Mask and Gateway Address provided to you
by your ISP in the appropriate fields below.

Static IP

W your Serice Provder has assigned @ fixed IP sddmss; emer the sesigned I address, subnst mask and (he gatewsy addrass
privited

Click NEXT to proceed, or BACK to change your settings.

411
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System

Time Zone

412

Select your local time zone from the drop-down list. This information is

used for log entries and client filtering,

SMC"®

SETUP WIZARD Sot Time Zone

SYSTEM Use this setting to ensure the time-based chent filtenng feature and system log
v T 2o entnes are based on the canmect locaksed tene,
Pavawol d Setlings

Remine Managoment (GMT-08.00) Facic Time (US & Canads) Tjusna ¥
WAN
LaN
WIRELEES [¥] Enable Daylight Savings
AT Stant Diaylight Savings Time: Jorsary  w|[1
ROUTING Enil Daylight Savings Time: Jorcary w1
FIREWALL

uPnP Configuite Time Sonver (HTP)

DDNE
¥ou can automatically maintan the system time on your router by synchronising with a

TOOLS puBic tims sarvar over the Intamat
STATUS

[“] Enabla Automatlc Time Server Maintenance

when you enable this cption you wil nbed to configure two diffarent time servers, use
the options balow to sat the prmary and secondary NTR sarvers in your ama;

Primary Sarvar: 137 634102 - Mo Amaren
Secondary Sorver: | 1321634102 Mook Arnpricn W -

For accurate timing of log entries and system events, you need to set the
time zone. Select your time zone from the drop-down list.

If daylight savings is used in your area, check the box to enable the
function, and select the start/end dates.

If you want to automatically synchronize the Barricade with a public time
server, check the box to Enable Automatic Time Server Maintenance.

Select the desired servers from the drop-down menu.

Click SAVE SETTINGS.



SYSTEM

Password Settings

Use this screen to change the password for accessing the management

interface.

SMC"®

SETUP WIZARD
SYSTEM
Tienn 7w Sat 3 password to restrict managamant access to tha router.
o Pamaword Settings
ol Manstienient
WAN
LaN
WIRELESS » Re=Enter Passwoed for venfication:
NAT
ROUTING

Password Settings

s Cutrént Password @ o ldi Tims Out: 10 Min
| {icie Time =0 : NO Teme Out)
« Now Password:

FIREWALL

uPnP
b HELF | [ SAVE SETTINGS | [ CAMCEL |

DDNE
TOOLS
STATUS

Passwords can contain from 3~12 alphanumeric characters and are case

sensitive.

Note: If you lost the password, or you cannot gain access to the user
interface, press the blue reset button on the rear panel, holding it
down for at least 10 seconds to restore the factory defaults. The
default password is smcadmin.

Enter a maximum Idle Time Out (in minutes) to define a maximum period
of time for which the login session is maintained during inactivity. If the
connection is inactive for longer than the maximum idle time, it will
perform system logout, and you have to log in again to access the
management interface. (Default: 10 minutes)
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Remote Management
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By default, management access is only available to users on your local
network. However, you can also manage the Barricade from a remote host
by entering the IP address of a remote computer on this screen. Check the
Enabled check box, and enter the IP address of the Host Address and
click SAVE SETTINGS.

SMC"®

SETUP WIZARD

Remote Management
SYSTEM

Tiena Zenw Sat the ramote managemant of the router. If you want to manage the router from 3
remate location (outside of tha local network), you must slro specify the IP address af
the remote PC,

WIRELESS
NAT
RouriG () s (o)
FIREWALL

uPnP

DDNE
TOOLS
STATUS

Note: If you check Enable and specify an IP address of 0.0.0.0, any
remote host can manage the Barricade.

For remote management via WAN IP address you need to connect using
port 8080. Simply enter WAN IP address followed by :8080, for example,
211.20.16.1:8080.

File Edit ‘iew Favorites Tools  Help

dmEack - = - &) i | ‘Dhsearch [ Favorites

Address 211,20.16,1:3080




WAN SETTINGS

WAN Settings

Specify the WAN connection type required by your Internet Service
Provider. Choose Dynamic IP Address, PPPoE, PPTP, L2TP or Static
IP Address for your WAN link.

WAN Settings

1
P b Bamesde can be connecied 1o your senice provedee in any of the fallowing ways

PRPel
== & Dymamic " Address  Oblains an 1P address aulomalicaly kom yous serice gromde:
BE ) PPPOE PRE vur Etharmet s a commen connection muthod used fur a0&L
Static IP Addrpas

Clone MAC Addresys o PETR Point-40-Foint Tunnaling Pratocol is 3 commen connection mathod

uted m Eurgpein =DSL connechions
NS
Layer 2 Turealing Protocel is & comman connaction methad used in

LAN O L2 Eueopean a1 connéctions

WIRELESS Your sErce prondr provides & slabe B address 1o scoess Intemet
b € Statio [P Adiress Heliis

ROUTING Ware Conhgurehon I-‘

FIREWALL

UPnP
DDNS
TOOLS
BTATUS

Select the connection type and click More Configuration.
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Dynamic IP
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The Host Name is optional, but may be required by some service
provider’s. The default MAC address is set to the WAN’s physical interface
on the Barricade.

If required by your service provider, you can use the Clone MAC Address
button to copy the MAC address of the Network Interface Card (NIC)
installed in your PC to replace the WAN MAC address.

If necessary, you can use the Renew button on the Status page to renew
the WAN IP address.

SMC"®

SETUP WIZARD
SYSTEM Dynamic IP

The Host name is eptional, but may be rquired by same Service Prowder's. The defaull MAC sddress is 5#t ta the WANS
phorsical intesfuce on the Banitade

I recpired by your Sandce Provider, you can use the *Clons MAL Address” button 1 copy the MAC address of the Netwodk
Intrisce Card instalied in your PC 1o repiace the WAN MAC sddress.

I nacessaey, you can use the "Release” and "Henew” buticas on the Status page 10 releass and renew the WAN IP addvess.

[0

LAN o L2 L Lz Lle ||a

WIRELESS

AT Clane MAC Addrass

ROUTING

FIREWALL

UPnF

DDNS

TOOLE [rEF | savEsETTNGE | CancEL |

BTATUS

Note: Make sure you record the MAC address that you clone, so that if
you lose your settings you will be able to re-connect to the
Internet.

Click SAVE SETTINGS to proceed, or CANCEL to change your
settings.



WAN SETTINGS

PPPoE

Enter the PPPoE user name and password assigned by your Service
Provider. The Service Name is normally optional, but may be required by
some service providers. Enter a Maximum Idle Time (in minutes) to define
a maximum period of time for which the Internet connection is
maintained during inactivity. If the connection is inactive for longer than
the Maximum Idle Time, then it will be dropped. You can enable the
Auto-reconnect option to automatically re-establish the connection as

soon as you attempt to access the Internet again.

SMC*

SETUP WIZARD
BYETEM PPPoE
WAN

P, 2 :
Ovmic I Addre Enter the PPPoE wser name and password sesigned by your Serice Privder. The Sanice Name (3 nomally optunal, but may be

required by some serece providers. Enter & Maxmum idfe Time (in minctes) to define @ macimum period of time for whch the

PPl Inbeenel connsction is mamtained during inactivity. ¥ the connection is inactive for loages thas the Maximum ide Time, then it wil
= B be dropped You can enable the A aption to i blish tha connection 33 soon a8 you atbempt to
WoeEs the Intemal again
e
Static IP Addrpas I your ietemet Serace Provder requies the use of PPPoE, enter the mformation below.
Clone MALC Address
DNS
LAN Uz PPPUE Authie
WIRELESS
User Narne
HAT
ROUTING Pussward
FIREWALL Pleuse ietype your pussword
UPnP
o Serace Name
TOOLS MT: (1454
BTATUE Maimumn Idle Time g

5 min

[ Auto-recorsect

Click SAVE SETTINGS to proceed, or CANCEL to change your
settings.
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PPTP
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Enter the Account ID and Password, and Host Name assigned by your
ISP in the appropriate fields. If your ISP uses DHCP service, enable the
Get IP by DHCP. Then enter the Service IP Address provided by your
ISP. Click on the Disconnect after x minutes of no activity and then
enter the idle time for the Internet connection. This is the period of time
for which the connection to the Internet is maintained during inactivity. If
your ISP charges you by the minute, you should change the idle time out to
one minute.

Most ISPs provide a DNS server for speed and convenience. Since your
Service Provider may connect to the Internet with dynamic IP settings, it is
likely that the DNS server IP’s are also provided dynamically. Clicking on
the Click here to enter your DNS Settings for DNS configuration. See
“DNS” on page 4-22.

SMC*

SETUP WIZARD

SYSTEM PPTP

WAN Pairt-te-Point Tunnehng Proteced A verssoe of PP (Poini-o-Pont Pratocal) that b the sbility 1o encapsulate packets of dita
faematted for e netwerk protocol in packets used by anoihar protocal. This tunneing technique allows TORP data 16 be

Dynamic B Adareas. transmitad over a noe-TCRAR natwork FFTR can s used t0 join difscent physical natwnrks uging tha intemat a5 an

My

Use PPTP Authentication

PPTP Account ©
PPTP Password ©

WIRELESS Rotype Password |

NAT Hast Namn 5
Ll Gl 1 Ely DHEP © =]
FIREWALL
o Sendce P Adiress: 0 |0 [0 |[p
DONE [ Dircommect aéier minutes of na
ToOLS sty
STATUS
Click here tn enter your DINS Settings

Click SAVE SETTINGS to proceed, or Clear to change your settings.



WAN SETTINGS

L2TP

Enter the L2TP Account ID and Password assigned by your ISP in the
appropriate fields. If your ISP uses DHCP service, enable the Get IP by
DHCP. Then enter the L2TP Server Address provided by your ISP. Click
on the Disconnect after x minutes of no activity and then enter the idle
time for the Internet connection. This is the period of time for which the
connection to the Internet is maintained during inactivity. If your ISP
charges you by the minute, you should change the idle time out to one
minute.

Most ISPs provide a DNS server for speed and convenience. Since your
Service Provider may connect to the Internet with dynamic IP settings, it is
likely that the DNS server IP’s are also provided dynamically. Clicking on
the Click here to enter your DNS Settings for DNS configuration. See
“DNS” on page 4-22.

SMC*

SETUP WIZARD

SYSTEM LZTP
WAN Some 575 requre the use of LITP 10 establish connections i heir netwerks. If th installstion instroctions that sccomgpany

your modem atk you to sl up 8 Salup conmection using & L2TP VPN huneed than select this option. Note that once the Reuter is
Dymamic B Address instalad, ynu will not nesd ta use the dialip VEN on your PC any more
PRPall
o]
L Use LZTP Authentication
Statie 1P Arbdrass LZTP Aceaunt :
Clune MAC Ardrss.
LETP Passward ©
NS
LaN Futype Password :

WIRELESS

Get I By DHCF ;. [5]
NAT

ROUTING LITP Server Address: 0 o ] (]

it [ Dusgonmsct atter |10 pites of o actvny
UPnP

DDNS

TOOLE Clirk: here to enter yoor DVE Sertings

BTATUS

Click SAVE SETTINGS to proceed, or Clear to change your settings.
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Static IP

If your Service Provider has assigned a fixed IP address, enter the assigned

IP address, subnet mask and the gateway address on this screen.

Static IP

Iymaic 5 Address
PPPell
(Lo

W your Serice Provder has assigned @ fixed IP sddmss; emer the sesigned I address, subnst mask and (he gatewsy addrass
privited

[
AN
WIRELESS

NAT
ROUTING
FIREWALL

UPnP
DDNS
TOOLS
BTATUS

[HELF [ SAVESETTINGE || CANCEL |

Click SAVE SETTINGS to proceed, or CANCEL to change your
settings.
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Clone MAC Address

Some ISPs require you to register your MAC address with them. If this is

the case, and you have previously registered the MAC address of another
device, the MAC address of the Barricade must be changed to the MAC
address that you have registered with your ISP.

Clone MAC Address
Somn 15Ps rquine you to regster your MAC address with thom. If you have done this, the MAC addmss of the
Dynamic B Addeex Gateway must be changad to the MAC address that you supplad to your ISP,

PRPall

o]

e 00 Use the Gateway's default MAC address 00:17:0F:C2:40:14

Statie 1P Arbdrass

® WaN Interface MAC Address:

) Usa this PC's MAC address 00:04:52:00:02:FD
Clone MAC A

hs ® Enter a naw MAC address manually:

LAN o |07 sl Jade [ |- hs

WIRELESS

NaT SAVEBETTINGS | [ CANCEL
ROUTING

FIREWALL

UPnP
DDNS
TOOLS
BTATUS
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DNS
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A Domain Name Server (DNS) is an index of IP addresses and web
addresses. If you type a web address into your browser, such as

www.smc.com, 2 DNS server will find that name in its index and find the
matching IP address: xxx.xxx.xxx.xxx. Most ISPs provide a DNS server

for speed and convenience. Since your Service Provider may connect to
the Internet with dynamic IP settings, it is likely that the DNS server IP’s
are also provided dynamically. However, if there is a DNS server that you

would rather use, you need to specify the IP address here.

SMC*

SETUP WIZARD

SYSTEM

WAN
Dymamic ' Address.
PPPell
(Lo
L
Statie P Ardrnas
Clune MAC Ardvess.
NS

AN

WIRELESS

NAT
ROUTING
FIREWALL

UPnP
DDNS
TOOLS
BTATUS

DNS

A Domain Name Server (ONS) is &0 index of [P addresses and Web addresses, 17 you type 3 Web sodress into
your brawsar, such a3 www.sms.cam ,a ONS server will find that name in its index and find the masching 1P
ANdrEEE: H0e 006NN . MasE 1505 provids 3 DG servar for speed and convenience. SINce your Servics
Provider may connect to the Intemet with dynasmic 1P settings, it s ikely that the DNS server 1P's are also
provided dynamically, Howover, if thore i 3 DNS server that you would rather use, you noed 1o specify the I#
addrass haro.

HELF SAVE SETTINGS CANCEL



L.AN SETTINGS

LAN Settings

You can enable DHCP to dynamically allocate IP addresses to your client
PCs, or configure filtering functions based on specific clients or protocols.
The Barricade must have an IP address for the local network.

SMC*

SETUP WIZARD
SYSTEM LAN Settings
WAN

You can engble DHCP o dynamically dlocate 1@ sddresses 1o your client PCs, or configure filtering functions
» LAN based on spocific clients or pratocals. The router mast hawe an tP addross far the local natwork,

WIRELESS

NAT LAN IP
ROUTING

FIREWALL

UPnP

DODNE

TOOLS

i . [

IP Address Pool

HELF || SAVESETTINGS | Cancel

The LAN Settings parameters are listed below.

Parameter Description
LAN IP
IP Address The IP address of the Barricade.

IP Subnet Mask The IP subnet mask.

DHCP Setver DHCP allows individual computets to obtain the TCP/IP
configuration at startup from a centralized DHCP server. To
dynamically assign an IP address to a client PC, enable the
DHCP (Dynamic Host Configuration Protocol) function.
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424

Parameter

Description

Lease Time

The length of time the DHCP server will reserve the IP
address for each computer. Setting lease times for shorter
intervals such as one day or one hour frees IP addresses after
the specified period of time. This also means that a particular
computer’s IP address may change over time. If you have set
any advanced features such as DMZ, this is dependent on the
IP address. For this reason, you will not want the IP address
to change.

IP Address Pool

Start IP

End IP

Domain Name

The DHCP IP Addtess Pool is the range of IP addresses set
aside for dynamic assighment to the computers on your
network.

This field indicates the first of the contiguous IP addresses in
the IP address pool.

This field indicates the last of the contiguous IP addresses in
the IP address pool.

The domain name is the name you assign to your network.




WIRELESS

Wireless

The Barricade also operates as a wireless access point, allowing wireless
computers to communicate with each other. To configure this function, all

you need to do is to enable the wireless function, define the radio channel,

the SSID, and the security options.

Wireless Settings

The router can be quickly configured a5 an wireless access point for rodming clients by setting the serace ot
idontifior (S6E0) and channal numbor. It also supports data encryption and chent filtaring

Enable or disable Wirless module function 1 ©Enable O fsable
SAVE SETTINGS

W Protectod Sitop

P
PIC

Mt
NAT
ROUTING
FIREWALL
UPnP
DODNE
TOOLS
BTATUS

Check Enable and click SAVE SETTINGS.
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Channel and SSID

4-26

You must specify a common radio channel and SSID (Service Set ID) to
be used by the Barricade and all of its wireless clients. Be sute you
configure all of its clients to the same values.

SMC"®

SETUP WIZARD

e Channel and SSID

WAN This pago allaws you to dofing 5510 and Channel 1D for wirnless connoction, In the wirddass envilonment, the mouter
LAN «can also act a3 an wimisss accass paint. Thase parameters are used for tha mabile stations to connsct ta this
access point

WIRELESS

ROUTING
FIREWALL
uene =3 (oL ]
DONE

TOOLS

BTATUS

Parameter Description

Wireless Channel The radio channel used by the wireless router and its clients to
communicate with each othet. This channel must be the same
on the Barricade and all of its wireless clients.

The Barricade will automatically assign itself a radio channel, or
you may select one manually.

Extension Setting the Bandwith Mode as 20/40MHz allows you to use this

Channel extension channel as the secondary channel for doubling the
bandwith of your wireless network.

SSID Service Set ID. The SSID must be the same on the Barricade

and all of its wireless clients. (Default: SMC)

Wireless Mode This device supports 11n, 11gand 11b wireless networks. Make
your selection depending on the type of wireless network that
you have. SMC recommend using “Mixed 802.11n, 802.11g and
802.11b” to provide compatibility with 11n, 11g and 11b
witeless clients.



WIRELESS

Parameter

Description

Bandwidth

Broadcast SSID

Protected Mode

802.11e/WMM
QoS

* 20MHz: Sets the operation bandwidth as 20 MHz.

* 20/40MHz: Allows automatic detection of the operation
bandwidth between 20 MHz and 40 MHz.

Choosing the bandwidth mode as 20/40MHz allows you to
use the extension channel.

Enable or disable the broadcasting of the SSID. Disabling SSID

broadcast will provide increased security by hiding the SSID of
your wireless network.

Enabling this function to ensure the best performance of your
11n throughput in case there is a lot of interference from the
11g and 11b devices in the wireless network.

Enable or disable the use of QoS. The QoS (Quality of Service)
function allows you to differentiate WMM (Wi-Fi Multimedia)
traffic and provide it with high-priority forwarding setvice
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Access Control
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Using the Access Control functionality, you can restrict access based on
MAC address. Each PC has a unique identifier known as a Medium Access
Control (MAC) address. With MAC filtering enabled, the computers
whose MAC address you have listed in the filtering table will be able to
connect (or will be denied access) to the Barricade.

SMC*

SETUP WIZARD

SYSTEM

Access Control

WAN For a more socure Wirsless network you can spacify that only cortan Wirsless PCs can connect to the Access
LAN Point. Lip 1o 32 MAC 3ddresses can be addad to ths MAC Filtaring Table. Whan enabled, all ragistarad MAC
‘addresses are controlled by the Access Rule,
WIRELESS
Channet and S50 = Enable MAC Fillering :  Oves  &Na
Access Control
Sacaiy » Accoss Ruln for mglstored MAG addross : Edllow O Deny
s * MAG Filtoring Table (up to 32 stations)
e
w1k ol s ]
WAH Protectod Stup i ] : | 98 BE i) L]
2 oo 1€ |1 |DF 07 a0 |y |48
2 o 1| 00 ;00 oo T (00
+ on ;|00 m ;o on ;|00
5 w | m 0] ] o ;oo
& w | [m (] (] w | [m
v o0 |y [od 00 | o0 o0 | [o0
) | [m o |0 o | (m
5 [T ;[



WIRELESS

Security

To make your wireless network safe, you should turn on the security

function. The Barricade supports the following security mechanism:

* WEP

*  WPA

Security

Thi router can transmit your dats securely over thi wiredess petwork, Matching secunty mechaniems must bi
satup on your routes and wirsless cient davices, You can choose the allowed socurity mochanisms in this page
WIRELESS and configurs tham in the sub-pages,
Cheanwed and SSI0
e Allgwad Clhant Type:  WoWEF. Ha WeA
Secu ity
e
weR
024K
WK Profected Setup

e

P

PIC

Mt
NAT
ROUTING
FIREWALL
UPnP
DODNE
TOOLS
BTATUS
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WEP

If you want to use WEP to protect your wireless network, you need to set
the same parameters for the Barricade and all your wireless clients.

SMC*

SETUP WIZARD WEP

SYSTEM
WAN

LaN
WIRELESS

WEP iz the basic mechanism to transmit your dats securely over the wirgless notwork, Matching encrypticn keys
must be SATLR 0N your outer and winiBss chant devices to 1e WER,

) ©Es-pit O 17a-be

= Hew O ascr

Btatic WEP Koy Botting

10,26 hex digits for 64-WER/128-WED

s SENERATE
= {1~32 characters)
Parameter Description
WEP Mode Select 64 bit or 128 bit key to use for encryption.
Key Entry Method  Select Hex or ASCII to use for encryption key.
Static WEP Key You may automatically generate encryption keys or manually
Setting enter the keys.

To generate the key automatically with passphrase, enter a string of
characters and click the GENERATE button. Select the default key from
the drop-down menu. Click SAVE SETTINGS.

Note: The passphrase can consist of up to 32 alphanumeric characters.

To manually configure the encryption key, enter five hexadecimal pairs of
digits for the 64-bit key, or enter 13 pairs for the 128-bit key.
(A hexadecimal digit is a number or letter in the range 0-9 or A-F)

Note: WEP protects data transmitted between wireless nodes, but does

not protect any transmissions over your wired network or over the

Internet.



WIRELESS

WPA

Wi-Fi Protected Access (WPA) combines temporal key integrity protocol
(TKIP) and 802.1X mechanisms. It provides dynamic key encryption and
802.1X authentication service.

SMC*

SETUP WIZARD
SYSTEM WPA
WAN
WPA i 3 secunity enhancement that strongly increases the lovel of dats protection and sccess control for
LaN onisting wirsless LAN, Matching authentication and sncryption methods must be sotup on your router and
WIRELESS wiralass chant davicss to use WRA
Channet and S50
Access Comtrol WFAFSE 4
Secuity
W
e
0024
WA Protectud St

TEIP &
Omzax @ere-shared Key

@ passplwase (B~63 characters)  OHex (64
digits)

HELF | SAVE SETTINGS CAMCEL

ROUTING
FIREWALL
UPnP
DODNE
TOOLS
BTATUS

Parameter Description

Authentication Choose 802.1X or Pre-shared Key to use as the authentication
method.

* 802.1X: for the enterprise network with a RADIUS server.
See “802.1X” on page 4-34.

* Pre-shared key: for the SOHO network environment
without an authentication server.

Pre-shared key type Select the key type to be used in the Pre-shared Key.
Pre-shared Key Type in the key here.
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WPA2

WPA2 is a product certification that is available through the Wi-Fi
Alliance. WPA2 certifies that wireless equipment is compatible with the
IEEE 802.11i standard. The WPA2 product certification formally replaces
Wired Equivalent Privacy (WEP) and the other security features of the
original IEEE 802.11 standard. The goal of WPA2 certification is to
support the additional mandatory security features of the IEEE 802.11i
standard that are not already included for products that support WPA.

SMC®

SETUP WIZARD
SYSTEM WPA
WAN

WPA i 3 securnity enhancement that strongly increases the level of dats protection and sccess control for

LaN mxisting wirsloss LAN, Matching authentication and oncryption methods must ba setup on your router and
WIRELESS wiraless chant davicas to uss WRA

Channet and S50
Access Control
Secuity
W
Jegzax @ ere-shared Key
2K
WA Protectud St
P
PiC

B © Passplvase (B~63 characters)  OHex (64
digits)

i HELF | [_SAVE seTTiNGS CANCEL

NAT
ROUTING
FIREWALL
UPnP
DODNE
TOOLS
BTATUS

Parameter Description

Authentication Choose 802.1X or Pre-shared Key to use as the authentication
method.

* 802.1X: for the enterprise network with a RADIUS server.
See “802.1X” on page 4-34.

* Pre-shared key: for the SOHO network environment
without an authentication server.

Pre-shared key type Select the key type to be used in the Pre-shared Key.
Pre-shared Key Type in the key here.




WIRELESS

WPA+WPA2

Wi-Fi Protected Access (WPA) combines temporal key integrity protocol
(TKIP) and 802.1x mechanisms. It provides dynamic key encryption and
802.1x authentication setvice.

Wi-Fi Protected Access 2 (WPAZ2) is a product certification that is available
through the Wi-Fi Alliance. WPA2 certifies that wireless equipment is
compatible with the IEEE 802.11i standard. The WPA2 product
certification formally replaces Wired Equivalent Privacy (WEP) and the
other security features of the original IEEE 802.11 standard. The goal of
WPA2 certification is to support the additional mandatory security features
of the IEEE 802.11i standard that are not already included for products
that support WPA.

SMC*

SETUP WIZARD
SYSTEM WPA
WAN
WPA i 3 secunity enhancement that strongly increases the lovel of dats protection and sccess control for
LaN mxisting wirsloss LAN, Matching authentication and sncryption mathods must be sotup on your router and
WIRELESS weralass chant davicas to use WRA
Channet and S50
Access Control WRASHTAL
Secuity
W
bW
0024
WA Protectud St

TEIP L

@mozax Oere-shared Key

Hicrusofl Internet Explarer
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Parameter Description

Authentication Choose 802.1X ot Pre-shared Key to use as the
authentication method.

* 802.1X: for the enterprise network with a RADIUS server.
See “802.1X” on page 4-34.

* Pre-shared key: for the SOHO network environment
without an authentication server.

Pre-shared key type  Select the key type to be used in the Pre-shared Key.
Pre-shared Key Type in the key here.

802.1X

If 802.1X is used in your network, then you should enable this function for
the Barricade.

SMC*

SETUP WIZARD

SYSTEM B02.1X

WAN

LaN

WIRELESS
Clanel and 5510

This page alows you 1o set the 802.1x, 3 method for thentication to winsless Thisse
paramaters ano used for this access point to connoct to the Authentication Sorver.

OEnable & Disable
Access Comrol

Becurity
W
WA

Secends { 0 for ne timeout chicking )

3600 Seconds { 0 for na re-authentication )

S . 60 Seconds after suthentication faled
WA Protected Seb
. RADIUS @
0 o Lo o
ROUTING
FIREWALL ma

UPnP
DODNE
TOOLS
BTATUS

z
=
=
i
z
g
E
i
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Parameter

Description

Authentication

Session Idle
Timeout

Re-Authentication
Period
Quiet Period

Server Type

Enable 802.1X authentication.

Defines a maximum period of time for which the connection is
maintained during inactivity.

Defines a maximum period of time for which the
authentication server will dynamically re-assign a session key to
a connected client.

Defines a maximum period of time for which the ADSL Router
will wait between failed authentications.

The Server Type of your authentication server is RADIUS.

RADIUS Server Parameters

Server IP
Server Port

Secret Key

NAS-ID

The IP address of your authentication server.
The port used for the authentication service.

The secret key shared between the authentication server and its
clients.

Defines the request identifier of the Network Access Server.
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Wi-Fi Protected Setup (WPS)

4-36

The Barricade was implemented with the ease-of-use Wi-Fi Protected
Setup (WPS). WPS makes a secure wireless network much easier to achieve
by using an eight-digit PIN number and the Push Button Control (PBC).

SMC"®

SETUP WIZARD
SYSTEM ‘Wi-Fi Protected Setup [WPS)

e Wi=Fi Protected Sstup (s used 1o easdy add devices 1o & network usng a FIN or
LaN button press. Devices must support Wi-Fi Protected Setup in order to be
WIRELESS configurad by this mathad,

Cheanwed and SSI0

Access Comtrol

Sucmity

W-Fi Protected Sotup (WPE)  ODuabled  (nabled

[_Apphy Chenges . ]

Currant PIN:OS6 11650

[ Gengrate NewF | | Festore Detaun P |

Check Enable and click Apply Changes.
Pressing Generate New PIN creates a new Current PIN number.

Pressing Restore Default PIN sets the PIN code to the factory default

numbet.

Take the following steps for easy network security settings.



WIRELESS

PIN Code Setup

SMC*

SETUP WIZARD
T PIN Methad

WAN

LAN Enber the PIN freen the chend device and chek “Starl PINT. Thin slad WIS on the chenl
duvice from it's werebes uliity or WIS application within 2 minutes

WIRELESS
Clanel and 5510
Access Control
Becurity
W
WA
D02.14K
WVLH Pt Situp

1. Power on your client device supporting WPS PIN code method.

2. Start WPS PIN process on client device. For instructions on how to do
this refer to the user manual of the client device.

3. Enter the PIN code of client device.

Note: The PIN code is generally printed on the bottom of the unit or
displayed in the configuration utility.

4. Click the Start PIN button on the screen.
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Push Button Configuration (PBC) Method

To achieve successful WPS connection, you can use one of the following
ways: (1) push and hold the WPS button on your Barricade, or (2) click the
Start PBC button on this screen.

SMC*

SETUP WIZARD
SYSTEM
WAN

Push Button Configuration (PEC) Mathod

Pugh and hald the WS buttea an yous roiber far 4 saconds o click "Stan PACT bution. Mo
AN push or chck WIS button on the clisnt devica you am connacting Nate: Thes must ba dona
WIRELESS weithin 2 msdes of pressng the WPS bullen

Chanvetand G510 | — -
Access Control IM!;L
Becurity

W

WA

D02.14K
W Protectod Sitop

ROUTING
FIREWALL
UPnP
DODNE
TOOLS
BTATUS

1. Power on your network devices such as an access point and client

network devices.
2. Press the WPS button for 4 seconds, or click the Start PBC button on
the screen.

3. Press the WPS button or click the PBC button on your client devices

of your network.

Note: This connection procedure must be done within 2 minutes after
pressing the WPS button on the Barricade.



WIRELESS

Manual

For client devices without WPS, manually configure the device as displayed

on the screen.

Manual

For chanl dences withoul WS, mialy cofigurs the dewce with [ loloming sedlings

WIRELESS
Clanel and 5510
Access Control
Becurity
W
WA
D02.14K
W Protectod Sitop

NAT
ROUTING
FIREWALL
UPnP
DODNE
TOOLS
BTATUS
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NAT

Network Address Translation allows multiple users to access the Internet

sharing one public IP.

NAT Settings

HNetwork Address Translation (NAT) allows multipis usars at your Iocal site to access
the Intemat throwgh a single public IF adoress or multipls puble [P addresses. NAT can
also prevent hacker attacks by mapning local addresses to public addresses for key
WIRELESS services such a3 the Web or FTP.

» NAT
Al Mopping Enatio or dissbls MAT Mot yevatie O tisabin
Mirtual Server
Spacial Applcation
MAT Elagyung | abhe
ROUTING
FIREWALL

UPnP

DDNS
TOOLS
BTATUE
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Address Mapping

Allows one or more public IP addresses to be shared by multiple internal

users. This also hides the internal network for increased privacy and
security. Enter the Public IP address you wish to share into the Global IP
field. Enter a range of internal IPs that will share the global IP into the
“from” field.

Address Mapping

Metwork Address Transtation (NAT) sllows 1P sddresses used in 3 private ool network (o be mapped 10 one o
mom addrosses used in the public, giabal Intempt. Thes foaturs Bmits the numbor of public 1P addrsses required
WIRELESS from the 152 and alsa mantaing the privacy and sacurity of tha local natwork, We allaw one or more than ona
pubbc 1P address to be mapped to a pool of local addresses.

NAT
—— e
Airtual Server
= 1 . Global 19:[0 o 0 |is i transformad as multipla wetual 105
AT Magging Tabh: from [0 o] 0 0 ka0 L0 0 o
ROUTING _
FIREWALL 2 . Global 1p:0 ] i 1 & transformed a5 multiple wirtual 195
upnp ol |0 o o kb o U |l
DDNE
= 3, Glebal 1920 @ o |n s transformad as multipla vetual (95
STATUS om0 o 0 hep o 10 i
4 . Global 1p:|0 i) ] 0 & transformed a5 multiple wrtual 1Ps

from(0 |0 A 0 ol Al 0 0

n

- Glehal 1p:0 C] o 0 5 transformad a5 multipls vetual 195

fem/0 10 LD 0 koo Lo o o
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Virtual Setrver

4.42

If you configure the Barricade as a virtual server, remote users accessing
services such as web or FTP at your local site via public IP addresses can
be automatically redirected to local servers configured with private IP
addresses. In other words, depending on the requested service (TCP/UDP
port number), the Barricade redirects the external service request to the
appropriate server (located at another internal IP address).

SMC"®

SETUP WIZARD
BYETEM Virtual Server
WAN

You can configure thi router 35 3 wirleal server 50 that remole users Jcoessing services stch a3 the Web
ztod t d

LaN or FT# at your lacal site via public 17 addmsses can be o local sorvers confio:
WIRELESS with privata [P andrecses. In ather werds, dapendng on the requested servics (TCPADE port numbar),
the roter redirects the extemal service reguest to the anpropnate server (ocated at enathes intemal 19
NAT address). This tool can support both port ranges, multipht ports, and combinateons of the two,
Al s Mapping
b Vil Sern For axamph
SO NOHCSOONS * Port Ranges: . 100-150
MAT Kagging | abh = Mullile Ports: ex. 25,110,00
ROUTING * Combinatan; ex, 25-100,00

FIREWALL

uene el i s rotocal Tuoel

DDNS 1 I TR ”
2
3
4
§
6
7
S

TOOLS
UOP
TCRALIDE

BTATUE

I+
%
ol |

For example, if you set Type/Public Port to TCP/80 (HT'TP or web) and
the Private IP/Port to 192.168.2.2/80, then all HT'TP requests from
outside users will be transferred to 192.168.2.2 on port 80. Therefore, by
just entering the IP address provided by the ISP, Internet users can access
the service they need at the local address to which you redirect them.

The more common TCP service ports include:
HTTP: 80, FTP: 21, Telnet: 23, and POP3: 110.

A list of ports is maintained at the following link:
http://wwwiana.org/assignments/port-numbers.



NAT

Special Application
Some applications require multiple connections, such as Internet gaming,
video-conferencing, and Internet telephony. These applications may not
work when Network Address Translation (NAT) is enabled. If you need to
run applications that require multiple connections, use these screens to

specify the additional public ports to be opened for each application.

Special Application

Semp applications requin multiple connections, such as Intemet gaming, video conferoncing, Intermat telophony
and athers, Thase applications £annot work whan Network Addrace Transiatian (NAT] is anablad. If you nead to
ruri apphcatians that reguire multiple connections, specify the part normally associsted with an apohcation in the

bl “Trigger Port” field, select the protocol type 45 TCP or UDP, then enter the public ports associated with the
NAT trigger port to open them for inbound traffic,
FremT—. Note: The range of the Triqgar Ports is from 1 to 65535,
g .- _““
v Spacial Applicmion
. &1
AT Hippihg oo 1 [emw A £557.2300-2400. 47624 20000-29000 TE8
ROUTING ®uop Ouoe
FIREWALL 2 @rce TR
uPnP i 4 Qupp Cuoe o
e i @rep @1 a
TOLG g Cuop Ouoe
BTATUS =
x @ree ok ] 0o
Cuop Ouer
@Tep k(=
& z C
Cunp Ouoe &
ETCP @Tee
i Ouoe Ouee =

@Tee @ TR

3
Cuok Ouop g
®TCP & TR
& Cuop Cuop o
WIRELESS =
NAT 5 Sacy skt o
Dupp CQuor
Al s Mapping
\irisal Server = ®Tcp ®Tce o
+  Spacial Applicmion Cuop Cuon
HAT Magging 1 abh: . (o8 11 ®Tee -
ROUTING ¥ ok Owe
FIREWALL . ©Tep ®@Tce n
LLi | Cupp Ouoe
DDNS P—
TOOLS 9 ‘rum 8
BTATUS
®Ter
10. O i a

Bopular applcations _MGN&MHQ?OI\E& come] |1

GEEL
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NAT Mapping Table

444

This screen displays the current NAPT (Network Address Port
Translation) address mappings.

SMC*

SETUP WIZARD N
SYETEM NAT Mapping Table
WAN HAT Mapping Table displays the curent NAPT addross mappings.
LaN

WIRELESS index [Frotocal JLocal 1o Jocal Portpseudo 18 lpseudo portJpeer 1P [Feer fart |

NAT Fahesh
A s Mapping [HELF]
Virtual Servnr

ROUTING
FIREWALL
UPnP
DDNS

TOOLS
BTATUE

NAT Mapping Table displays the current NAPT address mappings. The
NAT address mappings are listed 20 lines per page, click the control
buttons to move forwards and backwards. As the NAT mapping is
dynamic, a Refresh button is provided to refresh the NAT Mapping Table
with the mots updated values.

The content of the NAT Mapping Table is described as follows.

*  Protocol - protocol of the flow.

*  Local IP - local (LAN) host’s IP address for the flow.

*  Local Port - local (LAN) host’s port number for the flow.
*  Pseudo IP - translated IP address for the flow.

e Pseudo Port - translated port number for the flow.

e Peer IP - remote (WAN) host’s IP address for the flow.

*  Peer Port - remote (WAN) host’s port number for the flow.



RourtinG

Routing

These screens define routing related parameters, including static routes and
RIP (Routing Information Protocol) parameters.

Static Route

SMC*

SETUP WIZARD
SYSTEM

WAN

LaN

WIRELESS

Static Route Parameter

HELF 1 SAVE SETTINGS CANCEL

STATUS

Parameter Description
Index Check the box of the route you wish to delete or modify.
Network Address Enter the IP address of the remote computer for which

to set a static route.

Subnet Mask Enter the subnet mask of the remote network for which
to set a static route.

Gateway Enter the WAN IP address of the gateway to the remote
network.

Click Add to add a new static route to the list, or check the box of an
already entered route and click Modify. Clicking Delete will remove an
entry from the list.
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RIP

RIP sends routing-update messages at regular intervals and when the
network topology changes. When a router receives a routing update that
includes changes to an entry, it updates its routing table to reflect the new
route. RIP routers maintain only the best route to a destination. After
updating its routing table, the router immediately begins transmitting
routing updates to inform other network routers of the change.

SMC*

SETUP WIZARD
SYSTEM
WAN Finasa Entar the falawing Configuration Pacamaters:
LAN
WIRELESS
NAT
ROUTING
Static Hunie
il
Ftousting Taksln
FIREWALL
UPnP

RIP Parameters

® General RIP parametes
RIP mode: @ pisable O Enabla
Ao semmary. (3 pisable O Enable
& Table af current interface RIP parsmatar

Dusabis (1 % [[uabia » | None -

1% [Dasble @ [None =

DDNE
TOOLS
STATUS

1 |Enable % |None »
1M |Disable @ |None -
1w |Disable » |Manp =
1 |[Dsabie @ [none @

1% |Daable & |None bt

HELP | [ SAVESETTIGS | [ CANCEL
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Parameter

Description

General RIP Parameters
RIP mode

Auto summary

Globally enables or disables RIP.

If Auto summary is disabled, then RIP packets will
include sub-network information from all sub-
networks connected to the router. If enabled, this
sub-network information will be summarized to
one piece of information covering all sub-
networks.

Table of current Interface RIP
parameter

Interface

Operation Mode

Version
Poison Reverse

Authentication Required

Authentication Code

The WAN interface to be configured.
Disable: RIP disabled on this interface.
Enable: RIP enabled on this interface.

Silent: Listens for route broadcasts and updates its
route table. It does not patticipate in sending route
broadcasts.

Sets the RIP (Routing Information Protocol)
version to use on this interface.

A method for preventing loops that would cause
endless retransmission of data traffic.

e None: No authentication.

e Password: A password authentication key is
included in the packet. If this does not match
what is expected, the packet will be discarded.
This method provides very little security as it
is possible to learn the authentication key by
watching RIP packets.

Password Authentication key.
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448

Routing Table

SMC*

SETUP WIZARD
SYSTEM
WAN

Routing Table

List Rauting Table:

LaN
—— T
c 182.168.2.0 255,255,255.0 drectly LaN
R c 137.0.0.1 2555553585 255 directly Loopback
ROUTING Flags : € - directly connectad, & - static, B - RIP, | - ICMP Redirect
Static Funste
3 (G
i T
FIREWALL
uPnP
DDNE
TOOLS
STATUS
Parameter Description
Flags Indicates the route status:
C = Ditect connection on the same subnet.
S = Static route.
R = RIP (Routing Information Protocol) assigned route.
I =ICMP (Internet Control Message Protocol) Redirect route.
Network Address Destination IP address.
Netmask The subnetwork associated with the destination.
This is a template that identifies the address bits in the
destination address used for routing to specific subnets. Each bit
that corresponds to a “1” is part of the subnet mask number;
each bit that corresponds to “0” is part of the host number.
Gateway The IP address of the router at the next hop to which frames are
forwarded.
Interface The local interface through which the next hop of this route is
reached.
Metric When a router receives a routing update that contains a new or

changed destination network entry, the router adds 1 to the
metric value indicated in the update and enters the network in
the routing table.




FIREWALL

Firewall

The Barricade Router’s firewall inspects packets at the application layer,
maintains TCP and UDP session information including time-outs and the
number of active sessions, and provides the ability to detect and prevent
certain types of network attacks.

Network attacks that deny access to a network device are called
Denial-of-Service (DoS) attacks. DoS attacks are aimed at devices and
networks with a connection to the Internet. Their goal is not to steal
information, but to disable a device or network so users no longer have

access to network resources.

SMC*

SETUP WIZARD
SYSTEM Security Settings (Firewall)

WAN

Tha Davice provides extensive firawall p o p
LAN te it the nisk of hacker attack, and defendng against a wide array of comman
WIRELESS attacks. Howaver, for appboations that require unrestricted access to the intemet,
you can configurs a spacific cliant/sorvar 4% 4 demilitanized zone (OME),

Emable or disable Firowall foatures ¢ ©Ensble O Disable

STATUS

The Barricade protects against the following DoS attacks: IP Spoofing,
Land Attack, Ping of Death, IP with zero length, Smurf Attack, UDP port
loopback, Snork Attack, TCP null scan, and TCP SYN flooding,

(For details see“Intrusion Detection,” page 4-56.)

The firewall does not significantly affect system performance, so we advise
enabling the function to protect your network.

Select Enable and click the SAVE SETTINGS button.
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Access Control

4-50

Access Control allows users to define the outgoing traffic permitted or
not-permitted through the WAN interface. The default is to permit all
outgoing traffic.

SMC"®

SETUP WIZARD
SYSTEM

WAN fccass Control allows users to defing the traffic type pemitted or not-parmitted to WAN part service. This page
LAN includas IP address fitering and MAC address filtaring.

WIRELESS Enabla Filtaring
AT Function

Access Control

& Enabde O Msshle

ROUTING
FIREWALL
Access Control

152.160.2.50 ~  WWW with URL Blocking, News Forums, Telnet, Always [Ea)
URL Aincking testing 100 Al Blachong Eds

Bherd M Add FC

Normal Filtering Table (up to 10 computers):

ki urson Dt tion

=
DDNE

TOOLS

STATUS

The following items are on the Access Control screen:

Parameter Description
Enable Filtering Enable or Disable Access control function.
Function

Normal Filtering Table Displays descriptive list of Filteting rules defined.




FIREWALL

To create a new access control rule:

1. Click Add PC on the Access Control screen. The Access Control Add
PC screen will appear.

2. Define the appropriate settings for client PC services.

3. Click OK and then click SAVE SETTINGS to save your settings.

Access Control Add PC

This page allaws usars to define sarvice limitations of client BCs, including 1P
‘address,service typs and schaduling rule critena. For the URL blocking functian, you
need to configure the URL address first on the "URL Mocking Sie® page. For Lhe
WIRELESS scheduling function, you #0 need 1o cenfigure the schedule nule first ca the

s *Schesula Pule® page.

RouTiG T —

Clant PC Description | sasting
Chant PC 1P Address 1922682, (50 |~ |100

URL filncking
Schue Mok
e D Sarvica Nama Dstal Basciptan alocking
e www HTTR, TCP Port 80, 3128, 8000, 8001, 8080 [
T mﬂn‘;‘“‘ i HTTP (Raf. URL Blocking Site Page) =]
DDNE Email Sending SMTR, TCR Port 25 [m]
TOOLS Hews Farums NNTF, TCP Port 118 =
STATUS Email faceiving PCP3, TCP Port 110 El
Secure HTTE HTTES, TCR Port 443 o
File Transfer FTP, TCP Port 21 3]
Teinet Service TEP Port 23 ]
Al 0L Instant Messenger, TCP Part 5190 Fl

Filn Transfar FTP, TCP Port 21 o i
Teingt Service TCR Port 23
AlM A0L Instant Messenger, TCP Port 5190 =)
Hethtontin H.323, TCP Part 1720, 1503 o
ONS LTS Port 53 o
Shite UD® Port 161, 162 [m]
VPH-PRTR TCP Port 1723 2}
WEN-LITR uC® Port 1701 =)
TCP Al TCP Part O
uoi All DR Port =]

User Dafine 3 =
e Service O TR O e
DDNE Port Range o ~ 0 0 ]
TOOLS u -2
STATUS ] ~[0

Schedulng Pule | Alvays Blodng w

SAVE SETTINGS
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MAC Filter

4-52

The MAC Filter allows you to define what client PC’s can access the
Internet. When enabled only the MAC addresses defined in the MAC
Filtering table will have access to the Internet. All other client devices will
be denied access.

You can enter up to 32 MAC addresses in this table.

SETUP WIZARD
SYSTEM
WAN This section halps provides MAC Filter configuration. When enabled, only MAC

7 addresses configured wil have access to your network, Al other chent davices wil gat
LN denied access. This secunty feature can support up to 32 devices and apolies to

WIRELESS clients,

MAC Filtering Table

MAC Addross

Contral C Enabiln @ Disable

MAC Filtaring Tabins {up to 02 computars):

UL filncking
Bherd M

ki wrsaon Dt ton

onz
UPnP +
DDNB
TOOLS 3
STATUS o

1. MAC Address Control: select enable or disable.

2. MAC Filtering Table: enter the MAC address in the space provided.



URL Blocking

FIREWALL

The Barricade allows the user to block access to web sites by entering
cither a full URL address or just a keyword. This feature can be used to
protect children from accessing violent or pornographic web sites.

WIRELESS

NAT

ROUTING

FIREWALL
Access Control
MAC Fiter
AR, filncking
Bherdh M

ki urson Dt tion

oMz
UPnP
DDNEB
TOOLS
STATUS

URL Blocking
Disallowed Web Sites and Keywords,

¥ou £an Block aceess to cartan Wab Bies from 3 particulas PC by eatenng sithar 3 full
URL address or just a keyword of the web site.

To specify the particular PC, 9o back 10 the "Access Control® page and check the bow
for *Hetp with URL Blackingn the "Narmal Filtaring Tabla®

2 |game site 17
See 3 |pem sits 18
see 4 |dug sit 19
Ste 5 qun Site 20
stm 6 site 21
She site 22
Sra @ Site 23
Sin 4 Sitn 24
S 10 site 25
sre 11 5ite 26

You can define up to 30 sites here.
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Schedule Rule
You may filter Internet access for local clients based on rules. Each access
control rule may be activated at a scheduled time. Define the schedule on
the Schedule Rule screen, and apply the rule on the Access Control screen.

SMC"®

SETUP WIZARD Schedule Rule
SYSTEM

WAN
LaN
WIRELESS Schedube Ruls Tahle (up to 10 rubes):
NAT
ROUTING

[

FIREWALL 3 =
A Schedul ule
Aceews Control M

This page defines schedule nde names and activates the schedula for use in the
“Access Contral® page.

i Rule 111

_ SAVESETTINGS || CANCEL |

TOOLS
STATUS
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Follow these steps to add a schedule rule:

SMC*

SETUP WIZARD
SYSTEM

wan T S
LAN Name namnel

WIRELESS

Edit Schedule Rule

Comment athcw howrs

Activate Time Period

Every Day
Sunday :
AN B marisay 8 :loo 18 |:[oo
Schurcha P
S— Tussday 8 |:o 18 |:[o0

L -

o Wodnosday 1 |:on m_|:on
e Thersday 8 |:lon 18 |soo
DDNE Friday 0 |:m W |z[on
ToOLS Saturday

STATUS

(ol cance |

1. Click Add Schedule Rule on the Schedule Rule screen. The Edit
Schedule Rule screen will appear.

2. Define the appropriate settings for a schedule rule.

3. Click OK and then click SAVE SETTINGS to save your settings.
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Intrusion Detection

4-56

. Intrusion Detection Feature

Stateful Packet Inspection (SPI) and Anti-DoS firewall protection
(Default: Enabled) — The Intrusion Detection Feature of the Barricade
Router limits access for incoming traffic at the WAN port. When the SPI
feature is turned on, all incoming packets will be blocked except for those
types marked in the Stateful Packet Inspection section.

RIP Defect (Default: Enabled) — If an RIP request packet is not
acknowledged to by the router, it will stay in the input queue and not be
released. Accumulated packets could cause the input queue to fill, causing
severe problems for all protocols. Enabling this feature prevents the
packets from accumulating.

Discard Ping to WAN (Default: Disabled) — Prevent a ping on the
Barricade’s WAN port from being routed to the network.

SMC*

SETUP WIZARD
SYSTEM

WAN ‘When the 581 (Stateful Packet Inspection) firewall feature is enabled, all packets can
b8 blocked, Stateful Packet Inspection (SP1) allews Rl suppart of differant

LA application lypes that are using dynamic port numbers, For the appicatins checked

WIRELESS in the list belaw, the Device will suppart full cperation a3 initiated fram the kacal LAN.

Luclt The Davice firewall can block common hacker attacks, including [ Spoafing, Land
ROUTING Attack, Ping of Dath, [P with 28ro length, Smurf Attack, UDP part loapback, Snark
FIREWALL attack, TCP null scan, and TCP S¥N floading.

Intrusion Detection

Access Control
MAC Fiter

RL flincking
B M

B 5Pl and Anti-DoS frewal protectan
O AP defo

[l Discard Ping To WaN Interface

Inkiursaon Dutiction
[T

UPnP

DDNEB

TOOLS

STATUS

Packet Fragmanation

H.323 Sarvice

EEEEEE

TFTR Sorvice

Scroll down to view more information.



FIREWALL

vour Bmad Address

SMTP Servar Address

- ryor Address

WIRELESS

kT Usier name
ROUTING Password
FIREWALL
et Fragmertation half-open |10 S
1R filncking TCR SYH wait £l see,
Schurdd Pk TCP FIN wait: 5 e
ki reacn Duction TCR connection idle 600 5
D tmoaus
UPnP UDP session ide timeout 120 s0¢.
ODNE :-L?E‘}Lge‘.n channel idle 160 sae,
TOOLS
STATUS L oosowwctcine |
Total incomplate TEBLEH sassions HIGH 300 sassion
Teeal incomplote TOR/UCRH sessions 250
Incomplets TOP/UD? sessions (per min) HIGH 250 session
Incomlote TCPAUDE sassions foar mind LOW 200 saszinn =

TCR S walt

TCR FIN wait ] soc
TCP connechon idie r
Bmeout 3500 soe.
WIRELESS UDP session s tmeaut 120 -
H.323 data channal idle
NAT ey 1m0 foc.
ROUTING
FREwaLL [ oot |
s Total incomplite TORADR sos 300 session
Lol 50 session
URL filnck
L Incomplete TORMUDS sessions (per mind HIGH 250 snssion
Schurdd Pk
neomplete TCRLOP 15 (et mink LY 2 sassion
T o Incomplete WUDR sessions (per mink LOW {11 Session
= Mauimum ineamplsts TCP/UDR sessians aumbar T30
oz from same hest
UPRP Incomplete TCRUDR £es5i0ns detect sensitive 5
e penad 300 mses
CONB Maximum ha¥-open fragmentation packet number (3
TooLs from sama host
Half-apon fragmentation datect sanstive time  [oon
STATUS panad L mene
Flaoding cratker block sme gl sec.

SAVEGETTINGE || CANCEL

*  Stateful Packet Inspection

This is called a “stateful” packet inspection because it examines the

contents of the packet to determine the state of the communications; i.e., it
ensures that the stated destination computer has previously requested the
current communication. This is a way of ensuring that all communications

are initiated by the recipient computer and are taking place only with
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sources that are known and trusted from previous interactions. In addition
to being more rigorous in their inspection of packets, stateful inspection
firewalls also close off ports until connection to the specific port is
requested.

When particular types of traffic are checked, only the particular type of
traffic initiated from the internal LAN will be allowed. For example, if the
user only checks “FTP Service” in the Stateful Packet Inspection section,
all incoming traffic will be blocked except for FTP connections initiated
from the local LAN.

Stateful Packet Inspection allows you to select different application types
that are using dynamic port numbers. If you wish to use the Stateful Packet
Inspection (SPI) to block packets, click on the Yes radio button in the
“Enable SPI and Anti-DoS firewall protection” field and then check the
inspection type that you need, such as Packet Fragmentation, TCP
Connection, UDP Session, FTP Service, H.323 Setvice, or TFTP Service.

*  When hackers attempt to enter your network, we can alert you by

e-mail

Enter your email address. Specify your SMTP and POP3 servers, user

name, and password.



*  Connection Policy

FIREWALL

Enter the appropriate values for TCP/UDP sessions as described in the

following table.
Parameter Defaults Description
Fragmentation 10 sec Configures the number of seconds that a packet

half-open wait

TCP SYN wait 30 sec

TCP FIN wait 5 sec

TCP connection 3600

idle timeout seconds
(1 hour)

UDP session idle 30 sec
timeout

H.323 data channel 180 sec
idle timeout

state structure remains active. When the timeout
value expires, the router drops the unassembled
packet, freeing that structure for use by another
packet.

Defines how long the software will wait for a
TCP session to synchronize before dropping the
session.

Specifies how long a TCP session will be
maintained after the firewall detects a FIN
packet.

The length of time for which a TCP session will
be managed if there is no activity.

The length of time for which a UDP session will
be managed if there is no activity.

The length of time for which an H.323 session
will be managed if there is no activity.
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*  DoS Criteria and Port Scan Criteria

Set up DoS and port scan criteria in the spaces provided (as shown below).

Parameter

Defaults

Description

Total incomplete
TCP/UDP sessions
HIGH

Total incomplete
'TCP/UDP sessions
LOW

Incomplete
TCP/UDP sessions
(per min) HIGH

Incomplete
TCP/UDP sessions
(per min) LOW

Maximumincomplete
TCP/UDP sessions
number from same
host

Incomplete
TCP/UDP sessions
detect sensitive time
petiod

Maximum half-open
fragmentation packet
number from same
host

Half-open
fragmentation detect
sensitive time period

Flooding cracker
block time

300
sessions

250

sessions

250

sessions

200
sessions

10

300
msec

10000

msec

300

second

Defines the rate of new unestablished sessions
that will cause the software to szar# deleting
half-open sessions.

Defines the rate of new unestablished sessions
that will cause the software to s7op deleting half-
open sessions.

Maximum number of allowed incomplete
TCP/UDP sessions per minute.

Minimum number of allowed incomplete
'TCP/UDP sessions per minute.

Maximum number of incomplete TCP/UDP
sessions from the same host.

Length of time before an incomplete
TCP/UDP session is detected as incomplete.

Maximum number of half-open fragmentation
packets from the same host.

Length of time before a half-open
fragmentation session is detected as half-open.

Length of time from detecting a flood attack to
blocking the attack.

Note: The firewall does not significantly affect system performance, so

we advise enabling the prevention features to protect your

network.
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DMZ

If you have a client PC that cannot run an Internet application propetly
from behind the firewall, you can open the client up to unrestricted two-
way Internet access. Enter the IP address of a DMZ (Demilitarized Zone)
host on this screen. Adding a client to the DMZ may expose your local
network to a variety of security risks, so only use this option as a last resort.

DMZ(Demilitarised Zone)

If you have & local chent AC that cannot run an Intemet application property from bahind
the MAT firewal, then you can open the client up to unrestnictad two-way Intemat
‘access by definng & Virtusl DMZ Host

WIRELESS
NAT Enabils OME CiEnabla (i Disabla
ROUTING
g Muttple PCs can be exposed 10 the Internet for two-way communications 0.6, Intemet
FIREWALL gaming. videa conferencing. or VN connections, To use the DMZ, you must set a static
Aceess Control 1P address for that FC,
MAC e
AR fincking
% s 1, 0.0.00 : 152.160.2. 0
Inbiursaon Dtiection 2 |0 n o o 197.168.2.0
- =] 0 .0 Ljo 192.268.2.0
UPnP 4 0 1o .l Lo 162.160.2. 0
DONE s, fo i [l 162.168.2.0
TOOLS
6 [0 | [0 Lo 19216020
STATUS i
] . . {0 0] 192.168.7. 0
a0 fo o Lo 192.169.2.0

HELF ! SAVE SETTINGS CANCEL
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UPnP

4-62

The Universal Plug and Play architecture offers pervasive peer-to-peer
network connectivity of PCs of all form factors, intelligent appliances, and

wireless devices.

UPnP enables seamless proximity network in addition to control and data
transfer among networked devices in the office, home and everywhere
within your network.

SMC*

SETUP WIZARD
SYSTEM

WAN The Universal Plug and Play architacturs offars parvasive pesr-to-peer natwork

T connectivity of PCs of all farm factars, intelligent appliances, and wirsless oavices,
LN UPriP grables searmless provimity network in sddition to contrel and data transfer
WIRELESS amang notworked devices in the home, office and everywhera in botween,

NAT

uPnP{Universal Plug and Play) Setting

= Dnable or dable UPnP 2] o
ROUTING foatures Ensble  Disable

FIREWALL

BAVESETTINGS || CANCEL |

UPnP allows the device to automatically:
*  join a network
*  obtain an IP address

*  convey its capabilities and learn about the presence and capabilities of
other devices.

Check the Enable radio button to activate this function.



DDNS§

DDNS

Dynamic Domain Name Service (DDNS) provides users on the Internet
with a method to tie their domain name to a computer or server. DDNS
allows your domain name to follow your IP address automatically by
having your DNS records changed when your IP address changes.

This DNS feature is powered by DynDNS.org or TZO.com. With a
DDNS connection you can host your own web site, email server, FTP site,
and more at your own location even if you have a dynamic IP address.

DDNS (Dynamic DNS) Settings

Eynamic DNS provides users an the Intemat a methad ta tie their damain name(s) to
cOmpUters or servers, DONS allows your doman name to follow your 1P addrass
automatically by having your DS records changed when your 1P address changes.
WIRELESS With & DONS connoction ¥ou Can host your own wob 5ite, emall server, FTP site and
AT more at your awn location sven if you have a dynamic 19 address.

ROUTING This DNS feature is powered by an external servics provider (nat by Bluawin)
FIREWALL

Dyniarre: DS CEnable & Disable
Provider

DONS Domain Name [
DONS Arcourt / Emal [HOHP com

OONS Password [ Key

e (e

4-63



CONFIGURING THE BARRICADE

Tools

Use the Tools menu to backup the current configuration, restore a

previously saved configuration, update firmware, and reset the Barricade.

Configuration Tools

Choose a function and click Next.

SMC

SETUP WIZARD

Configuration Tools
SYSTEM

WAN Uge tha *Rackup® tool to save the router's cument configuration to a file named
"backup.bin® on your PC, You can then use the "Restore” taol to restore the saved

LAN canfiguration to the router. Altematively, you can use the ‘Festore 1o Factory

WIRELESS Defalits toal to force the router to parform & power reset and restore the cngnal
factory settings.

NAT

RouTNG I S

FIREWALL @ Backup Router Canfiguration

UPnP o Festors from saved Canfiguration file

DONE ~ {backup.cfg)

o

Restore router to Factory Defauts

STATUS

Backup Router Configuration: this allows you to save the Barricade’s
configuration to a file.

Restore from saved Configuration file: this function is used to restore
the previously saved backup configuration file.

*  Restore router to Factory Defaults: this resets the Barricade back to the
original default settings.
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Firmware Upgrade

Use this screen to update the firmware or user interface to the latest

versions.

1. Download the upgrade file from the SMC web site first, and save it to
your hard drive.

2. 'Then click Browse... to look for the downloaded file. Click SAVE
SETTINGS.

Check the Status screen Information section to confirm that the upgrade

process was successful.

Firmware Upgrade

Thi tool alows you (o tgrads the router frmware Coich) file provided by us. You
can download the latast firmware from b

WIRELESS 11 is recommended that when performing & firmware upgarde, the computer upgrading
NAT the router is connected via a netwark cablo and nat via wireliss connpction.
ROUTING Entar the path and name, or browsa to the location, of the upgrade file then click the
FIREWLL BAVE SETTINGS hutton. ¥ou will ba promptad to confirm the UPGrada ta complate tha
procass.

UPnP
b B
TOOLS \

Configs ation Tools SAVE SETTINGS

[ Fionmwears Uprader
et
STATUS
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Reset

Click REBOOT ROUTER to reset the ADSL Router. The reset will be
complete when the power LED stops blinking.

4-66

Reset

In the avent that the system stops msponding comactly or in some way stops
functioning,you ean perform 3 reset. Your settings wil nat be changed. To perfarm the
reset, chck on the REBDOT ROUTER button below, You will be asked to confem your
WIRELESS decision. Tho reset will be complata when the power light stops Blnking.

ar (Fece] [_remoorhoueR )
ROUTING
FIREWALL
UPnP
DONE
TOOLS
Configes stion Tools

Firmviare Upgrads
b e
STATUS

If you perform a reset from this screen, the configurations will not be
changed back to the factory default settings.

Note: If you use the Reset button on the back panel, the Barricade
performs a power reset. If the button is pressed for over
10 seconds, all the LEDs will illuminate and the factory default
settings will be restored.



TooLs

STATUS

The Status screen displays WAN/LAN connection status, firmwate, and
hardware version numbers, illegal attempts to access your network, as well
as information on DHCP clients connected to your network. The security

log may be saved to a file by clicking Save and choosing a location.

Status

¥ou can usa the Status screen to sea the connection status for the muter's WANALAN
intarfaces, firmware and hardware versan numbers, any degal attempts to SCCEss your
network, &s well & information on all DHCE client PCs currently connected to your

WIRELESS natwark,

Luclt Current Time! 09/12/2007 01:21146 pm

ROUTING

FIREWALL INTERNET GATEWAY INFORMATION

uPnP

DDNE ADSL: DISCOMNECTED 1P Addressi 192.160.2.0 Mumbers of DHCP Clants: 3
Subiiat Mazk: Funtime Code Versan:
255 255 2550 0,00,01 {Sop 10 2007 12:46:46)
DHCR Server: Enablad Boot Code Version: V0,13
Frrawall; Onabled LAN MAC Adress: 00-17-3F-C2-40-13
UPrP: - Enabiid Wirsloss MAC Address: D0-17-3F-C2-
Wimlossi Enabled 4£-13
PETE Client: WAN MAC Address: D0=17-3F-CF-45~

Line 1 Disabled 14 (Chine MAC)

PRTR Sarvor: Hardwara Version: 08

Lined; Disconnected  Sarial Hum:  12732823302725
LinaZ: Discannacted
Linad: Drscornected

Security Log DHCP Client Log

Scroll down to view more information on the Status screen.

Lino2: Discannected
Line3: Discannacted

Security Lo DHCP Client L

WIRELESS v 9 o9

NAT Veaw any attempts that have been made to Wrew infarmatan an LAN DHCP chents
ROUTIRG QAN JCCeSE 10 Your network. currently finked to the routes.,

FIREWALL

oazszaon 1 DHCP Cliant: [A| [1pR192.160.2.100 wace00-OE-9B-6E- |
UPnP 05/12/2007 1 30 DECR Client: [F] ipw152.168.2.101 mac=00-04=E2=00~=
DONE 03/12/2007 L 128 DHCP Client: [ 1p=152.168.2,102 mas=00=-1C-DF=07
a8/ 18/ 2007 13 26 DHCP Client: [
ToOLS /1372007 1 BHCP Chiant: [
05/12/2007 1 BECF Client: [
ETATUE: 09/12/2007 1 i
o8/ 1z/z007 1 13
0B/12/2007 13 [
DNCF Client: [W) |

05/ 12/2007
L

=
=
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The following items are included on the Status screen:

Parameter Description
INTERNET Displays WAN connection type and status.
Renew Click on this button to establish a connection to the WAN.
GATEWAY Displays system IP settings, as well as DHCP Server and
Firewall status.
INFORMATION  Displays the number of attached clients, the firmware versions,

Security Log
Save
Clear
Refresh
DHCP Client Log

the physical MAC address for each media interface and for the
ADSL Router, as well as the hardware version and serial
number.

Displays attempts to access your network.
Click on this button to save the security log file.
Click on this button to delete the access log.
Click on this button to refresh the screen.

Displays information on DHCP clients on your network.




FinpiNG tHE MLAC ADDRESS OF A NETWORK CARD

Finding the MAC address of a Network Card

WINDOWS NT4/2000/XP

Click Start/Programs/Command Prompt. Type ipconfig /all and press
ENTER.

The MAC address is listed as the Physical Address.

MACINTOSH

Click System Preferences/Network.

The MAC address is listed as the Ethernet Address on the TCP/IP tab.

LINUX

Run the command /sbin/ifconfig.

The MAC address is the value after the word HWaddt.
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APPENDIX A

TROUBLESHOOTING

This section describes common problems you may encounter and possible

solutions to them. The Barricade can be easily monitored through panel

indicators to identify problems.

Troubleshooting Chart

Symptom Action

LED Indicators

Power LED is .
off

Check connections between the Barricade, the
external power supply, and the wall outlet.

If the power indicator does not turn on when the
power cord is plugged in, you may have a problem
with the power outlet, power cord, or external power
supply. However, if the unit powers off after running
for a while, check for loose power connections, power
losses, or surges at the power outlet. If you still cannot
isolate the problem, then the external power supply
may be defective. In this case, contact Technical
Support for assistance.
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Troubleshooting Chart

Symptom Action

LED Indicators

LAN LED is *  Verify that the Barricade and attached device are
Off powered on.

*  Be sure the cable is plugged into both the Barricade
and the corresponding device.

*  Verify that the proper cable type is used and that its
length does not exceed the specified limits.

e Be sure that the network interface on the attached
device is configured for the proper communication
speed and duplex mode.

*  Check the adapter on the attached device and cable
connections for possible defects. Replace any
defective adapter or cable if necessary.

Network Connection Problems

Cannot ping the *  Verify that the IP addresses are propetly configured.

Barricade from For most applications, you should use the Barricade’s
the attached DHCP function to dynamically assign IP addresses to
LAN. or the hosts on the attached LAN. Howevert, if you manually

configure IP addresses on the LAN, verify that the
same network address (network component of the IP
address) and subnet mask are used for both the
Barricade and any attached LAN devices.

Barricade cannot
ping any device
on the attached

LAN
*  Be sure the device you want to ping (or from which
you are pinging) has been configured for TCP/IP.




TROUBLESHOOTING

Troubleshooting Chart

Symptom Action

Management Problems

Cannot connect *  Be sure to have configured the Barricade with a valid
using the web IP addtess, subnet mask, and default gateway.
browser

e Check that you have a valid network connection to the

Barricade and that the port you are using has not been
disabled.

*  Check the network cabling between the management
station and the Barricade.

Forgot or lost e Press the Reset button on the rear panel (holding it
the password down for at least six seconds) to restore the factory
defaults.
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Troubleshooting Chart

Action

Symptom

Wireless Problems

A wireless PC
cannot associate
with the
Barricade.

Make sure the wireless PC has the same SSID settings
as the Barricade.
See “Channel and SSID” on page 4-26.

You need to have the same security settings on the
clients and the Barricade. See “Security” on page 4-29.

The witeless
network is often
interrupted.

Move your wireless PC closer to the Barricade to find
a better signal. If the signal is still weak, change the
angle of the antenna.

There may be interference, possibly caused by
microwave ovens or wireless phones. Change the
location of the possible sources of interference or
change the location of the Barricade.

Change the wireless channel on the Barricade. See
“Channel and SSID” on page 4-26.

Check that the antenna, connectors, and cabling are
firmly connected.

The Barricade
cannot be
detected by a
witeless client.

The distance between the Barricade and wireless PC is
too great.

Make sute the witeless PC has the same SSID and
secutity settings as the Barricade. See “Channel and
SSID” on page 4-26 and “Security” on page 4-29.




APPENDIX B
CABLES

Ethernet Cable

Caution: Do not plug a phone jack connector into an RJ-45 port. For

Ethernet connections, use only twisted-pair cables with RJ-45

connectors that conform to FCC standards.

Specifications

Cable Types and Specifications

Cable Type Max. Length Connector
10BASE-T Cat. 3, 4, 5 100-ohm UTP 100 m (328 ft) | RJ-45
100BASE-TX | Cat.5100-ohm UTP 100 m (328 ft) | RJ-45

Wiring Conventions

For Ethernet connections, a twisted-pair cable must have two pairs of

wires. Each wire pair is identified by two different colors. For example, one

wire might be red and the other, red with white stripes. Also, an RJ-45

connector must be attached to both ends of the cable.

B-1
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Each wire pair must be attached to the RJ-45 connectors in a specific
orientation. The following figure illustrates how the pins on an Ethernet
RJ-45 connector are numbered. Be sure to hold the connectors in the same

orientation when attaching the wires to the pins.

1 1

Figure B-1. RJ-45 Ethernet Connector Pin Numbers

R]J-45 Port Ethernet Connection

B-2

Use the straight-through CAT -5 Ethernet cable provided in the package
to connect the Batricade to your PC. When connecting to other network
devices such as an Ethernet switch, use the cable type shown in the
following table.

Attached Device Port Type Connecting Cable Type
MDI-X Straight-through
MDI Crossover




RJ-45 Port ETHERNET CONNECTION

Pin Assignments
With 10BASE-T/100BASE-TX cable, pins 1 and 2 are used for

transmitting data, and pins 3 and 6 for receiving data.

RJ-45 Pin Assignments

Pin Number Assignment*
1 Tx+

2 Tx-

3 Rx+

6 Rx-

*The “+” and “-” signs represent the polarity of the
wires that make up each wire pair.

Straight-Through Wiring

If the port on the attached device has internal crossover wiring (MDI-X),
then use straight-through cable.

Straight-Through Cable Pin Assignments
End 1 End 2

1 (Tx+) 1 (Tx+)

2 (Tx-) 2 (Tx-)

3 (Rx+) 3 Rx+)

6 (Rx-) 6 (Rx-)
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Crossover Wiring

If the port on the attached device has straight-through wiring (MDI), use

crossover cable.

Crossover Cable Pin Assignments

End 1 End 2
1 (Tx+) 3 (Rxt)
2 (Tx-) 6 (Rx)
3 Rx+) 1 (Tx+)
6 Rx) 2 (Ix)




APPENDIX C
SPECIFICATIONS

IEEE Standards

IEEE 802.3 10 BASE-T Ethernet

IEEE 802.3u 100 BASE-TX Fast Ethernet
IEEE 802.3, 802.3u, 802.11g, 802.1D

LAN Interface

4 RJ-45 10 BASE-T/100 BASE-TX potts

Auto-negotiates the connection speed to 10 Mbps Ethernet or 100 Mbps
Fast Ethernet, and the transmission mode to half-duplex or full-duplex

WAN Interface
1 RJ-45 port

Indicator Panel
Power, WAN, Online, WLAN, LAN 1~4, WPS

Dimensions
188 x 133 x 33 mm (7.40 x 5.24 x 1.30 in)

Weight
0.285 kg (0.764 Ibs)

Input Power
9VIA

Power Consumption

8 Watts maximum
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Advanced Features

Dynamic IP Address Configuration — DHCP, DNS

Firewall — Client privileges, hacker prevention and logging,
Stateful Packet Inspection

Virtual Private Network — PPTP, L2TP, IPSec pass-through, VPN
pass-through

Internet Standards
RFC 826 ARP, RFC 791 IP, RFC 792 ICMP, RFC 768 UDP, RFC 793 TCP,
RFC 783 TFTP, RFC 1661 PPP, RFC 1866 HTML, RFC 2068 HTTP

Radio Features

Wireless RF module Frequency Band
802.11n Radio: 2.4GHz
802.11g Radio: 2.4GHz
802.11b Radio: 2.4GHz

USA - FCC

2412~2462MHz (Ch1~Ch11)
Canada - IC

2412~2462MHz (Ch1~Ch11)
Europe - ETSI
2412~2472MHz (Ch1~Ch13)
Japan - STD-T66/STD-33
2412~2484MHz (Ch1~Ch14)

Modulation Type
OFDM, CCK

Operating Channels IEEE 802.11n Compliant:
11 channels (US, Canada, Europe, Japan)

Operating Channels IEEE 802.11g Compliant:
11 channels (US, Canada)
13 channels (Europe, Japan)
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Operating Channels IEEE 802.11b Compliant:
11 channels (US, Canada)

13 channels (Europe)

14 channels (Japan)

Standards Compliance

Safety
LVD

Environmental
CE Mark

Temperature

Operating 0 to 40 °C (32 to 104 °F)
Storage -40 to 70 °C (-40 to 158 °F)
Humidity

5% to 95% (non-condensing)

Vibration
IEC 68-2-36, IEC 68-2-6

Shock
IEC 68-2-29

Drop
IEC 68-2-32
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TECHNICAL SUPPORT
From U.S.A. and Canada (24 hours a day, 7 days a week)
Phn: (B00) SMC-4-YOU / (949) 679-8000
Fax: (949) 679-1481

ENGLISH
Technical Support information available at www.smc.com

FRENCH
Informations Support Technigue sur www.smc.com

DEUTSCH
Technischer Support und weitere Information unter www.smc.com

SPANISH
En www.smc.com Ud. podra encontrar la informacién relativa a
servicios de soporte técnico

DUTCH
Technische ondersteuningsinformatie beschikbaar op www.smc.com

PORTUGUES
Informacdes sobre Suporte Técnico em www.smc.com

SWEDISH
Information om Teknisk Support finns tillgéngligt p& www.smc.com

INTERNET
E-mail address: techsupport@smc.com

Driver updates
http://www.smc.com/index.cfm?action=tech_support_drivers_downloads

World Wide Web
http://www.smc.com/

SMCWBR14S-N2
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