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AP3917 LED Indicators

Figure 59: AP

&5

Table 26: AP3917 LEDs

1(loT Radio)

s that the loT application is running.

2 (5 GHz radio)

io is enabled.

3 (2.4 GHz radio)

4 (Status LED)

Green

Indicates

Amber

Indicates

Table 27: AP3917 Features

5 Ethernet Port 1 (POE IN)

6 Ethernet Port 2 (Client Port)
7 Console

8 Gore Vent
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AP3916 LED Indicators

Figure 60: Front M| AP39

The following features are on th

f the AP:

1- Reset Button

2-Cap

3 - Thumbscrew

4 - Locking Pin

The following LEDs are located on the top cover of the AP

Table 28: LEDs

[O]

Camera
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Table 28: LEDs (continued)

Radio 2 (2.4 GHz)

LAN 1 (Ethernet 1)

AP3915/ LED Indicato
The AP3915i has the following LED
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Figure 61: AP3915i LEDs

Table 29: AP3915i LEDs

1 (Status LED)

Green Indicates radio is enabled.
2 (2.4 GHz radio)

Green Indicates radio is enabled.
3 (5 GHz radio)

Blue Indicates loT application is running.
4 (loT Radio)
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NEWI AP39715e LED Indicators

AP3915e access points have LED indicators on the front of the box. The LEDs provide the status of the

access point indicating on, off,and network activity.

Figure 62: AP3915e Top View

Table 30: AP3915e LED Indicators

1(loT Radio)

Blue

Indicates loT application is running.

2 (5 GHz radio)

Green

Radio 1, 5GHz. Indicates radio is
enabled.
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Table 30: AP3915e LED Indicators (continued)

Green Radio 2, 2.4GHz. Indicates radio is
enabled.
3 (2.4 GHz radio)
Green Indicates AP is working normally.
Amber Indicates System Failure.
4 (Status LED)

AP3912 LED Indicators

The AP3912i has six
AP3912i.

The LEDs provide status information on the current state of the
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Figure 63: AP3912i LEDs

Table 31: AP3912i LED Status Indicators

1 (Status) Green Indicates AP is working
@ normally
Amber System failure
2 (Ethernet link state) LAN 1 Amber Indicates a valid 1Gbps
ﬁ Ethernet link
Green Indicates a valid 10Mbps or

100Mbps Ethernet link

ExtremeWireless™ V10.41.06 User Guide

/ 249



Configuring the ExtremeWireless APs

Table 31: AP3912i LED Status Indicators (continued)

3 (Radio 1) Green Indicates Radio 1is enabled

4 (Radio 2) Green Indicates Radio 2 is enabled

5 (PSE Client Port) Green Uplink AP port detects AF PoE
(Power over Ethernet) source

6 (BLE) Green Indicates loT (BLE or 802.15.4)

is enabled

The AP3935 i D indi
state of the AP.

Table 32: LED Indications AP3935 and AP3965

ors. The LEDs provide status information on the current

N

1 (AP status) On Green

Indicates that the AP is working normally.

Flashing Green

Indicates:
running a self test
loading software program

On Amber Indicates a CPU/system failure.
2 (Ethernet link state) LAN 1 On Green Indicates a valid 100Mbps Ethernet link.
On Amber Indicates a valid 1Gbps Ethernet link.
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Table 32: LED Indications AP3935 and AP3965 (continued)

LED Status Description
Off Indicates the link is down.

3 (Ethernet link state) LAN 2 On Green Indicates a valid 100Mbps Ethernet link.
On Amber Indicates a valid 1Gbps Ethernet link.
Off Indicates the link is down.

4 (Radio 1 (5 GHz) status) On Green Indicates Radio 1is enabled.
Off Indicates Radio Tis not on.

5 (Radio 2 (2.4 GHz) status) On Green Indicates Radio 2 is enabled.
Off Indicates Radio 2 is not on.

38xx Series Wireless APs

The following AP38xx model access/points are supported by ExtremeWireless:
e WS-AP380Ii

e WS-AP3805i/e

e WS-AP3865

e WS-AP3825

WS-AP380I7i LED Indicators

The WS-AP3801i provides three LED indicators. The LEDs provide status information on the current
state of the WS-AP3801i.

o N2
o N’ P
o

%ﬁ
%

Figure 64: AP3801i Top View
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Table 33: AP3801i LED Status Indicators

LED Status Description
1 (Power) On Green Indicates the AP3801is working
normally.
Flashing Green Indicates:

® running a self test
e |oading software program

On Red Indicates a CPU or system failure.
2 (Radio 1 Status) On Green Indicates Radio 1 (5.0 GHz) is
enabled.
3 (Radio 2 Status)) On Green Indicates Radio 2 (2.4 GHz) is
enabled.

WS-AP3805i/e/LED Indicators

The WS-AP3805i/e provides three LED indicators. The LEDs provide status information on the current
state of the WS-AP3805i/e.

& N2
o N’ o

o
%#
3

Figure 65: AP3805i/e Top View

Table 34: AP3805i/e LED Status Indicators

LED Status Description
1 (Power) On Green Indicates the AP3805 is working normally.
Flashing Green Indicates:

® running a self test
e |oading software program

On Red Indicates a CPU or system failure.
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Table 34: AP3805i/e LED Status Indicators (continued)

LED Status Description
2 (Radio 1 Status) On Green Indicates Radio 1 (5.0 GHz) is enabled.
3 (Radio 2 Status)) On Green Indicates Radio 2 (2.4 GHz) is enabled.

WS-AP3865 LED Indicators

The WS-AP3865e has five LED indicators. The LEDs provide status information on the current state of
the WS-AP3865e.

Figure 66: WS-AP3865e LEDs
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Table 35: WS-AP3865 LED Indications

1 (Radio 1status) On Green Indicates Radio 1is enabled.
Off Indicates Radio 1is not on.

2 (Radio 2 status) On Green Indicates Radio 2 is enabled.
Off Indicates Radio 2 is not on.

3 (Ethernet link state) LAN 2 On Green Indicates a valid 100Mbps Ethernet link.
On Amber Indicates a valid 1Gbps Ethernet link.

Off

Indicates the link is down.

4 (Ethernet link state) On Green

Indicates a valid 100Mbps Ethernet link.

Indicates a valid 1Gbps Ethernet link.

Indicates the link is down.

Indicates the WS-AP3865 is working
normally.

Indicates:
® running a self test
e |oading software program

Indicates a CPU/system failure.

WS-AP3825 LED Indicators

The WS-AP3825 has five LED indicators.
the WS-AP3825.

® ﬁ'ﬁzm"%‘
(o]

— 1]

|
OGO

Figure 67: WS-AP3825 LEDs
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Table 36: WS-AP3825 LED Indications

1 (AP status) On Green Indicates the WS-AP3825 is working
normally.
Flashing Green Indicates:

® running a self test
® |oading software program

On Amber Indicates a CPU/system failure.

2 (Ethernet link state) LAN 1 On Green Indicates a valid 100Mbps Ethernet link.

Indicates a valid 1Gbps Ethernet link.

Indicates the link is down.

Indicates a valid 100Mbps Ethernet link.

Indicates a valid 1Gbps Ethernet link.

Indicates the link is down.

Indicates Radio 2 is enabled.

Indicates Radio 2 is not on.

5 (Radio 1status) Indicates Radio 1is enabled.

Indicates Radio 1is not on.

37xx Series Wireless APs

The ExtremeWireless AP37xx series are & jon threat detection

and prevention capability. The LED indica
e WS-AP3710 LED Indicators on page 256
o WS-AP3715 LED Indicators on page 257
e AP3765/AP3767/W786C LED Status on page 2

WS-AP3705/ LED Indicators

The WS-AP3705i provides four LED indicators (see Figure 68). The
(see Table 37) on the current state of the WS-AP3705i.

provide status information
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Figure 68: MA

Table 37: AP3705i LED Status Indicators

1 (Power) dicates the AP3705 is working normally.

2 (Ethernet Link) On Blue

On Green

Off
3 (Radio 2 Status) On Green adio 2 (2.4 GHz) is enabled.
4 (Radio 1Status)) On Green dio 1(5 GHz) is enabled.

WS-AP3710 LED Indicators

Both models (AP3710i and AP3710e) of the WS-AP3710 have four LED indicators, shown in Figure 69,
The LEDs provide status information, described in Table 38 on page 257, on the current state of the WS-
AP3710.
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O 2

© 0 O 1
© == &

Figure 69: WS-AP3710 LEDs (Front, lower right)

= M

Identifies Power Indicator |dentifies LAN Indicator Identifies Radio Indicator
LED LED LEDs

Table 38: WS-AP3710 LED Indications

LED Status Description
1 (AP status) On Green Indicates the WS-AP3710 is working
normally.
Flashing Green Indicates:

® running a self test
e |oading software program

On Red Indicates a CPU/system failure.

2 (Ethernet link state) On Green Indicates a valid 100Mbps Ethernet link.
On Blue Indicates.a valid 1Gbps Ethernet link.
Off Indicates the link is down.

3 (Radio 1status) On Green Indicates Radio 1is enabled.

4 (Radio 2 status) On Green Indicates Radio 2 is enabled.

WS-AP3715 LED Indicators

The WS-AP3715 has six LED indicators, as shown in Figure 70. The LEDs provide status information,
described in Table 39 on page 258, on the current state of the WS-AP3715.
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Figure 70: WS-AP3715 LEDs

Identiﬁes Power

Indicator LED

%Identiﬁes LAN

Indicator LED

%
o Identifies Radio
Indicator LEDs

Table 39: WS-AP3715 LED Indications

LED

Status

Description

1 (AP status)

On Green

Indicates the'WS-AP3825 is working
normally.

Flashing Green

Indicates:
e running a self test
e |oading software program

On Amber Indicates a‘CPU/system failure.

2 (Ethernet link state) LAN 1 On Green Indicates a valid 100Mbps Ethernet link.
On Amber Indicates a valid 1Gbps Ethernet link.
Off Indicates the link is down.

3 (Ethernet link state) LAN 2 On Green Indicates a valid 100Mbps Ethernet link.
On Amber Indicates a valid 1Gbps Ethernet link.
Off Indicates the link is down.

4 (Radio 2 status) On Green Indicates Radio 2 is enabled.
Off Indicates Radio 2 is not on.

5 (Radio 1status) On Green Indicates Radio 1is enabled.
Off Indicates Radio Tis not on.
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AP3765/AP3767/W786C LED Status

The ExtremeWireless AP3765i, W786C, AP3765e, and AP3767e models are nearly identical in
appearance (e models have external antenna ports). LED status indicator displays are the same on all
three models. The frontal view of the housing cover (see Figure 71) displays six LEDs. These LEDs
provide information on operating status.

Figure 71: Wireless Outdoor AP3765/AP3767/W786C LEDs

Table 40: AP3765/AP3767 LED Status Indicators

L1 Green Power LED. When on, indicates AP power isssourced from power supply.
PoE Green PoE power LED. When on,dndicates AP power is sourced from PoE.
P1 Green Ethernet port 1 LED.

When green on, indicates Ethernet port activity.
When off, Ethernet is off, WDS is enabled.

R1 Green WLAN Radio 1 LED.
When green on, indicates Radio Tis active.
R2 Green WLAN Radio 2 LED

When green on, indicates Radio 2 is active.

F Red Error LED.
When on, indicates error.
When off, indicates normal operation, AP connected to controller.

Configuring Wireless AP LED Behavior

You can configure the behavior of the LEDs so that they provide the following information:
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Table 41: LED Operational Modes

Off Displays fault patterns only. LEDs do not light when the AP is fault free
and the discovery is complete.

Normal |dentifies the AP status during the registration process during power on
and boot process.

Identify All LEDs blink simultaneously approximately two to four times every
second.

You can configure the AP LED mode when you configure the following:
e Anindividual AP.
e Multiple APs sim
Default AP bef

P LED modes if you configure an individual AP or multiple APs
gure the default AP behavior, the only LED modes available are

ou can configure all fo
simultaneously. If you ¢
and Normal.

Related Links
AP Multi-Edit Properties on page 1

AP Properties Tab - Advanced Se n page 164

Configuring Operational Mode for One AP
To configure the AP LED operational mo
1 From the top menu, click AP > APs.
2 Inthe AP list, click a wireless AP (not th

The AP Configuration page displays with the A
3 Onthe AP Properties tab, click Advanced .
In the LED field, select an LED operational mode.

See Table 41 on page 260 for a description of each opti

Configuring Operational Mode with Multi-Edit
To set the AP LED Operational Mode when using the AP Mulit-edit feature:
1 From the top menu, click AP.

Select the check box for more than one AP.
3 Click Actions > Multi Edit.

The Multi Edit dialog displays.
4 Inthe LED field, select an LED operational mode.

See Table 41 on page 260 for a description of each option.
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Configuring AP Operational Mode Default Behavior
To set the AP LED Operational Mode when configuring default AP behavior:

From the top menu, click AP.

In the left pane, click Global > Default Settings.

Click the AP tab that corresponds to the type of AP that you want to configure.
Click Advanced. The Advanced window displays.

AN N

In the LED field, select an LED operational mode. See Table 41 on page 260 for a description of each
option.

O/’
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Topology Overview

Configuring the Admin Port
Configuring a Basic Data Port Topology
Creating a Topology Group

Edit or Delete a Topology Group
Enabling Management Traffic

Layer 3 Configuration

Exception Filtering

Multicast Filtering

It is the only topology that
present at layer 3 to receive managemer
interface supports IPv4 and IPv6.

e Physical - A physical mode topology ses. A physical
topology can also be used to carry stat
Extreme Networks wireless APs. A physica [ i ata plane ports

on the controller.
e Routed - For this type of topology the controller a s VLAN and
the rest of the network. The controller's data plane po e of topology

e Bridged Traffic Locally at EWC - For this type of topolo
station through its interfaces, rather than routing the traffic. For
"point of presence” on the wired network is the data plane port ned to the topology.

e Bridged Traffic Locally at AP - This type of topology is assigned t . For this type of topology the
AP bridges traffic between its wired and wireless interfaces without involving the controller. The
station's "point of presence” on the wired network for a bridged at AP topology is the AP's wired
port.

e of topology the station's

Note
% IPv6 is supported for Layer 2 bridging for both B@AC and B@AP topologies.

e Fabric Attach - The Fabric Attach topology type allows an AP to attach to a Shortest Path Bridging
(Fabric Connect) Network. The client component on the AP communicates directly with the server
on an edge switch (or it can communicate with the server through a proxy) to allow the AP to
request VLAN to |-SID (backbone Service Identifier [IEEE 802.1 ah] mappings). The Fabric Attach
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topology type is similar to B@AP with the added I-SID parameter. Fabric Attach can be configured
on a controller anywhere a B@AP topology can be configured.

Define the following parameters on the Topologies configuration page:

e VLANID and associated L2 port

e L3 (IP)interface presence and the associated IP address and subnet range

* The rules for using DHCP (Dynamic Host Configuration Protocol)

e Enabling or disabling the use of the associated interface for management/control traffic
e Selection of an interface for AP registration

e Multicast filter definition

e Exception filter definition

The controller has two'types of Layer 2 ports:
¢ Admin - which<an only be used for management-related purposes. It is connected directly on the
management plane of the controller.

¢ Physical= which can be used for a variety of purposes, including bridging and routing as well as
management. The physical ports are directly connected to the controller's data plane, although
traffic received at physical portsinay be sent up the exception path to the management plane.

At most, one physical topology can be enabled for the multicast support for Routed VNS. This can be
configured on the new physical port GUI.

Related Links
Configuring the Admin Port on page 263
Fabric Attach Topology on page 269

Configuring the Admin Port

The Admin port is a physical ethernet portdirectly connéected to the controller's management plane. It
provides a dedicated connection to a secure management VLAN. The controller can use the Admin port

Center servers.

1 From the top menu, click Controller.
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2 Inthe left pane, click Network > Topologies.
The Topologies tab is displayed.

Logs Reports Controller AP VNS WIPS

Topologies
Topologies Certificates
-
Topology Mame Group “V0LAMN ID Tagged Port IP Address Mode
Static:
10.47.0.46
. w | 3 . .
Admin Admin Dynamic |P Address Admin
BAC x 445 v esal 45.1.1.1 B@EWC
BAC x 445 W esal - B@EWC
BACZ X Ti5 W esal 7111 B@EWC
Bridged at AP untagoed 4083 b - - B@aP
PHY1 ® 3548 b4 esal 172204610 Physical
.
MNew | | Mew Group || Delete Selected

Internal VLAN ID: (4094

Multicast Support: | PHY1 ¥

Figure 72: Network Topologies
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3 To change any of the associated Admin parameters, click on the Admin topology entry.

The Edit Topology dialog appears.

Figure 73: Edit Topology

4 Under Core, the Admin port Name and Mode are not configurable.
5 Under Layer 3 - IPv4, the following settings are available:

The Static IP Address specifies the address assigned by the administrator.
In the Mask field, type the appropriate subnet mask for the IP-address (typically, 255.255.255.0).

The MTU value specifies the Maximum Transmission Unit or maximum packet size for this topology.
The fixed value is 1500 bytes for physical topologies. The maximum MTU c¢an be increased to 1800
bytes by enabling Jumbo Frames support (for more information, see Setting Up the Data Ports on
page 51).

The Gateway field specifies the IP address of the default gateway for the Admin port.
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6 Under Layer 3 - IPv6, the following settings are available:

The Static IPv6 Address field specifies the address assigned by the administrator.
The Static IPv6 Gateway field specifies the IP address of the default gateway for the Admin port.
The Prefix Length field specifies the length of the IPv6 prefix. Maximum is 64 bits.

The MTU value specifies the Maximum Transmission Unit or maximum packet size for this
topology. The fixed value is 1500 bytes for physical topologies. The maximum MTU can be
increased to 1800 bytes by enabling Jumbo Frames support (for more information, see Setting
Up the Data Ports on page 51).

The Dynamic IP Address lists the current auto-generated IPv6 addresses assigned to the Admin
port.

Note
IPv6 supports multiple addresses on the same port including auto-generated addresses

‘ such as a link-local'address, or an address created by combining the Router Advertisement

prefix with the interface ID. Auto-generated addresses generated via the Router
Advertisement prefix are dynamic and their availability depends on the existence of the
prefix (or lack of) in the Router Advertisement.

7 Click Refresh to refresh the list.of Dynamic IP Addresses and click Save .

Or, click Cancel to close the Edit Topology dialog without saving any changes to the port
configuration.

Configuring a Basic Data Port Topology

To configure a basic data port topology:
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1 From the top menu, click VNS. Then, in the left pane, select Topologies. The Topologies window

displays.

Logs Reports Controller AP WNS WIPS

Topologies
Topologies Certificates
p
Topology Mame Group WLANID Tagged Port IP Address Mode
Static:
10.47.0.48
. x | x . .
Adrmin Admin Dynamic |P Address Admin
BAC 445 W ezai 46111 B@EWC
BAC1 445 W esal - B@EWC
BAC2 ® 775 W ezal 7111 B@EWC
Bridged at AP untagged 4093 x - - B@AP
PHY ¥ 3546 b4 ezal 172204610 Physical
s
Mew || Mew Group || Delete Selected |
Internal VLAM ID: 4094
Multicast Support: | Disabled ¥

Figure 74: Configuring a Topology

2 Select the topology to edit or click New to create a new_ topology.

For more information, see Configuring a Basic Topology.on page 267

Configuring a Basic Topology

To configure a basic topology:

1 From the top menu, click VNS. Then, in the left pane, select Topologies.

The Topologies window displays.
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2 Select the topology to edit or click New to create a new topology.

Logs Reports Controller AP VNS WIPS

Topology:
General Multicast Filters

—Core " Layer 3:

Name: [name Layer 3 - [Pwd

Mode: | Bridge Traffic Locally at EWC ¥ [Mﬂsk (ioptional):
T ~
—Layer 2 - Remote Settings

VLAN Setting: ypay 10: (1 - 4094) [ Port: |esad ¥
% Untagged Tagged

Port: | - ¥
e ~
~—=tatus -

Synchronize: |+
Replicatzd when Synchronize Configuration is enabled

. ~

Figure 75: Configuring a basic topology

3 On the General tab, enter a name for the topology in the/Name field.
4 Select a mode of operation from the Mode drop-down list. Choices are:

e Physical — VLAN identifier (1-4094), with at least one layer 2member port (no mu associated).

¢ Routed — Routed topologies do not require/Layer 2 configuration (controller internal VLAN
identifier from valid range 1- 4094), and Layer 3 configuration. See Layer & Configuration on page
272 for more information.

e Bridge Traffic Locally at AP — Requires Layer 2 configuration. Does not require Layer 3
configuration. Bridge Traffic at the AP VNSs do not require the'definition of a corresponding IP
address since all traffic for users in that VNS will be directly bridged by the Wireless AP at the
local network point of attachment (VLAN at AP port).

¢ Bridge Traffic Locally at EWC — Requires Layer 2 configuration. May optionally have Layer 3
configuration. Layer 3 configuration would be necessary if services (such as DHCP, captive portal,
etc.) are required over the configured network segment, or if controller management operations
are intended to be done through the configured interface.

e Fabric Attach — The Fabric Attach topology type is similar to B@AP with the added I-SID
parameter. Fabric Attach can be configured on a controller anywhere a B@AP topology can be
configured. See Bridge Traffic Locally at AP.
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5 Configure the Layer 2 VLAN Settings, depending on the previously selected Mode.

e For Physical, enter a VLAN identifier (2 - 4094), with at least one layer 2 member port (no MU
associated).

e For Bridge Traffic Locally at EWC, enter a VLAN identifier (2- 4094) that is valid for your system
and enter the port to which this VLAN is attached to, according to the networking deployment
model pre-established during planning.

e For Bridge Traffic Locally at AP, enter a VLAN identifier (1- 4094), 4094 is reserved for Internal
VLAN ID.

e For Fabric Attach, enter a VLAN identifier (1-4094), 4094 is reserved for Internal VLAN ID and
an |-SID (service identifier).

e Specify whether the VLAN configuration is Tagged or Untagged.

e To eliminate ARP.Request Broadcast on the Wireless network, select ARP Proxy. ARP Proxy
applies to traffic for Bridge Traffic Locally at AP Topologies. ARP Proxy is configurable per
topology.

e For Port, select the Physical (Ethernet) or LAG (Link Aggregation Group) data port. For more

information, see Viewing and Changing the L2 Ports Information on page 52.

6 (Optional) Provide a netmask in the Mask field for topologies that do not support Layer 3. This
option makes it possible to add the Framed-1P-Netmask attribute to the client RADIUS
accounting request packets when the topology does not support Layer 3.

7 Click Save to save your-changes.

These steps are sufficient to create and save a topology. The following configuration options are
optional and depend on the modg of the topology.
Related Links
Layer 3 Configuration on page 272
Creating a Topology Group on page 270
Enabling Management Traffic on page 272

Fabric Attach Topology

The Fabric Attach topology type allows an AP to attach to aShortest Path Bridging (Fabric Connect)
Network. The client component on the AP communicates<directly with the'server on an edge switch (or
it can communicate with the server through a proxy) to allow the AP to'request VLAN to [-SID
(backbone Service Identifier [IEEE 802.1 ah] mappings). The Fabric Attach topology type is similar to
B@AP with the added I-SID parameter. Fabric Attach can be configured on a controller anywhere a
B@AP topology can be configured.

F Note
L‘J When Fabric Attach is configured, LLDP (Link Layer Discovery Protocol) is automatically
enabled on all APs associated with the topology. The setting cannot be disabled by users.

The switch requires that the VLAN/I-SID mapping is unique per port per switch, therefore only one AP
per switch port is allowed. The exception is WDS (Wireless Distribution Service). When using WDS, only
the root AP in the mesh has a Fabric Attach client. The root AP handles all VLAN/I-SID mapping for all
APs in its mesh.
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The controller enforces the unique VLAN/I-SID requirement for each Fabric Attach topology. A single
controller supports up to 94 VLAN/I-SID mappings. This is a limit of LLDP.

APs connected to a Fabric-enabled switch automatically use the default management VLAN that is
configured on the switch. Moving an AP from a Fabric-enabled switch to a non Fabric-enabled switch
requires a factory default reset to connect to the new management VLAN.

Note
. e In a mobility scenario that includes a local and foreign controller, make sure the Fabric Attach
171 topology configuration is the same on each controller, ensuring that an AP that moves
between controllers has the same set of topologies.

Fabric Attach is supported onall AP39xx series access points.

Figure 76: Fabric Attach for FA Clients — Automated Network Services

Important

In rare cases, an unstable AP image can cause the AP to revert to an image that does not
l:-:? support Fabric Attach topologies. Connectivity between the AP and controller is preserved

because the configuration is preserved, but the Fabric Attach feature will not work until the

AP v10.41image is restored. Therefore, we recommend that you upgrade an AP running v10.31

twice, ensuring that both the current and previous images are v10.41.

Creating a Topology Group

A topology group is a list of topologies with a unique name and a VLAN ID of its own. A topology
group’s name must be unique across topology groups and topologies since it will be used anywhere the
topology name can be used. All the topologies in a defined group have the same type. For example, if
the topology group mode is Routed, it only contains Routed topologies. The maximum number of

topology groups for all platforms is 32.
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1 From the top menu, click VNS.
2 Inthe left pane, click Topologies.
3 Onthe Topologies tab, click New Group.

Figure 77: Topology Group

4 Under Core, enter a name for the topology group.
5 Under Mode, select a mode from the drop-down menu. Choices are Bridge Traffic Locally at EWC
and Routed.

Under Layer 2, VLAN Setting, enter a VLAN'ID (1-4094).

7 Under Topologies, only the topologies of the group’s type are’shown & eligible for inclusion. Select
topologies to be members of the group. A topology groupmust contain atdeast 1topology.

8 Click Save.

Edit or Delete a Topology Group

To modify or delete a topology group:

1 From the top menu, click VNS.
2 Inthe left pane, click Topologies and click on a topology group to edit or delete. (Do not select the
check box.)

3 To edit the group, in the Topologies pane, click Edit.
The Topology list is populated with available topologies.

4 Check topology boxes to add topologies to the group. Clear the check boxes to remove topologies
from the group.

5 To delete the topology group that you have open, click the Delete button.
When a topology group is deleted, only the group is deleted, not the topologies it contains.
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6 Click Save.
7 You can also delete the topology group from the Topologies tab.
a From the top menu, click VNS.
b From the left pane, click Topologies.
c Select the check box for the topology group to delete and click Delete Selected.
d Click Save.

Enabling Management Traffic

If management traffic is enabled for a VNS, it overrides the built-in exception filters that prohibit traffic
on the controller data interfaces. For more information, see Policy Rules on page 288.

To enable management traffic for a.topology:

1 From the top'menu, click either Controller or VNS. Then, in the left pane, select Topologies.

2 Select the desired physical or Routed topology. If the Layer 3 parameters are not displayed, check
the Layer 3 check box.

3 Select the Management Traffic check box.
Click Save.

Layer 3 Configuration

This section describes configuring Layer 3 of the network topology. Layer 3 configuration includes
defining IP addresses, DHCP options, Next Hop and OSPFE (Open Shortest Path First) parameters, for

Physical port, Routed, and Bridge Traffic Locally.at EWC topologies. Not all topologies support Layer 3.

Note

;
@ IPv6 is not supported in Layer 3 configuration.

Related Links
I[P Address Configuration on page 272
DHCP Configuration on page 274
Defining a Next Hop Route and OSPF Advertisement on page277

I[P Address Configuration

The L3 (IP) address definition is only required for Physical port and Routed topologies. For Bridge
Traffic Locally at EWC topologies, L3 configuration is optional. L3 configuration would be necessary if
services such as DHCP, captive portal, AP registration (with up to 4 topologies) are required over the

configured network segment or if controller management operations are intended to be done through
the configured interface.

Bridge Traffic Locally at AP topologies can define a Mask and do not require the definition of a
corresponding IP address since all traffic for users in that VNS will be directly bridged by the AP at the
local network point of attachment (VLAN at AP port).
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To define the IP address for the topology:

1 From the top menu, click Controller> Topologies, or VNS > Topologies.

2 Click New to create a new topology or select the topology you want to define the IP address for. The
Topologies window is displayed. Depending on the preselected options, two or three tabs are
displayed.

Figure 78: Configuring IP Address for Routed Topology

3 For IP interface configuration for Routed topologies; configure the following Layer 3 parameters.

a Inthe Gateway field, type the controller's own IP address in that VNS. This IP address is the
default gateway for the VNS. The controller advertises this address to the wireless devices when
they sign on. For routed VNSs, it corresponds to the IP address that is communicated to MUs (in
the VNS) as the default gateway for the VNS subnet. (MUs target the controller's interface in
their effort to route packets to an external host.)

e
‘ ‘ Note
L J The Gateway field only supports IPv4 addresses.

b In the Mask field, type the appropriate subnet mask for the IP address. This separates the
network portion from the host portion of the address (typically, 255.255.255.0).

c |If desired, enable Management traffic.

4 For IP interface configuration for Bridge Traffic Locally at EWC Topologies, configure the following
Layer 3 parameters.
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Figure 79: IP Address for. Bridged Traffic Locally

1 Inthe Interface IP field, type the IP address that corresponds to the controller's own point of
presence on the VLAN. In this case, the controller's interface is typically not the gateway for the
subnet. The gateway for the subnet is the infrastructure router defined to handle the VLAN.

2 Inthe Mask field, type the appropriate subnet mask for the IP address. This separates the network
portion from the host portion of the address (typically, 255.255.255.0).

3 Configure Strict Subnet Adherence.

4 If desired, configure AP Registration. If selected; wireless APs can use this port for discovery and
registration.

5 If desired, enable Management traffic.

Related Links
Enabling Management Traffic on page 272

DHCP Configuration

You can configure DHCP settings for all modes except Bridge Traffic Locally at AP mode since all traffic

at AP port). DHCP assignment is disabled by default for Bridged to VLAN mode. However, you can
enable DHCP server/relay functionality to have the controller service the IP addresses for the VLAN
(and wireless users).

ExtremeWireless™ V10.41.06 User Guide / 274



Configuring Topologies

To configure DHCP options:

1 Click VNS > Topologies > General and enable Layer 3.
2 From the DHCP drop-down list, select one of the following options and click Configure.
e Local Server if the controller's local DHCP server is used for managing IP address allocation.

e Use Relay if the controller forwards DHCP requests to an external DHCP server on the enterprise
network. DHCP relay bypasses the local DHCP server for the controller and allows the enterprise
to manage IP address allocation to a VNS from its existing infrastructure.

3 If you selected Local Server, the following window displays. Configure the following parameters:

1 In the Domain Name box, type the external enterprise domain name server to be used.

2 Inthe Lease default box, type the default time limit. The default time limit dictates how long a
wireless device can keep the DHCP server assigned IP.address. The defaultvalue is 36000
seconds (10 hours).

3 In the DNS Servers box, type the IP Address of the Domain Name Servers to be used.

In the WINS box, type the IP address if the DHCP server uses Windows Internet Naming Service
(WINS).

5 Check the Enable DLS DHCP Option check box if you'expect optiPoint WL2 wireless phone
traffic on the VNS. DLS is a Siemens application that provides configuration management and
software deployment and licensing for optiPoint WL2 phones.

6 In the Gateway field, type the controller’'s own IP address in that topology. This IP address is the
default gateway for the topology. The controller advertises this address to the wireless devices
when they sign on. For routed topologies, it corresponds to the IP address that is communicated
to wireless clients as the default gateway for the subnet. (wireless clients target the controller's
interface in their effort to route packets to an external host).

For a Bridge traffic locally at the EWC topology, the IP address corresponds to the controller's
own point of presence on the VLAN. In this case, the controller's interface is typically not the
gateway for the subnet. The gateway for the subnet is the infrastructure router defined to handle
the VLAN.

7 The Address Range boxes (from and to) populate automatically with the range of IP addresses
to be assigned to wireless devices using this VNS, based on the IP address you provided.

e To modify the address in the Address Range from box, type the first available address.
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e To modify the address in the Address Range to box, type the last available address.

e |f there are specific IP addresses to be excluded from this range, click Exclusion(s). The DHCP
Address Exclusion dialog is displayed.

Figure 81: DHCP Address Exclusion

¢ |nthe DHCP Address Exclusion dialog, do one of the following:

» To specify an IP range, type the first available address.in the From box and type the last
available address in the to box. Click Add for each IP range you provide.

* To specify an IP address, select' the Single Addressoption and type-the [P address in the box.
Click Add for each IP address you provide.

* To save your changes, click OK.

1 The Broadcast Address box populates automatically based on the Gateway IP address and
subnet mask of the VNS.

2 Click Close.
Figure 80: DHCP Configuration

4 If you selected Use Relay, a DHCP window displays.

a inthe DHCP Servers box, type the IP address of the DHCP server to which DHCP discover and
request messages will be forwarded for clients on this VNS. The controller does not handle DHCP
requests from users, but instead forwards the requests to the indicated DHCP server.

Note
. The DHCP Server must be configured to match the topology settings. In particular for
‘ e Routed topologies, the DHCP server must identify the controller's interface IP as the
L J default Gateway (router) for the subnet. Users intending to reach devices outside of
the subnet will forward the packets to the default gateway (controller) for delivery
upstream.

5 To save your changes, click Save.
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Defining a Next Hop Route and OSPF Advertisement

The next hop definition allows the administrator to define a specific host as the target for all non-VNS
targeted traffic for users in a VNS. The next hop IP identifies the target device to which all VNS (user
traffic) will be forwarded to. Next-hop definition supersedes any other possible definition in the routing
table.

If the traffic destination from a wireless device on a VNS is outside of the VNS, it is forwarded to the
next hop IP address, where this router applies role and forwards the traffic. This feature applies to
unicast traffic only. In addition, you can also modify the OSPF route cost.

OSPF is an interior gateway routing protocol developed for IP networks based on the shortest path first
or link-state algorithm¢Using OSPF, a host that obtains a change to a routing table or detects a change
in the network immediately distributes the information to all other hosts in the network so that all will
have the same routing table information. The host using OSPF sends only the part that has changed,
and only when a change has taken place.

To define a Next Hop Route and OSPF Advertisement:

1 From the top menu, click VNS

2 Inthe left pane; expand the Topologies pane, then click the Routed topology for which you want to
define a next-hop route.

3 Inthe Layer 3 area, click the Configure button. The DHCP configuration dialog displays.

Figure 82: DHCP configuration

4 In the Next Hop Address box, type the IP address of the next hop router on the network through
which you wish all traffic on the VNS using this Topology to be directed.
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5 In the OSPF Route Cost box, type the OSPF cost of reaching the VNS subnet.

The OSPF cost value provides a relative cost indication to allow upstream routers to calculate
whether or not to use the controller as a better fit or lowest cost path to reach devices in a particular
network. The higher the cost, the less likely of the possibility that the controller will be chosen as a
route for traffic, unless that controller is the only possible route for that traffic.

To disable OSPF advertisement on this VNS, select the Disable OSPF Advertisement check box.
Click Close.
Click Save.

Exception Filtering

The exception filter provides a set of rules aimed at restricting the type of traffic that is delivered to the
controller. By default, your system is.shipped with a set of restrictive filter rules that help control access
through the interfaces to only those services that are absolutely necessary.

By configuring to allow management on an interface, an additional set of rules is added to the shipped
filter rules that provide access to the system's management configuration framework (SSH, HTTPS,
SNMP Agent). Most of this functionality is handled directly behind the scenes by the system, rolling and

unrolling canned filters as the system'’s topology and defined access privileges for an interface change.

Note
F ‘ An interface for which Allow Management is enabled can be reached by any other interface.
‘_/ By default, Allow Management is disabled and shipped interface filters will only permit the
interface to be visibledirectly from its own-subnet.

The visible exception filter definitions, both in‘physical ports and topology definitions, allow
administrators to define a set of rules to be added to the system's dynamically updated exception filter
protection rules. Rule evaluation is performed top to bottom, until an exact.match is.determined.
Therefore, these user-defined rules are evaluated before the system’s own generated rules. As such,
these user-defined rules may inadvertently create security lapses in the system's protection mechanism
or create a scenario that filters out packets that are‘required by the system.

Note
F o Use exception filters only if absolutely necessary. It is recommended that you avoid defining
1:J general allow all or deny all rule definitions since those definitions can easily be too liberal or
too restrictive to all types of traffic.

The exception rules are evaluated in the context of referring to the specific controller's interface. The
destination address for the role rule definition is typically defined as the interface’'s own IP address. The
port number for the filter definition corresponds to the target (destination) port number for the
applicable service running on the controller's management plane.

The exception filter on an topology applies only to the packets directed to the controller and can be
applied to the destination portion of the packet, or to the source portion of the packet when filtering is
enabled. Traffic to a specified IP address and IP port is either allowed or denied. Adding exception filter
rules allows network administrators to either tighten or relax the built-in filtering that automatically
drops packets not specifically allowed by role rule definitions. The exception filter rules can deny access
in the event of a DoS attack, or can allow certain types of management traffic that would otherwise be
denied. Typically, Allow Management is enabled.
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To define exception filters:

1 From the top menu, click VNS.
2 Inthe left pane, select Topologies.
On the Topologies page, click the Exception Filters tab.

The Exceptions Filter page displays.

Figure 83: Topology Exception Filters

4 Select an existing topology from the right-hand pane to edit an existing topology, or click New to
create a new topology.

The Topologies configuration page displays. The Exception Filters tab is available only if Layer 3 (L3)
configuration is enabled.
5 Click the Exception Filters tab to display the Exception Filters page.
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Table 42: Exception Filters page - Fields and Buttons

Rule Identifies the type of role rule. Options are:
e D - Default rule
e |- Internal (read-only)
e T -Localinterface rule
o U -user-defined rule
In Identifies the rule that applies to traffic from the network host or
wireless device that is trying to get to a controller. You can change this
setting using the drop-down menu. Options include:
e Destination (dest)
e Source (src) - available in Advanced Filtering Mode only
e None
e Both - available in Advanced Filtering Mode only
Allow Select the Allow check box to allow this rule. Otherwise the rule is
denied.
IP:Port |dentifies the IP address and port to which this role rule applies.
Protocol In the Protocol drop-down list, click the applicable protocol. The default
is N/A.
Up, Down Select a role rule and click to either move the rule up or down in the list.
The filter rules are executed in the order in which you define them here
Add Click to add a role rule:The fields in the Add Filter area are enabled.
Delete Click to remove this role rule.

Add Predefined

Select a predefined role rule. Click Add to add the rule to the rule table,
otherwise click Cancel

Save

Click to.save the configuration.

Advanced Mode

Advanced filtering mode provides the ability.to create bidirectional
filters.

If this controller participates in a mobility zone, before enabling
advanced mode be surethat all controllersin the mobility zone are
running V7.41 or greater.

Note: After enabling advanced filtefing mode, you can no longer use
NMS Wireless Manager V4.0 to manage the controller’s roles and you
cannot switch back to basic filter mode unless you return the controller
to its default state.

Add Filter section

IP/subnet:port

Type the destination IP address. You can also specify an IP range, a port
designation, or a port range on that IP address

Protocol

In the Protocol drop-down list, click the applicable protocol. The default
is N/A.
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Table 42: Exception Filters page - Fields and Buttons (continued)
Field/Button Description

In Filter In the drop-down menu, select an option that refers to traffic from the
network host that is trying to get to a wireless device. Options include:

e Destination (dest)

e Source (src) - available in Advanced Filtering Mode only
* None

e Both - available in Advanced Filtering Mode only

By default, user-defined rules are enabled on ingress (In), and are
assumed to be Allow rules. To disable the rule in either direction, or to
make it a Deny rule, click the new filter, then de-select the relevant
check box.

OK Click to add the role rule to the filter group. The information displays in
the role rule table.

Cancel Click Cancel to discard your changes.

i e Note
15*1 For External Captive Portal, you need to add an external server to a non-authentication filter.

Multicast Filtering

A mechanism that supports multicast traffic can be enabled as part of a topology definition. This
mechanism is provided to support the demands of VoIP and IPTV network traffic, while still providing
the network access control.

Note
‘ e To use the mobility feature with this topology, you must select the Enable Multicast Support
check box for the data port.

Define a list of multicast groups whose traffic is allowed to be forwarded to and from the VNS using this
topology. The default behavior is to drop the packets. For each group defined; you can.enable Multicast
Replication by group.

Note
F e Before enabling multicast filters and depending on the topology, you may need to define
~ | which physical interface to use for multicast relay. Define the multicast port on the IP
Addresses tab. For more information, see Setting Up the Data Ports on page 51.

To enable Multicast for a topology:
1 On the Topologies page, click the Multicast Filters tab.
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Figure 84: Topology Multicast Filters

To enable the multicast function, select Multicast bridging.

3 Define the multicast groups by selecting one of the radio buttons;
e |P Group — Type the IP address range.
¢ Defined groups — Click from the drop-down list.

F ‘ Note
]_5 IPv6 traffic is supported for B@AC and B@AP topologies.

4 To enable the wireless multicast replication for this group, select the corresponding Wireless
Replication check box. Wireless Replication filters multicast traffic being sent back to the wireless
AP channel or wired network.

i ‘ Note
]5} Wireless replication takes effect only when Multicast Address is allowed.

5 Click Add. The group is added to the list above.
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6 To modify the priority of the multicast groups, click the group row, and then click the Up or Down
buttons.

A Deny All rule is automatically added as the last rule, IP = *.*** and the Wireless Replication check
box is not selected. This rule ensures that all other traffic is dropped.

7 To save your changes, click Save.

’ Note
E The multicast packet size should not exceed 1450 bytes.

O/’

ExtremeWireless™ V10.41.06 User Guide / 283



6 Configuring Roles

Roles Overview
Configuring Default VLAN and Class of Service for a Role

Policy Rules

Roles Overview

Aroleis aset of ne ] S ices that can be applied at various points in a policy-enabled

A role may also contain defaul \)) and/or Class of Service (priority)
characteristics that will be applied to traffic ally by the set of access services
contained in the role. The set of services i , alc i ntrol or class of
service defaults, determine how all netwo ic wi t configured to
use that role.

default assignment. If a role is defined as Default for a particular VNS
attributes from Default Global Role definitions.

e inherits incomplete

Configuring Default VLAN and Class of Service for a Role

From the VLAN & Class of Service tab you can assign a previously configured topology to a role. You
can also launch the Topology Configuration page to edit an existing topology or create a new one. For
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information about how to configure a topology, refer to Configuring a Basic Data Port Topology on
page 266.

Note
~ _ - The Configuration Manager (CM) checks overall configuration as configuration is entered. If
% CM detects mixed B@AC and B@AP rules in the same role, and the role has L7 filter rules,
then the configuration is rejected. For more information, see Configuration Rules with [L7
Filters on page 307.

In general, CoS (Class of Service) refers to a set of attributes that define the importance of a frame while
it is forwarded through the network relative to other packets, and to the maximum throughput per time
unit that a station or port assigned to the role is permitted. The CoS defines actions to be taken when

rate limits are exceeded

To configure VLAN, ice for arole:

1 From the to
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2 Inthe left pane expand the Roles pane and click the role you want to edit, or click New to create a
new role.

Logs Reports Controller AP

Role: CNL-412-0-0-default

VLAN & Class of Service Policy Rules
—Core
Ro) « Name: |[CHL-412-0-0-default
o
— Default Action —
Containment VLAM v
412-0-0(4094) v]|  Edt ||  mew |
. v]| Edt ||  Mew |
L i
-
anced...
Mew | | Delete Save |

Figure 85: VLAN & Class of Service Tab

3 Select Policy Rules to configure the policy rules for the Role. For more information, see Configuring
Policy Rules on page 298.

Table 43: VLAN & Class of Service Tab - Fields and Buttons

Field/Button Description

Core

Role Name Enter a name to assign to this role.
Default Action
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Table 43: VLAN & Class of Service Tab - Fields and Buttons (continued)

Field/Button

Description

Access Control

Select from one of the following:
e None - No role defined
e No change - Default setting

e Allow - Packets contained to role's default action's VLAN/
topology.

e Deny - Any packet not matching a rule in the Role is dropped.

e Containment VLAN - Any packet not matching a rule is sent to
defined VLAN.

VLAN

Note: VLAN is only visible when the user selects "Contain to VLAN" as
the default access control action.

Select an existing Topology, Topology Group, or click New to create a
new Topology.

To edit an existing Topology, select the VLAN and then click Edit. The
Edit Topology page displays. For more information, see Configuring a
Basic Topology on page 267.

Default Class of Service

Select an existing class of service from the Default Class of Service
drop-down list, or click New to create a new topology.

To edit an.existing class of service, select the class of service and then
click Edit. The Edit Class of Service page displays. For more
information, see Configuring Classes of Service on page 487.

Traffic Mirror

When enabled; thisoption sends a copy of the network packets to a
mirroring L2 port for analysis, in an effort to monitor network traffic.
The Purview Engine analyses the traffic. The assigned port can only be
used for traffic.analysis.

You can enable traffic mirroring from the WLAN Service, from the
Role, or from the Filter Rule. Setting traffic mirroring at the Filter Rule
takes precedence over settings forthe Role and WLAN Service. The
order of precedence for the traffie'mirror setting is: Filter Rule, Role,
WLAN Service. To set the L2 port, go to VNS > Global > Netflow/
MirrorN Configuration.

Valid values for Filter Rule and Role are:

e None - No traffic.mirroring

e Enable - Traffic mirroring enabled. Traffic is copied if the filter rule
matches or the role is applied:

e Prohibited - Traffic mirroring is prohibited for this role. Traffic is not
copied when the filter rule'matches or the role is applied.

HTTP Redirection

HTTP Redirection appears when the following conditions are present:

e Rule-based Redirection is enabled on the VNS > Global > Filtering
Mode screen.

o A filter exits with Access Control = HTTP Redirect.

(See Understanding the Filter Rule Definition Dialog on page 302.)
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Table 43: VLAN & Class of Service Tab - Fields and Buttons (continued)
Field/Button Description

Redirection URL: Select from one of the previously configured redirection URLs or click
New to create a new redirection URL. For more information about
setting up a redirection URL, see Managing Redirection URLs on page
421 WILAN (Wireless Local Area Network) Services with Captive
Portals are included in this list.

The default value for the redirection URL is Own WLAN, which
indicates the current WLAN. This is identical to the current redirection
behaviour.

Status

Synchronize Enable automatic synchronization with its availability peer. For more
information about viewing synchronization status, see Using the Sync
Summary on page 414. If this VNS is part of an availability pair,
Extreme Networks recommends that you enable Synchronize. By
default the WLAN Service is enabled. Clear this check box to disable
the WLAN Service.

Advanced Button

Static Egress Untagged VLANSs Lists those VLANSs (for multicast, broadcast, unicast) that a station
assigned to a role receives from, even if it hasn’t sent on it. Choose a
VLAN as follows:

e (Click a VAN from the list of available VLANSs to use
e (Click >>to move the VLAN to the active list of VLANs used
e (Click OK to permit static configuration of egress untagged VLANS.

For more information about rate control profiles, see \Working with Bandwidth Control Profiles on page
407.

Policy Rules

You can define policy rules for a role to specify network access settings for a specific user role. Network
policies are a set of rules, defined in a specific order, that determine how connections are authorized or
denied. If you do not define policy rules for a role, the role's.default action is-applied to all traffic subject
to that role. However, if you require user-specific filter definitions, then the filter ID configuration
identifies the specific role that is applied to the user.

ExtremeWireless supports IPv6 prefixes specified in policy filter rules. With a few considerations:

e You cannot configure Captive Portal Redirection using IPv6 classifiers. While you can http to IPv6
websites, you cannot apply Captive Portal redirection to http [s] over IPv6 .

e Application visibility rules are ignored for http[s] flows over IPv6.

Related Links
Understanding the Filter Rule Definition Dialog on page 302
|7 Configuration on page 307
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Matching Policy Rules Criteria

The following criteria apply when trying to match rules. Many of these criteria accept a range of
addresses or codes not just a single address or code.

A policy rule consists of:

Match criteria
An optional access control action (allow, deny)
An optional class of service assignment

Policy rules can match on:

Source MAC address

Destination MAC address

IPv4 or IPv6 Source IP address

IPv4 or IPv6 Destination IP address

Source layer 4 port

Destination layer 4 port

IPv4 or IPv6 Source socket (IP address + port)
IPv4 or IPv6 Destination socket (IP address + port)
IP type

[CMP. (Internet Control Message Protocol) packet type and code
ToS/DSCP marking

802.1p priority

Ethertype

Policy rule access control actions can be:

Allow — Forward matching frames on the WLAN Service's default topology.
Deny — Drop matching frames.
Contain to VLAN — Forward matching frames onthe indicated VLAN.

None — The rule does not have an access control action. The matching engines.ignore a rule with an
access control action of '‘None'.

HTTP Redirect — Redirect traffic to default URL 'Own WLAN" or to a URL that is defined on the
Redirection URL screen. For more information, see Managing Redirection URLs on page 421. You
can also specify a Redirection URL when you configure an External Captive Portal. For more
information, see Configuring Firewall Friendly External Captive Portal on page 353.

Rule-Based Redirection

You can now configure policy rules to explicitly redirect traffic to the captive portal definition assigned
to the role, regardless of authentication status. Rule-based Redirection applies to HTTP and HTTPS
traffic, and explicitly defines when traffic will be redirected. In previous releases, redirection
automatically redirected an un-authenticated client to an ECP when a deny action, on HTTP(S) traffic,
occurred.

Rule-based redirection requires explicit enablement. For new installations, Rule-based Redirection is
enabled by default. For upgrades from releases prior to v10.11, ExtremeWireless preserves the previous
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captive portal redirection method of triggering redirect off denied HTTP/HTTPS for non-
authenticaticated roles.

To enable Rule-based Redirection upon an upgrade, go to VNS > Global > Filtering Mode.

E Home Logs Reports Controller AP VNS WIPS

Mew... Egress Filtering Mode Configuration

All WLAN Services enforce explicitly defined "Out™ rules
Authentication &ll WLAN Services apply “In” filter rules to "Out” direction traffic *

Wireless QoS e Use WLAN Service setting
Bandwidth Control
Defs 2ole Rule Based Redirection

" i

=1

NAC Integration #| Enable Rule Based Redirection

Client Autologin

Topology Group Algorithm
Metflow/ MirrorN
Redirection URL

Figure 86: Enabling Rule-based Redirection

To use Rule-based Redirection:

e Verify that the feature is enabled.

e Configure roles with policy rules for redifection. Add the Redirect rules to the (non-auth) role
definition; otherwise, the Deny All default action is interpreted explicitly, and-traffic will be denied
not redirected.

e Configure a list of redirection URLs.

e Specify the redirection URL on the Role VLAN &Class of Service tab. This value canbe an IP
address, URL, or host name if using L7 host name rules.

e (Optional) And if redirecting to an ECP, configure the captive portal for redirected traffic.

Rule-based Redirection is explicit when the redirection flag'is enabled and a rule is defined for
redirection. The redirection destination can be defined on the role or.as part of a WLAN Service
configuration. If a redirection destination is not configured, the default destination is 'Own WLAN/,
which indicates the WLAN of the device. Redirection is allowed on any port.
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Figure 87: Example Role with Redirection specified.

Related Links
Understanding the Filter Rule Definition'Dialog onpage 302
Host Name DNS Support on page 312
Managing Redirection URLs on page 421
Configuring Firewall Friendly External Captiv@ Portahon page 353
Configuring External and Mode 802.1 Capitive Portal'on page 351
Configuring Default VLAN and Class of Sefvice for a Rol&.on page 284

Configuring Rule-Based Redirection

Deciding how to configure HTTP Redirection depends on the.type of traffic you are allowing and the
default Access Control value you configure on the role. You must configurethe policy rules in the
following order:

e Allow policies
e Redirect policies (if using Rule-based Redirection)
e Deny policies.

Allow Policies

You can configure five Allow policies or any combination of Allow and Deny policies on a single role. The
following are ways to implement policy rules:

e Allow All Policy.

If you opt to allow all traffic. You only need one policy rule indicating that all traffic is allowed.
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Figure 88: Allow All Policy Configuration

e Combination of Allow and Deny policies, allowing specific traffic.

Figure 89: Policy Rules Configuration
e Deny All Policy.

When opting to deny all traffic, you must first configure the 5 Allow policies to gather the
parameters that direct the client to the FFECP. First configure the specific Allow policies, then
configure the Deny All policy.
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Figure 90: Deny All Policy Configuration

e Redirect Policy

* If Rule-based Redirection is enabled, configure at least one policy rule where the Access Control
is set to HTTP Redirect.

* If Rule-based Redirection is disabled, configure atleast one policy rule where the Access Control
is set to Deny.

For more information on configuring policy rules, including host.name rules, see Understanding the
Filter Rule Definition Dialog on page 302 and ConfigUtifig a HOsSE Name Rule o page312.

Related Links
Configuring Rule-Based Redirection on page 291
Understanding the Filter Rule Definition Dialog on page 302
Rule-Based Redirection on page 289
Host Name DNS Support on page 312
Configuring a Captive Portal on an AP on page 222

Rule Based Redirection to a Captive Portal
Redirecting to a captive portal is a common rule-based redirection use case. The following is an
example Allow configuration for rule-based redirection to a captive portal.

* Therole allows the station to use DHCP (Dynamic Host Configuration Protocol) and DNS:

* Access Control = Allow, Port = DNS
» Access Control = Allow, Port = DHCP Client.
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* Access Control = Allow, Port = DHCP Server.

e The role allows the station to communicate with the external captive portal server using HTTP or
HTTPS.

» Access Control = Allow, IP/subnet = IP of Captive Portal Server

Then specify the Captive Portal Server on the VLAN Class of Service tab in the Redirection URL
field. The Redirection URL can be provided as a URL, IP address, or host name if using L7 Host Name
DNS support.

* The role must allow the station to send traffic to the controller’s IP address on the VLAN containing
the station’s traffic; therefore, one Allow policy must include the IP/subnet that corresponds to the
VLAN ID. Depending on the Default Access Control value on the role, this can be the VLAN ID

specified on the role or.the VLAN ID specified during WLAN Service configuration.

*  When default Access Control = Allow, VLAN ID on the WLAN Service configuration is used.
* When default'Access Control= Contain to VLAN, the VLAN ID on the Role configuration is used.

e Access Control = Allow, IP/subnet = Configured VLAN subnet.

F Note
‘ You cannot configure Captive Portal Redirection using IPv6 classifiers. While you can http to
IPv6 websites, you cannot apply Captive Portal redirection to http [s] over IPv6 .

Policy Rules for a Non-authenticated Role

A VNS' non-authenticated role controls the access of stations until the station completes authentication.
The role can be as restrictive ©r open as necessary. If the station is expected to authenticate, then the
role may need to grant it access to resourcesrequired to complete the authentication. For example, if
the station is expected to perform captiveportal authentication then the non-authenticated role must
allow the station to:

* Perform DHCP address acquisition

e DNS name lookups
e Forward to the Captive Portal web server

The administrator may grant unauthenticated stations access to other resources, but the recommended
default action of a non-authenticated role is to drop all traffic that does not match a rule.

Defining non-authenticated roles allows administrators to identify destinations that a mobile user is
allowed to access without incurring an authentication redirection. Typically, the recommended default
rule is Deny All. However, administrators should define a rule set that permits users to access essential
services:

e DNS (IP of DNS server)

e Default Gateway (VNS Interface IP)

Any HTTP streams requested by the client for denied targets is redirected to the specified location.

The non-authenticated role should allow access to the Captive Portal page IP address, as well as to any
URLs for the header and footer of the Captive Portal page. This filter should also allow network access
to the IP address of the DNS server and to the network address—the gateway of the Topology. The
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gateway is used as the IP for an internal Captive Portal page. An external Captive Portal provides a
specific IP definition of a server outside the wireless network.

Redirection and Captive Portal credentials apply to HTTP traffic only. A wireless device user attempting
to reach websites other than those specifically allowed in the non-authenticated filter is redirected to
the allowed destinations. Most HTTP traffic outside of that defined in the non-authenticated filter is
redirected.

Note
F Although non-authenticated role definitions are used to assist in the redirection of HTTP
Q, traffic for restricted or denied destinations, the non-authenticated filter is not restricted to
——# HTTP operations. The filter definition is general. Any traffic, other than HTTP, that the filter
does not explicitly allow is discarded by the controller.

The non-authenticated filter is applied to sessions until they successfully complete authentication. The
authentication procedure results in‘an adjustment to the user's applicable Policy Rule for the access
role.

Typically, default filter ID access is less restrictive than a non-authenticated profile. It is the
administrator’s responsibility to define the correct set of access privileges.

Note
Administrators must ensure that the non-authenticated filter allows access to the
corresponding authentication server:

F
L—:j ¢ Internal Captive Portal — IP address of the VNS interface
¢ External Captive Portal — IP address of external Captive Portal server

Non-authenticated Role Examples

Table 44 lists the rules that a basic non-authenticated role for internalCaptive Portal should have, in the
specified order:

Table 44: Non-authenticated Role Example A

In Out Allow  IP/ Port Description

X X X |P address of the captive portal Allow all incoming wireless devices access to the
default gateway of the VNS.

X X X IP address of the DNS Server Allow all incoming wireless devices access to the DNS
server of the VNS.

X X K Default access control action is to deny all.

F Note
e For external Captive Portal, an additional rule to Allow (in/out) access to the external Captive
Portal authentication/web server is required.

If you place URLs in the header and footer of the Captive Portal page, you must explicitly allow access
to any URLs mentioned in the authentication server’s page, such as:
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¢ |nternal Captive Portal — URLs referenced in a header or footer
e External Captive Portal — URLs mentioned in the page definition

Table 45 is another example of a non-authenticated filter that adds additional policy rules. The
additional rules do the following:

e Deny access to a specific IP address.
e Allow only HTTP traffic.

Table 45: Non-authenticated Role Example B

X X X IP address of the default Allow all incoming wireless devices access to the
gateway default gateway of the VNS.

X X X IP address of the DNS Server Allow all incoming wireless devices access to the DNS

server of the VNS.

X X [a specific IP address, or Deny all traffic to a specific IP address, or to a specific
address plus range] IP address range (such as:0/24).

X X X *x 80 Allow all port 80 (HTTP) traffic.

X X LA Default access control action is to deny all.

tive Portal page and has been authenticated by

Authenticated Rules Examples

Here are examples of possible policy rules for
access before allowing everything else.

Table 46: Policy Rules Example A

X X *rFx22-23 SSH sessio

X X 192.168.18.0/24 Deny all tra specific IP address or address
range

X X X X Default action is to allow everything else

Table 47 allows some specific access and denies everything else.
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Table 47: Policy Rules Example B

X X X 192.168.18.0/24 Allow traffic to a specific IP address or address
range.
X X A Default action is to deny all.

Policy Rules for a Default Role

After authentication of the wireless device user, the default filter applies only after the following

conditions are met:

e No filter ID attrib
¢ No Role matck

rned by the authentication server for this user.
roller for the filter ID value.

e a catch-all rule for any traffic that did not match a filter. A
res that a packet is not dropped entirely if no match is found.
ortal and MAC-based authorization.

The final rule e default filter sho
final 'Allo rule in a default filter ¢
VNS RO also applicable for Capti

The following are examples of policy r It filter:

Table 48: Default Role Examples

192.168.18.0/24
X X Port 80 (HTTP)
X X 192.168.18.10
X X X EEE allow or contain
X Port 80 (HTTP) on host IP s access to Web
X 10.3.0.20, ports 10-30
X X 10.3.0.20
X X 10.3.0.20 Allow all other traffic from Intranet network to
wireless devices
X X K Default action is to deny/drop

Policy Rules Between Two Wireless Devices

Traffic from two wireless devices that are on the same VNS and that are connected to the same AP will
pass through the controller and therefore be subject to a filtering role. You can set up policy rules that
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allow each wireless device access to the default gateway, but also prevent each device from
communicating with each other.

Add the following two rules to a filter, before allowing everything else:

Table 49: Rules Between Two Wireless Devices

In Out Allow IP/ Port Description

X X X 10.3.2.25 Allow access to the Gateway IP address of the VNS only
X X 10.3.5.28.0/24 Deny all access to the VNS subnet range (such as 0/24)
X X X A Default access control action is contain to VLAN.

F Note
‘ ‘ You can also prevent the two wireless devices from communicating with each other by setting
BlockMu to MU traffic. See Configuring a Basic WLAN Service on page 319.

Defining Policy Rules for Wireless APs

You can also apply policy rules-on the wireless AP. Applying policy rules at the AP helps restrict

unwanted traffic at the edge of your network. All APs support 64 rules. Filtering at the AP can be

configured with the following Topology types:

¢ Bridge Traffic Locally at the AP— If filtering at the AP is enabled on a Bridge Traffic Locally at the AP
topology, the filtering is applied to traffic in both.the inbound and outbound direction, the inbound
direction is from the wireless device to the network, and the outbound direction is from the network
to the wireless device.

¢ Routed and Bridge Traffic Locally at the EWC — If filtering.at the AP is enabled on a Routed or
Bridge Traffic Locally at the EWC topology, the filteringis applied only to traffic in the inbound
direction. The filters applied in the outbound direction at the AP can be the same as or different
from filters applied at the controller.

A role can use more than one topology and more than one typeof topology. If a role uses at least one
Bridged at AP topology, the AP filters all inbound traffic assigned to the rule..The controller performs all
outbound filtering.

Configuring Policy Rules
From the Policy Rules tab, create and work with the policy rules for a role. If you do not define policy
rules for a role, then the role's default action is applied to all traffic subject to the role.
To configure policy rules:

1 Navigate to the Policy Rules tab. (Click VNS > Roles > Policy Rules.)
By default, the Rules tab appears, displaying a list of Policy Rules for the Role.
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2 You can take the following actions:
e Add
e Edit
e Delete
 Up
e Down
* Top
* Bottom

For information about adding or editing a rule, see Understanding the Filter Rule Definition Dialog
on page 302.

Related Links
Configuring a Captiy@ Portal on@n AP on page 222
Rule-Based Redifection on page 289

Understanding the Policy Rules Tab

The Policy Rules tab displays the authentication policy rules for a user role. If you do not define policy
rules for a role, then the role's default action. is applied to all traffic subject to the role.

VLAN & Class of Service I Policy Rules

[ ] Inherit filter rules from currently applied role @

Rules Wl ap Filtering [] custom AP Rules

Action MName Protocol QoS In Out
Deny  0.0.0.0/0 Ay Mone dest none
Deny 0.0.0.0/0 Ay Mone none src

Add Edit Delete Up Down Top Bottom

ulticast/Broadcast policy rules cannot be applied in the Out direction. Please use Topology Multicast Filters instead,

Figure 91: Policy Rules Tab
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Table 50: Policy Rules Tab - Fields and Buttons

Field/Button

Description

Inherit policy rules from currently applied
role

Select if you do not want to apply new filter settings.

If you do not apply new filter settings, the wireless client uses filter
settings from a previously applied role. If rules were never defined,
then the system enforces the rules from the Global Default Policy.

If you choose to apply new filter settings by not selecting this option,
the new filter settings will overwrite any pre-existing filter settings.

“Allow” action in policy rules contains to
the VLAN assigned by the role

Note: This option only appears on roles that have been upgraded to
8.31 or later from a previous release and on new roles that have custom
AP filtering enabled.

The flag is provided for backward compatibility. The administrator can
achieve the same effect by modifying each rule with an "Allow" action
to "Contain to VLAN" where the containment VLAN is the one
referenced by the role's default access control action.

When enabled, the "Allow" action forwards the packet on the VLAN of
the assigned topology of the containing policy. If the policy does not
have a default topology, a series of decision rules are applied to decide
which topology the packet was forwarded on.

When disabled, the "Allow" action in policy rules is interpreted as
"contain to PVID".

AP Filtering

Select to apply the configured rules to the AP.

Custom AP Rules

Select to create a new filter definition to apply to the AP.

Rules/Custom AP rules Tab

Action Identifies the access control.

Name Displays the IP address and port to which this policy rule applies.

Protocol Displays the applicable protocol.

QoS Indicates if the rule has QoS enabled. Policy-enabled QoS is a network
service that provides the ability to prioritize different types of traffic
and to manage bandwidth over a network.

In |dentifies the rule that applies to traffic from the wireless device that is
trying to get on the network. You can change this setting using the
drop-down menu. Options include:

e Source (src)
* None
e Both - available in Advanced Filtering Mode only
Out Identifies which IPv4 address field is matched by the rule when

applied in the outbound direction (toward the wireless device.) You
can change this setting using the drop-down menu. Options include:

e Destination (dest)

e Source (src) - available in Advanced Filtering Mode only

e None

e Both - available in Advanced Filtering Mode only

The role for outbound traffic may be impacted by the selection

(mode) for Egress Filtering. For more information, see Configuring
Egress Filtering Mode on page 410.
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Table 50: Policy Rules Tab - Fields and Buttons (continued)

Field/Button Description

Add Click to add a new rule. The Filter Rule Definition dialog displays. See
Understanding the Filter Rule Definition Dialog on page 302.

Edit Click to edit the selected definition. See Understanding the Filter Rule
Definition Dialog on page 302.

Delete Click to delete the rule.

Up, Down, Top, Bottom Select a rule and click to either move the rule up or down in the list, or

move the rule to the top of the list. The policy rules are executed in the
order in which you define them.

Save Click to save the configuration.

Custom AP Rules

In general, an AP that performs filtering should apply the same set of policy rules for a role as the
controller, However, this is not mandatory. An AP can enforce a different set of rules than the controller.
In general, avoid.using Custom AP filters. Custom AP filters are provided primarily for backward
compatibility. For example, they are usefulwhen using policies that have more than 32 rules.

There are restrictions on a role that uses custom AP filtering, including the following:
e Custom Rules option is not visible when L7 filter rules are present.

e The role cannot use Layer.2 filter rules.

* Therole cannot use 'Contain to VLAN' actions.in rules.

e The role's default action must be 'Contain to VLAN"or 'No Change'.
e Therole's static untagged egress VLAN list must be empty.

Related Links
Creating a Custom AP Filter on page 301
Understanding the Filter Rule Definition Dialog on page 302

Creating a Custom AP Filter

To create a custom AP filter:

1 Click VNS > Roles > Policy Rules and select the AP Filtering check box.

F Note
Lg The AP Filtering option is not available when L7 filters are present. For more information,
see Configuration Rules with L7 Filters on page 307.

The Custom AP Rules check box appears.
2 Select the Custom AP Rules check box.

The Custom AP Rules tab appears.
3 Click the Custom AP Rules tab.
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4 You can take the following actions:

Add
Edit
Delete
Up
Down
Top
Bottom

For information about adding or editing a rule, see Understanding the Filter Rule Definition Dialog

on page 302.

Related Links
Custom AP Rules on

Understanad

e Filter Rule D

Define filt

or from the

om AP Rules tak
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Filter Rule Definition

— Classification -

@1 2/3/4 O

. ~
— Direction -
In Filter: | Destination{dest) |
Out Filter: | Source(src) v
. ~
— Layer 2,3.4 Classification -
Layer 2
Ethertype: | Internet Protocol, Version 4 (IPv4) “ | Ox 0300
Mac Address: |Any Mac || 00:00:00:00:00:00/0

Priority: |Any Priority |

Layer 3,4
IPlzubnet: |User Defined v||
Port: |I-‘-.n',r Port V| 0
Protocol: | Any Protocol v]o
ToSDSCP: 0f | DSCP:) Mask:
Application
Application: |r1|::|r1E: V|
I J
~— Action -\
Access Control: |None v
Class of Service: | Mone I\""|
Traffic Mirror: | None v
L J
| Ok | | Cancel |

Figure 92: Filter Rule Definition Dialog

Table 51: Filter Rule Definition Dialog - Fields and Buttons
Field/Button Description

Classification Select Layers 2-4 to display configuration options for the data link,
routing, and transport layers.
Select Layer 7 to configure options related to the application layer. For
more information, see Layer 7 configuration.

Direction
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Table 51: Filter Rule Definition Dialog - Fields and Buttons (continued)

Field/Button Description

In Filter In the drop-down menu, select which IPv4 addresses in the IP header
to match for traffic flowing from the station to the network. Options
include:
e Destination (dest)
e Source (src) - available in Advanced Filtering Mode only
e None
e Both - available in Advanced Filtering Mode only

Out Filter In the drop-down menu, select which IPv4 addresses in the IP header

to match for traffic flowing from the network to the station. Options
include:

e Destination (dest)

e Source (src) - available in Advanced Filtering Mode only

e None

e Both - available in Advanced Filtering Mode only

The role for outbound traffic rules may be impacted by the selection
(mode) for Egree Filtering. For more information, see Configuring
Egress Filtering Mode on page 410.

Classification - Layer 2, 3, 4

Ethertype

Select a matching Ethertype filter for the selected policy rule.

Note: You cannot configure Captive Portal Redirection using IPv6
classifiers. While you can http to IPv6 websites, you cannot apply
Captive Portal redirection to http [s] over IPv6 .

Mac Address

Select Any MAC or User Defined and provide the Mac Address.

Priority

Select a Priority from the drop-down list.

IP/subnet

Select one of the following:

e User Defined, then type the destination IP address and mask. Use
this option to explicitly define the IP/subnet aspect of the rule.

e |P - select to map the rule to the associated Topology IP address.

e Subnet - select to map the rule to the associated Topology
segment definition (IP address/mask).

Port

From the Port drop-down list, select one of the following:

User Defined, then type the port number.

Use this option to explicitly specify the port number.

A specific port type. The appropriate port number or numbers are
added to the Port text field.

Protocol

In the Protocol drop-down list, click the applicable protocol. The
default is N/A.

ToS/DSCP

Select the ToS/DSCP value to match, if any, to define the Layer 3, 4
ToS/DSCP bits. Enter a hexadecimal value in the Ox (DSCP:) field.

Select

Click the Select button to open the ToS/DSCP Configuration dialog.
For more information, see Priority and ToS/DSCP Marking on page
491.
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Table 51: Filter Rule Definition Dialog - Fields and Buttons (continued)

Application

Action

Class of Service Select an existing class of service from the drop-down list.
For information about how to configure a Class of Service, go to
Configuring Roles on page 284.
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Table 51: Filter Rule Definition Dialog - Fields and Buttons (continued)

Field/Button

Description

Traffic Mirror

When enabled, this option sends a copy of the network packets to a
mirroring L2 port for analysis, in an effort to monitor network traffic.
The Purview Engine analyses the traffic. The assigned port can only be
used for traffic analysis.You can enable traffic mirroring from the
WLAN Service, from the Role, or from the Filter Rule. Setting traffic
mirroring at the Filter Rule takes precedence over settings for the Role
and WLAN Service. The order of precedence for the traffic mirror
setting is: Filter Rule, Role, WLAN Service. To set the L2 port, go to
VNS > Global > Netflow/MirrorN Configuration.

Valid values for Filter Rule and Role are:

e None - No traffic mirroring

e Enable - Traffic mirroring enabled. Traffic is copied if the filter rule
matches or the role is applied.

e Prohibited - Traffic mirroring is prohibited for this role. Traffic is not
copied when the filter rule matches or the role is applied.

OK Click to add the rule to the filter group. The information is displayed in
the role rule table.
Cancel Click Cancel to discard your changes.

Related Links
L7 Configuration on page 307

Rule-Based Redirection on page 289
Configuring Policy Rules on page 298

Configuring a Captive Portal on an AP on page 222

DPI L7 Configuration Restrictions

The Deep Packet Inspection (DPI) engine runs independently on thecontrollerand on.selected AP
models (AP38xx and AP39xx). The DPI engine that is used depends on the underlying topology of the
role. The controller DPI handles traffic for centralized topologies (Bridged@Controller.and Routed) for
traffic in both directions. The AP's DPI handles distributed topologies (Bridged@AP).

Enabling “App Visibility” in the WLAN causes end-user traffic of the particular WLAN to be sent to and

processed by the respective DPI engine. For DPI and L7 filters to wark, each instance of the DPI engine
running on the AP or on the controller must inspect traffic that is moving in both directions of the

connection.

The mixed topologies (B@AP & tunneled in same role) are not supported, and are disabled in the user
interface, when L7 application rules are defined in a role. As a result, the “Contain to VLAN” Action
option is unavailable for configuration of an L7 Application Rule.

For more information, see Configuration Rules with L7 Filters on page 307.

Related Links

Configuration Rules with L7 Filters on page 307

L7 Configuration on page 307
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Configuration Rules with L7 Filters

The controller imposes the following L7 filter configuration rules:

e Rule #1-If L7 filter rules are configured, “AP filter” and “custom AP filter” in Roles is disabled and
the corresponding check box options are hidden.

This allows the Configuration Manager to configure the system for upstream filtering at the
controller, if possible, with no mixed B@AC and B@AP configuration within a role - enforced by Rule
# 3.

e Rule # 2 - Access control options “Contain to VLAN” and "Redirect” are not supported for L7 rules.

For DPI to identify a flow, TCP packets (three-way handshake exchanges and initial payload packets)
must be allowed to pass through the system. If after the traffic flow is classified and the system
diverts the rest of the traffic flow to a different VLAN (and most likely to a different server), then the
new server treatsthe packets as stray traffic. This is because the new server did not exchange a
three-way handshake with the client for the connection.

e Rule # 3 - Configuration Manager (CM) checks overall configuration as configuration is entered.

If CMdetects mixed B@AC and B@AP rules in the same role, and the role has L7 filter rules, then the
configuration is rejected.

e Rule # 4 -For L2/L3/L4 rule configuration, if COS is configured, the GUI prompts users to set “AP
filter”. But, if L7 rules arepresent, then the GUI will always disable the AP filter option. (See Rule # 1.)

L7 Configuration

Define Layer 7 filter rules. This dialog displays when«you Select L7 on the Filter Rule Definition dialog.

Use this dialog to configure filters that allow ordeny specific applications or application groups from
running on the network, and specify class.of service and traffic mirroring.
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Figure 93: L7 Properties - Filter Rule Definition Dialog

Table 52: Filter Rule Definition Dialog - Fields and Buttons

Classification

Select Layer 7 to configure options related to the application layer. For
more information about layers 2-4, see Understanding the Filter Rule
Definition Dialog on page 302.

Direction

In Filter

Select which IPv4 addresses in the IP header to match for traffic
flowing from the station to the network. Options include:

Destination (dest)

Source (src) - available in Advanced Filtering Mode only
None

Both - available in Advanced Filtering Mode only
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Table 52: Filter Rule Definition Dialog - Fields and Buttons (continued)

Application

Group Internet applications are organized in groups based on the type or
purpose of the application. Once you select an Application Group, the
Name drop-down is populated with application names that are part of
the specified group. See Application Groups on page 311.

Custom Web Applications You can include custom applications in the Filter Rule Definition
dialog. For more information. see Including Custom Apps on page
313.

Action
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Table 52: Filter Rule Definition Dialog - Fields and Buttons (continued)

Class of Service Select an existing class of service from the drop-down list.
For information about how to configure a Class of Service, go to
Configuring Roles on page 284.

Click to add the rule to the filter group. The information is displayed in
the role rule table.

Related Links
DPI L7 Configuration Restrictions on page 306
Configuration Rules with L7 Filters on page 307

Application Groups on page 311

Allowing for Restricted Sets of Applications and Resources on page 311
Host Name DNS Support on page 312

Including Custorm Apps on page 313
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Application Groups

Advertising

Business Applications
Certificate Validation
Cloud Computing
Cloud Storage
Corporate Website
Databases
E-commerce
Education

Finance

Games

Health Care

Location Services
Mail

Newsand Information
Peerto Peer
Protocols

Real Time and Cloud Communications
Restricted Content
Search Engines
Social Networking
Software Updates
Sports

Storage

Streaming

Travel

VPN and Security
Web Applications
Web Collaboration
Web Content Services
Web File Sharing

All

ExtremeWireless Special Purpose Groups

Unknown Apps
Wild Card

Allowing for Restricted Sets of Applications and Resources

With the use of two new groups: the Unknown Apps group and the Wild Card group, you can configure
policy filters that improve application control. Defined signature rules allow fine-tuning of how to handle
traffic for specific applications or traffic categories.

The Unknown Apps group allows you to take action on applications that the Deep Packet Inspection
(DPI) sensor does not recognize. When the DPI sensor fails to classify a flow, the flow is automatically
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considered unknown and it is classified as part of the Unknown Apps group. You can assign standard
actions (allow, deny, rate limit, etc) to flows belonging to the Unknown Apps group.

The Wild Card group makes it simple to allow access to restricted sets of applications and resources.
When configuring filters for restrictive sets:

1 Configure the Allowed application filters first.
2 Configure a Deny filter specifying the Group = Wild Card and Name = All.
3 Configure a Deny filter specifying Group = Unknown Apps and Name = All.

Host Name DNS Support

When redirecting to an exteérnal captive portal (ECP), you can permit end users to log in with their
credentials from a third<party site. ExtremeWireless builds a dynamic list of server addresses for sites by
monitoring the DNSeplies between DNS servers and the mobile user.

Configure an Allow filter rule that applies to all learned server addresses for a specific site.

Related Links
DNS ReSolution on page 312
Configuring alost Name Rule on page 312

DNS Resolution

The controller and AP handle DNS resolution (mapping of the host name to an IP address) at runtime
for third-party login support. DNS resolution is handled-by.the AP for B@AP topologies and handled by
the controller for B@AC and Routed topologies.

First, configure a host name pattern in the . Custom Application dialog as part of the Layer 7 filter
configuration. The ExtremeWireless data/plane inspects DNSteplies for host name patterns that match
the user-configured patterns. When a match is found, the host name IP pair is stored in the database.
The data plane only considers the user-configured patterns when inspecting the DNS reply.

For example, the pattern facebook.com matches any string that ends with “facebook.com”. Valid
matches include any . facebook.comand 1.any.2. fachoook. com. Patterns that do not match
include: facebook.org.com.

A single host name supports multiple IP addresses. The data plane reserves space for up to 128 IP
addresses per host name.

Configuring a Host Name Rule

DNS-based rules are defined as custom L7 signatures. ExtremeWireless matches the defined pattern to
the corresponding IP address. Take the following steps to configure a rule that allows mobile clients to
authenticate using credentials from a specific host.

1 Go to VNS > Roles > Policy Rules and click Add.

2 Create a new filter definition. For more information, see Understanding the Filter Rule Definition
Dialog on page 302.

3 On the Filter Rule Definition dialog, select the L7 radio button.
Select the link Custom Web Applications.
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5 Click the plus button and configure the parameters on the Custom Web Application dialog.

Specify Type = Host name. The Host Name type differentiates the definition from other extended
signatures.

Custom Web Application

Group: | Social Networking v

Type:

Name: |faceboolk.com

Matching Pattern: | facebook.com |

oK ||
—_— T

Cancel |

Figure 94: Host Name Rule Configuration

Custom Apps List

Use the custom web application-definition editor to define the characteristics of traffic fingerprints used
for Deep Packet Inspection-and Layer 7 policy enforcement. To add or remove custom Apps from the
Filter Rule Definition dialog:

1 Select Custom Web Applications.

2 Toaddan App, click the plus sign. See Including€ustom.Apps on page 313.
3 Toremove an App, select the App and click the minus sign.

4 Click OK.

Related Links
Understanding the Filter Rule Definition Dialog on page 802
L7 Configuration on page 307

Including Custom Apps on page 313

Including Custom Apps
To add custom apps to the L7 Filter Rule Definition dialog:

1 From the Filter Rule Definition dialog, select L7.
2 Click Custom Web Application.
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3 Click the plus sign and enter the following:

e Group. Internet applications are organized in groups based on the type or purpose of the
application. Once you select an Application Group, the Application Name drop-down is
populated with application names that are part of the specified group.

The group names are pre-defined standard Extreme Application Analytics™ signature groups. The
group names are case-sensitive.

e Type. Type of authentication. Valid values are:
* Signature. Standard IP address sent in Signature.

e Layer 3 host name. Authentication based on User Defined IP/subnet parameter in Layer 3
configuration. You can define up to 64 host name patterns per controller or site.

e The Matching Pattern is.the URL pattern that is associated with the application (case-sensitive,
up to 64 characters).

Custom Web Application

Group: |::u:|~.rer'ti5inq b |

Type: |Signature V|

Name: |2qg: google

Matching Pattern: |=q: google.com

oK Cancel

Figure 95: Adding Custom Web Applications
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4 Click OK.
The Custom Web Application list displays.

L

Figure 96: Custom W&:ations List
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5 Select the check box and click OK to add the custom app to the Name drop-down field on the L7

Configuration dialog.

~ Application

Search for Application

Group: |Adverti5ing

Name: ||"u"ideu|c:g1,r
VigLink

Vindico Group
Visual Revenue

Action

VitruvianLeads
VoiceFive

Yungle

Access Control: | Mone

Wakoopa

Webtrends

Class of Service: | None

Whos Amung Us

Traffic Mirror: | None

Woopra

Xiti

¥plusone

xtify

Yahoo Ads

Yahoo Genome
Ybrant Digital
youknowbest
zedo
ZeusClicks
Zope
BidSwitch
Yashi

Travel Spike
OnClick
Metrigo

LKQD

T Ioc

google.com (hostname) v
facebook.com (hostname)

Figure 97: L7 Configuration: Custom Apps with hostname rule

Related Links

Application Groups on page 311
Host Name DNS Support on page 312

Partially Specified Policy

A partially specified policy is one that has “No change” selected for filters, default topology, or default
gos. When two policies are applied to a station and one of them is “partially specified”, the “No change”
settings are overwritten by the settings of the other policy. When a station successfully authenticates
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and is assigned a partially specified policy, the “No change” elements of the policy are replaced with the
corresponding elements of the WLAN Service’s default authenticated policy.

Consider the following example. Suppose a VNS is defined that uses policy P1 for its default non-
authenticated policy and policy P2 for its default authenticated policy. Policy P1assigns the station to
topology T1and policy P2 assigns the station to topology T2. Suppose there is a policy P3, which has
"No change" set for its topology.

A client on the VNS will be assigned to P1 with topology T1 when he first associates to the VNS. Now
suppose the station is assigned P3 by the RADIUS server when the station authenticates. Even though
the station is on T1and P3 has no change set for the topology, the station will be assigned to T2. When
the client is authenticated, internally on the controller, the client is first assigned to P2 then P3 is
applied.

A similar scenario exists when the hybrid mode policy feature is set to use tunnel-private-group-id to
assign both policy'and topology but for some reason the VLAN-id-to-Policy mapping table does not
contain a mapping for the returned tunnel private group id. In this case a station that successfully
authenticates would be assigned the filters and default QoS of the WLAN Service’s default
authenticated policy and the topology with the VLANID contained in the Tunnel-Private-Group-ID of
the ACCESS-ACCEPT response.

If this is not the desired behavior, then consider the following:
e Avoid using partially specified policies.
e When the controller is configuredto map the VLAN ID in the Tunnel-Private-Group-ID response to a

policy using the mapping table, ensure that there is a policy mapping for each VLAN ID that can be
returned to the controller by the RADIUS server.
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WLAN Services Overview

Third-party AP WLAN Service Type
Configuring a Basic WLAN Service
Configuring Privacy

Configuring Accounting and Authentication
Configuring QoS Modes

Configuring Hotspots

running Extreme Networks ExtremeWireless software

can be part o ice. rvice may be used as a Bridged @ Controller,
Bridged @ AP, or Routed VNS. Thi e provides access for mobile stations. Therefore,
roles can be assigned to this

e Third Party AP — A wirele APs. This type of service provides access
for mobile stations. Theref pe of WLAN service to create a VNS.

e Dynamic Mesh and WDS (Static Mesh) ized into a hierarchy for the purposes
of providing a Wireless Distribution S¢ ¢ eisinesse ireless trunking
service rather than a service that pro
attached to it.

e Remote — A service that resides on the edge rvice with a
remoteable service on the designated home co i alized WLAN

Any WLAN Service/VNS can be a remoteable service, though de
tunneled topologies (Bridged@Controller and Routed).

nt preference is given to

To reduce the amount of information distributed across the mobility. domain, you will explicitly select
which WLAN Services are available from one controller to any other controller in the mobility
domain.

The WLAN Service remoteable property is synchronized with the availability peer, making the
WLAN service published by both the home and foreign controllers.

The following types of authentication are supported for remote WLAN services:

* None
* Internal/External Captive Portal
e Guest Portal
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* Guest Splash
e AAA/802.1x

Third-party AP WLAN Service Type

For more information, see Working with Third-party APs on page 561.

A third-party AP WLAN Service allows for the specification of a segregated subnet by which non-

Extreme Networks ExtremeWireless APs are used to provide RF services to users while still utilizing the
controller for user authentication and user role enforcement.

F Note
L‘ Third-party AP devices are not fully integrated with the system and therefore must be
managed individually to provide the correct user access characteristics.

The definition.of third-party AP identification parameters allows the system to be able to differentiate
the third-party AP device (and corresponding traffic) from user devices on that segment. Devices
identified as third-party APs are considered pre-authenticated, and are not required to complete the
corresponding authentication verification stages defined for users in that segment (typically Captive
Portal enforcement).

In addition, third-party APs have a specific set of filters (third-party) applied to them by default, which
allows the administrator to provide different traffic access restrictions to the third-party AP devices for
the users that use those resources<The third-party filters could be used to allow access to third-party
APs management operations (for example, HTTP, SNMP (Simple Network Management Protocol)).

Configuring a Basic WLAN Service

To configure a WLAN service:
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1 Goto VNS > WLAN Services.

Logs Reports Controller AP VNS WIFS

WLAN Services

-

Name Type  Ensbled SSID Privacy ﬁﬂ‘é ﬁﬂﬂg':
Labdi5-\WPA Standard W Lab45-\WPA Maone Dizabled off

Adding the first WDS/Mesh assignment or remaving the last WD Mesh assignment will cause an AP to reboot.
R

| Mew || Delete Selected |

Figure 98: Configuring a WLAN Service
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2 Click New to create a new service.

Stat
” ‘ ( AP

dted v’ _
Jol=d
Yle:

—

Figure 99: New WLAN Service

Enter a name for the WLAN service.
Select the service type.
Change the SSID (optional).

Enable Hotspot functionality (optional). For imore information, see Configuring Hotspots on page
376.

e The default status of the WLAN service is Synchronized and Enabled:

o O o QD

Synchronize — Enable automatic synchronization with its availability peer. Refer to Using the
Sync Summary on page 414 for information about viewing synchronization status. If this VNS is
part of an availability pair, Extreme Networks recommends that you enable Synchronize.
By default the WLAN Service is enabled. Clear this check box to disable the WLAN Service.

f Click Save.
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3 For information about fields and buttons on this page, see Table 53.

Figure 100: WLAN Seﬂmfiguratior\

Core

Table 53: WLAN Services Configuration Page

Name

Enter a name fo

Service Type

e. Options include:

Select the type
e Standard

e WDS

e Mesh

e Third Party AP
e Remote

If you selected Remote as the Service Type, select the Privacy type.

If you set Service Type as either Standard or Remote, select Synchronize,
in the Status area, if desired. Enabling this feature allows availability pairs
to be synchronized automatically

SSID

The software automatically populates this field with the WLAN service
name that you supply. Optionally, you can change this. If you are creating
aremote WLAN service, select the SSID of the remoteable service that
this remote service will be paired with.
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Table 53: WLAN Services Configuration Page (continued)

Field/Button

Description

Default Topology

From the drop-down list, select a preconfigured topology, topology
group, or click New Topology to create a new one. Refer to Configuring a
Basic Data Port Topology on page 266 for information about how to
create a new topology.

A WLAN service uses the topology of the role assigned to the VNS, if such
a topology is defined. If the role doesn't define a topology, you can assign
an existing topology as the default topology to the WLAN service. If you
choose not to assign a default topology to the WLAN service, the WLAN
service will use the topology of the global default policy (by default,
Bridged at AP Untagged).

Note: You cannot assign a default topology to a WDS, 3rd party, or remote
WLAN service.

Default CoS (Class of Service)

From the drop-down list, select a preconfigured CoS or click New CoS to
create a new one. Refer to Configuring Classes of Service on page 487 for
information on how to create a new CoS.

A WLAN service uses the CoS of the role assigned to the VNS, if such a
CoS is defined. If the role doesn't define a CoS, you can assign an existing
CoS as the default CoS to the WLAN service. If you choose not to assign a
defaultCoS to the WLAN service, the WLAN service will use the CoS of
the global default policy (by default, Bridged at AP Untagged).

Note: You cannot assign a default CoS to a WDS, 3rd party, or remote
WLAN service.

Default Traffic Mirror

When enabled, this option sends a copy of the network packets to a
mirroring L2 port.for analysis, in an effort to monitor network traffic. The
Purview Engine analyses the traffic. The assigned port can only be used
for traffic analysis.

You can enable traffic mirroring from the WLAN Service, from the Role, or
from the Filter Rule.Setting traffic mirroring at the Filter Rule takes
precedence over settings for the Role and WLAN Service. The order of
precedence for the traffic mirrorsetting is: Filter Rule, Role, WLAN
Service. To set the L2 port, go'to VNS > Global > Netflow/MirrorN
Configuration.

Valid values for the WLAN Service are:

e Prohibited - Traffic is not copied for this WLAN Service.

e Enablein both directions - Traffic coming from wireless clients and
traffic targeted at specific clients is copied.

e Enablein direction only - Traffic generated by wireless clients only is
copied.

Note: Traffic Mirror configured in WLAN service applies to TCP/UDP only.

App Visibility

Check this option to enable Application Visibility and Application
Enforcement on the specific WLAN. Application Visibility allows the
controller to capture throughput and byte statistics for 31 pre-selected
application groups per client. The data is refreshed every 2 minutes.
Enabling this option increases CPU load. Clear this option when
Application Visibility and Application Enforcement is not required.

Status
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Table 53: WLAN Services Configuration Page (continued)

Field/Button

Description

Synchronize

Synchronize — Enable automatic synchronization with its availability peer.
Refer to Using the Sync Summary on page 414 for information about
viewing synchronization status. If this VNS is part of an availability pair,
Extreme Networks recommends that you enable this feature.

Enable

The WLAN service is enabled by default, unless the number of supported
enabled WLAN services has been reached. To disable the WLAN service,
clear the check box.

Wireless APs

Select APs

Select APs and their radios by grouping. Options include:

e all radios — Click to assign all of the APs’ radios.

e all ports — Click to assign all of the AP ports for an AP3912.

e radio 1— Click to assign only the APs’ Radio 1.

e radio 2— Click to assign only the APs’ Radio 2.

¢ Jocal APs - all radios — Click to assign only the local APs.

e Jocal APs - radio 1 — Click to assign only the local APs’ Radio 1.

e |ocal APs - radio 2 — Click to assign only the local APs’ Radio 2.

e foreign APs - all radios — Click to assign only the foreign APs.

e foreign APs - radio 1 — Click to assign only the foreign APs’ Radio 1.
e foreign APs - radio 2 — Click to assign only the foreign APs’ Radio 2.
e clear all ports — Click to clear all of the AP port assignments.

e clear all selections — Click to clear all of the AP radio assignments.

e original selections — Click to return to the AP radio selections prior to
the most recent save.

Note:If two controllers have been paired for availability (for more
information, see Avallabiliiy on page 537), each controller's registered APs
are displayed as foreign in the list of available APson the other controller

Radio 1

Assign the APs” Radios to the service by selecting the.individual radios’
check boxes. Alternatively, you can use the Select APs list.

Radio 2

Assign the APs’ Radios to the service by selecting the individual radios’
check boxes. Alternatively, you can use the'Select APs list.

Ports

Supported on the AP3912 and AP3917: Select one or more client ports for

each WLAN Service.

e  One WLAN can be assigned per port. The assignment enables the
port.

e Wireless and wired users associated to the same WLAN service
receive identical service. They are affected by the same policies and
filters.

Alternatively, you can use the Select APs list.

CAM

Camera port for the AP3916ic. For more information, see Assigning WLAN
Services to Client Ports on page 170.

loT

Client port for the loT Network Thread, supported on all AP391x models.
For more information, see loT Thread Gateway on page 196.
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Table 53: WLAN Services Configuration Page (continued)

Airtime % Percentage of airtime. Airtime % is available for AP38xx and AP39xx
access point models that are assigned WLANS configured with Reserved
Airtime. For more information, see Configuring Airtime Fairness:
Reservation Mode on page 406.

AP Name Displays the AP name that you assigned on the AP Properties screen.

Advanced Click to access the WLAN service advanced configuration options. The
Advanced configuration page options are described in Advanced WLAN
Service Configuration on page 326.

New Click to create a new WLAN service.
Delete Click to delete this WLAN service.
Save ick to save the changes to this WLAN service. If you are creating a new

ice, the WLAN Services configuration window is displayed, allowing
to assign APs to the service.

After you have assigned an AP eight WLAN Services, it will not appear in the list for another
WLAN Service setup. Each R

to any of the VNSs defined wi the system.

The controller can support the following

e (C5M0 — Upto128 VNSs
* (5210 —Up to 128 VNSs
e (5215 — Up to 128 VNSs
e (4110 — Up to 64 VNSs

e (C25—Upto16VNs

e (C35—Uptol16 VNs

e V2110 — Up to 128 VNSs

-~ Note
% You can assign the Radios of all three AP variants — Extrem

and Wireless 802.11n AP — to any VNS.

ireless Appliance, Outdoor AP,

ExtremeWireless™ V10.41.06 User Guide / 325



Configuring WLAN Services

Advanced WLAN Service Configuration

Table 54: Advanced WLAN Service Configuration Page

Field/Button Description

Timeout

Idle (pre) Specify the amount of time in minutes that a Mobile user can have a
session on the controller in pre-authenticated state during which no
active traffic is passed. The session will be terminated if no active
traffic is passed within this time. The default value is 5 minutes.

|dle (post) Specify the amount of time in minutes that a Mobile user can have a
session on the controller in authenticated state during which no active
traffic is passed. The session will be terminated if no active traffic is
passed within this time. The default value is 30 minutes.

Session Specify the maximum number of minutes of service to be provided to

the user before the termination of the session.

RF - select one or more of the following options:

Suppress SSID

Select to prevent this SSID from appearing in the beacon message
sent by the AP. The wireless device user seeking network access will
not see this SSID as an available choice, and will need to specify it.

Enable 11h support

Select to enable 11h support. By default this option is disabled. It is
recommended that you enable this option.

Apply power reduction to 11h clients

Select to enable the AP to use reduced power (as does the 11h client).
By default this option is disabled. It is recommended that you enable
this option.

This option is available only if you enable 11h support.

Process client IE requests

Select to enable the AP to accept IE requests sent by clients via Probe
Request frames and responds by including the requested IE’s in the
corresponding Probe Response frames. By default this option is
disabled. It is recommended that you enable this option.

Energy Save Mode

Select to reduce the number of beacons the AP transmits on a BSSID
when no client is associated with the BSSID. This reduces both the
power consumption of the AP and the interference created by the AP
when no client is associated.

Radio Management (11k) support

Select to enable background scan. Optionally, enable Beacon Report
and/or Quiet IE.

Egress Filtering Mode

Enforce explicitly defined “Out” rules

Traffic is filtered as configured. For more information, see Configuring
Egress Filtering Mode on page 410.

Apply “In” rules to “out” direction traffic

The role of the source and destination addresses are reversed. For
more information, see Configuring Egress Filtering Mode on page 410.

Client Behavior

Block MU to MU traffic Select the Block Mu to MU traffic check box if you want to prevent
two devices associated with this SSID and registered as users of the
controller, to be able to talk to each other. The blocking is enforced at
the L2 (device) classification level.

802.1D
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Table 54: Advanced WLAN Service Configuration Page (continued)

Field/Button

Description

8021D Base Port: xxx

The 802.1D Base Port number in the 802.1D area is the port number
by which Extreme Management Center recognizes the SSID. It is read-
only.

Remote Service

Remoteable

Select the check box if you want to pair this service with a remote
service.

Inter-WLAN Service Roaming

Permit Inter-WLAN Service Roaming

Select to enable a client on a controller to maintain the session,
including the IP address and role assignment, while roaming between
VNSs having the same SSID and privacy settings. If not selected, when
the client roams among VNSs, the existing session terminates and a
new session starts with the client having to associated and
authenticate again.

The list of VNSs that share the same SSID and privacy settings displays
below.

Unauthenticated Behavior

Discard Unauthenticated Traffic

Select the check box to drop all traffic flowing to and from an
unauthenticated station.

Default Non-Authenticated Policy

Select the check box to apply the default non-authenticated policy to
all traffic flowing to and from an unauthenticated station.

Netflow Click to Enable/Disable Netflow flag. For more information, see Using
Netflow/MirrorN on page 419.

Apply Click to apply changes.

Cancel Click to close the Advanced dialog without saving changes.

Configuring Privacy

Privacy is a mechanism that protects data over wireless and wired networks, usually by encryption
techniques. The controller provides several privacy mechanism to protect data over the WLAN.

The following are privacy options:

¢ None

¢ Static Wired Equivalent Privacy (WEP) — Keys for a selected VNS, so that it matches the WEP
mechanism used on the rest of the network. Each AP can participate in up to 50 VNSs. For each
VNS, only one WEP key can be specified. It is treated as the first key in a list of WEP keys.

¢ Dynamic Keys — The dynamic key WEP mechanism changes the key for each user and each session.

e Wi-Fi Protected Access (WPA)

* version 1 with encryption by temporal key integrity protocol (TKIP)
« version 2 with encryption by advanced encryption standard with counter-mode/CBC-MAC

protocol (AES-CCMP)

e Wi-Fi Protected Access (WPA) Pre-Shared key (PSK) — Privacy in PSK mode, using a Pre-Shared
Key (PSK), or shared secret for authentication. WPA-PSK is a security solution that adds
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authentication to enhanced WEP encryption and key management. WPA-PSK mode does not
require an authentication server. It is suitable for home or small office.

F Note
Lg Regardless of the AP model or WLAN Service type, a maximum of 112 simultaneous
clients, per radio, are supported by all of the data protection encryption technigues.

About Wi-Fi Protected Access (WPA V1 and WPA V2)

F Note
Lg To achieve the strongest encryption protection for your VNS, it is recommended that you use
— =  WPA v.l or WPA v.2.

WPA vl and WPAV2 add authentication to WEP encryption and key management. Key features of WPA
privacy include:

e Specifies 802.1x with Extensible Authentication Protocol (EAP)

e Requires a RADIUS or other authentication server

e Uses RADIUS protocols for authentication and key distribution

e Centralizes management of user credentials

The encryption portion of WPA v1is Temporal Key Integrity Protocol (TKIP). TKIP includes:

e A per-packet key mixing function that shares a starting key between devices, and then changes their
encryption key for every packet (unicast key) or after the specified re-key time interval (broadcast
key) expires

e Anenhanced Initialization Vector (IV) of48 bits; instead of 24 bits, making it more difficult to
compromise

e A Message Integrity Check or Code (MIC), an additional 8-byte code that is inserted before the
standard WEP 4-byte Integrity Check Value (ICV). These integrity codes are used to calculate and
compare, between sender and receiver, the value of all bits in a méssage, which ensures that the
message has not been tampered with.

The encryption portion of WPA v2 is Advanced Encryption Standard (AES). AES includes:

e A128-bit key length, for the WPA2/802.11i implementation of AES
e Four stages that make up one round. Each round is iterated 10 times.

e A per-packet key mixing function that shares a starting key between devices, and then changes their
encryption key for every packet or after the specified re-key time interval expires.

¢ The Counter-Mode/CBC-MAC Protocol (CCMP), a new mode of operation for a block cipher that
enables a single key to be used for both encryption and authentication. The two underlying modes
employed in CCM include:

* Counter mode (CTR) that achieves data encryption
» Cipher Block Chaining Message Authentication Code (CBC-MAC) to provide data integrity

The following is an overview of the WPA authentication and encryption process:

1 The wireless device client associates with Wireless APs.

2 Wireless AP blocks the client's network access while the authentication process is carried out (the
controller sends the authentication request to the RADIUS authentication server).
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The wireless client provides credentials that are forwarded by the controller to the authentication
server.

If the wireless device client is not authenticated, the wireless client stays blocked from network
access.

If the wireless device client is authenticated, the controller distributes encryption keys to the AP and
the wireless client.

The wireless device client gains network access via the AP, sending and receiving encrypted data.
The traffic is controlled with permissions and role applied by the controller.

Wireless 802.11n APs and WPA Authentication

F

-

6} 802.11n"AP associated toa VNS using that service will be limited to legacy AP performance

Note

e If you configure a WLAN Service to use either WEP or TKIP authentication, any wireless

rates.

If a VNS is configured to use WPA authentication, any wireless 802.11n AP within that VNS will do the
following:

WPA v.1 —If WPA v.1is enabled, the wireless AP will advertise only TKIP as an available encryption
protocol.

WPA v.2 — If WPA v.2 is enabled, the wireless AP will do the following:
o If WPA v.1is enabled, the wireless AP will advertise TKIP as an available encryption protocol.

Note
g’j If WPA v.2 is enabled, the wireless AP does not support the Auto option.

o If WPA v.1is disabled, the wireless/AP will advertise the encryption cipher AES (Advanced
Encryption Standard).

Note
Lg The security encryption for some network cardssmust not to be set to WEP or TKIP to
achieve a data rate beyond 54 Mbps.

WPA Key Management Options

Wi-Fi Protected Access (WPA vl and WPA v2) privacy offers you the following key management
options:

None — The wireless client device performs a complete 802.1x authentication each time it associates
or tries to connect to an AP.

Opportunistic Keying — Opportunistic Keying or opportunistic key caching (OKC) enables the client
devices to roam fast and securely from one wireless AP to another in 802.1x authentication setup.
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The client devices that run applications such as video streaming and VolP require rapid reassociation
during roaming. OKC helps such client devices by enabling them to rapidly reassociate with the APs.
This avoids delays and gaps in transmission and thus helps in secure fast roaming (SFR).

P 0 Note
1:J The client devices should support OKC to use the OKC feature in the WLAN.

Pre-authentication — Pre-authentication enables a client device to authenticate simultaneously with
multiple APs in 802.1x authentication setup. When the client device roams from one AP to another, it
does not have to perform the complete 802.1x authentication to reassociate with the new AP as it is
already pre-authenticated with it. This reduces the reassociation time and thus helps in seamless
roaming.

E Note
‘ The client devices should support pre-authentication to use the pre-authentication feature
in the WLAN.

Opportunistic Keying & Pre-auth — Opportunistic Keying and Pre-auth options is meant for
environments where device clients supporting either authentication method (OKC or Pre-Auth) may
be expected. The method that is used in each case is up to the individual client device.

Configuring WLAN Service Privacy

To configure privacy:

1

From the top menu, click VNS. Then, in the left pang, select WLAN Services. The WLAN Services
window displays.

Select the desired service to edit from the left pane. The WLAN Service configuration page is
displayed.
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3 Click the Privacy tab, then select the desired privacy method. The WLAN Services Privacy tab
displays. Table 55 describes the WLAN services privacy tab fields and buttons.

Logs Reports Controller AP

WLAN: Lab46-WPA

WLAN Services Privacy Auth & Acct QoS
MNone
Static Keys (WEP) WPAv.1
Dynamic Keys (WEP) Encryption: | Auto T
WPA
s WPA - PSK ¥/ WPAv.2
Encryption: | AES only v

#| Broadcast re-key interval: 3600 {30 - 86400 seconds)

Group Key Power Save Retry
Management Frame Protection: | Enabled v

Input Method: "®' Input String Input Hex
Pre-shared key String:

Unmask

{min & characters; max 6.3)

Mote: using WEP or WPAv1 privacy will limit 11n and 11ac performance to legacy AP rates.

Figure 101: Configuring WLAN Service Privacy

Table 55: WLAN Services Privacy Tab - Fields and Buttons

Field/Button Description

None Select to configure a WLAN service with no privacy
settings.

Static Keys (WEP) Select to configure static key (WEP) privacy settings.

WEP Key Index From the WEP Key Index drop-down list, select the

WEP encryption key index. Options are 1to 4.
This field is available only when configuring static
keys.

WEP Key Length From the WEP Key Length drop-down list, click the
WEP encryption key length. Options are: 64-bit, 128-
bit, and 152-bit. This field is available only when
configuring static keys.
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Table 55: WLAN Services Privacy Tab - Fields and Buttons (continued)

Field/Button

Description

Input Method

Select one of the following input methods:

e |nput Hex — If you select Input Hex, type the WEP
key input in the WEP Key box. The key is
generated automatically, based on the input.

e |nput String — If you select Input String, type the
secret WEP key string used for encrypting and
decrypting in the Strings box. The WEP Key box is
automatically filled by the corresponding Hex
code.

This field is available only when configuring static
keys.

WEP Key

Type the WEP key using the input method chosen
above.

Dynamic Keys (WEP)

Select to configure dynamic keys (WEP) privacy
settings.

WPA Select to configure WPA privacy settings.

WPA - PSK Select to configure dynamic keys (WEP) privacy
settings.

WPA V.1 Select the check box to enable WPA v.1 encryption,

and then select an encryption method:

Auto — If you click Auto, the AP advertises both TKIP
and CCMP (counter mode with cipher block chaining
message authentication code protocol). CCMP is an
IEEE 802.11i encryption protocol that uses the
encryption cipher AES (Advanced Encryption
Standard). Auto is the default.

TKIP only — If you click TKIP, the AP advertises TKIP
as an available encryption protocol. It will not
advertise CCMP.

This field is available only when configuring WPA and
WPA - PSK privacy settings.

Note: TKIP is no longer a supported configuration.
Instead you will be directed to configure WPA/WPA2
mixed mode security.
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Table 55: WLAN Services Privacy Tab - Fields and Buttons (continued)
Field/Button Description

WPA v.2 Select the check box to enable WPA v.2 encryption,
and then select an encryption method:
Auto — If you click Auto, the AP advertises both TKIP
and CCMP (counter mode with cipher block chaining
message authentication code protocol). CCMP is an
|[EEE 802.11i encryption protocol that uses the
encryption cipher AES (Advanced Encryption
Standard). Auto is the default.
AES only — If you click AES, the AP advertises CCMP
as an available encryption protocol. It will not
advertise TKIP.
This field is available only when configuring WPA and
WPA - PSK privacy settings.
TKIP — If you click AES, the wireless AP advertises
CCMP as an available encryption protocol.

Key Management Options Click one of the following key management options:
* None — The mobile units (client devices) perform
a complete 802.1x authentication each time they
associate or connect to an AP.

e Opportunistic Keying — Enables secure fast
roaming (SFR) of mobile units. For more
information, see Configuring WLAN Service
Privacy on page 330.

® Pre-authentication — Enables seamless roaming.
For more information, see Configuring WLAN
Service Privacy on page 330.

e Opportunistic Keying & Pre-auth — For more
information, see Configuring WLAN Service
Privacy on page 330.

Broadcast re-key interval To enable re-keying after a time interval, select the
Broadcast re-key interval box, then type the time
interval after which the broadcast encryption key is
changed automatically. The default is 3600 seconds.
If this check box is not selected, the Broadcast
encryption key is never changed and the AP will
always use the same broadcast key for Broadcast/
Multicast transmissions which will reduce the level of
security for wireless communications.

Management Frame Protection Select to enable or disable frame protection for WPA
V.2 privacy.
Fast Transition Click to Enable for 1r enabled APs. This feature only

applies to 37xx and 38xx APs.

Input Method Select one of the following input methods:
¢ |nput Hex — If you select Input Hex, type the pre-
shared key as hex characters.
e |nput String — If you select Input String, type the
pre-shared key as a string of characters.
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Table 55: WLAN Services Privacy Tab - Fields and Buttons (continued)
Field/Button Description

Pre-shared key String In the Pre-Shared Key box, type the shared secret key
to be used between the wireless device and AP. The
shared secret key is used to generate the 256-bit key.
To proofread your entry before saving the
configuration, click Unmask to display the Pre-Shared
Key. To mask the key, click Mask

Save Click to save the configuration.

Configuring Accounting and Authentication

The next step in configuring a WLAN Service is to set up the authentication mechanism. There are

various authentication modes available:

¢ None

e |nternal Captive Portal

e External Captive Portal

e GuestPortal

e GuestSplash

e Firewall-Friendly External Captive Portal

e 802.1x authentication (The wireless device user must be authenticated before gaining network
access.)

Note

You cannot configure accounting and authentication for a remote WLAN service. The
authentication that you configure for the corresponding remoteable.WLAN service applies
to the remote WLAN service as well.

The first step for any type of authentication is to select RADIUS seryers for the following:

e Authentication
e Accounting
¢ MAC-based authentication

The selected RADIUS servers are displayed in a tri-pane under RADIUS Servers. The RADIUS Server
pane changes depending on the Authentication and Accounting methods you enable:

e |fthe Authentication Mode is enabled, the Auth pane displays.
e |f MAC-based Authentication is enabled, a MAC pane displays.
e |f RADIUS Accounting is enabled an Accounting pane displays.

For more information, see Selecting RADIUS Servers on page 335.

For more information about captive portal, see Configuring Basic Captive Portal Settings on page 349

Related Links
Selecting RADIUS Servers on page 335

MAC-Based Authentication for a WLAN Service on page 338
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Defining Accounting Methods for a WLAN Service on page 336

Selecting RADIUS Servers

You have the option to specify up to three RADIUS servers for authentication and accounting. The first
server in the list is the first active server for both Primary-Backup and Round-Robin. For Primary-
Backup, the first server is also the primary server. In the event of the first server fails, the next server in
the list (backup server) becomes active. In the case of Round-Robin configuration, each server in the list
is contacted in a round-robin fashion starting with the first server. See Configuring Advanced RADIUS
Servers Settings on page 397.

To select RADIUS serversfor authentication and accounting:
1 From the top menu, click VNS.
2 Inthe left pane expand the WLAN Services pane, then click the WLAN Service.

The WLAN Services configuration page is displayed.
3 Click the Auth & Acct tab.
4 Select one or more servers. To select a server:

e (Clickthe + sign in the appropriate column heading to select a server for that specific function, or
e (lick Select RADIUS to apply your selection to all three functions.

The RADIUS Selection dialog displays.

P Note

I

L‘J Once selected, the server is no longer available in the RADIUS servers selection list.
— ¥ Maximum number of selected servers is three.

RADIUS Selection

RADIUS Servers
MAC
MAC _10_47 1 85

| Ok || Cancel |
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5 Once you have more than one server listed, select a server and click Move Up or Move Down to
arrange the order.

6 To save yourchanges, click Save.

Defining Accounting Methods.for a WLAN Service

Accounting tracks the activity of wireless device users. There are two types of accounting available:

¢ Controller accounting — Enables the controller to generate Call Data Records (CDRs), containing
usage information about each wireless session. CDR generation is enabled on a per VNS basis. For
more information on CDRs, refer to section Call Detail Records (CDRs) on page 663.

¢ RADIUS accounting — Enables the controller to generate an accounting request packet with an
accounting start record after successfullogin by the‘wireless devicewuser, and an accounting stop
record based on session termination. The controller sends the accounting requests.to a remote
RADIUS server.

Controller accounting creates Call Data Records (CDRs). If RADIUS accounting is enabled, a RADIUS
accounting server needs to be specified.

To define accounting methods:

1 From the top menu, click VNS.

2 Inthe left pane expand the WLAN Services pane, then click the WLAN Service you want to define
accounting methods for.

The WLAN Services configuration page is displayed.
3 Click the Auth & Acct tab.
4 Select an authentication method under Mode or click Enable MAC-based authentication.

The Enable RADIUS Accounting check box displays.
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5 In the Accounting column, select the RADIUS server. For more information, see Selecting RADIUS
Servers on page 335.

F Note
0 The RADIUS servers are defined on the Global Settings screen. For more information, see
Defining RADIUS Servers and MAC Address Format on page 394.

Note

When multiple RADIUS servers are configured for a WLAN Service, Accounting packets
‘ ‘ are sent to the primary RADIUS server only. The secondary servers are used as fail over

when necessary. When upgrading to v10.31.02, the previous behavior of sending

Accounting packets to all servers is maintained.

6 One aserver is selected, click Configure.
7 The RADIUS Parameters dialog'is displayed.

The configured values for the selected server are displayed in the table at the top.

RADIUS Parameters

Server: nac-1

Port Timeout MAS IP MAS |dentifier Auth Type
Auth 1812 15 WHNE IP WME MAME E&P
Acct 1813 10 WHE IP WHE MAME -
MAS IP Address: || |se VNS IP address ©OF use:
MAS identifier: U=z= YRS name or use:;
| OK | Cancel |

Figure 102: RADIUS Parameters dialog

8 For NAS IP Address, accept the default of “Use VNS IP address™ or de-select the check box and type
the IP address of a Network Access Server (NAS).

9 For NAS Identifier, accept the default of “Use VNS name” or type the Network Access Server (NAS)
identifier. The NAS identifier is a RADIUS attribute that identifies the server responsible for passing
information to designated RADIUS servers and then acting on the response returned.

10 For Auth. type, select the Protocol using the drop down list. Choices are PAP, CHAP, MS-CHAP, or
MS-CHAP2.

11 In the Password box, type the password that will be passed to RADIUS for wireless MAC
authentication.

To proofread your shared secret key, click Unmask. The password is displayed.
12 Click OK.
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13 To enable controller accounting, select Collect Accounting Information of Wireless Controller.
14 To save your changes, click Save.

Configuring Authentication for a WLAN Service

802.1x Authentication — If 802.1x authentication mode is configured, the wireless device must
successfully complete the user authentication verification prior to being granted network access.
This enforcement is performed by both the user's client and the AP. The wireless device's client
utility must support 802.1x. The user's EAP packets request for network access along with login
identification or a user profile is forwarded by the controller to a RADIUS server.

Captive Portal Authentication — For Captive Portal authentication, the wireless device connects to
the network, but can-only access the specific network destinations defined in the non-authenticated
filter. For more information, see Policy Rules on page 288. One of these destinations should be a
server, either internal or external, which presents a Web login page — the Captive Portal. The
wireless device user must input an ID and a password. This request for authentication is sent by the
controller to a RADIUS server or other authentication server. Based on the permissions returned
from the authentication server, the controller implements role and allows the appropriate network
access.

Captive Portal.authentication relies on a RADIUS server on the enterprise network. There are three
mechanisms by which Captive Portal authentication can be carried out:

* Internal Captive Portal — The.controller displays the Captive Portal Web page, carries out the
authentication, and implements role.

» External Captive Portal— After an external server displays the Captive Portal Web page and
carries out the authentication, the controller implements.role.

» External Captive Portal with internal authentication — After an external server displays the
Captive Portal Web page, the controller carries out the‘authentication and.implements role.

RADIUS servers — RADIUS servers can perform the following for alWLAN Service;

* Authentication — RADIUS servers are configured to provide authentication.

* MAC authentication — RADIUS servers are configured to provide MAC-based.-authentication.
* Accounting — RADIUS servers are configured to provide@accounting services.

MAC-Based Authentication for a WLAN Service

MAC-based authentication — MAC-based authentication enables network access to be restricted to
specific devices by MAC address. The controller queries a RADIUS server for a MAC address when a
wireless client attempts to connect to the network.

MAC-based authentication can be set up on any type of WLAN Service. To set up a RADIUS server
for MAC-based authentication, you must set up a user account with UserID=MAC and
Password=MAC (or a password defined by the administrator) for each user. Specifying a MAC
address format and role depends on which RADIUS server is being used.

If MAC-based authentication is to be used in conjunction with the 802.1x or Captive Portal
authentication, an additional account with a real User ID and Password must also be set up on the
RADIUS server.

MAC-based authentication responses may indicate to the controller what VNS a user should be
assigned to. Authentication (if enabled) can apply on every roam.
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Related Links
Configuring MAC-Based Authentication on page 339

Configuring MAC-Based Authentication
This topic outlines the MAC-Based Authentication settings.

Click the Configure button to open the MAC-Based Authorization dialog.

¢ 0N Tob.
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Figure 103: MAC-Based Authorization Configuration

Table 56: MAC-Based Authorization Configuration - Fields and Buttons
Field/Button Description

MAC-based authorization on roam Select method for MAC-based authorization:
Never: disables the feature
On inter-AP roam: enables MAC-based authorization on roam.
On inter-Area roam: enables MAC-based authorization sent to the
RADIUS server on area roams.

Note: Enable this option if you want your clients to be authorized
every time they roam to another AP or area. If this option is not
enabled, and MAC-based authentication is in use, the client is
authenticated only at the start of a session.

Automatically Authenticate Authorized Select to automatically authenticate authorized users. When set, a

Users station that passes MAC-based authentication is treated as fully
authorized. For example, its authentication state is set to fully
authenticated. This can trigger a change to the role applied to the
station. If Captive Portal authentication is also configured on the
WLAN Service, a station that passes MAC-based authentication will
not have to pass Captive Portal authentication as well.

Allow Un-Authorized Users Select to allow un-authorized users which permits stations that do not
pass MAC-based authentication to stay on the network in an un-
authorized state. The station can be confined to a “Walled Garden” by
its assigned role. If Captive Portal authentication is also configured on
the WLAN Service, a station that fails MAC-based authentication can
still become authorized by passing Captive Portal authentication.
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Table 56: MAC-Based Authorization Configuration - Fields and Buttons (continued)

RADIUS accounting begins after MAC- Select to delay RADIUS accounting until after MAC-based
based authorization completes authorization is complete.

RADIUS Server Timeout Role Select a Radius Server Timeout Role from the drop-down list.

Assigning RADIUS Servers for Authentication

To assign RADIUS servers for authentication:

1 From the top menu,click VNS.
2 Inthe left pane expand the WLAN Services pane, then click the WLAN Service.
3 Click the Auth & Acct tab.

Figure 104: Auth & Acct Tab
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Table 57: WLAN Services Auth & Acct Tab - Fields and Buttons

Authentication

Mode Select an authentication mode from the drop-down list:
e Disabled

e 802.1x

e |nternal

e External

e Firewall Friendly External

e Guest Portal

e Guest Splash

Click to configure the selected mode. For more information, see
Configuring Accounting and Authentication on page 334.

Configure

Select to enable the RADIUS server to perform MAC-based
authentication for the VNS with Captive Portal.

od authentication

Enable MA

To select a server, see Selecting RADIUS Servers on page 335.
The RADIUS servers are defined on the Global Settings screen. For
more information, see Defining RADIUS Servers and MAC Address

Collect Accounting heck box to enable Controller accounting.
Wireless Controller

Note
er so that a station can be allowed

% onto a WLAN Service if it pas tication or Captive Portal
authentication. Owners of k i D.NC tials and owners of
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4 Click the Radius TLVs button to open the RADIUS Access-Request Message Options dialog.

RADIUS Access-Request Message Oplions

WSAs
rlrll:lude the following Vendor- Specific-Attributes in RADIUS Requests: ]
D Ingress Rate Contral WME Mame
[ | Egress Rate Control AP Mame
D Topology Name s3I0
|:| Raole Mame
L Iy
— Optional TLVs -,

Include the following Standard-Attributes in RADIUS Requests:
Chargesble-Uzer-ldentity
|:| Treat Access-Accept without Chargeable-User-ldentity attiibute as Access-Reject

- -

— Zone Support -,
RADIUS Request Called Station 1D Options
O] Replace BS5ID with Zone name
'i::' Replace BSSID with AP Ethemet MAC

. -~
s 'l
Operator Name
. ~
| (0] | | Cancel |

Figure 105: RADIUS Access Request Message Options

Table 58: RADIUS TLVs Dialog - Fields and Buttons
Field/Button Description

VSAs

Vendor-Specific-Attributes in RADIUS  Select the appropriate check boxes to include the Vendor Specific
Requests Attributes (VSAs).in the message to.the RADIUS server:

e |ngress Rate Control
e Egress Rate Control
e Topology Name

e Role Name

e VNS Name

e AP Name

e SSID

For more information, see Defining Common RADIUS Settings on
page 344.

Optional TLVs

Chargeable-User-Identity Select to NOT return a Chargeable-User-ldentity attribute for the
RADIUS Server.
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Table 58: RADIUS TLVs Dialog -

Fields and Buttons (continued)

Field/Button

Description

Treat Access-Accept without
Chargeable-User-ldentity attribute as
Access-Reject

Select to enable feature.

Zone Support

RADIUS Request Call Station ID Options:

Replace BSSID with Zone name

Selecting this check box to allows the RADIUS client to send the AP
Zone name as the BSSID instead of the radio MAC address. This
feature can be enabled regardless of whether the Site is using
centrally located or local RADIUS servers. Zone name is limited to 32
bytes. Each AP can have its own Zone label although it is often
useful to assign the same Zone to multiple APs.

Replace BSSID with AP Ethernet MAC

Selecting this check box allows the RADIUS client to send the AP
Ethernet MAC as the BSSID instead of the radio MAC address. This
feature can be enabled regardless of whether the Site is using
centrally located or local RADIUS servers. The AP MAC address
value is always the AP LANTMAC address.

Operator Name

Select the name of the user assigned to this RADIUS server from the
drop-down list. Once a name is selected, a text box displays to allow
text to be entered.

5 To save your changes, click Save.

Defining the RADIUS Server Priority for. RADIUS Redundancy

If more than one server has been defined for any type of authentication or accounting, you can define

the priority of the servers.

You have the option to specify up to three RADIUS servers for authentication.and accounting. The first
server in the list is the first active server for both Primary-Backup and Round-Robin. For Primary-
Backup, the first server is also the primary server. In the event of the first server fails, the next server in
the list (backup server) becomes active. In the case of Round=<Robin configuration, each server in the list
is contacted in a round-robin fashion starting with the first'server. See Configuring Advanced RADIUS

Servers Settings on page 397.

If all defined RADIUS servers fail to respond, a critical message is generated in the logs.

To define the RADIUS server priority for RADIUS redundancy:

1 From the top menu, click VNS.

2 Inthe left pane expand the WLAN Services pane, then click the WLAN Service.

The WLAN Servicesconfiguration page is displayed.

3 Click the Auth & Acct tab.

4 Select one or more servers. See Selecting RADIUS Servers on page 335.
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5

6

Once you have more than one server listed, select a server and click Move Up or Move Down to
arrange the order.

To save your changes, click Save.

Configuring Assigned RADIUSServers

Configuring assigned RADIUS servers for a VNS candnclude the following:

Defining Common RADIUSSettings on page 344

Defining RADIUS Settings for IndividuaRADIUS Servers ompage 345
Testing RADIUS Server Connections on page 346

Viewing the RADIUS Server Configuration. Summary on page 347
Removing an Assigned RADIUS Server fromiapddsAN Service on page 348

Defining Common RADIUS Settings
To Define Common RADIUS Settings:

1
2

From the top menu, click VNS.

In the left pane expand the WLAN Services pane, then click the/WLAN Service. The WLAN Services
configuration page is displayed.

Click the Auth & Acct tab.

In the RADIUS Servers section, click the Radius TLVs button and select the appropriate check boxes
to include the Vendor Specific Attributes in the message to the RADIUS server. For more
information, see VVendor Specific Attributes on page 344.

To save your changes, click Save.

Vendor Specific Attributes

In addition to the standard RADIUS message, you can include Vendor Specific Attributes (VSAsS). The
ExtremeWireless authentication mechanism provides VSAs for RADIUS and other authentication
mechanisms (see Table 59.)
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Table 59: Vendor Specific Attributes

Attribute Name ID Type Messages Description
AP-Name 2 string Sent to RADIUS The name of the AP the client is associating
server to. It can be used to assign role based on AP
name or location.
AP-Serial 3 string Sent to RADIUS The AP serial number. It can be used instead
server of (or in addition to) the AP name.
AP Ethernet MAC string Sent to RADIUS The MAC address of the AP used by the ECP
server to determine client location.
AP Location string Sent to RADIUS The physical location of the AP. Provided by
server the network administrator.
VNS-Name 4 string Sent to RADIUS The name of the Virtual Network the client
server has been assigned to. It is used in assigning
role and billing options, based on service
selection.
SSID 5 string Sent to RADIUS The name of the SSID the client is associating
server to. It is used in assigning role and billing
options, based on service selection.
BSS-MAC 6 string Sent to RADIUS The name of the BSS-ID the client is
server associating to. It is used in assigning role and
billing options, based on service selection and
location.
Role-Name 7 string Sent to RADIUS The name of the role applied to the station’s
server session.
Topology-Name 8 string Sent to RADIUS The name of the topology applied to the
server station’s session.
Ingress-RC-Name 9 string Sent to RADIUS The name of the rate limit applied to the
server station’s session’s outbound traffic.
Egress-RC-Name 10 string Sent to RADIUS The name of the rate limit applied to the
server station’s session’s inbound traffic.

The RADIUS message also includes RADIUS attributes Called-Station-Id and-Calling-Station-Id to
include the MAC address of the wireless device.

Le Note

‘J Siemens-URL-Redirection is supported by MAC-based authentication.

Defining RADIUS Settings for Individual RADIUS Servers
To define RADIUS settings for individual RADIUS servers:

1 From the top menu, click VNS.

2 Inthe left pane expand the WLAN Services pane, then click the WLAN Service. The WLAN Services

configuration page is displayed.
3 Click the Auth & Acct tab.
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9

In the Server table, click the RADIUS server you want to define, and then click Configure.
The RADIUS Parameters dialog is displayed.

RADIUS Parameters

Server: nac-1
Port Timeout MAS IP MAS |dentifier Auth Type
Auth 1812 15 WME IP WME MAME EAP
Acet 1813 1D WME 1P WHE MAME -
MAS IP Address: || Use WNS IP address OF use:
MAS identifier: Use VNS name or use:
| OK || Cancel |

For NAS IP Address, accept the default of “Use VNS IP address” or de-select the check box and type
the IP-address of a Network Access Server (NAS).

For NAS ldentifier, accept the default of “Use VNS name” or type the Network Access Server (NAS)
identifier. The NAS identifier is a RADIUS attribute that identifies the server responsible for passing
information to designated RADIUS servers and then acting on the response returned.

For Auth. type, select the Protocol using the drop down list. Choices are PAP, CHAP, MS-CHAP, or
MS-CHAP2.

In the Password box, type'the password that will be used to validate the connection between the
controller and the RADIUS server.

To proofread your shared secret key, click Unmask. The password is displayed.
Click OK.

10 To save your changes, click Save.

Testing RADIUS Server Connections

To test RADIUS server connections:

1
2

From the top menu, click VNS.

In the left pane expand the WLAN Services pane, then click the WLAN Service. The WLAN Services
configuration page is displayed.

Click the Auth & Acct tab.
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4 In the Server table, click the RADIUS server whose connection you want to test, and then click Test.

The RADIUS test.is a test.of connectivity tothe RADIUS server, not of full RADIUS functionality. The
controller’s RADIUS connectivity testinitiates-an access-request, to which the RADIUS server will
respond. If a response is received (either access-reject or access-accept), then the test is deemed to
have succeeded. If a response.is not received, then the test is deemed to have failed. In either case,
the test ends at this point.

If the WLAN Service Authentication modesis Internal or External Captive Portal, or if MAC-Based
Authorization is selected, then this test can also test a user’account configured on the RADIUS
server. In these cases, if proper credentials are filled'in for'User ID and Password, an access-accept
could be returned.

If the WLAN Service Authentication mode is 802.1x, however, an‘Access-Reject is expected if the
RADIUS server is accessible, and the test is considered a success.

Figure 106: Test RADIUS Server

In the User ID box, type the user ID that you know can be authenticated.

In the Password box, type the corresponding password. A password is not required for a AAA VNS.
Click Test. The Test Result screen displays.

Click Close after reviewing the test results.

O© 00 ~N O Ul

To save your changes, click Save.

Viewing the RADIUS Server Configuration Summary
To view the RADIUS server configuration summary:

1 From the top menu, click VNS.

2 In the left pane expand the WLAN Services pane, then click the WLAN Service. The WLAN Services
configuration page is displayed.

3 Click the Auth & Acct tab.
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4 In the Server table, click a RADIUS server whose configuration summary you want to view, and then
click Summary. The RADIUS Summary screen displays.

Figure 107: RADIUS Summary

5 Click Close.
6 To save your changes, click Save.

Removing ah Assigned RADIUS Server from a WLAN Service
To remove an assigned RADIUS Server from a WLAN Service:

1 From the top menu, click VNS.

2 In the left pane expand the WLAN<Services pane and click the WLAN Service you want to define
accounting methods for.

3 Click the Auth & Acct tab.

In the Server table, click the'assigned RADIUS server that you want to remove from the VNS, and
then click Remove. The RADIUS server.is removed.from the VNS.

5 Click Save.

Defining a WLAN Service with No Authentication

You can set up a WLAN Service that will bypass all authentication mechanismsand run the

ExtremeWireless Appliance with no authentication of a wireless device user:

A WLAN Service with no authentication can still control network access using policy rules. For more
information on how to set up policy rules that allow access only to specified IP addresses and ports, see
Policy Rules on page 288.

To define a WLAN Service with No Authentication:

1 From the top menu, click VNS.

In the left pane expand the WLAN Services pane, then click the WLAN Service you want to
configure or click New.

Configure the service as described in WLAN Services Overview on page 318.
Click the Auth & Acct tab.

From the Authentication Mode drop-down list, select Disabled.

Click Save.

D U1 AW
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Configuring Captive Portal for Internal or External Authentication

Captive Portal allows you to require network users to complete a defined process, such as logging in or
accepting a network usage role, before accessing the Internet.

The Captive Portal options are:

e 802.1x - Define the parameters of the external Captive Portal page displayed by an external server.
The authentication can be carried out by an external authentication server or by the controller
request to a RADIUS server.

¢ Internal Captive Portal — Define the parameters of the internal Captive Portal page displayed by
the controller, and the authentication request from the controller to the RADIUS server.

e External Captive Portal — Define the parameters of the external Captive Portal page displayed by
an external server. The'authentication can be carried out by an external authentication server or by
the appliance request to a RADIUS server.

¢ Firewall Friendly External — Define the parameters of the Firewall Friendly Captive Portal page
displayed by ‘an external server. This parameter minimizes the need to open firewall ports and any
device on'the secure side is allowed to connect to the Internet on port 80, 443.

e GuestPortal — Define the parameters for a GuestPortal Captive Portal page. A GuestPortal provides
wireless device users with temporary guest network services.

e Guest Splash — Define the parameters of the Guest Splash page displayed by the controller. These
parameters are similar to.those for an internal Captive Portal page, except that the options to
configure the labels for userid and password fields are not present since login information is not
required when the user is re-directed to the authorization web page. This type of Captive Portal
could be used where the user is expected to read and accept some terms and conditions before
being granted network access.

Configuring Basic Captive Portal Settings

When configuring captive portal, different settings become-available depending on the captive portal
option you choose.

To configure the captive portal settings:

1 From the top menu, click VNS.

2 Inthe left pane expand the WLAN Services pane, then click the WLAN Service. The WLAN Services
configuration page is displayed.
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3 Click the Auth & Acct tab.

Figure 108: Configuring Basic Captive Portal

4 In the Authentication Mode drop-down list, select a Captive Portal option.

e Disabled

e 802.1x

e Internal

e External

e Firewall Friendly External
e Guest Portal

Note
‘ 0 You must configure a Guest Portal before Guest Portal appears as a Captive Portal
option. Only one WLAN Service can be configured for Guest Portal on a VNS.

e Guest Splash
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5 Click Configure.

The Captive Portal configuration page displays. The page display differs depending on the mode

that you have selected:

¢ |nternal and Splash modes, see Configuring Internal Captive Portal and Guest Splash on page

359

e External and 802.1x modes, see Configuring External and Mode 802.1 Captive Portal on page 351
e Guest Portal mode, see Configuring Guest Portal on page 360
e Firewall Friendly External Captive Portal mode, see Configuring Firewall Friendly External Captive

Portal on page 353.

Configuring External and Mode 802.1 Captive Portal

Figure 109: Captive Portal Page for External-and 802.1x Modes

Table 60: External Captive Portal Page - Fields and Buttons

Field/Button

Description

Session Control Interface

EWC Connection

In the drop-down list, click the IP address of the external Web server.
and then enter the port of the controller.

If there is an authentication server configured for this VNS, the
external Captive Portal page on the external authentication server will
send the request back to the controller to allow the controller to
continue with the RADIUS authentication and filtering.

Enable HTTPS support

Select Enable https support if you want to enable HTTPS support
(TLS/SSL) for this external captive portal. This has no impact on the
traffic exchanged between users’ browsers and the External Captive
Portal. When enabled, this option protects the session control traffic
between the external captive portal and the controller from being read
by a third party. This is particularly useful when a dedicated network
management VLAN (Virtual LAN) is unavailable to carry the session

control traffic. For more information, see the Integration Guide.
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Table 60: External Captive Portal Page - Fields and Buttons (continued)

Field/Button

Description

Encryption

Select the data encryption to use. Options are:

e None—no encryption is performed. If the HTTPS option is not
enabled, session control messages are sent in plain text over the
network.

e | egacy—both the ECP and the controller are expected to use
simple message encryption based on MD5 (Message-Digest

message payload with a keystream generated from an MD5 hash
of a shared key. This is a weak encryption algorithm and is only
supported for backward compatibility. If encryption is needed,
consider using the option below.

e AES—session control messages sent by the controller and ECP are
encrypted with the “Advanced Encryption Standard” based on the
Rijndael cipher. AES encryption is considerably more secure than
legacy encryption.

If encryption is enabled then a shared key must be entered.

Note: Using the encryption option has one advantage over using the
HTTPS option alone. When HTTPS is enabled, the ECP can
authenticate the controller’s certificate, but the controller does not ask
the client to provide one. Consequently, HTTPS does not prevent
unauthorized users from sending messages to the session control
interface. Because the encryption option is based on a shared key, the
encryption provides a form of authentication. If the controller can
decrypt the payload of a session control message, then it is has reason
to believe the message came from the external captive portal.

Shared Secret

Type the password common to both the controller and the external
web server if you want to encrypt the information passed between the
controller and the external web server. If encryption is enabled then a
shared key must be entered. A shared key is a string that both the
controller and the ECP use to encrypt and decrypt session control
messages. The shared key must be between 16 and 64 characters long.
For better security, use a long key composed of randomly selected
characters.

Redirection URL

The Redirection URL field contains the URL to which the controller will
redirect all blocked, unauthenticated HTTP traffic on this WLAN
Service, or traffic that has been explicitly configured for redirection,
depending on your configuration. This should be the URL of the page
that will prompt the user to authenticate. If using host name rules, the
redirection url can be the configured host name. The redirected
browser will issue a “get” to the ECP for this URL. The “Redirection
URL”:
e Can begin with “http://” or “https://".
e Must end with a “?” or “&”. Use “&” if the base URL contains some
query strings.

Note:; The Redirection URL does not support IPv6.
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Table 60: External Captive Portal Page - Fields and Buttons (continued)
Field/Button Description

Add EWC IP & Port to redirection URL The Add HWC IP & Port to redirection URL option is useful if the
external captive portal serves more than one controller. An ECP must
send its session control messages to the controller hosting the
controlled session. If an ECP serves more than one controller, then the
Add HWC IP & Port to redirection URL option must be used to
identify the source of the redirection. The ECP should store the
controller address and port with the token and other session details so
that it is available throughout the authentication process.

Special

ToS override for NAC Allows for ToS marking results in redirection to a captive portal via a
NAC server.

Close Click to save your changes and close this page.

Cancel Click to discard the configuration

F Note
‘ You must add a role rule‘to the non-authenticated filter that allows access to the external
Captive Portal site. For more information, see Policy Rules on page 288.

Related Links
Configuring Basic Captive Portal Settings on page 349
Policy Rules on page 288

Configuring Firewall Friendly External Captive Portal
This task describes how to configure a Firewall Friendly External Captive Portal.
1 From the Auth & Account tab, in the Mode field, select Firewall Friendly External .
2 Click Save.

The Configure button is enabled.

3 Configure RADIUS servers for authentication. For more information, see ASsigning RADIUS Servers
for Authentication on page 340.
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4 Click Configure.

— Redirect to External Captive Portal

Identity:

Shared Secret:

Shared secret should be between 16 - 255 characters

Redirection URL:

Note: token=<integer_val>&dest=<original_target_url=
will be APPENDED to the redirection URL

[ ] EwCIAP IP & port
Replace EWC IP with EWC FQDN:

[] AP name & serial number

[] AP Ethemet MAC

[ ] AP Location

[] Associated BSSID

[] VNS Name

] ssiD

[] station's MAC address

D Currently assigned role

[ ] containment VLAN (if any) of assigned role
] Timestamp

[] Signature
Mote: When configuring Redirect to External Captive Portal on the AP:
« The IP/Port field is enabled by default and Replace with EWC FQDN is not supported.

~— Redirect From External Captive Portal

Use HTTPS for User Connections: |/

Send Successful Login To: | original destination e

*

View Sample Close Cancel

Figure 110: Configuring Firewall Friendly External Captive Portal
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ExtremeWireless offers a scalable external captive portal (ECP) solution on the AP that can be
managed locally or through a Cloud solution, in addition to the controller based ECP. The following
table illustrates the WLAN redirection configuration options for the AP and the controller. Each setting
is identified as mandatory or optional for redirection on the AP or on the controller. For more
information about configuring ECP on an AP, see Configuring a Captive Portal on an AP on page 222.

Table 61: Firewall Friendly External Captive Portal

Redirect to External Captive Portal

authentication.

Note: Ensure
exceed the b

characters. Newe
to 2048 characters.
The Redirection URL doe
IPv6.

Identity pe the name common to both the Mandatory Optional
roller and the external Web server Required for signing
yant to encrypt the information  the redirected URL. If
etween the controller and the you do not configure
the Identity, the
redirector on the AP
drops the traffic.
word common to both Mandatory Optional
and the external Web Required for signing
want to encrypt the the redirected URL. If
you do not configure
the Shared Secret, the
redirector on the AP
drops the traffic.
Redirection URL Mandatory Mandatory

EWC IP and Port IP address and Port number

Optional
This option is not
required when

includes only one

parameters. A controller.
deployment will have  However, we
multiple APs. The IP recommend
address and port enabling this
communicate to the option when the
External Captive Portal deployment

through the client, includes multiple
identifying which AP is controllers.
redirecting the client.
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Table 61: Firewall Friendly External Captive Portal (continued)

FQDN Name instead of IP address.

Replace EWC IP with EWC Use controller's Fully-Qualified Domain Not supported

Optional

You can enable
this setting if the
deployment uses

SSID Service Set |dentifier

asingle
controller.
AP Name and Serial Number Name and Serial Number of AP N/A Optional
AP has this information
locally.
AP Ethernet MAC ddress of the AP N/A Optional
AP has this information
locally.
AP Location i ed to describe physical Optional Optional
SSID of AP N/A Optional
AP has this information
locally.
VNS Name Optional Optional
For non-site

deployments, the VNS
Name is not available
on the AP. Therefore, it
must be included in the
obile user associated
esponse or as part of

Station MAC Address Media Access Control Address

Optional

Currently Assigned Role

Assigned Role is not
available on the AP.
Therefore, it must be
included in the mobile
user associated
response or as part of
the mobile user update
requirement from the
controller.

Optional
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Table 61: Firewall Friendly External Captive Portal (continued)

Containment VLAN of Optional Optional

Assigned Role For non-site

deployments, the
Assigned Role is not
available on the AP.
Therefore, it must be
included in the mobile
user associated
response or as part of
the mobile user update
requirement from the
controller.

inUTC) Mandatory Optional
The timestamp (in

UTC) is always

included, because it

prevents replay attacks

of a recorded

redirected URL. The AP

must have access to

UTC time, which is

provided by the

controller.
ptional Optional
ignature is included

O
S
hen full
uthentication is
employed.
confi
auth server,
cl
ag that indi

Timestamp 3

Signature

Redirect From External Captive Portal

Use HTTPS for Users Select this option to use HTTPS O Optional
Connections instead of HTTP. The default state will
be set for HTTPS. This applies to both  signed certificate that
new WLAN Services and WLAN triggers a warning
Services that existed prior to page in most browsers.
upgrading to V9.15 and later. The AP does not

support installing
signed certificates from
a trusted certificate
authority.
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Table 61: Firewall Friendly External Captive Portal (continued)

Send Successful Login to: Select the IP address of the external Mandatory Optional
Web server, and then enter the port of The session The session
the controller. management page can management
contain a link to the page does
original URL that was  include a button
served when it was to terminate the

redirected. The session user’s session.
management page
includes a button to
terminate the user’s
session. The only way
the client can come
directly to this page is
by replaying the
redirection URL from
the External Captive
Portal within the grace
period measured by
the timestamp.

View Sample

ECP program.
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Configuring Internal Captive Portal and Guest Splash

+~ Message Configuration

| Configure |

e

«— Communication Options
Use HTTPS for User Connections: |+
Replace Gateway IP with FQDN:
Send Successful Login To: | original destination A

*

o ) o The page width iz 790 pixels. Extra content will be cropped out.
Manual Settings Use Zip File Fleaze make =ure that the height is also reazonable.

| Launch Captive Portal Editor |

*Mote: Only supported for WMSs where the topology doesn't change.
Certific ates can be added on the Topologies page under the Cerificates tab.

Figure 111: Captive Portal Page Configuration Page for Internal and Guest Splash
Modes

Table 62: Captive Portal Page Configuration Page for Internal and Guest Splash
Modes - Fields and Buttons

Field/Button Description

Message Configuration

Configure Click to configure error messages that may display on the internal
captive portal page. The Message Configuration page displays. See
Configuring Error Messages on page 363.

Communication Options

Use HTTPS for Users Connections Select this option to use HTTPS instead of HTTP. The default state will
be set for HTTPS. This applies to both new WLAN Services and WLAN
Services that existed prior to upgrading to V9.01 and later.

Replace Gateway IP with FDQN Type the appropriate name if a Fully Qualified Domain Name (FQDN)
is used as the gateway address.

Send Successful Login To:

Manual Settings Select this option if you want to manually define the elements on the
Captive Portal page. When you select this option, you enable the
Launch Captive Portal Editor button.
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Table 62: Captive Portal Page Configuration Page for Internal and Guest Splash
Modes - Fields and Buttons (continued)

Field/Button

Description

Use Zip File

Select this option to upload a zip file that contains custom Captive

Portal content.

The zip file you upload must have a flat structure — it cannot contain

any sub-directories. The contents of the zip must adhere to the

following file formats:

e Content to be used in the captive portal login page must be in a
file named login.htm

e Content to be used in the captive portal index page must be in a
file named index.htm.

e  The number of graphics and the size of the graphics is unlimited,
and can be either .gif, jog, or .png.

Upload Zip File

Click the Browse button and navigate to the zip file to use for setting
up the captive portal.

View Sample Login Page

Click to view the sample login page for this captive portal.

View Sample Index Page

Click to view the sample index page for this captive portal.

Download

Click to download the specified zip file. The File Download page
displays.

Launch Captive Portal Editor

Click to launch the Captive Portal Editor. Using the Captive Portal
Editor, you can configure the elements on the captive portal page.
This button becomes available when you select the Manual Setting
radio button.

Close

Click to save your changes and close this page.

Cancel

Click to discard your configuration changes and close this page.

Configuring Guest Portal

F Note

e You must configure a Guest Portal before Guest Portal appears as a'Captive Portal option.

Only one WLAN Service can be configured for Guest Portal on a-VNS.
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~— GuestPortal

| Manage Guest Users I Configure Ticket Page |

| Configure Password Generator |

Account Lifetime: |0 days (0 = no limit)
GuestPortal Manager Can Set Account Lifetime:
Maximum Session Lifetime: |30 hours {0 = no limit)
User ID Prefix: |Guest-

Maximum Concurrent Session: | Unlimited ¥

o

+~ Message Configuration

Configure |

o

+~ Communication Options
Use HTTPS for User Connections: |+
Replace Gateway IP with FQDN:

Send Successful Login To: | original destination b

*

- ) o The page width iz 790 pixelz. Extra content will be cropped out.
Manual Settings Use Zip File Fleaze make zure that the height iz also reazonable.

| Launch Captive Portal Editor |

*Mote: Only supported for WMSs where the topology doesn't change.
Certificates can be added on the Topologies page under the Cerdificates tab.

Figure 112: Captive Portal Page for Guest Portal Mode

Table 63: Configure Internal Captive Portal Page - Fields and Buttons
Field/Button Description

Guest Portal - this section becomes available only when configuring a Guest Portal.

Manage Guest Users Click to add and configure guest user accounts. The Manage Guest
Users page displays. For information about adding and managing
guest users, see Working with GuestPortal Administration on page 690

Configure Ticket Page Click to configure the guest portal ticket. The Configure ticket page
displays.
For information about how to configure and activate guest portal
ticket pages, see Working with GuestPortal Administration on page
690.

Configure Password Generator Click to configure the guest password. The Configure Password
Generator page displays.
For information about how to configure and activate guest passwords,
see Configuring Guest Password Patterns on page 701
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Table 63: Configure Internal Captive Portal Page - Fields and Buttons (continued)

Field/Button

Description

Account Lifetime

Type the account lifetime, in days, for the guest account. A value of O
specifies no limit to the account lifetime.

Guest Admin Can Set Account Lifetime

Select to enable the guest administrator to set the amount of time for
which this account will be active.

Maximum Session Lifetime

Type the maximum session lifetime, in hours, for the guest account.
The default O value does not limit a session lifetime. The session
lifetime is the allowed cumulative total in hours spent on the network
during the account lifetime.

User ID Prefix

Type a prefix that will be added to all guest account user IDs. The
default is Guest.

Minimum Password Length

Type a minimum password length that will be applied to all guest
accounts.

Message Configuration

Configure

Click to configure error messages that may display on the internal
captive portal page. The Message Configuration page displays. See
Configuring Error Messages on page 363.

Communication Options

Use HTTPS for Users Connections

Select this option to use HTTPS instead of HTTP. The default state will
be set for HTTPS. This applies to both new WLAN Services and WLAN
Services that existed prior to upgrading to V9.01 and later.

Replace Gateway IP with FDQN

Type the appropriate name if a Fully Qualified Domain Name (FQDN)
is used as the gateway address.

Send Successful Login To:

Manual Settings

Select this option if you want to manually define the elements on the
Captive Portal page. When you select this option, you enable the
Launch Captive Portal Editor button.

Use Zip File

Select this option to upload a zip file that contains custom Captive
Portal content.

The zip file you upload must have a flat structure — it cannot contain
any sub-directories. The contents of the zip must adhere to the
following file formats:

e Content to be used in the captive portal login page must be in a
file named login.htm

e Content to be used in the captive portal index page must be in a
file named index.htm.

e The number of graphics and the size of the graphics is unlimited,
and can be either .gif, jog, or .ong.

Upload Zip File

Click the Browse button and navigate to the zip file to use for setting
up the captive portal.

View Sample Login Page

Click to view the sample login page for this captive portal.

View Sample Index Page

Click to view the sample index page for this captive portal.

Download

Click to download the specified zip file. The File Download page
displays.
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Table 63: Configure Internal Captive Portal Page - Fields and Buttons (continued)

Click to save your changes and close this page.

Configuring Error Messages

You can configure infa d error messages that a user may encounter when trying to access a
captive portal.

5 Click Configure.
The Captive Portal Configu
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6 Inthe Message Configuration section, click the Configure button.

The Message Configuration page displays.

— Message Configuration

Invalid:

Success:

Access Fail:

Fail:

Timeout:

RADIUS shared security key fail:

RADIUS internal error:

Max RADTUS login fail:
Max concurrent session fail:
Invalid Login parameters:

General failure:

Invalid third party parameters:
Authentication in progress fail:

<span style="color:red'=Empty id / password not | ¢

Success P
<span style="color:red'=Userid or password

incorrect. Please try again.</span= e
<span style="color;red'=A problem has occurred ™
while trying to validate vour userid & password. £
<span style="colorired'=4 problem has occurred T
while trying to validate yvour userid & password. 4
<span style="color:red'=4 problem has occurred T
while trying to validate your userid & password. 5
«<span style="color:red'=4 problem has occurred  *
while trying to validate vour userid & password. e
<span style="color:red' =Too many users trying to | L«
<span style="color:red'=Login rejected because &
<span style="color;red'=Userid or password 5
<span style="color;red'=A problem has occurred 7
while trying to validate vour userid & password. e
<span style="colorired' =Invalid third party &
<span style="color:red' =Authentication is in A

For information about the Message Configuration fields, seed)nderstandingthe Message Configuration

Page on page 364.

Understanding the Message Configuration Page

Table 64: Message Configuration Page - Fields and Buttons

Field/Button Description

Invalid Enter a message indicating that the user entered an invalid username
or password combination.

Success Enter a message to indicate when a user successfully logs in.

Access Fail Enter an error message that indicates the a user login was
unsuccessful.

Fail Enter a message indicating an internal error.

Timeout Enter an error message indicating that the user authentication timed

out.

RADIUS shared secret security key fail

Enter an error message indicating that RADIUS shared secret failed.

RADIUS internal error

Enter an error message indicating an internal RADIUS client error

Max RADIUS login fail

Enter a message that indicates that the maximum number of
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Table 64: Message Configuration Page - Fields and Buttons (continued)

Field/Button

Description

Invalid Login parameters

Enter a message indicating that the user entered an invalid username
or password combination.

General failure

Enter a message indicating that a general failure has occurred.

Invalid third party parameters

Enter an error message indicating that one or more parameters passed
from the external captive portal server to the controller is either invalid
or missing.

Authentication in progress fail

Enter a message indicating that the user credentials were not
authenticated.

Topology Change Enter an error message indicating that the topology failed.
Close Click to save your changes and close this page.
Cancel Click to discard your configuration changes and close this page.

Using the Captive Portal Editor

The Captive Portal Editor enablesyou to configure the look and feel of a captive portal page.

To configure the editor:

1 From the top menu, click VNS.

2 Inthe left pane expand WLAN Services, then select the WLAN Service. The WLAN Services

configuration page displays.

o U1 N N

Click the Auth & Acct tab. The Auth & Accounting page displays.

In the Authentication Mode drop-down list, select a Captive Portal option.

Click Configure. The Captive Portal Configuration page displays.

In the Communications Options section, select Manual Settings and then click Launch Captive

Portal Editor. For more information see Table 65 0n page 367.

== Note
L‘ The Captive Portal Editor page supports only one administrator editing a captive portal page

at one time.
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Caution

In order for Captive Portal authentication to be successful, all the URLs referenced in the

Captive Portal setup must also be specifically identified and allowed in the non-authenticated
filter. For more information, see Policy Rules on page 288.

[>

Caution

>

If you use logos or graphics, ensure that the graphics or logos are appropriately sized. Large
graphics or logos may force the login section out of view.

Understanding the Captive Portal Editor
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Table 65: Captive Portal Editor - Fields and Buttons

Field/Button

Description

Login Page tab

Click to view and configure the elements that will display on the
Captive Portal login page. By default, widgets for a Login username
and Password, as well as an Accept button are configured by default.
You can accept or change these widgets using the Captive Portal
Editor widget management tools in the right-hand panel.

Using the Captive Portal Editor widget management tools in the right-
hand pane on this page you can:

e configure the background colors and forms
e add graphics

e add an external cascading style sheet (.css)
e VSA attributes

Index Page Tab Click to view and configure the elements that will display on the
Captive Portal Index page. Using the Captive Portal Editor widget
management tools in the right-hand pane on this page you can:

e configure the background colors and forms

® add graphics

® add a Logoff button. The Logoff button launches a pop-up logoff
page, allowing users to control their logoff.

® add a Status Check button The Status check button launches a
pop-up window, which allows users to monitor session statistics
such as system usage and time left in a session.

e add an external cascading style sheet (.css)

Topology Change Tab Click to view and configure the elements that will display on the

Captive Portal Topology change page. By default, a login confirmation
and informational message, as well as a Close button, are
preconfigured. You can accept or change these elements using the
Captive Portal Editor widget management tools in the right-hand
panel.

Using the Captive Portal Editor widget management tools in the right-
hand pane on this page you can:

e configure the background colors and forms

* add graphics

e add an external cascading style sheet (.css)

Design Management

Cached Select to cache most of the widgets from the design to rescue the
amount of time it takes a captive portal page to load.

Preview Select to view the way the configured widgets will display to a user.

Close Select to close this page without saving the configuration.

Save Select to save the configuration changes.

Save&Close Select to save the configuration changes and close this window.

Data Management

Import

Select and click Browse to navigate to the directory and filename of
the a configuration that you want to import. Click OK to import the
configuration.
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Table 65: Captive Portal Editor - Fields and Buttons (continued)

Field/Button

Description

Export

Select to save this configuration and enter the name of the file you
want to save it in. Click the Browse button to navigate to a directory
where you want to store the configuration file. Click OK to save the
configuration.

Widget Management

Use the fields in this section to configure the widgets.

Graphics Click to locate and upload a graphic. The graphic becomes available in
the Show Images section of the Property Editor.
Background Click to configure the background color of the page

External CSS

Click to identify a cascading style sheet (.css) that will determine the
page format.

Session Variables

Click to configure the following VSA attributes:

e AP Serial

e AP Name
e VNS Name
e SSID

e MAC Address

The selections influence what URL is returned in either section. For
example, wireless users can be identified by which AP or which VNS
they are associated with, and can be presented with a Captive Portal
Web page that is customized for those identifiers.

Add Widget to Panel

Use the fields in this section to add the configured widgets to the
page.

Graphic

Select to add a graphic to the page. Use the Property Editor select a
preconfigured graphic, and to determine the size and location of the
graphic.

Text

Select to add text to the page. Use the Property Editor to type and
format the text, and to determine the location of the text and the
conditions under which it displays.

Header

Select to add a Header attribute to the panel. Use the Property Editor
to determine the size and position of the Header attribute, the
conditions under which it displays, and identify the link and type of
Header attribute to include.

Session Variables

Use the Property Editor to determine the size and position of the
Header attribute and the conditions under which it displays, select a
Display Option, and select a type of VSA.

External HTML

Select to add an external HTML link to the page. Use the Property
Editor select a preconfigured graphic, and to determine the size and
location of the graphic

Text (Scrollable)

Select to add scrollable text to the page. Use the Property Editor to
type and format the text, and to determine the location of the text and
the conditions under which it displays.

Footer

Select to add a Footer attribute to the panel. Use the Property Editor
to determine the size and position of the Footer attribute, the
conditions under which it displays, and identify the link and type of
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Defining Priority Level and Service Class

Voice over Internet Protocol (VolP) using 802.11 wireless local area networks are enabling the integration
of internet telephony technology on wireless networks. Various issues including Quality-of-Service
(QoS), call control, network capacity, and network architecture are factors in VolP over 802.11 WLANS.

Wireless voice data requires a constant transmission rate and must be delivered within a time limit. This
type of data is called isochronous data. This requirement for isochronous data is in contradiction to the
concepts in the 802.11 standard that allow for data packets to wait their turn to avoid data collisions.
Regular traffic on a wireless network is an asynchronous process in which data streams are broken up
by random intervals.

To reconcile the needsof isochronous data, mechanisms are added to the network that give voice data
traffic or another traffic type priority over all other traffic, and allow for continuous transmission of data.

To provide better network traffic flow, the controller provides advanced Quality of Service (QoS)
management. These management technigues include:

e WMM (Wi-Fi Multimedia) — Enabled on individual WLAN Services, is a standard that provides
multimedia.enhancements that'improve the user experience for audio, video, and voice applications.
WMM is part of the 802.11e_standard for QoS.

e |P ToS (Type of Service) or DSCP (Diffserv Codepoint) — The ToS/DSCP field in the IP header of a
frame is used to indicate the priority and Quality of Service for each frame. Adaptive QoS ensures
correct priority handling of client payload packets tunneled between the controller and AP by
copying the IP ToS/DSCP setting from client packetto-the header of the encapsulating tunnel
packet.

Defining the Service Class

Service class is determined by the combinationof the following operations:

e The class of treatment given to a packet. For example, queuingor per hop behavior (PHB).
e The packet marking of the output packets (user traffic and/or transport).

Table 66: Service Classes

Service class name (number) Priority level
Network Control (7) 7 (highest priority)
Premium (Voice) (6) 6

Platinum (video) (5)

Gold (4) 4

Silver (3) 3

Bronze (2) 2

Best Effort (1) 1

Background (0) O (lowest priority)

The service class is equivalent to the 802.1D UP (user priority).
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Table 67: Relationship Between Service Class and 802.1D UP

SC name SC Value 802.1d UP AC Queue
Network Control 7 7 VO VO or TVO
Premium (voice) 6 6 VO VO or TVO
Platinum (video) 5 5 VI VI

Gold 4 4 VI VI

Silver 3 3 BE BE

Bronze 2 0 BE BE

Best Effort 1 2 BK BK
Background 0 1 BK BK

Configuring.the Priority Override

Priority override allows you to defing and force the traffic to a desired priority level. Priority override can
be used with any combination, asdisplayed in Table 67 on page 370. You can configure the service class
and the DSCP values.

When Priority Override is enabled, the'configured service class overrides the queue selection in the
inbound and outbound directions, the 802.1P UP for the WLAN tagged Ethernet packets, and the UP for
the wireless QoS packets (WMMor 802.11e) according-te-the mapping in Table 66 on page 369. If
Priority Override is enabled and the VNS is not locally bridged, the configured DSCP value is used to
tag the IP header of the encapsulated packets. The AP does not override the DSCP in the IP header of
the user packet.

Configuring QoS Modes

You can enable the following QoS modes for a WLAN Service:

¢ WMM — If enabled, the AP will accept WMM client associations, and will classify and prioritize the
outbound traffic for all WMM clients. WMM clients will also classify and prioritize the inbound traffic.

e 802.1e — If enabled, the AP will accept WMM client associations, and will classify and prioritize the
outbound traffic for all 802.11e clients. The 802.11e clients will also.classify and prioritize the inbound
traffic.

e Turbo Voice — If any of the above QoS modes are enabled, the Turbo Voice mode is available. If
enabled, all the out traffic that is classified to the Voice (VO) AC and belongs to that VNS is
transmitted by the AP via a queue called Turbo Voice (TVO) instead of the normal Voice (VO) queue.
The TVO queue is tailored in terms of contention parameters and number of retries to maximize
voice quality and voice capacity.

e U-APSD— Unscheduled Automatic Power Save Delivery feature works in conjunction with WMM
and/or 802.11e, and it is automatically disabled if both WMM and 802.11e are disabled.

The APs are capable of supporting five queues. The queues are implemented per radio; for example, five
queues per radio. The queues are:
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Table 68: Queues

AC VO Voice
AC_VI Video
AC_BK Background
AC_BE Best Effort
AC_TVO Turbo Voice

The controller supports the
at the AP to the best app

definition of 8 levels of user priority (UP). These priority levels are mapped
e access class. Of the 8 levels of user priority, 6 are considered low

WMM clients ha es. WMM clients will classify the traffic and use these queues
when they are ) nabled AP. WMM clients will behave like non-WMM clients—
map all traf ue—when not associated with WMM-enabled AP.

The prio )
upstream ample, from wire o wired) is dictated by the configuration of the WLAN Service
and the QoS ta g.within , y the wireless devices and the host devices on the

wired network.

ly one of the priority tags is present, it
is used to select the queue. If none is prese AC_BE is chosen.

missing.

Table 69: Traffic Prioritization

Tunneled Wired Untagged No Yes
Branch Wired VLAN tagged Yes Yes
Branch Wired Untagged No Yes
Branch or Tunneled Wireless WMM Yes Yes
Branch or Tunneled Wireless non-WMM No Yes

To configure QoS Role:

1 From the top menu, click VNS.
2 Inthe left pane expand the WLAN Services pane, then click the WLAN Service.
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3 Click the QoS tab.

Figure 113: ConMg QoS
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Table 70: WLAN Services QoS Tab - Fields and Buttons

Field/Button

Description

Wireless QoS

From the Wireless QoS list, do the following:

WMM — Select to enable the AP to accept WMM client
associations, and classify and prioritize the outbound
traffic for all WMM clients. Note that WMM clients will
also classify and prioritize the inbound traffic. WMM is
part of the 802.11e standard for QoS. If selected, the
Turbo Voice and Enable U-APSD options are displayed.
802.11e — Select to enable the AP to accept WMM client
associations, and classify and prioritize the outbound
traffic for all 802.11e clients. The 802.11e clients will also
classify and prioritize the inbound traffic. If selected, the
Turbo Voice and the Enable U-APSD options are
displayed:

Turbo Voice — Select to enable all out traffic that is
classified to the Voice (VO) AC and belongs to that VNS
to be transmitted by the AP via a queue called Turbo
Voice (TVO) instead of the normal Voice (VO) queue.
When Turbo Voice is enabled together with WMM or
802.11e, the WMM and/or 802.11e clients in that VNS are
instructed by the AP to transmit all traffic classified to
VO AC with special contention parameters tailored to
maximize voice performance and capacity.

Enable U-APSD — Select to enable the Unscheduled
Automatic Power Save Delivery (U-APSD) feature. This
feature can be used by mobile devices to efficiently
sustain one or more real-time streams while being in
power-save mode. This feature works in conjunction
with WMM and/or 802.1le, and it is automatically
disabled if both WMM and 802.11e are disabled.

Admission Control

From the Admission Control list, do the following:

Use Global Admission Control for Voice (VO) - Select
to enable admission control for Voice. With admission
control, clients are forced to requestadmission to use
the high priority access categories in both inbound and
outbounddirections. Admission control protects
admitted traffic against new bandwidth demands. For
more information, see /NS Global Settings on page 392.
Use Global Admission Control for Video (VI) - This
feature is only available if admission control is enabled
for Voice. With admission control, clients are forced to
request admission to-use the high priority access
categories in both inbound and outbound directions.
Admission control protects admitted traffic against new
bandwidth demands.Select to provide distinct
thresholds for VI (video). For more information, see VNS
Global Settings on page 392.

Use Global Admission Control for Best Effort (BE) - If
the client does not support admission control for the
access category that requires admission control, the
traffic category will be downgraded to lower access
category that does not have Mandatory Admission
control. For example, if admission control is required for
video, and client does not support admission control for
video, traffic will be downgraded to Best Effort (BE).
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Table 70: WLAN Services QoS Tab - Fields and Buttons (continued)

Field/Button

Description

For more information, see VNS Global Settings on page
392.

Use Global Admission Control for Background (BK)-
This feature is only available if admission control is
enabled for Background. With admission control, clients
are forced to request admission to use the high priority
access categories in both inbound and outbound
directions. Admission control protects admitted traffic
against new bandwidth demands. For more information,
see VNS Global Settings on page 392.

Flexible Client Access

Select the check box to enable flexible client access.
Flexible client access levels are set as part of the VNS
global settings.

Note: TSPEC must be disabled when using Flexible
Client Access.

Advanced button

Priority Processing

Priority Override

Select this check box to force DSCP and a service class.

Note: When Priority Override is enabled, the configured
service class forces queue selection in the outbound
direction, the 802.1P user priority for the VLAN tagged
Ethernet packets and the user priority for the wireless
QoS packets (WMM or 802.11e), according to the
mapping between service class and user priority. If
Priority Override is enabled-and.the VNS is not locally
bridged, the configured DSCP value is used to tag the IP
header of the encapsulated packets. The AP does not
override the DSCP-in the IP-header of the user packet.

DSCP

From the drop-down list, click the DSCP value used to
tag the IP‘header of the encapsulated packets. For more
information; seeDefiningdhe DSCPand Service
Classifications on page 375.

Service Class

Select one of thefollowing service classes:

e Network control (7) — The highest priority level.
e Premium (Voice) (6)

e Platinum (5)

e Gold (4)

e Silver (3)

e Bronze (2)

e Best Effort (1)

e  Background (O) — The lowest priority level

Note: If you want to assign a service class to each DSCP
marking, clear the Priority Override check box and
define the DSCP service class priorities in the DSCP
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Table 70: WLAN Services QoS Tab - Fields and Buttons (continued)

Advanced Wireless QoS options
(Options are only displayed if the WMM or 802.11e check boxes are selected)

UL Policer Action If Use Global Admission Control for Voice (VO) or Use
Global Admission Control for Video (VI) is enabled,
click the action you want the AP to take when TSPEC
violations occurring on the inbound direction are
discovered:

Do nothing — Click to allow TSPEC violations to
continue when they are discovered. Data transmissions
will continue and no action is taken against the violating
transmissions.

Send DELTS to Client — Click to end TSPEC violations
when it they are discovered. This action deletes the
TSPEC.

If Use Global Admission Control for Voice (VO) or Use
Global Admission Control for Video (VI) is enabled,
click the action you want the AP to take when TSPEC
violations occurring on the outbound direction are
discovered:

Do nothing — Click to allow TSPEC violations to
continue when they are discovered. Data transmissions
ill continue and no action is taken against the violating
transmissions.

rade — Click to force the transmission’s data

be downgraded to the next priority when a
ion is discovered.

o force the transmission’s data packets to
en a TSPEC violation is discovered.

DL Policier

Defining the DSCP and Service Classifica

To define the DSCP and Service Class classifications:

me and code.
e class classification (where

All 64 DSCP code-points are supported. The IETF define
Undefined codes are listed by code. The following is the default DSCP
SCis Service Class and UP is User Priority):

Table 71: DSCP Code-Points

CSO/DE 2/0 AFTI 2/0 AF33 4/4
CsI 0/1 AF12 2/0 AF41 5/5
Cs2 /2 AF13 2/0 AF42 5/5
CS3 3/3 AF21 3/3 AF43 5/5
Cs4 4/4 AF22 3/3 EF 6/6
CS5 5/5 AF23 3/3 Others 0/1
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Table 71: DSCP Code-Points (continued)

DSCP SC/uP DSCP SC/up DSCP SC/uP
CS6 6/6 AF31 4/4
CS7 7/7 AF32 4/4

Configuring Hotspots

Traditionally, using a hotspot presents end users with several challenges, including initial connection

issues, security concerns, and connectivity while roaming. The ExtremeWireless solution offers the

following features to improve the hotspot end-user experience:

e Pre-association network discovery and selection using the dot1lu ANQP protocol, resulting in a
seamless initial‘connection.

e Simplified account registration. Network administrators create accounts easily, and provisioning is
achieved without user input.

e Enhanced security, using over the air transmission secured by WPAv2.

Each hotspot WLAN has its own Access Network Query Protocol (ANQP) configuration. The HESSID

and ANQP Domain.ID are specific to the hotspot WLAN.

With pre-association, a mobile device uses ANQP to perform network discovery. The mobile device's
connection manager uses hotspot information, such as the service provider policy and user preferences,
to automatically select a hotspot network. A mobile device queries the hotspot for key service provider
identification and authentication information and selects a network. The ANQP response is generated
using parameters configured by the hotspot operator.

Only one hotspot WLAN can be assigned to an AP and to a specific site configuration. The hotspot
WLAN can refer to a single Online Signup (OSU) WLAN, which can be'open or encrypted. Network
operators define the filter policy during hotspot configuration.

Configuring a New Hotspot
Configure hotspots under the WLAN Services workbench:

To configure a hotspot:

1 From the top menu, click VNS. Then, in the left pane, select WLAN Services. The WLAN Services
window displays.

2 Click New to configure a new WLAN service.
Provide the service Name, Service Type, and SSID.
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4 Select the Hotspot option. Valid values are:

¢ Disabled. Hotspot functionality is not enabled.
e Enabled. Hotspots are enabled for this WLAN and the Hotspot tab appears on the WLAN page.

Privacy is set by default to WPA and Mandatory Frame Protection (MFP) is enable.

The authentication method is set to AAA with External Radius Server;. You can configure MBA, if
required .

e OSU. Allows the definition of Online Sign Up or OSEN WLAN.

Note
i Configure the policy and topology assigned to the OSU WLAN to allow access only to
the OSUserver. No access to the internet.

E Note
. ‘ Once you have defineda WLAN service with a hotspot, you cannot disable the hotspot.
You can only delete the WLAN service and recreate it.

5 Select the Hotspot tab.

Figure 114: Hotspot Configuration
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Table 72: WLAN Services Hotspot Tab - Fields and Buttons

Field/Button

Description

HESSID

One SSID can be used across multiple WLANSs (BSS),
so the HESSID helps a client identify when the BSSID
belongs to a homogenous BSS with identical
configuration. Beacon with same {HESSID, SSID} pair
belong to same WLAN. The {HESSID, SSID} pair must
be unique for each WLAN.

By default, the HESSID is set to the MAC address of
the controller Ethernet port. Hotspots can have the
same HESSID as long as the SSID is unique. If opting
to configure the HESSID manually, we recommend
using an AP BSSID as the HESSID.

Note: In a mobility domain, manually configure the
HESSID to a unigue value, differentiating it from the
value used in the controller's WLAN.

Access Network

Identifies the type of network. Valid values are:

e Private network. An enterprise network with user
accounts.

e Private network with guest access. An enterprise
network providing guest access.

e Chargeable public network. (Default) Open to
anyone but access requires payment.

* Free public network. Open network, free of
charge but may still require acceptance of terms
of use (and may involve OSU servers with captive
portal).

DGAF Disabled

Downstream Group-Address Forwarding Disabled. By
default this option is. checked. When checked, the AP
isot forwarding downstream group-addressed
frames.

6 From the Hotspot Identification tab, configure the following parameters:

Domain. FQDN specified by the user. Default value is empty string.

This is a list of one or more domain names of the entity operating the‘hotspot network. Domain
names in the domain name list may contain sub-domains. If the sefvice provider's FQDN is not in the
domain name list but is in the realm list, then a mobile device that chooses that service provider is

considered to be roaming.

Venue Info. Describes the venue. Select from a list of predefined values:

1 Select a description of the venue group in the first field.

2 Select a value from the second field.

Note

r
I

field.

Lg The second field is not populated with values until after you select a value from the first

Default value is Unspecified.
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7 You can configure up to four languages for each venue. Click the plus sign.

Figure 115: Hotspot Identification Tab

A configuration dialog displays.

Operator Name and Venue Name Configuration

Language: | - v

Operator Name:

Venue Name:

QK Cancel

Figure 116: Configuring Operator and Venue

Select a language preference, specifying the venue nameand operator name, and click OK.

Describe the venue where the hotspot is located. If there are multiple hotspot APs in one venue, use
the same venue name. However, when one hotspot covers multiple venues, you can list multiple
venues here even though they may share a single service set identifier (SSID).

List venue names in multiple languages. The mobile device selects the language that is used to
display information to the user. The mobile device can obtain venue name information through an
ANQP query, which can help the user when they are manually selecting a hotspot. The mobile device
implementation determines if the venue name information is displayed.
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8 Toremove a language row from the Venue list, select the check box in the list row and click the
minus sign.

Figure 117: Removing a Venue

9 To edit adist row, click the list row. In the resulting dialog, modify the values and click OK.
10 Click.Save to save the configuration.

SP Identification Tab

The hotspot SP identification tab displays hotspot properties for service provider identification and
authentication.

To configure SP Identification for'the hotspot:

1 Configure a WLAN Services Hotspot. For more information, see Configuring a New Hotspot on page
376.

2 Select the SP Identification tab.

Figure 118: Service Provider Identification
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3 Configure the following parameters:

NAI Realm. The the NAI (Network Access Identification) Realms list is a FQDN of the service
provider. This is a list of realms that can be successfully authenticated. Each realm may have up to 8
supported EAP methods. Click the plus sign to add realms and select the EAP Method. Then, click
OK.

Configure an NAI Realm list for each hotspot as follows:

e Add all realms that can authenticate a mobile device’s logon credentials or certificate credentials,
including the realms of all roaming partners that are accessible from the hotspot AP. Include the
realm of the home SP.

e Add arealm for the PLMN ID. This is the cellular network identity based on public land mobile
network (PLMN) information. See Figure 120 on page 382.

¢ You can configure the EAP.method list to support devices that do not know the EAP methods
that are being used by a given service provider.

If the device has been provisioned with the home service provider, the device does not need to use
the EAP‘methods in the NAI Realm List. The mobile device knows the EAP method required to
authenticate against its home seryice provider and automatically uses it.

F Note
e Keepyour DNS server recordsup.to date so that mobile devices can resolve the server
domain names (FQDN).

Realm Configuration

Realm:

EAP Methods: - \
[ JeAP-TTLS PAP ] EAP-TTLS CHAP
[ 1EAP-TTLS MSCHAP [ EAP-TTLS MSCHAPV2
[]eaAP-TLS SIM [ ]eaP-sIM sIM
[ EAP-AKA USIM [ EAP-AKA' USIM

L™ -
oK Cancel

Figure 119: Realm Configuration

Mobile devices with a SIM or USIM credential, can obtain a realm from the hotspot NAI Realm list.
While 3GPP credentials are usually used to access a hotspot, a targeted NAI home query is an
efficient alternative approach. The device's connection manager compares the realm information in
the list to the information that is stored on the device. The connection manager uses the mobile
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device’s preconfigured user preferences and policy to make a decision between a hotspot AP or a
non-hotspot AP, if both are available.

Roaming Consortium.To configure authentication of mobile devices to the members of a roaming
consortium, or to a particular SP that has a roaming consortium, add the appropriate IEEE-assigned
Organizational Identifier (Ol) here. Specify two identifiers unigue to the organization that are part of
the MAC address.

Use roaming consortium authentication when you do not know all the authenticated realms. Using
identifiers unique to the organization in the beacon is a battery efficient roaming method because
there are no ANQP queries needed.

3GPP Cellular Network: This is a list of cellular network IDs in the form of mobile country code,
mobile network code (MCC, MNC). This list establishes whether an AP has a roaming arrangement
with the 3GPP service providers: Click the plus sign to add mobile country code, mobile network
code (MCC, MNC) values. Then, click OK.

3GPP Cellular Network Configuration

MCC:

MNC:

QK Cancel

Figure 120: 3GPP Cellular Network Configuration

4 Click Save to save the configuration.

Network Characteristics Tab

The hotspot Network Characteristics tab displays network parameters for the hotspot.

To configure Network Characteristics for the hotspot:

1 Configure a WLAN Services Hotspot. For more information, see Configuring a New Hotspot on page
376.
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2 Select the Network Characteristics tab.

Figure 121: Configuring Network Characteristics

3 Configure the following parameters:

IP Address Type Availability. The mobile deviceuses the IP Address Type Availability information to
make network selection decisions. Select the level of restriction for each network type. Levels of
restriction range from Public Address Available to Port Restricted and Double NATed Private
Address Available.

WLAN Metrics. Enter the values for maximum Uplink-and Downlink speed and load parameters for
the WLAN service.

The mobile device uses information from the WAN Metrics configured here to make network
selection decisions. The mobile device can determine if necessary throughput is available from the
hotspot before connecting. If the mobile device receives indication thatthe basic service set (BSS) is
at capacity, the device will not associate with that AP.

Connection Capability. The mobile device uses connection capability information to make network
selection decisions by determining which services are blocked or supported at the hotspot.
Configure up to 16 ports.

e To add a protocol, click the plus sign. Specify the protocol, the port number, and the status
associated with the protocol. Valid Status values include: Closed, Open, or Unknown.

‘ Note
l ‘ ) Make an effort to configure all ports and do not rely on the Unknown value.
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Connection Capability Configuration

Protocol: |TCP v|
Port: (192 x
Status: |Dpen v|
OK Cancel
_

Figure 122: Configuring Connection Capability

e Toremove a port from the Connection Capability list, select the check box in the list row and click
the minus sign.

Figure 123: Removing a Connection Port

e To edit a port, click the list row. In the resulting dialog, modify the values and click OK.
4 Click Save.

Online Signup Tab

The hotspot Online Signup tab displays hotspot properties for Online Signudp users. Online Signup
allows users who are not part of the provider network to manually connect to the hotspot. It also allows
for added security for users who want to connect anonymously.

To configure Online Signup for the hotspot:

1 Configure a WLAN Services Hotspot. For more information, see Configuring a New Hotspot on page
376.
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2 Select the Online Signup tab.

Figure 124: Configuring Online Signup

3 Configure the following parameters:
Network Authentication Type.Possible values for network authentication are:

e Acceptance of terms and conditions. Redirection is accomplished after user accepts Terms and
Conditions.

e Http/Https redirection. Redirect Http'or Https.automatically.
¢ Online enroliment supported. Authentication supportsonline enroliment:
e DNS redirection. DNS redirection serves a web page other than'what the end user had requested.

OSU WLAN. This is the address of the Online Signup WLAN. When you created the hotspot, you
specified OSU in step 1 above. The OSU WLAN ¢an be either Open or Encrypted (OSEN).

Server Provider Setting. This is service provider configuration settings.

e To add a provider to the list, click the plus sign and configure the provider settings. For more
information, see Configuring the OSU Service Provider on page 385.

e To remove a provider from the list, select the check box in the list row and click the minus sign.

e To edit provider information, click the list row. In the resulting dialog, modify the values and click
OK. For more information, see Configuring the OSU Service Provider on page 385.

4 Click Save to save the configuration.

Configuring the OSU Service Provider

Hotspot configuration supports Online Signup. This task outlines how to create a list of service
providers that support Online Signup.

Take the following steps to configure an Online Signup service provider:

1 Configure a WLAN Services Hotspot. For more information, see Configuring a New Hotspot on page
376.

ExtremeWireless™ V10.41.06 User Guide / 385



Configuring WLAN Services

2 From the WLAN Services Hotspot tab, select the Online Signup tab.

Figure Mb ‘
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3 Inthe Service Provider Setting pane, select the plus sign.

The OSU SP Configuration dialog appears.

0SU SP Configuration

Server URI:
Methods:
[] OMADM A
[ ] SOAP XML SPP v
Configure
Ane
If—' “
v
Serviu
. o’
~Language 2 — _
Languag v
Friendly Name: L _I
Service Description: |
L J
OK Can

Figure 126: Configuring the OSU Service Provider
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4 Configure the following parameters:
Server URI. The OSU server URI.

Methods. OSU Method is the preferred list of encoding methods that the OSU server supports in
order of priority. Select the connection method used by the provider.

Icon. Click Configure to add or remove an icon associated with Online Signup. For more information,
see Configuring an OSU lcon on page 388.

Anonymous Name. Configure a name that anonymous users can use to access the network.

Language. Configure the Language, Friendly Name, and Service Description for the Online Signup
user interface.

5 Click OK to save the'OSU SP configuration.

Configuring an OSU Icon
This task outlines how to add, change, or remove icons to a list of icons that are associated with Online
Signup. Thedcon list contains the metadata for the available icon files. The metadata defines the image
size, language, type, and file name. The mobile device determines which icon in the list best fits the
display and downloads the appropriate file. The list can be blank.

The NAIl realm is used in cases.where the OSU.ESS (OSEN) SSID is configured. This allows the device to
authenticate to the OSU OSEN SSID for access to the OSU server.

To add an icon:

1 From the OSU SP Configuration dialog, click Configure:
The Icon Configuration dialog appears.

2 Click Browse to navigate to the icon file. Then, click Open and Upload.
The icon file is added to the Icon Configuration dialog.
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3 Select the icon and click Save.

To delete an icon:

1 Open the Icon Configuration dialog.
2 Select the icon and click Delete.
3 Click Save.

O/’
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Configuring a VNS

VNS Global Settings

Methods for Configuring a VNS
Manually Creating a VNS
Creating a VNS Using the Wizard
Enabling and Disabling a VNS

Renaming a VNS
Deleting a VNS

een a default role specified for wireless users and an associated
k) Servi t, as shown in Figure 127.

There are conceptually
provisioning framework is flexible
one on the fly. Therefore, each
and Roles). For service activ.
configuration.

the configuration elements of a VNS. However, the
that you may select an existing dependent element or create
t can be provisi independently (WLAN services, Topologies,
Il the pieces will n in place, or defined during VNS

Figure 127: VNS Configuration Flow

You can use the VNS Creation Wizard to guide you through the necessary steps to create a virtual
network service (and the necessary subcomponents during the process). The end result is a fully
resolved set of elements and an active service.

The recommended order of configuration events is:

1 Before you begin, draft out the type of services the system is expected to provide — wireless
services, encryption types, infrastructure mapping (VLAN (Virtual LAN)s), and connectivity points

(switch ports). Switch port VLAN configuration/trunks must match the controller’s.

2 Set up basic controller services such as NTP, Routing, DNS, and RADIUS Servers, using one of the
following methods:
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¢ Run the Basic Configuration Wizard, or

e Manually define the necessary infrastructure components such as RADIUS Servers. RADIUS
Servers are defined via the VNS > Global > Authentication.

3 Define Topologies. Topologies represent the controller’s points of network attachment. Therefore,
VLANSs and port assignments need to be coordinated with the corresponding switch ports.

4 Define Roles. Roles are typically bound to Topologies. Role application assigns user traffic to the
corresponding network point of attachment.

* Roles define mobile user access rights by filtering.
e Polices reference the mobile user's traffic rate control profiles.
5 Define the WLAN Service.
e Define SSID and privacy settings for the wireless link.
e Select the set of APs andradios on which the service is present.

e Configure theemethod of credential authentication for wireless users (None, Internal CP, External
CP, Guest Portal, 802.1x[EAP]).

6 Create a VNS that binds the WLAN Service to the Role that will be used for default assignment
upon user network attachment.

The VNS configuration page in turn allows for in-place creation of any dependencies it may require.
For example;

e Create anew WELANService.
e C(Create anew Role.
* Create a new Topology.
* Create a new Class ofService.

Controller Defaults

The default shipping controller configuration does not include any pre-configured WLAN Services,
VNSs, or Roles.

The ExtremeWireless system does ship with Topology entities representing each of it's physical
interfaces, plus an admin interface.

The controller system ships with a Topology entity for an admin interface: Topology entities
representing the controller physical interfaces must be set manually or'using the basic installation
wizard.

There are, however, global default settings corresponding to:

e A Default Topology named “Bridged @ AP Untagged”
e An “Unlimited” Rate Control Profile
e A Filter Definition of “Deny all”

These entities are simply placeholders for Role completion, in case roles are incompletely defined. For
example, a Role may be defined as “no-change” for Topology assignment.
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If an incomplete Role is assigned as the default for a VNS / WLAN Service (wireless port), the
incomplete Role needs to be fully qualified, at which point the missing values are picked from the
Default Global Role definitions, and the resulting role is applied as default.

Note

. e You can edit the attributes of the Default Global Role (under VNS > Global tab). For example,
| change the topology, apply more permissive filter sets, or use a more restrictive Rate Control

profile).

It is possible to define a Default Global Role to refer to a specific Topology (for example,
Topology_VLAN). Then configure every other Role’s topology as “No-change.” This configuration
defines Topology_VLAN as.the default assignment. All user traffic, regardless of the role assignment
(applying different access rights, different rate controls) will be carried through the same VLAN.

VNS Global Settings

Before defining a specific VNS, define the global settings that apply to all VNS definitions. These global
settings.include:

Authentication

* Configuring RADIUS servers on the enterprise network. The defined servers are displayed as
available choices-when you set up the authentication mechanism for each WLAN Service.

» Configuring the MAC format.

* Configuring RFC 3580 (ACCESS -ACCEPT) RADIUS attributes for the selected server. A Role Map
Table maps each VLAN ID to a Role ID.

DAS (Dynamic Authorization Service)

» Configuring Dynamic Authorization Service (DAS) support. DAS helps secure your network by
providing the ability to disconnecta mobile device from your network.

Wireless QoS, comprising Admission Control Thresholds and Flexible Client Access Fairness Role.

* Admission control thresholds protect admitted traffic against overloads, provide distinct
thresholds for VO (voice) and VI (video), and distinct thresholds for roaming and new streams.

o (AP37xx Only) Flexible Client Access provides the ability to adjust media access fairness in five
levels between Packet Fairness and Airtime Fairness.

* Airtime % is available for AP38xx and AP39xx access point models.that are assigned WLANS
configured with Reserved Airtime.

Bandwidth Control

* The Bandwidth Control Profiles you define are displayed as available choices in the Rate Profiles
menu when you set up CoS (Class of Service) role.

Default Role

The Global Default Policy specifies:

* Atopology to use when a VNS is created using a role that does not specify a topology
o Asetoffilters

The controller ships from the factory with a default “Global Default Policy” that has the following
settings:
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» Topology is set to an Bridged at AP untagged topology. This topology will itself be defined in
controllers by default.

o Filters - Asingle “Allow All” filter.

The Global Default Policy is user-configurable. Changes to the Global Default Policy immediately
effect all shadow roles created from it, just as if the administrator had made a comparable
change directly to the incomplete role.

e Egress Filtering Mode

The global Egress Filtering Mode setting overrides the individual WLAN service Egress Filtering
Mode setting.

e Sync Summary

The Sync Summary screen provides an overview of the synchronization status of paired controllers.
The screen is divided into sections: Virtual Networks, WLAN services, Roles, and Topologies. Each
section lists the name of the corresponding configuration object, its synchronization mode, and the
status of last synchronization attempt. For more information, see Using the Sync Summary on page
414,

¢ NAC Integration

NAC Integration provides a list of NAC servers for use by the controller for passing DHCP (Dynamic

controller’'s DHCP server and use them to fingerprint devices. For more information, see Using NAC
Integration on page 416.

e C(Client Auto Login

This features configures how auto login behavior is handled for users with devices that need to
authenticate to a captive portal to gainnetwork access. For more information, see Using Client Login
on page 417.

e Topology Group Algorithm

Topology Group Algorithms are used for selecting a member Topology from a Topology Group. The
wireless controller will run one of the following algorithms: MAC based, Round Robin, Random
Selected, and Lease used. For more information, see Usinglopology GroupAlgornihm on page 418.

¢ Netflow/MirrorN

Use Netflow to forward packet information. Integration with ExtremeAnalytics no longer requires
Netflow/MirrorN. See ExtremeAnalytics Support with EnhancedPEIX Records on page 419 for more
information.

e Redirection URL

Configure a list of redirection URLs from the Redirection URL dialog. You can add and delete a URL.

F Note
L‘ To display the Redirection URL option, enable Rule-based Redirection under Filtering
Mode.

Related Links
Configuring Airtime Fairness: Reservation Mode on page 406
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Defining RADIUS Servers and MAC Address Format

The Authentication global settings include configuring RADIUS servers, the MAC format to be used, the
SERVICE-TYPE attribute in the client ACCESS-REQUEST messages, and how long a notice web page
displays if a topology change occurs during authentication. The notice Web page indicates that
authentication was successful and that the user must restart the browser to gain access to the network.

Defining RADIUS Servers for VNS Global Settings
To define RADIUS servers for VNS global settings:

1

From the top menu, click VNS.
In the left pane, click Global > Authentication.

Select Strict Mode toforce the top three Radius servers in priority order for each WLAN where
applicable. Clearing this check box, allows individual Radius change per WLAN.

Logs Reports Controller AP

RADIUS Servers RFC 3580 (ACCESS-ACCEPT) Options
Strict Mode

Server Default Retries Timeouts Ports Priority
Aliaz Hosiname/|P Protocol AButh Acct Auth  Acct Auth  Acct Auth  Acct
kubunfu-1 192.168.0.92 PAR 3 3 2 2 1812 1813 & ]
nac-1 1921680115 PAR 3 3 13 10 1812 1813 9 9
opensuze- 192.165.0.80 PAP 3 3 3 3 1812 1813 14 14
RADIUS - 192168.0.115 PAP 3 3 15 5 1812 1813 11 11
radius_fes 192.168.10.10 PAP 3 3 5 5 1812 1813 15 ey |
win-2008  192.168.0.121 PAP 3 3 5 5 1812 1813 12 12
wim 20034 407 158 04419 oA D 2 e iL L= 18247 182473 17 17 N

RADIUS servers which are currently associated with WLAN Service(s) cannot be removed
| Mew | Delete Selected |
MAC Address
MAC Address Format: | 30- 3030000000000 ¥ | (for MAC-Based authentication only)
Advanced... ‘

Save

Figure 128: Global Authentication Settings
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4 To define a new RADIUS server available on the network, click New. The RADIUS Settings dialog
displays.

Figure 129: RADIUS Server Settings
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5 In the Server Alias field, type a name that you want to assign to the RADIUS server.

Note
You can also type the RADIUS server’s IP address in the Server Alias box in place of a
F ‘ nickname. The RADIUS server will identify itself by the value typed in the Server Alias box
I_J in the RADIUS Servers drop down list on the RADIUS Authentication tab of the Login
Management screen (top menu > Wireless Controller > Login Management). For more
information, see Configuring the Login Authentication Mode on page 75.

6 In the Hostname/IP field, type either the RADIUS server’s FQDN (fully qualified domain name) or IP
address.

Note

If you typethe host name in the Hostname/IP address box, the controller will send a host
F ‘ name query to the DNS server for host name resolution. The DNS servers must be
I_J appropriately configured for resolving the RADIUS servers’ host names. For more

information, see Configuring DNS Servers for Resolving Host Names of NTP and RADIUS

Servers on page 94.

7 In the Shared Secret field, type the password that will be used to validate the connection between
the controller and the RADIUS server.

To proofread your shared secret key, click Unmask. The password is displayed.

Note
‘J You should always proofread your Shared Secret key to avoid any problems later when the
controller attempts to communicate with the RADIUS server.

|

8 If desired, change the Default Protocol using the drop down list. Choices are PAP, CHAP, MS-CHAP,
or MS-CHAP2,

9 If desired, change the pre-defined default values for Authentication and Accounting operations:

Priority — default is 4.
Total number of tries — default is 3.
RADIUS Request timeout — default is 5 seconds.

For Accounting operations, the Interim Accounting Interval — default.is 30 minutes. Setting the
Interim Accounting Interval value to O results in no‘interims being sent.

e Port — default Authentication port is 1812. Default Accounting port is 1813.

10 If desired, setup Health Monitoring by selecting a Polling Mechanism from the drop-down menu,
and enter a Test Request Timeout (shown in seconds).

11 To save your changes, click Save. The new server is displayed in the RADIUS Servers list.

1! Note

The RADIUS server is identified by its Server Alias.

o O T

12 To edit an existing server, click the row containing the server. The RADIUS Settings window displays,
containing the server’s configuration values.

13 To remove a server from the list, select the check box next to the server, and then click Delete
Selected. You cannot remove a server that is used by any VNS.
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Configuring the Global MAC Address Format for Use with the RADIUS Servers
To configure the Global MAC Address Format for use with the RADIUS servers:

From the top menu, click VNS.

In the left pane, click Global, then Authentication.

In the MAC Address area, select the MAC Address Format from the drop down list.

Click Save to save your changes.

AN N

Configuring Advanced RADIUS Servers Settings

1 From the top menu, click VNS.
2 Inthe left pane, click Global > Authentication.
3 Inthe MAC Address area, click Advanced.

D Include the Service-Type attibute in Client Access Reguest messages

Set Senvice-Type to Login ™
* This is incompatible with using RADIUS for administrative access to the controller,

Delay for Client Message for Topology Change seconds

How should multiple RADIUS servers be used?
For authentication: |5».=_-nd request to one server until it fails (Round-Robin) 'v'|

For accounting: |5v.=_-nd reguest to all servers in parallel (Broadcast) V|

E‘ Use MAC-Based Avuthentication MAC address format for uzer suthentication and accounting via
RADIUS

E‘ Owemide 802.1x authentication Called-Station-ld format with "0 -x0 -0 R0 55100
M| RADIUS Accounting *
|:| Defer sending the accounting start request until the client's IP address is known.

* Disabling RADIUS accourting overrides the RADIUS accounting ssttings of individual WLAN Services.
Enabling RADIUS accounting activates RADIUS accounting onby in WLAN Services specifically configured
to perform it.

Figure 130: Advanced RADIUS Server Settings
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4 Configure the following parameters:

Table 73: Advanced Radius Settings

Field

Description

Include Service-Type attribute in
Client Access Request messages

Select if the client RADIUS Access Request message includes the
"Service-Type" attribute. If included, the attribute is set to "Framed”
by default.

Set Service Type to Login

If selected, the RADIUS "Service-Type" attribute of the client Access
Request is set to "Login” (instead of "Framed").

Note: RADIUS-based controller administrative access also sets the
Service-Type attribute to "Login". Therefore, if you enable Service
Type Login here, RADIUS-based administrative access is not allowed
(and vice versa).

Delay for Client Message for Topology
Change

Defines a delay during client authentication when switching from
one topology to another. This is relevant for Captive Portal
authentication. The delay gives time for the client to be assigned an
IP address for the new topology before browser redirection. Set the
delay in seconds.

How should multiple RADIUS servers
be used?

Select an authentication or accounting option. The selection applies
toall WLAN Services and to all sites on the EWC.

e Round-Robin. The server is selected on a round-robin basis
starting at the top of the list of approved servers. The first server
is used until it fails, and that pattern continues down the list.
When the last server fails, then the first server is used again.

e Primary-Backup: Select a primary failover server to have control
over which server provides redundancy. When you select
Primary-Backup, the RADIUS server assigned to the site or
WLAN Service is the primary for the WLAN Service. All other
RADIUS servers.assigned to WLAN Service are backups for the
primary and continue to be selected in a round-robin approach.
For controllers in an availability pair, the Primary and Backup
servers must be synchronized (enable "Synchronize System
Configuration” in Availability setup) if the WLAN Services are
synchronized. If theqrimary server has failed resulting in a
backup server being used for authentication, the controller will
periodically send a "Health Check" to the primary server to see if
it has recovered. If the primary server has recovered, the
controller starts using the primary server for all new
authentications. All authentications in progress continue to use
the backup server.

Use MAC-Based Authentication MAC
address format for user authentication
and accounting via RADIUS

Allows the administrator to override the default MAC address colon-

separated format (for example 00:11:22:33:44:55) with the Global

Authentication MAC Address format for the following attributes:

e Calling-Station-Id attribute of the RADIUS packet

e (alled-Station-Id attribute (if Called-Station-Id is not overridden
by Zone name)

e AP BSSID Mac in one of the vendor attributes

e User-Name attribute.

Note: This setting is enabled for new deployments. You must
manually enable this setting for upgraded deployments.
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Table 73: Advanced Radius Settings (continued)

Field

Description

Override 802.1x Authentication Call-
Station-1d format with XX-XX-XX-XX-
XX-XX:SSID

Allows the administrator to override the Called-Station-Id attribute
format for 802.1x authentication with the format XX-XX-XX-XX-XX-
XX:SSID. This setting is disabled by default.

When you select this option, the Called-Station-Id conforms to the
format specified in RFC 3580 (IEEE 802.1X Remote Authentication
Dial In User Service (RADIUS) Usage Guidelines). If the RADIUS
server is processing this attribute, the RADIUS server has to support
this format.

Note: This setting overrides the setting Use MAC-Based
Authentication MAC address format for user authentication and
accounting via RADIUS.

Radius Accounting

Enabling RADIUS accounting activates RADIUS accounting only in
WLAN Services specifically configured to perform it. Disabling
RADIUS accounting overrides the RADIUS accounting settings of
individual WLAN Services.

Defer sending the accounting start
request until the client's IP address is
known

Specify Authentication Behavior of RADIUS servers on Server
Failure. If selected, the client RADIUS Accounting Request "start”
command is not sent to the RADIUS server until the client IP
address is known. By default, this option is not selected and the
"start" command is sent once the client is authenticated.

5 Click Close to close the Advanced Settings dialog.

6 Click Save to save your changes.

Changing the Display Time of the Notice Web Page

You can modify the amount of time that the Notice web page displays.if a topology.change occurs
during authentication. Take the following steps:

1 From the top menu, click VNS.

2 Inthe left pane, click Global, then Authentication.
3 Inthe MAC Address area, click Advanced.
4

In the Delay for Client Message for Topology Change field, specify the number of seconds the web
page is displayed to the client when the topology changes as a result of a role change.

The Web page indicates that authentication was successful and/that the user must close all browser
windows and then restart the browser for access to the network.

Currently this is supported for Internal Captive Portal, Guest Portal, and Guest Splash.

Click Close.
Click Save to save your changes.

Configuring RADIUS Attribute for Hybrid Role Mode

Hybrid Role mode (RFC 3580 Mapping mode) enables the wireless controller to separately assign
different roles or topologies depending on a mobile station location. The following are available modes

of operation:
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e RADIUS Filter-ID attribute — Controller uses the topology assigned by the role and ignores the
VLAN tunnel ID.

e RADIUS Tunnel-Private-Group-ID attribute — Controller selects a role for the station based on the
VLAN tunnel ID and ignores the filter ID. When selected, a mapping table maps each VLAN ID to a
role.

¢ Both RADIUS Filter-ID and Tunnel-Private-Group-ID attribute — Controller uses both the role
identified in the filter ID and the topology associated with the VLAN tunnel ID.

F 0 Note
‘ J The selected mode of operation applies to all WLAN Services on the controller.

Defining RFC 3580 Mapping Mode for VNS Global Settings
To define RFC 3580 for VNS global settings:

1 From the top menu, click VNS. The Virtual Network Configuration screen displays.
2 Inthe left pane, click Global > Authentication.
3 Clickithe RFC 3580 (ACCESS-ACCEPT) Options tab.

Logs Reports Controller AP VNS WIFS

RADIUS Servers RFC 3580 (ACCESS-ACCEPT) Options

When the controller receives a RADIUS ACCESS-ACCEPT:

» RADIUS Filter-ID attribute
The Filter-1D attribute in the RADIUS ACCESS-ACCERFT
miessage assigns both rele and topology.

RADIUS Tunnel-Private-Group-ID attribute
The Tunnel-Private-Group-ID in the RADIUS ACCESS-
ACCEPT message assigns both rele and topology basad
on the VLAN ID to Role Mapping table.

Both RADIUS Filter-ID and Tunnel-Private-
Group-ID attributes

The Filter-1D attribute identifies the role to assign to
the statien. The Tunnel-Private-Group-ID identifies the
topology to assign to the station,

Figure 131: Authentication Settings

4 Select RADIUS Filter - ID attribute to assign both role and topology when the controller receives a
RADIUS ACCESS-ACCEPT message. To save your changes, click Save.
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5 Select RADIUS Tunnel-Private-Group-ID attribute to assign both role and topology (based on the

VLAN ID to Role Mapping table selection) when the controller receives a RADIUS ACCESS-ACCEPT

message.

e |nthe VLAN ID Role Mapping table, select an existing VLAN ID and Role.

e (lick New to create a new mapping entry. In the Add VLAN Role dialog, enter a VLAN ID, and
select a Role from the drop-down list.

Vian ID: (1-4054)

Role: ¥

| Add [ Cancel |

e Click Add.

e To.save your changes, click Save.

Select Both RADIUS Filter-ID and Tunnel-Private-Group-ID attributes to identify the role to assign
to the station and the topology to assign to the station (based on the VLAN ID to Role Mapping
table selection), when the controller receives a RADIUS ACCESS-ACCEPT message.

¢ |nthe VLANID Role Mapping table, select an existing VLAN ID and Role.

e (lick New to create a new mapping entry. In the Add VLAN Role dialog, enter a VLAN ID, and
select a Role from the drop-down list.

e Click Add.
e To save your changes, click Save.

Configuring Dynamic Authorization Server Support

DAS helps secure your network by forcing the disconnection of any.mobile device from your network.
Typically, you would want to disconnect any unwelcome or unauthorized mobile device from your
network. The “disconnect message” that is defined in RFC 3576 is enforced by.the DAS support. If an
unauthorized mobile device is detected on the network, the DAS client sends a disconnect packet,
forcing the mobile device off the network. Your DAS client ¢an be an integration with ExtremeControl or
another third-party application, including RADIUS applications. For more information, see NAC
Integration with the Wireless WLAN on page 24.

DAS support is available to all physical interfaces of the controller, and by default DAS listens to the
standard-specified UDP port 3799.

To Configure Dynamic Authorization Server Support:

1

From the top menu, click VNS.
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2

In the left pane, click Global > DAS.

= ‘ Home | Logs | Reports | Controller | AP | VNS | WPS

Mew...

Authentication

DAS

Wireless Qo5

Bandwidth Control
Default Role

Filtering Mode

MNAC Integration

Client Autologin

Topology Group Algorithm
Netflow/ MirroriN

Sites

Virtual Networks
WLAN Services
Roles

Classes of Service

Topologies

Dynamic Authorization Server Configuration

Port: 3799
Replay Interval: 300

Figure 132: Global DAS Settings

seconds

In the Port box, type the UDP port you want DAS to monitor. By default, DAS is configured for the
standard-specified UDP port 3799. It is unlikely this port value needs to be revised.

In the Replay Interval box, type how long you want DAS to ignore repeated identical messages. By
default, DAS is configured for 300 seconds.

This time buffer helps defend against replay network attacks.

5 To save your changes, click Save.

Defining Wireless QoS Global Settings

Defining the wireless QoS global settings include the following:

Configuring QoS Admission Control Thresholds on page 403
Configuring QoS Flexible Client Access on page 404
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Configuring QoS Admission Control Thresholds
To define Admission Control Thresholds for VNS Global Settings:

1 From the top menu, click VNS.
2 Inthe left pane, click Global > Wireless QoS.

Figure 133: Wireless QoS Settings
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3 In the Admission Control Thresholds area, define the thresholds for the following:

Max Voice (VO) BW for roaming streams — The maximum allowed overall bandwidth on the
new AP when a client with an active voice stream roams to a new AP and requests admission for
the voice stream.

Max Voice (VO) BW for new streams — The maximum allowed overall bandwidth on an AP
when an already associated client requests admission for a new voice stream.

Max Video (VI) BW for roaming streams — The maximum allowed overall bandwidth on the
new AP when a client with an active video stream roams to a new AP and requests admission for
the video stream.

Max Video (VI) BW for new streams — The maximum allowed overall bandwidth on an AP when
an already associated client requests admission for a new video stream.

Max Best Effort (BE) BW for roaming streams —
Max Best Effort (BE) BW for new streams —

Max Background (BK) BW for roaming streams — The maximum allowed background
bandwidth on an AP for roaming streams.

Max Background (BK) BW for new streams — The maximum allowed background bandwidth on
an AP for new streams.

These global QoS settings.apply to all APs that serve QoS enabled VNSs with admission control.

4 To save your changes, click Save.

Related Links

Configuring Airtime Fairness: Resegation Mode on page 406
Legacy Airtime Fairness: AP37x% onpage 407

Configuring QoS Flexible Client Access

This feature allows you to adjust client access role in multiple steps between “packet fairness” and
“airtime fairness.”

To define flexible client access for VNS global settings:

1 Goto VNS.
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2 Inthe left pane, click Global > Wireless QoS.

Figure 134: Wireless QoS Settings

3 Depending on your AP model, do one of the following:
e |f configuring an AP37xx, select a role from.the Fairness Policy. drop-down list.

Fairness Policy: | 100%: Packet r
applicable for ANRISYEEICT S
Mostly Packet
Mixed
Mosthy &irtime
100% Airtime

Note
L% TSPEC must be disabled when using Flexible Client Access.

e |f configuring an AP38xx or AP39xx using Reservation Mode, click Configure.
The Airtime Reservation Configuration dialog displays.

Related Links
Configuring Airtime Fairness: Reservation Mode on page 406
Legacy Airtime Fairness: AP37xx on page 407
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Configuring Airtime Fairness: Reservation Mode

With Airtime Reservation, reserve a percentage of air time for clients associated to a WLAN. The
Airtime Reservation algorithm monitors the down link traffic from all clients. When congestion starts,
the reservation algorithm guarantees that these clients have access to the air for the configured amount
of time. If clients do not request to transmit, the reserved airtime is consumed by other clients.

Note

| e . Alrtime Reservation Mode is supported by AP38xx and AP39xx models. The legacy Flexible
L J Client Access feature continues to support AP37xx models. Configuring Airtime Reservation

Mode may cause the AP to reboot.

1 Go to VNS > Global >Wireless QoS.

2 Click Configure

The Airtime Reservation Configuration dialog displays.

Airtime Reservation Configuration )l

WLAN Mame
CHL-422-0-0
CHNL-422-0-1
CHNL-422-0-2
CHNL-422-0-3
CHL-422-1-2-wds
CHL-422-1-d-wds
CHNL-422-1-5
CHNL-422-15
CHL-422-1-7
CHL-422-2-10

Ok

Cancel

Airtime (%)

Figure 135: Airtime Reservation Configuration Dialog
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Select the percentage of airtime for each WLAN.

Airtime Reservation configuration rules:

e Four WLAN services associated with a controller can be configured with Airtime Reservation.
The total Airtime Reservation of four WLAN services is limited to 80 percent of the total. The
remaining 20 percent of the total time is reserved for the other WLAN services.

e |fa WLAN service with Airtime Reservation is associated to a radio, the QCA ATF module is
turned on, and the AP will restart in order to load the ATF module. The number of clients
supported by QCA ATF is 50.

e |f the radio does not have a WLAN service with Airtime Reservation associated, the QCA ATF
module is turned off.

e When Mesh and WDS . is configured, the first WLAN gets 20 percent of the available channel
airtime. The otherclients.on the radio channel get the remaining airtime. This takes co-channel
interference into account. If there is 50 percent interference, WLANT gets 20 percent of the
available 50percent.

When configured, Airtime Fairness percentage displays on the WLAN Assignment page for the AP.

Related Links
Configufng QoS Flexible Client Acgess on page 404
Legacy Airtimae kairness: AP37xxdon page 407

Legacy Airtime Fairness: AP37xx

This topic outlines the legacy Airtime Fairness behaviour that is supported by AP37xx. Airtime Fairness
Reservation Mode, is supported by AP38xx and AP39xx models.

Legacy Airtime Fairness is described as:

Packet fairness is the default 802.11 access role. Each WLAN participant gets the same (equal)

opportunity to send packets. All WLAN clients will show the samethroughput, regardless of their
PHY rate.

Airtime fairness gives each WLAN participant the same (equal).time access. WLAN clients’
throughput will be proportional to their PHY rate.

F Note
‘ Flexible Client Access may not work if Global Admission Controls for Voice and Video
(Advanced QoS settings) are enabled.

Related Links
Configuring Airtime Fairness: Reservation Mode on page 406

Configuring QoS Flexible Client Access on page 404

Working with Bandwidth Control Profiles

Bandwidth control limits the amount of bidirectional traffic from a mobile device. A bandwidth control
profile provides a generic definition for the limit applied to certain wireless clients' traffic. A bandwidth
control profile is assigned on a per role basis. A bandwidth control profile is not applied to multicast
traffic.
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A bandwidth control profile consists of the following parameters:

¢ Profile Name — Name assigned to a profile

¢ Committed Information Rate (CIR) — Rate at which the network supports data transfer under
normal operations. It is measured in kilo bits per second (Kbps).

The bandwidth control profiles you define on the Global Settings screen are displayed as available
choices in the Bandwidth Control Profiles list on the Classes of Service screen.

To create a bandwidth control profile:

1 From the top menu, click VNS.
2 Inthe left pane, click Global > Bandwidth Control.

Logs Reports Controller AP VNS WiPs

Bandwidth Control Profiles

1coo Profile Name: 1000
Average Rate (CIR): [500 kbps

| Save Profile |

| Remove selected profile |

| Add new profile |

Figure 136: Global Bandwidth Control Profiles

3 Provide a Profile Name for the bandwidth control profile.

4 Provide the Average Rate (CIR) value for the bandwidth control profile.

5 Click Add Profile.
The profile is created and displayed in the Bandwidth Control Profiles list.
Create additional bandwidth control profiles, if applicable.

7 Click Save.

Configuring the Global Default Policy

The controller ships with a Global Default Policy that can be configured. The Global Default Policy
specifies:

e A topology to use when a VNS is created using a role that does not specify a topology. The default
assigned topology is named Bridged at AP untagged.
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e A set of filters.

Configuring the Topology and Rate Profiles
To configure the topology and rate profiles:
1 From the top menu, click VNS. The Virtual Network Configuration screen displays.

2 Inthe left pane, click Global > Default Role.
3 Select the VLAN & Class of Service tab.

Logs Reports Controller AP VNS WIFS

Role: Glob~ "Role

vice Policy Rules

(—:r

“3ult Role

: vl|  Edit || New

Inwalid Role Action —

Invalid Role A

Figure 137: Default Role Settings

4 In the Default Action area, select a VLAN using one of the following methods:

e Select an existing VLAN from the drop-down list.

e Select an existing VLAN from the drop-down list, then click Edit. The Edit Topology window
displays, showing the current values for the selected topology.

e (Click New. The New Topology window displays.

Edit or create the selected topology as described in Configuring a Basic Data Port Topology on
page 266.

5 Select an Invalid Role Action from the one of the following:
e Select Apply VNS Default Role.
e Select Allow All traffic.
e Select Deny All traffic.

6 Click Save.
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Configuring the Filters
To configure the filters:

1 Click the Policy Rules tab. The Rules tab displays, allowing you to create policy rules that will be
applied by the controller when default non-authentication role does not specify filters.

Figure 138: Default Role Settings

2 Toaddarule, click Add.
For more information, see Policy Rules on page 288.

3 To configure custom AP filters, select AP Filtering and Custom AP Rules then click the Custom AP
rules tab.

For more information, see Defining Policy Rules for Wireless APs on page 298.
Related Links

Understanding the Filter Rule Definition Dialog on page 302
L7 Configuration on page 307

Configuring Egress Filtering Mode

The controller can be configured to support Policy Manager’s Egress Role mode. Egress Role refers to
taking the ingress filters assigned to a port, exchanging the source and destination addresses with each
other in each role rule and applying the result to the traffic egressing the port.
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The ExtremeWireless solution applies egress filtering mode to WLAN services. When egress filtering is
enabled, any role that is applied to a station on the WLAN service will have its outbound filters replaced
with rules in which the source and destination addresses of the inbound filters are swapped.

The same role can be assigned to stations on WLAN services that have egress filtering mode enabled
and on WLAN services that have it disabled.

e For stations that are on WLAN services with egress filtering mode enabled, the roles outbound
filters will be replaced by ones derived from the inbound policy rules.

e For stations that are on WLAN services with egress filtering disabled, the outbound filters of the role
will be applied as defined. In other words the same role can be applied in two different ways at the
same time, based on the egress filter mode settings of the WLAN services it is used with.

The global Egress Filtering Mode setting overrides the individual WLAN service Egress Filtering Mode
setting. By default, the global setting is set to Use WLAN. In this mode, egress filtering can be enabled
for some WLAN services and not others. Set the Egress Filtering Mode setting from the Advanced
configuration dialog of each WLAN' service.

Changing-the global setting does not alter each individual WLAN egress filtering mode setting,
although the global setting can override the individual setting. Changing the global setting does not
alter the outbound policy rules of each role. Each role’s policy rules are stored on the controller as they
were entered. Changing the global egress filtering mode flag does, however, affect how a role’s rules are
interpreted when they are applied.

Rule-Based Redirection

Rule-based redirection requires explicit enablement:For new installations, Rule-based Redirection is
enabled by default. For upgrades from releases prior to v1011, ExtremeWireless preserves the previous
captive portal redirection method of triggering redirect off denied HTTP/HTTPS for non-
authenticaticated roles. For more information, see Rule-Based Redirection on page 289.

Le Note

‘J The option to disable Rule-based Redirection is available for backward capability only.
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= ‘ Home | Logs | Reports | Controller | AP | VNS | WIPS

Mew... Egress Filtering Mode Configuration

Al WLAN Services enforce explicitly defined "Out”™ rules

Ag Ctication All WLAN Services apply "In” filter rules to "Out” direction traffic *
E{deeﬁ Qos # Use WLAN Service setting

Bandwidth Control

Mar R
Filtering Mode
Y li=1a’,

Rule Based Redirection

#| Enable Rule Based Redirection

MAC Integratio

Client Autologin

Topology Group Algorithm
Netflow MirrorN
Redirection URL

Figure 139: Enabling Rule-based Redirection

Related Links
Configuring the TR/Out' Rules for'WLAN Sérvices.Settings on page 412
Rule-Based Redirection on page 289

Configuring the In/Out Rules for WILAN Services Settings
To configure the Egress Filtering Mode:

1 From the top menu, click VNS.
The Virtual Network Configuration screen displays.
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2 Inthe left pane, click Global > Filtering Mode. .

The Egress Filtering Mode Configuration screen displays.

= ‘ Home | Logs | Reports | Controller | AP | VNS | WIPS

New... Egress Filtering Mode Configuration

Al WLAN Services enforce explicitly defined "Out”™ rules
Authentication All WLAN Services apply "In” filter rules to "Out" direction traffic ®

Eﬂ?felegs Qos » Use WLAN Service setting

Bandwidth Control
Default Role Rule Based Redirection
Filtering Mode
ggnir:ﬁ;’:;: |#| Enable Rule Based Redirection
Topology Group Algorithm
Netflow/ MirrorN

Figure 140: Egress Filtering Mode

3 Select an egress filtering mode:

e All WLAN Services enforce explicitly defined “Out” rules - All WLAN services enforce

outbound filters on egress-traffic exactly as they are defined in the role.

¢ All WLAN Services apply “In” policy rules to “Out” direction traffic - All WLAN services
enforce that outbound policy rules that.are explicitly defined in the role are overridden by a set of
rules created by copying each inbound role rule and swapping the source and destination
address roles in the rule.

¢ Use WLAN Service setting - Each role’s rules are interpreted in'accordance with the Egress
Filtering Mode setting of each WLAN Service-on which the roledis applied. In this mode, it is
possible that a role’s rules can be interpretedin two different ways at the.sametime, if it is used
simultaneously on a WLAN service that has Enforce explicitly defined “Out” rules enabled and
on a WLAN service that has Apply “In” rules to “Out” direction trafficat the same time.

Note
The Use WLAN Service setting is recommended. If you are using Policy Manager,
e configure each WLAN Service’s Egress filtering option directly from Policy Manager.
L J Enabling Egress Filtering on a WLAN Service port in Policy Manager is equivalent to
setting Apply “In” rules to “Out” direction traffic in the WLAN Service’s Advanced
dialog.
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4 Select Rule-based Redirection to enable redirection based on configured policy rules after a packet
is denied. For more information, see Rule-Based Redirection on page 289.
Upgrade considerations for default Rule-based Redirection setting:
e This setting is enabled for the following installation scenarios:
* For new installations of ExtremeWireless v10.11 or later
*  When upgrading from ExtremeWireless v10.11 or later
e For factory resets of ExtremeWireless v10.11 or later
¢ When upgrading from a previous version of ExtremeWireless, this check box is cleared, and Rule-
based Redirection is disabled.
Related Links
Configuring Egress Filterj

hde on page 410

Using the &

Summary

The Sync S nary screen provid overview of the synchronization status of paired controllers.
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Home Logs Reports Controller AP

New... Global
v Synchronize System Configuration
Authentication
DAS - -
Global Settings [ Hide
Wireless QoS gs | ]
Bandwidth Control
Default Role Global Settings | Synchronize Now |
Filtering Mode
Sync Summary
MNAC Integration Sites [ Hide ]
Client Autologin
Topology Group Algorithm
Netflow/ MirrorN Mame Sync Status
REdir'EEﬁDI‘I URL 21 o Unkmnown
Virtual Networks [ Hide ]
M 5 Stat
Sites ame ync Status
Lab42-WPEa | Synchronize Now |
Virtual Networks
WLAN Services
Roles
Classes of Service
Topologies

The screen is divided into five sections: Virtual Networks, WLAN services, Roles; Classes of Service, and

Topologies. Each section lists the name of the corresponding configuration object, its synchronization
mode, and the status of last synchronization attempt.

If Synchronization of an object is not enabled, then there is a button'in the Status field which says
“Synchronize Now”, which performs a single synchronization of the object, pushing the object from
local controller to the peer.

If Synchronization of an object is enabled, then the “Status” field can have the following values:
e Synchronized

e Not Synchronized

e Failed

e Conflict (with a button called “Resolve”)

The Synchronize System Configuration check box acts as a global synchronization flag. When it's
disabled, synchronization is not performed in the background. When it is enabled, only the objects that
have “Sync” enabled are synchronized.
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An object may have a synchronization state of “Conflict” if it was updated on both controllers in the
availability pair while the availability link was down. In such a case, the Resolve button lets you choose
which version of the object should be taken, local or remote. Please note that controllers don't compare
the actual configuration when they declare a conflict — only the fact that the object was updated on
both controllers in the availability pair triggers the “Conflict” state.

Using NAC Integration
NAC Integration provides the ability to forward DHCP traffic from a controller to a configured NAC

server. When a controller is configured to be a topology’s DHCP server, or a relay for a topology, and
this feature is enabled, traffic is forwarded to the NAC server. The NAC Integration Options screen
provides a list of NAC servers that will accept DHCP messages from the controller. A maximum of three
address can be entered and only one address can be entered for each NAC Server. To stop DHCP
forwarding, all configured NAC servers need to be deleted from the list. The screen lists the NAC Server,
NAC Name anddP Address. The screen provides the ability to add a new server or delete an existing

entry.

Logs Reports Controller AP VNS WIPS

MAC Integration Options

~—OHCF Destination Addreszas

Server MNAC Name IP Address
1 nac-1 192 168.0.115

Mew | | Delete Selected...

MAC can accept DHCP messages from the controller's DHCP server and use them to
fingerprint devices. At most 3 addresses can be entered, one per NAC. If no addresses are
entered then the controller will not forward DHCP requests from stations to NAC.

Figure 141: NAC Integration Settings

Adding a New NAC Server Destination

1 From the top menu, click VNS.
2 Inthe left pane, click Global > NAC Integration.
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3 Click New.
The NAC DHCP Receiver Address dialog appears.

NAC DHCP Receiver Address 12|

Mac Server Name (optional):

Address for DHCP Traffic:

| OK | | Cancel |

4 For Nac Server Name, enter.a name for the NAC Server. This is an optional step, but it helps to
identify a specific server.

5 For Address for DHCP Traffic, enter the IPv4 address for DHCP Traffic.

6 Click OK.

Using Client Login

When a client uses a device that provides autologin capabilities, an attempt is made to detect whether
the device needs to authenticate to a'captive portal to gain network access via the controller. If the
device determines that captive portal authentication is required, a login dialog is displayed. After
logging in, access is granted and the browser window closes.

This autologin behavior is incompatible with-deployments that need to direct all wireless users to a
specific web page after the login completes. Using the Client Autologin feature provides configuration
options to control autologin behavior.

Logs Reports Controller AP WNS WIPS

Client Autologin Handling

Many devices such as those made by Apple implement an autologin feature that prompts the user to login
as soon as the device detects the presence of a Captive Portal, These features sometimes cause problems
for users who actually interact with the captive portal.

Options:
Hide the captive portal from Autologin detector
- The default option. Provides the meost control ever the captive portal experience.

# Redirect detection messages to the Captive Portal

- Select this option te allow dient autclegin te detect the captive portal & prempt the user to login, May cause post-
authentication redirection to fail,

Drop detection messages

Figure 142: Global Client Autologin
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Selecting a Client Autologin Option

From the top menu, click VNS.

In the left pane, click Global > Client Autologin.

The Client Autologin Handling screen displays.

Select from one of the following options:

¢ When Autologin is set to Hide the captive portal from Autologin detector, the server is spoofed
and creates the impression that there is no captive portal. This is the default option.

¢ When Autologin is set to Redirect detection messages to the Captive Portal, the client detects
the captive portal and prompts the user to login.

e When Autologin is set.to Drop detection messages, the controller ignores the connection
request and drops the client.

4 Click Save to save the desired option.

Using Topolegy Group Algorithm

Tunneled station traffic is forwarded from the AP to the controller as if the groups were plain topologies.
The controller provides minimum support to use only tunneled topology groups (B@AC, routed). The
controller will'run the Topology Group Algorithm and will not forward the mapping table to the AP.

Go to VNS > Global > Topology Group Algorithm.

Figure 143: Topology Group Algorithm

The following algorithms are available for selecting a member topology from a Topology Group:

MAC-Based: This algorithm always assigns a client to the same topology within the topology group.
Round Robin: The list is considered ordered; start at the top of the list. The next assignment is the
next topology on the list; wrap around at the bottom.

Random Selected: Random number selected from a uniform distribution mod the number of
topologies in the topology group.

Least Used: Assign a topology in the topology group with the least number of stations assigned to it
at the moment of assignment.
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Using Netflow/MirrorN

Use Netflow to forward packet information. Integration with ExtremeAnalytics no longer requires
Netflow/MirrorN. See ExtremeAnalytics Support with Enhanced IPFIX Records on page 419 for more
information.

Logs Reports Controller AP VNS WIPS

Metflow/MirrorN Configuration

Metflow Export-Destination IP Address: |152.163.3.10
Metflow Export Interval: 50 |({30-380 seconds)
Mirror first M: |15 | (1-31 packets/flow)

Traffic Mirror L2 Port: | None v

Figure 144: Netflow/MirrorN

The following configuration items are supported:

¢ Netflow Export-Destination IP Address: Configure the ExtremneAnalytics engine IP to receive
Netflow records.
¢ Netflow Export Interval: Configure the Netflow sending.interval for.same flow. The default value is
60. It will support from 30 to 360 seconds.
» Mirror first N: Configure the MirrorN first N packets. It is a global setting per controller and all
APs (per link). Default setting is 15.

» Traffic Mirror L2 Port:

Configure the mirror port on the controller. The default value is None. The other |2 ports can only
be selected when it is not referred elsewhere (lag, topologies).

ExtremeAnalytics Support with Enhanced IPFIX Records

ExtremeWireless leverages and integrates with ExtremeAnalytics for decoding, detection, collection of
Metadata, and scrutinization of Layer 7 data. The solution functions by first enabling WLAN Services on

the wireless controller to forward packets to the ExtremeAnalytics engine. This feature requires
ExtremeAnalytics 7.0.8 or later.

Depending on your topology, the controller and the AP can inspect the flow, generate the application ID
and round trip time (RTT), and format the IPFIX record. With B@AP, the AP sends the IPFIX record to
the controller via a WASSP tunnel and then the controller exports the record to ExtremeAnalytics. With
B@AC, the controller exports the IPFIX record to ExtremeAnalytics directly.
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The IPFIX packets provide all the standard information found in a Netflow v9 packet with enhanced
IPFIX parameters. The standard packet includes source and destination IP addresses, ports, protocol,
and packet counter information. The enhanced IPFIX records include the application group ID, display
ID, the DNS and TCP round trip times (RTT), and flow metadata (which is part of the URL to help
classify the flow). The enhanced IPFIX records that the controller sends, releases the dedicated MirrorN
port and reduces ExtremeAnalytics CPU resources previously used to identify the application.

IPFIX record templates are supported for IPv4 and IPv6.

Upgrades retain NETFLOW configuration, delivering enhanced records. Netflow with IPFIX reporting is
disabled by default.

Live Signature Update

ExtremeWireless supports Live Signature Update to synchronize standard application signatures with
ExtremeAnalytics: Through the use of Live Signature Update, the ExtremeWireless controller and its
connected APs'receive standard signature updates and custom signatures from ExtremeAnalytics.

Both standard and custom signatures are updated. When configuring applications from
ExtremeAnalytics, you can define a custom application and custom group. When configuring
applications frem ExtremeWireless, you can define a custom application specifying a pre-configured
ExtremeAnalytics group. The following is the' maximum number of custom signatures that can be
supported simultaneously:

e ExtremeAnalytics — 512 signatures
e ExtremeWireless — 64 signatures

ExtremeAnalytics users download the updated signature list to ExtremeWireless through the CLI. Once
downloaded, the signatures are available for.configuration in role filters using L7 Application Rules, and
the new signatures are automatically propagated to all-attached APs.

CLI Command: copy signature (<server> <user> <dir> <file> [ftp
<ftp_password> | scp <scp password>]) | show

For more information about the ExtremeWireless CLI, see the CL/ Guide.

The latest downloaded signature files are saved in permanent storage on both the controller and the AP
and will remain intact after software upgrades and system restarts.

During a configuration import, if ExtremeWireless encounters a filter with a group or application name
that is not recognized, ExtremeWireless converts the group to the predefined Unknown Apps group and
the application name to Undefined. A log file is generated to alert the- administrator. The original group
and application name are lost. A new signature set is applied to the group and the application is re-
defined.

Note
Live Signature Update is supported when using the following software and AP models:
F o o ExtremeWireless v10.41 on-premise with the following AP models: AP3805, AP3825, and
LJ AP39xx models. This feature does not support APs connected to ExtremeCloud.
e ExtremeAnalytics v8.1 or later. It can be ported to v8.0.x branch earlier) with
ExtremeAnalytics and the appropriate licenses.
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Related Links
Deleted Signature Support on page 421

L7 Configuration on page 307
Including Custom Apps on page 313

Configuring Policy Rules on page 298
Allowing for Restricted Sets of Applications and Resources on page 311

Deleted Signature Support

Deleted signature support — If a signature that is used in an L7 Application Rule is deleted by Live
Signature Update, ExtremeWireless does not delete the filter, but displays the ID of the application and
the group instead of the text names, see Figure 145. The display of the ID number indicates that the
signature has beendeleted. You can delete the filter rule or reconfigure the rule with a different
signature. Application filters that employ deleted signatures will not match any network traffic and the
filter is treated as NULL.

If the deleted signature is included again through a signature update, the ExtremeWireless user
interface automatically replaces the'ID numbers with text names.

Figure 145: L7 Application Filter Rule with Deleted Signature

Related Links
Live Signature Update on page 420

Managing Redirection URLs
Configure a list of redirection URLs from the Redirection URL dialog. You.can add and delete a URL.

F 0 Note
L‘J} To display the Redirection URL option, enable Rule-based Redirection under Filtering Mode.

For more information, see Configuring the In/Out Rules for WLAN Services Settings on page 412.

The URL list can contain up to 255 proper URLs, consisting of Fully-Qualified Domain Name (FQDN)
addresses and IPV4 addresses. Duplicate entries are not permitted, and you must ensure that network
traffic is accessible to the required IP addresses. The name of the WLAN Service that these entries are
created for is displayed on the user interface and on the command line interface. SNMP also displays the
URLs when queried through the Policy Profile MIB.
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External Captive Portal URLs are not required, but when they exist, they are automatically added to the
list.

F Note
‘J} You cannot configure Captive Portal Redirection using IPv6 classifiers. While you can http to
—— |Pv6 websites, you cannot apply Captive Portal redirection to http [s] over IPv6 .

For URL specifications, see Adding a Redirection URL on page 422.

Related Links
Configuring the In/Out Rules for WLAN Services Settings on page 412
Adding a Redirection URL on page 422
Deleting a Redirection URIE ompage 423

Adding a RedirectionURL

1 There are two ways to add a redirection URL:

e Adding from the Redirection URL list, go to VNS > Global > Redirection URL and click Add.

e Adding from the VLAN & Class of Service tab, go to VNS > Roles > VLAN & Class of Service.
Beside the Redirection URL field, click New.

The Redirection URL dialog displays.
2 Enter the URL for redirection.

Redirection destinations have the following specifications:
e Only one redirection destination per role.
e The redirection destination is configurable and is comprised of one of the following items:

* The IP address and port of the destination server. In‘this case, the redirection is driven by the
HTTP Get query from the redirected request.

* A complete URL. In this case, the redirection is driven by the HTTP Get query that the
administrator specifies. Using the controller interface, you can augment the Get query with
the following parameters:

Session identifier or token for the station of the redirected traffic
Address & port of the controller that is performing the redirection
Destination URL of the redirection. The default redirectiondestination is 'Own WLAN'.

F Note
I_J The default Redirection destination is 'Own WLAN'.

Related Links
Managing Redirection URLs on page 421

Modifying a Redirection URL
To modify a redirection URL:
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Navigate to VNS > Global > Redirection URL, and click Edit.

F 0 Note
1_—;/ Changes made to an existing redirection URL affect all roles using that redirection URL.

Deleting a Redirection URL

To delete a redirection URL:

1 Navigate to VNS > Global > Redirection URL.

Note
. 0 To display the Redirection URL option, enable Rule-based Redirection under Filtering
Ijj Mode. For more information, see Configuring the In/Out Rules for WLAN Services Settings
on page 412.

2 Select theURL in the list to delete, and click Delete Selected.

F ‘ Note
1_*;} URLs that are in use, cannot be deleted from the list.

Methods for Configuring a VNS

To configure a VNS, you can use-one of the following methods:

¢ Manual configuration — Allows you to create a new VNS by first configuring the topology, role, and
WLAN services and then configuring any.remaining individual VNS tabs that are necessary to

complete the process.

When configuring a VNS, you can navigate between the various VNS tabs and define your
configuration without having to save your changeson each individual tab. After your VNS
configuration is complete, click Save on any VNS tab to save your completed. VNS-configuration.

Note
‘ e If you navigate away from the VNS configuration tabs without'saving your VNS changes,
your VNS configuration changes will be lost.

¢ Wizard configuration — The VNS wizard helps create and configure a new VNS by prompting you
for a minimum amount of configuration information. The VNS is created using minimum parameters.
The remaining parameters are automatically assigned in accordance with best practice standards.

After the VNS wizard completes the VNS creation process, you can then edit or revise any of the
VNS configuration to suit your network needs.

Manually Creating a VNS

Advanced configuration allows administrators to create a new VNS once the topology, role, and WLAN

services required by the VNS parameters are available. The topology, role and WLAN services could be
created in advance or could be created at the time of VNS configuration.
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When you create a new VNS, additional tabs are displayed depending on the selections made in the
Core box of the main VNS configuration tab.

When configuring a VNS, you can navigate between the various VNS tabs and define your configuration
without having to save your changes on each individual tab. After your VNS configuration is complete,
click Save on any VNS tab to save your complete VNS configuration.

r Note
Lg If you navigate away from the VNS Configuration tabs without saving your VNS changes, your
——— VNS configuration changes will be lost.

The following procedure lists the steps necessary to create a VNS in advanced mode. Each step
references a section in this document that describes the full details. Follow the links provided to go
directly to the appropriate sections.

Creating a VNS Manually

To create'a VNS manually:

1 From the top menu, click VNS. The Virtual Network Configuration screen displays.
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2

7

In the left pane, expand the Virtual Networks pane and select an existing VNS to edit, or click New.

Logs Reports Controller AP WNS WIPS

VNS:
General
—Core -
VNS Mame: |Lab4s-WPA
e ~
~— WLAMN Service -
WLAN Service: | Labds-WP4 Wl Edit || New |
o, -
— Default Roles -
Mon-Authenticated: | Default v | Edit | | MNew |
Action: Class of Service:
Authenticated:  =Same as non-authenticated= ¥ | Edit | | New |
Action: Class of Service:
o ~
-~ Status -
Synchronize: (&
Replicated when Synchronize Configuration is enabled
Enable: |«
o ~

Figure 146: VNS Settings

Enter a name for the VNS.
Select an existing WLAN Service for the VNS, or create alnew WLAN Service, or edit an existing one.

For more information, see Configuring a Basic WLAN Service on page 319.

Configure the Default Roles for the VNS. Select existing roles, or create new roles, or edit existing
ones.

For more information, see Configuring a VNS on page 390.

Configure the Status parameters for the VNS:

¢ Synchronize — Enable automatic synchronization with its availability peer. Refer to Using the

Sync Summary on page 414 for information about viewing synchronization status. If this VNS is
part of an availability pair, Extreme Networks recommends that you enable this feature.

e Enabled — Check to enable the VNS.
Click Save to save your changes.

Also, as with creating a new VNS, you can:
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e Configure a topology for the VNS

e Configure arole for the VNS

e Configure WLAN services for the VNS
e Configure additional roles for the VNS

Creating a VNS Using the Wizard

The VNS wizard helps create and configure a new VNS by prompting you for a minimum amount of
configuration information during the sequential configuration process. After the VNS wizard completes
the VNS creation process, you can then continue to configure or revise any of the VNS configuration to
suit your network needs.

When using the VNS wizard to create a new VNS, you can create the following types of VNSs:

¢ NAC SSID-based VNS — NAC gateway-compatible VNS. The controller integrates with an Extreme
Networks NAC Controller to provide authentication, assessment, remediation and access control for
mobile users. For more information, see Creating a NAC VNS Using the VNS Wizard on page 426.

e Voice — Voice-specific VNS that can support various wireless telephones, including optiPoint,
Spectralink, Vocera, and Mobile Connect - Nokia. For more information, see Creating a Voice VNS
Using the NS Wizard on page 428.

e Data — Data-specific VNS, that can be configured to use either SSID or AAA authentication. For
more information, see Creating a Data VNS Using the VNS Wizard on page 436.

e Captive Portal — A VNS that employs a Captive Portal page, which requires mobile users to provide
login credentials when prompted to access network services. In addition, use the VNS wizard to
configure a GuestPortal VNS using the Captive Portal option. For more information, see Creating a
Captive Portal VNS Using the VNS Wizard on page 446.

The VNS type dictates the configuration information that is required during the VNS creation process.

Creating a NAC VNS Using the VNS Wizard

The ExtremeWireless controller integrates with an Extreme Networks NAC controller to provide
authentication, assessment, remediation and access control for mobile users. For more information, see
NAC Integration with the Wireless WLAN on page 24.

Use the VNS wizard to configure a NAC gateway-compatible VNS by.defining the following essential
parameters:

¢ VNS Name — The name that will be assigned to the VNS and SSID.

e |P Address — The IP address of the ExtremeWireless controller's interface on the VLAN.

e Mask — The subnet mask for the IP address to separate the network portion from the host portion of
the address.

e VLAN ID — ID number of the VLAN to which the ExtremeWireless controller is bridged for the VNS.
e Port — Physical L2 port to which the configured VLAN is attached.

e RADIUS server — IP address of the NAC controller.

e Redirection URL — The URL that points to the NAC controller’s web server.

The VNS wizard creates a Bridge Traffic Locally at EWC VNS. This VNS has the crucial attributes — SSID
Network Assignment Type, MAC-based external captive portal authentication and WPA-PSK encryption
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— that makes it compatible with the NAC controller. The remaining VNS parameters are defined
automatically according to best practice standards.

To configure a NAC VNS using the VNS wizard:

1 From the top menu, click VNS.
2 Inthe left pane, click New > START VNS WIZARD.

O/’

3 In the Name box, type a name for the
4 In the Category drop-down list, click
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Table 74: NAC-compatible VNS Page - Fields and Buttons

Field/Button Description

IP Address Type the IP address of the ExtremeWireless Appliance's interface on
the VLAN.

Mask Type the appropriate subnet mask for this IP address to separate the
network portion from the host portion of the address (typically
255.255.255.0).

Interface From the drop-down list, select the physical port that provides the
access to the VLAN.

VLAN ID Type the VLAN tag to which the ExtremeWireless Appliance will be
bridged for the VNS.

NAS From the drop-down list, click the interface/port through which the
NAC gateway will communicate with the ExtremeWireless
Appliance. The IP address in this field will be used as the NAS IP
RADIUS attribute when communicating with the NAC gateway.

NAC Server
Server Alias Type the name or IP address of the NAC server.

Hostname/IP

Type the NAC server’s FQDN (fully qualified domain name) or IP
address.

Shared Secret

Type the password that will be used to validate the connection
between the ExtremeWireless Appliance and the NAC server.

To proofread your shared secret key, click Unmask. The password is
displayed.

Note: You should always proofread your Shared Secret key to avoid
any problems later when the wireless appliance attempts to
communicate with the NAC controller,

NAC web server IP

Type the NAC web server IP address.

5 To save your changes, click Finish.

The VNS wizard creates a SSID-based NAC controller-compatible VNS, and displays the

configuration summary.
6 To close the VNS wizard, click Close.

If applicable, you can continue to configure or edit the new VNS by clicking the individual VNS

configuration tabs.

Creating a Voice VNS Using the VNS Wizard

Use the VNS wizard to create a voice-specific VNS that can support various wireless telephones,
including optiPoint, Spectralink, Vocera, and Mobile Connect - Nokia.

When you use the VNS wizard to create a voice-specific VNS, you optimize the voice VNS to support
one wireless telephone vendor. If the voice VNS needs to be optimized for more than one wireless
phone vendor, use the advanced method to create the voice-specific VNS. For more information, see
Enabling and Disabling a VNS on page 485.

When you create a new voice VNS using the VNS wizard, you configure the VNS in the following stages:
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e Basic settings

e Authentication settings, if applicable
e DHCP settings

e Privacy settings

e Radio assignment settings

e Summary

To configure a Voice VNS using the VNS Wizard:

1 From the top menu, click VNS. The Virtual Network Configuration screen displays.
2 Inthe left pane, expand the New pane, then click START VNS WIZARD.

The VNS Creation Wi

reen displays.

3 In the Name box, type a name for the voice VNS.
4 In the Category drop-down list, click Voice.
5 Click Next. The Basic Settings screen displays.

Creating a Voice VNS Using the VNS Wizard - Basic Settings Sc

The Basic Settings screen displays:
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A

Table 75: Voice VNS Basic Settings Page - Fields and Buttons

Enabled By default, the Enabled check box for the new VNS is enabled. A VNS
must be enab 0 be able to provide service for mobile user
traffic.
Synchronize heck box for the new VNS is disabled.
Name
Category
SSID
Type e new voice VNS
Mode y
¢ Routed is a VNS type wh r traffic is tunneled to the
controller.

¢ Bridge Traffic Locally a Cis a VNS type that has
associated with it a Topo ith a mode of Bridge Traffic
Locally at EWC. User traffic is tunneled to the controller and
is directly bridged at the controller to a specific VLAN. With
this VNS type, mobile users become a natural extension of a
VLAN subnet. For each Bridge Traffic Locally at EWC VNS
that is created, a VLAN needs to be specified. In addition,
the network port on which the VLAN is assigned must be
configured on the switch, and the corresponding controller
interface must match the correct VLAN.

Routed Voice VNS
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Table 75: Voice VNS Basic Settings Page - Fields and Buttons (continued)

Field/Button

Description

Gateway

Type the controller's own IP address of the topology associated with
that VNS. This IP address is also the default gateway for the VNS. The
controller advertises this address to the wireless devices when they
sign on. For routed VNSs, it corresponds to the IP address that is
communicated to mobile users (in the VNS) as the default gateway for
the VNS subnet. (Mobile users target the controller's interface in their
effort to route packets to an external host).

Mask

Type the appropriate subnet mask for this IP address to separate the
network portion from the host portion of the address (typically
255.255.255.0).

Gateway/SVP

If the voice VNS is to support Spectralink wireless phones, type the IP
address of the SpectralLink Voice Protocol (SVP) gateway.

Vocera Server

If the voice VNS is to support Vocera wireless phones, type the IP
address of the Vocera server.

PBX Server

If the voice VNS is to support either WL2 or Mobile Connect - Nokia
wireless phones, type the PBX IP address.

Enable Authentication

If applicable, select this check box to enable authentication for the
new-\voice VNS.

Enable DHCP

By default, this option is selected.

Bridge Traffic Locally- Voice VNS

Interface Click the physical interface that provides the access to the VLAN.

Interface IP Type the |P address of the controller’s interface on the VLAN.

Mask Type the appropriate subnet mask for this IP address to separate the
network portion from the host portion of-the address (typically
255.255.255.0).

VLAN ID Type the VLANtag to which the controller will be bridged for the VNS.

Gateway/SVP If the voice VNS is to support'Spectralink wireless phones, type the IP

address of the Spectralink Voice Protocol (SVP) gateway.

Vocera Server

If the voice VNS is to.support Vocera wireless phones, type the IP
address of the Vocera server.

PBX Server

If the voice VNS is to support either WL2 or Mobile Connect - Nokia
wireless phones, type the PBX/IP address.

Enable Authentication

If applicable, select this check box to.enable authentication for the
new voice VNS.

Enable DHCP

If applicable, select this check box to enable DHCP authentication for
the new voice VNS.

Click Next. The Authentication screen displays.

Creating a VVoice VNS Using the VNS Wizard - Authentication Settings Screen

The Authentication screen displays:
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Table 76: Voice VNS Authorization Page - Fields and Buttons

Radius Server
Server Alias
Hostname/IP
Shared Secret
Mask/Unmask
Roles
[ ]
If applicable, and the MAC- uthentication option is
enabled, select to enable ased authorization on roam.
Radius Server Click the RADIUS server you want to assign to the new data VNS, or
click Add New Server and then do the following
Server Alias Type a name you want to assign to the new RADIUS server.

Click Next. The DHCP screen displays.

Creating a Voice VNS Using the VNS Wizard - DHCP Screen
The DHCP screen displays:
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Table 77: Voice VNS DHCP Page - Fields and Buttons

DHCP Option From the drop-dc

list, click one of the following:

ests to an external DHCP server on

. DHCP relay bypasses the local

s the enterprise to
m its existing

The DHCP server must be red to match the VNS

settings. In particular for ed VNS, the DHCP server

interface IP as the default

et. (Users intending to reach
devices outside of the subnet will forward the packets to
the default gateway (controller) for delivery upstream.)

e Local DHCP Server — If applicable, edit the local DHCP

server settings.

DNS Servers Type the IP Address of the Domain Name Servers to be used.

WINS Type the IP address if the DHCP server uses Windows Internet Naming
Service (WINS).

Click Next. The Privacy screen displays.
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Creating a Voice VNS Using the VNS Wizard - Privacy Screen

The Privacy screen displays:

Creating a Voice VNS Using the VNS Wizard -

The Radio Assignment screen displays:
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Table 78: Voice VNS Radio Assignment Page - Fields and Buttons

os of the AP default settings profile that you want to

Radio 1/ Radio 2 t the radi

AP Selection

Select APs

ocal APs.

0 assign only the foreign APs.
> assign only the foreign APs’ Radio

e foreign APs - all radios —

e foreign APs - radio 1 — Cli
1.

e foreign APs - radio 2 — Click to
2.

assign only the foreign APs’ Radio

WMM (Wi-Fi Multimedia) If enabled on an individual VNS, provides
multimedia enhancements that improve the user experience for audio,
video, and voice applications. WMM is part of the 802.11e standard for
QoS. If enabled, the AP will accept WMM client associations, and will
classify and prioritize the out traffic for all WMM clients. WMM clients
will also classify and prioritize the inbound traffic.

Click Next. The Summary screen displays.
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Creating a Voice VNS Using the VNS Wizard - Summary Screen

The Summary screen displays:

1 Confirm your voice VNS confi on. To revise nfiguration, click Back.

3 If applicable, you can continue to config i S by clicking the individual VNS
configuration tabs.

Creating a Data VNS Using the VNS

Use the VNS wizard to create a data-specific VNS
authentication.

When you create a new data VNS using the VNS wizard, y
e Basic settings

e Authentication settings

e DHCP settings

e Filter settings

e Privacy settings

e Radio assignment settings

e Summary

To configure a data VNS using the VNS wizard:

1 From the top menu, click VNS. The Virtual Network Configuration screen displays.
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2 Inthe left pane, expand the New pane, then click START VNS WIZARD. The VNS Creation Wizard
screen displays.

3 In the Name box, type a name for
4 In the Category drop-down li

Creating a Data VNS Using the VNS Wizar

The Basic Settings screen displays:
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Table 79: Data VNS Basic Settings Page - Fields and Buttons

Field/Button

Description

Enabled

By default, the Enabled check box for the new VNS is enabled. A VNS
must be enabled for it to be able to provide service for mobile user
traffic.

Synchronize

By default, the Synchronize check box for the new VNS is disabled.

Name Identifies the name of the VNS.
Category |dentifies the VNS category.
SSID |dentifies the SSID assigned to the VNS.

Authentication Mode

Click the type of network assignment for the VNS. There are two
options for network assignment, Disabled or 802.1x.

Mode

Click the VNS mode you want to assign:

e Routed is a VNS type where user traffic is tunneled to the
controller.

® Bridge Traffic Locally at EWC is a VNS type where user traffic is
tunneled to the controller and is directly bridged at the controller
to a specific VLAN. With this VNS type, mobile users become a
natural extension of a VLAN subnet. For each Bridge Traffic
Locally at EWC VNS that is created, a VLAN needs to be specified.
In addition, the network port on which the VLAN is assigned must
be configured on the switch, and the corresponding controller

interface must match the correct VLAN.

e Bridge Traffic Locally at AP is a VNS type where user traffic is
directly bridged toa VLAN at the AP network point of access
(switch port).

Routed Data VNS

Gateway

Type the controller's own IP address of the topology associated with
that VNS. This IP address is the default gateway for the VNS. The
controller advertises this addressto the wireless devices when they
sign on. For routed VNSs, it corresponds to the IP-address that is
communicated to mobile users (in the VNS) as the default gateway for
the VNS subnet. (Mobileusers target the controller's interface in their
effort to route packets to an external host).

Mask

Type the appropriate subnet mask for this IP address to separate the
network portion from the host portion of the address (typically
255.255.255.0).

Enable Authentication

This option is enabled by default if the Type is 802.1x.

Enable DHCP By default, this option is enabled for a routed data VNS.
Bridged Traffic Locally @ AP Data VNS
Tagged Select if you want to assign this VNS to a specific VLAN.
VLAN ID Type the VLAN tag to which the controller will be bridged for the data
VNS.
Untagged Select if you want this VNS to be untagged. This option is selected by

default.

Enable Authentication

If applicable, select this check box to enable authentication for the
new data VNS. This option is enabled by default if the Type is 802.1x.
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Table 79: Data VNS Basic Settings Page - Fields and Buttons (continued)

Bridge Traffic Locally at EWC Data VNS

Interface Click the physical port that provides the access to the VLAN.

Interface IP address Type the IP address of the controller’s interface on the VLAN.

Mask Type the appropriate subnet mask for this IP address to separate the
network portion from the host portion of the address (typically
255.255.255.0).

VLAN ID Type the VLAN tag to which the controller will be bridged for the VNS.

Enable Authentication If applicable, select this check box to enable authentication for the

new data VNS. This option is enabled by default if the Type is 802.1x.

Enable DHCP If applicable, select this check box to enable DHCP authentication for

the new data VNS.

Creating a Data zard - Authentication Screen
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Table 80: Data VNS Authentication Page - Fields and Buttons

Radius Server

Click the RADIUS server you want to assign to the new
data VNS, or click Add New Server and then do the
following

Server Alias

Type a name you want to assign to the new RADIUS
server.

Hostname/IP

Type either the RADIUS server’s FQDN (fully qualified
domain name) or IP address.

Shared Secret

Type the password that will be used to validate the
connection between the controller and the RADIUS
server.

Mask/Unmask

Click to display or hide your shared secret key.

Roles

Select the authentication role options for the RADIUS
server:

e MAC-based Authentication — Select to enable the
RADIUS server to perform MAC-based
authentication on the data VNS.

e |f applicable, and the MAC-based authentication
option is enabled, select to enable MAC-based
authorization on roam.

Click Next. The DHCP screen di

Creating a Data VNS Using the S Wizard -

If DHCP was enabled previously, the DH
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Table 81: Data VNS DHCP Page - Fields and Buttons

DHCP Option In the DHCP Option drop-down list, click one of the following:

e Use DHCP Relay — Using DHCP relay forces the controller to
forward DHCP requests to an external DHCP server on the
enterprise network. DHCP relay bypasses the local DHCP server for
the controller and allows the enterprise to manage IP address
allocation to a VNS from its existing infrastructure.

e DHCP Servers — If Use DHCP Relay was selected, type the IP
address of the DHCP server to which DHCP discover and request
messages will be forwarded for clients on this VNS. The controller
does not handle DHCP requests from users, but instead forwards
the requests to the indicated DHCP server.The DHCP server must
be configured to match the VNS settings. In particular for a Routed
VNS, the DHCP server must identify the controller's interface IP as
the default Gateway (router) for the subnet. (Users intending to
reach devices outside of the subnet will forward the packets to the
default gateway (controller) for delivery upstream.)

Local DHCP Server — If applicable, edit the local DHCP server
settings.

DNS Server Typethe IP Address of the Domain Name Servers to be used.

ddress if the DHCP server uses Windows Internet Naming
).

Click Next. The Filtering scree ys.

Creating a Data VNS Using the VNS Wizar

The Filtering screen displays:
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e Exception — Protects s to the controller’s faces, including the VNSs own interface.
VNS exception filters are applied to use i
on the VNS. These filters are applie VNS state assigned filters

2 In the Filter table, select the Allow or eachAfilt ble, and then
select the Enable check box according

3 Click Next. The Prviacy screen displays.

Creating a Data VNS Using the VNS Wizard - Priva

The Privacy screen displays:

ExtremeWireless™ V10.41.06 User Guide / 442



Configuring a VNS

A
Table 82: Data VNS Privacy Page - Fields and Buttons

Static Keys (WEP)
the WEP encryption key index: 1, 2, 3, or 4.
y index is supported only for AP37XX
ey length: 64 bit,
Key box. The key
° ed for encrypting
ox. The WEP Key box is
ding Hex code
Dynamic Keys Select to allow the dynamic k P mechanism to change the key
for each user and each session.
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Table 82: Data VNS Privacy Page - Fields and Buttons (continued)
Field/Button Description

WPA Select to configure Wi-Fi Protected Access (WPA v1and WPA v2), a
security solution that adds authentication to enhanced WEP
encryption and key management.

To enable WPA v1 encryption, select WPA v.1. In the Encryption drop-

down list, select one of the following encryption types:

e Auto — The AP will advertise both TKIP and CCMP (Counter Mode
with Cipher Block Chaining Message Authentication Code
Protocol) for WPAv1. CCMP is an IEEE 802.11i encryption protocol
that uses the encryption cipher AES (Advanced Encryption
Standard).

e TKIP only — The AP will advertise TKIP as an available encryption
protocol for WPAVI. It will not advertise CCMP,

To enable WPA v2 encryption, select WPA v.2. In the Encryption drop-

down list, click one of the following encryption types:

e Auto — The AP advertises both TKIP and CCMP (counter mode
with cipher block chaining message authentication code protocol).
CCMP is an IEEE 802.11i encryption protocol that uses the
encryption cipher AES (Advanced Encryption Standard).

WPA-PSK AES only — The AP advertises CCMP as an available encryption
protocol-ltwill not advertise TKIP.
To enable re-keying after a time interval, select Broadcast re-key
interval, then type the time interval after which the broadcast
encryption key is.changed automatically. The default is 3600.
If this check box is not selected, the Broadcast encryption key is never
changed and the AP will always use the same broadcast key for
Broadcast/Multicast transmissions. This will reduce the level of security
fofr wireless communications.
To enable the group key power save retry, select Group Key Power
Save Retry.
The group key power save retry is.supported only for AP37XX wireless
APs.
In the Pre-shared key box, type the sharedsecret key to be used
between the wireless device and AP. The shared secret key is used to
generate the 256-bit key.
Mask/Unmask — Click to display or hide your shared secret key.

Click Next. The Radio Assignment screen displays.

Creating a Data VNS Using the VNS Wizard - Radio Assignment Screen

The Radio Assignment screen displays:
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Table 83: Data VNS Radio Assignment Page - Fields and Buttons

AP Default Settings
Radio 1/ Radio 2 the radios of the A ettings profile that you want to broadcast the
AP Selection
Select APs
foreign APs - radio 1 — Click to assig e foreign APs’ Radio 1.
e foreign APs - radio 2 — Click to assig the foreign APs’ Radio 2.

WMM (Wi-Fi Multimedia), if enabled on an individual VNS, provides multimedia
enhancements that improve the user experience for audio, video, and voice
applications. WMM is part of the 802.11e standard for QoS. If enabled, the AP will
accept WMM client associations, and will classify and prioritize the outbound
traffic for all WMM clients. WMM clients will also classify and prioritize the
inbound traffic.

Click Next. The Summary screen displays.

Creating a Data VNS Using the VNS Wizard - Summary Screen

The Summary screen displays:
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1 Confirm your data-VNS-configuration. To revise your configuration, click Back.
2 To create your VNS, click Finish, and then click Close.

The data VNS is created and saved.

3 If applicable, you can continue to configure or edit the new VNS by clicking the individual VNS
configuration tabs.

If the controller is configured to be part.of an availability pair, you can chose to synchronize the VNS
on the secondary controller. See Availability and Session Avallability on page:537 for more
information.

Creating a Captive Portal VNS Using the VNS Wizard

Use the VNS wizard to create a Captive Portal VNS. A Captive Portal VNS employs an authentication
method that uses a Web redirection which directs a mobile user's Web session to an authentication
server. Typically, the mobile user must provide their credentials (user ID, password) to be authenticated.
You can create the following types of Captive Portal VNSs:

e Internal Captive Portal — The controller’s own Captive Portal authentication page — configured as
an editable form — is used to request user credentials. The redirection triggers the locally stored
authentication page where the mobile user must provide the appropriate credentials, which then is
checked against what is listed in the configured RADIUS server.

e External Captive Portal — An entity outside of the controller is responsible for handling the mobile
user authentication process, presenting the credentials request forms and performing user
authentication procedures. The external Web server location must be explicitly listed as an allowed
destination in the non-authenticated filter.

e Firewall Friendly External Captive Portal — A Firewall Friendly External Captive Portal VNS
provides wireless connections to any device on the secure side (behind the Firewall). When you
create a new captive portal VNS using the VNS wizard, you configure the VNS in the following
stages:
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e GuestPortal — A GuestPortal VNS provides wireless device users with temporary guest network
services.

e Basic settings

e Authentication settings

*  DHCP settings

e Filter settings

e Privacy settings

e Radio assignment settings

e Summary review

Related Links
Creating an Internal Capti tal VNS on page 447
Creating an External @ F VNS on page 456

1 From the top
2 Inthe left pane, expand

The VNS Creation Wizard scr

3 In the Name box, type a name for the Captive Portal VNS.
4 In the Category drop-down list, click Captive Portal.
5 Click Next. The Basic Settings screen displays.
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Creating an Internal Captive Portal VNS - Basic Settings Screen

The Basic Settings screen displays:

Enabled

Table 84: Captive Portal Basic Settings Page - Fields and Buttons

Name

Category

SSID

Authentication Mode

Mode

fic is tunneled to the controller.
NS type where user traffic is
tly bridged at the controller to a
‘‘‘‘‘‘‘‘ obile users become a natural
extension of a VLAN subnet. For each Bridge Traffic Locally at EWC
VNS that is created, a VLAN needs to be specified. In addition, the
network port on which the VLAN is assigned must be configured on
the switch, and the corresponding controller interface must match the
correct VLAN.

Routed is a VNS type where u
Bridge Traffic Locally at EW!

Routed Internal Captive Portal
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Table 84: Captive Portal Basic Settings Page - Fields and Buttons (continued)

Field/Button

Description

Gateway

Gateway — Type the controller's own IP address in that VNS. This IP
address is the default gateway for the VNS. The controller advertises
this address to the wireless devices when they sign on. For routed
VNSs, it corresponds to the IP address that is communicated to mobile
users (in the VNS) as the default gateway for the VNS subnet. (Mobile
users target the controller's interface in their effort to route packets to
an external host).

Mask

Type the appropriate subnet mask for this IP address to separate the
network portion from the host portion of the address (typically
255.255.255.0).

Message

Type a brief message that will be displayed above the Login button
that greets the mobile device user.

Enable Authentication

By default, this option is selected if the VNS Type is Internal Captive
Portal, which enables authentication for the new Captive Portal VNS.

Enable DHCP By default, this option is selected if the VNS Type is Internal Captive
Portal, which enables DHCP authentication for the new Captive Portal
VNS.
Bridge Traffic Locally- Voice VNS
Interface Click the physical interface that provides the access to the VLAN.

Interface IP address

Type the IP address of the controller’s interface on the VLAN.

Mask Type the appropriate subnet mask for this IP address to separate the
network portion from the host portion of the address (typically
255.255.255.0).

VLAN ID Type the VLAN tag to which the controller will be bridged for the VNS.

Message Type a brief message that will bedisplayed above the Login button

that greets the mobile device user.

Enable Authentication

By default, this option is selected if the VNS Type.is Internal Captive
Portal, which enables authentication for the new Captive Portal VNS.

Enable DHCP

If applicable, select this‘check box to enable DHCP authentication for
the new Captive Portal VNS.

Click Next. The Authentication screen displays.

Creating an Internal Captive Portal VNS - Authentication Screen

The Authentication screen displays:

ExtremeWireless™ V10.41.06 User Guide / 449



Configuring a VNS

Table 85: Captive Portal Authentication Page - Fields and Buttons

Field/Button Description

Radius Server Click the RADIUS server you want to assign to the new Captive Portal
VNS, or click Add New Server and then do the following

Server Alias Type@ nameyou want to assign to the new RADIUS server.

Hostname/IP Type either the RADIUSserver’s FQDN (fully qualified domain name)
or IP address.

Shared Secret Type the password that will be used to validate the connection
between the controller and the RADIUS server.

Mask/Unmask Click to display or hide your shared secret keay.

Roles Select the authentication role options for the RADIUS server:

e Authentication — By default, thisioption is selected if the VNS
Type is Internal Captive Portal, which enables the RADIUS server
to perform authentication on the Captive Portal VNS.

e MAC-based Authentication — Select to enable the RADIUS server
to perform MAC-based authentication on the Captive Portal VNS.
If the MAC-based authentication option is enabled, select to
enable MAC-based authorization on roam, if applicable.

e Accounting — Select to enable the RADIUS server to perform
accounting on the Captive Portal VNS.

Click Next. The DHCP screen displays.

Creating an Internal Captive Portal VNS - DHCP Screen
The DHCP screen displays:
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A
Table 86: Captive Portal DHCP Page - Fields and Buttons

drop-down list, click one of the following:

DHCP Option In the DHCP O

anage IP address

as selected, type the IP

CP discover and request

i . The controller
instead forwards

HCP server must

subnet. (Users intending to

et will forward the packets to the
delivery upstream.)

, edit the local DHCP server

the default Gateway (router)
reach devices outside of t
default gateway (controlle

e Local DHCP Server — If app

settings.
DNS Server Type the IP Address of the Domain Name Servers to be used.
WINS Type the IP address if the DHCP server uses Windows Internet Naming

Service (WINS).

Click Next. The Filtering screen displays.

Creating an Internal Captive Portal VNS - Filtering Screen

The Filtering screen displays:
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1 In the Filter ID drop-down list, click one of the following::

e Default — Controls access.if there is no matching filter ID for a user.

e Exception — Protects access to the controller’s own interfaces, including the VNSs own interface.
VNS exception filters are applied to user traffic intended for the ExtremeWireless Controller's
own interface point on the VNS. These filters are applied after the user's specific VNS state
assigned filters.

¢ Non-Authenticated — Controls network access and also used to direct mobile users to a Captive
Portal web page for login.

2 Inthe Filter table, select the Allow or Deny option buttons for each filter if applicable, and then
select the Enable check box accordingly.

3 Click Next.
The Privacy screen displays.

Creating an Internal Captive Portal VNS - Privacy Screen

The Privacy screen displays:
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Table 87: Captive Portal Privacy Page - Fields and Buttons

Field/Button Description
None Select if you do not want to assign any privacy mechanism.
Static Keys (WEP) Select to configure static keys. Then enter:

WEP Key Index — Click the WEP encryption key index: 1, 2, 3, or 4.
Specifying the WEP key index is supported only for AP37XX wireless
APs.

WEP Key Length — Click the WEP encryption key length: 64 bit, 128
bit, or 152 bit.

Select an Input Method:

Input Hex — type the WEP key input in the WEP Key box. The key is
generated automatically based on the input.

Input String — type the secret WEP key string used for encrypting
and decrypting in the WEP Key String box. The WEP Key box is
automatically filled by the corresponding Hex code.

WPA-PSK Select to use a Pre-Shared Key (PSK), or shared secret for
authentication. WPA-PSK (Wi-Fi Protected Access Pre-Shared key) is
a security solution that adds authentication to enhanced WEP
encryption and key management. WPA-PSK mode does not require an
authentication server. It is suitable for home or small office.
To enable WPA v1 encryption, select WPA v.1. In the Encryption drop-
down list, select one of the following encryption types:

e Auto — The AP will advertise both TKIP and CCMP (Counter Mode
with Cipher Block Chaining Message Authentication Code
Protocol) for WPAv1. CCMP is an IEEE 802.11i encryption protocol
that uses the-encryption cipher AES (Advanced Encryption
Standard).

e TKIPonly — The AP will advertise TKIP as an available encryption
protocol for. WPAVI1. It will not advertise CCMP.

To enable WPA v2 encryption, select WPA v.2. In.the Encryption drop-
down list, click one of the following encryption types:

e Auto— The AP advertises both TKIP and CCMP (counter mode
with cipher block chaining.message authentication code protocol).
CCMP isian IEEE 802.11i encryption protocol that uses the
encryption cipher AES (Advanced Encryption Standard).

e AES only — The AP advertises CCMP as an available encryption
protocol. It will hot advertise TKIP:

To enable re-keying after a time.interval, select Broadcast re-key
interval. If this check box is not selected, the Broadcast encryption key
is never changed and the AP will always use the same broadcast key
for Broadcast/Multicast transmissions. This will reduce the level of
security for wireless communications.

In the Broadcast re-key interval box, type the time interval after
which the broadcast encryption key is changed automatically.

To enable the group key power save retry, select Group Key Power
Save Retry.

The group key power save retry is supported only for AP37XX wireless
APs.In the Pre-shared key box, type the shared secret key to be used
between the wireless device and AP. The shared secret key is used to
generate the 256-bit key.

Mask/Unmask — Click to display or hide your shared secret key.

Click Next. The Radio Assignment screen displays.
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Creating an Internal Captive Portal VNS - Radio Assignment Screen

The Radio Assignment screen displays:

Table 88: Captive Portal Radio Assignment Page - Fields and Buttons
Field/Button Description

AP Default Settings

Radio 1/ Radio 2 Select the radios of the AP default settings profile that you want to broadcast the
Captive Portal VNS.

AP Selection

Select APs Select the group of APs that will broadcast the Captive Portal VNS:
e all radios — Click to assign all of the APs’ radios.
e radio 1— Click to assign only the APs’ Radio 1.
¢ radio 2— Click to assign only the APs’ Radio 2.
e Jlocal APs - all radios — Click to assign.only the local APs.
e Jocal APs - radio 1 — Click to assign only the local APs’ Radio 1.
® Jocal APs - radio 2 — Click to assign only the local APs’ Radio 2.
e foreign APs - all radios — Click to assign only the foreign APs.
e foreign APs - radio 1 — Click to assign only the foreign APs’ Radio 1.
e foreign APs - radio 2 — Click to assign only the foreign APs’ Radio 2.

WMM (Wi-Fi Multimedia) If enabled on an individual VNS, provides multimedia
enhancements that improve the user experience for audio, video, and voice
applications. WMM is part of the 802.11e standard for QoS. If enabled, the AP will
accept WMM client associations, and will classify and prioritize the outbound
traffic for all WMM clients. WMM clients will also classify and prioritize the
inbound traffic.

Click Next. The Summary screen displays.
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Creating an Internal Captive Portal VNS - Summary Screen

The Summary screen displays:

1 Confirm your data VNS co
To create your VNS, click

3 If applicable, you can continue to confi
configuration tabs.

Creating an External Captive Portal VNS

To configure an external Captive Portal VNS using

1 From the top menu, click VNS. The Virtual Networ
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2 Inthe left pane, expand the New pane, then click START VNS WIZARD. The VNS Creation Wizard
screen displays.

3 In the Name box, type a name for
4 In the Category drop-down li Captive Portal.

Creating an External Captive Portal VNS - Ba

The Basic Settings screen displays:
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Enabled

y 2

Table 89: External Captive Portal Basic Settings Page - Fields and Buttons

Synchronize

Name

Category

SSID

|[dentifies the SSID assigned to t

Authentication Mode

Click External Captive Portal

Mode

Click the VNS Mode you want to

Routed is a VNS type where user traffic is tunneled to the
controller.

Bridge Traffic Locally at EWC is a VNS type where user traffic is
tunneled to the controller and is directly bridged at the controller
to a specific VLAN. With this VNS type, mobile users become a
natural extension of a VLAN subnet. For each Bridge Traffic Locally
at EWC VNS that is created, a VLAN needs to be specified. In
addition, the network port on which the VLAN is assigned must be
configured on the switch, and the corresponding controller

interface must match the correct VLAN.

ExtremeWireless™ V10.41.06 User Guide

/ 458



Configuring a VNS

Table 89: External Captive Portal Basic Settings Page - Fields and Buttons

(continued)

Field/Button

Description

Routed External Captive Portal

Gateway

Gateway — Type the controller's own IP address in that VNS. This IP
address is the default gateway for the VNS. The controller advertises
this address to the wireless devices when they sign on. For routed
VNSs, it corresponds to the IP address that is communicated to mobile
users (in the VNS) as the default gateway for the VNS subnet. (Mobile
users target the controller's interface in their effort to route packets to
an external host).

Mask

Type the appropriate subnet mask for this IP address to separate the
network portion from the host portion of the address (typically
255.255.255.0).

EWC Connection

Click the controller IP address. Also type the port of the controller in
the accompanying box.

If there is an authentication server configured for this VNS, the
external Captive Portal page on the external authentication server will
send the reOquest back to the controller to allow the controller to
continue with the RADIUS authentication and filtering.

Redirection URL

Type the URL to which the wireless device user will be directed to after
authentication.

Shared Secret

Type the password that is common to both the controller and the
external Web server if you want to encrypt the information passed
between the controller and the external Web server.

Enable Authentication

By default; this option is selected if the VNS Type is External Captive
Portal, which enables authentication for the new Captive Portal VNS.

Enable DHCP

By default, this optionds selected if the VNS Type is External Captive
Portal, which enables DHCP services for the new Captive Portal VNS.

EWC External Captive Portal VNS

Interface

Click the physical interface that provides the access to the VLAN.

Interface IP address

Type the IP address of the controller’s interface on the VLAN.

Mask Type the appropriate subnet mask for this IP address to separate the
network portion from the host portion of the address (typically
255.255.255.0).

VLAN ID Type the VLAN tag to which the controller will be bridged for the VNS.

EWC Connection

Click the controller IP address. Also type the port of the controller in
the accompanying box.

If there is an authentication server configured for this VNS, the
external Captive Portal page on the external authentication server will
send the request back to the controller to allow the controller to
continue with the RADIUS authentication and filtering.

Redirection URL

Type the URL to which the wireless device user will be directed to after
authentication.

Shared Secret

Type the password that is common to both the controller and the
external Web server if you want to encrypt the information passed
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Table 89: External Captive Portal Basic Settings Page - Fields and Buttons

(continued)
Enable Authentication By default, this option is selected if the VNS Type is External Captive
Portal, which enables authentication for the new Captive Portal VNS.
Enable DHCP If applicable, select this check box to enable DHCP authentication for
the new Captive Portal VNS.

Click Next. The Authentication screen displays.

Creating an External Captive P VNS - Authentication Screen

Table 90: External Captive Portal Authentication Page - Fields and Buttons

Radius Server Click the RADIUS server you want to assign to the new Captive Portal
VNS, or click Add New Server and then do the following

Server Alias Type a name you want to assign to the new RADIUS server.

Hostname/IP Type either the RADIUS server’s FQDN (fully qualified domain name)

or IP address.

Shared Secret Type the password that will be used to validate the connection
between the controller and the RADIUS server.
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Table 90: External Captive Portal Authentication Page - Fields and Buttons

(continued)
Mask/Unmask Click to display or hide your shared secret key.
Roles Select the authentication role options for the RADIUS server:

e Authentication — By default, this option is selected if the VNS
Type is External Captive Portal, which enables the RADIUS server
to perform authentication on the Captive Portal VNS.

e MAC-based Authentication — Select to enable the RADIUS server
to perform MAC-based authentication on the Captive Portal VNS.
If the MAC-based authentication option is enabled, select to
enable MAC-based authorization on roam, if applicable.

e Accounting — Select to enable the RADIUS server to perform

accounting on the Captive Portal VNS.

Click Next. HCP screen displays

Creating an E al Captive Portal VNS CP Screen

The DHCP s

ExtremeWireless™ V10.41.06 User Guide / 461



Configuring a VNS

Table 91: External Captive Portal DHCP Page - Fields and Buttons

DHCP Option In the DHCP Option drop-down list, click one of the following:
e Use DHCP Relay — Using DHCP relay forces the controller to

forward DHCP requests to an external DHCP server on the
enterprise network. DHCP relay bypasses the local DHCP server for
the controller and allows the enterprise to manage IP address

allocation to a VNS from its existing infrastructure.

e DHCP Servers — If Use DHCP Relay was selected, type the IP
address of the DHCP server to which DHCP discover and request
messages will be forwarded for clients on this VNS. The controller
does not handle DHCP requests from users, but instead forwards
the requests to the indicated DHCP server.The DHCP server must
be configured to match the VNS settings. In particular for a Routed
VNS, the DHCP server must identify the controller's interface IP as
the default Gateway (router) for the subnet. (Users intending to
reach devices outside of the subnet will forward the packets to the
default gateway (controller) for delivery upstream.)

Local DHCP Server — If applicable, edit the local DHCP server
settings.

DNS Server Typethe IP Address of the Domain Name Servers to be used.

ddress if the DHCP server uses Windows Internet Naming
).

Click Next. The Filtering scree ys.

Creating an External Captive Portal VNS - Filteri

The Filtering screen displays:
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1 In the Filter ID drop-down list, click one of the following:

e Default — Controls access if there is no matching filter ID for a user.

e Exception — Protects access to the controller’s own interfaces, including the VNSs own interface.
VNS exception filters are applied to user traffic intended for the controller's own interface point
on the VNS. These filters are applied after the user's specific VNS state assigned filters.

¢ Non-Authenticated — Controls network access and also used to direct mobile users to a Captive
Portal Web page for login.

2 Inthe Filter table, select the Allow or Deny option buttons for each filter if applicable, and then
select the Enable check box accordingly.

3 Click Next. The Privacy screen displays.

Creating an External Captive Portal VNS - Privacy Screen

The Privacy screen.displays:
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Table 92: External Captive Portal Privacy Page - Fields and Buttons

Field/Button

Description

None

Select if you do not want to assign any privacy mechanism.

Static Keys (WEP)

Select to configure static keys. Then enter:
e  WEP Key Index — Click the WEP encryption key index: 1, 2, 3, or 4.

Specifying the WEP key index is supported only for AP37XX
wireless APs.

e  WEP Key Length — Click the WEP encryption key length: 64 bit,
128 bit, or 152 bit.

Select an Input Method:

e |nput Hex — type the WEP key input in the WEP Key box. The key
is generated automatically based on the input.

e |nput String — type the secret WEP key string used for encrypting
and decrypting in the WEP Key String box. The WEP Key box is
automatically filled by the corresponding Hex code.

WPA-PSK

Select to use a Pre-Shared Key (PSK), or shared secret for
authentication. WPA-PSK (Wi-Fi Protected Access Pre-Shared key) is
a security solution that adds authentication to enhanced WEP
encryption and key management. WPA-PSK mode does not require an
authentication server. It is suitable for home or small office.

To enable WPA v1 encryption, select WPA v.1. In the Encryption drop-

down list, select one of the following encryption types:

e Auto — The AP will advertise both TKIP and CCMP (Counter Mode
with Cipher Block Chaining Message Authentication Code
Protocol) for WPAv1. CCMP is an IEEE 802.11i encryption protocol
that uses the encryption cipher AES (Advanced Encryption
Standard).

e TKIP only — The AP will advertise TKIP as an available encryption
protocol for WPAVI. It will not advertise CCMP.

To enable WPA v2 encryption, select WPA.v.2. In the Encryption drop-
down list, click one of the follewing encryption types:

e Auto — The AP advertises both TKIP and CCMP (counter mode
with cipherblock chaining message authentication code protocol).
CCMP is an IEEE802.11i encryptionprotocol that uses the
encryption cipher AES (Advanced Encryption Standard).

e AES only — The AP advertises CCMP as an available encryption
protocol. It will not advertise TKIP.

To enable re-keying after a time interval, select Broadcast re-key
interval. If this check box is not selected, the Broadcast encryption key
is never changed and the AP will always use the same broadcast key
for Broadcast/Multicast transmissions. This will reduce the level of
security for wireless communications.

In the Broadcast re-key interval box, type the time interval after
which the broadcast encryption key is changed automatically.

To enable the group key power save retry, select Group Key Power
Save Retry.

The group key power save retry is supported only for AP37XX Wireless
APs.
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Table 92: External Captive Portal Privacy Page - Fields and Buttons (continued)

In the Pre-shared key box, type the shared secret key to be used
between the wireless device and AP. The shared secret key is used to
generate the 256-bit key.

Mask/Unmask — Click to display or hide your shared secret key.

Click Next. The Radio Assignment screen displays.

Creating an External Captive Portal VNS - Radio Assignment Screen

The Radio Assignment sc

of

Table 93: External Captive Portal Radio Assignment Page - Fields and Buttons

AP Default Settings

Radio 1/ Radio 2 Select the radios of the AP default setti
the Captive Portal VNS.

file that you want to broadcast

AP Selection
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Table 93: External Captive Portal Radio Assignment Page - Fields and Buttons
(continued)

Field/Button Description

Select APs Select the group of APs that will broadcast the Captive Portal VNS:
e all radios — Click to assign all of the APs’ radios.
e radio1— Click to assign only the APs’ Radio 1.
e radio 2— Click to assign only the APs’ Radio 2.
e Jocal APs - all radios — Click to assign only the local APs.
® Jocal APs - radio 1 — Click to assign only the local APs’ Radio 1.
e Jocal APs - radio 2 — Click to assign only the local APs’ Radio 2.
e foreign APs - all radios — Click to assign only the foreign APs.
e foreign APs - radio 1 — Click to assign only the foreign APs’ Radio 1.
e foreign APs - radio 2 — Click to assign only the foreign APs’ Radio 2.

WMM (Wi-Fi Multimedia), if enabled on an individual VNS, provides multimedia
enhancements that improve the user experience for audio, video, and voice
applications. WMM is part of the 802.11e standard for QoS. If enabled, the AP
will accept WMM client associations, and will classify and prioritize the
outbound traffic for all WMM clients. WMM clients will also classify and
prioritize the inbound traffic.

Click Next. The Surnmary screen displays.

Creating an External Captive Portal VNS - Summary Screen

The Summary screen displays:

1 Confirm your data VNS configuration. To revise your configuration, click Back.
2 To create your VNS, click Finish, and then click Close.
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3 If applicable, you can continue to configure or edit the new VNS by clicking the individual VNS
configuration tabs.

Creating a Firewall Friendly External Captive Portal VINS

To configure a Firewall Friendly External Captive Portal VNS using the VNS wizard:

1 From the top menu, click VNS. The Virtual Network Configuration screen displays.
2 Inthe left pane, click New, then click START VNS WIZARD.

The VNS Creation Wizard displays.

3 Inthe Name box, type a name for the Firewall Friendly Captive Portal VNS,
4 In the Category drop-down list, click Captive Portal.
5 Click Next. The Basic Settings screen displays.

If applicable, you can continue to configure or edit the new VNS by clicking the individual VNS
configuration tabs.

Creating a Firewall Friendly External Captive Portal VNS - Basic Settings Screen

The Basic Settings screen displays:
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& v

Table 94: Firewall Friendly External Captive Portal Basic Settings Page - Fields and
Buttons

Enabled

Sis enabled. A VNS
> for mobile user

Name

Category

SSID

Authentication Mode

Click External Captive

Mode

Click the VNS Mode you want

e Routed is a VNS type whe
controller.

e Bridge Traffic Locally at EWC is a VNS type where user traffic is
tunneled to the controller and is directly bridged at the controller
to a specific VLAN. With this VNS type, mobile users become a
natural extension of a VLAN subnet. For each Bridge Traffic Locally
at EWC VNS that is created, a VLAN needs to be specified. In
addition, the network port on which the VLAN is assigned must be
configured on the switch, and the corresponding controller
interface must match the correct VLAN.

r traffic is tunneled to the
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Table 94: Firewall Friendly External Captive Portal Basic Settings Page - Fields and

Buttons (continued)

Field/Button

Description

Gateway

Gateway — Type the controller's own IP address in that VNS. This IP
address is the default gateway for the VNS. The controller advertises
this address to the wireless devices when they sign on. For routed
VNSs, it corresponds to the IP address that is communicated to mobile
users (in the VNS) as the default gateway for the VNS subnet. (Mobile
users target the controller's interface in their effort to route packets to
an external host).

Mask

Type the appropriate subnet mask for this IP address to separate the
network portion from the host portion of the address (typically
255.255.255.0).

Redirection URL

Type the URL to which the wireless device user will be directed to after
authentication.

Shared Secret

Type the password that is common to both the controller and the
external Web server if you want to encrypt the information passed
between the controller and the external Web server.

Enable Authentication

By default, this option is selected if the VNS Type is External Captive
Portal, which enables authentication for the new Captive Portal VNS.

Enable DHCP By default; this option is selected if the VNS Type is External Captive
Portal, which enables DHCP services for the new Captive Portal VNS.
Interface Click the physical interface that provides the access to the VLAN.

Interface IP address

Type the IP address of the controller’s interface on the VLAN.

Mask Type-the appropriate subnet mask for this IP address to separate the
network portion from the host portion of the address (typically
255.255.255.0).

VLAN ID Type the VLAN tag to which the controller will be bridged for the VNS.

EWC Connection

Click the controller IP address. Also type the port of.the controller in
the accompanying box.

If there is an‘authentication server configured for this VNS, the
external Captive Portalpage on the external authentication server will
send the request back to the controllerto allow the controller to
continue with the RADIUS authentication and filtering.

Redirection URL

Type the URL to which the wireless device user will be directed to after
authentication.

Shared Secret

Type the password that is common to both the controller and the
external Web server if you want to encrypt the information passed
between the controller and the external Web server.

Enable Authentication

By default, this option is selected if the VNS Type is External Captive
Portal, which enables authentication for the new Captive Portal VNS.

Enable DHCP

If applicable, select this check box to enable DHCP authentication for
the new Captive Portal VNS.

Click Next. The Authentication screen displays.
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Creating a Firewall Friendly External Captive Portal VNS - Authentication Screen

The VNS wizard displays the appropriate configuration screens, depending on your selection of the
Enable Authentication and Enable DHCP check boxes.

Table 95: Firewall Friendly External Captive Portal Authentication Page - Fields and

Buttons

Field/Button Description

Radius Server Click the RADIUS server you want to assign to the new Captive Portal
VNS, or click-Add New Server and then do the following

Server Alias Type a name you want to assign to the new RADIUS server.

Hostname/IP Type either the RADIUS server’s FQDN (fully qualified domain name)
or IP address.

Shared Secret Type the password that will be used to validate the connection
between the controller and the RADIUS server.

Mask/Unmask Click to display or hide your shared secret key.

Roles Select the authentication role options for the RADIUS server:

e Authentication — By default, this option is selected if the VNS
Type is External Captive Portal, which enables the RADIUS server
to perform authentication on the Captive Portal VNS.

e MAC-based Authentication — Select to enable the RADIUS server
to perform MAC-based authentication on the Captive Portal VNS.
If the MAC-based authentication option is enabled, select to
enable MAC-based authorization on roam, if applicable.

e Accounting — Select to enable the RADIUS server to perform
accounting on the Captive Portal VNS.

Click Next. The DHCP screen displays.
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Creating a Firewall Friendly External Captive Portal VNS - DHCP Screen

The DHCP screen displays:

Table 96: External Captive Portal DHCP Page - Fields and Buttons

Field/Button Description

DHCP Option In the DHCP Option drop-down list, click'one of the following:

Use DHCP Relay — Using DHCP relay forces the controller to
forward DHCP requests to an.external. DHCP server on the
enterprise network. DHCP relay bypasses the local DHCP server for
the controller and allowsthe enterprise to manage IP address
allocationto a VNS from its existing infrastructure.

DHCP Servers — If Use DHCP Relay was selected, type the IP
address of the DHCP server to which DHCP discover and request
messages will be forwarded for clients on this VNS. The controller
does not handle DHCP requests from users, but instead forwards
the requests to the indicated DHCP server.The DHCP server must
be configured to match the VNS settings. In particular for a Routed
VNS, the DHCP server must identify the controller's interface IP as
the default Gateway (router) for the subnet. (Users intending to
reach devices outside of the subnet will forward the packets to the
default gateway (controller) for delivery upstream.)

Local DHCP Server — If applicable, edit the local DHCP server
settings.

DNS Server Type the IP Address of the Domain Name Servers to be used.

WINS Type the IP address if the DHCP server uses Windows Internet Naming
Service (WINS).

Click Next. The Filtering screen displays.
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Creating a Firewall Friendly External Captive Portal VNS - Filtering Screen

The Filtering screen displays:

1 In the Filter ID drop-down list, click one of the following:

e Default — Controls access if there'is no matching filter ID for a user.

e Exception — Protects access to the controller’scown interfaces, including the VNSs own interface.
VNS exception filters are applied to user traffic intended for the controller's owninterface point
on the VNS. These filters are applied after the user's specific VNS state assigned filters.

¢ Non-Authenticated — Controls network access and also used to direct‘mobile users to a Captive
Portal Web page for login.

2 Inthe Filter table, select the Allow or Deny option buttons for eachfilter if applicable, and then
select the Enable check box accordingly.

3 Click Next. The Privacy screen displays.

Creating a Firewall Friendly External Captive Portal VNS - Privacy Screen

The Privacy screen displays:
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Table 97: External Captive Portal Privacy Page - Fields and Buttons

Field/Button

Description

None

Select if you do not want to assign any privacy mechanism.

Static Keys (WEP)

Select to configure static keys. Then enter:
e  WEP Key Index — Click the WEP encryption key index: 1, 2, 3, or 4.

Specifying the WEP key index is supported only for AP37XX
wireless APs.

e  WEP Key Length — Click the WEP encryption key length: 64 bit,
128 bit, or 152 bit.

Select an Input Method:

e |nput Hex — type the WEP key input in the WEP Key box. The key
is generated automatically based on the input.

e |nput String — type the secret WEP key string used for encrypting
and decrypting in the WEP Key String box. The WEP Key box is
automatically filled by the corresponding Hex code.

WPA-PSK

Select to use a Pre-Shared Key (PSK), or shared secret for
authentication. WPA-PSK (Wi-Fi Protected Access Pre-Shared key) is
a security solution that adds authentication to enhanced WEP
encryption and key management. WPA-PSK mode does not require an
authentication server. It is suitable for home or small office.

To enable WPA v1 encryption, select WPA v.1. In the Encryption drop-

down list, select one of the following encryption types:

e Auto — The AP will advertise both TKIP and CCMP (Counter Mode
with Cipher Block Chaining Message Authentication Code
Protocol) for WPAv1. CCMP is an IEEE 802.11i encryption protocol
that uses the encryption cipher AES (Advanced Encryption
Standard).

e TKIP only — The AP will advertise TKIP as an available encryption
protocol for WPAVI. It will not advertise CCMP.

To enable WPA v2 encryption, select WPA.v.2. In the Encryption drop-
down list, click one of the following encryption types:

e Auto — The AP advertises both TKIP and CCMP (counter mode
with cipherblock chaining message authentication code protocol).
CCMP is an IEEE802.11i encryptionprotocol that uses the
encryption cipher AES (Advanced Encryption Standard).

e AESonly — The AP advertises CCMP as an available encryption
protocol. It will not advertise TKIP.

To enable re-keying after a time interval, select Broadcast re-key
interval. If this check box is not selected, the Broadcast encryption key
is never changed and the AP will always use the same broadcast key
for Broadcast/Multicast transmissions. This will reduce the level of
security for wireless communications.

In the Broadcast re-key interval box, type the time interval after
which the broadcast encryption key is changed automatically.

To enable the group key power save retry, select Group Key Power
Save Retry.

The group key power save retry is supported only for AP37XX wireless
APs. In the Pre-shared key box, type the shared secret key to be used
between the wireless device and AP. The shared secret key is used to
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Table 97: External Captive Portal Privacy Page - Fields and Buttons (continued)

Mask/Unmask — Click to display or hide your shared secret key.

Click Next. The Radio Assignment screen displays.

Creating a Firewall Friendly External Captive Portal VNS - Radio Assignment Screen

The Radio Assignment screen displays:

w4 A V. a

Table 98: External Captive Portal Radio Assignment Page - Fields and Buttons

AP Default Settings

Radio 1/ Radio 2 Select the radios of the AP default setti
the Captive Portal VNS.

rofile that you want to broadcast

AP Selection
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Table 98: External Captive Portal Radio Assignment Page - Fields and Buttons

(continued)

Field/Button Description

Select APs Select the group of APs that will broadcast the Captive Portal VNS:

all radios — Click to assign all of the APs’ radios.

radio 1 — Click to assign only the APs’ Radio 1.

radio 2— Click to assign only the APs’ Radio 2.

local APs - all radios — Click to assign only the local APs.

local APs - radio 1 — Click to assign only the local APs’ Radio 1.

local APs - radio 2 — Click to assign only the local APs’ Radio 2.
foreign APs - all radios — Click to assign only the foreign APs.
foreign APs - radio 1 — Click to assign only the foreign APs’ Radio 1.
foreign APs - radio 2 — Click to assign only the foreign APs’ Radio 2.

will

WMM (Wi-Fi Multimedia), if enabled on an individual VNS, provides multimedia
enhancements that improve the user experience for audio, video, and voice
applications. WMM is part of the 802.11e standard for QoS. If enabled, the AP

accept WMM client associations, and will classify and prioritize the

outbound traffic for all WMM clients. WMM clients will also classify and
prioritize the inbound traffic.

Click Next. The Surnmary screen displays.

Creating a Firewall Friendly External Captive Portal VNS - Summary Screen

The Summary screen displays:

1 Confirm your data VNS configuration. To revise your configuration, click Back.

2 To create your VNS, click Finish,
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Creating a GuestPortal VNS

A GuestPortal provides wireless device users with temporary guest network services. A GuestPortal is
serviced by a GuestPortal-dedicated VNS. A controller is allowed only one GuestPortal-dedicated VNS
at a time. GuestPortal user accounts are administered by a GuestPortal manager. A GuestPortal
manager is a login group — GuestPortal managers must have their accounts created for them on the
controller. For more information, see Working with GuestPortal Administration on page 690

The GuestPortal VNS is a Captive Portal authentication-based VNS that uses a database on the
controller for managing user accounts. The database is administered through a simple, user-friendly
graphic user interface that can be used by non-technical staff.

The GuestPortal VNS canbe a Routed or a Bridge Traffic Locally at the EWC VNS, with SSID-based
network assignment. The GuestPortal VNS is a simplified VNS. It does not support the following:

e RADIUS authentication or accounting

e MAC-based authorization

e Child VNS support

The GuestPortal VNS can be created as a new VNS or can be configured from an already existing VNS.
When you create a new VNS using the VNS wizard, you configure the VNS in the following stages:

* Basic settings

* DHCP settings

e Filter settings

e Privacy settings

e Radio assignment settings

e Summary

Use the following high-level description to set up a GuestPortal on your.system:

1 Create a GuestPortal VNS.

The GuestPortal VNS can be created as a new VNS or can be configured from an already existing
VNS.

2 Configure the GuestPortal ticket.

A GuestPortal account ticket is a print-ready form that displays the guest account information,
system requirements, and instructions on how to log on to the guest account. For more information,
see Working with the Guest Portal Ticket Page on page 700.

3 Configure availability, if applicable.

Availability maintains service availability in the event of a controller outage. For more information,
see Availability and Session Availability on page 537.

4 Create GuestPortal manager and user accounts.
For more information, see Working with GuestPortal Administration on page 690.
5 Manage your guest accounts and GuestPortal logs.
For more information, see the Extreme Networks ExtremeWireless Maintenance Guide.

Creating a GuestPortal VNS from an Existing VNS

The GuestPortal VNS can be created as a new VNS or can be configured from an already existing VNS.
A controller is allowed only one GuestPortal-dedicated VNS at a time.
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To create a GuestPortal VNS from an already sxisting VNS:

1 From the top menu, click VNS. The Virtual Network Configuration screen displays.

2 Inthe left pane, select and expand the Virtual Networks pane.

Click on the VNS you want to configure as a GuestPortal VNS. The VNS configuration window Core
tab is displayed.

Select a preconfigured WLAN Service and click Edit, or press New to create a new WLAN Service.
In the Edit WLAN Service window, click the Auth & Acct tab

In the Authentication Mode drop-down list, click GuestPortal.

To save your changes, click Save.

W

~N O Ul A~

Creating a New GuestPortal VNS Using the VNS Wizard
To create a new GuestPortal VNS using the VNS Wizard:

1 From the top'menu, click VNS. The Virtual Network Configuration screen displays.
2 Inthe left'pane, expand the New pane, and then click START VNS WIZARD.

The VNS Creation Wizard displays.

3 In the Name box, type a name for the GuestPortal VNS.
4 In the Category drop-down list, click Captive Portal.
5 Click Next. The Basic Settings screen displays.

Creating a New GuestPortal VNS Using the VNS Wizard - Basic Settings Screen

The Basic Settings screen displays:
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A
Table 99: Guest Portal Basic Settings Page - Fields and Buttons

Enabled By default, the

ed check box for the new VNS is enabled. A VNS
be able to provide service for mobile user

must be enable
traffic.

Synchronize

Name

Category
SSID

Authentication Mode

Mode

e Routedisa VNS
controller.

e Bridge Traffic Locally at
tunneled to the controller

cis tunneled to the

a VNS type where user traffic is
directly bridged at the controller

....... type, mobile users become a
natural extension of a VLAN subnet. For each Bridge Traffic Locally
at EWC VNS that is created, a VLAN needs to be specified. In
addition, the network port on which the VLAN is assigned must be
configured on the switch, and the corresponding controller
interface must match the correct VLAN.

Routed
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Table 99: Guest Portal Basic Settings Page - Fields and Buttons (continued)

Gateway Gateway — Type the controller's own IP address in that VNS. This IP
address is the default gateway for the VNS. The controller advertises
this address to the wireless devices when they sign on. For routed
VNSs, it corresponds to the IP address that is communicated to mobile
users (in the VNS) as the default gateway for the VNS subnet. (Mobile
users target the controller's interface in their effort to route packets to
an external host).

Mask Type the appropriate subnet mask for this IP address to separate the
network portion from the host portion of the address (typically
255.255.255.0).

Bridge Traffic Locally a

Interface Click the physical interface that provides the access to the VLAN.

ype the IP address of the controller’s interface on the VLAN.

Mask pe the appropriate subnet mask for this IP address to separate the
etwork portion from the host portion of the address (typically

55.255.255.0).

VLAN ID e VLAN to which the controller will be bridged for the VNS.
ect either Untagged or Tagged.
Enable DHCP lect this check box to enable DHCP.

Click Next. The DHCP screen di
Creating a New GuestPortal VNS Usi

e VNS Wizard - DHCP S

The DHCP screen displays:
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Table 100: Guest Portal DHCP Page - Fields and Buttons

DHCP Option In the DHCP Option drop-down list, click one of the following:

Use DHCP Relay — Using DHCP relay forces the controller to forward
DHCP requests to an external DHCP server on the enterprise network.
DHCP relay bypasses the local DHCP server for the controller and
allows the enterprise to manage IP address allocation to a VNS from
its existing infrastructure.

DHCP Servers — If Use DHCP Relay was selected, type the IP address
of the DHCP server to which DHCP discover and request messages will
be forwarded for clients on this VNS. The controller does not handle
DHCP requests from users, but instead forwards the requests to the
indicated DHCP server.The DHCP server must be configured to match
the VNS settings. In particular for a Routed VNS, the DHCP server
must identify the controller's interface IP as the default Gateway
(router) for the subnet. (Users intending to reach devices outside of
he subnet will forward the packets to the default gateway (controller)
r delivery upstream.)

cal DHCP Server — If applicable, edit the local DHCP server settings.

ype the IP Address of the Domain Name Servers to be used.

Click Next. The Filtering screen disp
Creating a New GuestPortal VNS Usin

The Filtering screen displays:
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