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1.0 Summary of Tests

Moded: 802.11b VPN Accesspoint Model No.: APL11-027

FCC ID: QWU-027

TEST REFERENCE RESULTS
Max. Output power 15.247(b) pass
6 dB Bandwidth 15.247(a)(2) pass
Max. Power Density 15.247(d) pass
Out of Band Antenna Conducted Emission 15.247(c) pass
Out of Band Radiated Emission 15.247(c) pass
Radiated Emission in Restricted Bands 15.35(b)(c) pass

. EMT Test report
AC Conducted Emission 15.207 M30304A 1
Radiated Emisson from Digitd Part 15.109 N/A
Radiated Emission from Receaiver L.O. 15.109 N/A
Antenna Requirement 15.203 Provided by applicant
Test Enginesr: Date:
EMC Site Manager: Date:
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2.0 General Description

2.1. Product Description
A production version of the sample was received on Mar.08, 2003 in good condition.

The wirdess LAN APL11-027 is accomplished by an 802.11b compliant Mini PCI radio card
(Actiontec Model 802MIP FCC ID: LNQ-802MIP that is on file a the FCC) mounted on the main
card. Inherent in the mini PCI are buffered data 1O.

Power to the Mini PCI connector is 3.3 VDC that is regulated from the 5 VDC from the externd
power supply (110VAC/ 5vVDC). The antenna is Dipole antenna, and the antenna connector type
is TNC m with a screw thread, this makes the antenna connector unique, no standard TNC
connector will fit this coupling. (Antenna requirement 15.203)

Under norma use condition, the user has to keep a least 20cm separation distance between
radiator and the body of the user. The other ingtruction, please have alook at the users manudl.

DSSS Information
Thisdeviceis Direct Sequence Spread Spectrum.

For dl tests the transceiver was set to continuous wave (CW) mode.

Overview of EUT

Applicant Sonicwadll, Inc.

Trade Name & Model No. Frewdl/Wirdess LAN, Modd: APL11-027
FCC Identifier FCC ID: QWU-027

Use of Product Wirdess LAN

Manufacturer & Mode of Spread Spectrum Soniowall, Inc.

Module

Type of Transmission

X Direct Sequence spreed spectrum (DSSS),
[ ] Frequency hopping spreed spectrum (FHSS)

Rated RF Output (W) 0.2248
[] 902 MHz -- 928 MHz
Frequency Range (MH2) X 2400 MHz — 2483.5 MHz
[] 5725 MHz -- 5850 MHz
Operating Frequencies (MHz) 2412, 2437, 2462
Number of Channel(s) 11
Antenna(s) & Gain, dBi max. 5.0
Antenna Requirement The EUT uses an externd antenna.
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2.2. Related Submittal(s) Grants

None.

Regi strati onnunber : UOM20303-4887-E- 16

ELECTRONI C TECHNOLOGY SYSTEMS DR GENZ GVBH
STORKOWER STR.38c, D-15526 REICHENWALDE B. BERLIN

page4




ELECTRONI C TECHNOLOGY SYSTEMS DR GENZ GVBH 1r

2.3. Test Methodology

RADIATION INTERFERENCE The test procedure used was ANSI STANDARD C63.4-2000
usng a spectrum adyzer. The bandwidth of the spectrum anayzer was 100 kHz with an
appropriate sweep speed. The andyzer was cdibrated in dB above a microvolt at the output of the
antenna. The resolution bandwidth was the 100 kHz and the video bandwidth was 300 kHz
Measurements above 1 GHz the resolution bandwidth were 1IMHz and the video bandwidth was
3MHz. The ambient temperature of the EUT was 23°C with a humidity of 40 %.

FORMULA OF CONVERSION FACTORS: The Field Strength at 3m was established by adding
the meter reading of the gpectrum andyzer (which is set to read in units of dBuV) to the antema
correction factor supplied by the antenna manufacturer. The antenna correction factors are stated
interms of dB.

Example:
Freg(MHz) METER READING + ACF + CABLE LOSS (to the receiver) = FS
20 dBuV + 10.36 dB + 6 dB = 36.36 dBuV/m @3m

ANS|I STANDARD C63.4-2000 10.1.7 MEASUREMENT PROCEDURES: The EUT was placed
on a table 80 cm high and with dimensons of 1m by 1.5m (non metdlic table). The EUT was
placed in the center of the table. The table used for radiated measurements is cgpable of
continuous rotation. The spectrum was scaned from 30 MHz to 10th harmonic of the
fundamentd.

Peak readings were taken in three (3) orthogona planes and the highest readings.

When an emisson was found, the table was rotated to produce the maximum sgnd strength. At
this point, the antenna was raised and lowered from 1m to 4m. The antenna was placed in both the
horizonta and verticd planes.

ANTENNA & GROUND:
This unit usss externa antenna.

2.4. Test Facility

Measurements were made by ETS Dr. Genz.
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3.0 System Test Configur ation

3.1. Support Equipment and description

None, the EUT was tested as a stand-aone device, an externd power supply (DVE switching
power supply, Model:DSA-0151D-05).

3.2. Block Diagram of Test Setup
powered by an external power supply and therefore tested with this power supply

The Equipment under test (EUT) is powered by an externd power supply and therefore tested
with this power supply .

EUT U power ] 4

3.3. Justification

All emissons measurements were performed according to the procedures in ANSI C63.4-2000.
All other measurements were made in accordance with the proceduresin Part 2 of CFR 47.

For emisson teding, the equipment under test (EUT) was configured for testing in a typicd
fashion (as a cusomer would normaly use it). During testing, al cables were manipulated to
produce worst-case emissions. For radiated emisson messurements, the EUT is attached to a
cardboard box (if necessary) and placed on the wooden turntable. If the EUT attaches to
peripherals, they are connected and operationa (as typicd as possble). The EUT is wired to
trangmit full power. The dgnd is maximized through rotation and placement in the three
orthogonal axes. The antenna height and polarization are varied during the search for maximum
sgnd level. The antenna height is varied from 1 to 4 meters. Radiated emissions are taken at three
meters unless the dgnd leve is too low for measurement a that disance. If necessary, a
preamplifier is used and/or the test is conducted at a closer distance. All readings are extrapolated
back to the equivaent three meters reading using inverse scaing with distance.
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3.4. Softwar e Exercise Program

The EUT exercise program used during radiated and conducted testing was designed to exercise
the various systlem components in amanner Smilar to atypica use. For emissons testing, the
units were setup to transmit continuoudy to smplify the measurement methodology. Care was
taken to ensure proper power supply voltages during testing.

3.5. Mode of Operation During Test

Trangmitting modes DSSS continuous wave
Receiving: because of the nature of an access point there is no stand by or only recelving mode.

3.6. Modifications
The following modifications were ingaled during compliance testing in order to bring the product
into compliance (Please note that thislist does not include changes made specificdly by
SonicWall, Inc prior to compliance testing):
No modifications were made to the EUT by ETS Dr. Genz.

3.7. Additions, Deviations and Exclusons from Standards

No additions, deviations or exclusion have been made from standard.

3.8. Testen environment
Temperature: 23°C

Reative humidity content: 20...75%

Air pressure; 86 ... 103 kPa
Detalls of power supply: DVE switching power supply, Modd:DSA-0151D-05,
110V AC/5vDC
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3.9. Test equipment utilized

No. Equipment Type Serial # Manufacturer
12 0005 Antenna HL025 100056 Rohde & Schwarz
12 0006 Antenna HK116 100011 Rohde & Schwarz
12 0007 Antenna HL223 100009 Rohde & Schwarz
12 0008 Antenna HK116 100010 Rohde & Schwarz
12 0009 Antenna HL025 100057 Rohde & Schwarz
12 0010 Antenna HL223 100008 Rohde & Schwarz
12 0011 EMI Test receiver ESI 26 831438/001 Rohde & Schwarz
12 0012 Signal generator SMLO02 100114 Rohde & Schwarz
12 0013 DC Power Supply 3003B H004689 Protek
12 0015 Power amplifier 150W1000 301793 Amplifier Research
12 0018 Notch filter WngllsZg/Sl;%' SN1 Wainwright
12 0019 Notch filter WRCE 383729 '5558880'5 SN2 Wainwright
12 0020 Notch filter WREBz%Ool é)é98031 SN1 Wainwright
12 0024 EM Radiation Meter EMR-20 BN2244/20 AE-0068 Wandel&Goltermann
12 0027 |  HISN TwoLine -V- ESH3-Z5 100002 Rohde & Schwarz

Network
12 0028 EMI Test Receiver ESHS10 838693/002 Rohde & Schwarz
12 0029 Pulse limiter ESH3-22 836248/098 Rohde & Schwarz
12 0029 Pulse limiter ESH3-22 836248/096 Rohde & Schwarz
12 0038 Transient 2000 TRA12191N TRA2000-402 EMC-Partner
12 0039 Harmonics 1000 HAR1HO1B HAR1000-57 EMC-Partner
12 0043 Milli voltmeter URV55 100059 Rohde & Schwarz
12 0044 Diode Power Sensor NRV-Z6 100006 Rohde & Schwarz
12 0045 Insertion Unit URV5-Z4 839313/020 Rohde & Schwarz
12 0047 Digital Multimeter M3900 Suns
12 0048 Digital Multimeter MY68 7875498 Suns
12 0049 AC-Voltmeter TVT 321 Yamada
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No. Equipment Type Serial # Manufacturer ]
12 0050 Audio Generator TAG-101 Troneer
12 0052 Function Generator 7202 sweep DGCEO002 Dagatron
12 0054 ESD Mouse ESD101-356 EMC-Partner
12 0056 Digital Multimeter EC890G 7803446 Suns
12 0060 EMI Test receiver ESVS10 832699/003 Rohde & Schwarz
120062 | O#QiZﬁ{sglisﬁﬁgster CMU 200 837586/062 Rohde & Schwarz
12 0066 DC Power Supply 382203 N96031 489 Extech
12 0069 Climate chamber VT 4010 282215 Voétsch Industrietechnik
12 0080 |Bluetooth HF-Testsystem TS8960 1000003 Rohde & Schwarz
12 0084 Multimeter MY-64 9616635 Standard
12 0085 G%SXJ_ST‘LQ?O CMT54 873967/0103 | Rohde & Schwarz
12 0151 Antenna BBH 9120D 186 Schwarzbeck
12 0152 Antenna UHAP-10dB 747 Schwarzbeck
12 0153 Antenna VHAP 765 Schwarzbeck
12 0154 DC Power Supply Model 1670 281-8543 BK Precision
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4.0 M easur ement Results

4.1. DSSS Systems
4.1.1. Maximum Peak Output Power
FCC Rule 15.247(b)

For antennas with gains of 6 dBi or less, maximum alowed tranamitter output is 1 watt
(+30dBm).

The gain of the antennaiis 5dBi declared by the manufacturer.

The measurement was performed with a power meter, the antenna port of the EUT was directly
connected to the power sensor.

Conducted Power highest power mode
Test conditions Mode CW
Tron=22°C , Vaom=5.00VDC [dBm] [mW]
Frequency [MHZ]
2412 2352 2248
2437 2347 2224
2462 2347 2224
M easurement uncertainty <3dB

Signa Field strength Tx highest power mode
Test conditions Mode CW
Thon=22°C , Vnom=5.00VDC [dBuV/m]
Frequency [MHZ]
2412 95.80
2437 9591
2462 94.31
M easurement uncertainty <3dB

Test equipment used: 12 0011, 12 0005, 12 0043, 12 0045
The diagrams for the field strength measurements are included in Annex C .
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4.1.2. Minimum 6 dB Bandwidth

FCC Rule 15.247(a)(2):

Andyzer RES BW was st to 100 kHz. For each RF output channe investigated, the spectrum
andyzer center frequency was set to the channd carrier. A PEAK output reading was taken, a
MARKER was set 6 dB below to the left of the PEAK level and a DELTA MARKER was st to
the same leve to theright of the PEAK levd.

The 6 dB bandwidth is the frequency between MARKER 1 and DELTA MARKER 1.

The minimum 6 dB bandwidth shall be at least 500 kHz.

For DSSS Systems 6 dB Bandwidth
Test conditions Mode CW
Thon=22°C Vpom=5.00vDC [MHZ]

Frequency [MHZ]

2412 9.87

2437 0.82

2462 9.37
M easurement uncertainty <10Hz

Test equipment used: 12 0011

Seediagram Annex A

4.1.3. Maximum Power Density

FCC Rule; 15.247(d)

The spectrum andyzer RES BW was st to 3 kHz. The START and STOP frequencies were set to
the band edges of the maximum output passband

For this measurement the Noise density function of the spectrum analyzer was used.

The peak power spectra density shdl not be greater than 8 dBm in any 3 kHz band during any
timeinterva of continuous transmisson.

The Power density was measured using the procedure Guidance on Measurements for Direct
Sequence Spread Spectrum Systems. “....Locate and zoom in on emission peak(s) within the
passband. Set RBW=3kHz, VBW>RBW, sweep=(Spar/3kHz).....The peak level must be not
greater then +8dBm. ....”
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Analyzer settings: RBW=3kHz, VBW=100kHz, Span=1.5MHz, Sweep time=500s

Power density

Test conditions Mode CW
Thon=22°C Vpom=5.00vDC [dBm]

Freguency [MHZ]

2412 -1.43
2437 -1.20
2462 -143

Test equipment used: 12 0011

See diagram Annex B
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4.1.4. Out of Band Radiated Emissions

FCC Rule: 15.247(c)

For out of band emissions that are close to or that exceed the 20 dB attenuation requirement
described in the specification, radiated measurements were performed at a 3 m separation distance
to determine whether these emissions complied with the genera radiated emission requirement.

In addition a conducted test regarding the Guidance on Measurement of DSSS Systems was
performed. For the measurement diagram see Annex C.

Limits
For frequenciesbelow 1GHz:

Max. reading — 20 dB
For mode DSSS CW: 95.91 dBuV/m- 20 dB= 75.91 dBuV/m

Guidance on Measurement of DSSS Systems.

“If the emisson is pulsed, modify the unit for continuous operation , use the settings shown

above, then correct the reading by subtracting the peak-average correction factor, derived from the
appropriate duty cycle caculation

For frequencies above 1GHz (Peak measuremerts).
Limit=max. aver. reading-20dB +20dB(because Peak detector is used)

For mode DSSS CW: 95.91 dBuV/m

For frequencies above 1GHz (Average measurements).

Duty Cycle correction factor(dB) = 20 log (rfon in ms/200ms)

Max. reading — 20 dB+duty cycle correction:

No duty cycle correction was added to the reading.

For mode DSSS CW: 95.91 dBuV/m- 20 dB= 75.91 dBuV/m
Test equipment used: 12 0011, 12 0005, 12 0006, 12 0007

For Band edges measurements see Diagrams in Annex C.
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4.1.5. Transmitter Radiated Emissionsin Restricted Bands

FCC Rules: 15.247 (c), 15.205, 15.209, 15.35

Radiated emission measurements were performed from 30 MHz to 26000 MHz.
For radiated emisson tests, the andyzer setting was as followings:

RES BW VID BW

Frequency <1GHz 100 kHz 100 kHz (Pesk measurements)

Frequency >1GHz 1 MHz 1 MHz (Pesk measurements)
1MHz 1 MHz (Average measurements)
Limits
For frequencies below 1GHz:
Frequency of Emisson Field Strength Feld Strength
(MH2) (microvolts'meter) (dBmicrovoltsmeter)
30-88 100 40.0
88 — 216 150 435
216 — 960 200 46.0
Above 960 500 54.0

For frequencies above 1GHz (average measurements):

Guidance on Measurement of DSSS Systems.

“If the emission is pulsed, modify the unit for continuous operation, use the settings shown above,
then correct the reading by subtracting the peak-average correction factor, derived from the
appropriate duty cycle caculation.”

No duty cycle correction was added to the reading.

For frequencies above 1GHz (average measurements):

For mode DSSS CW: 54.0dBuv/m
For frequencies above 1GHz (Pesk measurements):
For mode DSSS CW: 54.0dBuV/m

Reading —20dB

See attached Table.
Measurement diagrams included in Annex C
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zlls

DSSS CW|Channel 1
Antenna |Pre-
Frequency|Polarisation Reading [Bandwidth |factor amlifier |Cable Corrected |Limit
/MHz H/V Detector [/[dByV  |/MHz /dB /dB loss /dB [reading |/dBpV/m |Margin
30.34V PK 32.97, 0.1 12.3 0 1.06 46.33 75.4§ -29.47
985.57|V PK 54.72 0.1 23 -35.4 2.08 44.4 75.8 -31.4
2412V AV 64.2 1 29.35 0 2.25 95.8
2390|V AV 45.49 1 29.35 -32.07 2.23 45 54 -9
2483.5V AV 28.89 1 29.35] -32.04 2.3 28.5 54 -25.5
4826V AV 40.03 1 35.4 -41.73 3.1 36.8 54 -17.2
7239V AV 41.09 1 39.3 -41.7 3.82 42.51] 54 -11.49
DSSS CW/|Channel 6
Antenna |Pre-
Frequency|Polarisation Reading [Bandwidth [factor amlifier |Cable Corrected |Limit
/MHz H/V Detector [/[dBuV  |/MHz /dB /dB loss /dB |reading [/dBuV/m [Margin
35.45|V PK 22.83 0.1 12.3 0 1.06) 36.19 75.91] -39.72
987.1)V PK 54.47 0.1 23 -35.4 2.08 44.15 75.91] -31.76
2437V AV 64.31] 1 29.35 0 2.25 95.91]
2400V AV 31.69 1 29.35] -32.07 2.23 31.2 54 -22.8
2483.5V AV 28.39 1 29.35 -32.04 2.3 28 54 -26
4846V AV 42.05] 1 35.4 -41.73 3.1 38.82 54 -15.18
7314V AV 43.29 1 39.3 -41.7 3.82 44,71 54 -9.29
DSSS CW|Channel 11
Antenna |Pre-
Frequency|Polarisation Reading [Bandwidth [factor amlifier |Cable Corrected |Limit
/MHz H/IV Detector [/[dBuV  |/MHz /dB /dB loss /dB |reading [/dBuV/m [Margin
31.71V PK 31.24 0.1 12.3 0 1.06 44.6 74.31 -29.71
993.5V PK 54.61] 0.1 23 -35.4 2.08 44.29 74.31 -30.02
2462|V AV 62.71 1 29.35 0 2.25 94.31
2400V AV 38.49 1 29.35 -32.07 2.23 38 54 -16
2483.5V AV 47.83 1 29.35] -32.04 2.3 47.44 54 -6.56
4926V AV 40.67 1 35.4 -41.73 3.1 37.44 54 -16.56
7389V AV 44.29 1 39.3 -41.7 3.82 45.71] 54 -8.29

From 7.4 GHz to 26.5 GHz no reading above the noise floor.

Test equipment used: 12 0011, 12 0005, 12 0006, 12 0007
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4.1.6. Radiated Emissionsfrom Receiver Section of Transceiver

FCC Rule: 15.109

Except for Class A digitd devices, the field strength of radiated emissions from unintentiond

radiators at a distance of 3 meters shdl not exceed the following vaues:

Frequency of Emission Field Strength Fed Strength
(MH2) (microvoltsYmeter) (dBmicrovoltsmeter)
30-88 100 40.0
88 — 216 150 43.5
216 — 960 200 46.0
Above 960 500 54.0

Because of the nature of an access point there is no mode where the EUT isin areceive only or

stand by mode.
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Annex A Diagrams Minimum 6 dB Bandwidth

Mode DSSS CW, Channd 1

Delta 1 [T1] RBW 100 kHz RF At 30 dB
Ref Lvl -1.69 dB VBW 100 kHz
20 dBm 9. 86973948 Mz SWI 10 s Uni t dBm
20
A61 TREN| 1.70 denjld@
1o 0L 12[56 dBm N [ S 2. 40711523 GHz
l o2 l6.56 dEm K nkﬂl‘ Y v \vﬁ|§1 [T1] -1.69 dB
M h 9. 86973948 MHz
0 . o
W FW'L

- 10 I'NL
ivi EW \' 1MA
- 20

- 30

-40
-50
-60
-70
Fp
AL
- 80
Center 2.412 GHz 2.5 Mt/ Span 25 MHz
Title: M ni mum 6 dB Bandwi dth 500 kHz
Date: 27. FEB 2003 19:11: 12
Mode DSSS CW, Channel 6
Delta 1 [T1] RBW 100 kHz RF Att 30 dB
Ref Lvl -2.53 dB VBW 100 kHz
20 dBm 9.81963928 Mz S 10 ms Wi t dBm
2
vailrTy .04 denjE
[O1 12.[48 dBm Y thlf‘l 2 43514533 G
|—r» 6. 48 dH [V

m#‘&[Tq - 53 dB
M M 9. 81964928 M-z
o ol

o .
. [.JH N L

R
H1
-8 |
Center 2.437 Gt 2.5 MHz/ Span 25 MHz
Title: M ni num 6 dB Bandwidth 500 kHz
Date: 27. FEB. 2003 19: 07:25
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ELECTRONI C TECHNOLOGY SYSTEMS DR GENZ GVBH

Mode DSSS CW, Channd 11

Delta 1 [Ti] RBW 100 kHz  RE Att 30 dB
Ref Lvl .2.25 dB VBW 100 kHz
20 dBm 9.36873747 Mz SWr 10 s thi t dBm
2
vhliTy .03 den|

|01 12.|28 dBm
1 Fls H ﬁn 2 45716533 GHE
| —» [6. 28 dEm Wil [ T1] -2.25 dis
e v WR‘ 9.36874747 Mz

w‘w L («“\
ivi EW f 1MA

-7

F2
H1
-8l
Center 2.462 GHz 2.5 MHz/ Span 25 MHz
Title: M ni num 6 dB Bandwidt h 500 kHz
Date: 27. FEB. 2003 19: 14:33
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Annex B Diagrams M aximum Power Density

Mode DSSS CW, Channdl 1

Marker 1 [T1] RBW 3 kHz RF At 30 dE
Ref Lvl -1.43 dBm VBW 100 kHz
0 dBm 2. 41244940 GHz swr 500 s Uni t dBm
[¢ ¥ *
Yl -1. ap qBrplEN
-1 . 9
sa
- 2¢
-3¢ + N
1MAX ll I 1M
- 4]
- 5|
- 6C|
- 7
- 8(|
- oc|
100
Center 2.412 GHz 150 kHz/ Span 1.5 Mz
Dat e: 1. MAR 2003 12:05:31
Mode DSSS CW, Channdl 6
Marker 1 [T1] RBW 3 kHz RF At 30 dE
Ref Lvl -1.20 dBm VBW 100 kHz
0 dBm 2. 43726603 GHz Swr 500 s Uni t dBm
.
kL -1 2
-1 9
sa
- 2 AJ A A
-3¢ I NL
1MAX 1M
- 4(|
- 5|
- 6C|
- 70|
- 8(|
- 9o(|
100
Center 2.437 GHz 150 kHz/ Span 1.5 MHz
Dat e: 1. MAR 2003 12:35:03
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Mode DSSS CW, Channd 11

@

- 10|

- 2¢}

- 30}

- 4]

- 5(

- 7]

- 8c}

Marker 1 [Ti] RBW 3kHz RF At 30 dE
Ref Lvl -1.43 dBm  VBW 100 kHz
0 dBm 2. 46226603 GHz SwWr 500 s Uni t dBm
1
.
4B 4By
sa
N |
I N
1MAX v
Center 2.462 GHz 150 kHz/ Span 1.5 Mz

1. MAR 2003 13:31:00
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Annex C Diagrams Radiated Emissions Transceiver
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