Chapter 7: Configuration

Radio page - PMP 450 SM 3.5 GHz

Table 154 PMP 450 SM Radio attributes — 3.5 GHz

Configuring radio parameters

Radio Configuration

Custom Radio Frequency Scan Selection
List :

[13302.500 []3303.500 #3352.000 [13352.500
[13397.500 3403-500  3450-800  3500-000
SELEHEE

S MHz only

<=7 MHz

<= 10 MHz

<=15 MHz

<=20 MHz

<=30 MHz

Bold only available with Engineering Key
| SelectAll || Clear Al | | Restore

\

M 5 MHz
] 7 MHz
[J 10 MHz
Channel Bandwidth Scan : [J 15 MHz
[J 20 MHz
[] 30 MHz
Cyclic Prefix Scan : ¥ One Sixteenth
: . O Power Level
AP-Selection Method @ Optimize for Throughput
Color Code 1 : o | (0—254) / Priority Primary v
. @® Enabled
| ] | : :
nstallation Color Code ODisabled
. 2 Enabled
Large VC dataQ : @ Disabled

J

Color Code :

Additional Color Codes

0 | (0—254) / Priority |Primary v

| AdeModrfy-Colot Code ” Remove Color Code l

\

J

Additional Color Codes Table
No additional color codes configured

“Power Control
External Gain

[0 |dBi(Range: 0 —+70dBi)

Advanced

Receive Quality Debug :

O Enabled
® Disabled

Attribute Meaning

Custom Radio
Frequency Scan
Selection List

Check the frequencies that SM has to scan for AP transmissions. See Radio
Frequency Scan Selection List on page 7-169.

See Table 142 PMP 450i AP Radio attributes - 5 GHz on page 7-132.
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Radio page - PMP 450 SM 2.4 GHz

Table 155 PMP 450 SM Radio attributes — 2.4 GHz

Configuring radio parameters

Radio Configuration

Custom Radio Frequency Scan Selection List :

24025 [ |24050 [l24075
(24175 [l24200 [24225
(24325 [l24350 [24375
24475 [l24s500 [Cl24s25
(24625 [[l24650 [24675
[Cl2a775 | |2480.0

5 MHz only
== 10 MHz
<=15 MHz
==20 MHz

[ select All | [ Clear All | [ Restore

124100 [[|24125 [24150
(24250 [[l24275 24300
V124400 [[l24425 [[l24450
[2as50 [[l24s7.5 [Cl2460.0
[C2470.0 [Cl24725 [24750

Channel Bandwidth Scan :

[ 5 mHz
10 MHz
[ 15 MHz
] 20 MHz
[ 30 MHz

Cyclic Prefix :

Cne Sixteenth

AP Selection Method :

) power Level
@) Optimize for Throughput

Color Code 1 : 0 (0—254)/ Priority |Primary +
Installation Color Code : - Enabled

@) Disabled
Large VC data Q - -/ Enabled

@) Disabled

Additional Color Codes

Color Code :

0 (0—254)/ Priority Primary

[ Add/Modify Color Code | [ Remove Color Code |

Additional Color Codes Table

Color Code Priority
10 Primary

Power Control
External Gain -

1 dBi (Range: 0 — +40 dBi)

Advanced

Receive Quality Debug :

) Enabled
'@ Disabled

Attribute Meaning

Custom Radio
Frequency Scan
Selection List

Check the frequencies that SM has to scan for AP transmissions. See Radio
Frequency Scan Selection List on page 7-169.

See Table 142 PMP 450i AP Radio attributes - 5 GHz on page 7-132.
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Radio page - PMP 450 SM 900 MHz

Table 156 PMP 450 SM Radio attributes =900 MHz

Configuring radio parameters

906.00
909.00
912.00
915.00
918.00
921.00
924.00

906.50 907.00
909.50 910.00
912.50 (1913.00
915.50 (1916.00
91850 919.00
921.50 1 1922.00
92450 92475

Radio Configuration
904.50 905.00 905.50
907.50 908.00 908.50
910.50 911.00 _ 911.50
913.50 914.00 914.50
916.50 # 917.00 917.50
919.50 920.00  920.50
Custom Radio Frequency Scan Selection List : .1922.50 | 1923.00  923.50
925.00 925.50
S MHz only
<=7 MHz
<= 10 MHz
) )
Select All Clear All Restore
5 MHz
; . 7 MHz
Channel Bandwidth Scan ¢ 10 MHz
20 MHz
Cyclic Prefix Scan : ¢ One Sixteenth
. _ Power Level
AP Selection Method ® Optimize for Throughput
Color Code 1 65 (0—254) / Priority | Primary v
- Enabled
Installation Color Code : % Disabled
. Enabled
Large VC data Q: * Disabled
Additional Color Codes
Color Code 5 (0—254) / Priority | Tertiary
AddModify Color Code || Remove Color Code
Additional Color Codes Table
Color Code Priority
0 Primary
1 Secondary
5 Tertiary

Power Control

External Gain : 0 dB ( Range: 0 — +40dB )
Advanced
Receive Quality Debug - - gi"s:%'g

Attribute

Meaning

Custom Radio
Frequency Scan
Selection List

See Table 142 PMP 450i AP Radio attributes - 5 GHz on page 7-132.

Channel Bandwidth
Scan

Cyclic Prefix Scan

AP Selection Method

See Table 142 PMP 450i AP Radio attributes - 5 GHz on page 7-132.
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Color Code 1

Installation Color
Code

Large VC data Queue

Color Code

External Gain See Table 142 PMP 450i AP Radio attributes - 5 GHz on page 7-132
Receive Quality See Table 142 PMP 450i AP Radio attributes - 5 GHz on page 7-132.
Debug

Note

A The frequencies that a user can select are controlled by the country or a region and the
Channel Bandwidth selected. There can be a case where a user adds a custom frequency
(from the Custom Frequencies page on page 7-172) and cannot see it in the pull down
menu.
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Radio page - PTP 450 BHM 5 GHz

Table 157 PTP 450 BHM Radio attributes -5 GHz

'Radio Configuration

Frequency Band : 54GHz v
Frequency Carrier 56500 v
Alternate Frequency Carrier 1 : 54025 w
Alternate Frequency Carrier 2 : 54850 v
Channel Bandwidth : 20 MHz
Cyclic Prefix One Sixteenth
Color Code : 5 (0—254)
Enabled
Large VC data Q: « Disabled

'Frame Configuration
Downlink Data : 50 % (Range: 15 — 85 %)

Power Control
Transmit Power - 3 dBm ( Range: -30 — +3dBm ) (0dBm Vv /0 dBm H)
External Gain : 17 dB ( Range: 0 — +40dB )

Receive Quality Debug : . Eir;?atéllicé

OFF v

Choose Legacy Mode setting from the table below based on
colocated radio's software revision and sync source:

- _ Sync Src\SW [13440r 12010 12000 oo
Frame Alignment Legacy Mode - ney higher 13.4 13.4 belo
) (DFS on) [(DFS off) d
[Timing Port OFF OFF OFF OFF
Power Port OFF OFF ?)N (Mode [

Attribute Meaning

Refer Table 145 PTP 450i BHM Radio page attributes — 5 GHz on page 7-145 for all parameters
details.
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Radio page - PTP 450 BHS 5 GHz

Table 158 PTP 450 BHM Radio attributes -5 GHz

Configuring radio parameters

Radio Configuration

Custom Radio Frequency Scan Selection List

54 GHz

54725 5475.0

57175 57200
2.7 GHz
57275 57300

[s7a50 [Cls7a75
[[s7825 [[Is7850
[[s7800 [[Is7825
[[s7975 [[Ise00.0
[[sg150 [Clssi7s
[[lsgazs [Clsgaso
[[lsss00 [Clssszs
[[lsse7.5 [Clssro.0

54775 | lsagoo | |s4sos | |sass0 | 54875
(54000 [Cs4925 [ls4050
[[sso75 [Clss100 [lss12s
[[ss25.0 [Clss27s [[lss30.0
[ls5425 [lssa50 [155475
[Csse0.0 [Cssezs [[sses.o
[[ss775 [Clsssoo [lssszs
[[Iss95.0 [“Isse75 [“1s600.0
[sg125 ["Iss15.0 (156175
[Css30.0 [Cseszs [lsesso
[Cseazs [Clsesoo [lseszs
[(sees.0 [Clsesrs [[lse70.0
[lses25 [Isess0 [ |sea7s
(57000 [Cs7o2s [Cs7os

57225

57325

[s750.0
57675
[s785.0
58025
[[se20.0
[sears
[[sess.0
Y

| |sssso [ Isaszs [ Issano

5 MHz onhy
<= 10 MHz
<=15 MHz
<=20 MHz
<=30 MHz

[sa075 [[lss00.0
[ss150 [lss175
[Css325 [[ss3s0
[sss00 [ss525
[sse75 [lss70.0
[Issg5.0 [[Isssrs
[Cseo25 [Clseos.0
[se200 [s6225
[sesrs [Clsea0.0
[sess.0 [[Ises7s
[Cse725 [[sers.0
[se00.0 [s6025

[ 57075 [ 57100

[Cs7as0 [Cls7a7s

[s7s25 [Cls7ss0
[Cs7700 [[ls7725
[s7875 [[s7900
[sgos0 [[lsgo7s
[se225 [[lse2s.0
[sea00 [[lsgazs
[Cses7s [¥]sss0.0
[se750 [Clser7s

58925 5895.0

[ select all | [ Select alls4 | [ Selectallsz | [ Clear all | [ Restore |

[ss025 [Css05.0
[ss200 [ss225
[Clssars [Cssa00
[sss50 [ss575
[ss725 [ss75.0
[sse00 [Isse25
[Cseo7s [lss10.0
[se2s0 [ 56275
[seazs [seaso
[Cses00 [Isee25
[Cse7r75 [lsss0.0
[seos0 [ 56075

[Cs7125 [ls7150

[ |57400 |_ls7425

[Cs7s75 [Cs7s0.0
[Cs77s0 [lsrr7s
[s7925 [[s79s0
[Csa100 [se12s
[Csg27s [[lsez0.0
[Clsgaso [Clsears
[Clsgszs [[Issss.0
[Clssso0 | _Isss2s
5897 5
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5MHz
10 MHz
Channel Bandwidth Scan : 15 MHz
¥| 20 MHz
Y| 30 MHz
¥| 40 MHz
Cyclic Prefix One Sixteenth
Color Code 12 (0—254)
Large VC data @ : Enabled
@/ Disabled
Transmit Power : 15 dBm (Range: -30 — +22 dBm) (12 dBm ¥/ 12 dBm H)
External Gain : 0 dBi (Range: 0 — +40 dBi)
Receive Quality Debug : Enabled
@/ Disabled

Attribute Meaning

Refer Table 146 PTP 450i BHS Radio attributes — 5 GHz on page 7-148 for all parameters details.

Radio Frequency Scan Selection List

The SM or BHS scans complete spectrum as per Full Spectrum Band Scan feature. SMs or BHS first
boot into the smallest selected channel bandwidth (10 MHz, if selected) and scan all selected frequencies
across both the 5.4 GHz and 5.7 GHz frequency bands.

After this scan, if a wider channel bandwidth is selected (20 MHz), the SM/BHS automatically changes to
20 MHz channel bandwidth and then scans for APs/BHSs. After the SM/BHS finishes this final scan it will
evaluate the best AP/BHM with which to register. If required for registration, the SM/BHS changes its
channel bandwidth back to 10 MHz to match the best AP/BHM.

The SM/BHS will attempt to connect to an AP/BHM based on power level (which affects the modulation
state), channel bandwidth (which affects throughput) and number of SM/BHS registrations to the AP/BHM
(which affects system contention performance).

If it is desired to prioritize a certain AP/BHM over other available APs/BHMs, operators may use the Color

Code Priority feature on the SM/BHS. Utilization of the Color Code feature on the AP/BHM is
recommended to further constrain the AP selection.

If the SM does not find any suitable APs/BHMs for registration after scanning all channel bandwidths, the
SM restarts the scanning process beginning with the smallest configured channel bandwidth.

Selecting multiple frequencies and multiple channel bandwidths impacts the SM/BHS scanning time. The
biggest consumption of time is in the changing of the SM/BHS channel bandwidth setting.

The worst case scanning time is approximately two minutes after boot up (SM/BHS with all frequencies
and channel bandwidths selected and registering to an AP/BHM at 10 MHz). If only one channel
bandwidth is selected the time to scan all the available frequencies and register to an AP/BHM is
approximately one minute after boot up.

Other scanning features such as Color Code, Installation Color Code, and RADIUS authentication are
unaffected by the Full Band Scan feature.
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Dedicated Multicast Virtual Circuit (VC)

A Multicast VC allows to configure multicast packets to be transmitted over a dedicated channel at a
configurable rate of 1X, 2X, 4X or 8X. This feature is available only for the PMP 450 and PMP 450i and is
not backward compatible with PMP 430 series of radios.

To configure Multicast VC, the AP must have this enabled. This can be enabled in the “Multicast Data
Control” section (under Configuration > Radio page). The default value is “Disable”. If set to the default
value, all multicast packets are transmitted over the Broadcast VC data path. To enable, select the data
rate that is desired for the Multicast VC Data Rate parameter and click Save Changes button. The radio
requires no reboot after any changes to this parameter.

The multicast VC allows three different parameters to be configured on the AP. These can be changed on
the fly and are saved on the flash memory.

Note
A If the Multicast VC Data Rate is set to a modulation that the radio is not currently capable of
or operates in non-permitted channel conditions, multicast data is sent but not received.

Ex: If Multicast VC Data Rate is set to 6x and the channel conditions only permit 4x mode of
operation, then multicast data is sent at 6x modulation but the SM will not receive the data.

Note

A The PMP 450 AP supports up to 119 VCs (instead of 238 VCs) when configured for 30
MHz channel bandwidth or 5 ms Frame Period. This limitation is not applicable for
PMP 450i/450m Series.

Note
A e Actual Multicast CIR honored by the AP = Configured Multicast CIR/ (Multicast Repeat
Count + 1).

e Increasing the Multicast data rate has no impact on the Unicast data rate.

e For multicast and unicast traffic mix scenario examples, see Table 159.

Table 159 Example for mix of multicast and unicast traffic scenarios

Repeat Multicast Data Unicast Data Aggregate DL Data
Count Rate (Mbps) Rate (Mbps) Rate (Mbps)

0 10 40 50

1 5 40 45

2 3.33 40 43.33

The statistics have been added to the Data VC page (under Statistics > Data VC). The table displays the
multicast row on the PMP 450 Platform Family AP. The SM displays the multicast row if it is a PMP 450
Platform Family.
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Figure 144 Multicast VC statistics

Diata WVC Statistics (CoS: 00 = Lowest Priority, 07 = Highest Priority )

Mote: To measure the receive modulation of every fragment, Receive Quality Debug must be enabled.
Inbound Statistics I Outbound Statistics a High
Subscriber | VG (CoS I ucast |[nucast |, TMQPSK 16-0AM || 84-04AM ([258-01AM octcls ucast |[nucast| . Pricrity
pkts || phts frgmts || frgmts || frgmts || frgmts pkts || pkis Queue
Site Name - 5649 | 3378 2019 1950
G 018 || 0D || 2144887 || 8558 || 1121 || O 0 Soee || 165 1607 1199 2050628 || TOBS || 62 ] o 0 3872
Multicast 016 || 00 [ NA MA M& MA Ma [ NA MA MA MA 0 [1] 0 [1] 1] MA MNA
Broadcast 012 || 00 || NA MA M& MA Ma [ NA MA MNA MNA 582058 |18 as23 o 1] MA N&

The AP and SM display Transmit and Receive Multicast Data Count (under the Statistics > Scheduler
page), as shown in Figure 145.

Figure 145 Multicast scheduler statistics

Transmit Unicast Data Count : 20778
Transmit Broadcast Data Count : 13
Transmit Multicast Data Count : ]
Receive Unicast Data Count : 20828
Receive Broadcast Data Count : 206042
Receive Multicast Data Count : 0
Transmit Control Count : 160
Receive Control Count : 39

In Sync Count : G2

Out of Sync Count :

Cwerrun Count ©

Underrun Count :

Receive Corrupt Data Count :

Receive Corrupt Control Data Count :
Receive Bad Broadcast Control Count

=]

o |ogalaoa

Unsupported Feature Beacon
Received :

Unknown Feature Beacon Received :
Old Wersion Beacon Received :
Wrong Frequency Beacon Received :
Mon Lite Beacon Received :

Bad In Sync 1D Received :

Rev LT Start :

Rev LT Start HS -

Rcv LT Result -

XmtLT Result :

Frame Too Big :

Bad Acknowledgment :

Qoojlgo|la|olao|lalal a
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Custom Frequencies page

In addition to the Radio tab, AP/SM/BH has another tab called Custom Frequencies as shown in Table
160.

The custom frequency tab allows to configure custom frequency at 1 KHz raster. It means that the custom
frequencies can be at granularity of 1 KHz e.g. 4910.123 MHz, 4922.333 MHz, 4933.421 MHz etc.

Note
A Ensure that a customer frequency exists before using SNMP to set the radio to a Custom
Frequency.

Table 160 450 Platform Family AP/SM/BH Custom Frequencies page — 5 GHz

'Custom Frequencies Configuration ’

Custom Frequency Configuration 4%50.000 |MHz ( Range: 4902 500 — 4997 500 MHz )

Add Frequency || Remove Frequency || Add Default Frequencies || Remove All Custom Frequencies

‘Custom Freguencies ’

Number of Custom Frequencies 12
4905.000 MHz
4910.000 MHz
4915.000 MHz
4920.000 MHz
4925000 MHz
4930.000 MHz
4935.000 MHz
4940.000 MHz
4945.000 MHz
4950.000 MHz
4980.000 MHz
1 4990.001 MHz

Attribute Meaning
Custom Frequency Custom frequencies with a channel raster of 1 KHz can be added from the
Configuration available range by keying in the frequency and then clicking the Add

Frequency button. Click Remove Frequency button to delete a specific
frequency keyed in the text box.

Click Default Frequencies button to add a pre-defined list of frequencies that
can be used in this band. This list can be reduced or increased by manually
removing or adding other custom frequencies.

Custom Frequencies Displays the complete list of user configured custom frequencies.
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Table 161 PMP/PTP 450 SM/BH Custom Frequencies page — 3.65 GHz

‘Custom Frequencies Configuration "

L.

Custom Frequency Configuration - 0000.000 MHz ( Range: 3552.500 — 3797.500 MHz )

| Add Frequency || Remove Frequency || Default Frequencies |

-

3552.500 MHz
3554.500 MHz
3555.000 MHz
3564.100 MHz
3564.200 MHz
3564.500 MHz
3652500 MHz
3655.000 MHz
3657.500 MHz
3660.000 MHz
3662500 MHz
3665.000 MHz
3667.500 MHz
3670.000 MHz
3672.500 MHz
3675.000 MHz
3677.500 MHz
3680.000 MHz
3682500 MHz
3685.000 MHz
3687.500 MHz
3690.000 MHz
3692500 MHz
3695.000 MHz
3697.500 MHz
3700.000 MHz
| 3750.000 MHz

'Custom Frequencies "

Number of Custom Frequencies : 27

Attribute

Meaning

Custom Frequency

Configuration

Custom frequencies with a channel raster of 1 KHz can be added from the
available range by keying in the frequency and then clicking the Add
Frequency button. Click Remove Frequency button to delete a specific
frequency keyed in the text box.

Click Default Frequencies button to add a pre-defined list of frequencies that
can be used in this band. This list can be reduced or increased by manually
removing or adding other custom frequencies.

Custom Frequencies

Displays the complete list of user configured custom frequencies.
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Table 162 PMP/PTP 450 SM/BH Custom Frequencies page — 3.5 GHz

Configuring radio parameters

Custom Frequencies Configuration

.

Custom Frequency Configuration ;

0000.000

MHz ( Range: 3302.500 — 3597.500 MHz )
| Add Frequency || Remove Frequency || Default Frequencies |

3302.500 MHz
3302.501 MHz
3302.555 MHz
3302.600 MHz
3302.655 MHz
3305.000 MHz
3310.000 MHz
3315.000 MHz
3320.000 MHz
3325.000 MHz
3330.000 MHz
3335.000 MHz
3340.000 MHz
3345.000 MHz
3350.000 MHz
3355.000 MHz
3360.000 MHz
3365.000 MHz
3370.000 MHz
3375.000 MHz
3380.000 MHz
3385.000 MHz
3390.000 MHz
3395.000 MHz
3400.000 MHz
3405.000 MHz
3410.000 MHz

Custom Frequencies

MNumber of Custom Frequencies :

Attribute

Meaning

Custom Frequency

Configuration

Custom frequencies with a channel raster of 1 KHz can be added from the
available range by keying in the frequency and then clicking the Add
Frequency button. Click Remove Frequency button to delete a specific
frequency keyed in the text box.

Click Default Frequencies button to add a pre-defined list of frequencies that
can be used in this band. This list can be reduced or increased by manually

removing or adding other custom frequencies.
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DFS for 5 GHz Radios

Dynamic Frequency Selection (DFS) is a requirement in several countries and regions for 5 GHz
unlicensed systems to detect radar systems and avoid co-channel operation. DFS and other regulatory
requirements drive the settings for the following parameters, as discussed in this section:

¢ Country Code
e Primary Frequency
e Alternate 1 and Alternate 2 Frequencies

e External Antenna Gain
On the AP, the Home > DFS Status page shows current DFS status of all three frequencies and a DFS
log of past DFS events.

Figure 146 AP DFS Status

“Current DFS Status

Primary RF Carrier Frequency : Active, 5485 Mhz, Normal Transmit
Alternate RF Carrier Frequency 1 - Standby, 5570 Mhz, Available for use
Alternate RF Carrier Frequency 2 : Standby, 5585 Mhz, Available for use
§ DFS Detections : 0 )

“DFS Event History

Time: 01/01/2011 - 04:39:52 UTC Event: Channel Availability Check, Freq: 5485 MHz
LTime: 01/01/2011 : 04:40:58 UTC Event: Start Transmit, Freq: 5485 MHz

DFS operation

The ODUs use region-specific DFS based on the Country Code selected on the module’s Configuration,
General page. By directing installers and technicians to set the Country Code correctly, the operator
gains confidence the module is operating according to national or regional regulations without having to
deal with the details for each region.

The details of DFS operation for each Country Code, including whether DFS is active on the AP, SM, and
which DFS regulations apply is shown in Table 259 on page 10-47.
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Contention slots

The SM uses reserved Contention slots and unused data slots for bandwidth requests.

Uplink Data Slots are used first for data. If they are not needed for data in a given frame, the remaining
data slots can be used by the SMs for bandwidth requests. This allows SMs in sectors with a small
number of Contention slots configured to still successfully transmit bandwidth requests using unused data
slots.

A higher number of Contention slots give higher probability that a SM’s bandwidth request is correctly
received when the system is heavily loaded, but with the tradeoff that sector capacity is reduced, so there
is less capacity to handle the request. The sector capacity reduction is about 200 kbps for each
Contention slot configured in a 20 MHz channel at QPSK MIMO-A modulation. The reduction in sector
capacity is proportionally higher at MIMO-B modulations (2 times at QPSK MIMO-B, 4 times at 16 QAM
MIMO-B, 6 times at 64 QAM MIMO-B and 8 times at 256 QAM MIMO-B). If very few reserved Contention
slots are specified, then latency increases in high traffic periods. If too many are specified, then the
maximum capacity is unnecessarily reduced.

The suggested Contention slot settings as a function of the number of active SMs in the sector are shown
in the table below.

Table 163 Contention slots and number of SMs

Number of SMs Recommended Number of Contention slots
1t0 10 3
11 to 50 4
51 to 150 6
151 and above 8

In a typical cluster, each AP must be set to the same number of Contention slots to assure proper timing
in the send and receive cycles. However, where high incidence of small packets exists, as in a sector that
serves several VolP streams, additional Contention slots may provide better results. For APs in a cluster
of mismatched Contention slots setting, or where PMP 450/450i Series is collocated with radios using
different technologies, like PMP 430 or FSK, in the same frequency band, use the frame calculator. To
download the PMP 450 Contention Slots Paper, see

http://www.cambiumnetworks.com/solution-papers/pmp-450-contention-slots.

For co-location of radios with mismatched configuration parameters, see the co-location tool available
here:

https://support.cambiumnetworks.com/files/colocationtool/
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MIMO-A mode of operation

450 Platform Family supports MIMO-B mode using the following modulation levels: QPSK, 16-QAM, 64-
QAM and 256-QAM. System Release 13.2 introduces MIMO-A mode of operation using the same
modulation levels as the MIMO-B mode. With MIMO-B, the radio sends different streams of data over the
two antennas whereas with MIMO-A, the radio uses a scheme that tries to optimize coverage by
transmitting the same data over both antennas. This redundancy improves the signal to noise ratio at the
receiver making it more robust, at the cost of throughput.

In addition to introducing MIMO-A modes, improvements have been made to the existing rate adapt
algorithm to switch between MIMO-A and MIMO-B seamlessly without any intervention or added
configuration by the operator. The various modulation levels used by the 450 Platform Family are shown
in Table 164.

Table 164 450 Platform Family Modulation levels

Rate MIMO-B MIMO-A

QPSK 2X MIMO-B 1X MIMO-A
16-QAM 4X MIMO-B 2X MIMO-A
64-QAM 6X MIMO-B 3X MIMO-A
265-QAM 8X MIMO-B 4X MIMO-A

System Performance

For System Performance details of all the 450 Platform Family ODUs, refer to the tools listed below:

e Link Capacity Planner for PMP/PTP 450 and 450i:
https://support.cambiumnetworks.com/files/capacityplanner/

e LINKPIlanner for PMP/PTP 450/450i and PMP 450m:

https://support.cambiumnetworks.com/files/linkplanner/
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Table 165 Co-channel Interference per (CCI) MCS

Configuring radio parameters

MCS of Victim MCS of Interferer Channel BW (MHz) CCI
1X (QPSK SISO) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 10 dB
or40
2X (16-QAM SISO) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 17 dB
or 40
3X (64-QAM SISO) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 25dB
or40
1X (QPSK MIMO-A) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 7 dB
or 40
2X (16-QAM MIMO-A) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 14 dB
or40
3X (64-QAM MIMO-A) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 22 dB
or40
4X (256-QAM MIMO-A)  6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 30 dB
or 40
2X (QPSK MIMO-B) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 10 dB
or40
4X (16-QAM MIMO-B) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 17 dB
or 40
6X (64-QAM MIMO-B) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 25dB
or40
8X (256-QAM MIMO-B)  6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 33dB
or40
Table 166 Adjacent Channel Interference (ACI) per MCS
MCS of Victim MCS of Interferer Channel BW (MHz) ACI Guard Band
1X (QPSK SISO) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 16 dB None
or40
2X (16-QAM SISO) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 16 dB None
or 40
3X (64-QAM SISO) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 16 dB None
or 40
1X (QPSK MIMO-A) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 13 dB None
or 40
2X (16-QAM MIMO-A) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 13 dB None

or 40
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3X (64-QAM MIMO-A) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 13 dB None
or 40

4X (256-QAM MIMO-A) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 10 dB None
or 40

2X (QPSK MIMO-B) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 16 dB None
or 40

4X (16-QAM MIMO-B) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 16 dB None
or 40

6X (64-QAM MIMO-B) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 16 dB None
or 40

8X (256-QAM MIMO-B) 6X (64-QAM MIMO-B) 5,7,10, 15, 20, 30, 10 dB None

or 40

Guard Band

When synchronized, no Guard Bands are needed for the 450" and 450i Series.

For PMP 450 AP (3.6 GHz) and 450 platform APs with 450b SM (5 GHz) connected, Configuration -> Radio ->

Power Control -> Adjacent Channel Support must be enabled.

Adjacent Channel Support

Enabled
* Disabled

Improved PPS performance of 450 Platform Family

The 450m, 450i, and 450b Series provides improved packets per second (PPS) performance compared

to 450 Series.

Through hardware and software enhancements, the PPS performance of the PMP 450i Series AP and

PMP 450b SM has been improved to 40k packets/second, measured through a standard RFC2544 test
using 64 bytes packets. With this enhancement, operators are able to provide higher bandwidth including

better VoIP and video services to end customers using existing SM deployments.
PMP 450m supports 100k packets/second.
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Setting up SNMP agent

Operators may use SNMP commands to set configuration parameters and retrieve data from the AP and
SM modules. Also, if enabled, when an event occurs, the SNMP agent on the 450 Platform Family sends
a trap to whatever SNMP trap receivers configured in the management network.

e SNMPv2c
e SNMPvV3
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Configuring SM/BHS’s IP over-the-air access

To access the SM/BHS management interface from a device situated above the AP, the SM/BHS’s
Network Accessibility parameter (under the web GUI at Configuration > IP) may be set to Public.

Table 167 LAN1 Network Interface Configuration tab of IP page attributes

LAN1 Network Interface Configuration

IF Address :
Metwork Accessibility

Subnet Mask ;
Gateway IP Address :

DHCF state :

Freferred DNS Server
Alternate DNS Server :
__Dtlr"lail'l Mame :

DHCF DNS IP Address :

160.254.1.1
Fublic

® Local

255 255.255.0

168.254.0.0

Enabled
# Disabled

Cbtain Automatically
Set Manually

10.120.10.12
10.120.10.13

Bxanmpke.com

Attribute

Meaning

IP Address

Internet Protocol (IP) address. This address is used by family of Internet
protocols to uniquely identify this unit on a network.

Network Accessibility

Specify whether the IP address of the SM/BHS must be visible to only a
device connected to the SM/BHS by Ethernet (Local) or be visible to the
AP/BHM as well (Public).

Subnet Mask

If Static IP is set as the Connection Type of the WAN interface, then this
parameter configures the subnet mask of the SM/BHS for RF management
traffic.

Gateway IP Address

If Static IP is set as the Connection Type of the WAN interface, then this
parameter configures the gateway IP address for the SM/BHS for RF
management traffic.

DHCP state

If Enabled is selected, the DHCP server automatically assigns the IP
configuration (IP address, subnet mask, and gateway IP address) and the
values of those individual parameters (above) are not used. The setting of this
DHCP state parameter is also viewable (read only), in the Network Interface
tab of the Home page.

DNS IP Address

Canopy devices allow for configuration of a preferred and alternate DNS
server IP address either automatically or manually. Devices must set DNS
server |IP address manually when DHCP is disabled for the management
interface of the device. The default DNS IP addresses are 0.0.0.0 when
configured manually.

Preferred DNS Server

The first address used for DNS resolution.

Alternate DNS Server

If the Preferred DNS server cannot be reached, the Alternate DNS Server is
used.
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The operator's management domain name may be configured for DNS. The
domain name configuration can be used for configuration of the servers in the
operator’s network. The default domain name is example.com, and is only
used if configured as such.

Domain Name
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Setting up SNMP agent

The SNMP page configuration is explained below.

Note

bd

The SNMP page for AP, SM, BHM and BHS has the same parameter attributes.

SNMP page — AP/SM/BHM/BHS

The SNMP page is explained in Table 168.

Table 168 SNMP page attributes

SNMP Community String 1 : Canopy
@
SNMP Community String 1 Permissions : — Read Only
\_'Read / Write
SNMP Community String 2 (Read Only) : Canopyro

SNMPv3 Settings

Engine ID :

800000a1030a003e4586f0

SNMPv3 Security Level : auth, priv -
SNMPv3 Authentication Protocol - md5
SNMPv3 Privacy Protocol : cbc-des «

SNMPv3 Read-Only User :

Username Canopyro
Authorization KEy sesessssssse
Privacy KEY eessesssssssess

SNMPvV3 Read/\Write User -

@ Enable R/W User

) Disable R User
Username Canopy
Authorization Key sesssssses
Privacy Key sesssssssssss

Additional SNMPv3 User1 :

Username
©) Enable User
@ pisable User
Authorization Key
Privacy Key
ReadWrite User
“)ReadOnly User

Additional SNMPv3 User2 :

Username
) Enable User
@) Disable User
Authorization Key
Privacy Key
ReadWrite User
~/ReadOnly User

Additional SNMPv3 User3 -

Username
) Enable User
@) pisable User
Authorization Key
Privacy Key
ReadWrite User
~'ReadOnly User

SNMPv3 Trap Configuration :

Disabled -
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SNMP Accessing Addre:

Accessing IP / Subnet Mask 1 : 0.0.0.0 /o
Accessing IP / Subnet Mask 2 : 0.0.0.0 /o
Accessing IP / Subnet Mask 3 : 0.0.0.0 /o
Accessing IP / Subnet Mask 4 © 0.0.0.0 /io
Accessing IP / Subnet Mask 5 : 0.0.0.0 /o
Accessing IP / Subnet Mask 6 - 0.0.0.0 /o
Accessing IP / Subnet Mask 7 - 0.0.0.0 /o
Accessing IP / Subnet Mask 8 : 0.0.0.0 /o
Accessing IP / Subnet Mask 9 : 0.0.0.0 /Io
Accessing IP / Subnet Mask 10 : 0.0.0.0 /o

Trap Addresses

SNMP Trap Server DNS Usage :

() Append DNS Domain Name
@/ Disable DNS Domain Name

Trap Address 1 :

0.0.0.0

Trap Address 2 0.0.0.0
Trap Address 3 0.0.0.0
Trap Address 4 © 0.0.0.0
Trap Address 5 : 0.0.0.0
Trap Address 6 : 0.0.0.0
Trap Address 7 : 0.0.0.0
Trap Address 8 0.0.0.0
Trap Address 9 0.0.0.0
Trap Address 10 : 0.0.0.0

Trap Enable

Sync Status - = 'Enabled
@/ Disabled
Session Status - '_/Enabled
9/ Disabled

Site Information

@
Site Information Viewable to Guest Users - Cnapied

) Disabled
Site Name : .64 AP 5.7 MIMO

Site Contact :

Jamus Jegier

Site Location :

Cancpy FW Screen Room (H4+1)

Attribute Meaning

SNMP Community

Specify a control string that can allow a Network Management Station (NMS)

String 1 to access SNMP information. No spaces are allowed in this string. The default
string is Canopy.

SNMP Community

You can designate the SNMP Community String 1 to be the password for

String 1 Permissions WM, for example, to have Read / Write access to the module via SNMP or for

all SNMP access to the module to be Read Only.

SNMP Community
String 2 (Read Only)

Specify an additional control string that can allow a Network Management
Station (NMS) to read SNMP information. No spaces are allowed in this

string. The default string is Canopyro. This password will never authenticate

a user or an NMS to read/write access.
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The Community String value is clear text and is readable by a packet
monitor. Additional security derives from the configuration of the Accessing
Subnet, Trap Address, and Permission parameters.

Engine ID The Engine ID may be between 5 and 32 hex characters. The hex character
input is driven by RFC 3411 recommendations on the Engine ID. The default
Engine ID is the MAC address of the device

SNMPv3 Security Specify security model where users are defined and authenticated before

Level granting access to any SNMP service. Each device can configure the security
level of SNMPv3 to No authentication/No privacy, Authentication/No privacy,
or Authentication/Privacy.

SNMPv3 Currently, the SNMPv3 authentication protocol MD5 is supported.

Authentication

Protocol

SNMPv3 Privacy
Protocol

Currently, the SNMPv3 privacy protocol CBC-DES is supported.

SNMPv3 Read-Only
User

This field allows for a read-only user per devices. The default values for the
Read-Only users is:

e Username = Canopyro
e Authentication Password = authCanopyro

e Privacy Password = privacyCanopyro

SNMPv3 Read/Write
User

Read-write user by default is disabled. The default values for the Read/Write
users is:

e Username = Canopy
e Authentication Password = authCanopy

e Privacy Password = privacyCanopy

Additional SNMP v3
User 1

This field allows to configure the Additional SNMP v3 User 1. The
configurations include:

e Enable/Disable User: These fields allow to enable or disable the user
using the Enable User or Disable User radio buttons.

e Authorizaton Key: This field allows to configure an authorization key for
the user.

e Privacy Key: This field allows to configure a privacy key for the user.

a Note:

Set SNMP v3 Security Level field to :auth,priv to enable the
Authorization Key and Privacy Key fields.

Enabled User can be set with following privacy settings:
e ReadWrite User
e ReadOnly User
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Additional SNMP v3
User 2

This field allows to configure the Additional SNMP v3 User 2.
The configurations include:

e Enable/Disable User: These fields allow to enable or disable the user
using the Enable User or Disable User radio buttons.

e Authorizaton Key: This field allows to configure an authorization key for
the user.

e Privacy Key: This field allows to configure a privacy key for the user.
‘A‘ NOTE Set SNMP v3 Security Level field to :auth,priv to enable the
Authorization Key and Privacy Key fields.

Enabled User can be set with following Privacy settings:

e ReadWrite User

e ReadOnly User

Additional SNMP v3
User 3

This field allows to configure the Additional SNMP v3 User 3.
The configurations include:

e Enable/Disable User: These fields allow to enable or disable the user
using the Enable User or Disable User radio buttons.

e Authorizaton Key: This field allows to configure an authorization key for
the user.

e Privacy Key: This field allows to configure a privacy key for the user.
‘1 NOTE Set SNMP v3 Security Level field to :auth,priv to enable the
Authorization Key and Privacy Key fields.

Enabled User can be set with following Privacy settings:

o ReadWrite User

e ReadOnly User

SNMPv3 Trap
Configuration

When enabling transmission of SNMPv3 traps the read-only or read-write
user credentials must be used and selected properly in order for the SNMP
manager to correctly interpret the traps. By default transmission of SNMPv3
traps is disabled and all traps sent from the radios are in SNMPv2c format.

Accessing IP / Subnet
Mask 1 to 10

Specify the addresses that are allowed to send SNMP requests to this AP.
The NMS has an address that is among these addresses (this subnet). You
must enter both

e The network IP address in the form xxx.xxX.XXx.Xxx
e The CIDR (Classless Interdomain Routing) prefix length in the form /xx
For example:

e the /16 in 198.32.0.0/16 specifies a subnet mask of 255.255.0.0 (the first
16 bits in the address range are identical among all members of the
subnet).

o 192.168.102.0 specifies that any device whose IP address is in the range
192.168.102.0 to 192.168.102.254 can send SNMP requests to the AP,
presuming that the device supplies the correct Community String value.
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The default treatment is to allow all networks access. For more information on
CIDR, execute an Internet search on “Classless Interdomain Routing.” You
are allowed to specify as many as 10 different accessing IP address, subnet
mask combinations.

RECOMMENDATION:

The subscriber can access the SM/BHS by changing the subscriber device to
the accessing subnet. This hazard exists because the Community String
and Accessing Subnet are both visible parameters. To avoid this hazard,
configure the SM/BHS to filter (block) SNMP requests.

SNMP Trap Server The management DNS domain name may be toggled such that the name of

DNS Usage the trap server only needs to be specified and the DNS domain name is
automatically appended to that name. The default SNMP trap server
addresses for all 10 available servers is 0.0.0.0 with the appending of the
DNS domain name disabled.

Trap Address 1t0 10  Specify ten or fewer IP addresses (xxx.xxx.xxx.xxx) or DNS names to which
SNMP traps must be sent. Traps inform Wireless Manager or an NMS that
something has occurred. For example, trap information is sent

e after a reboot of the module.

¢ when an NMS attempts to access agent information but either

e supplied an inappropriate community string or SNMP version number.
e is associated with a subnet to which access is disallowed.

Trap Enable, Sync If the sync status traps (sync lost and sync regained) have to be sent to
Status Wireless Manager or an NMS, select Enabled. If these traps have to be
suppressed, select Disabled.

Trap Enable, Session  If you want session status traps sent to Wireless Manager or an NMS, select
Status Enabled.

Site Information Operators can enable or disable site information from appearing when a user
Viewable to Guest is in GUEST account mode.

Users

Site Name Specify a string to associate with the physical module. This parameter is

written into the sysName SNMP MIB-Il object and can be polled by Wireless
Manager or an NMS. The buffer size for this field is 128 characters.

Site Contact Enter contact information for the module administrator. This parameter is
written into the sysContact SNMP MIB-II object and can be polled by Wireless
Manager or an NMS. The buffer size for this field is 128 characters.

Site Location Enter information about the physical location of the module. This parameter is
written into the sysLocation SNMP MIB-II object and can be polled by
Wireless Manager or an NMS. The buffer size for this field is 128 characters.
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Configuring syslog

450 Platform Family includes:
e Syslog event logging
e Configuring system logging
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Syslog event logging

Following events are logged in syslog as explained in Table 169.

Table 169 Syslog parameters

Attribute Meaning

Timestamp All syslog messages captured from the radio have a timestamp.
Configuration This includes any device setting that has changed and includes the old or
Changes new parameter value, including the device reboots.

User Login and
Logout

Syslog records each user login and logout, with username.

Add or Delete of user
accounts through GUI
and SNMP

Syslog captures any user accounts that are added or deleted.

Spectrum Analysis

Syslog records a message every time Spectrum Analysis runs.

ki

Note

Since the AP/BHM must be set to a SM/BHS for Spectrum
Analysis, syslog messages are not reported from the radio until
the scan is done and the radio mode is switched back to
AP/BHM.

Link Test

Syslog records a message every time a Link Test is run.

Clear Statistics

Syslog sends a message when Statistics are cleared. This is done individually
for each statistics page that is cleared.

SM Register or De-
register

Syslog records a message when a SM registers or deregisters.

BHS Connect or
Disconnect

Syslog records a message when a BHS connects or disconnects.

Configuring system logging

To configure system logging, select the menu option Configuration > Syslog.

Syslog page of AP/BHM

The Syslog Configuration page for AP/BHM is shown in Table 170.
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Table 170 Syslog Configuration attributes - AP

O Append DNS Domain Name

Syslog DNS Server Usage @® Disable DNS Domain Name
Syslog Server : (0000 |
Syslog Server Port : 514 Default port number is 514
“Syslog Transmission i
AP Syslog Transmit OEnabled
¥siog ’ ® Disabled
. OEnabled
| SM Syslog Transmit @ Disabled
"Syslog Level
Syslog Minimum Level :
Attribute Meaning

To configure the AP/BHM to append or not append the DNS server

Syslog DNS Server Usage name to the syslog server name.

Syslog Server The dotted decimal or DNS name of the syslog server address.

Syslog Server Port The syslog server port (default 514) to which syslog messaging is sent.

AP Syslog Transmit

) When enabled, syslog messages are sent from the AP/BHM.
Or BHM Syslog Transmit

SM Syslog Transmit When enabled, syslog messages are sent from all the registered
Or BHS Syslog Transmit SMs/BHS, unless they are individually set to override this.

This provides a selection for the minimum syslog message severity that
is sent to the syslog server. Values range from fatal (highest severity
Syslog Minimum Level and least verbose) to info (lowest severity, maximum verbosity).

For example: If the Syslog Minimum Level is set to notice, then only
messages with severity notice and above are sent.

Syslog page of SM

To configure system logging, select the menu option Configuration > Syslog. The Syslog Configuration
page is shown in Table 171.
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Table 171 Syslog Configuration attributes - SM

Syslog Server Configuration

Syslog Configuration Source :

Syslog DNS Server Usage :

Syslog Server:
Syslog Server Port

® AP preferred, use local when AP configuration unavailable
Local only

Append DNS Domain Mame
# Disable DMNS Domain Name

0.0.0.0
514 Default port number is 514

Syslog Transmission

Syslog Transmission :

Obtain from AP, default disabled ¥

Syslog Level

Syslog Minimum Level Source :

Syslog Minimum Level

# AP preferred, use local when AP configuration unavailable
Local only

nfo T

Attribute

Meaning

Syslog Configuration
Source

This control determines whether the SM will attempt to use the syslog server
definition from the AP, or whether it will use a local server definition.

When set to AP preferred, use local when AP configuration unavailable,
and if the SM can register with an AP, then it uses the syslog server defined
on that AP. If the SM cannot register then it will syslog to its locally defined
syslog server through its wired connection, if any.

When set to Local only the SM ignores the AP’s definition of the syslog
server and allows the syslog server to be configured individually for each SM.

Syslog DNS Server
Usage

To configure the SM to append or not the DNS server name to the syslog
server name.

Syslog Server

The dotted decimal or DNS name of the syslog server address.

Syslog Server Port

The syslog server port (default 514) to which syslog messaging is sent.

Syslog Transmission

Controls the SMs ability to transmit syslog messages. When set to “Learn
from AP” the AP will control whether this SM transmits syslog messages.
When set to “enable” or “disable” the SM will control whether it sends syslog
messages. This allows an operator to override the AP settings for individual
SMs in a sector.

Syslog Minimum Level
Source

This control determines whether the SM attempts to use the minimum syslog
level defined by the AP, or whether it uses a local defined value using the
“Syslog Minimum Level” parameter.

When set to “AP preferred, use local when AP configuration unavailable”, and
if the SM can register with an AP, then it uses the Syslog Minimum Level
defined on that AP. If the SM cannot register then it uses its own Syslog
Minimum Level setting.

When set to “Local only” the SM will always use its own Syslog Minimum
Level setting and ignores the AP’s setting.
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This provides a selection for the minimum syslog message severity that is
sent to the syslog server. Values range from fatal (highest severity and least
Syslog Minimum Level verbose) to info (lowest severity, maximum verbosity).

For example: If the Syslog Minimum Level is set to notice, then only
messages with severity notice and above are sent.

Syslog page of BHS

The Syslog Configuration page is shown in Table 172.

Table 172 Syslog Configuration attributes - BHS

"Q,rslng Server Configuration

* BHM preferred, use local when BHM configuration unavailable
Local only
Append DMNS Domain Name

# Disable DNS Domain Name

Syslog Configuration Source

Syslog DNS Server Usage ©

yslog Senver :

Sys
Syslog Senver Port : Eid Default port number is 514

' Syslog Transmission
Syslog Transmission : obtzin-from-BHM-defauh-disabled ¥

" Syslog Level

Syslog Minimum Level Source :

#= BHM preferred, use local when BHM configuration unavailable
Local cnly
Syslog Minimum Level : nfo ¥

Attribute Meaning

Syslog Configuration This control determines whether the BHS will attempt to use the syslog server
Source definition from the BHM, or whether it will use a local server definition.

e  When set to BHM preferred, use local when BHM configuration
unavailable, and if the BHS can register with a BHM, then it uses the
syslog server defined on that BHM. If the BHS cannot register then it will
syslog to its locally defined syslog server through its wired connection, if
any.

e When set to Local only the BHS ignores the BHM’s definition of the
syslog server and allows the syslog server to be configured individually
for each BHS.

Syslog DNS Server To configure the BHS to append or not to append the DNS server name to
Usage the syslog server name.

Syslog Server The dotted decimal or DNS name of the syslog server address.

Syslog Server Port The syslog server port (default 514) to which syslog messaging is sent.

Syslog Transmission Controls the BHSs ability to transmit syslog messages. When set to Learn
from BHM the BHM will control whether this BHS transmits syslog
messages. When set to enable or disable the BHS will control whether it

Page 7-193



Chapter 7: Configuration

Configuring syslog

sends syslog messages. This allows an operator to override the BHM
settings for individual BHSs in a sector.

Syslog Minimum Level
Source

This control determines whether the BHS attempts to use the minimum syslog
level defined by the BHM, or whether it uses a local defined value using the
Syslog Minimum Level parameter.
When set to BHM preferred, use local when BHM configuration
unavailable, and if the BHS can register with a BHM, then it uses the
Syslog Minimum Level defined on that BHM. If the BHS cannot register

then it uses its own Syslog Minimum Level setting.
When set to Local only the BHS will always use its own Syslog Minimum
Level setting and ignores the BHM'’s setting.

Syslog Minimum Level

This provides a selection for the minimum syslog message severity that is
sent to the syslog server. Values range from fatal (highest severity and least

verbose) to info (lowest severity, maximum verbosity).
For example: If the Syslog Minimum Level is set to notice, then only
messages with severity notice and above are sent.
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Configuring remote access

Accessing SM/BHS over-the-air by Web Proxy

The SM/BHS may be accessed via the AP/BHM management GUI by navigating to Home > Session
Status (or Home > Remote Subscribers for AP only) and clicking on the SM’s hyperlink.

For example, to access one of the SMs, click LUID: 002 — [0a-00-3e-37-b9-fd], as shown in Figure 147.

Figure 147 AP Session Status page

General Status | IECESLESI &N | Remote Subscribers || EventLog | | Network Interface | | Layer 2 Neighbors
Home — Session Status
5.4GHz MIMO OFDM - Access Point - 0a-00-3e-a1-35-75
Session Status Configuration

= Enabled

Show Idle Sessions : Disabled

Session List Tools

Last Session Counter Reset : None
Reset Session Counters
Last Time Idle SMs Removed : None

Remove Idie SMs

SessionStatus. xml

Session Status List
Data :

'I. Subscriber | Hardware Software Version FPGA Version
PMP 450 | CANOPY 14.1.1 110615 (DES, Sched, US/ETSI) P

"LUID. 002 - [0a-00-3e-a0-a0-66)
No Site Name

The SessionStatus.xml hyper link allows user to export all displayed SM data in Session Status table
into an xml file.

To access any one of the SMs, click 450 Platform Family - SM hyperlink, as shown in Figure 148.
Figure 148 AP Remote Subscribers page
Home — Remote Subscribers
5.4GHz MIMO OFDM - Access Point - 0a-00-3e-bb-00-fb

' Remote Subscriber Modules

01. Site Mame - [0a-00-3e-bb-01-04] - LUID: 002
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Monitoring the Link

Link monitoring procedure

After configuring the link, either an operator in the network office or the SM/BHS INSTALLER user in the
field (if read access to the AP/BHM is available to the INSTALLER) must perform the following procedure.
Who is authorized and able to do this depends on local operator password policy, management VLAN
setup and operational practices.

To monitor the link for performance, follow these instructions:
Procedure 22 Monitoring the AP-SM link

1 Access the web interface of the AP/BHM
2 In the left-side menu of the AP/BHM interface, select Home.

3 Click the Session Status tab.
Figure 149 Session Status page

Session Status Configuration

® Enabled
S S
how Idle Sessions Disabled
Last Session Counter Reset None
Reset Session Counters
Last Time Ildle SMs Removed None
Remove Idie SMs )
Data SessionStatus xml
= Subscriber Hardware| Software Version FPGA Version | State
UID: 002 - [0a-00-3e-b2-c6-aa] = i IN SESSION
SN 01 | PMP 450 || CANOPY 15.0 061716 (DES, Sched, US/ETS!) P11 (Encrypt Disabled)
LUID: 003 - [0a-00-3e-b2-c6-91] | || IN SESSION
SM_04 PMP 450 . CANOPY 15.0 061716 (DES, Sched, US/ETSI) P11 || (Encrypt Disabled) |
LID: 004 - [0a-00-3e-b2-c5-11] = 7 IN SESSION
S 08 PMP 450 || CANOPY 15.0 061716 (DES, Sched, US/ETSI) P11 (Encrypt Disabled)
LUID: 005 - [0a-00-3e-b2-b2-6¢] 7 IN SESSION
SN 07 PMP 450 || CANOPY 15.0 061716 (DES, Sched, US/ETSI) P11 | (Encrypt Disabled)
LUID: 006 - [0a-00-3e-b2-b3-b] ; IN SESSION
SM_12 PMP 450 || CANOPY 15.0 061716 (DES, Sched, US/ETSI) P11 | (Encrypt Disabled)
IN SESSION
S_19 . PMP 450 . CANOPY 15.0 061716 (DES, Sched, US/ETSI) P11 | (Encrypt Disabled) |

4 The Device tab of Session Status List display all displayed SMs — MAC address, PMP/PTP
Hardware, Software Version, FPGA Version and State
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5 Click Session Count tab of Session Status List to display values for Session Count, Reg
Count, and Re-Reg Count.

e Session Count: This field displays how many sessions the SM/BHS has had with the
AP/BHM. Typically, this is the sum of Reg Count and Re-Reg Count. However, the result
of internal calculation may display here as a value that slightly differs from the sum.

¢ Reg Count: When a SM/BHS makes a Registration Request, the AP/BHM checks its
local session database to see whether it was registered earlier. If the AP/BHM concludes
that the SM/BHS is not currently in session database and it is valid Registration Request,
then the request increments the value of this field.

¢ Re-Reg Count: When a SM/BHS makes a Registration Request, the AP/BHM checks its
local session database to see whether it was registered earlier. If the AP/BHM concludes
that the SM/BHS is currently in session database, then the request increments the value
of this field.

e Typically, a Re-Reg is the case where both
0 SM/BHS attempts to reregister for having lost communication with the AP/BHM.
0 AP/BHM has not yet observed the link to the SM/BHS as being down.
See Session tab on page 9-21
6 Click Power tab of Session Status list to display Downlink Rate, AP Rx Power (dBm), Signal
Strength Radio (dB) for Uplink and Signal to Noise Radio (dB) for Uplink.
See Power tab on page 9-23

7 Click Configuration tab of Session Status list to get QoS configuration details:
e Sustained Data Rate (kbps)
e Burst Allocation (kbit)
e Max Burst Rate (kbit)
e Low Priority CIR (kbps)
See
Configuration tab on page 9-25

8 Briefly monitor these values, occasionally refreshing this page by clicking another tab and
then the Session Status tab again.

9 If these values are low (for example, 1, 1, and 0, respectively, meaning that the SM/BHS
registered and started a stable session once) and are not changing:
e Consider the installation successful.
¢ Monitor these values from the network office over the next several hours and days.

If these values are greater than 1, 1, and 0, or they increase while you are monitoring them,
troubleshoot the link. (For example, Use Receive Power Level for aiming and then use Link
Tests to confirm alignment).

Refer Viewing Session Status on page 9-20 for more details.
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Exporting Session Status page of AP/BHM

The SessionStatus.xml hyper link allows user to export all displayed SMs or BHS data in Session Status
table into an xml file.

Figure 150 Exporting Session Status page of PMP 450m AP

'Session Status List

Data SessionStatus xml

1= Subscriber || Hardware|| Software Version || FPGA Version I State
LUID. 002 - [0a-00-3e-b2-6-aa] | p\yp 450 || CANOPY 15.0 061716 (DES, Sched, US/ETSI) P11 || !N SESSION
SM_01 | N : i |l (Encrypt Disabled)

In case of PMP, if the session status page does not list any SM, the SessionStatus.xml will still be visible
but the file would be empty. The file will contain data from all of the 5 different tables.

Export from command line

The scripts users can also get this file from command line, you have to authenticate successfully in order
to download the file.

Wget

http://169.254.1.1/SessionStatus.xml?CanopyUsername=test&CanopyPassword=test
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Configuring quality of service

Maximum Information Rate (MIR) Parameters

Point-to-multipoint links use the following MIR parameters for bandwidth management:
e Sustained Uplink Data Rate (kbps)

e Uplink Burst Allocation (kb)

e Sustained Downlink Data Rate (kbps)

e  Downlink Burst Allocation (kb)

e Max Burst Downlink Data Rate (kbps)

e Max Burst Uplink Data Rate (kbps)

Set each of these parameters per AP or per SM independently.

Note
A You can refer below whitepaper for 450 Platform Family Max Burst MIR:

http://www.cambiumnetworks.com/resources/pmp-450-maxburst/

Token Bucket Algorithm

The software uses a token bucket algorithm that has the following features:

e Stores credits (tokens) for the SM to spend on bandwidth for reception or transmission.
e Drains tokens during reception or transmission.

¢ Refills with tokens at the sustained rate set by the network operator.

For each token, the SM can send toward the network in the uplink (or the AP can send toward the SM in
the downlink) an equivalent number of kilobits. Two buckets determine the permitted throughput: one in
the SM for uplink and one in the AP for downlink.

The applicable set of Uplink Burst Allocation and Downlink Burst Allocation parameters determine
the number of tokens that can fill each bucket. When the SM transmits (or the AP transmits) a packet, the
equivalent number of tokens is removed from the uplink (or downlink) bucket.

Except when full, the bucket is continuously being refilled with tokens at rates that the applicable set of
Sustained Uplink Data Rate and Sustained Downlink Data Rate parameters specify. The bucket often
drains at a rate that is much faster than the sustained data rate but can refill at only the sustained data
rate. Thus, the effects of the allocation and rate parameters on packet delay are as follows:

e The burst allocation affects how many kilobits are processed before packet delay is imposed.

e The sustained data rate affects the packet delay that is imposed.

Page 7-199



Chapter 7: Configuration Configuring quality of service

MIR Data Entry Checking

Uplink and downlink MIR is enforced as shown in Figure 151.

Note
A In these figures, entry refers to the setting in the data rate parameter, not the burst allocation
parameter.

Figure 151 Uplink and downlink rate caps adjusted to apply aggregate cap

uplink entry x aggregate cap forthe M

uplinkcap enforced
uplinkentry + downlink entry

downlink entry x aggregate cap forthe SV

downlink cap enforced
uplink entry + downlink entry

For example, in the SM, if you set the Sustained Uplink Data Rate parameter to 2,000 kbps and the
Sustained Downlink Data Rate parameter to 10,000 kbps, then the uplink and downlink MIR that is
enforced for the SM can be calculated as shown in Figure 152.

Figure 152 Uplink and downlink rate cap adjustment example

2,000 kbps x 7,000 kbps
uplink cap enforced = = 1,167 kbps
2,000 kbps + 10,000 kbps

10,000 kbps x 7,000 kbps
downlink cap enforced = = 5,833 kbps
. 2,000 kbps + 10,000 kbps

In this example case, the derived 1,167-kbps uplink and 5,833-kbps downlink MIR sum to the fixed 7,000-
kbps aggregate cap of the SM.

Committed Information Rate (CIR)

The Committed Information Rate (CIR) capability feature enables the service provider to guarantee to any
subscriber that bandwidth will never decrease to below a specified minimum unless CIR is
oversubscribed or RF conditions are degraded. CIR is oversubscribed when there is not enough available
bandwidth to support CIR configuration for all subscribers. In this condition, SMs which are configured
with a nonzero CIR will all operate at the maximum data rate supported by the link (subject to Maximum
Information Rate and Burst Rate/Allocations). SMs which are configured with a CIR of 0 kbps will not
transmit until CIR-configured SMs have completed transmission. CIR may be configured independently
for high priority traffic and for low priority traffic.

CIR parameters may be configured in the following ways:
e Web-based management GUI
e SNMP

e Authentication Server (RADIUS) - when an SM successfully registers and authenticates, CIR
information is retrieved from the RADIUS server.

Page 7-200



Chapter 7: Configuration Configuring quality of service

Active CIR configuration can be verified via the AP’s Home > Session Status page.

Bandwidth from the SM Perspective

In the SM, normal web browsing, e-mail, small file transfers and short streaming video are rarely rate
limited with practical bandwidth management (QoS) settings. When the SM processes large downloads
such as software upgrades and long streaming video or a series of medium-size downloads, the bucket
rapidly drains, the burst limit is reached, and some packets are delayed. The subscriber experience is
more affected in cases where the traffic is more latency sensitive.

Interaction of Burst Allocation and Sustained Data
Rate Settings

If the Burst Allocation is set to 1200 kb and the Sustained Data Rate is set to 128 kbps, a data burst of
1000 kb is transmitted at full speed because the Burst Allocation is set high enough. After the burst, the
bucket experiences a significant refill at the Sustained Data Rate. This configuration uses the advantage
of the settable Burst Allocation.

If both the Burst Allocation and the Sustained Data Rate are set to 128 kb, a burst is limited to the Burst
Allocation value. This configuration does not take advantage of the settable Burst Allocation.

If the Burst Allocation is set to 128 kb and the Sustained Data Rate is set to 256 kbps, the actual rate is

the burst allocation (but in kbps). As above, this configuration does not take advantage of the settable
Burst Allocation.

High-priority Bandwidth

To support low-latency traffic such as VolP (Voice over IP) or video, the system implements a high-priority
channel. This channel does not affect the inherent latencies in the system but allows high-priority traffic to
be immediately served. The high-priority pipe separates low-latency traffic from traffic that is latency
tolerant, such as standard web traffic and file downloads.

The number of channels available on the AP is reduced by the number of SMs configured for the high-
priority channel (each SM operating with high-priority enabled uses two channels (virtual circuits) instead
of one).

A module prioritizes traffic by

e reading the Low Latency bit (Bit 3) in the Ipv4 Type of Service (ToS) byte in a received packet. Bit 3 is
set by a device outside the system.

¢ reading the 802.1p field of the 802.1Q header in a received packet, where VLAN is enabled on the
module.

e comparing the 6-bit Differentiated Services Code Point (DSCP) field in the ToS byte of a received
packet to a corresponding value in the Diffserv tab of the Configuration page of the module. A packet
contains no flag that indicates whether the encoding is for the Low Latency bit or the DSCP field. For
this reason, you must ensure that all elements in your trusted domain, including routers and
endpoints, set and read the ToS byte with the same scheme.

Modules monitor ToS bytes with DSCP fields, but with the following differences:

e The 6-bit length of the field allows it to specify one of 64 service differentiations.

e These correlate to 64 individual (CodePoint) parameters in the Diffserv tab of the Configuration
page.
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e Per RFC 2474, 3 of these 64 are preset and cannot be changed. (See
http://www.fags.org/rfcs/rfc1902.html.)

e For any or all of the remaining 61 CodePoint parameters, you can specify a value of
o 0 through 3 for low-priority handling.
0 4 through 7 for high-priority handling.

Note

A Ensure that your Differentiated Services domain boundary nodes mark any entering packet,
as needed, so that it specifies the appropriate Code Point for that traffic and domain. This
prevents theft of service level.

An example of the Diffserv page in the Configuration menu and parameter descriptions are provided
under DiffServ attributes — AP/BHM on page 7-60. This tab and its rules are identical from module type to
module type. However, any of the 61 configurable Code Points can be set to a different value from
module to module, thus defining unique per-hop behavior for some traffic.

This tab in the AP sets the priorities for the various packets in the downstream (sent from the public
network). This tab in the SM sets the priorities for the various packets in the upstream (sent to the public
network).

Typically, some SMs attach to older devices that use the ToS byte as originally formatted, and others to
newer devices that use the DSCP field. The default values in the Diffserv page allow your modules to
prioritize traffic from the older devices roughly the same as they traditionally have. However, these default
values may result in more high-priority traffic as DSCP fields from the newer devices are read and
handled. So, after making changes in the Diffserv page, carefully monitor the high-priority channel for
high packet rates

e in SMs that you have identified as those to initially set and watch.

e across your network when you have broadly implemented Code Point values, such as via SNMP.
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Traffic Scheduling

The characteristics of traffic scheduling in a sector are summarized in Table 173.

Table 173 Characteristics of traffic scheduling

Category Factor Treatment
A te th hput, | itional
Throughput ggregate throughput, less additiona 132 Mbps
overhead
Latency Number of frames required for the scheduling
process
Round-trip latency ~6 ms
AP broadcast the download schedule No
High-priority Allocation for uplink high-priority traffic on Dynamic, based on amount of high-
Channel amount of high-priority traffic priority traffic

Allocation for downlink high-priority traffic on ~ Dynamic, based on amount of high-
amount of high-priority traffic priority traffic

CIR high-priority

CIR low-priority
Order of transmission

Other high-priority

Other low-priority

i Caution
Power requirements affect the recommended maximums for power cord length feeding the
CMM4. See the dedicated user guide that supports the CMM that you are deploying.

Packets that have a priority of 4 to 7 in either the DSCP or a VLAN 802.1p tag are automatically sent on
the high-priority channel, but only where the high-priority channel is enabled.

Page 7-203



Chapter 7: Configuration Configuring quality of service

Setting the Configuration Source

The AP includes a Configuration Source parameter, which sets where SMs that register to the AP are
controlled for MIR, CIR, VLAN, and the high-priority channel as follows. The Configuration Source
parameter affects the source of:

e all MIR settings:

Sustained Uplink Data Rate
Uplink Burst Allocation

Max Burst Uplink Data Rate
Sustained Downlink Data Rate
Downlink Burst Allocation

Max Burst Downlink Data Rate

O O O O O O

e all CIR settings:
0 Low Priority Uplink CIR
0 Low Priority Downlink CIR
0 Hi Priority Uplink CIR
0 Hi Priority Downlink CIR
e all SM VLAN settings
Dynamic Learning
Allow Only Tagged Frames
VLAN Aging Timeout
Untagged Ingress VID
Management VID
VLAN Membership

e the Hi Priority Channel setting

O O O O O O

Table 174 Recommended combined settings for typical operations

Most operators who  must set this in this web page/tab... in the AP to...
use... parameter...

no authentication Authentication Mode  Configuration/ Security Disabled
server Configuration Source Configuration/ General SM

Wireless Manager
(Authentication Server)

Authentication Mode

Configuration/ Security

Authentication Server

Configuration Source

Configuration/ General

Authentication Server

RADIUS AAA server

Authentication Mode

Configuration/ Security

RADIUS AAA

Configuration Source

Configuration/ General

Authentication Server

Table 175 Where feature values are obtained for a SM with authentication required

Values are obtained from
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Configuration
Source Setting

MIR Values

VLAN Values

High Priority Channel

in the AP State

gztr:::tlcatlon Authentication Server Authentication Server  Authentication Server
SM SM SM SM

Authentication Authentication Server Authentication Server,  Authentication Server,
Server+SM then SM then SM

Note

I3\

HPC represents the Hi Priority Channel (enable or disable).

Where Authentication Server, then SM is the indication, parameters for which Authentication
Server does not send values are obtained from the SM. This is the case where the
Authentication Server is operating on an Authentication Server release that did not support
the feature. This is also the case where the feature enable/disable flag in Authentication
Server is set to disabled. The values are those previously set or, if none ever were, then the
default values.

Where Authentication Server is the indication, values in the SM are disregarded.

Where SM is the indication, values that Authentication Server sends for the SM are

disregarded.

For any SM whose Authentication Mode parameter is not set to ‘Authentication Required’, the listed
settings are derived as shown in Table 176.

Table 176 MIR, VLAN, HPC, and CIR Configuration Sources, Authentication Disabled

Configuration
Source Setting

Values are obtained from

in the AP MIR Values VLAN Values  High Priority — CIR Values
Channel State

Authentication Server AP AP AP AP

SM SM SM SM SM

Authentication SM SM SM SM

Server+SM
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Configuring Quality of Service (QoS)

Quality of Service (QoS) page of AP

The QoS page of AP is explained in Table 177.

Table 177 QoS page attributes - AP

"AP Bandwidth Setfings

Max Burst Uplink Data Rate
Sustained Uplink Data Rate
Uplink Burst Allocation

Downlink Burst Allocation
Broadcast Downlink CIR

(Uplink + Downlink) Sustained Data Rate <= 100000 kbps

Max Burst Downlink Data Rate 0 (kbps) (Range: 0— 100000 kbps)
Sustained Downlink Data Rate 50000 (kbps) (Range: 0— 100000 kbps)

0 (kbps) (Range: 0— 100000 kbps)
50000 (kbps) (Range: 0— 100000 kbps)
2500000 (kbits) (Range: 0— 2500000 kbits)

2500000 (kbits) (Range: 0— 2500000 kbits)
200 (kbps) (Range: 0— 2333 kbps)

Priority Precedence

Prioritize TCP ACK

“Priority Settings

PPPoE Control Message Priority

802 1p Then DiffServ 3
High
@ Normal

@ Enabled
Disabled

Attribute

Meaning

Max Burst Uplink Data
Rate

These parameters allow operators to specify the data rate at which a SM is
allowed to transmit (until burst allocation limit is reached) before being
recharged at the Sustained Uplink Data Rate with credits to transit more.
When set to 0 (default), the burst rate is unlimited.

Sustained Uplink Data
Rate

Specify the rate that each SM registered to this AP is replenished with credits
for transmission. This default imposes no restriction on the uplink. See

¢ Maximum Information Rate (MIR) Parameters on page 7-198

e Interaction of Burst Allocation and Sustained Data Rate Settings on page
7-200

e Configuration Source on page 7-69

Uplink Burst Allocation

Specify the maximum amount of data to allow each SM to transmit before
being recharged at the Sustained Uplink Data Rate with credits to transmit
more. See Maximum Information Rate (MIR) Parameters on page 7-198

e Interaction of Burst Allocation and Sustained Data Rate Settings on page
7-200

e Configuration Source on page 7-69

Max Burst Downlink
Data Rate

These parameters allow operators to specify the data rate at which a SM is
allowed to transmit (until burst allocation limit is reached) before being
recharged at the Sustained Downlink Data Rate with credits to transit more.
When set to 0 (default), the burst rate is unlimited.
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Sustained Downlink
Data Rate

Specify the rate at which the AP is replenished with credits (tokens) for

transmission to each of the SMs in its sector. This default imposes no

restriction on the uplink. See Maximum Information Rate (MIR) Parameters

on page 7-198

e Interaction of Burst Allocation and Sustained Data Rate Settings on page
7-200

e Configuration Source on page 7-69

Downlink Burst
Allocation

Specify the maximum amount of data to allow the AP to transmit to any
registered SM before the AP is replenished with transmission credits at the
Sustained Downlink Data Rate. See

e Maximum Information Rate (MIR) Parameters on page 7-198

e Interaction of Burst Allocation and Sustained Data Rate Settings on page
7-200

e Configuration Source on page 7-69

Broadcast Downlink
CIR

Broadcast Downlink CIR (Committed Information Rate, a minimum) supports
system designs where downlink broadcast is desired to have higher priority
than other traffic. For many other system designs, especially typical internet
access networks, leave the Broadcast Downlink CIR at the default.

Broadcast Downlink CIR is closely related to the Broadcast Repeat Count
parameter, which is settable in the Radio tab of the Configuration page in the
AP: when the Broadcast Repeat Count is changed, the total of available
bandwidth is also changed, since packets are being sent one, two, or three
times, according to the setting in the Broadcast Repeat Count parameter.

Priority Precedence

Allows operator to decide if 802.1p or DiffServ priority bits must be used first
when making priority decisions.

PPPoE Control
Message Priority

Operators may configure the SM to utilize the high priority channel for PPPoE
control messages. Configuring the SM in this fashion can benefit the
continuity of PPPoE connections when there are issues with PPPoE sessions
being dropped in the network. This prioritization may be configured in the
DiffServ tab in the Configuration menu of the SM.

Prioritize TCP ACK

To reduce the likelihood of TCP acknowledgement packets being dropped,
set this parameter to Enabled. This can improve throughput that the end user
perceives during transient periods of congestion on the link that is carrying
acknowledgements.

Quality of Service (QoS) page of SM

The QoS page of SM is explained in Table 178.
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Table 178 QoS page attributes - SM

MIR. Bandwidth Settings
(Uplink + Downlink) Sustained Data Rate <= 120000 kbps
Sustained Uplink Data Rate : 7 (kbps) (Range: 0— 130000 kbps)

Sustained Downlink Data Rate (kbps) (Range: 0— 130000 kbps)

Uplink Burst Allocation

(kbits) (Range; O — 2500000 kbits)

Diownlink Burst Allecation

(kbits) (Range: 0 — 2500000 kbits)

Max Burst Lplink Data Rate :

7] {kbps) (Range: 0— 130000 kbps)

Max Burst Downlink Data Rate ] (kbps) (Range: 0— 130000 kbps)
) . Enabled
Enable Broadeast! Multicast Data Rate : s Disahled
| Broadeast! Multicast Uplink Data Rate Kbps ¥ |[§j20000 | (Range: 1— 130000 kbps/S535 pps)

Priority Settings

(Uplink + Downlink)(Low Priority + High Priority) CIR Data Rate <= 25524 kbps

Low Pricrity Uplink CIR :

] (kbps) (Range: 0— 55534 kbps)

Low Pricrity Downlink CIR

] (kbps) (Range: 0— 55534 kbps)

. . # Enabled
Hi Pricrity Channel : Diisabled
Hi Pricrity Uplink CIR : ] (kbps) (Range: 0— 65534 kbps)

Hi Pricrity Downlink CIR

] (kbps) (Range: 0— 55534 kbps)

Pricrity Precedence

EDZ 1p Then DiffServ ¥

FPPoE Control Message Priority . :Er':nal
Prioritize TGP ACK - | nabed
Attribute Meaning

Sustained Uplink Data
Rate

Specify the rate that this SM is replenished with credits for transmission. This
default imposes no restriction on the uplink. See Maximum Information Rate
(MIR) Parameters on page 7-198

e Interaction of Burst Allocation and Sustained Data Rate Settings on page
7-200

e Configuration Source on page 7-69

Sustained Downlink
Data Rate

Specify the rate at which the AP is replenished with credits (tokens) for
transmission to this SM. This default imposes no restriction on the uplink. See
Maximum Information Rate (MIR) Parameters on Page 7-198

e Interaction of Burst Allocation and Sustained Data Rate Settings on page
7-200

e Configuration Source on page 7-69

Uplink Burst Allocation

Specify the maximum amount of data to allow this SM to transmit before
being recharged at the Sustained Uplink Data Rate with credits to transmit
more. See Maximum Information Rate (MIR) Parameters on page 7-198

e Interaction of Burst Allocation and Sustained Data Rate Settings on page
7-200

e Configuration Source on page 7-69
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Downlink Burst
Allocation

Specify the maximum amount of data to allow the AP to transmit to this SM

before the AP is replenished at the Sustained Downlink Data Rate with

transmission credits. See Maximum Information Rate (MIR) Parameters on

page 7-198

e Interaction of Burst Allocation and Sustained Data Rate Settings on page
7-200

e Configuration Source on page 7-69

Max Burst Uplink Data
Rate

These parameters allow operators to specify the data rate at which a SM is
allowed to transmit (until burst allocation limit is reached) before being
recharged at the Sustained Uplink Data Rate with credits to transit more.
When set to 0 (default), the burst rate is unlimited.

Max Burst Downlink
Data Rate

These parameters allow operators to specify the data rate at which a SM is
allowed to transmit (until burst allocation limit is reached) before being
recharged at the Sustained Downlink Data Rate with credits to transit more.
When set to 0 (default), the burst rate is unlimited.

Enable Broadcast /
Multicast Data Rate

This parameter allows the operator to specify if Broadcast and Multicast data
is rate-limited. This data rate can be entered in Kbps or PPS (Packets Per
Second).

Broadcast / Multicast
Data Rate

This parameter allows the operator to specify a data rate at which Broadcast
and Multicast traffic is sent via the radio link.

Low Priority Uplink
CIR

This field indicates the minimum rate at which low priority traffic is sent over
the uplink (unless CIR is oversubscribed or RF link quality is degraded).

e  Committed Information Rate (CIR) on page 7-199
e Setting the Configuration Source on page 7-203

Low Priority Downlink
CIR

This field indicates the minimum rate at which low priority traffic is sent over
the downlink (unless CIR is oversubscribed or RF link quality is degraded).

e Committed Information Rate (CIR) on page 7-199
e Setting the Configuration Source on page 7-203

Hi Priority Channel

See
e High-priority Bandwidth on page 7-200
e Configuration Source on page 7-69

Hi Priority Uplink CIR

This field indicates the minimum rate at which high priority traffic is sent over
the uplink (unless CIR is oversubscribed or RF link quality is degraded).

e Committed Information Rate (CIR) on page 7-199
e Setting the Configuration Source on page 7-203

Hi Priority Downlink
CIR

This field indicates the minimum rate at which high priority traffic is sent over
the downlink (unless CIR is oversubscribed or RF link quality is degraded).

e Committed Information Rate (CIR) on page 7-199
e Setting the Configuration Source on page 7-203
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Priority Precedence Allows operator to decide if 802.1p or DiffServ priority bits must be used first
when making priority decisions.

PPPoE Control Operators may configure the SM to utilize the high priority channel for PPPoE

Message Priority control messages. Configuring the SM in this fashion can benefit the
continuity of PPPoE connections when there are issues with PPPoE sessions
being dropped in the network. This prioritization may be configured in the
DiffServ tab in the Configuration menu of the SM.

Prioritize TCP ACK To reduce the likelihood of TCP acknowledgement packets being dropped,
set this parameter to Enabled. This can improve throughput that the end user
perceives during transient periods of congestion on the link that is carrying
acknowledgements. This parameter, when enabled, can be particularly useful
when running bi-direction FTP sessions over the link. If a link is primarily used
for video surveillance, it is recommended to configure this parameter to
Disabled.

Quality of Service (QoS) page of BHM

The QoS page of BHM is explained in Table 179.

Table 179 QoS page attributes - BHM

' Priority Settings

Pricrity Precedence : BEDZ ip Then DiffServ ¥

PPPoE Control Message Priority : High

= Mormal

Prioritize TCP ACK - | Pnabled
Attribute Meaning
PPPoE Control Operators may configure the BHM to utilize the high priority channel for
Message Priority PPPoE control messages. Configuring the BHM in this fashion can benefit the

continuity of PPPoE connections when there are issues with PPPoE sessions
being dropped in the network. This prioritization may be configured in the
DiffServ tab in the Configuration menu of the BHS.

Prioritize TCP ACK To reduce the likelihood of TCP acknowledgement packets being dropped,
set this parameter to Enabled. This can improve throughput that the end user
perceives during transient periods of congestion on the link that is carrying
acknowledgements. This parameter, when enabled, can be particularly useful
when running bi-direction FTP sessions over the link. If a link is primarily used
for video surveillance, it is recommended to configure this parameter to
Disabled.

Quality of Service (QoS) page of BHS

The QoS page of BHS is explained in Table 180.
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Table 180 QoS page attributes - BHS

' Priority Settings

Pricrity Precedence : E0Z.1p Then DiffServ ¥

e D i - High
PPPoE Control Message Pricrity - Normal
e N ) * Enabled

Prigritize TCP ACK : Disabled
Attribute Meaning
PPPoE Control Operators may configure the BHS to utilize the high priority channel for
Message Priority PPPoE control messages. Configuring the BHS in this fashion can benefit the

continuity of PPPoE connections when there are issues with PPPoE sessions
being dropped in the network. This prioritization may be configured in the
DiffServ tab in the Configuration menu of the BHS.

Prioritize TCP ACK To reduce the likelihood of TCP acknowledgement packets being dropped,
set this parameter to Enabled. This can improve throughput that the end user
perceives during transient periods of congestion on the link that is carrying
acknowledgements. This parameter, when enabled, can be particularly useful
when running bi-direction FTP sessions over the link. If a link is primarily used
for video surveillance, it is recommended to configure this parameter to
Disabled.

Page 7-211



Chapter 7: Configuration Installation Color Code

Installation Color Code

With this feature enabled on the AP and SM, operators may install and remotely configure SMs without
having to configure matching color codes between the modules. While the SM is accessible for
configuration from above the AP (for remote provisioning) and below the SM (for local site provisioning),
no user data is passed over the radio link. When using the Installation Color Code feature, ensure that the
SM is configured with the factory default Color Code configuration (Color Code 1 is “0”, Color Code 2-10
set to “0” and “Disable”). The status of the Installation Color Code can be viewed on the AP Eval web GUI
page, and when the SM is registered using the Installation Color Code the message “SM is registered via
ICC — Bridging Disabled!” is displayed in red on every SM GUI page. The Installation Color Code
parameter is configurable without a radio reboot for both the AP and SM. If an SM is registered via
Installation Color Code and the feature is then disabled, operators will need to reboot the SM or force it to
reregister (i.e. using the Rescan APs functionality on the AP Eval page).

Figure 153 Installation Color Code of AP

'Radio Configuration ’

Frequency Band : 5E4GHz v
Frequency Carrier 54900 v
Channel Bandwidth : 1D MHz
Cyclic Prefix : One Sixteenth
- 50ms
Frame Period : ©25ms
Color Code : 254 (0—254)
Subscriber Color Code Rescan (When not on e .
a Primary Color Code) 0 Minutes (0 — 43200)
Subscriber Color Code Wait Period forldle : o Minutes (0 — 60)
. : Enabled
\Installahon Color Code : + Disabled
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Zero Touch Configuration Using DHCP
Option 66

This feature allows an SM to get its configuration via DHCP option 66. This can be used for the initial
configuration of an SM as well as managing the configuration of SMs on an ongoing basis. Here is how it
works in brief:

e When the SM boots up, if it is set to use DHCP client, it will send out a DHCP Discover packet which
includes a request for DHCP Option 66.

e In case of a brand new SM out of the box, the DHCP Discover packet is sent out if the SM connects
to an AP using Installation Color Code (ICC), even though DHCP client is not enabled in factory
default config.

e An appropriately configured DHCP server will respond with a DHCP Offer and include a URL in
response to the Option 66 request. The URL should point to the configuration file.

e The device will download the configuration file and apply it. The device will reboot automatically if
needed. (Note: this requires “rebootlfRequired” flag to be added to the config file. See Creating a
Golden config file on page 7-213.

Configuration Steps

Procedure 23 Zero Touch Configuration steps
1 Create the golden config file(s)
2 Hostiton an TFTP/FTP/HTTP/HTTPS server

3 Configure the DHCP server to return the URL of the golden config file in option 66

When the SM boots up, it will get the URL for the golden config from the DHCP server via option 66,
download it and apply it.

If all the SMs are configured exactly the same, then you can create just new golden config file that can be
used with all SMs.

If the SMs are not configured the same, see if it is possible to group the SMs such that SMs with the
same configuration are served by the same DHCP pool. User can then create multiple golden config files
and configure the DHCP server to use the appropriate config file for each pool.

User can also create one config file per SM. This provides the most flexibility, but is practical only if you
have a software tool/script to generate the config files for each MAC address. The files should be named
<mac>.cfg where <mac> is the MAC address of the SM, and stored in the same directory on the file
server. The DHCP server should be configured to return the directory name ending with a ‘/’ in option 66.
The SM will automatically add “<mac>.cfg” to the path and get its config file.
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If some configuration is unique per SM, but rest of the configuration is common, the SMs can be staged
with the unique part, and use option 66 to manage the common part. For example, if each SM needs to
have its coordinates set, don’t include the coordinates in the golden config file. Instead, configure the
coordinates for each SM manually. Manage the rest of the configuration using DHCP option 66.

Creating a Golden config file

The easiest way to create the golden config file is to configure an SM, export its configuration and edit it.
To export the configuration file from the GUI of the SM, go to “Configuration > Unit Settings” tab, go to the
“Download Configuration File” section and click on the “<mac>.cfg” link. This will give you a text file in
JSON format. You can edit this file in a text editor but it's easier to use a JSON editor like
https://www.jsoneditoronline.org/.
Strip down the config file to remove sections and entries that don’t care about, and keep only the items
that require changes. If there are many required changes, it can easily get confusing. To identify the exact
items changes, first reset the SM to factory default, export the config file, make the necessary changes,
export a second config file, then use a tool like WinMerge (http://winmerge.org/) to identify the
differences.
The config file contains the following informational entries at the top level.

“cfgUtcTimestamp”: “cfgUtcTimestamp”,

“swVersion”: “CANOPY 15.1 SM-AES™,

“cfgFileString”: “Canopy configuration file”,

“srcMacAddress”: “0a-00-3e-a2-c2-74”,

“deviceType”: “5.4/5.7GHz MIMO OFDM - Subscriber Module”,

“cfgFileVersion”: “1.0”

9« ” o«

The “cfgUtcTimestamp”, “swVersion”, “srcMacAddress” and “deviceType” lines can be deleted. Do not
delete the “cfgFileString” and “cfgFileVersion” entries.

Next, create an object named “configFileParameters” at the top level. Under that, add a parameter called
“rebootlfRequired” and set it to true. This tells the SM to reboot automatically if a reboot is needed to
apply the new configuration.

A sample configuration file that has been edited for use via DHCP option 66 is given below.

{

“userParameters™: {

“smNetworkConfig”: {
“networkAccess”: 1

}.

“location”: {
“siteName”: “Test site”

}.

“smRadioConfig”: {
“frequencyScanList”: [
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5475000,
5480000
1.
“colorCodeList”: [
{
“colorCode”: 42,
“priority”: 1
be
1
3,
“networkConfig”: {
“lanDhcpState™”: 1

}
}.
“cfgFileVersion”: “1.0”,
“cfgFileString”: “Canopy configuration file”,
“configFileParameters”: {
“rebootlfRequired”: true

}
}

When configuration is imported, only the items that exist in the configuration file are modified. Parameters
that are not in the imported file are not changed. If user wish to revert those settings to their factory
default values, please add a “setToDefaults” item under “configFileParameters” section with a value of
true.
“cfgFileversion”: “1.0”,
“cfgFileString”: “Canopy configuration file”,
“configFileParameters”: {
“rebootlfRequired”: true,
“setToDefaults”: true

}

In case, the SM needs to fetch the configuration file on each boot up even when not connecting to AP via
ICC, set “Network Accessibility” to “Public” and “DHCP State” to “Enabled” in the “Configuration > IP”
page before exporting the configuration.

Hosting the config file

Copy the golden configuration file to an FTP, TFTP, HTTP or HTTPS server. This location can be
password protected; you just have to include the user name and password in the URL.

DHCP server configuration
Configure DHCP server to return the full URL to the golden config file as the value of DHCP option 66.

The following example explains how to make the change for Windows Server 2008. Adapt it to your
specific DHCP server.
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Procedure 24 DHCP server configuration

Zero Touch Configuration Using DHCP Option 66

1 Click “Start > Administrative Tools > DHCP”

2 If you have multiple “Scopes” defined, identify the correct “Scope” that will serve IP

addresses for the SMs

3 Right click on “Scope Option” under the correct “Scope” and select “Configure Options”

File  Action  Yiew Help

% pHCP

&= 7= o= BB

¥ DHCP

=l f] usiln1 prpdhcpol
= g IPvd

it Address Pool
@ Address Leases
| Reservations

Opkion Marme =

= [ Scope [10.120,165.0] Cambiur

Configure Options. .,

|22 003 Rouker

|i=] 006 DMS Servers
|:=) 066 Book Server Hos
+3 015 DMS Domain Mar

= Server Options
#| Filters Vgt
L IPvE
Refresh
Exportk Lisk. ..
Help
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4 In the “Scope Options” dialog, scroll down to “066 Boot Server Host Name”, select the
checkbox and enter the full URL to the golden config file as the “String value”. Then click
“OK”.

File  Action Yiew Help

Lo A G e A=

Scope Options ﬂ E
& DHCP
= _5] usildl pripdhcp0l General | Advanced |
B & IPvd
=l | Scope [10.120.163. Awailable Dptions | Diescription ﬂ
CE Address Pool [T 043 % window System Display Array of =4
@ Address Ijeases [T 064 NIS+ Domain Mame The name o
8] Reservations [ 065 NIS+ Servers A lit of IP a—
i SIEEE Gl Eme OEE Boot Server Host Name TFTP boot :
=i Setver Opkions ‘ | | N
| Filters
Is IPv6 = Data entry
Sting walue;

ftp:#410.1 20163, 253/ canopd ofg

1]

———— x ]t | e |

5 In the DHCP snap-in window, right click and “Refresh” to see the DHCP option 66 in the list
of DHCP options

Supported URL Formats

FTP, TFTP, HTTP and HTTPS URLs are supported. Some examples are given below.

o ftp://10.120.163.253/canopy.cfg

o ftp://admin:admin123@10.120.163.253/canopy.cfg (login as admin with password admin123)
o {ftp://10.120.163.253/canopy.cfg

e http://10.120.163.253/golden-config.cfg

e https://10.120.163.253/smconfig/golden-config.cfg

User can also specify the URL pointing to a directory and not a specific file. Terminate the URL with a */’
to indicate that it is a directory and not a file. Use this format when each SM has its own individual config
file. The directory should contain files named “<mac>.cfg”, one for each SM.

For example:
ftp://10.120.163.253/smconfig/

In this case, the SM will append “<mac>.cfg” to the path and try to get that file. For example, if the SM’s
MAC address is 0a-00-3e-a2-c2-74, it will request for ftp://10.120.163.253/smconfig/0a003ea2c274.cfg.
This mechanism can be used to serve individual config file for each SM.
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Troubleshooting

1 Ensure thatthe_ 14 SMis running 13.3 or newer version of software.

2 If the SM has factory default config, confirm ICC is enabled on the AP, so the SM can
connect to it.

3 Ifthe SMis connecting to the AP using a color code other than ICC, make sure the SM has
“Network Accessibility” set to “Public” and “DHCP State” set to “Enabled” in the
“Configuration > IP” page.

4 Make sure the golden config file does not turn off “Network Accessibility” or “DHCP State”. If
it does, the SM will no longer request the config file when it is rebooted.

5 Check the event log of the SM to see the status of the configuration file import including any
errors that prevented it from importing the file.

6 Capture the DHCP Offer packet from the DHCP server to the SM and verify that Option 66
has the expected URL.

Ml 1017 23485870000 10,120,163 200 255.255.255.255 DHCP 377 DHCP Offer - Transaction ID 0x22334436 = EeR (==

Frame 1017: 377 bytes on wire (3016 bits), 377 bytes captured (3016 hits) on interface 0
Ethernet II, Src: vmware_ad:bd:c6 (00:50:56:ad:b4:c6), Dst: Broadcast (Ff:ff:ff.ff.ff:ff)
Internet Protocol version 4, src: 10.120.163.200 (10.120,163.200), Dst: 255.255.255.255 (255.255.255.255)
User Datagram Protocol, Src Port: hootps (67), Dst Port: bootpc (68)
£l BOOTSTrap Protocal
Message type: Boot Reply (2)
Hardware type: Ethernet (0x01)
Hardware address length: &
Hops: 0
Transaction ID: 0x22334436
seconds elapsed: 0
gootp Tlags: 0x0000 (Unicast)
Client IP address: 0.0.0.0 (0.0.0.0)
Your (client) IR address: 10.120.163.101 (10.120.163.101)
MexT server IP address: 10.120.163.200 (10.120.163.200)
relay agent IP address: 0.0.0.0 (0.0.0.0)
Client MAC address: Da:00:3e:a2:c2:74 {0a:00:3e:a2:c2:74)
client hardware address padding: 00000000000000000000
Server host name not given
goot fi1e name not given
Magic cookie: DHCP
option: (53) DHCP Message Type
option: (1) subnet Mask
option: (58] Renewal Time value
option: (59) Rrebinding Time value
option: (51) IP Address Lease Time
option: (54) DHCP server Identifier
option: (3) Router
option: (&) Domain Wame Serwver
option: (15) Domain Mame
B option: (66) TFTP Server Mame
Lengt

=

B option: €255) End
option End: 255
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Configuring Radio via config file

The 450 Platform Family supports export and import of a configuration file from the AP or SM as a text
file. The configuration file is in JSON format.

To export or import the configuration file, the logged in user needs to be an ADMINISTRATOR and it
must not be a “read-only” account.

The exported configuration file contains the complete configuration including all the default values. To
keep a backup of the current configuration, the file can be saved as-is and imported later.

While importing a configuration file, it can be either imported the full configuration or a sparse
configuration containing only the items that need to be changed. If a sparse configuration file is imported,
only the items in the file will be imported. Other configuration will remain unchanged. There could also be
used a special flag in the configuration file to tell the device to apply the configuration starting from factory
default (Refer Special Headers for configuration file on page 7-219).

Import and Export of config file

The config file import and export is supported in Configuration > Unit Settings page. The procedure for
importing and exporting config file is explained below.
Figure 154 Configuration File upload and download page

“Download Configuration File
Configuration File : 0a003ea0007d.cfg

""Upload and Apply Configuration File

File: | Choose File | No file chosen
Upload

Apply Configuration File

“Status of Configuration File

The DHCP server configuration procedure is as follows:

Procedure 25 DHCP server configuration
1 Login to the GUI and go to Configuration > Unit Settings.

2 Under Download Configuration File tab, click on the “<mac>.cfg” link, where <mac> is the
MAC address of the device (for example, “01003ea2c274.cfg”).

3 Save the file to the local disk.

The below procedure is to be followed for Importing a config file
Procedure 26 Import the configuration from the GUI

1 Login to the GUI and go to Configuration — Unit Settings.
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Click on “Browse” button under “Upload and Apply Configuration File” tab and select the
configuration file from disk.

Click “Upload” followed by “Apply Configuration File” button click.
The “Status of Configuration File” section will show the results of the upload.

Review it to make sure there are no errors. Then click on “Reboot” to reboot with the
imported configuration

The special headers for config file is explained below:

Procedure 27 Special Headers for configuration file

1

A “configFileParameters” section can be added to the header to control the behavior of the
device when importing configuration.

The “setToDefaults” when set to “true” tell the device to reset to factory default configuration
and apply the configuration in the file on top of that. So any attribute not in the configuration
file will be set to its factory default value. By default, the configuration in the file is merged
with the existing configuration on the device.

The “rebootlfRequired” flag when set to “true” tell the device to reboot automatically if
needed to apply the configuration change. By default, the device will not reboot automatically.

{
“cfgFileString”: “Canopy configuration file”,
“cfgFileVersion”: “1.0”,
“configFileParameters”: {
“setToDefaults”:true,
“rebootlfRequired”:true,
}
}
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Configuring cnMaestro™ Connectivity

450 Platform Family network can be onboarded, configured and managed using cnMaestro™ Cloud or
On Premises Server.

Onboarding

Onboarding can be done in one of several ways:

e Using Cambium ID and Onboarding key

e Using Manufacturer’s Serial Number (Only if it starts with an “M” and is 12 characters long)
e On Premises Zero Touch onboarding of AP/SM using DHCP option 43 and 15

e PMP SM Zero touch onboarding to the cnMaestro server where PMP AP is onboarded.

To configure the PMP devices, enable Remote Management under Configuration->cnMaestro as shown
in Table 181.

Table 181 Configuring cnMaestro

Remote Management SEnabie
) Disable
cnMaestro URL :
| Connection Status Cambium-ID Not Configured
“Credentials )
Cambium ID
Onboarding Key :
| AccountiD
“Device Agent Information
Device Agent Version 254
Attribute Meaning
Remote Management  This field enables/disables remote management of 450 Platform Family
products.
cnMaestro URL This field allows to enter cnMaestro URL e.g.

https://cloud.cambiumnetworks.com

Or cnMaestro on premises URL

Connection Status This field indicates cnMaestro connectivity status.

Cambium ID This field allows to enter Cambium ID for onboarding 450 Platform devices.
Onboarding Key This field allows to enter Onboarding Key for onboarding.

AccountID This field indicates Account ID of the customer.

Device Agent Version  This field shows device agent version.
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Prerequisites for onboarding to cnMaestro™

e Devices types must be PMP 450m Series, PMP/PTP 450 Series, PMP/PTP 450i/450b Series or PMP
430 Series SMs (interoperability mode only).

e Minimum required software version of 14.2.1. Device software images can be downloaded from
http://support.cambiumnetworks.com or from the On Premises cnMaestro server by navigating to
Operate >Software Update->Manage Images. Select

e Device type to display the available images and then click the download icon as shown in Figure 155.

Figure 155 Software Upgrade from cnMaestro™

Software Update:

Type Version Action

B B BB B

e |P connectivity between PMP Device and the cnMaestro server is established. Ensure Port 443 is
open in the firewall as this port is used for secure communication between the PMP device and the
cnMaestro server through web sockets. In addition, if the PMP device and cnMaestro™ server are on
different subnets, proper routes should be established for communication.

e For PMP AP, a valid DNS setting is required so that the AP will be able to resolve the cnMaestro
URL. DNS settings can be verified by performing a DNS lookup under Tools->DNS Test on the AP as
shown in Figure 156.
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Figure 156 DNS Test for cnMaestro™ connectivity

@ Cambium Networks

e Home a : I Remote Spectrum Analyzer II OFDM Frame Calculator “ Subscriber Configuration “ Link Status I

e Configuration el DNS Test
e Statistics

e Tools Tools — DNS Test
e Logs

: gctﬁr?:gtzn 5.7GHz MIMO OFDM - Access Point
e Copyright 0a-00-3e-bb-01-9b
e Logoff
' DNS Test Settings
PRI T Fully Qualified Domain Name cloud.cambiumnetworks.com

Level:
ADMINISTRATOR Perform DNS Lookup
Mode: Read-Write

Authentication
Method: Local

"DNS Test Resulls
cloud.cambiumnetworks.com resolves to: 199.83.134.86

CA T\m\

e Ifthe SMis in Bridge mode, then LAN1 must have public 7-223equest7-223ility with a public IP
assigned and corresponding DNS setting.

e Ifthe SMis in NAT mode, then Remote Management should be enabled with the standalone
configuration option and DNS settings.

Knowledge Based articles for onboarding

For onboarding the devices to cloud server and troubleshooting the onboarding issues in cloud server
please see the following link:

http://community.cambiumnetworks.com/t5/cnMaestro/Device-On-boarding/td-p/51484

For onboarding the devices to on Premises server and configuring the DHCP server options for on
boarding please see the following link:
http://community.cambiumnetworks.com/t5/cnMaestro/Device-Onboarding-and-Linux-DHCP-Options-for-
cnMaestro-On/m-p/55187#U55187

Order of Device Onboarding

The device discovery order is as follows in On Permises cnMaestro™ Server. If any of the options is not
configured, the discovery method will fallback to the next option:

1. Static cnMaestro URL

Zero Touch token (on boarding of PMP SMs when the corresponding AP is on boarded)
DHCP Option 43

DHCP Option 15

https://cloud.cambiumnetworks.com

o > N
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Device Agent Logs

For debugging any onboarding issues please check the device agent logs by navigating to Logs->Device
Agent Logs on the PMP device GUI as shown in Figure 157. In addition, a tech support dump can for the
PMP device can be obtained from cnMaestro™ by navigating to Monitor->Tools menu after selecting the
particular PMP device in the tree and clicking the tech support file icon. This can be send to Cambium
support for further troubleshooting.

Figure 157 Device Agent Logs

@ Cambium Networks

& Home [ AP Sessions | [ AP Authentication State Machine Log | [ AP Authorization State Machine Log | [ EAP Radius Log | fIRENIL e Ul

# Configuration

e Statisti — i
= Logs — Device Agent Log

e Logs .
o Accounts 5.7GHz MIMO OFDM - Access Point
e Quick Start 0a-00-3e-bb-01-9b
# Copyright
* Logoff
. 10/05/2016 : 17:18:27 CDT : - Attempting (re)connection in 5 seconds
Account: admin 10/05/2016 : 17:18:47 CDT : - Timeout in select() - Cancelling!
Level: 10/05/2016 : 17:18:47 CDT : - OpenConnection to 10.120.217.150:443 failed
ADMINISTRATOR 10/05/2016 : 17:18:47 CDT : : Rand_bytes failed, error code - 0
Mode: Read-Write 10/05/2016 : 17:18:47 CDT . - Unable to discover cnivlaestro URL (re-discover in 61 seconds)
Authentication 10/05/2016 : 17:18:47 CDT : : Attempting (re)connection in 61 seconds
Method: Local 10/05/2016 - 17-21°45 COT - - platform_set_fld_index' Failed to get index for field [cambiumCurrentulmagelVersion]
10/05/2016 : 17:21:45 CDT : - Invalid field [cambiumCurrentulmagelVersion], please check
CANOPY™ | Clear |
| Refresh |

Monitoring Tools for PMP Devices on cnMaestro™

cnMaestro™ as of this release offers several debugging tools for PMP devices. Some examples are:
e Pictorial view of network hierarchy

e Device status

e Tech support file

e Throughput

e Alarms

e Reboot

e Debug Logs

¢ Network connectivity — ping and DNS lookup
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Figure 158 Example cnMaestro™ screenshot

PMP 450i AP pra PMP 450 SM b

450iAP-216 4 O 450iSM-217 5

(~ QU

100Base-TX

Full Duplex

0.01 Km

Throughput

For more information on these tools please see

http://community.cambiumnetworks.com/t5/cnMaestro/How-to-use-the-cnMaestro-Tools-for-
Troubleshooting-Device-or/m-p/54503#U54503

Zero Touch on boarding of the PMP SMs when the
corresponding AP is on boarded

First a link should be established between the PMP AP and SM either by configuring manually or using
the ICC. Once the AP and SM link is established, the AP must be onboarded to cnMaestro™ using one of
several ways detailed above under the Onboarding section. Once the AP is onboarded to cnMaestro™
Cloud or On premises cnMaestro™server, the SMs under the AP will automatically onboard to
cnMaestro™ using a Zero touch token that is communicated between the AP and SMs. This is applicable
to existing SMs registered to the AP as well as new SMs registering to the AP for the first time. The SMs
appear on the onboarding queue of cnMaestro™ and the operator must “Approve” the devices in order to
manage them.

The following operations for PMP Devices are available on

cnMaestro™

¢ Monitor the device details in the Dashboard page by navigating to the Monitor >Dashboard menu
and selecting the PMP AP/SM in the tree.

e Monitor notifications related to the PMP AP/SM by navigating to the Monitor >Notifications Menu
and selecting the PMP AP/SM in the tree.

¢ Monitor device statistics on the statistics page by navigating to the Monitor >Statistics menu and
selecting the PMP AP/SM in the tree, then selecting the PMP AP or PMP SM in the Device type
dropdown.

e Monitor Performance graphs related to the PMP AP/SM by navigating to the Monitor >Performance
menu and selecting the required performance graph (i.e Throughput, SMs, Modulation) and selecting
the PMP AP/SM in the tree.

o Troubleshoot the device on the Troubleshooting page by navigating to the Monitor >Tools menu and
selecting the PMP AP/SM in the tree.
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Configure the devices by navigating to the Configure >Devices menu and selecting the PMP AP/SM
in the tree and selecting the config template that needs to be pushed to the device. Configuration
templates need to be created before the configuration can be pushed to the device. The template can
be created by copying the existing configuration from the view device configuration link provided in
the same page and then modifying the template as needed and then pushing to the same device or
other similar devices. Template needs to be properly reviewed for IP Address and other critical
parameters to avoid stranding SMs (resulting in a truck roll) by pushing an incorrect configuration.
Configuration templates can be created by navigating to the Configure->Templates page and
selecting the PMP device type while creating the template.

Once on 14.2.1, PMP devices can be upgraded to future supported versions from cnMaestro™ by
navigating to the Operate > Software Update page and selecting the “PMP Sectors” option from the
device type drop down and the version to which the device needs to be upgraded. It is recommended
to upgrade the AP first, then the SMs.

PMP Device Inventory details can be reviewed by navigating to the Monitor >Inventory page.
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Configuring a RADIUS server

Configuring a RADIUS server in a PMP 450 Platform network is optional, but can provide added security,
increase ease of network management and provide usage-based billing data.

Understanding RADIUS for PMP 450 Platform Family

PMP 450 Platform modules include support for the RADIUS (Remote Authentication Dial In User
Service) protocol supporting Authentication and Accounting.

RADIUS Functions

RADIUS protocol support provides the following functions:

e SM Authentication allows only known SMs onto the network (blocking “rogue” SMs), and can be
configured to ensure SMs are connecting to a known network (preventing SMs from connecting to
‘rogue” APs). RADIUS authentication is used for SMs, but is not used for APs.

e SM Configuration: Configures authenticated SMs with MIR (Maximum Information Rate), CIR
(Committed Information Rate), High Priority, and VLAN (Virtual LAN) parameters from the RADIUS
server when a SM registers to an AP.

e User Authentication allows users to configure a separate User authentication server along with
the SM authentication server. If firmware is upgraded while using this functionality and no User
authentication servers are configured, then AP continues to use the SM authentication server for User
authentication

e SM Accounting provides support for RADIUS accounting messages for usage-based billing. This
accounting includes indications for subscriber session establishment, subscriber session
disconnection, and bandwidth usage per session for each SM that connects to the AP.

e Centralized AP and SM user name and password management allows AP and SM usernames
and access levels (Administrator, Installer, Technician) to be centrally administered in the RADIUS
server instead of on each radio and tracks access events (logon/logoff) for each username on the
RADIUS server. This accounting does not track and report specific configuration actions performed
on radios or pull statistics such as bit counts from the radios. Such functions require an Element
Management System (EMS) such as Cambium Networks Wireless Manager. This accounting is not
the ability to perform accounting functions on the subscriber/end user/customer account.

e Framed IP allows operators to use a RADIUS server to assign management IP addressing to SM
modules (framed IP address).

Tested RADIUS Servers

The Canopy RADIUS implementation has been tested and is supported on
e FreeRADIUS, Version 2.1.8

e Aradial RADIUS, Version 5.1.12

e Microsoft RADIUS (Windows Server 2012 R2 version)

e Cisco ACS, Version 5.7.0.15

Page 7-227



Chapter 7: Configuration Configuring a RADIUS server

Note
A Aradial 5.3 has a bug that prevents “remote device login”, so doesn’t support the user name
and password management feature.

Choosing Authentication Mode and Configuring for
Authentication Servers - AP

On the AP’s Configuration > Security tab, select the RADIUS AAA Authentication Mode. The

following describes the other Authentication Mode options for reference, and then the RADIUS AAA

option.

e Disabled: Requires no authentication. Any SM (except a SM that itself has been configured to
require RADIUS authentication by enabling Enforce Authentication as described below) is allowed
to register to the AP.

e Authentication Server: Authentication Server in this instance refers to Wireless Manager in BAM-
only mode. Authentication is required for a SM to register to the AP. Only SMs listed by MAC
address in the Wireless Manager database is allowed to register to the AP.

e AP Pre-Shared Key: Canopy offers a pre-shared key authentication option. In this case, an
identical key must be entered in the Authentication Key field on the AP’s Configuration > Security
tab and in the Authentication Key field on each desired SM’s Configuration > Security tab.

e RADIUS AAA: To support RADIUS authentication of SMs, on the AP’s Configuration > Security tab
select RADIUS AAA. Only properly configured SMs with a valid certificate is allowed to register to
the AP.

When RADIUS AAA is selected, up to 3 Authentication Server (RADIUS Server) IP addresses and

Shared Secrets can be configured. The IP address(s) configured here must match the IP address(s) of

the RADIUS server(s). The shared secret(s) configured here must match the shared secret(s)

configured in the RADIUS server(s). Servers 2 and 3 are meant for backup and reliability, not splitting
the database. If Server 1 doesn’t respond, Server 2 is tried, and then server 3. If Server 1 rejects
authentication, the SM is denied entry to the network, and does not progress trying the other servers.

The default IP address is 0.0.0.0. The default Shared Secret is “CanopySharedSecret”. The Shared
Secret can be up to 32 ASCII characters (no diacritical marks or ligatures, for example).
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Table 182 Security tab attributes

Authentication Server Settings

Authentication Mode : Disabled r
N . Append DNS Domain Name
Authentication Server DNS Usage . % Disahle DNS Domain Name
Authentication Server1: 0T Shared Secret
10.120.2268 8
Authentication Server 2 - Shared Secret
0.0.0.0
Authentication Server 3 : Shared Secret
0.0.0.0
Authentication Server 4 (BAM OMNLY) 0.0.0.0
Authentication Server 5 (BAM OMNLY) 0.0.0.0
Radius Port : 1812 Default port numberis 1812
Authentication Key : (Using All DxFF's kKey)
. Jse Key above
SelectKey Use Default Key

Encryption Setting : Mone ¥

AP Evaluation Configuration
SM Display of AF Evaluation Data :

Disable Display
® Enable Display

Session Timeout
Web, Telnet, FTF Session Timeout : 3600 Seconds

IP Access Filtering

IP Access Filtering Enabled - Only allow access fram IP
. addresses specified below
IP Access Control # |P Access Filtering Disabled - Allow access from all IP
addrasses

Allowed Source [P 1: 0.0.0.0 I=2 Metwork Mask (set to 32 to disable)
Allowed Source IP 2 : 0.0.0.0 If32 MNetwork Mask (setto 32 to disable)
Allowed Source [P 3: 0.0.0.0 Iz Metwork Mask (setto 32 o disable)
Web Access HTTF Only v
SMMP : SHMPv3 Cnly A

. ® Enabled
Telnst: Disabled

. ® Enabled

FTF: Disabled

. ® Enabled
TFTR: Disabled

Page 7-229



Chapter 7: Configuration

Configuring a RADIUS server

Attribute

Meaning

Authentication Mode

Operators may use this field to select the following authentication modes:
Disabled—the AP requires no SMs to authenticate.

Authentication Server —the AP requires any SM that attempts registration
to be authenticated in Wireless Manager before registration.

AP PreShared Key - The AP acts as the authentication server to its SMs and
will make use of a user-configurable pre-shared authentication key. The
operator enters this key on both the AP and all SMs desired to register to that
AP. There is also an option of leaving the AP and SMs at their default setting
of using the “Default Key”. Due to the nature of the authentication operation, if
you want to set a specific authentication key, then you MUST configure the
key on all of the SMs and reboot them BEFORE enabling the key and option
on the AP. Otherwise, if you configure the AP first, none of the SMs is able to
register.

RADIUS AAA - When RADIUS AAA is selected, up to 3 Authentication
Server (RADIUS Server) IP addresses and Shared Secrets can be
configured. The IP address(s) configured here must match the IP address(s)
of the RADIUS server(s). The shared secret(s) configured here must match
the shared secret(s) configured in the RADIUS server(s). Servers 2 and 3 are
meant for backup and reliability, not for splitting the database. If Server 1
doesn’t respond, Server 2 is tried, and then server 3. If Server 1 rejects
authentication, the SM is denied entry to the network and does not progress
trying the other servers.

Authentication Server
DNS Usage

The management DNS domain name may be toggled such that the name of
the authentication server only needs to be specified and the DNS domain
name is automatically appended to that name.

Authentication Server
1

Authentication Server
2

Authentication Server
3

Authentication Server
4 (BAM Only)

Authentication Server
5 (BAM Only)

Enter the IP address or server name of the authentication server (RADIUS or
WM) and the Shared Secret configured in the authentication server. When
Authentication Mode RADIUS AAA is selected, the default value of Shared
Secret is “CanopySharedSecret”. The Shared Secret may consist of up to 32
ASCII characters.

Radius Port

This field allows the operator to configure a custom port for RADIUS server
communication. The default value is 1812.

Authentication Key

The authentication key is a 32-character hexadecimal string used when
Authentication Mode is set to AP Pre-Shared Key. By default, this key is
set to OXFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF.

Selection Key

This option allows operators to choose which authentication key is used:
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Use Key above means that the key specified in Authentication Key is used
for authentication

Use Default Key means that a default key (based off of the SM’'s MAC
address) is used for authentication

Encryption Key

Specify the type of airlink security to apply to this AP. The encryption setting
must match the encryption setting of the SMs.

None provides no encryption on the air link.

DES (Data Encryption Standard): An over-the-air link encryption option that
uses secret 56-bit keys and 8 parity bits. DES performs a series of bit
permutations, substitutions, and recombination operations on blocks of data.
DES encryption does not affect the performance or throughput of the system.

AES (Advanced Encryption Standard): An over-the-air link encryption option
that uses the Rijndael algorithm and 128-bit keys to establish a higher level of
security than DES. AES products are certified as compliant with the Federal
Information Processing Standards (FIPS 197) in the U.S.A.

SM Display of AP
Evaluation Data

You can use this field to suppress the display of data about this AP on the AP
Evaluation tab of the Tools page in all SMs that register.

Web, Telnet, FTP
Session Timeout

Enter the expiry in seconds for remote management sessions via HTTP,
telnet, or ftp access to the AP.

IP Access Control

You can permit access to the AP from any IP address (IP Access Filtering
Disabled) or limit it to access from only one, two, or three IP addresses that
you specify (IP Access Filtering Enabled). If you select IP Access Filtering
Enabled, then you must populate at least one of the three Allowed Source
IP parameters or have no access permitted from any IP address

Allowed Source IP 1

If you selected IP Access Filtering Enabled for the IP Access Control
parameter, then you must populate at least one of the three Allowed Source
IP parameters or have no access permitted to the AP from any IP address.
You may populate as many as all three.

Allowed Source IP 2

Allowed Source IP 3

If you selected IP Access Filtering Disabled for the IP Access Control
parameter, then no entries in this parameter are read, and access from all IP
addresses is permitted.

Web Access The Radio supports secured and non-secured web access protocols. Select
suitable web access from drop down list:
e HTTP Only — provides non-secured web access. The radio to be
accessed via http://<IP of Radio>.
e HTTPS Only — provides a secured web access. The radio to be accessed
via https1://<IP of Radio>.
e HTTP and HTTPS - If enabled, the radio can be accessed via both http
and https.
SNMP This option allows to configure SNMP agent communication version. It can be

selected from drop down list :
e SNMPv2c Only — Enables SNMP v2 community protocol.
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e SNMPv3 Only — Enables SNMP v3 protocol. It is secured communication
protocol.

e SNMPv2c and SNMPv3 — It enables both the protocols.

Telnet This option allows to Enable and Disable Telnet access to the Radio.
FTP This option allows to Enable and Disable FTP access to the Radio.
TFTP This option allows to Enable and Disable TFTP access to the Radio.
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SM Authentication Mode — Require RADIUS or
Follow AP

If it is desired that a SM will only authenticate to an AP that is using RADIUS, on the SM’s
Configuration Security tab set Enforce Authentication to AAA. With this enabled, SM does not
register to an AP that has any Authentication Mode other than RADIUS AAA selected.

If it is desired that a SM use the authentication method configured on the AP it is registering to, set
Enforce Authentication to Disabled. With Enforce Authentication disabled, a SM will attempt to
register using whichever Authentication Mode is configured on the AP it is attempting to register to.

Note
A Having SMs to use RADIUS by enabling Enforce Authentication avoids the security issue
of SMs possibly registering to “rogue” APs, which have authentication disabled.

Table 183 SM Security tab attributes

Authentication Key Settings
Authentication Key {Using All 0xFF's Key)
Use Key above

SelectKey + Use Default Key

AAA Authentication Settings

Enforce Authentication Disable v
Phase 1 eapttis v
Phase 2 MSCHAPYV2 ¥

Enable Realm
Identity/Realm : #* Disable Realm

Identity anonymous @ Realm canopy.net

Usemame 0a-00-3e-a0-00-8¢c Use Default Usemame
Password :

Confirm Password :

RADIUS Certificate Settings

Upload Certificate File

File: | Choose Fie | No fie chosen

Impon Centficate
Use Defauk Cerificates
This will delete all current certificates

C=Us
S =lllinois
0= Solutions, Inc

QU =Canopy Wireless Broadband
CN =Canopy AAA Server Demo CA
E =technical-support@canopywireless.com
Valid From: 01/01/2001 00:00:00
Valid To: 12/31/2049 23:59:59
Delete

Certificate 2 deleted.,

Encryption Setting DES ¥

Web, Telnet, FTP Session Timeout B00000 Seconds

SM Management Interface Access via Ethemet Port
# Enabled

Ethernet Access Disabled
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IP Access Filtering

IP Access Filtering Enabled - Only allow access from IP
. . addresses specified below
IP Access Control - ® |P Access Filtering Disabled - Allow access from all IP
addresses
Allowed Source IP 1: 0.0.0.0 Ia2 Netwark Mask (setto 32 to disable)
Allowed Source IP 2 : 0.0.0.0 /2 Metwork Mask (setto 32 to disable)
Allowed Source IP 3 : 0.0.0.0 Iz MNetwaork Mask (setto 32 to disable)
‘Web Access : HTTF Only v
SNMF : SHMPv2e Only v
. # Enabled
Telnst: Disabled
. # Enabled
FTP: Disabled
. ® Enabled
TFTP: Disabled
Attribute Meaning

The authentication key is a 32-character hexadecimal string used when
Authentication Key Authentication Mode is set to AP PreShared Key. By default, this key is set
to OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF.

This option allows operators to choose which authentication key is used:

Use Key above means that the key specified in Authentication Key is used
Select Key for authentication

Use Default Key means that a default key (based off of the SM’'s MAC
address) is used for authentication

The SM may enforce authentication types of AAA and AP Pre-sharedKey.
The SM will not finish the registration process if the AP is not using the
configured authentication method (and the SM locks out the AP for 15
minutes). Enforce Authentication default setting is Disable.

Enforce Authentication

The protocols supported for the Phase 1 (Outside Identity) phase of
authentication are EAPTTLS (Extensible Authentication Protocol Tunneled
Transport Layer Security) or MSCHAPv2 (Microsoft Challenge-Handshake
Authentication Protocol version 2).

Phase 1

Select the desired Phase 2 (Inside Identity) authentication protocol from the
Phase 2 options of PAP (Password Authentication Protocol), CHAP

Phase 2 (Challenge Handshake Authentication Protocol), and MSCHAP (Microsoft's
version of CHAP, version 2 is used). The protocol must be consistent with
the authentication protocol configured on the RADIUS server.
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If Realms are being used, select Enable Realm and configure an outer
identity in the Identity field and a Realm in the Realm field. These must
match the Phase 1/Outer Identity and Realm configured in the RADIUS
server. The default Identity is “anonymous”. The Identity can be up to 128
non-special (no diacritical markings) alphanumeric characters. The default
Realm is “canopy.net’. The Realm can also be up to 128 non-special

Identity/Realm alphanumeric characters.

Configure an outer Identity in the Username field. This must match the
Phase 1/Outer Identity username configured in the RADIUS server. The
default Phase 1/Outer Identity Username is “anonymous”. The Username
can be up to 128 non-special (no diacritical markings) alphanumeric
characters.

Enter a Username for the SM. This must match the username configured
for the SM on the RADIUS server. The default Username is the SM’s MAC
address. The Username can be up to 128 non-special (no diacritical
markings) alphanumeric characters.

Username

Password Enter the desired password for the SM in the Password and Confirm

Password fields. The Password must match the password configured for
the SM on the RADIUS server. The default Password is “password”. The
Password can be up to 128 non-special (no diacritical markings)
alphanumeric characters.

Confirm Password

To upload a certificate manually to a SM, first load it in a known place on
your PC or network drive, then click on a Delete button on one of the
Certificate description blocks to delete a certificate to provide space for your
certificate. Click on Choose File, browse to the location of the certificate,
and click the Import Certificate button, and then reboot the radio to use the
new certificate.

When a certificate is in use, after the SM successfully registers to an AP, an

indication of In Use will appear in the description block of the certificate
Upload Certificate File  being used.

The public certificates installed on the SMs are used with the private

certificate on the RADIUS server to provide a public/private key encryption

system.

Up to 2 certificates can be resident on a SM. An installed certificate can be
deleted by clicking the Delete button in the certificate’s description block on
the Configuration > Security tab. To restore the 2 default certificates, click
the Use Default Certificates button in the RADIUS Certificate Settings
parameter block and reboot the radio.
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Specify the type of airlink security to apply to this AP. The encryption setting
must match the encryption setting of the SMs.

None provides no encryption on the air link.

DES (Data Encryption Standard): An over-the-air link encryption option that

uses secret 56-bit keys and 8 parity bits. DES performs a series of bit
Encryption Setting permutations, substitutions, and recombination operations on blocks of data.

DES encryption does not affect the performance or throughput of the system.

AES (Advanced Encryption Standard): An over-the-air link encryption option
that uses the Rijndael algorithm and 128-bit keys to establish a higher level of
security than DES. AES products are certified as compliant with the Federal
Information Processing Standards (FIPS 197) in the U.S.A.

Web, Telnet, FTP Enter the expiry in seconds for remote management sessions via HTTP,
Session Timeout telnet or ftp access to the AP.

If you want to prevent any device that is connected to the Ethernet port of the
SM from accessing the management interface of the SM, select Ethernet
Access Disabled. This selection disables access through this port to via
HTTP (the GUI), SNMP, telnet, FTP, and TFTP. With this selection,
management access is available through only the RF interface via either an

Ethernet Access IP address (if Network Accessibility is set to Public on the SM) or the
Session Status or Remote Subscribers tab of the AP. See IP Access Control
below.

If you want to allow management access through the Ethernet port, select
Ethernet Access Enabled. This is the factory default setting for this
parameter.

You can permit access to the AP from any IP address (IP Access Filtering
Disabled) or limit it to access from only one, two, or three IP addresses that

IP Access Control you specify (IP Access Filtering Enabled). If you select IP Access Filtering
Enabled, then you must populate at least one of the three Allowed Source
IP parameters or have no access permitted from any IP address

Allowed Source IP 1 If you selected IP Access Filtering Enabled for the IP Access Control

parameter, then you must populate at least one of the three Allowed Source

Allowed Source IP 2 ,
IP parameters or have no access permitted to the AP from any IP address.

You may populate as many as all three.

Allowed Source IP 3 If you selected IP Access Filtering Disabled for the IP Access Control
parameter, then no entries in this parameter are read, and access from all IP
addresses is permitted.

Web Access The Radio supports secured and non-secured web access protocols. Select
suitable web access from drop down list:

e HTTP Only — provides non-secured web access. The radio to be
accessed via http:/<IP of Radio>.

e HTTPS Only — provides a secured web access. The radio to be accessed
via https://<IP of Radio>.
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e HTTP and HTTPS - If enabled, the radio can be accessed via both http
and https.

SNMP This option allows to configure SNMP agent communication version. It can be
selected from drop down list :

e SNMPv2c Only — Enables SNMP v2 community protocol.

e SNMPv3 Only — Enables SNMP v3 protocol. It is secured communication
protocol.

e SNMPv2c and SNMPv3 — It enables both the protocols.

Telnet This option allows to Enable and Disable Telnet access to the Radio.
FTP This option allows to Enable and Disable FTP access to the Radio.
TFTP This option allows to Enable and Disable TFTP access to the Radio.

SM - Phase 1 (Outside Identity) parameters and settings

The protocols supported for the Phase 1 (Outside Identity) phase of authentication are

eapttls (Extensible Authentication Protocol Tunneled Transport Layer Security) and eapMSChapV2
(Extensible Authentication Protocol — Microsoft Challenge-Handshake Authentication Protocol).

Configure an outer Identity in the Username field. This must match the Phase 1/Outer Identity
username configured in the RADIUS server. The default Phase 1/Outer Identity Username is
“anonymous”. The Username can be up to 128 non-special (no diacritical markings) alphanumeric
characters. If Realms are being used in the RADIUS system (eapttls only), select Enable Realm and
configure an outer identity in the Identity field and a Realm in the Realm field. These must match the Phase
1/Outer Identity and Realm configured in the RADIUS server. The default Identity is “anonymous”. The
Identity can be up to 128 non-special (no diacritical markings) alphanumeric characters. The default Realm
is “canopy.net”. The Realm can also be up to 128 non-special alphanumeric characters.

SM - Phase 2 (Inside Identity) parameters and settings

If using eapttls for Phase 1 authentication, select the desired Phase 2 (Inside Identity) authentication
protocol from the Phase 2 options of PAP (Password Authentication Protocol), CHAP (Challenge
Handshake Authentication Protocol), and MSCHAPv2 (Microsoft's version of CHAP). The protocol
must be consistent with the authentication protocol configured on the RADIUS server. Enter a
Username for the SM. This must match the username configured for the SM on the RADIUS server.
The default Username is the SM’s MAC address. The Username can be up to 128 non-special (no
diacritical markings) alphanumeric characters.

Enter the desired password for the SM in the Password and Confirm Password fields. The Password
must match the password configured for the SM on the RADIUS server. The default Password is
“password’. The Password can be up to 128 non-special (no diacritical markings) alphanumeric
characters.
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Handling Certificates
Managing SM Certificates via the SM GUI

The default public Canopy certificates are loaded into SMs upon factory software installation. The
default certificates are not secure and are intended for use during lab and field trials as part of gaining
experience with the RADIUS functionalities or as an option during debug. For secure operation, an
operator will want to create or procure their own certificates. Resetting a SM to its factory defaults will
remove the current certificates and restore the default certificates.

Up to two certificates can be resident on a SM. An installed certificate can be deleted by clicking the
Delete button in the certificate’s description block on the Configuration > Security tab. To restore the 2
default certificates, click the Use Default Certificates button in the RADIUS Certificate Settings
parameter block and reboot the radio.

To upload a certificate manually to a SM, first load it in a known place on your PC or network drive,
then click on a Delete button on one of the Certificate description blocks to delete a certificate to
provide space for your certificate. Click on Choose File, browse to the location of the certificate, and
click the Import Certificate button, and then reboot the radio to use the new certificate.

When a certificate is in use, after the SM successfully registers to an AP, an indication of In Use will
appear in the description block of the certificate being used.

The public certificates installed on the SMs are used with the private certificate on the RADIUS server
to provide a public/private key encryption system.

Note
A Root certificates of more than one level (Example - a certificate from someone who received
their CA from Verisign) fails. Certificates must be either root or self-signed.
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Figure 159 SM Certificate Management

Upload Certificate File

Import Cerificate |

Use Default Cerificates |
This will delete all current certificates

File: | Browse.. |

“Certificate 1

C=Us

S =llingis

O =Motorola Solutions, Inc.

Ol =Canopy Wireless Broadband

CH =Canopy AAA Server Demo CA

E =technical-support@canopywireless com
Valid From: 01/01/2001 00:00:00

Valid To: 12/31/2049 23:59.59

¥ Delete |

“Certificate 2

C=Us

S =llingis

O =Motorola, Inc.

Ol =Canopy Wireless Broadband
CM=PMP320 Demo CA

Valid From: 07/01/2009 06:00:00
Valid To: 12/31/2049 23:59.59

¥ Delete |

Configuring a RADIUS server

Configuring RADIUS servers for SM authentication

Your RADIUS server must be configured to use the following:
e EAPTTLS or MSCHAPV2 as the Phase 1/Outer Identity protocol.

o If Enable Realm is selected on the SM’s Configuration > Security tab, then the same Realm

appears there (or access to it).

e The same Phase 2 (Inner Identity) protocol as configured on the SM’s Configuration > Security

tab under Phase 2 options.

e The username and password for each SM configured on each SM’s Configuration > Security tab.

e An IP address and NAS shared secret that is the same as the IP address and Shared Secret
configured on the AP’s Configuration > Security tab for that RADIUS server.
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e A server private certificate, server key, and CA certificate that complement the public certificates
distributed to the SMs, as well as the Canopy dictionary file that defines Vendor Specific Attributes
(VSAa). Default certificate files and the dictionary file are available from the software site:
https://support.cambiumnetworks.com/files/pmp450 after entering your name, email address, and
either Customer Contract Number or the MAC address of a module covered under the 12 month
warranty.

Optionally, operators may configure the RADIUS server response messages (Accept or Reject) so that
the user has information as to why they have been rejected. The AP displays the RADIUS Authentication
Reply message strings in the Session Status list as part of each SM’s information. The SM will show this
string (listed as Authentication Response on the SM GUI) on the main Status page in the Subscriber
Module Stats section.

Note
A Aradial AAA servers only support operator-configurable Authentication Accept responses,
not Authentication Reject responses.
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Assigning SM management IP addressing via RADIUS

Operators may use a RADIUS AAA server to assign management IP addressing to SM modules (framed
IP address). SMs now interpret attributes Framed-IP-Address, Framed-IP-Netmask, and Cambium-
Canopy-Gateway from RADIUS. The RADIUS dictionary file has been updated to include the Cambium-
Canopy-Gateway attribute and is available on the Cambium Software Support website.

In order for these attributes to be assigned and used by the SM, the following must be true:
e The system is configured for AAA authentication

e The SMis not configured for DHCP on its management interface. If DHCP is enabled and these
attributes are configured in the RADIUS server, the attributes is ignored by the SM.

¢ The SM management interface must be configured to be publically accessible. If the SM is configured

to have local accessibility, the management interface will still be assigned the framed addressing, and
the SM iscome publicly accessible via the assigned framed IP addressing.

e When using these attributes, for the addressing to be implemented by the SM operators must
configure Framed-IP-Address in RADIUS. If Framed-IP-Address is not configured but Framed-IP-
Netmask and/or Cambium-Canopy-Gateway is configured, the attributes is ignored. In the case
where only the Framed-IP-Address is configured, Framed-IP-Netmask defaults to 255.255.0.0 (NAT
disabled) / 255.255.255.0 (NAT enabled) and Cambium-Canopy-Gateway defaults to 0.0.0.0.

Configuring RADIUS server for SM configuration

Canopy Vendor Specific Attributes (VSAs) along with VSA numbers and other details are listed in Table
184. The associated SM GUI page, tab and parameter are listed to aid cross-referencing and
understanding of the VSAs.

A RADIUS dictionary file is available from the software site:
https://support.cambiumnetworks.com/files/pmp450

The RADIUS dictionary file defines the VSAs and their values and is usually imported into the RADIUS
server as part of server and database setup.
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Note

A Beginning with System Release 12.0.2, two RADIUS dictionary files are available on the
Cambium website — “RADIUS Dictionary file — Cambium” and “RADIUS Dictionary file —
Motorola”.

In addition to a renaming of attributes, the Cambium-branded dictionary file contains two
new VSAs for controlling uplink and downlink Maximum Burst Data Rate (these VSAs are
listed below in Table 184).

If you are transitioning from the Motorola-branded dictionary file to the Cambium-branded
dictionary file, ensure that all RADIUS profiles containing Motorola-Canopy attribute
references are updated to include Cambium-Canopy attribute references (for all applicable
VSAs listed in Table 184). Also, ensure that all RADIUS configuration files reference the new
dictionary file (as an alternative, operators may rename the Cambium-branded dictionary file
to the filename currently in use by the RADIUS server). Once the profiles are updated and
the new Cambium-branded dictionary file is installed on the RADIUS server, restart the
RADIUS server to ensure that the new VSAs and attribute names are enabled.

Table 184 RADIUS Vendor Specific Attributes (VSASs)

Name Number Type Required Value

MS-MPPE-Send-Key 26.311.16 - Y -

MS-MPPE-Recv-Key 26.311.17 - Y -

Cambium-Canopy-LPULCIR 26.161.1 integer N 0-65535 kbps

Configuration > Quality of Service > Low Priority Uplink CIR 0 kbps 32 bits
Cambium-Canopy-LPDLCIR 26.161.2 integer N 0-65535 kbps

Configuration > Quality of Service > Low Priority Downlink CIR 0 kbps 32 bits
Cambium-Canopy-HPULCIR 26.161.3 integer N 0-65535 kbps

Configuration > Quality of Service > Hi Priority Uplink CIR 0 kbps 32 bits
Cambium-Canopy-HPDLCIR 26.161.4 integer N 0-65535 kbps

Configuration > Quality of Service > Hi Priority Uplink CIR 0 kbps 32 bits
Cambium-Canopy-HPENABLE  26.161.5 integer N O-disable, 1-enable
Configuration > Quality of Service > Hi Priority Channel 0 32 bits
Enable/Disable

26.161.6 integer N 0-100000 kbps

Configuration > Quality of Service > Sustained Uplink Data Rate dependent on radio 32 bits

feature set
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Cambium-Canopy-ULBL 26.161.7 integer N 0-2500000 kbps
Configuration > Quality of Service > Uplink Burst Allocation dependent on radio 32 bits
feature set
Cambium-Canopy-DLBR 26.161.8 integer N 0-100000 kbps
Configuration > Quality of Service > Sustained Downlink Data Rate dependent on radio 32 bits
feature set
Cambium-Canopy-DLBL 26.161.9 integer N 0-2500000 kbps
Configuration > Quality of Service > Downlink Burst Allocation dependent on radio 32 bits
feature set
Cambium-Canopy- 26.161.14 integer N 0-disable, 1-enable
VLLEARNEN
Configuration > VLAN > Dynamic Learning 1 32 bits
Cambium-Canopy-VLFRAMES 26.161.15 integer N 0-all, 1-tagged, 2-
untagged
Configuration > VLAN > Allow Frame Types 0 32 bits
Cambium-Canopy-VLIDSET 26.161.16 integer N VLAN Membership (1-
4094)
Configuration > VLAN Membership 0 32 bits
Cambium-Canopy-VLAGETO 26.161.20 integer N 5 - 1440 minutes
Configuration > VLAN > VLAN Aging Timeout 25 mins 32 bits
Cambium-Canopy-VLIGVID 26.161.21 integer N 1 —-4094
Configuration > VLAN > Default Port VID 1 32 bits
Cambium-Canopy-VLMGVID 26.161.22 integer N 1-4094
Configuration > VLAN > Management VID 1 32 bits
Cambium-Canopy- 26.161.23 integer N 0-disable, 1-enable
VLSMMGPASS
Configuration > VLAN > SM Management VID Pass-through 1 32 bits
Cambium-Canopy-BCASTMIR  26.161.24 integer N 0-100000 kbps,
O=disabled
Configuration > Quality of Service > Broadcast/Multicast Uplink Data  dependent on radio 32 bits
Rate feature set
Cambium-Canopy-Gateway 26.161.25 ipaddr N -
Configuration > IP > Gateway IP Address 0.0.0.0 -
Cambium-Canopy-ULMB 26.161.26 integer N 0-100000 kbps
Configuration > Quality of Service > Max Burst Uplink Data Rate 0 32 bits
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Cambium-Canopy-DLMB 26.161.27 integer N 0-100000 kbps
Configuration > Quality of Service > Max Burst Downlink Data 0 32 bits
Rate
Cambium-Canopy-UserLevel 26.161.50 integer N 1-Technician, 2-
Installer, 3-
Administrator
Account > Add User > Level 0 32 bits
Cambium-Canopy-DHCP-State 26.161.31 integer N 1-Enable
Configuration > IP > DHCP 1 32 bits
state
Cambium-Canopy- 26.161.28 integer N
BCASTMIRUNITS
Configuration > QoS > 0 32 bits
Broadcast Downlink CIR
Cambium-Canopy- 26.161.29 string N
ConfigFilelmportUrl
Configuration > Unit Settings 0 32 bits
Cambium-Canopy- 26.161.30 string N
ConfigFileExportUrl
Configuration > Unit Settings 0 32 bits
Cambium-Canopy-UserMode 26.161.51 integer N 1=Read-Only 0=Read-
Write
Account > Add User > User 0 32 bits

Mode

(*) Contains key for encrypting packets sent by the NAS to the remote host (for Microsoft Point-to-Point

Encryption Protocol).

ﬁ Note
VSA numbering:

26 connotes Vendor Specific Attribute, per RFC 2865
26.311 is Microsoft Vendor Code, per IANA
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Configuring RADIUS server for SM configuration
using Zero Touch feature

The RADIUS VSA (Vendor Specific Attributes) is updated for Zero Touch feature. This feature enables
the ability for a SM to get its configuration via RADIUS VSA. The RADIUS VSA is updated for an URL
which points to the configuration file of SM (see Table 184 for list of VSA).

The RADIUS will push the vendor specific attribute to SM after successful authentication. The VSA
contains URL of config file which will redirect SM to download configuration. If there is any change in SM
confirmation, the SM will reboot automatically after applying the configuration.

The RADIUS VSA attributes concerning Zero Touch are as follows:
VSA Type String

Cambium-Canopy-ConfigFilelmportUrl (29) string Maximum Length 127
characters.

Cambium-Canopy-ConfigFileExportUrl (30) string Maximum Length 127
characters.

The updated RADIUS dictionary can be downloaded from below link:
https://support.cambiumnetworks.com/files/pmp450/

ﬁ Note
The feature is not applicable to the AP.
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Using RADIUS for centralized AP and SM user name
and password management

AP — Technician/installer/Administrator Authentication

To control technician, installer, and administrator access to the AP from a centralized RADIUS server:

Procedure 28 Centralized user name and password management for AP

1

Set Authentication Mode on the AP’s Configuration > Security tab to RADIUS AAA

2

Set User Authentication Mode on the AP’s Account > User Authentication tab (the tab only

appears after the AP is set to RADIUS authentication) to Remote or Remote then Local.

e Local: The local SM is checked for accounts. No centralized RADIUS accounting
(access control) is performed.

¢ Remote: Authentication by the centralized RADIUS server is required to gain access to
the SM if the SM is registered to an AP that has RADIUS AAA Authentication Mode
selected. For up to 2 minutes a test pattern is displayed until the server responds or
times out.

¢ Remote then Local: Authentication using the centralized RADIUS server is attempted. If

the server sends a reject message, then the setting of Allow Local Login after Reject
from AAA determines if the local user database is checked or not. If the configured
servers do not respond within 2 minutes, then the local user database is used. The
successful login method is displayed in the navigation column of the SM.

User administration and authentication separation

On the AP, it is possible to configure up to three User Authentication servers, along with their Shared
Secret. If none of the User Authentication servers are configured, the AP continues to use SM
Authorization servers for User Authentication.

If at least one of the IP addresses is configured, all Authentication, Authorization, and Accounting
requests now follow the newly configured User Authorization server.

To configure separate User Authentication and SM Authentication:
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Procedure 29 User administration and authentication separation

1 Go to the AP’s Account > User Authentication And Access Tracking tab
2 Set User Authentication Mode to Remote or Remote then Local.
3 Set User Authentication Method to EAP-MD5 or EAP-PEAP-MSCHAPv2
4 Configure the Shared Secrets and IP Addresses of:

User Authentication Server 1

User Authentication Server 2

User Authentication Server 3

Note: If none of the above User Authentication servers are configured, only SM authentication
will be performed.

5 Under RADIUS Certificate Settings, click Browse to upload the RADIUS Certificate files.
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Table 185 AP User Authentication and Access Tracking attributes

User Authentication And Access Tracking ||

Accounts — User Authentication And Access Tracking

5.7GHz MIMO OFDM - Access Point
0a-00-3e-bb-05-8f

Save Changes | Reboot |

User Authentication

User Authentication Mode : Remote then Local +
User Authentication Method : EAP-PEAR-MSCHAP2 |+

Allow Local Login after Reject from AAA, : EAB-PEAB-MSCHARY2

User Authentication Server 1: ssesssssss  Shared Secret

10.110.32.16

User Authentication Server 2 : Shared Secret
0.0.0.0

User Authentication Server 3 o000 Shared Secret

RADIUS Cerlificate Setlings

Upload Certificate File
File: | Browse... | No file selected.

Import Certificate
Use Default Certificates
This will delete all current certificates

R

User Authentication Certificate 1

C=Us
S =lllinois
O =Motorola Solutions, Inc.
OU =Canopy Wireless Broadband
CMN =Canopy AAA Server Demo CA
E =technical-support@canopywireless.com
Valid From: 01/01/2001 00:00:00
Valid To: 12/31/2049 23:59:59
In use
Delete

.

User Authentication Certificate 2

C=Us

5 =lllinois

O =Motorola, Inc.

0OU =Canopy Wireless Broadband

CN =PMP320 Demo CA

Valid From: 07/01/2008 06:00:00

Valid To: 12/31/2049 23:59:59
Dredete

.

Server Configuration
Radius Accounting Port - 1813 Default port number is 1813

Access Tracking Configuration

Accounting Messages : disable -

Accounting Data Usage Interval - 0 minutes{0=Disabled,min-30,max-10080)

SM Re-authentication Interval V] minutes(0=Disabled, min-30,max-10080)
Attribute Meaning

e Local: The local SM is checked for accounts. No centralized RADIUS

o accounting (access control) is performed.
User Authentication o ) . )
Mode e Remote: Authentication by the centralized RADIUS server is required to

gain access to the AP. For up to 2 minutes a test pattern is displayed
until the server responds or times out.
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e Remote then Local: Authentication using the centralized RADIUS
server is attempted. If the server sends a reject message, then the
setting of Allow Local Login after Reject from AAA determines if the
local user database is checked or not. If the configured servers do not
respond within 2 minutes, then the local user database is used. The
successful login method is displayed in the navigation column of the
AP.

The user authentication method employed by the radios:
e EAP-MD5
e EAP-PEAP-MSCHAPV2

User Authentication
Method

Allow Local Login after If a user authentication is rejected from the AAA server, the user is allowed to

Reject from AAA login locally to the radio’s management interface.

User Authentication The IP address and the shared secret key of the User authentication RADIUS
Server 1 server 1.

User Authentication The IP address and the shared secret key of the User Authentication Server
Server 2 2 configured in RADIUS Server.

User Authentication The IP address and the shared secret key of the User Authentication Server
Server 3 3 configured in RADIUS Server.

Import Cetificate — browse and select the file to be uploaded and click on

RADIUS Certificate “Import Certificate” to import a new certificate.

Settings . .
Use Default Certificates — use the preloaded default certificates.

User Authentication Cerificate provided by default for User authentication.
Certificate 1

User Authentication Cerificate provided by default for User authentication.
Certificate 2

The destination port on the AAA server used for Radius accounting

Radius Accounting Port -
communication.

disable — no accounting messages are sent to the RADIUS server.

deviceAccess — accounting messages regarding device access are sent to
the RADIUS server (see Table 187).

Accounting Messages dataUsage — accounting messages regarding data usage are sent to the
RADIUS server (see Table 187).

All — accounting messages regarding device access and data usage are sent
to the RADIUS server.

The interval for which accounting data messages are sent from the radio to

A ing D
ccounting Data Usage the RADIUS server. If 0 is configured for this parameter, no data usage

Interval
messages are sent.
SM Re-authentication The interval for which the SM will re-authenticate to the RADIUS server.
Interval
Account Status Displays the account status.
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SM - Technician/Installer/Administrator Authentication

The centralized user name and password management for SM is same as AP. Follow AP —
Technician/Installer/Administrator Authentication on page 7-245 procedure.

Note

A Remote access control is enabled only after the SM registers to an AP that has
Authentication Mode set to RADIUS AAA. Local access control will always be used before
registration and is used after registration if the AP is not configured for RADIUS.

Figure 160 User Authentication and Access Tracking tab of the SM

“User Authentication

Remote Login is enabled enly when SM is Registered with an AP and the system is operating with a
back-end AAA server. The SM will only do Local Login until these preconditions are met regardless
of configuration settings on this page.

Current State: QOSERWICE

User Authentication Mode : [ Local =l

 Enabled
& Disabled

Allows Local Login after Reject from AAA

\

s Tracking Configuration

Accounting Messages | disable v|

“Account Status

Table 186 SM User Authentication and Access Tracking attributes

“User Authentication

Remote Login is enabled only when SM is Registered with an AP and the system is operating with a
back-end AAA server. The SM will only do Local Login until these preconditions are met regardless
of configuration settings on this page.

Current State: OOSERWICE

User Authentication Mode : [ Local =l
- - . T Enabled
Allows Local Login after Reject from AAA & Disablad

s Tracking Configuration

Accounting Messages | disable vI

zount Status

Attribute Meaning
User Authentication e Local: The local SM is checked for accounts. No centralized RADIUS
Mode accounting (access control) is performed.
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e Remote: Authentication by the centralized RADIUS server is required to
gain access to the SM if the SM is registered to an AP that has RADIUS
AAA Authentication Mode selected. For up to 2 minutes a test pattern is
displayed until the server responds or times out.

e Remote then Local: Authentication using the centralized RADIUS server
is attempted. If the server sends a reject message, then the setting of
Allow Local Login after Reject from AAA determines if the local user
database is checked or not. If the configured servers do not respond
within 2 minutes, then the local user database is used. The successful
login method is displayed in the navigation column of the SM.

If a user authentication is rejected from the AAA server, the user is allowed to
login locally to the radio’s management interface. It is applicable ONLY when
the User Authentication Mode is set to “Remote then Local’.

Allow Local Login after

Reject from AAA A Note
When the radio User Authentication Mode is set to “Local” or
“Remote”, the Allow Local Login after Reject from AAA does
not any effect.

e disable — no accounting messages are sent to the RADIUS server

Accounting Messages o  deviceAccess — accounting messages are sent to the RADIUS server
regarding device access (see Table 187).

Access Tracking

To track logon and logoff times on individual radios by technicians, installers, and administrators, on the
AP or SM’s Account > User Authentication and Access Tracking tab under Accounting (Access
Tracking) set Accounting Messages to “deviceAccess”.

Device Access Tracking is enabled separately from User Authentication Mode. A given AP or SM
can be configured for both, either, or neither.

RADIUS Device Data Accounting

PMP 450 Platform systems include support for RADIUS accounting messages for usage-based billing.
This accounting includes indications for subscriber session establishment, subscriber session
disconnection, and bandwidth usage per session for each SM that connects to the AP. The attributes
included in the RADIUS accounting messages are shown in the table below.

Table 187 Device data accounting RADIUS attributes

Sender  Message Attribute Value Description

AP Acct-Status-Type 1 - Start
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Sender Message Attribute Value Description

Unique per AP session. Initial  This message is

value is SM MAC, and sent every time a
Acct-Session-Id increments after every start SM registers with an
Accounting- message sent of an in AP, and after the
Request session SM. SM stats are
cleared.

UTC time the event occurred

Event-Timestamp on the AP

Acct-Status-Type 2 - Stop This message is
sent every time a
Unique per AP session. Initial gy becomes

value is SM MAC, and

unregistered with an

Acct-Session-Id increments after every start AP. and when the
message sent of an in SM stats are
session SM. cleared.

Sum of the input octets
received at the SM over
Acct-Input-Octets regular data VC and the high
priority data VC (if enabled).
Will not include broadcast.

Sum of the output octets sent
from the SM over regular data
VC and the high priority data
VC (if enabled).

Acct-Output-Octets

Number of times the Acct-
Acct-Input- Input-Octets counter has
Gigawords wrapped around 2732 over

the course of the session

Accounting-

AP
Request

Number of times the Acct-
Acct-Output- Output-Octets counter has
Gigawords wrapped around 232 over

the course of the session

Sum of unicast and multicast
packets that are sent to a
particular SM over the regular
data VC and the high priority
data VC (if enabled). It will not
include broadcast.

Acct-Input-Packets

Sum of unicast and multicast
packets that are sent from a

Acct-Output-Packets  particular SM over the regular
data VC and the high priority
data VC (if enabled).
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Sender Message Attribute Value Description
Acct-Session-Time  Uptime of the SM session.
Acct-Terminate- Reason code for session
Cause termination
AP Accounting- Acct-Status-Type 3 - Interim-Update This message is
Request sent periodically per

Acct-Session-Id

Unique per AP session. Initial
value is SM MAC, and
increments after every start
message sent of an in
session SM.

Acct-Input-Octets

Sum of the input octets sent
to the SM over regular data
VC and the high priority data
VC (if enabled). Will not
include broadcast.

Acct-Output-Octets

Sum of the output octets set
from the SM over regular data
VC and the high priority data
VC (if enabled).

Acct-Input-
Gigawords

Number of times the Acct-
Input-Octets counter has
wrapped around 232 over
the course of the session

Acct-Output-
Gigawords

Number of times the Acct-
Output-Octets counter has
wrapped around 232 over
the course of the session

Acct-Session-Time

Uptime of the SM session.

Acct-Input-Packets

Sum of unicast and multicast
packets that are sent to a
particular SM over the regular
data VC and the high priority
data VC (if enabled). It will not
include broadcast.

Acct-Output-Packets

Sum of unicast and multicast
packets that are sent from a
particular SM over the regular
data VC and the high priority
data VC (if enabled).

the operator
configuration on the
AP in seconds.

Interim update
counts are
cumulative over the
course of the
session
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The data accounting configuration is located on the AP’s Accounts > User Authentication and Access
Tracking GUI menu, and the AP’s Authentication Mode must be set to Radius AAA for the menu to
appear. The accounting may be configured via the AP GUI as shown in the figures below. By default
accounting messages are not sent and the operator has the choice of configuring to send only Device
Access accounting messages (when a user logs in or out of the radio), only Data Usage messages, or
both. When Data Accounting is enabled, the operator must specify the interval of when the data
accounting messages are sent (0 — disabled, or in the range of 30-10080 minutes). The default interval is
30 minutes.

Figure 161 RADIUS accounting messages configuration

5 Tracking Configuration

Accounting Messages

Accounting Data Usage Interval : [ rointfesirmin-30, max-10080)

|D rminttes(0=Disabled min-

Sh Re-authentication Interval :
e-authentication Interva 30,max-10080)

The data accounting message data is based on the SM statistics that the AP maintains, and these
statistics may be cleared on the AP by an operator. If an operator clears these messages and data
accounting is enabled, an accounting stop message is sent followed by an accounting start message to
notify the AAA of the change.

If an operator clears the VC statistics on the device through the management GUI, a RADIUS stop
message and data start message is issued for each device affected. The start and stop messages will
only be sent once every 5 minutes, so if an operator clears these statistics multiple times within 5
minutes, only one set of data stop/start messages is sent. This may result in inaccurate data
accumulation results.

RADIUS Device Re-authentication

PMP 450 Platform systems include support for periodic SM re-authentication in a network without
requiring the SM to re-register (and drop the session). The re-authentication may be configured to occur
in the range of every 30 minutes to weekly.

Figure 162 Device re-authentication configuration

piX 5 Tracking Configuration

Accounting Messages

Accounting Data sage Interval |D minutes(min-30 max-10030)
|D minutes(O=0isabled min-

SM Re-authentication Interval ;
e-authentication Interva 30,max-10080)

The re-authentication interval is only configurable on the AP. When this feature is enabled, each SM that
enters the network will re-authenticate each the interval time has expired without dropping the session.
The response that the SM receives from the AAA server upon re-authentication is one of the following:

e Success: The SM continues normal operation

e Reject: The SM de-registers and will attempt network entry again after 1 minute and then if rejected
will attempt re-entry every 15 minutes
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e Timeout or other error: The SM remains in session and attempt 5 times to re-authenticate with the
RADIUS-REQUEST message. If these attempts fail, then the SM will go out of session and proceed
to re-authenticate after 5 minutes, then every 15 minutes.

Although re-authentication is an independent feature, it was designed to work alongside with the RADIUS

data usage accounting messages. If a user is over their data usage limit the network operator can reject

the user from staying in the network. Operators may configure the RADIUS ‘Reply-Message’ attribute with
an applicable message (i.e. “Data Usage Limit Reached”) that is sent to the subscriber module and
displayed on the general page.
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RADIUS Change of Authorization and Disconnect
Message

Prior to this feature, SM will get configuration parameters from a RADIUS server during authentication
process. This feature allows an administrator to control configuration parameters in the SM while SM is in
session. The configuration changes in SM are done using RADIUS Change of Authorization method
(RFC 3576) on the existing RADIUS authentication framework for AP and SM. A typical use case could
be changing the QOS parameters after a certain amount of bandwidth usage by a SM.

Figure 163 RADIUS CoA configuration for AP

'Authentication Server Settings )

Authentication Mode RADIUS AAA v

Append DNS Domain Name

Authentication Server DNS Usage : = Disable DNS Domain Name

.................. Shared Secret
Authentication Server 1 :

0.0.00
Authentication Server 2 : Shared Secret

0.00.0

Shared Secret

Authentication Server 3 :

0.0.00
Authentication Server 4 (BAM ONLY) : 0.0.0.0
Authentication Server 5 (BAM ONLY) : 0.00.0
Radius Port : 1812 Default port number is 1812
Authentication Key : (Using All OxFF's Key)

Use Key above

Use Default Key

Dynamic Authorization Extensions for RADIUS ® Enable CoA and Disconnect Message
: Disable CoA and Disconnect Message
Disable Authentication for SM connected via Enabled

LICC: ® Disabled

Select Key -

The RADIUS CoA feature enables initiating a bi-directional communication from the RADIUS server(s) to
the AP and SM.

The AP listens on UDP port 3799 and accepts CoA requests from the configured RADIUS servers. This
CoA request should contain SM MAC address in ‘User-Name’ attribute as identifier and all other attributes
which control the SM config parameters. For security reasons, a timestamp also needs to be added as
‘Event-Timestamp’ attribute. Hence the time should also be synchronized between the RADIUS server(s)
and the AP to fit within a window of 300 seconds.

Once the configuration changes are applied on the SM, CoA-ACK message is sent back to RADIUS
server. If the validation fails, the AP sends a CoA-NACK response to the RADIUS server with proper error
code.

A Disconnect-Message is sent by the RADIUS server to NAS in order to terminate a user session on a
NAS and discard all associated session context. It is used when the authentication AAA server wants to
disconnect the user after the session has been accepted by the RADIUS.

In response of Disconnect-Request from RADIUS server, the NAS sends a Disconnect-ACK if all
associated session context is discarded, or a Disconnect-NACK, if the NAS is unable to disconnect the
session.

Note
A The RADIUS CoA feature will only enabled if Authentication mode is set to RADIUS AAA.
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Microsoft RADIUS support

This feature allows to configure Microsoft RADIUS (Network Policy and Access Services a.k.a NPS)
as Authentication server for SM and User authentication.

e  For SM Authentication, SM will user PEAP-MSCHAPV2 since NPS doesn’t support TTLS protocol.

e  For User Authentication, the Canopy software will use EAP-MD5 but the user has to do certain
configuration in order to enable EAP-MD5 on NPS.

Note
A All this configuration has been tested on Windows Server 2012 R2 version.

This feature is not supported on hardware board type P9 or lower platforms.

SM Authentication Configuration

There are no new configuration on AP. However SM has to be configured for PEAP authentication
protocol.

1. Go to Configuration > Security page
2. Select “eappeap” for Phase 1 attribute under tab AAA Authentication Settings.

Figure 164 EAPPEAP settings

AAA Authentication Settings
Enforce Authentication : AAA v
Phase 1 : eapttls v |
Phase 2 eapttls
| eapMSChapV2 5
eappeap

The Phase 2 will change automatically to MSCHAPV2 on select of Phase 1 attribute as EAP-PEAP. Other
parameters of Phase 2 protocols like PAP/CHAP will be disabled.

Windows Server Configuration
Import Certificate

The SM certificate has to be imported to Windows Server for certificate authentication.

1. Copy the certificate which is configured in SM under Configuration > Security -> Certificate1 to
Windows Server machine.

2. Right click and select ‘Install Certificate’. This will install the certificate and it's ready for use. This
certificate will be used while configuring PEAP-MSCHAPV2 in NPS.
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NPS Configuration (https://technet.microsoft.com/en-us/network/bb545879.aspx)

Following items should be configured in NPS Console:
e RADIUS Client
0 https://technet.microsoft.com/en-us/library/cc732929

e Connection Request Policies
o0 https://technet.microsoft.com/en-us/library/cc730866

0 Choose ‘Wireless-Other’ in NAS-Port-Type
e Network Policy
0 https://technet.microsoft.com/en-us/library/cc755309

0 Choose ‘Wireless-Other’ in NAS-Port-Type.

o While configuring PEAP, select the above imported certificate.

Figure 165 Importing certificate in NPS

e

File Action View Help

4= 2=

& NPS (Local)
4[] RADIUS Clients and Servers
5 RADIUS Clients

39 Remote RADIUS Server

Network Policy Server

Network Policies

* Network polcies allow you to designiat

mschap Properties

Owerview | Conditions | Constraints | Settings

Corfigure the constraints for this network policy.
If all constraints are not matched by the connection request, netwark access is denied.

Constrairts:

a ] Policies = Allow access only to those clients that autherticate with the specified methods —
“| Connection Request Pq I[%‘W;”‘E
| Network Policies Emschap
Health Policies el Aot o Idle Timeout EAP types are negotiated between NPS and the dlient in the order in which they are
a - . listed
4 M, Network Access Protection ﬁ:ﬂiﬁj‘zﬂ %, Session Timsout e
- Te: § Ypes
4 34 System Health Validato| | 7 . = Called Station D
s B8 Widows Secarity [ehSecure Wrsless Connections U-:l Vicrosoft. Protected EAP (FEAP) e
i i LefCisco Swich D Day and time resstrictions MD5Challenge
& Remediation Server Gro | [oteomections to Microsct Routing and Rem = NAS Port Tope
8, Accounting IE{Comnections to ther access severs 4 w
4 My Templates Management || TefCanony AP < n >
Ej Shared Secrets [efCancny AP 2 i | [ e | [ omove |
3 RADIUS Clients Tef Microsoft Testing : - =
5 Remote RADIUS Servers Edit Protected EAP Properties
=] IP Filters = =
| Health Policies g mschap Select the certificate the server shauld use to prove its identity to the dient.
_:H Remediation Server Gro| A certificate that is configured for Protected EAP in Cannection Request
Condtions - f the following conditions are md Policy wil averride this certficate.
Condition Valus Certificate issued to: Canopy AAA Server Demo Certificate v —
USILO1PMPTSTO L. sandbox..
Windows Groups  SANDBOX\Domain Frendly reme: LS OTPHeTS O oo com
Authertication Typs  EAP USILO1PMPTSTO 1.5andbox.com
NAS Pot Type  Wireless - IEEE 802 Issuer: USILO1PMPTSTO 1. sandbax. com
USILO 1PMPTSTO 1. sandbox. com
Expiration date: USIL0 1PMPTSTO L Sandbox.com

sandbox-USILO1PMPTSTO1-CA
B ey il corcpy A server pemo certfcate i
[ Disconnect Clients wi =

Eap Types

Secured password (EAP-VMSCHAP vZ

Apply

Move Up

Move Down

[ as || Eat || Remoe | [ ok |[ cancel

Settings - Then the following settings are applied:

User Authentication Configuration

Enabling EAP-MD5

As mentioned earlier, Microsoft has deprecated the support for MD5 from versions of Windows. To enable
MDS5, the following steps to be followed:

1. Follow the instructions:
https://support.microsoft.com/en-us/kb/922574/en-us?wa=wsignin1.0

Optionally, the registry file can be downloaded. It can be installed by double-click it in Windows
Registry.

From NPS Console Network Policy > <Policy Name> > Properties > Constrains >
Authentication Method and click Add. Select MD5 and click OK.
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Figure 166 Selecting MD5 from NPS console

B Network Policy Server
File Action View Help mschap Properties x
L Al o
‘ | Overview | Condtions | Constrairts | Settings |
e N,PS (Local) LELE MR Cortfigure the constraints for this networls policy.
4 [ 7] RADIUS Clients and Servers| If all constraints are not matched by the connection request, network access is denied.
i RADIUS Clients = |' Network policies allow you to designat|
5 Remote RADIUS Server — e
4 Policies =T C Allow access only to those clients that authenticate with the speciied methods
1 Connection Request Poy ﬁ‘w ==
~ Network Poli Alimschap "
g Hea\t:rpohocll:‘:; Ld,wrpon o Idle Timeout EAP types are negotiated between NPS and the client in the order in which they are
= . listed
4 B Network Access Protection ﬁ;?;‘;EST 85 Session Timeout EAP T
-Te: ypes
a 58 System Health Validato | | [ Called Station 1D
b &M Windows Security - el Sscurs Wirelss Conmectons e et Microsoft: Protected EAP (PEAP) Move Up
2 Remedistion s 5 LdGSC" Switch 9 Day and time restrictions
a5 Remediation server Gral| Tod connections to Microsoft Routing and Rem = [ ove Down |
| : v S5 MAS Port T
B Accounting i Connections to other access servers & o vee
2 W8y Templates Management || Tofcanopy AP <l { [ >
5] shared secrets [ejCanony AP2 [ ad. | [ . | [ Remove |
3 RADIUS Clients e Microscft Testing

=] IP Filters

35 Remediation Server Gro —
= Conditions - If the following conditions are mel MD5-Challenge
Microsoft: Smart Card or other cerificate
Condition Value Microsoft: Secured password {EAP-MSCHAP v2)

Windows Groups SANDBOX\Domain
Authertication Type EAP
NAS Port Type Wireless - |IEEE 802

s 2 O

User Configuration in Active Directory

Next open ‘Active Directory Users and Computers’ and create user.

Make sure user property is configured as shown below.

Figure 167 User configuration

Member Of I Dialin I Environment I Sessions
Remote control Remote Desktop Services Profile I COM=+
General Address Account | Profile I Telephones | Organization

User logon name:

est | | @sandbox.com v |
User logon name {pre-Windows 2000):
[sANDBOX | [test |
[ LogonHours.. | [ LogOnTo.. |

[ Unlock accourt

—Socount aotions:
[[] User must change password at next logon -~
[ User cannct change password l:‘
[[] Password never expires
[#] Store password using reversible encryption w

Account expires
®) Never
OEndof: [ Fidsy . May 22,2015 B- |
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RADIUS VSA Configuration

Before using VSA, the Cambium-Canopy-UserLevel(50) VSA must be configured with some access
level say ADMIN(3).

Follow below link for configuring VSA:

https://technet.microsoft.com/en-us/library/cc731611

The Cambium’s vendor code is 161.

Figure 168 RADIUS VSA configuration

mschap Properties Z
| Overview | Conditions | Constraints | Settings |
Configure the settings for this network policy.
If condttions and constraints match the connection request and the policy grants access, settings are applied.
Settings: PO . [ J
- g R : ; X
RADIUS Attributes Vendor-Specific Attribute Information - attribute, and
US clierts. See
Attribute name:
Wendor Specific
Metwork Access Proly Specify network access server vendor.
B, MAP Enforcement .
() Select from list: RADIUS Standard
18| Entended State
Routing and Remote | (®) Enter Vendor Code: 161 o
% Multlink and Band
Allocation Protocol Specify whether the attribute conforms to the RADIUS RFC specification for
. vendor specific attributes.
F IP Filters
. ®) Yes. It conforms
ﬁ Encryption )
i"i IP Setings () Na. It does not conform
Corfigure Attribute ...
[ ok || Canced |
Configure VSA (RFC Compliant) -
Vendor-assigned attribute number:
) ~
Aoute fomat: C Poply
— o | Decimal v |
2 Syed Ali
AMtribute value:
|3| | Marnhere of thic arnin can arceee W
oK || Cancel |
lied:

User can enable accounting in NPS under NPS Console > Accounting >
Configure Accounting.
For more details refer https://technet.microsoft.com/library/dd197475
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Cisco ACS RADIUS Server Support

This briefly explains how to configure Cisco ACS RADIUS server for PEAP-MSCHAPV2 authentication.
The configuration had been tested on CISCO ACS Version : 5.7.0.15

Adding RADIUS client

Figure 169 Adding RADIUS client

vl Cisco Secure ACS

CISCO EVvAL(Days left: 87)

v| G_0|V

Fiter: | v Match it |

il [] Name «  IP Address Description NDG:Location  NDG:Device Type
[0 &57IP9AP 10.110.61.14/32 All Locations All Device Types
O 5xPMP 450 AP 10.110.61.2/32 All Locations All Device Types

Creating Users

Figure 170 Creating users

i Cisco Secure ACS
CISCO EvAL(Days lefi: 87)

UserName  + Identity Group Description

O e 02-00-3e-a0-e5-60 Al Groups PMP 450 5.x SM
] Da-D0-3e-fe-D1-58  All Groups Pg SM
] 2] adminremote All Groups
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Creating RADIUS instance

Figure 171 Creating RADIUS instance

sl Cisco Secure ACS

CISCO EvAL(Days left: 87)

» fe My Workspace

S

Stores

prte e Bt F—

V| Mateh if: |

| | Fier |

[] HName «  Description
[[] CambiumACS

RADIUS protocols

Figure 172 RADIUS protocols

itliafne Cisco Secure ACS
CISCO EVAL(Days left: 87)

General ] Allowed Protocols

i Process Host Lookup
. Access Policies | Authentication Protocols

“HAccess Services | ¥ [ allow PAPIASCI
»  [] Allow CHAP

» [ Allow MS-CHAPv1
» [ Allow MS-CHAPv2
4 Allow EAP-MD5

» [ Allow EAP-TLS

» [ Allow LEAP

v [¥] Allow PEAP
PEAP Inner Methods

[ Allow EAP-TLS

Allow EAP-MS-CHAPV2
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Service selection

Figure 173 Service selection

|1 Cisco Secure ACS

CISCO EvAL(Days left: 87)

b g My Workspace m Policies > Access Services > Service Selection Rules

‘Service:| Cambium ACS v

4 Lsers and idenm',-' Stores
» &% Policy Elements

Adding Trusted CA

Figure 174 Adding Trusted CA

ol Cisco Secure ACS

CISCO EvAL(Days left: 87)

» My Workspace

V| Match . |

| [[]  Friendly Name «  Expiration Issued To Issued By Description
05:29
[[] Canopy AAA Server Demo CA e Canopy AAA Server Demo CA  Canopy AAA Server Demao CA

Note that certificate has to be in DER form, so if you have in PEM format convert using openssl.

Openssl.exe x509 -in <path-to->/cacert aaasvr.pem -outform DER -out <path-
to>/cacert_aaasvr.der

Installing Server Certificate

After installing trusted CA, you need to add a server certificate which will be used for TLS tunnel.
Generally you have to install same certificate which is installed in your AP, so that AP can trust the radius
server.

Figure 175 Installing Server Certificate

alialne Cisco Secure ACS

CISCO EVAL(Days left 87)

w0 My Workspace
) Network Resources

g Users and Identity Stores.

Fiter: [ ™ maten i |

[]  Friendly Name ~ |ssuedTo Issued By Valid From ‘Valid To (Expiration) Protocol

05:30
[] Canopy AAA Server Demo Cerfificate  Canopy AAA Server Demo Certificate  Canopy AAA Server Demo CA 01012001 05:29 01.01.2050 EAP
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Monitoring Logs
Figure 176 Monitoring logs

silralie Cisco Secure ACS
CISCO EvAL({Days left: 87)

Cambium ACS vl

- Monitoring and Reports

Launch Monitoring and Report Viewer

Configuring VSA

Before using VSA , user has to add Cambium Vendor Specific Attribute

Navigate to System Administration > Configuration > Dictionaries > Protocols > RADIUS > RADIUS
VSA > Motorola

If Motorola is not present you can create Vendor with ID 161 and add all the VSA one by one.
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Figure 177 VSA list

Attribute -
Cambium-Canopy-BCASTMIR
Cambium-Canopy-DLBL
Cambium-Canopy-DILBR
Cambium-Canopy-DLMB
Cambium-Canopy-Gateway
Cambium-Canopy-HPDLCIR
Cambium-Canopy-HPEMABLE
Cambium-Canopy-HPUL CIR
Cambium-Canopy-L PDLCIR
Cambium-Canopy-l PULCIR
Cambium-Canopy-ULBL
Cambium-Canopy-ULBR.
Cambium-Canopy-ULMB
Cambium-Canopy-Userl evel
Cambium-Canopy-UserMode
Cambium-Canopy-VLAGETO
Cambium-Canopy-VL FRAMES
Cambium-Canopy-VLIDSET
Cambium-Canopy-VLIGVID
Cambium-Canopy-VLLEARMEM

Cambium-Canopy-VLMGVID

Cambium-Canopy-VL SMMGPASS

0 Y Y

26
50
51
20
15
16
21

22
23

Type

Unsigned Integer 32
Unsigned Integer 32
Unsigned Integer 32
Unsigned Integer 32
IP Address
Unsigned Integer 32
Unsigned Integer 32
Unsigned Integer 32
Unsigned Integer 32
Unsigned Integer 32
Unsigned Integer 32
Unsigned Integer 32
Unsigned Integer 32
Unsigned Integer 32
Unsigned Integer 32
Unsigned Integer 32
Unsigned Integer 32
Unsigned Integer 32
Unsigned Integer 32
Unsigned Integer 32
Unsigned Integer 32
Unsigned Integer 32

Using VSA for users

Navigate to Access Policies > Access Services > Cambium ACS > Authorization

1. Change condition to User name

Mozilla Firefox

@ hitps://10.110.134.210/acsadmin/PolicylnputAction.do

Customize Conditions
Available: Selected:
ACS HostName -
AD1:ExternalGroups

Authentication Methed
Authentication Status L
Cambium ACS:Cambium-Canog

Cambium ACS:Cambium-Canog

Cambium ACS:Reply-Message
Compound Condition
Device Filter
Device IP Address <

System:UserName

Direction Multiple Allowed
BOTH false
BOTH false
BOTH false
BOTH false
BOTH false
BOTH false
BOTH false
BOTH false
BOTH false
BOTH false
BOTH false
BOTH false
BOTH false
BOTH false
BOTH false
BOTH false
BOTH false
BOTH true
BOTH false
BOTH false
BOTH true
BOTH false

Configuring a RADIUS server

1es.  Permit Access 727

T

( Comems ee
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2. Next click Create and then click Select see diagram below

I -

3. Click Create from the screen you get following screen

General [ C Tasks | RADIUS Afiribut )

% Name:

Description

% = Required fields

Chose some name and then move to RADIUS Attributes tab

4. Fill attribute which all you want for that particular user

[ General | Common Tasks | RADIUS Attributes 1
Common Tasks Atfributes
Aftribute Type Value

Manually Entered

Aftribute. Type Value
Addh ][ NEdtv || Replacen|[ Delete |
it =rt 1) RADIUS-Motarola -

“ RADIUS Atfribute:  Cambium-Canopy-UserMode Select

# Aftribute Type: Unsigned Integer 32
Aftribute Value: Static -

d 3

£ = Required fields

—
Submit Cancel

Important: Click Add for each attribute and when done click Submit.
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5. Now you are ready to use this Authorization profile for the use
Select and Press OK

Lisen wecure ALY < Monils reetar e ¥ o
|| 8 hitps/20010134 200/ scsadmin Pekeyinputaction do ] g

Filier. St + Matcnit Equals

[ Saws  MHame s
1 1 8  Buel  ecuals deeps
2 [0 O fded eoslsies

[4](<] Fage 1jern [+ [¥1]
[ Hee |

6. Finally press Save Changes and you are ready to use it.
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Configuring Ping Watchdog

This feature allows administrator to automatically reboot an AP/SM when there is a network issue to avoid
power on reset of radios. This feature is disabled by default.

To enable Ping Watchdog feature, select the menu option Configuration > Ping Watchdog, and
configure the parameters listed in the following table.

Table 188 Ping Watchdog attributes

"Ping Watchdog Configuration

] ) Enabled

Ping Watchdog : o Disabled

IP Address To Ping : 0.0.0.0

Ping Interval : 300  Seconds (Range: 300—86400)

Ping Failure Count To Reboot : 3 (Range: 1—100)

Save Changes
Reboot

Attribute Meaning
Ping Watchdog This filed enables or disbales Ping Watchdog feature.

This field specifies the IPV4 address of the device which needs to be

IP Address To Ping .
pinged.

This field specifies the time interval at which ping needs to be initiated.

Ping Int I

Ing Interva The time interval needs to be specified in seconds.
Ping Failure Count To This field specifies the count of ping failures at which reboot needs to be
Reboot initiated.
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The AP and SM GUIs provide several tools to analyze the operating environment, system performance
and networking, including:

e Using Spectrum Analyzer tool on page 8-2

e Using the Alignment Tool on page 8-14

e Using the Link Capacity Test tool on page 8-21

e Using AP Evaluation tool on page 8-31

e Using BHM Evaluation tool on page 8-35

e Using the OFDM Frame Calculator tool on page 8-39
e Using the Subscriber Configuration tool on page 8-43
e Using the Link Status tool on page 8-44

¢ Using BER Results tool on page 8-49

e Using the Sessions tool on page 8-50

e Using the Ping Test tool on page 8-51
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Using Spectrum Analyzer tool

The integrated spectrum analyzer can be very useful as a tool for troubleshooting and RF planning, but is
not intended to replicate the accuracy and programmability of a high-end spectrum analyzer, which
sometime can be used for other purposes.

The AP/BHM and SM/BHS perform spectrum analysis together in the Sector Spectrum Analyzer tool.

Caution

& On start of the Spectrum Analyzer on a module, it enters a scan mode and drops any RF
connection it may have had. When choosing Start Timed Spectrum Analysis, the scan is
run for the amount of time specified in the Duration configuration parameter. When
choosing Start Continuous Spectrum Analysis, the scan is run continuously for 24 hours,
or until stopped manually (using the Stop Spectrum Analysis button).

Any module can be used to see the frequency and power level of any detectable signal that is within, just
above, or just below the frequency band range of the module.

Note
A Vary the days and times when you analyze the spectrum in an area. The RF environment
can change throughout the day or throughout the week.

Mapping RF Neighbor Frequencies

The neighbor frequencies can be analyzed using Spectrum Analyzer tool. Following modules allow user

to:

e Use a BHS or BHM for PTP and SM or AP for PMP as a Spectrum Analyzer.

e View a graphical display that shows power level in RSSI and dBm at 5 MHz increments throughout
the frequency band range, regardless of limited selections in the Custom Radio Frequency Scan
Selection List parameter of the SM/BHS.

e Select an AP/BHM channel that minimizes interference from other RF equipment.

Caution

{ : %  The following procedure causes the SM/BHS to drop any active RF link. If a link is dropped
when the spectrum analysis begins, the link can be re-established when either a 15 minute
interval has elapsed or the spectrum analyzer feature is disabled.

Temporarily deploy a SM/BHS for each frequency band range that need to monitor and access the
Spectrum Analyzer tab in the Tools web page of the module.
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e Using Spectrum Analyzer tool

e Using the Remote Spectrum Analyzer tool

Spectrum Analyzer tool

Analyzing the spectrum

To use the built-in spectrum analyzer functionality of the AP/SM/BH, proceed as follows:

Procedure 30 Analyzing the spectrum

1 Predetermine a power source and interface that works for the AP/SM/BH in the area to
be analyzed.

Take the AP/SM/BH, power source and interface device to the area.
Access the Tools web page of the AP/SM/BH.
Enter Duration in Timed Spectrum Analyzer Tab. Default value is 10 Seconds

Click Start Timed Sector Spectrum Analysis

o g A~ W DN

The results are displayed:

Figure 178 Spectrum analysis - Results

Timed Spectrum Analysis co 10 seconds.
Receiver Channel MHz
System time at start of analysis: 2 82412015 IST
Site Name: Site Name Location: Site Loc Contact: Site Contact
Spectrum Summary

i

a

gy

&

Display Data Path : Both ¥
Data :

Instantaneous
# Averaging

Display :

Note
A AP/SM/BH scans for extra 40 seconds in addition to configured Duration

7 Travel to another location in the area to BHS.
8 Click Start Timed Spectrum Analysis

9 Repeat Steps 4 and 6 until the area has been adequately scanned and logged.

As with any other data that pertains to your business, a decision today to put the data into a retrievable
database may grow in value to you over time.
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Note

A Wherever the operator find the measured noise level is greater than the sensitivity of the
radio that is plan to deploy, use the noise level (rather than the link budget) for your link
feasibility calculations.

The AP/SM/BH perform spectrum analysis together in the Sector Spectrum Analyzer feature.

Graphical spectrum analyzer display
The AP/SM/BH display the graphical spectrum analyzer. An example of the Spectrum Analyzer page is

shown in Figure 178.
The navigation feature includes:

e Results may be panned left and right through the scanned spectrum by clicking and dragging the
graph left and right

e Results may be zoomed in and out using mouse

When the mouse is positioned over a bar, the receive power level, frequency, maximum and mean
receive power levels are displayed above the graph

To keep the displayed data current, either set “Auto Refresh” on the module’s Configuration > General.

Spectrum Analyzer page of AP

The Spectrum Analyzer page of AP is explained in Table 189.

Table 189 Spectrum Analyzer page attributes - AP

Display Data Path Beth v
Data File does not exist
Instantaneous
splay
Display * Averaging

Stop Spectrum Analysis

Min And Max Frequencies
Min and Max Frequencies in KHz 5470000 | 5%00000 | (Valid Range in KHz: 4900000 - 5925000)

Set Min And Max To Full Scan || Set Min And Max To Center Scan +/-40MHz

8

Registered SM Count 1(2 Data VCs)
Maximum Count of Registered SMs 1

Spectrum Analyzer Options
SM Scanning Bandwidth SOMHz ¥
Note: Only SM changing channel bandwidth is currently supported. AP will scan at current channel bandwidth

Timed Spectrum Analyzer
Duration 10 Seconds (10—1000)
Extra Duration for AP 4D Seconds (10—1000)

Start Timed Sector Spectrum Analysis

Continuous Spectrum Analyzer

Start Continuous Spectrum Analysis
Note: Continuous Spectrum Analysis has a max of 24 hours and afterwards will automatically resume transmitting
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Attribute

Meaning

Display Data Path

Both means that the vertical and horizontal paths are displayed or an
individual path may be selected to display only a single-path reading.

Data

For ease of parsing data and to facilitate automation, the spectrum analyzer
results may be saved as an XML file. To save the results in an XML formatted
file, right-click the “SpectrumAnalysis.xml” link and save the file.

Display

Instantaneous means that each reading (vertical bar) is displayed with two
horizontal lines above it representing the max power level received (top
horizontal line) and the average power level received (lower horizontal line) at
that frequency.

Averaging means that each reading (vertical bar) is displayed with an
associated horizontal line above it representing the max power level received
at that frequency.

Min and Max
Frequencies in KHz

Enter minimum and maximum frequencies to be scanned.

Set Min And Max to
Full Scan

On the button press, it sets mimimum and maximum allowed frequencies for
scanning.

Set Min And Max to
Center Scan +/-40
MHz

On the button press, it sets mimium and maximum frequencies to £ 40 MHz of
center frequency for scanning.

Registered SM Count

This field displays the MAC address and Site Name of the registered SM.

Maximum Count of
Registered SMs

This field displays the maximum number of registered SMs.

SM Scanning This field allows to select SM’s scanning bandwidth.
Bandwidth
Duration This field allows operators to configure a specified time for which the

spectrum is scanned. If the entire spectrum is scanned prior to the end of the
configured duration, the analyzer will restart at the beginning of the spectrum.

Continuous Spectrum

Analyzer

Start Continuous Spectrum Analysis button ensures that when the SM is
powered on, it automatically scans the spectrum for 10 seconds. These
results may then be accessed via the Tools > Spectrum Analyzer GUI page.

Spectrum Analyzer page of SM

The Spectrum Analyzer page of SM is explained in Table 190.
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Note

I3y

Spectrum Analyzer is not currently supported by 450m.

Table 190 Spectrum Analyzer page attributes - SM

Timed Spectrum Analysis complete for 10 seconds.

Receiver Channel Bandwidth: 5.0 MHz
System time at start of analysis: 20:22:03 08242015 IST
Site Name: Site Name Location: Site Location Contact Site Contact
Spectrum Summary

-4 -
: i
40
= ey = ) [~ iy iy (=] iy
S . y n, iy A o, i A,
g £ & F £ F 8 & & &
Display Data Fath : Both ¥
Data : SpectrumAnalysis.xml
Display - Instantansous

# Averaging

Analysis

Min And Max Frequencies

Min and Max Frequencies in KHz :

4800000 5825000
Set Min And Max To Full Scan

(Valid Range in KHz: 4900000 - 5825000}

Subscriber Module Stats

Session Status
Fegistered AP :

REGISTERED VC 18 Rate 8X/8X MIMC-B
03-00-3e-bb-00-fb Site Name

Spectrum Analyzer Options
Scanning Bandwidth :

EO0MHz ¥

Timed Spectrum Analyzer
Duration :

Perform Spectrum Analysis on Boot Up for One Scan :

10 Seconds (10—1000)
Enable
# Disable
Start Timed Spectrum Analysis

Continuous Spectrum Analyzer

Start Continuous Spectrum Analysis

Mote: Continuous Spectrum Analysis has a max of 24 hours and afterwards will automatically resume scanning for APs.

Attribute

Meaning

Display Data Path

Refer Table 189 on page 8-4

Data Refer Table 189 on page 8-4
Display Refer Table 189 on page 8-4
Min and Max To scan min to max range of frequencies, enter min and max frequencies in

Frequencies in KHz

KHz and press Set Min and Max to Full Scan button.

To scan +/- 40 MHz from center frequency, enter center frequency in KHz and
press Set Min And Max To Center Scan +/- 40KHz button.

Registered SM Count

Refer Table 189 on page 8-4
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Maximum Count to Refer Table 189 on page 8-4
Registered SMs

Duration Refer Table 189 on page 8-4

Spectrum Analyzer page of BHM

The Spectrum Analyzer page of BHM is explained in Table 191.

Table 191 Spectrum Analyzer page attributes - BHM

Sector Spectrum Analysis complete for 50 seconds.
Receiver Channel Bandwidth: 10.0 MHz
System time at start of analysis: 18:24:51 08/25/2015 IST
Site Name: No Site Name Location: No Site Location Contact: No Site Contact
Spectrum Summary -97dBm @ 4972.5MHz V [max: -100, mean: -97]

_3:]_

-40 -

_5:]_

50

704

-804 :_-

-100 Sy T T u || ' I.l i T — ~ T T “ T T T T T -

v - w 43 w0 w W w0 43 w5 w i w w3 © w 4 w w
b

Display Data Path : Both v
Data : SpectrumAnalysis.xml

: - Instantanecus
Display - = Averaging

Stop Spectrum Analysis

“Min And Max Frequencies
Min and Max Frequencies in KHz : 4500000 5525000 (Walid Range in KHz: 4900000 - 5325000)
Set Min And Max To Full Scan || Set Min And Max To Center Scan +-40MHz

“Backhaul Stats
Timing Slave Status : Disconnected

' Spectrum Analyzer Options
BHS Scanning Bandwidth : S50MHz ¥
Nete: Only BHS changing channel bandwidth is currently supported. BHM will scan at current channel bandwidth

‘Timed Spectrum Analyzer
Duration : 10 Secends (10—1000)

Start Timed Sector Spectrum Analysis

Mote: BHM scans for extra 40 seconds

“Continuous Spectrum Analyzer

Start Continuous Spectrum Analy sis
Note: Continuous Spectrum Analysis has a max of 24 hours and afterwards will automatically resume transmitting.

Attribute Meaning

Data Refer Table 189 on page 8-4
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Display Refer Table 189 on page 8-4

Duration Refer Table 189 on page 8-4

Continuous Spectrum  Refer Table 189 on page 8-4
Analyzer

Spectrum Analyzer page of BHS

The Spectrum Analyzer page of BHS is explained in Table 192.

Table 192 Spectrum Analyzer page attributes - BHS

Sector Spectrum Analysis complete for 10 seconds.
Receiver Channel Bandwidth: 5.0 MHz

System time at start of analysis: 18:24:51 DB25/2015 IST
Site Name: No Site Name Location: No Site Location Contact No Site Contact
Spectrum Summary

0o T T T T T T T T T T T T T T T oL T T T
= 4 = 43 = 4 = 2 < 5 < 2 < 5 < o o o = i
& & & - = & = & il o i L & & - & 5 & 5 &
g § & & & & & & & & S ¥ & & & & & & & &
Display Data Path : Both ¥
Data SpectrumAnalysis.xml
Instantaneous

Display : ® Averaging

Min And Max Frequencies
Min and Max Frequencies in KHz sp00000  |[fe2sooo | (Valid Range in KHz: 4900000 - 5925000)
Set Min And Max To Full Scan

Backhaul Stats
Timing Slave Status Connected
Timing Slave Stats
Session Status : REGISTERED VC 18 Rate 8X/1X MIMC-AVC 255 Rate X/1X MIMO-B
Registerad Backhaul : 0a-00-3e-bb-00-fb No Site Name
Spectrum Analyzer Options
Scanning Bandwidth : 50MHz ¥
Timed Spectrum Analyzer
Duration : 10 Seconds (10—1000)
Perform Spectrum Analysis on Boot Up for One Scan : Enable
pec Y P Lan » Disable

Start Timed Spectrum Analysis

Continuous Spectrum Analyzer

Start Continuous Spectrum Analysis
Mote: Continuous Spectrum Analysis has a max of 24 hours and afterwards will automatically resume scanning for BHMs.

Attribute Meaning
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Data

Refer Table 189 on page 8-4

Display

Refer Table 189 on page 8-4

Session Status

This field displays current session status and rates. The session states can
be Scanning, Syncing, Registering or Registered.

Registered Backhaul

This field displays MAC address of BHM and PTP model number

Duration

Refer Table 189 on page 8-4

Perform Spectrum
Analysis on Boot Up
for one scan

This field allows to Enable or Disable to start Spectrum Analysis on boot up of
module for one scan.

Continuous Spectrum
Analyzer

Refer Table 189 on page 8-4
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Spectrum Analyzer page result of PMP 450 SM

Figure 179 Spectrum Analyzer page result — PMP 450 SM

Timed Spectrum Analysis complete for 10 seconds.
Receiver Channel Bandwidth: 20.0 MHz
System time at starf of analysis: 01:11:30 01/01/2011 UTC
Site Name: No Site Name Location: No Site Location Contact: No Site Contact
Spectrum Summary -23dBm @ 5900MHz V [max: -93, mean: -93]
230 -
EELE
- LI
80 ~J . . o e
oo DM oo e A AR
Bl AL tc‘f L] (=] L] t':: L] =] L] t':: o =] “ tc‘f La] =] L] tc‘f
& &Y 2 & & 2y I 5 v = A = 5 & N ;
\'.:_:' e f’—_ & &2 f—g\ tico} L(—?.' 15_% t‘—? ¢§ t:_.‘ \'.‘l—_:.'? t':_q‘:o.l :—?‘ tf 13" 15_%:-‘ 19_.'" i
k
Display Data Path : Both v
Data : SpectrumAnalysis. xml
. . Instantaneous
Display - = Averaging
L Stop Spectrum Analysis )
"Min And Max Frequencies )
Min and Max Frequencies in KHz : 5470000 | 5900000 | (Valid Range in KHz: 5470000 - 5900000)
i Set Min And Max To Full Scan )
‘Subscriber Module Stats )
Session Status : REGISTERED VC 18 Rate 8X/8X MIMO-B
| Registered AP ¢ 0a-00-32-31-35-75 No Site Name )
'Spectrum Analyzer Options
| Scanning Bandwidth 200 MHz » )
‘Timed Spectrum Analyzer )
Duration : 10 Seconds (10—1000)
Perform Spectrum Analysis on Boot Up for One © Enable
Scan : = Disable

Start Timed Spectrum Analysis

", -

Continuous Spectrum Analyzer

Start Continuous Spectrum Analysis
| Note: Continuous Spectrum Analysis has a max of 24 hours and afterwards will automatically resume scanning for APs. |
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Remote Spectrum Analyzer tool

The Remote Spectrum Analyzer tool in the AP/BHM provides additional flexibility in the use of the
spectrum analyzer in the SM/BHS. Set the duration of 10 to 1000 seconds, then click the Start Remote
Spectrum Analysis button to launch the analysis from that SM/BHS.

In PMP configuration, a SM has to be selected from the drop-down list before launching Start Remote
Spectrum Analysis.

Analyzing the spectrum remotely
Procedure 31 Remote Spectrum Analyzer procedure
1 The AP/BHM de-registers the target SM/BHS.

2 The SM/BHS scans (for the duration set in the AP/BHM tool) to collect data for the
bar graph.

3 The SM/BHS re-registers to the AP/BHM.
4 The AP/BHM displays the bar graph.

The bar graph is an HTML file, but can be changed to an XML file, which is then easy to analyze through
the use of scripts that you may write for parsing the data. To transform the file to XML, click the
“SpectrumAnalysis.xml” link below the spectrum results. Although the resulting display appears mostly
unchanged, the bar graph is now coded in XML. You can now right-click on the bar graph for a Save
Target As option to save the Spectrum Analysis.xml file.

Remote Spectrum Analyzer page of AP

The Remote Spectrum Analyzer page of AP is explained in Table 193.
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Table 193 Remote Spectrum Analyzer attributes - AP

 Access Point Stats

Registered SM Count

1 {1 Data VCs)

Maximum Count of Registered Shs : 1

| Configuration

Current Subscriber Module
Cruration :
Scanning Bandwidth :

v
-

Site Name [DaD03ebbd 1 04] Luid:
0 s | 10—1000)

E0MHz ¥
Start Remote Spectrum Analysis

' Remote Results

Timed Spectrum Analysis complete for 10 seconds.
Receiver Channel Bandwidth: 5.0 MHz

System time at start of analysis: 20:22:03 08242015 IST
Site Mame: Site Name Location: Site Location Contact Site Contact
Spectrum Summary

- :: — T T -lII“ .I-. T T IlI - L] = T T T T T T IlIIlI L) -I T

< i L= i < = b < L~ = 2 = i = i L~ e
ny A, ) [ ke i, 5 o & M fa? o &, & oy Sl ~

§ § § & £ & F 5 §F 85 F F FE EF FF & F

Display Data Path : Bot v

Data: SpectrumAnalysis.xml

i Instantaneous

Display : Averaging

Attribute Meaning

Registered SM Count

This field displays the number of SMs that were registered to the AP before
the SA was started. This helps the user know all the SMs re-registered after
performing a SA.

Maximum Count of
Registered SMs

This field displays the largest number of SMs that have been simultaneously
registered in the AP since it was last rebooted. This count can provide some
insight into sector history and provide comparison between current and
maximum SM counts at a glance.

Current Subscriber
Module

The SM with which the Link Capacity Test is run.

Duration

This field allows operators to configure a specified time for which the
spectrum is scanned. If the entire spectrum is scanned prior to the end of the
configured duration, the analyzer will restart at the beginning of the spectrum.

Scanning Bandwidth

This parameter defines the size of the channel scanned when running the
analyzer.
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Remote Spectrum Analyzer page of BHM

The Remote Spectrum Analyzer page of BHM is explained in Table 194.

Table 194 Remote Spectrum Analyzer attributes - BHM

' Remote Results

Fesults retrieved successiully.
Remote Spectrum Analysis complete for 10 seconds.
Receiver Channel Bandwidth: 5.0 MHz
System time at start of analysis: 18:05:55 08242015 IST
Site Name: Site Name Location: Site Location Confact Site Contact
Spectrum Summary -44dBm @ 5492.5MHz H [max: -47, mean: -44]
-40
=1l
':: 1] -.i||||I|||I:l-"l"““|"l- .I —— l - T T T T T - T T T T T T T T T
Display Data Path : Bot v
Data: SpectrumAnalysis.xmil
el - Instantaneous
Display - Averaging
Attribute Meaning
Duration Refer Table 189 on page 8-4
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Using the Alignment Tool

The SM’s or BHS’s Alignment Tool may be used to maximize Receive Power Level, Signal Strength Ratio
and Signal to Noise Ratio to ensure a stable link. The Tool provides color coded readings to facilitate in
judging link quality.

Note

A To get best performance of the link, the user has to ensure the maximum Receive Power
Level during alignment by pointing correctly. The proper alignment is important to prevent
interference in other cells. The achieving Receive Power Level green (>- 70 dBm) is not
sufficient for the link.

Figure 180 Alignment Tool tab of SM — Receive Power Level > -70 dBm
"Receive Signal Quality

-35.0dB (-42.0dB V/-36.0 dB H)

Receive Power :
D Greater than -70 D Between -70 and -80 D Below -80

Maximum Receive Power : 294 dB (-38.0 dBV/-30.0 dB H)
Signal Strength Ratio : -6.0dB V-H
Beacons : 100 %
. A Path V:QPSK:100%
Receive Fragments Modulation : Path H-n/a

\

Figure 181 Alignment Tool tab of SM — Receive Power Level between -70 to -80 dBm

-/29dB (-77.0dB V/-75.0dB H)
Receive Power :

D Greater than -70 |_| Between -70 and -80 D Below -850

Maximum Receive Power : -7/0.2dB (-75.0dB V/-72.0 dB H)
Signal Strength Ratio : -2.0dBV-H
Beacons : 100 %

Path V:QPSK:51% 16-QAM:33% 64-QAM:16%
Path H:QPSK:91% 16-QAM:9%

Receive Fragments Modulation :

Figure 182 Alignment Tool tab of SM — Receive Power Level < -80 dBm

-81.2 dB (-82.0 dB V [/ -59.0 dB H)

Receive Power : =
D Greater than -70 |_| Between -70 and -280 D Below -850

Maximum Receive Power : -60.0 dB I—BQ.D dBV/-54.4dB H)
Signal Strength Ratio : T7.0dBV-H
Beacons : 100 %

Path V:QPSK:59% 16-QAM:33% 64-QAM:T%

Receive Fragments Modulation : Path H-QPSK-88% 16-QAM-11%
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Aiming page and Diagnostic LED — SM/BHS

The SM’s/BHS’s Alignment Tool (located in GUI Tools -> Aiming) may be used to configure the
SM’s/BHS’s LED panel to indicate received signal strength and to display decoded beacon
information/power levels. The SM/BHS LEDs provide different status based on the mode of the SM/BHS.
A SM/BHS in “operating” mode will register and pass traffic normally. A SM/BHS in “aiming” mode will not
register or pass traffic, but will display (via LED panel) the strength of received radio signals (based on
radio channel selected via Tools ->Aiming). See SM/BHS LEDs on page 2-17.

Note
A In order for accurate power level readings to be displayed, traffic must be present on the
radio link.

Refer Table 23 SM/BHS LED descriptions on page 2-18 for SM/BHS LED details.

Aiming page of SM

The Aiming page is similar to Spectrum Analyzer where it scans the spectrum but it does not establish
any session with any APs. It has two modes — Single Frequency Only and Normal Frequency Scan List.

The Aiming page of SM is explained in Table 195.
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Table 195 Aiming page attributes — SM

Tools — Aiming
5.4/5.7GHz MIMO OFDM - Subscriber Module - 0a-00-3e-a0-a0-66

Alignment mode

" Aiming Configuration

Single Frequency Only

Aiming Mode : ® Normal Frequency Scan List
Note: No beacon information is decoded for 'Single Frequency Only' mode
Single Frequency : None v

| Enable Aiming Mode || Disable Aiming Mode |
Aiming Mode will be enabled for 15 minutes or until disabled.

“Aiming Status
Current Status : SMis in Alignment Mode for selected frequencies

" Aiming Results

Current entry:

Frequency: 5745000 MHz

Power: -31.9 (-50.0V /-32.0 H) dBm
Users: 1

ESN: 0a-00-3e-a1-35-75

Color Code: 0

Multipoint

Other entries:

Frequency: 5680.000 MHz

Power: -36 5 (-42.0V /-38.0 H) dBm
ESN: Da-00-3e-a0-aa-%9a

Color Code: &

Backhaul

Frequency: 5740.000 MHz
Power: -77.8 (-91.0V/-78.0 H) dBm

Users: 2

ESN: 0a-00-3e-a0-08-08

Color Code: 0

Multipoint
Attribute Meaning
Aiming Mode Single Frequency Only: scans only selected single frequency.

Normal Frequency Scan List: scans: scans all frequency of scan list.

Single Frequency Select a particular frequency from drop down menu for scanning.
Scan Radio Enabled: the radio is configured to “aiming” or “alignment” mode, wherein the

Frequency Only Mode LED panel displays an indication of receive power level. See Table 23
SM/BHS LED descriptions on page 2-18.

Disabled: the radio is configured to “operating” mode, wherein the SM
registers and passes traffic normally.

Aiming Results The Aiming Results are displayed in two sections — Current entry and Other
entries.

Frequency: this field indicates the frequency of the AP which is transmitting
the beacon information.
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Power: This field indicates the current receive power level (vertical channel)
for the frequency configured in parameter Radio Frequency.

Users: This field indicates the number of SMs currently registered to the AP
which is transmitting the beacon information.

ESN: This field indicates the MAC, or hardware address of the AP/BHM which
is transmitting the beacon information.

Color Code: This field displays a value from 0 to 254 indicating the AP’s
configured color code. For registration to occur, the color code of the SM and
the AP must match. Color code is not a security feature. Instead, color code is
a management feature, typically for assigning each sector a different color
code.

Color code allows you to force a SM to register to only a specific AP, even
where the SM can communicate with multiple APs. The default setting for the
color code value is 0. This value matches only the color code of 0 (not all 255
color codes).

Multipoint or Backhaul: this field indicates type of configuration - point-
Multipoint(PMP) or Backhaul (PTP).
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Aiming page of BHS
The Alignment page of BHS is explained in Table 196.

Table 196 Aiming page attributes - BHS

Alignment mode

“Aiming Configuration

Single Frequency Cnly
* Normal Frequency Scan List

Aiming Mode : Note: No beacon information is decoded for 'Single Frequency Only’
mode
Single Frequency : None

| Enable Aiming Mode || Disable Aiming Mode |
Aiming Mode will be enabled for 15 minutes or until disabled.

“Aiming Status
Current Status : BHS is in Alignment Mode for selected frequencies

“ Aiming Results

No Backhauls available and visible which match current configuration.
Other entries:
Frequency: 5660 000 MHz
Power: -27.0 (-30.0 V/-30.0 H) dBm
Users: 0
ESN: 0a-00-3e-a0-aa-9a
Color Code: 5
§ Backhaul

Attribute Meaning

Refer Table 161 for Atributes details.
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Alignment Tone

For coarse alignment of the SM/BHS, use the Alignment Tool located at Tools -> Alignment Tool.
Optionally, connect a headset alignment tone kit to the AUX/SYNC port of the SM/BHS and listen to the
alignment tone, which indicates greater SM/BHS receive signal power by pitch. By adjusting the
SM’s/BHS’s position until the highest frequency pitch is obtained operators and installers can be confident
that the SM/BHS is properly positioned. For information on device GUI tools available for alignment, see
sections Aiming page and Diagnostic LED — SM/BHS on page 8-15, Using the Link Capacity Test tool on
page 8-21 and Using AP Evaluation tool on page 8-31.

Figure 183 PMP/PTP 450i Series link alignment tone

<«— Headphones

450i Alignment
tone adapter

Note
A The Alignment Tone cable for a 450i Series uses an RJ-45 to headset cable where as the
450 Series alignment tone cable uses an RJ-12 to headset cable.

Alignment Tool Headset and alignment tone adapters can be ordered from Cambium and Best-Tronics
(http://btpa.com/Cambium-Products/) respectively using the following part numbers:
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Table 197 Alignment Tool Headsets and Alignment tone adapter third party product details

Reference Product description

ACATHS-01A Alignment tool headset for the PMP/PTP 450 and 450i Series products
BT-1277 Headset alignment cable (RJ-45) for the PMP/PTP 450i Series products
BT-0674 Headset alignment cable (RJ-12) for the PMP/PTP 450 Series products.

Page 8-20



Chapter 8: Tools Using the Link Capacity Test tool

Using the Link Capacity Test tool

The Link Capacity Test tab allows you to measure the throughput and efficiency of the RF link between
two modules. Many factors, including packet length, affect throughput.

The Link Capacity Test tool has following modes:

e Link Test with Multiple VCs: Tests radio-to-radio communication across selected or all registered
VCs, but does not bridge traffic (PMP 450m Series AP only).

e Link Test without Bridging: Tests radio-to-radio communication, but does not bridge traffic.

e Link Test with Bridging: Bridges traffic to “simulated” Ethernet ports, providing a status of the
bridged link.

e Link Test with Bridging and MIR: Bridges the traffic during test and also adheres to any MIR
(Maximum Information Rate) settings for the link.

e Extrapolated Link Test: Estimates the link capacity by sending few packets and measuring link
quality.

The Link Capacity Test tab contains the settable parameter Packet Length with a range of 64 to 1714
bytes. This allows you to compare throughput levels that result from various packet sizes.

The Current Results Status also displayed date and time of last performed Link Capacity Test. If there is
any change in time zone, the date and time will be adjusted accordingly.

; Note
The Extrapolated Link Test can be run by Read-Only login also.

Performing Link Test

The link test is a tool that allows the user to test the performance of the RF link. Packets are added to one
or more queues in the AP in order to fill the frame. Throughput and efficiency are then calculated during
the test. The 450 and 450i APs offer link test options to one SM at a time. The 450m AP offers the option
of a link test to multiple VCs at the same time. This allows the user to test throughput in MU-MIMO mode,
in which multiple SMs are served at the same time.

This new link test can be found under Tools > Link Capacity Test
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Link Test with Multiple VCs

Note
A The “Link Test with Multiple VCs” Link Capacity Test is supported for PMP 450m Series AP
only.

Figure 184 Link Capacity Test — PMP 450m Series AP

Link Test Mode : Link Test with Multiple VCs ~ ~
; . 1 ; : i Enabled
Signal to Noise Ratio Calculation during Link Test : < Disabled
Enabled
SM Link Test Mode Restriction : < Disabled

High and Low Priority VCs
*!Low Priority VC only

Link Test VC Priority : Note: High and Low Priority VICs option requires that the SM already has high priority channel

enabled.
*Internal
Flood Test Mode : External
* Enabled
MU-MIMO : Disabled
Display results for untested VCs : e
y : Disabled

Current Subscriber Module :

VC List : 18,19,20,23 (eg. 18 — 22,24,32) Empty field or 0 wil flood all registered VCs
for duration of test

Duration : 10 | Seconds (2 — 10)

Direction :

Number of Packets : (0 — 64) Zero will flood the link for duration of test

Packet Length : 1522  Bytes (64 — 1714 bytes)

Start Test

Procedure 32 Performing a Link Capacity Test - Link Test with Multiple VCs
Link Test Configurations parameters
1  Access the Link Capacity Test tab in the Tools web page of the module.

2 Select Link Test Mode —

Options are: Link Test with Multiple VCs, Link Test without Bridging, Link Test with
Bridging, Link Test with Bridging and MIR, Extrapolated Link Test

All options except for the Link Test with Multiple VCs are available also for the 450 and 450i
APs.

3  Setthe SM Link Test Mode Restriction attribute to enable or disable. Setting this to
enabled, prevents activation of SM initated link tests.

4 Set Signal to Noise Ratio Calculation during Link Test attribute to enable or disable.

5 Set Link Test VC Priority attribute to either High and Low Priority VCs or Low Priority VC
only.
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Select Flood Test Mode —

Options are: Internal and External

Default is Internal. When set to Internal, packets are sent from AP -> SM over RF. When
set to External, packets will all flow out the Ethernet port.

Set MU-MIMO attribute to enable or disable .

Note: The MU-MIMO feature is enabled on the Low Priority VC only

Link Test Settings parameters

6

10

11

12

Select the subscriber module to test using the Current Subscriber Module parameter. Note:
This parameter is not available in BHM.

Enter VC List (applicable for PMP 450m AP only)

The Current Subscriber Module and VC List are valid only when selecting Link Test with
Multiple VCs.

e Current Subscriber Module: select the VC to perform the link test with
e VC list: select a list or range of VCs to include in the link test with multiple VCs
If left blank, all VCs will be included in the link test

Type into the Duration field how long (in seconds) the RF link must be tested.
Select the Direction — Bi-directional, Uplink Only or Downlink Only.

Type into the Number of Packets field a value of 0 to flood the link for the duration of the
test.

Type into the Packet Length field a value of 1714 to send 1714-byte packets during the
test.

Click the Start Test button.
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Figure 185 Link Test with Multiple VCs (1518-byte packet length)

Test Duration: 10 Pkt Length: 1522 Test Direction Downlink

Link Test with Multiple VCs

| Fragments Downlink Rate
Subscriber Module e Thraughput - Efficiency —=roremit | Received ST ST
Total VCs 185,33 Mbps | 99% 3625769 | 3619730
M23 - [Da-00-3e-b4-c2-5¢] - LLJ 18 (Low 8X/8X BX/8X
o005 Priority) 4601Mops  [99% 899716 ||898796 | il o 99%
SM11 - [Qa-00-3e-b4-24-1a] - LUID; 19 (Low BX/BX BX/8X
003 Priority) 33.47 Mbps 99% 655056 653873 MIMO-B MIMO-B 100%
SM12 - [0a-00-3e-54-24-081 - LUID; 20 (Low BX/BX BX/BX
204 Priority) 59.03Mbps  |99% | 1156205 (1153053 | yuuto o 99%
SM21 - [0a-00-3e-bd-d3-361 - LUID: 23 (Low 8X/8X 8X/8x
007 Priority) 46.79 Mbps 99% 914792 914008 MIMO-B MIMOB 99%
Slot Grouping
Group Size |% Distribution javerage Slot Count
1 0.0 0
2 100.0 56
3 0.0 0
4 0.0 0
5 0.0 0
6 0.0 0
7 0.0 ]

Aggregate Throughput: 185,33 Mbps

Unicast traffic to untested VCs
VC | Throughput

Total VCs | 1.22 kbps

21 (Low Priority) | 204 bps

22 (Low Priority) | 204 bps

24 (Low Priority) | 204 bps

25 (Low Priority) | 204 bps

26 (Low Priority) | 204 bps

27 (Low Priority) | 204 bps

Link Test ran on 22:52:09 01/06/2016 UTC

Link Test without Bridging, Link Test with Bridging or Link
Test with Bridging and MIR

Figure 186 Link Capacity Test — PMP 450/450i Series AP

'Link Test Configurations "

Link Test Mode : Link Test without Bridging v
Signal to Noise Ratio Calculation during = Enabled
Link Test : Disabled
High and Low Priority WCs
) Lo = Low Priority WC only
Link Test VC Priority - Note: High and Low Priority VCs option requires that the SM
L already has high priority channel enabled. )
'Link Test Settings )
Current Subscriber Module : Mo Site Name [0a003eb228¢6] Luid: 2 =
Duration : 2 Seconds (2 — 10)
Direction : Bi-directional
Mumber of Packets : 0 (0 — 64) Zero will flood the link for duration of test
Packet Length : 1714 Bytes (64 — 1714 bytes)
Start Test )

-
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Refer Link Test with Multiple VCs on page 8-22 for Link Test procedure.

Figure 187 Link Test without Bridging (17 14-byte packet length)

"Current Results Status i

Stats for LUID: 2 Test Duration: 2 Pkt Length: 1714  Test Direction Bi-Directional

Link Test without Eridging

Packet Transmit |Packet Receive
Actual Actual
18 || 10.90 Mbps || 4.10 Mbps || 15.00 Mbps, 1084 pps || 1575 (787 pps) | 995(297 pps)

VC || Downlink Uplink Aggregate

Efficiency
Downlink Uplink
Fragments ) Fragments ;
Efficiency count SN0 e miciency count st
Moise Ratio MNoise Ratio
Actual |Expected Actual [Expected
100% | 42594 | 42594 | 3095 Y | 100% | 16020 | 16020 | 3395 ¥
Link Quality
Downlink

RF Path| Modulation [Fragments hModulation Awverage Corrected

PETCEI'I[EQE Bit Errors

v QPSK 6370 30% 0.261
v 16-QAM | 5514 26% 0.310
v 64-QAM || 5009 23% 0.350
v 256-QAM || 4506 21% 0.366
H QPSK 6017 28% 0.294
H 16-0QAM | 5513 26% 0.421
H 64-QAM || 5009 24% 0.683
H 256-QAM || 4506 21% 0.427
Uplink

RF Path| Modulation [Fragments IModulation Average Corrected

Percentage Bit Errors
3 QPSK 2397 30% 0.080
W 16-QAM || 2088 26% 0.137
W G4-0ANM 1899 23% 0.147
W 256-QAM || 1710 21% 0.167
H QPSK 2277 28% 0.150
H 16-QAM || 2087 26% 0.242
H 64-0AM 1898 24% 0.401
H 256-QAM | 1708 21% 0.256

Link Test ran on 00:15:31 01/01A1970 UTC

Currently transmitting at:
WC 18 Rate 8X/8X MIMO-B
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Performing Extrapolated Link Test

The Extrapolated Link Test estimates the link capacity by sending few packets and measuring link quality.
Once the test is initiated, the radio starts session at the lower modulation, 1X, as traffic is passed
successfully across the link, the radio decides to try the next modulation, 2X. This process repeats until it
find best throughput to estimate capacity of link.

I3\

Note

It is recommended to run Extrapolated Link Test where the session must have been up and
have traffic present on it in order to get accurate test results. This is essential for the radio to
modulate up to get an accurate measurement.

Running the Extrapolated test just after establishing session will not provide accurate results.

The procedure for performing Extrapolated Link Test is as follows:

Procedure 33 Performing an Extrapolated Link Test

1

2
3
4

Access the Link Capacity Test tab in the Tools web page of the module.
Select Link Test Mode Extrapolated Link Test
Click the Start Test button.

In the Current Results Status block of this tab, view the results of the test.
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Figure 188 Extrapolated Link Test results

Current Results Status

Stats for LUID: 2 Test Duration: 2 Pkt Length: 1714 Test Direction Bi-Directional

Extrapolated Link Test
Downlink Uplink Aggregate
4366 Mbps || 7.78 Mbps | 56.44 Mbps

Transmit modulation Down: 4X Up: 2X
Efficiencies Down:99 Up:100
Slots carrying data: Downlink/Uplink: 60/19

Mote: Extrapolated Link Test just sends over a few packets measuring their quality and extrapolates that
to what the expected throughput would be. This is just an approximation to have minimal service impact.
Efficiency

Downlink Uplink
Fragments ; Fragments )
Efficiency count Ngggaé;?m Efficiency count Ngggaé;?m
Actual |Expected Actual|[Expected
99% | 2049 | 2044 | 2295¥ [ 100% | 2009 | 2000 | 0SBV
Link Quality
Downlink

rodulation |Average Corrected

RF Path|Modulation|Fragments Percentage Bit Errors
W QPSK 426 50% 0.000
W 16-QAM || 425 50% 0.000
H QPSK 425 50% 0.000
H 16-QAM || 425 50% 0.000

Uplink
RF PathHModulationHFragments

Modulation |[Average Corrected
Percentage Bit Errors

Link Test ran on 00:08:25 01/01/2011 UTC

Currently transmitting at:
WC 18 Rate 8X/6X MIMO-B
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The Link Capacity Test page of AP is explained in Table 198.

Table 198 Link Capacity Test page attributes — AP

Using the Link Capacity Test tool

Link Test Mode

Link Test with Multiple VCs >

. 2 : : ) Enabled
Signal to Noise Ratio Calculation during Link Test : +Disabled
: Enabled

SM Link Test Mode Restriction : « Disabled

Lirk Test VC Priority :

High and Low Priority VCs
+/Low Priority VC only
Note: High and Low Priority VICs option requires that the SM already has high priority channel

enabled.
Flood Test Mode : : :En:ferrr:;ll
MU-MIMO : : E}?jla::ﬁzdd
| Display resuilts for untested VCs : : E;;Z?_\!Ec:j

Current Subscriber Module :

VIC List : 18,19,20,23 (eg. 18 — 22,24,32) Empty field or 0 will flood all registered VCs
for duration of test

Duration : 10 |Seconds (2 — 10)

Direction :

Number of Packets

{0 — 64) Zero will flood the link for duration of test

Packet Length :

1522 Bytes (64 — 1714 bytes)

Start Test

Attribute Meaning

Select Link Test Mode from drop down menu :

e Link Test with Multiple VCs (PMP 450m Series AP only)
Link Test Mode e Link Test without Bridging

e Link Test with Bridging
e Link Test with Bridging and MIR
e Extrapolated Link Test

Signal to Noise Ratio
Calculation during
Link Test

Enable this attribute to display Signal-to-Noise information for the downlink
and uplink when running the link test.

Link Test VC Priority

This attribute may be used to enable/disable usage of the high and low
priority virtual channel during the link test.

Flood Test Mode

This field determines whether a packet is sent out of the SM’s Ethernet port
(external) or not (internal).

Note: This field is applicable only when the “Link Test Mode” field is set to
“Link Test with Multiple VC’s” option.

MU-MIMO

This field determines whether the DL flood test packets use MU-MIMO
grouping or not.
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Note: This field is applicable only when the “Link Test Mode” field is set to
“Link Test with Multiple VC’s” option.

Display results for
untested VCs

If “Link test with multiple VC’s” is run and a subset of registered VC’s enters
into the VC List field, then enabling this field produces a table that displays
results for VC’s with traffic which are in session; but not tested as part of the
link test.

Current Subscriber
Module

The SM with which the Link Capacity Test is run. This field is only applicable
for AP (not SM page).

VC List

This field is displayed for PMP 450m Series AP. It is only applicable for “Link
Test with Multiple VCs” Test mode.

Enter VC List (e.g. 18 or above for low priority VCs and 255 or above for high
priority VCs or O for all registered VCs) which needs to be used for link test
traffic.

Duration

This field allows operators to configure a specified time for which the
spectrum is scanned. If the entire spectrum is scanned prior to the end of the
configured duration, the analyzer will restart at the beginning of the spectrum.

Direction

Configure the direction of the link test. Specify Downlink or Uplink to run the
test only in the corresponding direction only. Specific Bi-Directional to run
the test in both directions.

Number of Packets

The total number of packets to send during the Link Capacity Test. When Link
Test Mode is set to RF Link Test this field is not configurable.

Packet Length

The size of the packets in Bytes to send during the Link Capacity Test

Link Capacity Test page of BHM/BHS/SM

The Link Capacity Test page of BHM/BHS is explained in Table 199.
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Table 199 Link Capacity Test page attributes — BHM/BHS

Link Test Configurations

Link Test Mode : Link Test with Bridging v
Signal to Noise Ratio Calculation during Enabled
Link Test : * Disabled
Link Test VC Priority - High and Low Pricrity WVCs

@ Low Priority YC only

Link Test Settings
Duration : 10 Seconds (2 — 10)
Direction : Bi-directional ¥
Mumber of Packets 0 (0 — 64) Zero will floed the link for duration of test
Packet Length : 1714 Bytes (64 — 1714 bytes)
| Start Test |
Current Results Status
Mo test results available.
Attribute Meaning
Link Test Mode See Table 198 on page 8-28

Signal to Noise Ratio Calculation

during Link Test See Table 198 on page 8-28

Link Test VC Priority See Table 198 on page 8-28
Duration See Table 198 on page 8-28
Direction See Table 198 on page 8-28
Number of Packets See Table 198 on page 8-28
Packet Length See Table 198 on page 8-28
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Using AP Evaluation tool

The AP Evaluation tab on Tools web page of the SM provides information about the AP that the SM
sees.

Note
A The data for this page may be suppressed by the SM Display of AP Evaluation Data
setting in the Configuration > Security tab of the AP.

The AP Eval results can be accessed via SNMP and config file.

AP Evaluation page

The AP Evaluation page of AP is explained in Table 200.

Table 200 AP Evaluation tab attributes - AP

AP Selection Method used: Optimize for Throughput
Current entry index: 0 Session Status: REGISTERED (via Primary Color Code 254)

s

Index: O Frequency: 5490.000 MHz Channel Bandwidth: 10.0 MHz Cyclic Prefix: 1/16

ESM: 0a-00-3e-bb-00-b Region: Other

Beacon Receive Power: -456.0 (-49.0V /-49.0 H) dBm Beacon Count: 18 FECEnR: 1

Type: Multipoint Avail: 1 Age: 0 Lockout: 0 RegFail 0 Range: 0 feet MaxRange: 2 miles TxBER: 1 EBcast: 0
Session Count: 6§ NoLUIDS: 0 QutofRange: 0 AuthFail: 0 EncryptFail: 0 Rescan Req: 0 SMLimitReached: 0
MNoVC's: 0 VCRsvid 30smFail: 0 VCActFail: 0

AP Gain: -10 dBm AP RcvT: -565 dBm SectorlD: 0 Color Code: 254 BeaconVersion: 1 SectorUserCount: 0
SyncSre: 0

MumULSlots: 9 NumDLSlots: 26 NumULContSlots: 4

WhiteSched: 0 ICC: 0 Authentication: Disabled

SM PPPoE: Supported

Frame Period:2.5 ms

L | Rescan APs | )

Beacon Statistics

Unsupported Feature Beacon Received: 0
Unknown Feature Beacon Received : 0
Cild Version Beacon Received : 0
]
]

Wrang Frequency Beacon Received :
| Mon Lite Beacon Received

Attribute Meaning

Index This field displays the index value that the system assigns (for only this page)
to the AP where this SM is registered.

Frequency This field displays the frequency that the AP transmits.

Channel Bandwidth The channel size used by the radio for RF transmission. The setting for the
channel bandwidth must match between the AP and the SM.
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Cyclic Prefix

OFDM technology uses a cyclic prefix, where a portion of the end of a symbol
(slot) is repeated at the beginning of the symbol to allow multi-pathing to
settle before receiving the desired data. A 1/16 cyclic prefixes mean that for
every 16 bits of throughput data transmitted, an additional bit is used. The
Cyclic Prefix 1/16 only can be selected at this time.

ESN

This field displays the MAC address (electronic serial number) of the AP.

For operator convenience during SM aiming, this tab retains each detected
ESN for up to 15 minutes. If the broadcast frequency of a detected AP
changes during a 15-minute interval in the aiming operation, then a multiple
instance of the same ESN is possible in the list. Eventually, the earlier
instance expires and disappears and the later instance remains to the end of
its interval, but you can ignore the early instance(s) whenever two or more are
present.

Region

This field displays the AP’s configured Country Code setting.

Power Level

This field displays the SM’'s combined received power level from the AP’s
transmission.

Beacon Count

A count of the beacons seen in a given time period.

FECEn This field contains the SNMP value from the AP that indicates whether the
Forward Error Correction feature is enabled.
0: FEC is disabled
1: FEC is enabled

Type Multipoint indicates that the listing is for an AP.

Age This is a counter for the number of minutes that the AP has been inactive. At
15 minutes of inactivity for the AP, this field is removed from the
AP Evaluation tab in the SM.

Lockout This field displays how many times the SM has been temporarily locked out of
making registration attempts.

RegFail This field displays how many registration attempts by this SM failed.

Range This field displays the distance in feet for this link. To derive the distance in
meters, multiply the value of this parameter by 0.3048.

MaxRange This field indicates the configured value for the AP’s Max Range parameter.

TxBER A 1 in this field indicates the AP is sending Radio BER.

Ebcast A 1 in this field indicates the AP or BHM is encrypting broadcast packets. A 0

indicates it is not.

Session Count

This field displays how many sessions the SM (or BHS) has had with the AP
(or BHM). Typically, this is the sum of Reg Count and Re-Reg Count.
However, the result of internal calculation may display here as a value that
slightly differs from the sum.
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In the case of a multipoint link, if the number of sessions is significantly
greater than the number for other SMs, then this may indicate a link problem
or an interference problem.

NoLUIDs

This field indicates how many times the AP has needed to reject a registration
request from a SM because its capacity to make LUID assignments is full.
This then locks the SM out of making any valid attempt for the next

15 minutes. It is extremely unlikely that a non-zero number would be
displayed here.

OutOfRange

This field indicates how many times the AP has rejected a registration request
from a SM because the SM is a further distance away than the range that is
currently configured in the AP. This then locks the SM out of making any valid
attempt for the next 15 minutes.

AuthFail

This field displays how many times authentication attempts from this SM have
failed in the AP.

EncryptFail

This field displays how many times an encryption mismatch has occurred
between the SM and the AP.

Rescan Req

This field displays how many times a re-range request has occurred for the
BHM that is being evaluated in the AP Eval page of a BHS.

SMLimitReached

This field displays 0 if additional SMs may be registered to the AP. Ifa 1 is
displayed, the AP will not accept additional SM registrations.

NoVC’s

This counter is incremented when the SM is registering to an AP which
determines that no VC resources are available for allocation. This could be a
primary data VC or a high priority data VC.

VCRsvVFalil

This counter is incremented when the SM is registering to an AP which has a
VC resource available for allocation but cannot reserve the resource for
allocation.

VCACctFail

This counter is incremented when the SM is registering to an AP which has a
VC resource available for allocation and has reserved the VC, but cannot
activate the resource for allocation.

AP Gain

This field displays the total external gain (antenna) used by the AP.

RevT

This field displays the AP’s configured receive target for receiving SM
transmissions (this field affects automatic SM power adjust).

Sector ID

This field displays the value of the Sector ID field that is provisioned for the
AP.

Color Code

This field displays a value from 0 to 254 indicating the AP’s configured color
code. For registration to occur, the color code of the SM and the AP must
match. Color code is not a security feature. Instead, color code is a
management feature, typically for assigning each sector a different color
code.
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Color code allows you to force a SM to register to only a specific AP, even
where the SM can communicate with multiple APs. The default setting for the
color code value is 0. This value matches only the color code of 0 (not all 255
color codes).

BeaconVersion

This field indicates that the beacon is OFDM (value of 1).

Sector User Count

This field displays how many SMs are registered on the AP.

NumULHalfSlots This is the number of uplink slots in the frame for this AP.

NumDLHalfSlots This is the number of downlink slots in the frame for this.

NumULContSlots This field displays how many Contention Slots are being used in the uplink
portion of the frame.

WhiteSched Flag to display if schedule whitening is supported via FPGA

ICC This field lists the SMs that have registered to the AP with their Installation
Color Code (ICC), Primary CC, Secondary CC or Tertiary CC.

SM PPPoE This filed provides information to the user whether the SM is supporting

PPPoE or not.

Frame Period

This field displays the configured Frame Period of the radio.
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Using BHM Evaluation tool

The BHM Evaluation tab on Tools web page of the BHS provides information about the BHM that the
BHS sees.

BHM Evaluation page of BHS

The BHM Evaluation page of BHS is explained in Table 201.

Table 201 BHM Evaluation tab attributes - BHS

BHM List
Current entry index: 0 Session Status: REGISTERED (via Primary Color Code 254)

R e

Index: 0 Frequency: 5490.000 MHz Channel Bandwidth: 10.0 MHz Cyclic Prefix: 1146
ESN: 0a-00-3e-bb-00-fb Reqgion: Other
Beacon Receive Power: -44 5 (-47.0% /-48.0 H) dBm Beacon Count: 13 FECEn: 1
Type: Point-to-Point Avail: 1 Age: 0 Lockout: 0 RegFail 0 Range: 0 feet MaxRange: 0 miles TxBER: 1 EBcast: 0
Session Count: 1 NoLUIDS: 0 CutCfRange: 0 AuthFail: 0 EncryptFail: 0 Rescan Req: 1 SMLimitReached: 0
NovC's: 0 VCRswid30smFail: 0 WVCActFail: 0
AP Gain: -10 dBm Color Code: 254 BeaconVersion: 1 SectorUserCount: N/A
NumULSlots: 10 MumDLSlots: 29 NumULContSlots: 0
WhiteSched: 0 ICC: 0 Authentication: Disabled
PToP WLAM: Supported
Frame Period:2.5 ms
| Rescan BHMs |

| Update Display |

o

Attribute Meaning

Index This field displays the index value that the system assigns (for only this page)
to the BHM where this BHS is registered.

Frequency This field displays the frequency that the BHM transmits.

Channel Bandwidth The channel size used by the radio for RF transmission. The setting for the
channel bandwidth must match between the BHM and the BHS.

Cyclic Prefix OFDM technology uses a cyclic prefix, where a portion of the end of a symbol
(slot) is repeated at the beginning of the symbol to allow multi-pathing to
settle before receiving the desired data. A 1/16 cyclic prefixes mean that for
every 16 bits of throughput data transmitted, an additional bit is used.
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ESN

This field displays the MAC address (electronic serial number) of the BHM.
For operator convenience during BHS aiming, this tab retains each detected
ESN for up to 15 minutes. If the broadcast frequency of a detected BHM
changes during a 15-minute interval in the aiming operation, then a multiple
instance of the same ESN is possible in the list. Eventually, the earlier
instance expires and disappears and the later instance remains to the end of
its interval, but you can ignore the early instance(s) whenever two or more are
present.

Region

This field displays the BHM’s configured Country Code setting.

Power Level

This field displays the BHS’s combined received power level from the BHM'’s
transmission.

Beacon Count

A count of the beacons seen in a given time period.

FECEn This field contains the SNMP value from the BHM that indicates whether the
Forward Error Correction feature is enabled.
0: FEC is disabled
1: FEC is enabled

Type Multipoint indicates that the listing is for a BHM.

Age This is a counter for the number of minutes that the BHM has been inactive.
At 15 minutes of inactivity for the BHS, this field is removed from the BHM
Evaluation tab in the BHS.

Lockout This field displays how many times the BHS has been temporarily locked out
of making registration attempts.

RegFail This field displays how many registration attempts by this BHS failed.

Range This field displays the distance in feet for this link. To derive the distance in
meters, multiply the value of this parameter by 0.3048.

MaxRange This field indicates the configured value for the AP’s Max Range parameter.

TxBER A 1 in this field indicates the BHM is sending Radio BER.

Ebcast A 1 in this field indicates the BHM is encrypting broadcast packets. A 0

indicates it is not.

Session Count

This field displays how many sessions the BHS has had with the BHM.
Typically, this is the sum of Reg Count and Re-Reg Count. However, the
result of internal calculation may display here as a value that slightly differs
from the sum.

In the case of a multipoint link, if the number of sessions is significantly

greater than the number for other BHS'’s, then this may indicate a link
problem or an interference problem.
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NoLUIDs

This field indicates how many times the BHM has needed to reject a
registration request from a BHS because its capacity to make LUID
assignments is full. This then locks the BHS out of making any valid attempt
for the next 15 minutes. It is extremely unlikely that a non-zero number would
be displayed here.

OutOfRange

This field indicates how many times the BHM has rejected a registration
request from a BHS because the BHS is a further distance away than the
range that is currently configured in the BHM. This then locks the BHS out of
making any valid attempt for the next 15 minutes.

AuthFail

This field displays how many times authentication attempts from this SM have
failed in the BHM.

EncryptFail

This field displays how many times an encryption mismatch has occurred
between the BHS and the BHM.

Rescan Req

This field displays how many times a re-range request has occurred for the
BHM that is being evaluated in the BHM Eval page of a BHM.

SMLimitReached

This field displays 0 if additional BHSs may be registered to the BHM. If a 1 is
displayed, the BHM will not accept additional BHS registrations.

NoVC’s

This counter is incremented when the BHS is registering to a BHM which
determines that no VC resources are available for allocation. This could be a
primary data VC or a high priority data VC.

VCRsvFail

This counter is incremented when the BHS is registering to a BHM which has
a VC resource available for allocation but cannot reserve the resource for
allocation.

VCActFail

This counter is incremented when the BHS is registering to a BHM which has
a VC resource available for allocation and has reserved the VC, but cannot
activate the resource for allocation.

AP Gain

This field displays the total external gain (antenna) used by the BHM.

RevT

This field displays the AP’s configured receive target for receiving BHS
transmissions (this field affects automatic BHS power adjust).

Sector ID

This field displays the value of the Sector ID field that is provisioned for the
BHM.

Color Code

This field displays a value from 0 to 254 indicating the BHM’s configured color
code. For registration to occur, the color code of the BHS and the BHM must
match. Color code is not a security feature. Instead, color code is a
management feature, typically for assigning each sector a different color
code.

Color code allows you to force a BHS to register to only a specific BHM, even
where the BHS can communicate with multiple BHMs. The default setting for
the color code value is 0. This value matches only the color code of 0 (not all
255 color codes).
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BeaconVersion

This field indicates that the beacon is OFDM (value of 1).

Sector User Count

This field displays how many BHS’s are registered on the BHM.

NumULHalfSlots This is the number of uplink slots in the frame for this BHM.

NumDLHalfSlots This is the number of downlink slots in the frame for this.

NumULContSlots This field displays how many Contention Slots are being used in the uplink
portion of the frame.

WhiteSched Flag to display if schedule whitening is supported via FPGA

ICC This field lists the BHSs that have registered to the BHM with their Installation
Color Code (ICC), Primary CC, Secondary CC or Tertiary CC.

SM PPPoE This filed provides information to the user whether the BHS is supporting

PPPoE or not.

Frame Period

This field displays the configured Frame Period of the radio.
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Using the OFDM Frame Calculator tool

The first step to avoid interference in wireless systems is to set all APs/BHMs to receive timing from a
synchronization source (Cluster Management Module, or Universal Global Positioning System). This
ensures that the modules are in sync and start transmitting at the same time each frame.

The second step to avoid interference is to configure parameters on all APs/BHMs of the same frequency
band in proximity such that they have compatible transmit/receive ratios (all stop transmitting each frame
before any start receiving). This avoids the problem of one AP/BHM attempting to receive the signal from
a distant SM/BHS while a nearby AP transmits, which could overpower that signal.

The following parameters on the AP determine the transmit/receive ratio:

¢ Max Range

e Frame Period

e Downlink Data percentage

e (reserved) Contention Slots

If OFDM (PMP 430, PMP 450, PTP 230) and FSK (PMP 1x0) APs/BHMs of the same frequency band are
in proximity, or if APs/BHMs set to different parameters (differing in their Max Range values, for example),
then operator must use the Frame Calculator to identify compatible settings.

The frame calculator is available on the Frame Calculator tab of the Tools web page. To use the Frame
Calculator, type various configurable parameter values into the calculator for each proximal AP and then
record the resulting AP/BHM Receive Start value. Next vary the Downlink Data percentage in each
calculation and iterate until the calculated AP/BHM Receive Start for all collocated AP/BHMs where the
transmit end does not come before the receive start.

The calculator does not use values in the module or populate its parameters. It is merely a convenience
application that runs on a module. For this reason, you can use any FSK module (AP, SM, BHM, BHS) to
perform FSK frame calculations for setting the parameters on an FSK AP and any OFDM module (AP,
SM, BHM, BHS) to perform OFDM frame calculations for setting the parameters on an OFDM AP/BHM.
For more information on PMP/PTP 450 Platform co-location, see
http://www.cambiumnetworks.com/solution-papers

The co-location is also supported for 900 MHz PMP 450i APs (OFDM) and PMP 100 APs (FSK). Please
refer Co-location of PMP 450 and PMP 100 systems in the 900 MHz band and migration
recommendations document for details.

Caution

A
& APs/BHMs that have slightly mismatched transmit-to-receive ratios and low levels of data
traffic may see little effect on throughput. A system that was not tuned for co-location may
work fine at low traffic levels, but encounter problems at higher traffic levels. The
conservative practice is to tune for co-location before traffic ultimately increases. This
prevents problems that occur as sectors are built.

The OFDM Frame Calculator page is explained in Table 202.
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Table 202 OFDM Frame Calculator page attributes

Using the OFDM Frame Calculator tool

OFDM Frame Calculator Parameters

Link Mode :

Platform Type AP/BHM :
Platform Type SM/BHS :

Point-To-Point Link
= Multipoint Link
PMP/PTP 450/450i/450m »
PMP/PTP 450/450i »

Channel Bandwidth : 100 MHz »
Cyclic Prefix : One Sixteenth »
Frame Period : . ;g m:
Max Range : 2 Miles (Range: 1 - 40 miles)
Downlink Data : 75 %
Contention Slots : 3 (Range: 0 —15)
SM/BHS One Way Air Delay : 0 ns
Calculate

Calculated Frame Results

CANOPY 15.0 AP-None

Modulation:OFDM

Total Frame Bits : 25000

Frame Period : 2.5 ms

AP Details :

Data Slots (Down/Up) : 27 /9

Contention Slots: 3

Air Delay for Max Range: 10800 ns, 108 bits
Approximate distance for Max Range: 2.010 miles (10616 feet)
AP Antenna Transmit End : 15733, 1.573362 ms
AP Antenna Receive Start . 16587, 1.658743 ms
AP Antenna Receive End : 24195

SM Details :

SM Receive End : 16296

SM Transmit Start : 16587

SM One Way Air Delay : 0 ns

SM Approximate distance : 0.000 miles (0 feet)

Attribute Meaning

Link Mode For AP to SM frame calculations, select Multipoint Link

For BHM to BHS frame calculations, select Point-To-Point Link

Platform Type
AP/BHM

Use the drop-down list to select the hardware series (board type) of the
AP/BHM.

Use the drop-down list to select the hardware series (board type) of the
SM/BHS.

Platform Type
SM/BHS

Channel Bandwidth Set this to the channel bandwidth used in the AP/BHM.

Cyclic Prefix Set this to the cyclic prefix used in the AP/BHM.

Set to the same value as the Max Range parameter is set in the AP(s) or
BHM(s).

Max Range
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Frame Period

Set to the same value as the Frame Period parameter is set in the AP(s) or
BHM(s).

Downlink Data

Initially set this parameter to the same value that the AP/BHM has for its
Downlink Data parameter (percentage). Then, use the Frame Calculator tool
procedure as described in Using the Frame Calculator on page 8-42, you will
vary the value in this parameter to find the proper value to write into the
Downlink Data parameter of all APs or BHMs in the cluster.

PMP 450 Platform Family APs or BHMs offer a range of 15% to 85% and
default to 75%. The value that you set in this parameter has the following
interaction with the value of the Max Range parameter (above):

The default Max Range value is 5 miles and, at that distance, the maximum
Downlink Data value (85% in PMP 450 Platform) is functional.

Contention Slots

This field indicates the number of (reserved) Contention Slots configured by
the operator. Set this parameter to the value of the Contention Slot
parameter is set in the APs or BHMs.

SM/BHS One Way Air
Delay

This field displays the time in ns (nano seconds), that a SM/BHS is away from
the AP/BHM.

The Calculated Frame Results display several items of interest:

Table 203 OFDM Calculated Frame Results attributes

Attribute

Meaning

Modulation

The type of radio modulation used in the calculation (OFDM for 450 Platform
Family)

Total Frame Bits

The total number of bits used in the calculated frames

Data Slots (Down/Up)

This field is based on the Downlink Data setting. For example, a result within
the typical range for a Downlink Data setting of 75% is 61/21, meaning 61
data slots down and 21 data slots up.

Contention Slots

This field indicates the number of (reserved) Contention Slots configured by
the operator.

Air Delay for Max
Range

This is the roundtrip air delay in bit times for the Max Range value set in the
calculator

Approximate distance
for Max Range

The Max Range value used for frame calculation

AP Transmit End

In bit times, this is the frame position at which the AP/BHM ceases
transmission.

AP Receive Start

In bit times, this is the frame position at which the AP/BHM is ready to receive
transmission from the SM/BHS.
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AP Receive End In bit times, this is the frame position at which the AP/BHM will cease

receiving transmission from the SM/BHS.

SM Receive End In bit times, this is the frame position at which the SM/BHS will cease
receiving transmission from the AP/BHM.

SM Transmit Start In bit times, this is the frame position at which the SM/BHS starts the
transmission.

SM One Way Air This filed displays the time in ns, that SM/BHS is away from the AP/BHM.

Delay

SM Approximate This field displays an approximate distance in miles (feet) that the SM/BHS is

distance away from the AP/BHM.

To use the Frame Calculator to ensure that all APs or BHMs are configured to transmit and receive at the
same time, follow the procedure below:

Procedure 34 Using the Frame Calculator

1

a A~ O DN

(=]

10

Populate the OFDM Frame Calculator parameters with appropriate values as described
above.

Click the Calculate button.
Scroll down the tab to the Calculated Frame Results section
Record the value of the AP Receive Start field

Enter a parameter set from another AP in the system — for example, an AP in the same
cluster that has a higher Max Range value configured.

Click the Calculate button.
Scroll down the tab to the Calculated Frame Results section

If the recorded values of the AP Receive Start fields are within 150 bit times of each other,
skip to step 10.

If the recorded values of the AP Receive Start fields are not within 150 bit times of each
other, modify the Downlink Data parameter until the calculated results for AP Receive
Start are within 300 bit time of each other, if possible, 150 bit time.

Access the Radio tab in the Configuration web page of each AP in the cluster and change
its Downlink Data parameter (percentage) to the last value that was used in the Frame
Calculator.
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Using the Subscriber Configuration tool

The Subscriber Configuration page in the Tools page of the AP displays:

e The current values whose control may be subject to the setting in the Configuration Source
parameter.

¢ Anindicator of the source for each value.

This page may be referenced for information on how the link is behaving based on where the SM is
retrieving certain QoS and VLAN parameters.

Figure 189 SM Configuration page of AP

‘Select Subscriber
Current Subscriber Module - Mo Site Name [0a003ebb0104] Luid: 2

LUID: 002 - [0a-00-3e-bb-01-04] State: IN SESSION (Encrypt Disabled)

Site Name : No Site Name

Software Version - SVM:14.3Vm;0.8VB;25 SVW F.IT;S0C110.8VT;01:58.3VD;08/20/2015.

Software Boot Version : CANOPYBOOT 1.0

FPGA Version - 080715 (DES, Sched, US/ETSI) P13

Sustained Uplink Data Rate(SM): 65000 Uplink Burst Allocation(Si): 2500000 Sustained Downlink Data
Rate (SM): 65000 Downlink Burst Allocation (SM): 2500000 (kbit)
Sustained Broadcast Data Rate (SM): 0, units: (SM): kbps
Max Burst Uplink Rate (Si): O (kbit)
Max Burst Downlink Rate (SM): 0 (kbit)

HiPriChan(Si): 0 VCChannel: 2

Low Priority Uplink CIR {3SM): 0 Low Priority Downlink CIR (SM): 0 High Priority Uplink CIR (SM): 0 High
Priority Downlink CIR (SI4): 0 (Kbps)

Low Priority Uplink (SM): 3 Low Downlink Priority (SM): 3 High Uplink Friority {(SM): 5 High Downlink
Priority (SIM): 5

APBerLevel{AP): 2 Level HIPMTCPAck(AF): 1

Allow\VLANLearning(SM): 1 AllowNLANFrameType(SM): 0 VLANAgeTmout{SM): 25
SMManageVIDDis(SM): 0

IngressWVID{SM): 1 ManageVID(SM): 1

MemberSet(SM):
Empty Set

The AP displays one of the following for the configuration source:
e (SM) - QoS/VLAN parameters are derived from the SM’s settings

e (APCAP) - QoS/VLAN parameters are derived from the AP’s settings, including any keyed capping
(for radios capped at 4 Mbps, 10 Mbps, or 20 Mbps)

e (D)-— QoS/VLAN parameters are retrieved from the device, due to failed retrieval from the AAA or
WM server.

e (AAA)— QoS/VLAN parameters are retrieved from the RADIUS server
e (BAM) — QoS/VLAN parameters are retrieved from a WM BAM server
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Using the Link Status tool

The Link Status Tool displays information about the most-recent Link Test initiated on the SM or BHS.
Link Tests initiated from the AP or BHM are not included in the Link Status table. This table is useful for
monitoring link test results for all SMs or BHS in the system.

The Link Status table is color coded to display health of link between AP/BHM and SM/BHS. The current
Modulation Level Uplink/Downlink is chosen to determine link health and color coded accordingly.

Uplink/Downlink Rate Column will be color coded using current Rate as per the table below:

Table 204 Color code versus uplink/downlink rate column

Actual Rate 1x 2x 3x 4x 6x 8x

SISO RED ORANGE @ GREEN NA NA

MIMO-A RED ORANGE @ GREEN NA NA

MIMO B NA RED NA ORANGE @ GREEN
Link Status — AP/BHM

The current Uplink Rate (both low and high VC) for each SM or BHS in Session in now available on AP or
BHM Link Status Page.

The Link Status tool results include values for the following fields for AP/BHM.
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Table 205 Link Status page attributes — AP/BHM

Due to current system load, Downlink Statistics will only be updated at most every 5 seconds.
MNote: To measure the receive modulation of every fragment, Recelve Quality Debug must be enabled.

Emmoe;zx MIMO-A/SISO:1X |:|MIMO~B:4X MIMO-A/SISO:2X mwmo-&ax MIMO-A/SISO:3X Dmmo-a:ax MIMO-A/SISO:4X

Uplink Statistics Downlink Statistics
Power Power
'5;"“3! Signal Beacon t"g’:’ Signal Rate
wSubscriber|  Signal Fragments to b Signal O ) jrk Test BER Results | Reg| ReReg
Noise Rate |Received Molse
Stﬁ:s%m Modulation | RO At sr;irtwgh Rty [Efficiency
(dBV - (dB) AvaMex| (py,_ | (dB) SU-MIMO [MU-MIMO
H) H)
s -56.6 Path -47.5
No Site P 14V 12V
Name: [e00V |veaeskitoon |73 |y Bl 100 [0V Ina 1.639318e-05 (1 |0
LUID: D11 -59. ath H /-53.0 H 4
H):-0.8 | H:QPSK:100% HY.4.0 -
Path
-57.5 V:QPSK:94% -49.5
23V
SM1] - (-60.0V | 16-QAM:6% (-51.0V
LuiD: 007 |7-61.0 Path ;’_123 MNA 8 100 1-55.0 /112 NA 1.621768e-05 | 1 0
H):1.0 H:QPSK:98% H):4.0
16-QAM:1%
570 | Path 285
oo 14V 12V
SM12.  |(-60.0V | V:QPSK:100% (-50.0V
H):0.0 H:QPSK:100% H):4.0
-58.2 Path -49.0
14V 12V
SM13 - (-60.5V | V:QPSK:100% (-50.0V
win:o10 |/7-62.0 Path |lF_ild MNA 100 1-56.0 .n’H].2 MNA 1.652222e-05 | 1 0
H):L5 | H:QPSK:100% H):6.0
575 | Path -46.2
sM1- | 6lov |viapskiaoo% |19 I s wo 14480V 173y L 2.307317e-05 |1 |0
LUID: 006 |/-60.0 | Path L /-510 i, : &
H):-1.0 H:QPSK:100% H):3.0
I T Pt Fawmae 1! A r [y —
Attribute Meaning
Subscriber This field displays the LUID (logical unit ID), MAC address and Site Name of

the SM. As each SM registers to the AP, the system assigns an LUID of 2 or
a higher unique number to the SM. If a SM loses registration with the AP and
then regains registration, the SM will retain the same LUID.

ﬁ Note
The LUID associated is lost when a power cycle of the AP
occurs.

Both the LUID and the MAC are hot links to open the interface
to the SM. In some instances, depending on network activity
and network design, this route to the interface yields a blank
web page. If this occurs, refresh your browser view.

Site Name indicates the name of the SM. You can assign or
change this name on the Configuration web page of the SM.
This information is also set into the sysName SNMP MIB-II
object and can be polled by an SNMP management server.

Uplink Statistics - This field represents the combined received power level at the AP/BHM as
Power Level: Signal well as the ratio of horizontal path signal strength to vertical path signal
Strength Ratio strength.

Uplink Statistics — This field represents the percentage of fragments received at each

Fragments Modulation modulation state, per path (polarization).
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Uplink Statistics —
Signal to Noise Ratio

This field represents the signal to noise ratio for the uplink (displayed when
parameter Signal to Noise Ratio Calculation during Link Test is enabled)
expressed for both the horizontal and vertical channels.

Uplink Statistics — Link
Test Efficiency

This field displays the efficiency of the radio link, expressed as a percentage,
for the radio uplink.

Downlink Statistics —
Beacon % Received
Curr/Min/Max/Avg

This field displays a count of beacons received by the SM in percentage. This
value must be between 99-100%. If it is lower than 99%, it indicates a
problematic link. This statistic is updated every 16 seconds.

Downlink Statistics —
Power Level: Signal
Strength Ratio

This field represents the received power level at the SM/BHS as well as the
ratio of horizontal path signal strength to vertical path signal strength at the
SM/BHS.

Downlink Statistics —
Signal to Noise Ratio

This field represents the signal to noise ratio for the downlink (displayed when
parameter Signal to Noise Ratio Calculation during Link Test is enabled)
expressed for both the horizontal and vertical channels.

Downlink Statistics —
Link Test Efficiency

This field displays the efficiency of the radio link, expressed as a percentage,
for the radio downlink.

Downlink Statistics —
SU-MIMO Rate

The SU-MIMO rate applies to all AP platforms.

For 450m, this field indicates the rate being used for symbols where this
particular VC is not being MU-MIMO grouped with other SMs.

For 450 and 450i platforms, there is no grouping and this field indicates the
modulation rate for all symbols.

Downlink Statistics —

The MU-MIMO rate applies only to the 450m AP. This field indicates the

MU-MIMO Rate modulation rate used for symbols where this particular low priority VC is MU-
MIMO scheduled by grouping it in the same slot with other low priority VC’s.
BER Results This field displays the over-the-air Bit Error Rates for each downlink. (The

ARQ [Automatic Resend 8-46equest] ensures that the transport BER [the
BER seen end-to-end through a network] is essentially zero.) The level of
acceptable over-the-air BER varies, based on operating requirements, but a
reasonable value for a good link is a BER of 1e-4 (1 x 10) or better,
approximately a packet resend rate of 5%.

BER is generated using unused bits in the downlink. During periods of peak
load, BER data is not updated as often, because the system puts priority on
transport rather than on BER calculation.

Reg Requests

A Reg Requests count is the number of times the SM/BHS registered after
the AP/BHM determined that the link had been down.

If the number of sessions is significantly greater than the number for other
SMs/BHS, then this may indicate a link problem (check mounting, alignment,
receive power levels) or an interference problem (conduct a spectrum scan).
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ReReg Requests A ReReg Requests count is the number of times the AP/BHM received a
SM/BHS registration request while the AP/BHM considered the link to be still
up (and therefore did not expect registration requests).

If the number of sessions is significantly greater than the number for other

SMs/BHS, then this may indicate a link problem (check mounting, alignment,
receive power levels) or an interference problem (conduct a spectrum scan).

Link Status — SM/BHS

The Link Status tool of SM/BHS displays Downlink Status and Uplink Status information.

Table 206 Link Status page attributes — SM/BHS

Downlink Status

Receive Power -48.2 dBm ( -53.0 dBm V /-50.0 dBmH )
Signal Strength Ratio -3.0dBV-H

Signal to Noise Ratio 43V /39HdB

Beacons 100 %

Path V.QPSK:37% 16-QAM:33% 64-QAM:15% 256-QAM:15%

Recelve Fragments Modujation Path HQPSK-25% 16-QAM-25% 64-QAM 25% 256-QAM-25%

Latest Remote Link Test Efficiency Percentage NA %
BER Total Avg Results 0.000000e+00
Beacons Received Last 15 minutes 0/0/0% (min/avg/max) Note: The SM needs to be in session for at least 15 minutes.

Uplink Status

Transmit Power 20 dBm

Max Transmit Power 22 dBm

Power Level -37.5 (-41.0 V/ -40.0 H) dBm

Signal Strength Ratio -1.0dBV-H

Signal to Noise Ratio 279 36dBV/32dBH

Latest Remote Link Test Efficiency Percentage NA %

Session Status REGISTERED VC 18 Rate 8X/6X MIMO-B VC 255 Rate 8X/1X MIMO-B
Spatial Frequency 879

Latest Local Link Test Results
No test results available

(| Run Link Test
Attribute Meaning
Downlink Status
Receive Power This field lists the current combined receive power level, in dBm.

Signal Strength Ratio  This field displays the difference of the Vertical path received signal power to
the Horizontal path received signal power for downlink.

Signal to Noise Ratio  This field lists the current signal-to-noise level, an indication of the separation
of the received power level vs. noise floor for downlink.
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Beacons

Displays a count of beacons received by the SM in percentage. This value
must be typically between 99-100%. If lower than 99%, it indicates a
problematic link. This statistic is updated every 16 seconds.

Received Fragments
Modulation

This field represents the percentage of fragments received at each
modulation state, per path (polarization)

Latest Remote Link
Test Efficiency
Percentage

This field is not applicable.

BER Total Avg
Results

This field displays the over-the-air average Bit Error Rates (BER) for
downlink.

Beacons Received
Last 15 minutes

The beacon count on the SM can be used to estimate the interference in the
channel. The min/avg/max beacon percentage displayed based on this value
for the last 15 mins.

Uplink Status

Transmit Power

This field displays the current combined transmit power level, in dBm.

Max Transmit Power

This field displays the maximum transmit power of SM.

Power Level

This field indicates the combined power level at which the SM is set to
transmit, based on the Country Code and Antenna Gain settings.

Signal Strength Ratio

This field displays the difference of the Vertical path received signal power to
the Horizontal path received signal power for uplink.

Signal to Noise Ratio

This field lists the current signal-to-noise level, an indication of the separation
of the received power level vs. noise floor for uplink.

Latest Remote Link
Test Efficiency
Percentage

This field is not applicable.

Session Status

This field displays the current state, Virtual channel, high-priority/ low priority
channel rate adaptation and MIMO-A/MIMO-B/SISO status of SM.

Spatial Frequency

This filed displays the spatial frequency value of the VC or SM.

Run Link Test

Run Link Test

See Exploratory Test section of Performing Extrapolated Link Test on page 8-
26
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Using BER Results tool

Radio BER data represents bit errors at the RF link level. Due to CRC checks on fragments and packets
and ARQ (Automatic Repeat 8-49equest), the BER of customer data is essentially zero. Radio BER gives
one indication of link quality. Other important indications to consider includes the received power level,
signal to noise ratio and link tests.

BER is only instrumented on the downlink and is displayed on the BER Results tab of the Tools page in
any SM. Each time the tab is clicked, the current results are read and counters are reset to zero.
The BER Results tab can be helpful in troubleshooting poor link performance.

The link is acceptable if the value of this field is less than 104 If the BER is greater than 1074, re-evaluate
the installation of both modules in the link.

The BER test signal is broadcast by the AP/BHM (and compared to the expected test signal by the
SM/BHS) only when capacity in the sector allows it. This signal is the lowest priority for AP/BHM
transmissions.

Figure 190 BER Results tab of the SM

Receive BER Resulis
Current Receive BER modulation: QPSK

Total bits received : 3161354664

B
QPSK:
Bit Errors: 0
Bit Error Rate: 0.000000e+00
A
QPSK:
Bit Errors: 0
Bit Error Rate: 0.000000e+00

Combined BER: 0.000000e+00

"Receive BER Power
Receive BER Paower Level - -240dB(-270dBB/-270dBA)
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Using the Sessions tool

The PMP 450 Platform Family AP has a tab Sessions under the Tools category which allows operators
to drop one or all selected SM sessions and force a SM re-registration. This operation is useful to force
QoS changes for SMs without losing AP logs or statistics. This operation may take 5 minutes to regain all
SM registrations.

Figure 191 Sessions tab of the AP

“Drop Subscriber S o

Current Subscriber Module | Mo Site Narne [0a0032a0004k] Luid: 2 7|
Drop Selected Session | Drop All Current Sessions |
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Using the Ping Test tool

The PMP 450 Platform Family AP has a tab Ping Test under the Tools category which allows users to
check the accessibility of the given IP V4 address or a valid domain name

Figure 192 Ping Test tab of the AP

"PING Test Settings "

IPv4 Address/Fully Qualified Domain Name : www.google.com

"PING Test Results "

Pinging www.google.com
[216.58.197.68]

Sent to 216.58.197.68: bytes=64 seq=0

Reply from 216.58.197.68: bytes=64 seq=0 time=70ms

Sent to 216.58.197.68: bytes=64 seq=1

Reply from 216.58.197.68; bytes=64 seq=1 time=110ms

Sent to 216.58.197.68: bytes=64 seq=2

Reply from 216.58.197.68: bytes=64 seq=2 time=110ms

Ping statistics for 216.58.197.68:

Packets: Sent = 3, Received = 3, Lost = 0 (0% loss)

Approximate round trip times in milli-seconds: Minimum = 70ms, Maximum = 110ms, Average = 96ms

.

Note

A When a domain name (for example, www.google.com) is used for ping test, make sure that
Preferred DNS Server and Alternate DNS Server parameters are configured in the
Configuration > IP tab of the AP.
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This chapter provides instructions for operators of the 450 Platform Family wireless Ethernet Bridge. The
following topics are described in this chapter:

e System information on page 9-2

Viewing General Status on page 9-2

Viewing Session Status on page 9-20

Viewing Remote Subscribers on page 9-29
Interpreting messages in the Event Log on page 9-29

Viewing the Network Interface on page 9-32

o O 0O o o o

Viewing the Layer 2 Neighbors on page 9-32

e System statistics on page 9-33

Viewing the Scheduler statistics on page 9-33

Viewing list of Registration Failures statistics on page 9-35
Interpreting Bridging Table statistics on page 9-37
Interpreting Translation Table statistics on page 9-37
Interpreting Ethernet statistics on page 9-38

Interpreting RF Control Block statistics on page 9-41
Interpreting VLAN statistics on page 9-2

Interpreting Data VC statistics on page 9-4

Interpreting Throughput statistics on page 9-6
Interpreting Overload statistics on page 9-9

Interpreting DHCP Relay statistics on page 9-10
Interpreting Filter statistics on page 9-12

Viewing ARP statistics on page 9-13

Viewing NAT statistics on page 9-13

Viewing NAT DHCP Statistics on page 9-15

Interpreting Sync Status statistics on page 9-16
Interpreting PPPoE Statistics for Customer Activities on page 9-17
Interpreting Bridge Control Block statistics on page 9-19
Interpreting Pass Through Statistics on page 9-22
Interpreting SNMPvV3 Statistics on page 9-23

Interpreting syslog statistics on page 9-25

©O O 0O O 0O 0O 0o 0O O oo oo o oo o oo o o o

Interpreting Frame Utilization statistics on page 9-25

e Radio Recovery on page 9-36
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System information

This section describes how to use the summary and status pages to monitor the status of the Ethernet
ports and wireless link.

e Viewing General Status on page 9-2

e Viewing Session Status on page 9-20

e Viewing Remote Subscribers on page 9-29

¢ Interpreting messages in the Event Log on page 9-29
e Viewing the Network Interface on page 9-32

e Viewing the Layer 2 Neighbors on page 9-32

Viewing General Status

The General Status tab provides information on the operation of this AP/BHM and SM/BHS. This is the
page that opens by default when you access the GUI of the radio.
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General Status page of AP

The General Status page of PMP 450m AP is explained in Table 207
The General Status page of PMP 450/450i AP is explained in Table 208.

Table 207 General Status page attributes — PMP 450m AP

Device Information

Device Type 5.4GHz MU-MIMO OFDM - Access Point - 0a-00-3e-60-34-c8
Board Type : P14
Product Type : PMP 450m
Software Version : CANOPY 15.1.1 AP-None
Bootloader Version BOOTLOADER 15.1.1/107 2017-05-08 16:54:41 -0500
Board MSN : MI9SM0024C4GC
Board Model CO050045A102A
FPGA Version : 060575
Uptime 23:29.52
System Time : 09:47:20 06/15/2017 UTC
Main Ethernet Interface 100Base-TX Full Duplex
Region Code : Other
Regulatory Passed
Channel Frequency : 5525.0 MHz
Channel Bandwidth 20.0 MHz
Cyclic Prefix : 1/16
Color Code . 73
Max Range : 40 Miles
EIRP 30 dBm
LTemperature : 53°C/128 °F )
Registered SM Count : 1 (2 Data VCs)
Sync Pulse Status - Generating Sync
Sync Pulse Source : Self Generate
LMaximum Count of Registered SMs - 1 )
Data Slots Down : 48
Data Slots Up : 16
{ Contention Slots - 3 )

"cnMaestro Connection Stats
Connection Status :

Connected (ga.cloud cambiumnetworks.com)

AccountlD :

%

CAMNWK
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"Site Information

Site Name - 450m_5GHz_AP_Deo
Site Contact : No Site Contact
Site Location : No Site Location

'"Key Features Information

MU-MIMO Mode : MU-MIMO
Time Updated and Location Code : 03/31/2017 06:35:02 - INTL
Attribute Meaning
Device Type This field indicates the type of the module. Values include the frequency band

of the device, its module type and its MAC address.

Board Type This field indicates the series of hardware.

Software Version This field indicates the system release, the time and date of the release and
whether communications involving the module are secured by DES or AES
encryption. If you request technical support, provide the information from this

field.
Bootloader Version This field indicates the version of Uboot running on the 450m AP platform.
Product Type The field indicates model number of 450m device. The 450m Series has two

model variants.

e PMP 450m: This model works in SU-MIMO mode which is default
“limited” mode. The MU-MIMO license can be purchased from Cambium
Networks and applied.

¢ MU-MIMO: This model works in MU-MIMO mode.

Board MSN This field indicates the Manufacture’s Serial number. A unique serial number
assigned to each radio at the factory for inventory and quality control.

FPGA Version This field indicates the version of the field-programmable gate array (FPGA)
on the module. If you request technical support, provide the value of this field.

Uptime This field indicates how long the module has operated since power was
applied.

System Time This field provides the current time. If the AP is connected to a CMM4, then

this field provides GMT (Greenwich Mean Time). Any SM that registers to the
AP inherits the system time.

Last NTP Time This field displays when the AP last used time sent from an NTP server. If the

Update AP has not been configured in the Time tab of the Configuration page to
request time from an NTP server, then this field is populated by 00:00:00
00/00/00.

Main Ethernet This field indicates the speed and duplex state of the Ethernet interface to the

Interface AP.
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Aux Ethernet Interface

This field displays Aux Ethernet Data and PoE-out interface enable/disable
status. It is not supported in current release of PMP 450m Seriea AP.

Region Code A parameter that offers multiple fixed selections, each of which automatically
implements frequency band range for the selected region. Units shipped to
regions other than restrictions the United States must be configured with the
corresponding Region Code to comply with local regulatory requirements.

Regulatory This field indicates whether the configured Country Code and radio

frequency are compliant with respect to their compatibility. 450 Platform
Family products shipped to the United States is locked to a Country Code
setting of “United States”. Units shipped to regions other than the United
States must be configured with the corresponding Country Code to comply
with local regulatory requirements.

Channel Frequency

This field indicates the current operating center frequency, in MHz.

Channel Bandwidth

This field indicates the current size of the channel band used for radio
transmission.

Cyclic Prefix

OFDM technology uses a cyclic prefix, where a portion of the end of a symbol
(slot) is repeated at the beginning of the symbol to allow multi-pathing to
settle before receiving the desired data. A 1/16 cyclic prefix means that for
every 16 bits of throughput data transmitted, an additional bit is used.

Frame Period

This field indicates the current Frame Period setting of the radio in ms.

Color Code

This field displays a value from 0 to 254 indicating the AP’s configured color
code. For registration to occur, the color code of the SM and the AP must
match. Color code is not a security feature. Instead, color code is a
management feature, typically for assigning each sector a different color
code.

Color code allows you to force a SM to register to only a specific AP, even
where the SM can communicate with multiple APs. The default setting for the
color code value is 0. This value matches only the color code of 0 (not all 255
color codes).

Max Range

This field indicates the setting of the Max Range parameter, which contributes
to the way the radio transmits. Verify that the Max Range parameter is set to
a distance slightly greater than the distance between the AP and the furthest
SM that must register to this AP.

EIRP

This field indicates the combined power level at which the AP will transmit,
based on the Country Code.

Temperature

This field indicates the current operating temperature of the device board.

Registered SM Count

This field indicates how many SMs are registered to the AP.

Sync Pulse Status

This field indicates the status of synchronization as follows:
Generating Sync indicates that the module is set to generate the sync pulse.
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Receiving Sync indicates that the module is set to receive a sync pulse from
an outside source and is receiving the pulse.

No Sync Since Boot up / ERROR: No Sync Pulse indicates that the module
is set to receive a sync pulse from an outside source and is not receiving the
pulse.

; Note
When this message is displayed, the AP transmitter is turned off
to avoid self-interference within the system.

Sync Pulse Source

This field indicates the status of the synchronization source:
Searching indicates that the unit is searching for a GPS fix

Timing Port/UGPS indicates that the module is receiving sync via the timing
AUX/SYNC timing port

Power Port indicates that the module is receiving sync via the power port
(Ethernet port).

On-board GPS indicates that the module is receiving sync via the unit’s
internal GPS module

Maximum Count of
Registered SMs

This field displays the largest number of SMs that have been simultaneously
registered in the AP since it was last rebooted. This count can provide some
insight into sector history and provide comparison between current and
maximum SM counts at a glance.

Data Slots Down

This field indicates the number of frame slots that are designated for use by
data traffic in the downlink (sent from the AP to the SM). The AP calculates
the number of data slots based on the Max Range, Downlink Data and
(reserved) Contention Slots configured by the operator.

Data Slots Up

This field indicates the number of frame slots that are designated for use by
data traffic in the uplink (sent from the SM to the AP). The AP calculates the
number of data slots based on the Max Range, Downlink Data and (reserved)
Contention Slots configured by the operator.

Contention Slots

This field indicates the number of (reserved) Contention Slots configured by
the operator. See Contention slots on page7-176.

Connection Status

This field indicates the device connectivity to cnMaestro (Cambium’s cloud-
based network management system).

Account ID This field shows Account ID which is registered with Cambium Networks and
it allows operator to manage devices using cnMaestro.
Site Name This field indicates the name of the physical module. You can assign or

change this name in the SNMP tab of the AP Configuration page. This
information is also set into the sysName SNMP MIB-II object and can be
polled by an SNMP management server.
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Site Contact

This field indicates contact information for the physical module. You can
provide or change this information in the SNMP tab of the AP Configuration
page. This information is also set into the sysName SNMP MIB-II object and
can be polled by an SNMP management server.

Site Location

This field indicates site information for the physical module. You can provide
or change this information in the SNMP tab of the AP Configuration page.

MU-MIMO Mode

This field displays information about MU-MIMO mode. If AP is keyed as MU-
MIMO, it will display “MU-MIMO”(Multi User - MIMO) otherwise it will display
“SU-MIMQO”(Single User - MIMO).

Time Updated and
Location Code

This field displays information about the keying of the radio.
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Table 208 General Status page attributes — PMP 450/450i AP

Device Information
Device Type :
Board Type
Product Type
Software Version
Board MSN
FPGA Version :
PLD Version
Uptime
System Time
Main Ethemet Interface
Region Code
Regulatory
Antenna Type
Channel Frequency
Channel Bandwidth :
Cyclic Prefix :
Frame Penod
Color Code
Max Range
Transmit Power
Total Antenna Gain :
| Temperature :

5.7GHz MIMO OFDM - Access Point - 0a-00-3e-a1-35-49
P12

PMP 450

CANOPY 15.0.1 AP-None
6069PUQOEZ

061716

16

01:57:27

10:43:54 11/10/2016 UTC
100Base-TX Full Duplex
United States

Passed

External

5760.0 MHz

20.0 MHz

1/16

2.5ms

87

40 Miles

19 dBm

8 dBi (8 dBi extemal + 0 dBi intemal)
36°C/9% °F

Registered SM Count

Sync Pulse Status

Sync Pulse Source

| Maximum Count of Registered SMs

Access Point Stats

1 (2 Data VCs)
Generating Sync
Self Generate

1

J

Data Slots Down :
Data Slots Up
Contention Slots

Frame Configuration Information

48
16
3

Connection Status :
AccountlD

cnMaestro Connection Stats

Connected (ga.cloud.cambiumnetworks.com)
CAMNWK

Site Name
Site Contact
| Site Location

Site Information

No Site Name
No Site Contact
No Site Location

N

Key Features Information
Time Updated and Location Code

08/23/2016 11:58:35 - INTL

Attribute Meaning

Device Type

Software Version

See Table 207 General Status page attributes — PMP 450m AP on page 9-3
for details

Board Type
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Product Type This indicates model of the device.

FPGA Version See Table 207 General Status page attributes — PMP 450m AP on page 9-3
for details

PLD Version

Uptime

System Time

Main Ethernet
Interface

Aux Ethernet Interface

It is not supported for PMP 450 Series devices. See Table 207 General
Status page attributes — PMP 450m AP on page 9-3 for details

Region Code

Regulatory

Antenna Type

Channel Center
Frequency

Channel Bandwidth

Cyclic Prefix

Frame Period

Color Code

Max Range

See Table 207 General Status page attributes — PMP 450m AP on page 9-3
for details

Transmitter Output
Power

This field indicates the combined power level at which the AP is set to
transmit, based on the Country Code and Antenna Gain settings.

Temperature

See Table 207 General Status page attributes — PMP 450m AP on page 9-3
for details

802.3at Type 2 PoE
Status

The field displays whether PoE Classification functionality is enabled or
disabled. It is only applicable for 450i Series devices.

Registered SM Count

Sync Pulse Status

Sync Pulse Source

Maximum Count of
Registered SMs

Data Slots Down

Data Slots Up

See Table 207 General Status page attributes — PMP 450m AP on page 9-3
for details
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Contention Slots

Connection Status

Account ID

Site Name

Site Contact

Site Location

Time Updated and
Location Code

See Table 207 General Status page attributes — PMP 450m AP on page 9-3

for details
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General Status page - SM

The SM’s General Status page is explained in Table 209.

Note
A In order for accurate power level readings to be displayed, traffic must be present on the
radio link.

Table 209 General Status page attributes - SM

Device Information

Device Type : 5.4/5.7GHz MIMO OFDM - Subscriber Module - 0a-00-3e-a2-d9-2f
Board Type P11 C120

Product Type : PMP 450

Software Version : CANOPY 15.0 SM-DES
Board MSN 6069QQ0FE7

FPGA Version 061716

Uptime : 00:11:12

System Time 05:59:12 01/02/2011 UTC
Main Ethernet Interface : 100Base-TX Full Duplex
Region Code : Other

DFS: Idle

Antenna Type : External

Frame Period : 25ms

Temperature : 55°CI131°F

Subscriber Module Stats

Gaslon Sl REGISTERED VC 18 Rate 8X/6X MIMO-B VC 255 Rate 8X/6X

MIMO-B
PPPoOE Session Status : In Session
Registered AP 0a-00-3e-a1-35-49 No Site Name
Color Code : 87 ( Primary )
Channel Frequency : 5850.0 MHz
Channel Bandwidth : 10.0 MHz
Cyclic Prefix : 1/16
Air Delay : 50 ns, approximately 0.004 miles (24 feet)
Receive Power : -52.2dBm
Signal Strength Ratio : 3.0dBV-H
Signal to Noise Ratio : 34V /35HdB
Beacons : 100 %
Transmit Power : 22 dBm (target power [25 dBm) exceeded maximum)
Total Antenna Gain : 0 dBi (0 dBi external + 0 dBi internal)
Connection Status : Connecting (cloud.cambiumnetworks.com - Default Cloud URL)
AccountlD : =
Site Name : No Site Name
Site Contact : No Site Contact
Site Location : No Site Location
Attribute Meaning
Device Type This field indicates the type of the module. Values include the frequency band

of the SM, its module type and its MAC address.

Page 9-11



Chapter 9: Operation

System information

Board Type

This field indicates the series of hardware.

Product Type

This indicates model of the device.

Software Version

This field indicates the system release, the time and date of the release. If
you request technical support, provide the information from this field.

FPGA Version This field indicates the version of the field-programmable gate array (FPGA)
on the module. When you request technical support, provide the information
from this field.

PLD Version This field indicates the version of the programmable logic device (PLD) on the
module. If you request technical support, provide the value of this field.

Uptime This field indicates how long the module has operated since power was
applied.

System Time This field provides the current time. Any SM that registers to an AP inherits

the system time, which is displayed in this field as GMT (Greenwich Mean
Time).

Ethernet Interface

This field indicates the speed and duplex state of Ethernet interface to the
SM.

Regional Code

A parameter that offers multiple fixed selections, each of which automatically
implements frequency band range restrictions for the selected region. Units
shipped to regions other than the United States must be configured with the
corresponding Country Code to comply with local regulatory requirements.

DFS This field indicates that DFS operation is enabled based on the configured
region code, if applicable.
Antenna Type The current antenna type that has been selected.

Frame Period

This field indicates the current Frame Period setting of the radio in ms.

Temperature

The current operating temperature of the board.

Session Status

This field displays the following information about the current session:

Scanning indicates that this SM currently cycles through the radio
frequencies that are selected in the Radio tab of the Configuration page.

Syncing indicates that this SM currently attempts to receive sync.

Registering indicates that this SM has sent a registration request message to
the AP and has not yet received a response.

Registered indicates that this SM is both:
e registered to an AP.

e ready to transmit and receive data packets.

Session Uptime

This field displays the duration of the current link. The syntax of the displayed
time is hh:mm:ss.
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Registered AP Displays the MAC address and site name of the AP to which the SM is
registered to. This parameter provides click-through proxy access to the AP’s
management interface.

Color Code This field displays a value from 0 to 254 indicating the SM’s configured color

code. For registration to occur, the color code of the SM and the AP must
match. Color code is not a security feature. Instead, color code is a
management feature, typically for assigning each sector a different color
code.

Color code allows you to force a SM to register to only a specific AP, even
where the SM can communicate with multiple APs. The default setting for the
color code value is 0. This value matches only the color code of 0 (not all 255
color codes).

Channel Frequency

This field lists the current operating frequency of the radio.

Channel Bandwidth

The size in MHz of the operating channel.

Cyclic Prefix OFDM technology uses a cyclic prefix, where a portion of the end of a symbol
(slot) is repeated at the beginning of the symbol to allow multi-pathing to
settle before receiving the desired data. A 1/16 cyclic prefix means that for
every 16 bits of throughput data transmitted, an additional bit is used.

Air Delay This field displays the distance in feet between this SM and the AP. To derive

the distance in meters, multiply the value of this parameter by 0.3048.
Distances reported as less than 200 feet (61 meters) are unreliable.

Receive Power

This field lists the current combined receive power level, in dBm.

Signal Strength Ratio

This field displays the difference of the Vertical path received signal power to
the Horizontal path received signal power.

Signal to Noise Ratio

This field lists the current signal-to-noise level, an indication of the separation
of the received power level vs. noise floor.

Beacons

Displays a count of beacons received by the SM in percentage. This value
must be typically between 99-100%. If lower than 99%, it indicates a
problematic link. This statistic is updated every 16 seconds.

Transmit Power

This field lists the current combined transmit power level, in dBm.

; Note
The red SM message “target power exceeded maximum”
does not necessarily indicate a problem.

7 dBm (target power [24 dBm] exceeded maximum)

In this case, the AP is requesting the SM to transmit at a
higher power level, but the SM is restricted due to EIRP limits
or hardware capabilities. This message can be an indication
that the SM is deployed further from the AP than optimal,
causing the AP to adjust the SM to maximum transmit power.
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Data Slots Down

This field lists the number of slots used for downlink data transmission.

Data Slots Up

This field lists the number of slots used for uplink data transmission.

Contention Slots

This field indicates the number of (reserved) Contention Slots configured by
the operator. See Contention slots on page7-176.

Site Name

This field indicates the name of the physical module. You can assign or
change this name in the SNMP tab of the SM Configuration page. This
information is also set into the sysName SNMP MIB-II object and can be
polled by an SNMP management server.

Site Contact

This field indicates contact information for the physical module. You can
provide or change this information in the SNMP tab of the SM Configuration
page. This information is also set into the sysName SNMP MIB-II object and
can be polled by an SNMP management server.

Site Location

This field indicates site information for the physical module. You can provide
or change this information in the SNMP tab of the SM Configuration page.

Maximum Throughput

This field indicates the limit of aggregate throughput for the SM and is based
on the default (factory) limit of the SM and any floating license that is currently
assigned to it.

Time Updated and
Location Code

This field displays information about the keying of the radio.

Note
A For PMP 450 SM 900 MHz, there is additional parameter Path Info (under Subscriber
Module Stats) which displays polarization path(A & B) information.

| Path Info

Path A =-45° PathB = +45°
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General Status page of BHM

The BHM’s General Status page is explained in Table 210.

Table 210 General Status page attributes - BHM

Device Information
Device Type :
Board Type :
Product Type :
Software Version
Board MSN :

Board Model :
FPGA Version :
Uptime :

System Time

Main Ethernet Interface
Aux Ethernet Interface :
Region Code :
Regulatory :
Antenna Type :
Channel Frequency
Channel Bandwidth
Cyclic Prefix :
Frame Period :
Color Code :
Transmit Power
Total Antenna Gain
Temperature :

802.3at Type 2 PoE Status .

5.7GHz MIMO OFDM - Backhaul - Timing Master - 0a-00-3e-bb-42-7e
P13

PTP 450i

CANOPY 15.0 BHUL450-None
6069SJOFWL

C050045A001A

080216

00:10:31

00:26:54 01/01/2011 UTC
100Base-TX Full Duplex
Disabled (PoE Disabled)

Other

Passed

External

5775.0 MHz

10.0 MHz

1/16

2.5ms

0

0 dBm

11 dBi (11 dBi external + 0 dBi internal)
35 °C/ 102 °F

Not Present (Ignored)

Backhaul Stats

Timing Slave Status Connected

Sync Pulse Status Generating Sync
Sync Pulse Source : Self Generate
Frame Configuration Information

Data Slots Down 29

Data Slots Up 10

cnMaestro Connection Stats

Connection Status :
AccountlD

Cambium-ID Not Configured

Site Information

Site Name :
Site Contact :
Site Location :

AP2
No Site Contact
No Site Location

Key Features Information

Time Updated and Location Code :

09/26/2016 13:46:16 - INTL

Attribute Meaning

Device Type This field indicates the type of the module. Values include the frequency band
of the BHM, its module type and its MAC address.

Board Type This field indicates the series of hardware.

Product Type This indicates model of the device.
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Software Version

This field indicates the system release, the time and date of the release. If
you request technical support, provide the information from this field.

Board MSN This field indicates the Manufacture’s Serial number. A unique serial number
assigned to each radio at the factory for inventory and quality control.

FPGA Version This field indicates the version of the field-programmable gate array (FPGA)
on the module. When you request technical support, provide the information
from this field.

Uptime This field indicates how long the module has operated since power was

applied.

System Time

This field provides the current time. Any BHS that registers to a BHM inherits
the system time, which is displayed in this field as GMT (Greenwich Mean
Time).

Ethernet Interface

This field indicates the speed and duplex state of Ethernet interface to the
BHM.

Antenna Type

The current antenna type that has been selected.

Temperature

The current operating temperature of the board.

Session Status

This field displays the following information about the current session:

Scanning indicates that this BHS currently cycles through the radio
frequencies that are selected in the Radio tab of the Configuration page.

Syncing indicates that this BHM currently attempts to receive sync.

Registering indicates that this BHM has sent a registration request message
to the BHM and has not yet received a response.

Registered indicates that this BHM is both:
e Registered to a BHM.
¢ Ready to transmit and receive data packets.

Session Uptime

This field displays the duration of the current link. The syntax of the displayed
time is hh:mm:ss.

Registered Backhaul

Displays the MAC address and site name of the BHM to which the BHS is
registered to. This parameter provides click-through proxy access to the
BHM’s management interface.

Channel Frequency

This field lists the current operating frequency of the radio.

Receive Power

This field lists the current combined receive power level, in dBm.

Signal Strength Ratio

This field displays the difference of the Vertical path received signal power to
the Horizontal path received signal power.

Transmit Power

This field lists the current combined transmit power level, in dBm.

Signal to Noise Ratio

This field lists the current signal-to-noise level, an indication of the separation
of the received power level vs. noise floor.
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Beacons Displays a count of beacons received by the BHM in percentage. This value
must be typically between 99-100%. If lower than 99%, it indicates a
problematic link. This statistic is updated every 16 seconds.

Air Delay This field displays the distance in feet between this BHS and the BHM. To

derive the distance in meters, multiply the value of this parameter by 0.3048.
Distances reported as less than 200 feet (61 meters) are unreliable.

Data Slots Down

This field lists the number of slots used for downlink data transmission.

Data Slots Up

This field lists the number of slots used for uplink data transmission.

Regional Code

A parameter that offers multiple fixed selections, each of which automatically
implements frequency band range restrictions for the selected region. Units
shipped to regions other than the United States must be configured with the
corresponding Country Code to comply with local regulatory requirements.

Site Name

This field indicates the name of the physical module. Assign or change this
name in the Configuration > SNMP page. This information is also set into
the sysName SNMP MIB-II object and can be polled by an SNMP
management server.
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General Status page of BHS

The BHS’s General Status page is explained in Table 211.

Table 211 General Status page attributes - BHS

Device Information
Device Type

Board Type

Product Type

Software Version
Board MSN

Board Model

FPGA Version

Uptime

System Time

Main Ethernet Interface
Aux Ethernet Interface
Region Code

DFS

Antenna Type

Frame Period
Temperature

802.3at Type 2 PoE Status

4.9/5.9GHz MIMO OFDM - Backhaul - Timing Slave - 0a-00-3e-bb-41-a3
P13
PTP 450i
CANOPY 15.0 BHUL450-0ES
6069SJOEXU
COS0045A001A
080216
00:03:14
00:23:15 01/01/2011 UTC
100Base-TX Full Duplex
Disabled (PoE Disabled)

ther
Idie
External
2.5ms
37°C/99°F
Not Present (Ignored)

Session Status
Session Uptime
Registered Backhaul
Channel Frequency
Channel Bandwidth
Cyclic Prefix

Air Delay

Receive Power
Signal Strength Ratio
Signal to Noise Ratio
Transmit Power
Total Antenna Gain
Beacons

Timing Slave Stats

REGISTERED VC 18 Rate 8X/8X MIMOQ-B VC 255 Rate 8X/1X MIMO-B
00:02:32

0a-00-3e-bb-42-7e AP2

57750 MHz

10.0 MHz

1/16

25 ns, approximately 0.002 miles (12 feet)
-61.0 dBm

6.00BV-H

35V/22HdB

16 dBm

0 dBi (0 dBi external + 0 dBi internal)

100 %

Frame Configuration Information

Data Siots Down 29

| Data Siots Up 10
Region Specific Information

Region Code ther

cnMaestro Connection Stats

Connection Status
AccountiD

Not enough credentials, trying to get zero touch token

Site Information

Site Name
Site Contact
| Site Location

No Site Name
No Site Contact
No Site Location

Key Features Information

| Time Updated and Location Code

09/26/2016 11:47:20 - INTL
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Attribute Meaning

Device Type

Board Type

Software Version See Table 211 on page 9-18

Board MSN

FPGA Version

Uptime

System Time

Ethernet Interface

Antenna Type

Temperature

Session Status

Session Uptime

Registered Backhaul

Channel Frequency

Receive Power

Signal Strength Ratio

Transmit Power See Table 211 on page 9-18

Signal to Noise Ratio

Beacons

Air Delay

Data Slots Down

Data Slots Up

Regional Code

Site Name

Site Contact

Site Location

Time Updated and
Location Code
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Viewing Session Status

The Session Status page in the Home page provides information about each SM or BHS that has
registered to the AP or BHM. This information is useful for managing and troubleshooting a system. This
page also includes the current active values on each SM or BHS for MIR and VLAN, as well as the
source of these values, representing the SM/BHS itself, Authentication Server, or the Authentication
Server and SM/BHS.

Note
A In order for accurate power level readings to be displayed, traffic must be present on the
radio link.

The Session Status List has four tab: Device, Session, Power and Configuration.

The SessionStatus.xml hyper link allows user to export session status page from web management
interface of AP or BHM. The session status page will be exported in xml file.

Device tab

The Device tab provides information on the Subscriber’s LUID and MAC, Hardware, Software, FPGA
versions and the state of the SM/BHS (Registered and/or encrypted).

Table 212 Device tab attributes

"Session Status List

Data : SessionStatus.xml

I Device | Configuration Link Quality

F Subscriber

LUID: 002 - [0a-00-3e-a0-00-6¢]
.68 SM 5.7 MIMO P11

Hardware

Software Version ‘ FPGA Version State

PMP 450 ‘ CANOPY 15.1.1 (W) 06/05/2017 04:31 ‘ 050517 (DES, Sched, US/ETSI) P11 ‘ IN SESSION

(Encrypt Disabled)

Attribute Meaning

Subscriber This field displays the LUID (logical unit ID), MAC address and Site Name of
the SM/BHS. As each SM or BHS registers to the AP/BHM, the system
assigns an LUID of 2 or a higher unique number to the SM/BHS. If a SM/BHS
loses registration with the AP/BHS and then regains registration, the SM/BHS
will retain the same LUID.
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A Note
The LUID associated is lost when a power cycle of the
AP/BHM occurs.
Both the LUID and the MAC are hot links to open the interface
to the SM/BHS. In some instances, depending on network
activity and network design, this route to the interface yields a
blank web page. If this occurs, refresh your browser view.

Site Name indicates the name of the SM/BHS. Change this name on the
Configuration web page of the SM/BHS. This information is also set into the
sysName SNMP MIB-II object and can be polled by an SNMP management
server.

Hardware

This field displays the SMs or BHS hardware type.

Software Version

This field displays the software release that operates on the SM/BHS, the
release date and time of the software.

FPGA Version

This field displays the version of FPGA that runs on the SM/BHS

State

This field displays the current status of the SM/BHS as either

¢ IN SESSION to indicate that the SM/BHS is currently registered to the
AP/BHM.

e IDLE to indicate that the SM/BHS was registered to the AP/BHM at one
time, but now is not.

This field also indicates whether the encryption scheme in the module is
enabled.

Session tab

The Session tab provides information on the SMs or BHS Session Count, Reg Count, Re-Reg Count,
Uptime, Air delay, PPPoE State and Timeouts.

Table 213 Session tab attributes

"Session Status List ’

Data :

SessionStatus.xml

‘ Air Delay
= Subscriber Count| 89 | Re-Reg Uptime CC Priority PPPOE| rimeout
Count| Count . i State
Distance ns @

LUID: 002 - [0a-00-3e-a0-00-6¢] s i ]

68 SV 5.7 MIMO P11 3 3 0 7 days, 00:43:57 | Primary 0.009 miles (49 feet) | 100 F NA 0
Attribute Meaning
Subscriber See Table 212 on page 9-20.
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Count

This field displays how many sessions the SM/BHS has had with the
AP/BHM. Typically, this is the sum of Reg Count and Re-Reg Count.
However, the result of internal calculation may display here as a value that
slightly differs from the sum.

If the number of sessions is significantly greater than the number for other
SMs or BHS, then this may indicate a link problem or an interference
problem.

Reg Count

When a SM/BHS makes a Registration Request, the AP/BHM checks its local
session database to see whether it was registered earlier. If the AP/BHM
concludes that the SM/BHS is not currently in session database and it is valid
Registration Request, then the request increments the value of this field.

In ideal situation, the Reg Count indicates total number of connected SMs to
an AP.

Note
‘ 1 The user can clear Reg Count by dropping all current sessions
of SM (or BHS) from Configuration > Tools > Sessions menu.

Re-Reg Count

When a SM/BHS makes a Registration Request, the AP/BHM checks its local
session database to see whether it was registered earlier. If the AP/BHM
concludes that the SM/BHS is currently in session database, then the request
increments the value of this field.

Typically, a Re-Reg is the case where both:

e SM/BHS attempts to reregister for having lost communication with the
AP/BHM.

e AP/BHM has not yet observed the link to the SM/BHS as being down.

It is possible for a small period of time if there is no downlink traffic and
AP/BHM still assumes the session is up, but the SM/BHS, loses session and
quickly re-connects before the AP/BHM knew the session had dropped. This
is how a re-registration happens.

If the number of sessions is significantly greater than the number for other
SMs or BHS, then this may indicate a link problem (check mounting,
alignment, receive power levels) or an interference problem (conduct a
spectrum scan).

Uptime Once a SM/BHS successfully registers to an AP/BHM, this timer is started. If
a session drops or is interrupted, this timer is reactivated once re-registration
is complete.

CC Priority The field displays Color Code Priority (ICC, Primary, Secondary or Tertiary) of
all connected SM.

AirDelay This field displays the distance of the SM/BHS from the AP/BHM in meters,

nanoseconds and bits. At close distances, the value in this field is unreliable.
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PPPoE state

This field displays the current PPPoE state (whether configured) of the
SM/BHS.

Timeout

This field displays the timeout in seconds for management sessions via
HTTP, ftp access to the SM/BHS. 0 indicates that no limit is imposed.

Power tab

Table 214 Power tab attributes

" Session Status List ’

Data -

SessionStatus xml

‘ Subscriber

Downlink Rate AP Rx Signal S (o e
Hardware Power Strength gRatio (dB)
‘ SU-MIMO ‘ MU-MIMO (dBm)| Ratio (dB)

VC 18 Rate 8X/6X MIMO-B

LUID: 002 - [0a-00-3e-bb-40-d2]
No Site Name ‘ PMP 450i ‘ VC 255 Rate 8X/1X MIMO-B ‘ VC 18 Rate N/A ‘ -63.5 ‘ 40dBV-H ‘ 44V 142 H
] I [3
Attribute Meaning
Subscriber See Table 212 on page 9-20.
Hardware This field displays the SMs or BHS hardware type.

Downlink Rate SU-
MIMO

This field displays whether the high-priority channel is enabled in the SM/BHS
and the status of rate adapt. For example, if “8X/4X” is listed, the radio is
capable of operating at 8X but is currently operating at 4X, due to RF
conditions.

This field also states whether it is MIMO-A or MIMO-B radio e.g. “8X/8X
MIMO-B” indicates MIMO-B and “8X/4X MIMO-A” indicates MIMO-A.

A VC starts at its lowest modulation and slowly rate adapts up, as traffic is
successfully transmitted over the VC. It is normal for one VC to have a
different modulation rate than another VC, if only one VC has traffic on it. For
example if High Priority VC is enabled, but only low priority VC has traffic the
reading will show:

REGISTERED VC 18 Rate 8X/8X MIMO-B VC 255 Rate 8X/1X MIMO-B

Note: The SU-MIMO rate applies to all AP platforms. For 450m, this field
indicates the rate being used for symbols where this particular VC is not being
MU-MIMO grouped with other SM’s.

Downlink Rate MU-
MIMO

The MU-MIMO rate applies only to the 450m AP. This rate indicates the
modulation used for symbols where this particular low priority VC is MU-
MIMO scheduled, by grouping it in the same slot with other low priority VC’s

AP Rx Power (dBm)

This field indicates the AP’s or BHM’s combined receive power level for the
listed SM/BHS.

Page 9-23



Chapter 9: Operation

System information

Signal Strength Ratio
(dB)

This field displays the ratio of the Vertical path received signal power to the
Horizontal path received signal power. This ratio can be useful for
determining multipathing conditions (high vertical to horizontal ratio) for
Uplink.

Signal to Noise Ratio
(dB)

This field lists the current signal-to-noise level, an indication of the separation
of the received power level vs. noise floor. In other words, it indicates signal
to noise ratio for Uplink.
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Configuration tab

The Configuration tab provides information on the SMs or BHS Uplink or Downlink (UL/DL) Sustained
Data Rate, UL/DL Burst Allocation, UL/DL Burst Rate, UL/DL Low Priority CIR, UL/DL High CIR, UL/DL
High Priority Queue Information and the UL/DL Broadcast or Multicast Allocation. This data is refreshed
based on the Web Page Auto Update setting on the AP’s or BHS’s General Configuration page.

Table 215 Configuration tab attributes

Session Status List [

Data :

SessionStatus.xml

’ Sustained | Sustained |5 oy 0 cation Max Burst Rate|Low Priority CIR | High CIR |Broadcast/Multicast
Subscriber Data Rate | Data Rate (Kbit) (kbit) (Kbps) (kbps) Allocation
Cap (kbps) |  (Kbps) P P
LUID: 002 - [0a-00-38-80-00-6¢] || Uplink 10000(SM) | D(SM) 0(sM) 128(SM) 128(SM)
—— | Uncapped 0(SM)
.68 SM 5.7 MIMO P11 Downlink 10000(SM) | O(SM) 0(SM) 128(SM) 128(SM)
LUID: 003 - [0a-00-3e-a0-00-7d] || Uplink | 65000(SM) | 2500000(SM) || 0(SM) [ 128(sMm) [ 128(sm)
= Uncapped 0(SM)
.70 SM 5.7 MIMO P11 Downlink [ 65000(SM) | 2500000(SM) || 0(SM) [ 128(sm) [ 128(sMm)
LUID: 004 - [0a-00-3e-39-34-a6] || Uplink 4000 [ 2000(5M) | 500000(SM) [ O(SM) [ 128(sM) [ 128(sM) asM)
.74 SM 5.7 SISO P11 Downlink [ 2000(sm) | 500000(SM) || o(SM) [ 128(sM) [ 128(sm)
LUID: 005 - [0a-00-32-0a-00-6a] || Uplink 65000(3M) | 2500000(3M) || 0(SM) 128(SM) 128(5M)
= Uncapped 0(SM)
.67 SM 5.7 MIMO P11 Downlink 65000(3M) | 2500000(SM) | o(sM) 128(SM) 128(SM)
LUID: 006 - [0a-00-3e-a0-00-66] || Uplink 2000(SM) 2500000(SM) | O(SM) 128(SM) 128(SM)
. 4000 0(SM)
.66 SM 5.7 MIMO P11 Downlink 2000(SM) | 2500000(3M) | 0(SM) 128(SM) 128(5M)
4 1 3
Attribute Meaning
Subscriber See Table 212 on page 9-20.

Sustained Data Rate
Cap (kbps)

This field specifies the maximum sustained data rate between SM/BHS and
AP/BHM. If this field displays “Uncapped”, then there is no limit set for data
rate. If this field displays 4000, then the maximum sustained data rate
between SM/BHS and AP/BHM is limited to 4000 kbps.

Sustained Data Rate
(kbps) - Uplink

This field displays the value that is currently in effect for the SM/BHS, with the
source of that value in parentheses. This is the specified rate at which each
SM/BHS registered to this AP/BHM is replenished with credits for
transmission. The configuration source of the value is indicated in
parentheses.

See Maximum Information Rate (MIR) Parameters on page 7-198.

Sustained Data Rate
(kbps) - Downlink

This field displays the value that is currently in effect for the SM/BHS, with the
source of that value in parentheses. This is the specified the rate at which the
AP/BHM should be replenished with credits (tokens) for transmission to each
of the SMs/BHS’s in its sector. The configuration source of the value is
indicated in parentheses.

See Maximum Information Rate (MIR) Parameters on page 7-198.
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Burst Allocation (kbit) -
Uplink

This field displays the value that is currently in effect for the SM/BHS, with the
source of that value in parentheses. This is the specified maximum amount of
data that each SM/BHS is allowed to transmit before being recharged at the
Sustained Uplink Data Rate with credits to transmit more. The configuration
source of the value is indicated in parentheses.

See Interaction of Burst Allocation and Sustained Data Rate Settings on page
7-200

Burst Allocation (kbit) -
Downlink

This field displays the value that is currently in effect for the SM/BHS, with the
source of that value in parentheses. This is the specified the rate at which the
AP/BHM should be replenished with credits (tokens) for transmission to each
of the SMs/BHS’s in its sector. The configuration source of the value is
indicated in parentheses.

See Interaction of Burst Allocation and Sustained Data Rate Settings on page
7-200

Max Burst Rate (kbit) -
Uplink

The data rate at which an SM/BHS is allowed to burst (until burst allocation
limit is reached) before being recharged at the Sustained Uplink Data Rate
with credits to transit more. When set to 0 (default), the burst rate is unlimited.

See Interaction of Burst Allocation and Sustained Data Rate Settings on page
7-200

Max Burst Rate (kbit) -
Downlink

The data rate at which an SM/BHS is allowed to burst (until burst allocation
limit is reached) before being recharged at the Sustained Downlink Data
Rate with credits to transit more. When set to 0 (default), the burst rate is
unlimited.

See Interaction of Burst Allocation and Sustained Data Rate Settings on page
7-200

Low Priority CIR

This field indicates the minimum rate at which low priority traffic is sent over
the uplink and downlink (unless CIR is oversubscribed or RF link quality is
degraded).

High CIR

This field indicates the minimum rate at which high priority traffic is sent over
the uplink and downlink (unless CIR is oversubscribed or RF link quality is
degraded).

Broadcast/Multicast
Allocation

This field displays the data rate at which Broadcast and Multicast traffic is
sent via the radio link.

RADIUS
Authentication Reply

This field displays whether RADIUS server is reachable or not.

RADIUS
Authentication Server

This field displays the associated RADIUS Authentication Server for each SM
where it was authenticated. This information is useful when there are multiple
RADIUS servers (maximum three servers supported by Cambium). If one
server is not reachable, other configured servers are tried in sequential order
as a fall-back. In this scenario, the Session Status is useful to identify
associate RADIUS Authentication Server for all connected SMs.
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Table 216 Session Status > Configuration CIR configuration denotations

Attribute Meaning
(SM) QoS/VLAN parameters are derived from the SM’s/BHS’s settings
(APCAP) QoS/VLAN parameters are derived from the AP’s settings, including any

keyed capping (for radios capped at 4 Mbps, 10 Mbps, or 20 Mbps)

(D) QoS/VLAN parameters are retrieved from the device, due to failed retrieval
from the AAA or WM server.

(AAA) QoS/VLAN parameters are retrieved from the RADIUS server

(BAM) QoS/VLAN parameters are retrieved from a WM BAM server
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