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Chapter One
Introduction to

Bluetooth

The term Bluetooth refers to a worldwide
standard for the wireless exchange of data
between two devices.

In order to exchange data, two Bluetooth
devices must establish a connection.

Before a connection is established, one
device must request a connection with
another. The second device accepts (or
rejects) the connection.

The originator of the request is known as
the client.

The device that accepts (or rejects) the
request is known as the server.

Many Bluetooth devices can act as both
client and server.

A client Bluetooth device runs a software
program that requests a connection to
another device as part of its normal
operation. For example, the program may
request a connection to a remote
computer, a printer, or a modem.

Becoming a Bluetooth client normally
requires an action by the device operator,
such as an attempt to browse a remote
computer, print a file, or dial outon a
modem.

Every Bluetooth device that provides a
service must be prepared to respond to a
connection request. Bluetooth software is
always running in the background on the
server, ready to respond to connection
requests.

Introduction to
Bluetooth for Windows

Bluetooth for Windows is the solution for
the seamless integration of Bluetooth
technology into personal computers.

Most Bluetooth-enabled devices

have the capability to act as
e A Bluetooth server: hese devices

provide one or more services, such as
access to the Internet, to other Bluetooth
devices.

¢ A Bluetooth client: hege devices use the
service(s) provided by Bluetooth
servers.

Bluetooth devices that can act as both
server and client can often do both at the
same time.



Bluetooth for Windows provides
¢ Clients with the means:

e To locate other Bluetooth devices in
the immediate vicinity (inquiry)

e Discover the services that those
devices offer (discovery)

e Connect to, use, and disconnect from
those services.

e Servers with the means to
include/exclude individual services in
the list of services they provide to
clients.

¢ Extensive security, including:

e Authorization
e Authentication

e Encryption.

Bluetooth for Windows supports
e Windows XP

¢ Windows 2000

e Windows 98SE (Second Edition)

e Windows Me (Millennium Edition)
Bluetooth for Windows functions the

same way, regardless of the supported
version of Windows on which it is

running.

Bluetooth Device
|dentity

Every Bluetooth device has a unique
48-bit binary Bluetooth Device Address
(BDA) burned into its Read-Only
Memory (ROM). This address cannot be
changed by the end-user.

A device BDA is usually displayed in
hexadecimal format; 00:D0:B7:03:2E:9F is
a valid BDA.

Each Bluetooth device also has an
operator-configurable, user-friendly
name to help distinguish it from other
Bluetooth devices. The user-friendly
name may be up to 99 alphanumeric
characters in length and may contain
spaces. My Personal Computer is a valid
user-friendly name.

Device Icons for Windows 9x, ME
and 2K
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b) From the Windows taskbar, click Start
followed by Settings followed by Control
Panel.

Chapter Two

Installation

c) Double-click Add/Remove Programs.

d) On the Add/Remove Programs window,
select the EPoX Bluetooth Software entry.
Scroll down if necessary.

Installing Bluetooth for
Windows (BTW)

e) Click the Change/Remove button
(Windows 2000). The Install Shield
SYSTEM REQUIREMENTS |\ . arted.
Bluetooth for Windows (BTW) runs
under Microsoft® Windows® 2000,
Windows 98 Second Edition (SE), and

Windows Millennium Edition (“Me”).

f) Click OK on the Confirm File Deletion
window to remove the EPoX Bluetooth
Software and all of its components.

g) When prompted, click Restart and then
click the Finish button.

UNINSTALL PREVIOUS
VERSION OF BTW

lojxl
Any previous version of the BTW et e [ &
) - =+ v (i) | D Search Sifolders | Hebary
software must be uninstalled before gk [ oot v +] P
installing an upgraded version. ; 2 B
E € W @
Aocesshdly L] B Gy s
Cipkinne: Fnaihnms Tiws
There are two ways to remove BTW: i
5 % @
-__.:-\:-E'l:l:ﬂ'h Db MTiaree [esplay Fa
1. The Install Shield® Wizard SR
automatically uninstalls the previous n ] | "-:'HT @
} : L Foides Cptions Fonts L Iniehl
version when a new version is installed. ekralin ; ; St &l
Ireshalls el reTRONES ETOF k= My Conptes

2. Manually uninstall BTW by
completing these steps:

a) Close any open applications.
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INSTALL BTW

Windows 98 Second Edition (SE) and
Windows Millennium Edition (Me) BTW
requires that a number of Microsoft®
Windows® networking components be
installed before BTW can be successfully
configured. If Windows 98SE or
Windows Me was installed without the
networking components, have the MS
Windows CD available during the BTW

installation process. Under normal
Windows 2000 installations you should
not be prompted for the Windows CD;
however you may want to have it on
hand.

Install Shield Wizard

Installing BTW is an automated process
made easy by the use of the Install Shield
Wizard. You will need to:

¢ Read and acknowledge the License
Agreement.

e Fill in some customer information,
including the License Key.

e Fill in some device information.

e Make a few choices

Install Shield will uninstall the previous
version of BTW, copy the required files,
install drivers and virtual COM ports, set
up the system registry, and register
services.

Complete these steps to install BTW:

1. Exit all applications.

2. Insert the EPoX BTW CD. The auto-run
option will start and the Install Shield
Wizard setup dialog box is displayed. If
auto-run does not occur, manually start
the setup process—from the Windows
taskbar, click Start followed by Run and



select setup.exe on the CD.
3. Follow the instructions on the screen:

a) On the Welcome screen, click the Next
button.

b) (Skip this step if you have already
uninstalled any previous version of BTW)
Should Install Shield Wizard find a
previous version of BTW on the personal
computer, it will attempt to uninstall it.
On the Remove the Program screen, click
the Remove button. The Uninstalling
EPoX Bluetooth Software screen displays
the uninstall process progress. When
complete, the system will reboot. Start the
install process again, beginning at step 1.

¢) When the License Agreement screen is
displayed, read the License Agreement,
then click the radio button to the left of I
accept the terms in the license agreement”
and click the Next button.

d) On the Customer Information screen,
enter the required information:

A User Name, for example, John Smith,
An Organization name, for example, ABC
Software.

The License Key provided by EpoX (see
Section 1.4—License Keys, for additional
information). The format is:

) 9,.9.9.0.90.90.9.0.9.9.9,.9,.9.9.0.0.9.9.9.9.9.9.9.0004
XXXXX. _ Click the Next button.

e) On the Device Information screen, enter
the required information: Device
Name—other Bluetooth-enabled devices,
when inquiring about devices within
radio range, will see this user-configured
device name. The name can be changed
after the installation process through the
BTW Configuration Panel. _ Device
Type—click the down arrow and choose
Desktop or Laptop from the drop-down
list. The device type can be changed after
the installation process through the BTW
Configuration Panel. _ Click the Next
button.

f) On the Destination Folder screen, click
the Change button to browse to a new
destination folder for the BTW software.
Otherwise, click the Next button to accept
the default folder.

g) The Install Shield Wizard is ready to
install the BTW software. If you need to
review or change any settings, click the
Back button. Click the Cancel button to
exit the Wizard. Otherwise, click the
Install button. The Installing EPoX
Bluetooth Software screen displays the
installation progress. If prompted to
insert the Windows CD, do so and follow
the on-screen instructions.

h) When the installation has complete,

click the Finish button on the Install
Shield Wizard Completed screen.

Install Shield Wizard Screen Shots



Install Shield Wizard contains screen
shots of the Install Shield Wizard as it is
displayed during the

Installation of Bluetooth for Windows.
The illustrations have been reduced in
size.

e

I Budirun bt [EE A

s @ s T

b g, s Duamtal Frreupr £ys [

F =2 = &

et ke resae et
s 1
Sebup Wi

Hiussto
Preparing to irstall,

i o B ok e ] 7 A 0 ey
P el lfireied e whch il guc s fyeugh e
o s e i Pk wisd

10

oy =

b s 1 Hee b Al deekd Wil sl o
Wicieoren B bosth Selbware 1,129

The A BTl
Softme | 22 on vee cemaher. To contrem, clek e

AEEVER T oo e e by b
TR TR

|
16 P Agreni i !
i ol T Vo] Wl g el Ciebb

TOCCOHM, THC | "R CHE ™ 14 ELILLIHGE TO ﬂ
LICEHSE THE WIDOOMH BOETRARE ACOOMFANTLING

THIZ LICEMAE AZREEMENT [THE "SO0FTIARE™] TO

TU CHLE UM THRE CUMDITION THAT TOU AMOCEFT Al

F THE TEFHS IK THIS AGEEEKEHT. PLEAIRE EEAD

HE. TEEME CAREFULLY: BY CLICHIRG O TEE =1
ACCETT THE TERME OF THIF LICERCE ACAEEMENT™
EUTTOH EOU ACENOELECGE THAT YWoD HAVE BREAD

THIE AGZEEEHENT, LUMDERETAMD 1Y ARD AGBEE TO BE ﬂ
™ Rk e e e e g mgrdt

O e T

D=t - ol mr el b

Figan IHe MTTabor aboir 0P COSRANE # Fos eal e el n E
B s M i P T et B

=

T
Doy Ty
j T =




i mrsd s F iy
Tl ik e rastll fn o Bk, o il Chaange o amad i o S e osiien

rontll b st eod wafems 130 F
oo by g et B e e e T i [u e |

e [Cher] cmw |

8 il i el e Poricge i
Por e ot ey i e il el
[ T T P L T

¥ o = 10 L e e ikl Bk, b Comcad iw
.‘rﬂ- revE= B charae @ o e T

vyl sl ey ryvan Beriseth Solimern £ 1300
T SR S v et d e beg e e

Pisars rall sl Hoa Lol P atr @ ot . ‘osck s B szt
Wil 1.0 7%, (6 iy ke e o

LT
Kl ) T el W T L

11

£
o Mool i el s b
ey bexieel ard e b el e ol
L s et i wu bl
I rfewn oy @ EFaris gl Ewe e conier 8

Eﬂﬂhﬂmdﬂ“-ﬁ

Hmﬂﬂhnﬂlfrmﬁ
e vl e ol -.d ’
o

hep
s
D i 6 P e il

= | e |

£
o Mool i el s b
ey bexieel ard e b el e ol
L s et i wu bl
I rfewn oy @ EFaris gl Ewe e conier 8

Eﬂﬂhﬂmdﬂ“-ﬁ

Pl Holl ey
11 ki ikt b Hﬂlfrmﬁ
. v- “e ol L
htg
s
b s merd B2 o By el o

= | e |

£
o Mool i el s b
ey bexieel ard e b el e ol
L s et i wu bl
I rfewn oy @ EFaris gl Ewe e conier 8

Eﬂﬂhﬂmdﬂ“-ﬁ

Pl Tas Hodes
11 ki ikt b Hﬂlfrmﬁ
. v- “e ol L
htg
s
b s merd B2 o By el o

= | e |




II'I'-Iltlnl dgtal 1grse st Fud D

x|

Ly ilbawend] rwit v byl

T rofrears s mn avcns i sl e vl ::r-l.
Pl rgnaben Thesime. e
am hm-u-ﬂ-umiﬂ--lﬁ

Phsrarh LA Arcdia Rasve Dws

Hll-l'-lli‘h el Pl dgiely Lged
arewE vl e wmiod Uades e'el ols s
[ sl s

b s megrd 2 o By el g

v | e |

el ok’ ol .

Tirkt i mi] WL et

T eyt S Fe mrrmmshlly el Sicores
Enaionth Jofrewn | 0200, Cloi Faabooo wadk ey s

i’ Wi st reshart woar systien For the configurstion

' 1 s e b wioonin Blustooth Softwars L2298
b b flict . T 'Yemd L pel el P o B I S0
e Lo risilar bt

_ |

12



Chapter Three
Basic Operations

Start Program

way 1
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Find Bluetooth Devices

Search for Devices looks for Bluetooth
devices in the vicinity and displays the
devices it finds in My Bluetooth Places.

To start the Search for Devices:

¢ In the Folders pane of My Bluetooth
Devices, select (highlight) a device
name

e Open the Bluetooth menu and select
Search for Devices.

The Bluetooth menu is only visible when
My Bluetooth Places is active.

Periodic Search for Devices

Bluetooth for Windows can be configured
to automatically search for devices on a
regular basis (Bluetooth Configuration
Panel >Discovery tab).

One of the advantages of Bluetooth is the
mobility the wireless connections allow.



However, mobility means that devices
may move in or out of connection range
during the time between the automatic
updates performed by Bluetooth for
Windows. To be certain that the
displayed list of devices in the
neighborhood is current, or if automatic
periodic inquiry is not enabled, force an
update of the device list using the
technique described in Find Bluetooth
Devices, above.
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Some devices within connection

range may not show up in the list of

devices found because

e Your device is configured to report only
specific types or classes of devices
(Bluetooth Configuration Panel
>Discovery tab, on your device).
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e The unlisted device is configured to be
non-discoverable (Bluetooth
Configuration Panel > Accessibility tab,
on the un-listed device).
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Find a Service

The process of determining the services
that a device provides is called Service
Discovery.

To initiate a Service Discovery, in the
folders pane of My Bluetooth Places,
right-click the device and select Discover
Available Services from the pop-up
menu.

The services supported by Bluetooth for
Windows are:

¢ Bluetooth Serial Port establishes a
Bluetooth wireless connection between
two devices. The connection may be
used by applications as though a
physical serial cable connected the
devices.

e Dial-up Networking léows a Bluetooth
client to use a modem that is physically

attached to the Bluetooth server.
e Fax ldows a Bluetooth client to
wirelessly send a fax using a device that
is physically attached to the Bluetooth
server.

e File Transfer establishes a Bluetooth
wireless connection that allows your
computer to perform file system
operations on another
Bluetooth-enabled device browse,
drag/drop, open, print, cut/copy, paste,
delete, rename, etc.

e Information Exchange establishes a
Bluetooth wireless connection between
two devices so that they can exchange
personal information manager data such
as business cards, calendar items, email
messages, and notes.

e Information Synchronization
establishes a Bluetooth wireless
connection between two devices and
uses the connection to synchronize
Personal Information Manager Data
between the two devices.

e Network Access establishes a Bluetooth
wireless connection between the client
and a server that is physically connected
to the Local Area Network. If the client
has permission (user name and
password for the LAN), the wireless
connection can be used as if the client
were hardwired to the LAN.

15



All Bluetooth servers do not necessarily
provide all of these services. For example,
network gateways only provide access to
the Local Area Network (the Network
Access service).

Bluetooth Connection
Status

The Bluetooth Connection Status dialog
box displays information about the state
of a connection and provides a means to
disconnect an active connection.

Display the Connection Status dialog

box

¢ In My Bluetooth Places, from the
Folders pane, select (highlight) a device.

e In the right pane of My Bluetooth Places,
right-click a service name and select
Status from the pop-up menu.
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Information provided is
e Status: Connected or Disconnected.

e Device Name: the name of the device to
which this computer is connected.

e Duration: the length of time that this
connection has been established,
displayed in hours, minutes and
seconds. Depending on the service, the
connection may time out (automatically
disconnect) after a specific period of
inactivity.

e Activity: the number of bytes sent and
received over the connection.

e Signal Strength: a variable scale that
ranges from Too Weak through Good to

Too Strong.

To change the power transmission level



of this computer: from the Bluetooth
Configuration Panel, Hardware tab, click
the Advanced button, and then change
the setting in the Maximum Power
Transmission drop-down list.

The controls in the Bluetooth

Connection Status dialog box are

e Properties button: displays the
Bluetooth Properties dialog box for this
connection.

e Disconnect button: closes this
connection.

¢ Close button: closes the Bluetooth
Connection Status dialog box.

Bluetooth Connection
Wizard

The Connection Wizard walks you
through the process of setting up a new
Bluetooth connection with another device.
The connection is not actually established,;
instead, a shortcut is placed in the right
pane of My Bluetooth Places. To use the
connection, double-click the shortcut.

Setup a new connection

e Open the Connection Wizard: in the
Windows system tray, right-click the
Bluetooth icon, select Services from the
pop-up menu, and then select
Connection Wizard from the fly-out
menu.
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e On the first Connection Wizard screen:

e In the Select a Service drop-down
menu, select the type of connection
that will be established. (The specific
service will be selected later, if
necessary.)

¢ In the select a device that provides the
service drop-down menu, select the
device that will provide the service.
(To update the list of devices
displayed, click the Search Devices
button.)

e Optional: select the require secure
encrypted connection option to enable
Authentication and Encryption for this
connection.
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e Click the Next button. e If "Require secure encrypted
connection" was selected, above, a

e If the service that was selected in the security screen appears.

Select Bluetooth Service dialog box is

not offered by the device that was e To establish a paired relationship with

selected inthe  elect a device that the remote device while using this

provides the service drop-down menu, wizard, enter your Personal

then the Select Bluetooth Service dialog Identification Number in the PIN

box appears with a list of services that Code field and then click the Next

are offered by the selected device: button.

e Select a different service from the e To establish the paired relationship
Select Bluetooth Service dialog box with the remote device the first time
and click the OK button to proceed or this connection is used, leave the PIN

Code field blank and click the Next

e Click the Cancel button to close the button.

Select Bluetooth Service dialog box
and return to the previous screen, from e On the last Connection Wizard screen:
which you can select a different

device. e The top of the screen provides basic
information about the new connection
¢ If more than one service of the type he name of the device that will
selected in the Select a Service provide the service and the name of
drop-down menu (above) exists on the the service that will be provided. If
selected device, for example, multiple this information is NOT correct, click
Bluetooth Serial Ports, and then the the Back button to return to the
Select Bluetooth Service dialog box previous screen and from that screen
appears. Select the specific service to be select the correct service and device.
used and then click the OK button to
close the Select Bluetooth Service dialog e In the connection Name: field, enter a
box. descriptive name for the connection,
for example, T Serial Connection to
¢ I only one service of the type selected Joe  Desktop.
in the Select a Service drop-down menu
(above) exists on the selected device, the e Optional: select make
next Connection Wizard screen appears. <selected_device> the default

Bluetooth device for <service_name>
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to make this connection the default
when using this service. For example,
if this option is selected and the text
reads make Joe Desktop the default
Bluetooth device for the Bluetooth
Serial Port service then Joe Desktop
will become the default device to be
connected to when establishing the
Bluetooth Serial Port connection.

Bluetooth Tray

The Bluetooth Tray resides in the
Windows System Tray, which is normally
located in the lower-right corner of the
screen. Bluetooth Tray provides fast
access to many routine Bluetooth
operations.

From BTTray you can:
e Access My Bluetooth Places double-click
the Bluetooth icon.

e Access the Bluetooth Configuration Panel
Right-click the Bluetooth icon, selects
Setup, and then selects Configuration
from the fly-out menu.

Explore

Services W

e Access the Bluetooth Security dialog box
Right-click the Bluetooth icon, select
Setup, and then select Security from the
fly-out menu.
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e Access the Bluetooth Connection Wizard
Right-click the Bluetooth icon, selects

Services, and then selects Connection
Wizard from the fly-out menu.

e Exchange Business Cards with another
Bluetooth Computer ight-click the
Bluetooth icon, selects Services, and
then selects Business Card Exchange
from the fly-out menu.

Business Cand Eachanigs

e Search for and connect to a specific
service ight-click the Bluetooth icon,
select Services, and then select the
desired service from the fly-out menu.
An additional fly-out menu will appear
that contains one or more options,
including:

e Find Devices or other Devices and one



or

e more device names. The device name(s)
will be present if this computer has
used this service, and connected via
this technique, at least once before. If
a device name is present in the fly-out
menu, selecting that device will
re-initialize the connection.

Send to Bluetooth

This feature is used to send information
to another Bluetooth device. Data types
include:

e Files from Microsoft Explorer

e Documents from Microsoft Office
applications, including:

e Word

e Excel

e Access

e PowerPoint

e Contacts, appointments, tasks, messages,
and notes from Microsoft Outlook.

To use Send to Bluetooth
¢ In the application:

e Microsoft Explorer selects one or more
files to be transferred. Folders cannot
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be transferred.

e Microsoft Office my the document in
the active window can be transferred.

e Microsoft Outlook edects one or more
items to be transferred.

e From the File menu, select Send To, and
then select Bluetooth from the fly-out

menu.

e Select other to display the Select
Device dialog box, or

e Select a device from the sub-menu.

e Click the OK button to send the data.

A dialog box displays progress.



Chapter Four Client
Appliance

Network Access

The Network Access service permits a
Bluetooth client to use a Local Area
Network connection that is physically
attached to another Bluetooth device (the
server).

Possible Network Access servers

include

¢ Bluetooth-enabled computers that have
a hardwired Ethernet connection

e Stand-alone Bluetooth Network Access
Points

The Bluetooth server must be specifically
configured to provide the Network
Access service.

After a Bluetooth device is configured as
a Network Access server it cannot act as a
Network Access client without being
re-configured.

Network Access Setup for

Windows 2000

e From the Windows Control Panel, select
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Network and Dial-up Connections.
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¢ Right-click the Local Area Connection
icon and select Properties
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¢ In the Local Area Connection Properties
dialog box, on the Sharing tab, select
Enable Internet Connection Sharing for
this connection and then click OK.

hiES

lemem Fluwweg |

e et e Dduanrgy sllopa ) b CoTRLe] B RS

bl i by i b rman e Ty Bai
& (=

Irarre [ orrachon Sy
L or i retverk comsion rap b reomend sy diouples
' |E et irbweresl Cornacton S heeng o e corresiaon

_Senge |
o ] ot |




Click YES in the confirmation dialog box
to enable Internet connection sharing

Network Access Setup for
Windows 98SE & Windows
Me

Internet Protocol routing software is
required on Windows 98SE and Windows
Me servers; a downloadable trial version
of Win Route Lite is available on the Tiny
Software, Inc.

Configure the server:

e From the Windows Control Panel,
double-click the Network icon.

e On the Configuration tab, select
TCP/IP-> Bluetooth LAN Access Server

Driver (scroll down if necessary).

e Click Properties and select the IP
Address tab.

e Select Specify an IP address

e Enter an IP Address (suggested value
192.168.1.1).

e Enter a Subnet Mask (suggested value
255.255.255.0).

e Click OK twice to close the dialog
boxes.
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e Click YES to restart the computer.

Configure the routing software:

¢ In the Windows system tray, right-click
the Win Route icon and select
Administration

e On the Settings tab, select and network
adapter

e From the Network adapter drop-down
list, choose any adapter other than the
EPoX adapter, and then click the
Settings button.

e On the DHCP tab, in the Adapter
drop-down list, select the EPoX
Bluetooth Windows 9x Adapter.

e Select Enable DHCP Server.

e Fill in the client IP address range fields:
e From 10

eT040

Click the OK button and then minimize
(do not close) the Win Route
administration configuration panel.

Bluetooth Serial Port

The Bluetooth Serial Port service allows
two Bluetooth devices to establish a
wireless connection through virtual



communications ports and then use that
connection as if it were a hardwired serial
cable between the devices.

To establish a Bluetooth serial port
connection

Connections are initiated from the client:

¢ On the client, in the Folders pane of My
Bluetooth Places, select Entire Bluetooth
Neighborhood.

e In the right pane of Entire Bluetooth
Neighborhood, right-click anywhere
except on a device name and select
Refresh from the pop-up menu.
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e In the Folders pane of My Bluetooth
Places, right-click the server you want to
establish a connection with and select
Discover Available Services from the
pop-up menu to update the available
services list. The available services will
be displayed in the right pane of My
Bluetooth Places.
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¢ In the right pane of My Bluetooth Places,
double-click Bluetooth Serial Port. A
dialog box appears that contains the
communications port number assigned
to this connection by the client. The
application that will use this connection
must be configured to send data to this
port.
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Depending on the security configuration,
the dialog box that provides
communications port information may
not appear until after Authentication and
Authorization have been accomplished.



Determine the communications port
being used by the server

The application on the server must be
configured to use the correct
communications port.

To determine the communications port
being used by the service:

¢ On the server, in the Folders pane of My
Bluetooth Places, right-click My Device
and select Properties from the pop-up
menu
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¢ In the Bluetooth Configuration Panel,
select the Local Services tab.

e Double-click the Bluetooth Serial Port
service to display its Service Properties
dialog box. The Service Properties
dialog box shows the communications
port that the connection is using.
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Close a Bluetooth serial port
connection

Connections are normally closed from the
client:

¢ On the client, in the Folders pane of My
Bluetooth Places, select (highlight) the
device that is providing the Bluetooth
Serial Port service.

¢ In the right pane of My Bluetooth Places,
right-click Bluetooth Serial Port and
then select Disconnect Bluetooth Serial
Port from the pop-up menu.
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Though not recommended, connections
can also be closed from the server:

¢ On the server, in the Folders pane of My
Bluetooth Places, select (highlight) My
Device.

e In the right pane of My Bluetooth Places,
right-click Bluetooth Serial Port and
then select Stop to close the service. The
service must be re-started before it will
be available to remote devices
(right-click Bluetooth Serial Port and
select Start from the pop-up menu).

0 | £

E .-.I--F

ot
|':|:'l:..

[P

o

o )

Fajptr

ol sl

[FTE
Fam e

Dial-up Networking

The Dial-up Networking service permits
a Bluetooth client to use a modem that is
physically connected to a different
Bluetooth device (the server).

After the Bluetooth wireless connection is
established the client can use the server
modem as if it were a local device on the
client.

Establish a Dial-up Networking
session
Connections are initiated from the client:

¢ On the client, in the Folders pane of My
Bluetooth Places, select Entire Bluetooth
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Neighborhood.

¢ In the right pane of Entire Bluetooth
Neighborhood, right-click anywhere
except on a device name and select
Refresh from the pop-up menu.
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In the Folders pane of My Bluetooth
Places, right-click the server that will
provide the Dial-up Networking Service
and select Discover Available Services
from the pop-up menu to update the
available services list. The available
services will be displayed in the right
pane of My Bluetooth Places.
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e In the right pane of My Bluetooth Places,



double-click Dial-up Networking.
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¢ In the Connect to dialog box, fill in your
user name, password, and the phone
number to be dialed, and then click the
Dial button. Select the Save password
check box and the dialog box will not
appear for subsequent connections to
the same phone number.
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You can now open a web browser and
connect to the Internet.

Close a Dial-up Networking

connection

¢ On the client, in the Folders pane of My
Bluetooth Places, select (highlight) the
device that is providing the Dial-up

Networking service.

¢ In the right pane of My Bluetooth Places,
right-click Dial-up networks and then
selects Disconnect Dial-up Networking
from the pop-up menu.
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The Fax service allows a Bluetooth client
to wirelessly send a fax using a device
that is physically attached to a Bluetooth
server.

Send a Fax
Connections are initiated from the client:

¢ On the client, in the Folders pane of My
Bluetooth Places, select Entire Bluetooth
Neighborhood.

¢ In the right pane of Entire Bluetooth
Neighborhood, right-click anywhere
except on a device name and select
Refresh from the pop-up menu.
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¢ In the Folders pane of My Bluetooth
Places, right-click the server that will
provide the Fax service and select
Discover Available Services from the
pop-up menu to update the available
services list. The available services will
be displayed in the right pane of My
Bluetooth Places.
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e In the right pane of My Bluetooth Places,
double-click Fax.
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After the Fax connection is established,

open or create the document to be faxed
and use the print or end to Fax Recipient
option available in most applications.

The Fax connection closes automatically
when the transmission is complete.

File Transfer

The File Transfer service allows one
Bluetooth device to perform file
operations on the default File Transfer
directory (and the folders and files it
contains) of another Bluetooth device.

Perform an operation on a folder or
file

On the machine from which the File
Transfer service will be used:

¢ In the Folders pane of My Bluetooth
Places, select Entire Bluetooth
Neighborhood.

¢ In the right pane of Entire Bluetooth
Neighborhood, right-click anywhere
except on a device name and select
Refresh from the pop-up menu.

¢ In the Folders pane of My Bluetooth
Places, right-click the device you want
to Transfer Files with and select
Discover Available Services from the
pop-up menu to update the available
services list. The available services will
be displayed in the right pane of My
Bluetooth Places.
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e Still in the Folders pane of My
Bluetooth Places, click the plus (+) sign
in front of Public Folder to expand that
folder. If there are additional folders
inside the expanded folder then those
additional folders may have to be
expanded. Folder contents are displayed
in the right pane of My Bluetooth
Places.

Types of File Transfer operations

In the right pane of My Bluetooth Places,
right-click a folder item and select an
option from the pop-up menu. A dialog
box (the title varies, depending on the
operation being carried out) appears and
the status line (bottom of the dialog box)
indicates the operational step that is
being carried out.

The types of operations that can be
accomplished are:

e Open:

Files re opened in the application
associated with them.

e Folders re expanded to show their
contents.

e Print ends the selected server file to the
client default printer.

e Send to:

¢ 3.5 Floppy Drive copies the selected
item(s) from the server to the client 3.5
floppy drive.

e My Shared Folder copies the selected
item(s) from the server to the default
File Transfer folder on the client.

e Cut copies a folder and its contents, or
individually selected files in a folder, to
the Windows clipboard. When the
clipboard contents are pasted to a new
location, the originally selected file(s)
on the server are deleted.

e Copy copies a folder and its contents, or
individually selected files in a folder, to
the Windows clipboard.

e Delete deletes selected file(s) and/or
folder(s) on the server.

e Rename allows you to change an empty
folder name.

e Properties displays the file or folder
properties dialog box.

Other options that may appear
(Depending on the context that the menu
appears in)

e Update pdates the contents of a folder

e New Folder reates a new folder on the
server



e Abort FTP Operation aborts an
in-process File Transfer operation.

Information Exchange

The Information Exchange service
provides a way to send and receive
Microsoft Outlook items to and from
another Bluetooth device.

Supported Outlook items are
e Business cards (*.vcf and *.vcd)

e Calendar entries (*.vcs)
e Notes
e Messages

There are three types of operation
Send ends an object to another device.

e Receive requests an object from another
device.

e Exchange ends a client object and
receives a server object.

The default location of your business
card and the location where received
items are placed can be configured in the
Bluetooth Configuration Panel.

Send, receive or exchange an object
On the client, in the Folders pane of My
Bluetooth Places, right-click the Inbox
icon of the remote device and select an

option from the pop-up menu.

Business cards are sent, received or
exchanged without further intervention.

To send Calendar Items, Notes, and
Messages, navigate to the folder that
contains the item you want to send, select
the item, and then click Open.

Services

Services are provided by the server and
used by the client.

The services supported by Bluetooth for
Windows are:

e Bluetooth Serial Port establishes a
Bluetooth wireless connection between
two devices. The connection may be
used by applications as though a
physical serial cable connected the
devices.

e Dial-up Networking a llows a Bluetooth
client to use a modem that is physically
attached to the Bluetooth server.

e Fax a llows a Bluetooth client to
wirelessly send a fax using a device that
is physically attached to the Bluetooth
server.

e File Transfer stablishes a Bluetooth
wireless connection that allows your
computer to perform file system



operations on another
Bluetooth-enabled device browse,
drag/drop, open, print, cut/copy, paste,
delete, rename, etc.

e Information Exchange e stablishes a
Bluetooth wireless connection between
two devices so that they can exchange
personal information manager data such
as business cards, calendar items, email
messages, and notes.

¢ Information Synchronization establishes
a Bluetooth wireless connection
between two devices and uses the
connection to synchronize Personal
Information Manager Data between the
two devices.

e Network Access establishes a Bluetooth
wireless connection between the client
and a server that is physically connected
to the Local Area Network. If the client
has permission (user name and
password for the LAN), the wireless
connection can be used as if the client
were hardwired to the LAN.

All Bluetooth servers do not necessarily
provide all of these services. For example,
network gateways such as those in  Blue
Gate series only provide access to the
Local Area Network (the Network Access
service).

Determine the services provided by a
Bluetooth device
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¢ On the client, in the Folders pane of My
Bluetooth Places, select Entire Bluetooth
Neighborhood.

¢ In the right pane of Entire Bluetooth
Neighborhood, right-click anywhere
except on a device name and select
Refresh from the pop-up menu.

¢ In the Folders pane of My Bluetooth
Places, right-click a device and select
Discover Available Services from the
pop-up menu to update the available
services list. The available services will
be displayed in the right pane of My
Bluetooth Places.



Chapter Five Local

Services

Local Services are those services that a
Bluetooth server is capable of providing.

The services provided by

Bluetooth for Windows are

¢ Bluetooth Serial Port

¢ Dial-Up Networking

e Fax

e File Transfer

e Information Exchange

e Information Synchronization
e Network Access

The names of all the services are
displayed even though the server may not
be capable of supporting all services. For
example, when a server provides a service
that is hardware-dependant, that server
must be capable of local action, i.e., a
Dial-up Networking server must have a
working modem, a Fax server must have a
functional fax modem, and a Network

Access server must be physically
connected to the Local Area Network.

All services start automatically by default
when Bluetooth for Windows is
initialized.

Automatic start-up can be turned off for
individual services (Bluetooth
Configuration Panel, Local Services tab,
double-click the service name). If a
service is not configured to start
automatically it can still be started
manually (right-click the service and
select Start from the pop-up menu).

Stop a local service

Right-click the service and select Stop
from the pop-up menu. Stopped services
are not available for use by clients.

With Local Device selected, the Details
view of Explorer provides basic
information about each local service:

e Service he name of the service

e Startup w@omatic or Manual

e Status:

e Started (COM#) he service is running
and ready to use COM#.

e Not Started he service is not running
(not available to clients).



e Connected (COM#) the service is in
use, the local port is COM#.

e Device name if connected:

e Empty field the service is not
connected

¢ A device name and/or Bluetooth
Device Address identify the device
that is using the service.

Interrupt a connection from

the server side

¢ Right-click the local service and select
Stop from the pop-up menu.

¢ Right-click the local service and select
Start from the pop-up menu to re-start
the service.
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Chapter Six

Configuration Panel

The Bluetooth Configuration Panel
provides access to settings for Bluetooth
services, hardware and security and for
event notification.

Access the Bluetooth

Configuration Panel

e From the Windows Control Panel, select
Bluetooth Configuration or

e In the Windows System Tray,
right-click the Bluetooth icon, select
Setup and then Configuration from the
fly-out menu.

Explore

Services W

Accessibility Tab

Accessibility Configuration

Settings
The Accessibility tab of the Bluetooth
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Configuration Panel lets you specify
which remote devices may access this
computer.

Security settings configured in the
General, Local Services, and Client
Applications tabs may also affect which
devices have access to this computer.
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Allow other devices to discover this
computer

Select "Let other Bluetooth devices
discover this computer” to permit remote
Bluetooth devices to find and report this
computer in their My Bluetooth Places. If
"Allow No devices to connect” (below) is
selected, this option is not available.
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Control the types of devices that are
allowed to connect to this computer
From the Allow drop-down-menu, select:

¢ All devices to connect wleemote
devices are permitted to connect to this
computer.

e N devices to connect otremote devices
are permitted to initiate a connection
with this computer. However, this
computer can still initiate connections
(as a client) with remote Bluetooth
devices.

e Only paired devices to connect  only
devices that have been paired with this
computer are allowed to connect to it.

e Only devices listed below to connect
only the listed devices are allowed to
connect to this computer (see
Accessibility, adding and deleting

devices).

Accessibility, Adding and

Deleting Devices

Limit access to your computer to
specific remote devices

From the Bluetooth Configuration Panel,
Accessibility tab, in the Allow drop-down
list box, select "Only devices listed
below".
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Add a device to the list of devices

allowed to connect

e From the Bluetooth Configuration Panel,
Accessibility tab, click the Add Device
button.
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¢ In the Devices with access... dialog box
select the device(s) and click OK.
Multiple devices can be selected at the
same time using SHIFT + click and/or
CTRL + click.

Delete a device from the list of

devices allowed to connect

e From the Bluetooth Configuration Panel,
Accessibility tab
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e In the list of devices allowed to connect,
click the name of the device to be
removed and then click the Delete
button.

Discovery Tab

Discovery Configuration

Settings

The settings on Discovery tab of the
Bluetooth Configuration Panel determine
whether your computer looks for other
Bluetooth devices automatically, how
often it looks and what type of devices it
looks for.

Periodic Search for Devices

When "Look for other Bluetooth devices"
is selected, Bluetooth for Windows
automatically searches for devices every
X minutes. X is an integer from 1 to 60. To
change the time between auto inquiries,
highlight the existing time and enter the
new time.

When My Bluetooth Places is first opened
it performs an initial automatic search for
devices even if "Look for other Bluetooth

devices" is not enabled.

Determine the devices that will be
reported

Bluetooth for Windows can screen out
devices that you do not need access to.



The options are:
¢ Report all Bluetooth devices

¢ Report only selected Bluetooth devices
(see Discovery, Adding Specific Devices
and Discovery, Deleting Specific
Devices).

Select the desired option from the
drop-down list.

Discovery, Adding Specific

Devices

Limit the type of remote devices
reported

Bluetooth for Windows can report only
specific devices, specific classes of
device(s), or specific type(s) of device(s)
within a class. Discovered devices can be
mixed-and-matched; you can discover one
or more specific devices, classes of
devices and types of devices within a
class at the same time.

When Bluetooth for Windows is
configured to report only specific devices,
it reports ONLY those devices.

Report only specific devices

e From the Bluetooth Configuration Panel,
on the Discovery tab, select "Report
only selected Bluetooth devices" from
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the drop-down list and then click the
Add Device button.
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¢ In the Discoverable devices... dialog box,
highlight the device to be discovered
and click the OK button. Multiple
devices can be selected at the same time
using SHIFT + click and/or CTRL +
Click.

Slertnsth {osiiguration 15l
LocalSersons | Cherd sppbostiors | Hastawe | Wesionink | Motostiors |
1

i ol fpeid deevies Biat this Coanpaibs i Shis by decoss

O elbona B QOrepeUted K cheones nlly Hhesss desvioes

E TORU

i TEETA

- Sla I camputm o decossr ol devees of & tpackc chasr ar g
PO e 0 v wethin & e olsid

Cesi: | ] Tre=| =
[ o ] cows | i
| ceeed | e | W |




To add a device to the list of devices to be
discovered, that device must be within
range of the Bluetooth radio; devices that
are not within radio range will not appear
in the list of devices in the Discoverable
devices... dialog box.

Report only a specific class of device
e From the Bluetooth Configuration Panel,
on the Discovery tab, select "Report
only selected Bluetooth devices"” from
the drop-down list and then click the
Add Device button.

¢ In the Discoverable devices... dialog box,
select "Allow this computer to discover
specific devices or types of devices
within a class.”

e From the Class drop-down list, select a
class of devices to be discovered.

e Click the OK button.

Report only a specific a type of

device within a class

e Configure Bluetooth for Windows to
report the class of device that the type of
device belongs to (follow the steps in
"Report only a specific class of device,"
above, but do NOT click the OK
button).

¢ In the Discoverable devices... dialog box,
from the Type drop-down menu select
the specific type of device to be
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reported.

e Click the OK button.

Discovery, Deleting Specific

Devices

Remove a device from the list of
devices to be discovered

In the Bluetooth Configuration Panel,
from the Discovery tab, select the device
to be removed and click the Delete
button.

ITf "Report only selected Bluetooth
devices" is not selected the Delete button
will not be available.

Temporarily override the discovery of
specific devices

In the Bluetooth Configuration Panel,
from the Discovery tab, select "Report all
Bluetooth devices." The specifically
selected devices will be discovered along
with all other devices.

To re-enable specific device discovery
re-select "Report only selected Bluetooth
devices."

When all devices are deleted an error
message will appear if report all
Bluetooth devices is not selected.



General Configuration
Settings

The settings on the General tab of the
Bluetooth Configuration Panel determine
device properties and basic system
security settings.

e Identity section

e Computer Name-enter a unique names
to identify this computer to other
Bluetooth devices in the vicinity; this
field cannot be left blank.

e Computer type-select either Desktop
or Laptop from the drop-down menu
to help identify this computer to other
Bluetooth devices in the vicinity.

¢ Bluetooth Security Section

e High-requires Bluetooth devices to
authenticate (enter a Personal
Identification Number (PIN)) before
allowing a connection to be
established. Your computer and the
connected Bluetooth device will
exchange data using encrypted links.

e Medium-the default setting security is
configured at the service-level. Service
level security means that each
individual service must have its
security settings (Authentication,
Authorization and Encryption) set

independently.
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If the security mode is medium and
service-level security is not configured,
any Bluetooth device will be able to
discover your computer and use it
services.

Hardware
Configuration

The Hardware tab of the Bluetooth
Configuration Panel provides basic
information about the Bluetooth
hardware installed on this computer and
access to the Advanced Settings dialog
box, if required:

e Devices:

e Name: the name of the device, e.g.,
EPoX Bluetooth Device



e Type: the type of device, e.g., USB.

e Device Properties:

e Manufacturer: the name of the
company that manufactured the device
selected in the Devices section of this
dialog box.

e Firmware Revision: the manufacturer's
firmware version number.

e Device status: indicates that the device
Is operating properly or that there is a
problem/conflict.

e Device Address: the Bluetooth Device
Address (BDA or BD Address)
programmed into this device when it
was manufactured.

e HCI Version: the version number of
the Bluetooth Specification that the
Host Controller Interface complies
with.

e HCI Revision: the revision number of
the Bluetooth Specification that the
Host Controller Interface complies
with.

e LMP Version: the version number of
the Bluetooth Specification that the

Link Manager Protocol complies with.

e LMP Sub Version: the sub-version

number of the Bluetooth Specification
that the Link Manager Protocol
complies with.

e The Advanced button: displays the
Advanced Settings dialog box, which
allows you to select the country code
and transmission power settings. This
option is not available on all systems.
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Hardware Advanced

Settings Dialog Box

When available, this dialog box is
reached from the Hardware tab of the
Bluetooth Configuration Panel.
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Depending on the country in which the
hardware is sold and/or in which it will
be used, the advanced button may not be
present.

From this dialog box you can set the:

e Country Code:

e North America, Europe (except France),
and Japan

e France and China
e Maximum Transmission Power:

e High

e Medium

e LOw
Click the Apply button to implement the
changes. A dialog box appears with

notification that the Bluetooth device
attached to this computer must be reset



before the change(s) will take effect.

e Click the Yes button to reset the
Bluetooth device now all open
Bluetooth connections will be closed.

¢ Click the No button to save the changes
he changes will be applied the next

time the Bluetooth device is reset or
restarted.

Information Exchange
Configuration Settings

The settings on the Information Exchange

tab of the Bluetooth Configuration Panel

configure:

e The highest-level directory on this
computer that a remote device has

permission to access

e The path to your electronic business
card

e The path to the directory that will be
used to save incoming:

e Business cards
e Notes
e Messages

e Calendar items
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File Transfer

My Shared Directory: the directory
configured in this section is the
highest-level directory to which a remote
Bluetooth computer has access. This
directory and its sub directories are
displayed in the remote device's My
Bluetooth Places.
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Click the Browse button and navigate to
the directory that will be used as My
Shared Directory.

Send Business Card

My Business Card: the path to the
directory on this computer that contains
your electronic business card.

Select the "Send Business Card on
Request” option to allow remote devices



to obtain your business card.

Click the Browse button and navigate to
the directory that contains your business
card.

Receive Business Card

My Inbox Directory: the path to the
directory on this computer where
inbound Personal Information Manager
Items such as Business cards, Notes,
Calendar entries and messages will be
saved.

Select the types of items you wish to
accept by placing a checkmark in the
appropriate boxes, then click the Browse
button and navigate to the directory
where they should be saved.

Select the "Save Object in Personal
Information Manager" option to save
incoming objects directly in the PIM.
When this option is selected, the path
specified in  your Inbox Directory is not
used.

Local Services Tab

Local Services Configuration

Settings

The settings on the Local Services tab of
the Bluetooth Configuration Panel
determine the configuration of the

services provided by your computer to
remote devices. Each service can be
configured individually for security,
name, and other settings.

The Local Services tab also includes
options to add and delete user-defined
serial services.

Bluetooth for Windows Local Service

Names
e Bluetooth Serial Port

¢ Dial-Up Networking

e Fax

e File Transfer

e Information Exchange

e Information Synchronization

o Network Access
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Property settings which are common
to all of the local services

Although each of these settings can be set
individually for each service, all local
services have the have setting for:

e Authentication
e Authorization
e Encryption

e Startup

e Service Name

Some local services have additional
property settings

Some services have an additional setting
that is specific to that service.

e Network Access ds an additional
setting for the maximum number of
connections allowed at any time.

¢ Dial-Up Networking has an additional
setting for selecting the modem that
will be used by the service.

¢ Fax has an additional setting for
selecting the modem that will be used
by the service.

¢ Bluetooth Serial Port has an additional
setting for selecting the
communications that will be used by
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the service.

Notifications Tab

Notifications Configuration

Settings

The Notifications tab of the Bluetooth
Configuration Panel lets you associate a
sound (Windows *.wav file) with specific
Bluetooth events.

Sounds can be associated on an
individual basis with several events,
including:

e When a PIN code is required

e \When a remote device attempts to
access:

e Files on this computer
¢ A Bluetooth port
e The Dial-up network service
e The LAN Access service
e The Fax service
¢ When a remote device attempts to send:

e Information items



e Synchronization information
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Associate a sound with a Bluetooth
event

From the Bluetooth Configuration Panel,
Notifications tab:

¢ In the Notify column of the Events list,
select the check box associated with the
event.

¢ In the Sound area of the Notifications
tab, click the Browse button and
navigate to the sound file (*.wav) to be
used for notification. To preview the
sound file, click the play button.

e Click the OK button to close the
Bluetooth Configuration Panel.

The sound will not play, even though it
has been assigned, unless the Notify
check box is selected.
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it requires a passkey or Link Key from
the remote device. When a remote device

C h apter Seve n attempts access a visual and/or audio

warning notifies the local operator.

Secu rlty The local operator can open a dialog box

that provides:

Security IntrOdUCtion e The user-friendly name of the device

Each service that the server provides can attempting access
be configured to require:

e The name of the local service that the
e Authorizationthe ser ver o per aemote devitd is dttempting to access

acknowledge all connection attempts before a
connection is est abl ie#a placaforthe local operator to enter a
passkey

e Authentication t he server requires a Personal

l denti fi catN)o nc oNduem boerrTha(oftrator &f th&Krenyote system must

before a connecti on ierster thesidleatizdl passkeg a access is
denied.

eEncryption all data sent between the

BluetootBl oéti eat h a s drifure notification is ignored, access is

encryptedonTkeyehsr paéiedafte aprdser tmeout.

Aut hentication Link Key; Encryption requires
that Authentication DbMenegevadsdread.red, those dev

automatically ekchange a
The default security setting for Authentication is carried out without
Authorization, Authentication and operator intervention.

Encryption is disabled.

Authorization

Devices can also be paired, a process that

eliminates the need to enter a PIN code Authorization is Yes or No, go-no-go
every time access is attempted security.

. . A visual and/or audio warning alerts the
Authentication

server operator that a remote device is
Authentication is used to verify identity; attempting to connect.
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The server operator responds by clicking
the Bluetooth icon in the Windows
system tray to open a dialog box that
displays:

e The user-friendly name of the device
attempting to connect

e The local service to which the remote
device is attempting to connect.

The server operator may grant or deny
access to the service by clicking an
on-screen button.

If the server operator ignores the
Authorization notification access will be
denied after a preset timeout.

Encryption

Encrypting translates data into an
unreadable format using a secret key or
password. Decrypting the data requires
the same key or password that was used
to encrypt it.

Encryption in Bluetooth for Windows is
based on the same passkey or Link Key
that is used for Authentication. If
Authentication is not enabled the key is
not available and encryption will not take
place.

To use Encryption, Authentication must
be enabled.

Enable Encryption for a service

¢ Right-click a service name and select
Properties from the pop-up menu to
display the Bluetooth Properties dialog
box.

e Select the Encryption option. If
Authentication is not enabled it will be
automatically turned on when
Encryption is selected.

e Click the OK button to close the dialog
box and apply the change.

Levels of Security

Security for local services may be
configured on an individual basis.

The configuration options are
e Startup-Automatic or Manual

e Authorization

e Authentication

e Encryption

To access the security settings for a local
service, in the Bluetooth Configuration
Panel, from the Local Services tab,
double-click the service name.
Bluetooth-enabled devices from different

vendors may handle security in a slightly
different manner. Refer to the user's



guide for your Bluetooth device for
additional information.

Link Key

A Link Key is a unique, internally
generated, access code. Link Keys are
generated automatically when devices are
Paired or when Authentication is
enabled.

Link Keys are created by combining
e The Passkey

e The Bluetooth Device Address

¢ An internally generated random
number

Pairing Devices

Pairing allows you to avoid entering
access information each time a connection
is attempted. Paired devices share a
unique Link Key, which they exchange
when connecting.

The mate of a pair will always appear in
My Bluetooth Places, even if the mate is
not turned on or is out of connection
range.

Paired devices remain paired even
when

e One of the devices is not powered up

e A service connection is interrupted or
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the service stopped
e One or both devices are rebooted.

When Authentication is enabled devices
are paired the first time they attempt to
connect, after a successful passkey
exchange.

To pair devices before attempting a

connection

¢ In the Windows System Tray,
right-click the Bluetooth icon, then
Setup and select Security from the
fly-out menu.

e The Bluetooth Security dialog box
appears and Bluetooth for Windows
performs a device inquiry to update the
list of devices in the area. After the
inquiry is complete:

¢ In the Found Devices Pane of the
dialog box, click the name of the
device to be paired

e Click the Execute Pairing button.

¢ In the Bluetooth Passkey Request dialog
box, enter the Bluetooth Passkey

e Click the OK button.
The check box on the main screen, when

selected, permits all services to connect
without Authorization.



Remove Pairing

When devices are paired, the
configuration information is saved on
both devices. Devices remain paired until
the relationship is broken on both
devices.

To break a paired device relationship

e In the Windows System Tray,
right-click the Bluetooth icon, then
Setup and select Security from the
fly-out menu.

e From the Bluetooth Security dialog box,
in the Paired Devices list, select a device,
click the Delete button and then click
the done button.

Pairing must be broken on both devices.

Passkey

A Passkey is an alphanumeric string up to
16 characters in length. Passkeys are also
called PIN codes, or Personal
Identification Numbers.

In Bluetooth for Windows, passkeys are

used in the Authentication and
Encryption process.

Security Request
Dialog Box

A Bluetooth Authorization or Bluetooth
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Passkey Request dialog box may appear
(depending on security settings) when a
connection is attempted if either
Authorization or Authentication is
enabled. The method of notification
depends on the version of Windows:

e Windows 2000, Windows Me and
Windows XP bubble message is
displayed over the Bluetooth icon in the
Windows System Tray

e Windows 98SE the Bluetooth for
Windows icon in the Windows System
Tray blinks.

Regardless of the version of Windows,
click the Bluetooth icon in the Windows
System Tray and then follow the
on-screen instructions. The instructions
vary, depending on the security
configuration of the system.

If the security notification is ignored the
connection request will fail after a preset
timeout.

The dialog box provides

e Device Name: the user-friendly name of

the device attempting to connect.

e Request to access: the service the remote
device is attempting to access.

¢ Buttons for responding

e OK-allow the connection



e Cancel-deny the connection

e Advanced (click the See Also button,
below, for more information).

¢ A check box that, when enabled, grants
(authorizes) the connecting device
access to all of the services on this
computer (click the See Also button,
below, for more information).
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Chapter Eight

Troubleshooting

Cannot Connect to a Paired Device
Paired devices are always displayed in
My Bluetooth Places, even if the remote
device is out of range or not powered up.

Verify that the remote member of the pair
is within radio range and powered up and
then attempt the connection again

Cannot discover services on an
un-paired remote device

The remote device may not be powered
up or may be out of range.

¢ Verify that the remote device is
powered up.

¢ Verify that the remote device is in
Connectable mode (Bluetooth
Configuration Panel > Accessibility
tab).

e Perform a Search for Devices to verify
that the device is within range.

Dial-up networking service does not

start
The Dial-up Networking service will not
start unless a properly configured modem
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is attached to the server.

¢ Verify that the modem is usable as a
local device from the server.

¢ In the Bluetooth Configuration Panel,
Local Services tab, double-click the
Dial-up Networking service:

e Click the down arrow in the Modem
field and select the modem that will
be used to dial out

e Click the OK button

e Click the OK button to close the
Bluetooth Configuration Panel.

Determine the BDA of installed
hardware

In the Bluetooth Configuration Panel, on
the Hardware tab, in the Devices section,
select the device you want to determine
the address of. In the Device Properties
section of the dialog box, the fourth entry,
Device Address, is the BDA of the
selected Bluetooth device

Determine the HCI version number
In the Bluetooth Configuration Panel, on
the Hardware tab, in the Device
Properties section, the fifth entry
provides Bluetooth Specification
compliance information for the Host
Controller Interface.

The sixth entry contains the Specification



Revision information for the Host
Controller Interface, if appropriate.

Determine the LMP version number
In the Bluetooth Configuration Panel, on
the Hardware tab, in the Device
Properties section, the seventh entry
provides Link Manager Protocol version
number information.

The eighth entry contains the Link
Manager Protocol sub-version number
information, if appropriate

Test a Network Access connection
If the client is hardwired to the LAN,
unplug the hardwired connection to
ensure that the test checks the wireless
connection rather than the hardwired
connection.

If the server has access to the Internet,
open a browser on the client and connect
to the World Wide Web.

You may also Ping the server from the
DOS prompt.

Unknown Port error
The unknown Port error message usually

means an attempt was made to connect a
port that was in use.

Additional Bluetooth Serial Ports can be
added if they are required.
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FCC Notices

THIS DEVICE COMPLIES WITH PART 15 OF THE
FCC RULES. OPERATION IS SUBJECT TO THE
FOLLOWING TWO CONDITIONS: (1) THIS
DEVICE MAY NOT CAUSE HARMFUL
INTERFERENCE, AND (2) THIS DEVICE MUST
ACCEPT ANY INTERFERENCE RECEIVED,
INCLUDING INTERFERENCE THAT MAY CAUSE
UNDESIRED OPERATION.
"FCC RF Exposure requirements:

This device and its antenna(s) must not be
co-located or operating in conjunction with any other

antenna or transmitter.”

FOR HOME OR OFFICE USE

Fe Tested To comply With FCC Standards
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