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About This Manual

This manual was written for the following types of wireless adapter:

PC Card

PCl Card

Mini PCI Card
For brevity, throughout this manual WirelessL AN Cardis used to indicate both types. Also,
the following terms/abbreviations are used interchangeably:

Access Point— AP

Peer-to-Peer — Ad Hoc

WirelessLAN —WLAN

Ethernet network — LAN — network
ThisUser’s Manual contains information on how to install and configure your WirelessLAN

Card. From now on, we will guide you through the correct configuration steps to get your
device up and run.
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Chapter 1 Introduction

ThisWirelessLAN Cardisan |IEEE 802.11g wireless LAN adapter. 802.11g isthe latest in
the series of 802.11 specifications for wirelesslocal area networks (WLANS) and provides
datatransfer of up to 54 Mbps. Since 802.11g operates on the same frequency of 2.4 GHz as
802.11b, so it is backwards compatible with existing Wi-Fi devices!

It allows your computer to connect to awireless network and to share resources, such asfiles
or printers without being bound to the network wires. Operating in 2.4GHz Direct Sequence
Spread Spectrum (DSSS) radio transmission, the WirelessLAN Card transfers data at speeds
up to 54Mbps. Both Ad-Hoc and Infrastructure mode are supported. For network security
concern, 64/128-bit Wired Equivalent Protection (WEP) algorithm is used. In addition, its
standard compliance ensures that it can communicate with any 802.11b/g networks.
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Wireless LAN Basics

This section conations some Wireless LAN basics to help you better understand how the
product work together to create awireless network.

Local Area Network (LAN)

Simply put, aLANisanetwork that existsin arelatively limited area. A network istwo or
more computers connected together sharing files and peripheral devices such as printers.

The Wireless LAN Card allows you to interact with other computers without having to run
cables normally associated with networks. This lets you move your computer around while
staying connected to your network.

There are two ways to use the Wireless LAN Card. One way isto connect directly to one or
more Wireless LAN Card equipped computers, forming an Ad-Hoc wireless network. The
second way isto connect to an Access Point that gives you accessto an existing wired LAN,
forming an Infrastructure wireless network.
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Ad-Hoc Mode

The Ad-Hoc Group offers peer-to-peer connections between workstations, allowing
communication between computers within range that have an 802.11g DSSS compatible PC
card installed. A wireless Ad-Hoc network can also access awired LAN's TCP/IP service

(such as e-mail and the Internet) by using a TCP/IP software router on an Ethernet equipped
PowerBook or notebook.

Figure1-1 Ad-Hoc Mode
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Infrastructure Mode

The Infrastructure network uses an AP or several APs as agateway, linking the wireless
network to awired LAN. Asaresult, portable workstations or desktops on y our wireless

network have accessto all of the features of your wired LAN including e-mail, Internet access,
network printers and files server.

s N

o
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Figure1-2 Infrastructure Mode
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Roaming

Multiple Access Points can be installed to extend the wirel ess service coverage areafor
seamless wireless access. Within an extended service area, all Access Points and wireless
clients must have the same Service Set Identity (SSID). Roaming among different Access
Pointsis controlled automatically to maintain the wireless connectivity at all times.

Etharmel J l l
¢ D AP AP Y AP
ey — L ] I._ 1 |
3[‘__1 .‘--q\---.--;‘------{:-----r .Q
Channgl A Channel B Channgl C

Figure 1-3 Roaming Across Multiple Access Points






Chapter 2 Installing the Wireless LAN Card

This chapter describes the installation process for the driver and software for the Wireless
LAN Card. Proper driver installation is to allow the device to operate on your host computer
while the utility software, Broadcom Wireless Configuration Utility, isto help you configure
and monitor your Wireless LAN Card.

System Requirements

To use the Wireless LAN Card, your computer must meet the following minimum
requirements:;

Pentium-class PC,300M Hz or better recommended
64 MB of RAM, additional memory recommended
Hard disk space at |east 30 Mbytes

Windows 98(SE)/Me/2000/X P

UL listed I.T.E. computers
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Installing Wireless LAN Driver and Software

Follow these stepsto install the Wireless LAN Card driver and software:

Caution: Do not connect the Wireless LAN Card device to your computer before installing its
driver. If this happens, the Windows PnP function will detect the wireless adapter and issue a
dialog box requesting for itsdriver. Click Cancel to quit the wizard and unplug the Wireless
LAN Card.

1. Closeall Windows programs that are running. Insert the provided Software Utility CD
into your CD-ROM drive. Run setup.exe from the Driver folder of the Software Utility
CD.

2. If thewireless adapter isnot yet inserted into your computer, click Yes. Otherwise click
No to remove the device. Then restart your system and run setup.exe again.

If the hardware is present, please select Mo,
remove the hardware, restart vour syskem
and run Setup again, Continue?

Yes | Mo I
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3.

When the wel come screen pops up, click Next.

YT —— |

T vl i sl ysi il sl B A A 1110
:r\-v' Fdagior v pon cevTete. Vo cosines. dich
I
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Upon hardware detection, Windows OS hardware wizard will appear requesting for the
driver. Just follow the on-screen instructions to proceed.

Click Finish when the following screen appears.
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Now you are done with the installation procedure. The provided Broadcom Wireless
Configuration Utility should be launched automatically with itsicon appearing on the right
side of the taskbar. Proceed to next chapter to configure or fine-tune your Wireless LAN Card
settings.

Note: If you need to set up the TCP/IP address or the subnet mask, refer to “ Appendix C
Setting Up TCP/IP” for details.

10



Chapter 3 Using Broadcom Wireless Configuration Utility

Once your wireless adapter software is properly installed, the provided Broadcom Wireless
Configuration Utility isready for use. The utility comeswith six tabs. The Wir eless
Networkstab allows to configure your wireless connection. The Link Status tab displaysthe
current link status. The Site Monitor tab allows to monitor available networks. The
Diagnostic tab allows to perform diagnostics. The utility information is displayed on the
Information tab. The Statistics tab displays the statistics and status information pertaining to
your Wireless LAN Card.

See the ensuing subsections for instructions to launch the utility and description of each tab.

Note: If you are using Windows X P, you can also use the Windows X P-included wireless
utility to configure and monitor your wireless network. For more information on using
Windows wireless utility, please refer to Windows X P on-line help.

11
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Accessing Broadcom Wireless Configuration Utility

Y ou can access the Broadcom Wireless Configuration Utility by any of the following
methods:

Double-click the Broadcom Wireless Utility icon on the system tray and then
click Advanced.

§fe wtsPm

Right-click the tray icon and select Open Utility from its context menu.

Under Control Panel, double-click the Broadcom Wireless Utility icon.

The Broadcom Wireless Configuration Utility screen pops up with six available tabs:
Wireless Network, Link Status, Statistics, Site Monitor, Diagnostics and I nformation.
Please see the appropriate section which describes each tab item.

Notice When Assessing Broadcom Utility under Windows XP

Aside from using Broadcom Wireless Configuration Utility for wireless network
configuration, Windows XP includes aWireless Network Connection utility to configure
your wireless adapter. By default, your wireless adapter is controlled by Windows
XP-included wireless utility.

12
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Y ou can choose to configure your wireless network viaeither the Broadcom Wir eless
Configuration Utility or Windows X P-included wireless utility.

Using Broadcom Wireless Configuration Utility

To use Broadcom Wireless Configuration Utility for configuration purpose, you should
disable the Windows X P-included wireless utility by these steps:

1. Double-click the Broadcom wirelessicon on system tray and click the Wir eless
Networkstab.
Or double-click the Windows wireless icon and then click Advanced (or Properties) >
Wireless Networks.

Broadcom wireless |conj K_Wi ndows wirelessicon
[

Ce 12:58 FM

-

2. OntheWireless Networkstab, uncheck the Use Windows to configure my wireless
network settingsbox and click OK. Thiswill restore the Wir eless Networkstab in
Broadcom Wireless Configuration Utility.

&= Wireless Network Connection 2 Properties Elb__(l

Geﬁl;r;al Wwireless Metwaorks |Ad\-’anced
[ Use 'windows ta configure my wirsless netwaork zetiings ‘

13
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Reverting back to Windows XP-included Wireless Utility

To revert back to using Windows X P-included wireless utility, double-click the Windows
wirelessicon (not the Boradcom icon) and then click Advanced (or Properties). Click the
Wireless Networ ks tab and check the Use Windows to configure my wir eless network
settings box and click OK.

-+ Wireless Network Connection 2 Properties EI['S_?I

Gereral | Wirelezz Metwarks | Advanced

Use Windows to configure my wireless network. settings
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Wireless Networks Tab
Wireless Networks tab allows to do the following task:

Connecting to an Existing Wireless Network
Configuring aNew Wireless Network Connection

Specifying a Network Typeto Access

See the appropriate subsection according to your need.

Connecting to an Existing Wireless Network

To connect to an existing Access Point/Wireless LAN Card, take the following steps:

1. Double-click the Broadcom Wireless Utility icon on the system tray.

R anapm
2. When the Connect to Wireless Networ k window pops up, you will see all the wireless

networks availablein the air. Under Available networ ks, select the wirel ess network
you want to connect to.

15
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Connect to Wireless Network x|

The following network[z] are available. To access a network, select
it from the list, and then click Connect.

Available networks:

Thiz network requires the uze of a network key PWEF). To access
this network, twpe the key, and then click Connect.

Metwark key: |

If you are having difficulty connecting to a network, click Advanced.

Advanced...l Connect I Cancel |

3. If thetarget wireless network has been set with WEP key, you must enter the same WEP
key inthe Network key field. Otherwise, thisfield is dimmed and you do not need to set
up the WEP key.

4.  Click Connect, then you will join the target network and this dialog window will
disappear. When your wireless connection is established, the connection icon may appear
as below:

[Jfe 4sem

16
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Configuring a New Wireless Network Connection

When you open the Connect to Wireless Networ k window, a network which does not
broadcast its network name will not appear under Available networks. To connect to an
existing network but not appear under Available networks, take the following steps:

1.  InConnect to Wireess Networ k window, click Advanced to launch the Broadcom

Wireless Configuration Utility window. Then click Add under Preferred networks
section.

e il ens Wieless. Configer aton ATty il
Sile Monir Dlagroitic: Infomesiony |
wisdess Mewoks | Link Stan Shadie: |

[¥ Enabk Fado

Fooehable repa olh s

To pannect o an v slabls nebwod: cick Configes

F askAD

|

mlash

Prafared resin b
sl icallp cannect o awedshl e netsma ks in he onde) ked
=

‘Q AIEFD

IT‘ Fiemawe ] leedlrsj

[+ CShaas v ks won in pieg Edvariced

K. Carcd | |
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Inthe Wireless Networ k Propertieswindow, configure the settings bel ow:

Network name (SSID): Specifiesthe name of the Wireless LAN group you want to
participatein.

Network Authentication (Shared mode): Specifies the authentication type. Y ou should
use the same setting as the other wireless stationsin your target wireless network.

Wireessnetwork key (WEP): If anetwork key isrequired, do the following:

If the WEP key is automatically provided (for example, the key is stored on the
wireless network adapter given to you by your network administrator), check
Thekey isprovided for me automatically check box.

If the WEP key is not automatically provided for you, leave Thekey is pr ovided
for me automatically check box blank and then enter the key in the Network
key fied.

When entering the key, the Key format and Key length are changed automatically
according to the format and length of the characters you entered. When using
Hexadecimal format, only digits 0-9 and letters a-f, A-F are allowed. Make sure to enter
the character matching the required key format and length as below:

ASCII characters Hexadecimal digits
40 bit 5 alphanumeric characters 10 hexadecimal digits
104 hit 13 alphanumeric characters 26 hexadecimal digits
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Key index (advanced): Specifies the key index value. Y ou can specify up to four keys
(thekey index are 0, 1, 2 and 3).

Note: Contact your network administrator if you are unsure about the WEP setting.

Ad Hod/ Infrastructure Network: If the network you are configuring isan Ad Hoc
network, check Thisisa computer-to-computer (ad hoc) network ... check box.
Otherwise leave it unchecked for Infrastructure network connection.

After entering required fields, click OK to exit this window.

Wireless Network Properties 1 2=l

Metwark name [S510]: ABC

—Wwireless network key [WEP)
Thiz network. requires a key for the following:

V¥ Data encryption [WEP enabled)
[~ Metwork Authentication [Shared mode]

Metwork key: I

Key farmat: W
Key length: IW
Key index [advanced): IG

™ The key iz provided for me automatically

I This iz & computer-to-computer [ad hoc) network
wireless access points are not used

Cancel

19
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Y our newly configured network will be added under Preferred networks. Y our wireless
adapter will attempt to connect preferred networksin the order in which they appear in the list.
Y ou can change the order of preferred network by selecting the network that you want to
move and clicking the Move up or Move doan button.

Note that in the Preferred networkslist, an Ad-hoc network can not be moved to a higher
position than an Infrastructure network. If you want to connect to Ad Hoc network only, see
“Specifying a Network Typeto Access” for instructions.

Configuring an Existing Wireless Network Connection

Onthe Wireless Networkstab, if your target network appears under the Available networks
or Preferred networks|list but you cannot connect to it, you may want to review or
reconfigure the settings. If thisisthe case, just select your target network and then click
Configure (for Available networks) or Properties (for Preferred networks) to open the
properties window. Then configure the settings as needed.
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Specifying a Network Type to Access

By default, your wireless station will attempt to connect to an Infrastructure network (if
available) first. If an Infrastructure network is not available, an Ad Hoc network will then be
attempted.

However, it is possible that you want connect to certain networks only. In this situation, you
can specify the network to access by clicking the Advanced button on the Wir eless Networks
tab. Then select your preferred access type and click OK.

For example, you want to connect to an Ad Hoc network but both Ad Hoc and Infrastructure
networks are available. In this case, you can select the Computer-to-computer (ad hoc)
networ ks only option.

2

MWetworks to aoce:

™ Ay available network [access point prefened)

% Access point (infrastiucture] networks only

" Computer-to-computer [ad hoe) netwarks only

[ automatically connect ta non-prefered networks

Cloze

21
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Note that if your preferred network islimited to Access Point or Ad Hoc network, the
Preferred networks section on Wir eless Networ ks tab will list only the networks of your
preference. If you try to add anew network of non-preferred type, the addition will not appear
in thelist unless you change the preferred network types.

Link Status Tab

The Link Status tab contains general information about the connection and activity of your
current link.

The following table describes the items found on the Link Status screen.

Screen [tem Description

Status Displays whether the card is associated with a network.

Network Name (SSID) Displays the name of the wireless network your station is
currently connected to.

AP sMAC Address The MAC address of the associated AP.

Channel The channel your wireless station is using.

WEP Displays whether WEP is disabled or enabled in the current

wireless network.

22
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Screen [tem Description
Speed Displaysthe current packet transmit rate (M bps).
Channel Displays the channel the station is using.

Client IP Address

Displaysthe | P address of your wireless adapter.

Network Connection Type

Displaysif the adapter is connected to an Access Point or Ad
Hoc network.

Radio State Displays whether the RF Signal is enabled or disabled.

Signal Displaysthe signal strength (dBm). On theright side, signal
strength isindicated by graphic.

Noise Displaysthe noiselevel (dBm). Noise Level reflectsthe level

of radio interference as measured at the Wireless LAN Card.

23
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Broadcom Wireless Configuration UElity %
Site Manitor I Diagnostics | Infarmation
‘wireless Netwarks Link Status | Statistics
— Connection
SEARUS. Aszociated

1
2827758001 F.66
.. Dizabled

54.0 Mbps

Client IP Address..........oooeee 169.254.19.204
Mebwork Connection Type........ AdHoc

X
|

— Signal
Radio State Enabled
Signa: [HHMNENEN -57 dBm
Moize: M -82 dBm
0k I Cancel Apply
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Statistics

The Statistics tab displays the current and accumulated statistics information pertaining to
your WirelessLAN Card. The following transmit and receive statistics are provided:

® Packets Sent

® Packetsreceived

o Packetslost

o Total packets sent

o Total packetsreceived
ez adzi Sl s Conligurabion f |
GHE oy | Diageatics Inkowrasie
Wi Mehacdor | Link Siski o
Cumest oty
[ T I -
Facbets moweed U] L
Pagisis il .1
£rourmaaiod kbl
Tedsl puch i e L+ ]

Totd kb mosved . A0

o Carcel
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Site Monitor

The Site Monitor tab displays the general information of the wireless network availablein the
air. Y ou can use the Site Monitor feature to display the communications quality of your
computer with multiple Access Pointsinitsvicinity. The Site Monitor allows you to conduct
asite survey to:

Determine the overall wireless coverage of your wireless network.

Optimize placement of the Access Point(s), to provide seamless connectivity to mobile
stations.
o Roam throughout the wireless network environment with your station, you will be able to

identify areas that may not have adequate coverage, or that suffer from interference by
other (wireless) equipment such as microwave ovens.

The Visible Networ ks list will update automatically to display all visible networks.
Optionally you can click Freeze to temporarily stop the update of thelist. To display only the
Ad Hoc network, check the Ad hoc networ ks only checkbox.

For each network, the following information will be displayed:

Field Description

Network Name (SSID)  Displays the name of the wireless network your station is currently
connected to.
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Field Description

Channel The channel your wireless station is using.
Signal Strength Displaysthesignal strength (dBm).

WEP Displays WEP whether is disabled/enabl ed.

For a selected network, the following information will be displayed:

Field Description
Standard The IEEE 802.11 wireless standard.
Supported Rates The supported rates of the wireless network.

27
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Broadcom Wireless Configuration Ukility
Wireless Metworks I Lirk. Status I Statistics
Site Maritar | Diagnostics | Infarmation

Updating “izsible Networks. .

Metwark Name (S31D) | Chan.. | Signal Sen.. | WEP |

§ aSkRD 9 77 dBm aff
i ASKRD 7 77 dBm aff
™ Ad hoc networks only Freeze | tdvanced |

Selected Netwark

Standard............... 802.11b
Supported Rates.. 1(b]. 2(b). 5.5. 11

ﬁﬂﬁLow

[ o |

Cancel | Apply

28




Chapter 3

Advanced Site Monitor

Clicking the Advanced button on the Site Monitor tab brings out the Advanced Site
Monitor screen. The screen displays the following information in addition to those appear on
the Site Monitor tab:

Field Description

APMAC The MAC address for the wireless network interface of the Access
Point.

Signal Signal level indicates the strength of the wireless signal as received
at the Wireless LAN Card. Both dBm value and graphic indicator
are displayed.

Noise (dBm) Noise Level reflectsthe level of radio interference as measured at
the Wireless LAN Card. Both dBm value and graphic indicator are
displayed.

SN\R (dBm) The Signal-to-Noise Ratio (SNR) is the primary diagnostic counter

to diagnose wireless performance. SNR indicates the relative
strength of the received Signal Level compared to the Local Noise
Level.

In most environments, SNR isagood indicator for the quality of the
radio link between transmitter and receiver. A higher SNR value

29
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Field Description

means a better quality radio link.

Both dBm value and graphic indicator are displayed.

Supported Data Rates  Displaysthe data rates supported by the Access Point.

Y ou can sort the list of Access Points by clicking the filed you want to use as a criteria.

Y ou can also create log files based on the monitor measurements on the Advanced Site
Monitor screen. To create alog file, click the Start L og button and specify the path and
filenamefor the log file. Then the system will automatically append log entry to the file at
regular intervals until you click the Stop L og button.
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Diagnostics Tab

To perform a diagnostics, select the test you want to perform and then click Run and then
click OK if prompted. Note that by running diagnostics your network connection will be
temporarily interrupted. Connection will be resume after the completion of selected tasks.
After the selected tasks are compl eted, the test result (Passed or Failed) will be displayed. Y ou
can select desired task to see detailed test information in the Status section.

The diagnostic allows to perform the following test:

Test Item

Description

Control Registers

Thistest verifies the read and write capabilities of the network
controller registers by writing various values to the registers and
verifying the result. The device driver uses these registersto
perform network functions such as sending and receive
information. If the test fails, the network adapter may not work
properly.

SPROM Format
Validation

Thistest verifies the content of the SPROM by reading a portion of
the SPROM and computing the checksum. The test failsif the
computed checksum is different than the checksum stored in the
SPROM.

Memory Tests

Thistests verifies that the network controller internal memory is
functioning properly. The test writes patterned valuesto the
memory and reading back the results. Thetest failsif an erroneous
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Test Item

Description

valueisread back. The network controller will not function without
itsinternal memory.

Interrupt Test

Thistests verifies that the network controller internal memory is
functioning properly. The test writes patterned valuesto the
memory and reading back the results. The test fails if an erroneous
valueisread back. The network controller will not function without
itsinternal memory.

L oopback Test

Thistest verifies that the NDIS driver is able to receive interrupts
from the network controller.

LED Test

Thistest verifiesthat your 802.11 wireless networking hardware is
functioning correctly. Thistest is applicableto PC Card only.
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Broadcom Wireless Configuration Ukility g

Wireless Metworks | Link. Status I

Site Moritor

Statistics

Irformation

Tests | Results |

Control R egisters

SPROM Format Validation
Memory Tests

Interrupt Test

Loopback Test

LED Test

Sekotdll | Clearsl Siep |

— Recommendation:

This test was nok . ]

This test verifies the content of the SPROM by reading a
portion of the SPROM and computing the checksum. The
test fails if the computed checksum is different than the
checksum stored in the SPROM.

I

o]

Cancel | Appl
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Information Tab

The Information tab displays the basic information about the device, including the hardware
and software details.

roadcom Wireless Configuration x|

Wireless Metworks I Link. Status | Statistics |
Site: Moritar | Diagriostics

Broadcom Wirgless Netwark Utility

Copyright [C] 2002, Broadcom Corp. BHOADCOM

Wersion:  3.10.36.0
Diate: 12-30-2002

—Hardware Dretail
Board: W10CF D1204 Rev 4.5
Chipzet: BCK 4306 / BCh 2050
MAC Addiess 00:90:96: 30:B5: 6B
— Software Detail
Driver Yersion: 310.36.0
Drrivver D ate: Mot available.
Provider: Broadcom Corporation
Caopyright: 1998-2002, Broadcom Corporation All Rights
Reserved.

Ok I Cancel Appl
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Windows XP provides built-in Wireless Zer o Configuration utility for wireless
configuration and monitoring. Y ou can choose to configure your wireless network viaeither
the Wireless Client Manager as described in preceding section, or to use the Windows XP
Wireless Zero Configuration utility.

This section only provides the essential instructions on using Windows XP wireless utility to
get your wireless network established. For more information please refer to Windows XP
on-line help.

Connecting to an Access Point or Wireless LAN Card

To connect to an existing Access Point/Wireless LAN Card, take out the following steps:

1. Right-click the Wireless Connection icon on the system tray and select View Available
Wireless Networ ks from the context menu.

Open Metwork Connections

¥iew Available Wireless Networks
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Note: Depending on whether your wireless network is established, the context menu may

come with different items.

When the Connect to Wireless Network window pops up, you will see all the Access
Points or Wireless LAN Cardsthat are availablein the air. Select the wireless network

you want to connect to .

Connect to Wireless Network E|@

The following network(z) are avallable. To access a network, select
it fram the list, and then click Connect.

Buailable networks:

1 Askey-wlan -~
i IEEE 80211 LaN

1 Mop

1 helins bt

This netwark. requires the uze of a netwark key WEF). To access
thiz netwark, type the key, and then click Connect.

Metwork key: 11aabbcoddesffaabbooddesft

If yau are having difficulty connecting to a netwark, click Advanced.

Figure 3-4 Windows XP Configuration Utility-Connect to Wireless Network

If the target Access Point/Wireless LAN Card has been set with WEP key, you must
enter the same WEP key in the Network key field. Otherwise, leave it blank.
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4.

Click Connect, then you will join the target network and this dialog window will
disappear. When your wireless connection is established, the connection icon appears as
below:

By T4ty R 312 PM

5

Note: If the wireless connection can’t be established, double-click the connection icon and
then click Properties. Go to Authentication tab first to make sure that you use the correct
authentication type for the Wireless LAN Card. For more information, refer to
“Authentication” on page 45.

Viewing Wireless Connection Status

After you successfully connect to the Access Point or Wireless LAN Card, double-click the
icon in the system tray again. Thiswill open the Wireless Networ k Connection Status
window where you can see the general data of the Wireless LAN Card, such as Status,
Duration, Speed, Signal Strength, etc.
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Wihreters Hbwark Comnectise SEstis EIE|
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Ckax

Figure3-5 Windows XP- Connection Status

Configuring Your Wireless Properties

To configure your wireless properties, open the Wir eless Networ k Connection Status
window as described above, and then click the Properties button. Thiswill open the Wir eless
Networ k Connection Properties window which allows you to configure more detailed items

of the Wireless LAN Card. The following describes each tab of the properties window to help
you do more settings of the WirelessLAN Card.
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General

Thistab allows you to specify the network methods to be used with your Wireless LAN Card.
The network policy depends on your wireless network. For TCP/IP protocol, you should
configure its properties as instructed by your network administrator. For more information on
TCP/IP setting, please refer to “Appendix C Setting Up TCP/IP’ on page 57.

Coawesod wing
B YourWrelase AR Cand

T hi Conneabn e e foboving e
o (S Carst fow Wieranoli Hiabvsarkc
& 1™ il and Prinds Sharing bor becsasalt Fatacdcc
¥ 0% Packet Schaculer
| =

l iraial ||_ Urarckal | | Froparbac

[emiption
Alorar g corspules ko sccmns 1ezcascez an g Miocea kb
v

[2] Ghies mon in rotboskon saas ven comecied

Figure 3-6 Windows XP Connection Properties -General
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Wireless Networks

This tab contains two sections: Available networks and Preferred networ ks described as
bel ow.

Under Available networks section, you can also see all the Access Points and Wireless LAN
Cards available in the air. Clicking Refresh will update the list of Access Points and Wireless
LAN Cards.

4 Wil s Mebwirk Cosnctio

Geosrd | Wistsr Hetrorkt | dathentingion| Adksrwed

[<] Lire indimas la cankques ray rnien ekt e brgs

avalybde e vk

Taoorreat i wn raslabhs restvect | clok: Coafigus

T drkmaiaon # | [ Conbges
| By sl
| heda v | Agazh

O

Fesoriicsl) conmact o arvailsble nebecs s B e csde Bied
Labea

T tkailen

Figure 3-7 Windows XP Connection Properties-Wireless Networks
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Under Preferred networ ks section, you can add any wireless networks that you wish to
connect to. To do this, just click Add to add more Access Points or Wireless LAN Cards to
thelist.

After you click the Add button, the Wir eless Networ k Properties window pops up. Type
your network name (SSID) and, if needed, the wireless network WEP settings. Once the
Access Point or Wireless LAN Card that you want to connect to has been set with WEP key,
you must type the same WEP key as the Access Point’s or WirelessLAN Card’s.

Wisaicss Hetwark Proparties 7%

Mok parwa (5510} Az g Lan
el rednaks ks WEP]
The retwork g a bmplo e flleang

[#] [2atm mrcamtion WEF enddadd
[ Witk futheniication |5 haser e ook

Hutweak by abboiddes Kasbbooddesd |
Famp lomast Hesadecines | dgits w
Tz lerugthe 10 b [ chighz| -

Vo i [pdesrwed] |10
1Tk kap bx prervdad Fos ren atomatcdy

[C] Tha i # porspbarin- conpube (ad hoc] bk virslan:
0 A o I e e

-

Figure 3-8 Windows XP-Add Preferred Networks
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After you add several profilesinto Preferred networks, you can change the order in which
connection attempts to preferred networks are made. Just select the target wireless network
and click Move up or Movedoan to move it to adesired position.

To Access Certain Wireless Network Only

If you just want to access certain wireless network type, click the Advanced button on the
Wireless Networks tab (Figure 3-12) to open the Advanced window. Y ou can choose to
connect to the following networks:

Any available network ( access point preferred)
Access point (infrastructure)
Computer-to-computer (Peer-to-Peer Group)
The default network type isAny available network ( access point preferred). In this

network type, your device will connect to any Access Points or WirelessLAN Cards available
in the air but Access Point always demands higher connection attempt priority.

Once you finish the advanced setting, your wireless station will then connect to your desired
network and the connected network will be listed under Available networks.
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Advanced

Metworks to access

(O Access point (infrastructure) networks only

() Computer-to-computer (ad hoc] networks only

[ &utomatically connect to non-prefered netwaorks

Cloze

Figure3-9 Windows XP Configuration Utility-Set up Network to Aceess

Authentication

Thistab allows you to configure the authentication settings of your WirelessLAN Card. The
most important setting for the Wireless LAN Card isto disable Enable network access
control using |EEE802.1X to ensure successful connection between the Wireless LAN Cards
and Access Points or other Wireless LAN Cards. Y ou must disable this function for any
reason. Otherwise, there may be some problems happening during connection. For other
settings, we recommend you keep the default settings to minimize the problems during
connection.
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Figure 3-10 Windows XP Connection Properties -Authentication
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Radio Interference
Y ou may be able to eliminate any interference by trying the following:

Reseat the Wireless LAN Card.

Increase the distance between the wireless computers and the device causing the
radio interference.

Plug the computer equipped with the Wireless LAN Card into an outlet on a
different branch circuit from that used by the affecting device.

Consult the dealer or an experienced radio technician for help.

K eep the computer with the Wireless LAN Card away from the microwave oven
and large metal objects.
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Card Not Detected
If the Wireless LAN Card is not detected by Windows, try the following:

Make sure the Wireless LAN Card is properly inserted in the computer.
For PC Card, make sure the slot in your computer isworking.

Contact your dealer for additional testing if thereis ahardware problem with the
Wireless LAN Card.

Cannot Connect to Another Wireless LAN Card

If you cannot make a connection to another Wireless LAN Card from your compuiter, it could
be due to one of the following reasons:

Incorrect SSID. Make sure the SSID isthe same for all computers that have a
Wireless LAN Card.

Changes are not being recognized by your computer. Restart your computer.

If in Ad-Hoc mode, make sure the Log on to Windows NT domain check box is
not selected in the Client for Microsoft Networ ks Propertiesdialog box in the
Network Configuration tab.

Incorrect IP Address or Subnet Mask. Check these settingsin the TCP/IP
Properties dialog box in the Network Configuration tab.
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Poor Link Quality

If the Link Quality display staysin the Poor range, it could be due to one of the following
reasons:

Radio interference.

Distance between Wireless LAN Card and Access Point istoo far. Decrease the
distance between the Wireless LAN Card and Access Point (or another card).

Cannot Connect to Access Point

If you cannot make a connection to the Access Point, it could be due to one of the following
reasons:

Make sure the Wireless LAN Card and Access Point have no physical connection
problems.

Make sure the SSID for the Wireless LAN Card is the same as the Access Point.

Make surethe privacy typeis the same asthat of Access Point. Also, make sure the
Default Key isthe same for both computers.
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Appendix A Limited Warranty

Wireless LAN Hardware

The seller warrants to the end user (“ Customer”) that this hardware product will be free from
defects in workmanship and materials, under normal use and service, for 1 year from the date
of purchase from the seller or its authorized reseller. The seller’ s sole obligation under this
express warranty shall be, at the seller’ s option and expense, to repair the defective product or
part, deliver to Customer an equivalent product or part to replace the defectiveitem, or if
neither of the two foregoing optionsis reasonably available, The seller may, initssole
discretion, refund to the Customer the purchase price paid for the defective product. All
products that are replaced will become the property of the seller. Replacement products may
be new or reconditioned.
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The seller warrants to Customer that each software program licensed from it , except as noted
below, will perform in substantial conformanceto its program specifications, for aperiod of 1
year from the date of purchase from the seller or its authorized reseller. The seller warrants the
media containing software against failure during the warranty period. No updates are provided.
The seller’ s sole obligation under this express warranty shall be, at the seller’s option and
expense, to refund the purchase price paid by Customer for any defective software product, or
to replace any defective mediawith software which substantially conforms to applicable seller
published specifications. Customer assumes responsibility for the selection of the appropriate
application programs and associated reference materials. The seller makes no warranty or
representation that its software products will meet Customer’ s requirements or work in
combination with any hardware or software applications products provided by third parties,
that the operation of the software products will be uninterrupted or error free, or that all
defects in the software products will be corrected. For any third party products listed in the
seller software product documentation or specifications as being compatible, the seller will
make reasonabl e efforts to provide compatibility, except where the non-compatibility is
caused by adefect in the third party’ s product or from use of the software product not in
accordance with the seller’ s published specifications or user manual .



Appendix B Regulatory Compliance

FCC Part 15 Declaration of Conformity (DoC)

The following equipment:
Product Name: WirelessLAN Card

is herewith confirmed to comply with the requirements of FCC Part 15 rules. The operation is subject to the
following two conditions:

1. Thisdevice may not cause harmful interference, and

2. Thisdevice must accept any interference received, including interference that may cause undesired
operation.



FCC Rules and Regulations - Part 15

Warning: This device has been tested and found to comply with the limits for a Class B digital device pursuant
to Part 15 of the Federal Communications Commissions Rules and Regulation. These limits are designed to
provide reasonabl e protection against harmful interference when the equipment is operated in acommercial
environment. This equipment generates, uses, and can radiate radio frequency energy and, if not installed and
used in accordance with the instruction manual, may cause harmful interference to radio communications.

However, there is no guarantee that interference will not occur in a particular installation. If this equipment
does cause harmful interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try and correct the interference by one or more of the following

measures.
* Relocate your WLAN equipped laptop computer.
* Increase the separation between the WLAN equipped laptop computer and other electronics.

e Connect the WLAN equipped laptop computer into an outlet on acircuit different from that of other
electronics.

* Consult the dedler or an experienced radio/TV technician for help.
FCC Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment.
The RF transmission power from the antenna conforms to the general public FCC limit of SAR (Specific
Absorption Rate) 1.6 W/kg. The maximum SAR value measured from this device was 1.05 W/kg.

This device must not be co-located or operating in conjunction with any other antenna or transmitter

Canadian Notice

To prevent radio interference to the licensed service, this device is intended to be operated indoors and away

from windows to provide maximum shielding. Equipment (or its transmit antenna) that isinstalled outdoorsis
subject to licensing.”



WARRANTY

Users are not authorised to modify this product. Any modifications invalidate the Warranty.

This equipment may not be modified, altered or changed in any way without signed written permission
from Fujitsu. Unauthorised modification will void the equipment authorisation from the FCC and
Industry Canada and the warranty.
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Appendix C Setting Up TCP/IP

This section containsinstructions for configuring the TCP/IP protocol of the Wireless LAN
Card. The I P address policy depends on your wireless network. Y ou should configure your
TCP/IP protocol asinstructed by your network administrator.

For Windows 98/ME

1. Double-click the Network icon on the Control Panel.
2. Click the Configuration tab of the Network dialog box.

3. Inthe network components list, select the TCP/IP protocol of your Wireless LAN Card,
e.g., TCP/IP ->Broadcom 802.11g Networ k Adapter and then click Properties.
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Metwork [ 7] =]

Configuration I Identificationl Arcess Cnnlmll

The following network compaonents are ingtalled:

Client for Microsoft Metwork.s
Microzoft Family Logon

B3 Dial-Up Adapter

B3 EEE 50211k wWireless LAN PC Card
[~ TCPAP -» DiaHp Adapter

e

FRemove | Fioperties IXI

4. OnthelP Addresstab, choose one of the methods as required:
Option A: Click Specify an | P address.

Inthe |P Addressbox, enter avalid four-component | P address, either apublic or
private one as required.

In the Subnet Mask box, enter avalid four-component | P address.
Then select the Gateway tab and enter your gateway information.
Option B: Select Obtain an | P address automatically.
Then an IP address will be automatically assigned to your computer.
5. Click OK to return to Network dialog box and click OK again to finish configuration. If

your TCP/IP properties have been modified, you will be prompted to restart your
computer. Click Yesto have new settings take effect.
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For Windows 2000/XP

1. Double-click Network Dial-up Connections (Windows 2000) or Network Connections
(Windows XP) on Control Panel.

2. Right-click the Local Area Connection icon corresponding to your wireless adapter
(e.g., Broadcom 802.11g Networ k Adapter) and click Properties.
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On the General tab, highlight Internet Protocol (TCP/IP) and then click Properties.
Option A: Usefixed | P address.

Enable the Use the following | P Addressoption. Enter the | P address, Subnet Mask
and Default gateway. Then click OK.

Option B: Usedynamic | P address
Select Obtain an I P address automatically.

Close the Local Area Connection Properties window. For Windows 2000, if prompted,
click Yes to restart your computer.
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Appendix D Specifications

Host Interfaces Mini PCI

Form factor Typelll B

Chipset Broadcom BCM 4306 & BCM 2050

Operation Voltage 3.3vDC

Network Standards |EEE 802.11b (Wi-Fi ™) standard and | EEE 802.11g draft standard (54G)
Modulation Techniques DBPSK,DQPSK,CCK,16QAM,64QAM

Modulation Technology OFDM,DSSS

802.11h: 11, 5.5, 2, 1 Mbps

Data Rat

ataRate 802.11g; 54, 48, 36, 24, 18, 12,9, 6 Mbps
Network Architectures Infrastructure and Ad Hoc
Operating Frequencies 2.4-2.497 GHz

802.11b: 11 for North America, 14 for Japan, 13 for Europe (ETSI)
802.11g: 13 for North America, 13 for Europe (ETS!), 13 for Japan
15 dBm maximum output power (14 dBm nomina + 1 dBm over operating

Operating Channels

RF Output Power

temperature
Receiver sensitivity )
(PER <10%) 80dBm @ 6M bps
Antenna Type Hardware diversity support: transmit and receive on Main and Auxiliary antenng
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connectors.

Range

802.11b: 11 Mbps up to 180m LOS, 60m indoors, 1 Mbps up to 570m LOS,
125m indoors

802.11g: 54 Mbps up to 50m LOS, 20m indoors; 18 Mbps up to 150m LOS, 75m
indoors

Power Consumption

Tx peak: 550 ma @ 3.3VDC; Rx peak: 350 ma @ 3.3VDC;
Idle: 225mA @ 3.3VDC

Security

Hardware 64/128-bit WEP engine; WEP weak-key avoidance, TKIP, hardware
AES engine supporting CCM and OCB, 802.1x, SSN

Delay Tolerance

802.11b: Multipath R.M.S Delay Spread @ 1% FER: 11 Mbps > 250 nsec; 5.5
Mbps > 300 nsec

Client Utility Automatic location profile, site monitor, current link status, and diagnostics
Software Support Microsoft WHQL certified for Windows XP, 2000, and ME. Linux and VxWorks
embedded drivers.
LED Indicators WLAN Activity Monitor, WLAN Radio Status Indicators
; Manual radio on/off disables transmit and receive to comply
Switch . AP . L
with aviation in-flight restrictions
Operates from 0to 70 ?
T
emperatures Storage from -40t0 90 ?
Humidity (non-condensing) 510 95%
Wi-Fi; FCC part 15C/15.247; ETS 300 328-2; UL; IEC60950; EN 301 489-1,17;
Certifications prEN50371

;CE Mark; TELEC




Glossary

10BaseT

Access Point

Ad-Hoc

BSS
Channd

Encapsulated

An |EEE standard (802.3) for operating 10 Mbps Ethernet networks (L ANSs) with twisted pair
cabling and awiring hub.

An internetworking device that seamlessly connects wired and wireless networks. Access Points
combined with a distributed system support the creation of multiple radio cells that enable
roaming throughout afacility.

A network composed solely of stations within mutual communication range of each other (no
Access Point connected).

Basic Service Set. A set of stations controlled by a single coordination function.

A medium used to pass protocol data units that can be used simultaneously in the same volume
of space by other channels of the same physical layer, with an acceptably low frame error ratio
due to mutual interference.

An Ethernet address mode that treats the entire Ethernet packet as awhole and placesit inside
an 802.11 frame along with anew header.
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ESS Extended Service Set. A set of one or more interconnected Basic Service Sets (BSSs) and
integrated Local Area Networks (LANS) can be configured as an Extended Service Set.

Ethernet The most widely used medium access method, which is defined by the IEEE 802.3 standard.
Ethernet is normally ashared mediaLAN,; i.e., al the devices on the network segment share
total bandwidth. Ethernet networks operate at 10Mbps using CSMA/CD to run over 10BaseT
cables.

Gateway A network component that acts as an entrance to another network.

IEEE802.11 ThelEEE 802xx isaset of specificationsfor LANs from the Institute of Electrical and
Electronic Engineers (IEEE). Most wired networks conform to 802.3, the specification for
CSMA/CD-based Ethernet networks or 802.5, the specification for token ring networks. 802.11
defines the standard for wireless L ANs encompassing three incompatible (non-interoperabl e)
technologies: Frequency Hopping Spread Spectrum (FHSS), Direct Sequence Spread Spectrum
(DSSS), and Infrared. | EEE standards ensure interoperability between systems of the same type.

Infrastructure A wireless network centered about an Access Point. In this environment, the Access Point not
only provides communication with the wired network but also mediates wirel ess network traffic
in the immediate neighborhood.

IP  Internet Protocol. The standard protocol within TCP/IP that defines the basic unit of
information passed across an I nternet connection by breaking down data messages into packets,
routing and transporting the packets over network connections, then reassembling the packets at
their destination. IP corresponds to the network layer in the |SO/OSI model.
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IP Address

ISP

LAN

NAT

An IP addressis a 32-bit number that identifies each sender or receiver of information sent
acrossthe Internet. An IP address has two parts: the identifier of a particular network on the
Internet and an identifier of the particular device (which can be a server or aworkstation) within
that network.

Internet Service Provider. An organization that provides accessto the Internet. Small 1SPs
provide service viamodem and | SDN while the larger ones also offer private line hookups (T1,
fractional T1, etc.).

Local Area Network. A communications network that serves users within a defined

geographical area. The benefitsinclude the sharing of Internet access, files, and equipment, such
as printers and storage devices. Special network cabling (10BaseT) is often used to connect the
PCstogether.

Network Address Translation. The translation of an Internet Protocol address (1P address) used
within one network to adifferent | P address known within another network. One network is
designated the internal network and the other isthe external. Theinternal network then appears
as one entity to the outside world.
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Radio
Frequency

SSID

Subnet Mask

TCP

WEP
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RF, Terms. GHz, MHz, Hz —The international unit for measuring frequency isHertz (Hz),
equivalent to the older unit of cycles per second. One megahertz (MHz) is one Million-Hertz.
One giga hertz (GHz) isone Billion-Hertz. The standard U.S. electrical power frequency is 60

Hz, the AM broadcast radio frequency band is 0.55-1.6 MHz, the FM broadcast radio frequency
band is 88-108 MHz, and wireless 802.11 LANs operate at 2.4GHz.

Service Set ID. A group name shared by every member of awireless network. Only client PCs
with the same SSID are allowed to establish a connection.

A value that defines whether your computer communicates only within your LAN or
communicates outside of your LAN, whereit isrouted out to the rest of the Internet. A Subnet
Mask that has the same first three components (for example, 255.255.255.0) is the routing
pattern for a Class C address.

Transmission Control Protocol. The standard transport level protocol that provides the full
duplex, stream service on which many applications' protocols depend. TCP allows a process on
one machine to send a stream of datato a process on another. Software implementing TCP
usually residesin the operating system and uses the | P to transmit information across the
network.

Wired Equivalent Privacy. The optional cryptographic confidentiality algorithm specified by
802.11. The algorithm is being used to provide data confidentiality that is subjectively
equivalent to the confidentiality of awired LA N medium that does not employ cryptographic
techniques to enhance privacy..
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