SNR

Signal-to-noise ratio (often abbreviated SNR or S/N) is a measure used in science and engineering
that compares the level of a desired signal to the level of background noise. It is defined as the ratio
of signal power to the noise power.

ISHR ,.W%- .

Parameters

This field can be adjusted to affect the SME value so as to achieve the highest possible sync speed.

Mote that a value set too low may affect stability, a balance needs to be achieved ketween speed and stability.

There are no setvalues recommended as each ADSL line will be differant.

Avalue of §is a good starting point, this is the target MR, from here you can gradually reduce values to achieve the highest pessible sync speed whilst still maintaining stability.
egh4..

1is the lowest possible value.

SNR -1 dB [Auto:-1]

Apply

SNR: Change the value to adjust the DSL link rate, more suitable for an advanced user.
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System

Internet Time
The router does not have a real time clock on board; instead, it uses the Network Time Protocol
(NTP) to get the most current time from an NTP server.

NTP is a protocol for synchronization of computers. It can enable computers synchronize to the NTP
server or clock source with a high accuracy.

\
IC-}nﬂgur'aiicn A u;“

¥ Internet Time

Parameters

Synchronize with Internettime servers Enahle

First MTF time server Gther v: [192.42.244.18

Second NTP time server Other v|[128.138.140.44

Third NTP time server Other w||129.6.15.29

Fourth NTF time server Other ¥ || 131.107.1.10

Fifth MTP time server Maone it

Time zone offset :GI’:1T—DIZI:DEI': Greenwich Mean Ti'me: Dublin, Edinburgh, Lisbon, Londan »
Apply Cancel

Choose the NTP time server from the drop-down menu, if you prefer to specify an NTP server other
than those in the drop-down list, simply enter its IP address in their appropriate blanks provided as
shown above. Your ISP may also provide an SNTP server for you to use.

Choose your local time zone from the drop-down menu. After a successful connection to the Internet,
the router will retrieve the correct local time from the NTP server you have specified. If you prefer to
specify an NTP server other than those in the drop-down list, simply enter its IP address in their
appropriate blanks provided as shown above. Your ISP may also provide an NTP server for you to
use.

Click Apply to apply your settings.
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Firmware Upgrade

Software upgrading lets you experience new and integral functions of your router.

If:onﬂgu:'a;l-}n A u;‘:‘ .

~* Firmware Upgrade

You may upgrade the system software on your network device.

After upgrading,let your device restart with factory default settings or current settings.
® Factory Default Settings

Restart device with -
() Current Settings

Mew Firmware Image |
Uparade

Restart device with:

® Factory Default Settings: Restart the device with factory default settings automatically when
finishing upgrading.
® Current Settings: Restart the device with the current settings automatically when finishing
upgrading.
Your router’s “firmware” is the software that allows it to operate and provides all its functionality.
Think of your router as a dedicated computer, and the firmware as the software it runs. Over time

this software may be improved and revised, and your router allows you to upgrade the software it
runs to take advantage of these changes.

Clicking on Browse will allow you to select the new firmware image file you have downloaded to
your PC. Once the correct file is selected, click Upgrade to update the firmware in your router.

DO NOT power down the router or interrupt the firmware upgarding while itis
still in process. Improper operation could damage the router,

Warning
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Backup / Update

These functions allow you to save and backup your router’s current settings to a file on your PC, or
to restore from a previously saved backup. This is useful if you wish to experiment with different
settings, knowing that you have a backup handy in the case of any mistakes. It is advisable to
backup your router’s settings before making any significant changes to your router’s configuration.

\
I-:ontiguraﬂon “{f .
A -

*Backup | Update
Allows you to backup the configuration settings to your computer, or restore configuration from your computer.
Backup Configuration

Backup DSL router configurations. You may save vour router configurations to a file on your PC.

Backup Settings

Restore Configuration

Configuration File [ Erowse

Restore will overwrite the current configuration and restart the device. If you want to keep the current configuraticn, please use "Backup” first to save current configuration.

Update Setings |

Click Backup Settings, a window appears, click save , then browse the location where you want to
save the backup file.

Click Browse and browse to the location where your backup file is saved, the click Open. Then in
the above page, click Update Settings, the following process indicating screen will appear. Let it
update to 100%, it will automatically turn to the Device Info page.

progress

progress...

Do not switch off device during flash update or rebooting.

total . 6%
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Access Control

Access Control is used to prevent unauthorized access to the router configuration page. Here you
can change the login user password. Three user levels are provided here. Each user level there’s a
default provided user. You must access the router with the appropriate username and password.
Here the corresponding passwords are allowed to change.

ICDnﬂguraiicn u\‘ .
i E —

*Access Control

Parameters

Level Administrator s

IUsermame admin

Old Password | tmaximurn length is 15)
Mew Password (maximum length is 15)
Confirm Passward | tmaximurm length is 15}
Cancel

Level: select which level you want to change password to. There are three default levels.

® Administrator: the root user, corresponding default username and password are admin and
admin respectively.

® Remote: username for the remote user to login, corresponding default username and
password are support and support respectively.

® Local: username for the general user, when logon to the web page, only lit items would be
listed for common user, corresponding default username password are user and user
respectively.

Username: the default username for each user level.

Old Password: Enter the old password.

New Password: Enter the new password.

Confirm Password: Enter again the new password to confirm.

Note: By default the accounts of Remote and Local are disabled, please click Valid check-box to
activate the accounts.

ICr)nﬂguraii-:-n Q_\m .
i E o~

¥ Access Control

Parameters

Level Remote »

valid

Username suppart

Old Password (maximum length is 15)
Mew Password :rma,\cimtun length is 15)
Confirm Password {maximum length is 15}
| Cancel

Click Apply to apply your new settings.
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Mail Alert

Mail alert is designed to keep system administrator or other relevant personnel alerted of any
unexpected events that might have occurred to the network computers or server for monitoring
efficiency. With this alert system, appropriate solutions may be tackled to fix problems that may have
arisen so that the server can be properly maintained.

IConfigura:ion u\i" .

~ Mail Alert

Server Information

WAN Port DSL &

Apply all the settings to [ ethernet [l agiTe

SMTP Semver

Username

Password

Senders E-mail ' ' (Must be oou@yyy.zzz)
SSL/TLS ClEnable

Port 25

Aoccount Test

Failover [ Failback

Recipients E-mail {Must be o@yyy.zz)
VVAN IP Change Alert

Recipients E-mail ' | (hust be wo@yyyzz)

3GI/LTE Usage Allowance

Recipient's E-mail (Must be cou@yvy.zzz)
SIN lost
Recipient's E-mail (Must be oot@yyy.zzz)

WAN Port: Mail Alert feature can be applicable to every WAN mode: Ethernet, DSL and 3G/LTE.
Select the port you want to use Mail Alert.

For example DSL, then when the WAN connection is in DSL mode and when there is any
unexpected event, the alert message will be sent to your specified E-mail.

Apply all settings to: check whether you want to have a copy of the settings to apply to other WAN
port, suppose the above Main port is DSL, then if you enable this function, then Ethernet port will
have the same configuration.

SMTP Server: Enter the SMTP server that you would like to use for sending emails.
Username: Enter the username of your email account to be used by the SMTP server.
Password: Enter the password of your email account.

Sender’s Email: Enter your email address.

SSL: check to whether to enable SSL encryption feature.

Port: the port, default is 25.

Account Test: Press this button to test the connectivity and feasibility to your sender’s e-mail.

Recipient’s Email (WAN IP Change Alert): Enter the email address that will receive the alert
message once a WAN |IP change has been detected.

Recipient’s Email (3G/LTE Usage Allowance): Enter the email address that will receive the alert
message once the 3G over Usage Allowance occurs.

Recipient’s Email (SIM lost): Enter the email address that will receive the alert message once the
SIM card loss has been detected.
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SMS Alert

SMS, Short Message Service, is to inform clients the information clients subscribe. The BiPAC
8920NZ offers SMS alert sending clients alert messages when a WAN IP change is detected.

\
ICI}I'IfIEJLII'aEI-')I'I 4 u"l(‘ .

v 5MS Alert
VAN [P Change Alert
Recipients Mumber

Recipient’s Number (WAN IP Change Alert): Enter the Recipient’'s number that will receive the
alert message once a WAN |IP change has been detected.
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Configure Log

a )
IC-}nfigura:iu}n u_lg
\ '

* Configure Log

Parameters

Log @ Enable O Disahble
Log Level Informational |+ |
Cisplay Level Infarmaticnal

Mode Local |w

Apply Cancel

Log: Enable or disable this function.

Log level: Select your log level. The log level allows you to configure which types of events are
logged. There are eight log levels from high to low are displayed below:

® Emergency = system is unusable

Alert = action must be taken immediately
Critical = critical conditions

Error = error conditions

Warning = warning conditions

Notice = normal but significant conditions

© © © © © ©

Informational = information events
® Debugging = debug-level messages

The gateway records all log events at the chosen level and above. For instance, if you set the log
level to Critical, all critical, alert, and emergency events are logged, but none of the others are
recorded

Display Level: Display the log according to the level you set when you view system log. Once you
set the display level, the logs of the same or higher priority will be displayed.

Mode: Select the mode the system log adopted. Three modes: local, Remote and Both.
® Local: Select this mode to store the logs in the router’s local memory.

® Remote: Select this mode to send the log information to a remote log server. Then you must
assign the remote log server and port, 514 is often used.

® Both: Logs stored adopting above two ways.
Click Apply to save your settings.
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USB

Storage here refers to network sharing in the network environment, USB devices act as the storage
carrier for DLNA, NAS (Samba server, FTP server).

Storage Device Info

This part provides users direct access to the storage information like the total volume, the used and
the remaining capacity of the device.

A\
IC-?nﬂgurai_ilJn u’;'
a —

~ Storage Device Info
Storage Device Info
Yolume Mame FileSystem Total Space Used Space Unmount

usb1 1 fat 940 42 | Unmaount

Volume Name: Display the storage volume name

FileSystem: Display the storage device’s file system format, well-known is FAT.
Total Space: Display the total space of the storage, with unit MB.

Used Space: Display the remaining space of each partition, unit MB.

Unmount: Click Unmount button if you want to uninstall the USB device. Please Note that first click
Unmount before you uninstall your USB storage.
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User Account

Users here can add user accounts for access to the storage, in this way users can access the
network sharing storage with the specified account, and again protect their own data.

Users added here are entitled to have access to both Samba server and FTP server.
Default user admin.

IConﬂgura:ion b WLE .

¥ User Accounts
User Accounts

A maximum accounts can be configured. 16

Username Haome Directory Remove Edit
admin

Remaove

Click Add button, enter the user account-adding page:

Iconﬂgu-'a{i-:»n 3 m .

¥User Accounts
Parameters

Username
FPasswaord
Confirm Password

Volume Mame [usp1_1 ha

Username: user-defined name, but simpler and more convenient to remember would be favorable.
Password: Set the password.
Confirm Password: Reset the password for confirmation.

Volume Name: Select Volume name, as to create access to the volume of the specified partition of
the storage.

For example, a user test is setup behind the usb1_1.

'
ICn:—ntiguraiion . u‘u_ ‘
i r =

¥ User Accounts
User Accounts
A maximum accounts can be configured: 16

Username Home Directory Remave Edit
admin I
test ushi_1iest O

The user “test” has the right to access both Samba and FTP server.
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How to access Samba:
In your computer, Click Start > Run, enter \\192.168.1.254 (LAN IP)

1,197 168.1.254

#',-.." See more results

Y4192, 163, 1. 254| < || Shut down |_r|
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When accessing the network storage, you can see a folder named “public”, users should have the
account to enter, and the account can be set at the User Accounts section.

When first logged on to the network folder, you will see the “public” folder.
Public: The public sharing space for each user in the USB Storage.

When user register a USB account and log successfully, a private folder (the same name as the user
account registered) exclusive for each user is established. Go on to see the details.

a AR ’ .- el e
QQ [ Network » 1921681.254 » « [ 4¢ || Search 1021681254 o]
File Edit View Tools Help
Organize = Network and Sharing Center View remote printers Bz = [ .é.
iI Favorites Nafna ' Type Comments
4 public Share shared folders on each volume

. Libraries

|5 Docurnents

-.5‘- Music

|E=| Pictures

E Videos

"% Computer
&, Local Disk (C:)
a Local Disk (D:)
a Local Disk (E:)
a Local Disk (F)

€ Network

L 1 item

L

|
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Access the folder public.
[ Windows Security

Enter Network Password
Enter your password to connect to: 192.168.1.254

‘ [.... |
Domain: WINT-64
[T] Rernember my credentials

ﬁl Access is denied,

| ok

JI Cancel I

- »

Ta Y Baeeey .

a I e

w[ L » Network » 1921681254 » public »

- | 44 |5ean:hpub.u|:
E sl Ay

File Edit View Tools Help

Organize = New folder

0 Favorites Mot

. ushl 1 share
. Libraries
Documents
J" Music
|| Pictures
B videos

1% Computer
&, Local Disk (C)
a Local Disk (D:)
— Local Disk (E:)
—a Local Disk (F)

% Network

Offline status: Online
Offline availability: Not available

J 1 item
|

Date maodified

1/4/2013 10:40 AM

Type Size

File folder
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When successfully accessed, the private folder of each user is established, and user can see from

the following picture. The test fold in the picture is the private space for each user.

a S - - . v = i - " a E a2 ] ;-ma-g“
- v ’

P - - - wli e -
@O-‘hen b Network » 1921681254 »

File Edit View Tools Help

Organize »

MNetwork and Sharing Center

View remaote printers =~ @

F

Name Type Comments

34 Favorites

:_i—:i Recent Places | 4 public Share shared folders on each volume

B Desktop 4 test Share Home Directory
& Downloads

= Libraries
@ Documents
J'l Music
|| Pictures

E Videos

1% Computer
&, Local Disk (C3)
—a Local Disk (D:)
- Local Disk (E:)
= Local Disk (F:)

i‘- MNetwork

45 1n k

l public (4192.168.1.254) Offline availability: Not available
-t | Share Offline status: Online
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How to use FTP:
Please note to enable remote FTP access in Remote Access.

1. Access via FTP tools

Take popular FTP tool of FlashFXP for example:

1) Open FlashFXP

2) Create ftp sites (LAN IP / WAN IP, and set the account, port).

3) Connect to the fip site.

# 36.228.233. 114 — FlashFEP Ewvaluation Copy

Session Sites Options Huene Commands Tools Directory View Help

o Bahe= - = v

L - QRTINS £~ N — P

Hei <l [ Og b T :

|:E L \ﬁ‘ =L v|| ;-_g W J LE:‘)C.\]Jocwnents and Settings >

Hame - Size Date Attrib | Hame = Size Modified

tParent Directory tParent Directory

[jpublic 0 Z2014-2-26 6:53 drwxr—xr—x C)Administrator 2014-1-9 15:05

Chtest & KB 1950-1-1 drwxrwarwx 411 Users 2012-5-30 9:44
| ) Default User 2011-4-28 14:10
| vt 2014-2-14 15:00
|
|

0 Files, 2 Folders, 2 Total [0 bytes) I 0 Files, 4 Folders, 4 Total O bytes [45.37 GB Freel
36,228,233, 114 | Local Erowser

Hame Target Size Remark !ELj ASMSEAR;sume request successful. s ]
[L] P¥D
[L] 257 “/" iz cwrrent dirvectory.
[L] TYPE &
[L] 200 Type set to &
[L] PASY
[L] 227 Entering Passiwe Mode (38, 228, 233, 114,4,1)
[L] Opening data conmection IF: 36,228 233. 114 PORT: 1025
[L] LIST -al
[L] 150 OK
[L] 226 Transfer complete. =
| [L] List Complete: 112 bytes in 0.63 second 0.1 EBf=) »

T Idle. (00:14)
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2. Web FTP access

1) Enter ftp://admin@WAN-IP_or ftp://admin@LAN-IP at the address bar of the IE. In terms of other
browsers, type ftp://WAN-IP or ftp:// LAN-IP directly.

2) Enter the account's username and password.
et W

? To log on to this FTP server, type a user name and password.,

FTP server: 36,224.45. 186

User name:

Password:

After you log on, vou can add this server to your Favorites and return to it easily.

[7] Log en anonymously

| togon || Cancel |

F
& FTP root at 36.224.45.186 - Windows Internet Explorer
& ~ i 0 Y

¥ "ﬂ
%

@Uv |g, ftp://36.224.45.186/ v| ] | ¢9| X | |=_‘-‘ZI Bing B v|
5. Favorites ! s | Suggested Sites v @ | Web Slice Gallery =

| @ FTP root 2t 36.224.45.186 &S] fi ~ B v = ® v Pagev Safety~ Tools~ @~
FTP root at 36.224.45.186

To view this FTP site in Windows Explorer, click Page, and then click Open FIP Site in Windows Explorer.
01/01/1970 12:00AM Directory public
01/01/1980 12:00AM Directory test

Done & Internet | Protected Mode: On fa - WMI10% ~
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Print Server

The Print Server feature allows you to share a printer on your network by connecting a USB cable
from your printer to the USB port on the 8920NZ(L). This allows you to print from any location on
your network.

Note: Only USB printers are supported

Setup of the printer is a 3 step process (8920NZ for example)
1. Connect the printer to the 8920NZ’s USB port

2. Enable the print server on the 8920NZ
3. Install the printer drivers on the PC you want to print from

IConﬂgurau’on i“}[! -

> Print Server

Parameters

On-board Print Server ¥ Enable
Printer Name OfficePrinter
Make And Model Epson Stylus Photo R2!

Apply | Cancel

On-board Print Server: Check Enable to activate the print server

Printer Name: Enter the Printer name, for example, OfficePrinter

Make and Model: Enter in the Make and Model information for the printer, for example, Epson
Stylus Photo R290

Note:

The Printer name can be any text string up to 40 characters. It cannot contain spaces.
The Make and Model can be any text string up to 128 characters.

Set up of Printer client (Windows 7)

Step 1: Click Start and select “Devices and Printers”

warehouse

Documents

X = Microsoft Excel 2010
= Pictures
Li"— 1 SyncMe Client for Windows

,._:!’- Paint

Music

Computer
Control Panel

Devices and Printers

Default Programs

D% Microsoft Outlook 2010
i Help and Support

k) Rernote Desktop Connection 4
\E

E 1™ 360 HsPA Mobile Card

»  AllPrograms
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Step 2: Click "Add a Printer”.

{ ﬁﬁu\‘) —'|% » Control Panel » Hardware and Sound » Devices and Printers »

f =3 E Il = 2 = = -

v‘-’

Add adevice | Adda printer

4 Devices (3)

Start the Add Printer Wizard, which
helps you install & printer

Generic F\Ion—PnP WAREHOUSE_PC Wheel Mouse
Monitor Optical

Step 3: Click “Add a network, wireless or Bluetooth printer

Q =i Add Printer . - . .

What type of printer do you want to install?

= Add a local printer

Use this option only if you don't have a USB printer, (Windows automatically installs USE printers
when you plug them in.)

'-) Add 8 NEWOTrK, WIreiess o Dluetoo INter

Make sure that your computer is connected to the network, or that your Bluetooth or wireless
printer is turned on.

| Nt | [LGancel ]
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Step 4: Click “The printer that | want isn’t listed”

B s =
@ = Add Printer - —

—

Searching for available printers...

Printer Name Address

| _ e—— Stop

= The printer thatIwant isn't listed

Mesxt Cancel

Step 5: Select “Select a shared printer by name”

Enter http://8920NZ- LAN-IP:631/printers/printer-name or. Make sure printer’s name is the same as what you set in
the 8920NZ earlier

For Example: http://192.168.1.254:631/printers/OfficePrinter

OfficePrinter is the Printer Name we setup earlier

o35 ]
@ fe= Add Printer

Find a printer by name or TCP/IP address

71 Browse for a printer
i@ Select a shared printer by name

http:/192168.1.254:631/printers/OfficePrinter Browse... |

Example: \\computernamelprintername or
http://computername/printers/printername/ printer

1 Add a printer using a TCP/IP address or hostname
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Step 6: Click “Next” to add the printer driver. If your printer is not listed and your printer came with an installation
disk, click “Have Disk” find it and install the driver.

- _ .
Add Printer Wizard - R

Select the manufacturer and model of your prnter. f your prnter came with
an installation disk, click Have Disk. if your printer is not listed, consult your
printer documentation for a compatible printer.

Manufacturer * | | Printers =
Brother L3 5] Epson Stylus Photo R200 (M)
Canon 53] Epson Stylus Photo R210 (M)
Epsan B EPSON Shlus Phota B2530 Seres T
Fuji Herox [5:] Epson Stylus Photo R300 (M) =5
(Genshn T | | =]l Erenn Shdis Phete B340 W x
Eﬁ] This driver is digitally signed. |W|
Tell me why driver signimg is impotant e —

ok || Cancel |

Step 7: Click “Next”

-

) = Add Printer .

You've successfully added OfficePrinter on http://192.168.1.254:631

Printer name: OfficePrinter on hitp://192168.1.254:631

This printer has been installed with the EPSON Stylus Phote R290 Series driver.
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Step 8: Click “Next” and you are done

) = Add Printer

You've successfully added OfficePrinter on http://192.168.1.254:631

To check if your printer is working properly, or to see troubleshooting information for the printer, print a
test page.

Finish Cancel

You will now be able to see your printer on the Devices and Printers Page

.

— —— F==FEN N
\JU &2 » Control Panel » Hardware and Sound b Devices and Printers » [ 3 |[ Search Devices and Printers £l
Addadevice  Add a printer - @

4 Devices (3

)
— ’, i 7

Generic Non-PnP WAREHOUSE_PC Wheel Mouse
Monitor Optical

4 Printers and Faxes (1)
LY |
|

| Officerinter on
hitp://192.168.1.2
s4631

‘ / 4 items
ﬁ'yt
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DLNA

The Digital Living Network Alliance (DLNA) is a non-profit collaborative trade organization
established by Sony in June 2003, which is responsible for defining interoperability guidelines to
enable sharing of digital media between consumer devices such as computers, printers, cameras,
cell phones and other multiple devices.

DLNA uses Universal Plug and Play (UPnP) for media management, discovery and control. UPnP
defines the types of devices (‘server’, ‘renderer’, ‘controller’) that DLNA supports and the mechanism
for accessing media over a network.

Overall, DLNA allows more convenience, more choices and enjoyment of your digital content
through DLNA certified devices. Any DLNA certified devices or software can access the DLNA
server.

With USB storage, 8920NZ(L) can serve as a DLNA server.

I Configuration \ \ i"..._ .

 Digital Media Server settings

Parameters

On-board digital media server ¥ Enable

Interface Default

Media Library Path | usb1_1 [

| Cancel

On-board digital media server: Enable to share the device as a DLNA server.
Interface: The VLAN group, it is the bound interface for DLNA server accessing.

Media Library Path: Default is usb1_1, total USB space (pictures, videos, music, etc, all can be
accessed with this path).
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Take Windows media player in Windows 7 accessing the DLNA server for example for usage of

DLNA .

-
Windows Media Player
[

s

lFﬁ[e View Play Tools Help

@U » BIPAC-7800NX: 254 »

I Organize »  Stream »  Create playlist

Title

g

Music

Ep Library
[#] Playlists
4 [ Music
5 Artist
(=) Album

') Genre
B Videos
|| Pictures
=] Recorded TV
B Other media

[F" Other Libraries
iPAC-TBO0DN: 254 |

3 A z
II ﬂ Media Guide

Play
jel v| @ Il Save list

¥, |55:!:r"

H =& = P >

Videos Pictures  Recorded TV  Playlists

Unsaved list

Drag items here
to create a playlist.

0 iterns

b4

O

,-—
i
b
F|
y
g‘
am
is

b

-
|| Windows Media Player

N

File View Play Tools Help

I Organize *  Stream ~

4 Jd Music
¢, Artist

Create playlist -
+  Album

oK

—
@U r BIPAC-TB00NK: 254 » Music » All music

Play Bumn

P~ @ Idsavelist

Sync

P~ @~

&

S v |Search Clear list
= Title
The One That Got Away.mp3

(5) Album
& Genre
B Videos
|=]| Pictures
| Recorded TV

o0T
sk

Unknown Genre

The One That Got Away... x

=i

Shop

00T
o0k

Unknown Year

L ] Unsaved list

El) Other media

247
4:46

* The One That Got Away.mp3
Born To Die.mp3

[f Other Libraries
4 L?‘b BiPAC-TE00MX: 254
4 | [ Music
@, Artist
(=) Album

m

998
9L

Unknown Genre

Born To Die.mp3

Unknown Year

') Genre
H Videos
= Pictures
= Recorded TV

II :}Medial&uide =

2 itemns, 8 minutes

u

00:06

=

O ! m (e '\@T;') o
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IP Tunnel

An IP Tunnel is an Internet Protocol (IP) network communication channels between two networks of
different protocols. It is used to transport another network protocol by encapsulation of its packets.

IP Tunnels are often used to connect two disjoint IP networks that do not have a native routing path
to each other, via an underlying routable protocol across an intermediate transport network, like VPN.

Another prominent use of IP Tunnel is to connect islands of IPv6 installations across the IPv4
internet.

IPv6inIPv4

6in4 is an Internet transition mechanism for migrating from IPv4 to IPv6. 6in4 uses tunneling to
encapsulate IPv6 traffic over explicitly configured IPv4 links. The 6in4 traffic is sent over the IPv4
Internet inside IPv4 packets whose IP headers have the IP Protocol number set to 41. This protocol
number is specifically designated for IPv6 capsulation.

6RD:

6RD is a mechanism to facilitate IPv6 rapid deployment across IPv4 infrastructures of internet
service providers (ISPs).

It is derived from 6to4, a preexisting mechanism to transporting IPv6 packets over |Pv4
infrastructure network, with the significant change that it operates entirely within the enduser’s ISP
network, thus avoiding the major architectural problems inherent in the original design of 6to4.

1
IConﬁgura:mn u}; .
A -

 IPvGinlPvd

6ind Tunnel Configuration
Mame WAN  LAN  Dynamic V4 Common Bit Length Grd Prefix with Prefix Length Border Relay Address Remaove

Remaove

Click Add button to manually add the 6in4 rules.

\
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* &ind Tunnel Configuration
Parameters

Tunnel Mame

llechanism GRD v
Associated WAN Interface ~
Agsociated LAN Interface LAN/BrD v

Methad @ wanual O Autematic

V4 Commen Bit Length
Grd Prefix with Prefix Length
Border Relay [Pvd

Apply Cancel

Tunnel Name: User-defined name.

Mechanism: Here only 6RD.
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Associated WAN Interface: The applied WAN interface with the set tunnel, thus when there are
packets from/to the WAN interface, the tunnel would be used to transport the packets.

Associated LAN Interface: Set the linked LAN interface with the tunnel.

Method: 6rd operation mechanism: manually configured or automatically configured. If manually,
please fill out the following 6rd parameters.

V4 Common Bit Length: Specify the length of IPv4 address carried in IPv6 prefix, for example, 0
means to carry all the 32 bits of IPv4 address while 8 carries 24 bits of the IPv4 address.

6rd Prefix with Prefix Length: Enter the 6rd prefix and prefix length you uniquely designate to 6rd
by the ISP( The 6rd prefix and prefix length are to replace the standard 6to4 prefix 2002::/16 by an
IPv6 prefix that belongs to the ISP-assigned.)

Border Relay IPv4 Address: The |IPv4 address of the border relay. The relay is used to unwrap
capsulated IPv4 packets into IPv6 packets and send them to the IPv6 network.
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IPv4inIPv6

4in6 refers to tunneling of IPv4 in IPv6. It is an inherent internet interoperation mechanism allowing
IPv4 to be used in an IPv6 only network.

4in6 uses tunneling to encapsulate IPv4 traffic over configured IPv6 tunnels. 4in6 tunnels are usually
manually configured but they can be automated using protocols such as TSP (Tunnel Setup
Protocol) to allow easy connection to a tunnel broker.

DS - Lite
DS —Lite, or Dual-Stack Lite, is designed to let an ISP omit the deployment of any IPv4 address to

the customer’s CPE. Instead, only global IPv6 addresses are provided (Regular Dual-Stack Lite
deploys global addresses for both IPv4 and IPv6).

The CPE distributes private IPv4 addresses for the LAN clients, the same as a NAT device. The
subnet information is chosen by the customer, identically to the NAT model. However, instead of
performing the NAT itself, the CPE encapsulates the IPv4 packet inside an IPv6 packet.

A
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¥ IPv4inlPve
4in6 Tunnel Configuration
Mame WAN LAN Dynamic AFTR Remoave

Add Remaove

Click Add button to manually add the 4in6 rules.

ICGnﬂguratien u_\l .
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*4in6 Tunnel Configuration
Parameters

Tunnel Name

Mechanism D5-Lits v
Azsociated WAN Interface V_
Associated LAN Interface L"-.N-'hl'tl v

Method ® manual O Automnatic

AFTR

Apply Cancel

Tunnel Name: User-defined tunnel name.

Mechanism: It is the 4in6 tunnel operation technology. Please select DS-Lite.

Associated WAN Interface: The applied WAN interface with the set tunnel, and when there are
packets from/to the WAN interface, the tunnel would be used to transport the packets.
Associated LAN Interface: Specify the linked LAN interface with the tunnel.

Method: Manually to specify the AFTP (Address Family Transition Router) address or Automatic.
AFTR: Specify the address of AFTP (Address Family Transition Router) from your ISP.
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Security
IP Filtering Outgoing

IP filtering enables you to configure your router to block specified internal/external users (IP address)
from Internet access, or you can disable specific service requests (Port number) to /from Internet.
The relationship among all filters is “or” operation, which means that the router checks these
different filter rules one by one, starting from the first rule. As long as one of the rules is satisfied, the
specified action will be taken.

Outbound IP Filtering by default is set to forward all outgoing traffic from LAN to go through the
router, but user can set rules to block the specific outgoing traffic.

Note: The maximum number of entries: 32.

\
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* |P Filtering
COutgoing IP Filtering Setup
Amaximurm entries can be configured; 32

; P Source IP address Source Port . . 3
Crder  Filter Mame : Protocal s — Action  Log Disable Remove Edit
Version Destination IP address Destination Port

Add Remaove Reorder

Click Add button to enter the exact rule setting page.
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* Qutgoing IP Filtering Setup

Parameters

Filter Mame =< | —type or select from listhox— (s |

IP Version IPv4 |»

Frotocol __TCP;IJDP “ Frotocol Mumber '[D - 254]

Source |F address ' ] [ Source Port [port ar portpori]
Destination IP address - Destination Paort | [port or portpor]
Time Schedule Always On v Sun Man Tue Wed Thu Fri Sat From| 00 -| 00 To[0o |:[oa

Action drap v Log 1

Filter Name: A user-defined rule name. User can select simply from the list box for the application
for quick setup.

IP Version: Select the IP Version, IPv4 or IPv6.
Protocol: Set the traffic type (TCP/UDP, TCP, UDP, ICMP, RAW, Any) that the rule applies to.

Source IP address: This is the Address-Filter used to allow or block traffic to/from particular IP
address(es) featured in the IP range. If you leave empty, it means any IP address.

Source Port [port or port:port]: The port or port range defines traffic from the port (specific
application) or port in the set port range blocked to go through the router. Default is set port from
range 1 — 65535.

Destination IP address: Traffic from LAN with the particular traffic destination address specified in
the IP range is to be blocked from going through the router, similarly set as the Source IP address
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above.

Destination Port [port or port: port]: Traffic with the particular set destination port or port in the set
port range is to be blocked from going through the router. Default is set port from port range: 1 —
65535.

Time Schedule: Select or set exactly when the rule works. When set to “Always On”, the rule will
work all time; and also you can set the precise time when the rule works, like 01:00 - 19:00 from
Monday to Friday. Or you can select the already set timeslot in “Time Schedule” during which the
rule works. And when set to “Disable”, the rule is disabled or inactive and there will be an icon”

; ”in list table indicating the rule is inactive. See Time Schedule.

Action: Select to drop or forward the packets fit the outgoing filtering rule.
Log: check the check-box to record the security log. To check the log, users can turn to Security Log.

Example: For example, if there is an outgoing rule set as follows, then the 21 application between
source |IP and destination IP will be forwarded. Or exactly in the rule below, all traffic trying to access
FTP will be forwarded.

I Configuration \ i\. .
' =

¥ Ouigoing IP Filtering Setup

Parameters

Filter Mame [FP %= | ~tvpe or select from listbox— % |

IP Version IPvad

Frotocol | TCPIUDF v'_ Protocol Mumber |10 -254]

Source IP address | - Source Port |[port or portpor]
Destination IP address [ i : Destination Port 5._‘21 |[portor portport]
Time Schedule [ Always On v| lsun Imon | ITue Iwed | Thu [ IFri [ sat From[oo |:[oo |Te[o0 - |:[oo

Action -f-:nr-.-varc_l v Log

I Configuration u\u .
A = -

¥ IP Filtering
Outgoing IP Filtering Setup
Amaximum entries can be configured: 32

" P Source IP address Source Paort : . .
Order  Filter Name ; Protocol " S e Action  Log Disable Remove Edit
\ersion Destination P address Destination Port
Any Any P
EFE 4 TGP forward Enable Edit
2 0 (e

Add Remaove Reaorder

(The rule is active; disable field shows the status of the rule, active or inactive)
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J— R |

Filter Name |F|'P |«<| —type or select from listbox-— @

Pratocal TP Pratocal Number [ Jw-254

|~| | Source Port l:l[poﬂ or partport]
Destination IP address | & | Destination Port 21 |mortorportpor

Time Schedule | bisanle D Lisun [imon [Jtue [lwed [I7hu [lFr [Isat Fromfoa - |:[00 - |To[oo ~|:[0a -]
Action forward Log

— RS |
1P Fitering |
Outgoing IP Filtering Setup |

| Amadmurm entries can be configured: 32
I Destination Port.
Any ; . .
FTP 4 TCP 21 forward Enable 0 -lE:m

Any
Any

[M‘.‘_] [ Remave | | Reorder |

(Rule inactive)
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IP Filtering Incoming

Incoming IP Filtering is set by default to block all incoming traffic, but user can set rules to forward
the specific incoming traffic.

Note:

1. The maximum number of entries: 32.

2. When LAN side firewall or firewall in WAN interface(s) is enabled, user can move here to add
allowing rules to pass through the firewall.

= ] = VA
Configuration \ I b
- -

~ |P Filtering

Incoming P Filtering Setup
A maximum eniries can be configured; 32

P Source IP address Saource Port
Filter Mame Interfaces . Praotocol inati Lo Dizable Remove Edit
Version Destination [P address Esrsttlnatlon &

Click Add button to enter the exact rule setting page.

Ir:cnﬂgur'aiicn er .
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* Incoming IP Filtering Setup
Parameters
Filter Name ==[ type or selectrom listhox— »

IP Version IPyd

Protocal TCPIUDP + Protecel Number [0-254]

Source IP address ji= Source Port [port or portport
Destination IP address | ~ Destination Port [part or portpor]

Interfaces Al lipoe_ethoretho. 1 B brofbro
Time Schedule Always On v Sun Idan Tue Wed Thu Fri Sat From| 00 {00 | To{ 00 :[o0
Log il

Apply

Filter Name: A user-defined rule name. User can select simply from the list box for the application
for quick setup.

IP Version: Select the IP Version, IPv4 or IPv6.
Protocol: Set the traffic type (TCP/UDP, TCP, UDP, ICMP, RAW, Any)) that the rule applies to.

Source IP address: This is the Address-Filter used to allow or block traffic to/from particular IP
address(es) featured in the IP range.. If you leave empty, it means any IP address.

Source Port [port or port:port]: The port or port range defines traffic from the port (specific
application) or port in the set port range blocked to go through the router. Default is set port from
range 1 — 65535.

Destination IP address: Traffic from LAN with the particular traffic destination address specified in
the IP range is to be blocked from going through the router, similarly set as the Source IP address
above.

Destination Port [port or port : port]: Traffic with the particular set destination port or port in the
set port range is to be blocked from going through the router. Default is set port from port range: 1 —
65535

Interfaces: Check if the filter rule applies to all interfaces. User can base on need select interfaces
to make the rule take effect with those interfaces.
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Time Schedule: Select or set exactly when the rule works. When set to “Always On”, the rule will
work all time; and also you can set the precise time when the rule works, like 01:00-19:00 from
Monday to Friday. Or you can select the already set timeslot in “Time Schedule” during which the
rule works. And when set to “Disable”, the rule is disabled or inactive and there will be an icon”

) ”in the list table indicating the rule is inactive. See Time Schedule.

Log: check the check-box to record the security log. To check the log, users can turn to Security Log.
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MAC Filtering

MAC Filtering is only effective on ATM PVCs configured in Bridged mode.

FORWARDED means that all MAC layer frames will be forwarded except those matching with any
of the specified rules in the following table.

BLOCKED means that all MAC layer frames will be blocked except those matching with any of the
specified rules in the following table.

\
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TMAC Filtering

MAC Filtering Setup
MAC Filtering is only effective on ATM PVCs configured in Bridge mode. FORWARDED means that all MAC layer frames will be FORWARDED exceptthose matching with any of the
specified rules in the following table. BLOCKED means that all MAC layer frames will be BLOCKED except those matching with any of the specified rules in the following table.

MAC Filtering Policy For Each Interface

Interface Palicy Change
atma.1 FORVVARD [T}
WARNING: Changing from one policy ta anaother of an interface will cause all defined rules for that interface to be REMOYED AUTOMATICALLY! You will need to create new rules
far the new
Change Policy
MAC filtering rules
Interface Protacol Destination MAC Source MAC Frame Direction Remave
Add Remaove

By default, all MAC frames of the interface in Bridge Mode will be forwarded, you can check
Change checkbox and then press Change Policy to change the settings to the interface.

For example, from above, the interface atm0.1 is of bridge mode, and all the MAC layer frames will
be forward, but you can set some rules to let some item matched the rules to be blocked.

Click Add button to add the rules.

I Configuration \ I\.. .
A "

~MAC filtering rules
Parameters

Protocol v

Destination MAC

Saource MAC

Frame Direction LAN===WAN |5

VAN Interface br_eth0/ethD.2 (v
Apply

Protocol type: Select from the drop-down menu the protocol that applies to this rule.
Destination /Source MAC Address: Enter the destination/source address.

Frame Direction: Select the frame direction this rule applies, both LAN and WAN: LAN <=>WAN,
only LAN to WAN: LAN=>WAN, only WAN to LAN: WAN=>LAN.

WAN Interfaces: Select the interfaces configured in Bridge mode.
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Blocking WAN PING

This feature is enabled to let your router not respond to any ping command when someone others
“Ping” your WAN IP.

Configuration % -
I ’ A

~ Block WAN PING

Parameters

Block WAN PING OEnable @ Disable

Block WAN (IPva} PING CEnable @ Disable
Apply Cancel
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Time Restriction

A MAC (Media Access Control) address is the unique network hardware identifier for each PC on
your network’s interface (i.e. its Network Interface Card or Ethernet card). Using your router's MAC
Address Filter function, you can configure the network to block specific machines from accessing
your LAN during the specified time.

This page adds time of day restriction to a special LAN device connected to the router. To Restrict
LAN device(s), please click Add button to add the device(s) from accessing internet under some set
time. To find out the MAC address of a window based PC, go to command window, and type
“‘ipconfig/all”.

Note: The maximum entries configured: 32.

\
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~Time Restriction

Access Time Restriction

4 maximum entries can be configured: 32

Host Label MAC Address Sun Mon Tue Wed Thu Fri Bat StartTime End Time Remuove Edit

Add Remave

Click Add to add the rules.
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I Configuration u’lt‘ .
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T Time Restriction

Parameters

Host Label

MAC Address <=| -type or select from listhox—

[drap _ v sun Mon | 1 Tue Wed Thu Fri Sat From 00 ;|00  |To{0D
an

Time Schedule

Apply Cancel

Host Label: User-defined name.

MAC Address: Enter the MAC address(es) you want to allow or block to access the router and LAN.
The format of MAC address could be: XX:XX:XX:XX:XX:XX Or XX-XX-XX-XX-XX-XX. For convenience, user
can select from the list box.

Time Schedule: To determine when the rule works.

@® Drop: To drop the MAC entries always; in other words, the MACs are blocked access to router
and internet always.

® Forward: To forward the MAC entries always; in other words, the MACs are granted access to
the router and internet always.

@® Check or select from listbox: To set the time duration during which the MACs are blocked
from access the router and internet. “select from listbox” means that you can select the
already set timeslot in “Time Schedule” section during which the MACs are blocked from
access the router and internet.

Click Apply to confirm your settings. The following prompt window will appear to remind you of the
attention.
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An example:

- VA
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*Time Restriction
Access Time Restriction

A maximum entries can he configured; 32

Hast Label MAC Address Sun  Mon Tue Wed Thu Fri Sat  StatTime  End Time Remaove Edit
test 18:30:05:38:04:03 farward N
child-use 18:20:05:04:12:23 X x X X X 00:00 2359 0

Here you can see that the user “child-use” with a MAC of 18:a9:05:04:12:23 is blocked to access the
router from 00:00 to 23:59 Monday through Friday.
The “test” can access the internet always.

If you needn’t this rule, you can check the box, press Remove, it will be OK.
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URL Filter

URL (Uniform Resource Locator — e.g. an address in the form of http://www.abcde.com or
http://www.example.com) filter rules allow you to prevent users on your network from accessing
particular websites by their URL. There are no pre-defined URL filter rules; you can add filter rules to
meet your requirements.

Note:
1) URL Filter rules apply to both IPv4 and IPv6 sources.

2) But in Exception IP Address part, user can click “=='* to set the exception IP address(es) for
IPv4 and IPv6 respectively.

\
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*URL Filter
Parameters
Keywords Filtering CIEnable Detail +
Domains Filtering [IEnable Detail ¥

Restrict URL Features BLock [luava applet Ol activex [ cookie [ Prowy

ExceptIP Address Detail

Log O

Time Schedule Always On v Sun Mon Tue Wed Thu Fri Sat From 00 - |:| 00 Toj 0O - |-{00

Keywords Filtering: Allow blocking against specific keywords within a particular URL rather than
having to specify a complete URL (e.g.to block any image called “advertisement.gif”). When enabled,
your specified keywords list will be checked to see if any keywords are present in URLs accessed to
determine if the connection attempt should be blocked. Please note that the URL filter blocks web
browser (HTTP) connection attempts using port 80 only.

Domains Filtering: This function checks the whole URL address but not the IP address against
your list of domains to block or allow. If it is matched, the URL request will either be sent (Trusted) or
dropped (Forbidden).

Restrict URL Features: Click Block Java Applet to filter web access with Java Applet components.
Click Block ActiveX to filter web access with ActiveX components. Click Block Cookie to filter web
access with Cookie components. Click Block Proxy to filter web proxy access.

Exception IP Address: You can input a list of IP addresses as the exception list for URL filtering.
These IPs will not be covered by the URL rules.

Time Schedule: Select or set exactly when the rule works. When set to “Always On”, the rule will
work all time; and also you can set the precise time when the rule works, like 01:00-19:00 from
Monday to Friday. Or you can select the already set timeslot in “Time Schedule” during which the
rule works. And when set to “Disable”, the rule is disabled. See Time Schedule.

Log: Select Enable for this option if you will like to capture the logs for this URL filter policy. To
check the log, users can turn to Security Log.
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Keywords Filtering
Note: Maximum number of entries: 32.

Click M&tal* to add the keywords.

-
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¥ Keywords Filtering
Parameters
Keyword

Add | | Edit/Delete  Return b

Enter the Keyword, for example image, and then click Add.

IConfigu;'a'-.lon u - .
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T Keywords Filtering

Parameters

Keyword

Edit/ Delete | Return
Edit Keyword

Delete

O

O image

You can add other keywords like this. The keywords you add will be listed as above. If you want to
reedit the keyword, press the Edit radio button left beside the item, and the word will listed in the
Keyword field, edit, and then press Edit/Delete to confirm. If you want to delete certain keyword,

check Delete checkbox right beside the item, and press Edit/Delete. Click Return to be back to the
previous page.

Domain Filtering

Note: Maximum number of entries: 32.

Click P=tzilY 1o add Domains.

IC-}nfigura'ﬂon u\‘ .
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* Domains Filtering
Parameters

Diomains Filtering

Edit/Delete | Return >

Type Forbidden Domain »

Domain Filtering: enter the domain you want this filter to apply.
Type: select the action this filter deals with the Domain.

® Forbidden Domain: The domain is forbidden access.

® Trusted Domain: The domain is trusted and allowed access.

Enter a domain and select whether this domain is trusted or forbidden with the pull-down menu. Next,
click Add. Your new domain will be added to either the Trusted Domain or Forbidden Domain listing,
depending on which you selected previously. 1%3r specific process, please refer to Keywords



Filtering.

Exception IP Address
In the section, users can set the exception IP respectively for IPv4 and IPv6.

Click “=2l* to add the IP Addresses.

A
Configuration i uil:‘

*Except IP Address
Parameters
IP Version IPy4 [a

Internal IP Address =

Edit/ Delete | Retum b

Enter the except IP address. Click Add to save your changes. The IP address will be entered into
the Exception List, and excluded from the URL filtering rules in effect. For specific process, please
refer to Keywords Filtering.

For example, users can set IPv4 client 192.168.1.103 in your network as a exception address that is
not limited to the rules set in URL filter ( or IPv4 clients (a range) ). And also an IPv6 client
(2000:1211:1002:6ba4:d160:5adb:9009:87ae) or IPv6 clients(a range ) can be the exceptions from
the URL rules.

At the URL Filter page, press Apply to confirm your settings.

163



Parental Control Provider

Parental Control Provider provides Web content filtering offering safer and more reliable web surfing
for users. Please get an account and configure at the selected Provider “www.opendns.com” in
advance. To use parental control (DNS), user needs to configure to use parental control (DNS
provided by parental control provider) to access internet at WAN configuration or DNS page(See
DNS).

\
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¥ Parental Control Provider

Parameters

Farental Contral Provider provides Web content filtering while surfing the web safer and more reliable.
Please get an account and configure at the selected Provider in advance

Provider www.opendns.com
Host Mame
Username

Password

Apply Cancel

Host Name, Username and Password: Enter your registered domain name and your username
and password at the provider website www.opendns.com.
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QoS - Quality of Service

QoS helps you to control the data upload traffic of each application from LAN (Ethernet) to WAN
(Internet). This feature allows you to control the quality and speed of throughput for each application
when the system is running with full upstream load.

Note: VDSL/ADSL line speed is based on the VDSL/ADSL sync rate. But there is no QoS on
3G/LTE as the 3G/LTE line speed is various and can not be known exactly.

IlZu:—Hﬁgurailen \ “\}E .
£ —

* Q05 Classification Setup
EVVAN Line Speed
Upstream | Downstream 0 0 lkbps [0 : Disable]

WMaximum rules can be configured: 32
Class Mame [P Version Direction Internal IP Address  Internal Port Protocol ExternallP Address External Port DSCP Mark Rate Type Disabled Remove Edit
Add

EWAN Line Speed

Upstream / Downstream: Specify the upstream and downstream rate of the EWAN interface.
Click Apply to save the EWAN rate settings.

Click Add to enter QoS rules.

ICr:nﬂguralicn w; .
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¥ Quality of Service

Non-Assigned Bandwidth Ratio == Upstream (LAN to VAN) : 100%  Downstream (VAN to LAN) : 100%

IP Version [1Pva v:

Application ' |<=[ ~type or selectrom listoox— &

Direction LAN 10 WAN » Protoceol Any [ DSCP Marking | Disable s

Rate Tvpe Frioritizatien bt Ratio % Priarity | Narmal

Internal IF Address ! {El ._ Internal Part ! ! - |

External IP Address = = | External Port | |

Time Schedule Always On v Sun IMan Tue Wed Thu Fri Sat From| 00 (o0 _-T-:n:'iJD |2 00
Apply

IP Version: Select either IPv4 or IPv6 base on need.

Application: Assign a name that identifies the new QoS application rule. Select from the list box for
quick setup.

Direction: Shows the direction mode of the QoS application.

® LAN to WAN: You want to control the traffic from local network to the outside (Upstream).
You can assign the priority for the application or you can limit the rate of the application.
Eg:you have a FTP server inside the local network, and you want to have a limited control by
the QoS policy and so you need to add a policy with LAN to WAN direction setting.

® WAN to LAN: Control traffic from WAN to LAN (Downstream).
Protocol: Select the supported protocol from the drop down list.

DSCP Marking: Differentiated Services Code Point (DSCP), it is the first 6 bits in the ToS byte.
DSCP Marking allows users to classify the traffic1605f the application to be executed according to the



DSCP value.
IP Precedence and DSCP Mapping Table

Mapping Table

Default (000000) Best Effort

EF(101110) Expedited Forwarding
AF11 (001010) Assured Forwarding Class1(L)
AF12 (001100) Assured Forwarding Class1(M)
AF13 (001110) Assured Forwarding Class1(H)
AF21 (010010) Assured Forwarding Class1(L)

AF22 (010100

~—

Assured Forwarding Class1(M)

AF23 (010110) Assured Forwarding Class1(H)
AF31 (011010)

AF32 (011100) Assured Forwarding Class1(M)
AF33 (011110) Assured Forwarding Class1(H)
AF41 (100010) Assured Forwarding Class1(L)
AF42 (100100) Assured Forwarding Class1(M)
AF43 (100110) Assured Forwarding Class1(H)

(
(
(
(
(
(
Assured Forwarding Class1(L)
(
(
(
(
(
C

CS1(001000) Class Selector(IP precedence)1

CS2(010000) Class Selector(IP precedence) 2
CS3(011000) Class Selector(IP precedence)3

CS4(100000) Class Selector(IP precedence) 4
CS5(101000) Class Selector(IP precedence) 5
CS6(110000) Class Selector(IP precedence) 6
CS7(111000) Class Selector(IP precedence) 7

DSCP offers three levels of service, Class Selector (CS), Assured Forwarding (AF) and Expedited
Forwarding (EF). AF1, AF2, AF3 and AF4 are four levels of assured forwarding services. Each AF
has three different packet loss priorities from high, medium, to low. Also, CS1-CS7 indicates the IP
precedence.

Rate Type: You can choose Limited or Prioritization.

® Limited (Maximum): Specify a limited data rate for this policy. It also is the maximum rate
for this policy. When you choose Limited, type the Ratio proportion. As above FTP server
example, you may want to “throttle” the outgoing FTP speed to 20% of 256K and limit to it,
you may use this type.

® Prioritization: Specify the rate type control for the rule to used. If you choose Prioritization
for the rule, you parameter Priority would be available, you can set the priority for this rule.

® Set DSCP Marking: When select Set DSCP Marking, the packets matching the rule will be
forwarded according to the pre-set DSCP marking.

Ratio: The rate percent of each application/policy compared to total traffic on the interface with
limited rate type. For example, we want to only allow 20% of the total data for the LAN-to-WAN
direction to be used for FTP server. Then we can specify here with data ratio = 20. If you have ADSL
LINE with 256K/bps.rate, the estimated data rate, in kbps, for this rule is 20%*256*0.9 = 46kbps.
(For 0.9 is an estimated factor for the effective data transfer rate for an ADSL LINE from LAN to
WAN. For WAN-to-LAN, it is 0.85 to 0.8)

Priority: Set the priority given to each policy/application. Specify the priority for the use of bandwidth.
You can specify which application can have higher priority to acquire the bandwidth. Its default
setting is set to Normal. You may adjust this setting to fit your policy / application.

Internal IP Address: The IP address values for Local LAN devices you want to give control.

Internal Port: The Port number on the LAN side, it is used to identify an application.
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External IP Address: The IP address on remote / WAN side.
External Port: The Port number on the remote / WAN side.

Time Schedule: Select or set exactly when the rule works. When set to “Always On”, the rule will
work all time; and also you can set the precise time when the rule works, like 01:00-19:00 from
Monday to Friday. Or you can select the already set timeslot in “Time Schedule” during which the
rule works. And when set to “Disable”, the rule is disabled or inactive and there will be an icon”

) ” indicating the rule is inactive. See Time Schedule.
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Examples: Common usage

HTTP web Normal PC
browsing users

Restricted PC

1. Give outgoing VolP traffic more priority.

The default queue priority is normal, so if you have VolIP users in your local network, you can set a
higher priority to the outgoing VolP traffic.

IConnguralion 1“%_ -

 Quality of Service

Non-Assigned Bandwidth Ratio == Upstream (LAN to VWAN) : 100%  Downstream (VAN to LAN) : 100%

IP Version [IPv4 ]

Application |\."0i|3 |<<|—t)-'pe or selectfrom listhox— |+ |

Direction AN to WAN » Frotocal [any ] DSCP Marking  |[EF(101110) v

Rate Type Frioritization | Ratio [ s Priority [High ¥

Internal IP Address | |=| | Internal Port I—_| ™ L:

Extarnal IP Address | }=| | External Port |—| ~ —|

Time Schedule [timeslot1 v Osun Muon MTue Mwed Ethu BFi Clsat From[ 00 w|: 00 »|To[ 09 »|:[19 |

2. Give regular web http access a limited rate

IConnguralion 1“}}_ -

 Quality of Service

Non-Assigned Bandwidth Ratio => Upstream (LAN to VWAN) © 100%  Downstream (VAN to LAN) : 100%

I Versian [IPv4 ]

Application |HTTP |<=|HTTP(TCPF 80} |

Direction LAN to WAN Frotocol [TCP ¥ DSCP Marking  [Disable

Rate Type [ Limited (Maximum) | Ratio 20 | Friority [Normal |

Internal IP Address | |=| | Internal Fort |—| e |—|

External IP Address | |~ | External Part [s0 |~[eo |

Time Schedule [timeslot1 v Osun Muon Mrue Mwed Ehu BFi Clsat From[ 00 w|: 00 »|To[09 »|:[19 |

168



3. If you are actively engaged in P2P and are afraid of slowing down internet access for other users
within your network, you can then use QoS to set a rule that has low priority. In this way, P2P
application will not congest the data transmission with other applications.

Ir:onﬂguraticn

* Quality of Service

N N

Non-Assigned Bandwidth Ratio => Upstream (LAN to VUAN) : 80% Downstream (VUAN to LAN) : 100%

IP Version
Application
Direction

Rate Type

Internal IF Address
External IF Address

Time Schedule

[1Pv4 (]
[P2p E-‘= -Epe or seledfr:n |i1_ Ilstp 0X%— _9:!
[Lant to wan s Protocal Any % DSCP Marking | Disable ~
[Prioitization (] Ratio [ Priorit [Cow @
- _._ —} Internal Paort ;-:l
_Jl . | External Fort L T |
[timeslot1 = ¥| Osun Euon M1ue Mwed Mhu Bri Osat From[0o »]:[00 | To[08 % ]:[19 %]

Other applications, like FTP, Mail access, users can use QoS to control based on need.
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QoS Port Shaping

QoS port shaping supports traffic shaping of Ethernet interfaces. It forcefully maximizes the
throughput of the Ethernet interface. When “Shaping Rate” is set to “-1”, no shaping will be in place
and the “Burst Size” is to be ignored.

\
ICGnﬂgura!ion &“‘ll‘!

(@05 Port Shaping
Parameters

Q03 port shaping supports traffic shaping of Ethernet interface. If “Shaping Rate” is setto -17, it means no shaping and "Burst Size” will be ignored.

Interface Tipe Q085 Shaping Rate (kbps) Burst Size (Byte)
El LAaN i |0
B2 LaM |=1 0
P3 LAM |-1 0
P4 LAM 1 0
PS/EWAN LAaM 1 llJ

Interface: P1-P5. P5 used as EWAN also covered.

Type: All LAN when P5 is LAN port; P5 used as EWAN, type WAN and all others LAN.
QoS Shaping Rate (Kbps): Set the forcefully maximum rate.

Burst Size(Bytes): Set the forcefully Burst Size.
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NAT

NAT (Network Address Translation) feature translates a private IP to a public IP, allowing multiple
users to access the Internet through a single IP account, sharing the single IP address. It is a natural
firewall for the private network.

Exceptional Rule Group

Exceptional Rule is dedicated to giving or blocking Virtual Server/ DMZ access to some specific IP or
IPs(range). Users are allowed to set 8 different exceptional rule groups at most. In each group, user
can add specific IP or IP range.

ICu)nTigurali.}n “’\t‘ .
&

~ Exceptional Rule Group

Parameters

Group Index  Group Mame Default Action  Exceptional Rule IP Range Edit
1 Group Allow
2 Group2 Allow
3 Group3 Allow Edit
4 Groupd Allow
5 Groups Allow [Edit]
5 Groupg Allgw
7 Group? Allow @
8 Groups Allow

Press Edit to set the exceptional IP (IP Range).

Ilionﬂgura:mn “‘\4 .
A E =

* Exceptional Rule Group

Parameters

Group Mame | Group

Default Action Allow Block
Apply

Exceptional Rule IP Range

IF Address Range %

Default Action: Please first set the range to make “Default Action” setting available. Set “Allow” to
ban the listed IP or IPs to access the Virtual Server and DMZ Host

Check “Block” to grant access to the listed IP or IPs to Virtual Server and DMZ Host.
Apply: Press Apply button to apply the change.
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Exceptional Rule Range
IP Address Range: Specify the IP address range; IPv4 address range can be supported.
Click Add to add the IP Range.

For instance, if user wants to block IP range of 172.16.1.102-172.16.1.106 from accessing your set
virtual server and DMZ host, you can add this IP range and valid it.

I Configuration A \ i \.4_ .

* Exceptional Rule Group

Parameters
Group MName | Graup1
Default Action @ allow O Block

Exceptional Rule [P Range
IP Address Range |~

Add Edit/ Delete

Edit Action IP Address Range Celete
O Block 172161102 ~ 172.16.1.106 |
'$) Block 172.16.1.108 ~ 172.16.1.108 |
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Virtual Servers

In TCP/IP and UDP networks a port is a 16-bit number used to identify which application program
(usually a server) incoming connections should be delivered to. Some ports have numbers that are
pre-assigned to them by the IANA (the Internet Assigned Numbers Authority), and these are referred
to as “well-known ports”. Servers follow the well-known port assignments so clients can locate them.

If you wish to run a server on your network that can be accessed from the WAN (i.e. from other
machines on the Internet that are outside your local network), or any application that can accept
incoming connections (e.g. Peer-to-peer/P2P software such as instant messaging applications and
P2P file-sharing applications) and are using NAT (Network Address Translation), then you will
usually need to configure your router to forward these incoming connection attempts using specific
ports to the PC on your network running the application. You will also need to use port forwarding if
you want to host an online game server.

The reason for this is that when using NAT, your publicly accessible |IP address will be used by and
point to your router, which then needs to deliver all traffic to the private IP addresses used by your
PCs. Please see the WAN configuration section of this manual for more information on NAT.

The device can be configured as a virtual server so that remote users accessing services such as
Web or FTP services via the public (WAN) IP address can be automatically redirected to local
servers in the LAN network. Depending on the requested service (TCP/UDP port number), the
device redirects the external service request to the appropriate server within the LAN network.

This part is only available when NAT is enabled.
Note: The maximum number of entries: 64.

\
IC-}nﬂgura:lon u}r‘ .
Y e

*Virtual Servers

Virtual Servers Setup

External Port Internal Fort . :
Senver Name Profocal Server P Address WAMN Interface Disabled Remove Edit

Start End Start End
Remave

It is virtual server listing table as you see, Click Add to move on.
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The following configuration page will appear to let you configure.

> Virtual Servers

Parameters

Interface pppoe_0_8_35/pppl.1 VAN [P
Server Name Custom Service ¥

Custom Service

Server IP Address <=[~type or selectirom listbox—- +
Times Schedule Always On hd Sun Man Tue Wed Thu Fri Sat From 00 .| 00 Tol 00
;oo
Exceptional Rule Group Mone &
External Part Internal Part
Protocol Protocol Mumber
Start End Start End
TCP v
TCP v
TCF i
TR w
TCP v
TCP v
TCP hd
TER v
TCF v
TCP v
TCP b
TCP v

Apply Cancel |

Interface: select from the drop-down menu the interface you want the virtual server(s) to apply.
Server Name: select the server name from the drop-down menu.

Custom Service: It is a kind of service to let users customize the service they want. Enter the user-
defined service name here. It is a parameter only available when users select Custom Service in
the above parameter.

Server IP Address: Enter your server IP Address here. User can select from the list box for quick
setup.

External Port

@® Start: Enter a port number as the external starting number for the range you want to give
access to internal network.

® End: Enter a port number as the external ending number for the range you want to give
access to internal network.

Internal Port
@® Start: Enter a port number as the internal staring number.

@® End: Here it will generate automatically according to the End port number of External port
and can’t be modified.

Protocol: select the protocol this service used: TCP/UDP, TCP, UDP, etc.

Time Schedule: Select or set exactly when the Virtual Server works. When set to “Always On”, the
Virtual Server will work all time; and also you can set the precise time when Virtual Server works,
like 01:00 - 19:00 from Monday to Friday. Or you can select the already set timeslot in Time
Schedule during which the Virtual Server works. And when set to “Disable”, the rule is disabled and

there will be an icon ¥ in the list table indicating the rule is disabled. See Time Schedule.

Exceptional Rule Group: Select the exceptional group listed. It is to grant or block Virtual Server
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access to a group of IPs. For example, as we set previously group 1 blocking access to
172.16.1.102-172.16.1.106. If here you want to block Virtual Server access to this IP range, you can
select Group1.

& Set up
1. Select a Server Name from the drop-down menu, then the port will automatically appear, modify
some as you like, or you can just leave it as default. Remember to enter your server IP Address.

~\irtual Servers

Parameters
Interface | pppoe_0_B8_35/ppp0 A v| WAN IP
Server Name | Custom Service w

Custom Service | |

Server IP Address | |<=~| —type or select from listbox—- v |
A i : f !
A | Always On v| L lsun [Imon [lTue [ Iwed [ IThu [ IFi [!sat Frem[o0 - |:[00 - |Tojo0 - |
100 v
Exceptional Rule Group | Nane v
External Port Internal Port
Protocal Protocol Mumber
Start End Start End
[cr |
A | |
TP |
[TcF ™ —|
ITCF’ vi |—|

[rce & i |

[TcP & | |

| |

| |

| |

| |

| |

| (e & | i
| [r_® == |

| |

| |

I |

|

2. Press Apply to conform, and the items will be list in the Virtual Servers Setup table.

IConﬂguration l‘% .

T\irtual Servers

Virtual Servers Setup

Server Name Ef;?’m Pg 3 Pratacal ::2‘31 P“:; 4 Server IP Address WAN Interface Disabled Remove Edit

Age of Empires 47624 47624 TCP 47624 47624 192.168.1.103 ppp0.1 il
Age of Empires 5073 6073 TCP 6073 6073 192.168.1.103 ppp0.1 ]
Age of Empires 2300 2400 TCP 2300 2400 192.168.1.103 pRp0.A ]
Age of Empires 2300 2400 UDP 2300 2400 192.168.1.103 ppp0.1 [l
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IConﬂguratlc-n g““\f" -

*\irtual Servers

Virtual Servers Setup

External Port Internal Port , .
Server Mame Protacol : Server IP Address WAM Interface Disabled Remove Edit
Start End Start End }
Age of Empires 47624 47624 TCP 47624 47624 192.168.1.103 pppo.1 ot =
Age of Empires 6073 6073 TCP 6073 6073 192.168.1.103 pppo.a ]
Age of Empires 2300 2400 TCE 2300 2400 192.168.1.103 ppp0.1 I
Age of Empires 2300 2400 UDP 2300 2400 192.168.1.103 ppp0.1 Il

(¥ Means the rule is inactive)

@ Remove

If you don’t need a specified Server, you can remove it. Check the check box beside the item you
want to remove, then press Remove, it will be OK.

1
IConﬂguration l‘\t‘! !

T \irtual Servers

Virtual Servers Setup

External Port Internal Port o -
Server Name Protocol Server IF Address WAN Interface Disahbled Remove Edit
Start End Start End
&ge of Empires 47624 47824 TCP 47624 4724  192.168.1.103 ppp0.A o O
Age ofEmpires BO7Z G073 TCP 5073 6073  192.168.1.103 pppa.1 il Edit
Age of Empires 2300 2400 TGP 2300 2400 192.168.1.103 ppRRO.1 O
Age of Empires 2300 2400 UDP 2300 2400  192.168.1103 ppp0.1 E Edit

Add || [ Remove
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DMZ Host

The DMZ Host is a local computer exposed to the Internet. When setting a particular internal IP
address as the DMZ Host, all incoming packets will be checked by Firewall and NAT algorithms
before being passed to the DMZ host, when a packet received does not use a port number used by
any other Virtual Server entries.

I Configuration u\i’ .
L —

~DMZ Host
Parameters
DMZ Host IP Address == | ~type or select fram listhox—
Time Schedule Always On v| “lsun Mon ITue [lwed | IThu _/Fi _Isat Fromoo - |:[o0 fre[oo - [:[oo
Exceptional Rule Group [Nene
cancel |
Ir:onngu.-mion u‘h .
A E -
* DMZ Host
Parameters
DMZ HaostIP Address | <= —tvpe or selectfrom listhox— s
Time Schedule | Always Cn | 3un Man Tue Wed Thu Fri Sat From{00 - || 00 - [To| 0O |00
Exceptional Rule Group Group v-_' Group Information
Apply Cancel
Group Index 1
Group Mame Group
Action Block

172 16.1.102~172.16.1.106

IF Address Range
17216.1.108~172.16.1.108

(Group Information)

DMZ Host IP Address: Enter the IP Address of a host you want it to be a DMZ host. Select from the
list box to quick set the DMZ.

Time Schedule: Select or set exactly when the DMZ works. When set to “Always On”, the DMZ will
work all time; and also you can set the precise time when DMZ works, like 01:00 - 19:00 from
Monday to Friday. Or you can select the already set timeslot in Time Schedule during which the
DMZ works. And when set to “Disable”, the DMZ Host is disabled. See Time Schedule.

Exceptional Rule Group: Select the exceptional group listed. It is to grant or block DMZ access to
a group of IPs. For example, as we set previously group 1 blocking access to 172.16.1.102-
172.16.1.106. If here you want to block DMZ Access to this IP range, you can select Group1.

to PCs on your network. For this reason you are advised to use specific Virtual Server
entries just for the ports your application requires instead of simply using DMZ or creating a
Virtual Server entry for “All” protocols, as doing so results in all connection attempts to your
public IP address accessing the specified PC.

”072_. Using port mapping does have security implications, since outside users are able to connect
¥

If you have disabled the NAT option in the WAN-ISP section, the Virtual Server function will
hence be invalid.

If the DHCP server option is enabled, you have to be very careful in assigning the IP
addresses of the virtual servers in order to avoid conflicts. The easiest way of configuring
Virtual Servers is to manually assign static IP address to each virtual server PC, with an
address that does not fall into the range of IP addresses that are to be issued by the DHCP
server. You can configure the virtual server IP address manually, but it must still be in the
Attention same subnet as the router.
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One-to-One NAT

One-to-One NAT maps a specific private/local address to a global/public IP address. If user has
multiple global/public IP addresses from your ISP, you are free to use one-to-one NAT to assign
some specific public IP for an internal IP like a public web server mapped with a global/public IP for
outside access.

-
Iljonﬂgur'aiion ul‘. .
'} ] 5 =

¥ One-to-One NAT

Parameters

Valid O

WAN Interface pp|3r_!5_lj_8_35-'p|3|30.1 »
Global IP Address

Internal IF Address

Exceptional Rule Group [None =

Add Edit/ Delete

Valid: Check whether to valid the one-to-one NAT mapping rule.
WAN Interface: Select one based WAN interface to configure the one-to-one NAT.

Global IP address: The Global IP mapped to an internal device. It can be left empty, and under this
circumstance, it can be reached through the WAN [P of interface set in the field above.

Internal Address: The IP address of an internal device in the LAN.

Exceptional Rule Group: Select the exceptional group listed. It is to give or block access to a group
of IPs to the server after One-to-One NAT. For example, a server with 192.168.1.3 is mapped to
123.1.1.2 by One-to-One NAT, then the exceptional group can be designated to have or have not
access to 123.1.1.2.

For example, you have an ADSL connection of pppoe_0_8_35/ppp0.1 interface with three fixed
global IP, and you then can assign the other two global IPs to two internal devices respectively.

If you have a WEB server (IP address: 192.168.1.3) and a FTP server (IP address: 192.168.1.4) in
local network, owning a public IP address range of 123.1.1.2 to 123.1.1.4 assigned by ISP. 123.1.1.2
is used as WAN IP address of the router, 123.1.1.3 is used for WEB server and 123.1.1.4 is used for
FTP server. With One-to-One NAT, the servers with private IP addresses can be accessed at the
corresponding valid public IP addresses.
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Port Triggering

Port triggering is a way to automate port forwarding with outbound traffic on predetermined ports
(‘triggering ports’), incoming ports are dynamically forwarded to the initiating host, while the
outbound ports are in use. Port triggering triggers can open an incoming port when a client on the

local network makes an outgoing connection on a predetermined port or a range of ports.

IConﬂgura:mn

~ Port Triggering

Port Triggering Setup

Trigger Open
gk Protacal cle iy Protocal
Start End
Remave
Click Add to add a port triggering rule.
ICI}I]ﬂEjLI"a{iL‘-H
¥ Port Triggering
Parameters
Interface pppoe_0_8_35/ppp0.1 »
Application [custom Application v
Custom Application |
Trigger Port Jpen Port
Trigger Protocol
Start End Start
TCP ¥
TCP v
[Tcr v
|Tcp v
TCP v
TCF v
TCF v
TCP v

Port Range
Start

End

End

A

VAN Interface Remove Edit

Cpen Protocol

[TcP
TCP
TCP
TCP
TCP

£ £ &) £

£ & %) £

Interface: Select from the drop-down menu the interface you want the port triggering rules apply to.
Application: Preinstalled applications or Custom Application user can customize the utility yourself.
Custom Application: It is a kind of service to let users themselves customizes the service they

want. Enter the user-defined service name here.

Trigger Port

@® Start: Enter a port number as the triggering port starting number.
® End: Enter a port number as the triggering port ending number.

Any port in the range delimited by the ‘Start’ and ‘End’ would be the trigger port.
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Open port
® Start: Enter a port number as the open port staring number.
@® End: Enter a port number as the open port ending number.
Any port in the range delimited by the ‘Start’ and ‘End’ would be the preset forwarding port or open
port.
Protocol: select the protocol this service used: TCP/UDP, TCP, UDP.

@ Set up

An example of how port triggering works, when a client behind a NAT router connecting to Aim Talk,
it is a TCP connection with the default port 4099.

When connecting to Aim Talk, the client typically makes an outgoing connection on port 4099 to the
Aim Talk server, but when the computer is behind the NAT, the NAT silently drops this connection
because it does not know which computer behind the NAT to send the request to connect.

So, in this case, port triggering in the router is working, when an outbound connection is attempted
on port 4099 (or any port in the range set), it should allow inbound connections to that particular
computer.

1. Select a Server Name from the drop-down menu, then the port will automatically appear, modify
some as you like, or you can just leave it as default. Remember to enter your server IP Address.

ICon!igura;il}n A W\r— .

¥ Port Triggering
Parameters
Interface PRpoe_0_8_35/pppl.1 (v

Application Alm Talk i

Custom Application

Trigger Part Open Fort
Trigger Protocel Open Protocol
Start End Start End
4099 4098 TEP e 5191 5191 TCP w
TCF v TCF v
TCP w TCP ~
TCP v TGP v
TP v TEP W
TCF v TCP v
[TcrP v [TcP v
TCP b TCP ¥

2. Press Apply to conform, and the items will be list in the Port Triggering Setup table.

\
IC.}nﬂgu-'a!ion u_'u_ .
d = -

¥ Port Triggering

Port Triggering Setup

Trigger Open
Application Fort Range Port Range AR Interface Remaove Edit
Protocal Frotacol
Start End Start End
Aim Talk TER 4099 4099 TCP 5191 5191 ppp0.1 =] | Edit

Add Remove
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@ Edit/Remove

If you don’t need a specified Server, you can remove it. Check the check box beside the item you

want to remove, and then press Remove.
Click Edit to re-edit your port-triggering rule.

IConﬂgura(ion

~ Port Triggering
Port Triggering Setup

Trigger Open
Application Port Range
Protocal Protocol
Start End
Aim Talk TCP 4099 4099 TCP

Add Remaove
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ALG

The ALG Controls enable or disable protocols over application layer.

IConﬂguraiicn .WS‘ .

TALG
Parameters

SiP @ Enable O Disable

H.323 @ Enable O Disable
IPSec @ Enable O Disable
Apply Cancel

SIP: Enable the SIP ALG when SIP phone needs ALG to pass through the NAT. Disable the SIP
when SIP phone includes NAT-Traversal algorithm.

H.323: Enable to secure the voice communication using H.323 protocol when one or both terminals
are behind a NAT.

IPSec: Enable IPSec ALG to allow one or both peers to reside behind a NAT gateway (i.e., doing
address- or port-translation).
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Wake On LAN

Wake on LAN (WOL, sometimes Wol) is an Ethernet computer networking standard that allows a
computer to be turned on or woken up remotely by a network message.

IC-;niigura:inn A u\t‘ .

*\Wake On LAN
Parameters

Host Label

WAC Address [<=|—select— ¥ | (type or select from listhox)

Wake by Schedula [JEnable Schedule b

Add

Host Label: Enter identification for the host.
Select: Select MAC address of the computer that you want to wake up or turn on remotely.

Wake by Schedule: Enable to wake up your set device at some specific time. For instance, user
can set to get some device woken up at 8:00 every weekday. Click Schedule to enter time schedule
configuring page to set the exact timeline.

IConﬂguralicn A u\t‘ .

T\Wake up Time Schedule

Parameters
Mame
Dayin a week Osun Omen O7ue Owed Othe O O sat
Time |00 »|:| 00w
Add || Edit/ Delete
Edit Mame Sun Ian Tue Wed Thu Fri Sat Time Delete
O 1 % X X X % 09:00 ]

Add: After selecting, click Add then you can submit the Wake-up action.
Edit/Delete: Click to edit or delete the selected MAC address.

Ready:

“Yes” indicating the remote computer is ready for your waking up.
“No” indicating the machine is not ready for your waking up.

Delete: Delete the selected MAC address.

i
IC.}n!igus'a{iu}n uu .
4

¥Wake On LAN

Parameters

Host Label

MAC Address == —s_elect-- ¥ | itype or select from listbox)

Wake by Schedule [ Enabie Schadule ®

Add Edit/ Delgte

Edit Action Haost Label WMAC Address Ready Delete
O Schedule hillion-17bcEf 18:A9:05:38:04:03 Yes 1
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VPN (BiPAC 8920NZ only)

A virtual private network (VPN) is a private network that interconnects remote (and often
geographically separate) networks through primarily public communication infrastructures such as
the Internet. VPNs provide security through tunneling protocols and security procedures such as
encryption. For example, a VPN could be used to securely connect the branch offices of an
organization to a head office network through the public Internet.

IPSec

Internet Protocol Security (IPsec) is a protocol suite for securing Internet Protocol (IP)
communications by authenticating and encrypting each IP packet of a communication session. IPsec
also includes protocols for establishing mutual authentication between agents at the beginning of the
session and negotiation of cryptographic keys to be used during the session.

IPsec is an end-to-end security scheme operating in the Internet Layer of the Internet Protocol Suite.
It can be used in protecting data flows between a pair of security gateways (network-to-network), or
between a security gateway and a host (network-to-host).

Note: A maximum of 16 sessions for IPSec.

I VPN u .
A r

TIPSec

MAT Traversal

NAT Traversal [ enable Keep Alive Second(s) [1-60]
Apply
Tunnel Mode Connections
Active L2TP Connection Mame Lacal Metwark Remaote Network Remote Security Gateway Remove Edit
Add
NAT Traversal

NAT Traversal: This directive enables use of the NAT-Traversal IPsec extension (NAT-T). NAT-T
allows one or both peers to reside behind a NAT gateway (i.e., doing address- or port-translation).

Keep Alive: Type the interval time(sec) for sending packets to keep the NAT Traversal alive.

Click Apply to save and apply your settings.
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Click Add to create IPSec connections.

1
= u -

vIPSec

IPSec Settings

L2TP over IPSec ClEnable

Connection Mame WAN Interface Default b |F Version IPvd s
Lacal Metwork Single Address (» IP Address MNetmask

Remaote Security Gateway | Anonymous

Remaote Metwork Single Address IP Address MNetmask

Key Exchange Method IKE IPsec Protacaol ESP

Fre-Shared Key

Lacal IT Type Default | 1D Content
Remote ID Type Default - 1D Content
Phase 1
Mode lain b
T e I Integrity s
Encryption Algarithm 3DES N Algorithm | MD5 &
OH Group r.-1QDF'1024|D_H23 v | SA Lifetime 4380 Minuteis} [G0-1440]
Phase 2
R Integrity
Encryption Algorithm 3DES | Algorithm MD5 |8
DH Group Mene e IPSec Lifetime G0 Iinute(s) [60-1440]
Keep Alive Mone
ML 0 (0 Default)
IPSec Settings

L2TP over IPSec: Select Enable if user wants to use L2TP over IPSec. See L2TPover IPSec

Connection Name: A given name for the connection, but it should contain no spaces (e.g.
“connection-to-office”).

WAN Interface: Select the set used interface for the IPSec connection, when you select adsl
pppoe_0_0_35/ppp0.1 interface, the IPSec tunnel would transmit data via this interface to connect to
the remote peer.

IP Version: Select the IP version base on your network framework.
Local Network: Set the IP address or subnet of the local network.

® Single Address: The IP address of the local host, for establishing an IPSec
connection between a security gateway and a host (network-to-host).

® Subnet: The subnet of the local network, for establishing an IPSec tunnel between a
pair of security gateways (network-to-network)

IP Address: The local network address.
Netmask: The local network netmask.

Remote Security Gateway: The IP address of the remote VPN device that is connected and
establishes a VPN tunnel.

Anonymous: Enable any IP to connect in.
Remote Network: Set the IP address or subnet of the remote network.

® Single Address: The IP address of the local host, for establishing an IPSec
connection between a security gateway and a host (network-to-host). If the remote
peer is a host, select Single Address.

® Subnet: The subnet of the local network, for establishing an IPSec tunnel between a
pair of security gateways (network-to-network), If the remote peer is a network, select
Subnet.
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Key Exchange Method: Displays key exchange method.

Pre-Shared Key: This is for the Internet Key Exchange (IKE) protocol, a string from 1 to 32
characters. Both sides should use the same key. IKE is used to establish a shared security policy
and authenticated keys for services (such as IPSec) that require a key. Before any IPSec traffic can
be passed, each router must be able to verify the identity of its peer. This can be done by manually
entering the pre-shared key into both sides (router or hosts).

Local ID Type and Remote ID Type: When the mode of phase 1 is aggressive, Local and Remote
peers can be identified by other IDs.

ID content: Enter ID content the name you want to identify when the Local and Remote Type are
Domain Name; Enter ID content IP address you want to identify when the Local and Remote Type
are |P addresses (IPv4 and IPv6 supported).

Phase 1

Mode: Select IKE mode from the drop-down menu: Main or Aggressive. This IKE provides
secured key generation and key management.

Encryption Algorithm: Select the encryption algorithm from the drop-down menu. There are
several options: 3DES and AES (128, 192 and 256). 3DES and AES are more powerful but
increase latency.

® DES: Stands for Triple Data Encryption Standard, it uses 56 bits as an encryption method.

® 3DES: Stands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

® AES: Stands for Advanced Encryption Standards, you can use 128, 192 or 256 bits as
encryption method.

Integrity Algorithm: Authentication establishes the integrity of the datagram and ensures it is not
tampered with in transmit. There are 2 options: Message Digest 5 (MD5) and Secure Hash
Algorithm (SHA1). SHA1 is more resistant to brute-force attacks than MD5. However, it is slower.

® MD5: A one-way hashing algorithm that produces a 128-bit hash.
® SHA1: A one-way hashing algorithm that produces a 160-bit hash.

DH Group: It is a public-key cryptography protocol that allows two parties to establish a shared
secret over an unsecured communication channel (i.e. over the Internet). MODP stands for Modular
Exponentiation Groups.

SA Lifetime: Specify the number of minutes that a Security Association (SA) will stay active before
new encryption and authentication key will be exchanged. Enter a value to issue an initial
connection request for a new VPN tunnel. Default is 480 minutes (28800 seconds). A short SA time
increases security by forcing the two parties to update the keys. However, every time when the VPN
tunnel re-negotiates, access through the tunnel will be temporarily disconnected.

Phase 2

Encryption Algorithm: Select the encryption algorithm from the drop-down menu. There are
several options: 3DES and AES (128, 192 and 256). 3DES and AES are more powerful but
increase latency.

Integrity Algorithm: Authentication establishes the integrity of the datagram and ensures it is not
tampered with in transmit. There are 2 options: Message Digest 5 (MD5) and Secure Hash
Algorithm (SHA1). SHA1 is more resistant to brute-force attacks than MD5. However, it is slower.

DH Group: It is a public-key cryptography protocol that allows two parties to establish a shared
secret over an unsecured communication channel (i.e. over the Internet). MODP stands for Modular

Exponentiation Groups.
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IPSec Lifetime: Specify the number of minutes that IPSec will stay active before new encryption
and authentication key will be exchanged. Enter a value to negotiate and establish secure
authentication. Default is 60 minutes (3600 seconds). A short time increases security by forcing the
two parties to update the keys. However, every time when the VPN tunnel re- negotiates, access
through the tunnel will be temporarily disconnected.

Ping for Keep Alive: Select the operation methods:

® None: The default setting is “None”. To this mode, it will not detect the remote IPSec peer
has been lost or not. It only follows the policy of Disconnection time after no traffic, which the
remote IPSec will be disconnected after the time you set in this function.

@® DPD: Dead peer detection (DPD) is a keeping alive mechanism that enables the router to be
detected lively when the connection between the router and a remote IPSec peer has lost.
Please be noted, it must be enabled on the both sites.

180 Second(s) [180-
364001

Detection Interval: The period cycle for dead peer detection. The interval can be 180~86400
seconds.

Detection Interval [dle Timeout 5 Consecutive times [5-99]

Idle Timeout: Auto-disconnect the IPSec connection after trying several consecutive times.

® Ping: This mode will detect whether the remote IPSec peer has lost or not by pinging specify IP
address.

Fing IP {0.0.0.0 : NEVER) 0.0.00 Interval 10 Second(s) [0-3600, 0 : MEVER]

Ping IP: Type the IP for ping operation. It is able to IP Ping the remote PC with the specified IP
address and alert when the connection fails. Once alter message is received, Router will drop this
tunnel connection. Reestablish of this connection is required. Default setting is 0.0.0.0 which
disables the function.

Interval: This sets the time interval between Pings to the IP function to monitor the connection
status. Default interval setting is 10 seconds. Time interval can be set from 0 to 3600 second, 0
second disables the function.

MTU: Maximum Transmission Unit, maximum value is 1500.
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IPSec for L2TP

I'-.-'?n \l"‘- .
Y L= -

TIPSec

IPSec Settings

L2TP over IPSec Enable
Connection Name WAN Interface Default v IP Version P4
Remote Security Gateway ot Anonymous
Key Exchange Method IKE IPsec Protocol ESP
Fre-Shared Key
e LT < - Integrity &

Encryption Algorithm 3DES Ra Alaorim MD5 a8
OH Group Mone | IPSec Lifetime 60 Minuteis) [60-1440]

ARRlY

Connection Name: A given name for the connection, but it should contain no spaces (e.g.
“connection-to-office”).

WAN Interface: Select the set interface for the IPSec tunnel.
Remote Security Gateway: Input the IP of remote security gateway.
Key Exchange Method: Displays key exchange method.

Pre-Shared Key: This is for the Internet Key Exchange (IKE) protocol, a string from 1 to 32
characters. Both sides should use the same key. IKE is used to establish a shared security policy
and authenticated keys for services (such as IPSec) that require a key. Before any IPSec traffic can
be passed, each router must be able to verify the identity of its peer. This can be done by manually
entering the pre-shared key into both sides (router or hosts).

Encryption Algorithm: Select the encryption algorithm from the drop-down menu. There are
several options: 3DES and AES (128, 192 and 256). 3DES and AES are more powerful but
increase latency.

® 3DES: Stands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

® AES: Stands for Advanced Encryption Standards, you can use 128, 192 or 256 bits as
encryption method.

Integrity Algorithm: Authentication establishes the integrity of the datagram and ensures it is not
tampered with in transmit. There are 2 options: Message Digest 5 (MD5) and Secure Hash
Algorithm (SHA1). SHA1 is more resistant to brute-force attacks than MD5. However, it is slower.

® MD5: A one-way hashing algorithm that produces a 128-bit hash.
® SHA1: A one-way hashing algorithm that produces a 160-bit hash.

DH Group: It is a public-key cryptography protocol that allows two parties to establish a shared
secret over an unsecured communication channel (i.e. over the Internet). MODP stands for Modular
Exponentiation Groups.

IPSec Lifetime: Specify the number of minutes that IPSec will stay active before new encryption
and authentication key will be exchanged. Enter a value to negotiate and establish secure
authentication. Default is 60 minutes (3600 seconds). A short time increases security by forcing the
two parties to update the keys. However, every time when the VPN tunnel re- negotiates, access
through the tunnel will be temporarily disconnected.
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Examples:

1. LAN-to-LAN connection
Two BiPAC 8920NZs want to setup a secure IPSec VPN tunnel
Note: The IPSec Settings shall be consistent between the two routers.

Branch Office Head Office
/_“\.,_ o

e .

4

Public IP Public IP v
192.168.0.254 69.121.1.30 69.121.1.3 192.168.1.254 o
T 4
e
& = -
. i'
Rowuter Router e
IPSec % IPSec
VPN Connection ; '
192,168.0.0/24 192.168.1.0/24
IPSec VPN-LAN to LAN
Head Office Side:
Setup details:
Item Function Description
1 Connection Name H-to-B Give a name for IPSec connection
Local Network
5 Subnet Select Subnet
IP Address 192.168.1.0 )
Head Office network
Netmask 255.255.255.0
3 Secure Gateway 69.121.1.30 IP address of the Branch office router
Address(Hostanme) T (on WAN side)
Remote Network
Subnet Select Subnet
4
IP Address 192.168.0.0
Branch office network
Netmask 255.255.255.0
Proposal
Method ESP
Authentication MD5
5 .
Encryption 3DES Security Plan
Prefer Forward
Security MODP 1024(group2)
Pre-shared Key 123456
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IVPN

~|PSec
IPSec Settings
L2TP over IPSec

Connection Mame

Local Metwork

Femote Security Gateway
Remote Metwork

key Exchange Method
Pre-Shared Key

Local ID Type

Remate ID Type
Phase 1
Mode

Encryption Algorithm

OH Group
Phase 2

Encryption Algarithm
DH Group
Keep Alive

Detection Interval

T

[JEnable
H-to-B

i

Subnet

WAN Interface | Default v
1192.168.1.0 |

IP Address

52.121.1.30

| [ anonymous

Buhbnet

:

IP Address  [192.168.0.0 |
IPsec Protocol  ESP

v|IDcContent |

v|IDContent |

3DES w

| MODP1024(DH2} ||

3DES “

None v

180 |second(s) [180- ldlle Timeout

864007

1500 (0 Default)

IP Version

Metmask

Metmask

Integrity =
Algorithm MD5 |

SA Lifetime 480
Integrity

Algorithm LD

IPSec Lifetime |EU Minute(s) [60-1440]

Minute(s) [50-1440]

Consecut'we times [5-99]
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Branch Office Side:

Setup details: the same operation as done in Head Office side

Item Function Description
1 Connection Name B-to-H Give a name for IPSec connection
Local Network
5 Subnet Select Subnet
IP Address 192.168.0.0 ,
Branch Office network
Netmask 255.255.255.0
Remote Secure .
3 Gateway 69.121 1.3 I(EnaV?ldArﬁsssidc:) the Head office router
Address(Hostanme)
Remote Network
Subnet Select Subnet
4
IP Address 192.168.1.0
Head office network
Netmask 255.255.255.0
Proposal
Method ESP
Authentication MD5
5 .
Encryption 3DES Security Plan
Prefer Forward
Security MODP 1024(group2)
Pre-shared Key 123456

I VPH

*IPSec
IPSec Settings

L2TP aver IPSec [1Enahle
Connection Mame |B-ta-H WAN Interface | Default
Local Metwark [ subnet v IP Address | 192.168.0.0
Remate Security Gateway £9.121.1.3 | E1Anonymous
Remote Network | subnet v IP Address 192.168.1.0
Key Exchange Methaod IKE IPsec Protocol  ESP
Pre-Shared Key [123458 ]
Local ID Type | Defautt "+ | I content
Femote ID Type De_fault_ 3 1D Content
Phase 1
Mode Main v
Encryption Algorithm BN Inegrity MD5 |

| | Algorithm
OH Group [MODP1024(DH2) ~|  SALifeme  [480
Phase 2
Encryption Algorithm EEEE mgfaﬁﬂ MDs v
DH Group [None ~|  IPsectifetime |60
Keep Alive | DFD s

Detection Interval
86400]

MTU [1500

180 _iSecondis}HBD-

Idle Timeout |5

| (0 : Default)
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Ef-.-'linthE (5) [60-1440]

IMinute(s) [50-1440]

N N

IP Version | IPv4 v|
MNetmask |255.255.255.0|
Metmask 255 255 255

;Cnnsecuti'-,'e times [5-94]




3. Host to LAN
Router servers as VPN server, and host should install the IPSec client to connect to head office
through IPSec VPN.

Head Office

Public IP Public IP
69.121.1.30 6912113 192.168.1.254

p—

Windows XP Rowuter

Encryption Data
IPSec __r‘ﬁl—_— IPSec

VPN Connection

192.168.1.0:24
IPSec VPN-Host to LAN

1 Connection Name Headoffice-to-Host Give a name for IPSec connection
Local Network
5 Subnet Select Subnet
IP Address 192.168.1.0 i
Head Office network
Netmask 255.255.255.0
Remote Secure .
3 Gateway 69.121.1.30 I(Ena\(/ivd'&ils:ig;)the Branch office router
(Hostanme)
4 Remote Network
Single Address | 69.121.1.30 Host
Proposal
Method ESP
Authentication MD5
5 .
Encryption 3DES Security Plan
Prefer Forward
Security MODP 1024(group2)
Pre-shared Key 123456
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I VPN

*iPSee

IPSec Settings
LZTP over IPSec

Connection Name
Local Metwork
Remote Security Gateway
Remote Metwork

key Exchange Method
Pre-Shared Key

Local ID Type
Remote ID Type
Phase 1

IMode

Encryption Algorithm
OH Group

Phase 2

Encryption Algorithm
OH Group

Keep Alive

Detection Interval

MTU

[JEnanle

Headoffice-ta-Hi

WAN Interface | Default

IP Address |192.158.‘1.D

|89.121.1.30

| [l &nonymous

Single Address v

KE

|IF Address |69.12'1.1.30

IPsec Protocol ESP

(123455

| Default

| Defautt

Main v

30ES v

| MODP1024{DH2)

53]

3DES w

|N0ne vl

EISecondts} [180- |dle Timeaut

864007

1200 (0 Default)

IF Version

Metmask

Metmask

v|IDContent |

v|IDContent |

Integrity
Algaorithm @

SA Lifetime 480

Integrity
Algorithm MD5 B

Minuteis) [50-1440]

IPSec Lifetime |60 Minute(s) [50-1440]
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VPN Account

PPTP and L2TP server share the same account database set in VPN Account page.

IUP” \ u'u .
- LS .

VPN Account

VPN Account applied to PPTP Server and L2TF Server

Parameters

Nams _ Tunnel ®Enable O Disable
Username | Password

Connection Type @ Remote Access O LAN to LAN

Peer Network IP Peer Metmask

Add Edit / Delete

Name: A user-defined name for the connection.

Tunnel: Select Enable to activate the account. PPTP(L2TP) server is waiting for the client to
connect to this account.

Username: Please input the username for this account.

Password: Please input the password for this account.

Connection Type: Select Remote Access for single user, Select LAN to LAN for remote gateway.
Peer Network IP: Please input the subnet IP for remote network.

Peer Netmask: Please input the Netmask for remote network.
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Exceptional Rule Group

Exceptional Rule is dedicated to giving or blocking PPTP/L2TP server access to some specific IP or
IPs(range). Users are allowed to set 8 different exceptional rule groups at most. In each group, user
can add specific IP or IP range.

ICu)nTigurali.}n “’\t‘ .
& -

~ Exceptional Rule Group

Parameters

Group Index  Group Mame Default Action  Exceptional Rule IP Range Edit
1 Group Allow
2 Group2 Allow
3 Group3 Allow Edit
4 Groupd Allow
5 Groups Allow [Edit]
5 Groupg Allgw
7 Group? Allow @
8 Groups Allaw

Press Edit to set the exceptional IP (IP Range).

ICDnﬂguranon u"u .
4 E =

> Exceptional Rule Group

Parameters

Group Mame | Groupt

Default Action Allow Block
Apply

Exceptional Rule IP Range

IF Address Range =

Default Action: Please first set the range to make “Default Action” setting available. Set “Allow” to
ban the listed IP or IPs to access the PPTP and L2TP server.

Check “Block” to grant access to the listed IP or IPs to the PPTP and L2TP server.
Apply: Press Apply button to apply the change.
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Exceptional Rule Range

IP Address Range: Specify the IP address range; IPv4 address range can be supported.
Click Add to add the IP Range.

For instance, if user wants to block IP range of 172.16.1.102-172.16.1.106 from accessing your
PPTP and L2TP server, you can add this IP range and valid it.

Irjonﬂgurai_ion 4 W&' .
¥ Exceptional Rule Group
Parameters

Group Mame | Group
Default Action

Exceptional Rule IP Range
IP Address Range

@ allow O Block

Add Edit/ Delete

Edit Action |IP Address Range

Delete
O Block 172.16.1.102 ~172.16.1.106 (|
(@) Black 172.16.1.108 ~ 172.16.1.108 ]
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PPTP

The Point-to-Point Tunneling Protocol (PPTP) is a Layer2 tunneling protocol for implementing
virtual private networks through IP network. PPTP uses an enhanced GRE (Generic Routing
Encapsulation) mechanism to provide a flow- and congestion-controlled encapsulated datagram
service for carrying PPP packets.

In the Microsoft implementation, the tunneled PPP traffic can be authenticated with PAP, CHAP,
Microsoft CHAP V1/V2 or EAP-TLS. The PPP payload is encrypted using Microsoft Point-to-Point
Encryption (MPPE) when using MSCHAPv1/v2 or EAP-TLS.

Note: 4 sessions for Client and 4 sessions for Server respectively.

PPTP Server

In PPTP session, users can set the basaic parameters(authentication, encyption, peer address, etc)
for PPTP Server, and accounts in the next page of PPTP Account. They both constitutes the PPTP
Server setting.

\
| a: o
A r -

*PPTP Server

Parameters

PPTP Function @ Enable O Disable
VAN Interface | Default w
Auth. Type Pap or Chap »
Encryption Key Length Auta

Peer Encryption Mode Only Stateless

IP Addresses Assigned to Peer start from - 192.168.1.:_0
Idle Timegut 0 [0-120] Minute(s)

Exceptional Rule Group Mone (W

Apply Cancel

PPTP Funtion: Select Enable to activate PPTP Server. Disable to deactivate PPTP Server function.

WAN Interface: Select the exact WAN interface configured for the tunnel. Select Default to use the
now-working WAN interface for the tunnel.

Auth. Type: The authentication type, Pap or Chap, PaP, Chap and MS-CHAPv2. When using PAP,
the password is sent unencrypted, whilst CHAP encrypts the password before sending, and also
allows for challenges at different periods to ensure that an intruder has not replaced the client. When
passed the authentication with MS-CHAPv2, the MPPE encryption is supported.

Encryption Key Length: The data can be encrypted by MPPE algorithm with 40 bits or 128 bits.
Default is Auto, it is negotiated when establishing a connection. 128 bit keys provide stronger
encryption than 40 bit keys.

Peer Encryption Mode: You may select “Only Stateless” or “Allow Stateless and Stateful” mode.
The key will be changed every packet when you select Stateless mode.

IP Addresses Assigned to Peer: 192.168.1.x: please input the IP assigned range from 1~ 254.
Idle Timeout: Specify the time for remote peer to be disconnected without any activities, from 0~120
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minutes.

Exceptional Rule Group: Select to grant or block access to a group of IPs to the PPTP server. See
Exceptional Rule Group. If there is not any restriction, select none.

Click Apply to submit your PPTP Server basic settings.

PPTP Client
PPTP client can help you dial-in the PPTP server to establish PPTP tunnel over Internet.

| W N
VPN o
4 T =

*PPTP Client

Parameters

Name WAN Interface Default bt
Username ] | Fassword

Auth. Type '_F'ap or Chap v FPTP Server Address

Caonnection Type ® Remote Access (O LANto LAN Tirne to Connect C aways @ Manual

Peer Metwork [P Peer Metmask

Edit/ Delete

Name: user-defined name for identification.

WAN Interface: Select the exact WAN interface configured for the tunnel. Select Default to use the
now-working WAN interface for the tunnel.

Username: Enter the username provided by your VPN Server.
Password: Enter the password provided by your VPN Server.

Auth. Type: Default is Auto if you want the router to determine the authentication type to use, or
else manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP (Password
Authentication Protocol) if you know which type the server is using (when acting as a client), or else
the authentication type you want clients connecting to you to use (when acting as a server). When
using PAP, the password is sent unencrypted, whilst CHAP encrypts the password before sending,
and also allows for challenges at different periods to ensure that an intruder has not replaced the
client.

PPTP Server Address: Enter the IP address of the PPTP server.

Connection Type: Select Remote Access for single user, Select LAN to LAN for remote gateway.
Time to Connect: Select Always to keep the connection always on, or Manual to connect manually
any time.

Peer Network IP: Please input the subnet IP for Server peer.

Peer Netmask: Please input the Netmask for server peer.

Click Add button to save your changes.
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Example: PPTP Remote Access with Windows7
(Note: inside test with 172.16.1.208, just an example for illustration)

== Business Trip
I-'.:.
. jl'ifrulllli‘.l-ill-:-! 172.16.1.208 Windows XP

PPTP Client
a9 < Public P

" PPTP Server

192.168.1.0/24 ¢

Server Side:

1. Configuration > VPN > PPTP and Enable the PPTP function, Click Apply.

IVPFJ

Y PPTP Server

Parameters

PPTP Function @ Enable O Disable

WAN Interface | Default v
Auth. Type |TSW|

Encryption Key Length |Auto—v|

FPeer Encryption Made |_0nly Statelesi s i vi
IF Addresses Assigned o Peer start fram : 192_153_1_%007!
Idle Timecut |'1U— : [0-120] Minute(s)
Exceptional Rule Group |m|

2. Create a PPTP Account “test”.

I VPN

TVPN Account

WPM Account applied to PPTP Server and L2TP Server.

Parameters

MName | | Tunnel ®Enanle O Disable
Username E___ e | Password | = __.
Connection Type @ Remote Access O Lanto LaN

Peer Network IP | Peer MNetmask |

Add Edit/ Delete

Edit Name Tunnel Connection Type Feer Metwark IP Peer Metmask
O test Enable Remote Access
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Client Side:
1. In Windows7 click Start > Control Panel> Network and Sharing Center, Click Set up a new
connection network.

Control Panel Home

View your basic network information and set up connections

Change adapter settings EL — w _ 0 See full map
—_ .

Change advanced sharing WINT-64 MNetwark 4 Internet
| orl ntern

settings
g (This computer)
View your active networks Connect or disconnect
u‘ MNetwork 4 Access type: Internet
g Work network Connections: L'J, Local Area Connection
Change your networking settings
i- Set up @ new connection or network
= h s ,
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or acfess
point.
's. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN netwoerk connection.
'& Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
zj Troubleshoot problems
St 3o Diagnese and repair network problems, or get troubleshooting infermation,
] HomeGroup

Internet Options

| Windows Firewall
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2. Click Connect to a workplace, and press Next. -
CJI :@ Set Up a Connection or Metwork - ‘

- e

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

i Setup anew network
cam Configure a new router or access point,

Connect to g workplace

Set up a dial-up or YPN connection to y

4= Setup a dial-up connection
m®® Connect to the Internet using a dial-up connection,

| Next I[ Cancel

L Y E_— ) |

3. Select Use my Internet connection (VPN) and press Next.

r et ™)
® — — o]
&

PE——————— . e

@ & Connect to a Workplace l

e —

How do you want to connect?

2 Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

N @ O

= Dial directly
Connect directly to a phone number without going through the Internet.

; Vg

What i= a3 VPN connection?
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4. Input Internet address and Destination name for this connection and press Next.

r = : 1

s o g——
. H
@ & Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: [Example:Cnntu:usu:u.com or157.54.0.1 or 3ffe1 234:1111]

Destination name: VPN Connection

[] Use a smart card

'@' [] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection,

[7] Don't connect now; just set it up so I can connect later

— = B
Y - = |

E Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: 172161.208

Destination name: test

[] Use a smart card

'@ Allow cther people to use this connection '

This option allows anyone with access to this computer to use this connection,

Don't connect now: just set it up soI can connect later
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5.

i -

@ Jﬂﬁ Connect to a Workplace

Input the account (user name and password) and press Create.

— %

Type your user name and password

User name |

Password:

[T] Show characters

[T Remember this password

Domain (optional):

I Create l| Cancel ]

& Connect to a Workplace

=

Type your user name and password

User narme; test

Password: "'""‘l

[T] Show characters
[ Remember this passwaord

Dormain (optional):




§. Connect to the server.

5 ke
@ LE Connect to a Workplace

The connection is ready to use

Ay o

= Connect now

r - — —
o=

— i e —
U % Connect to a Workplace
e —

Connecting to test...

& L

Verifying user name and password..,

[ skp || cancel
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7. Successfully connected. i
=i =t

——

@ |:E Connect to a Workplace

You are connected

A o

- -

L

PS: You can also go to Network Connections shown below to check the detail of the connection.
Right click “test” icon, and select “Properties” to change the security parameters (if the connection
fails, users can go here to change the settings)

Orgénce » i = o | 'ﬂ'
rr Local Area Connection i Local &rea Connection 2 - test
! Metwork 4 "! Metwork cable unplugged h test 2
— -
S Reahek ATLAIGECIPELLLCIP) Fa b4 &= InteliR) PRO100+ Managerment 27 WALN Mangard [PPTF
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I
% test Properties

| General | Options | Security | Metwarking | Sharing|
Type of WPN:
Iimmmaﬁc LT |
[ Advanced settings |
Diata encryption:
I Regquire encryption [disconnect i server declines) - |
Authentication
71 |Use BExtensible Authentication Protocol (EAF)
Properties
i@ Alow these protocals
EAP-MSCHAPYZ will be used for IKEvZ VPN type. Select
any of these protocols for other YPM types.
[ Unencrypted password (PAP)
[#] Challenge Handshake Authentication Protocol (CHAP)
[#] Micrascft CHAF Version 2 (MS-CHAF v2)
[ Automatically use my Windows logon name and
password (and domain, i any)
| ok || cCancel |
= -+
5| test Status ﬁ
Property Value
WAN Miniport (PPTP)
Device Type vpn
Authentication MS CHAFP V2
Encryption MPPE 128
Compression {none)
PPP multilink framing off
Client IPv4 address 192,168, 1. 100
Server IPv4 address 192,168, 1.254
MAP State Mot MAP-capable
Crigin address {unknown)
Destination address 172.16.1.208
Close

e
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Example: Configuring a LAN-to-LAN PPTP VPN Connection

The branch office establishes a PPTP VPN tunnel with head office to connect two private networks
over the Internet. The routers are installed in the head office and branch offices accordingly.

Branch Office Head Office

Public IP
192.168.0.254 6912113 192.168.1.2%4

e

e
Roue Rotmer

.-""':"‘_““=' =
Encryplion Data

PPTP Cliehl e PPTP Server
VPN Connection

192.168.0.0/24 192.168.1.024
PPTP VPN-LAN to LAN

Server side: Head Office

I N N

*PPTP Server

Parameters

FPTP Functicn @ Enable ' Disable

WAN Interface [Defaut
Auth. Type [MS-CHAP2 v

Encryption Key Length P«Ea v]

Peer Encryption Mode | Only Stateless V|
IP Addresses Assigned to Peer statfom:192.168.1/00 |
|dle Timeout ﬁﬁ_ _! [0-120] Minute(s)
Exceptional Rule Group !Egnej|

The above is the common setting for PPTP Server, set as you like for authentication and encryption.
The settings in Client side should be in accordance with settings in Server side.
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Then the PPTP Account.

I'\-'PH lm[‘ -

VPN Account

VPN Account applied to PPTP Server and LZTF Server.

Parameters

MName | Tunnel @ Enable O Disahle
Usermame ' Passward =

Connection Type @ Remate Access O LAN to LAN

Peer Network IP | | Feer Metmask

Editi Delete

Edit Mame Tunnel Connection Type Peer Metwork IP Peer Metmask Delete
O HO Enahle LAN to LAN 182.168.0.0 2552552550 1

Client Side: Branch Office

The client user can set up a tunnel connecting to the PPTP server, and can also set the tunnel as
the default route for all outgoing traffic.

Iupn ' a‘t\‘ .
i -

*PPTP Chent

Parameters
Mame [so | WAN Interface [Default |
Usemame |test Fassword joaoa
Auth. Type WMS-CHAPVZ ™| PPTP Server Address [69.121.1.3
Connection Type O Remote Access &) LAN ta LAN Time to Connect O Always @ Manual
Peer Network [P [192.188.1.0 , Peer Netmask [255 256 255.0
Edit/ Delete
e s PPTF Zerver &ddress  Connection Type FPeer Metwork IP Feer Metmask Delete

Edit Enablg Tame Connect
(O] i ¥ BO Wanual £9.121.1.3 L4H to LAM 182 168.1.0 255 255 255.0 =]

Note: users can see the “Default Gateway” item in the bar, and user can check to select the tunnel
as the default gateway (default route) for traffic. If selected, all outgoing traffic will be forwarded to
this tunnel and routed to the next hop.
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L2TP

The Layer 2 Tunneling Protocol (L2TP) is a Layer2 tunneling protocol for implementing virtual
private networks.

L2TP does not provide confidentiality or strong authentication by itself. IPsec is often used to secure
L2TP packets by providing confidentiality, authentication and integrity. The combination of these two
protocols is generally known as L2TP/IPsec.

In L2TP section, both pure L2TP and L2TP/IPSec are supported. Users can choose your preferable
option for your own needs.

Note: 4 sessions for Client and only one for Server respectively.

L2TP Server

In L2TP session, users can set the bassic parameters(authentication, encyption, peer address, etc)
for L2TP Server, and accounts in the page of VPN Account. They both constitutes the complete
L2TP Server settings.

1
VEN \l“ .
& E -

TL2TP Server

Parameters

L2TP @ Enable O Disable

WAN Interface Default or IPSec Tunnel | (FSzck
Auth. Type Pap or Chap (v

IP Addresses Assigned to Peer startfrom : 192.168.1.|0

Tunnel Authentication |

Secret

Remaote Host Mame

Local Hast Name

Exceptional Rule Group Mone v

Apply | Cancel

L2TP: Select Enable to activate L2TP Server. Disable to deactivate L2TP Server.

WAN Interface: Select the exact WAN interface configured as source for the tunnel. Select different
interfaces, you will decide whether to use L2TP over IPSec or the pure L2TP.

® L2TP over IPSec, Select “Default or IPSec Tunnel” only when there is IPSec for L2TP rule in
place.

® Pure L2TP, Select Default (there is no IPSec for L2TP in place) or other interface to activate
the pure L2TP.

Auth. Type: The authentication type, Pap or Chap, PaP, Chap. When using PAP, the password is
sent unencrypted, whilst CHAP encrypts the password before sending, and also allows for
challenges at different periods to ensure that an intruder has not replaced the client.

IP Addresses Assigned to Peer: 192.168.1.x: please input the IP assigned range from 1~ 254.
Tunnel Authentication: Select whether to enable L2TP tunnel authentication. Enable it if needed
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and set the same in the client side.
Secret: Enter the secretly pre-shared password for tunnel authentication.

Remote Host Name: Enter the remote host name (of peer) featuring the destination of the L2TP
tunnel.

Local Host Name: Enter the local host name featuring the source of the L2TP tunnel.

Exceptional Rule Group: Select to grant or block access to a group of IPs to the L2TP server. See
Exceptional Rule Group. If there is not any restriction, select none.

Click Apply to submit your L2TP Server basic settings.
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L2TP Client
L2TP client can help you dial-in the L2TP server to establish L2TP tunnel over Internet.

I~ (VS
a A

~L2TP Client

Parameters

Mame _ L2TP aver IPSec [JEnable
WAMN Interface Default w

Username Password

Auth: Type F'a|_:| or Chap '+ L2TP Server Address

Connection Type ® Remote Access O LAN to LAN

Feer Network IP ' Feer Metmask

Tunnel Authentication | Secret

Remate Host Mame Lecal Host Name

4dd | | Edit/Delete

Name: user-defined name for identification.

L2TP over IPSec: If your L2TP server has used L2TP over IPSec feature, please enable this item.
under this circumstance, client and server communicate using L2TP over IPSec.

® Enable
I\_.--.:n _ Q.% .
A —
"FL2TP Client
Parameters
Mame _ L2TP over IPSec [ Enable
IPSec Tunnel [testz ¥ IPsece
Username Passwaord
Auth. Type ‘Pap or Chap « L2TP Server Address
Connection Type ® Remote Access O Lan to LAN
Peer MNetwork IF | Peer Metmask
Tunnel Authentication =] Secret
Remote Host Name Local Host Mame

Add Edit/ Delete

IPSec Tunnel: Select the appropriate IPSec for L2TP rule configured for the L2TP Client.
Username: Enter the username provided by your L2TP Server.
Password: Enter the password provided by your L2TP Server.

Auth. Type: Default is Pap or CHap if you want the router to determine the authentication type to
use, or else manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP
(Password Authentication Protocol) if you know which type the server is using. When using PAP, the
password is sent unencrypted, whilst CHAP encrypts the password before sending, and also allows
for challenges at different periods to ensure that an intruder has not replaced the client.

L2TP Server Address: Enter the IP address of the L2TP server.
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Connection Type: Select Remote Access for single user, Select LAN to LAN for remote gateway.
Peer Network IP: Please input the subnet IP for Server.
Peer Netmask: Please input the Netmask for Server.

Tunnel Authentication: Select whether to enable L2TP tunnel authentication, if the server side
enables this feature, please follow.

Secret: Enter the set secret password in the server side.

Remote Host Name: Enter the remote host name featuring the destination of the L2TP tunnel.
Local Host Name: Enter the local host name featuring the source of the L2TP tunnel.

Click Add button to save your changes.

® Disable

5
I VPH L .
) L=

L 2TP Client
Parameters
Marrie L2TP over IPSec ClEenanle

WEN Interface Default ~

Usermname _ Passward

Auth. Type | Pap or Chap v-j L2TP Server Address
Connection Type & Remote Access O LAN to LAN

Peer Networlk IP Peer Netmask
Tunnel Authentication sl Secret

Remaote Host Name Local Host Mame

Add Edit/ Delete

WAN Interface: Select the exact WAN interface configured for the tunnel. Select Default to use the
now-working WAN interface for the tunnel. Under this circumstance, client and server communicate
through pure L2TP server.

Username: Enter the username provided by your L2TP Server.
Password: Enter the password provided by your L2TP Server.

Auth. Type: Default is Pap or CHap if you want the router to determine the authentication type to
use, or else manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP
(Password Authentication Protocol) if you know which type the server is using. When using PAP, the
password is sent unencrypted, whilst CHAP encrypts the password before sending, and also allows
for challenges at different periods to ensure that an intruder has not replaced the client.

L2TP Server Address: Enter the IP address of the L2TP server.

Connection Type: Select Remote Access for single user, Select LAN to LAN for remote gateway.
Peer Network IP: Please input the subnet IP for Server.

Peer Netmask: Please input the Netmask for server.

Tunnel Authentication: Select whether to enable L2TP tunnel authentication, if the server side
enables this feature, please follow.
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Secret: Enter the set secret password in the server side.

Remote Host Name: Enter the remote host name featuring the destination of the L2TP tunnel.

Local Host Name: Enter the local host name featuring the source of the L2TP tunnel.
Click Add button to save your changes.
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Example: L2TP over IPSec Remot
(Note: inside test with 172.16.1.18

! Efj.__;.,:qu;;_”.ﬂ 172.16.1.185

A

@  L2TP Server
192.168.1.0/24

Server Side:

IVPI‘J

T L2TP Server

Parameters
L2TF

WAN Interface

Auth. Type

IP Addresses Assigned to Peer
Tunnel Authentication

Secret

Remuote Host Mame

Local Host Mame

Exceptional Rule Group

The IPSec for L2TP rule

I VPN

TIPSec
IPSec Settings
L2TP over IPSec FlEnable

Connection Mame

WAN Interface

e Access with Windows7
5, just an example for illustration)

Business Trip
windows ¥ with

Public IP

172.16.1.102 i

1. Configuration > VPN > L2TP and Enable the L2TP function, Click Apply.

®Enable O Disable

[chap |
start from ; 192.168.1/10 |

| Default v IP Version

Remote Security Gateway |

| B anonymous

Key Exchange Method IKE
Pre-Shared Key

[123458

IPsec Protocal ESP
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2. Create a L2TP Account “test1”.

I\-’FH k‘\% .

VPN Account
WPM Account applied to PPTP Server and L2TP Server.

Parameters
MName | | Tunnel @ Enaple O Disable
Username | | Password |

Connection Type @ Remote Access O LAN to LAN

Peer Metwork IP | Peer Netmask

Add Edit/ Delete

Edit Name Tunnel ‘Connection Type: Peer Network IP Peer Netmask Delete
O test1 Enable Ramote Access [l

Client Side:
1. In Windows7 click Start > Control Panel> Network and Sharing Center, Click Set up a new
connection network.

SR

2]

Search Control Panel

Control Panel Home 3 i 2 3 "
View your basic network information and set up connections

Change adapter settings [ | - See full map
ge adap g 1A L}' - 0

Change advanced sharing WINT-64 Metwark 4 Internet
g or ntern

settings
g (This computer)
View your active networks Connect or disconnect
ub Network 4 Access type: Internet
2 Work netwerk Connections: [ Local Area Connection
Change your nebworking settings
‘{ﬁ- Set up @ new connection or network
= gt up a wireless, broadband, dial-up, ad hec, or VPN connection; or set up a router or acfess
point.
'45, Connect to a netwark
Connect or reconnect to a wireless, wired, dial-up, or VPN netwerk connection,
'% Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
|§ Troubleshoot problems
Gl ko Diagnose and repair network problems, er get troubleshooting infermation,
| HomeGroup

Internet Opticns

Windows Firewall
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2. Click Connect to a workplace, and press Next. .
. lofoe
:—-———- e

h—f

G\__—/} -;ﬁ-l Set Up a Connection or MNetwork

-

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet,

Ui Setup a new network
s Configure a new router or access point.

(Connect to a workplace

Set up a dial-up or VPN conneciion to

= Setup a dial-up connection
# Connect to the Internet using a dial-up connection.

| Net || cancel

L == T e

3. Select Use my Internet connection (VPN) and press Next.

r 1
® — — o]

P —. e

@ & Connect to a Workplace l
= = S

How do you want to connect?

2 Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

n- Q@

= Dial directly
Connect directly to a phone number without going through the Internet.

N e

What is 3 VPN connection?
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4. Input Internet address and Destination name for this connection and press Next.

r

‘ LE@M1
Conl to a Workplace — .
& P

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: [Example:Contusu:u.com or157.54.0.1 or 3ffe1 234:1111]

Destination name: VPN Connection

Uze a smart card

@ [] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection,

[7] Don't connect now; just set it up so I can connect later

[ MNext |[ Cancel ]

L

-

il

@ E Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: 172.16.1.185

Destination name; LITP_IPSec

[Tl Use a smart card

'@ [#liAllow other people to use this connection;

This optien allows anyone with access to this computer to use this connection,

[¥] Don't connect now: just set it up solcan connect later

| Net | [ cancel
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5. Input the account (user name and password) and press Create.

" -

@ j_‘lm Connect to a Workplace

Type your user name and password

User name |

Password:

[T] Show characters
[T Remember this password

Domain (optional):

I Create _]| Cancel |

S < |
it B - -
@ EnCcmnecttanUrkplace

Type your user name and password

User name: testl
Password: i
[] Show characters

[T Rernember this password

Dormain (optional):

[- Create ] [ Cancel

218




6. Connection created. Press Close.

- - - 1:1|_

@ |:_I|i] Connect to a Workplace

The connection is ready to use

< Connect now

Close

7. Go to Network Connections shown below to check the detail of the connection. Right click
“L2TP_IPSec” icon, and select “Properties” to change the security parameters.

L_' Bluetooth Metwork Connection L_'. L2TP_IPSec
& Mot connected A~ LITP_IPSec

-
K g Bluetooth Device (Personal Area ., @7 WAN Miniport (L2TP)
L-' Local Area Connection (w3 Wireless Network Connection
= i#- ,L- T
- Network cable unplugged > o billion-ap
K W~ Broadcom Netitreme Gigabit Eth... | Intel(R] PRO/Wireless 3945ABG N... |
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8. Chang the type of VPN to “Layer 2 Tunneling Protocol with IPSec (L2TP/IPSec)” and Click
Advanced Settings to set the pre-shared (set in IPSec) key for authentication.

r ; B
S LZTP.IPSec Properties =5
| General I Options | Security | Metwarking I Sharing |
Type of VPN;
{Layer 2 Tunneling Protocol with IPsec (LZTP/PSec)  =p
| Advanced settings |
Data encryption:
[Hequire encryption {disconnect f server declines) - |
Authentication

™1 Use Edensible Authentication Protocal (EAP)

Properties

@ Allow these protocols

[7] Unencrypted pa
[¥] Challenge Handshake Authertication Protocal (CHAF

[Automatically use my Windows logon name and
assword (and domain, if any)

[ ok || Cancd |
Advanced Properties |
Lz |
Key: 123456

(71 Use certificate for authentication

Yerify the Mame and Usage attributes of the server’s certificate

ok || cancel
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9. Go to Network connections, enter username and password to connect L2TP_IPSec and check
the connection status.

rF A i -
& Connect LZTP IPSec [—c

User name: test1
Passward: LA L Ll
Domain:

Save this user name and password for the following users:

71 Me only
l{ﬂ'-’@; Anyone who uses this computer

| Comnect || Cancel | |fPropeties| | Hep |

S L2TP_IPSec Status =
Detas | '

Value
WAN Minipart (LZTP)
vpn
Authentication CHaP
Encryption IPsec: AES 128
Compression {none)
PPP multilink framing off
Client IPv4 address 192,168.1.10
Server IPv4 address 192.168.1.254
MAP State Mot MAP-capable
Metwork Adapter Used  Wireless Network Connection
COrigin address 172.16.1.102
Destination address 172.16.1.185
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Example: Configuring L2TP LAN-to-LAN VPN Connection

The branch office establishes a L2TP VPN tunnel with head office to connect two private networks
over the Internet. The routers are installed in the head office and branch office accordingly.

Note: Both office LAN networks must be in different subnets with the LAN-LAN application.

Branch Office Head Office

Public IP Public IP
192.168.0.254 5091213 69.121.1.33  192.168.1.25

Rowuter

Rowter

L2TP Cliemt -%— L2TP Server

VPN C onnection

192.168.0.0:24 192.168.1.0124
L2TP VPN-LAN to LAN

Server side: Head Office

I e N

> L2TP Server

Parameters

L2TP @ Enable O Disable

VWAN Interface | Default or IPSec Tunnel (» | PSack
Auth. Type f(jhapiv |

IP Addresses Assigned to Peer start from : 192.168.1.|I!
Tunnel Authentication |

Secret [ '

Remote Host Name | |

Local Hast Mame I_ _ |

Exceptional Rule Group iL\Jo_ne w

I~ N N

vIPSec
IPSec Settings

L2TP aver IPSec ™ Enable

Connection Mame |E9_127| WAN Interface |Wv_: IF Version m
Remate Security Gateway |'3_9_:1§113—| (I anonymous

Key Exchange Method IKE IPsec Protocol ESP

Pre-Shared Key |E4:787|

Encryption Algarithm |3DE‘87V| ::tgeogrﬂgm |r1D5—v|

DH Group [MODP1024DH2) | IPSecLifetime  [60  Minute(s) [50-1440}
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Tunnel Mode Connections

Active L2TP  Connection Mame Local Metwork Remote Metwork Remaote Security Gateway Remaove Edit

o testi Anonymaous O
o test2 §9.121.1.3 O

The above is the common setting for L2TP Server, set as you like for authentication and encryption.
The settings in Client side should be in accordance with settings in Server side.

Then account the L2TP Account.

v N
I\FPI‘J L “‘[’ ke

VPN Account

WPM Account applied to PPTP Server and L2TF Server.

Parameters
MName | Tunnel @ Enanle O Disable
Username | Password [ '
Connection Type @ Remote Access O LAN to LAN
Peer Network IP Peer Metmask
Add Edit/ Delete
Edit Mame Tunnel Connection Type Feer Metwark [P FPeer Metmask Delete
Y HD Enable LAN to LAN 192.168.0.0 255 255 255.0 [
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Client Side: Branch Office

The client user can set up a tunnel connecting to the L2TP server, and can also set the tunnel as the

default route for all outgoing traffic.

I‘Ji-‘?l

¥ L2TP Client

Parameters

Name B0 _ L2TP over IPSec
IPSec Tunnel testg\r' IPSeck

Username .te_st2 Password

Auth. Type Shap i ‘Z L2TP Server Address
Connection Type O Remote Access @ LaN to LAN

Peer Network IF 1921'3810 Peer Netmask
Tunnel Authentication [l Secret

Remaote Host Mame | Local Host Mame

| 209 | [ Edit/Delete |

" Defs ;
Edit Enab Y Hame L2TP Server Address Connection Type
® [=] [l BO 69.121.1.33 LAMN to LAN

Feer Metwork IP
192 168.1.0

N N

M Enabie

Feer Netmask Delete
255.255 255.0 or|

Note: users can see the “Default Gateway” item in the bar, and user can check to select the tunnel
as the default gateway (default route) for traffic. If selected, all outgoing traffic will be forwarded to

this tunnel and routed to the next hop.
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GRE

Generic Routing Encapsulation (GRE) is a tunneling protocol that can encapsulate a wide variety
of network layer protocol packets inside virtual point-to-point links over an Internet Protocol (IP)
network.

Note: up to 8 tunnels can be added, but only 4 can be activated.

I VPN u,l' = .
A ST .

v GRE

Parameters

MName WAN Interface Default w

Local Tunnel Virtual IP i | Local Netmask

Remate Tunnel Virtual IP Remote Gateway IP

Femote Metwork Zingle Address w IF Address | Metmask

Enable Keepalive ] Keepalive Retry Times 1D Keepalive Interval 3 Secend(s)
Edit/ Delete

Name: User-defined identification.

WAN Interface: Select the exact WAN interface configured for the tunnel as the source tunnel IP.
Select Default to use the now-working WAN interface for the tunnel.

Local Tunnel Virtual IP: Please input the virtual IP for the local tunnel side.
Local Netmask: Input the netmask for the local tunnel side.

Remote Tunnel Virtual IP: Please input the virtual destination IP for tunnel.
Remote Gateway IP: Set the destination IP for the tunnel.

Remote Network: Select the peer topology, Single address (client) or Subnet.

IP Address: Set the IP address if the peer is a client. If the peer is a subnet, please enter the IP and
netmask.

Enable Keepalive: Normally, the tunnel interface is always up. Enable keepalive to determine when
the tunnel interface is to be closed. The local router sends keepalive packets to the peer router, if
keepalive response is not received from peer router within the allowed time (‘retry time’ multiply
‘interval’, based on default settings, the time interval can be 30 seconds), the local router will shut up
its tunnel interface.

Keepalive Retry Times: Set the keepalive retry times, default is 10.
Keepalive Interval: Set the keepalive Interval, unit in seconds. Default is 3 seconds.
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Advanced Setup

There are sub-items within the System section: Routing, DNS, Static ARP, UPnP, Certificate,
Multicast, Management, and Diagnostics.

* Quick Start

~Advanced Setup

* Routing
FDONS

' Static ARP
* UPnP

» Certificate
' Multicast

F Management
» Diagnostics
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Routing

Default Gateway

IAc!-\-ancec! Setup ) u\i‘ .
A _

T Default Gateway
Default Gateway Interface List
Only one default gateway interface will be used according to the priority with the first being the highest and the last one the lowest priority if the WAHN interface is connected.
Selected Default Gateway Interfaces Ayailable Routed WAN Interfaces
[ppp0 1 USB3G0

T

Preferred VWAN Interface As The System Default IPvG Gateway
Selected WAN Interface PRR -33__@__8__3.5.@]? p0.1 (%

WAN port: Select the port this gateway applies to.

To set Default Gateway and Available Routed WAN Interface. This interfaces are the ones you
have set in WAN section, here select the one you want to be the default gateway by moving the

interface via| - | or| = | . And select a Default IPv6 Gateway from the drop-down menu.

Note: Only one default gateway interface will be used according to the priority with the first being the
highest and the last one the lowest priority if the WAN interface is connected.
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Static Route

With static route feature, you can control the routing of all the traffic across your network. With each
routing rule created, you can specifically assign the destination where the traffic will be routed.

\
Iﬁcl',-ancecl Setup u"ir;
. —_—

¥ Static Route
Parameters
IP Wersion DstIF | Prefix Length Gateway Interface Ietric Remove

Add Remave

Above is the static route listing table, click Add to create static routing.

IAEI:-ancec! Setup J\ i\a .

¥ Static Route

Parameters

IP Version IPv4 ]

Destination IP Address / Prefix Length

Interface | ~

Gateway IP Address

Metric .[greaterthan or equal to zera]
Cancel

IP Version: Select the IP version, IPv4 or IPv6.

Destination IP Address / Prefix Length: Enter the destination IP address and the prefix length. For
IPv4, the prefix length means the number of ‘1’ in the submask, it is another mode of presenting
submask. One IPv4 address,192.168.1.0/24, submask is 255.255.255.0. While in IPv6, IPv6
address composes of two parts, thus, the prefix and the interface ID, the prefix is like the net ID in
IPv4, and the interface ID is like the host ID in IPv4. The prefix length is to identify the net ID in the
address. One IPv6 address, 3FFE:FFFF:0:CD30:0:0:0:0 / 64, the prefix is 3FFE:FFFF:0:CDS3.

Interface: Select an interface this route associated.
Gateway IP Address: Enter the gateway IP address.

Metric: Metric is a policy for router to commit router, to determine the optimal route. Enter one
number greater than or equal to 0.

Click Apply to apply this route and it will be listed in the route listing table.
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In listing table you can remove the one you don’'t want by checking the checking box and press
Remove button.

Iﬂ.d'\rancecl Setup i“_\:_ .

¥ Static Route

Parameters
IP Version Dist [P/IPrefix Length Gateway Interface [Metric Remaove
4 192 153.1.0/24 pppo 1

' Femove )
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Policy Routing

Here users can set a route for the host (source IP) in a LAN interface to access outside through a
specified Default Gateway or a WAN interface.

The following is the policy Routing listing table.

\
IArJ-.-ancecI Setup a\ l La .

* Palicy Routing
Parameters
Policy Name Source IP LAM Port WisN Default Gateway Remaove

Add Remove

Click Add to create a policy route.

v
IAcI'.-ancecI Setup 3“{3 .

 Policy Routing

Parameters

Policy Name

Physical LAN Part -

Source [P

Interface :|J|_II|JDE_ 0_0_35/ppp0.1 -

Default Gateway

Policy Name: User-defined name.

Physical LAN Port: Select the LAN port.

Source IP: Enter the Host Source IP.

Interface: Select the WAN interface which you want the Source IP to access outside through.

Default Gateway: Enter the default gateway which you want the Source IP to access outside
through.

Click Apply to apply your settings. And the item will be listed in the policy Routing listing table. Here
if you want to remove the route, check the remove checkbox and press Remove to delete it.
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RIP

RIP, Router Information Protocol, is a simple Interior Gateway Protocol (IGP). RIP supports RIP-1 ,
RIP-2 and both.

\
IAU-..anced Setup a\ i La .

*RIP

Parameters

RIP CANNOT BE CONFIGURED on the WAN interface which has NAT enabled (such as PPPoE).

Interface Version Operation Enahle

atm0.2 2 = | Passive v 7
Apply Cancel

Interface: the interface the rule applies to.
Version: select the RIP version, RIP-1, RIP-2 and both.
Operation: RIP has two operation mode.

® Passive: only receive the routing information broadcasted by other routers and modifies its
routing table according to the received information.

® Active: working in this mode, the router sends and receives RIP routing information and
modifies routing table according to the received information.

Enable: check the checkbox to enable RIP rule for the interface.

Note: RIP can’t be configured on the WAN interface which has NAT enabled (such as PPPoE).

Click Apply to apply your settings.
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DNS

DNS, Domain Name System, is a distributed database of TCP/IP application. DNS provides
translation of Domain name to IP.

DNS

~DNS

Parameters

Select DMNE Server Interface from available WAHN interfaces OR enter static DMNS server IP addresses OR IP addresses provided by Parental Control Provider for the system.

In ATM mode, if only a single PVC with IPoA or static IPoE protocal is configured, Static DMNS semver [P addresses must be entered.

DS Server Interfaces can have multiple WAN interfaces served as system dns servers but only one will be used according to the priority with the first being the higest and the
last one the lowest priority if the WAN interface is connected.

Priarity order can be changed by removing all and adding them back in again.

© gelect DNS Server Interface from available WAN interfaces
Selected DNS Server Interfaces Available WAN Interfaces

ppp0.1
UISB3GO

E
B

O Use the following Static DMNS IF address
Primary DMS server
Secondary DMNS server

) Use the IP Addresses provided by Parental Control Provider

Note that selecting a WAN interface for IPVE DNS.server will enable DHCPYE Client on that interface

@) Obtain IPvE DNS info from a WAN interface
WAN Interface selected pppag:D_S_E;fppij_ W
O Usethe following Static IPvE DME address

Frimary IPvE DNS server

Secondary IPvE DMNS server
Apply Cancel

> IPv4
Three ways to set an IPv4 DNS server

® Select DNS server from available WAN interfaces: Select a desirable WAN interface as the
IPv4 DNS server.

® User the following Static DNS IP address: To specify DNS server manually by entering your
primary and secondary DNS server addresses.

® Use the IP address provided by Parental Control Provider: If user registers and gets an
DNS account in the parental control provider website, expecting to enjoy a more reliable and
safer internet surfing environment, please select this option (need to configure at Parental
Control Provider).

> |IPv6:

IPv6 DNS Server’s operation is similar to IPv4 DNS server. There are two modes to get DNS server
address: Auto and Static mode.

Obtain IPv6 DNS info from a WAN interface

WAN Interface selected: Select one configured IPv6 WAN connection from the drop-down menu to
be as an IPv6 DNS.

Use the following Static IPv6 DNS address



Primary IPv6 DNS Server / Secondary IPv6 DNS Server: Type the specific primary and secondary
IPv6 DNS Server address.
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Dynamic DNS

The Dynamic DNS function allows you to alias a dynamic IP address to a static hostname, allowing
users whose ISP does not assign them a static IP address to use a domain name. This is especially
useful for hosting servers via your ADSL connection, so that anyone wishing to connect to you may
use your domain name, rather than having to use your dynamic IP address, which changes from
time to time. This dynamic IP address is the WAN [P address of the router, which is assigned to you
by your ISP.

Here users can register different WAN interfaces with different DNS(es).

IJ’-‘-E|}'6I]CEEI Setup m .
4 A =

T Dynamic DNS

Parameters
Host Mame Usermame Service Interface Remove  Edit

Add Remave

Click Add to register a WAN interface with the exact DNS.

\
I;;-cl'.-ancecl Setup u}t
Y | = __

~ Dynamic DNS
Parameters
Dynamic DMS Berver www.dyndns.org icustom) (s

Haost Mame

Username

Passward

Pariod o [Davsy =

Selected WAN Interface Available WAN Interfaces

ipoe_eth0/eth0.1
| pppoe_0_8_35/ppp01
| 3GOMSB3G0

4]

Select DDME Server Interface fram available WAN interfaces.
DDME Server interface can have multiple WAN interfaces served as system DDNS server but only one will be used according to the priority with the first being the higest and the
last one the lowest priority if the WAN interface is connected.

You will first need to register and establish an account with the Dynamic DNS provider using their
website, for example http://www.dyndns.org/

Dynamic DNS Server: Select the DDNS service you have established an account with.

Host Name, Username and Password: Enter your registered domain name and your username
and password for this service.

Period: Set the time period between updates, for the Router to exchange information with the DDNS
server. In addition to updating periodically as per your settings, the router will perform an update
when your dynamic IP address changes.

Selected WAN Interface: Select the Interface that is bound to the registered Domain name.
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User can register different DDNS to different interfaces.

Examples: Note first users have to go to the Dynamic DNS registration service provider to register
an account.

User test register two Dynamic Domain Names in DDNS provider http://www.dyndns.orq/ .
1. pppoe_0_8_35 with DDNS: www.hometest.com using username/password test/test

IAdu-ancn—:d Setup ;u\{- .

~ Dynamic DN S

Parameters
Dynamic DMNE Server : www.dyndns.org (custom) \_v'f
HostName 'j:ﬂm‘-.-v.h-:m_e_test. com '
Username test = .
Fassword ,-_.a.a
Period 25 I 'Da;r (s} |
Selected WAN Interface Available WAN Interfaces
ppp-Je_ﬁl__E_B-S-'ﬁ-ppD.f | iip-:ne_e'thﬂ.-'e't-hﬂ.‘1 'I

| 3GONSB3G0

Select DDNS Server Interface from available WAN interfaces.
DDME Server interface can have multiple WAN interfaces served as system DOMNS server but only one will be used according to the priority with the first being the higest and the

last one the lowest priority if the WAN interface is connected.

Apply

Iﬂ.d-sancecl Setup ‘i\.g .
i —

~ Dynamic DNS

Parameters
Host Name Username Senice Interface Remove Edit

www hometest com test dyndns-custom ppp0.1 |
Add Remaove
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2. ipoe_eth0 with DDNS: www.hometest1.com using username/password test/test.

=
B

I Advanced Setup i

*Dynamic DNS

Parameters

Dynamic DNS Server | www dyndns.arg (custaom) v|

HostMame |'u\rmf-r.h0metest1.cnm |

Usernarme |test |

Passward [snee |

Period |25 |[Days)  ~|

Selected WAN Interface Available WAN Interfaces
ipoe_ethliethD A l pppoe_0_&_35ppplA

3G0MLISBIGO

Select DDMNS Server Interface from available WAN interfaces.
DDNE Serverinterface can have multiple WAN interfaces served as system DONS server but only one will be used according to the priority with the first being the higest and the
last one the lowest priority if the WAN interface is connected.

IAd'.fanced Setup i‘\% .

T Dynamic DNS

Parameters

Hast Name Username Senice Interface Remove  Edit
www hometest.com test dyndns-custom ppp0.1 I

wiww. hometestt.com test dyndns-custom eth.1 i
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DNS Proxy

DNS proxy is used to forward request and response message between DNS Client and DNS Server.

Hosts in LAN can use router serving as a DNS proxy to connect to the DNS Server in public to
correctly resolve Domain name to access the internet.

Iﬁ\cluancecl Setup

w: N
1 L

A -
*DNS Proxy

Parameters

DNS Proxy ®Enable O Disable

Host name ofthe Broadband Router .hame.g__atewa;.'

Domain name of the LAN network

home. gateway

DNS Proxy: Select whether to enable or disable DNS Proxy function, default is enabled.
Host name of the Broadband Router: Enter the host name of the router. Default is home.gateway.
Domain name of the LAN network: Enter the domain name of the LAN network. home.gateway.

237



Static DNS

Static DNS is a concept relative to Dynamic DNS; in static DNS system, the IP mapped is static
without change.

You can map the specific IP to a user-friendly domain name. In LAN, you can map a PC to a domain
name for convenient access. Or you can set some well-known Internet IP mapping item so your
router will response quickly for your DNS query instead of querying from the ISP’s DNS server.

Im-.-an-:en Setup u\? .
4 E ——

v Static DNS
Parameters

Host Mame

IP Address

Add

Host Name: Type the domain name (host name) for the specific IP .
IP Address: Type the IP address bound to the set host name above.

Click Add to save your settings.
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Static ARP

ARP (Address Resolution Protocol) is a TCP/IP protocol that allows the resolution of network layer
addresses into the link layer addresses. And “Static ARP” here allows user to map manually the
layer-3 MAC (Media Access Control) address to the layer-2 IP address of the device.

IA(I:-ancecl Setup ‘\] i"u .

 Static ARP
Parameters

IP Address MAC Address

Add Edit/ Delete

IP Address: Enter the IP of the device that the corresponding MAC address will be mapped to.
MAC Address: Enter the MAC address that corresponds to the IP address of the device.
Click Add to confirm the settings.
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UPnP

UPNP offers peer-to-peer network connectivity for PCs and other network devices, along with control
and data transfer between devices. UPnP offers many advantages for users running NAT routers
through UPnP NAT Traversal, and on supported systems makes tasks such as port forwarding
much easier by letting the application control the required settings, removing the need for the user to
control advanced configuration of their device.

Both the user’s Operating System and the relevant application must support UPnP in addition to the
router. Windows XP and Windows Me natively support UPnP (when the component is installed), and
Windows 98 users may install the Internet Connection Sharing client from Windows XP in order to
support UPnP. Windows 2000 does not support UPnP.

I;'Atlx-an-:etl Setup u% .
4 —

~UPnP
Parameters
LUPnP ®Enable O Disable

Apply | | Cancel

UPnNP:
® Enable: Check to enable the router’s UPnP functionality.
@® Disable: Check to disable the router’s UPnP functionality.
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Installing UPnP in Windows Example

Follow the steps below to install the UPnP in Windows Me.

Step 1: Click Start and Control Panel. Double-click Add/Remove Programs.

Step 2: Click on the Windows Setup tab and select Communication in the Components selection
box. Click Details.

Add/Remove Programs Properties  IEEd)

Install/Uinstall Windows Setup | Starmup Disk |

To add or remiove a component, select or clear the chieck box. If
the check bow iz shaded, only part of the component will be :
inztalled. Tosee what's included in a somponent. click D etals.

Compornents:

1 [E] fccessibilig 0.0ME |-
[ E@.&ccessories 13.8 ME j
v [EEl Address Book 1.5MB

B & Commurications F.0ME

[wl E?‘ Deszktop Themes 5.9 mMEBE Li
Space uzed by installed components 42 B 1B
Space reguired: 0.0 B
Space available on disk: 2574 4 148

= Dezcriplion

Includes acceszanes ta help pol conpect to other computers
and online services.

5 of 8 components selected
Have Disk. I

Ok ! Cancel I el I

Step 3: In the Communications window, select the Universal Plug and Play check box in the
Components selection box.

i

Tonztall & comporent. select the check bow nest to the
component name. of clear the check box if wou do not wani bo
mastall it & shaded box means that only past of the component wall
be installed. To see what's included i a component, click Detais.

Lomponents:
¥ %1 NetMesting 42ME a|
| &3 Phione Dialer 0.2 MB
B 0 Universal Plug and Flay 0.4 MB
|z#] Virtial Private Metworking 00MB EI
Space used by rstaled components 42 4 MB
Space required: 0.0 MB
Space availabhe on disk: BEE.3 ME
Diescription

Uriversal Plug and Play enables seamless connectivity and |
communication behwesn ‘A indows and mteligent apphances.

Step 4: Click OK to go back to the Add/Remove Programs Properties window. Click Next.
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Step 5: Restart the computer when prompted.

Follow the steps below to install the UPnP in Windows XP.

Step 1: Click Start and Control Panel.

Step 2: Double-click Network Connections.

Step 3: In the Network Connections window, click Advanced in the main menu and select Optional
Networking Components ....

‘.‘E. Metwork Connections

File Edit Miew Favarites Tools BEGEEa=M Help

= Operator-fssisted Dialing
y b ¥ .? p 'S¢

Dial-up Preferences. .

Metwork Identification. ..
Bridge Conneckions
Advanced Settings. ..

Address |'ﬂ__, Metwork Connections

Opkional Metworking Components, ..,

The Windows Optional Networking Components Wizard window displays.

Step 4: Select Networking Service in the Components selection box and click Details.
Windows Optional Metworking Components Wizard X |

Windows Components
Y'ou can add or remove components of Windows =P

Toadd or remove a component, click the checkbox, A shaded box means that anly
part of the component will be installed. To zee what's included in a component, click

Cretails,

Comporiehts:

| EEJ b anagement and Manitaring Toaols 22MB
1% < 2 Metworking Services 0.3 ME

O E;] Other Metwark File and Print Services 0.1 ME

Dezcrption:  Containg a wariety of specialized, network-related services and protocols,

Total disk space required: 0.0 MB :
11457.8 M8

Space available on dizk:

Bart [ Ment > ]I Cancel ]

242



Step 5: In the Networking Services window, select the Universal Plug and Play check box.
Step 6: Click OK to go back to the Windows Optional Networking Component Wizard window and

click Next.

Networking Services

Tao add or remove a companent, click the check bow. & shaded bax means that only part
aof the companent will be installed. To zee what's included in a component, click Details.

Subcomponents of Networking Services:

[ [w] g [nternet Gateway Device Discoven and Contral Client 0.0 kMB
II:I g Peer-to-Peer 0.0 B
[ B RIF Listerner 0.0 MB
(] 5 Simple TCPAR Services 0.0 B

_E_;; LPHP User lrterface 0.2 e

Dezcrption:  Dizplavs icons in My Metwork, Places for UPRP devices detected an the
network. Alzo, opens the required YWindaws Firewall parts,

Total disk space reguired: 0.0MB 1ElgiE
Space available on dizk: 114585.3 MB

I ak. H Cancel ]

Auto-discover Your UPnP-enabled Network Device

Step 1: Click start and Control Panel. Double-click Network Connections. An icon displays under

Internet Gateway.
Step 2: Right-click the icon and select Properties.

*= Metwork Connections

File Edit \Miew Favorites Tools Advanced Help

| ? jh1 Search !'. Folders -.-

Metwork Connections

=

=== o & Internet Gateway
MNetwork Tasks {

[5] create anew
conneckion

Set up a home or small
office network,
& Change Windows .
Firewall settings et |
ﬂ_t_F Skart this connection «-; hﬁ Local Area ) create Shaorkcut _]

: - Connected, |
1 Miglake
Iim Renane this conmection ; W NYIDIA nFor; lete ]

LAN or HigtSpeed Il;

Rename

|_:_f] Change settings af this
conneckion
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Step 3: In the Internet Connection Properties window, click Settings to see the port mappings that
were automatically created.

¥ Internet Connection Properties

| General [

Connect to the Intemet using:

| i‘ﬂ Internet Connection

Thiz connection allows vou to connect to the [ntermet through a

| shared connection on anather computer.

Settings... |

|
{
| [ Show icon in notification area when connected |

Advanced Settings

| Services |

Select the servces nning on your netwark that Intemet users can
access.

Services

service]
sEMviced
Tepviced

Service Settings

Descrption of service:
lTest

Marne or IP address [for example 192.168.012) of the
compLiter hosting thiz semvice on paur netwark:

]152.153.1.11

Esternal Part number far this service:

[143 & TP [ LDP
Internal Port number for this service:
[143

Bidd.. B ] Delete ‘

ok ] Cancel

o) [oen ]

Step 5: Select Show icon in notification area when connected option and click OK. An icon displays
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in the system tray

1j Intermet Connection is now connected
Clidk here for more information. . .

L LEngE - Fant

Step 6: Double-click on the icon to display your current Internet connection status.

General
[ntemet Gateway
Status: Connected 05:50:45
Spesd: 576.0 kbps
Betivity
[Mtemet Intemet Gateway My Computer
Fackets Sent: 63,353 3,056,450
Received: 64,342 4 081,813
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Web Configurator Easy Access

With UPnP, you can access web-based configuration for the BiPAC 8920NZ(L) without first finding

out the IP address of the router. This helps if you do not know the router’s IP address.
Follow the steps below to access web configuration.

Step 1: Click Start and then Control Panel.
Step 2: Double-click Network Connections.

Step 3: Select My Network Places under Other Places.

- . e
% Network Connections |'_“E|E|
File  Edit Wiew Favorites Tools  Advanced Help :F
) Back 2> I? v ! Search W Falders v
Address |ﬂ_, Mebwark Connections v| Go

T e =

e - ==
=

o LAN or High-Speed Internet
" Network Tasks

( Lacal Area Connection ™ Local Area Connection 4
Acquiring network address, Fir.., Metwork cable unplugged, Fire, ..
M@ MVIDIA nForce MCP Metworking,, T @ D-Link DFE-S30Tx PCI Fast EL,,.

| F_A=.=| Create a new connection

! Q Set up a home or small
office network

W @ Change Windows Firewal
settings

See Also

j) Metwork Troubleshooter

Details

Network Connections
System Folder

Step 4: An icon describing each UPnP-enabled device shows under Local Network.

Step 5: Right-click on the icon of your BiPAC 8920NZ(L) and select Invoke. The web configuration

login screen displays.

Step 6: Right-click on the icon of your BiPAC 8920NZ(L) and select Properties. A properties window

displays basic information about the BiPAC 8920NZ(L).
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Certificate

The feature is to facilitate users to import different certificates for server certificate authentication,
like TR-069, etc. If the imported certificate doesn't match the authorized certificate of the ACS Server,
the device will have no access to the server.

Trusted CA
I}'-lt!'\-aﬂt.etl Setup ) WL(‘ .
*Trusted CA

Trusted CA (Certificate Authority) Certificates
Iaximum certificates can be stored: 8

Mame Subject Type Action

Import Certificate

Certificate Name: The certificate identification name.
Subject: The certificate subject.

Type: The certificate type information. "ca", indicates that the certificate is a CA-signed certificate.
"self", indicates that the certificate is a certificate owner signed one.

"x.509", indicates the certificate is the one created and signed according to the definition of Public-
Key System suggested by x.509.
Action:

@ View: view the certificate.

@ Remove: remove the certificate.
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Click Import Certificate button to import your certificate.
IAdl.ranced Setup

*Trusted CA — Import CA certificate

3\

Parameters

Mame
————— BEGIN CERTIFICATE————-—
<ingert certificate here>
————— END CERTIFICATE—————

Cerificate

Enter the certificate name and insert the certificate.

IAd'.'anced Setup

*Trusted CA — Import CA certificate

Parameters

Mame acscert
————— BEGIN CERTIFICATE ———— .
MITC)DCCAfNghwIBAgIEOUSLuTANEBgkghkil GOwOBAQUFADAMM QawC QY DVOD
GEwJD
THEXMBEUGAITECKMOQO ZDRSBOE 2 xpY I kg RQOEwHhc HMDAWH JEyMDc 00T UyWhe
MM AW
HiEyMDOzNzA 2 W1 ApMOeawC QY DVRGEWIDT JEaMEgEAITUECERMROOZDOSEPcEV
YYHEpD
b24gRO0EwgZewDQY JEoZ ThveNAQEREQADGYOAMTI GIRAoGEANe sURgN1 sWeSpl
ZuTJD

St jawx JaexPnBisszNJcTOSPQYGvhn3I0ve+vIalUZ2 ¥ F=zFSqiDYPOBvThF3 1/
TuShbe
pUJEenxvYRgT InUIJOPEYy+SsRUpcDAPXTHND4EEvEQEnMOJGEHAOELHDY 73
fae+H =
ABTWhOHhzCTFEQQZRLIo2 ILNLgMBEARGjgeMwgcAwSAY DVROFEEEwP =0 90D
gCals3
HDunzA BEgNVEAYTAKNOMEcwFOYDVRQEEwSDRENEIFBvEGL je SEDQTENMA =

L1TE

HKHdR_JHHTAZBGWTJQ EEAMCLOYWwHWYDVROJBE ufeT7eBh/wvel
FalgxX
EINCOthwHQYDVROOBEYEFMMn= ] ZoyCdl1JTe 1UdEwW bl
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Click Apply to confirm your settings.

I Advanced Setup

| Maximurm certificates can be stored: 8

i acscert C=CNI/O=CFCA Operation CA
i [ Import Certificate ]
|

o —— |
view | | Remove
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Multicast

Multicast is one of the three network transmission modes, Unicast, Multicast, Broadcast. It is a
transmission mode that supports point-to-multipoint connections between the sender and the
recipient. IGMP protocol is used to establish and maintain the relationship between IP host and the
host directly connected multicast router.

IGMP stands for Internet Group Management Protocol, it is a communications protocols used to
manage the membership of Internet Protocol multicast groups. IGMP is used by IP hosts and the
adjacent multicast routers to establish multicast group members. There are three versions for IGMP,
that is IGMPv1, IGMPv2 and IGMPvS.

MLD, short for Multicast Listener Discovery protocol, is a component if the Internet Protocol
version 6(IPv6) suite. MLD is used by IPv6 to discover multicast listeners on a directly attached link,
much as IGMP used in IPv4. The protocol is embedded in ICMPv6 instead of using a separate
protocol. MLDv1 is similar to IGMPv2 and MLDv2 is similar to IGMPv3.

I Advanced Setup m .
i C

GNP

Parameters

Multicast Precedence Disable v |lower value, higher priarity

Default Version 3 [1-3]

Query Interval 125

Query Response Interval 10

Last Member Cuery Interval 10

Robustness Value 2

Maximum Multicast Groups |25

Maximum Multicast Data Sources (for IGMPv3) 10 '[‘1 -24]

WMaximum Multicast Group Members 25 i

FastLeave [#Enable

LAN o LAN (Intra LAN) Multicast [CIEenabie

Membership Join Immediate (IFTV) 1

MLD

Cefault Version 2 [1-21

CQuery Interval 125

Cuery Response Interval 10

Last Member Query Interval 10

Raobustness Value 2

Maximum Multicast Groups 10

Maximum Multicast Data Saurces (for MLDv2) 10 [1-24]

Maximum Multicast Group Members 10

FastLeave [4lEnahle

LAM to LAN {Intra LAN} Multicast ClEnable
IGMP

Multicast Precedence: It is for multicast QoS. With lower multicast precedence, IGMP packets will
be put into higher-priority queue. Default is set to disable.

Default Version: Enter the supported IGMP version, 1-3, default is IGMP v3.

Query Interval: Enter the periodic query interval time (sec) the multicast router sending the query

message to hosts to understand the group membership information.
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Query Response Interval: Enter the response interval time (sec).

Last Member Query Interval: Enter the interval time (sec) the multicast router query the specified
group after it has received leave message.

Robustness Value: Enter the router robustness parameter, 2-7, the greater the robustness value,
the more robust the Querier is.

Maximum Multicast Groups: Enter the Maximum Multicast Groups.

Maximum Multicast Data Sources( for IGMP v3): Enter the Maximum Multicast Data Sources,1-
24,

Maximum Multicast Group Members: Enter the Maximum Multicast Group Members.

Fast leave: Check to determine whether to support fast leave. If this value is enabled, IGMP proxy
removes the membership of a group member immediately without sending an IGMP membership
query on downstream. This is very helpful if user wants fast channel (group change) changing in
cases like IPTV environment.

LAN to LAN (Intra LAN) Multicast: Check to determine whether to support LAN to LAN (Intra LAN)
Multicast. If user want to have a multicast data source on LAN side and he want to get IGMP
snooping enabled, then this LAN-to-LAN multicast feature should be enabled.

Membership Join Immediate (IPTV): When a host joins a multicast session, it sends unsolicited
join report to its upstream router immediately. The Startup Query Interval has been set to 1/4 of the
General Query value to enable the faster join at startup.

MLD
Default Version: Enter the supported MLD version, 1-2, default is MLDv2.

Query Interval: Enter the periodic query interval time (sec) the multicast router sending the query
message to hosts to understand the group membership information.

Query Response Interval: Enter the response interval time (sec).

Last Member Query Interval: Enter the interval time (sec) the multicast router query the specified
group after it has received leave message.

Robustness Value: Enter the router robustness parameter, default is 2, the greater the robustness
value, the more robust the Querier is.

Maximum Multicast Groups: Enter the Maximum Multicast Groups.
Maximum Multicast Data Sources( for MLDv2): Enter the Maximum Multicast Data Sources,1-24.
Maximum Multicast Group Members: Enter the Maximum Multicast Group Members.

Fast leave: Check to determine whether to support fast leave. If this value is enabled, MLD proxy
removes the membership of a group member immediately without sending an MLD membership
query on downstream. This is very helpful if user wants fast channel (group change) changing in
cases like IPTV environment.

LAN to LAN (Intra LAN) Multicast: Check to determine whether to support LAN to LAN (Intra LAN)
Multicast. If user want to have a multicast data source on LAN side and he want to get MLD
snooping enabled, then this LAN-to-LAN multicast feature should be enabled.
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Management

SNMP Agent

SNMP, Simple Network Management Protocol, is the most popular one in network. It consists of
SNMP Manager, SNMP Agent and MIB. Every network device supporting SNMP will have a SNMP
Agent which is a management software running in the device.

SNMP Manager, the management software running on the server, it uses SNMP protocol to send
GetRequest. GetNextRequest, SetRequest message to Agent to view and change the information
of the device.

SNMP Agents, the management software running in the device, accepts the message from the
manager, Reads or Writes the management variable in MIB accordingly and then generates
Response message to send it to the manager. Also, agent will send Trap message to the manager
when agent finds some exceptions.

Trap message, is the message automatically sent by the managed device without request to the
manager about the emergency events.

I.-Zxc!-.-anl:ecl Setup m .
L — -

~ SNMP Agent
Parameters

SNIP Agent (O Enable (@ Disable
Read Community

Set Community

System Mame

System Location

System Contact

Trap Manager IP

SNMP Agent: enable or disable SNMP Agent.

Read Community: Type the Get Community, which is the authentication for the incoming Get-and
GetNext requests from the management station.

Set Community: Type the Set Community, which is the authentication for incoming Set requests
from the management station.

System Name: here it refers to your router.

System Location: user-defined location.

System Contact: user-defined contact message.

Trap manager IP: enter the IP address of the server receiving the trap sent by SNMP agent.
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TR- 069 Client

TR-069 (short for Technical Report 069) is a DSL Forum (which was later renamed as Broadband
Forum) technical specification entitted CPE WAN Management Protocol (CWMP). It defines an
application layer protocol for remote management of end-user devices.

As a bidirectional SOAP/HTTP based protocol it can provides the communication between customer
premises equipment (CPE) and Auto Configuration Server (ACS). It includes both a safe
configuration and the control of other CPE management functions within an integrated framework. In
the course of the booming broadband market, the number of different internet access possibilities
grew as well (e.g. modems, routers, gateways, set-top box, VolP-phones).At the same time the
configuration of this equipment became more complicated —too complicated for end-users. For this
reason, TR-069 was developed. It provides the possibility of auto configuration of the access types.
Using TR-069 the terminals can get in contact with the Auto Configuration Servers (ACS) and
establish the configuration automatically and let ACS configure CPE automatically.

\
IA(I-.-ancec! Setup X uﬁ,.‘
A 2 :

*TR-0G9 Client

Parameters

Inferm O Enable @ Disable
Infarm Interval 200 | [1-2147483647]
ACS URL

ACS User Name admin

ACS Password [T

WAMN Interface used by TR-0689 client ANY_WAN (s

Display SOAP messages on serial console (O Enable ® Disable
Connection Request Authentication

Connection Request User Mame admin

Connection Request Password [ansee

Connection Request URL nttp:/10.0.10.114:30005/

[ Apply || GetRPCMethods

Inform: select enable to let CPE be authorized to send Inform message to automatically connect to
ACS.

Inform Interval: Specify the inform interval time (sec) which CPE used to periodically send inform
message to automatically connect to ACS. When the inform interval time arrives, the CPE will send
inform message to automatically connect to ACS.

ACS URL: Enter the ACS server login name.

ACS User Name: Specify the ACS User Name for ACS authentication to the connection from CPE.
ACS password: Enter the ACS server login password.

WAN interface used by TR-069: select the interface used by TR-069.

Display SOAP message on serial console: select whether to display SOAP message on serial
console.

Connection Request Authentication: Check to enable connection request authentication feature.
Connection Request User Name: Enter the username for ACS server to make connection request.

Connection Request User Password: Enter the password for ACS server to make connection
request.

Connection Request URL: Automatically match the URL for ACS server to make connection
request.
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GetRPCMethods: Supported by both CPE and ACS, display the supported RFC listing methods.

Click Apply to apply your settings.
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HTTP Port

The device equips user to change the embedded web server accessing port. Default is 80.

L]
I Advanced Setup g“‘\[‘! .

~HTTP Port
Parameters
HTTP Port a0 | (Default: 80)

Cancel
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Remote Access

It is to allow remote access to the router to view or configure.

IAcI-\-ancecI Setup ‘ i“u .
4 -

TRemole Access

Parameters

Remote Access Enable

Enable Service HTTP sk CIrre ClTELNET [ Snup
Apply

Allowed Access IP Address Range

Valid

IP Version IP.-{J ot IF Address Range ~
Add | | Edit/Delete

Remote Access: Select “Enable” to allow management access from remote side (mostly from
internet). If disabled, no remote access is allowed for any IPs even if you set allowed access IP
address. So, please note that enabling remote access is an essential step before granting remote
access to IPs.

Enable Service: Select to determine which service(s) is (are) allowed for remote access when
remote access is enabled. By default (on condition that remote access is enabled), the web service
(HTTP) is allowed for remote access.

Click Apply button to submit your settings.

"Allowed Access IP Address Range" was used to restrict which IP address could login to access
system web GUI.

Valid: Enable/Disable Allowed Access IP Address Range

IP Address Range: Specify the IP address Range, IPv4 and IPv6 address range can be supported,
users can set IPv4 and IPv6 address range individually.

Click Add to add an IP Range to allow remote access.

Note: 1. If user wants to grant remote access to IPs, first enable Remote Access.
2. Remote Access enabled:

1) Enable Valid for the specific IP(s) in the IP range to allow the specific IP(s) to remote access the
router.

2) Disable Valid for all specific IP(s) in the IP range to allow any IP(s) to remote access the router.
3) No listing of IP range is to allow any IP(s) to remote access the router.
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Mobile Network
User can press Scan to discover available 3G/LTE mobile network.

IConliguralion i“‘\t! -

¥ Mobile Networks

Parameters
Select Network Auta
Apply Cancel
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3G/LTE Usage Allowance

3G/LTE usage allowance is designated for users to monitor and control the 3G flow usage. 8920NZ’s
3G/LTE usage allowance offers exact control settings for each SIM card.

I Advanced Setup

¥ 3G/LTE Usage Allowance
Parameters

3GILTE Usage Allowance
SIM 1 (Current)

Mode

The billing period begins on

Over usage allowance action

E-mail alert at percentage of bandwidth
Save the statistics to ROM

Sim 2

Made

The hilling period begins on
Owver usage allowance action
E-mail alert at percentage of bandwidth

Save the statistics to ROM

MlEnable

@ volume-based ;
Onl__\' Download w10 | MB data volume per month included

O Time-hased

1 hours per month included
day |1 of a month.

E-mail Alert b

80 %

Every one hours | »

® Volume-hased
| @nly Download w10 MB data volume per manth included

OTim_e—hased
1 haurs per manth included

day |1 of a month.
[ E-mail 2lert v
a0 |oé

Every one hours [«

3G/LTE Usage Allowance: Enable to monitor 3G/LTE usage.

SIM 1 & SIM 2

Mode: include Volume-based and Time-based control.

N N

® Volume-based include “only Download”, "only Upload” and “Download and Upload” to limit

the flow.

® Time-based control the flow by providing specific hours per month.

The billing period begins on: The beginning day of billing each month.

Over usage allowance action: What to do when the flow is over usage allowance, the available

methods are “E-mail Alert

Email Alert and Disconnect” and “Disconnect”.

E-mail alert at percentage of bandwidth: When the used bandwidth exceeds the set proportion,

the system will send email to alert.

Save the statistics to ROM: To save the statistics to ROM system.

258



Power Management

Power management is a feature of some electrical appliances, especially computers that turn off the
power or switch to a low-power state when inactive.

Five main parameters are listed for users to check to manage the performance of the router.

I Advanced Setup

* Power Management
Parameters
MIPE CPU Clock divider when Idle

Waitinstruction when Idie
DRAM Self Refresh
Energy Efficient Ethernet

Ethernet Auto Power Down and Sleep

Refresh

Enable
Enable
Enable
Enable

Enable

Status
Status
Status

Status

Status

Enabled
Enabled
Enabled

Enabled

Enabled
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Time Schedule

The Time Schedule supports up to 32 timeslots which helps you to manage your Internet connection.
In each time profile, you may schedule specific day(s) i.e. Monday through Sunday to restrict or
allowing the usage of the Internet by users or applications.
This Time Schedule correlates closely with router’s time, since router does not have a real time
clock on board; it uses the Simple Network Time Protocol (SNTP) to get the current time from an
SNTP server from the Internet. Refer to Internet Times for details.

IAd-.-ancecl Setup

*Time Schedule
Parameters

Mame

Start Time [00 v |:[00 v

4dd || Edit/Delete

Diay in a week

End Time

N N

Csun Omon Ovue Clwed Ol OFi O sat
[00 ] 00 (]

For example, user can add a timeslot named “timeslot1” features a period of 9:00-19:00 every

weekday.
I Advanced Setup

»Time Schedule
Parameters
MName

Start Time [00 &]:[00 &

[ ada | [ EaitsDetete
Edit Mame Sun Men
&) timeslot X

Dayin a week

End Time

Tue

Wed

Thu

N N

Osun Omen Otue Cwed Clthe CFi Csat

[0 &]:[o0 =
Fri Sat Start Time End Time Delete
X 09:00 19:00 |
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Auto Reboot

Auto reboot offers flexible rebooting service (reboot with the current configuration) of router for users
in line with scheduled timetable settings.

Advanced Setu “{‘[“ .
I i A

* Auto Reboot

Parameters
1 OEnable ' /Sun | Mon | Tue | |wWed | Thu | [Fri | 'Sat Time[oo |:[00 |
Schedule - S
2 Oenanle | sun [_'mon [ ITue | wed "IThu [ 'Fri | Isat Time[00 [:[o0 |
Apply

Enable to set the time schedule for rebooting.

For example, the router is scheduled to reboot at 22:00 every single weekday, and to reboot at 9:00
on Saturday and Sunday. You can set as follows:

I Advanced Setup “*\E .
a —_

¥ Auto Reboot

Parameters
el 1. MEenable Osun Enon M 1ue Mwed Fhu Bra Osat Time22 ][00 »
2 MEenable M aun Owen OTue Owed O1he CIFr M Sat Timel DElv DQ |
Apply
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Diagnostics

Diagnostics Tools

BiPAC 8920NZ(L) offers diagnostics tools including “Ping” and “Trace route test” tools to check for
problems associated with network connections.

I.C\cl'.-ancecl Setup Q\: .
4 = ——

> Diagnostics Tools

Ping Test

Destination Host

Source Address & Interface v: QP Address
Ping Test

Trace route Test

Destination Host

Source Address @ Interface v OIP Address

Max TTL valug 16 |[2-30]

Wait time .3 seconds [2-999]

Trace route Test

Ping Test: to verify the connectivity between source and destination.
Destination Host: Enter the destination host (IP, domain name) to be checked for connectivity.

Source Address: Select or set the source address to test the connectivity from the source to the
destination.
Ping Test: Press this button to proceed ping test.

Trace route Test: to trace the route to see how many hops (also see the exact hops) the packet of
data has to take to get to the destination.

Destination Host: Set the destination host (IP, domain name) to be traced.

Source Address: Select or set the source address to trace the route from the source to the
destination.

Max TTL value: Set the max Time to live (TTL) value.
Wait time: Set waiting time for each response in seconds.
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Example: Ping www.google.com
Induanced Setup

¥ Diagnostics Tools
Ping Test

Destination Host

Source Address

Trace route Test

Destination Host
Source Address
Max TTL value

Wait time

Trace route Test

- .
hittp://192.168.1.254/ping.htmi -.. el B0 |
P ping

s

www.google.com

@ Interface pppoe_0_8_35/ppp0.1 = (' |P Address

@ Interface + )P Address |
16 [2-30]
3 seconds [2-999]

|G

Ping www.google.com
Fing Result : Successful

H
|
I
|

| e Internet | Protected Mode 3~ #H100% -

- —— ._J
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Example: “trace” www.google.com

I.ﬁ.d\fanced Setup

* Diagnostics Tools
Ping Test

Destination Host

.

Source Address @ |nterface ¥ () |P Address
Trace route Test

Destination Host www.google.com

Source Address @ |nterface DHDUE_U__B_35J'iJDDU---1 v [P Address |
Max TTL value 16 [2-30]

Waittime 3 seconds [2-999]

| Trace route Test ]

@ httpy//192.168.1.254/tracerthtml - Windows Intern.., [ | 12), eS|

| &) hitp://192.168.1.254/racert i |

Trace www.google.com
Mo. Route Address Time
1 11286.208.1 22220 ms
2 22159493 20,352 ms
K 3 2216.2169 24 345 ms
| 4 219158.24 41 52837 ms
5 2191582318 54 696 ms
| 6 219.158.19.190 54 904 ms
| 7 218.158.3.238 57.824 ms
| & T234.215730 58.851 ms
| 9 2098524860 57.644 ms
10 209.85250122 81.242 ms
| 11 209.85250.103 81.351 ms
i 12 = =
| 13 1W31%4. 72147 79753 ms
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Push Service

With push service, the system can send email messages with consumption data and system
information.

\
Iml-.-ancecl Setup ;u‘?’

~Push Service
Parameters

Recipient's E-mail | 1t lust be wei@yyy.zzz)

FPush Mow

Recipient’s E-mail: Enter the destination mail address. The email is used to receive system log ,
system configuration, security log sent by the device when the Push Now button is pressed
(information sent only when pressing the button ), but the mail address is not remembered.

Note: Please first set correct the SMTP server parameters in Mail Alert.
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Diagnostics

Check the connections, including Ethernet connection, Internet Connection and wireless connection.

Click Help link that can lead you to the interpretation of the results and the possible, simply
troubleshooting.

Iﬂ.cl'.-ancetl Setup 4 W‘é !
4.

¥ Test the connection to your local network — pppoe_ethd

Test LAM Connection ( P1) FAIL Help
Test LAN Connection (P2 ) FAIL Help
Test LAM Connection (P2 ) FAIL Help
Test LAN Connection ( P4 ) FAIL Help
Test your Wireless Connecticn PASS Help

~ Test the connection to your DSL service provider

TestxDSL Synchronization FAIL Help
Test ATM OAM FE segment ping Help
Test ATK OAK FS end-to-end ping Help
* Test the connection to your Internet service provider

Test PPP server connecticn PASS Help
Test authentication with ISP PASS Help
Testthe assigned IP address PASS Help
Ping default gateway PASS Help
Fing primary Demain Mame Server PASS Help

[ Test || Testwith oA F4
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Fault Management

IEEE 802.1ag Connectivity Fault Management (CFM) is a standard defined by IEEE. It defines
protocols and practices for OAM (Operations, Administration, and Maintenance) for paths through
802.1 bridges and local area networks (LANs). Fault Management is to uniquely test the VDSL PTM
connection; Push service

IJ"-\E|'.'6I'ICBII| Setup u’\‘l’: .
i . -

> 802.1ag Connectivity Fault Management
Parameters

This diagnosticis only used for x03L PTM mode.

Maintenance Domain (MD) Level 2™

Destination MAC Address

B0Z.1QVLANID 0 [0-4095]
¥DSL Traffic Type Inactive

Testthe connection to another Maintenance End Foint (MEFR}

Loopback Message (LBM)

Find Maintenance End Points (MEFs)

Linktrace Message (LTM)

SetMD Level | [ SendLoopback | [ Send Linkirace

Maintenance Domain (MD) Level: Maintenance Domains (MDs) are management spaces on a
network, typically owned and operated by a single entity. MDs are configured with Names and
Levels, where the eight levels range from 0 to 7. A hierarchal relationship exists between domains
based on levels. The larger the domain, the higher the level value.

Maintenance End Point: Points at the edge of the domain, define the boundary for the domain. A
MEP sends and receives CFM frames through the relay function, drops all CFM frames of its level or
lower that come from the wire side.

Link Trace: Link Trace messages otherwise known as Mac Trace Route are Multicast frames that a
MEP transmits to track the path (hop-by-hop) to a destination MEP which is similar in concept to
User Datagram Protocol (UDP) Trace Route. Each receiving MEP sends a Trace route Reply directly
to the Originating MEP, and regenerates the Trace Route Message.

Loop-back: Loop-back messages otherwise known as MaC ping are Unicast frames that a MEP
transmits, they are similar in concept to an Internet Control Message Protocol (ICMP) Echo (Ping)
messages, sending Loopback to successive MIPs can determine the location of a fault. Sending a
high volume of Loopback Messages can test bandwidth, reliability, or jitter of a service, which is
similar to flood ping. A MEP can send a Loopback to any MEP or MIP in the service. Unlike CCMs,
Loop back messages are administratively initiated and stopped.
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Restart

This section lets you restart your router if necessary. Click & Restart i the Jow right corner of each
configuration page.

Irfonﬂguratiol'l

*Restart
After restarting. Please wait for several seconds to let the system come up.

: ; ’-:-‘Fact-:ry'DefauItSettings
Restart device with

® current Settings

If you wish to restart the router using the factory default settings (for example, after a firmware
upgrade or if you have saved an incorrect configuration), select Factory Default Settings to reset to
factory default settings. Or you just want to restart after the current setting, the select the Current

Settings, and Click Restart.

progress

progress...
Do not switch off device during flash update or rebooting.

total - a5
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Chapter 5: Troubleshooting

If your router is not functioning properly, please refer to the suggested solutions provided in this
chapter. If your problems persist or the suggested solutions do not meet your needs, please kindly
contact your service provider or Billion for support.

Problems with the router

Problem

Suggested Action

None of the LEDs is on when you turn
on the router

Check the connection between the router and the
adapter. If the problem persists, most likely it is due
to the malfunction of your hardware. Please contact
your service provider or Billion for technical support.

or password

You have forgotten your login username |[Try the default username "admin" and password

"admin". If this fails, you can restore your router to
its factory settings by pressing the reset button on
the device rear side.

Problems with WAN interface

Problem

Suggested Action

Frequent loss of DSL line sync
(disconnections)

Ensure that all other devices connected to the same
telephone line as your router (e.g. telephones, fax
machines, analogue modems) have a line filter
connected between them and the wall socket (unless
you are using a Central Splitter or Central Filter
installed by a qualified and licensed electrician), and
ensure that all line filters are correctly installed and the
right way around. Missing line filters or line filters
installed the wrong way around can cause problems
with your DSL connection, including causing frequent
disconnections. If you have a back-to-base alarm
system you should contact your security provider for a
technician to make any necessary changes.
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Problem with LAN interface

Problem

Suggested Action

Cannot PING any PC on LAN

Check the Ethernet LEDs on the front panel.

The LED should be on for the port that has a PC
connected. If it does not lit, check to see if the cable
between your router and the PC is properly
connected. Make sure you have first uninstalled your
firewall program before troubleshooting.

Verify that the |IP address and the subnet mask are

consistent for both the router and the workstations.
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Appendix: Product Support & Contact

If you come across any problems please contact the dealer from where you purchased your
product.

Contact Billion

Worldwide:

http://www.billion.com

MAC OS is a registered Trademark of Apple Computer, Inc.

Windows 7/8, Windows XP and Windows Vista are registered Trademarks of Microsoft Corporation.
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http://www.billion.com/

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or more of the following
measures:

+ Reorient or relocate the receiving antenna.
+ Increase the separation between the equipment and receiver.

¢+ Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

+ Consult the dealer or an experienced radio/TV technician for help.

FCC Caution:

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

(1) This device may not cause harmful interference

(2) This device must accept any interference received, including interference that may cause
undesired operation.

Any changes or modifications not expressly approved by the party responsible for compliance
could void the user's authority to operate this equipment. . This device and its antenna(s) must not
be co-located or operating in conjunction with any other antenna or transmitter.

FCC Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance 20cm
between the radiator & your body.
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IC Warning:

This device complies with Industry Canada licence-exempt RSS standard(s). Operation is subject
to the following two conditions:

(1) this device may not cause interference, and

(2) this device must accept any interference, including interference that may cause undesired
operation of the device.

Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux appareils radio
exempts de licence. L'exploitation est autorisée aux deux conditions suivantes :

(1) I'appareil ne doit pas produire de brouillage, et

(2) l'utilisateur de I'appareil doit accepter tout brouillage radioélectrique subi, méme si le brouillage
est susceptible d'en compromettre le fonctionnement.
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This equipment complies with Part 68 of the FCC rules. Located on the equipment is a label that
contains, among other information, the ACTA registration number and ringer equivalence number
(REN.) If requested, this information must be provided to the telephone company.

The REN is used to determine the quantity of devices which may be connected to the telephone
line. Excessive REN'’s on the telephone line may result in the devices not ringing in response to an
incoming call. In most, but not all areas, the sum of the REN’s should not exceed five (5.0). To be
certain of the number of devices that may be connected to the line, as determined by the total
REN’s contact the telephone company to determine the maximum REN for the calling area.

This equipment cannot be used on the telephone company-provided coin service. Connection to
Party Line Service is subject to State Tariffs.

If this equipment causes harm to the telephone network, the telephone company will notify you in
advance that temporary discontinuance of service may be required. If advance notice isn’t practical,
the telephone company will notify the customer as soon as possible. Also, you will be advised of
your right the file a complaint with the FCC if you believe it is necessary.

The telephone company may make changes in its facilities, equipment, operations, or procedures
that could affect the operation of the equipment. If this happens, the telephone company will
provide advance notice in order for you to make the necessary modifications in order to maintain
uninterrupted service.

If trouble is experienced with this equipment, please contact:
Company Name: BEC Technologies Inc.

Address: 1500 Precision Dr. Suite 100 Plano, TX 75074 USA
TEL: 972.422.0877

If the trouble is causing harm to the telephone network, the telephone company may request you to
remove the equipment from the network until the problem is resolved.

This equipment uses the following USOC jacks: RJ-11CW

It is recommended that the customer install an AC surge arrester in the AC outlet to which this
device is connected. This is to avoid damaging the equipment caused by local lightening strikes
and other electrical surges.
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