System

Internet Time
The router does not have a real time clock on board; instead, it uses the Network Time Protocol
(NTP) to get the most current time from an NTP server.

NTP is a protocol for synchronization of computers. It can enable computers synchronize to the NTP
server or clock source with a high accuracy.

IC-)nfiguraiir}n _ ﬁ i\- .
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¥ Internet Time

Parameters

Synchronize with Internet time servers Enakle

First NTP time server Other v _'152.{3.244.18

Second NTP time server Other ¥ |[128.138.140.44

Third NTP time server Other »|129.6.15.29

Fourth NTP time server Other v (131107110

Fifth NTP time server [Mone v/

Time zone offset (GMT-00:00) Greenwich Wean Time: Dublin, Edinhurgh. Lisban, London w

Choose the NTP time server from the drop-down menu, if you prefer to specify an NTP server other
than those in the drop-down list, simply enter its IP address in their appropriate blanks provided as
shown above. Your ISP may also provide an SNTP server for you to use.

Choose your local time zone from the drop-down menu. After a successful connection to the Internet,
the router will retrieve the correct local time from the NTP server you have specified. If you prefer to
specify an NTP server other than those in the drop-down list, simply enter its IP address in their
appropriate blanks provided as shown above. Your ISP may also provide an NTP server for you to
use.

Click Apply to apply your settings.
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Firmware Upgrade

Software upgrading lets you experience new and integral functions of your router.

IConﬂgura:n}n j u’\‘ .
A = —

~ Firmware Upgrade
You may upgrade the system software on your network device.
After upgrading,let your device restart with factory default settings or current settings.

® Factory Default Settings
O Current Settings

Restart device with

Mew Firmware Image
Uparade

Restart device with:

® Factory Default Settings: Restart the device with factory default settings automatically when
finishing upgrading.

® Current Settings: Restart the device with the current settings automatically when finishing
upgrading.

Your router’s “firmware” is the software that allows it to operate and provides all its functionality.

Think of your router as a dedicated computer, and the firmware as the software it runs. Over time
this software may be improved and revised, and your router allows you to upgrade the software it
runs to take advantage of these changes.

Clicking on Browse will allow you to select the new firmware image file you have downloaded to
your PC. Once the correct file is selected, click Upgrade to update the firmware in your router.

DO MNOT power down the router or interrupt the firmware upgarding while itis
still in process. Improper operation could damage the router,

Warning
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Backup / Update

These functions allow you to save and backup your router’s current settings to a file on your PC, or
to restore from a previously saved backup. This is useful if you wish to experiment with different
settings, knowing that you have a backup handy in the case of any mistakes. It is advisable to
backup your router’s settings before making any significant changes to your router’s configuration.

I':DI'IﬂEILI!’a{iDI'I \ u\t‘_ .

T Backup | Update
Allows you to backup the configuration settings to your computer, or restore configuration from your computer,

Backup Configuration
Backup DSL router configurations. You may save yvour router configurations to a file on your PC.

Backup Settinas
Restore Configuration

Configuration File | Erowse...

Restore will overwrite the current configuration and restart the device. If you want to keep the current configuration, please use "Backup” first to save current cenfiguration.

Update Settings

Click Backup Settings, a window appears, click save , then browse the location where you want to
save the backup file.

Click Browse and browse to the location where your backup file is saved, the click Open. Then in
the above page, click Update Settings, the following process indicating screen will appear. Let it
update to 100%, it will automatically turn to the Device Info page.

progress

progress...

Do not switch off device during flash update or rebooting.

total . 6%
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Access Control

Access Control is used to prevent unauthorized access to the router configuration page. Here you
can change the login user password. Three user levels are provided here. Each user level there’s a
default provided user. You must access the router with the appropriate username and password.
Here the corresponding passwords are allowed to change.

Il?onﬂguraiion u\- .
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* Access Control

Parameters

Level Administrator

Username admin

Old Password {maximum length is 15)

New Password {maximum length is 15)

Caonfirm Password {maximum length is 15)
Apply Cancel

Level: select which level you want to change password to. There are three default levels.

® Administrator: the root user, corresponding default username and password are admin and
admin respectively.

® Advanced: username for the remote user to login, corresponding default username and
password are support and support respectively.

® User: username for the general user, when logon to the web page, only few items would be
listed for common user, corresponding default username password are user and user
respectively.

Username: The default username for each user level.

Old Password: Enter the old password.

New Password: Enter the new password.

Confirm Password: Enter again the new password to confirm.

Note: By default the accounts of Advanced and User are disabled, please click Valid check-box to
activate the accounts.

IC-)nﬂgura:ion Lu“\"‘ .

*Access Control

Parameters

Level Advanced “

Valid

Username support

Old Passwaord | (masimum length is 15)
New Password | (maximurn length is 15)
Confirm Password _|max.imum length is 15)

Click Apply to apply your new settings.
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Mail Alert

Mail alert is designed to keep system administrator or other relevant personnel alerted of any
unexpected events that might have occurred to the network computers or server for monitoring
efficiency. With this alert system, appropriate solutions may be tackled to fix problems that may have
arisen so that the server can be properly maintained.

Iosnfiguraxion ;\ i\,_ .

¥ Mail Alert
Server Information
WAN Port | D5L v
Apply all the settings to Cethernet [13GLTE
SMTP Server
Username
Password
Zenders E-mail | (Must be o@yyy.zzz)
SSLITLS [JEnable
Part |25
Account Test

Failover | Failback

Recipients E-mail (Must be xoou@yyy.zzz)
VWAHN IP Change Alert

Recipients E-mail (Must be @y =)
3G/4G LTE Usage Allowance

Recipients E-mail | (Must be soo@yyy.zz)
SIM lost

Recipients E-mail | (Must be ooUEYYY.ZZZ)

Apply Cancel

WAN Port: Mail Alert feature can be applicable to every WAN mode: Ethernet, DSL and 3G/4G
LTE. Select the port you want to use Mail Alert.

For example DSL, then when the WAN connection is in DSL mode and when there is any
unexpected event, the alert message will be sent to your specified E-mail.

Apply all settings to: check whether you want to have a copy of the settings to apply to other WAN
port, suppose the above Main port is DSL, then if you enable this function, then Ethernet port will
have the same configuration.

SMTP Server: Enter the SMTP server that you would like to use for sending emails.
Username: Enter the username of your email account to be used by the SMTP server.
Password: Enter the password of your email account.

Sender’s Email: Enter your email address.

SSL/TLS: Check to whether to enable SSL/TLS encryption feature.

Port: the port, default is 25.

Account Test: Press this button to test the connectivity and feasibility to your sender’s e-mail.

Recipient’s Email (Failover / Failback): Enter the email address that will receive the alert message
once the WAN-interface failover or failback occurs.

Recipient’s Email (WAN IP Change Alert): Enter the email address that will receive the alert
message once a WAN IP change has been detected.

Recipient’s Email (3G/4G LTE Usage Allowance ): Enter the email address that will receive the
alert message once the 3G over Usage Allowance occurs.

Recipient’s Email (SIM lost): Enter the email address that will receive the alert message once the
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SIM card loss has been detected.
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SMS Alert

SMS, Short Message Service, is to inform clients the information clients subscribe. The BiPAC
8920NXL-600 offers SMS alert sending clients alert messages when a WAN IP change is detected.

IConﬂgurauon j “Bc‘ .
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v SMS Alert
VWAN IP Change Alert

Recipients Mumber

Recipient’s Number (WAN IP Change Alert): Enter the Recipient’'s number that will receive the
alert message once a WAN IP change has been detected.
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Configure Log

IConfigura!ion A mt‘ .

* Configure Log

Parameters

Log @ Enable O Disahble
Log Level | Infarmational & |
Cisplay Level Infarmational

Mode Local |»

Log: Enable or disable this function.

Log level: Select your log level. The log level allows you to configure which types of events are
logged. There are eight log levels from high to low are displayed below:

® Emergency = system is unusable

Alert = action must be taken immediately
Critical = critical conditions

Error = error conditions

Warning = warning conditions

Notice = normal but significant conditions

© © © © © ©

Informational = information events
® Debugging = debug-level messages

The gateway records all log events at the chosen level and above. For instance, if you set the log
level to Critical, all critical, alert, and emergency events are logged, but none of the others are
recorded

Display Level: Display the log according to the level you set when you view system log. Once you
set the display level, the logs of the same or higher priority will be displayed.

Mode: Select the mode the system log adopted. Three modes: local, Remote and Both.
® Local: Select this mode to store the logs in the router’s local memory.

® Remote: Select this mode to send the log information to a remote log server. Then you must
assign the remote log server and port, 514 is often used.

® Both: Logs stored adopting above two ways.
Click Apply to save your settings.
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USB

Storage here refers to network sharing in the network environment, USB devices act as the storage
carrier for DLNA, common file sharing.

Storage Device Info

This part provides users direct access to the storage information like the total volume, the used and
the remaining capacity of the device.

IConﬂgura{i-}n A Q% .

* Storage Device Info
Storage Device Info
Volume Mame FileSystem Total Space Lsed Space Unmount

disk1_1 fat 15354 518

Volume Name: Display the storage volume name

FileSystem: Display the storage device’s file system format, well-known is FAT.
Total Space: Display the total space of the storage, with unit MB.

Used Space: Display the remaining space of each partition, unit MB.

Unmount: Click Unmount button if you want to uninstall the USB device. Please Note that first click
Unmount before you uninstall your USB storage.
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User Accounts

Users here can add user accounts for access to the storage, in this way users can access the
network sharing storage with the specified account, and again protect their own data.

Default user admin.

ICDnﬂgurazion | mc‘ .
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¥ User Accounts
User Accounts

A maximum accounts can be configured: 16

Username Home Directory Remaove Edit
admin !

Add Remave

Click Add button, enter the user account-adding page:

IConﬂgu:'a:ion h“\t" .

~User Accounts
Parameters

Username
Password
Confirm Password

Volume Mame ,_l:llisl;‘I'_j b

Username: user-defined name, but simpler and more convenient to remember would be favorable.
Password: Set the password.

Confirm Password: Reset the password for confirmation.

Volume Name: Select Volume name, as to create access to the volume of the specified partition of
the storage.

For example, a user test is setup behind the disk1_1.

Ilionﬁgurai_ian u.‘\c‘ .
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* User Accounts
User Accounts

A maximum accounts can be configured: 16

Usemame Home Directory Remave Edit
admin 1
test disk1_1iest O
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Accessing mechanism of Storage:
In your computer, Click Start > Run, enter \192.168.1.254

1M 441972,168.1.254

p See more results

|aa192.158.1.254| X | | Shut down | |
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When accessing the network storage, you can see a folder named “public’, users should have the
account to enter, and the account can be set at the User Accounts section.

When first logged on to the network folder, you will see the “public” folder.
Public: The public sharing space for each user in the USB Storage.

When user register a USB account and log successfully, a private folder (the same name as the user
account registered) exclusive for each user is established. Go on to see the details.

- L R R - &)

\JU [/ s Network » 1921681254 »

~ | 44 ||| search 1921681254 o
File Edit View Tools Help
Organize = Network and Sharing Center View remote printers ==+« [ @
¢ Favorites MName Type Comments

4 public Share shared folders on each volume
i Libraries

| Documents
3[ Music
= Pictures

E Videos

"8 Computer
&, Local Disk (C)
a Local Disk (D:)
—a Local Disk (E:)
ca Local Disk ()

Glil Metwork

[

| | |
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Access the folder public.

r 5
Windows Security g

Enter Network Password
Enter your password to connect to: 1921681254

[ |

| [ooee ]
Domain: WINT-64
[] Remember my credentials

@ Access is denied,

r - Y
* . ‘.‘.. & aoE» e .'— anilE qﬂu

-?ﬂ\v 4 » Network » 1921681.254 » public » w | ¥4 ||| Search public P|
o/ Sework : an Sl I

File Edit View Tools Help

= 0 @

Mame Date modified Type Size

Organize = MNew folder

¢ Favorites
) diskl_1_share 1/4/201310:40 AM  File folder

4 Libraries
@ Documents
J? Music
[&=] Pictures

B videos

1% Computer
&, Local Disk (C)
—a Local Disk (D)
—a Local Disk (E)
—a Local Disk (F)

e‘! Metwork

l 1 item Offline status: Online
d Offline availability: Mot available
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When successfully accessed, the private folder of each user is established, and user can see from
the following picture. The test fold in the picture is the private space for each user.
- - = T W s T ‘-_h1 ¥ WEM1

. [ T T W W
@Oi &y Metwork » 1921681.254 »

File Edit View Tools Help
Organize » Network and Sharing Center View remote printers =« [l l@

Name Type Comments

W Favorites

5| Recent Places 4 public Share shared folders on each volume
B Desktop & test Share Home Directory
& Downloads

- Libraries
@ Documents
J' Music
|| Pictures

BB Videos

1M Computer
&, Local Disk (C)
a Local Disk (D:)
u Local Disk (E:)
a Local Disk (F)

i‘! Metwiark

€ | m 2

| public f{\\192.168.1.254) Offline availability: Not available
Il | Share Offline status Online
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Print Server

The Print Server feature allows you to share a printer on your network by connecting a USB cable
from your printer to the USB port on the BiPAC 8920NX(L)-600. This allows you to print from any
location on your network.

Note: Only USB printers are supported.

Setup of the printer is a 3 -step process
1. Connect the printer to the router's USB port

2. Enable the print server on the router
3. Install the printer drivers on the PC you want to print from

Iconﬂguralion L“\rl‘ -

~ Print Server

Parameters

On-board Print Server [#] Enable
Printer Name OfficePrinter
Make And Model Epson Stylus Photo R2!

On-board Print Server: Check Enable to activate the print server

Printer Name: Enter the Printer name, for example, OfficePrinter

Make and Model: Enter in the Make and Model information for the printer, for example, Epson
Stylus Photo R290

Note:
The Printer name can be any text string up to 40 characters. It cannot contain spaces.
The Make and Model can be any text string up to 128 characters.

Set up of Printer client (Windows 7)

Step 1: Click Start and select “Devices and Printers”

&
‘% Snipping Tool

= warehouse
_, ==} Control Panel 3

Documents

x_"_‘-l Microsoft Excel 2010 3

. Pict
= ictures

1 SyncMe Client for Windows

Music

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

»  AllPrograms

| Search programs and files
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Step 2: Click "Add a Printer”.

[ H i—|@ » Control Panel » Hardware and Sound » Devices and Printers »

v‘-’

= s = =B @ o —_—

Add a device [ Add a printer

4 Devices (3)

helps you install a printer

Start the Add Printer Wizard, which

73
o

Wheel Mouse
Optical

Generic- N:}n—PnP
Monitor

WAREHOUSE PC

Step 3: Click “Add a network, wireless or Bluetooth printer

N S — - — &

@ =t Add Printer

What type of printer do you want to install?

= Add a local printer

when you plug them in.)

Use this option enly if you don't have a USBE printer. (Windows automatically installs USE printers

"). Add a NetwWork, wireless or

oluetooin printer

printer is turned on.

Make sure that your computer is connected to the network, or that your Bluetooth or wireless

[hee
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Step 4: Click “The printer that | want isn’t listed”

- ~ e
@ = Add Printer ... —

Searching for available printers...

Printer Name Address

] Stop

= The printer that I want isn't listed

Next Cancel

Step 5: Select “Select a shared printer by name”

Enter http://8920NXL600- LAN-IP:631/printers/printer-name or. Make sure printer’s name is the same as what you
set in the router earlier

For Example: http://192.168.1.254:631/printers/OfficePrinter

OfficePrinter is the Printer Name we setup earlier

@ = Add Printer

Find a printer by name or TCP/IP address

(") Browse for a printer
i@ Select a shared printer by name

http://192.168.1.254:631/printers/OfficePrinter

Example: \\computernameiprintername or
http://computername/printers/printernarme/ printer

() Add a printer using a TCP/IP address or hostname

{ [ Cancel

138



Step 6: Click “Next” to add the printer driver. If your printer is not listed and your printer came with an installation
disk, click “Have Disk” find it and install the driver.

r -
Add Printer Wizard e - ™

Select the manufacturer and model of your printer. f your printer came with
an installation disk, click Have Disk. if your printer is not listed, consult your
printer documentation for a compatible printer.

Manufacturer * || Printers *
Brother L4 (5] Epson Stylus Photo R200 (M)
Canan @ Epson Stylus Phota R210 (M)
Epson B
Fuiji Xerox @ Epson Stylus Photo BR300 (M) Er
Fienarie T | [ I=IFnenn Shiie Photn R0 W 3

@ This driver is digitally signed.
Tell me why driver signing is important =

oK || cancel |

Step 7: Click “Next”
r E; B

u = Add Printer -

[l U
You've successfully added OfficePrinter on http://192.168.1.254:631

Printer name: OfficePrinter on http://192.168.1.254:631

This printer has been installed with the EPSON Stylus Photo R290 Series driver.
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Step 8: Click “Next” and you are done

I\ E@ Add Printer

You've successfully added OfficePrinter on http://192.168.1.254:631

To check if your printer is working properly, or to see troubleshooting informatien for the printer, print a
test page.

You will now be able to see your printer on the Devices and Printers Page

. — — [ [ 5 ] |

S N o a
(I ) [ » Control Panel » Hardware and Sound » Devices and Printers » + [ 43 ||| Search Devices and printers £

Add adevice  Add a printer 25 @

4 Devices (3)

N B o

Generic Non-PrP  WAREHOUSE_PC Wheel Mouse
WMonitor Optical

4 Printers and Faxes (1)

C/

OfficePrinter on
hitp://192.168.1.2
4631
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DLNA

The Digital Living Network Alliance (DLNA) is a non-profit collaborative trade organization
established by Sony in June 2003, which is responsible for defining interoperability guidelines to
enable sharing of digital media between consumer devices such as computers, printers, cameras,
cell phones and other multiple devices.

DLNA uses Universal Plug and Play (UPnP) for media management, discovery and control. UPnP
defines the types of devices (‘server’, ‘renderer’, ‘controller’) that DLNA supports and the mechanism
for accessing media over a network.

Overall, DLNA allows more convenience, more choices and enjoyment of your digital content
through DLNA certified devices. Any DLNA certified devices or software can access the DLNA
server.

With USB storage, 8920NXL-600 can serve as a DLNA server.

IIZ-}nﬂgura{iGn A Wc‘ .

~ Digital Media Server settings

Parameters

On-board digital media server [ Enakle
Interface Default »

Iedia Library Fath disk1_1 »

Apply Cancel

On-board digital media server: Enable to share the device as a DLNA server.
Interface: The VLAN group, it is the bound interface for DLNA server accessing.

Media Library Path: Default is disk1_1, total USB space (pictures, videos, music, etc, all can be
accessed with this path).
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Take Windows media player in Windows 7 accessing the DLNA server for example for usage of
DLNA. The windows media player lists the resources (music, videos, etc) stored by the router’s
DLNA-based library under file “BiPAC 8920NXL-600, for example”.

r_
|2l Windows Media Player

®-a -

File VMiew Play Tools Help

|-
@u » BIPAC 8920NXL-600:254  »

Play Burn Sync

EilE

Il Organize ~ Stream ~  Create playlist - ~* | Search

Title

it

Music

Eh Library
[ Playlists
a 2 Music
@, Artist
=) Album
) Genre
B Videos
= Pictures
=] Recorded TV
ED Other media

H =

Videos Pictures

[ Other Libraries
4 @ BiPAC 8920NXL-600:254
& J3 Music
& Videos
)| Pictures

II £ wedis cuice -

Hmeﬂlg‘

P +| @ | Savelist Clearlist P~ @~

2 Unsaved list
>

Playlists

Ll

Recorded TV

>

@& Unsaved list =

1 item, 3 minutes

—9) as

r_.
INCoOWs 1a Fiayer
[0 Windows Media Player

o

| B i |

File View Play Tools Help

N .
@(\J‘ » BiPAC 8920MXL-500:254 » Music ¥ Al music

Play Burn Sync

Organize v Stream - »

B Library
|| Playlists
a 1 Music
i ) Artist
i (=) Album
=y Genre
B Videos
=l Pictures
=] Recorded TV
ED Other media

[ Other Libraries
a l?‘ BiPAC 8920NXL-500:254
b 3 Music
H Videos
= Pictures
=) Recorded TV

EI Media Guide -

Album

Unknown Artist

Ll

= 5

P | @ | sevelist Clearlist P~ A~

earch

= Title

Unknown Album
Unknown Artist
Unknown Genre

Unknown Year

1011zjn.mp31011zjn.mp3
1011zjn.mp31011zjn.mp3
1011zjn.mp31011zjn.mp3

=

Shop

‘ 1011zjn.mp31011zjn.mp3

e Unsaved list

+ 1011zjn;mpI1011zjn.mp3

F17

1011zjn.mp31011zjn.mp3
1011zjn.mp31011zjn.mp3

3 iterns, 9 minutes

317
317

o 1011zin.mp31011zjn.mp3

02:08 |

)

e I

== ———

ST -'l'}) ——_9 )

-—
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IP Tunnel

An IP Tunnel is an Internet Protocol (IP) network communication channels between two networks of
different protocols. It is used to transport another network protocol by encapsulation of its packets.

IP Tunnels are often used to connect two disjoint IP networks that do not have a native routing path
to each other, via an underlying routable protocol across an intermediate transport network, like VPN.

Another prominent use of IP Tunnel is to connect islands of IPv6 installations across the IPv4
internet.

IPv6inIPv4

6in4 is an Internet transition mechanism for migrating from IPv4 to IPv6. 6in4 uses tunneling to
encapsulate IPv6 traffic over explicitly configured IPv4 links. The 6in4 traffic is sent over the IPv4
Internet inside IPv4 packets whose IP headers have the IP Protocol number set to 41. This protocol
number is specifically designated for IPv6 capsulation.

6RD:

6RD is a mechanism to facilitate IPv6 rapid deployment across IPv4 infrastructures of internet
service providers (ISPs).

It is derived from 6to4, a preexisting mechanism to transporting IPv6 packets over IPv4
infrastructure network, with the significant change that it operates entirely within the enduser’s ISP
network, thus avoiding the major architectural problems inherent in the original design of 6to4.

ICC—nﬂEjLI-’aIiL‘-ﬂ i “\l‘ .
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~ IPviniPv4
Gind Tunnel Configuration
Mame VAR LAM  Dynamic 4 Commeon Bit Lenath Grd Prefix with Prefix Length Border Relay Address Remove

Add Remave

Click Add button to manually add the 6in4 rules.

N N

IConﬂguraﬂrjn

* 6ind Tunnel Configuration
Parameters

Tunnel Mame

Wechanism [6RO v
Agsociated WAN Interface v
Associated LAN Interface LAN/DID

Iethod @ manual O Automatic

W4 Common Bit Length
Grd Prefix with Prefix Length
Border Relay IPv4

Tunnel Name: User-defined name.
Mechanism: Here only 6RD.
Associated WAN Interface: The applied WAN iritgface with the set tunnel, thus when there are



packets from/to the WAN interface, the tunnel would be used to transport the packets.
Associated LAN Interface: Set the linked LAN interface with the tunnel.

Method: 6rd operation mechanism: manually configured or automatically configured. If manually,
please fill out the following 6rd parameters.

V4 Common Bit Length: Specify the length of IPv4 address carried in IPv6 prefix, for example, 0
means to carry all the 32 bits of IPv4 address while 8 carries 24 bits of the IPv4 address.

6rd Prefix with Prefix Length: Enter the 6rd prefix and prefix length you uniquely designate to 6rd
by the ISP( The 6rd prefix and prefix length are to replace the standard 6to4 prefix 2002::/16 by an
IPv6 prefix that belongs to the ISP-assigned.)

Border Relay IPv4: The IPv4 address of the border relay. The relay is used to unwrap capsulated
IPv4 packets into IPv6 packets and send them to the IPv6 network.
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IPv4inIPv6

4in6 refers to tunneling of IPv4 in IPv6. It is an inherent internet interoperation mechanism allowing
IPv4 to be used in an IPv6 only network.

4in6 uses tunneling to encapsulate IPv4 traffic over configured IPv6 tunnels. 4in6 tunnels are usually
manually configured but they can be automated using protocols such as TSP to allow easy
connection to a tunnel broker.

DS - Lite
DS —Lite, or Dual-Stack Lite, is designed to let an ISP omit the deployment of any IPv4 address to

the customer’s CPE. Instead, only global IPv6 addresses are provided (Regular Dual-Stack Lite
deploys global addresses for both IPv4 and IPv6).

The CPE distributes private IPv4 addresses for the LAN clients, the same as a NAT device. The
subnet information is chosen by the customer, identically to the NAT model. However, instead of
performing the NAT itself, the CPE encapsulates the IPv4 packet inside an IPv6 packet.

figuratic \
ICDH iguration 1“1:‘ .

T IPv4inlPvG
4in6 Tunnel Configuration
Mame WAN LAM Dynamic AFTR Remave

Add Remove

Click Add button to manually add the 4in6 rules.

ICDnﬂgura!ion Q\‘ .
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* 4in6 Tunnel Configuration
Parameters
Tunnel Name

Mechanism DS-Lite R

Associated WAN Interface ¥
Associated LAN Interface LAN/BrD ¥

Method ® manual O Automatic

AFTR

Tunnel Name: User-defined tunnel name.

Mechanism: It is the 4in6 tunnel operation technology. Please select DS-Lite.

Associated WAN Interface: The applied WAN interface with the set tunnel, and when there are
packets from/to the WAN interface, the tunnel would be used to transport the packets.
Associated LAN Interface: Specify the linked LAN interface with the tunnel.

Method: Manually to specify the AFTP (Address Family Transition Router) address or Automatic.
AFTR: Specify the address of AFTP (Address Family Transition Router) from your ISP.
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Security
IP Filtering Outgoing

IP filtering enables you to configure your router to block specified internal/external users (IP address)
from Internet access, or you can disable specific service requests (Port number) to /from Internet.
The relationship among all filters is “or” operation, which means that the router checks these
different filter rules one by one, starting from the first rule. As long as one of the rules is satisfied, the
specified action will be taken.

Note: The maximum number of entries: 32.

ICC—nﬂEJLI-’aIiDﬂ J “\‘ .
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~ P Filtering
Outgoing IP Filtering Setup
Amaximum entries can be configured: 32

: P Source [P address Source Port : s _
Order  Filter Mame : Protocol = — Action  Log Disable Remove Edit
Version Destination IF address Destination Port

Remaove Reorder

Click Add button to enter the exact rule setting page.

IC'}I]TigLIFaiiDH A u% .

¥ Qutgoing IP Filtering Setup

Parameters

Filter Mame == | —type or select from listbox— |

IP Version IPvd (%

Protocal TCP/UDP | Pratocal Number [0-254]

Source IP address . [~] Source Port . .[port or portport]
Destination IP address ~ Destination Port [part or portport]
Time Schedule Always On v Sun Mon Tue Wed Thu Fri Sat From 00 ;|00 To| 00 00

Action drop v Log O

Filter Name: A user-defined rule name. User can select simply from the list box for the application
for quick setup.

IP Version: Select the IP Version, IPv4 or IPv6.
Protocol: Set the traffic type (TCP/UDP, TCP, UDP, ICMP, RAW, Any) rule applies to.

Source IP address: This is the Address-Filter used to allow or block traffic to/from particular IP
address(es) featured in the IP range. If you leave empty, it means any IP address.

Source Port [port or port:port]: The port or port range defines traffic from the port (specific
application) or port in the set port range blocked to go through the router. Default is set port from
range 1 — 65535.

Destination IP address: Traffic from LAN with the particular traffic destination address specified in
the IP range is to be blocked from going through the router, similarly set as the Source IP address
above.

Destination Port [port or port: port]: Traffic with the particular set destination port or port in the set
port range is to be blocked from going through ltgg router. Default is set port from port range: 1 —



65535.

Time Schedule: Select or set exactly when the rule works. When set to “Always On”, the rule will
work all time; and also you can set the precise time when the rule works, like 01:00 - 19:00 from
Monday to Friday. Or you can select the already set timeslot in “Time Schedule” during which the
rule works. And when set to “Disable”, the rule is disabled or inactive and there will be an icon”

’ " in list table indicating the rule is inactive. See Time Schedule.

Action: Select to drop or forward the packets fit the outgoing filtering rule.
Log: check the check-box to record the security log. To check the log, users can turn to Security Log.

Example: For example, if there is an outgoing rule set as follows, then the 21 application between
source IP and destination IP will be blocked. Or exactly in the rule below, all traffic trying to access
FTP will be forwarded.

ICDnﬂguraIion u\‘ .
) I -

* Outgoing IP Filtering Setup

Parameters

Filter Name [FTP =< [FTPTCP 21) v

IP Version IPvd v

Protocal TCP v Protocol Number |10 - 254

Source IP address ~ Source Port [part or portport]
Destination IP address | & ' Destination Part 21 [part or portpor]
Time Schedule Always On v sun [ Imon [ITue [lwed [IThu [IFri [Isat Fromjoo - |:[o0 < |Tofoo ~|:[o0

Action forward v Log

lConﬂguration u\‘ .
X  __ —

¥ P Filtering
Outgoing IP Filtering Setup
A maximum entries can be configured: 32

; P Source |P address Source Port : ; :
Order  Filter Name ; Protocol e T Action  Log Disable Remove Edit
\ersion Destination IF address Destination Fort
Any Any
Bk 4 TGP . forward Enable Edit
21 0

Remave Reorder
(The rule is active; disable field shows the status of the rule, active or inactive)

Add another Outgoing IP Filtering rule, users will find the “arrow” icon to change the IP outgoing filter
rule working orders.

Il:onfigurati-}n \ \ i\_ .

¥ IP Filtering
Outgoing IP Filtering Setup
A maximum entries can be configured: 32

; P Source IP address Source Port ; _ ;
Order  Filter Name : Protocol === =— Action Log Disable Remaove Edit
Version Destination IP address Destination Port
Any Any
FTP 4 TER - - forward Enable Edit
¢ = O [es]
Any Any
1t HTTF 4 TEP - - forward Enable Edit
e O [Eot]

Add Remaove Rearder
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How to disable set rule.

fconraurssen N N
~Outgoing IP Filtering Setup

Parameters

Filter Mame |l-—I'F' |<<| —type or selectfrom listbox— L‘Lﬂ

IP Version IPyd (%

Protacal TCP v Protocol Number [ m-254

Source IP address | B | Source Port [ |wortorportport
Destination IP address | |~| | Destination Port {port or portport]

Time Schedule [tsun [Imon [ITue [Iwed [ IThu [IFri [!sat From[0o -|:[o0 ~[To[o0 +|:[o0 ~

Action Log

I Configuration

e N

™ IP Filtering
Dutgoing IP Filtering Setup
Amaximum entries can be configured: 32

ETR 4 TCP

[ Add | [ Remove | | Reorder

Any
Any 21

Any

forward Enable i

(Rule inactive)
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IP Filtering Incoming

Incoming IP Filtering is set by default to block all incoming traffic, but user can set rules to forward
the specific incoming traffic.

Note:

1. The maximum number of entries: 32.

2. When LAN side firewall or firewall in WAN interface(s) is enabled, user can move here to add
allowing rules to pass through the firewall.

IC-)nﬂgura!ion ‘\ i\.. .

~IP Filtering
Incoming IP Filtering Setup

A maximum entries can be configured: 32

) IP Source IP address Source Port ) )
Filter Mame Interfaces . Protocol —— — Log Disable Remaove Edit
Versian Destination IP address Destination Port

Add Remuove

Click Add button to enter the exact rule setting page.

IC-}nfigur'a{ic-n ;u\{ .

~*Incoming IP Filtering Setup
Parameters
Filter Mame [==| —type or select from listbox— v

IP Version IPvd ~
Pratocol TCPIUDP ~| Protocal Mumber [0 - 254]
Source [P address ' o [ Source Port ' [port or portport]

Destination IP address ~ Destination Port [port or portport]
Interfaces Ml Mipoe_sthaiethd. 1 M pppos_0_0_35mpppo1 M acouseaco Mermmo

Time Schedule | Always On v Sun Mean Tue Wed Thu Fri Sat From| 00 100 ~|To 00 |:[o0
Log O

Filter Name: A user-defined rule name. User can select simply from the list box for the application
for quick setup.

IP Version: Select the IP Version, IPv4 or IPv6.
Protocol: Set the traffic type (TCP/UDP, TCP, UDP, ICMP, RAW, Any ) that the rule applies to.

Source IP address: This is the Address-Filter used to allow or block traffic to/from particular IP
address(es) featured in the IP range.. If you leave empty, it means any IP address.

Source Port [port or port:port]: The port or port range defines traffic from the port (specific
application) or port in the set port range blocked to go through the router. Default is set port from
range 1 — 65535.

Destination IP address: Traffic from LAN with the particular traffic destination address specified in
the IP range is to be blocked from going through the router, similarly set as the Source IP address
above.

Destination Port [port or port : port]: Traffic with the particular set destination port or port in the
set port range is to be blocked from going through the router. Default is set port from port range: 1 —
65535

Interfaces: Check if the filter rule applies to all interfaces. User can base on need select interfaces
to make the rule take effect with those interfaces.1 49



Time Schedule: Select or set exactly when the rule works. When set to “Always On”, the rule will
work all time; and also you can set the precise time when the rule works, like 01:00 - 19:00 from
Monday to Friday. Or you can select the already set timeslot in “Time Schedule” during which the
rule works. And when set to “Disable”, the rule is disabled or inactive and there will be an icon”

b

”in the list table indicating the rule is inactive. See Time Schedule.

Log: check the check-box to record the security log. To check the log, users can turn to Security Log.

150



MAC Filtering

MAC Filtering is only effective on ATM PVCs configured in Bridged mode.

FORWARDED means that all MAC layer frames will be forwarded except those matching with any
of the specified rules in the following table.

BLOCKED means that all MAC layer frames will be blocked except those matching with any of the
specified rules in the following table.

Iliu}nﬂguraiir}n A Q"\E. .

¥ MAC Filtering

MAC Filtering Setup
MAC Filtering is only effective on ATM PVCs configured in Bridge mode. FORWARDED means that all MAC layer frames will be FORWARDED except those matching with any of the
specified rules in the following table. BLOCKED means that all MAC layer frames will be BLOCKED except those matching with any of the specified rules in the following table.

MAC Filtering Policy For Each Interface

Interface Palicy Change
atma.1 FORVVARD ]
WARNIMG: Changing fram one policy to another of an interface will cause all defined rules for that interface to be REMOVED AUTOMATICALLY! You will need to create new rules
for the new palicy
Change Policy
MAC filtering rules
Interface Protacol Destination MAC Source MAC Frame Direction Remave
Add Remave

By default, all MAC frames of the interface in Bridge Mode will be forwarded, you can check
Change checkbox and then press Change Policy to change the settings to the interface.

For example, from above, the interface atm0.1 is of bridge mode, and all the MAC layer frames will
be forward, but you can set some rules to let some item matched the rules to be blocked.

Click Add button to add the rules.

ICO|1ﬂgL|ra1ion A u:\(‘ .

¥ MAC filtering rules
Parameters
Protocol [ v

Destination MAC

Source MAC

Frame Direction LAN===WAN |+

VAN Interface br_eth/eth0.2 v
Apply

Protocol: Select from the drop-down menu the protocol that applies to this rule.

Destination /Source MAC Address: Enter the destination/source address.

Frame Direction: Select the frame direction this rule applies, both LAN and WAN: LAN <=>WAN,
only LAN to WAN: LAN=>WAN, only WAN to LAN: WAN=>LAN.

WAN Interfaces: Select the interfaces configured in Bridge mode.
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Block WAN PING

This feature is enabled to let your router not respond to any ping command when someone others
“Ping” your WAN IP.

ICDnﬁguralion l‘\é— !

~ Block WAN PING

Parameters
Block WAN PING OEnable @ Disable
Block WAN (IPvE) PING O Enable @ Disable
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Time Restriction

A MAC (Media Access Control) address is the unique network hardware identifier for each PC on
your network’s interface (i.e. its Network Interface Card or Ethernet card). Using your router's MAC
Address Filter function, you can configure the network to block specific machines from accessing
your LAN during the specified time.

This page adds time of day restriction to a special LAN device connected to the router. Please click
Add button to add the device(s) to be subject to Time Restriction rules (forward or drop connection to
internet). Devices Not added will not comply with the rules and access internet and router willingly.

To find out the MAC address of a window based PC, go to command window, and type “ipconfig/all”.

Note: The maximum entries configured: 32.

I Configuration w; .
A :

> Time Restriction

Access Time Restriction
A maximum entries can be configured: 32
Host Label MAC Address Sun Ian Tile Wed Thu Fri Sat Start Time End Time Remove Edit

Remaove

Click Add to add the rules.

I Configuration ] u“\t‘ .
'Y 5

~Time Restriction

Parameters

Haost Label

MAC Addiess == | —lype o select Torm lislbug—

drop i Sun lan Tue Wed Thu Fri Sat From| 00 |00 Tol 00 ]
| 00

Time Schedule

Host Label: User-defined name.

MAC Address: Enter the MAC address(es) you want to allow or block to access the router and LAN.
The format of MAC address could be: XX:XX:XX:XX:XX:XX Or XX-XX-XX-XX-XX-XX. For convenience, user
can select from the list box.

Time Schedule: Configure to control the PC from accessing router and internet.
® Drop: To drop the MAC entries always; in other words, the MACs are blocked access to router
and internet always.

® Forward: To forward the MAC entries always; in other words, the MACs are granted access to
the router and internet always.

® Check or select from listbox: To set the time duration during which the MACs are blocked
from access the router and internet. “select from listbox” means that you can select the
already set timeslot in “Time Schedule” section during which the MACs are blocked from
access the router and internet.

Click Apply to confirm your settings. The following prompt window will appear to remind you of the
attention.
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An example:

Itonﬂguratir}n i% .

*Time Restriction

Access Time Restriction

A maximum entries can be configured: 32

Host Label MAC Address sun  Men Tue Wed Thu Fri  Sat StatTime EndTime Remove Edi
test 18:39:05:38:04:03 forward @
child-use 18:39.05:04:12:23 X 00:00 2359 @

Con)Gams) )

Here you can see that the user “child-use” with a MAC of 18:a9:05:04:12:23 is blocked to access the
router from 00:00 to 23:59 Monday through Friday.
The “test” can access the internet always.

If you needn’t this rule, you can check the box, press Remove, it will be OK.
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URL Filter

URL (Uniform Resource Locator — e.g. an address in the form of http://www.abcde.com or
http://www.example.com) filter rules allow you to prevent users on your network from accessing
particular websites by their URL. There are no pre-defined URL filter rules; you can add filter rules to
meet your requirements.

Note:
1) URL Filter rules apply to both IPv4 and IPv6 sources.

2) But in Exception IP Address part, user can click “=='* to set the exception IP address(es) for
IPv4 and IPv6 respectively.

IConﬂguraiion \I‘" .
'Y L= -

* URL Filter
Parameters
Keywords Filtering CIEnable Detail +
Domains Filtering [IEnable Detall ¥

Restrict URL Features BLock [luavaapplet [Clactvex [cookie [Proxy

Except IP Address Detail

Log O

Time Schedule Always On b Sun KMan Tue Wed Thu Fri Sat From| 00 -[o0 To| 00 oo

Keywords Filtering: Allow blocking against specific keywords within a particular URL rather than
having to specify a complete URL (e.g.to block any image called “advertisement.gif’). When enabled,
your specified keywords list will be checked to see if any keywords are present in URLs accessed to
determine if the connection attempt should be blocked. Please note that the URL filter blocks web
browser (HTTP) connection attempts using port 80 only.

Domains Filtering: This function checks the whole URL address but not the IP address against
your list of domains to block or allow. If it is matched, the URL request will either be sent (Trusted) or
dropped (Forbidden).

Restrict URL Features: Click Block Java Applet to filter web access with Java Applet components.
Click Block ActiveX to filter web access with ActiveX components. Click Block Cookie to filter web
access with Cookie components. Click Block Proxy to filter web proxy access.

Except IP Address: You can input a list of IP addresses as the exception list for URL filtering.
These IPs will not be covered by the URL rules.

Time Schedule: Select or set exactly when the rule works. When set to “Always On”, the rule will
work all time; and also you can set the precise time when the rule works, like 01:00 - 19:00 from
Monday to Friday. Or you can select the already set timeslot in “Time Schedule” during which the
rule works. And when set to “Disable”, the rule is disabled. See Time Schedule.

Log: Select Enable for this option if you will like to capture the logs for this URL filter policy. To
check the log, users can turn to Security Log.
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Keywords Filtering

Note: Maximum number of entries: 32.

—

Click Pei2l* to add the keywords.

ICanigurati-}n \ i\- .
A —

¥ Keywords Filtering
Parameters

Keyword

Edit/ Delete | Return »

Enter the Keyword, for example image, and then click Add.

ICDnﬂngrall'}H u - .
s =

T Keywords Filtering

Parameters

Keyword

Add Edit/Delete | Return *
Edit Keyword Delete
O image |

You can add other keywords like this. The keywords you add will be listed as above. If you want to
reedit the keyword, press the Edit radio button left beside the item, and the word will listed in the
Keyword field, edit, and then press Edit/Delete to confirm. If you want to delete certain keyword,

check Delete checkbox right beside the item, and press Edit/Delete. Click Return to be back to the
previous page.

Domains Filtering
Note: Maximum number of entries: 32.
Click “=='* to add Domains.

IC-}nfigura;ion A Q\t‘ .

* Domains Filtering
Parameters

Diomains Filtering

Edit/Delete | Return >

Type ' Forbidden Domain »

Domain Filtering: enter the domain you want this filter to apply.
Type: select the action this filter deals with the Domain.

® Forbidden Domain: The domain is forbidden access.

® Trusted Domain: The domain is trusted and allowed access.

Enter a domain and select whether this domain is trusted or forbidden with the pull-down menu. Next,
click Add. Your new domain will be added to either the Trusted Domain or Forbidden Domain listing,
depending on which you selected previously. 1F:’.%r specific process, please refer to Keywords



Filtering.

Except IP Address
In the section, users can set the exception IP respectively for IPv4 and IPv6.

Click P&l to add the IP Addresses.

Irjonﬂguraﬂon i “\t‘ .
a4 _

T Except IP Address
Parameters
IP Version Pvd |

Internal IP Address o

Add Edit/Delete | Retum ¥

Enter the except IP address. Click Add to save your changes. The IP address will be entered into
the Exception List, and excluded from the URL filtering rules in effect. For specific process, please
refer to Keywords Filtering.

For example, users can set IPv4 client 192.168.1.103 in your network as a exception address that is
not limited to the rules set in URL filter ( or IPv4 clients (a range) ). And also an IPv6 client
(2000:1211:1002:6ba4:d160:5adb:9009:87ae) or IPv6 clients(a range ) can be the exceptions from
the URL rules.

At the URL Filter page, press Apply to confirm your settings.
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Parental Control Provider

Parental Control Provider provides Web content filtering offering safer and more reliable web surfing
for users. Please get an account and configure at the selected Provider “www.opendns.com” in
advance. To use parental control (DNS), user needs to configure to use parental control (DNS
provided by parental control provider) to access internet at WAN configuration or DNS page(See
DNS).

IConfiguratinn ;mr‘ .

¥ Parental Control Provider

Parameters

FParental Control Provider provides Web content filtering while surfing the web safer and more reliable.
Please get an account and configure at the selected Provider in advance

Provider www.opendns.com
Host Mame
Username

Password

Host Name, Username and Password: Enter your registered domain name and your username
and password at the provider website www.opendns.com.
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QoS - Quality of Service

Quality of Service

QoS helps you to control the data upload traffic of each application from LAN (Ethernet) to WAN
(Internet). This feature allows you to control the quality and speed of throughput for each application
when the system is running with full upstream load.

Note: VDSL/ADSL line speed is based on the VDSL/ADSL sync rate. But there is no QoS on 3G/4G
LTE as the 3G/4G LTE line speed is various and can not be known exactly.

Iliu:-nﬁgurailen “E\t‘ .
L —

* Q05 Classification Setup
EVVAN Line Speed
Upstream ! Downstream 0 /|0 lkbps [0 : Disable]

WMaximum rules can be configured: 32
Class Mame |P Version Direction Internal IP Address  Internal Pot Protocol External IP Address  External Port DSCP Mark Rate Type Disabled Remove Edit

EWAN Line Speed

Upstream / Downstream: Specify the upstream and downstream rate of the EWAN interface.
Click Apply to save the EWAN rate settings.

Click Add to enter QoS rules.

I Configuration A wt .

¥ Quality of Service

Non-Assigned Bandwidth Ratio == Upstream (LAN to VWAN) : 100%  Downstream (VAN to LAN) : 100%

IP Version [1Pvd v

Application ' == | ~type or select from listhox— v

Direction LAN to WAN w Pratocal Any v DSCF Marking | Disable -
Rate Type Frioritization v Ratio % Priarity MNarmal v

Internal IP Address | -_ = -_ Internal Port =1

External IP Address = | External Port =

Time Schedule Always COn v Sun Ian Tue Wed Thu Fri Sat From| 00 2100 | To 00 +|:| 00

IP Version: Select either IPv4 or IPv6 base on need.

Application: Assign a name that identifies the new QoS application rule. Select from the list box for
quick setup.

Direction: Shows the direction mode of the QoS application.

® LAN to WAN: You want to control the traffic from local network to the outside (Upstream).
You can assign the priority for the application or you can limit the rate of the application.
Eg: you have a FTP server inside the local network, and you want to have a limited control by
the QoS policy and so you need to add a policy with LAN to WAN direction setting.

® WAN to LAN: Control traffic from WAN to LAN (Downstream).
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Protocol: Select the supported protocol from the drop down list.

DSCP Marking: Differentiated Services Code Point (DSCP), it is the first 6 bits in the ToS byte.
DSCP Marking allows users to classify the traffic of the application to be executed according to the
DSCP value.

IP Precedence and DSCP Mapping Table

Mapping Table
Default (000000) Best Effort

EF(101110)

Expedited Forwarding

AF11 (001010)

Assured Forwarding Class1(L)

AF12 (001100)

Assured Forwarding Class1(M)

AF13 (001110)

Assured Forwarding Class1(H)

AF21 (010010)

Assured Forwarding Class1(L)

AF22 (010100)

Assured Forwarding Class1(M)

AF23 (010110)

Assured Forwarding Class1(H)

AF31 (011010)

Assured Forwarding Class1(L)

AF32 (011100)

Assured Forwarding Class1(M)

AF33 (011110)

Assured Forwarding Class1(H)

AF41 (100010)

Assured Forwarding Class1(L)

AF42 (100100)

Assured Forwarding Class1(M)

AF43 (100110)

Assured Forwarding Class1(H)

CS1(001000) Class Selector(IP precedence)1

CS2(010000) Class Selector(IP precedence) 2
CS3(011000) Class Selector(IP precedence)3
CS4(100000) Class Selector(IP precedence) 4
CS5(101000) Class Selector(IP precedence) 5
CS6(110000) Class Selector(IP precedence) 6
CS7(111000) Class Selector(IP precedence) 7

DSCP offers three levels of service, Class Selector (CS), Assured Forwarding (AF) and Expedited
Forwarding (EF). AF1, AF2, AF3 and AF4 are four levels of assured forwarding services. Each AF
has three different packet loss priorities from high, medium, to low. Also, CS1-CS7 indicates the IP
precedence.

Rate Type: You can choose Limited or Prioritization.

® Limited (Maximum): Specify a limited data rate for this policy. It also is the maximum rate
for this policy. When you choose Limited, type the Ratio proportion. As above FTP server
example, you may want to “throttle” the outgoing FTP speed to 20% of 256K and limit to it,
you may use this type.

® Prioritization: Specify the rate type control for the rule to used. If you choose Prioritization
for the rule, you parameter Priority would be available, you can set the priority for this rule.

® Set DSCP Marking: When select Set DSCP Marking, the packets matching the rule will be
forwarded according to the pre-set DSCP marking.

Ratio: The rate percent of each application/policy compared to total traffic on the interface with
limited rate type. For example, we want to only allow 20% of the total data for the LAN-to-WAN
direction to be used for FTP server. Then we can specify here with data ratio = 20. If you have ADSL
LINE with 256K/bps.rate, the estimated data rate, in kbps, for this rule is 20%*256*0.9 = 46kbps.
(For 0.9 is an estimated factor for the effective data transfer rate for an ADSL LINE from LAN to
WAN. For WAN-to-LAN, it is 0.85 to 0.8)

Priority: Set the priority given to each policy/application. Specify the priority for the use of bandwidth.
You can specify which application can have higher priority to acquire the bandwidth. Its default
setting is set to Normal. You may adjust this setti?g(;to fit your policy / application.



Internal IP Address: The IP address values for Local LAN devices you want to give control.
Internal Port: The Port number on the LAN side, it is used to identify an application.
External IP Address: The IP address on remote / WAN side.

External Port: The Port number on the remote / WAN side.

Time Schedule: Select or set exactly when the rule works. When set to “Always On”, the rule will
work all time; and also you can set the precise time when the rule works, like 01:00 - 19:00 from
Monday to Friday. Or you can select the already set timeslot in “Time Schedule” during which the
rule works. And when set to “Disable”, the rule is disabled or inactive and there will be an icon”

; " indicating the rule is inactive. See Time Schedule.
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Examples: Common usage

HTTP web Normal PCs
browsing users

Restricted PC

1. Give outgoing VolP traffic more priority.

The default queue priority is normal, so if you have VolP users in your local network, you can set a
higher priority to the outgoing VolP traffic.

IConnguration l"\}_ -

¥ Quality of Service

Non-Assigned Bandwidth Ratio => Upstream (LAN to VWAN) : 100%  Downstream (VAN to LAN} : 100%

I Versian [IPvd ¥
Application |'\ioip |<<|—t;-'|:|e or select from listhox— (v |
Directicn |I_J\N 10 WAN [s Fratocal |_ﬂ1_3,‘ vi DSCP Marking |EF[1D111D':- bl

Internal IP Address | | Internal Port |_| =t |Q
| External Port -

Time Schedule [timeslot1 v| Osun Muon MTue Mwed Ehu BFi [Isat From[ 00 v|: 00 »|To[ 09 »|:[19 |

Rate Type | Prigritization v] Ratio % Priarity [High |~
|

|
External IP Address | |-

2. Give regular web http access a limited rate

IConnguration l"\}_ -

¥ Quality of Service

Non-Assigned Bandwidth Ratio => Upstream (LAN to VWAN) : 100%  Downstream (VAN to LAN} : 100%

I Versian [IPvd ¥

Application |HTTP |+=| HTTP(TCF 8D v

Direction [LAN to WAN s Frotocol [TcP_v] DSCP Marking  [Disable |

Rate Type [ Limited (Maximun) ¥ | Ratio 20w Friority [Normal |

Internal IP Address | |=| | Internal Fort |—| = |—|

External IP Address | |~| | External Port 80 ~ 80

Time Schedule [timeslot1 v| Osun Muon MTue Mwed Ehu BFi [Isat From[ 00 v|: 00 »|To[ 09 »|:[19 |
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3. If you are actively engaged in P2P and are afraid of slowing down internet access for other users
within your network, you can then use QoS to set a rule that has low priority. In this way, P2P
application will not congest the data transmission with other applications.

IConﬂguraiion

¥ Quality of Service
Non-Assigned Bandwidth Ratio == Upstream (LAN to VWAN) : 80% Downstream (VUAN to LAN) : 100%

IP Version 1Pv4 [

N N

Application "lPQF' .i“ '_'—'t;f'pe or select from listhox— ~

Direction __Li}-l 1o WAN | Pratocol ?m-i:n_y w | DSCP Marking | Disable >

Rate Type :- Frioritization b Ratio i % Priority L:m v

Internal IP Address ~ Internal Port ~

External IP Address -_ gil ) -_ External Port ] Il

Time Schedule | timeslot1 ' v| Osun Muon Mtve Mwed Mthu BFi Clsat From[00 w]:[00 v|To[09 ] :[19 v

Other applications, like FTP, Mail access, users can use QoS to control based on need.
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QoS Port Shaping

QoS port shaping supports traffic shaping of Ethernet interfaces. It forcefully maximizes the
throughput of the Ethernet interface. When “Shaping Rate” is set to “-1”, no shaping will be in place
and the “Burst Size” is to be ignored.

IConfigura!il}n ‘\ i\.i_ .

~ QoS Port Shaping
Parameters
QoS port shaping supports traffic shaping of Ethernetinterface. If "Shaping Rate” is setto ™17, it means no shaping and "Burst Size” will be ignored.

Interface Type QoS Shaping Rate (khps) Burst Size (Byte)
PS/EWAN VAN 1 ]

P1 LA 1 0

P2 LAN -1 _EI

Pa LAN [ o

P4 LAN 1 [0

Interface: P1-P5. P5 used as EWAN also covered.

Type: All LAN when P5 is LAN port; P5 used as EWAN, type WAN and all others LAN.
QoS Shaping Rate (Kbps): Set the forcefully maximum rate.

Burst Size(Bytes): Set the forcefully Burst Size.
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NAT

NAT (Network Address Translation) feature translates a private IP to a public IP, allowing multiple
users to access the Internet through a single IP account, sharing the single IP address. It is a natural
firewall for the private network.

Exceptional Rule Group

Exceptional Rule is dedicated to giving or blocking NAT/DMZ access to some specific IP or
IPs(range). Users are allowed to set 8 different exceptional rule groups at most. In each group, user
can add specific IP or IP range.

I Configuration \ i\.- .
h .

T Exceptional Rule Group

Parameters

Group Index  Group Mame Default Action  Exceptional Rule IP Range Edit
1 Graup Allow
2 Group2 Allow Edit
3 Group3 Allow
4 Groupd Allow
5 Groups Allaw
5 Groupé Allaw
7 Group? Allow
g Groupd Allaw Edit

Press Edit to set the exceptional IP (IP Range).

e
L4

II:.:-nﬂguraslon

* Exceptional Rule Group

Parameters

Group Mame Group
Default Action Allow Block
Apply

Exceptional Rule IP Range

IP Address Range £

Default Action: Please first set the range to make “Default Action” setting available. Select “Allow”
to grant access to the listed IP or IPs to Virtual Server and DMZ Host.

While choose “Block” to ban the listed IP or IPs to access the Virtual Server and DMZ Host.

Apply: Press Apply button to apply the change.

Exceptional Rule Range
IP Address Range: Specify the IP address range; IPv4 address range can be supported.
Click Add to add the IP Range.

For instance, if user wants block IP range of 172.16.1.102-172.16.1.106 from accessing your set
virtual server and DMZ host, you can add this IP range and valid it.
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Ic.snﬂgura{ion u\‘ .
A | < :

¥ Exceptional Rule Group
Parameters
Group Mame Groupl

Default Acticn O Allow & Block

Exceptional Rule IP Range
IP Address Range

Add

Edit Action IF Address Range Celete
= Block 172.16.1.102 ~ 172.16.1.106 =l

Virtual Servers

In TCP/IP and UDP networks a port is a 16-bit number used to identify which application program
(usually a server) incoming connections should be delivered to. Some ports have numbers that are
pre-assigned to them by the IANA (the Internet Assigned Numbers Authority), and these are referred
to as “well-known ports”. Servers follow the well-known port assignments so clients can locate them.

If you wish to run a server on your network that can be accessed from the WAN (i.e. from other
machines on the Internet that are outside your local network), or any application that can accept
incoming connections (e.g. Peer-to-peer/P2P software such as instant messaging applications and
P2P file-sharing applications) and are using NAT (Network Address Translation), then you will
usually need to configure your router to forward these incoming connection attempts using specific
ports to the PC on your network running the application. You will also need to use port forwarding if
you want to host an online game server.

The reason for this is that when using NAT, your publicly accessible IP address will be used by and
point to your router, which then needs to deliver all traffic to the private IP addresses used by your
PCs. Please see the WAN configuration section of this manual for more information on NAT.

The device can be configured as a virtual server so that remote users accessing services such as
Web or FTP services via the public (WAN) IP address can be automatically redirected to local
servers in the LAN network. Depending on the requested service (TCP/UDP port number), the
device redirects the external service request to the appropriate server within the LAN network.

This part is only available when NAT is enabled.
Note: The maximum number of entries: 64.

I Configuration } Q\" .
A = -

TVirtual Servers

Virtual Servers Setup

External Part Internal Port . .
Server Name Protocal Server IP Address WAN Interface Disabled Remowve Edit

Start End Start End
Add Remave

It is virtual server listing table as you see, Click Add to move on.
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The following configuration page will appear to let you configure.

*\irtual Servers
Parameters
Interface |J|3|J-3e_D_8_$:'-'|3|J|JD._1 w WA IP

Server Mame Custom Service w

Custom Service

Server IP Address _<<- —type ar select from listbox— |+
B Always On b Sun Man Tue Wed Thu Fri Sat From 00 . 00 To| 00
(o0
Exceptional Rule Group Mone |«
External Port Internal Fort
= = Protocol Protocol Mumber o =
TCP
TCP v
TCP v
| TCP v
TCP »
TCP v
TCP v
|TCP ~
TCP b
TCP b
TCP v
TCP »

Interface: Select from the drop-down menu the interface you want the virtual server(s) to apply.

WAN IP: To specify the exact WAN IP address. It can be flexible while there are multiple WAN [|Ps
on one interface. If the WAN IP field is empty, 8920NXL-600 uses the current WAN I[P of this
interface.

Server Name: Select the server name from the drop-down menu.

Custom Service: It is a kind of service to let users customize the service they want. Enter the user-
defined service name here. It is a parameter only available when users select Custom Service in
the above parameter.

Server IP Address: Enter your server IP Address here. User can select from the list box for quick
setup.

External Port

® Start: Enter a port number as the external starting number for the range you want to give
access to internal network.

® End: Enter a port number as the external ending number for the range you want to give
access to internal network.

Internal Port
@® Start: Enter a port number as the internal staring number.

@® End: Here it will generate automatically according to the End port number of External port
and can’t be modified.

Protocol: select the protocol this service used: TCP/UDP, TCP, UDP, ICMP, etc.

Time Schedule: Select or set exactly when the Virtual Server works. When set to “Always On”, the
Virtual Server will work all time; and also you can set the precise time when Virtual Server works,
like 01:00 - 19:00 from Monday to Friday. Or you can select the already set timeslot in Time
Schedule during which the Virtual Server works. And when set to “Disable”, the rule is disabled and

there will be an icon ¥ in the list table indicating the rule is disabled. See Time Schedule.

Exceptional Rule Group: Select the exceptionrixl6§;roup listed. It is to grant or block Virtual Server



access to a group of IPs. For example, as we set previously group 1 blocking access to
172.16.1.102-172.16.1.106. If here you want to block Virtual Server access to this IP range, you can
select Group1.

& Set up
1. Select a Server Name from the drop-down menu, then the port will automatically appear, modify
some as you like, or you can just leave it as default. Remember to enter your server |IP Address.

~\irtual Servers

Parameters
Interface | pppoe_0_B8_35/ppp0.a v| WAN IP
Server Name | Custom Service v |

Custom Service | |

Server IP Address | |<<!—type or select from listbor— »
AT W i | -

L |.|Always on v| [ lsun [ Imen [ 'Tue [ lwed | [Thu | IFri | /Sat Fromjoo - |:[o0 - |To[oo |

1100 v
Exceptional Rule Group lﬁone vi
External Paort Internal Faort

Protocol Protocol Mumiber
Start End Start End

TCP v | | | |

1l

[TcP ~| |
[fcr | [ ]

1

2. Press Apply to conform, and the items will be list in the Virtual Servers Setup table.

IConﬂguration L‘-\[t_ -

T \irtual Servers
Virtual Servers Setup

External Port Internal Part

Server Name e e Protacal g = Server IP Address WAN Interface Disabled Remove Edit

Age of Empires 47624 47624  TCP 47624 47624 192.168.1.103 pppo.1 O
Age of Empires 6073 6073 TCP §O73 G073 192.168.1.103 ppp0.A ]
Age of Empires 2300 2400 TGP 2300 2400  192.168.1.103 pppo.A @
Age of Empires 2300 2400  UDP 2300 2400  192.168.1.103 appa.1 0
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IConfiguration

*\irtual Servers

Virtual Servers Setup

Server Name

Age of Empires
Age of Empires
Age of Empires

Age of Empires

External Port
Start End
47624 47624

6073 6073
2300 2400
2300 2400

Frotocol

TCP
TCP
TCP
UDP

(v Means the rule is inactive)

@ Remove

Internal Port
Start End
47624 47624

6073 6073
2300 2400
2300 2400

Server [P Address

192.168.1.103
192.168.1.102
192.168.1.103
192.168.1.103

WAMN Interface

pppo.1 e
ppp0.1
ppp0.1
ppp0.1

R

Disahled Remove Edit

If you don’t need a specified Server, you can remove it. Check the check box beside the item you
want to remove, then press Remove, it will be OK.

IConﬂguration

TVirtual Servers

Virtual Servers Setup

Server Name

Age of Empires
Age of Empires
Age of Empires

Age of Empires

Add || | Remove

External Port
Start End
47624 47624
5073 6073
2300 2400
2300 2400

Protocol

TEE
TCP
TCP
UDP

Internal Port
Start End
47624 47624

6073 6073
2300 2400
2300 2400

Server [P Address

192.168.1.103
192.168.1.103
192.168.1.103
192.168.1.103
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pRpo.1

ppp0.1

ppp0.1
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Remove Edit
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DMZ Host

The DMZ Host is a local computer exposed to the Internet. When setting a particular internal IP
address as the DMZ Host, all incoming packets will be checked by Firewall and NAT algorithms
before being passed to the DMZ host, when a packet received does not use a port number used by
any other Virtual Server entries.

ICcnﬁgu;'asion

¥ DMZ Host
Parameters
DMZ Haost IP Address

Time Schedule

Exceptional Rule Group

N N

| ce[ <type ar select from listhox— w |
Always On bl Sun  Mon | (Tue | |Wed | |Thu | [Fri = |Sat From i To

5 None |

DMZ Host IP Address: Enter the IP Address of a host you want it to be a DMZ host. Select from the
list box to quick set the DMZ.

Time Schedule: Select or set exactly when the DMZ works. When set to “Always On”, the DMZ will
work all time; and also you can set the precise time when DMZ works, like 01:00 - 19:00 from
Monday to Friday. Or you can select the already set timeslot in Time Schedule during which the
DMZ works. And when set to “Disable”, the rule is disabled. See Time Schedule.

Exceptional Rule Group: Select the exceptional group listed. It is to grant or block DMZ access to
a group of IPs. For example, as we set previously group 1 blocking access to 172.16.1.102-
172.16.1.106. If here you want to block DMZ Access to this IP range, you can select Group1.

AOTE:
Py

Using port mapping does have security implications, since outside users are able to connect
to PCs on your network. For this reason you are advised to use specific Virtual Server
entries just for the ports your application requires instead of simply using DMZ or creating a
Virtual Server entry for “All” protocols, as doing so results in all connection attempts to your
public IP address accessing the specified PC.

Attention

If you have disabled the NAT option in the WAN-ISP section, the Virtual Server function will
hence be invalid.

If the DHCP server option is enabled, you have to be very careful in assigning the IP
addresses of the virtual servers in order to avoid conflicts. The easiest way of configuring
Virtual Servers is to manually assign static IP address to each virtual server PC, with an
address that does not fall into the range of IP addresses that are to be issued by the DHCP
server. You can configure the virtual server IP address manually, but it must still be in the
same subnet as the router.

170




One-to-One NAT

One-to-One NAT maps a specific private/local address to a global/public IP address. If user has
multiple global/public IP addresses from your ISP, you are free to use one-to-one NAT to assign
some specific public IP for an internal IP like a public web server mapped with a global/public IP for
outside access.

IC.}nﬂgur'aaien A “\‘:: .

~ One-to-One NAT

Parameters

Valid =]

WAR Interface pppoe_0_B8_35/ppp0.1 »
Global IP Address

Internal IF Address

Exceptional Rule Group None |«

Valid: Check whether to valid the one-to-one NAT mapping rule.
WAN Interface: Select one based WAN interface to configure the one-to-one NAT.

Global IP Address: The Global IP mapped to an internal device. It can be left empty, and under this
circumstance, it can be reached through the WAN [P of interface set in the field above.

Internal Address: The IP address of an internal device in the LAN.

Exceptional Rule Group: Select the exceptional group listed. It is to give or block access to a group
of IPs to the server after One-to-One NAT. For example, a server with 192.168.1.3 is mapped to
123.1.1.2 by One-to-One NAT, then the exceptional group can be designated to have or have not
access to 123.1.1.2.

For example, you have an ADSL connection of pppoe_0_8 35/ppp0.1 interface with three fixed
global IP, and you then can assign the other two global IPs to two internal devices respectively.

If you have a WEB server (IP address: 192.168.1.3) and a FTP server (IP address: 192.168.1.4) in
local network, owning a public IP address range of 123.1.1.2 to 123.1.1.4 assigned by ISP. 123.1.1.2
is used as WAN IP address of the router, 123.1.1.3 is used for WEB server and 123.1.1.4 is used for
FTP server. With One-to-One NAT, the servers with private IP addresses can be accessed at the
corresponding valid public IP addresses
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Port Triggering

Port triggering is a way to automate port forwarding with outbound traffic on predetermined ports
(‘triggering ports’), incoming ports are dynamically forwarded to the initiating host, while the
outbound ports are in use. Port triggering triggers can open an incoming port when a client on the

local network makes an outgoing connection on a predetermined port or a range of ports.

ICaniguraIin}n

~* Port Triggering
Port Triggering Setup

Trigger Open
(¥et=on Protocal Lol Rends Protocal
Start End
Add Remaove
Click Add to add a port triggering rule.
ICl}nﬂngr'aiion
* Port Triggering
Parameters
Interface |J|J|JIJE__D__3__35:'|J|J|_JU.1 »
Application C_L_|St-3m #.p_pl_ic_aticn v
Custom Application
Trigger Fort Cpen Port
Trigger Protocol
Start End Start
' TCP v
TCP v
[Tce v
TCP v
TCP v
TCP v
[TcP v
TCP v

FPort Range
Start

End

End

e

WAN Interface Remove Edit

R

Open Protocol

TCP
TCP
[TcP
TCP
TCP
[Tecr
TCP
TCP

REEEEEE

Interface: Select from the drop-down menu the interface you want the port triggering rules apply to.
Application: Preinstalled applications or Custom Application user can customize the utility yourself.
Custom Application: It is a kind of service to let users themselves customizes the service they

want. Enter the user-defined service name here.

Trigger Port

@® Start: Enter a port number as the triggering port starting number.
® End: Enter a port number as the triggering port ending number.

Any port in the range delimited by the ‘Start’ and ‘End’ would be the trigger port.
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Open port
@® Start: Enter a port number as the open port staring number.
® End: Enter a port number as the open port ending number.

Any port in the range delimited by the ‘Start’ and ‘End’ would be the preset forwarding port or open
port.

Protocol: select the protocol this service used: TCP/UDP, TCP, UDP.

@ Set up

An example of how port triggering works, when a client behind a NAT router connecting to Aim Talk,
it is a TCP connection with the default port 4099.

When connecting to Aim Talk, the client typically makes an outgoing connection on port 4099 to the
Aim Talk server, but when the computer is behind the NAT, the NAT silently drops this connection
because it does not know which computer behind the NAT to send the request to connect.

So, in this case, port triggering in the router is working, when an outbound connection is attempted
on port 4099 (or any port in the range set), it should allow inbound connections to that particular
computer.

1. Select a Server Name from the drop-down menu, then the port will automatically appear, modify
some as you like, or you can just leave it as default. Remember to enter your server |IP Address.

I Configuration u\‘ .
i - =

¥ Port Triggering

Parameters

Interface | Prpoe_0_8 35/ippp0.1 v |
Application Aim Talk hd

Custom Application

Trigger Port Open Port
Trigger Protocol Open Protocol
Start End Start End
4093 4099 ' TCP w 5191 5191 [P ¥
[TcP ] [TcP v
TCP v [TcP v
TCP v [TcP |
[TcP v [TcP v
TCP v [TcP |
Tcp bt [TcP |
: TCP v [TcP v

2. Press Apply to conform, and the items will be list in the Port Triggering Setup table.

Iconﬂgl.lra{icn A u.‘\[- .

¥ Port Triggering
Port Triggering Setup

Trigger apen
Application Fort Range Fort Range WAN Interface Remove Edit
Protocol Protocol
Start End Start End
Aim Talk e 4099 4089 TFER 5181 5181 ppp0.1 "] Edit
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@ Remove

If you don’t need a specified Server, you can remove it. Check the check box beside the item you
want to remove, and then press Remove.

I Configuration

~ Port Triggering
Port Triggering Setup

Aim Talke 4

5191 519‘1 pppO.1
Remaove

N N
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ALG

The ALG Controls enable or disable protocols over application layer.

ICDnﬂgura:ion ;Q% .

~ALG
Parameters
SIP ® Enable O Disable

H.323 ®Enable O Disable

Cancel

SIP: Enable the SIP ALG when SIP phone needs ALG to pass through the NAT. Disable the SIP
when SIP phone includes NAT-Traversal algorithm.

H.323: Enable to secure the voice communication using H.323 protocol when one or both terminals
are behind a NAT.
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Wake On LAN

Wake on LAN (WOL, sometimes WolL) is an Ethernet computer networking standard that allows a
computer to be turned on or woken up remotely by a network message.

I Configuration mr‘ .
4 = —

*VWake On LAN
Parameters
Host Lahbel
MAC Address _ | <= | —select- ¥ | (type or select from listbox)
\Wake by Schedule ClEnabie Schedule b

Add

Host Label: Enter identification for the host.
MAC Address: Select MAC address of the computer that you want to wake up or turn on remotely.

Wake by Schedule: Enable to wake up your set device at some specific time. For instance, user

can set to get some device woken up at 8:00 every weekday. Click Schedule to enter time schedule
configuring page to set the exact timeline.

IConﬁgur'azion i u.‘\-(- .

T \Wake up Time Schedule
Parameters

Mame

Dayin a week

Osun Omen Otue Owed Ot Or Csat

Time 00 [»|:| 00 |»

Edit/ Delete

Edit Mame 5un Mon Tue Wed Thu Fri Sat Time Delete
‘D) = % X X X x 09:00 |

Add: After selecting, click Add then you can submit the Wake-up action.

Edit/Delete: Click to edit or delete the selected MAC address.
Ready:

“Yes” indicating the remote computer is ready for your waking up.
“No” indicating the machine is not ready for your waking up.
Delete: Delete the selected MAC address.

IConﬂgur'aiiﬁn i W‘# .

¥ Wake On LAN
Parameters
Host Label
MAC Address

e | (type or select from listbox)
Wake by Schedule [JEnable Schedule ¥

Edit Action Host Label MAC Address Ready Delete

(@) Schedule killien-17bcGf 18:A9:05:38:04:03 Yes (|
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VPN(BIiPAC 8920NX-600 only)

A virtual private network (VPN) is a private network that interconnects remote (and often
geographically separate) networks through primarily public communication infrastructures such as
the Internet. VPNs provide security through tunneling protocols and security procedures such as
encryption. For example, a VPN could be used to securely connect the branch offices of an
organization to a head office network through the public Internet.

* Quick Start

' |IPSec

* VPH Account

* Exceptional Rule Group
» PPTP

FL2ZTP

* GRE

r Advanced Setup

IPSec

Internet Protocol Security (IPsec) is a protocol suite for securing Internet Protocol (IP)
communications by authenticating and encrypting each IP packet of a communication session. IPsec
also includes protocols for establishing mutual authentication between agents at the beginning of the
session and negotiation of cryptographic keys to be used during the session.

IPsec is an end-to-end security scheme operating in the Internet Layer of the Internet Protocol Suite.
It can be used in protecting data flows between a pair of security gateways (network-to-network), or
between a security gateway and a host (network-to-host).

Note: A maximum of 16 sessions for IPSec.

1
I\.'PN _ng' .
YIPSec

MNAT Traversal
NAT Traversal [ enable Keep Alive ' |Second(s) [1-60]

Tunnel Mode Connections
Active L2TP Connection Name Laocal Network Remate Network Remuote Security Gateway Remaove Edit

Add

NAT Traversal

NAT Traversal: This directive enables use of the NAT-Traversal IPsec extension (NAT-T). NAT-T
allows one or both peers to reside behind a NAT gateway (i.e., doing address- or port-transiation).

Keep Alive: Type the interval time(sec) for sending packets to keep the NAT Traversal alive.

Click Apply to save and apply your settings.
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Click Add to create IPSec connections.

I\.-'PTJ u\. .
L N :

~IPSec

IPSec Settings

L2TP aver IPSec ClEnable

Connection Name . WAN Interface Default v IP Version 1Pvd %
Lecal Metwork [single Address ~ IP Address MNetmask

Remaote Security Gateway Fl Anonymous

Remate Metwork S'ing!e Address w IP Address Metmask

Key Exchange Method IKE IPsec Protocal ESP

Pre-Shared Key

Lecal ID Type | Default v ID Content

Remaote ID Type Default w | ID Content
Phase 1
IMode Iain b

EroRrE : Iy Integrity T 1
Encryption Algarithm 3DES b Moo MD5 |»
DH Group 1ODP1024(DH2) v: 5S4 Lifetime 480 Minute(s} [60-1440]
Phase 2

e Integrity =
Encryption Algorithm | 3DES | S | MDS
DH Group Mane M| IPSec Lifetime 60 Minute(s} [60-1440]
Keep Alive Mone w
MTU 0 (0 : Default)

Apply
IPSec Settings

L2TP over IPSec: Select Enable if user wants to use L2TP over IPSec. See L2TPover IPSec

Connection Name: A given name for the connection, but it should contain no spaces (e.g.
“connection-to-office”).

WAN Interface: Select the set used interface for the IPSec connection, when you select adsl
pppoe_0 0 35/ppp0.1 interface, the IPSec tunnel would transmit data via this interface to connect to
the remote peer.

IP Version: Select the IP version base on your network framework.
Local Network: Set the IP address or subnet of the local network.

® Single Address: The IP address of the local host, for establishing an IPSec
connection between a security gateway and a host (network-to-host).

® Subnet: The subnet of the local network, for establishing an IPSec tunnel between a
pair of security gateways (network-to-network)

IP Address: The local network address.
Netmask: The local network netmask.

Remote Security Gateway: The IP address of the remote VPN device that is connected and
establishes a VPN tunnel.

Anonymous: Enable any IP to connect in.
Remote Network: Set the IP address or subnet of the remote network.

® Single Address: The IP address of the local host, for establishing an IPSec
connection between a security gateway and a host (network-to-host). If the remote
peer is a host, select Single Address.

® Subnet: The subnet of the local network, for establishing an IPSec tunnel between a
pair of security gateways (network-to-network), If the remote peer is a network, select
Subnet.
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Key Exchange Method: Displays key exchange method.

Pre-Shared Key: This is for the Internet Key Exchange (IKE) protocol, a string from 1 to 32
characters. Both sides should use the same key. IKE is used to establish a shared security policy
and authenticated keys for services (such as IPSec) that require a key. Before any IPSec traffic can
be passed, each router must be able to verify the identity of its peer. This can be done by manually
entering the pre-shared key into both sides (router or hosts).

Local ID Type and Remote ID Type: When the mode of phase 1 is aggressive, Local and Remote
peers can be identified by other IDs.

ID content: Enter ID content the name you want to identify when the Local and Remote Type are
Domain Name; Enter ID content IP address you want to identify when the Local and Remote Type
are IP addresses (IPv4 and IPv6 supported).

Phase 1

Mode: Select IKE mode from the drop-down menu: Main or Aggressive. This IKE provides
secured key generation and key management.

Encryption Algorithm: Select the encryption algorithm from the drop-down menu. There are
several options: 3DES and AES (128, 192 and 256). 3DES and AES are more powerful but
increase latency.

® DES: Stands for Triple Data Encryption Standard, it uses 56 bits as an encryption method.

® 3DES: Stands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

® AES: Stands for Advanced Encryption Standards, you can use 128, 192 or 256 bits as
encryption method.

Integrity Algorithm: Authentication establishes the integrity of the datagram and ensures it is not
tampered with in transmit. There are 2 options: Message Digest 5 (MD5) and Secure Hash
Algorithm (SHA1). SHA1 is more resistant to brute-force attacks than MD5. However, it is slower.

® MD5: A one-way hashing algorithm that produces a 128-bit hash.
® SHA1: A one-way hashing algorithm that produces a 160-bit hash.

DH Group: It is a public-key cryptography protocol that allows two parties to establish a shared
secret over an unsecured communication channel (i.e. over the Internet). MODP stands for Modular
Exponentiation Groups.

SA Lifetime: Specify the number of minutes that a Security Association (SA) will stay active before
new encryption and authentication key will be exchanged. Enter a value to issue an initial
connection request for a new VPN tunnel. Default is 480 minutes (28800 seconds). A short SA time
increases security by forcing the two parties to update the keys. However, every time when the VPN
tunnel re-negotiates, access through the tunnel will be temporarily disconnected.

Phase 2

Encryption Algorithm: Select the encryption algorithm from the drop-down menu. There are
several options: 3DES and AES (128, 192 and 256). 3DES and AES are more powerful but
increase latency.

Integrity Algorithm: Authentication establishes the integrity of the datagram and ensures it is not
tampered with in transmit. There are 2 options: Message Digest 5 (MD5) and Secure Hash
Algorithm (SHA1). SHA1 is more resistant to brute-force attacks than MD5. However, it is slower.

DH Group: It is a public-key cryptography protocol that allows two parties to establish a shared
secret over an unsecured communication channel (i.e. over the Internet). MODP stands for Modular

Exponentiation Groups.
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IPSec Lifetime: Specify the number of minutes that IPSec will stay active before new encryption
and authentication key will be exchanged. Enter a value to negotiate and establish secure
authentication. Default is 60 minutes (3600 seconds). A short time increases security by forcing the
two parties to update the keys. However, every time when the VPN tunnel re- negotiates, access
through the tunnel will be temporarily disconnected.

Ping for Keep Alive: Select the operation methods:

® None: The default setting is “None”. To this mode, it will not detect the remote IPSec peer
has been lost or not. It only follows the policy of Disconnection time after no traffic, which the
remote IPSec will be disconnected after the time you set in this function.

@® DPD: Dead peer detection (DPD) is a keeping alive mechanism that enables the router to be
detected lively when the connection between the router and a remote IPSec peer has lost.
Please be noted, it must be enabled on the both sites.

180 Second(s) [180-

864001

Detection Interval: The period cycle for dead peer detection. The interval can be 180~86400

seconds.

Detection Interval [dle Timeout 5 Consecutive imes [5-99]

Idle Timeout: Auto-disconnect the IPSec connection after trying several consecutive times.

® Ping: This mode will detect whether the remote IPSec peer has lost or not by pinging specify IP
address.

Fing IP {0.0.0.0 : NEVER) 0.0.00 Interval 10 Second(s) [0-3600, 0 : MEVER]

Ping IP: Type the IP for ping operation. It is able to IP Ping the remote PC with the specified IP
address and alert when the connection fails. Once alter message is received, Router will drop this
tunnel connection. Reestablish of this connection is required. Default setting is 0.0.0.0 which
disables the function.

Interval: This sets the time interval between Pings to the IP function to monitor the connection
status. Default interval setting is 10 seconds. Time interval can be set from 0 to 3600 second, 0
second disables the function.

MTU: Maximum Transmission Unit, maximum value is 1500.
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IPSec for L2TP

Joe n: N
4 - _

~IPSec

IPSec Settings

L2TP over IPSec Enable

Connection Mame | WAN Interface Default v IP Version [1Pya
Remate Security Gateway [ Anonymous

Key Exchange Method IKE IPsec Protocol ESP

Fre-Shared Key

Integrity
Algarithm

DH Group Maone V| IPsec Lifetime 60 [Minuteis) [50-1440]

Encryption Algorithm 3CES v MDS  w

Connection Name: A given name for the connection, but it should contain no spaces (e.g.
“connection-to-office”).

WAN Interface: Select the set interface for the IPSec tunnel.
Remote Security Gateway: Input the IP of remote security gateway.
Key Exchange Method: Displays key exchange method.

Pre-Shared Key: This is for the Internet Key Exchange (IKE) protocol, a string from 1 to 32
characters. Both sides should use the same key. IKE is used to establish a shared security policy
and authenticated keys for services (such as IPSec) that require a key. Before any IPSec traffic can
be passed, each router must be able to verify the identity of its peer. This can be done by manually
entering the pre-shared key into both sides (router or hosts).

Encryption Algorithm: Select the encryption algorithm from the drop-down menu. There are
several options: 3DES and AES (128, 192 and 256). 3DES and AES are more powerful but
increase latency.

® 3DES: Stands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

® AES: Stands for Advanced Encryption Standards, you can use 128, 192 or 256 bits as
encryption method.

Integrity Algorithm: Authentication establishes the integrity of the datagram and ensures it is not
tampered with in transmit. There are 2 options: Message Digest 5 (MD5) and Secure Hash
Algorithm (SHA1). SHA1 is more resistant to brute-force attacks than MD5. However, it is slower.

® MD5: A one-way hashing algorithm that produces a 128-bit hash.
® SHA1: A one-way hashing algorithm that produces a 160-bit hash.

DH Group: It is a public-key cryptography protocol that allows two parties to establish a shared
secret over an unsecured communication channel (i.e. over the Internet). MODP stands for Modular
Exponentiation Groups.

IPSec Lifetime: Specify the number of minutes that IPSec will stay active before new encryption
and authentication key will be exchanged. Enter a value to negotiate and establish secure
authentication. Default is 60 minutes (3600 seconds). A short time increases security by forcing the
two parties to update the keys. However, every time when the VPN tunnel re- negotiates, access
through the tunnel will be temporarily disconnected.
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Examples:

1. LAN-to-LAN connection
Two BiPAC 89200NX-600s want to setup a secure IPSec VPN tunnel
Note: The IPSec Settings shall be consistent between the two routers.

Branch Office

Public IP
192.168.0.254 69.121.1.30

— o — @D

Head Office

192.168.1.254

Router Router
IPSec Encryption Data —
VPN Connection
192,168.0.0124 192.168.1.0724
IPSec VPN-LAN to LAN
Head Office Side:
Setup details:

1 Connection Name H-to-B Give a name for IPSec connection
Local Network

5 Subnet Select Subnet
IP Address 192.168.1.0 ]

Head Office network

Netmask 255.255.255.0

3 Secure Gateway 69.121.1.30 IP address of the Branch office router
Address(Hostanme) T (on WAN side)
Remote Network
Subnet Select Subnet

4
IP Address 192.168.0.0

Branch office network

Netmask 255.255.255.0
Proposal
Method ESP
Authentication MD5

5 .
Encryption 3DES Security Plan
Prefer Forward
Security MODP 1024(group2)

Pre-shared Key

123456
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I~ S

~IPSec
IPSec Settings

L2TP aver IPSec [C1Enable

Connection Name H-t0-8 WAN Interface | Default v IP Version
Local Netwark IP Address 19218810 | Netmask |255.255.255.0]
Remote Security Gateway |59.'12'1.‘1.3|J | [ Anonymous

Remote Network IP Address  [192.168.0.0 | Netmask
Key Exchange Method IKE IPsec Protocol ESP

Pre-Shared Key 1123456 |

Local ID Type | Default v|IDContent | |

Remote ID Type | Default vl 1D Content | |

Phase 1

Mode

Encryption Algorithm IAJmn_:jeogrﬂgm @

DH Graup |MODP1024(DH2) |w|  SALffetime  [480 |inute(s) [50-1440]

Phase 2

Encryption &lgorithm I:tgeogrﬂgm

DH Group [ Nane v|  IPseclifetime (80  |uinute(s) [50-1440]

Keep Alive

Detection Interval %!5“0”“[5} 080 ygie Timeout  [5 |cansecutive times (5-09)

MTU (0 : Default)
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Branch Office Side:

Setup details: the same operation as done in Head Office side

ltem Function Description
1 Connection Name B-to-H Give a name for IPSec connection
Local Network
5 Subnet Select Subnet
IP Address 192.168.0.0
Branch Office network
Netmask 255.255.255.0
Remote Secure )
3 Gateway 69.121.13 I(I;’navte/c'ia\r;\alsssidcgf) the Head office router
Address(Hostanme)
Remote Network
Subnet Select Subnet
4
IP Address 192.168.1.0
Head office network
Netmask 255.255.255.0
Proposal
Method ESP
Authentication MD5
5 .
Encryption 3DES Security Plan
Prefer Forward
Security MODP 1024(group2)
Pre-shared Key 123456

I VPN

*IPSec
IPSec Settings
L2TP over IPSec

Connection Mame
Local Metwork
Remote Security Gateway
Remote Network

Key Exchange Method
Pre-Shared Key
Local ID Type
Femote ID Type
Phase 1

Mode

Encryption Algorithm
CH Group

Phase 2

Encryption Algarithm
DH Group

Keep Alive

Detection Interval

MTu

ClEnable
B
Subnet
69.121.1.3
Subnet
IKE
[122436
_'DefaLiit
| Default

Main v

3DES w

[MODP1024(DHZ) |

[s:DES ¥
Mone

[oPD v

180 |Second(s) [180-

86400]

WAN Interface | Default

v IP Address
| C1Ancnymous
v IF Address

IPsec Protocol ESP

| 1D Content

| 1D Content

Integrity
Algarithm

SALifeime 480

Integrity
Algorithm

~|  IPsecLifetime |80

Idle Timeout |5

150.0. (0 : Default)
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[192.182.1.0

MDE |

[Minuteis) [60-1440]

[MDs v

[Minute(s) [50-1440]

e N

IP Version [ IPv4 v
Metmask |255.255.255.0|
Metmask 255255 2550

|Consecutive times [5-99]




1. Host to LAN
Router servers as VPN server, and host should install the IPSec client to connect to head office
through IPSec VPN.

Head Office

Public IP Public IP
69.121.1.30 6912113 192.168.1.254

p—

Windows XP Rowuter

Encryption Data
IPSec __r‘ﬁl—_— IPSec

VPN Connection

192.168.1.0:24
IPSec VPN-Host to LAN

1 Connection Name Headoffice-to-Host Give a name for IPSec connection
Local Network
5 Subnet Select Subnet
IP Address 192.168.1.0 ]
Head Office network
Netmask 255.255.255.0
Remote Secure )
3 Gateway 69.121.1.30 IP address. of the Branch office router
(on WAN side)
(Hostanme)
4 Remote Network
Single Address | 69.121.1.30 Host
Proposal
Method ESP
Authentication MD5
5 .
Encryption 3DES Security Plan
Prefer Forward
Security MODP 1024(group2)
Pre-shared Key 123456
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I VPH

TiPSec

IPSec Settings
L2TP over IPSec

Connection Name
Local Network
Remote Security Gateway
Remote Metwark

Key Exchange Method
Pre-Shared Key
Local ID Type
Remote ID Type
Phase 1

Mode

Encryption Algorithm
OH Group

Phase 2

Encryption Algorithm
OH Graup

Keep Alive

Detection Interval

T

[JEnahle

WAN Interface | Default v] IP Version
IP Address  [192.168.1.0 | Netmask
|’39-“21-“-3EI | [ Anonymous

IP Address  [59.121.1.30 | Netmask
IKE IPsec Protocol ESP

(123458 |

| Default ~|IDcContent | |

| Default v|IDContent | |

Main

3DES v

II

Integrity
Algorithm MD5 8

|MODP1024(DH2) |  SALifetme  [480

Minutels) [G0-1440]

Integrity
3DES w Algorithm MDE %
| Mone V| IPSec Lifetime Minute(s} [60-1440]

DFD |»

180 [second(s) (180 g Timeout & |consecutive times 5-99)
1200 (0 Defaulty
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VPN Account

PPTP and L2TP server share the same account database set in VPN Account page.

I N N

VPN Account

VPN Accoun: applied to PRTP Server and L2TP Server.
Parameters

MName Tunnel ® Enable O Disable
Username Password

Connection Type & Remote Access O LAN to LAN

Feer Network IP Peer Netmask

Add Edit/ Dclete

Name: A user-defined name for the connection.

Tunnel: Select Enable to activate the account. PPTP(L2TP) server is waiting for the client to
connect to this account.

Username: Please input the username for this account.

Password: Please input the password for this account.

Connection Type: Select Remote Access for single user, Select LAN to LAN for remote gateway.
Peer Network IP: Please input the subnet IP for remote network.

Peer Netmask: Please input the Netmask for remote network.
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Exceptional Rule Group

Exceptional Rule is dedicated to giving or blocking PPTP/L2TP server access to some specific IP or
IPs(range). Users are allowed to set 8 different exceptional rule groups at most. In each group, user
can add specific IP or IP range.

ICBniiguraii.}n mt‘ .
h -

T Exceptional Rule Group

i

Parameters

Group Index  Group Mame Default Action  Exceptional Rule IP Range Edit
1 Group Allow
2 Group2 Allow Edit
3 Group3 Allow
4 Groupd Allow Edit
5 Groups Allow
5 Groupé Allgw
7 Group? Allow
g Groupd Allow Edit

Press Edit to set the exceptional IP (IP Range).

IIZ-:—nﬂgurailon Q}E .
4 —

¥ Exceptional Rule Group

Parameters
Group Name Groupt
Default Action Allow Block

Exceptional Rule IP Range
IP Address Range i

Default Action: Please first set the range to make “Default Action” setting available. Set “Allow” to
ban the listed IP or IPs to access the PPTP and L2TP server.

Check “Block” to grant access to the listed IP or IPs to the PPTP and L2TP server.
Apply: Press Apply button to apply the change.
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Exceptional Rule Range

IP Address Range: Specify the IP address range; IPv4 address range can be supported.
Click Add to add the IP Range.

For instance, if user wants to block IP range of 172.16.1.102-172.16.1.106 from accessing your
PPTP and L2TP server, you can add this IP range and valid it.

IConﬂgura{ion A mcd .
~ Exceptional Rule Group

Parameters

Group Mame | Group1

Default Acticn

Apply

Exceptional Rule IP Range
IP Address Range

@ alow O Block

Add Edit/ Delete

Edit Action IP Address Range

Delete
O Block 172.16.1.102 ~ 172.16.1.106 Il
(] Block 172.16.1.108 ~ 172.16.1.108 il
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PPTP

The Point-to-Point Tunneling Protocol (PPTP) is a Layer2 tunneling protocol for implementing
virtual private networks through IP network. PPTP uses an enhanced GRE (Generic Routing
Encapsulation) mechanism to provide a flow- and congestion-controlled encapsulated datagram
service for carrying PPP packets.

In the Microsoft implementation, the tunneled PPP traffic can be authenticated with PAP, CHAP,
Microsoft CHAP V1/V2 or EAP-TLS. The PPP payload is encrypted using Microsoft Point-to-Point
Encryption (MPPE) when using MSCHAPv1/v2 or EAP-TLS.

Note: 4 sessions for Client and 4 sessions for Server respectively.

PPTP Server

In PPTP session, users can set the basaic parameters(authentication, encyption, peer address, etc)
for PPTP Server, and accounts in the next page of PPTP Account. They both constitutes the PPTP
Server setting.

I VEN A u}t‘ .

Y PPTP Server

Parameters

PETP Function ®Enable O Disable
WAN Interface Default v
Auth. Type Pap or Chap »
Encryption Key Length Auta

Peer Encryption Mode Only Stateless

IP Addresses Assigned to Peer startfrom : 192.168.1.|0
ldle Timeout 0 [0-120] Minute(s)

Exceptional Rule Group Mone

Apply Cancel

PPTP Funtion: Select Enable to activate PPTP Server. Disable to deactivate PPTP Server function.

WAN Interface: Select the exact WAN interface configured for the tunnel. Select Default to use the
now-working WAN interface for the tunnel.

Auth. Type: The authentication type, Pap or Chap, PaP, Chap and MS-CHAPv2. When using PAP,
the password is sent unencrypted, whilst CHAP encrypts the password before sending, and also
allows for challenges at different periods to ensure that an intruder has not replaced the client. When
passed the authentication with MS-CHAPVv2, the MPPE encryption is supported.

Encryption Key Length: The data can be encrypted by MPPE algorithm with 40 bits or 128 bits.
Default is Auto, it is negotiated when establishing a connection. 128 bit keys provide stronger
encryption than 40 bit keys.

Peer Encryption Mode: You may select “Only Stateless” or “Allow Stateless and Stateful” mode.
The key will be changed every packet when you select Stateless mode.

IP Addresses Assigned to Peer: 192.168.1.x: please input the IP assigned range from 1~ 254.
Idle Timeout: Specify the time for remote peer to be disconnected without any activities, from 0~120
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minutes.

Exceptional Rule Group: Select to grant or block access to a group of IPs to the PPTP server. See
Exceptional Rule Group. If there is not any restriction, select none.

Click Apply to submit your PPTP Server basic settings.

PPTP Client
PPTP client can help you dial-in the PPTP server to establish PPTP tunnel over Internet.

= N
& .

*PPTP Client
Parameters

Mame WANM Interface Default b
Username Password

Auth. Type [Pap orchap | PPTP Server Address

Connection Type @ Remote Access O LAN to LAN Time te Connect O aways @ Manual

Feer Network [P FPeer Metmask

Edit/ Delete

Name: user-defined name for identification.

WAN Interface: Select the exact WAN interface configured for the tunnel. Select Default to use the
now-working WAN interface for the tunnel.

Username: Enter the username provided by your VPN Server.
Password: Enter the password provided by your VPN Server.

Auth. Type: Default is Auto if you want the router to determine the authentication type to use, or
else manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP (Password
Authentication Protocol) if you know which type the server is using (when acting as a client), or else
the authentication type you want clients connecting to you to use (when acting as a server). When
using PAP, the password is sent unencrypted, whilst CHAP encrypts the password before sending,
and also allows for challenges at different periods to ensure that an intruder has not replaced the
client.

PPTP Server Address: Enter the IP address of the PPTP server.

Connection Type: Select Remote Access for single user, Select LAN to LAN for remote gateway.
Time to Connect: Select Always to keep the connection always on, or Manual to connect manually
any time.

Peer Network IP: Please input the subnet IP for Server peer.

Peer Netmask: Please input the Netmask for server peer.

Click Add button to save your changes.
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Example: PPTP Remote Access with Windows7
(Note: inside test with 172.16.1.208, just an example for illustration)

= Business Trip
e ]I-Ie adiquarter 172.16.1. 208 Windows 7

P PPTP Client
_‘ Public IP )

& PPTP Server _
192.168.1.0/24 ﬁ
Server Side:

1. Configuration > VPN > PPTP and Enable the PPTP function, Click Apply.

I VPN

*PPTP Server

Parameters
FFTF Function & Enable O Disable
VAN Interface | Default v

Auth. Type MS-CHAPYZ »
Encryption Key Lenath Auto vl

Peer Encryption Mode | Qnly Stateless V|
IP Addresses Assigned to Peer startfrom : 192.168.1(00 .
Idle Timeaut |_1_U—| [0-120] Minute(s)
Exceptional Rule Group [None v

2. Create a PPTP Account “test”.

AR

IUPN

VPN Account

WPM Account applied to PPTP Server and L2TP Server.

Parameters

Mame | | Tunnel ®Enable O Disable
Username | Password |

Connecticn Type @ Remaote Access O LAN to LAN

Feer Melwuik IP |—| Feer Melmdsk | |

Add Edit/ Delete

Edit Mame Tunnel Connection Type Peer Metwork [P Peer Netmask
Y test Enable Remaote Access
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Client Side:
1. In Windows?7 click Start > Control Panel> Network and Sharing Center, Click Set up a new

connection network.

Control Panel Home

View your basic network information and set up connections

Change adapter settings ELI |;h : 0 See full map
-~ i

Change advanced sharing WINT-64 Metwark 4 Internet

settings :
g (This computer)
View your active networks Connect or disconnect
l | Network 4 Access type: Internet
i Work network Connections: [ Local Area Connection
Change your networking settings
{i- Set up a new connection or network
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or acfess
point.
i, Connect to a netwark
Connect or reconnect to a wireless, wired, dial-up, or VPN netwerk connecticon,
*% Choese homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
z] Troubleshoot problems
I Diagnose and repair network problems, or get troubleshooting information.
HomeGroup

Internet Opticns

Windows Firewall
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2. Click Connect to a workplace, and press Next. _
. r-- . —-—--—- e :
U E’I Set Up a Connection or Network l
i

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet,

" Setup a new network
«ap_ Configure a new router or access point,

. Connect to a workplace
Set up a dial-up or VPN connection to your workplace|

4=y Setup a dial-up connection
# Connect to the Internet using a dial-up connection.

[ Net || Cancel

o = E E 3

§. Select Use my Internet connection (VPN) and press Next.
R ———— —_. W w l

@ JE Connect to a Workplace

How do you want to connect?

2 Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

N @ O

= Dial directly
Connect directly to a phone number without going through the Internet.

N e

What is a8 VPM connection?
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4. Input Internet address and Destination name for this connection and press Next.

r - ﬂ ! : ! ™
. i
@ |ip Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: [Example:CDntDsa.com or157.54.01 or 3ffel1234::1111]

Destination name; VPN Connection

[7] Uze a smart card

'@' [7] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.

[T] Don't connect now; just set it up so1 can connect later

| Net | [ Cancel
R— B
- — - = |

@ Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: 17216.1.208 |
I
Destination name; test
[7] Uze a smart card
'@' Allow other people to use this connection I

This option allows anyone with access to this computer to use this connection.

Don't connect now; just set it up soI can connect later

[ _Net ][ Cancel |
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5.

r

Input the account (user name and password) and press Create.

@ & Connect to a Workplace

Type your user name and password

User name: |

Password:

[7] Show characters
[7] Remember this password

Dornain (optional):

I Create I[ Cancel ]

—
- - -

m} Connect to a Workplace

— | =

Type your user name and password

User name; test
Password: "'""‘l
[7] Show characters
[T Rermember this password

Domain (opticnal):

I Create ][ Cancel ]
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6. Connect to the server.
r —re . B

@ & Connect to a Workplace

The connection is ready to use

Ay

= Connect now

. - e — — E
- .
= | B -
U P Connect to a Workplace
e m—
Connecting to test...
Verifying user name and password..,
-
[ skp || cancel
T o T — E 3
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Z. Successfully connected. -

9w . . wnlelsh
@ L:EI Connect to a Workplace

You are connected

Ay o

= -

L

PS: You can also go to Network Connections shown below to check the detail of the connection.
Right click “test” icon, and select “Properties” to change the security parameters (if the connection

fails, users can go here to change the settings)

= " B o Network and Intesmet & Network Connectinns » - ﬂ

Organace + i 7] 9
- Local Area Connection = Local Ares Connection 2 g et
B Bletwock 4 Metwark cable unplugged *'H test 2
= Healtek ATLEIEECIPYELIICIP) Fa.. b 4 = intel(R) PRO/I00+ Manzgement B WAN Maniport [PPTP
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)

-
g test Properties

| General | Options | Security | Metwarking | Sharing|

Type of VPN:
[iFv.L.rtumati:: v]
[ Advanced settings ]
Diata encryption:
[F{equire encryption (disconnect if server declines) v]
|
Authentication
i) Use Extensible Authertication Protocal (EAF) l

Properties

@ Allow these protocols
EAP-MSCHAPwZ will be used for IKEvZ WP type. Select

any of these protocols for other YPHM types.
[] Unencrypted password (PAP) |
Challenge Handshake Authertication Protocol (CHAR)
Microsoft CHAP Version 2 (M5-CHAFP v2)

[ Automatically use my Windows logon name and
password (and domain, if any)

| oK
a -
g test Status u

[=—n

Property Value

WAN Miniport (PPTP)
Device Type vpn

Authentication MS CHAP V2
Encryption MPPE 128
Compression (none)

PPP multilink framing off

Client IPv4 address 192,168, 1,100
Server IPv4 address 192,168, 1,254

MAP State Mot MAP-capable
Origin address {unknown)
Destination address 172.16.1.208 o
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Example: Configuring a LAN-to-LAN PPTP VPN Connection

The branch office establishes a PPTP VPN tunnel with head office to connect two private networks
over the Internet. The routers are installed in the head office and branch offices accordingly.

Branch Office Head Office

Public IP
192.168.0.254 6912113 192.168.1.2%4

— .TFF;—_' = @@ .r;""”;' =
Router Router

n ion
PPTP Cliem -%—- PPTP Server

VPN Connection

192.168.0.0/24 192.168.1.024
PPTP VPN-LAN to LAN

Server side: Head Office

I~ RV |

*PPTP Server

Parameters

PPTP Function @ Enable (O Disable

WAN Interface | Detault v

Auth. Type W|

Encryption Key Length IE

Peer Encryption Mode | Only Stateless V|
IP Addresses Assigned to Peer statfom:192.1681/00 |
Idle Timeout |ﬁ—i [0-120] Minute(s}
Exceptional Rule Group I_Nﬂ—_"l

The above is the common setting for PPTP Server, set as you like for authentication and encryption.
The settings in Client side should be in accordance with settings in Server side.
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Then the PPTP Account.

| A o
a —

TVPN Account

VPN Accountapplied to PPTP Server and L2TP Server.

Parameters
Mame [HO Tunnel ®Enable  © Disable
Username HO i Password ..... )
Connection Type O Remote Access @ LAN to LAN
Peer Network IP 192.168.0.0 f Peer \etmask [255.255 2550

Add
Edit Mame Tunnel Connection Type Peer Metwork IP Peer Metmask Delete
® Ho Enable LAN to LAN 192.168.0.0 255.255.255.0 adl

Client Side: Branch Office

The client user can set up a tunnel connecting to the PPTP server, and can also set the tunnel as
the default route for all outgoing traffic.

van 1“.‘\&. -

*PPTP Client

Parameters

Mame EIO WARN Interface | DefaLiif >l

Username _tg_st_ ._ FPasswaord Eo_at_a

ALth. Type [ Ms-cHAPY2 v: PPTP Server Address .ISEI.'12'I.'1.3

Connection Type O Remote Access @ LAN to LAN Time to Connect O siways @ Manual

Peer Network [P [19218810 Peer Netmask [255 255 256.0

Edit  Enable EEE}:]L Name 25:1?1;00’[ FPTF Server Address  Connection Type Feer Metwark [P Peer Metmask Delete
& O il BO IManual §9.121.1.3 LAN to LAN 192.168.1.0 255.255.255.0 ]

Note: users can see the “Default Gateway” item in the bar, and user can check to select the tunnel
as the default gateway (default route) for traffic. If selected, all outgoing traffic will be forwarded to
this tunnel and routed to the next hop.
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L2TP

The Layer 2 Tunneling Protocol (L2TP) is a Layer2 tunneling protocol for implementing virtual
private networks.

L2TP does not provide confidentiality or strong authentication by itself. IPsec is often used to secure
L2TP packets by providing confidentiality, authentication and integrity. The combination of these two
protocols is generally known as L2TP/IPsec.

In L2TP section, both pure L2TP and L2TP/IPSec are supported. Users can choose your preferable
option for your own needs.

Note: 4 sessions for Client and only one for Server respectively.

L2TP Server

In L2TP session, users can set the bassic parameters(authentication, encyption, peer address, etc)
for L2TP Server, and accounts in the page of VPN Account. They both constitutes the complete
L2TP Server settings.

| a N
A .

TL2TP Server

Parameters

L2TP @ Enable O Disable

WAN Interface Default or IPSec Tunnel & |IFSech
Auth. Type Pap or Chap |+

IF Addresses Assigned to Peer start from : 19216810

Tunnel Authentication Ll

Secret

Remote Host Mame

Local Host Mame

Exceptional Rule Group [Mone (|

L2TP: Select Enable to activate L2TP Server. Disable to deactivate L2TP Server.

WAN Interface: Select the exact WAN interface configured as source for the tunnel. Select different
interfaces, you will decide whether to use L2TP over IPSec or the pure L2TP.

® L2TP over IPSec, Select “Default or IPSec Tunnel” only when there is IPSec for L2TP rule in
place.

® Pure L2TP, Select Default (there is no IPSec for L2TP in place) or other interface to activate
the pure L2TP.

Auth. Type: The authentication type, Pap or Chap, PaP, Chap. When using PAP, the password is
sent unencrypted, whilst CHAP encrypts the password before sending, and also allows for
challenges at different periods to ensure that an intruder has not replaced the client.

IP Addresses Assigned to Peer: 192.168.1.x: please input the IP assigned range from 1~ 254.
Tunnel Authentication: Select whether to enable L2TP tunnel authentication. Enable it if needed
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and set the same in the client side.
Secret: Enter the secretly pre-shared password for tunnel authentication.

Remote Host Name: Enter the remote host name (of peer) featuring the destination of the L2TP
tunnel.

Local Host Name: Enter the local host name featuring the source of the L2TP tunnel.

Exceptional Rule Group: Select to grant or block access to a group of IPs to the L2TP server. See
Exceptional Rule Group. If there is not any restriction, select none.

Click Apply to submit your L2TP Server basic settings.
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L2TP Client
L2TP client can help you dial-in the L2TP server to establish L2TP tunnel over Internet.

I VPN u‘% .
Y -

*L2TP Client

Parameters

Name L2TP over IPSec ClEnable
VAN Interface Default w

Username | Password

Auth. Type Pap or Chap [ L2TP Server Address

Connection Type ® Remote Access O LAN to LAN

Peer Network [P Peer Metmask

Tunnel Authentication Ll Secret

Remaote Host Mame . Local HostMame

Add Edit/ Delete

Name: user-defined name for identification.

L2TP over IPSec: If your L2TP server has used L2TP over IPSec feature, please enable this item.
under this circumstance, client and server communicate using L2TP over IPSec.

® Enable
|-..r_-:n e .
. - ~
“¥ L2TP Client
Parameters
Mame | L2TP over IPSec E Enable
IPSec Tunnel [testz ] IPsec?
Username Passwaord
Auth. Type | Pap or Chap » | L2TP Server Address
Connection Type @ Remote Access O LAN to LAN
Peer Network [P ' Peer Netmask
Tunnel Authentication O Secret
Remote Host Mame Local Host Mame

Add Edit/ Delete

IPSec Tunnel: Select the appropriate IPSec for L2TP rule configured for the L2TP Client.
Username: Enter the username provided by your L2TP Server.
Password: Enter the password provided by your L2TP Server.

Auth. Type: Default is Pap or CHap if you want the router to determine the authentication type to
use, or else manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP
(Password Authentication Protocol) if you know which type the server is using. When using PAP, the
password is sent unencrypted, whilst CHAP encrypts the password before sending, and also allows
for challenges at different periods to ensure that an intruder has not replaced the client.

L2TP Server Address: Enter the IP address of the L2TP server.
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Connection Type: Select Remote Access for single user, Select LAN to LAN for remote gateway.
Peer Network IP: Please input the subnet IP for Server.
Peer Netmask: Please input the Netmask for Server.

Tunnel Authentication: Select whether to enable L2TP tunnel authentication, if the server side
enables this feature, please follow.

Secret: Enter the set secret password in the server side.

Remote Host Name: Enter the remote host name featuring the destination of the L2TP tunnel.
Local Host Name: Enter the local host name featuring the source of the L2TP tunnel.

Click Add button to save your changes.

® Disable

I‘Jar-l ) \" .
& u‘c

¥ L2TP Client

Parameters

Mame L2TP over IPSec [ Enable
WAN Interface Default v

Usemname _ Passward

Auth. Type | Pap or Chap [%| L2TP Server Address

Caonnection Type @ Remote Access ) LAN to LAN

Peer Networlk IP Feer Metmask

Tunnel Authentication O Secret

Remote Host Name SRR ST

Add Edit/ Delete

WAN Interface: Select the exact WAN interface configured for the tunnel. Select Default to use the
now-working WAN interface for the tunnel. Under this circumstance, client and server communicate
through pure L2TP server.

Username: Enter the username provided by your L2TP Server.
Password: Enter the password provided by your L2TP Server.

Auth. Type: Default is Pap or CHap if you want the router to determine the authentication type to
use, or else manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP
(Password Authentication Protocol) if you know which type the server is using. When using PAP, the
password is sent unencrypted, whilst CHAP encrypts the password before sending, and also allows
for challenges at different periods to ensure that an intruder has not replaced the client.

L2TP Server Address: Enter the IP address of the L2TP server.

Connection Type: Select Remote Access for single user, Select LAN to LAN for remote gateway.
Peer Network IP: Please input the subnet IP for Server.

Peer Netmask: Please input the Netmask for server.

Tunnel Authentication: Select whether to enable L2TP tunnel authentication, if the server side
enables this feature, please follow.
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Secret: Enter the set secret password in the server side.

Remote Host Name: Enter the remote host name featuring the destination of the L2TP tunnel.

Local Host Name: Enter the local host name featuring the source of the L2TP tunnel.
Click Add button to save your changes.
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Example: L2TP over IPSec Remote Access with Windows7
(Note: inside test with 172.16.1.185, just an example for illustration)

@ L2TP Server
192.168.1.0/24

Server Side:

IVPN

TL2TP Server

Parameters
A

WAN Interface

Auth. Type

IF Addresses Assigned to Peer
Tunnel Authentication

Secret

Remote Host MName

Local Host Mame

Exceptional Rule Group

==

Business Trip

172.16.1.185 windows T with

< —

Public IP

172.16.1.102 i

1. Configuration > VPN > L2TP and Enable the L2TP function, Click Apply.

® Enable O Disable

| Default or IPSec Tunnel v|IF'Se-: .

[Chap v
startfrom:102.168.1[10 |
¥

[ ]
L
]

The IPSec for L2TP rule

I VPN

TIPSec

IPSec Settings
L2TP over IPSec

Connection Name
Remote Security Gateway
Key Exchange Method
Pre-Shared Key

FlEnable

| | WAN Interface [Defautt v| IP Version
| | Anenymaous

IKE IPsec Protocaol ESP

[123486 |
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2. Create a L2TP Account “test1”.

I N N

VPN Account

WPM Account applied to PPTP Serverand L2TP Server.

Parameters

Mame [testt - Tunnel ® Enable O Disable
Username [testt | Password [neees |
Connection Type @ Remote Access (O LAN 1o LAN

Feer Metwork IP Feer Metmask

[ 209 | [ Edit/ Delete |

Edit Name Tunnel ‘Connection Type Peer Netwark [P Peer Netmask Delete
@ test1 Enable Remote Access O

Client Side:
1. In Windows?7 click Start > Control Panel> Network and Sharing Center, Click Set up a new
connection network.

Control Panel Home

View your basic network information and set up connections

Change adapter settings ﬂ* |;h 0 See full map
- -

Change advanced sharing WINT-64 Network 4 Internet

settings :
g (This computer)
View your active networks Connect or disconnect
H Network 4 Access type: Internet
$ Work network Connections: [ Local Area Connection
Change your networking settings
{;- Set up @ new connection or network
= gt up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or acfess
point.
'-s, Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN netwark connection,
*-a Choose homegroup and sharing options
Access files and printers located on other netwerk computers, or change sharing settings.
z Troubleshoot preblems
Car A Diagnese and repair network problems, er get troubleshooting infermation,
HomeGroup

Internet Opticns

Windows Firewall

208



2. Click Connect to a workplace, and press Next. _
® - . :
— B r-_--.-—— L —
U EI Set Up a Connection or Metwork 1
i =

Choose a connection option

Connect to the Internet
Set up a wireless, breadband, or dial-up connection to the Internet,

_ i Setup a new network
=am . Configure a new router or access point.

Connect to a workplace

Set up a dial-up or VPN connection to your workplace,

Set up a dial-up connection
Connect to the Internet using a dial-up connection.

[ Net || cancel

L = o = —

3. Select Use my Internet connection (VPN) and press Next.

.

T R e
@ ]E Connect to a Workplace l

How do you want to connect?

# Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

N @ O

= Dial directly
Connect directly to a phone number without going through the Internet.

N e

What is a3 VPM connection?
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4. Input Internet address and Destination name for this connection and press Next.

r

o T
@ & Connect to a Workplace i

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: [Exarnple:Cu:untu:lsu:r.com or157.54.01 or 3ffe1234:1111] |
Destination name: VPN Connection
[7] Use a smart card

@ Allow other people to use this connection

This option allows anyone with access to this computer to use this connection,

[7] Don't connect now; just set it up so I can connect later

(et ] (caneeid)

o

4

... ® R ot

@ ﬁ Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: 172161185

Destination name; LATP_IP5ec

Use a smart card

'@ [#iAllow other people to use this connection;

This optien allows anyone with access to this computer to use this connection,

Don't connect now; just set it up so I can connect later

I Mext I[ Cancel
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5. Input the account (user name and password) and press Create.

" -

@ L:E Connect to a Workplace

Type your user name and password

User name |
Password:

[T] Show characters
[T Rermember this password

Domain (opticnal):

[ Create ][ Cancel ]

- -

S N e

@ L:E Connect to a Workplace

Type your user name and password

User name: testl
Password: il
[} Show characters

[T Rernember this password

Dormain (optional):

[ Create ][ Cancel
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6. Connection created. Press Close.

- - - [ — 1—

@ L;:] Connect to a Workplace

The connection is ready to use

A

< Connect now

7. Go to Network Connections shown below to check the detail of the connection. Right click
“L2TP_IPSec” icon, and select “Properties” to change the security parameters.

L_'. Bluetooth Metwork Connection L. L2TP_IPSec
o Mot connected -..\,“' " L2TP_IPSec
xR @ Bluetooth Device (Personal Area ... @2 WAN Miniport (L2TP)
L-' Local Area Connection L-' Wireless Metwork Connecticn
- -
--q..,"s Metwork cable unplugged > o billion-ap
"i Broadcom MetXtreme Gigabit Eth... sim Intel(R) PRO/Wireless 3945ABG M...
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8. Chang the type of VPN to “Layer 2 Tunneling Protocol with IPSec (L2TP/IPSec)’ and Click
Advanced Settings to set the pre-shared (set in IPSec) key for authentication.

& ™
S L2TP IPSec Properties o]

| General | Options | Security | Metwarking I Sharing|

Type of YPN;
{Layer 2 Tunneling Protocol with IPsec (L2TP/IPSec) ~ =b
[ Advanced settings ]
Data encryption:
[Hequire encryption (disconnect f server declines) v]
Authentication

i) Use Edensible Authertication Protocol (EAP)

Properties

@ Allow these protocols

[ Unencrypted pas
Challenge Handshake Authertication Protocol {CHAF
icrosoft CHAP Version 2 (MS-CHAF v2)

[T]Automatically use my Windows logon name and
assword (and domain, if any)

| ok || cancel |

Advanced Properties ﬁ
LZITP
@108 preshared key for authentication

Key: | 123456

(71 Use certificate for authentication

Verify the Mame and Usage attributes of the server’s certificate

[ oK J [ Cancel
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9. Go to Network connections, enter username and password to connect L2TP_IPSec and check
the connection status.

F B
- Connect L2TP_IPSec - . [

lUser name: test1
Password: LA Ll L
Domain:

Save this user name and password for the following users:
(") Me anly
l@}@ Anyone who uses this computer

[ Connect ][ Cancel H'@'Fmpaﬁe&][ Help ]

S L2TP PSec Status R e |

Value
WaAMN Minipart (LZTP)
vpn
Authentication CHAP
Encryplion IPsec: AES 128
Compression {none)
PPP multilink framing off
Client IPv4 address 192,168, 1.10
Server IPv4 address 192.168.1.254
MAP State Mot MAP-capable
Metwork Adapter Used  Wireless Metwork Connection
Origin address 172.16.1.102
Destination address 172.16.1.185

Close
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Example: Configuring L2TP LAN-to-LAN VPN Connection

The branch office establishes a L2TP VPN tunnel with head office to connect two private networks
over the Internet. The routers are installed in the head office and branch office accordingly.

Note: Both office LAN networks must be in different subnets with the LAN-LAN application.

Branch Office Head Office

Public IP Public IP
192.168.0.254 5091213 69.121.1.33  192.168.1.25

Rowuter

Rowter

L2TP Cliemt -%— L2TP Server

VPN C onnection

192.168.0.0:24 192.168.1.0124
L2TP VPN-LAN to LAN

Server side: Head Office

van l‘\é‘ .

¥ L2TP Server

Parameters

L2TP @ Enable O Disable

VWAN Interface | Default or IPSec Tunnel V||F'-‘3-?-: »
Auth. Type [Chap ¥

IP Addresses Assigned to Peer start from : 192.168.1.5_1_0—1
Tunnel Authentication O

Secret |—|

Remote Hast Name [

Local Host Mame |—|
Exceptional Rule Group lNDne—v|

I N N

~IPSec
IPSec Settings

L2TP averIPSec ¥ Enable

Connection Mame iﬁl WAN Interface @ IP Version W‘
Remote Security Gateway [69121.1.3 | O anonymous

Key Exchange Method IKE IPsec Protocol ESP

Pre-Shared Key |TIE4_5_87|

Encryptian Algarithm [30ES  +| m?frmm MDE v

DH Group [MODP1024(DH2) | IPSecLifetime  [60  Minute(s) [50-1440]
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Tunnel Mode Connections
Active L2TP  Connection Mame Local Metwork Remote Metwork Remaote Security Gateway Remaove Edit

o testi Anonymaous O
o test2 §9.121.1.3 O

The above is the commonly setting for L2TP Server, set as you like for authentication and encryption.
The settings in Client side should be in accordance with settings in Server side.

Then account the L2TP Account.

I VN A “\% !

VPN Account
VPN Account applied to PPTP Server and L2TP Server.

Parameters

Name lHC)I _ Tunnel & Enable O Disable
Username % Fassword i_u_u_. i
Connection Type O Remote Access @ LAN to LAN

Feer Metwerk IP 5_-’]9_2.1'58.0.0 1 FeerMetmask §:25':_.255.255.U

[ 2gd | [ Edit/Detete

Edit MName Tunnel Connection Tvpe Feer Networl IP Feer INetmask Delete
@ Ho Enable LAM to LAN 192.168.0.0 255.255.255.0 e
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Client Side: Branch Office

The client user can set up a tunnel connecting to the L2TP server, and can also set the tunnel as the
default route for all outgoing traffic.

I"JT-‘N R .
A mc -

~L2TP Client
Parameters

Mame 53 : L2TP aover IPSec Enable
IPSec Tunnel _t_ggt?__y_j IPSeck

Username :_test2 Password senee

Auth. Type Chap w L2TP Server Address 69.121.1.33
Connection Type O Remote Access @ LANto LAN

Peer Netwark IP [192.168.1.0 Peer Netmask 255 255 255,
Tunnel Authentication il Secret

Remote Host Mame i Local Host Name

[ 20d | [ Edit/Delete |
Edit Enablg tw y Fame L2TP Server Address Connection Type Feer Metwork IP Feer Metmask Dielete
® ] n BO 69.121.1.33 LAMN te LAN 192.168.1.0 255.255.255.0 ]

Note: users can see the “Default Gateway” item in the bar, and user can check to select the tunnel
as the default gateway (default route) for traffic. If selected, all outgoing traffic will be forwarded to
this tunnel and routed to the next hop.
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GRE

Generic Routing Encapsulation (GRE) is a tunneling protocol that can encapsulate a wide variety
of network layer protocol packets inside virtual point-to-point links over an Internet Protocol (IP)
network.

Note: up to 8 tunnels can be added, but only 4 can be activated.

I u
_ ~

TGRE

Parameters

Name WAN Interface Default v

Local Tunnel Virtual IP Local Metmask .

Remate Tunnel Virtual IP Remote Gateway IP

Femuote Metwork S'ingle Address w IF Address . Metmask |

Enable Keepalive O Keepalive Retry Times 10 Keepalive Interval _3 Second(s)
Edit/ Delete

Name: User-defined identification.

WAN Interface: Select the exact WAN interface configured for the tunnel as the source tunnel IP.
Select Default to use the now-working WAN interface for the tunnel.

Local Tunnel Virtual IP: Please input the virtual IP for the local tunnel.

Local Netmask: Input the netmask for the local tunnel.

Remote Tunnel Virtual IP: Please input the virtual destination IP for tunnel.
Remote Gateway IP: Set the destination IP for the tunnel.

Remote Network: Select the peer topology, Single address (client) or Subnet.

IP Address: Set the IP address if the peer is a client. If the peer is a subnet, please enter the IP and
netmask.

Enable Keepalive: Normally, the tunnel interface is always up. Enable keepalive to determine when
the tunnel interface is to be closed. The local router sends keepalive packets to the peer router, if
keepalive response is not received from peer router within the allowed time (‘retry time’ multiply
‘interval’, based on default settings, the time interval can be 30 seconds), the local router will shut up
its tunnel interface.

Keepalive Retry Times: Set the keepalive retry times, default is 10.
Keepalive Interval: Set the keepalive Interval, unit in seconds. Default is 3 seconds.
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Advanced Setup

There are sub-items within the System section: Routing, DNS, Static ARP, UPnP, Certificate,
Multicast, Management, and Diagnostics.

T Advanced Setup

F Routing

* ONS

' Static ARP
* UPnP

b Certificate
* Multicast

* Management
F Diagnostics
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Routing

Default Gateway

In.d'.-anced Setup ;“}[‘ .

~ Default Gateway

Default Gateway Interface List

Only one default gateway interface will be used according to the priority with the first being the highest and the last ane the lowest priority if the WAN interface is connected.
Selected Default Gateway Interfaces Available Routed WAN Interfaces

[pppo.1 ' [UsB3GO

]
=

Preferred VAN Interface As The System Default IPvG Gateway
Selected WAN Interface | PEROE 0_a_358/ppp0A v|

To set Default Gateway and Available Routed WAN Interface. This interfaces are the ones you
have set in WAN section, here select the one you want to be the default gateway by moving the

-=

interface via |

| or| = | . And select a Default IPv6 Gateway from the drop-down menu.

Note: Only one default gateway interface will be used according to the priority with the first being the
highest and the last one the lowest priority if the WAN interface is connected.
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Static Route

With static route feature, you can control the routing of all the traffic across your network. With each
routing rule created, you can specifically assign the destination where the traffic will be routed.

IAcI'.-an-:ec! Setup A uvf .
a — _—

~ Static Route

Parameters

IF Version DstIP [ Prefix Length Gateway Interface Ietric Remoaove
4 168.95.192.1/32 0.0.00 ppp0.1

Add Remaove

Above is the static route listing table, click Add to create static routing.

Iﬁ.cl:-ancecl Setup “'\‘ .
i L= -

¥ Static Route

Parameters

IP Version [IPv4 (&

Destination |P Address / Prefix Length .

Interface | v

Gateway IF Address

Metric | 1areater than or equal to zera]

IP Version: Select the IP version, IPv4 or IPv6.

Destination IP Address / Prefix Length: Enter the destination IP address and the prefix length. For
IPv4, the prefix length means the number of ‘1’ in the submask, it is another mode of presenting
submask. One IPv4 address,192.168.1.0/24, submask is 255.255.255.0. While in IPv6, IPv6
address composes of two parts, thus, the prefix and the interface ID, the prefix is like the net ID in
IPv4, and the interface ID is like the host ID in IPv4. The prefix length is to identify the net ID in the
address. One IPv6 address, 3FFE:FFFF:0:CD30:0:0:0:0 / 64, the prefix is 3FFE:FFFF:0:CD3.

Interface: Select an interface this route associated.
Gateway IP Address: Enter the gateway IP address.

Metric: Metric is a policy for router to commit router, to determine the optimal route. Enter one
number greater than or equal to 0.

Click Apply to apply this route and it will be listed in the route listing table.
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Policy Routing

Here users can set a route for the host (source IP) in a LAN interface to access outside through a

specified Default Gateway or a WAN interface.

The following is the policy Routing listing table.

Iﬂ.d'.-ancecl Setup

* Policy Routing
Parameters
Faolicy Mame Source P LAM Port WAN

Add Remave

Click Add to create a policy route.

I."-\cl-.fancecl Setup

~ Policy Routing
Parameters

Palicy Name

Physical LAMN Port v
Saurce I[P
Interface pppoe_0_8_35/ppp0.1 v

Default Gateway

Policy Name: User-defined name.
Physical LAN Port: Select the LAN port.
Source IP: Enter the Host Source IP.

W N

Default Gateway Remove

Interface: Select the WAN interface which you want the Source IP to access outside through.
Default Gateway: Enter the default gateway which you want the Source IP to access outside

through.

Click Apply to apply your settings. And the item will be listed in the policy Routing listing table. Here
if you want to remove the route, check the remove checkbox and press Remove to delete it.
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RIP

RIP, Router Information Protocol, is a simple Interior Gateway Protocol (IGP). RIP has two versions,
RIP-1 and RIP-2.

Iﬂ.u-..ancecl Setup ‘\ l\- .

RIP

Parameters

If selected interface has NAT enabled, only Passive mode is allowed.

Interface Version Operation Enable
atm.1 2 = Passive ~| |

Apply Cancel

Interface: the interface the rule applies to.
Version: select the RIP version, RIP-1, RIP-2 and both.
Operation: RIP has two operation mode.

® Passive: only receive the routing information broadcasted by other routers and modifies its
routing table according to the received information.

® Active: working in this mode, the router sends and receives RIP routing information and
modifies routing table according to the received information.

Enable: check the checkbox to enable RIP rule for the interface.

Note: RIP can’t be configured on the WAN interface which has NAT enabled (such as PPPoE).

Click Apply to apply your settings.
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