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Chapter 1: Introduction

Introduction to your Router

The Billion BIiPAC 8920AX(L) , a multi service VDSL2 Dual-lines (30a) Router over comparable
single-port model. It features fibre-ready dual-WAN VDSL2 supports backward compatibility to
ADSL2+ for a longer reach distance, an all-in-one advanced device including concurrent dual-band
802.11ac (5GHz) 1300Mbps and 802.11n (2.4GHz) 300Mbps, Gigabit Ethernet. As well as being
IPv6-capable, the BIPAC 8920AX(L) VDSL2 router supports superfast fibre connections via a
Gigabit Ethernet WAN port. It also has one USB port, allowing the device to act as a print server as
well as a NAS (Network Attached Storage) device with DLNA (Digital Living Network Alliance) and
FTP (File Transfer Protocol) access. With an array of advanced features, the Billion BiPAC
8920AX(L) delivers a future-proof solution for VDSL2 connections, superfast FTTC and ultra-speed
FTTH (Fibre-To-The-Home) network deployment and services.

Flexible Deployment Options

The BiIPAC 8920AX(L) provides users with flexible, scalable deployment options optimized to both
reduce costs and provide the longest possible lifespan for the investment. The BiPAC8920AX(L)
integrates dual WAN options; a VDSL2/ADSL2+ interface and a second 10/100/1000 Ethernet
WAN interface which can be used for broadband connectivity to any other Ethernet broadband
device. Operators can now deploy one device to support current and future network migration.

Maximum wireless performance

Featured with simultaneous dual-band technology, the BIPAC 8920AX(L) can run both 2.4GHz and
5GHz frequency bands at the same time, offering ultra-fast wireless speeds of up to 1600Mbps
(1300+300 )and multiple SSIDs on both bands. The BIiPAC 8920AX(L), by adopting this state-of-
the-art technology, allows for multiple-demand applications, such as streaming HD videos and
multiplayer gaming simultaneously. The Wireless Protected Access (WPA-PSK/WPA2-PSK) and
Wireless Encryption Protocol (WEP) features enhance the level of transmission security and access
control over wireless LAN. The router also supports the Wi-Fi Protected Setup (WPS) standard,
allowing users to establish a secure wireless network by simply pushing a button. If your network
requires wider coverage, the built-in Wireless Distribution System (WDS) repeater function allows
you to expand your wireless network without the need for any external wires or cables.

Experience Gigabit

The BiPAC 8920AX(L) has five Gigabit LAN ports and port #5 can be configured as an Ethernet
WAN port. This EWAN offers another broadband connectivity option for connecting to a cable, DSL,
fibore modem. The BIiPAC8920AX(L) again offers users convenience and optimal network
performance with data rates reaching up to 1Gbps.

IPv6 supported

Internet Protocol version 6 (IPv6) is a version of the Internet Protocol that is designed to succeed
IPv4. IPv6 has a vastly larger address space than IPv4. This results from the use of a 128-bit
address, whereas IPv4 uses only 32 bits. The new address space thus supports 2'% (about
3.4x10%®) addresses. This expansion provides flexibility in allocating addresses and routing traffic
and eliminates the primary need for network address translation (NAT), which gained widespread
deployment as an effort to alleviate IPv4 address exhaustion.

1
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IPv6 also implements new features that simplify aspects of address assignment (stateless address
autoconfiguration) and network renumbering (prefix and router announcements) when changing
Internet connectivity providers. The IPv6 subnet size has been standardized by fixing the size of the
host identifier portion of an address to 64 bits to facilitate an automatic mechanism for forming the
host identifier from Link Layer media addressing information (MAC address).

Network security is integrated into the design of the IPv6 architecture. Internet Protocol Security
(IPsec) was originally developed for IPv6, but found widespread optional deployment first in IPv4
(into which it was back-engineered). The IPv6 specifications mandate |IPsec implementation as a
fundamental interoperability requirement.

Virtual AP

A “Virtual Access Point” is a logical entity that exists within a physical Access Point (AP). When a
single physical AP supports multiple “Virtual APs”, each Virtual AP appears to stations (STAs) to be
an independent physical AP, even though only a single physical AP is present. For example,
multiple Virtual APs might exist within a single physical AP, each advertising a distinct SSID and
capability set. Alternatively, multiple Virtual APs might advertise the same SSID but a different
capability set — allowing access to be provided via Web Portal, WEP, and WPA simultaneously.
Where APs are shared by multiple providers, Virtual APs provide each provider with separate
authentication and accounting data for their users, as well as diagnostic information, without
sharing sensitive management traffic or data between providers. You can enable the virtual AP.

Web Based GUI
It supports web based GUI for configuration and management. It is user-friendly and comes with

online help. It also supports remote management capability for remote users to configure and
manage this product.

Firmware Upgradeable

Device can be upgraded to the latest firmware through the WEB based GUI.
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Features

« Compliant with all ADSL2+/VDSL2 standards

* IPv6 ready (IPv4/IPv6 dual stack)

 Dual- WAN approach — VDSL2/ADSL2+, and Ethernet WAN for Broadband Connectivity
* 5-port Gigabit Ethernet switch

* 1-port (Port#5) Gigabit Ethernet WAN (EWAN) port for broadband connectivity.
» Compliant with IEEE 802.11a/b/g/n/ac standards

* Ultimate wireless speed 300+1300Mbps

* WPS (Wi-Fi Protected Setup) for easy setup

» Wireless security with WPA-PSK/WPA2-PSK

» Supports WDS repeater function

» Multiple wireless SSIDs with wireless guest access and client isolation

« Secured IPSec VPN with powerful DES/ 3DES/ AES (BiPAC 8920AX only)

« PPTP VPN with Pap/ Chap/ MS-CHAPV2 authentication (BiPAC 8920AX only)
* Pure L2TP and L2TP over IPSec (BiPAC 8920AX only)

* GRE tunnel (BiPAC 8920AX only)

* SNR adjustments to achieve highest sync speeds

* Monitoring of individual LAN/WAN traffic

« Universal Plug and Play (UPnP) Compliance

* QoS for traffic prioritization and bandwidth management

» SOHO firewall security

* Auto failover and failback

« Supports IPTV application™

 Ease of use with quick installation wizard (EZSO)

» Broadcom chipset for better stability

¢ |deal for Home and SOHO users

VDSL2/ADSL2+ Compliance
« Compliant with xDSL Standard

- ITU-T G.993.2 (VDSL2)

- ITU-T G.998.4 (G.inp)

- ITU-T G.993.5 (G.vector)

- ITU-T G.992.5 (G.dmt.bis plus, Annex M )
(ADSL2+ Annex M, available for BiPAC
8920AX(L)A model only)

- ITU-T G.992.3 (G.dmt.bis, Annex M, ADSL2

(
(
(
(
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Annex M, available for BIPAC 8920AX(L)A model only)

- Full-rate ANSI T1.413 Issue 2

- ITU-T G.992.1 (G.dmt)

- ITU-T G.992.2 (Gllite)

- ITU-T G.994.1 (G.hs)

» Supports VDSL2 band plan: 997 and 998

« ADSL/2/2+ fallback modes

» Supports VDSL2 profiles: 8a, 8b, 8c, 8d, 12a, 12b, 17a and 30a in single line mode
» Supports ATM and PTM modes

Network Protocols and Features
« IPv4 or IPv4 / IPv6 Dual Stack
« NAT, static (v4/v6) routing and RIP-1/2
« IPv6 Stateless / Stateful Address Auto-configuration
« IPv6 Router Advertisement
* IPv6 over PPP
« DHCPv6
« IP Tunnel IPv6 in IPv4(6RD)
« IP Tunnel IPv4 in IPv6(DS-Lite)
« Universal Plug and Play (UPnP) Compliant
« Dynamic Domain Name System (DDNS)
« Virtual Server, DMZ
« SNTP, DNS relay, IGMP snooping and IGMP proxy for video service
« MLD snooping and MLD proxy for video service
« Management based-on IP protocol, port number and address

 Support port-based Interface Grouping (VLAN)

Firewall
« Built-in NAT Firewall
- Stateful Packet Inspection (SPI)
* DoS attack prevention
 Packet Filtering (v4/v6) - port, source IP address, destination IP address
* MAC Filter
* URL Content Filtering (v4/v6) — string or domain name detection in URL string
* Remote access control for web base access
* Packet filtering (v4/v6) - port, source IP address, destination IP address, MAC address

* URL content filtering (v4/v6) - string or domain name detection in URL string



* MAC filtering

» Password protection for system management

Quality of Service Control
 Supports the DiffServ approach
 Traffic prioritization and bandwidth management based-on |IPv4/IPv6 protocol, port

number and address

ATM and PPP Protocols
« ATM Adaptation Layer Type 5 (AALS)
* Multiple Protocol over ALL5 (RFC 268, formerly RFC 1483)
« Bridged or routed Ethernet encapsulation
« VC and LLC based multiplexing
« PPP over Ethernet (PPPoE)
« PPP over ATM (RFC 2364)
* Classical IP over ATM (RFC 1577)
« MAC Encapsulated Routing (RFC 1483 MER)
« OAM F4 / F5

IPTV Applications™
« IGMP Snooping and IGMP Proxy
* MLD Snooping and MLD Proxy
e Interface Grouping (VLAN)

* Quality of Service (QoS)

* VLAN MUX support

Wireless LAN
« Compliant with IEEE 802.11 a/ b/ g/ n/ac standards
» 2.4 GHz and 5GHz frequency range
« Up to 300+1300 Mbps wireless operation rate
» 64 / 128 bits WEP supported for encryption
« WPS (Wi-Fi Protected Setup) for easy setup
e Supports WPS v2
» Wireless Security with WPA-PSK / WPA2-PSK support
 Multiple wireless SSIDs with wireless guest access and client isolation
« WDS repeater function support

» Wireless LAN Schedule control



USB Application Server
» Storage/NAS: FTP server, Samba server, DLNA

 Printer Server

Virtual Private Network (VPN) (8920AX only)
 IKE key management
« DES, 3DES and AES encryption for IPSec
* L2TP over IPSec
» Pap/ Chap/ MS-CHAPv2 authentication for PPTP
« IPSec pass-through

* GRE tunnel

Management

 Easy Sign-on (EZSO)

« Web-based GUI for remote and local management (IPv4/IPv6)

« Firmware upgrades and configuration data upload and download via web-based GUI

« Embedded Telnet server for remote and local management

 Supports DHCP server / client / relay
« Supports SNMP v1,v2, MIB-l and MIB-II

« TR-069*" supports remote management

« Available Syslog
* Mail alert for WAN IP changed

» Auto failover and fallback

*» Push Service for diagnostics and debug usage

AOTE:
P Y

1. On request for Telco / ISP projects
2. IPTV application may require subscription to IPTV services from a Telco / ISP.

3. Specifications on this datasheet are subject to change without prior notice.




Hardware Specifications

Physical Interface
« WLAN: 3 external antennas
« DSL: VDSL port
« USB 2.0: 1-port USB 2.0 interface for storage service and printer server
« Ethernet: 5-port 10 / 100 / 1000Mbps auto-crossover (MDI / MDI-X) Switch
« EWAN: 1 Gigabit Ethernet port (port#5) connecting directly to Fiber/ xDSL/ Cable
modem, also serving as a Ethernet port#5 when not in EWAN use
» Wireless on/off and WPS push button
» Power jack
» Power switch

« Factory default reset button



Chapter 2: Installing the Router

Package Contents

* BIPAC 8920AX(L) Dual-lines VDSL2/ADSL2+ Wireless-AC (VPN) Firewall Router

*Quick Start Guide

*CD containing the on-line manual

* Vertical Stand

* RJ-45 Cat. 5e STP Ethernet cable

*RJ-11 telephone cable

*Power adapter

* Splitter / Micro-filter (Optional)

 BiPAC 8920AX(L) w/ )

[ RJ-45 Cat. 5e STP )

a vertical stand cD Ethernet Cable
—
_’ £ fz D 2

Y

(o -

D

AN
- N
xDSL Y-Cable Power Adapter Antennas

.

- ~
Quick Start Guide

(This document)




Important note for using this router

1. Do not use the router in high humidity or high temperatures.

2. Do not use the same power source for the router as other equipment.

3. Do not open or repair the case yourself. If the router is too hot, turn off the power
immediately and have it repaired at a qualified service center.

4. Avoid using this product and all accessories outdoors.

Warning
1. Place the router on a stable surface.
2. Only use the power adapter that comes with the package. Using a different voltage rating
power adapter may damage the router.
Attention




Device Description

The Front LEDs

FWR

EViAN
ETHS

ETH4

ETH 3

ETHZ

ETH 1

WS

bsEL

DELZ

INET

Red Boot failure or in emergency mode
Power
Green System ready
G Connected to an Gigabit Ethernet device or to a broadband
reen X .
connection device.
Gigabit Ethernet Port ]
5/EWAN Orange Connect to an 10/100Mbps Ethernet device
Blinking Data being transmitted / received
Green Successfully connected to a 1000Mbos LAN device
Gigabit Ethernet Port
1_'5? I Orange Successfully connected to a 10/100Mbos LAN device
Blinking Data being transmitted / received
uUSB Green USB connection established
Green Wireless connection established
Wireless
Blinking Data being transmitted / received
G Wireless device(s) being connected successfully via WPS
reen
mode
WPS Blinking WPS configuration being in progress
Off WPS is off
Green Successfully connected to an xDSL DSLAM (Line Synced)
DSL 172 Green Blinking DSL synchronizing or waiting for DSL synchronizing
Off DSL cable unplugged
Green IP connected and traffic is passing through the device
Blinking Data being transmitted / received
Internet
Red BiPAC 8920AX(L) fails to obtain and IP.
off BiPAC 8920AX(L) is either in bridged mode or WAN/DSL
connection is not ready
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The Rear Ports

Port Meaning
ON/OFF Power ON / OFF switch.
PWR Connect the supplied power adapter to this jack.

WPS /Wireless
on/off button

By controlling the pressing time, users can achieve two different
effects:

(1) WPS: Press &hold the button for less than 6 seconds to trigger
WPS function.

(2) Wireless ON/OFF button: Press & hold the button for more than
6 seconds to On/Off the wireless.

Reset

Push and hold the reset button for five (5) seconds to restore to its
factory default settings (this is used when you cannot login to the
router, e.g. forgot your password)

E (Gb EWAN)

Connect to Fiber/ Cable/ xDSL Modem with a RJ-45 cable, for
broadband connectivity.

Note: LAN 5 automatically becomes an EWAN port when EWAN
internet interface is being selected in the GUI

GB LAN
Ethernet (1-5)

Connect PCs, Laptops or any other office/home LAN devices with the
supplied RJ-45 Ethernet cable (Cat-5 or Cat-5¢) to any of the five
LAN ports.

Note: Port 5is a LAN / WAN Configurable Port.

usB

Connect with a hard driver for mobile connectivity.

DSL

Connect the device to an ADSL/VDSL telephone jack or splitter using
a RJ-11 telephone cable / Y-Cable for xDSL Dual-lines

11




Cabling

One of the most common causes of problems is bad cabling or ADSL line(s). Make sure that all
connected devices are turned on. On the front panel of your router is a bank of LEDs. Verify that the
LAN Link and ADSL line LEDs are all lit. If they are not, verify if you are using the proper cables. If
the error persists, you may have a hardware problem. In this case, you should contact technical
support.

Make sure you have a line filter with all devices (e.g. telephones, fax machines, analogue modems)
connected to the same telephone line and the wall socket (unless you are using a Central Splitter or
Central Filter installed by a qualified and licensed electrician), and ensure that all line filters are
correctly installed and the right way around. Missing line filters or line filters installed the wrong way
around can cause problems with your ADSL connection, including causing frequent disconnections.
If you have a back-to-base alarm system you should contact your security provider for a technician
to make any necessary changes.

12



Chapter 3: Basic Installation

The router can be configured through your web browser. A web browser is included as a standard
application in the following operating systems: Linux, Mac OS / Windows 8, Windows 7 / 98 / NT /
2000 / XP / Me |/ Vista, etc. The product provides an easy and user-friendly interface for
configuration.

Please check your PC network components. The TCP/IP protocol stack and Ethernet network
adapter must be installed. If not, please refer to your Windows-related or other operating system
manuals.

There are ways to connect the router, either through an external repeater hub or connect directly
to your PCs. However, make sure that your PCs have an Ethernet interface installed properly prior
to connecting the router device. You ought to configure your PCs to obtain an IP address through
a DHCP server or a fixed IP address that must be in the same subnet as the router. The default IP
address of the router is 192.168.1.254 and the subnet mask is 255.255.255.0 (i.e. any attached PC
must be in the same subnet, and have an IP address in the range of 192.168.1.1 to 192.168.1.253).
The best and easiest way is to configure the PC to get an IP address automatically from the router
using DHCP. If you encounter any problem accessing the router web interface it is advisable to
uninstall your firewall program on your PCs, as they can cause problems accessing the IP address
of the router. Users should make their own decisions on what is best to protect their network.

Please follow the following steps to configure your PC network environment.

¥
”072; Any TCP/IP capable workstation can be used to communicate with or through this router. To
configure other types of workstations, please consult your manufacturer documentation.
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Connecting Your Router

Users can connect the ADSL2+ router as the following.

DSL Router mode:
- Single Pair

Power Adapter

Ethermnet Cable

Ethernet Cable

Ethernet Cable

Ethermnet Cable

|

Switching
HUB

USE Connection

'

CRCRCN

H

s

HDD, Pen drive, etc

RJ-11 phone cable

Line

14

S

=
)
Splitter /

Phone

G



- two-paired

o Power Adapter

Ethernet Cable

=

¢

Ethernet Cable

g

Ethernet Cable

/

Ethernet Cable

‘o

‘g

- USE Connection ‘

— HDD, Pen drive, etc

Y-Cable

_:I:]/\ 2 N
. Splitter *9/ %smittar
Line

Line

VDsSLY/
ADSL2+

15



Broadband Router mode:

Power Adapter

Modem

Ethernet Cable i

Cable, xDSL, Fiber, PON, etc.

Ethernet Cable . u

Ethernet Cable

Ethernet Cable d jq
e
3

SB Connection .

HDD, Pen drive, etc

16



Network Configuration

Configuring a PC in Windows 7/ 8

1. Go to Start.
Panel.
Then click on Network and
Internet.

Click on Control

2.  When the Network and Sharing
Center window pops up, select
and click on Change adapter
settings on the left window
panel.

3. Select the Local Area
Connection, and right click the
icon to select Properties.

OCJ [E= » control Panel »
Adjust your computer's settings

System and Security
Review your computer's status
Back up your computer

Find and fix problems

Network and Internet

Choose hamegroup and sharing options

Hardware and Sound

evices and printers

1ade

Adjust commanly used mobility settings

Programs

Uninstall a program

= ‘ ¢,|
View by:

Category +

User Accaunts and Family Safety

| Add or remove user accounts

&
Ly
iy
@

Set up parental controls for any user

Appearance and Personalization
hange the theme

nge desktop background

djust screen resolution

Clock, Language, and Region
Change keyboards or other input methods
Ease of Access

Let Windows suggest settings

Optimize visual display

[E=8 508 =)

€10

Contral Panel Home

¥ <« Network and Internet » Network and Sharing Center

ol
®

~ [ 44 ][ searer co

View your basic network information and set up connections

o
i

W@ TEST-PC
(This computer)

Wiew your active networks

S== BGS10N-CNC
PO public network

= See full map
= @
BGS10N-CNC Internet

Connect or disconnect

Internet

Access type:

Connectiens: Connectien

Change your netwerking settings

%

Set up a new connection or netwerk

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a reuter or access

point.

'-s.

Connect to a network

Connect or reconnect

to a wireless, wired, dial-up, or VBN network connection.

@Q i« Network and Intemet b Network Connections » <[ 49| Searn

Organize v Disable this netwerk device Diagnose this connection Rename this connection =~ O @

= | Local Area Connecticn | W™ Network Extender = | @ Standalone Network Extender
> Net| @ Dicable E=_ Disconnected == Disconnected
% & Broa - o &P Network Extender SSLVPN Adapter % Standalone Network Extender SSL...
atus

— Wire] r Wireless Metwerk Connection 3

L e Diagnese . N

= BGS h;ﬂ Mot connected

Eﬂ

®  Bridge Connections

Create Shortcut

Delete

#  Rename

& Properties
]
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IPv4:

4. Select Internet Protocol | : .
Version 4 (TCP/IPv4) then click # Local Area Connection Properties

Properties Metworking | Sharing

Connect using:

l‘-'l'* Broadcom 570k Gigabit Integrated Controller

This connection uses the following items:

0% Cliert for Microsoft Networks

QQDS Packet Scheduler

.Q File and Printer Sharing for Microsaft Metworks
- Vecsin £ (TCP/IEE)

+
wia [irke-Layer Topology Discoven Mapper 40 Driver
wia |irke-Layer Topology Discoveny Responder

[ Imstall... ] Uningtall Froperties

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[ oK ][ Cancel ]

5. In the TCP/IPv4 properties

. . Internet Protocol Version 4 (TCP/IPw) P rti [
window, select the Obtain an |p | mtemet Protocel Version & (TCR/IRVE] Properties
address  automatically and Genersl | Alternate Configuration |

Obtain DNS Server address

automatically radio buttons. You can get IF settings assigned automatically if your netwnrl_: supports
Then click OK to exit the setting. this capability., Otherwise, you need to ask your network administrator

for the appropriate IP settings.

6. Click OK again in the Local
Area Connection Properties
window to apply the new
configuration. IP address:

(@ Obtain an IP address automatically

{7 Use the following IP address:
Subnet mask:
Defaulk gateway:

i@ Obtain DMS server address automatically
() Use the following DMS server addresses:

Preferred DMS server:

Alternate DS server:

Validate settings upon exit

[ OK. ][ Cancel ]
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IPv6:

4.

Select Internet Protocol
Version 6 (TCP/IPv6) then click
Properties

In the TCP/IPv6 properties
window, select the Obtain an
IPv6 address automatically
and Obtain DNS  Server
address automatically radio
buttons. Then click OK to exit
the setting.

Click OK again in the Local
Area Connection Properties
window to apply the new
configuration.

[,.E,] Local Area Cennection Properties

Metworking | Sharing

Connect using:

l‘-'lf‘ Broadcom 570« Gigabit Integrated Controller

This connection uses the following tems:

0% Client for Microsoft Netwarks
I8 005 Packet Scheduler
i i i woncs
<& frtemet Frotocal Versiond {TUFTPwa ]
i Linke-Layer Topology Discovery Mapper /0 Driver
i |ink-Layer Topology Discovery Responder

[ Install... ] Lininstall Froperties

Description
TCPAR version 6. The next-genetion version of the internet

protocal that provides communication across diverse
interconnected netwarks.

ok || Cancel |

P

 Intemet Protocol Viersion 6 (TCP/IPv) Properties | P i

General |

You can get IPvE settings assigned automatically if your network supports this capability,
Otherwise, you need to ask your network administrator for the appropriate IPv6 sattings.

@) Obtain an [Pvé address automatically
Use the following IPvé address:

") Obtain DNS server address automatically
@ Use the following DNS server addresses:

Preferred DNS server:
Alternate DNS server:
B s
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Configuring a PC in Windows Vista

1. Go to Start. Click on Network.

2. Then click on Network and
Sharing Center at the top bar.

3. When the Network and Sharing
Center window pops up, select
and click on Manage network
connections on the left window
pane.

4. Select the Local Area
Connection, and right click the
icon to select Properties.

I ‘ Organize v = Views = S NEGTK and SHanng Center = Add a printer 8 Add a wire

This computer is not connected to a network. Click to connect...

Esvoritelinks | Mamne Category Workgroup MNetwork location

E| Documents

Ej Pictures

@1 Music

|4 Recently Changed
E Searches

J Public

oy

s+ < Network and Internet » Metwork and Sharing Center v | #4 ||| Search

Network and Sharing Center

View computers and devices

Connect to a network

Set up a connection or network !&[ U
i =%

Manage network connections
TESTI-WHQL Internet
Diagnose and repair (This computer)

E.- Not connected

You are currently not connected to any networks,
Connect to a network

Disable this network device ™ k= Diagnos

Marme Status Device Mame Connectivity Metwork Cate
Dial-up (2} -
l-; @ Metwaork Extender I-" Standalone Metwork Extende
- =
—

T, Disconnected "-:'-ﬂ_ Disconnected
54 Network Extender SSLVPM A.., &g 15DN WAN Device

LAM or High-5peed Internet (1)

= | Local Area Connection

; » d I‘\J =t 1o bl 1 |
8 & In Disable

Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

Properties |
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IPv4:
1t - ﬂ
5. Select Intenet  Protocol Tz Kres Conmection Properies M s g

Version 4 (TCP/IPv4) then click
Properties. Networking |

Connect using:

E"‘ Intel(R) 825660M Gigabit Network Connection

I This connection uses the following tems:

! & Cligrt for Microsoft Networks
| =005 Packet Scheduler
.Q File: and F‘nnter Shanng for Microsoft Networks

H'tteme‘. Protocal Version 4 {TCP/1Pwd) .

. Link-Layer Topology Discovery Mapper /0 Driver
<& Link-Layer Topology Discovery Responder

nstall.. | | Uninstal Properies

Dlescription

Transmission Control Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected netwarks.

| ok || Cancel |
6. In. the TCP/IPv4 prgperties Internet Protocol Version 4 (TCP/IPv4) Properties -8
window, select the Obtain an IP - :
address  automatically and General | Alternate Configuration |
Obtain DNS Server address
automatically radio buttons. fou can get IP settings assigned automatically f your network supports

this capability. Otherwise, you need to ask your network administrator

Then click OK to exit the setting. B e st 11 Settis:

7. Click OK again in the Local Area
Connection Properties window
to apply the new configuration.

(@ Obtain an IP address automatically
(7) Use the following IP address:

IP address:

aubnet mask:

Defaulk Jakeay

(@ Cbtain DMNS server address automatically
() Use the following DMS server addresses:

Preferred DNS server:

aleernake DMNS server:

[ oc ]| canca |
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IPv6:
8. Select Internet Protocol | 0 ) :
Version 6 (TCP/IPv6) then click Local Ares Connection Properties =

Properties. Metworking | Sharing

Connect using:

l‘-'lf*' Intel{R) 825660M Gigabit Metwork Connection

This connection uses the following tems:

0% Client for Microsoft Netwarks

B 005 Packet Scheduler

.Q File and Printer Sharing for Microsoft Networks

i Intemet Protocal Versiond (TCP/IPwd)

i Linke-Layer Topology Discovery Mapper /0 Driver
i |ink-Layer Topology Discovery Responder

[ Install... ] Lininstall Froperties

Description
TCPAR version §. The next-genetion version of the internet

protocal that provides communication across diverse
interconnected netwarks.

ok || Cancel |

- P

 Intemet Protocol Viersion 6 (TCP/IPv) Properties | P i

9. In the TCP/IPv6 properties
window, select the Obtain an
IPv6 address automatically and
Obtain DS Server address i o I ta oo P
automatically radio buttons.

Then click OK to exit the setting.

General |

@) Obtain an [Pvé address automatically

10. Click OK again in the Local Area s - et

Connection Properties window
to apply the new configuration.

") Obtain DNS server address automatically
@ Use the following DNS server addresses:

Preferred DNS server:
Alternate DNS server:
Bkah s snow
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Configuring a PC in Windows XP

IPv4:

1. Go to Start / Control Panel (in Classic [l E@I
. . ile di = avorites oals = i
View). In the Control Panel, double-click | ™ = ™ ° ; =
on Network Connections O - @ - | P [ roen |-

Address ;[}‘ Contral Panel VI )
»~

2. Double-click Local Area Connection. : % L H °

g" Control Panel &3

G Switch bo Categary Yiew 't
See Also s _ai %

Printers and  Regional and  Scanners and

Phone and  Power Options

Modem ...

‘“ ‘Windows Updake Faxes Language ... Cameras
@) Help and Support 2 @ -
s/ 4 '
Scheduled Sounds and Speech
Tasks Audio Devices 2

3. In the Local Area Connection Status S E N Lb st h
window, click Properties. General | Support]

Connection
Status: Connected
Duration: o0:19:32
Speed: 100.0 Mbpsz
Aokt =
Sent J:,.-J—l Feceived
B
Packets: 27 o
d Froperties *[ Diizable ]
4
e

Close

—i— lLocal Area Connection Properties

4. Select Internet Protocol (TCP/IP) and e
click Properties. T

| EHE ASUSTek Broadocom 4402 104100 Integrated Controller |

This connection uses the following iterms:

B Client far Microsoft kHetworks
4=, File: and Printer S haring for Microsaft Metworks
4= 0 oS Packet Scheduler

Intermet Protocol [TCPAIP]

Install... Uninstall [ Piopertties )]
-_—

Description
Tramsmission Control Protocaldlntermet Protocol. The default
wide area network protocol that provides communic ation
across diverse interconnected networks.

[] Sheow icon in notification area when connected

5. Select the Obta| n an “:) add ress Internet Protocol (TCP/IP) Properties

General | Altermate Corfiguration |

automatically and the Obtain DNS

. . this capabiliy. Dthenvise. vou need to ask pour network administrator for
server address automatically radio | M= =reweeiaeiesein:
&) Obtain an IP address autornatically

buttons- 2 Use the following IP address:

(—
[—
(—

6. Click OK to finish the Configuration‘ &)Dbtain DMS server address automatically

2 Use the following DMS server addresses:

7]
[

[—r—
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IPv6:

IPv6 is supported by Windows XP, but you should install it first.

Act as shown below:

1. On the desktop, Click Start > Run, type cmd, then press Enter key in the keyboard, the following screen
appears.

et Cz\ZWINDOWS\=ysteni2\cad. exe

C:~Documents and Settingssytt>

2. Key in command ipv6 install
e CzA\WINDO¥S5h=ysten32\cad. exe
C:sDocuments and SettingssyttXipub inztall

Installing...
Succeeded.

C:“Documents and Settingssyttl

Configuration is OK now, you can test whether it works ok.
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Factory Default Settings

Before configuring your router, you need to know the following default settings.

Web Interface (Username and Password)

Three user levels are provided by this router, namely Administrator, Remote and Local
respectively. See Access Control .

@ Administrator

P Username: admin
B Password: admin

@ Local

B Username: user
= Password: user

@ Remote

B Username: support
Bk Password: support

If you have forgotten the username and/or password of the router, you can restore the device
to its default setting by pressing the Reset Button more than 5 seconds.

Attention

Device LAN IPv4 settings

Pk |IPv4 Address: 192.168.1.254
P Subnet Mask: 255.255.255.0

Device LAN IPv6 settings

» |Pv6 Address / prefix: Default is a link-local address and is different from each other as MAC

address is different from one to one. For example: f€80:0000:0000:0000:0204:edff:fe01:0001 / 64,
the prefix initiates by fe80::

DHCP server for IPv4

» DHCP server is enabled.
B Start IP Address: 192.168.1.254
B |P pool counts: 100
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LAN and WAN Port Addresses
The parameters of LAN and WAN ports are pre-set in the factory. The default values are shown in

the table.

IPv4
LAN Port WAN Port
IPv4 address 192.168.1.254
Subnet Mask 255.255.255.0 The PPPoE function is
DHCP server function Enabled enabled to automatically get
P the WAN port configuration
IP addresses for ;00 Ilfl’gazd%%s?e;sogotrr\}tlnwnr? from the ISP. ?
distribution to PCs PR roug
192.168.1.199
IPv6
LAN Port WAN Port
IPv6 address/prefix Default is a link-local address and is
different from each other as MAC  The PPPOE function is
address is different from one to one. |enabled to automatically get
For example :the WAN port configuration
fe80::204:edff:fe01:1/64, from the ISP.
the prefix initiates by fe80::
DHCP server function Enabled
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Information from your ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider) to find
out what kind of service is provided.

Gather the information as illustrated in the following table and keep it for reference.

PPPoE(RFC2516) [VPIVCI, VC [ LLC-based multiplexing, Username, Password, Service
Name, and Domain Name System (DNS) I[P address (it can be
automatically assigned by your ISP when you connect or be set manually).

VPI/VCI, VC / LLC-based multiplexing, Username, Password and Domain
PPPOA(RFC2364) Name System (DNS) IP address (it can be automatically assigned by your
ISP when you connect or be set manually).

VPI/NVCI, VC / LLC-based multiplexing, Domain Name System (DNS) IP
DHCP Client address (it can be automatically assigned by your ISP when you connect or
be set manually).

IPOA(REC1577 VPI/NVCI, VC / LLC-based multiplexing, IP address, Subnet mask, Gateway
OA( ) address, and Domain Name System (DNS) IP address (it is a fixed IP
address).

Pure Bridge . ) )
VPI/VCI, VC / LLC-based multiplexing to use Bridged Mode.
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Easy Signh On (EZSO)

This special feature makes it easier for you to configure your router so that you can connect to the
internet in a matter of seconds without having to logon to the router GUI for any detail configuration.
This configuration method is usually auto initiated if user is to connect to the internet via Billion's
router for the first time.

After setting up the router with all the appropriate cables plugged-in, open up your IE browser, the
EZSO WEB GUI will automatically pop up and request that you enter some basic information that
you have obtained from your ISP. By following the instructions given carefully and through the
information you provide, the router will be configured in no time and you will find yourself surfing the
internet sooner than you realize.

EZSO window pops up:
Stepl: Set the administration password.

Easy Sign On : \- .
I = i“’t .

¥ Administrator Password

Configure Administrator Password

New Password (maximum length is 15}
Confirm Passwaord {maximum length is 15}
Continue

Step 2: Set the Time Zone.
IEasy Sign On J.mt‘! .

~Time Zone
Configure Time Zone Offset

Time zone offset IG_I.]T—UU 00} GFEEH&-\fiED r:lg_an Tim_e: Du_hlin. E:Imhurg_h. LiSFDIT. London (v

Continue

Step 3: Configure the WAN interface.

DSL mode (ADSL mode, please choose ATM; VDSL, please choose PTM)
Here take ADSL for example.

Before configuring with DSL mode, please confirm you have correctly connected the DSL line, and it
is now synchronized.

IEas_\- Sign on “'\‘ .
i T =

¥ WAN Interface (WAN > Wireless )

Select WAN Interface

Main Port DL v: (Current Main Port: DSL)
Layer2 Interface @ s OPTH

VRINCI 8/35

Type FPPoE

Username Username

WAN IP Address Obtain an IP Address Automatically

Select DSL, press Continue to go on to next step, press “Done” to quit the setting.

1. Enter the username, password from your ISP, for IP and DNS settings; also refer to your ISP.
Here IPv6 service is enabled by default.
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Easy Sign On “\E .
I ¥ 3ig A —

TWAN Interface (WAN = Wireless
WAN Service

Type | PPP -J'verEtherhethﬁP-ﬁEj: -

VP VEL | | [0-255] / | [32-65535]
Username [

Fassword

Senvice Name

Encapsulation Mode [LLC/SNAP-BRIDGING »

Authentication Method [auTo ¥
IPv4 Address [ static

IF Address
IPv6 for this senice ¥ Enable
IPVE Address [ static

IF Address |
WTU [1202

If the DLS line doesn’t synchronize, the page will pop up warning of the DSL connection failure.

IEasy Sign On A u\vf .
'y —

* WAHN Interface (WAN = Wireless)

DSL Line Is Not Ready. Please Check your DSL Line and wait for a while.

3. Wait while the device is configured (DSL synchronized).

Easy Sign On “\t‘ .
Jeoor s \

~ WAN Interface [ WAN = Wireless

Please wait while the device is configured.

4. WAN port configuration is success and next to wireless, if you want skip wireless setting, click
Done.

Easy Sign On “.1\[- .
Jeoorse .

* WAN Interface ([ WAN = Wireless
Congratulations !
Your WAN port has been successiully configured

MNext to Wireless H Done l

Click Done, web configuration will be loaded, you will enter the web configuration page.

IEasy Sign On & Q\“‘E .

TWAN Interface

Stop EZSO
You stopped the EZS0 procedure. Web Configuration will now load

5. After the configuration is successful, click Next to Wireless button and you may proceed to
configure the Wireless setting. The 8920AX(L) supports dual-band wireless, here you can set to
activate wireless on which band or both and set the SSID and encryption Key. (1. Leave it empty to
disable the wireless security; 2. Fill in the Key, and the encryption mode will be WPA2-PSK/AES).
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IEasy Sign On k"\&_ .

\Wireless (WAN = Wireless )

Parameters

Band 5GHz (wlo)
Wireless [ Enable
S5ID |Wlan—ap—5g

WPAZ Pre-Shared Key

IEasy Sign On l‘\[‘_ -

* Wireless (WAN = Wireless )

— :
| Click here to display

Please wait while the device is configured.

6. Continue to set 2.4GHz wireless.

IEasy Sign On L‘_\é_ -

TWireless (WAN = Wireless )

Parameters

Band 2.4GHz (wi1)
Wireless Enable
SSID |wian-ap-2.4g

WPAZ Pre-Shared Key Click here to display

IEasy Sign On h“\é— -

* Wireless (WAN = Wireless )

Please wait while the device is configured.

7. Success in configuring the EZSO.
IEasy Sign On L"\EL -

~ Process finished

Success.

The Easy-Sign-On process is finished. Your device has been successfully configured.
You can now:

1. Log ento the router management interface for more advanced settings on 192 168.1.254
2. Continue to wpad.home.gatewaywpad.dat
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Ethernet mode

1. Select Ethernet, press Continue to go on to next step.

IEasy Sign On 1“‘\[" .

¥ WAN Interface [ WAN = Wireless)
Select WAN Interface
fain Port Ethernet % | (Current Main Port: DSL)

2. Enter the username, password from your ISP, for IP and DNS settings, also refer to your ISP.
Here IPv6 service is enabled by default.

IEasy Sign On i“\t! .

TWAN Interface  (WAN = Wireless

WAN Service

Tipe | PPP over Ethemnet (PPPOE) (|
Username ]
Password

Service Name

Authentication Method ‘\UTS _"

IPv4 Address [ static
IP Address

IPVE for this senice lEnable

IPYE Address [ static
IP Address

WU [1202

Continue

3. Wait while the device is configured.

IEasy Sign On i% .

* WAN Interface ({WAN = Wireless

Please wait while the device is configured.

4. WAN port configuration is success.

IEasy Sign On i“\t‘_ .

= WAN Interface [ WAN = Wireless )
Congratulations !

Your WAM port has been successfully configured.

Mext to Wireless H Done ]

Click Done, web configuration will be loaded, you will enter the web configuration page.

IEasy Sign On l% .

T WAN Interface
Stop EZS0

You stopped the EZS0 procedure. Web Configuration will now load.
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5. After the configuration is successful, click Next to Wireless button and you may proceed to
configure the Wireless setting. The 8920AX(L) supports dual-band wireless, here you can set to
activate wireless on which band or both and set the SSID and encryption Key (1. Leave it empty to
disable the wireless security; 2. Fill in the Key, and the encryption mode will be WPA2-PSK/AES).

IEas‘,I Sign On

TWireless (WAN = Wireless

Parameters

Band 5GHz (wlD)
Wireless Enable
S50 |wilan-ap-5g
\WPAZ Pre-Shared Key '

IEas',n Sign On

T Wireless (WAN = Wireless

Please wait while the device is configured.

6. Continue to set 2.4GHz wireless.
IEasy Sign On

TWireless (WAN = Wireless

Parameters

Band 2.4GHz (w1}
Wireless [“IEnable
SSiN _-av\an—ap—z.-ig
WPAZ Pre-Shared Key

IEas‘,' Sign On

~ Wireless (WAN = Wireless

Please wait while the device is configured.

7. Success in configuring the EZSO.
IEasy Sign On

~ Process finished

Success.

The Easy-Sign-On process is finished. Your device has been successfully configured.
You can now:

1. Log onto the router management interface for more advanced settings on 192.168.1.254
2 Continue to wpad.home gateway/wpad dat

ECIil:L here to display

| Click here to display
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Chapter 4: Configuration

Configuration via Web Interface

Open your web browser; enter the IP address of your router, which by default is 192.168.1.254, and

click iL or press ‘Enter’ key on the keyboard, a login prompt window will appear. The default root
username and password are “admin” and “admin” respectively.

Windows Security @

The server 192.168.1.254 at BiPAC 839204XL requires a username and
password.

Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without a secure
connection).

|U5er name |

| Password |

|:| Remember my credentials

[ OK J ‘ Cancel

Congratulations! You are now successfully logged in to the VDSL2+ Router!
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Once you have logged on to your BiPAC 8920AX(L) Router via your web browser, you can begin to
set it up according to your requirements. On the configuration homepage, the left navigation pane
links you directly to the setup pages, which include:

@ Status (Summary, WAN, Statistics, Bandwidth Usage, Route, ARP, DHCP, Log,)
@ Quick Start (Quick Start)

@ Configuration (LAN, Wireless 2.4G(wl0), Wireless 5G(wl1), WAN, System, USB, IP Tunnel,
Security, Quality of Service, NAT, Wake On LAN)

@ VPN (IPSec, VPN Account, Exceptional Rule Group, PPTP, L2TP, GRE)

@ Advanced Setup (Routing, DNS, Static ARP, UPnP, Certificate, Multicast, Management,
Diagnostics)
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Status

This Section gives users an easy access to the information about the working router and access to
view the current status of the router. Here Summary, WAN, Statistics, Bandwidth Usage, Route,
ARP, DHCP , and Log subsections are included.

' Summary

* VWAN

» Statistics

+ Bandwidth Usage
' Route

* ARP

* DHCP

F Log

» Quick Start

r Advanced Setup
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Summary

The basic information about the device is provided here (the following is a configured
screenshots to let users understand clearly).

ISiatus

~ Device Information

Model Mame BiPAC 89204XL

Host Mame home.gateway

System Up-Time 0D 3H 8M 385

DateTime Wed May 27 06:47:35 2015 Sync
Software Version 2.50aRCE

LAN IPv4 Address

LAN IPvE Address

MAC Address

DSL PHY and Driver Version
Wireless Driver Version

¥ VWAN

Traffic Type

Aggregate Line Rate - Upstream (Kbps)
Agaregate Line Rate - Downstream (Kbps}
Default Gateway / IPvd Address

192.168.1.254
fe80:204:ediffe36:9686/64
00:04:ed:36:96:86
AZpvbF03901.d26a
7.10.274.18

Inactive

0

]

eth4.1 (Ethernet)/ 172.16.1.175

\ L

Connection Time 03:04:35
Primary DNS Server 221.6.4.66
Secondary DNS Semver 221.6.4.67
Default IPvE Gateway / IPvE Address ppp0.1(DSL)

Device Information

Model Name: Displays the model name.

Host Name: Displays the name of the router.

System Up-Time: Displays the elapsed time since the device is on.

Date/Time: Displays the current exact date and time. Sync button is to synchronize the
Date/Time with your PC time without regard to connecting to internet or not.

Software Version: Firmware version.

LAN IPv4 Address: Displays the LAN IPv4 address.

LAN IPv6 Address: Displays the LAN IPv6 address. Default is a Link-Local address, but
when connects to ISP, it will display the Global Address, like above figure.

MAC Address: Displays the MAC address.

DSL PHY and Driver Version: Display DSL PHY and Driver version.

Wireless Driver Version: Displays wireless driver version.

WAN

Line Rate — Upstream (Kbps): Displays Upstream line Rate in Kbps.

Line Rate — Downstream (Kbps): Displays Downstream line Rate in Kbps.
Default Gateway/IPv4 Address: Display Default Gateway and the IPv4 address.
Connection Time: Displays the elapsed time since ADSL connection is up.
Primary DNS Server: Displays IPV4 address of Primary DNS Server.

Secondary DNS Server: Displays IPV4 address of Secondary DNS Server.

Default IPv6 Gateway/IPv6 Address: Display the IPv6 Gateway and the obtained IPv6
address.
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WAN

This table displays the information of the WAN connections, users can turn here for WAN connection
information.

IS‘.aius wcd .
'y =

* WAN

Wan Info

Interface  Description Type Status 1‘:_;::”“” IPv4 Address IPvE Address DNS

ppp0.1 pppoe 0 8 35 PPPoE | Disconnect 00:04:54 10.40,80.194 2000:db98:1000:1000:6669:bf38:a1e0 6ceZi6d 218.21351

JGILTE Card not

USB3G0 Faand

Interface: The WAN connection interface.

Description: The description of this connection.

Type: The protocol used by this connection.

Status: To disconnect or connect the link.

Connection Time: The WAN connection time since WAN is up.
IPv4 Address: The WAN IPv4 Address the device obtained.
IPv6 Address: The WAN IPv6 Address the device obtained.
DNS: The DNS address the device obtained.
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Statistics

LAN

The table shows the statistics of LAN.

Note: P5 can be configured as EWAN, and when the device is in EWAN profile, there is no
P5/EWAN interface as P5 is working as a WAN port.

I Status

T LAN Statistics

Interface

P4

P3

P4

P2
PS/EWAN
wid

wi1

(DSL)

I Status

¥ LAN Statistics

Interface

P1
Pa
P4
P2
wid
w1

(EWAN)

Received
Bytes

a
5483386
a

0
44314924
51479

a

Received
Bytes

0
5402767
0

]

918

0

FPackets
0

31843
0

0

69836
374

0

Packets
0
31348

(=R =]

a9 M

Errors

o oo o9 oo

Errors

22 o a o a

Drops

o oo o9 oo

Crops

0 9o oo a

Transmitted
Bytes

0

45292105
0

0

4442877
231757

172338

Transmitted
Bytes

0

44657136
0

0

172326
162931

Packets
i]

47412
i]

0

22702
1440
1123

Packets
i]

46478

1]

]

1096
1057

Interface: List each LAN interface. P1-P4 indicates the four LAN interfaces.

Bytes: Display the Received and Transmitted traffic statistics in Bytes.

Packets: Display the Received and Transmitted traffic statistics in Packets.

Errors: Display the statistics of errors arising in Receiving or Transmitting data.
Drops: Display the statistics of drops arising in Receiving or Transmitting data.
Reset: Press this button to refresh the statistics.
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WAN Service

The table shows the statistics of WAN.

I Status wt .
A -

¥ VAN Service

Statistics

- Received Transmitted
Interface Description
Bytes Packets Errors Drops Bytes Packets Errors Drops
ppp0.1 pppoe_0_8_35 0 0 0 0 0 0 0 0
ethd 1 ipoe_ethd 42341775 68633 0 ] 4160685 22115 0 a

Interface: Display the connection interface.

Description: the description for the connection.

Bytes: Display the WAN Received and Transmitted traffic statistics in Bytes.
Packets: Display the WAN Received and Transmitted traffic statistics in Packests.
Errors: Display the statistics of errors arising in Receiving or Transmitting data.
Drops: Display the statistics of drops arising in Receiving or Transmitting data.
Reset: Press this button to refresh the statistics.

XTM

The Statistics-xTM screen displays all the xTM statistics

4 _

*xTM

Interface Statistics
Port Number InOctets  Out Octets InPackets OutPackets InOAM Cells  Out OAM Cells In ASM Cells  Out ASM Cells In Packet Errors In Cell Emrors
1 14467180 1330512 11347 7340 2 4 0 0 0 0

Port Number: Shows number of the port for xTM.

In Octets: Number of received octets over the interface.

Out Octets: Number of transmitted octets over the interface.
In Packets: Number of received packets over the interface.
Out Packets: Number of transmitted packets over the interface.
In OAM Cells: Number of OAM cells received.

Out OAM Cells: Number of OAM cells transmitted.

In ASM Cells: Number of ASM cells received.

Out ASM Cells: Number of ASM cells transmitted.

In Packet Errors: Number of received packets with errors.
In Cell Errors: Number of received cells with errors.

Reset: Click to reset the statistics.
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xDSL

I U |

Mode: Modulation protocol, including G.dmt, G.lite, T1.413, ADSL2, AnnexL, ADSL2+ and AnnexM.
Traffic Type: Transfer mode, here supports ATM and PTM.
Status: Show the status of DSL link.
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Link Power State: Show link output power state.

Line Coding (Trellis): Trellis on/off.

SNR Margin (dB): Show the Signal to Noise Ratio(SNR) margin.
Attenuation (dB): This is estimate of average loop attenuation of signal.
Output Power (dBm): Show the output power.

Attainable Rate (Kbps): The sync rate you would obtain.

Rate (Kbps): Show the downstream and upstream rate in Kbps.

MSGc (#of bytes in overhead channel message): The number of bytes in overhead channel
message.

B (# of bytes in Mux Data Frame): The number of bytes in Mux Data frame.

M (# of Mux Data Frames in FEC Data Frame): The number of Mux Data frames in FEC frame.
T (Mux Data Frames over sync bytes): The number of Mux Data frames over all the sync bytes.
R (# of check bytes in FEC Data Frame): The number of check bytes in FEC frame.

S (ratio of FEC over PMD Data Frame length): The ratio of FEC over PMD Data frame length
L (# of bits in PMD Data Frame): The number of bit in PMD Data frame

D (interleaver depth): Show the interleaver depth.

Delay (msec): Show the delay time in msec.

INP (DMT symbol): Show the DMT symbol.

Super Frames: The total number of super frames.

Super Frame Errors: the total number of super frame errors.

RS Words: Total number of Reed-Solomon code errors.

RS Correctable Errors: Total number of RS with correctable errors.

RS Uncorrectable Errors: Total number of RS words with uncorrectable errors.

HEC Errors: Total number of Header Error Checksum errors.

OCD Errors: Total number of out-of-cell Delineation errors.

LCD Errors: Total number of Loss of Cell Delineation.

Total Cells: Total number of cells.

Data Cells: Total number of data cells.

Bit Errors: Total number of bit errors.

Total ES: Total Number of Errored Seconds.

Total SES: Total Number of Severely Errored Seconds.

Total UAS: Total Number of Unavailable Seconds.

xDSL BER Test: Click this button to start a bit Error Rate Test. The ADSL Bit Error Rate (BER) test
determines the quality of the ADSL connection. The test is done by transferring idle cells containing
a known pattern and comparing the received data with this known pattern to check for any errors.
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ADSL BER Test -- Start

The ADSL Bit Error Rate (BER) test determines the quality of the
ADSL connection. The testis done by transferring idle cells
containing a known pattern and comparing the received data with
this known pattern to check for any errors.

Tested Time (sec) 20 -

| Start | [ close |

Select the Tested Time(sec), press Start to start test.

ADSL BER Test -- Running
The xDSL BER testis in progress.

Connection Speed 27447 Kbps
The test will run far 20 seconds

[ Stop H Close ]

When it is OK, the following test result window will appear. You can view the quality of ADSL
connection. Here the connection is OK.

ADSL BER Test - Result
The ADSL BER test completed successfully.

Test Time 20 seconds
Total Transferred Bits  Ox000000001DATFS00
Error Ratio 0.00e+00

Close

Reset: Click this button to reset the statistics.
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Bandwidth Usage

Bandwidth Usage provides users direct view of bandwidth usage with simple diagram. Bandwidth
usage shows the use of the bandwidth from two angles: Transmitted and Received, giving users a
clear idea of the usage.

LAN

Note: P5 can be configured as EWAN, and when the device is in EWAN profile, there is no
PS/EWAN interface as P5 is working as a WAN port.

™ . N
I ~latus l“‘t‘ Lo

¥ LAN Bandwidth Usage---Received

ethl  eth1 eth2 ethd  wiD  wit
[ viewLAN Transmitted | [ View WAN Traffic cancurrently

(EWAN)

Press View LAN Transmitted button to change the diagram to the statistics from a Received Bytes

of view. (Note: &th1 means Ethernet port #1, and the traffic information of the port #1 is identified
with green, the same color with eth1 in the diagram; other ports all take the same mechanism.)
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When you press View WAN Traffic concurrently button, the WAN Bandwidth Usage pops up so
that users can view the WAN traffic concurrently.

2 .
IS(a{us A“‘E‘

VAN Bandwidth Usage-—Received

ethd 1

View WAN Transmitted
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WAN Service

lIStatus “%— " .

T \WAN Bandwidth Usage-—-Transmitted

1 2230

| 848

ethd. 1
Wiew WAMN Received ] [ Wiew LAM Traffic concurrently J

Press View WAN Transmitted button to change the diagram to the statistics from a Received Bytes
of view.
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Press View LAN Traffic concurrently button to directly switch to the LAN Bandwidth Usage page
to view the LAN traffic concurrently.

~ A N
I Status “c_ .

~ LAN Bandwicith Usage-—Received

ethd  eth1  eth2 t Wi wil

View LAN Transmitted
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Route

I Status

~ Route

Flags: U - up, ! - reject, G - gateway, H - host, R - reinstate, D - dynamic (redirect), M - modified (redirect)

Destination Gateway
10.0.0.46 0.0.0.0
192.168.1.0 0.0.0.0
0.0.0.0 0.0.0.0

Subnet Mask Flag Metric
255.255.255 255 UH 0
255.255.255.0 u 0
0.0.0.0 u 0

Destination: The IP address of destination network.
Gateway: The IP address of the gateway this route uses.
Subnet Mask: The destination subnet mask.
Flag: Show the status of the route.
® U: Show the route is activated or enabled.
H (host): destination is host not the subnet.

®

® G: Show that the outside gateway is needed to forward packets in this route.
® R: Show that the route is reinstated from dynamic routing.

® D: Show that the route is dynamically installed by daemon or redirecting.

Semvice
pppoe_0_3_35

pppoe_0_8 35

® M: Show the route is modified from routing daemon or redirect.
Metric: Display the number of hops counted as the Metric of the route.
Service: Display the service that this route uses.
Interface: Display the existing interface this route uses.
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ARP

This section displays the router's ARP (Address Resolution Protocol) Table, which shows the
mapping of Internet (IP) addresses to Ethernet (MAC) addresses. This is useful as a quick way of
determining the MAC address of the network interface of your PCs to use with the router’'s Security
— MAC Filtering function. Here IPv6 Neighbor Table, listed with IPv6 address-MAC mapping, is
supported.

& = —

TARP
ARP Table
IP Address Flag MAC Address Device I ark:
192.168.1.100 Complete 00:18.de:ce:8f5h br0 wlan-ap-2.4g (2.4G)
192.168.1.102 Camplete 18:a9:05:38:04:03 br
172.16.1.254 Complete 00:50:7fedb1.14 eth0.1
Neighbor Cache Table
1P Address WAC Address Device Iark
feB0-d160:5adb:9009:87 ae 00:22-64:1b:617d or0
2000:1211:1002-4f0b: bd94:aa1e 35679759 00-22-64:1b:66d ord

ARP table

IP Address: Shows the IP Address of the device that the MAC address maps to.
Flag: Shows the current status of the ARP entries.

® Complete: the route resolving is processing well.

® M(Marked as permanent entry): the route is permanent.

® P (publish entry): publish this route item.

MAC Address: Shows the MAC address that is corresponded to the IP address of the device it is
mapped to.

Device: here refers to the physical interface, it is a concept to identify Clients from LAN or WAN. For
example, the Clients in LAN, here displays “br0”.

Mark: Show clearly the SSID (WLAN) the device is in.

Neighbor Cache Table

IPv6 address: Shows the IPv6 Address of the device that the MAC address maps to.

MAC Address: Shows the MAC address that is corresponded to the IPv6 address of the device it is
mapped to.

Device: here refers to the physical interface, it is a concept to identify Clients from LAN or WAN. For
example, the Clients in LAN, here displays “br0”.

Mark: Show clearly the SSID (WLAN) the device is in.
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DHCP

The DHCP Table lists the DHCP lease information for all IP addresses assigned by the DHCP server
in the device.

I Status 1““\(" .

T DHCP
Leased Table

Host Name MAC Address IP Address Expires In
billion-17bcaf 18:39:05:38:04:03 192.168.1.100
yit-PC 00:18:de:ce:Br5h 192.168.1.101

Wark
15890 days, 4 hours, 20 minutes, 52 seconds

23 hours, 56 minutes, 22 seconds wlan-ap-2.4g (2.4G)

Host Name: The Host Name of DHCP client.
MAC Address: The MAC Address of internal DHCP client host.

IP Address: The IP address which is assigned to the host with this MAC address.
Expires in: Show the remaining time after registration.
Mark: Show clearly the SSID (WLAN) the device is in.
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Log

System Log

Display system logs accumulated up to the present time. You can trace historical information with
this function. And the log policy can be configured in Configure Log section.

ISlatus 1“_\?_ .

~ System Log

Jan 1000352 daemon err FONSLOGIN: FakedDnsProxy is closed ~
Jan 100:03:52 daemon info FEDNSLOGIN: shutdown

Jan 100:04:03 kern crit kernel: eth4 (Int switch port: 3) (Logical Port: 3} Link UP 100 mbps full
duplex

Jan 100:04:03 kern info kernel: ADDRCONF(NETDEY_CHANGE): eth4: link becomes ready

Jan 100:04:03 kern warn kernel: eth4 1 MAC address set to 00-04 ED-36:95-8A

Jan 1 00:04:03 kern warn kernel: netdev path “ethd.1 -= eth4

Jan 100:04:03 kern warn kernel: BCMVLAN - ethd mode was set to RG

Jan 1 00:04:03 Kern info kernel device eth4 entered promiscucus mode

May 27 05:30:56 kern crit kemel: eth1 (Ext switch port: 2) (Logical Port: 10) Link DOWN

May 27 05:30:56 kern info kernel: bro- port 2(eth1.0) entered disabled state

May 27 05:31:14 kern crit kemel- eth1 (Ext switch port: 2) (Logical Port: 10) Link UP 1000 mbps full
duplex

May 27 05:31:14 Kern info kernel: ADDRCONF(NETDEY_CHANGE): eth1.0: link becomes ready
May 27 05:31:14 Kern info kernel: bro: port 2(eth1.0) entered forwarding state .
May 27 05:31:14 kern info kernel: bro: port 2(eth1.0) entered forwarding state bt

Refresh: Click to update the system log.
Clear: Click to clear the current log from the screen.
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Security Log

Security log displays the message logged about security, like filter messages and some firewall
message. You can turn to [P _Filtering Outgoing, |IP Filtering Incoming, URL Filter to determine if you
want to log this information. Also you can turn to Configure Log section below to determine the level
to log the message. You can use this to track potential threats to your system and network.

[ soue A
A o

¥ Security Log

Refresh: Click to update the system log.
Clear: Click to clear the current log from the screen.
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Quick Start

Quick Start

This part allows you to quickly configure and connect your router to internet.

DSL mode (ADSL mode, please choose ATM; VDSL, please choose PTM)
Here take ADSL for example.

IC.luick Start ‘WS !

¥ VAN Interface ([ WAN > Wireless )

Select WAN Interface

MMain Port i_DSL V_! (Current Main Port: DSL}
Layer2 Interface ®amm OPTM

VRINGCI a/35

Type PPPoE

Username username

WAN IP Address CObtain an IP Address Automatically

Select DSL, press Continue to go on to next step. Enter the username, password from your ISP, for
IP and DNS settings; also refer to your ISP. Here IPv6 service is enabled by default.

. A\
IGuick Start l“\_[-ﬁ !

YWWAN Interface (WAN = Wireless

VUAN Service

Tipe |PPF ouer Ethemnet (FPPE) |

VPl vl [ |i0-255] 1 [ |132-65535]
Llsername .

Password

Senice Mame

Encapsulation Mode | LLCISNAP-BRIDGING |
Authentication Methad AUTO v
IPv4 Address [ static
IP Address .
IPvE for this service [ Enable
IPVE Address [ static
IP Address
MTU [1492

If the DLS line is not synchronized, the page will pop up warning of the DSL connection failure.

. A
ICluicK Start l“\‘[-‘ .

> VWAN Interface (VAN = Wireless
DSL Line Is Not Ready. Please Check your DSL Line and wait for a while,
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3. Wait while the device is configured.

I Quick Start

> VAN Interface (VAN = Wireless

Please wait while the device is configured.

4. WAN port configuration is successful.

I Quick Start

¥ VWAN Interface (VAN = Wireless)
Congratulations !

Your WAN port has been successfully configured.

Mext to Wireless

N N

N N

5. After the configuration is successful, click Next to Wireless button and you may proceed to
configure the Wireless setting. The 8920AX(L) supports dual-band wireless, here you can set to
activate wireless on which band or both and set the SSID and encryption Key (1. Leave it empty to
disable the wireless security; 2. Fill in the Key, and the encryption mode will be WPA2-PSK/AES).

IOuick Start

*Wireless (\WaAN = Wireless

Parameters

Band SGHz (wld)

Wireless I Enable

ssiD [wian-ap-5g

WPRAZ Pre-Shared Key

I Quick Start

> Wireless (WAN = Wireless )

Please wait while the device is configured.

6. Continue to set 2.4GHz wireless.

ICIuick Start

TWireless (\WAN = Wireless

Parameters

Band 2. 4GHz (wl1)
Wireless [“IEnatle
ssiD [wlan-ap-2.4g

WPAZ Pre-Shared Key

ICIuicK Start

¥ Wireless (WAM = Wireless )

Please wait while the device is configured.

7. Success.

| Click here to display

| Click here to display
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ICILIiCk Start i“% .

*Process finished

Success,

Go back to Status > Summary for more information.
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Ethernet mode
1. Select Ethernet, press Continue to go on to next step.

I Quick Start L‘\é— .

T WAN Interface [ WAN = Wireless )
Select WAN Interface
Main Fort UEthernet » | (Current Main Port: DSL)

2. Enter the username, password from your ISP, for IP and DNS settings; also refer to your ISP.
Here IPv6 service is enabled by default.

[ s - o

Y\WAN Interface (WAN = Wireless )
VAN Service
Tipe [F'F'F' over Ethernet (PFPPOE) [+ |

Username | |

Password | |

Semice Mame | |

Authentication Methad |AUTO _V_!
IPv4 Address [ static
IP Address |
IPvE for this semvice Enable
IPvE Address [ static
IP Address |

WTU 1492 |

3. Wait while the device is configured.

ICIuick Start L‘\Cl_ .

* WAHN Interface [ WAMN = Wireless

Please wait while the device is configured.

4. WAN port configuration is successful.

ICIuick Start l‘% .

> WAN Interface (WAN = Wireless)
Congratulations !

Your WaAM port has been successfully configured.

Mext to Wireless
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5. After the configuration is successful, click Next to Wireless button and you may proceed to
configure the Wireless setting. The device supports dual-band wireless connections, in Quick Start
part, users can only enable or disable the wireless on the band and the exact SSID and encryption
Key (1. Leave it empty to disable the wireless security; 2. Fill in the Key, and the encryption mode
will be WPA2-PSK/AES). For detail setting, please go to the Wireless part in this Manual.

IOuiL‘.I-( Start l% !

TWireless (WAN = Wireless

Parameters

Band SGHz (wld)
Wireless Enable

ssiD [wian-ap-5g

WPAZ Pre-Shared Key .: Click here to display

ICIuick Start ‘“}; .

* Wireless (WAN = Wireless

Please wait while the device is configured.

6. Continue to set 2.4GHz wireless.

ICIuicK Start ‘“\; .

TWireless (WAN = Wireless

Parameters

Band 24GHz (wl1)
Wireless [l Enatle
3sID |wlan-ap-2.4g

WPAZ Pre-Shared Key | | Elick here to display

ICILIicK Start ‘“’}; .

* Wireless (WAN = Wireless

Please wait while the device is configurad.
7. Success.

ICILHCK Start 1“55‘ .

*Process finished

Success,

Go back to Status > Summary for more information
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Configuration

When you click this item, the column will expand to display the sub-items that will allow you to further
configure your router.

LAN, Wireless 2.4G (wl0), Wireless 5G (wll), WAN, System, IP Tunnel, Security, Quality of
Service, NAT and Wake On LAN.

+ LAN

F Wireless 2.4G (wl0)
F Wireless 5G (wi1)
F VAN

F System

rUSB

k1P Tunnel

F Security

F Quality of Service
F NAT

* Wake On LAN

v Advanced Setup

The function of each configuration sub-item is described in the following sections.
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LAN - Local Area Network

A Local Area Network (LAN) is a shared communication system network where many computers
are connected. This type of network is area defined and is usually limited to a confined region within

a building.

Ethernet

Il:nnriguratiun

v LAN

Parameters

Group Mame

IP Address

Subnet Mask

IGMP Snooping

IGMP Snooping Mode
IGMP LAM to LAN Multicast
LAN side firewall
DHCP Server

DHCF Server

Start IP Address

End IF Address
Leased Time (haur)
Option 68

Use Routers setting as ONE Server
Frimary DMS server
Secondary DNS server
Static IP Lease List
Host Lahel

IP Alias

IF Alias

IP Address

Subnet Mask

| Cancel

Parameters

Default »

192.168.1.254

M Enanle

O standard Mode @ Blocking Made

ClEnable

Enakle by
192.168.1.100
192.168.1.199

24

ClEnable |

MAC Address IP Address

CEnable

\ .

Remaove

Edit

Group Name: This refers to the group you set in Interface Grouping section; you can set the
parameters for the specific group. Select the group via the drop-down box. For more information

please refer to Interface Grouping of this manual.
IP address: the IP address of the router. Default is 192.168.1.254.
Subnet Mask: the default Subnet mask on the router.

IGMP Snooping: Enable or disable the IGMP Snooping function. Without IGMP snooping,
multicast traffic is treated in the same manner as broadcast traffic - that is, it is forwarded to all
ports. With IGMP snooping, multicast traffic of a group is only forwarded to ports that have
members of that group.”

When enabled, you will see two modes:

® Standard Mode: In standard mode, multicast traffic will flood to all bridge ports when no
client subscribes to a multicast group.

® Blocking Mode: In blocking mode, the multicast data will be blocked when there are no
client subscribes to a multicast group, it won’t flood to the bridge ports.
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IGMP LAN to LAN Multicast: Check to determine whether to support LAN to LAN (Intra LAN)
Multicast. If user want to have a multicast data source on LAN side and he wants to get IGMP
snooping enabled, then this LAN-to-LAN multicast feature should be enabled.

LAN side firewall: Enable to drop all traffic from the specified LAN group interface. After activating it,
all incoming packets by default will be dropped, and the user on the specified LAN group interface
can't access CPE anymore. But, you can still access the internet service. If user wants to manage
the CPE, please turn to |P_Filtering Incoming to add the allowing rules. Note that all incoming
packets by default will be dropped if the LAN side firewall is enabled and user cannot manage this
CPE from the specified LAN group.

DHCP Server

You can disable or enable the DHCP (Dynamic Host Configuration Protocol) server or enable the
router's DHCP relay functions. The DHCP protocol allows your router to dynamically assign IP
addresses to PCs on your network if they are configured to obtain IP addresses automatically.

@® Disable

DHCP Server
DHCF Server Disable w

Disable the DHCP Server function.

® Enable

Enable the DHCP function, enter the information wanted. Here as default.
DHCP Server

DHCP Server Enahble w
Start IP Address 192.168.1.100

End IP Address 182.168.1.199

Leased Time (hour) 24

Opticn 66 [JEnable

Use Routers setting as ONS Server

Primary DMS server

Secondary DMS server

Start IP Address: The start IP address of the range the DHCP Server used to assign to the Clients.
End IP Address: The end IP address f the range the DHCP Server used to assign to the Clients.
Leased Time (hour): The leased time for each DHCP Client.

Option 66: Click Enable to activate DHCP option 66 for some special devices, like IPTV Set Box.
The devices can get firmware or some special service from the TFTP server. User needs to set the
IP or hostname of the TFTP server.

User Router’s setting as DNS server: Select whether to enable use router’'s setting as DNS server,
if enabled, the PCs on the LAN side obtain the router’s setting as DNS server. If disabled, please
specify exactly the primary/secondary DNS server.

Primary/Secondary DNS server: Specify your primary/secondary DNS server for your LAN devices.

® DHCP Server Relay

DHCP Server
COHCP Server DHCP Server Relay

DHCP Server IP Address
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DHCP Server IP Address: Please enter the DHCP Server IP address.

Static IP List

The specified IP will be assigned to the corresponding MAC Address listed in the following table
when DHCP Server assigns IP Addresses to Clients.

Static IP Lease List
Host Label MAC Address IP Address Remaove Edit

Add

Press Add to the Static IP List.

Ilionﬁgurazion u\‘ .
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¥ Static [P
Parameters
Haost Label
WMAC Address

IP Address

Cancel

Enter the MAC Address, IP Address, and then click Apply to confirm your settings. But the IP
assigned should be outside the range of 192.168.1.100-192.168.1.199.

Static IP Lease List

Host Label MAC Address IP Address Remove Edit
HP 18:29:05:38:04:05 192.168.1.200 O
IP Alias

This function allows the creation of multiple virtual IP interfaces on this router. It helps to connect two
or more local networks to the ISP or remote node.

IP Alias
IP Alias [l Enakle
IP &ddress

Suknet Mask

Apply Zancel

IP Alias: Check whether to enable this function.
IP Address: Specify an IP address on this virtual interface.
Subnet Mask: Specify a subnet mask on this virtual interface.

Click Apply to apply your settings.
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IPv6 Autoconfig

The IPv6 address composes of two parts, the prefix and the interface ID.

There are two ways to dynamically configure IPv6 address on hosts. One is “stateful” configuration,
for example using DHCPv6 (which resembles its counterpart DHCP in IPv4.) In the stateful auto-
configuration model, hosts obtain interface addresses and/or configuration information and
parameters from a DHCPv6 server. The Server maintains a database that keeps track of which
addresses have been assigned to which hosts.

The second way is “stateless” configuration. Stateless auto-configuration requires no manual
configuration of hosts, minimal (if any) configuration of routers, and no additional servers. The
stateless mechanism allows a host to generate its own addresses using a combination of locally
available information (MAC address) and information (prefix) advertised by routers. Routers
advertise prefixes that identify the subnet(s) associated with a link, while hosts generate an
"interface identifier" that uniquely identifies an interface on a subnet. An address is formed by
combining the two. When using stateless configuration, you needn’t configure anything on the client.

ICanigu:'a:ir)n W. .
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¥ IPv6 Autoconfig

Parameters

Note: Interface ID does NOT support ZERO COMPRESSION 727 Please enter the complete information.
Forexampe: Please enter "0:0:0:2" instead of 227

Group Mame | Default »
Static LAN IPvE Address Configuration

Interface Address / Prefix Length

IPv6 LAN Applications

DHCPVE Server Enable

DHCPvE Server Type @ stateless O stateful

Start interface 1D o2

End interface ID [0:0:0:254

Leased Time (hour} |24

Issue Router Advertisements Enable

ULA Prefix Advertisement CEnable

RADVD Type ® Randomly Generate O Statically Configure
Prefix |

Preferred Life Time -1

valid Life Time 4

MLD Snooping Enahble

LD Snooping Mode O standard Mode @ Blacking Mode

LD LAN to LAN Multicast LI Enabla(LAM to LAN Multicast is enablad until the first WAN service is connected, regardless of this sefting.)

Group Name: Here group refers to the group you set in Interface Grouping section, you can set
the parameters for the specific group. Select the group by the drop-down box. For more
information please refer to Interface Grouping of this manual.

Static LAN IPv6 Address Configuration
Interface Address / Prefix Length: Enter the static LAN IPv6 address.

IPv6 LAN application
DHCPv6 Server: Check whether to enable DHCPv6 server.
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DHCPv6 Server Type: Select Stateless or Stateful. When DHCPV6 is enabled, this parameter is
available. Stateless: If selected, the PCs in LAN are configured through RA mode, thus, the PCs in
LAN are configured through RA mode, to obtain the prefix message and generate an address using
a combination of locally available information (MAC address) and information (prefix) advertised by
routers, but they can obtain such information like DNS from DHCPv6 Server. Stateful: if selected,
the PCs in LAN will be configured like in IPv4 mode, thus obtain addresses and DNS information
from DHCPVG6 server.

Start interface ID: Enter the start interface ID. The IPv6 address composed of two parts, thus, the
prefix and the interface ID. Interface is like the Host ID compared to IPv4.

End interface ID: Enter the end interface ID.

Note: Interface ID does NOT support ZERO COMPRESSION ":". Please enter the complete
information.
For example: Please enter "0:0:0:2" instead of "::2".

Leased Time (hour): The leased time, similar to leased time in DHCPv4, is a time limit assigned to
clients, when expires, the assigned ID will be recycled and reassigned.

Issue Router Advertisement: Check whether to enable issue Router Advertisement feature. It is to
send Router Advertisement messages periodically.

ULA Prefix Advertisement: Enable this parameter to include the ipv6 ULA address in the RA
messages. ULA, unique local address, is an IPv6 address in the block fc00::/7. It is approximately
the IPv6 counterpart of the IPv4 private address. They are not routable in the global IPv6 Internet.

RADVD Type: The way that ULA prefix is generated.

® Randomly Generated

@® Statically Configured: select to set manually in the following parameters.
Prefix: Set the prefix manually.

Preferred Life Time: The ULA prefix life time. When the time is over, the ULA prefix is invalid any
more, -1 means no limit.

Valid Life Time: It is a time threshold, when the time is over, clients should obtain new IPv6 address
from the router through RA; -1 means to be limitless.

MLD snooping: Similar to IGMP snooping, listens in on the MLD conversation between hosts and
routers by processing MLD packets sent in a multicast network, and it analyzes all MLD packets
between hosts and the connected multicast routers in the network. Without MLD snooping, multicast
traffic is treated in the same manner as broadcast traffic - that is, it is forwarded to all ports. With
MLD snooping, multicast traffic of a group is only forwarded to ports that have members of that

group.
@® Standard Mode: In standard mode, multicast traffic will flood to all bridge ports when no
client subscribes to a multicast group.

® Blocking Mode: In blocking mode, the multicast data will be blocked when there is no
client subscribes to a multicast group, it won’t flood to the bridge ports.

MLD LAN to LAN Multicast: Check to determine whether to support LAN to LAN (Intra LAN)
Multicast. If user want to have a multicast data source on LAN side and he want to get MLD
snooping enabled, then this LAN-to-LAN multicast feature should be enabled
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Stateless and Stateful IPv6 address Configuration

Stateless: Two methods can be carried.
® With DHCPV6 disabled, but Issue Router Advertisement Enabled

DHCPVE Server [ JEnable

|ssue Router Advertisements Enable

With this method, the PCs in LAN are configured through RA mode, thus, the PCs in LAN are
configured through RA mode, to obtain the prefix message and generate an address using a

combination of locally available information (MAC address) and information (prefix) advertised by
routers.

® With both DHCPv6 and Issue Router Advertisement Enabled

DHCPVE Server ¥l Enable

DHCPvE Server Type ® stateless O Stateful
Startinterface 1D 0:0:0:2

End interface ID 000254

Leased Time (hour) 24

|ssue Router Advertisements [*] Enable

With this method, the PCs’ addresses in LAN are configured like above method, but they can
obtain such information like DNS from DHCPvV6 Server.
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Stateful: two methods can be adopted.
® With only DHCPv6 enabled

DHCPvE Server Enable

DHCPvE Server Type (O stateless () Stateful
Start interface (D 00z

End interface 1D 0000254

Leased Time (hour) 24

Issue Router Advertisements |:|En:3hle

With this method, the PCs’ addresses are configured the same as in IPv4, that is addresses are
assigned by DHCPV6 server.

® With both DHCPv6 and Issue Router Advertisement Enabled

DHCPYE Server Enahle

DHCPvE Server Type O Stateless & Stateful
Start interface 1D 0:0:0:2

End interface ID 0:0:0:254

Leased Time (hour)

|ssue Router Advertisements

With this method, the PCs’ addresses are configured the same like above, and the address
information in RA packets will be neglected.
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Interface Grouping

Interface grouping is a function to group interfaces, known as VLAN. A Virtual LAN, commonly known
as a VLAN, is a group of hosts with the common set of requirements that communicate as if they were
attached to the same broadcast domain, regardless of the physical location. A VLAN has the same
attributes as a physical LAN, but it allows for end stations to be grouped together even if they are not
located on the same network switch.

Each group will perform as an independent network. To support this feature, you must create
mapping groups with appropriate LAN and WAN interfaces using the Add button.

(Please Note: P5 can be configured as EWAN, and when the device is in EWAN profile, there is no
P5/EWAN interface as P5 is working as a WAN port.)

Configuration “SE .
== e A

~Interface Grouping

Groups Isolation Enable ]

Apply
Group Configuration
IMaximum numker of entries can be configured : 16
Group Mame Remoave WAN Interface LAN Interfaces DHCP Vendor IDs
ppp0.1 2]
P2
P3
Default P4
PEEWAN
wlan-ap-2.4g
wlan-ap-5g
Add Remove

Groups Isolation: If enabled, devices in one group are not able to access those in the other group.
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Click Add to add groups.

ICDnﬂgura:loﬂ i “\1: .
i -

~Interface grouping Configuration

Parameters

Ifyou like to automatically add LAN clients to a WAN Interface in the new group add the DHCP vendor ID string.
By configuring a DHCP vendor ID string any DHCFP client request with the specified vendor ID (DHCP option 60) will be denied an IP address from the local DHCP sermver.
IMPORTANT If avendor 1D is configured for a specific client device, please REBOOT the client device attached to the maodem to allow it to obtain an appropriate IP address.

Group Mame
Grouped WAM Interfaces Ayailable WAN Interfaces

[pppoe_o_s_3sipppo.1

Grouped LAN Interfaces Available LAN Interfaces

|PSEWAN
wlan-ap-2.4g

wlan-ap-2g

Automatically Add Clients With the following DHCP Vendor IDs

Group Name: Type a group name.
Grouped WAN Interfaces: Select from the box the WAN interface you want to applied in the group.

Grouped LAN Interfaces: Select the LAN interfaces you want to group as a single group from
Available LAN Interfaces.

Automatically Add Clients with following DHCP Vendor IDs: Enter the DHCP Vendor IDs for
which you want the Clients automatically added into the group. DHCP vendor ID (DHCP 60) is an
Authentication for DHCP Messages.

Click Apply to confirm your settings and your added group will be listed in the Interface Grouping
table below.
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In group "test", P2 and PPPO0.1 are grouped in one group, they have their only network , see LAN.

ICaniguratinn u\a .
4 = -

*Interface Grouping

Groups lsolation Enatle [

Group Configuration
Maximum number of entries can be configured : 16
Group Mame Remave WAN Interface LAN Interfaces DHCF Vendor IDs
P1
B3
P4
PSIEWAN
wlan-ap-2.4g

Default

wlan-ap-5g
test O pppi.1 Pz

Remove

If you want to remove the group, check the box as the following and press Remove.

Il:onﬂguraiion ;\l\c‘ .

¥ Interface Grouping

Groups Isolation Enable []

Group Configuration
Maximum number of entries can e configured @ 16
Group Mame Femaove WAR Interface LAN Interfaces DHCP Vendor IDs
P1
P3
P4
PS/EWAN
wlan-ap-2.4g
wlan-ap-5g
test ppR0.1 P2

Default

Note: If you like to automatically add LAN clients to a WAN Interface in the new group add the
DHCP vendor ID string.

By configuring a DHCP vendor ID string any DHCP client request with the specified vendor
ID (DHCP option 60) will be denied an IP address from the local DHCP server.

If a vendor ID is configured for a specific client device, please REBOOT the client device
attached to the modem to allow it to obtain an appropriate IP address.

Each LAN interface can only be added into one group and one WAN interface can only be
used in one group.

67



Wireless 5G(wl0) & 2.4G(WI1)

BiPAC 8920AX(L) is a simultaneous dual-band (2.4G and 5G) wireless router support 11b/g/n/a/ac
wireless standards. It allows multiple wireless users in 2.4G and 5G radio bands to surf the Internet,
checking e-mail, watching video, listening to music over the Internet concurrently.

You can choose the optimum radio band wireless connection base on your environment.

» Quick Start
+Configuration
F LAN
~Wireless 5G (wl0)
' Basic

* Security
* MAC Filter
* Wireless Bridge
' Advanced
* Station Info
' Schedule Control
F Wireless 2.4G (wi1)
F VUAN
F System
rUSB
kP Tunnel
F Security
¥ Quality of Service
F NAT
* Wake On LAN

r Advanced Setup
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Basic

It let you determine whether to enable Wireless function and set the basic parameters of an AP and
the Virtual APs.

ICanigu:'a:ion u\. .
A - e

¥ Basic

Parameters

Wireless Enable

Hide SSID [DEnable

Clients Isolation [ Enahble

DCisable WM Advertise [ Enabie

Wireless Multicast Forwarding (WMF} [ Eenable

351D wlan-ap-9g

BSSID 00.04.ED:36:96:87

Country UNITED STATES v

Country RegRev 0

Max Clients 16 [1-16]

Wireless - GuestVirtual Access Points

SsiD Hidden  Clients Isolation Disable WMM Advertise  WMF  Max Clients BSSID Enable

wl0_Guestt | =] [F] | 16 MIA ]
wl0_Guest2 =] ] O =] 16 MNIA ]
|WiD_Guest3 | ] [F] il Il |18 | I ]

Wireless: Default setting is set to Enable. If you do not have any wireless devices, check the
checkbox again to unselect.

Hide SSID: It is function in which transmits its SSID to the air so that when wireless client searches
for a network, router can then be discovered and recognized. Check the checkbox to determine
whether you want to hide SSID.

Clients Isolation: if you enabled this function, then each of your wireless clients will not be able to
communicate with each other.

Disable WMM Advertise: Stop the router from ‘advertising’ its Wireless Multimedia (WMM)
functionality, which provides basic quality of service for time-sensitive applications (e.g. VoIP, Video).

Check to disable or enable this function.
Wireless multicast Forwarding (WMF): check to enable or disable wireless multicast forwarding.

SSID: The SSID is the unique name of a wireless access point (AP) to be distinguished from another.
For security purpose, change the default wlan-ap-5g to a unique ID name to the AP already built-in
to the router’s wireless interface. It is case sensitive and must not excess 32 characters. Make sure
your wireless clients have exactly the SSID as the device, in order to get connected to your network.

Note: SSID is case sensitive and must not exceed 32 characters.
BSSID: Basic Set Service Identifier, it is a local managed IEEE MAC address, and is 48 bits value.

Country: Different countries have different wireless band resources, so you can select the
appropriate Country according to your location.

Max Clients: enter the number of max clients the wireless network can supports,1-16.

Guest/virtual Access Points: A “Virtual Access Point” is a logical entity that exists within a physical
Access Point (AP). When a single physical AP supports multiple “Virtual APs”, each Virtual AP
appears to stations (STAs) to be an independent physical AP, even though only a single physical AP
is present. For example, multiple Virtual APs might exist within a single physical AP, each advertising
a distinct SSID and capability set. Alternatively, multiple Virtual APs might advertise the same SSID
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but a different capability set — allowing access to be provided via Web Portal, WEP, and WPA
simultaneously. Where APs are shared by multiple providers, Virtual APs provide each provider with
separate authentication and accounting data for their users, as well as diagnostic information,
without sharing sensitive management traffic or data between providers. You can enable the virtual

AP.

Here you can enable some Virtual APs according to the request. And the other parameters of virtual
APs are the same to the above.

Click Apply to apply your settings.
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Security

Wireless security prevents unauthorized access or damage to computers using wireless network.

ICDnﬂgu;'aiion A QBE .

> Security

If Hide Access Paint enabled or Mac filter list is empty with "allow’ chosen, WPSZ will be disabled.

WPS Setup
WPS Disable v | (Current Disable)
Manual Setup AP
Select 331D '-.-\-'Ian—ap-:'g b
Metwaork Authentication Open b
WEP Encryption [Disabled +|

Note:

The WPS feature will also be unavailable when the security setting is not WPA2 or OPEN. So, if you
manually set the wireless security setting, you should give notice to it, but you can find prompt
indicating configuration.

Manual Setup AP
Select SSID: select the SSID you want these settings apply to.
Network Authentication

® Open
Metwark Authentication Open “
YWEP Encryption Enahble »
Encrypticn Strength 128-hit w
Current Metwaork Key 1w
Metwork Key 1 1234567890123
Metwork Key 2 1234567890123
Metwark Key 3 1234567590123
Metwork Key 4 1234567890123

Enter 13 ASCII characters or 26 hexadecimal digits for 128-kit encryption keys.
Enter 8 ASCI characters or 10 hexadecimal digits for G64-bit encryption keys.

WEP Encryption: Select to enable or disable WEP Encryption. Here select Enable.
Encryption Strength: Select the strength, 128-bit or 64-bit.
Current Network Key: Select the one to be the current network key. Please refer to key 1- 4 below.

Network Key (1- 4): Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys.
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys.
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® Shared
This is similar to network authentication ‘Open’. But here the WEP Encryption must be enabled.

Metwaork Authentication Shared v
YWEP Encryption Enable w

Encryption Strength 128-hit

Current Metwork Key 2w

Metwiark Key 1 1234567880123

Metwork Key 2 1234567390123

Metwark Key 3 1234567880123

Metwork Key 4 1234567390123

Enter 13 ASCI characters or 26 hexadecimal digits for 128-bit encryption keys.
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys.

® 802.1x
Metwork Authentication B02.1x v
RADILS Server IP Address 0.0.0.0
RADIUS Port 1812
RADIUS Key
WEP Encrypticn Enahle w
Encryption Strenath 128-hit
Current Metwaork Key 2w

Metwark Key 1
Metwaork Key 2 1234567880123
Metwork Key 3 1234567390123
Metwork Key 4

Enter 13 ASCI characters or 26 hexadecimal digits for 128-bit encryption keys.
Enter 5 ASCIl characters or 10 hexadecimal digits for 64-bit encryption keys.

RADIUS Server IP Address: RADIUS( Remote Authentication Dial In User Service), Enter the
IP address of RADIUS authentication server.

RADIUS Server Port: Enter the port number of RADIUS authentication server here.

RADIUS Key: Enter the password of RADIUS authentication server.

WEP Encryption: Select to enable or disable WEP Encryption. Here select Enable.

Current Network Key: Select the one to be the current network key. Please refer to key 2- 3 below.

Network Key (1- 4): Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys.
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys.
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® WPA

Metwaork Authentication WPA w

WPA Group Rekey Interval 3600 [0-2147483647]
RADIUS Server IP Address 0.0.0.0

RADILS Port 1812

RADIUS Key

WRANVAR] Encryption TKIF+AES

WEP Encryption
WPA Group ReKey Internal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). This is in seconds.

RADIUS Server IP Address: RADIUS( Remote Authentication Dial In User Service), Enter the
IP address of RADIUS authentication server.

RADIUS Server Port: Enter the port number of RADIUS authentication server here.
RADIUS Key: Enter the password of RADIUS authentication server.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.

® WPA-PSK /WPA2-PSK

Metwaork Authentication WPA-PSK w

WPAMNAPI passphrase T Click here to display
WPA Group Rekey Interval 3600 [0-2147433647]
WPAMAPI Encryption TKIP+AES »

WEP Encryption

WPA/WAPI passphrase: Enter the WPA.WAPI passphrase; you can click here to display to view it.

WPA Group ReKey Internal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). This is in seconds.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.
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® WPA2

Metwork Authentication WPAZ A

WPAZ Preauthentication Dizsable =«

Metwork Re-auth Interval 36000 [0-2147483647]
WPA Group Rekey Interval 3600 [0-2147483647]
RADIUS Server IP Address 0.0.0.0

RADIUS Port 1812

RADIUS Key

WPAWAR| Encryption AES L

YWEP Encryption

WPA?2 Preauthentication: When a wireless client wants to handoff to another AP, with
preauthentication, it can perform 802.1X authentication to the new AP, and when handoff happens,
this mode will help reduce the association time.

Network Re-auth Interval: the interval for network Re-authentication. This is in seconds.

WPA Group ReKey Internal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). This is in seconds.

RADIUS Server IP Address: RADIUS( Remote Authentication Dial In User Service), Enter the
IP address of RADIUS authentication server. This is in seconds.

RADIUS Server Port: Enter the port number of RADIUS authentication server here.
RADIUS Key: Enter the password of RADIUS authentication server.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.

® Mixed WPA2/WPA

Metwork Authentication Mixed WPAZAVPA w

WPAZ Preauthentication Disahle |»

Metwork Re-auth Interval 26000 [0-2147483647]
WPA Group Rekey Interval 3600 [0-2147483647]
RADIUS Server IP Address 0.0.0.0

RADIUS Port 1812

RADIUS Key

WPRAMNIARI Encryption AES w

YWEP Encryption

WPA?2 Preauthentication: When a wireless client wants to handoff to another AP, with
preauthentication, it can perform 802.1X authentications to the new AP, and when handoff happens,
this mode will help reduce the association time used.

Network Re-auth Interval: the interval for network Re-authentication. The unit is second.

WPA Group ReKey Internal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). This is in seconds.

RADIUS Server IP Address: RADIUS( Remote Authentication Dial In User Service), Enter the
IP address of RADIUS authentication server.

RADIUS Server Port: Enter the port number of RADIUS authentication server here.
RADIUS Key: Enter the password of RADIUS authentication server.
WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
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TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.

® Mixed WPA2/WPA-PSkK

Metwork Authentication Mixed WPAZAWPA -PSK |»

WPAWWAP| passphrase tessasatee Click here to display
WPA Group Rekey Interval 3600 [0-2147483647]
WPAVAP| Encryption AES L%

YWEP Encryptian

WPA/WAPI passphrase: enter the WPA.WAPI passphrase, you can click here to display to view it.

WPA Group ReKey Internal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). The unit is second.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.
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WPS Setup

WPS (Wi-Fi Protected Setup) feature is a standard protocol created by Wi-Fi Alliance. WPS is used
to exchange the AP setting with Station and configure Ap settings. This feature greatly simplifies the
steps needed to create a Wi-Fi network for a residential or an office setting. The commonly known
PIN method is supported to configure WPS.

WPS: Select enable to enable WPS function. Please note that WPS can only be available when
WPA2-PSK or OPEN mode is configured.

Note:
1) WPS feature is only available when in WPA2 or OPEN mode in security settings.

2) Here wireless can be configured as Registrar and Enrollee mode respectively. When AP is
configured as Registrar, you should select “Configured” in the WPS AP Mode below, and default
WPS AP Mode is “Configured”. When AP is configured as Enrollee, the WPS AP Mode below
should be changed to “Unconfigured”. Follow the following steps.

ICenﬂgurazicn A u‘{f .

¥ Security
If Hide Access Point enabled or Macfilter list is empty with ‘allow’ chosen, WPAZ will be disabled.
WPS Setup

WPS Enable | (Current: Disahle}

Forp ® Enter STAPIN O Use AP PIN (This feature is available only when WPA2 PSK or OPEN
made is configured)

PIN Help

Authorized Station MAG |Help

WPS AP Mode C-:nﬂgur_l_sd w

Setup AP 10864111 |Help

Manual Setup AP

Select 331D wlan-ap-24g |

Metwark Authentication Open A

WEP Encryption Disabled v
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Configure AP as Registrar
@ Add Enrollee with PIN method

1. Select radio button “Enter STA PIN”.

2. Input PIN from Enrollee Station (16837546 in this example), Or else users can alternatively
enter the authorized station MAC Help: it is to help users to understand the concept and correct

operation.

3. Cllck[ Add Enrolee ]

IConﬂguraticn

> Security

If Hide Access Point enabled or Macfilter list is empty with ‘allow’ chosen, WPAZ will be disabled.

WPS Setup
WPS

Add Client

PIN

Authorized Station MAC

WPS AP Mode
Setup AP

Manual Setup AP
Select 331D

Metwork Authentication

WEF Encryption

(Station PIN)

If:onﬂgura:lrm

™ Security

_Ehahle ~ | (Current Disable}

® EntersTAPIN O Use AP PIN | Add Enrollee (This feature is available only when WPAZ PSK ar OPEM

maode is configured)

[18837545 | Heln
[Configured v

_‘10854‘111 | Help
-:'-.J\-:i'an-ap_:f.-ig v

[Open =

[Disabled ¥

N o

If Hide Access Point enahled or Mac filter listis empty with "allow” chosen, WPAZ will be disabled.

WPS Setup
WP

Add Client

PIr

Authorized Station MAC
WPS AP Made

Setup AP

Manual Setup AP
Select SSID

Metwork Authentication

WEP Encryption

(Station MAC)

[Enable %] (Current: Enable)

® EntersTAPIN OUse AP PIN|  Add Enrollee (This feature is available only when WPAZ PSK or OPEN

mode is configured)

. | el
[18:A9:05:38:0408 | Helo
[Configured ]
(1064111 | Heio
;_'-m'i'an—a_p—é.-l_g v”_j

:_-b.pen hal

[Disabled v

Note: Users can alternatively input PIN from Enrollee Station or enter the authorized station MAC.
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4. Operate Station to start WPS Adding Enrollee. Launch the wireless client’'s WPS utility (eg.Ralink
Utility). Set the Config Mode as Enrollee, press the WPS button on the top bar, select the AP (eg.
Wilan-ap-2.4g) from the WPS AP List column. Then press the PIN button located on the middle

left of the page to run the scan.

LI
T—

= @

(=)

g

Extra Info ==
Channel ==
Authentication »»
Encryption =
Hetwork Type =>
IP Address ==

Sub Mask »=
Defaut Gateway »»

EW =>n/a

Gl »» nfa

MCS »>

HT

nifa

Transmit

Link Speed ==

Throughput »=»

Receive
Link Speed ==
A0 => nfa
Throu k==
SMR1 »>» nia ke
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Profile Hetwork Advanced Statistics WM WPS
WPS AP List
1D = 00000 wian-ap 00-04-ED-01-00-02 1
I0: wilan-ap-2.4q 00-04-ED-00-00-01 i -
L L] b
WP Profile List
L (1[4
FIN [l wPs Associate IE Progress »» 0%
FEC WPS A ILE WPS status is disconnected
Status »> Disconnected Link Quality »» 0%

Signal 5trength 1 == 0%
Signal Strength 2 »> 0%
Hoize Strength == 0%

0.000
Kbps

0.000
Kbps

Radio On/Off  About

Z @

Reccan
Information
Pin Code

16837546  Renew

Canfig Mode

Enrolee -

Disconnect




4. The client's SSID and security settings will now be configured to match the SSID and security
settings of the registrar.

-~ @ & @ ©® : 2

Profile Metwork Advanced Statistics WM WPS Radio On/Off  About
WPS AP List
Rescan
ID: wlan-ap-2 4g 00-04-ED-01-00-01 1 Information
ID: wian-ap 00-04-ED-38-F7-2E 1 v Fin Code
4 LUl t 16837546 _ Renew
WPS Profile List Config Mode
} wian-ap Enrolee -
4 " I
o @vesssocoee oo o
REC (@] vvs Probe IE PIN - Get WPS profile successfuly. Riscoopect

Export Profile

(4-ED-01-00-01 Link Quality => 100%
Signal Strength 1 == 64%

Moise Strength > 26%

=

wlan-ap-2.49 <--
Link is Up [TxPower:100%]
Channel >= 1 <--= 2412 MHz; central channe

Ztra Info ==

Authentication =>  Open
Encryption => MNOMNE

Metwork Type ==  Infrastructure
IP Address == 192.168.1.1
Sub Mask »> 256.255.255.0
192.168.1.254

Transmit
Link Speed == 270.0 Mbps

Throughput >> 5.600 Kbps

Receive
Link Speed == 54.0 Mbps

HT

BW ==40 SNRD == 19
Throughput =>81.608 Kbps 146,840

Gl => long MCS5=> 1A SMR1 == nfa Kbps

You can check the message in the red ellipse with the security parameters you set, here we all use
the default.
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Configure AP as Enrollee

@ Add Registrar with PIN Method

1. Set AP to “Unconfigured Mode”.

IConﬂguration l‘% .

¥ Security

IfHide Access Point enabled or Mac filter listis empty with “allow’ chosen, WPAZ will be disabled.

WPS Setup

WPS [Enable w] (Current Disable)

i OEnter STAPIN & Use AP PIN| Add Enrallee | (This feature is available only when WPA2 PSK or OPEN
made is configurad)

WPS AP Mode [Unconfigured |

Setup AP | 10884111 |Heln

Manual Setup AP

Select SSID [wian-ap-2 40 |

Metwark Authentication | Open -

WEP Encryption [Disabled v
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2. Launch the wireless client’'s WPS utility (eg. Ralink Utility). Set the Config Mode as Registrar.
Enter the PIN number (10864111 (device) for example) in the PIN Code column then choose the
correct AP (eg. wlan-ap-2.4g) from the WPS AP List section before pressing the PIN button to run

the scan.
P= T, —
= — & nY @ Iy 4
Profile Network Advanced Statistics WM WPS Radio On/Off  About
WPS AP List
Rescan
00-04-ED-01-00-0:1 Informaticn
ID: D2-VPH 00-1B-11-E4-DA-DS e~ Pin Code
! Ll 4 10864111
e Config Mode
ExRegNWEA4DS6 Registrar -
4 | I 3
BIN [l WPs Associate IE Progress »= 0% Rota
PEC [&] WPS Probe IE Disconnect
Export Profile
r
Status »= Disconnected Link Quality =» 0%
Extra Info == Signal 5trength 1 == 0%
Channel == Signal 5trength 2 == 0%
Authentication >> Moise Strength == 0%
Encryption ==
Metwork Type == Transmit
IP Address == Link Speed »=
sub Mask = Throughput >» 0.000
Default Gateway =» Kbps
Receive
HT Max
Link Speed ==
BW =>n/fa SMRO == nfa
Throughput >= 0.0:00
Gl == nfa MC5 == nfa SHR1 == nfa

Kbps
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3. The router's (AP’s) SSID and security setting will now be configured to match the SSID and
security setting of the registrar.

e

)

= # B O ¢ .
Profile Metwork Advanced Statistics WMM WPS Radio On/Off  About
WPS AP List
wlan-ap-2.4g

Rescan
00-04-ED-01-00-0:1

Informaticn
[

00-04-ED-38-F7-2E 1 < Fin Code
I

C: 10864111
WPS Profile List

Config Mode
P ExResNWEA4036

278308 Registrar -

wilan-ap

e

B @RS ssocate € e e
FEC [l WS Probe IE

PIN - Get WP profile successfully.

isconnect
Export Profile

Status =»
Extra Infg <=
Chap

Authentigation »=»

an-ap-2.49 <--= 00-04-ED-

0-01 Link Quality => 100%
Link is Up [TxPower:100%]

Signal Strength 1 =» 65%
Signal Strength 2 =» 39%

1 «--» 2412 MHz; central channel : 3
WPAZ-PSK

Moise Strength »> 26%
AES

Encfyption ==

Metwork Type ==  Infrastructure

192.168.1.1
255.255.255.0
192.168.1.254

Transmit

Link 5peed == 243.0 Mbps
SubMask =>

Throughput == 0.000 Kbps
Default Gateway ==

Receive
HT

Link Speed => 40.5 Mbps
BW =>=40

RO=> 20
Throughput =>98.612 Kbps
Gl == long MCS=> 14 S5HR1 == nfa

. Do Web Page refresh after ER complete AP Configuration to check the new parameters setting
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MAC Filter

IC.}nﬂgura{ion hu\;g .

¥ MAC Filter
Parameters

Select S5ID '-Nian-a_p-Eg w

MAC Restrict Mode * @ pisable O allow O Deny
*If"allow is chosen and mac filter is empty, WPS will be disabled.
MAC Address Remave Edit

Add Remave

Select SSID: select the SSID you want this filter applies to.

MAC Restrict Mode:
® Disable: disable the MAC Filter function.
® Allow: allow the hosts with the following listed MACs to access the wireless network.
® Deny: deny the hosts with the following listed MACs to access the wireless network.

Click Add to add the MACs.

¥ MAC Filter
Parameters

MAC Address 1 f0:de:f1:31:68:70 << | —-type or select from listbox— ¥

2App!y_ _Cancel |

MAC Address: enter the MAC address(es). The format of MAC address could be: XX:XX:XX:XX:XX:XX
OF XX-XX-XX-XX-XX-XX.

Click Apply to apply your settings and the item will be listed below.

*MAC Filter
Parameters
Select SSID wlan-ap-5g ¥
MAC Restrict Mode * ® Disable Allow Deny
f 'allow’ is chosen and mac filter is empty, WPS will be disabled
MAC Address Remove Edit
FO:DE:F1:31:68:70 Edit

Add Remove

To delete entries , check the remove checkbox and press Remove to delete it.
To make changes, click Edit of a MAC address to reconfigure the MAC as needed.
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