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Chapter 1: Product

Introduction to your Router

Thank you for purchasing BiPAC 8200N Router. Your new router is an all-in-one unit that combines
a VDSL modem, VDSL2 router and Ethernet network switch to provide everything you need to get
the machines on your network connected to the Internet over a VDSL broadband connection.

The BIPAC 8200N is an all-in-one VDSL2 Router with the latest draft 802.11n technology. It is
designed for home and SOHO users who seek extreme mobility, high-speed wireless connection
and better wireless coverage while maintaining high-speed broadband access with VDSL2.

The BiPAC 8200N is capable of offering optimal speeds and coverage over the integrated wireless
802.11n access point. The device supports the highest rate of up to 100Mbps/100Mbps in VDSL2
Profile (30a). Since VDSL2 has the characteristic of faster rates over shorter distances, the ideal
architecture for Telcoms is to use fiber optic lines as the backbone and a VDSL2 line as the last
mile into the home or office. VDSL2 operates over copper wires so that telecom operators can
provide bundled services to end-users similar to those that cable operators offer.

With outstanding throughput, the BiPAC 8200N can complement a fiber network to offer the best
solution for delivering IPTV or home entertainment services. The SOHO Firewall is integrated to
provide protection against hacker attacks while the Quality of Service prioritizes queues and traffic
for applications such as music downloads, online gaming, video streaming and file sharing.

Express Internet Access — VDSL2 capable

The router complies with VDSL worldwide standards. Supporting downstream rates of 100Mbps
with VDSL and upstream rates of 100 Mbps. Users enjoy not only high-speed VDSL services but
also broadband multimedia applications such as interactive gaming, video streaming and real-
time audio which are easier and faster than ever. The router is compliant with ITU G994.1 and ITU
G.997.1. Support VDSL2 Profiles: 8a, 8b, 8c, 8d, 12a, 12b, 17a and 30a.

802.11n Wireless AP with WPA Support

With integrated 802.11n Wireless Access Point in the router, the device offers a quick and easy
access among wired network, wireless network and broadband connection (VDSL) with single
device simplicity, and as a result, mobility to the users. In addition to 300 Mbps 802.11n data

rate, it also interoperates backward with existing 802.11g and 802.11b equipment. The Wireless
Protected Access (WPA) and Wireless Encryption Protocol (WEP) supported features enhance the
security level of data protection and access control via Wireless LAN.

Fast Ethernet Switch

A 4-port 10/100Mbps fast Ethernet switch is built-in with automatic switching between MDI and
MDI-X for 10Base-T and 100Base-TX ports, with auto detection allowing you to use either straight
or cross-over Ethernet cables.



EWAN

Besides using VDSL to get connected to the Internet, this router offers its Ethernet port 4 as a
WAN port to be used to connect to Cable Modems and fiber optic lines. This alternative, yet faster
method to connect to the internet will provide users more flexibility to get online.

Multi-Protocol to Establish a Connection

The router supports PPP over Ethernet, DHCP Client and Fixed IP address to establish a
connection with an ISP.

Universal Plug and Play (UPnP) and UPnP NAT Traversal

This protocol is used to enable simple and robust connectivity among stand-alone devices and
PCs from many different vendors. It makes network simple and affordable for users. UPnP
architecture leverages TCP/IP and the Web to enable seamless proximity networking in addition to
control and data transfer among networked devices. With this feature enabled, you can seamlessly
connect to Net Meeting or MSN Messenger.

Network Address Translation (NAT)

It allows multi-users to access outside resources such as the Internet simultaneously with one IP
address/one Internet access account. Many application layer gateway (ALG) are supported such
as web browser, ICQ, FTP, Telnet, E-mail, News, Net2phone, Ping, NetMeeting, IP phone and
others.

Firewall

NAT technology supports simple firewalls and provides options for blocking access from the
Internet, like Telnet, FTP, TFTP, WEB, SNMP and IGMP.

Domain Name System (DNS) Relay

It provides an easy way to map the domain name (a friendly name for users such as www.yahoo.
com) and IP address. When a local machine sets its DNS server with this router’s IP address,
every DNS conversion request packet from the PC to this router will be forwarded to the real DNS
in the outside network.

Dynamic Domain Name System (DDNS)

The Dynamic DNS service allows you to alias a dynamic IP address to a static hostname. This
dynamic IP address is the WAN IP address. For example, to use the service, you must first apply
for an account from a DDNS service like http://www.dyndns.org/. More than 5 DDNS servers are
supported.

PPP over Ethernet (PPPoE)

This device provides an embedded PPPoE client function to establish a connection. You get
greater access speed without changing the operation concept, while sharing the same ISP
account and paying for one access account. No PPPoE client software is required for the local
computer. Automatic Reconnect and Disconnect Timeout (Idle Timer) functions are also provided.



Quality of Service (QoS)

QoS gives you full control over which types of outgoing data traffic should be given priority by

the router, ensuring important data like gaming packets, customer information, or management
information move through the router ay lightning speed, even under heavy load. The QoS features
are configurable by Internal IP address, External IP address, protocol, and port. You can throttle
the speed at which different types of outgoing data pass through the router, to ensure P2P users
don’t saturate upload bandwidth, or office browsing doesn’t bring client web serving to a halt. In
addition, or alternatively, you can simply change the priority of different types of upload data and
let the router sort out the actual speeds.

Virtual Server

Users can specify some services to be visible from outside users. The router can detect incoming
service requests and forward either a single port or a range of ports to the specific local computer
to handle it. For example, a user can assign a PC in the LAN acting as a WEB server inside and
expose it to the outside network. Outside users can browse inside web servers directly while it is
protected by NAT. A DMZ host setting is also provided to a local computer exposed to the outside
network, Internet.

Dynamic Host Configuration Protocol (DHCP) Client and Server

In a WAN site, the DHCP client obtains an IP address from the Internet Service Provider (ISP)
automatically. In a LAN site, the DHCP server allocates a range of client IP addresses, including
subnet masks and DNS IP addresses and distributes them to local computers. This provides an
easy way to manage the local IP network.

Rich Packet Filtering

Not only filters the packet based on IP address, but also based on Port numbers. It will filter
packets from and to the Internet, and also provides a higher level of security control.

Web-based GUI

It supports web based GUI for configuration and management. It is user-friendly and comes with
on-line help. It also supports remote management capability for remote users to configure and
manage this product.

Firmware Upgradeable

Device can be upgraded to the latest firmware through the WEB based GUI.



Features

» Compliant with ITU-T G.994.1 and 997.1 VDSL2 Standard

+ VDSL2 Profiles: 8a/b/c/d, 12a/b, 17a, 30a

* Band Plan 997 and 998 supported

* Annex A, Annex B, Annex C supported

» USO Supported

* OLR Supported

« Compliant with VDSL2 MIB

* Integrated 4-port Ethernet Switch

* Ideal for LRE applications

» SOHO Firewall Security with DoS Prevention and Packet Filtering

* Universal Plug and Play (UPnP) Compliant

 Easy Sign-On (EZSO) and Web-based Configuration

* Quality of Service Control

» Easy Network Management

 Supports Draft-802.11n Wireless Access Point with WPA-PSK / WPA2-PSK
* WPS (Wi-Fi Protected Setup) for Easy Setup

» Wireless Speed up to 300Mbps and 3 Times the Coverage of Standard 802.11b/g
* Multiple SSID



Hardware Specifications

Physical Interface
*WLAN: 2 x 2 dBi antennas
*DSL: VDSL port
* Ethernet: 4-port 10/100Mbps auto-crossover (MDI / MDI-X) Switch
* Reset button
* WPS push button
* Power jack

* Power switch

Physical Specifications
*Dimensions: 7.09" x 4.72” x 1.57” (180mm x 120mm x 40mm)

Power Requirements
*Input: 12V DC, 1.2A

Operating Environment

*» Operating temperature: 0°C ~ 40°C
» Storage temperature: -20°C ~ 70°C
* Humidity: 20 - 95% non-condensing



Chapter 2: Product Overview

Standards-Based Technology

The BiPAC 8200N Wireless Router utilizes the 802.11n standard. The IEEE 802.11n standard is
an extension of the 802.11g standard. It increases the data rate up to 300 Mbps within the 2.4GHz
band, utilizing OFDM technology. This means that in most environments, within the specified
range of this device, you will be able to transfer large files quickly or even watch a movie in MPEG
format over your network without noticeable delays. This technology works by transmitting high-
speed digital data over a radio wave utilizing OFDM (Orthogonal Frequency Division Multiplexing)
technology. OFDM works by splitting the radio signal into multiple smaller sub-signals that are then
transmitted simultaneously at different frequencies to the receiver. OFDM reduces the amount of
crosstalk (interference) in signal transmissions.

Installation Considerations

The BiPAC 8200N Wireless Router lets you access your network, using a wireless connection,
from virtually anywhere within its operating range. Keep in mind, however, that the number,
thickness and location of walls, ceilings, or other objects that the wireless signals must pass.

Keep the number of walls and ceilings between the BiPAC 8200N and other network devices to a
minimum - each wall or ceiling can reduce your BiPAC 8200N wireless product’s range from 3-90
feet (1-30 meters.)

Position your devices so that the number of walls or ceilings is minimized. Be aware of the direct
line between network devices. Position the devices so that the signal will travel straight through
a wall or ceiling (instead of at an angle) for better reception. Building Materials can impede the
wireless signal - a solid metal door or aluminium studs may have a negative effect on range.

Try to position wireless devices and computers with wireless adapters so that the signal passes
through drywall or open doorways and not other materials. Keep your product away (at least
3-6 feet or 1-2 meters) from electrical devices or appliances that generate extreme RF (radio
frequency) noise.



Package Contents

*BiPAC 8200N VDSL2 Router

*CD containing the online manual

*RJ-11 VDSL/telephone Cable (1.8M)

* Ethernet (CAT-5 LAN) Cable (1.8M Straight)
+ AC-DC power adapter (12V DC, 1.2A)

* Quick Start Guide

*Two antennas

*Power adapter

Important note for using this router

4 ™
& Do not use the router in high humidity or high temperatures.
& Do notuse the same power source for the router as other equipment.
& Do not open or repair the case yourself. If the router is too haot, turn off the
Warning poweer immediately and have it repaired at a qualified service center.
& Avoid using this product and all accessories outdoors.
\ v,
4 ™
& Place the router on a stable surface.
& Only use the power adapter that comes with the package. Using a different
Attention voltage rating power adaptor may damage the router.
. _/




Device Description

The Front LEDs

LED Meaning
Lit red when the device is booting.
1 | Power Lit green when the system is ready.

Flashes when the system is rebooting or firmware upgrading.

Ethernet port
2 |[1X — 4X
(RJ-45 connector)

Lit when one of LAN ports is connected to an Ethernet device.

Lit green when the speed of transmission hits 100Mbps; Lit orange
when the speed of transmission hits 10Mbps.

Blinking when data is transmitted/received.

3 | Wireless

Lit green when a wireless connection is established.
Blinking when data is transmitted/received.

Lit green when a wireless connection is established.

4 |WPS
Blinking when WPS configuration is in progress.
5 |DSL Lit green when the device is successfully connected to an VDSL
DSLAM. (“line sync”)
Lit red when WAN port fails to get IP address.
6 Lit green when WAN port gets IP address successfully.
Internet

Lit off when the device is in bridge mode or when WAN connection
absent.




The Rear Ports

Port Meaning

1 | DsL Connect this port to the VDSL/telephone network with the RJ-11 cable
(telephone) provided.
Connect a UTP Ethernet cable (Cat-5 or Cat-5e) to one of the four LAN
ports when connecting to a PC or an office/home network of 10Mbps or

2 | Ethernet 100Mbps.
Note: Only Ethernet port 4 can be used for EWAN.

3 | WPS Push this button to trigger Wi-Fi Protected Setup function.

4 | Reset Press this button for more than 1 second to restore the device to its
default mode.

5 | Power Connect it with the supplied power adapter.

6 | Power Switch | Power ON/OFF switch.

7 | Antenna Connect the detachable antenna to this port.




Recovery Operation

1. Recovery procedures for non-working routers (e.q. after a failed firmware upgrade flash):

The system will check the firmware of this device automatically while turning on the modem. Once
the firmware is not integrated, the system enters the recovery state. The modem emergency-
reflash web interface will then be accessible via http://192.168.1.254 where you can upload a
firmware image to restore the modem to a functional state. Please note that the modem will only
respond via its web interface at this address, and will not respond to ping requests from your PC
or to telnet connections.

2. Recovery procedures for a lost web interface password:

After turning the router on, please press the Reset Button on the back of the modem, and hold
the button until all the lights on the modem begin to flash and then it will reboot itself to restore the
factory default settings. The login username and password will then be reset to admin. You can
then access its GUI via its default IP address at http://192.168.1.254/.

4 ™
Eefore the router is turned on to initiate its recovery process, please
A/ﬂfé‘: configure the IF address of the FC to 192 168 .1.1 and then proceed with the
' following steps:
1. Turn off the router.
2. Turn on the router (the IF of the router will reset to an Emergency IP
address, like 192 168 1 254).

10




Cabling

One of the most common causes of problems is because of bad cabling or VDSL line(s). Make
sure that all connected devices are turned on. On the front of the product is a bank of LEDs. Verify
that the LAN Link and VDSL line LEDs are lit. If they are not, verify that you are using the proper
cables.

Ensure that all other devices connected to the same telephone line as your router (e.g.
telephones, fax machines, analog modems) have a line filter connected between them and the
wall socket (unless you are using a Central Splitter or Central Filter installed by a qualified and
licensed electrician), and that all line filters are correctly installed in a right way. If line filter is not
installed and connected properly, it may cause problem to your VDSL connection or may result in
frequent disconnections.

11



Chapter 3: Basic Installation

The router can be configured through your web browser. A web browser is included as a standard
application in the following operating systems: Linux, Mac OS, Windows 98/NT/2000/XP/Me/Vista,
etc. The product provides an easy and user-friendly interface for configuration.

Please check your PC network components. The TCP/IP protocol stack and Ethernet network
adapter must be installed. If not, please refer to your Windows-related or other operating system
manuals.

There are ways to connect the router, either through an external repeater hub or connect directly
to your PCs. However, make sure that your PCs have an Ethernet interface installed properly
prior to connecting the router device. You ought to configure your PCs to obtain an IP address
through a DHCP server or a fixed IP address that must be in the same subnet as the router. The
default IP address of the router is 192.168.1.254 and the subnet mask is 255.255.255.0 (i.e. any
attached PC must be in the same subnet, and have an IP address in the range of 192.168.1.1

to 192.168.1.253). The best and easiest way is to configure the PC to get an IP address
automatically from the router using DHCP. If you encounter any problem accessing the router web
interface it is advisable to uninstall your firewall program on your PCs, as they can cause problems
accessing the IP address of the router. Users should make their own decisions on what is best to
protect their network.

Please follow the following steps to configure your PC network environment.

”072':' Any TCPARP capable workstation can be used to communicate with or through
this router. To configure other types of workstations, please consult your
manufacturer documentation.

12



Applications of the device

Deployment scenario for VDSL using FTTx

*ﬂ Building
(Hotel / Office)
5 =™ g i a4 of | ey,
| . r w]! IPTV - i
son 2 (Copper)

AT or

== = Fiber
BiPAC 8200N ™ . B ( Gigabit
VDSL

\ Ethernet
VDSL2 Concentrator S
(Copper)

¢ Streaming )
\ Media

S s7p

=
e T\-’] IPTy  Firewall
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Network Configuration

Configuring PC in Windows Vista

1. Go to Start. Click on Network.

2. Then click on Network and Sharing
Center at the top bar.

3. When the Network and Sharing
Center window pops up, select and
click on Manage network connec-
tions on the left window column.

4. Select the Local Area Connection,
and right click the icon to select
Properties.

s :‘r'rri Network and Sharing Center 3y Add a printer B Add 3 Wire

This computer is not connected te a network. Click to connect..

Eavonte Links | Name Category Workgroup Metwork location

E Documents

g Pictures

ﬂ Music

4 Recently Changed
E Searches

My Public

o @_|§3 <« Network and Internet » Metwork and Sharing Center - ‘fl Search

Tasks

Network and Sharing Center

p = 4 b

AQ.' —R— U
TESTL-WHQL Internet
(This computer)

View computers and devices
Connect to a network

Set up a connection or network

Manage network connections

Diagnose and repair
5,- Not connected

You are currently not connected to any networks.

Connect to a network

é&x-@ <« Metwork and Internet » Metwork Connections »
| =0 = Diagnos

Metwork Cate

Disable this network device

Mame Status Device Mame
Dial-up (2}

o Metwork Extender = Standalone Metwork Extende
l - - ‘ s :
b *--.‘;,__ Dhsconnected : -.,‘: Disconnected

i Metwork Extender SSLVPN A...

&3 1SDN WAN Device
L&M er High-5peed Internet (1)
~ | Local Area Connection
» g r-J £s Lo ki | P
® W In Disable

Status

Connectivity

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

Properties

14



5. Select Internet Protocol Version 4

6.

(TCP/IPv4) then click Properties.

In the TCP/IPv4 properties window,
select the Obtain an IP address au-
tomatically and Obtain DNS Server
address automatically radio but-
tons. Then click OK to exit the set-
ting.

Click OK again in the Local Area
Connection Properties window to
apply the new configuration.

T o — P . 4 G | i
" Local Area Connection Properties ﬁ‘

MNetworking

Connect using:
E" Intel(R) 825660M Gigabit Metwork Connection

This connection uses the following items:

& Clignt for Microsoft Networks

381 (05 Packet Scheduler

.@ File and Printer Sharing for Microsoft Networkes

<t |ntemet Protocel Version & (TCP/1PvE)

S Iicmet Protocol Version 4 (TCP/IPv4)

& |ink-Layer Topology Discovery Mapper 140 Driver
<. |ink-Layer Topology Discovery Responder

[ Ingtall... ] Uninstall

Properties

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocal that provides communication
across diverse interconnected netwonks.

0K || Cancel |

Internet Protocol Version 4 (TCP/IPvd) Properties

General | Alternate Configuration |

‘You can get IP settings assioned automatically if your network supports
this capability. Qtherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Obtain an IP address automatically
(71 Use the following IF address:

TP =--raca:
iF QUUF S5,

(@) Obtain DNS server address automatically
(71 Use the following DMS server addresses:
Preferred DMS server:

Alternate DS server:

E oK Cancel

15




Configuring PC in Windows XP

1. Go to Start > Control Panel (in Classic
View). In the Control Panel, double-click
on Network Connections

2. Double-click Local Area Connection.

3. In the Local Area Connection Status
window, click Properties.

4. Select Internet Protocol (TCP/IP) and
click Properties.

5. Select the Obtain an IP address auto-
matically and the Obtain DNS server
address automatically radio buttons.

6. Click OK to finish the configuration.

B Control Panel

Fil= Edit  View Favorites  Tools

Folders

e e ,‘ /»—j Search ;‘:!__'

Address B- Contral Panel

v|GU

ﬂ,. Control Panel &

Help i’

L %

Phone and  Power Options
G Switch to Category Wiew Modem ...

See Also .._Ji i%

Printers and  Regional and  Scanners and
‘“ windows Update Faxes Language ... Cameras
(7] Help and Support . @ ]
Scheduled Sounds and Speech

Tasks Audio Devices e

—— Local Area Connection Status

Gerneral | Supportl
Connection
Status Conrected
Druration: oo:19:32
Speed: 100.0 Mbp=
Achivity e
Sent _ﬁj Received
uil: I
FPackets: 27 u]
[ Properties ] [ Dizable ]

—i_ Local Area Connection Properties

General | Authentication | Advanced

Connect using

| HE ASUSTek /Broadoom 440 104100 Integrated Controller |

Thizs connection uses the followwing iterms:

= Client for Microsoft Metworks

4= File and Printer S haring for Microsaft Metwark s
4= oS Packet Schaduler

ol [TCFA1F]

Intermet Frot

Description

Transmission Control Protacal/intermet Pratocol. The default
wide area network, protocol that provides communication
across diverse interconnected networks.

[1 Show icon in notification area when connected

Internet Protocol (TCP/IP) Properties

General | alternate Configuration

“ou can get P settings assigned automatically if vour mebwork supports
this capability. Dthenvise. you need to ask wour netvork administrator for
the appropriate |FP settings.

(& Obtain an IP address automatically

2 Use the following IF address:

€& Obtain DMS server address automatically
3 Use the fallowing DMS server addresses:

e
]

Cancel

16
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Configuring PC in Windows 2000

1. Go to Start > Settings > Control Panel.
In the Control Panel, double-click on
Network and Dial-up Connections.

2. Double-click Local Area Connection.

3. In the Local Area Connection Status
window click Properties.

4. Select Internet Protocol (TCP/IP) and
click Properties.

5. Select the Obtain an IP address auto-
matically and the Obtain DNS server
address automatically radio buttons.

6. Click OK to finish the configuration.

17

1 Network and Dial-up Connections

Fle Edi ‘iew Favortes Tools Advanced Help

Back v = - ‘ Qisearch [YFoiders 4 ‘ B xm ‘ [

Address I Metwork and Diak-up Connections j @GO ‘
=1 L] - '
1 -
J

: Make Mew
Network and Dial-up ~ Comnection
Connections

Local Area Connection
Type: LAN Connection
Status! Enabled

A3LSTeK Broadcom 440x 10/100
Integrated Controller

Local Area Connecktion Status 2 =

General I

— Conmnection
Status: Connected
Duration: OE:16:26
Speed: 100.0 Mbps
— kvt
” el .
Sent —— =1 Receirsad
L4
FPackets: 12,215 I 109,427
Froperties I Cizable I

Local Area Connection Properties = =

General |

Connect usina:

I E2 ASUST ok /Broadsom 440: 104100 Intsgrated Controllsr

Components checked are used by this conmection:
Cliert for Ficrosoft Fletwaorks

Fil= and Printer Sharing for kicrosoft Metworks
Intermet Protocol [TCRAP]

Install. ... | U miristall | Froperties |

D =scription
Transmission Contral Pratocoldlnternet Pratocol. The default
wide area network protocal that provides communication

across diverse interconnected networks.

I Showvs icon in taskbar when connected

ok | Cancel |

Internet Protocol (TCP/IP) Properties rd [b=d |

General |

You can get IP settings assigned autamatically if wour netmark supparts
this capabiliby. Othenwiss, vou need ba ask pour nebwork administrator for
the appropriate |F settings.

= DObtain an IP address automatically

—¢ Use the following IP address:

IF addiess: I E ) )
Subnet mask: I E
D sfault gatevsay: I E

i+ Obtain DNS server addiess automatically

—{ Use the following DMS server addresses:

Fiefened DHS serven I . . .
Altermate DS servern: I B

Advanced... |
0k | Cancel |




Configuring PC in Windows 95/98/Me

1. Go to Start > Settings > Control Panel.
In the Control Panel, double-click on
Network and choose the Configuration
tab.

2. Select TCP/IP > NE2000 Compatible,
or the name of your Network Interface
Card (NIC) in your PC.

3. Select the Obtain an IP address auto-
matically radio button.

4. Then select the DNS Configurationtab.

5. Select the Disable DNS radio button
and click OK to finish the configuration.

MNetwork = E3

Canfiguration I Identification I Access Control I

The followsing network components are installed:

Ficrozaft Family Logon AI

B3 ASUST ek ABroadcom 440:= 10100 Integrated Controller
BIE Dial-Up Adapter
T TCRAP -» ASUSTek/Broadcom 440x 10100 Integrated
-
»

[4 TCFAP -» Dial-lp Adapter
a| |

Add.. I Femaove I P Praperties
Frimary Mebwork Logon:
IM icrozoft Family Logon vI
File and Frint Sharing... I

D ezscrption
TCPAIP is the protocol pou use to connect to the Internet and
wide-area nebworks

Ok I Cancel I
TCP/IP Properties 7|
Eindings | Advanced MetBl0S 1
D MES Configuration I G atevay I WA S Configuration  |P Address

A P address can be autormatically assigned to this computer.
If pour netveark, does not automatically assign IP addresses, ask
wour nekbwork administrator for an address. and then tepe it in
the space below

= Obtain an |F address automatically

" Specify an IP address:

1B Address; | i . - |

Submet b iasts | - - - |

()% I Cancel I
TCP/IP Properties

Eindinas | Advanced MetBIOS |
D'HS Configuration I G ateway I WINS Configuration I IP Address

=D s
— 4 Enable DMS

Himst: I

S Serven Seanch b rder

Wamarm: I

| . i . | B |

Bemowe I

Iy att Siaffi Search Wider

| ele]

| Femowe |

[ o< ]

Cancel
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Configuring PC in Windows NT4.0

1. Go to Start > Settings > Control Panel.
In the Control Panel, double-click on
Network and choose the Protocols tab.

2. Select TCP/IP Protocol and click Prop-
erties.

3. Select the Obtain an IP address from
a DHCP server radio button and click
OK.

Network EE3

Identitic:ation] Services Protocols ]Adaplersl Bindings]
Metwork Protocals:

¥ NetBEUI Protocol
I NwWLink IPX/SPX Compatible Transport
F NWLInk NetBIOS

saa. | Bevove |CEopmmn  iiise |

— Description:
Transport Control Protocol/Intermet Protocol. The default wide
area network protocol that provides communication across
diverse interconnected networks.

Microsoft TCP/IP Properties EHEHE3

IP Address | DMS | wwINS address | Routing |

A IP address can be automaticallp azsigned to this network card
by a DHCP =erver. |f your network does not hawe a DHCR zerver.
ask your network. administrator for an address, and then bpe it in
the space belows.

Adapter:

!0 Obtain an IF address rom a DHCR server

—  Specify an IP address

IF Address: |

Siibret Mashs |

[ ef Al E ety |

advanced. . I

Ok ] Cancel | Ean
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Factory Default Settings

Before configuring your router, you need to know the following default settings.

Web Interface (Username and Password)

B Username: admin
P Password: admin
The default username and password are “admin” and “admin” respectively.

4 N

If you hawve forgotten your username or password for the router, you can
restore your device to its default setting by pressing the Reset button for more
than 1 second.

Attention
\._ ;

Device LAN IP settings
P IP Address: 192.168.1.254
B Subnet Mask: 255.255.255.0
ISP setting in WAN site
= PPPoE

DHCP server

B DHCP server is enabled.
B Start IP Address: 192.168.1.100
B IP pool counts: 100

LAN and WAN Port Addresses

The parameters of LAN and WAN ports are pre-set in the factory. The default values are shown in
the tale.

LAN Port WAN Port
IP address 192.168.1.254
Subnet Mask 255.255.255.0 The PPPOE function is
DHCP server function Enabled ’?hna\?\ll?AdNto arlitom?.ticallét/. get
100 IP addresses continuin € port conniguration
o> addresses for from 192.168.1.100 through from the ISP.
192.168.1.199
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Information from your ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider) to find
out what kind of service is provided such as PPPoE, Obtain an IP Address Automatically (DHCP),
Fixed IP Address (Static IP).

Gather the information as illustrated in the following table and keep it for reference.

PPPoE

Username, Password, Service Name, and Domain Name System (DNS)
IP address (it can be automatically assigned by your ISP when you
connect or be set manually).

Obtain an IP Address
Automatically

DHCP Client (it can be automatically assigned by your ISP when you
connect or be set manually).

Fixed IP Address

IP address, Subnet mask, Gateway address, and Domain Name System
(DNS) IP address (it is fixed IP address).
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Chapter 4: Configuration

To easily configure this device for internet access, you must have IE 5.0 / Netscape 4.5 or above
installed on your computer. There are basically 2 ways to configure your router before you are able
to connect to the internet: Easy Sign-On & Web Interface. Configuration of each method will be
discussed in detail in the following sections.

Easy Sign-On (EZSO)

This special feature makes it easier for you to configure your router so that you can connect

to the internet in a matter of seconds without having to logon to the router GUI for any detail
configuration. This configuration method is usually auto initiated if user is to connect to the internet
via Billion's router for the first time.

After setting up the router with all the appropriate cables plugged-in, open up your IE browser,

the EZSO WEB GUI will automatically pop up and request that you enter some basic information
that you have obtained from your ISP. By following the instructions given carefully and through the
information you provide, the router will be configured in no time and you will find yourself surfing
the internet sooner than you realize.

Follow the Easy Sign-On configuration wizard to complete the basic network configuration.

1. Connect your router with all the appropriate cables. Then, load your |IE / netscape browser.

2. When the EZSO configuration wizard pops up, select the connect mode which you want to
set up and then click continue. (There are two mode that you may select: one is “VDSL” and
another is “EWAN?”.).

IEaS[.' Sign On l“‘\g !

YWAN Port (WAN = Wireless )
Select WAN Port
Connect Mode |VDSL (Recommended) V|

Protocol Obtain an IP Address Automatically

Continue ] [ Jump to Wireless setting ] [Done]

3. Show Auto scan result - Protocol information.

IEasy Sign On i“_‘\[t !

YWAN Port (WAN = Wireless )

Select protocol

Protocol Obtain an IP Address Automatically w
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4. Please enter all the information in the blanks provided and then click Continue.

1
IEasy Sign On ‘“\% .

*WAN Port (WAN = Wireless )

Select protocol

Protocol | PFPoE v

Username |bi|li0n

Password ’T

Sernvice Name cht

IP Address ’W (0.0.0.0' means 'Obtain an IP address automatically’)
Authentication Pratocol

5. The device will reboot and then load the new configuration.

IEasy Sign On l“‘\g !

~* Restart

Since settings are changed, the router will reboot to make the changes take effect! Please wait for seconds.

total l 4%

A
IEaSj.I Sign On l% .

¥ WAN Port ({WAN = Wireless)

Please wait while the device is configured.

Note: If any error occurs during device configuration that results in WAN connection
failure, the system will prompt that the setup has failed.

1
IEasy Sign On l“_\[& .

~ WAN Port
Faill!

WAN port setting is not successful (authentication fail), you can do this procedure again.

6. If allinformation provided is valid and the device successfully connects to WAN, a dialog box will
appear to signify the completion of the WAN port setup. At this point you can either click Done
to finish the EZSO configuration or you can click Next to wireless to proceed to the wireless
configuration if you have.

I Easy Sign On

TIWAM Port (WAN = Wireless)
Congratulations !

Your WAN port has been successiully configured.

[ Mext to Wireless ] [Done]
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7. Select Enable and enter the necessary information in the blanks provided for the Wireless LAN
setting (wireless setting is only available for BiPAC 8200N) if you would like to use this feature
and then click Continue.

IEasy Sign On l‘\tl_ .

Wireless (WAN = Wireless)

Set Wireless configuration.

WLAN Service ®Enable O Disable

ESSID |wlan-ap |
Channel ID [Channel 1 (2412 GHz) » |
Security Mode | Disable |

Jo oo n

~ Save confguration

Saving configuration to FLASH. Please wait for 10 seconds

8. The system will save your new configuration and complete the setup. You can test the
connection by clicking on the URL link provided. If the setup is successful you will be redirected

to website.

— a o

~ Process finished

Success.

The Easy-Sign-On process is finished. Your device has been successfully configured.

You can now:

1. Log onto the router management interface for more advanced settings on htip://192 165 1 254/
2. Continue to tw.yahoo.com/
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Configuration via Web Interface

Open your web browser, enter the |P address of your router, which by default is 192.168.1.254, and
click “Go”, a login window prompt will appear. The default username and password are “admin” and
“admin” respectively.

Connect to, 192.168.1.254

The server 192,165, 1,254 at BiPAC 2000 requires a
username and password.

Warning: This server is requesting that your username and
password be sent in an insecure manner (basic authentication
without & secure conneckion),

Lser name: | 7| w |

Passwiord; | |

[ remember my password

[ ok ] [ Cancel

Congratulations! You are now successfully logon to the Router!

If the authentication succeeds, the homepage Status will appear on the screen.

Ji n:

~ Device Information T Port Status

Model Mame BiPAC 82000 Ethernet \/

Systern Up-Time 8 minis) EWARN 4

Hardware Version Annex & VDSL v

Software Version 1.00d Wireless » i

T WAN

Port» Protocol Operation Connection IP Address Hetmask Gateway Primary DH&
VDSL Dynamic [ Rengw ][ Release 1921681721 2652552550 192 16817.70 168.9511
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Quick Start

Whether on the Basic or Advanced Configuration Mode, click Quick Start link to WAN Port setup
pages.

Step 1: This screen displays some information for WAN port. Select Connect Mode from the drop-
down menu. There are 2 modes: VDSL and EWAN. Press Continue to go to the next configuration

page.

VDSL Mode

IGuick Start l‘% .

*WAHN Port (WAN = Wireless )
Select WAN Port
Connect Mode |‘-IDSL (Recommended) v|

Frotocal Obtain an IP Address Automatically

[ Continue ] [ Jump to Wireless setting ]

Connect mode: VDSL
Protocol: Shows the current protocol in the device.

EWAN Mode

Quick Start
[ \

*WAHN Port (WAN = Wireless )
Select WAN Port

%
L

Connect Mode EWAN v
Frotocal FPFoE

Username

P Address Obtain an IP Address Automatically

[ Continue ] [ Jump to Wireless setting ]

Connect mode: EWAN

Protocol: Shows the current protocol in the device.

Username: Shows the current username.

IP address: Shows the current value of IP address in the device.
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Step 2: Click on Continue to choose the Protocol to connect with EWAN or click Jump to Wireless
Setting to use Protocol. There are 3 types of connection protocols available for WAN connect

mode. Each type of connection mode is described in the following sections of WAN
Connect mode.

II:?Juick Start l‘ktk_ .

*WAHN Port (WAN = Wireless )

Select protocol

Protocol | PPPOE v

Llsername

|
Password |
|

Senvice Mame

P Address |I:I.EI.EI.IZI (0.0.0.0"means "Cbtain an IP address automatically’)
Authentication Protocol

Step 3: After finishing configuring the WAN port connection, click Continue to proceed. The system
will upload and apply the new WAN port configuration to the device.

IOuick Start 1‘_1%_ .

T Restart

Since settings are changed, the router will reboot to make the changes take effect! Please wait for seconds.

total : - 12%

IOuick Start 1‘_\%_ .

T WAN Port  (WAMN = Wireless)

Please wait while the device is configured.

IQuick Start L“% .

T WAN Port (WAN = YWireless)
Congratulations !

Your Wik port has been successfully configured.

Mext to Wireless
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Note: If the WAN line is not ready, a page will display as below and your new configuration
can not be saved.

IOuick Start l“‘\é !

¥ WAN Port
Faill!

WAMN part sefting is not successful, you can da this pracedure again.

Step 4: After the configuration is successful, click Next to Weireless button and you may proceed
to configure the Wireless setting. There are 4 types of security mode: WPA, WPA2, WPA/

WPAZ2 Pre-Shared Key and WEP. Please refer to the Wireless Setting Mode section for detail
description of each security mode.

IGuick Start l“‘\g— !

*Wireless (WaAN = Wireless )

Set Wireless configuration.

WLAN Service (#1Enable () Disable

ESSID |

Channel ID |Channe|1 (2412 GHz) |»
Security Mode | Disable v

Step 5: After finishing configuring the WLAN setting, press Continue to finish the QuickStart.

IOuick Start l“}% !

¥ Process finished
Success.

The Quick 3tart process is finished. Your device has been successfully configured.
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WAN Connect Mode

There are 4 types of wireless connect modes: Obtain an IP Address Automatically, Fixed IP
Address, PPPoE connection and Pure Bridge.

Obtain an IP Address Automatically

When connecting to the ISP, your router also functions as a DHCP client. The device can
automatically obtain an IP address, subnet mask, gateway address, and DNS server addresses if
the ISP assigns this information via DHCP.

Select this protocol enables the device to automatically retrieve IP address.

IOuick Start l“_\é_ !

¥ WAN Port  (WAHN = Wireless)

Select protocol

Protocol Cbtain an IP Address Automatically |+

Fixed IP Address

Select this option to set static IP information. You will need to enter the information provided to you

by your ISP.
N N

IGuick Start

*WAN Port  (VWAN = Wireless )

Select protocol

Protocol | Fixed IP Address v

IP Address 10.0.0.0

Metmask |

Gateway |

IP Address: Enter your fixed |IP address. Each IP address entered must be in the appropriate IP
form, which is four IP octets separated by a dot (x.x.x.x). The Router will not accept the IP address
if it is not in this format. Leave the IP address as 0.0.0.0 to enable the device to automatically
obtain an IP address from your ISP.

Netmask: User can change it to others such as 255.255.255.128. Type the netmask assigned to
you by your ISP (if given).

Gateway: Enter the IP address of the default gateway.
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PPPoE

PPPoE (PPP over Ethernet) provides access control in a manner which is similar to dial-up services
using PPP.

i
IGuick Start l“}g— .

*WAHN Port (WAN = Wireless )

Select protocol

Protocol | PPPOE v

Username |

Password |

Senice Name |

P Address |I:I.EI.EI.IZI (0.0.0.0"means "Cbtain an IP address automatically’)

Authentication Protocol

Username: Enter the username provided by your ISP. You can input up to 256 alphanumeric
characters (case sensitive). This is the format of username “username@ispname” instead of
‘username”.

Password: Enter the password provided by your ISP. You can input up to 32 alphanumeric
characters (case sensitive).

Service Name: This item is for identification purposes. If it is required, your ISP will provide you
the necessary information. Maximum input is 32 alphanumeric characters.

IP Address: Enter your fixed IP address. Leave the IP address as 0.0.0.0 to enable the device to
automatically obtain an IP address from your ISP.

Authentication Protocol: Default is Auto. Please consult your ISP on whether to use Pap or
Chap.

Pure Bridge

A
IL’JLlick Start l“_\g .

*WAHN Port (WAN = Wireless )

Select protocol

Protocol Fure Bridge w
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Wireless Setting Mode

There are 4 types of wireless security modes: WPA Pre-Shared Key, WPA2 Pre-Shared Key,
WPA/WPA2 Pre-Shared Key and WEP.

WPA | WPA2 | WPA/WPA2 Pre-Shared Key

WPA and WPAZ2 pre-shared keys are an authentication mechanism in which users provide some
form of credentials to verify that they should be allowed access to a network. This requires a
single password entered into each WLAN node (Access Points, Wireless Routers, client adapters,
bridges). As long as the passwords match, a client will be granted access to a WLAN.

1
IOuick Start L“\% !

*Wireless (WAMN = Wireless)

Set Wireless configuration.

WLAN Service ®Enable O Disable

ESSID wian-ap |
Channel ID | Channel 1(2.412GHz) ||
Security Mode | WPAMNPAZ Pre-Shared Key v|
WPA Shared Key | |

WLAN Service: Default setting is Enable. If you want to use wireless, you can select Enable.

ESSID: The ESSID is the unique name of a wireless access point (AP) used to distinguish one
from another. For security propose, change to a unique ID name which is already built into the
router wireless interface. It is case sensitive and must not exceed 32 characters. Make sure your
wireless clients have exactly the ESSID as the device in order to connect to your network.

Channel ID: Select the channel ID that you would like to use.

Security Mode: You can disable or enable with WPA or WEP to protect wireless network. The
default mode of wireless security is Disable.

WPA Shared Key: The key for network authentication. The input format is in character style and
key size should be in the range between 8 and 63 characters.
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WEP

TWireless (WAMN = Wireless)

Set Wireless configuration.

WLAN Service (® Enable O Disable

ESSID \wian-ap |

Channel ID | Channel 1(2.412 GHz) ||

Security Mode | WEP v|

Default Used WEP Key ®1 Oz C2 O4

Key | |

WEP 64 - Hex: 10 Hex codes, (0~9, a~f, A~F). EX. 11aa22cc3a.

WEP 64 - ASCIL: § ASCIl characters are required. Insert your WEP key manually. EX: 1a3eb.

WEP 128 - Hex: 26 Hex codes, (0~9, a~f, A~F). EX. 113322cc33dd44eebbefffe 351

WEP 128 - ASCII: 13 ASCIl characters are required. Insert your WEP key manually. EX: 133e?!dbd3ent.

WLAN Service: Default setting is set to Enable. If you want to use wireless, you can select
Enable.

ESSID: The ESSID is the unique name of a wireless access point (AP) used to distinguish one
from another. For security propose, change to a unique ID name which is already built into the
router wireless interface. It is case sensitive and must not exceed 32 characters. Make sure your
wireless clients have exactly the ESSID as the device in order to connect to your network.

Channel ID: Select the channel ID that you would like to use.

Security Mode: You can disable or enable with WPA or WEP to protect wireless network. The
default mode of wireless security is Disable.

Default Used WEP Key: Select the encryption key ID; please refer to Key (1~4) below.

Key (1-4): Enter the key to encrypt wireless data. To allow encrypted data transmission, the WEP
Encryption Key values on all wireless stations must be the same as the router. There are four keys
for your selection. The input format can either be HEX style or ASCII format, 10 and 26 HEX codes
or 5 and 13 ASCII codes are required for WEP64 and WEP128 respectively.
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Basic Configuration Mode

Status
i

Status “‘}g .
[ \ _

¥ Device Information ~ Port Status

Model Mame BiPAC 82000 Ethernet vy

Systermn Up-Time 8 min(s) EWAN 4

Hardware Version Annex & VDSL W

Software Version 1.00d Wireless » >

*VWAN

Port» Protocol Operation Connection IP Address Hetmask Gateway Primary DH&

YDSL Oynamic [Renew ][ Release 19216817.21 25525525590 19216817.70 168.95.1.1

Device Information

Model Name: Provide a name for the router for identification purposes.
System Up-Time: Record system up-time.

Hardware Version: Device version.

Software Version: Firmware version.

Port Status

Port Status: User can look up to see if they are connected to Ethernet, EWAN, VDSL and
Wireless. You are allowed to click Wireless link to go to Wireless Parameters configuration screen.

WAN

Port: Name of the WAN connection. You are allowed to click this link to go to WAN Connection
configuration screen.

Protocol: The current protocol in the device.
Operation: Current status in WAN interface.
Connection: Current connection status.

IP Address: WAN port IP address.
Netmask: WAN port IP subnet mask.
Gateway: IP address of the default gateway.

Primary DNS: IP address of the primary DNS server.
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WAN - Main Port: VDSL

A WAN (Wide Area Network) is an outside connection to another network or the Internet.

Obtain IP Address Automatically (VDSL)

By configuring these settings, the device is able to obtain IP settings automatically from the ISP.

i
IGLlick Start i“‘% .

T WAN Port

VVAN Connection

Main Port [VDSL ~ (CurrentMain Port: VDSL)
Parameters

Protocol |Obtain an IP Address Autornatically

[ Apply ] [ Cancel ]

Protocol: Select the protocol you will use in the device.

Click Apply to confirm the settings.
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Fixed IP Address (VDSL)
A Static WAN connection will be configured according to the IP properties defined by your ISP.

i
IGLlick Start L“\t‘! .

*VWAN Port
WAN Connection
Main Port YDSL + ( Current Main Port: VDSL )

Parameters

Protocal | Fixed IP Address v

IP Address |

Metmask |

Gateway |

[ Apply ] [ Zancel ]

Protocol: Select the protocol you will use in the device.
IP Address: Enter your fixed IP address.

Netmask: User can change it to others such as 255.255.255.128. Type the netmask assigned to
you by your ISP (if given).

Gateway: Enter the IP address of the default gateway (if given).

Click Apply to confirm the settings.
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PPPoE Connection (VDSL)

PPPoE (PPP over Ethernet) provides access control in a manner which is similar to dial-up services
using PPP.

IL’JLlick Start L“% !

v \WAN Port

WAN Connection

Main Port [VDSL ~ (CurrentMain Port: VDSL )
Parameters

Protocol |PPPOE v

Username |

FPasswaord

|
Senvice Name |
|

IP Address (0.0.0.0° means ‘Obtain an IF address automatically’)

Authentication Protocol Alto

[ Apply ] [ Cancel ]

Protocol: Select the protocol you will use in the device.

Username: Enter the username provided by your ISP. You can input up to 256 alphanumeric
characters (case sensitive).

Password: Enter the password provided by your ISP. You can input up to 32 alphanumeric
characters (case sensitive).

Service Name: This item is for identification purposes. If it is required, your ISP will provide you
the necessary information. Maximum input is 32 alphanumeric characters.

IP Address: Enter your WAN IP address. Leave the IP address empty or enter 0.0.0.0 to enable
the device to automatically obtain an IP address from your ISP.

Authentication Protocol: Default is Auto. Please consult your ISP on whether to use Pap and
Chap.

Click Apply to confirm the settings.
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Pure Bridge (VDSL)

IL’JLlick Start L‘\é‘

T VWAN Port

WAN Connection

Main Port [VDSL ~ (CurrentMain Port: VDSL )
Parameters

Frotocol |F'ure Bridge v

| Apply | [ cancel |

Protocol: Select the protocol you will use in the device.

Click Apply to confirm the change.
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WAN - Main Port: EWAN

A WAN (Wide Area Network) is an outside connection to another network or the Internet.

Obtain IP Address Automatically (EWAN)

By configuring these settings, the device is able to obtain IP settings automatically from the ISP.

IGuick Start l‘% .

*\WAN Port

WAN Connection

Main Port ( Current Main Port : EWAN )
Parameters

Frotocol | Obtain an IF Address Automatically v|
[Apply] [ Cancel ]

Protocol: Select the protocol you will use in the device.

Click Apply to confirm the settings.
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Fixed IP Address (EWAN)

A Static WAN connection will be configured according to the IP properties defined by your ISP.

IGuick Start

*WAHN Port
WAHN Connection

Main Port EWAM | { Current Main Port : EWARM )
Parameters

Protocol | Fixed IP Address v|

IP Address 0.0.0.0

Metmask |

Gateway |

[Apply] [ Cancel ]

Protocol: Select the protocol you will use in the device.

|

IP Address: Enter your fixed IP address. Leave the IP address as 0.0.0.0 to enable the device to

automatically obtain an IP address from your ISP.

Netmask: User can change it to others such as 255.255.255.128. Type the netmask assigned to

you by your ISP (if given).
Gateway: Enter the IP address of the default gateway (if given).

Click Apply to confirm the settings.
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PPPoE Connection (EWAN)

PPPoE (PPP over Ethernet) provides access control in a manner which is similar to dial-up services
using PPP.

i
IGuick Start l“‘}g— !

*WAN Port
WAHN Connection
Main Port EWAR | ( Current Main Port: EWARM )

Parameters

Protocol | PPPOE v

Llsername

|
Password |
Semnvice Mame |

P Address |I:I.EI.EI.EI ("0.0.0.0° means 'Obtain an IP address automatically’)
Authentication Protocaol
[Apply] [ Cancel ]

Protocol: Select the protocol you will use in the device.

Username: Enter the username provided by your ISP. You can input up to 256 alphanumeric
characters (case sensitive).

Password: Enter the password provided by your ISP. You can input up to 32 alphanumeric
characters (case sensitive).

Service Name: This item is for identification purposes. If it is required, your ISP will provide you
the necessary information. Maximum input is 32 alphanumeric characters.

IP Address: Enter your WAN IP address. Leave the IP address as 0.0.0.0 to enable the device to
automatically obtain an IP address from your ISP.

Auth. Protocol: Default is Auto. Please consult your ISP on whether to use Pap and Chap.

Click Apply to confirm the settings.
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WLAN

ICDnﬂguratiDn l“‘\g !

» WLAN

Wireless Parameters

WLAMN Service (%) Enable (" Disable
ESSID |

Hide ESSID () Enable &) Disable
Regulation Domain Im

Channel 1D |Channe| 1(2.412 GHz) |»
Security Parameters

Security Mode | Disable v
[ Apply ] [ Cancel ]

Wireless Parameters

WLAN Service: Default setting is set to Enable. If you do not have any wireless, select Disable.

ESSID: The ESSID is a unique name of a wireless access point (AP) used to distinguish one from
another. For security purpose, change the default wlan-ap to a unique ID name that is already
built into the router wireless interface. Make sure your wireless clients have exactly the ESSID as
the device in order to connect to your network.

Note: It is case sensitive and must not exceed 32 characters.

Hide ESSID: It is used to broadcast its ESSID on the network so that when a wireless client
searches for a network, the router can be discovered and recognized. Default setting is Disable.

Enable: When enabled, you do not broadcast your ESSID. Therefore, no one will be able to
locate the Access Point (AP) of your router.

Disable: When disabled, you allow anybody with a wireless client to be able to locate the
Access Point (AP) of your router.

Regulation Domain: There are seven Regulation Domains for you to choose from, including
North America (N.America), Europe, France, etc. The Channel ID will be different based on this
setting.

Channel ID: Select the wireless connection channel ID that you would like to use.

Note: Wireless performance may degrade if the selected channel ID is already being occupied
by other AP(s).

Security Parameters

Security Mode: You can disable or enable the function with WPA or WEP to protect the wireless
network. The default mode of wireless security is Disable.

Click Apply to confirm the settings.
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Security Mode
WPA /| WPA2 | WPA/WPA2 Pre-Shared Key

Security Parameters

Security Made |"."."FW'.“."F'A2 Pre-Shared Key v|

WPA Shared Key | |

Group Key Renewal |35IZIIZI |sen:nnu:|s

Security Mode: You can disable or enable with WPA or WEP for protecting wireless network.

WPA Shared Key: The key for network authentication. The input format is in character style and
key size should be in the range between 8 and 63 characters.

Group Key Renewal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). Default value is 3600 seconds.

WEP
Security Parameters
Security Mode | WEP v
WEP Authentication
Default Used WEP Key ®1 02 O3 O4
Fassphrase (Generate Key) | | [ WEPG4 ][ WEP128 ]
key 1 | Hex |w || |
Key 2 | Hex |w || |
kKey 3 | Hex = || |
key 4 | Hex |w || |
WEP 64 - Hex: 10 Hex codes, (0~9, a~f, A~F). EX. 1113322cc33.
WEP 64 - ASCIl: 5 ASCI characters are required. Insert your WEP key manually. EX: 1a3eb.

WEP 128 - Hex: 26 Hex codes, (0~9, a~f A~F). EX. 11aa22cc33ddddee55efiiedst

Security Mode: You can disable or enable with WPA or WEP for protecting wireless network.

WEP Authentication: To prevent unauthorized wireless stations from accessing data transmitted
over the network, the router offers secure data encryption, known as WEP. If you require high
security for transmissions, there are 3 options to select from: Open System, Share Key and Both.

Default Used WEP Key: Select the encryption key ID; please refer to Key (1~4) below.

Passphrase: This is used to generate WEP keys automatically based upon the input string and a
pre-defined algorithm in WEP64 or WEP128.

Key (1-4): Enter the key to encrypt wireless data. To allow encrypted data transmission, the WEP

Encryption Key values on all wireless stations must be the same as the router. There are four keys
for your selection. The input format is in HEX or ASCII style, 5 and 13 ASCII codes are required for
WEPG64 and WEP128 or 10 and 26 HEX codes are required for WEP64 and WEP128 respectively.
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Advanced Configuration Mode

Status

Status “_‘\tl_ -
[ \ _

* Device Information ~ Port Status

Model Mame BiFAC 8200M Ethernet v

Host Mame » home.gateway EWAN b

System Up-Time 8 min{s) VDSL» W 1310727172920 kbps

Current Time » SatJan 1 00:08:29 2000 Wireless » -,

Hardware Version Annex A

Software Version 1.00d

MAC Address 00:04:ed:12:4b:10

*WAN

Port» Protocol Operation Connection |IP Address Netmask Gateway Primary DN S

YDSL Dynamic [Renew ][ Release T9216817.21 2852552550 1921681770 168.951.1

Device Information
Model Name: Displays the model name.

Host Name: Provide a name for the router for identification purposes. Host Name lets you change
the router name.

System Up-Time: Records system up-time.

Current Time: Set the current time. See the Time Zone section for more information.
Hardware Version: Device version.

Software Version: Firmware version.

MAC Address: The LAN MAC address.

Port Status

Port Status: User can look up to see if they are connected to Ethernet, EWAN, VDSL and
Wireless. You are allowed to click VDSL and Wireless link to go to VDSL Status screen or Wireless
Parameters configuration screen.

WAN
Port: Name of the WAN connection.
Protocol: The current protocol in the device.

Operation: The current status in WAN interface.
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Connection: The current connection status.

IP Address: WAN port IP address.

Netmask: WAN port IP subnet mask.

Gateway: The IP address of the default gateway.

Primary DNS: The IP address of the primary DNS server.
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VDSL Status

VDSL (Very High Bitrate DSL) is a DSL technology providing faster data transmission. It can
achieve incredible speeds and provides a complete home-communications/entertainment

package.

This table displays all the informaiton for VDSL connection.

I Status

*VDSL Status

Parameters

D3P Firmware Version

DMT Status
Electrical Length

BAMD ID

Line Attenuation
Signal Attenuation
Line Rate

Actual Data Rate
Attainable Rate
SMR Margin

Line Coding
Cutput Power
Actual Delay
Actual INP
Frevious Data Rate
15M CV

18M FEC

15M FECS

15M Elapsed time
15M ES

15M SES

18M LOSS

18M UAS

1Day CV

1Day FEC

1Day FECS
1Day Elapsed time
1Day ES

1Day SES

1Day LOSS

10ay LIAS

010100

Up

0.6 dB
Upstream
1
0.0 dB
0.0 dB
128912 kbps
100052 kbps
115419 kbps
6.2 db
1
14.0 dBm
ims
2.0 symhbols
0 kbps
]
0
0
844 secs

46344 secs
]
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Downstream
2

0.0dB
0.0dB
172920 kbps
100061 kbps
191815 kbps
14.4 db

1

14.4 dBm
5ms

7.0 symbols
0 kbps

]

0

0

757 secs

o o o o o o 9O

86257 secs
0

0
0
0



ARP Table

This table stores mapping information that the device uses to find the Layer 2 Media Access
Control (MAC) address that corresponds to the Layer 3 IP address of the device via the Address
Resolution Protocol (ARP) feature.

I Status l“}é— !

T ARP Table

Wired & Wireless

P Address MAC Address Interface Static ARP
192 168.1.100 00:05:5D:6458:D2 lan Mo

IP Address: Shows the IP Address of the device that the MAC address maps to.

MAC Address: Shows the MAC address that is corresponded to the IP address of the device it is
mapped to.

Interface: Shows the interface name (on the router) that this IP address connects to.

Static ARP: Shows the status of static ARP.
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DHCP Table

The DHCP Table lists the DHCP lease information for all IP addresses assigned by the DHCP
server in the device.

I Status 1“% .

~ DHCP Table

Leased Table
IP Address » MAC Address Client Host Mame Register Information

IP Address: The IP address which is assigned to the host with this MAC address.
MAC Address: The MAC Address of internal dhcp client host.
Client Host Name: The Host Name of internal dhcp client.

Register Information: Shows the information provided during registration.
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System Log

Display system logs accumulated up to the present time. You can trace its historical information
with this function.

I Status

¥ System Log

N N

Current Time:; Sat Jan 1 00:27:28 2000

Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

1
1
1
1
1
1
1
1
1
1
1
1
1
1

00:00:10 FDNSLOGIN: init ~
00:00:10 FDNSLOGIN: begin service loop for FakedDnsProxy

00:00:10 PPOELOGIN: proxy service 10080 ready

00:00:18 dnsmasq[242]: using nameserver 210.241.192 201#53

00:00:18 dnsmasq[242]: using nameserver 168.95.1. 1253

00:00:19 UPNPD[260]: HTTP listening on port 2800

00:00:19 UPNPD[260]: uuidvalue=uuid-28802880-2880-1880-a880-700062616104
00:00:28 DHCP SERVER: DHCPDISCOVER from 00:05:5d:6a:58:d2 via br0

00:00:28 DHCP SERVER: DHCP offer to 00:05:5d:6a:58:d2

00:00:28 DHCP SERVER: DHCP request from 00:05:5d-6a:58:d2

00:00:28 DHCP SERVER: DHCP ack to 00:05:5d:6a:58:d2

00:03:37 syslog: webs: admin (192.168.1.100) login...

00:05:26 DHCP SERVER: DHCPINFORM from 192.168.1.100

00:05:29 DHCP SERVER: DHCPINFORM from 192.168.1.100 -

[ Refresh ] [Clear]

Refresh: Click to update the system log.

Clear: Click to clear the current log from the screen.

I Status

¥ System Log

N N

Current Time; Sat Jan 1 00:27:48 2000

Refresh ] [Clear]
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Firewall Log

Firewall Log displays the log information of any unexpected events that occurs to your firewall
settings. This page displays the router Firewall Log entries which have been recorded when you
have enabled Intrusion Detection or Block WAN PING in the Configuration — Firewall section of the
interface. Please see the Firewall section of this manual for more details on how to enable Firewall

event logging.

| ¢ -
ISI'ITIIﬁ l“f

*Firewall Log
Current Time; Thu Jul 2 08:29:29 2009

Jul 2 08:28:44 URLFilter: [Domain] TCF packet from [bro] 192.168.1.101:29581 to
203.84.202.164:80

Refresh ] [Clear]
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UPnP Portmap
This section lists all the established port-mapping using UPnP (Universal Plug and Play).

Ismmﬁ \ “EIEI_ .

TUPnP Portmap

Tahle
Marme Frotocal External Fort Internal Port IF Address

Name: The Host Name of the internal UPNP client.
Protocol: The connection protocol of the UPNP client.
External Port: The external port for this connection.
Internal Port: The internal port for this connection.

IP Address: IP of the internal UPNP client.
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Configuration

When you click this item, the column will expand to display the sub-items that will allow you to further
configure your router.

LAN, WAN, System, Firewall, QoS, Virtual Server, Wake on LAN, Time Schedule and
Advanced.

The function of each configuration sub-item is described in the following sections.

F LAN

* VAN

F System

* Firewall

' QoS

F Virtual Server
* Wake on LAN

' Time Schedule
} Advanced
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LAN - Local Area Network

A Local Area Network (LAN) is a shared communication system network where many computers
are connected. This type of network is area defined and is usually limited to a confined region
within a building or just within the same storey of a building.

There are 6 items within the LAN section: Ethernet, IP Alias, Wireless, Wireless Security, WPS
and DHCP Server.

Ethernet

The router supports more than one Ethernet IP addresses in the LAN that supports multiple internet
access at the same time. Users usually only have one subnet in their LAN. The default IP address
for the router is 192.168.1.254.

IConﬂguraliDn L‘\é‘ .

¥ Ethernet

Parameters

IP Address 192.168.1.254
Metmask 2552552550

IP Address: The default IP on this router.
Netmask: The default subnet mask on this router.

RIP: RIP v1, RIP v2 Broadcast, RIP v2 Multicast and RIP v1+v2 Broadcast. Check to enable RIP
function.

Click Apply to confirm the settings.
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IP Alias

This function allows the addition an IP alias to the network interface. It further allows user the

flexibility to assign a specific function to use this IP.
ICDnﬂguratiDn

*|P Alias
Parameters
IF Address Metmask

|

IP Address: Enter the IP address to be added to the network.

Netmask: Specify a subnet mask for the IP to be added.

Click Apply to confirm the settings.
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Wireless
ICDnﬂguratiDn

*Wireless
Parameters
WLAMN Service

Maode
Mumber of Active 3510
S3510 Mo.

ESSID

Hide ESSID
Regulation Domain
Channel 1D

Channel Width

Tx PowerLevel

AP MAC Address

AP Firmware Yersion

(%1 Enable () Disable

|802.11g+n v

]

® 33101

|w|an—ap
(1 Enable (&) Disable

M.AmMerica w

|Channel 1(2.412 GHz) |+

20/40MHZ »

1100 (0 ~100)
00:04:ED:12:4B:F0

Billion 1.1.1

AR

WFS Service (1 Enable (&) Disable
WPS State Configured Unconfigured
WM (yEnable (&) Disable
Wireless Distribution System (WD3)
WDS Service (1 Enable (&) Disable

1. 2|
Peer WDs MAC address

3. .|

*WDS3 depends on the settings of main security encrption type. **

[ Apply ] [ Cancel ] Security settings »

Parameters

WLAN Service: Default setting is set to Enable. If you do not have any wireless, select Disable.

Mode: The default setting is 802.11g+n. If you do not know or have both 11g and 11b devices in
your network, then keep the default in mixed mode. From the drop-down manual, you can select
802.11g if you have only 11g card. If you have only 11b card, then select 802.11b. And if you have
11n card, you can select 802.11n.

Number of Active SSID: You can select 1, 2, or 4 SSIDs to be available at the same time.

SSID No.: The selection of SSIDs will depend on the Number of Active SSID. Select each SSID,
ranging from SSID1, SSID2, SSID3 and SSID4 and set their individual configurations.

Mumber of Active SSID 4w
SSID Mo. ®ssip1 O ssip2 Ossips O 8304
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ESSID: The ESSID is the unique name of a wireless access point (AP) used to distinguish one
from another. For security propose, change to a unique ID name which is already built into the
router wireless interface. It is case sensitive and must not exceed 32 characters. Make sure your
wireless clients have exactly the ESSID as the device in order to connect to your network.

Hide ESSID: This function enables the router to become invisible on the network. Thus, any
clients using the wireless setting to search for available or specific router on the network will not
be able to discover the router whose Hide ESSID function is set to enabled. The default setting is
disabled.

Enable: When enabled, you do not broadcast your ESSID. Therefore, no one will be able to
locate the Access Point (AP) of your router.

Disable: When disabled, you allow anybody with a wireless client to be able to locate the
Access Point (AP) of your router.

Regulation Domain: There are seven Regulation Domains for you to choose from, including
North America (N.America), Europe, France, etc. The Channel ID will be different based on this
setting.

Channel ID: Select the wireless connection channel ID that you would like to use.

Note: Wireless performance may degrade if the selected channel ID is already being
occupied by other AP(s).

Channel Width: Select either 20 MHz or 20/40 MHz for the channel bandwidth. The higher the
bandwidth the better the performance will be.

TX PowerLevel: Itis a function that enhances the wireless transmitting signal strength. User
may adjust this power level from minimum 0 up to maximum 100.

Note: The Power Level maybe different in each access network user premise environment,
choose the most suitable level for your network.

AP MAC Address: It is a unique hardware address of the Access Point.
AP Firmware Version: The Access Point firmware version.
WPS Service: Select Enable if you would like to activate WPS service.

WPS State: This column allows you to set the status of the device wireless setting whether it
has been configured or unconfigured. For WPS configuration please refer to the section on Wi-Fi
Network Setup for detail.

WMM: This feature is used to control the prioritization of traffic according to 4 Access categories:
Voice, Video, Best Effort and Background. Default is set to disable.

Wireless Distribution System (WDS)

It is a wireless access point mode that enables wireless link and communication with other access
points. It is easy to install simply by defining the peer’s MAC address of the connected AP. WDS
takes advantages of the cost saving and flexibility which no extra wireless client device is required
to bridge between two access points and extending an existing wired or wireless infrastructure
network to create a larger network. It can connect up to 4 wireless APs for extending cover range
at the same time.

In addition, WDS also enhances its link connection security mode. Key encryption and channel
must be the same for both access points.
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WDS Service: The default setting is disabled. Check Enable radio button to activate this function.

1. Peer WDS MAC Address: It is the associated AP’s MAC Address. It is important that your
peer’s AP must include your MAC address in order to acknowledge and communicate with
each other.

2. Peer WDS MAC Address: It is the second associated AP’'s MAC Address.
3. Peer WDS MAC Address: It is the third associated AP’s MAC Address.
4. Peer WDS MAC Address: It is the fourth associated AP’s MAC Address.

Note: For MAC Address, the format can be: XX:XX:XX:XX:XX:XX OF XX-XX-XX-XX-XX-XX.

Click Apply to confirm the settings.

You can click Security settings link next to Cancel button to go to Wireless Security screen (see
Wireless Security section).
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Wireless Security

You can disable or enable wireless security function using WPA or WEP for protecting wireless
network. The default mode of wireless security is disabled.

ICDnﬂguratiDn l“‘\g— !

*Wireless Security

Parameters

SSID Mo. ®EssID1

Security Mode | Disable v
[ Apply ] [ Cancel ]

SSID No.: The selection of SSIDs will depend on the Number of Active SSID set on Wireless
screen.

Security Mode: Select the security mode from the drop-down menu, there are Disable, WPA Pre-
Shared Key, WPA2 Pre-Shared Key, WPA/WPA2 Pre-Shared Key and WEP.

WPA | WPA2 | WPA/WPA2 Pre-Shared Key

ICDnﬂguratiDn l“‘\g— !

*Wireless Security

Parameters

SSID No. ® EssSID

Security Mode |‘."'.fF'.i'-.|"."'.fF'A2 Pre-Zhared Key w
WPA Algorithms [TKIP »

WPA Shared Key |

Group Key Renewal |35E|E| seconds
[ Apply ] [ Cancel ]

Security Mode: You can choose the type of security mode you want to apply from the drop-down
menu.

WPA Algorithms: There are 3 types of the WPA-PSK, WPA2-PSK and WPA/WPA2-PSK.

The WPA-PSK adapts the TKIP (Temporal Key Integrity Protocol) encrypted algorithms, which
incorporates Message Integrity Code (MIC) to provide protection against hackers. The WPA2-
PSK adapts CCMP (Cipher Block Chaining Message Authentication Code Protocol) of the AES
(Advanced Encryption Security) algorithms.

WPA Shared Key: The key for network authentication. The input format is in character style and
key size should be in the range between 8 and 63 characters.

Group Key Renewal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). Default value is 3600 seconds.

Click Apply to confirm the settings.
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WEP

ICDnﬂguratiDn l‘\é— .

*Wireless Security

Parameters

SSID No. ®EssiD

Security Mode | WEP v

WEP Authentication | Open System v

Default Used WEP Key 01020304

Passphrase (Generate Key) | | wepss || weP12s
Key 1 |Hex | |

Key 2 |Hex + |

Key 3 |Hex » |

Key 4 |Hex | |

WEP 64 - Hex: 10 Hex codes, (1~9, a~f, A~F). EX. 11aa22cc33.

WEP 64 - ASCIL 5 ASCI characters are required. Insert your WEP key manually. EX: 1a3eb.

WEP 128 - Hex: 26 Hex codes, (1~9, a~f, A~F). EX. 113a22cc33ddddeebbefffednf

WEP 128 - ASCIl: 13 ASCIl characters are required. Insert your WEP key manually. EX: 1a3e?ldbd3ert.

[ Apply ] [ Cancel ]

Security Mode: Choose the type of security mode WEP from the drop-down menu.

WEP Authentication: To prevent unauthorized wireless stations from accessing data transmitted
over the network, the router offers secure data encryption, known as WEP. There are 3 options to
select from: Open System, Shared Key or Both.

Default Used WEP Key: Select the encryption key ID; please refer to Key (1~4) below.

Passphrase: This is used to generate WEP keys automatically based upon the input string and a
pre-defined algorithm in WEP64 or WEP128.

Key (1~4): Enter the key to encrypt wireless data. To allow encrypted data transmission, the WEP
Encryption Key values on all wireless stations must be the same as the router. There are four keys
for your selection. The input format is in HEX or ASCII style, 5 and 13 ASCII codes are required for
WEP64 and WEP128 or 10 and 26 HEX codes are required for WEP64 and WEP128 respectively.

Click Apply to confirm the settings.
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WPS

WPS (WiFi Protected Setup) feature is a standard protocol created by Wi-Fi Alliance. This feature
greatly simplifies the steps needed to create a Wi-Fi networks for a residential or an office setting.
WPS supports 2 types of configuration methods which are commonly known among consumers:
PIN Method & PBC Method.

ICDnﬂguratiDn l‘\é .

*WPS

Parameters

WPS Service (1Enable (%) Disable
Role Reaqistrar Enrollee
WPS PIN 42776260

Enrollee's PIM
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Wi-Fi Network Setup

PIN Method: Configure AP as Registrar

1. Jot down the client’s Pin (eg. 16837546).

IConfiguration 1“‘\[“ .

WPS

Parameters

WP:S Service @ Enable Disable
Role @ Registrar Enrollee
WPS PIN 25879810

Enraollee’s PIN 16837546

2. Enter the Enrollee’s PIN number and then press Start.

3. Launch the wireless client's WPS utility (eg. Ralink Utility). Set the Config Mode as Enrollee,
press the WPS button on the top bar, select the AP (eg. wlan-ap) from the WPS AP List column.
Then press the PIN button located on the middle left of the page to run the scan.

- @ & B @ ¢ Z
WMM

Profile Metwork Advanced Statistics WPS Radio On/Off  About
WPS AP List
Rescan
ID : 00000 wlan-ap 00-10-92-C0-13-CD 1 i (R
ID : wlan-ap 00-04-ED-00-00-01 1 - Pin Code

4 n ’ 16837546  Renew

WPS Profile List Config Mode

Enrolee -

EIN [ wPs Associate IE Progress »» (%

PBC [@] ¥Ps Probe IE Disconnect

WPS status is disconnected

.
Status == Disconnected Link Quality == 0%
Extra Info => Signal Strength 1 =»> 0%
Channel == Signal Strength 2 == 0%
Authentication »> Noise Strength == 0%

Encryption ==
Network Type =» Transmit
IP Address =» Link Speed ==
Sub Mask =»
Default Gateway ==

Throughput >

Receive
HT
Link Speed =>
BW ==n/a SHRD == nfa
Throughput >> 0.000
Gl == nfa MC5=> nfa SHR1 == nfa

Kbps
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4. The client's SSID and security setting will now be configured to match the SSID and security
setting of the registrar.
- # @B © ¢ 72
=T gi( g ‘
Profile Metworl Advanced Statistics WM WPS Radio On/Off  About
WPS AP List
Rescan
wlan-ap 00-1D-92-C0-13-CD 1 i FrEr———
wlan-ap 00-04-ED-38-F7-2E 1 52 Pin Code
< | m | ¥ 16837546  Renew
WP Profile List 'CDI'Iﬁ'E Mode
> wlan-ap Enrollee e
1| i | »
EIN [ wPs Associate IE I Prog ress > 100 - Rotate
£5C [ vePs Probe IE PIN - Get WPS profile successfuly. Disconnect
Export Profie
.
Status =» wlan-ap <--= 00-1D-92-C0-13-CD _l Link Quality == 100% -
Extra Info ==  Link is Up [TxPower:100%] Signal Strength 1 == 64%
Channel >> 1 <--> 2412 MHz; central channel : 3 B - strength 2> 34%
Authentication > Open _ Moise Strength == 26%
Encryption == NOME
Metwork Type »> Infrastructure Transmit
IP Address =>  192.168.1.100 Link Speed == 270.0 Mbps
Sub Mask »>  255.255.255.0 Throughput > 5.600 Kbps
Default Gateway == 192.168.1.254
Receive
HT
Link Speed == 54.0 Mbps
BW ==40 SHRD =» 19
Throwghput =>81.608 Kbps 146840
Gl == long MC5 == 15 SMR1 == nia Kbps
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PIN Method: Configure AP as Enrollee

1. In the WPS configuration page, change the Role to Enrollee. Then press Start.
2. Jot down the WPS PIN (eg. 25879810).

I Configuration

*WPS
Parameters

WPS Service

@ Enable (O Disable

Role (") Registrar @ Enrollee
WPS PIN 25879810

Mode

PIM

3. Launch the wireless client's WPS utility (eg. Ralink Utility). Set the Config Mode as Registrar.
Enter the PIN number in the PIN Code column then choose the correct AP (eg. wlan-ap) from
the WPS AP List section before pressing the PIN button to run the scan.

i &
ek T ,
Profile MNetwark Advanced Statistics WM WPS Radio On/Off  About
WPS AP List
Rescan
1D : 0x0000 wian-ap 00-10-92-C0-13-CD 1 Infarmation
ID: D2-VPN 00-1B-11-E4-DA-DS 7 - Fin Code
< T ’ 258TIE10
'WPS Profile List Config Mode

ExRegNWEA4036

a2 Pegistrar -

PIN
PEC

Status ==

Extra Info ==
Channel =»
Authentication =>
Encryption ==
Hetwork Type ==

IP Address ==

Sub Mask ==
Default Gateway ==

BW ==nfa

Gl => nfa

L

[ wPs Associate IE
@] WPS Probe IE

Disconnected
HT
SHMRD == nifa
MC5=> nfa 5MR1 == nfa

Progress =» 0% Rotate
Disconnect
Export Profile
Link Quality == 0%
Signal Strength 1 == 0%
Signal Strength 2 == 0%
Noise Strength >> 0%
Transmit
Link Speed > Max
Throughput »= 0.000
Kbps
Receive
Link Speed ==

Throughput ==

62




4. The router’'s (AP’s) SSID and security setting will now be configured to match the SSID and

security setting of the registrar.

B - > @ ?
Profile Metwork Advanced Statistics WMM WPS Radio On/Off  About
WPS AP List
Rescan
ID: ExRegHWEA4036 00-1D-92-C0-13-CD 1 LA Information
ID: wian-ap 00-04-ED-38-F7-2E 1 Z Fin Code
< | 1 4 2RETIE10
WPS Profile List Config Mode
=

P ExRegNWEA4036

4 |

m [ ¥

Registrar hd

Rotate
Disconnect
Expaort Profile

FIN [ wPs Associate IE
REC IEWPS Probe IE PIM - Get WPS profile successfuly.
Status »> ExRegNWEA4036 <--= 00-1D-92-C0-13-CD

Extra Info ==

Link is Up [TxPower:100%]

Signal Strength 1 => 65%

Channel == 1 <--= 2412 MHz; central channel : 3 Signal Strength 2 =» 39%
Authentication >>  WPAZ-PSK Moise Strength == 26%
Encryption => AES
Network Type ==  Infrastructure Transmit
IP Address »> 192.168.1.100 Link Speed => 243.0 Mbps
Sub Mask => 255.255.255.0 Throughput »> 0.000 Kbps
Default Gateway > 192.168.1.254
Receive
HT
Link Speed == 40.5 Mbps
BW ==40 SHRD == 20
Throwghput ==98.612 Kbps
Gl == long MCS == 14 SHR1 == nifa

5. Now to make sure that the setup is correctly done, cross check to see if the SSID and the security
setting of the registrar setting match with the parameters found on both Wireless Configuration
and Wireless Security Configuration page.
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-~ & & @ © I Z @

Profile Network  Advanced Statistics WMM WPS  Radio On/Off  About

WPS AP List

Rescan
ID: wian-ap 00-1D-92-C0-13-CD 1 i Information

ID: wian-ap 00-04-ED-22-22-23 1 - Pin Code

< m ke Iz&a?';ram Renewy

WPS Profile List :Cﬂﬂﬁﬁ Mode

ExRegNWEA4036 = I Registrar - I

Detai

4| 1 3

FIN [@] wPs Associate IE | Progress »> 0% Rotate
PEC [l WPS Probe IE

[WPS status is disconnected

SSID >> IExRegNWEMDS&

BSSID =>  O0-00-00-0:0-00-00

Authentication Type »> | wPAZ-PSK v| Encryption Type »> [aes -
Key Length »» |5 j Key Index »= |1 j
Key Material »= |B11B5B9F3403DCB0BBATIBF3EATET581C37DCABDD147C4E62526DAEBCIIDEF7E

[@]show Password

Ok Cancel

*Wireless
Parameters
WLAN Semvice @ Enable () Disable
Maode 802.11g+n Ad
Number of Active SSID [T
S5ID No. @ S5ID1
ESSID ExRegMWEA4036
Hide ESSID ) Enable @ Disable
Regulation Domain MN.America
Channel ID Channel 1 (2412GHz) -
Channel Widih 20140MHZ ~
Tx Power Level 100 (0 ~100)
AP MAC Address 00:1D:92:C0:13:CD
AP Firmware Version 11.7.0
WPS Service @ Enable () Disable
WPS State @ Configured ) Unconfigured
WHIM ) Enable @ Disable
Wireless Distribution System (WDS)
WDS Senice ) Enable @ Disable
Peer WDS MAC address B =

3. 4.

Apply Securily sellings ¥
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T Wireless Security
Parameters
551D Mo,

Security Mode
WPA Algorithms
WPA Shared Key

Group Key Renewal

@ ESSIDT

WPAZ Pre-Shared Key -
AES -
511BSBIF3403DCB0E!

3600 seconds
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PBC Method:

1. Press the PBC button of the AP.

2. Launch the wireless client's WPS Utility (eg. Ralink Utility). Set the Config Mode as Enrollee.
Then press the WPS button and choose the correct AP (eg. wlan-ap) from the WPS AP List
section before pressing the PBC button to run the scan.

E e & D ) ® Z

PrU_fiLe Metwork Advanced Statistics WMM WPS Radio On/Off ,ﬁ:bout

I

WPS AP List
Rescan

ID: wian-ap 00-04-ED-00-00-01 1 0 Information

1D 1 00004 wlan-ap 00-10-92-C0-13-CD 1 5 Pin Code

1 m r 16837546  Rensw

WP5 Prafile List Config Mode

Enrolee hd

PIN [ wPs Associate IE Progress =» 0%

REC @ HESLIOEL WPS status is disconnected Liscongect

Link Quality »> 0%
Signal Strength 1 == 0%
Signal Strength 2 =»> 0%

Status »» Disconnected
Extra Info ==
Channel ==
Authentication == Moise Strength == 0%

Encryption =»

Network Type =» Transmit
IP Address == Link Speed ==
fllzei— Throwghput ==
Default Gateway ==
Receive
HT
Link Speed ==
BW ==nia SHRO == nia
Throughput »> 147.408
Gl == nfa MC5== nia SMR1 == nia Kbps
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3. When the PBC button is pushed, a wireless communication will be established between your
router and the PC. The client's SSID and security setting will now be configured to match the
SSID and security setting of the router.

1ot =
danls & 5 :
Profile Network Advanced Statistics WMM WPS Radio On/Off  About
WPS AP List
Rescan
ID: wlan-ap 00-10-92-C0-13-CD 1 Information
ID: wlan-ap 00-04-ED-38-F7-2E 1 < Pin Code
4 il b 168375456  Renew
WPS Profile List Cc-nﬁg Mode
’ wilan-ap Enrolee -
4 [ 3
- L e ———n
PEC (] v/Ps Probe IE PBC - Get WPS profile successfully. Disconnect
Export Profile
s
Status >>  wilan-ap <--» 00-1D-92-C0-13-CD Link Quality >> 100%
Extra Info »>  Link is Up [TxPower:100%] Signal Strength 1 == 60%
Channel >» 1 <--= 2412 MHz; central channel : 3 Signal Strength 2 »» 44%
Authentication »=  Open Noise Strength == 26%
Encryption => MNOMNE
MHetwork Type ==  Infrastructure Transmit
IP Address =>  192.168.1.100 Link Speed = 243.0 Mbps
Subr Mask »> 255,255.255.0 Throughput =» 0.192 Kbps
Default Gateway == 192.168.1.254
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Link Speed == 81.0 Mbps
BW == 40 SMRO == 20
Throughput »=93.732 Kbps
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Wi-Fi Network Setup with Windows Vista WCN:

1. Jot down the AP PIN from the Web (eg. 25879810).
2. Access the Wireless configuration of the web GUI. Set the WPS State to Unconfigured then

click Apply.
> Wireless
Parameters
WLAN Senvice @ Enaple ) Disable
Mode 802 11g+n -
Nurnber of Active SSID [1]%
581D Mo. @ 58101
ESSID wlan-ap
Hide ESSID ) Enable @ Disable
Regulation Domain MN.America
Channel ID Channel 1 (2412GHz) =
Channel Width 20/40MHZ
Tx Power Level 100 {0 ~100)
AP MAC Address 00:1D:92:C0:13:CD
AP Firmware Version 11.7.0
WPS Senice @ Enable () Disable
WPS State ) Configured @ Unconfigured
WM (©) Enable @ Disable

Wireless Distribution System (WDS)

WDS Service ) Enable (@ Disable
1
3.

 Peer WDS MAC address
Apply Security seftings »

3. Inyour Vista operating system, access the Control Panel page, then select Network and Internet
> View Network Computers and Devices. Double click on the BiPAC 8200N icon and enter the
AP PIN in the column provided then press Next.
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E Fictures
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More nformation that came with the device or on & sticker on the deace,
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