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Chapter 1: Introduction

Introduction to your Router

The BIPAC 7820NZ, triple-WAN 3G/LTE/ADSL2+ firewall router is integrated with the 802.11n
Wireless Access Point and 4-port switch. It is a cutting-edge networking product for SOHO and
office users. Uniquely, the router allows users to directly insert 3G/4G LTE SIM card into its built-in
SIM slots instead of requiring external USB modems. This design will avoid compatibility issues of
many different 3G/LTE USB modems. With the increasing popularity of the 3G/4G LTE standard,
communication via the BIPAC 7820NZ is becoming more convenient and widely available -
enabling users to use a 3G/4G LTE, UMTS, EDGE, GPRS, or GSM Internet connection, making
downstream rates of up to 100Mbps possible. Users can watch movies, download music or access
e-mail wherever a 3G/4G LTE connection is available.

3G/AG LTE Mobility and Always-on Connectivity

The BIiPAC 7820NZ router allows you to insert 3G/4G LTE SIM card to its built-in SIM slots,
enabling you to use a 3G/4G LTE Internet connection, which makes downstream rates of up to
100Mbps * possible. With the increasing popularity of the 3G/4G LTE standard, communication via
the BIPAC 7820NZ is becoming more convenient and widely available - allowing you to watch
movies, download music on the road, or access e-mail no matter where you are. You can even
share your Internet connection with others, no matter if you're in a meeting, or speeding across the
country on a train. The auto fail-over feature ensures optimum connectivity and minimum
interruption by quickly and smoothly connecting to a 3G/4G LTE network in the event that you
ADSL/Fibre/Cable line fails. The BIiPAC 7820NZ will then automatically reconnect to the
ADSL/Fibre/Cable connection when it is restored, reducing connection costs. These features are
perfect for office situations when a constant and smooth WAN connection is critical.

Optimal wireless performance

With an integrated 802.11n Wireless Access Point, the router delivers up to 6 times the speed of an
802.11a/b/g network device. It supports a data rate of up to 300Mbps and is also compatible with
802.11a/b/g equipment. The Wireless Protected Access (WPA-PSK/WPA2-PSK) and Wireless
Encryption Protocol (WEP) features enhance the level of transmission security and access control
over wireless LAN. The router also supports the Wi-Fi Protected Setup (WPS) standard, allowing
users to establish a secure wireless network by simply pushing a button. If your network requires
wider coverage, the built-in Wireless Distribution System (WDS) repeater function allows you to
expand your wireless network without the need for any external wires or cables.

Secure VPN Connections

The BIPAC 7820NZ supports all currently popular secure VPNs, including embedded IPSec VPN,
PPTP, L2TP, OpenVPN, GRE, which satisfies different users’ needs, allowing users to establish
encrypted private connections over the Internet with your optimum VPN options. You can access
your corporate Intranet and transmit sensitive data between branch offices and remote sites
anytime; even when you are out of office, thus enhancing productivity.



Smooth, Responsive Net Connection

Quality of Service (QoS) gives user full control over outgoing data traffic. Priority can be assigned
by the router to ensure that important transmissions like gaming packets, or IPTV/streaming content
passes through the router at lightning speed, even when there is heavy Internet traffic. The speed
of different types of outgoing data passing through the router is also controlled to ensure that users
do not saturate bandwidth with their browsing activities.

IPv6 supported

Internet Protocol version 6 (IPv6) is a version of the Internet Protocol that is designed to succeed
IPv4. IPv6 has a vastly larger address space than IPv4. This results from the use of a 128-bit
address, whereas IPv4 uses only 32 bits. The new address space thus supports 2'?® (about
3.4x10%) addresses. This expansion provides flexibility in allocating addresses and routing traffic
and eliminates the primary need for network address translation (NAT), which gained widespread
deployment as an effort to alleviate IPv4 address exhaustion.

The BIPAC 7820NZ fully supports IPv6 (Internet Protocol Version 6), launched as the current IPv4
range is filling up, and IPv6 is gradually becoming the indispensable addressing system for savvy
cloud computing users. Dual stack means the router is capable of running IPv4 and IPv6 in parallel
during the transition period. With Billion IPv6 enabled devices, three major transition mechanisms
such as Dual-Stack, Dual-Stack Lite, and 6RD (IPv6 rapid deployment) are supported to be
adapted easily into service provider’'s IPv4/IPv6 network

Virtual AP

A “Virtual Access Point” is a logical entity that exists within a physical Access Point (AP). When a
single physical AP supports multiple “Virtual APs”, each Virtual AP appears to stations (STAs) to be
an independent physical AP, even though only a single physical AP is present. For example,
multiple Virtual APs might exist within a single physical AP, each advertising a distinct SSID and
capability set. Alternatively, multiple Virtual APs might advertise the same SSID but a different
capability set — allowing access to be provided via Web Portal, WEP, and WPA simultaneously.
Where APs are shared by multiple providers, Virtual APs provide each provider with separate
authentication and accounting data for their users, as well as diagnostic information, without
sharing sensitive management traffic or data between providers. You can enable the virtual AP.

Web Based GUI
It supports web based GUI for configuration and management. It is user-friendly and comes with

online help. It also supports remote management capability for remote users to configure and
manage this product.

Firmware Upgradeable

Device can be upgraded to the latest firmware through the WEB based GUI.


http://en.wikipedia.org/wiki/Internet_Protocol�
http://en.wikipedia.org/wiki/IPv4�
http://en.wikipedia.org/wiki/Network_address_translation�

Features

* IPv6 ready (IPv4/IPv6 dual stack)

* Triple-WAN ports for 3G/4G LTE, ADSL2+, Ethernet WAN (EWAN) for broadband
connectivity

* 3G/AG LTE embedded with dual SIM card slots

« High-speed Internet Access via ADSL2 / 2+; Backward Compatible with ADSL

» Ethernet port #4 can be configured as a WAN interface for broadband connectivity

* Auto fail-over to ensure an always-on WAN connection

* IEEE 802.11 b/g/n compliant Wireless Access Point with Wi-Fi Protected Setup (WPS)

» Wi-Fi Protected Access (WPA-PSK/ WPA2-PSK) and Wired Equivalent Privacy (WEP)
support

» Secured 16 IPSec VPN tunnels with powerful DES/ 3DES/ AES

* PPTP VPN with Pap/ Chap/ MS-CHAPV2 authentication

* Pure L2TP and L2TP over IPSec

* OpenVPN with CA authentication and extensive OpenSSL encryption

* GRE tunnel

« SOHO Firewall Security with DoS Preventing and Packet Filtering

« Quality of Service Control for traffic prioritization and Bandwidth management

« Universal Plug and Play (UPnP) Compliance

- Supports IPTV Application

» USB port for print server, NAS(Samba), FTP server DLNA media server

« Ease of Use with Quick Installation Wizard (EZSO)

ADSL Compliance
e Compliant with ADSL Standard
- Full-rate ANSI T1.413 Issue 2
- G.dmt (ITU G.992.1)
- Gllite (ITU G.992.2)
- G.hs (ITU G.994.1)
e Compliant with ADSL2 Standard
- G.dmt.bis (ITU G.992.3)
- ADSL2 Annex M (ITU G.992.3 Annex M)
« Compliant with ADSL2+ Standard
- G.dmt.bis plus (ITU G.992.5)
- ADSL2+ Annex M (ITU G.992.5 Annex M)



Network Protocols and Features
« IPv4 or IPv4 / IPv6 Dual Stack
» NAT, static (v4/v6) routing and RIP-1/2
« IPv6 Stateless / Stateful Address Auto-configuration
« IPv6 Router Advertisement
* IPv6 over PPP
« DHCPvV6
* [P Tunnel IPv6 in IPv4(6RD)
« IP Tunnel IPv4 in IPv6(DS-Lite)
« Universal Plug and Play (UPnP) Compliant
« Dynamic Domain Name System (DDNS)
« Virtual Server, DMZ
« SNTP, DNS relay, IGMP snooping and IGMP proxy for video service
« MLD snooping and MLD proxy for video service
» Management based-on IP protocol, port number and address
« SMTP client with SSL/TLS
« Supports port-based and tag-based Interface Grouping (VLAN)

3G/4G LTE ™
* LTE: peak downlink speed of up to 100Mbps and peak uplink speed of up to 50Mbps
- Supports multi-band LTE: 2100MHz (B1), 1800MHz (B3), 2600MHz (B7), 900MHz
(B8), 800MHz (B20).
- Supports multi-oand WCDMA: 2100MHz (B1), 1900MHz (B2), 850MHz (B5), 900MHz
(B8)
* 3G/HSPA+: peak downlink speed of up to 14.4Mbps and peak uplink speed of up to
5.76Mbps
- Supports dual-band WCDMA: 900MHz and 2100MHz or multi-band WCDMA:
850MHz, 1900MHz and 2100MHz
- Supports Quad-band EDGE/GPRS/GSM: 850MHz, 900MHz, 1800MHz, 1900MHz

* Web-based GUI for configuration and management

Firewall
* Built-in NAT Firewall
« Stateful Packet Inspection (SPI)
* DoS attack prevention
» Supports Web (http)/SSH/FTP/Telnet/SNMP

 Packet Filtering (v4/v6) - port, source IP address, destination IP address



* URL Content Filtering (v4/v6) — string or domain name detection in URL string
* MAC Filtering

» Password protection for system management

Quality of Service Control
 Supports the DiffServ approach
« Traffic prioritization and bandwidth management based-on |Pv4/IPv6 protocol, port

number and address

ATM, PTM and PPP Protocols
« ATM Adaptation Layer Type 5 (AALS)
* Multiple Protocol over ALL5 (RFC 268, formerly RFC 1483)
« Bridged or routed Ethernet encapsulation
« VC and LLC based multiplexing
« PPP over Ethernet (PPPoE)
« PPP over ATM (RFC 2364)
« Classical IP over ATM (RFC 1577)
« MAC Encapsulated Routing (RFC 1483 MER)
« OAM F4 / F5

IPTV Applications™
« IGMP Snooping and IGMP Proxy
* MLD Snooping and MLD Proxy
« Interface Grouping (VLAN)
« Quality of Service (QoS)
e Supports VLAN MUX

Wireless LAN
« Compliant with IEEE 802.11 b/ g/ n standards
¢ 2.4-2.484GHz radio band for wireless
« Up to 300 Mbps wireless operation rate
« 64 / 128 bits WEP supported for encryption
« WPS (Wi-Fi Protected Setup) for easy setup
e Supports WPS v2
» Wireless Security with WPA-PSK / WPA2-PSK support

» Multiple wireless SSIDs with wireless gust access and client isolation



« WDS repeater function support

» 802.1x radius authentication supported

USB Application Server
» Storage/NAS: Samba server, FTP Server, DLNA media server

 Printer Server

Virtual Private Network (VPN)
* 16 IPSec VPN tunnels
« IKE key management
« DES, 3DES and AES encryption for IPSec
* L2TP over IPSec
» Pap/ Chap/ MS-CHAPv2 authentication for PPTP
« IPSec pass-through
* OpenVPN with CA authentication and extensive OpenSSL encryption
* GRE tunnel

Management
- Easy Sign-on (EZSO)
» Web-based GUI for remote and local management (IPv4/IPv6)
« Firmware upgrades and configuration data upload and download via web-based GUI
« Embedded Telnet server for remote and local management
» Supports DHCP server / client / relay
 Supports SNMP v1,v2, MIB-l and MIB-II
« TR-069*! supports remote management
« Available Syslog
* Mail alert for WAN IP changed
+ Auto failover and fallback

* Push Service



Hardware Specifications

Physical Interface
* WLAN: internal antennas

« 3G antenna: 3G antenna x 1 PCS™(only for 3G mode)

* 4G LTE antennas x 2 PCS™ (only for 4G LTE mode)

« DSL: ADSL port

« USB 2.0 port for storage service (Samba, FTP server), printer server

« Ethernet: 4-port 10 / 100Mbps auto-crossover (MDI / MDI-X) Switch

« EWAN: Ethernet port #4 can be configured as a WAN interface for Broadband
connectivity.

* Dual SIM card slots

« Factory default reset button

« WPS push button

» Power jack

» Power switch

1. On request for Telco / ISP projects
”072-. 2. IPTV application may require subscription to IPTV services from a Telco / ISP.

¢ 3. The 3G / 4G LTE data rate is dependent on your local service provider and your 3G / 4G
LTE card. The 3G model comes with 1 antenna and 3G/4G LTE model comes with 2

antennas.

4. Specifications on this datasheet are subject to change without prior notice.




Chapter 2: Installing the Router

Package Contents
* 3G/4G LTE Embedded with Dual-SIM Slots ADSL2+ Wireless-N VPN Firewall Router
*Quick Start Guide

*CD containing the on-line manual
* RJ-45 Cat. 5e STP Ethernet cable

*RJ-11 ADSL/ telephone cable

*Power adapter

* 3G antenna: 3G antenna x 1 PCS (only for 3G mode)
* 4G LTE antennas x 2 PCS (only for 4G LTE mode)
 Splitter / Micro-filter (Optional)

RJ-45
Ethernet cable

Phone cable

(The type may differ by different country)

s = N =N ( ™\
3G 4G/LTE ADSL2+ . :
Router Quick Start Guide CD
BN sl Ny J
> & c
RJ-11 Power Adapter LTE Antennas

(LTE mode)




Important note for using this router

1. Do not use the router in high humidity or high temperatures.

2. Do not use the same power source for the router as other equipment.

3. Do not open or repair the case yourself. If the router is too hot, turn off the power
immediately and have it repaired at a qualified service center.

4. Avoid using this product and all accessories outdoors.

Warning
1. Place the router on a stable surface.
2. Only use the power adapter that comes with the package. Using a different voltage rating
power adapter may damage the router.
Attention




Device Description

The Front LEDs

@

(3)a)sXe) (7))

._.

)

b
USB Wireless WPS x DSL Internet J

(T T
= U
g
@

Nm
=5
]
=
o

(]

T

e —l

- [ [ 1 1 L1 1 [ | =T
LED Status Meaning

Red Boot failure or in emergency mode

1 Power
Green System ready

X Ethernet Port Green Transmission speed hitting 10/100Mbps

1-4 (EWAN) o ] ] ]

Blinking Data being transmitted/received

3 USB Green Connected to the USB device (USB 2.0 Storage, Printer).
Green Wireless connection established

4 Wireless
Green blinking Sending/receiving data
Green blinking WPS configuration being in progress

5 WPS
Off WPS process completed or WPS is off
Green 3G/LTE service(down) is up.
Slow ~—orange | \ye. 3G/LTE signal
blinking

6 3G/LTE Quick

uict Orange I Moderate 3G/LTE signal

blinking
Solid orange Strong 3G/LTE signal
Green Blinking DSL synchronizing or waiting for DSL synchronizing

7 DSL Green Successfully connected to an ADSL DSLAM (Line Sync).
Off DSL cable unplugged
Green Having obtained an IP address successfully

8 Internet
Off Router in bridge mode or DSL connection not present.
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The Rear Ports

) ®) (5141312 (1)

,[-—l - W 1wy - — =
I 1
D Yy <
E : ©
T 1] 1 L1 [T F—
Port Meaning
Power Connect the supplied power adapter to this jack.

Power Switch

Power ON / OFF switch.

After the device is powered on, press it 5 seconds or above: to restore to factory

RESET default settings (this is used when you cannot login to the router, e.g. forgot the
password)
1 WPS button: Push WPS button to trigger Wi-Fi Protected Setup function.

WPS 2. Wireless on/off: When WPS is disabled, WPS button can act as wireless on/off

button.
Press WPS button more than 2 seconds to switch on/off the wireless connectivity,.

SIM card slots

BiPAC 7820NZ provides dual-SIM failover mobile connection with two embedded
SIM slots. Please plug SIM card into the slot.

usSB Connect the USB device (USB 2.0 hard driver, Printer) to this port to server.
Connect a UTP Ethernet cable (Cat-5 or Cat-5€) to one of the four LAN ports when
Ethernet connecting to a PC or an office’lhome network of 10Mbps /100Mbps.
Note: Port #4 can be configured as a WAN Interface for Broadband connectivity.
DSL Connect this port to the DSL network with the RJ-11 cable (telephone) provided.
The detachable antennas.
Antennas

» 3G antenna: 3G antenna x 1 PCS (only for 3G mode)
* 4G LTE antennas x 2 PCS (only for 4G LTE mode)
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Cabling

One of the most common causes of problems is bad cabling or ADSL line(s). Make sure that all
connected devices are turned on. On the front panel of your router is a bank of LEDs. Verify that the
LAN Link and ADSL line LEDs are all lit. If they are not, verify if you are using the proper cables. If
the error persists, you may have a hardware problem. In this case, you should contact technical
support.

Make sure you have a line filter with all devices (e.g. telephones, fax machines, analogue modems)
connected to the same telephone line and the wall socket (unless you are using a Central Splitter or
Central Filter installed by a qualified and licensed electrician), and ensure that all line filters are
correctly installed and the right way around. Missing line filters or line filters installed the wrong way
around can cause problems with your ADSL connection, including causing frequent disconnections.
If you have a back-to-base alarm system you should contact your security provider for a technician
to make any necessary changes.

12



Chapter 3: Basic Installation

The router can be configured through your web browser. A web browser is included as a standard
application in the following operating systems: Linux, Mac OS, Windows 7 / 98 / NT / 2000 / XP / Me
/ Vista, etc. The product provides an easy and user-friendly interface for configuration.

Please check your PC network components. The TCP/IP protocol stack and Ethernet network
adapter must be installed. If not, please refer to your Windows-related or other operating system
manuals.

There are ways to connect the router, either through an external repeater hub or connect directly
to your PCs. However, make sure that your PCs have an Ethernet interface installed properly prior
to connecting the router device. You ought to configure your PCs to obtain an IP address through
a DHCP server or a fixed IP address that must be in the same subnet as the router. The default IP
address of the router is 192.168.1.254 and the subnet mask is 255.255.255.0 (i.e. any attached PC
must be in the same subnet, and have an IP address in the range of 192.168.1.1 to 192.168.1.253).
The best and easiest way is to configure the PC to get an IP address automatically from the router
using DHCP. If you encounter any problem accessing the router web interface it is advisable to
uninstall your firewall program on your PCs, as they can cause problems accessing the IP address
of the router. Users should make their own decisions on what is best to protect their network.

Please follow the following steps to configure your PC network environment.

¥
”072; Any TCP/IP capable workstation can be used to communicate with or through this router. To
configure other types of workstations, please consult your manufacturer documentation.

13




Connecting Your Router

Users can connect the Dual-SIM 3G/4G LTE ADSL2+ router as the following.

Note: BIPAC 7820NZ offers different mobile antennas distribution for 3G and 4G/LTE mode for an optimal
performance. Here, we take the LTE mode for an example in the illustration.

« 3G antenna: 3G antenna x 1 PCS
* 4G LTE antennas x 2 PCS

ADSL Router mode:

WX Ethernat
] J‘; .' -
— 11 [55] ™ ' | ] 1 ] ]
2 K 2 2 2 5 SIM card available from
o
] G 7 2 G H your service providers
[5] (5] (5] (5] (3] a
E g E ] ] [ Power Adaptar
= ] ] & & o
o F £ = = @
] o o b} g
. - -— - HDD, Pen drive, otc £ \'
- - Pitter ‘. 1
—] Lina |
re==m QoS (Prioritization, IP Throtting)
i | |
- - - 3

Broadband Router mode:

f

Power

@) Korr MAIN

Reset g ON

Ethernet

DSL 4 3 2 1 02
I e L] (e
o

[ N— SIM \
7z 7z = ] 2 o o = SIM card available from
- 2 a 2 2 5 your service providers
O 51 8| 3 3| ¢ ®
’ - - - et - - - £
\/) = - E: g g g 5 Power Adapter
E E E E 3
@ @ -] @
& & 5 & 9
] i} i w e
Cmd—i— 19 19 —
Modem Z . HDD, Pen drive, etc # %
{Cable, VDSL, Flber, PON, etc) o

| IQDSIiplriolritization. 1IP Thro.t‘liljg}l | ,:&
L. |

- T -y
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3G/LTE Router mode

DSL 4 3 2 1 n:
e e e e v |

Ethernet

USB @) RorrF
e

Reset L oN

Power

' SIM

éﬂ Ethernet Cable

! Ethernet Cable
Ul

15

Ethernet Cable
USB Connection

|

HDD, Pen drive, etc

SIM card available from
your service providers
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Network Configuration

Configuring a PC in Windows 7/8

1. Go to Start. Click on Control
Panel.
Then click on Network and
Internet.

2. When the Network and Sharing
Center window pops up, select
and click on Change adapter
settings on the left window
panel.

3. Select the Local Area
Connection, and right click the
icon to select Properties.

(=5 w5
ol

=4[ 5=

GCJ [ES + Control Panel »

Adjust your computer's settings View by:  Category ¥

User Accounts and Family Safety
) Add or remove user accounts
) Set up parental controls for any user

,v‘ System and Security

our computer's status

Appearance and Personalization

w Change the theme
Change desktop background

.. Network and Internet
G i viewn i

2., Choose homegroup and sharing options Adjust screen resolution

! Hard‘ware an‘d S?‘“d Clock, Language, and Region
View devices and printers
ﬁ E L Change keyboards or other input methods

Add a device

Adjust commanly used mobility settings

# W\ [aseof Access
J Let Windows suggest settings

=
- Programs Optimize visual display

ks
N8 Uninstall s program

[EER =5
o
)

tr <« Metwork and Intemet b Metwerk and Sharing Center

+[44][ 5=

Contrel Panel Home . . . . .
View your basic network information and set up connections

LY = @

See full map

Change adapter cettings

o TEST-PC BGSLOM-CNC Intemet
(This computer)
settings . -
View yeur active netwerks Connect or discennect
F==r BGSION-CNC Access type: Internet i
“h R 5 Connections: reless Network Connection
Public network
an
Change your netwerking settings
i Setup a new connection or network
=" Setup awireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
paint.
'~§. Connect to a network
Connect or reconnect te a wireless, wired, dial-up, or VPN network cennection.
U &/ « Metwork and Intemet » Network Connections » +[44][ 5= o
Organize » Disable this netwerk device Diagnose this connection Rename this connection  »» = O @

Local Area Cannection | = Network Extender

@ standalone Network Extender

Net(| @ Dicable F=. Disconnected >, Disconnected
@2 Brod . B Metwork Extender SSLVPN Adapter % Standelone Network Extender SSL...
atus
Wire Wireless Network Connection 3
Diagnose

.
k! Not connected
ol \icrosoft virtust wiFi Miniport A...

b4
El

# Bridge Connections

Create Shortcut
Delete

® Rename

# Properties I

—
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IPv4:

4. Select Internet Protocol | . )
Version 4 (TCP/IPv4) then click + Local Area Connection Properties

Properties Metworking | Sharing

Connect using:

l_-'l'* Broadcom 57k Gigabit Integrated Contraller

This connection uses the following tems:

o8 Cliert for Microsoft Networks

810,05 Packet Scheduler

.Q File and Printer Sharing for Microsoft Metwarks
. Intemet Protocal Varsion 6 (TCP/IPYE)

4
i Linke-Layer Topology Discovery Mapper [0 Driver
v Linlke-Layer Topology Discovery Responder

[ Install... ] Uninstall Froperties

Diescription

Transmission Contral Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse inferconnected networks.

[ OK ][ Cancel ]

5. In the TCP/IPv4 properties

. . 1 1, x
window, select the Obtain an IP Internet Protocol Version 4 (TCP/IPvd) Properties -H
add ress autom atically and General | Altemnate Configuration

Obtain DNS Server address

automatically radio buttons. ‘You can get IP settings assigned automatically if vour network supports

this capability, Otherwise, you need to ask your network administrataor

Then click OK to exit the setting. for the sppropriste P settings.

6. Click OK again in the Local
Area Connection Properties
window to apply the new
configuration. IF address:

i@ Obtain an IP address automatically
() Use the following IP address:

Subnet mask:
Defaulk gateway:

(@ Obtain DMS server address automatically

{1 Use the following DMS server addresses:

Preferred DMS server:

Alkernate DMS server:

Validate settings upon exit

[ OK ][ Cancel ]
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IPv6:

4.

Select Internet Protocol
Version 6 (TCP/IPv6) then click
Properties

In the TCP/IPv6 properties
window, select the Obtain an
IPv6 address automatically
and Obtain DNS Server
address automatically radio
buttons. Then click OK to exit
the setting.

Click OK again in the Local
Area Connection Properties
window to apply the new
configuration.

[E] Local Area Connection Properties

Metworking | Sharing

Connect using:

l_-'lf‘ Broadcom 570x Gigabit Integrated Controller

This connection uses the following tems:

9™ Cliert for Microsoft Networks
QGDS Packet Scheduler

Imtemet Protocol Version g TCP/I Py

. TNEmet Protocol versiond (1L TPva]
i |inke-Layer Topology Discoveny Mapper 150 Driver
i Link-Layer Topology Discovery Responder

oncs

Imstall... Uininstall Froperties

Description
TCPIAP version 6. The next-genetion version of the internet

pratacol that provides communication across diverse
interconnected networks.

oKk || Cancel |

P

[ Intemet Protocol Version 6 (TCP/IPVE) Properties |2 e

General |

You can get IPv6 settings assigned automatically if your netwerk supports this capabiity.
Otherwise, you need to ask your netwark administrator for the appropriate IPv6 settings.

@ Obtain an [PvE address automatically
Use the following IPvé address:

" Obtain DNS server address automatically
@' Use the following DNS server addresses:

Preferred DNS server:
Alternate DNS server:
vt settos pon ext —
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Configuring a PC in Windows Vista

1. Go to Start. Click on Network.

2. Then click on Network and
Sharing Center at the top bar.

m Add a printer 8 Add a'wire

I ‘ Organize v = Views ~ 3 NEWGTKand SHanng Center

This computer is not connected to a network. Click to connect...

. Nameﬁ Category

Eavortelinks Workgroup Metwork location

E| Documents

E| Pictures

Q‘ Music

|4 Recently Changed
E Searches

M Public

3. When the Network and Sharing
Center window pops up, select
and click on Manage network

connections on the left window
pane_ View computers and devices

< Network and Internet » Metwork and Sharing Center ¥ | #4 [i| Search

Network and Sharing Center

Connect to a network

Set up a connection or network ‘&’
i ———

Manage network connections :
TESTI-WHQL Internet
Diagnose and repair (This computer)

!.- Not connected

You are currently not connected to any networks.
Connect to a network

4, Select the Local Area
Connection, and right click the
icon to select Properties.

Marme Status Device Mame Connectivity Metwork Cate

Dial-up (2} -
e .@ Metwork Extender l-' [ Standalone Metwork BExtende
- i‘;h_ Disconnected T "“‘.:rr Disconnected
&4 Network Extender SSLVPM A... &4 1SDN WAN Device

LAM or High-5peed Internet (1)

;F' Local Area Connection
; ' : N = 1o Ll 1 |
K 2 In Disable

Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

Properties |
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IPv4:
1t - ﬂ
5. Select Intenet  Protocol Tz Kres Conmection Properies M s g

Version 4 (TCP/IPv4) then click
Properties. Networking |

Connect using:

E"‘ Intel(R) 825660M Gigabit Network Connection

I This connection uses the following tems:

! & Cligrt for Microsoft Networks
| =005 Packet Scheduler
.Q File: and F‘nnter Shanng for Microsoft Networks

H'tteme‘. Protocal Version 4 {TCP/1Pwd) .

. Link-Layer Topology Discovery Mapper /0 Driver
<& Link-Layer Topology Discovery Responder

nstall.. | | Uninstal Properies

Dlescription

Transmission Control Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected netwarks.

| ok || Cancel |
6. In. the TCP/IPv4 prgperties Internet Protocol Version 4 (TCP/IPv4) Properties -8
window, select the Obtain an IP - :
address  automatically and General | Alternate Configuration |
Obtain DNS Server address
automatically radio buttons. fou can get IP settings assigned automatically f your network supports

this capability. Otherwise, you need to ask your network administrator

Then click OK to exit the setting. B e st 11 Settis:

7. Click OK again in the Local Area
Connection Properties window
to apply the new configuration.

(@ Obtain an IP address automatically
(7) Use the following IP address:

IP address:

aubnet mask:

Defaulk Jakeay

(@ Cbtain DMNS server address automatically
() Use the following DMS server addresses:

Preferred DNS server:

aleernake DMNS server:

[ oc ]| canca |
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IPv6:
8. Select Internet Protocol | 0 ) :
Version 6 (TCP/IPv6) then click Local Ares Connection Properties =

Properties. Metworking | Sharing

Connect using:

l‘-'lf*' Intel{R) 825660M Gigabit Metwork Connection

This connection uses the following tems:

0% Client for Microsoft Netwarks

B 005 Packet Scheduler

.Q File and Printer Sharing for Microsoft Networks

i Intemet Protocal Versiond (TCP/IPwd)

i Linke-Layer Topology Discovery Mapper /0 Driver
i |ink-Layer Topology Discovery Responder

[ Install... ] Lininstall Froperties

Description
TCPAR version §. The next-genetion version of the internet

protocal that provides communication across diverse
interconnected netwarks.

ok || Cancel |

- P

 Intemet Protocol Viersion 6 (TCP/IPv) Properties | P i

9. In the TCP/IPv6 properties
window, select the Obtain an
IPv6 address automatically and
Obtain DS Server address i o I ta oo P
automatically radio buttons.

Then click OK to exit the setting.

General |

@) Obtain an [Pvé address automatically

10. Click OK again in the Local Area s - et

Connection Properties window
to apply the new configuration.

") Obtain DNS server address automatically
@ Use the following DNS server addresses:

Preferred DNS server:
Alternate DNS server:
Bkah s snow
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Configuring a PC in Windows XP

IPv4:

1. Go to Start / Control Panel (in Classic [l E@I
. . ile di = avorites oals = i
View). In the Control Panel, double-click | ™ = ™ ° ; =
on Network Connections O - @ - | P [ roen |-

Address ;[}‘ Contral Panel VI )
»~

2. Double-click Local Area Connection. : % L H °

g" Control Panel &3

G Switch bo Categary Yiew
See Also s _ai %

Printers and  Regional and  Scanners and

Phone and  Power Options
Modem ...

‘“ ‘Windows Updake Faxes Language ... Cameras
@) Help and Support ,"} @ -
=) ;
Scheduled Sounds and Speech
Tasks Audio Devices 2

3. In the Local Area Connection Status S E N Lb st h
window, click Properties. General | Support]

Connection
Status: Connected
Duration: o0:19:32
Speed: 100.0 Mbpsz
Aokt =
Sent J:,.-J—l Feceived
B
Packets: 27 o
d Froperties *[ Diizable ]
4
e

Close

A local Area Connection Properties

4. Select Internet Protocol (TCP/IP) and —
click Properties. oSS

| HE AS5USTek /Broadocom 4402 104100 Integrated Controller |

This connection uses the following items
B3 Client for Microsoft Metworks
4=, File and Printer Sharing for kMicrosaft Metworks
4=l QoS Packet Schedulsr

Imtermet Protocol (TCPAP]

Install... Uninstall [ Propeties )]
—_—

D escription

Transmission Control Protacal/intermet Pratocol. The default
wide area network protocol that provides communication
across diverze interconnected netwasorkes.

[ Shew icon in natification area when connected

5. Select the Obta| n an “:) add ress Internet Protocol (TCP/IP) Properties

General | Altermate Corfiguration |

automatically and the Obtain DNS

. . this capabiliy. Dthenvise. vou need to ask pour network administrator for
server address automatically radio | M= =reweeiaeiesein:
&) Obtain an IP address autornatically

buttons- 2 Use the following IP address:

(—
[—
(—

6. Click OK to finish the Configuration‘ &)Dbtain DMS server address automatically

2 Use the following DMS server addresses:

7]
[

[—r—
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IPv6:

IPv6 is supported by Windows XP, but you should install it first.

Act as shown below:

1. On the desktop, Click Start > Run, type cmd, then press Enter key in the keyboard, the following screen
appears.

et Cz\ZWINDOWS\=ysteni2\cad. exe

C:~Documents and Settingssytt>

2. Key in command ipv6 install
e CzA\WINDO¥S5h=ysten32\cad. exe
C:sDocuments and SettingssyttXipub inztall

Installing...
Succeeded.

C:“Documents and Settingssyttl

Configuration is OK now, you can test whether it works ok.
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Configuring a PC in Windows 2000

1. Go to Start > Settings > Control Panel.

In the Control Panel, double-click on Network

and Dial-up Connections.

2. Double-click Local Area Connection.

3. In the Local
window click Properties.

4. Select Internet Protocol (TCP/IP) and

click Properties.

5. Select the Obtain an IP
address automatically radio buttons.

6. Click OK to finish the configuration.

Area Connection Status

address
automatically and the Obtain DNS server

24

[ Network and Dial-up Connections ngﬂ

Fle Edi View Favortes Tooks Advanced Help |ﬁ

EBack - = - | @Search L Folders ®| B xa ‘ [

Address I hetwork and Ciakup Connections j @GD
— ™ =

8 -1
¥ :

) Make New
Network and Dial-up  Connection
Connections
Local Area Connection
Type: LAN Connection
Status! Enabled

A5USTeKBroadcom +40x 10/100
Integrated Contraller

Local Area Connection Status

Zl =l

General I

— Connection

Status: Connected
D uraticin: O6:16:26
Speed: 100.0 Fbps
— &uchivik
* il .
Sent —— gl Feceived
Fackets: 12.215 | 109427

Froperties I Dizable I

Close I

=i ==|

Local Area Connection Properties

Gereral |

Connect using:

I ASUST ek /ABroadcom 440x 105100 Integrated Controller

Compornents checked are used by this connection:

Client for Microsoft Metveorks
ils and Printar Sharing for Misrosoft Metworks
-3 | rt=rnet Protocol [TERAP)

Imstall. |

U mirstall | Properties |

Cescription
Transmission Contral Protocaldlinternet Pratocal. The default
wiide area netwaork protocal that provides communication

across diverse interconnected nebworks.

I Show icon in taskbar when connected

oK | Cancel |

Internet Protocol (TCP/IP) Properties

d ]

General |

rou ean get |P settings assigned automatically if vour network supports
this capability. Othenvize, you need ta ask your network adrministrator For
the appropriate IF settings.

+ Obtain an IP address automatically

i+ Obtain DMNS server address automatically

—{ Use the following IP address:
IF addiess:

Subnet mask:

D efault gateveay:

— Use the fallowing DNS server addresses:

Freferred DS server: I B

Acvanced |
[T | Cancel |

Alternate DHS server:




Configuring a PC in Windows 95/98/Me

1. Go to Start > Settings > Control Panel.
In the Control Panel, double-click on
Network and choose the Configuration tab.

2. Select TCP/IP > NE2000 Compatible, or
the name of your Network Interface Card (NIC)
in your PC.

3. Select the Obtain an IP address

automatically radio button.

4. Then select the DNS Configuration tab.

5. Select the Disable DNS radio button
and click OK to finish the configuration.

HNetwork Ed B3
Configuration I Idertification I Access Contral I
The following nebwork components are installed:
Microsaft Family Logon ;I

SR ASUST ek /Broadcom 440 10100 Integrated Controller

BHE Dial-Up Adapter

Y TCPAP -» A5USTek /Broadcom 440x 10100 |ntegrated
»

[ TCFRAP -» Dial-Up Adapter

< |

T Froperties

Add... | Remove | [

FPrnmary Mebwork Logon:
IMicrosoft Farily Logor

|

File and Frint Sharing... I

Dezcription
TCFAIP is the protocol pou use to connect to the Intermet and
wide-area networks.

Ok I Cancel I
TCP/IP Properties =
Bindings I Advanced 1 MNetBIOS 1
IF Address

DMS Configuration I G ateveay I WS Configuration

A IP address can be automatically assigned to this computer.
If your netveork. does not automatically asszign IP addresses, azk
wour nebwork. administrator for an address. and then vpe it in
the zpace below.

I+ Obtain an [P address automaticalls

 Specily an IP address:

1B Eddiess: | H H - |

Subret M asks | . . - |

TCP/IP Properties

Bindirgs Advanced MetBIOS |
DMS Configuration I Gateway I WIS Configuration I IP Address

= &
— " Enable DMNS

Host I

S Senvern Sear et Wder

[Marratt) Suffiz SeareiEnder,
| el

Cancel
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Configuring a PC in Windows NT4.0

HNetwork = E3

Identification | Services Protocols | Adapters | Bindings |

1. Go to Start > Settings > Control Panel.
In the Control Panel, double-click on Network
and choose the Protocols tab. il s

T NWLink IPH/SPX Compatible Transport
W NWwLink NetBIOS

2. Select TCP/IP Protocol and click Properties.

s |_memove_|CFrpe

- Description:
Transport Control Protocol/lntemet Protocol. The default wide
area network. protocol that provides communication across
diverse interconnected networks.

| (n] . I =
3. Select the Obtain an IP address from a I

DHCP server radio button and click OK. St e e PR DT

A 1P address can be automatically assigned to this network card
by a DHCF server. If pour nebwork does not hawve a DHCR server,
azk vour network. administrator for an address. and then tepe it in
the space below.

L Obtain an IP address from & DHCF serwer
— { Specify an |P address

I ddress I

Subret FMask: |

LrefaulbE Steve |

Advanced. .. I
oK | Cancel | e |
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Factory Default Settings

Before configuring your router, you need to know the following default settings.

Web Interface (Username and Password)

Three user levels are provided by this router, namely Administrator, Remote and Local
respectively. See Access Control .

@ Administrator

P Username: admin
B Password: admin

@ Local

B Username: user
= Password: user

@ Remote

B Username: support
Bk Password: support

If you have forgotten the username and/or password of the router, you can restore the device
to its default setting by pressing the Reset Button more than 5 seconds.

Attention

Device LAN IPv4 settings

Pk |IPv4 Address: 192.168.1.254
P Subnet Mask: 255.255.255.0

Device LAN IPv6 settings

» |Pv6 Address / prefix: Default is a link-local address and is different from each other as MAC

address is different from one to one. For example: f€80:0000:0000:0000:0204:edff:fe01:0001 / 64,
the prefix initiates by fe80::

DHCP server for IPv4

» DHCP server is enabled.
B Start IP Address: 192.168.1.100
B |P pool counts: 100
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LAN and WAN Port Addresses
The parameters of LAN and WAN ports are pre-set in the factory. The default values are shown in

the table.

IPv4
LAN Port WAN Port
IPv4 address 192.168.1.254
Subnet Mask 255.255.255.0 The PPPoE function is
DHCP server function Enabled enabled to automatically get
P the WAN port configuration
IP addresses for ;00 Ilfl’gazd%%s?e;sogotrr\}tlnwnr? from the ISP. ?
distribution to PCs PR roug
192.168.1.199
IPv6
LAN Port WAN Port
IPv6 address/prefix Default is a link-local address and is
different from each other as MAC  The PPPOE function is
address is different from one to one. |enabled to automatically get
For example :the WAN port configuration
fe80::204:edff:fe01:1/64, from the ISP.
the prefix initiates by fe80::
DHCP server function Enabled
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Information from your ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider) to find
out what kind of service is provided.

Gather the information as illustrated in the following table and keep it for reference.

PPPoE(RFC2516) [VPIVCI, VC [ LLC-based multiplexing, Username, Password, Service
Name, and Domain Name System (DNS) I[P address (it can be
automatically assigned by your ISP when you connect or be set manually).

VPI/VCI, VC / LLC-based multiplexing, Username, Password and Domain
PPPOA(RFC2364) Name System (DNS) IP address (it can be automatically assigned by your
ISP when you connect or be set manually).

VPI/NVCI, VC / LLC-based multiplexing, Domain Name System (DNS) IP
DHCP Client address (it can be automatically assigned by your ISP when you connect or
be set manually).

IPOA(REC1577 VPI/NVCI, VC / LLC-based multiplexing, IP address, Subnet mask, Gateway
OA( ) address, and Domain Name System (DNS) IP address (it is a fixed IP
address).

Pure Bridge . ) )
VPI/VCI, VC / LLC-based multiplexing to use Bridged Mode.
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Easy Signh On (EZSO)

This special feature makes it easier for you to configure your router so that you can connect to the
internet in a matter of seconds without having to logon to the router GUI for any detail configuration.
This configuration method is usually auto initiated if user is to connect to the internet via Billion's
router for the first time.

After setting up the router with all the appropriate cables plugged-in, open up your IE browser, the
EZSO WEB GUI will automatically pop up and request that you enter some basic information that
you have obtained from your ISP. By following the instructions given carefully and through the
information you provide, the router will be configured in no time and you will find yourself surfing the
internet sooner than you realize.

EZSO window pops up:
Stepl: Set the administration password.

Easy Sign On : \- .
I = i“’t .

¥ Administrator Password

Configure Administrator Password

New Password (maximum length is 15}
Confirm Password {maximum length is 15}
Continue

Step 2: Set the Time Zone.

Easy Sign On : \- .
I e i“’t .

~Time Zone
Configure Time Zone Offset

Time zone offset (GMT-00:00} Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London »

Step 3: Configure the WAN interface.

DSL mode

Before configuring with DSL mode, please confirm you have correctly connected the DSL line, and it
is now synchronized.

IEas'_.' Sign On Au\t. .

* WAN Interface  ( WAN > Wirgless
Select WAN Interface

IMain Port | DSL ~ | (Current Main Port: Ethernet)
Layer2 Interface ®amm Opmm

1. Select DSL, press Continue to go on to next step, press “Done” to quit the setting.
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2. Enter the username, password from your ISP, for IP and DNS settings; also refer to your ISP.
Here IPv6 service is enabled by default.

IEas',' Sign On ‘“_\Cﬁ .

TWAN Interface (WAN = Wireless

WAN Service

Type gl_:'F‘F" -J';'El'.l.ftherﬁéi.\I.:‘IE‘IE‘.-_‘.I-Ef: -

VP VEL _' [0-255] / | | [32-65535]
Username [ i

Fassword

Senvice Name

Encapsulation Made [LLcisnAP-BRIDGING ~

Authentication Method [auTo |
IPv4 Address [ static

IF Address
IPv6 for this senice ¥ Enable
IPVE Address [ static

IF Address |
nTU [1402

If the DLS line doesn’t synchronize, the page will pop up warning of the DSL connection failure.

IEasy Sign On *“_\[A_ .

~ WAN Interface (WAN = Wireless)
DSL Line Is Not Ready. Please Check your DSL Line and wait for a while.

3. Wait while the device is configured (DSL synchronized).

IEas',' Sign On ‘W[‘.! .

~ WAN Interface ( WAN = Wireless

Please wait while the device is configured.

4. WAN port configuration is success and next to wireless, if you want skip wireless setting, click
Done.

IEas',n Sign On ;““\cﬁ .

~ WAN Interface  ( WAN = Wireless)
Congratulations !
Your WAN port has been successfully configured.

Mext to Wireless H Done |

Click Done, web configuration will be loaded, you will enter the web configuration page.

IEasy Sign On L“‘\E .

TWAN Interface

Stop EZSOD
You stopped the EZS0 procedure. Web Configuration will now load.
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5. After the configuration is successful, click Next to Wireless button and you may proceed to
configure the Wireless setting. Enable the wireless and set the SSID and encryption Key. (1. Leave
it empty to disable the wireless security; 2. Fill in the Key, and the encryption mode will be WPA2-

PSK/AES).
IEaay Sign On

TWireless (WAN= Wireless
Parameters

Wireless

381D

WPA2 Pre-Shared Key

I Easy Sign On

 Wireless (WAN = Wireless

Please wait while the device is configured.

Enable
|wlan-ap-2.4g

| Click here to display

6. Success in configuring the EZSO.

I Easy Sign On

~ Process finished

Success.

The Easy-Sign-On process is finished. Your device has been successfully configured

You can now:

1. Log onto the router management interface for more advanced seftings on 192 163.1.254

2. Continue to wpad.home gateway/wpad.dat

Click link 192.168.1.254, it will lead you to the following page.

I Status

~ Device Information

Model Mame

Host Name

System Up-Time

Date/Time

Software Version

LAN IPv4 Address

LAN IPvG Address

MAC Address

DSL PHY and Driver Version
Wireless Driver Version

> VWAN

Line Rate - Upstream (Kbps)

Line Rate - Downstream (Kbps)
Default Gateway / IPvd Address
Connection Time

Primary DMNS Server

Secondary DNS Server

Default IPvG Gateway / IPvG Address

BiPAC T20NZ
home.gateway

0D OH 411 118
Thu May & 06:26:53 2014
2324 dr1

192.168.1.2584
2000:1211:1000:4d00:204: edff-fe01: 1/64
00:04:ed:01:00:01

AZpDO038f.d24h
5.30.102.7 cped 12008 4

1291

26919

ppp0.1(DSL)/10.40.80.211

00:02:44

218.2.135.1

218.21351

ppp0.1(DSL)/ 2000:dp98:1000:1000:29ac:afc6:59a4:5816/64
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Ethernet mode

1. Select Ethernet, press Continue to go on to next step.

IEasy Sign On ;“‘\[" .

~ WAHN Interface  (WAN = Wireless)
Select WAN Interface
Wain Paort Ethernet % | (Current Main Port: DSL)

2. Enter the username, password from your ISP, for IP and DNS settings, also refer to your ISP.
Here IPv6 service is enabled by default.

IEas',I Sign On “\E_ .

~VUAN Interface  (WAN > Wireless )

WAN Service

Tipe [PPP over Ethemet (PPPGE) (v
LUsername i
Passwaord

Service Mame

Authentication Methad [AuTo ¥

IPv4 Address [ static
IF Address L

IPvE for this service Enable

IPv6 Address [ static
IP Address

WU [142

Continue

3. Wait while the device is configured.

IEasv Sign On i“\t" .

¥ WAN Interface (WAN = Wireless

Please wait while the device is configured.

4. WAN port configuration is success.

IEasy Sign On i“'\t‘! .

~ WAN Interface [ WAN = Wireless )
Congratulations !
Your WAM port has been successfully configured.

Mext to Wireless H Done ]

Click Done, web configuration will be loaded, you will enter the web configuration page.

IEasy Sign On l“\‘é .

T WAN Interface

Stop EZ50
You stopped the EZS0 procedure. Weh Configuration will now load
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5. After the configuration is successful, click Next to Wireless button and you may proceed to
configure the Wireless setting. Enable wireless and set the SSID and encryption Key (1. Leave it
empty to disable the wireless security; 2. Fill in the Key, and the encryption mode will be WPA2-

PSK/AES).
IEasy Sign On

TWireless (WAN=> Wireless
Parameters

Wireless

ssiD

WPAZ Pre-Shared Key

IEasp Sign On

 Wireless (WAN = Wireless

Please wait while the device is configured.

Ml Enable
|wlan-ap-2.4g

| Click here to display

6. Success in configuring the EZSO.

I Easy Sign On

~ Process Tinished

Success.

The Easy-Sign-On process is finished. Your device has been successfully configured

You can now:

1. Log onto the router management interface for more advanced settings on 122.165.1.254

2. Continue to wpad.home. gateway/wpad dat

Click 192.168.1.254, it will lead you to the following page.

I Status

~ Device Information

Maodel Name

Host Name

System Up-Time

Date/Time

Software Version

LAM IPvd Address

LAM IPvE Address

MAC Address

DSL PHY and Driver Version
Wireless Driver Yersion

v VWAN

Line Rate - Upstream (Kbps)

Line Rate - Downstream (Kbps)
Default Gateway / IPvd Address
Connection Time

Primary DNS Server

Secondary DNS Server

Default IPvG Gateway / IPvG Address

BIiPAC 7820MZ

horme. gateway

0D OH 8M 345

Thu May 8 08:32:16 2014
2.32d.dr1

192.168.1.254
2000:1211:1000:4d0b: 204 edff fe01:1/64
00:04:2d:01:00:01

AZ2pD038fd24h

6.30.102.7.cped 12L05.4

0

0

ppp0.1(Enternet)/ 10.40.90.211
00:02:44

218.21351

218.2.1351

ppp0.1 (Ehternet) / 2000:do98:1000:1000:29ac; afc6:59a4.5816/64
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3G/LTE
1. Select 3G/LTE, press Continue to go on to next step.

Easy Sign On \‘ .
I ¥ 5ig L““c -

~* WAN Interface [ WAN = Wireless
Select WAN Interface

Iain Part [36ATE [ (Current Main Port: 3GLTE)
UUsername
APM internet

Continue Done

2. Select the 3G/LTE mode, and enter the APN, username, password from your ISP; and check with
your ISP with the authentication method setting for each SIM (SIM1 and SIM2).

Note: Given that BIPAC 7820NZ supports dual -SIM mobile connectivity, please determine which
SIM you are gonna use or both (3G/LTE failover), and set the exact required connecting information
for each SIM (SIM1 and SIM2).

IEaS',' Sign On ‘u\{. .

T VAN Interface (WAN = Wireless

Parameters

SN 1

Mode UMTS 3G preferred »
APN |internet

Username

Password

Authentication Hethod [0 ™

PIN '

MTU 1500

SIM 2 (Current)

Mode UMTS 3G preferred (v
APM linternat

Username '

Password

Authentication Method AUTO w

PIN [

MTU 1500

Failaver

Obitain DNS @ Use wan Interface O Use Static NS O Parent Contrals

Primary DNS | Secondary DNS

*Warning: Entering the wrong PIN code three times will lock the SIM

3. Wait while the device is configured.

IEaay Sign On L“L\[" .

* WAN Interface (WAN > Wiraless

Please wait while the device is configured.

4. WAN port configuration is success.

Easy Sign On “"\C‘ .
foorse .

~ WAN Interface [ WAN = Wireless
Congratulations !
Your WAN port has been successfully configured.

Nextto Wireless | [ Done |

Click Done, web configuration will be loaded, you will enter the web configuration page.
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IEasy Sign On l“"\-[._ .

TWAN Interface
Stop EZSO

You stopped the EZS0 procedure. Web Configuration will now load

5. After the configuration is successful, click Next to Wireless button and you may proceed to
configure the Wireless setting. Enable wireless and set the SSID and encryption Key (1. Leave it
empty to disable the wireless security; 2. Fill in the Key, and the encryption mode will be WPA2-
PSK/AES).

IEas;- Sign On

T\ireless (WAN = Wireless
Parameters

Wireless

SSID

WPAZ Pre-Shared Key

IEas‘,I Sign On

* Wireless (WAN = Wireless

Please wait while the device is configured.

[lEnable

|wian-ap-2.4g

7. Success in configuring the EZSO.

IEas',' Sign On

T Process finished

Success.

The Easy-3ign-0n process is finished. Your device has been successfully configured.

You can now:

1. Log onto the router management interface for more advanced settings on 132 158 1.254

2. Continue to www.sohu.com

Click 192.168.1.254, it will lead you to the following page.

IS[EI{LIS

¥ Device Information
Madel Mame

Host Name

System Up-Time
Date/Time

Software Version

LAMN IPv4 Address

LAM IPVE Address

MAC Address

DSL PHY and Driver Version
Wireless Driver Version

T WAN

Line Rate - Upstream (Khps}

Line Rate - Downstream (Kbps)
Default Gateway | IPvd Address
Connection Time

Primary DNS Server

Secondary DMS Server

Default IPvE Gateway | IPvE Address

BIPAC 7820MNZ

home.gateway

0D OH 12M 435

Thu May 8 06:35:25 2014
2.32d.dr

192.168.1.254
fe80:204:edfffe01:1/64
00:04:ed:01:00:01

AZpD038f d24h

£.30.102.7 cped.12L08.4

]

0

ppp3gl(3G/ATE) / 10.44.183.197
00-08:30

2215455

58.240.57.33

ppp0.1 (DEL)
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Chapter 4: Configuration

Configuration via Web Interface

Open your web browser; enter the |IP address of your router, which by default is 192.168.1.254, and

click i or press ‘Enter’ key on the keyboard, a login prompt window will appear. The default root
username and password are “admin” and “admin” respectively.

Windows Security [l

The server 192168.1.254 at BiPAC 7820MZ requires a username and
password.

Warning: This server is requesting that your usernarme and password be
zent in an insecure manner (basic authentication without a secure
connection).

| LIser name |

| Password |

["] Remember my credentials

| ok || cancel

Congratulations! You are now successfully logged on to the Triple WAN ADSL2+ Firewall
Router!
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Once you have logged on to your BiPAC 7820NZ Router via your web browser, you can begin to set
it up according to your requirements. On the configuration homepage, the left navigation pane links
you directly to the setup pages, which include:

@ Status (Summary, WAN, Statistics, Bandwidth Usage, Route, 3G/LTE Status, Route, ARP, DHCP,
VPN, Log, VRRP Status)

@ Quick Start (Quick Start)

@ Configuration (LAN, Wireless, WAN, System, USB, IP Tunnel, Security, Quality of Service, NAT,
Wake On LAN)

@ VPN (IPSec, VPN Account, Exceptional Rule Group, PPTP, L2TP, OpenVPN, GRE)

@ Advanced Setup (Routing, DNS, Static ARP, UPnP, Certificate, Multicast, Management,
Diagnostics)

38



Status

This Section gives users an easy access to the information about the working router and access to
view the current status of the router. Here Summary, WAN, Statistics, Bandwidth Usage,
3G/LTE Status, Route, ARP, DHCP, VPN, Log and VRRP Status subsections are included.

* Summary

* VAN

b Statistics

F Bandwidth Usage
* 3GILTE Status
' Route

* ARP

* DHCP

VPN

F Log

' VRRP Status

+Configuration

rAdvanced Setup
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Summary

The basic information about the device is provided here (the following is a configured
screenshots to let users understand clearly).

2\
IStatus ‘\‘;:- .

~ Device Information

Model Mame BiPAC 7820NZ

Host Mame home.gateway

System Up-Time 00 OH 40 113

Date/Time Thu May 8 06:26:53 2014
Software Version 2.32d.dr1

LAN IPv4 Address 192.168.1.254

LAN IPvG Address 2000:1211:1000:4d0b:204 edfffe01:1/64
MAC Address 00:04:ed:01:00:01

DSL PHY and Driver Version AZpD038fd24h

Wireless Driver Version 6.30.102.7.cpe4.12L08.4

T VWAN

Line Rate - Upstream (Kbps) 1291

Line Rate - Downstream (Kbps) 26919

Default Gateway ! IPvd Address ppp0.1 (DSL)/10.40.90.211

Connection Time 00:02:44

Primary DNS Server 218.21351

Secondary DMNS Server 21821351

Default IPvG Gateway / IPvG Address ppp0.1 (DSL)/ 2000:db98:1000:1000:29ac:afch:59a4:5816/64

Device Information
Model Name: Displays the model name.

Host Name: Displays the name of the router.

System Up-Time: Displays the elapsed time since the device is on.

Date/Time: Displays the current exact date and time. Sync button is to synchronize the
Date/Time with your PC time without regard to connecting to internet or not.

Software Version: Firmware version.

LAN IPv4 Address: Displays the LAN IPv4 address.

LAN IPv6 Address: Displays the LAN IPv6 address. Default is a Link-Local address, but
when connects to ISP, it will display the Global Address, like above figure.

MAC Address: Displays the MAC address.

DSL PHY and Driver Version: Display DSL PHY and Driver version.

Wireless Driver Version: Displays wireless driver version.

WAN

Line Rate — Upstream (Kbps): Displays Upstream line Rate in Kbps.

Line Rate — Downstream (Kbps): Displays Downstream line Rate in Kbps.

Default Gateway/IP4 Address: Display Default Gateway and the IPv4 address.
Connection Time: Displays the elapsed time since ADSL connection is up.

Primary DNS Server: Displays IPV4 address of Primary DNS Server.

Secondary DNS Server: Displays IPV4 address of Secondary DNS Server.

Default IPv6 Gateway/IPv6 Address: Display the IPv6 Gateway and the obtained IPv6
address.
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WAN

This table displays the information of the WAN connections, users can turn here for WAN connection
information.

IS‘.aius W‘[‘ .
A -

T WAN
Wan Info

interface  Description Type Status f_ﬁged“” IPvé Address [Py Address DNS

ppp0.1 pppoe 0 8 35 PPPoE | Disconnect 00:04:54 10.40.90.194 2000:db88:1000:1000:6669:bf38:a1e06ceZi64 21821351

JGI/LTE Card not

USB3aGo Haind

Interface: The WAN connection interface.

Description: The description of this connection.

Type: The protocol used by this connection.

Status: To disconnect or connect the link.

Connection Time: The WAN connection time since WAN is up.
IPv4 Address: The WAN IPv4 Address the device obtained.
IPv6 Address: The WAN IPv6 Address the device obtained.
DNS: The DNS address the device obtained.
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Statistics

LAN

The table shows the statistics of LAN.

Note: P4 can be configured as EWAN, and when the device is in EWAN profile, there is no

P4/EWAN interface as P4 is working as a WAN port.

I Status

e

~LAN Statistics
Received Transmitted
Interface
Byles Packets Errors Drops Bytes Packets Erors Drops

P4/EWAN 0 0 ] 0 1] 0 0 1]

P3 0 0 ] 0 0 0 0 0

B2 398001 37a 0 0 3661257 4655 0 0

P1 0 0 o o ] o 0 0

wio 0 0 0 0 3296 24 0 0

I Status “}t
Y
¥ LAN Statistics
Received Transmitted
Interface
Bytes Packets Errors Drops Bytes FPackets Errors Drops
P3 0 0 1] 0 1] 0 0 o
P2 816819497 191880 ] ] 198896059 237800 a o
P1 0 0 0 0 0 0 0 0
wid 1179834 10153 ] i] 2506888 12190 ] o
Reset

Interface: List each LAN interface. P1-P4 indicates the four LAN interfaces.
Bytes: Display the Received and Transmitted traffic statistics in Bytes.
Packets: Display the Received and Transmitted traffic statistics in Packets.
Errors: Display the statistics of errors arising in Receiving or Transmitting data.
Drops: Display the statistics of drops arising in Receiving or Transmitting data.
Reset: Press this button to refresh the statistics.
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WAN Service

The table shows the statistics of WAN.

I Status WE .
A <

*WAN Service
Statistics

. Received Transmitted
Interface Description
Bytes Packets Errors Drops Bytes Packets Errors Drops
ppp0-1 pppoe_0 8 35 216903 993 0 0 10763 597 0 0
Reset

Interface: Display the connection interface.

Description: the description for the connection.

Bytes: Display the WAN Received and Transmitted traffic statistics in Bytes.
Packets: Display the WAN Received and Transmitted traffic statistics in Packests.
Errors: Display the statistics of errors arising in Receiving or Transmitting data.
Drops: Display the statistics of drops arising in Receiving or Transmitting data.
Reset: Press this button to refresh the statistics.

XTM

The Statistics-xTM screen displays all the xTM statistics

I Status WE .
4 <

TxTM

Interface Statistics
Port Number InOctets  Ouwt Octets InPackets OutPackets InOAMCells Out OAM Cells In ASM Cells  Qut ASM Cells In Packet Errors In Cell Errors
1 14467180 1330512 11347 7340 2 4 0 0 0 0

Port Number: Shows number of the port for xTM.

In Octets: Number of received octets over the interface.

Out Octets: Number of transmitted octets over the interface.
In Packets: Number of received packets over the interface.
Out Packets: Number of transmitted packets over the interface.
In OAM Cells: Number of OAM cells received.

Out OAM Cells: Number of OAM cells transmitted.

In ASM Cells: Number of ASM cells received.

Out ASM Cells: Number of ASM cells transmitted.

In Packet Errors: Number of received packets with errors.
In Cell Errors: Number of received cells with errors.

Reset: Click to reset the statistics.
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xDSL

N N
~xDSL
xDSL

‘ |

Line Coding (Trellis) ~ On

SNRMargin(08) 72 72
Atenuation(d) 00 13
OutputPower(@Bm) 72 93
Atiainable Rate (Kbps) 28388 1335

C
|

B(#ofbesinMuxDataFrame) 244 81
i 1
T (o Data Frames oversyncyes) 4 :

R (# of check bytes in FEC Data Frame) 0 0

S (ratio of FEC over PMD Data Frame length) 0.2853 19939
L(#ofbitsin PMD DataFrame) 5360 329
Dnterleaverdeptn) 1 1
Delay(msec) 07 0.49
INP(OMTsymool) 00 0.0
SuperFrames 0 0
SuperFrameEmors 0 0
RSWods D 3255787
RSCorectapleErrors D 0
RSUncomectable Emors 0 0
HECEMOrs D 0
OCDEmors 0 0
LCDEmO'S 0 0
TotaiCels 246668876 11669357
DataCells 174531 18211
Bitgmos 0 0
TomES 0 0
TotalsES 0 0
Tomuss 25 25

:
:
;

Mode: Modulation protocol, including G.dmt, G.lite, T1.413, ADSL2, AnnexL, ADSL2+ and AnnexM.
Traffic Type: Transfer mode, here supports ATM and PTM.

Status: Show the status of DSL link.

Link Power State: Show link output power state.

Line Coding (Trellis): Trellis on/off.
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SNR Margin (dB): Show the Signal to Noise Ratio (SNR) margin.
Attenuation (dB): This is estimate of average loop attenuation of signal.
Output Power (dBm): Show the output power.

Attainable Rate (Kbps): The sync rate you would obtain.

Rate (Kbps): Show the downstream and upstream rate in Kbps.

MSGc (#of bytes in overhead channel message): The number of bytes in overhead channel
message.

B (# of bytes in Mux Data Frame): The number of bytes in Mux Data frame.

M (# of Mux Data Frames in FEC Data Frame): The number of Mux Data frames in FEC frame.
T (Mux Data Frames over sync bytes): The number of Mux Data frames over all the sync bytes.
R (# of check bytes in FEC Data Frame): The number of check bytes in FEC frame.

S (ratio of FEC over PMD Data Frame length): The ratio of FEC over PMD Data frame length
L (# of bits in PMD Data Frame): The number of bit in PMD Data frame

D (interleaver depth): Show the interleaver depth.

Delay (msec): Show the delay time in msec.

INP (DMT symbol): Show the DMT symbol.

Super Frames: The total number of super frames.

Super Frame Errors: The total number of super frame errors.

RS Words: Total number of Reed-Solomon code errors.

RS Correctable Errors: Total number of RS with correctable errors.

RS Uncorrectable Errors: Total number of RS words with uncorrectable errors.

HEC Errors: Total number of Header Error Checksum errors.

OCD Errors: Total number of out-of-cell Delineation errors.

LCD Errors: Total number of Loss of Cell Delineation.

Total Cells: Total number of cells.

Data Cells: Total number of data cells.

Bit Errors: Total number of bit errors.

Total ES: Total Number of Errored Seconds.

Total SES: Total Number of Severely Errored Seconds.

Total UAS: Total Number of Unavailable Seconds.

xDSL BER Test: Click this button to start a bit Error Rate Test. The ADSL Bit Error Rate (BER) test
determines the quality of the ADSL connection. The test is done by transferring idle cells containing
a known pattern and comparing the received data with this known pattern to check for any errors.

ADSL BER Test -- Start

The ADSL Bit Error Rate (BER) test determines the quality of the
ADSL connection. The testis done by transferring idle cells
containing a known pattern and comparing the received data with
this known pattern to check for any errors.

Tested Time (sec) 20 -

| start | | Close |
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Select the Tested Time (sec), press Start to start test.

ADSL BER Test -- Running
The xDSL BER testis in progress.

Connection Speed 27447 Kbps
The test will run for 20 seconds

[ Stop H Close I

When it is OK, the following test result window will appear. You can view the quality of ADSL
connection. Here the connection is OK.

ADSL BER Test -- Result
The ADSL BER test completed successfully.

Test Time 20 seconds
Total Transferred Bits  Ox000000001DATFS00
Error Ratio 0.00e+00

Close

Reset: Click this button to reset the statistics.
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Bandwidth Usage

Bandwidth Usage provides users direct view of bandwidth usage with simple diagram. Bandwidth
usage shows the use of the bandwidth from two angles: Transmitted and Received, giving users a
clear idea of the usage.

LAN

Note: P4 can be configured as EWAN, and when the device is in EWAN profile, there is no
P4/EWAN interface as P4 is working as a WAN port.

IStatus m{“ .
4 —

~ LAN Bandwidth Usage-—Received

PAEWAN P3 P2 wil
| View LAN Transmitted | [ View WAN Traffic concurrently |

(DSL)

Press View LAN Transmitted button to change the diagram to the statistics from a Received Bytes
of view. (Note: P2 means Ethernet port #3, and the traffic information of the port #3 is identified with
green, the same color with P3 in the diagram; other ports all take the same mechanism.)
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When you press View WAN Traffic concurrently button, the WAN Bandwidth Usage pops up so
that users can view the WAN traffic concurrently.

[soen n: N

> \WAN Bandwidth Usage---Received

| ! | ! ! ! ! ! ! | ! | ! ! ! ! | ! | ! | ! ! ! ! | ! | 55152

1a238

ppp0.1
View WAN Transmitted
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WAN Service

= e

~\WAN Bandwidth Usage--—-Received

pppd.1
[ View WAN Transmitted ] [ Wiew LAN Traffic concurrently ]

Press View WAN Transmitted button to change the diagram to the statistics from a Received Bytes
of view.
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Press View LAN Traffic concurrently button to directly switch to the LAN Bandwidth Usage page
to view the LAN traffic concurrently.

ISlalus l“‘\t:t -

* LAN Bandwidth Usage-—-Received

PHEWAN P3 P2 F wil

Wiew LAN Transmitted
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3G/LTE Status

- A N

= JG/LTE Status

Paramelers

Current 384 S 1

Stalus Up

Signal Strength BNNNRENNER
Mabwork Hama A

MNabwork lMode LTS

Card Mame e —
Card Firmvacara R ——————————
Currend TX Byles | Fackets K

Currend R Bytes / Packels 1.7M 113K

Toltal TX Bytes | Packels 020 1 & 4K
Total RX Byles | Packets 10,70 1 8K

Total Connaction Time 00 14;55

Current SIM: The current SIM in use.

Status: The current status of the 3G/LTE card.

Signal Strength: The signal strength bar indicates current 3G/LTE signal strength.
Network Name: The network name that the device is connected to.

Network Mode: The current operation mode for 3G/LTE card, it depends on service provider and
card’s limitation, GSM or UMTS.

Card Name: The name of the 3G/LTE card.

Card Firmware: The current firmware for the 3G/LTE card.

Current TX Bytes / Packets: The statistics of transmitted Bytes / Packets, count for this call.
Current RX Bytes / Packets: The statistics of received Bytes / Packets, count for this call.

Total TX Bytes / Packets: The statistics of transmitted Bytes / Packets, count since 3G/LTE
connection is ready.

Total RX Bytes / Packets: The statistics of received Bytes / Packets, count since 3G/LTE
connection is ready.

Total Connection Time: The statistics of the connection time since 3G/LTE connection is ready.
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Route

I Status

~ Route

Flags: U - up, ! - reject, G - gateway, H - host, R - reinstate, D - dynamic (redirect), M - modified (redirect)

Destination Gateway
10.0.0.46 0.0.0.0
192.168.1.0 0.0.0.0
0.0.0.0 0.0.0.0

Subnet Mask Flag Metric
255.255.255 255 UH 0
255.255.255.0 u 0
0.0.0.0 u 0

Destination: The IP address of destination network.
Gateway: The IP address of the gateway this route uses.
Subnet Mask: The destination subnet mask.
Flag: Show the status of the route.
® U: Show the route is activated or enabled.
H (host): destination is host not the subnet.

®

® G: Show that the outside gateway is needed to forward packets in this route.
® R: Show that the route is reinstated from dynamic routing.

® D: Show that the route is dynamically installed by daemon or redirecting.

Semvice
pppoe_0_3_35

pppoe_0_8 35

® M: Show the route is modified from routing daemon or redirect.
Metric: Display the number of hops counted as the Metric of the route.
Service: Display the service that this route uses.
Interface: Display the existing interface this route uses.
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ARP

This section displays the router's ARP (Address Resolution Protocol) Table, which shows the
mapping of Internet (IP) addresses to Ethernet (MAC) addresses. This is useful as a quick way of
determining the MAC address of the network interface of your PCs to use with the router’'s Security
— MAC Filtering function. Here IPv6 Neighbor Table, listed with IPv6 address-MAC mapping, is
supported.

A — —

TARP
ARP Table
IP Address Flag MAC &ddress Device Iark:
192.168.1.100 Complete 00:18.de.ce:8f.6h br0 wlan-ap-2.4g (2.4G)
192.168.1.102 Camplete 18:29:05:38:04:03 bra
172.16.1.254 Complete 00:50:7felb1:.14 eth0.1
Neighbor Cache Table
1P Address WAC Address Device Iark
feB0-d160:5adb:9009:87 ae 00:22-64:1b:6f7d ord
2000:1211:1002:4f0b:bd94:aa1e: 35679759 00-22-64:1b:66d ord

ARP table

IP Address: Shows the IP Address of the device that the MAC address maps to.
Flag: Shows the current status of the ARP entries.

® Complete: the route resolving is processing well.

® M(Marked as permanent entry): the route is permanent.

® P (publish entry): publish this route item.

MAC Address: Shows the MAC address that is corresponded to the IP address of the device it is
mapped to.

Device: here refers to the physical interface, it is a concept to identify Clients from LAN or WAN. For
example, the Clients in LAN, here displays “br0”.

Mark: Show clearly the SSID (WLAN) the device is in.

Neighbor Cache Table

IPv6 address: Shows the IPv6 Address of the device that the MAC address maps to.

MAC Address: Shows the MAC address that is corresponded to the IPv6 address of the device it is
mapped to.

Device: here refers to the physical interface, it is a concept to identify Clients from LAN or WAN. For
example, the Clients in LAN, here displays “br0”.

Mark: Show clearly the SSID (WLAN) the device is in.
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DHCP

The DHCP Table lists the DHCP lease information for all IP addresses assigned by the DHCP server
in the device.

I Status i u}[" .

~DHCP

Leased Table

Host Name WAC Address IP Address Expires In Idark
hillion-17be6f1 18:29:05:38:04:03 192.168.1.100 18 hours, 47 minutes, 19 seconds

yit-FC 00:18:de:ce:8f.5b 182 168.1.101 23 hours, 58 minutes, 11 seconds wlan-ap-2.4g

Host Name: The Host Name of DHCP client.

MAC Address: The MAC Address of DHCP client host.

IP Address: The IP address which is assigned to the host with this MAC address.
Expires in: The remaining time of the IP being available for this host.

Mark: Show clearly the SSID (WLAN) the device is in.
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VPN
VPN status viewing section provides users IPSec, PPTP, L2TP and GRE VPN status.

IPSec

I Status \ %

TIPSec Status

VPN Tunnels
Mame Active Laocal Subnet Remate Subnet Remote Gateway SA
192.168.1.0 192 168.0.0 e
u X _ 9557559550 955955 9550 je o
Refresh

Name: The IPSec connection name.

Active: Display the connection status.

Local Subnet: Display the local network.

Remote Subnet: Display the remote network.
Remote Gateway: The remote gateway address.
SA: The Security Association for this IPSec entry.
Refresh: Click this button to refresh the tunnel status.
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PPTP

Jou n o
i _

¥ PPTP Status
PPTP Server ¥
Mame ¥ Enable Status Connection Type Peer Metwark IP Connect By Action

test v Connected Remote Access 172.16.1.207 Drop

PPTP Client »

Mame Enahle Status Connection Type Peer Metwark IP Client 1P Action
Refresh

PPTP Server

Name: The PPTP connection name.

Enable: Display the connection status with icon.
Status: The connection status.

Connection Type: Remote Access or LAN to LAN.

Peer Network IP: Display the remote (client side) network and subnet mask in LAN to LAN PPTP
connection.

Connected By: Display the IP of remotely connected client.
Action: Act to the connection. Click Drop button to disconnect the tunnel connection.

PPTP Client

Name: The PPTP connection name.

Enable: Display the connection status with icon.

Status: The connection status.

Connection Type: Remote Access or LAN to LAN.

Peer Network IP: Display the remote (server side) network and subnet mask.

Client: Assigned IP by PPTP server.

Action: Act to the connection. Click Disconnect button to disconnect the tunnel connection.
Refresh: Click this button to refresh the connection status.
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L2TP

I Status WE .
& —

YL2TP Status

L2ZTP Server®

Mame ¥ Enable Status Connection Type Peer Metwork IP Connect By Action
testt Connected Remote Access 192.168.1.10
L2TP Client »

Mame Enable Status Connection Type Peer Network [P Client IP Action

L2TP Server

Name: The L2TP connection name.

Enable: Display the connection status with icon.
Status: The connection status.

Connection Type: Remote Access or LAN to LAN.

Peer Network IP: Display the remote (client side) network and subnet mask in LAN to LAN L2TP
connection.

Connected By: Display the IP of remotely connected client.
Action: Act to the connection. Click Drop button to disconnect the tunnel connection.

L2TP Client

Name: The L2TP connection name.

Enable: Display the connection status with icon.

Status: The connection status.

Connection Type: Remote Access or LAN to LAN.

Peer Network IP: Display the network and subnet mask of server side.

Client: Assigned IP by L2TP server.

Action: Act to the connection. Click Disconnect button to disconnect the tunnel connection.
Refresh: Click this button to refresh the connection status.
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OpenVPN

ISlalus

* OpenVPHN Status

OpenVPN Server *

Name ¥ Enable

test1 v

OpenVPH Client *

Mame Enable

| Refrash

ISialus

T OpenVPN Status

OpenVPN Server *

MName ¥ Enable
OpenVPHN Client »

Name Enable
test1 v

OpenVPN Server

Status
Connected

Status

Status

Status
Connected

Connection Type
Remote Access

Peer Metwaork IP

Connection Type

FPeer Network IP
192 168.158.1
(192.168.200.131)

Name: The OpenVPN connection name.

Peer Network IP

Client 1P

Feer Network IP

Client [P
192.168.15.22

Enable: Display the connection status with icon.

Status: The connection status.

Connection Type: Remote Access or LAN to LAN.
Peer Network IP: Display the subnet address of client side in LAN to LAN mode.

Server IP: The tunnel virtual IP of server side assigned by server itself.
Connected By: The assigned tunnel virtual IP to remotely connected OpenVPN client.
Action: Act to the connection. Click Drop button to disconnect the tunnel connection.

OpenVPN Client

Name: The OpenVPN connection name.

Enable: Display the connection status with icon.

Status: The connection status.

Connection Type: Remote Access or LAN to LAN.
Peer Network IP: Display the tunnel virtual address (WAN address) of server side.
Client: Assigned tunnel virtual IP by OpenVPN server.

Server IP
192.168.151

Action

Server [P

Action

Disconnect

Connect By
182.168.15.22

Connect By

A“}E

Action
[ Drop |

U

Action

Action: Act to the connection. Click Disconnect button to disconnect the tunnel connection.

Refresh: Click this button to refresh the connection status.
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GRE

I Status WE
i

~GRE Status

Mame Enable Status Remote Gateway IP
test2 W Connected 69.121.1.22

Name: The GRE connection name.

Enable: Display the connection status with icons.
Status: The connection status, connected or disable.

Remote Gateway: The IP of remote gateway.

Refresh: Click this button to refresh the connection status.
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Log

System Log

Display system logs accumulated up to the present time. You can trace historical information with
this function. And the log policy can be configured in Configure Log section.

US|
I Status A “_[_ :

¥ System Log

Jan 10 02:50:25 daemon info kernel: br0: port 4(wl0) entering disabled state 2
Jan 10 02:50:25 daemon info kernel: device wi left promiscuous mode

Jan 10 02:50:25 daemon info kermel: brO: port 4(wl0) entering disabled state

Jan 10 02:30:26 daemon info kernel: device wi0 entered promiscuous mode

Jan 10 02:50:26 daemon info Kernel: br0: port 2(eth2) entering disabled state

Jan 10 02:50:26 daemon info kernel: br0: port 2(eth2) entering forwarding state

Jan 10 02:50:26 daemon info kernel: bro: port 4(wl0) entering forwarding state

Jan 10 02:50:26 daemon info kernel: brO: port 4(wl0) entering disabled state

Jan 10 02:30:27 daemon info kernel: device wi0 left promiscuous mode

Jan 10 02:50:27 daemon info Kernel: bro: port 4(wl0) entering disabled state

Jan 10 02:50:27 daemon info kernel: device wi0 entered promiscuous mode

Jan 10 02:50:27 daemon info kernel: brd: port 2(eth2) entering disabled state

Jan 10 02:50:2T7 daemon info kernel: bro: port 2(eth2) entering forwarding state

Jan 10 02:30:27 daemon info kernel: brO: port 4(wl0) entering forwarding state

Jan 10 02:50:39 daemon err syslog: dhcpd:sending ACK to 192.168.1.106

Jan 10 02:52:38 daemon err syslog: dhcpd:sending ACK to 192.168.1.103 b

Refresh: Click to update the system log.
Clear: Click to clear the current log from the screen.
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Security Log

Security log displays the message logged about security, like filter messages and some firewall
message. You can turn to [P _Filtering Outgoing, |IP Filtering Incoming, URL Filter to determine if you
want to log this information. Also you can turn to Configure Log section below to determine the level
to log the message. You can use this to track potential threats to your system and network.

I Status \ “}C‘ .
A —

> Security Log

Jan 10 02:58:41 daemon alert kernel: Intrusion -> TCP packet from [eth0.1] 192.168.1.100:10322 o
192 168.1.254:80
Jan 10 02:58:44 daemon alert kernel: Intrusion -= TCP packet from [eth0.1] 192.168.1.100:10322 o
192 168.1.254:80

Refresh: Click to update the system log.
Clear: Click to clear the current log from the screen.
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VRRP Status

IStatus

TWVRRP Status

Current Status
Current Master

Current Status: Show VRRP current status, Master or Backup.
Current Master: Show the IP address of current master.
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Quick Start

Quick Start

This part allows you to quickly configure and connect your router to internet.

DSL mode

ICIuick Start l“"\[-‘ .

~ VAN Interface  (WAN > Wireless )
Select WAN Interface
[ain Port [DSL %] (CurrentMain Port 3GILTE)

Layer2 Interface @ s OpmM

1. Select DSL, press Continue to go on to next step.

2. Enter the username, password from your ISP, for IP and DNS settings; also refer to your ISP.
Here IPv6 service is enabled by default.

ICIuicK Start L“"\E_ .

*WAN Interface (VAN = Wireless

WAN Service

Type [PPP over Ethemet (PPPoE) |

VPIIVC [ 02581 1 [ |122-65535]
Username |

Password

Senvice Mame

Encapsulation Mode [LLC/SNAF-BRIDGING v
Authentication Methad AUTO ¥
IPv4 Address [ static

IP Address

IPvE for this senvice
IPvE Address
IP Address

MTu

Enahle
[ static

1492

If the DLS line is not synchronized, the page will pop up warning of the DSL connection failure.

I Quick Start

¥ VWAN Interface (WAN = Wireless

N N

DSL Line Is Not Ready. Please Check your DSL Line and wait for a while.
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3. Wait while the device is configured.
ICII.IiCK Start

> VAN Interface (VAN = Wireless

Please wait while the device is configured.

4. WAN port configuration is successful.
ICILIiCK Start
¥ VWAN Interface (VAN = Wireless)

Congratulations !
Your WAN port has been successfully configured.

Mext to Wireless

5. After the configuration is successful, click Next to Wireless button and you may proceed to
configure the Wireless setting. Enable wireless and set the SSID and encryption Key (1. Leave it
empty to disable the wireless security; 2. Fill in the Key, and the encryption mode will be WPA2-

PSK/AES).

ICIuick Start

TWireless [ WAN = Wireless

Parameters
Wireless Enable
ssID [wlan-ap-2.4g

WPAZ Pre-Shared Key

I Quick Start

> Wireless (WAN = Wireless )

Please wait while the device is configured.

6. Success.

I Quick Start

*Process finished

Success.

| Click here to display
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If Quick Start is finished, user can turn to Status > Summary to see the basic information.

I Status

¥ Device Information

Model Mame

Host Name

System Up-Time

Date/Time

Software Version

LAN IPvd4 Address

LAM IPvG Address

MAC Address

DSL PHY and Driver Version
Wireless Driver Version

> VAN

Line Rate - Upstream (Kbps)

Line Rate - Downstream (Kbps)
Default Gateway / IPv4 Address
Connection Time

Primary DNS Server

Secondary DNS Server

Default IPv6 Gateway / IPv6 Address

BiPAC T820MNZ
home. gateway

0D OH 44 118
Thu May & 06:26:53 2014
2.32d.dr1

192.168.1.254
2000:1211:1000:4d0b:204: edff-fe01: 1/64
00:04:ed:01:00:01

AZpDO038f.d24h
5.30.102.7.cped. 12008 4

1291
26919

ppp0.1 (DSL)/10.40.90.211

00:02:44

218.2.135.1

218.2.135.1

ppp0.1 (DSL)/ 2000:db98:1000:1000:29ac:afch:59a4:5816/64
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Ethernet mode
1. Select Ethernet, press Continue to go on to next step.

ICIuick Start i‘% .

¥ VWAN Interface | WAN = Wireless )
Select WAN Interface
IMain Paort

2. Enter the username, password from your ISP, for IP and DNS settings; also refer to your ISP.
Here IPv6 service is enabled by default.

ICIuick Start l‘% .

*WAN Interface (VAN = Wireless )

VAN Service
Tipe [PPP over Ethernet (PPPoE) [+ |
Username | |
Password | |
Service Name | |
authentication Method [auTo ]
IPv4 Address [ static

IP Address |
IPVE for this semvice Enable
IPvE Address [ static

IF Address |

TU 1402 |

3. Wait while the device is configured.

ICIuick Start i‘\‘tl_ .

~ WAN Interface (WAN = Wireless

Please wait while the device is configured.

4. WAN port configuration is successful.

[ s s o

T VAN Interface (VAN = Wireless )
Congratulations !

Your WaAN pert has been successfully configured.

Mext ta Wireless
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5. After the configuration is successful, click Next to Wireless button and you may proceed to
configure the Wireless setting. Enable wireless and set the SSID and encryption Key (1. Leave it

empty to disable the wireless security; 2. Fill in the Key, and the encryption mode will be WPA2-
PSK/AES).

IOLlick Start l% !
TWireless (WAMN> Wireless

Parameters

Wireless Enable

SSID [wlan-ap-2.4

WPAZ Pre-Shared Key

| Click here to display

ICIuicK Start “\‘E .
i _
* Wireless (WAN = Wireless )

Please wait while the device is configured.

6. Success.

I Quick Start

N N
* Process finished

Success,
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3G/LTE
1. Select 3G/LTE, press Continue to go on to next step.

ICIuicK Start l“}; .

¥ WAN Interface [ WAN = Wireless )
Select WAN Interface

Iain Port [3GLTE %] (Current Wain Port Ethernet)
Lsername
APN internet

Continue

2. Select the 3G/LTE mode, and enter the APN, username, password from your ISP; and check with
your ISP with the authentication method setting for each SIM (SIM1 and SIM2).

Note: Given that BIPAC 7820NZ supports dual -SIM mobile connectivity, please determine which
SIM you are gonna use or both (3G/LTE failover), and set the exact required connecting information
for each SIM (SIM1 and SIM2).

ICluicK Start &% .

Parameters

SIM 1

Mode :_'U TS 3G p_ref'e red v
APN [intermet

Username .

Password )
Authentication Methad AUTO v

PIN

MTU |1500

SIM 2 (Current)

Wode |UMTS 3G preferred v |
APN linternet

Username .

Passward L

Authentication Method [T ¥

PIN [

MTU |1500

Failover

Obtain DNS ® Use WaAN Interface O Use StaticDNs O Parent Controls
Frimary DNS | Secondary DNS i 1]

“Warning: Entering the wrong FIN code three times will [ock the S,

|

3. Wait while the device is configured.

ICIuick Start i“\t‘_ .

~ WAN Interface (WAN = Wireless

Please wait while the device is configured.
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4. WAN port configuration is successful.

ICIuicK Start

* WAN Interface (WAN = Wireless )
Congratulations !

Your WAM port has been successfully configured.

Mext to Wireless

5. After the configuration is successful, click Next to Wireless button and you may proceed to
configure the Wireless setting. Enable wireless and set the SSID and encryption Key (1. Leave it
empty to disable the wireless security; 2. Fill in the Key, and the encryption mode will be WPA2-

PSK/AES).

ICIuick Start

*Wireless (WAN > Wireless

Parameters
Wireless Enable
sSiD [wlan-ap-z.4g

WPAZ Pre-Shared Key

I Quick Start

> Wireless (WAN = Wireless )

Please wait while the device is configured.

6. Success.

ICIuicK Start

¥ Process finished

Success.

Click here to display
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Configuration

When you click this item, the column will expand to display the sub-items that will allow you to further
configure your router.

LAN, Wireless, WAN, System, USB, IP Tunnel, Security, Quality of Service, NAT and Wake On
LAN.

» Quick Start
Configuration

* LAN

F Wireless

F VAN

F System

r USB

F 1P Tunnel

F Securty

b Quality of Service

* AT

* Wake On LAN

rAdvanced Setup

The function of each configuration sub-item is described in the following sections.
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LAN - Local Area Network

A Local Area Network (LAN) is a shared communication system network where many computers
are connected. This type of network is area defined and is usually limited to a confined region within
a building.

Ethernet

ICu}nfiguraiion

vLAN

Parameters

Group Mame Default

IP Address 192 168.1254

Subnet Mask 255.255.255.0

IGMP Snooping Enable

IGMP Snooping Made O standard Mode  ® Blocking Mode
LAM side firewall Cenable

DHCP Server

CHCP Server Enable b

Start [P Address
End IP Address
Leased Time (hour)

Option 56

182.168.1.100
192.168.1.199
24

Cenatle

TR

UUse Routers setting as DNS Server
Primary DNS server
Secondary DNS server

Static IP Lease List
Haost Label MAC Address IP Address Remave Edit

Add
IP Alias
IP Alias ClEnable

IP Address

Subnet Mask

Apply Cancel

Parameters

Group Name: This refers to the group you set in Interface Grouping section; you can set the
parameters for the specific group. Select the group via the drop-down box. For more information
please refer to Interface Grouping of this manual.

IP address: the IP address of the router. Default is 192.168.1.254.
Subnet Mask: the default Subnet mask on the router.

IGMP Snooping: Enable or disable the IGMP Snooping function. Without IGMP snooping,
multicast traffic is treated in the same manner as broadcast traffic - that is, it is forwarded to all
ports. With IGMP snooping, multicast traffic of a group is only forwarded to ports that have
members of that group.”

When enabled, you will see two modes:

® Standard Mode: In standard mode, multicast traffic will flood to all bridge ports when no
client subscribes to a multicast group.

® Blocking Mode: In blocking mode, the multicast data will be blocked when there are no
client subscribes to a multicast group, it won’t flood to the bridge ports.

LAN side firewall: Enable to drop all traffic from the specified LAN group interface. After activating it,
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all incoming packets by default will be dropped, and the user on the specified LAN group interface
can't access CPE anymore. But, you can still access the internet service. If user wants to manage
the CPE, please turn to |P_Filtering Incoming to add the allowing rules. Note that all incoming
packets by default will be dropped if the LAN side firewall is enabled and user cannot manage this
CPE from the specified LAN group.

DHCP Server

You can disable or enable the DHCP (Dynamic Host Configuration Protocol) server or enable the
router's DHCP relay functions. The DHCP protocol allows your router to dynamically assign IP
addresses to PCs on your network if they are configured to obtain IP addresses automatically.

@® Disable

DHCP Server
DHCF Server Disable w

Disable the DHCP Server function.

® Enable

Enable the DHCP function, enter the information wanted. Here as default.
DHCP Server

DHCP Server Enahle v
Start IP Address 192.168.1.100

End IP Address 192.168.1.199

Leazed Time (haour) 24

Option 66 [ Enable

Use Routers setting as DMNE Server

Primary DNS server

Secondary DMNS server

Start IP Address: The start IP address of the range the DHCP Server used to assign to the Clients.
End IP Address: The end IP address f the range the DHCP Server used to assign to the Clients.
Leased Time (hour): The leased time for each DHCP Client.

Option 66: Click Enable to activate DHCP option 66 for some special devices, like IPTV Set Box.
The devices can get firmware or some special service from the TFTP server. User needs to set the
IP or hostname of the TFTP server.

User Router’s setting as DNS server: Select whether to enable use router’s setting as DNS server
to allow different LAN group with different DNS server settings.

If enabled, the PCs on the LAN side obtain the router’s setting as DNS server. If disabled, please
specify exactly the primary/secondary DNS server.

Primary/Secondary DNS server: Specify your primary/secondary DNS server for your LAN devices.

® DHCP Server Relay

DHCP Server
COHCP Server DHCP Server Relay

DHCP Server IP Address

DHCP Server IP Address: Please enter the DHCP Server IP address.

72



Static IP List
The specified IP will be assigned to the corresponding MAC Address listed in the following table
when DHCP Server assigns IP Addresses to Clients.

Static IP Lease List

Host Label MAC Address IP Address Remaove Edit

Add

Press Add to the Static IP List.

Ilionﬁgurazion u\‘ .
A L= —

¥ Static IP
Parameters
Hast Labkel

WMAC Address

IP Address

Cancel

Enter the MAC Address, IP Address, and then click Apply to confirm your settings. But the IP
assigned should be outside the range of 192.168.1.100-192.168.1.199.

Static IP Lease List
Haost Label MAC Address IP Address Remaove Edit

HP 18:29:05:38:04:05 192.168.1.200 O

—_—

IP Alias

This function allows the creation of multiple virtual IP interfaces on this router. It helps to connect two
or more local networks to the ISP or remote node.

IP Alias
IP Alias [l Enakle
IP &ddress

Suknet Mask

[i.ppl:.-] [ Zancel ]

IP Alias: Check whether to enable this function.
IP Address: Specify an IP address on this virtual interface.
Subnet Mask: Specify a subnet mask on this virtual interface.

Click Apply to apply your settings.
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IPv6 Autoconfig

The IPv6 address composes of two parts, the prefix and the interface ID.

There are two ways to dynamically configure IPv6 address on hosts. One is “stateful” configuration,
for example using DHCPv6 (which resembles its counterpart DHCP in IPv4.) In the stateful auto-
configuration model, hosts obtain interface addresses and/or configuration information and
parameters from a DHCPv6 server. The Server maintains a database that keeps track of which
addresses have been assigned to which hosts.

The second way is “stateless” configuration. Stateless auto-configuration requires no manual
configuration of hosts, minimal (if any) configuration of routers, and no additional servers. The
stateless mechanism allows a host to generate its own addresses using a combination of locally
available information (MAC address) and information (prefix) advertised by routers. Routers
advertise prefixes that identify the subnet(s) associated with a link, while hosts generate an
"interface identifier" that uniquely identifies an interface on a subnet. An address is formed by
combining the two. When using stateless configuration, you needn’t configure anything on the client.

IConfigur'azi-}n u\- .
i T -

*IPvE Autoconfig

Parameters

Mote: Interface ID does MOT support ZERO COMPRESSION ™27, Please enter the complete information.
For exampe: Please enter "0:0:0:2"7 instead of 722",

Group MName Default v
Static LAN IPv6 Address Configuration

Interface Address / Prefix Length

IPvE LAN Applications

DHCPVG Server Enable

DHCPYE Server Type @ stateless O Stateful

Start interface ID 0:0:0:2

End interface ID 0:0:0:254

Leased Time (hour) 24

Issue Router Adverisements Enable

ULA Prefix Advertisement ClEnable

RADVD Type ® Randomly Generate O stati cally Configure
P refix

Preferred Life Time -1

‘alid Life Time -1

MLD Snooping M Enable O standard Mede @ Blocking Mode

Group Name: Here group refers to the group you set in Interface Grouping section, you can set
the parameters for the specific group. Select the group by the drop-down box. For more
information please refer to Interface Grouping of this manual.

Static LAN IPv6 Address Configuration
Interface Address / Prefix Length: Enter the static LAN IPv6 address.

IPv6 LAN application
DHCPv6 Server: Check whether to enable DHCPvV6 server.
DHCPv6 Server Type: Select Stateless or Stateful. When DHCPVG6 is enabled, this parameter is
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available. Stateless: If selected, the PCs in LAN are configured through RA mode, thus, the PCs in
LAN are configured through RA mode, to obtain the prefix message and generate an address using
a combination of locally available information (MAC address) and information (prefix) advertised by
routers, but they can obtain such information like DNS from DHCPv6 Server. Stateful: if selected,
the PCs in LAN will be configured like in IPv4 mode, thus obtain addresses and DNS information
from DHCPV6 server.

Start interface ID: Enter the start interface ID. The IPv6 address composed of two parts, thus, the
prefix and the interface ID. Interface is like the Host ID compared to IPv4.

End interface ID: Enter the end interface ID.

Note: Interface ID does NOT support ZERO COMPRESSION ":". Please enter the complete
information.
For example: Please enter "0:0:0:2" instead of "::2".

Leased Time (hour): The leased time, similar to leased time in DHCPv4, is a time limit assigned to
clients, when expires, the assigned ID will be recycled and reassigned.

Issue Router Advertisement: Check whether to enable issue Router Advertisement feature. It is to
send Router Advertisement messages periodically.

ULA Prefix Advertisement: Enable this parameter to include the ipv6 ULA address in the RA
messages. ULA, unique local address, is an IPv6 address in the block fc00::/7. It is approximately
the IPv6 counterpart of the IPv4 private address. They are not routable in the global IPv6 Internet.

RADVD Type: The way that ULA prefix is generated.

® Randomly Generated

@® Statically Configured: select to set manually in the following parameters.
Prefix: Set the prefix manually.

Preferred Life Time: The ULA prefix life time. When the time is over, the ULA prefix is invalid any
more, -1 means no limit.

Valid Life Time: It is a time threshold, when the time is over, clients should obtain new IPv6 address
from the router through RA; -1 means to be limitless.

MLD snooping: Similar to IGMP snooping, listens in on the MLD conversation between hosts and
routers by processing MLD packets sent in a multicast network, and it analyzes all MLD packets
between hosts and the connected multicast routers in the network. Without MLD snooping, multicast
traffic is treated in the same manner as broadcast traffic - that is, it is forwarded to all ports. With
MLD snooping, multicast traffic of a group is only forwarded to ports that have members of that

group.

® Standard Mode: In standard mode, multicast traffic will flood to all bridge ports when no
client subscribes to a multicast group.

® Blocking Mode: In blocking mode, the multicast data will be blocked when there is no
client subscribes to a multicast group, it won’t flood to the bridge ports.
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Stateless and Stateful IPv6 address Configuration

Stateless: Two methods can be carried.
® With DHCPV6 disabled, but Issue Router Advertisement Enabled

DHCPVE Server [ JEnable

|ssue Router Advertisements Enable

With this method, the PCs in LAN are configured through RA mode, thus, the PCs in LAN are
configured through RA mode, to obtain the prefix message and generate an address using a

combination of locally available information (MAC address) and information (prefix) advertised by
routers.

® With both DHCPv6 and Issue Router Advertisement Enabled

DHCPVE Server ¥l Enable

DHCPvE Server Type ® stateless O Stateful
Startinterface 1D 0:0:0:2

End interface ID 000254

Leased Time (hour) 24

|ssue Router Advertisements [*] Enable

With this method, the PCs’ addresses in LAN are configured like above method, but they can
obtain such information like DNS from DHCPvV6 Server.
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Stateful: two methods can be adopted.
® With only DHCPv6 enabled

DHCPvE Server Enable

DHCPvE Server Type (O stateless () Stateful
Start interface (D 00z

End interface 1D 0000254

Leased Time (hour) 24

Issue Router Advertisements |:|En:3hle

With this method, the PCs’ addresses are configured the same as in IPv4, that is addresses are
assigned by DHCPV6 server.

® With both DHCPv6 and Issue Router Advertisement Enabled

DHCPYE Server Enahle

DHCPvE Server Type O Stateless & Stateful
Start interface 1D 0:0:0:2

End interface ID 0:0:0:254

Leased Time (hour)

|ssue Router Advertisements

With this method, the PCs’ addresses are configured the same like above, and the address
information in RA packets will be neglected.
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Interface Grouping

Interface grouping is a function to group interfaces, known as VLAN. A Virtual LAN, commonly known
as a VLAN, is a group of hosts with the common set of requirements that communicate as if they were
attached to the same broadcast domain, regardless of the physical location. A VLAN has the same
attributes as a physical LAN, but it allows for end stations to be grouped together even if they are not
located on the same network switch.

Each group will perform as an independent network. To support this feature, you must create
mapping groups with appropriate LAN and WAN interfaces using the Add button.

(Please Note: P4 can be configured as EWAN, and when the device is in EWAN profile, there is no
P4/EWAN interface as P4 is working as a WAN port.)

" — W N

~ Interface Growping
Groups |solation Enabile [}
Apph |

Group Configuration

Kaximum number of entries can be configurad 18

Group Name Remoe WAN inerface LAM Interfacas DHCP Vendor IDs
ppp0.1 PAEWAN
P3
P2
afault
Dalau P1
wlan-ag-2.4g

(=)

Group Isolation: If enabled, devices in one group are not able to access those in the other group.
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Click Add to add groups.

I Combguration

*interface grouping Configuration

Paramaters

M you ks to automatically add LAM clients to a VAN Infarface in the new group add the DHCP vendar ID sifing

By configunng & DHCP wendor ID string any DHCP cliend reguest with the speciied vendor ID (DHCP aphon 800 will be dended an IF address rom thi [ocal DHCF seraer

e

IMPORTANT if & vendor i is configured for 3 speafic dient device, please REBOOT the client device atlached bo the modem o allow it to obiain an appropriste IF address

Growp Name

Grouped WAN Interfaces

Growped LAN interfaces

AutomaBically Add Clients With the following DHCP Vendar IDs

[ 2gpiy |[ cancet

Group Name: Type a group name.

Available WAH Interfaces

pppoe_0_8_3Sipppl1

0]

acailanhe LAN Interfaces

PLEWAN
P3
p— P2
‘_’] 1
{ = | wlan-ap-2.4g
| S

Grouped WAN Interfaces: Select from the box the WAN interface you want to applied in the group.

Grouped LAN Interfaces: Select the LAN interfaces you want to group as a single group from

Available LAN Interfaces.

Automatically Add Clients with following DHCP Vendor IDs: Enter the DHCP Vendor IDs for
which you want the Clients automatically added into the group. DHCP vendor ID (DHCP 60) is an

Authentication for DHCP Messages.

Click Apply to confirm your settings and your added group will be listed in the Interface Grouping

table below.
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In group "test", P2 and PPPO0.1 are grouped in one group, they have their only network , see LAN.

= inferface Grouping

Groups Isolation Enabie ]
I aooty |

PRIy |
Group Configuration
Marmum number of &ntri@s can be configurad | 16

Group Mama Remae WAN Inatace LaN Intarfaces DHCP Vendar D3
P4EVaN
P3
Drafauf P1
wian-ap-2.4qg

test | pppd.1 P2

| Ase R

If you want to remove the group, check the box as the following and press Remove.

I- cnfiguration :i.“"? -

T interface Grouaping

Groups Isslation Enable []

Group Configuration

Barimum number of entries can be configuwred : 16

Group Name Remoe WAN Intertace LA Interfaces DHCP Vendar IDs
PAEWAMN
P3
Default P1
wlan-ap-2.4g
1E51 @ ppp0.1 P2
add | [ Remove

Note: If you like to automatically add LAN clients to a WAN Interface in the new group add the
DHCP vendor ID string.

By configuring a DHCP vendor ID string any DHCP client request with the specified vendor
ID (DHCP option 60) will be denied an IP address from the local DHCP server.

If a vendor ID is configured for a specific client device, please REBOOT the client device
attached to the modem to allow it to obtain an appropriate IP address.

Each LAN interface can only be added into one group and one WAN interface can only be
used in one group.
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VRRP

VRRP is designed to eliminate the single point of failure inherent in the static default routed
environment. VRRP specifies an election protocol that dynamically assigns responsibility for a virtual
router to one of the VRRP routers in a LAN. The VRRP router controlling the IP address associated
with a virtual router is called the Master, and forwards packets sent to these IP addresses. The
election process provides dynamic fail-over in the forwarding responsibility should the Master
become unavailable. Any of the virtual router's IP addresses in a LAN can then be used as the
default first hop router by end-hosts. The advantage gained from using VRRP is a higher availability
default path without requiring configuration of dynamic routing or router discovery protocols on every
end-host.

IC-}nfigu:'atian Q\‘ .
i - —

YVRRP

Parameters

VRRP OEnable @ Disable
VRID o

Priority o

Freempt Mode True False
VRIP

Advertisement Period _‘1

VRRP: Check Enable radio button to activate this function. The default setting is “Disable”.
VRID: A master or backup router running the VRRP protocol may participate in one VRID instance.

Priority: Specifies the sending VRRP router's priority for the virtual router. Higher values equal
higher priority. The priority value for the VRRP router that owns the |IP address associated with the
virtual router MUST be 255. VRRP routers backing up a virtual router MUST use priority values
between 1 and 254. The default priority value for VRRP routers backing up a virtual router is 100.
The priority value zero (0) has special meaning indicating that the current Master has stopped
participating in VRRP. This is used to trigger Backup routers to quickly transition to Master without
having to wait for the current Master to timeout.

Preempt Mode: When preempt mode is enabled, a backup router always takes over the
responsibility of the master router. When disabled, the lower priority backup is left in the master state.

VRIP: One IP address that is associated with the virtual router.

Advertisement period: Indicates the time interval in seconds between advertisements. The default
value is 1 second.
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Wireless

This section provides you ways to configure wireless access. The BIiPAC 7820NZ supports wireless
on the 2.4GHz for users. This part has sub-items as Basic, Security, MAC Filter, Wireless Bridge,
Advanced and Station Info here.

» Quick Start
Configuration
* LAN
T Wireless

' Basic
' Securty
* MAC Filter
* Wireless Bridge
* Advanced
' Station Info
* Schedule Control
* VAN
F System
»USB
kP Tunnel
F Securty
¥ Quality of Service
* NAT
' Wake On LAN

r Advanced Setup
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Basic

It let you determine whether to enable Wireless function and set the basic parameters of an AP and
the Virtual APs.

Ilionfigura{ion \ i\. .
A -

T Basic

Parameters

Wireless Enable

Hide 531D [ Enable

Clients Isolation [Denanle

Disable WM Advertise I Enable

Wireless Multicast Forwarding (WMF) [ Enable

S8ID wlan-ap-2.4g

BSSID 00:04:ED:01:00:02

Caountry UNITED STATES v

Max Clients 16 [1-16]

Wireless - Guest\irtual Access Points

S8ID Hidden  Clients Isolation Disable WM Advertise  WMF  Max Clients BSSID Enable

wll_Guestt O =] O [l 16 [RIE) =]
wll_Guest? | IF] i |l 16 /A Il
- wi D_;Sue st3 . O O "] O 16 . A "]

Wireless: Default setting is set to Enable. If you do not have any wireless devices, check the
checkbox again to unselect.

Hide SSID: It is function in which transmits its SSID to the air so that when wireless client searches
for a network, router can then be discovered and recognized. Check the checkbox to determine
whether you want to hide SSID.

Clients Isolation: if you enabled this function, then each of your wireless clients will not be able to
communicate with each other.

Disable WMM Advertise: Stop the router from ‘advertising’ its Wireless Multimedia (WMM)
functionality, which provides basic quality of service for time-sensitive applications (e.g. VoIP, Video).

Check to disable or enable this function.
Wireless multicast Forwarding (WMF): check to enable or disable wireless multicast forwarding.

SSID: The SSID is the unique name of a wireless access point (AP) to be distinguished from another.
For security purpose, change the default wlan-ap-2.4g to a unique ID name to the AP already built-in
to the router’s wireless interface. It is case sensitive and must not excess 32 characters. Make sure
your wireless clients have exactly the SSID as the device, in order to get connected to your network.

Note: SSID is case sensitive and must not exceed 32 characters.
BSSID: Basic Set Service ldentifier, it is a local managed IEEE MAC address, and is 48 bits value.

Country: Different countries have different wireless band resources, so you can select the
appropriate Country according to your location.

Max Clients: enter the number of max clients the wireless network can supports,1-16.

Guest/virtual Access Points: A “Virtual Access Point” is a logical entity that exists within a physical
Access Point (AP). When a single physical AP supports multiple “Virtual APs”, each Virtual AP
appears to stations (STAs) to be an independent physical AP, even though only a single physical AP
is present. For example, multiple Virtual APs might exist within a single physical AP, each advertising
a distinct SSID and capability set. Alternatively, multiple Virtual APs might advertise the same SSID
but a different capability set — allowing access to be provided via Web Portal, WEP, and WPA
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simultaneously. Where APs are shared by multiple providers, Virtual APs provide each provider with
separate authentication and accounting data for their users, as well as diagnostic information,
without sharing sensitive management traffic or data between providers. You can enable the virtual
AP.

Here you can enable some Virtual APs according to the request. And the other parameters of virtual
APs are the same to the above.

Click Apply to apply your settings.
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Security

Wireless security prevents unauthorized access or damage to computers using wireless network.

IC-}nfiguraticn i QBC‘ .

~ Security
If Hide Access Point enabled or Macfilter list is empty with "allow’ chosen, WPAZ will be disabled.

WPS Setup

WPS | Disable [»| (Current: Disable)
Manual Setup AP
Select 551D wlan-ap-2.4g v
Metwork Authentication Open L
WEP Encryption 'Disahle_d vj

Note:

The WPS feature will also be unavailable when the security setting is not WPA2 or OPEN. So, if you
manually set the wireless security setting, you should give notice to it, but you can find prompt
indicating configuration.

Manual Setup AP
Select SSID: select the SSID you want these settings apply to.
Network Authentication

® Open
Metwork Authentication Open “
WEF Encryption Enable
Encrypticn Strength 128-hit »
current Metwork Key 1 |
Metwork Key 1 1234567890123
Metwark Key 2 1234567590123
Metwork Key 3 1234567890123
Metwark Key 4 1234567590123

Enter 12 ASCIl characters or 26 hexadecimal digits for 128-bit encryption keys.
Enter 5 ASCI characters or 10 hexadecimal digits for 64-bit encryption keys.

WEP Encryption: Select to enable or disable WEP Encryption. Here select Enable.
Encryption Strength: Select the strength, 128-bit or 64-bit.
Current Network Key: Select the one to be the current network key. Please refer to key 1- 4 below.

Network Key (1- 4): Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys.
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys.
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® Shared
This is similar to network authentication ‘Open’. But here the WEP Encryption must be enabled.

Metwaork Authentication Shared v
YWEP Encryption Enable w

Encryption Strength 128-hit

Current Metwork Key 2w

Metwiark Key 1 1234567880123

Metwork Key 2 1234567390123

Metwark Key 3 1234567880123

Metwork Key 4 1234567390123

Enter 13 ASCI characters or 26 hexadecimal digits for 128-bit encryption keys.
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys.

® 802.1x
Metwork Authentication B02.1x v
RADILS Server IP Address 0.0.0.0
RADIUS Port 1812
RADIUS Key
WEP Encrypticn Enahle w
Encryption Strenath 128-hit
Current Metwaork Key 2w

Metwark Key 1
Metwaork Key 2 1234567880123
Metwork Key 3 1234567390123
Metwork Key 4

Enter 13 ASCI characters or 26 hexadecimal digits for 128-bit encryption keys.
Enter 5 ASCIl characters or 10 hexadecimal digits for 64-bit encryption keys.

RADIUS Server IP Address: RADIUS( Remote Authentication Dial In User Service), Enter the
IP address of RADIUS authentication server.

RADIUS Server Port: Enter the port number of RADIUS authentication server here.

RADIUS Key: Enter the password of RADIUS authentication server.

WEP Encryption: Select to enable or disable WEP Encryption. Here select Enable.

Current Network Key: Select the one to be the current network key. Please refer to key 2- 3 below.

Network Key (1- 4): Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys.
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys.
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® WPA

Metwaork Authentication WPA W

WPA Group Rekey Interval 3600 [0-2147483647]
RADIUS Server IP Address 0.0.0.0

RADILS Port 1812

RADIUS Key

WPANVAP] Encryption TKIF+AES

VWEP Encryption
WPA Group ReKey Internal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). This is in seconds.

RADIUS Server IP Address: RADIUS( Remote Authentication Dial In User Service), Enter the
IP address of RADIUS authentication server.

RADIUS Server Port: Enter the port number of RADIUS authentication server here.
RADIUS Key: Enter the password of RADIUS authentication server.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.

® WPA-PSK /WPA2-PSK

Metwaork Authentication WPA-PSK w

WPAMNAPI passphrase T Click here to display
WPA Group Rekey Interval 3600 [0-2147433647]
WPAMAPI Encryption TKIP+AES »

WEP Encryption

WPA/WAPI passphrase: Enter the WPA.WAPI passphrase; you can click here to display to view it.

WPA Group ReKey Internal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). This is in seconds.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.
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® WPA2

Metwork Authentication WPAZ A

WPAZ Preauthentication Dizsable =«

Metwork Re-auth Interval 36000 [0-2147483647]
WPA Group Rekey Interval 3600 [0-2147483647]
RADIUS Server IP Address 0.0.0.0

RADIUS Port 1812

RADIUS Key

WPAWAR| Encryption AES L

YWEP Encryption

WPA?2 Preauthentication: When a wireless client wants to handoff to another AP, with
preauthentication, it can perform 802.1X authentication to the new AP, and when handoff happens,
this mode will help reduce the association time.

Network Re-auth Interval: the interval for network Re-authentication. This is in seconds.

WPA Group ReKey Internal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). This is in seconds.

RADIUS Server IP Address: RADIUS( Remote Authentication Dial In User Service), Enter the
IP address of RADIUS authentication server. This is in seconds.

RADIUS Server Port: Enter the port number of RADIUS authentication server here.
RADIUS Key: Enter the password of RADIUS authentication server.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.

® Mixed WPA2/WPA

Metwork Authentication Mixed WPAZAVPA w

WPAZ Preauthentication Disahle |»

Metwork Re-auth Interval 26000 [0-2147483647]
WPA Group Rekey Interval 3600 [0-2147483647]
RADIUS Server IP Address 0.0.0.0

RADIUS Port 1812

RADIUS Key

WPRAMNIARI Encryption AES w

YWEP Encryption

WPA?2 Preauthentication: When a wireless client wants to handoff to another AP, with
preauthentication, it can perform 802.1X authentications to the new AP, and when handoff happens,
this mode will help reduce the association time used.

Network Re-auth Interval: the interval for network Re-authentication. The unit is second.

WPA Group ReKey Internal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). This is in seconds.

RADIUS Server IP Address: RADIUS( Remote Authentication Dial In User Service), Enter the
IP address of RADIUS authentication server.

RADIUS Server Port: Enter the port number of RADIUS authentication server here.
RADIUS Key: Enter the password of RADIUS authentication server.
WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
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TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.

® Mixed WPA2/WPA-PSkK

Metwork Authentication Mixed WPAZAWPA -PSK |»

WPAWWAP| passphrase tessasatee Click here to display
WPA Group Rekey Interval 3600 [0-2147483647]
WPAVAP| Encryption AES L%

YWEP Encryptian

WPA/WAPI passphrase: enter the WPA.WAPI passphrase, you can click here to display to view it.

WPA Group ReKey Internal: The period of renewal time for changing the security key automatically
between wireless client and Access Point (AP). The unit is second.

WPA/WAPI Encryption: There are two Algorithms, AES (Advanced Encryption Standard) and
TKIP(Temporal Key Integrity Protocol) which help to protect the wireless communication.
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WPS Setup

WPS (Wi-Fi Protected Setup) feature is a standard protocol created by Wi-Fi Alliance. WPS is used
to exchange the AP setting with Station and configure Ap settings. This feature greatly simplifies the
steps needed to create a Wi-Fi network for a residential or an office setting. The commonly known
PIN method is supported to configure WPS.

WPS: Select enable to enable WPS function. Please note that WPS can only be available when
WPA2-PSK or OPEN mode is configured.

Note:
1) WPS feature is only available when in WPA2 or OPEN mode in security settings.

2) Here wireless can be configured as Registrar and Enrollee mode respectively. When AP is
configured as Registrar, you should select “Configured” in the WPS AP Mode below, and default
WPS AP Mode is “Configured”. When AP is configured as Enrollee, the WPS AP Mode below
should be changed to “Unconfigured”. Follow the following steps.

ICenﬂgurazion 'y u‘{f .

¥ Security
If Hide Access Point enabled or Mac filter list is empty with “allow’ chosen, WPAZ will be disabled.
WPS Setup

WPS Enable | (Current Disahle)

aiinnt @ Enter STAPIN O Use AP PIN (This feature is available only when WPA2 PSK or OPEN
made is configured)

PIN Help

Authorized Station MAG |Help

WFS AP Mode C-:nﬂg_lur.llsd w

Setup AP 10864111 |Help

Manual Setup AP

Select SSID wlan-ap-2.4g v |

Metwark Authentication Jpen b

WEP Encryption Disabled v
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Configure AP as Registrar
@ Add Enrollee with PIN method
1. Select radio button “Enter STA PIN”.

2. Input PIN from Enrollee Station (16837546 in this example), Or else users can alternatively
enter the authorized station MAC Help: it is to help users to understand the concept and correct
operation.

3. Cllck[ Add Enrolee ]

IConﬂguraiion \ “}? .

¥ Security
If Hide Access Point enabled or Mac filter list is empty with “allow’ chosen, WPAZ will be disabled.
WPS Setup

WPS _ Enable | (Current Disahle)

Add Client ® Enter sTAPIN O Use AP PIN|  Add Enrolles (This feature is available only when WPAZ PSK or OFPEM
fal

maode is configured)

FIN [15827548 | Help
Authorized Station MAC | | Help
WFS AP Mode '_.L‘;-;nﬂgtlllr.ggl_ |

Setup AP _10864‘111 Mll
Manual Setup AP

Select SSID [wian-ap-2.4g (]

Metwork Authentication Qpen el
WEP Encryption [Disabled v

(Station PIN)

If:onﬂgura:lrm ;“‘\E‘ .

¥ Security

If Hide Access Point enabled or Mac filter list is empty with "allow’ chosen, WPAZ will be disabled.
WPS Setup

WPS :IEHaEIé v {Current: Enable}

sdd Client @ enter sTAPIN O Use AP PIN|  Add Enrollee | (This feature is available only when WPA2 PSK or OPEN

maode is configured)

PIN [ |Help
Authorized Station MAG [18:A0:05:38:04:08  |Hel
WPS AP Mode [configured |

Setup AP [10884111 |Help
Manual Setup AP

Select 351D ;_'-Ni'an-a_p-é.i_g v”_j

Metwork Authentication :_'b_pen Ao
WEP Encryption :-_I.:?i__sap_lp_d |

(Station MAC)

Note: Users can alternatively input PIN from Enrollee Station or enter the authorized station MAC.
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4. Operate Station to start WPS Adding Enrollee. Launch the wireless client’'s WPS utility (eg.Ralink
Utility). Set the Config Mode as Enrollee, press the WPS button on the top bar, select the AP (eg.
Wilan-ap-2.4g) from the WPS AP List column. Then press the PIN button located on the middle

left of the page to run the scan.

LI
T—

= @

(=)

g

Extra Info ==
Channel ==
Authentication »»
Encryption =
Hetwork Type =>
IP Address ==

Sub Mask »=
Defaut Gateway »»

EW =>n/a

Gl »» nfa

MCS »>

HT

nifa

Transmit

Link Speed ==

Throughput »=»

Receive
Link Speed ==
A0 => nfa
Throu k==
SMR1 »>» nia ke
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Profile Hetwork Advanced Statistics WM WPS
WPS AP List
1D = 00000 wian-ap 00-04-ED-01-00-02 1
I0: wilan-ap-2.4q 00-04-ED-00-00-01 i -
L L] b
WP Profile List
L (1[4
FIN [l wPs Associate IE Progress »» 0%
FEC WPS A ILE WPS status is disconnected
Status »> Disconnected Link Quality »» 0%

Signal 5trength 1 == 0%
Signal Strength 2 »> 0%
Hoize Strength == 0%

0.000
Kbps

0.000
Kbps

Radio On/Off  About

Z @

Reccan
Information
Pin Code

16837546  Renew

Canfig Mode

Enrolee -

Disconnect




4. The client's SSID and security settings will now be configured to match the SSID and security
settings of the registrar.

E u @ # @ O 7 £

Profile Metwork Advanced Statistics WM WPS Radio On/Off  About
WPS AP List
Rescan
ID: wlan-ap-2 4g 00-04-ED-01-00-01 1 Information
ID: wian-ap 00-04-ED-38-F7-2E 1 v Fin Code
4 LUl t 16837546 _ Renew
WPS Profile List Config Mode
} wian-ap Enrolee -
4 " I
o @vesssocoee oo o
REC (@] vvs Probe IE PIN - Get WPS profile successfuly. Riscoopect

Export Profile

(4-ED-01-00-01 Link Quality => 100%
Signal Strength 1 == 64%

Moise Strength > 26%

=

wlan-ap-2.49 <--
Link is Up [TxPower:100%]
Channel >= 1 <--= 2412 MHz; central channe

Ztra Info ==

Authentication =>  Open
Encryption => MNOMNE

Metwork Type ==  Infrastructure
IP Address == 192.168.1.100
Sub Mask »> 256.255.255.0
192.168.1.254

Transmit
Link Speed == 270.0 Mbps

Throughput >> 5.600 Kbps

Receive
Link Speed == 54.0 Mbps

HT

BW ==40 SNRD == 19
Throughput =>81.608 Kbps 146,840

Gl => long MCS5=> 1A SMR1 == nfa Kbps

You can check the message in the red ellipse with the security parameters you set, here we all use
the default.
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Configure AP as Enrollee

@ Add Registrar with PIN Method

1. Set AP to “Unconfigured Mode”.

IConﬂguration l‘% .

¥ Security

IfHide Access Point enabled or Mac filter listis empty with “allow’ chosen, WPAZ will be disabled.

WPS Setup

WPS [Enable w] (Current Disable)

i OEnter STAPIN & Use AP PIN| Add Enrallee | (This feature is available only when WPA2 PSK or OPEN
made is configurad)

WPS AP Mode [Unconfigured |

Setup AP | 10884111 |Heln

Manual Setup AP

Select SSID [wian-ap-2 40 |

Metwark Authentication | Open -

WEP Encryption [Disabled v
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2. Launch the wireless client’'s WPS utility (eg. Ralink Utility). Set the Config Mode as Registrar.
Enter the PIN number (10864111 (device) for example) in the PIN Code column then choose the
correct AP (eg. wlan-ap-2.4g) from the WPS AP List section before pressing the PIN button to run

the scan.
P= T, —
= — & nY @ Iy 4
Profile Network Advanced Statistics WM WPS Radio On/Off  About
WPS AP List
Rescan
00-04-ED-01-00-0:1 Informaticn
ID: D2-VPH 00-1B-11-E4-DA-DS e~ Pin Code
! Ll 4 10864111
e Config Mode
ExRegNWEA4DS6 Registrar -
4 | I 3
BIN [l WPs Associate IE Progress »= 0% Rota
PEC [&] WPS Probe IE Disconnect
Export Profile
r
Status »= Disconnected Link Quality =» 0%
Extra Info == Signal 5trength 1 == 0%
Channel == Signal 5trength 2 == 0%
Authentication >> Moise Strength == 0%
Encryption ==
Metwork Type == Transmit
IP Address == Link Speed »=
sub Mask = Throughput >» 0.000
Default Gateway =» Kbps
Receive
HT Max
Link Speed ==
BW =>n/fa SMRO == nfa
Throughput >= 0.0:00
Gl == nfa MC5 == nfa SHR1 == nfa

Kbps
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