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Chapter 1: Introduction

Introduction to your Router

Thank you for purchasing BiPAC 7800NEXL router, an all-in-one ADSL2+ Router with wireless-N
technology. The BIPAC 7800NEXL is an ADSL2+ Router that offers users affordable expanded
wireless coverage and speedy Internet connection. By supporting Internet Protocol, IPv6, this All-in-
One Router allows users to make internet connections between existing IPv4 networks and future
IPv6 network upgrades when greater security, high quality QoS and larger addressing are required.
With an integrated 802.11n Access Point, the BIPAC 7800NEXL can automatically adopt an optimal
connection to deliver smooth, constant signal reception even if obstacles are present. Robust
Firewall security is featured to protect Internet access against hacker attacks. The Quality of
Service and VLAN enables intelligent steaming for HD video or multiple applications such as music
downloads, online gaming, video streaming and file sharing simultaneously.

Optimal Wireless Speeds and Coverage

With an integrated 802.11n Wireless Access Point, this router supports a data rates up to 300Mbps
and delivers up to 6 times the speed and 3 times the wireless coverage of an 802.11b/g network
device. If the network requires wider coverage, the built-in Wireless Distribution System (WDS)
repeater function allows users to expand the wireless network without the need for any external
wires or cables.

Jitter-free, Reliable Net Traffic

Quality of Service (QoS) gives full control over outgoing data traffic. Priority can be assigned by the
router to ensure that important transmissions like gaming packets, VolP calls or IPTV / streaming
content passes through the router at lightning speed, even when there is heavy Internet traffic. The
transfer speed of different types of outgoing data passing through the router is also controlled to
ensure that users do not saturate bandwidth with their browsing activities. The VLAN support is also
capable of establishing reliable high-speed transmissions for wide bandwidth applications such as
IPTV, VOD, or online gaming without consuming bandwidth.

High-speed Internet Access

The BIPAC 7800NEXL is compliant with worldwide ADSL standards, and supports download rates
of up to 12 / 24Mbps using ADSL2 / 2+, 8Mbps using ADSL and an upload rate of up to 1Mbps.
The integrated Annex M standard supports ADSL2 / 2+ for higher uploads by doubling the upload
data rate. The 4-port Ethernet Switch incorporated into the BIPAC 7800NEXL enables users to
connect to multiple computers or wired-Ethernet devices easily and enjoy blistering LAN
transmission for multimedia applications such as interactive gaming, IPTV video streaming and
real-time audio.

Simple Setup, Ease of Management

Easy Sign-On (EZSO), WPS push button and Auto-scan ADSL settings allow users to manage the
device functions effortlessly! The user-friendly, web-based user interface makes installing and
managing the BIPAC 7800NEXL extremely easy. With support for both DHCP client and server,
system administrators can manage IP assignment without having to reconfigure other stations and
fitting the router into existing network environments.
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IPv6 supported

Internet Protocol version 6 (IPv6) is a version of the Internet Protocol that is designed to succeed
IPv4. IPv6 has a vastly larger address space than IPv4. This results from the use of a 128-bit
address, whereas IPv4 uses only 32 bits. The new address space thus supports 2128 (about
3.4x1038) addresses. This expansion provides flexibility in allocating addresses and routing traffic
and eliminates the primary need for network address translation (NAT), which gained widespread
deployment as an effort to alleviate IPv4 address exhaustion.

IPv6 also implements new features that simplify aspects of address assignment (stateless address
autoconfiguration) and network renumbering (prefix and router announcements) when changing
Internet connectivity providers. The IPv6 subnet size has been standardized by fixing the size of the
host identifier portion of an address to 64 bits to facilitate an automatic mechanism for forming the
host identifier from Link Layer media addressing information (MAC address).

Network security is integrated into the design of the IPv6 architecture. Internet Protocol Security
(IPsec) was originally developed for IPv6, but found widespread optional deployment first in IPv4
(into which it was back-engineered). The IPv6 specifications mandate IPsec implementation as a
fundamental interoperability requirement.

VLAN MUX

A Virtual LAN, commonly known as a VLAN, is a group of hosts with the common set of requirements
that communicate as if they were attached to the same broadcast domain, regardless of the physical
location. A VLAN has the same attributes as a physical LAN, but it allows for end stations to be
grouped together even if they are not located on the same network switch.

The most commonly used Virtual LAN is defined by 802.1Q tagging protocol, which expended the
original Ethernet frame header to include VLAN ID (tag) and priority bits. With the support of
network equipments, multiple virtual networks can coexist over the same physical network. Ethernet
frames are used to transfer data over ADSL line when bridging, MER or PPPoE mode is used.

While the DSL connection we usually configured is to use a PVC match a single service, PPPoE
PPPOA, bridging, etc. With the VLAN tag, we can make virtual interfaces to create multiple separate
WAN connections within the same PVC. It allows multiple services over the same PVC. The VLAN
Mux feature is designed for this purpose. For example, you have an ATM interface, PVC with
VPI/VCI 8/35, you can set the PPPoE, IPoE, and Bridge connection via the PVC without
respectively assigning the three services to three different PVCs.

Virtual AP

A “Virtual Access Point” is a logical entity that exists within a physical Access Point (AP). When a
single physical AP supports multiple “Virtual APs”, each Virtual AP appears to stations (STAS) to be
an independent physical AP, even though only a single physical AP is present. For example,
multiple Virtual APs might exist within a single physical AP, each advertising a distinct SSID and
capability set. Alternatively, multiple Virtual APs might advertise the same SSID but a different
capability set — allowing access to be provided via Web Portal, WEP, and WPA simultaneously.
Where APs are shared by multiple providers, Virtual APs provide each provider with separate
authentication and accounting data for their users, as well as diagnostic information, without
sharing sensitive management traffic or data between providers. You can enable the virtual AP.

Web Based GUI

It supports web based GUI for configuration and management. It is user-friendly and comes with
online help. It also supports remote management capability for remote users to configure and

manage this product.
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Firmware Upgradeable

Device can be upgraded to the latest firmware through the WEB based GUI.



Features

« IPv6 ready (IPv4/IPv6 dual stack)

« Supports Multiple LAN segment for multiple network application

 4-port 10 / 100Mbps Ethernet switch integrated

 High-speed Internet Access via ADSL2 / 2+; Backward Compatible with ADSL

« 802.11n Wireless Access Point with Wi-Fi Protected Setup (WPS), Wi-Fi Protected
Access (WPA-PSK/ WPA2-PSK) and Wired Equivalent Privacy (WEP) support

» Wireless speed up to 300Mbps

« Quality of Service Control for traffic prioritization and bandwidth management

« SOHO Firewall security with DoS Prevention and Packet Filtering

 Universal Plug and Play (UPnP) Compliance

« Dynamic Domain Name System (DDNS)

« Available Syslog

 Ease of Use with Quick Installation Wizard and Auto-scan ADSL settings

« Supports IPTV Application™

« Easy Sign-On (EZSO)

ADSL Compliance
» Compliant with ADSL Standard
- Full-rate ANSI T1.413 Issue 2
- G.dmt (ITU G.992.1)
- G.lite (ITU G.992.2)
- G.hs (ITU G.994.1)
- ADSL over ISDN / U-R2
» Compliant with ADSL2 Standard
- G.dmt.bis (ITU G.992.3)
- ADSL2 Annex M (ITU G.992.3 Annex M) (BIPAC 7800NEXL A only)
» Compliant with ADSL2+ Standard
- G.dmt.bis plus (ITU G.992.5)
- ADSL2+ Annex M (ITU G.992.5 Annex M) (BiPAC 7800NEXL A only)

Network Protocols and Features
e IPv4 or IPv4 / IPv6 Dual Stack

« NAT, static (v4/v6) routing and RIP-1/ 2

« IPv6 Stateless/ Stateful Address Auto-configuration
« IPv6 Router Advertisement

* IPv6 over PPP



« DHCPV6

« Universal Plug and Play (UPnP) Compliant
« Dynamic Domain Name System (DDNS)

« Virtual Server and DMZ

« SNTP, DNS relay and IGMP proxy

« IGMP snooping for video service

« Management based-on IP protocol, port number and address

Firewall
« Built-in NAT Firewall
« Stateful Packet Inspection (SPI)
» Prevents DoS attacks including Land Attack, Ping of Death, etc.
« Remote access control for web base access
 Packet Filtering (v4/v6) - port, source IP address, destination IP address, MAC address
* URL Content Filtering - string or domain name detection in URL string
« Password protection for system management

« VPN pass-through

Quality of Service Control
» Supports the DiffServ approach

« Traffic prioritization and bandwidth management based-on IP protocol, port number

and address

ATM, PTM and PPP Protocols
« ATM Adaptation Layer Type 5 (AAL5)

« Classical IP over ATM (IPoA) (RFC 2225 / RFC 1577)
« Bridged or routed Ethernet encapsulation

« VC and LLC based multiplexing

« PPP over Ethernet (PPPOE)

« PPP over ATM (RFC 2364)

« MAC Encapsulated Routing (RFC 1483 MER)

« OAM F4 / F5



IPTV Applications ™
« Virtual LAN (VLAN)

 Quality of Service (QoS)

« IGMP Snooping & IGMP Proxy
* MLD Snooping & proxy

« VLAN MUX support

Wireless LAN
« Compliant with IEEE 802.11n, 802.11g and 802.11b standards

« 2.4 GHz - 2.484 GHz frequency range

« Up to 300Mbps wireless operation rate

» 64 / 128 bits WEP supported for encryption

« WPS (Wi-Fi Protected Setup) for easy setup

» Wireless Security with WPA-PSK / WPA2-PSK support
« WDS repeater function support

» 802.1x radius supported

» Web-based GUI for WLAN on/off switch

Management
« Easy Sign-On (EZSO) and Auto-scan ADSL settings
« Web-based GUI for remote and local management (IPv4 / IPv6)
« Firmware upgrades and configuration data upload and download via web-based GUI
« Embedded Telnet server for remote and local management
« Available Syslog
» Mail alert for WAN IP changed
* Wake on LAN
» Supports DHCP server / client / relay
« TR-069 " supports remote management

« SNMP v1/v2/V3 supports remote and local management

”072;' 1. The router may require firmware modification for certain ADSLZ / 2+ 7 Annex M DSLAMSs

2. IPTV application may require subscribing to IPTV services fram a Telco / ISP
3. Only upon request for Telco / ISP tender projects




Hardware Specifications

Physical Interface
« WLAN: 2 x 2dbi detachable antennas

« DSL: ADSL port

« Ethernet: 4-port 10 / 100Mbps auto-crossover (MDI / MDI-X) Switch
« Factory default reset button

 WPS push button

« Power jack

e Power switch



Chapter 2: Installing the Router

Package Contents

* BiPAC 7800NEXL 3G / Wireless-N Dual WAN ADSL2+ Firewall Router
*Quick Start Guide

*CD containing the on-line manual

*Two 2dBi detachable antennas

*Ethernet (RJ-45) cable

*RJ-11 ADSL/ telephone cable

*Power adapter

 Splitter / Micro-filter (Optional)

& b @ a N
ADSL2+ Router Quick Start Guide CcD Antennas
% J o\ RN J
s N B 4
RJ-45 RJ-11 Power Adapter
Ethernet cable Phone cable (The type may differ by different country)




Important note for using this router

-

& Do not use the router in high humidity or high temperatures.

& Do not use the same power source for the router as other equipment.

& Do not open or repair the case yourself. If the router is too hot, turn off the
Warning power immediately and have it repaired at a qualified service center.

& Avoid using this product and all accessories outdoors.

.
(_
& Place the router on a stable surface.
& Only use the power adapter that comes with the package. Using a different
Attention voltage rating power adaptor may damage the router.
o




Device Description

The Front LEDs

— Ethemet ——
2 3 4 Wireless WPS DSL  Internet

LED Meaning

Lit red when WAN port fails to get IP address.

1 Internet Lit green when WAN port gets IP address successfully.
Unlit when the device is in bridge mode or WAN connection is
absent.

2 DSL Lit green when the device is successfully connected to an ADSL
DSLAM. (“line sync”)

3 WPS Flash green when WPS configuration is in progress.

Unlit when WPS fails.

4 Wireless

Lit green when a wireless connection is established.
Unlit when wireless is disabled.

Ethernet port
5 1X-4X
(RJ-45 connector)

Lit green when successfully connected to an Ethernet device.
Blinking when data is being transmitted / received.

6 Power

When the system is ready, it will be lit green.
Lit red when the device fails to boot or when the device is in
emergency mode
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The Rear Ports

Port Meaning

1 |Power Switch Power ON/OFF switch.

2 [Power Connect it with the supplied power adapter.

3 |Reset Press for more than 5 seconds to restore the device to its factory
default mode.
Push WPS button to trigger Wi-Fi Protected Setup function.

4 |WPS For WPS configuration details, please refer to WPS Setup section of
this User Manual.
Connect your computer to a LAN port using the included Ethernet cable

5 [Ethernet (with RJ-45 cable)

6 IDSL Connect the supplied RJ-11 cable to this port when connecting to the
ADSL/telephone network

7 |Wireless Antenna |Connect the detachable antenna for wireless connection.

11



Cabling

One of the most common causes of problem is bad cabling or ADSL line(s). Make sure that all
connected devices are turned on. On the front panel of your router is a bank of LEDs. Verify that the
LAN Link and ADSL line LEDs are lit. If they are not, verify if you are using the proper cables. If the
error persists, you may have a hardware problem. In this case you should contact technical support.

Ensure that all other devices connected to the same telephone line as your router (e.g. telephones,
fax machines, analogue modems) have a line filter connected between them and the wall socket
(unless you are using a Central Splitter or Central Filter installed by a qualified and licensed
electrician), and ensure that all line filters are correctly installed and the right way around. Missing
line filters or line filters installed the wrong way around can cause problems with your ADSL
connection, including causing frequent disconnections. If you have a back-to-base alarm system you
should contact your security provider for a technician to make any necessary changes.

12



Chapter 3: Basic Installation

The router can be configured through your web browser. A web browser is included as a standard
application in the following operating systems: Linux, Mac OS, Windows 7 / 98 / NT / 2000 / XP / Me
/ Vista, etc. The product provides an easy and user-friendly interface for configuration.

Please check your PC network components. The TCP/IP protocol stack and Ethernet network
adapter must be installed. If not, please refer to your Windows-related or other operating system
manuals.

There are ways to connect the router, either through an external repeater hub or connect directly
to your PCs. However, make sure that your PCs have an Ethernet interface installed properly prior
to connecting the router device. You ought to configure your PCs to obtain an IP address through
a DHCP server or a fixed IP address that must be in the same subnet as the router. The default IP
address of the router is 192.168.1.254 and the subnet mask is 255.255.255.0 (i.e. any attached PC
must be in the same subnet, and have an IP address in the range of 192.168.1.1 to 192.168.1.253).
The best and easiest way is to configure the PC to get an IP address automatically from the router
using DHCP. If you encounter any problem accessing the router web interface it is advisable to
uninstall your firewall program on your PCs, as they can cause problems accessing the IP address
of the router. Users should make their own decisions on what is best to protect their network.

Please follow the following steps to configure your PC network environment.

”0?5;' Any TCPAP capable workstation can be used to communicate with or through
this router. To configure other types of workstations, please consult your
manufacturer documentation.

13



Connecting Your Router

Users can connect the ADSL2+ router as the following.

Power
Adaptor

QoS (Prioritization, IP Throttling)

<~ 1l . T e

-

ég Ethernet Cable
i

.
.go @
g
é?i Ethernet Cable
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Network Configuration
Configuring PC in windows 7

1. Go to Start. Click on Control Panel.

Then click on Network and Internet.

2. When the Network and Sharing
Center window pops up, select and click
on Change adapter settings on the left
window panel.

3. Select the Local Area Connection,
and right click the icon to select
Properties.

QC) [E » Control Panel »

Adjust your computer's settings View by: Category

System and Security
Review your computer's status
Back up your computer

Find and fix problems

.. Network and Internet
ﬁ ™ i

Choese hemegroup and

User Accounts and Family Safety

1 or remove user accounts

Set up parental controls for any user

Appearance and Personalization
w Change the theme
L‘

Change desktop background
st screen resolution

aring options

/ Hardware and Sound Clock, Language, and Region

o Change keyboards or other input methods

st commonly used mobility settings # .  Case of Access
{ Let Wind ggest settings
==& Programs J i 9

3 Optimize visual display
k4 Uninstall a pregram

[E= =R |

Uv 5 « Network and Internet » Network and Sharing Center - [ 4] s 2|
Control Panel Home @

View your basic network information and set up connections

. = w
o3 TEST-PC
(This computer)

See full map

BGS10N-CNC Internet

View your active networks

';E'éc BGS10N-

Connect or disconnect

c Accesstype Internet

Connections:

ork Connection

Public network

Change your networking settings

450 Setupenes
=

Set up 2 wireless, broadband, dial-up, ad hoc, or VPN connection; or set up 2 router or access
point.

onnecticn or netwerk

'-&. Connect to a network

Connect or reconnect to  wireless, wired, dial-up, or VPN network connection.

@le@ <« MNetwork and Internet » Network Connections « [ 4| [ Seorch Netwer ctions r
Organize v Disable this network device  Diagnosethis connection  Rename this connection  » = O @
Local Area Connection l | = Metwork Extender l: @. Standalone Network Extender
Netv @  pic ., Disconnected S~ _ Disconnected
i o & Network Extender SSLYPN Adapter % Standalone Network Extender S5L...
atus

: [E=8 B =)

Wireless Netwark Connection 3

N

-
il ticrosoft virtus! WiFi Miniport A...

L". Wirel
. BGS
dﬂ Athe

) Bridge Connections

Create Shorteut
Delete

& Rename

¥ Properties
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4. Select Internet Protocol Version 4 | e

» Local Area Connection Properties

(TCP/IPvA4) then click Properties. "

Metworking | Sharing

Connect using:

l_-'l"“ Broadcom 57k Gigabit Integrated Controller

This connection uses the following tems:

o8& Cliert for Microsoft Netwarks

QQDS Packet Scheduler

.Q File and Printer Sharing for Microsoft Metwarks
- Varsinn 5 {TCE/PYE]
4
i Linke-Layer Topology Discovery Mapper /0 Driver
wde Linlke-Layer Topology Discovery Responder

Imstall... ] Uninst Froperties

@
(w1}

Description

Transmission Contral Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected netwarks.

[ oK ][ Cancel ]

>. In the TCP/IPVL.‘- propertles window, Internet Protocol Yersion 4 (TCP/IPwd] Properties @
select the Obtain an I[P address

automatically and Obtain DNS Server General | Alternate Configuration |

address aUtomatlca”y radio buttons. You can get IP settings assigned automatically if your network supports

Then click OK to exit the setting. this capability, Otherwise, vou need to ask vour network administrator
for the appropriate IP settings.

6. Click OK again in the Local Area
Connection Properties window to
apply the new configuration.

i@ Obtain an IP address automatically

() Use the following IP address:

1P address:
Subnet mask:

Defaulk gateway:

i@ Obtain DMS server address automatically

() Use the following DNS server addresses:

Preferred DMS server:

Albernate DM server:

Validate settings upon exit

[ Ok J[ Cancel ]
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Configuring PC in Windows Vista

1. Go to Start. Click on Network.

2. Then click on Network and Sharing
Center at the top bar.

3. When the Network and Sharing Center
window pops up, select and click on
Manage network connections on the left
window column.

4. Select the Local Area Connection,
and right click the icon to select Properties..

r= Add a printer

B Add 3 wire

This computer is not connected to a network, Click to connect..,

Nameﬁ Category Workgroup Metwerk location

Favaorite Links

E| Decuments

EJ Pictures

@ Music

% Recently Changed
E Searches

W Public

L% e« Network and Internet » Metwork and Sharing Center - | #4 [l| Search

Jae Network and Sharing Center

A &b

. ——
TESTI-WHGQL Internet
(This computer)

View computers and devices
Connect to a network

Set up a connection or network
Manage network connections

Diagnose and repair
E“ Not connected

You are currently not connected to any networks,

Connect to a network

f ‘ Organize = @= Views ~

Mame
Dial-up (2}
._' Metwork Extender

g :
L Disconnected
£ Network Extender SSLVPN A...
LAN or High-Speed Internet (1)
~ | Local Area Connection
res TRar L =

¥ w2 In Disable

Status

Status Device Mame Connectivity Metwork Cate

Standalone Metwork Extende
Disconnected

.
&8 1SDN WAN Device

s

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

Properties
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5. Select Interne_t Protocol _Version 4 *ﬁ; P S o 3 xwﬁl
(TCP/1Pv4) then click Properties.

MNetworlding |

Connect using:

lj‘ Imtel(R) 825650M Gigabit Metwork Connection

. This connection uses the following items:

i v % Cligrt for Microsoft Networks

QQDS Packet Scheduler

.@. Filz and Printer Sharing for Microsoft Networks

- |mtemet Protocol Version & (TCPAIPvE)

SR emet Protocol Version 4 (TCP/IPv4)

wia |ink-Layer Topology Discovery Mapper 150 Driver
i Link-Layer Topology Discovery Responder

[ Install. .. ] |Iminstall Properties

Description

Transmission Control Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected netwaorks.

0K || Cancel |

[

6. Inthe TCP/IPV4 properties window, rInternv.?t Protocal Version 4 (TCP/IPwd) Properties @lﬁ
select the Obtain an IP address —

automatically and Obtain DNS Server General | Alternate Configuration |

address aUtomatlca"y radio buttons. You can get IP settings assigned automatically if your network supports

Then click OK to exit the Setting_ this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

7. Click OK again in the Local Area - _
Connection Properties window to apply B eI sl milnlicabd
the new configuration (7 Use the following IP address:

(@) Obtain DMS server address automatically

(71 Use the following DNS server addresses:

Advanced...

[ OK J[ Cancel ]
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Configuring PC in Windows XP

B Control Panel

1. Go to Start > Control Panel (in Classic
View). In the Control Panel, double-click on =

Network Connections I @ B | Loes B TGN

2. Double-click Local Area Connection e ~

ﬂ" Control Panel 23

G" Switch ko Category Yiew

see Also

File Edit  Wiew Favorites Tools  Help :F

Phone and  Power Options
Modem ...

e

Printers and  Regional and  Scanners and

@ Windows Update Faxes Language ... Cameras
Q) Help and Support ’.‘j{ @ e )
Scheduled Sounds and Speech

Tasks Audio Devices

3. |n the Local Al’ea Connect|0n Status —i— Local Area Connection Status
window, click Properties. “General | Support|

Connection
Status: Connected
Druration: oo0:19:22
Speed: 100.0 Mbps
Aachiviby
Sent ,_"j‘pe—l Received
=
FPackets: 27 u]
[ FProperties ] [ Dizable ]

4- SeleCt Internet PrOtOCOl (TC P/I P) and —i_ Local Area Connection Properties
C“Ck Propertles General | suthentication || Sdvanced

Connect using

| HE ASUSTek Broadcom 440= 104100 Integrated Controller |

T hiz connection uses the following items:

= Clisnt for Microsoft Metvworks
4= File and Frinter Sharing for Microsoft Metworks
4= oS Packet Scheduler

3 Intermet Protocol [TCRAF)

(C o= )
———

Diesecription

Transmission Control Protocol/internst Protacol. The default
wide area network protocol that provides communication
across diverse interconnected netwarks.

[] Show icon in natification area when connected

[ ok, | [ cancel |

5. Select the Obtain an P address Internet Protocol (TCPAP) Properties
automatically and the Obtain DNS server B ———————
address automatically radio buttons. L

(& Obtain an IF address automatically
< Use the following IF address

6. Click OK to finish the configuration. %

]

(=3 Obtain DNS server address automaticalls
3 Use the following DNS server addiesses

]
]

[ [=I3 ] [ Carme=l |
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Configuring PC in Windows 2000

1. Go to Start > Settings > Control Panel.
In the Control Panel, double-click on Network
and Dial-up Connections.

2. Double-click Local Area Connection.

3. In the Local Area Connection Status
window click Properties.

4. Select Internet Protocol (TCP/IP) and
click Properties.

5. Select the Obtain an IP address
automatically and the Obtain DNS server
address automatically radio buttons.

6. Click OK to finish the configuration.

20

B4 Network and Dial-up Connections =0l

Fle Edt Yiew Favorites Tooks Advanced Help |ﬁ

Back v = - | Qsearch [ Folders ®| BhExmn ‘ M

Address I hetwark and Dial-up Connections ﬂ FGU
— al —

] g @
=, | :

L Make hew
Network and Dial-up  Comnection
Connections

Local Area Connection
Type: LAN Connection
Status: Enabled

ASLISTeK(Braadcom 440w 10/100
Integrated Contraller

Local Area Connection Status

General I

— Connection

Status: Connected

Duration: OE:16:26

Speed: 100.0 kHbps
— Auckivity

Feceived

=
Sent —— S,
(=S

FPackets: 12215 | 103,427

Froperties I Disable I

Close I

Local Area Connection Properties el |

General |

Connect using:

I BEE} ASUSTeK/Broadcom 440x 104100 Integrated Controller

Components checked are ussd by this connection:

Client for Microsoft MHetmarks
File and Printer S haring for Microsoft Metworks
Intermet Protocol [TEEA R

Imstall. .. | U ninstall | Froperties |

D escription
Transmission Control Protocol/Internst Protocol. The default
wide area network protocol that provides communication

across diverss intsrconnected netwarks.

I Show icon in taskbar wwhen connected

(=13 | Cancel |

Internet Protocol {TCP/IP} Properties 2=l

General |

Vou can get |P settings assigned automatically if your nebwork supports
this capability. Othenwise, you need to ask your netweork administrator for
the appropriate IP settings

= Obtain an IP address automatically

— Use the following IP address:

IP address: [ E
Subret mask: [ E
D efault gateway: [ E

= Obtain DMS server address automatically

—{" Use the following DMS server addresses:

Fiefered DHES semvern I . . .
Altemate DHS servern I . . .

Advanced... |
oK. 1 Cancel |




Configuring PC in Windows 95/98/Me

1. Go to Start > Settings > Control Panel.
In the Control Panel, double-click on
Network and choose the Configuration tab.

2. Select TCP/IP > NE2000 Compatible, or
the name of your Network Interface Card (NIC)
in your PC.

3. Select the Obtain IP address

automatically radio button.

an

4. Then select the DNS Configuration tab.

5. Select the Disable DNS radio button
and click OK to finish the configuration.

HNetwork

Canfiguration I Identification I Access Control I

The fallowing network. components are installed:

Microzaft Family Logon AI

HE ASUST ek Broadcom 440 10100 Integrated Controller
S8 Dial-Up &dapter
¥ TCPAP -» ASUSTek ABroadcomn 440x 104100 |ntegrated
-
»

% TCPAP - Dial-Up Adapter

< |

R

Add. |

Frimary Metwaork. Lagon:

|

IMicrosoft Farnnily Logon

Eile and Prirt Sharing... I

Drescription
TCFAIF iz the protocol you use to connect ta the Internet and
wide-area networks

Ok I Cancel I
TCP/IP FProperties 7 <]
Bindings I Advanced MetBIOS I
IF Address

DS Configuration I G ateway I WIS Configuration

An |IP address can be automatically assigned to this computer.
If wour network. does not automatically assign IP addresses. ask
wour netveork, administrator for an addresz. and then twpe it in
the zpace belowvs.

= ibtain an [P address automatically

£ Specify an IP address:

B Addiess: | H H - |

Subret FMask: | H H - |

Cancel I

Ok I
TCPYIP Properties K1

Bindings | Advanced | MetBI0S |
DS Configuration I Gateway | WINS Configuration | 1P &ddress
(s =

— " Enable DMS

Host: I Gt I
S Senen Search Wrder

[ et Stfiz Searet Wrder

| Ylae)

Cancel

o ]
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Configuring PC in Windows NT4.0

1. Go to Start > Settings > Control Panel.

In the Control Panel, double-click on Network

and choose the Protocols tab.

2. Select TCP/IP Protocol and click Properties.

3. Select the Obtain an IP address from a

DHCP server radio button and click OK.

22

HNetwork = E3

Identification | Services ~Protocols lAdaplevs] Bindings |
MNetwork Frotocols:

§ NetBEUI Protocol
G NwLink IP=/SP~ Compatible Transport
W NWwLink NetBIOS

add. |

enove | Py
— Description:

Transpoit Control Frotocol/Intermet Protocol. The default wide
area network protocol that provides communication across
diverse interconnected networks.

Microsoft TCPSIP Properties

IP Address | DMS | WWINS Address | Routing |

A P address can be automatically assianed to this network card
by a DHCP server. If wour network does not hawve a DHCP server.
azk pour network administrator for an addresz, and then tppe it in
the space below.

Adapter:

o network adapter)

%‘- Obtsin an IP address fram a DHEP server
~  Specify an |IP addiess

I addiess |

Sibmet B aske I

Defaulb Eate v an l

Advanced. I

| Ok I Cancel

0k | Cancel | Ll




Factory Default Settings

Before configuring your router, you need to know the following default settings.

Web Interface (Username and Password)

Three user levels are provided by this router, thus Administrator, Remote and Local respectively.
(Note: Administrator admin, is enabled by default, but the other two users need to be enabled
through manual settings by administrator. See Access Control section.)

@ Administrator

B Username: admin
B Password: admin

@ Local

Pk Username: user
= Password: user

@ Remote

B Username: support
P Password: support

4 N

If you have forgotten the username or password of the router, you can
restore the device to its default setting by pressing the Reset button for
mare than 5 seconds.

\_Attention -

Device LAN IPv4 settings

Bk IPv4 Address: 192.168.1.254
B Subnet Mask: 255.255.255.0

Device LAN IPv6 settings

» [Pv6 Address / prefix: Default is a link-local address and is different from each other as MAC

address is different from one to one. For example: fe80:0000:0000:0000:0204:edff:fe01:0001 / 64,
the prefix initiates by fe80::

DHCP server for IPv4

B DHCP server is enabled.
Ik Start IP Address: 192.168.1.100
» IP pool counts: 100
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LAN and WAN Port Addresses
The parameters of LAN and WAN ports are pre-set in the factory. The default values are shown in

the table.

IPv4
LAN Port WAN Port
IPv4 address 192.168.1.254
Subnet Mask 255.255.255.0 The PPPOE function is
DHCP server function Enabled enabled to automatically get
P the WAN port configuration
IP addresses for ]ELrOO IIzgazdgg%sielsogotr%tmumhg from the ISP.
distribution to PCs oM - 9e 100 L roug
192.168.1.199
IPv6
LAN Port WAN Port
IPv6 address/prefix Default is a link-local address and is
different from each other as MAC  [The PPPOE function is
address is different from one to one. |enabled to automatically get
For example : the WAN port configuration
fe80:0000:0000:0000:0204:edff:fe01:|from the ISP.
0001/64, the prefix initiates by fe80::
DHCP server function Enabled
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Information from your ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider) to find
out what kind of service is provided such as DHCP (Obtain an IP Address Automatically, Static IP
(Fixed IP Address) or PPPOE.

Gather the information as illustrated in the following table and keep it for reference.

VPI/VCI, VC /| LLC-based multiplexing, Username, Password, Service
PPPOE(RFC2516) |Name, and Domain Name System (DNS) I[P address (it can be
automatically assigned by your ISP when you connect or be set manually).

VPI/VCI, VC / LLC-based multiplexing, Username, Password and Domain
PPPoA(RFC2364) |Name System (DNS) IP address (it can be automatically assigned by your
ISP when you connect or be set manually).

VPI/VCI, VC / LLC-based multiplexing, IP address, Subnet mask, Gateway
IPOA(RFC1577) address, and Domain Name System (DNS) IP address (it is a fixed IP
address).

Pure Bridge VPI/VCI, VC / LLC-based multiplexing to use Bridged Mode.
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Configuration via Web Interface

Open your web browser; enter the IP address of your router, which by default is 192.168.1.254, and

click 2 or press ‘Enter’ key on the keyboard, a login prompt window will appear. The default root
username and password are “admin” and “admin” respectively.

Connect to 192.168.1.254

)
.3
e

The server 192,168, 1,254 at BiPAC 7300ML requires a
username and password,

“Warning: This server is requesting that vour username and
passward be sent in an insecure manner (basic authentication
without a secure connection),

User name: | £ admin vJ

Passwiord: | |

[]remember my password

[ 04 _H Cancel ]

Congratulations! You are now successfully logged in to the Firewall Router!

If the authentication succeeds, the Status page below will appear on the screen.

IDE‘k’iCE‘mlD i‘_\é_ -

¥ Device Information

lodel Mame BiPAC T800OML

HostMame home.gateway

System Up-Time 3 Hour{s) 5 min(s}

Date/Time Tue Aug 17 16:38:58 2010
Software Version 2.02a.dct

LA IPvd Address 192.168.1.254

LA IPvE Address fed0:0000:0000:0000:0204 edff.fe01.0001/64
MAC Address 00:04:ed:01:00:01

DSL PHY and Driver Version AZpD030i.d23a

Wireless Driver Version 5.60.104.0.cped4 406 00WLTEST)
VAN

Line Rate - Upstream (Khps) 0

Line Rate - Downstream (Kbps) 0

Default Gateway
Connection Time
Frimary DMES Server
Secondary DNS Server
Default IPvG Gateway
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Chapter 4: Configuration

Once you have logged on to your BiPAC 7800NEXL Router via your web browser, you can begin to
set it up according to your requirements. On the configuration homepage, the left navigation pane
links you directly to the setup pages, which include:

@ Device Info (Summary, WAN, Statistics, Route, ARP, DHCP)
@ Quick Start

@ Advanced Setup (WAN, LAN, NAT, Security, Parental Control, Quality of Service, Routing, DNS,
DSL, UPnP, DNS Proxy, Interface Grouping, Certificate, Multicast)

@ Wireless (Basic, Security, MAC Filter, Wireless Bridge, Advanced, Station Info)

@ Management (System Log, SNMP Agent, TR-069 Client, Internet Time, Mail Alert, Wake on LAN,
Access Control, Remote Access, Update Software, Backup/Update)
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Device Info

This Section gives users an easy access to the information about the working router and view the
current status of the router. Here Summary, WAN, Statistics, Router, ARP and DHCP six
subsections are included.

| 1% £

¥ Device Infc
' Summary
* WAN
P Statistics
' Route
* ARP
* DHCP
» Quick Start
r Advanced Setup
rWireless

28



Summary

The basic information about the device is provided here (the following is a configured
screenshots to let users understand clearly).

IDe'.'iceInfc Q‘}E .
| -

¥ Device Information

IModel Mame BiPAC T800ML

Host Mame home. gateway

System Up-Time 1 Hour(s) 32 minis)

DatelTime Wed Aug 18 13:52:09 2010
Software Version 2.02adcd

LAMN IPv4 Address 192.168.1.254

LAM IPvE Address 2001:p010:7030:f300:204:edfffe78:65akb/64
MAC Address 00:04:2d:01:00:01

DEL PHY and Criver Yersion AZpD030id23a

Wireless Driver Version 5.60.104.0.cped4 406 O{WLTEST)
VAN

Line Rate - Upstream (Kbps) 1024

Line Rate - Downstream (Kbps) a0oo

Default Gateway ppRo

Connection Time 00:00:38

Frimary DMNS Server 221696178

Secondary DMNE Server 2216466

Default IPvE Gateway ppp0

Device Information

Model Name: Display the model name.

Host Name: Display the name of the router.

System Up-Time: Display the elapsed time since the device is on.
Date/Time: Display the current exact date and time.

Software Version: Firmware version.

LAN IPv4 Address: Display the LAN IPv4 address.

LAN IPv6 Address: Display the LAN IPv6 address. Default is a Link-Local address, but
when connects to ISP, it will display the Global Address, like above figure.
MAC Address: Display the MAC address.

DSL PHY and Driver Version: Display DSL PHY and Driver version.

Wireless Driver Version: Display wireless driver version.

WAN

Line Rate — Upstream (Kbps): Display Upstream line Rate in Kbps.

Line Rate — Downstream (Kbps): Display Downstream line Rate in Kbps.
Default Gateway: Display Default Gateway.

Connection Time: Display the elapsed time since ADSL connection is up.
Primary DNS Server: Display IPV4 address of Primary DNS Server.
Secondary DNS Server: Display IPV4 address of Secondary DNS Server.
Default IPv6 Gateway: Display the IPv6 Gateway used.
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WAN

This table displays the information of the WAN connections, users can turn here for WAN connection
information.

Ine-,-ice Info “% .
Y o

TWAN

Wan Info
Interface Description Type  VlanMuxld IPvE lgmp MLD MAT Firewall Status IPvd Address IPvG Address
ppp0 pppoe_0_8_35 PPPoE Disabled Enabled Disabled Disabled Enabled Enabled Connected 111.2561.225.120 2001:b010:7030:f800:2ce4:8cf1:82 12 adcHi64

Interface: the WAN connection interface.
Description: the description of this connection.
Type: the protocol used by this connection.

VlanMuxld: Show the status of the VLANMuxld, VLAN ID or disabled. If VLAN ID is -1, then
disabled is shown in this field, while if VLAN ID isn’t -1, the exact VLAN ID is shown here in this field.

Igmp: Display the status of IGMP, disabled or enabled.
NAT: Display the status of NAT, disabled or enabled.
Firewall: Display the status of Firewall, disabled or enabled.
Status: Display the status of this WAN connection.

IPv4 Address: the WAN IPv4 Address the device obtained.
IPv6 Address: the WAN IPv6 Address the device obtained.
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Statistics

LAN
The table shows the statistics of LAN.

IDE',-iL:e Info

* LAN Statistics

Interface Received
Bytes Packets Errors Drops
F1 g ] 5 :
P2 g . ; EI
b 168173 1370 0 0
F4 g : 5 EI
wid 3 - z D

Transmitted

Bites Fackets
0 0

0 0
915710 1501

0 0

5753 52

Interface: List each LAN interface. P1-P4 indicate the four LAN interfaces.

Bytes: Display the Received and Transmitted traffic statistics in Bytes.

Packets: Display the Received and Transmitted traffic statistics in Packets.

Errors: Display the statistics of errors arising in Receiving or Transmitting data.

Drops: Display the statistics of drops arising in Receiving or Transmitting data.

Reset: Press this button to get the latest information.
WAN Service
The table shows the statistics of LAN.

IDe'.-h:e Info

*WAN Service

Statistics
L Received
Interface Description
Bytes Fackets Errors
pppd pppoe_0_8 35 584991 995 0
Feset

Interface: Display the connection interface.
Description: the description for the connection.

Crops
0

Transmitted
Bytes FPackets
90935 865

Bytes: Display the WAN Received and Transmitted traffic statistics in Bytes.

Packets: Display the WAN Received and Transmitted traffic statistics in Packests.
Errors: Display the statistics of errors arising in Receiving or Transmitting data.

Drops: Display the statistics of drops arising in Receiving or Transmitting data.

Reset: Press this button to get the latest information.
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XTM
The Statistics-xTM screen displays all the xXTM statistics

IDe-.=iL:eI|HD

- xTM
Interface Statistics

Part i Octets Ot In Out I DAM Out DAM In ASH Out ASH
Number MUCES ntets  Packets  Packets  Cells Cells Cells Cells

1 1196000 189634 5770 1149 0 0 i 0
Reset

Port Number: Shows number of the port for xTM.

In Octets: Number of received octets over the interface.

Out Octets: Number of transmitted octets over the interface.
In Packets: Number of received packets over the interface.
Out Packets: Number of transmitted packets over the interface.
In OAM Cells: Number of OAM cells received.

Out OAM Cells: Number of OAM cells transmitted.

In ASM Cells: Number of ASM cells received.

Out ASM Cells: Number of ASM cells transmitted.

In Packet Errors: Number of received packets with errors.
In Cell Errors: Number of received cells with errors.

Reset: Click to reset the statistics.
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| xDSLBERTest | | Reset|

Mode: Modulation protocol, including G.dmt, G.lite, T1.413, ADSL2, AnnexL, ADSL2+ and AnnexM.
Traffic Type: transfer mode, here supports ATM and PTM.

Status: Show the status of DSL link.

Link Power State: Show link output power state.

Line Coding (Trellis): Trellis on/off.

SNR Margin (0.1 dB): show the Signal to Noise Ratio(SNR) margin.
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Attenuation (0.1 dB): This is estimate of average loop attenuation of signal.
Output Power (0.1 dBm): show the output power.

Attainable Rate (Kbps) : The sync rate you would obtain.

Rate (Kbps): show the downstream and upstream rate in Kbps.

K (number of bytes in DMT frame): show the number of bytes in DMT frame.
R (number of check bytes in RS code word): show the number of check bytes in RS code word.
S (RS code word size in DMT frame): show the RS code word size in DMT frame.
D (interleaver depth): show the interleaver depth.

Delay (msec): show the delay time in msec.

INP (DMT symbol): show the DMT symbol.

Super Frames: the total number of super frames.

Super Frame Errors: the total number of super frame errors.

RS Words: Total number of Reed-Solomon code errors.

RS Correctable Errors: Total number of RS with correctable errors.

RS Uncorrectable Errors: Total number of RS words with uncorrectable errors.
HEC Errors: Total number of Header Error Checksum errors.

OCD Errors: Total number of out-of-cell Delineation errors.

LCD Errors: Total number of Loss of Cell Delineation.

Total Cells: Total number of cells.

Data Cells: Total number of data cells.

Bit Errors: Total number of bit errors.

Total ES: Total Number of Errored Seconds.

Total SES: Total Number of Severely Errored Seconds.

Total UAS: Total Number of Unavailable Seconds.

xDSL BER Test: Click this button to start a bit Error Rate Test. The ADSL Bit Error Rate (BER) test
determines the quality of the ADSL connection. The test is done by transferring idle cells containing
a known pattern and comparing the received data with this known pattern to check for any errors.

ADSL BER Test -- Start

The ADSL Bit Error Rate (BER) test determines the quality of
the ADEL connection. The test is done by transferring idle cells
containing a known pattern and comparing the received data
with this known pattern to check for any errors.

Tested Time (=ec) 20 |w
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Select the Tested Time(sec), press Start to start test.

ADSL BER Test -- Running
The xDSL BER testis in progress.

Connection Speed 8000 Kbps
The test will run for 20 seconds

When it is OK, the following test result window will appear. You can view the quality of ADSL
connection. Here the connection is OK.

ADSL BER Test -- Result
The ADSL BER test completed successfully.

TestTime 20 seconds
Taotal Transferred Bits 0x0000000008431680
Error Ratio 0.00e+00

Reset : Click this button to reset the statistics.

35



Route

IDe:=iL:e Info

¥ Route

Flags: U - up, ! - reject, G - gateway, H - host, R - reinstate, D - dynamic {redirect), M - modified (redirect)

Destination Gateway Subnet Mask Flag  Metric Service
112.80.156.1 0.0.0.0 255.255.255.255 IH ] pppoe_0_8 3%
1982.168.1.0 0.0.0.0 255,255 255.0 L ]

0.0.0.0 0.0.0.0 0.0.0.0 1 ] pppoe_0_8 3%

Destination: the IP address of destination network.
Gateway: the IP address of the gateway this route uses.
Subnet Mask: the destination subnet mask.
Flag: show the status of the route.

® U: show the route is activated or enabled.
H (host): destination is host not the subnet.

R: show that the route is reinstated from dynamic routing.

D: show that the route is dynamically installed by daemon or redirecting.
® M: show the route is modified from routing daemon or redirect.

Metric: Display the number of hops counted as the Metric of the route.

Service: Display the service that this route uses.

Interface: Display the existing interface this route uses.

®
®
®
®
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ARP

This section displays the router's ARP (Address Resolution Protocol) Table, which shows the
mapping of Internet (IP) addresses to Ethernet (MAC) addresses. This is useful as a quick way of
determining the MAC address of the network interface of your PCs to use with the router’s Firewall —
MAC Address Filter function. See the Firewall section of this manual for more information on this
feature.

IDe'.-ice Info Qt\‘ .
i —

T ARP

ARP Table

IFP Address Flag MAC Address Device
1921681110 Complete 18:29:05:38:04.03 brd

IP Address: Shows the IP Address of the device that the MAC address maps to.
Flag: Shows the current status of the ARP entries.

® Complete: the route resolving is processing well.

® M(Marked as permanent entry): the route is permanent.

® P (publish entry): publish this route item.

MAC Address: Shows the MAC address that is corresponded to the IP address of the device it is
mapped to.

Device: here refers to the physical interface, it is a concept to identify Clients from LAN or WAN. For
example, the Clients in LAN, here displays “br0”.
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DHCP

The DHCP Table lists the DHCP lease information for all IP addresses assigned by the DHCP
server in the device.

IDe-.-ice Info u% .
& ——

*DHCP

Leased Table

IF Address MAC Address Host Mame Register Information
192 .168.1.110 18:a9:05:38:04:03 hpc-d7a172h9esf Remains 23:29:50

IP Address: The IP address which is assigned to the host with this MAC address.
MAC Address: The MAC Address of internal DHCP client host.
Host Name: The Host Name of DHCP client.

Register Information: Show the remaining time information during registration.
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Quick Start

This part is to let you quickly configure and start your router to access internet.

ICIuiI:H Start Lw!:‘. .

* WAN Interface (VAN = Wireless)
VAN Interface
Main Port BsL

[ Caontinue I [ Jump to Wireless setting ]

1. To configure DSL, press Continue to go on to next step, or if you only want to configure Wireless,
press Jump to Wireless setting to go to step 8.

2. When ADSL line is not ready, the screenl below will appear to remind you. Then you should
connect the ADSL line. While ADSL line is ready, the screen 2 below will appear to let you go on.
Here you can select Auto or Manually. Select Auto will go to step 3, and select manually will go to
step 4.

IL’JuicH Start L“‘\é .

* VWAN Interface

DSL Line Is Not Ready. Please Check your D5L Line and wait for a while.

Screen 1

IOuick Start i“‘% .

* WAN Interface
ADSL Line Is Ready.

Auto scan @ Aute O Manually
Screen 2
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3. Here wait while the DSL is scanning, when the scanning is OK, the scanning result will appear,
see screen 3, and then it will quickly goes to step 6. Or you can Abort to manually setting to step 4.

I Quick Start i“}é .

* WAN Interface

Please wait while the DSL is scanning.

I Ahort to manually setting

IGuicH Start L“Bé" !

* WAN Interface ([ WAN = Wireless
Auto scan result

Protocol VPINVCI 8/35 LLCISMNAP-BRIDGING PPP over Ethernet (PPPoE)

Screen 3

4. Here you should select the Layer2 Interface. ATM and PTM are two kinds of transmission mode.
You can select according to your ISP. Select ATM for example. Click Add to add WAN Interface.

IE5183I Sign On ‘“_\é !

TWAN Interface

Select Layer2 Interface

Layerz Interface —-Trl v.

Interface VPl VCl Category Link Type Connection Mode IP Qo3  Scheduler &Alg  CQueue Weight  Group Precedence Apply
Add

5. Enter the VPI/VCI from your ISP.

IOuicH Start 1“};_ .

*WAHN Interface ( WAN = Wireless)

Parameters

VPRI YCI 8 | [0-255] / ;35 | [32-65535]
Link Type |EcA | |(EoAis for PPPOE, IPoE, and Bridge.)
Encapsulation Mode LLC/SNAP-BRIDGING v |
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6. Enter the username, password from your ISP, for IP and DNS settings, also refer to your ISP.
Here IPv6 service is enabled by default.

IDLricR Start i‘% -

*WAN Interface ( WAN = Wireless)

VAN Service
Type |PPP over Ethernet (PPPOE) v |
Description ||:||:|pne_lil_8_35 |
IPYE for this senice [¥] Enahle
Username | |
Password | |
Senvice Name | |
Authentication Methaod . AUTO vl
IPy4 Address [ static

IP Address lo.0.0. |
Obtain DNS [#] Automatic

Primary DMNS | 0.0 |

Secondary DMNS | |
IPYG Address [ static

IP Address | |

IP¥& Unnumbered Model [JEnahled

7. Wait while the device is configured.

IL’Juick Start i‘\}_ -

> WAN Interface

Please wait while the device is configured.

8. WAN port configuration is success.

IGLrick Start l‘\é -

* VWAN Interface [ WAN = Wireless)
Congratulations !

Your WAN port has been successfully configured.

| MNextto Wireless
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9. After the configuration is successful, click Next to Wireless button and you may proceed to
configure the Wireless setting. For security information, please turn to wireless>security section in
this manual for help.

IICJLlin:H Start .’L“\‘E’ .

*Wireless ([ WAN > Wireless)

Parameters

Wireless [“]Enahle
3sID |wlan-ap
Channel [1 v

Auta Channel Timer(min}
Metwark Authentication - Jpen v/

WEP Encryption Disable |

10. Configuration’s success.

IL’JuicH Start 1“_‘\[;1 .

*Process finished

Success.

Then you successfully quick configured your router and can access the internet, turn to Device Info,
you will see the basic information.

IDe'.fice Info i“‘\é .

~* Device Information

lMadel Mame BiPAC 7800ML

Host Mame home. gateway

System Up-Time 1 Hour{s) 52 min{s)

DateTime Wed Aug 18 13:52:09 2010
Software Version 2.02a.dc1

LAN IPv4 Address 192.168.1.254

LAM IPVE Address 2001:b010:7030:f300:204.edfffe78:65ab/64
MAC Address 00:04:2d:01:00:01

DSL PHY and Driver Version AZpD030id23a

‘Wireless Driver Version 5.60.104.0.cped 406.00WLTEST)
VAN

Line Rate - Upstream (Kbps} 1024

Line Rate - Downstream (Kbps) 8000

Default Gateway ppRo

Connection Time 00:00:38

Primary DMNS Server 221.6.96.178

Secondary DMNS Server 2216466

Default IPvE Gateway ppp0

For more information, turn to Advanced setup for help.
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Advanced setup

When you click this item, the column will expand to display the sub-items that will allow you to further
configure your router.

WAN, LAN, NAT, Security, Parental Control, Quality of Service, Routing, DNS, DSL, UPnP,
DNS Proxy, Interface Grouping, Certificate and Multicast.

i
T IR

¥ Device Info

Advanced Setup
F VAN
* LAN
F HAT
F Securty
* Parental Control
F Quality of Service
F Routing
» ONS
* DSL
* UPnP
* DNS Proxy
' Interface Grouping
» Certificate
* Multicast

The function of each configuration sub-item is described in the following sections.
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WAN-Wide Area Network

A WAN (Wide Area Network) is a computer network that covers a broad geographical area (eg.
Internet) that is used to connect LAN and other types of network systems. There are the items
within the WAN section: WAN Interface and WAN Service.

WAN Interface

@ATM

IAEI'.-ancecI Setup :I.Q\t‘! .

VAN Interface

ATM Interface
LayerZ Interface ATIN »

Interface VPl VCI Category Link Type Connection Mode IF QoS SchedulerAlg  CQueue Weight  Group Precedence Remove

Layer2 Interface: 2 transfer mode, ATM or PTM.

The following is the interface listing table.
Click Add to add WAN interface.

IAcI-.-ant.ecI Setup ;“*\E .

> ATM Interface — ATM PVC Configuration

Parameters

This screen allows you to configure an ATM PVC identifier (WPl and WVCI), select DSL latency, select a senvice categorys. Otherwise choose an
existing interface by selecting the checkbox to enable it

VRIIVCI 8 [0-255] / fléﬁ | [32-65525]
Link Type |EoA | (Eokis for PPFOE, IFOE, and Bridge.)
Connection Mode '_Defa_ult_ r.-_lcde = Silj_gle ser_v'i_ce over one ccn_l_‘u_ect_i_-jn |
Encapsulation Mode f-_LITCI'Sr-qﬁ.F'—EIR__IDGI_F:J_G v._
Senvice Category __.LIEIR Without PCR (s
IP QoS Scheduler Algaorithm (%) Strict Priority 2 Weighted Fair Queuing
Frecedence of the default queues 8 (lowest)

VCI/VPI: enter the VCI/VPI from your ISP.

Link Type: select the link type (protocol), EOA, PPPOA, IPOA.

Connection Mode:
® Default Mode: this mode only allows single service over one connection.
® VLAN MUX Mode: this mode allows multiple services over one PVC.

The two modes can be different in WAN service configuration. And PPPoA and IPoA do not use
Ethernet frames for data transfer so they cannot work with VLAN Mux feature. Thus, Connection
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Mode Parameter will be hided if you select PPPoA or IPOA in Link Type.

Encapsulation Mode: select the encapsulation mode from the drop-down menu according to the
link Type.

Service Category: select the service category from the drop-down menu to determine your service
category.

® UBR without PCR: UBR(Unspecified Bit Rate), PCR(Peak cell Rate)

UBR is a kind of QoS, which doesn’t provide assurance about the cell latency, the bit loss rate etc,
it is a best-effort service.

Senvice Category UBR Without PCR »
IP QoS Scheduler Algorithm (@stictPidry O weighted Fair ueving
Precedence ofthe default queue 3 (lowest)

IP QoS Schedule Algorithm: select the Schedule Algorithm, SP(Strict Priority), always sends the
packets with the highest priority, WFQ(Weighted Fair Queuing), an automatically bandwidth
adjusting method, sharing the available bandwidth when congestion happens, the bandwidth is
assigned according to the priority and the weight value. Turn to the Quality of Service > Queue
Config section for more information.

Precedence of the default queue: default 8(lowest)

Service Category UBR Without PCR »

IP Qo3 Scheduler Algorithm O Strict Priority air Queuing
VWeight Value of the default queue 1 [1-67]
MPAAL Group Precedence B w

Weight Value of default queue: enter the value, 1-63, the highest is 63.
MPAAL Group Precedence: select the precedence identification, 1-8, the highest is 1.

® UBR with PCR/ CBR(Constant Bit Rate)

UBR is a kind of service providing constant rate service, is idea for timely and fixed bandwidth
needed service.

Senvice Category LBR With PCR v

Feak Cell Rate cellsis [1-2613]

Peak Cell Rate: enter Peak Cell Rate.
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® None Realtime VBR/ Realtime VBR(Variable Bit Rate)

VBR is a kind of service providing some assurance about latency and bit loss rate and is often
associated with video and time sensitive service. NR-VBR allows more time delay to R-VBR.

Service Category Realtime VBR w
Peak Cell Rate cells/s [1-2613]
Sustainable Cell Rate cells/s c[1-2613]
Maximum Burst Size cells [1-1000000]

Enter Peak Cell Rate, Sustainable Cell Rate and Maximum Burst Rate.

Click Apply to apply the WAN interface.

I.»'.\cl-.-anu:ecl Setup ;“\f .

*WAN Interface
ATM Interface
Layer2 Interface AT (w

Interface WPl WCl Category Link Type Connecticn Mode IP QoS Scheduler Alg  Queue Weight  Group Precedence Remove

atmo 8 35 UBR EcA Defaulthlode Enabled SF @

Check the remove checkbox, then press Remove to delete it only if this interface are not used by a
WAN Service, if it is used by a WAN service, first remove the WAN service, then turn back to remove
the interface.

Don’t feel confused, it will remind you by the following prompt window.

I Error Q‘c L .
i —

* Configuration Error

You CAMMOT remove this DSL Interface if it is used by a WARN Service.
You needto remove the WAN Service hefore yvou can remaove this DSL interface.

Back
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@PTM
PTM Setting is similar to ATM.

I Advanced Setup

*\WAN Interface
PTM Interface

LayerZ Interface

Interface  PTM Priority Connection Mode

Iﬁ.d'.fancetl Setup

> PTM Interface -- PTM Configuration
Parameters
PTM Pricrity

Connection Mode
IF Cios Scheduler Algaorithm

Frecedence of the default queue

Marmal

PeErE———

PTI |

IF GoS  Scheduler Alg

Queue Weight

[] High (Preemption)

e N

Group Precedence

Femove

N N

PTM Priority: Select the PTM priority, Normal or High.

(% Strict Priority ) Weighted Fair Queuing
g (lowest)

Click Apply to save your settings. The interface will be added to the PTM Interface listing table.

I Advanced Setup

*WAN Interface

PTM Interface

Layerd Interface

Interface  FTM Priority  Connection Mode
ptm0 rMarmal Defaultilode
[ﬁu:h:l] [ Femaove ]

[PTH v
IF Qo3 Scheduler Alg
Enabled SP
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Now follow the above steps, we set two ATM WAN interfaces for future illustration, one is of
DefaultMode, and one is of VlanMuxMode.

Advanced Setup ‘\E‘! !
[ \

*WAN Interface
ATM Interface

Layer2 Interface ATH_;l

Interface VP VCl Category Link Type Connection Mode  IP QoS Scheduler Alg CQueue Weight CrﬂupPrecedence Remove

atmo 8° 35 UBR EoA efaultode Enabled 3P ]
atm 1 1 35 UBR EoA JanMuxiode Enabled 3SF ol
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WAN Service

WAN Service allows you configure one or more services over one interface (connection). The
following is the WAN Service listing table. Your configured WAN service will be listed here.

Intla-ancecl Setup l.“.‘\é .

*WAN Service
VAN Setup
Interface Description Type  Vlan8021p WYianhuxid lgmp MNAT  Firewall IPvE  Mid Remove

Default Connection mode

Select the interface which is a Default mode connection configured in WAN Service, here for
example, in the following, atm0/(0_8_35) is a Default mode connection.

Click Add to create one WAN service.

IA:I-.-ancecI Setup ;“% .

*WAN Service

VAN Service Interface Configuration

Mote: For AT interface, the descriptor string is (portld_vpi_vci}
For PTH interface, the descriptor string is (portld_high_low)
Where portld=0 —= DSL Latency PATHO

portld=1 —-= DEL Latency FATH1

portld=4 —= D3L Latency PATHO&

low =0 —= Low PTM Priority not set

low =1 --= Low PTM Priority set

high =0 —= High PTM Priority not set

high =1 —= High PTI Priority set

Interface | atm0/{0_8_35) |

Select the interface, the listed interfaces are the one you configured in WAN interface section. Click
Next to further configure.
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@ PPPoOE

I Advanced Setup

*WAN Service
Parameters
Type
Description

IPvG far this semnvice

| PPP over Ethernet (PPPOE) w |

[pppoe_0_8_35

[JEnakle

Type: select the protocol advised by your ISP, here select PPPOE.

Description: user-defined description.

IPv6 for this service: check whether to enable IPv6 for this service.

Click Next to go on. See |Pv6 enabled and |Pv6 disabled.

IPv6 enabled

Indwancecl Setup

*VWAN Service
Parameters

Username
Password
Service Mame
Authentication Method
Fullcone MAT
Dial en demand
Inactivity Timeout
IPv4 Address
IP Address
Obtain DNS
Frimary DMNS
Secondary DMNS
IPvG Address
IP Address
IPvE Unnumbered Model

FFF Dehug Mode

Bridge FPPoE Frames Between WAMN and
Local Ports

IGMP Multicast Proxy
MLD Multicast Proxy

Mext

Username: enter ISP account.

[CJEnable

| (minutes) [1-4320]

[ static

Automatic

[ static

[1Enabled
[1Enable
W EIE

[1Enable
[CJEnable
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Password: enter the password.
Service name: user-defined name.
Authentication method: select the authentication method.

Fullcone NAT: enable or disable fullcone NAT. Fullcone is a kind of NAT, in this mode, all requests
from the same internal IP address and port are mapped to the same external IP address and port.
Furthermore, any external host can send a packet to the internal host, by sending a packet to the
mapped external address.

Note: In PPPoE connection, NAT is enabled by default, you can determine whether to enable
Fullcone NAT. And while you disabled Fullcone NAT and only use NAT, the default NAT type is Port
Restricted cone NAT. Of Port-Restricted cone NAT, the restriction includes port numbers. Specifically,
an external host can send a packet, with source IP address X and source port P, to the internal host
only if the internal host had previously sent a packet to IP address X and port P

Dial on demand: enable or disable, if you want to Dial on demand, enable this function.

Inactivity timeout: available when you enable Dial on demand function. Enter the Inactivity
timeout interval.

IPv4 Address: enable or disable to assign static IPv4 address to PPPoE link.
IP Address: enter the Static IPv4 address if you enable Static IP Address.
Obtain DNS: check whether to obtain DNS address automatically.

Primary/Secondary DNS: if you uncheck Obtain DNS, then enter then primary/secondary DNS
address.

IPv6 Address: enable to assign static IPv6 address, else to obtain Ipv6 address automatically.
IP Address: enter the Static IPv6 address if you enable Static IPv6 Address.

IPv6 Unnumbered Model: Enables or disables IPv6 processing on an interface without assigning
an explicit IPv6 address to that interface.

Note: Suggest having IPv6 configured as default, this router can automatically assign address to
your PC, or you can have an advanced administrator to help.

PPPoE Debug mode: check whether to enable this function, it is used to debug PPPOE link, and the
debug message will be seen in System log.

Bridge PPPoE Frame between WAN and Local Ports: check whether to enable this function. It
allows PC in LAN to set up its own PPP link, or the PC will access internet via the PPP link in WAN
port.

IGMP Multicast Proxy: check whether to enable this function. IGMP (Internet Group Management
Protocol) Proxy intercepts the IGMP request from Clients and forwards it to the router after some
dealings.

MLD Multicast Proxy: check whether to enable this function. MLD (Multicast Listener Discovery
Protocol) Proxy intercepts the MLD request from Clients and forwards it to the router after some
dealings. Support MLDv1 and MLDv?2.
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Click Next to go on to the Default Gateway setting.

IA:I'.rancecl Setup ‘“_\'Ev_ .

¥ Default Gateway

Default Gateway Interface List

Only one default gateway interface will be used according to the priority with the first being the highest and the last one the lowest priority if
the War interface is connected.

Selected Default Gateway Interfaces Ayailable Routed WaAN Interfaces

pppoe_0_8_35/ppp0

Preferred WAHN Interface As The System Default IPvE Gateway
Selected WAN Interface | PPpoe_0_8_35/pppl v

Back

Set the default gateway and the default IPv6 gateway.

Click Next to go on to IPv6 DNS Server setting.

I Advanced Setup i“‘\g .

*|PvG DN Server
Parameters
Mote that selecting a WAN interface for IPvG DMNE server will enakle DHCPYE Client on that interdface.

(%) Obtain IPvE DNS info from a WAN interface

WAN Interface selected | pppoe_0_8_35/ppp0 v |
) Use the following Static IPvE DMNE address

Frimary IPvG DMNS server

Secondary IPvE DNS server

IPv6 DNS Server’s operation is similar to IPv4 DNS server. There are two modes to get DNS server
address: Auto and static mode.

Obtain IPv6 DNS info from a WAN interface

WAN Interface selected: select one configured IPv6 WAN connection from the drop-down menu to
be as an IPv6 DNS.

Use the following Static IPv6 DNS address

Primary IPv6 DNS Server / Secondary IPv6 DNS Server: type the specific primary and secondary
IPv6 DNS Server address.
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Click Next to check the settings.

I Advanced Setup 1“5&! .

TWWAN Service
Summary

Make sure that the settings below match the settings provided by your ISP,

Type PPFoE

NAT Enabled
Fullcone MAT Disabled
Firewall Enabled
IGMP Multicast Disabled
Cuality of Service Enabled

Back

If you confirm, click Apply to submit the settings and return to WAN service page.

IAtIuancetI Sefup i““\t" .

*WAN Service

VAN Setup
Interface  Description Type Vlang8021p  VianMuxld  lamp MNAT Firewall  IPvE fid Remave
pppd pppoe_0_8_35 PPFoE MiA A Dizabled Enabled Enabled Enahkled Disakled @

If you don not need the service, select the item you want to remove, check the checkbox, then press
Remove, it will be OK.

Here the corresponding WAN interface and WAN Service have been configured, if it is OK, you can
access the internet. You can go to Device Info>WAN or Summary to view the WAN connection
information (if your ISP provides IPv6 service, then you will obtain an IPv6 address).

I Device Info L“\‘g -

AN

Wan Info
Interface Description Type  VianMudd IPvE lgmp MLD MAT Firewall Status IPvd Address IPvE Address
ppp0 pppoe_0_8_35 PPFoE Disabled Enabled Disabled Disabled Enabled Enabled Connected 111.251.225 120 2001:b010:7030:f800:2ce4:8cf1:8212 2405164
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The device summary information

IDe'.fice Info k“‘\é_

¥ Device Information

IModel Mame BiPAC T800ML

HostMame home. gateway

System Up-Time 1 Hour(s) 52 min{s)

DatelTime Wed Aug 18 13:52:09 2010
Software Version 2.02a.dc

LAMN IPv4 Address 192.168.1.254

LAM IPvE Address 2001:p010:7030:f300:204:edfffe78:65akb/64
MAC Address 00:04:2d:01:00:01

DEL PHY and Criver Yersion AZpD030id23a

Wireless Driver Version 5.60.104.0.cped. 406.0(WLTEST)
VAN

Line Rate - Upstream (Kbps) 1024

Line Rate - Downstream (Kbps) 8000

Default Gateway pppo

Connection Time 00:00:38

Frimary DMNS Server 221696178

Secondary DMNE Server 2216466

Default IPvE Gateway ppp0
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IPv6 disabled

I;lcl-.-an-:ecl Setup _ Q\E .
L -

*WAN Service
Parameters
Isername
Password

Service Name

Authentication Method _ AUTO bl
Fullcane MAT [1Enable
Dial on demand [1Enable
Inactivity Timecut (minutes) [1-4320]
IPv4 Address [ static
IP Address _
Obtain DNS Automatic

Frimary OMNS

Secondary DMN2

PPF Debug Mode [1Enable
Bridge PPPoE Frames Between WAN and

Local Pords [1Enable
IGKIP Multicast Proxy [1Enable

Username: enter ISP account.

Password: enter the password.

Service name: user-defined name.

Authentication method: select the authentication method.

Fullcone NAT: enable or disable fullcone NAT. Fullcone is a kind of NAT, in this mode, all requests
from the same internal IP address and port are mapped to the same external IP address and port.
Furthermore, any external host can send a packet to the internal host, by sending a packet to the
mapped external address.

Note: In PPPoE connection, NAT is enabled by default, you can determine whether to enable
Fullcone NAT. And while you disabled Fullcone NAT and only use NAT, the default NAT type is Port
Restricted cone NAT. Of Port-Restricted cone NAT, the restriction includes port numbers. Specifically,
an external host can send a packet, with source IP address X and source port P, to the internal host
only if the internal host had previously sent a packet to IP address X and port P

Dial on demand: enable or disable, if you want to Dial on demand, enable this function.

Inactivity timeout: available when you enable Dial on demand function. Enter the Inactivity
timeout interval.

IPv4 Address: enable or disable to assign static IP address to PPPOE link.
IP Address: enter the Static IP address if you enable Static IP Address.
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Obtain DNS: check whether to obtain DNS address automatically.

Primary/Secondary DNS: if you uncheck Obtain DNS, then enter then primary/secondary DNS
address.

PPPoE Debug mode: check whether to enable this function, it is used to debug PPPoE link, and the
debug message will be seen in System log.

Bridge PPPoE Frame between WAN and Local Ports: check whether to enable this function. It
allows PC in LAN to set up its own PPP link, or the PC will access internet via the PPP link in WAN
port.

IGMP Multicast Proxy: check whether to enable this function. IGMP (Internet Group Management
Protocol) Proxy intercept the IGMP request from Clients and forward it to the router after some
dealings.

Click Next to go on to the Default Gateway setting.

IAE!-.-ancecI Setup l“‘_\; -

* Default Gateway

Default Gateway Interface List

Only one default gateway interface will be used according to the priority with the first being the highest and the last one the lowest priority
if the WARN interface is connected.

Selected Default Gateway Interfaces Available Routed WAN Interfaces

pppoe_0_8_35/ppp0

Click Next to go on. Then you can view the information about your settings.

IA[I',-ancetl Setup L“‘\[. .

*WAHN Service
Summary

Make sure that the settings below match the settings provided by your ISP,

Type FPPaE

MNAT Enabled
Fullcone MAT Dizahled
Firewall Enabled
IGMP Multicast Disabled
Quality of Service Enahbled
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If you confirm about the above settings, click Apply to apply your settings. Then the service will be

listed as follows.

Intla-ancecl Setup

*WAN Service

WAN Setup

Interface  Description Type
PPFPoE MN/A MIA

pppo pppoe_0_8_35

(i Remore )
N~ —

e N

Firewall  IPvG fid Remove

Disabled (] D

Viang021p  VianMuxld lgmp MAT

Disabled Enabled Enabled Disabled

If you don not need the service, select the item you want to remove, check the checkbox, then press

Remove, it will be OK.

Here the corresponding WAN interface and WAN Service have been configured, if it is OK, you can
access the internet. You can go to Device Info>WAN or Summary to view the WAN connection

information.
IDe'.-iL:elnfo “\‘E_ .
i
T VWAN
Wan Info
Interface Descripticn Type YVianMuxld IPvG lamp LD MAT Firewall Status IPv4 Address rd?ress
pppd pppoe_0_8_35 PPPoE Disabled Disabled Disabled Disabled Enabled Enabled Connected 112.80.156.130

IDe','in.:e Info

* Device Information

Maodel Mame

Host Mame

System Up-Time

DateTime

Software Version

LAM IPv4 Address

LAM IPvE Address

MAC Address

DEL PHY and Driver Version
Wireless Driver Version

VAN
Line Rate - Upstream (Kbps)

Line Rate - Downstream (Kbps}

Default Gateway
Connection Time
Frimary DMNS Server
Secondary DNS Server
Default IPvE Gateway

N N

BiPAC 7800ML

home.gateway

1 Hour(s) 56 minis)

Wed Aug 18 13:56:36 2010

2.02a.dcl

192 168.1.254

feg0:0000:0000:0000:0204 edff:fe01:0001/64
00:04.ed:01:00:01

A2pD030id23a
5.60.104.0.cped 406 D0WLTEST)

1024
8000

pppo
00:01:04
221.6.96.173
221.6.4.66
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@ IP over Ethernet

IA[I'.-ancecI Setup | u}:f .
i ——

*WAHN Service

Parameters

Type IF'- over E-thernet v
Description ipoe_0_8_35

IPVE for this service [ ]Enable

Back

Type: Select IP over Ethernet.
Description: You are allowed to enter the user defined name for this service.

IPv6 for this service: check whether to enable IPv6 feature.
Click Next to go to next step. See |IPv6 enabled and |[Pv6 disabled .

IPv6 enabled

IAc|--ar1|:ecl Setup i\ i\‘ .

TWAN Service
Parameters

2btain an IP address automatically Enakle

Option 60 Vendor 1D

Option 61 1AID 8 hexadecimal digits
Option &1 DUID hexadecimal digits

Option 125 (& Disable ) Enable
WAN IP Address '
WAN Subnet Mask
WAN gateway IP Address _
Dbtain ONS Automatic
Frimary DS
Secondary DM3E
Qbtain an IPvE address automatically Enahle
WaN IPvE AddressiPrefix Length

WaN Mext-Hop IPvE Address

Here two modes are supported for users to deal with the IP and DNS. You can select obtain
automatically or manually input the information according to your ISP.

Obtain an IP address automatically: check whether to enable this function.

Option 60 Vendor ID: Enter the associated information by your ISP. This option is used by DHCP
clients to optionally identify the vendor type and configuration of a DHCP client. The information is a
string of n octets, interpreted by servers. Vendors may choose to define specific vendor class
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identifiers to convey particular configuration or other identification information about a client.

Option 61 IAID: Enter the associated information provided by your ISP. You should input 8
hexadecimal numbers.

Option 61 DUID: Enter the associated information provided by your ISP. You should input
hexadecimal number(s).

Option 125: Option 125 is a complementary standard of DHCP protocol, it is used to encapsulate
option 125 message into DHCP offer packet before forward it to clients. After the clients receive the
packet, it check the option 125 field in the packet with the prestored message, if it is matched, then
the client accepts this offer, otherwise it will be abandoned. Check Enable or Disable this function.
Default setting is Disable.

WAN IP Address: Enter your IPv4 address to the device provided by your ISP.

WAN Subnet Mask: Enter your submask to the device provided by your ISP.

WAN gateway IP Address: Enter your gateway IP address to the device provided by your ISP.
Obtain DNS: check whether to enable obtain DNS function.

Primary/Secondary DNS: enter the primay/secondary DNS address when you uncheck Obtain
DNS checkbox.

Obtain an IPv6 address automatically: check whether to enable or disable this feature.

WAN IPv6 Address/Prefix Length: Enter the WAN IPv6 Address/Prefix Length from your ISP.
WAN Next-Hop IPv6 Address: Enter the WAN Next-Hop IPv6 Address from your ISP.

Note: If you don’t know well about the DHCP Option, you can leave it empty or leave it as default.
Click Next to go to next step.

I;‘acl:-an-:ecl Setup u.\;._- .
b 3 :

TVWAN Service

Parameters

MAT [ClEnable
Firgwall [1Enable
IGIWP Multicast [l Enable
MLD Multicast Proxy [1Enable

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account by sharing the single IP address. If users on your LAN have their own
public IP addresses to access the Internet, NAT function can be disabled. When enabled, a Fullcone
NAT parameter will appear, you can determine whether to enable Fullcone NAT. While only NAT
enabled, the default NAT type Port-Restricted cone NAT will be used. For detail, please turn to page
47 for help.

Firewall: Check/uncheck this item to enable/disable firewall function.

IGMP Multicast: IGMP (Internet Group Membership Protocol) is a protocol used by IP hosts to
report their multicast group memberships to any immediately neighboring multicast routers. Check
this item to enable IGMP multicast on that WAN interface for multicast forwarding.

MLD Multicast Proxy: check whether to enable this function. MLD (Multicast Listener Discovery
Protocol) Proxy intercept the MLD request from Clients and forward it to the router after some
dealings. Support MLDv1 and MLDv?2.
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Click Next to go to set default gateway.

IAEI'.-ancetI Setup 1“\}[‘ .

* Default Gateway

Default Gateway Interface List

Cnly one default gateway interface will he used according to the priority with the first keing the highest and the last ocne the lowest priority if
the WAN interface is connected.

Selected Default Gateway Interfaces Ayailable Routed WAN Interfaces

IZJ

ipoe_0_8_35/atmo

Preferred WAHN Interface As The System Default IPvG Gateway
Selected WAN Interface '_ip-:ue_El_E_EE.-'atmD w

Set the default gateway and the default IPv6 gateway.
Click Next to go on to IPv6 DNS server setting.

I Advanced Setup i“\t‘! .

*IPve DNS Server

Parameters
Mote that selecting a WAN interface for IPvE DMNE server will enable DHCPYE Client on that interface.

(&) Obtain IPvG DNS info from a WAN interface

WAN Interface selected ||:|:| e__iZI_E:E_:'-.;':_atm-D : v
() Use the following Static IPvG DNS address

Frimary |[PvG DMNS server

Secondary IPvE DMNE server

Mext

IPv6 DNS Server’s operation is similar to IPv4 DNS server. There are two modes to get DNS server
address: Auto and static mode.

Obtain IPv6 DNS info from a WAN interface

WAN Interface selected: select one configured IPv6 WAN connection from the drop-down menu to
be as an IPv6 DNS.

Use the following Static IPv6 DNS address

Primary IPv6 DNS Server / Secondary IPv6 DNS Server: type the specific primary and secondary
IPv6 DNS Server address.
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Click Next to check the settings.

I.ﬂ.d'aancecl Setup

*WAHN Service

Summary

Make sure that the settings below match the settings provided by your ISP.

Type IFaE

MAT Disabled
Fullcone MAT Disabled
Firewall Disabled
IGMP Multicast Disabled
Cuality of Service Enahled

If you confirm, click Apply to submit the settings.
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IPv6 disabled

I Advanced Setup u'r‘ .
s =

T WAN Service
Parameters

Ohtain an IP address automatically Enahkle
Option 60 YVendaor 1D

Option 61 1AID 8 hexadecimal digits
Option 61 DUID _ | hexadecimal digits
Option 125 () Disable (O Enable

WAMN IP Address
YWAN Subnet Mask
WAMN gateway IP Address
Ohbtain DMS Automatic
Primary DNS

Secondary DMS

Next

Here two modes are supported for users to deal with the IP and DNS. You can select obtain
automatically or manually input the information according to your ISP.

Obtain an IP address automatically: check whether to enable this function.

Option 60 Vendor ID: Enter the associated information by your ISP. This option is used by DHCP
clients to optionally identify the vendor type and configuration of a DHCP client. The information is a
string of n octets, interpreted by servers. Vendors may choose to define specific vendor class
identifiers to convey particular configuration or other identification information about a client.

Option 61 IAID: Enter the associated information provided by your ISP. You should input 8
hexadecimal numbers.

Option 61 DUID: Enter the associated information provided by your ISP. You should input
hexadecimal number(s).

Option 125: Option 125 is a complementary standard of DHCP protocol, it is used to encapsulate
option 125 message into DHCP offer packet before forward it to clients. After the clients receive the
packet, it check the option 125 field in the packet with the prestored message, if it is matched, then
the client accepts this offer, otherwise it will be abandoned. Check Enable or Disable this function.
Default setting is Disable.

WAN IP Address: Enter your IP address to the device provided by your ISP. If Fixed IP Address is
selected in the IPv4 Protocol field, default value 0.0.0.0 will display in this field.

WAN Subnet Mask: Enter your submask to the device provided by your ISP.

WAN gateway IP Address: Enter your gateway IP address to the device provided by your ISP.
Obtain DNS: check whether to enable obtain DNS function.

Primary/Secondary DNS: enter the primay/secondary DNS address when you uncheck Obtain
DNS checkbox.

Note: If you don’t know well about the DHCP Option, you can leave it empty or leave it as default.
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Click Next to go to next step.

IAd-.ran-:ecI Setup *w&-_ .

*WAN Service

Parameters

NAT ClEnable
Firewall []Enakle
IGIMP Multicast [ClEnable

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet
through a single IP account by sharing the single IP address. If users on your LAN have their own
public IP addresses to access the Internet, NAT function can be disabled. When enabled, a Fullcone
NAT parameter will appear, you can determine whether to enable Fullcone NAT. While only NAT
enabled, the default NAT type Port-Restricted cone NAT will be used. For detail, please turn to page
47 for help.

Firewall: Check/uncheck this item to enable/disable firewall function.

IGMP Multicast: IGMP (Internet Group Membership Protocol) is a protocol used by IP hosts to
report their multicast group memberships to any immediately neighboring multicast routers. Check
this item to enable IGMP multicast on that WAN interface for multicast forwarding.

Click Next to go to set default gateway.

IAcI'.-ancec! Setup L“‘}"" .

* Default Gateway

Default Gateway Interface List
Only cne default gateway interface will e used according to the priority with the first being the highest and the last one the lowest priority
if the WAN interface is connected.

Selected Default Gateway Interfaces Available Routed WAM Interfaces

ipoe_0_&_35fatm0 pppoe_0_0_35/ppp1.1

el

MNext
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Click Next to go on to check the settings.

I Advanced Setup

T VWAHN Service

Summary

Make sure that the settings below match the seftings provided by your 15P.

Type

MNAT

Fullcone MNAT
Firewall

IGKP Multicast

Ciuality of Sernvice

Click Apply to apply your settings.

IFoE
Enabled
Enabled
Enabled
Enabled
Disabled
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@ Bridging

I Advanced Setup

TWAN Service
Parameters
Type
Description

IPvE for this senvice

Type: Select Bridging.

Description: You are allowed to enter the user defined name for this service.
IPv6 for this service: check whether to enable IPv6 service.

Click Next to go to next step. See IPv6 enabled and IPv6 disabled .

IPv6 enabled

IAEI'.-anc:ecI Setup

*WAN Service

summary

Make sure that the settings below match the settings provided by your 15P.

Type

MAT

Fullcone MAT
Firewall

IGMP Multicast

Cuality of Service

Click Apply to apply your settings.

Bridging
lbr_0_a_35

[1Enable

Bridoe
Disabled
Disabled
Disabled
Disabled
Enabled
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IPv6 disabled

I Advanced Setup

*VWAN Service

Summary

lMake sure that the settings below match the settings provided by your 1SF.

Type

MAT

Fullcone MAT
Firewall

[GIP Multicast

Cuality of Service

Click Apply to apply your settings.

Bridge
Disabled
Enahled
Disabled
Disabled
Enabled
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VLAN MUX Connection Mode

It is similar to Default Connection in configuration. Select the interface which is a VLAN MUX mode
connection configured in WAN Service, here for example, in the following, atm1/(0_1_35) is a VLAN
MUX mode connection.

select interface(VLAN MUX mode).

Interface atm1N0_1_35) »

Click Next to go on to next step.

IAcIu-anu:ecI Setup \ i\. .
i

TWAN Service

Parameters

Type PPF over Ethernet (FPPoE)

Description [pppoe_0_1_35 '

802 1P Priority -1 [tagged: 0-7; untagged: -1]
802 1Q VLAN ID -1 [tagged: 0-4094; untagged: -1]
IPvE for this semvice [IEnahle

Type: select the protocol, PPPoE, IP over Internet, Bridge.
Description: user-defined description.
802.1P Priority: It indicates the frame priority level from O (lowest) to 7 (highest), which can be used

to prioritize different classes of traffic (voice, video, data, etc). Enter the priority identification,
tagged:0-7, untagged:-1.

802.1Q VLAN ID: It is a parameter to specify the VLAN which the frame belongs. Enter the VLAN ID
identification, tagged: 0-4094, untagged:-1.

You can leave 802.1P Priority and 802.1Q VLAN ID as default setting,-1, means untagged, in this
mode, the vlan tag header will not be contained, but if you want to allow one service for the specific
vlan, here you should set the two parameters, the vlan tag header will be contained.

IPv6 for this service: check whether to enable IPv6 service.

The following steps are similar to Default Connection settings, for help turn to Default Connection
settings.
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Take an example with IPv6 disabled, let’s look at a scenario in which 1 PPPoE and 1 Bridge service
needed by user.

In the above page, click Next to set WAN service parameters.

Iﬁv.dvanu:ecl Setup l‘\l}_ .

*VWAHN Service

Parameters

sername

Senice Mame

Authentication Method . ALTO »

|
Password | |
|

Fullcane MAT [ 1Enable
Dial on demand [1Enable
Inactivity Timeout l Ir_minutes} [1-4320]
IPv4 Address [] static
IP Address I |
Obtain DNS [¥] Automatic

Primary DNS | |

Secondary DNS | |

FPF Debug Mode C]Enable

Bridge PPFoE Frames Between WARN and
Local Pors [Enable

IGMP Multicast Proxy [l Enable

Click Next to set the default gateway of this connection.

Induanced Setup i‘% .

¥ Default Gateway

Default Gateway Interface List

Cnly one default gateway interface will be used according to the priority with the first being the highest and the last one the
|owest priority if the WARN interface is connected.

Selected Default Gateway Interfaces Available Routed VWAN Interfaces

pppoe_0_1_35/ppp0
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Click Next to view the information you have set to the connection, then click Apply to save your
settings.

IA:IvancecI Setup i“\}t‘ .

*VWAN Service
Summary

Make sure that the settings below match the settings provided by your [SP.

Type FFFoE

MNAT Enabled
Fullcone MAT Disahled
Firewall Enahbled
IGMP Multicast Disahled
Cuality of Service Enabled

Then you can see the PPPoOE connection is listed below. Here it is just one service over
atm1/(0_1 35).

I Advanced Setup ;w[q .

TUWAN Service

WAN Setup

Interface  Diescription Type Vian8021p  VianMuxld  lamp MAT Firewall [IPvE ldld Remaove
ppp01 pppoe_0_1_35 FFPFPoE N/A A Disabled Enabled Enabled Disabled Disabled [

Then we can again set a Bridging connection over atm1/(0_1 35) interface. Click Add in the above
page, the atm1/(0_1 35) also is listed for selection to add services.

Interface atm1{0_1_258) »

Continue clicking Next to select Bridging connection type.

I.ﬂ.cl'.-ancecl Setup Lu’\t‘i .

VAN Service

Parameters

Type :_.E.Iri.i:l g_i-ng b -

Ciescription | r_Jr_D_1_3_E |

gus i nony -1 | tagged: 0-7; untagged: 1]
802 1QVLANID :--1__ :[tagged: 0-4094; untagged: -1]
IPwE for this service [CIEnable
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Click Next to make sure your settings below match the settings provided by your ISP. And Click
Apply to save your settings.

IAEI'.rancecI Setup i“% .

*\WAN Service
Summary

MMake sure that the settings kelow match the settings provided by your ISP,

Type Bridge

MAT Disabled
Fullcone MAT Disabled
Firewall Dizabled
IGMP Multicast Disabled
Cwality of Service Enabled

3
I.ﬂcl'&ancecl Setup 1“\% .

*WAN Service

WAN Setup

Interface  Description Type Vang021p  VianMuxld  lgmp MAT Firewsall IPvE ld Remaove
atm1.2 7o G Bridge /& [id Disabled Disabled Disabled Disabled Disabled [
ppp0.1 pppoe_0_1_35 / PPPoOE M/A MIA Disabled Enabled Enabled Disabled Disabled [

This screen is the interface we set previous, here used for understanding.

I Advanced Setup \ “_\g .

*WAHN Interface
ATM Interface
Layer? Interface | ATI vﬁ,

Interface WPl WVCI Category Link Type Connection Mode [P Qo3 Scheduler Alg Queue Weight Group Precedence Remove

atm1 1 35 LBR EoA YianMuxMode Enabled 3F "]

[i‘u:h:l] [ Femuove

The below is WAN connection status, here you can see clearly the multiple services over one PVC.

IDE'.-ice Info ‘% .

~WAN

Wan Info

Interface Description Type VianMugld  IPvE lgmp MLD MAT Firewall Status s e
Address  Address

atm1.2 br0.1.35 Bridge Disabled  Disabled Disabled Disahled Disabled Disabled Connected 0.0.00

ppp0.1 pppoe_0_1_35 PPPoE Disabled Disabled Disabled Disabled Enabled Enahled Connected  11230.156.120
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See from the above diagrams, we have set one PVC, it is VPI/VCI 1/35. But we have set two
services on the same PVC, they are bridging and PPPoE services.

While in contrast to Default connection mode, one PVC can only hold one service, if you want to
more than one service over one PVC, you should apply from your ISP more PVCs to meet your
needs.
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LAN - Local Area Network

A Local Area Network (LAN) is a shared communication system network where many computers
are connected. This type of network is area defined and is usually limited to a confined region within
a building or just within the same storey of a building.

Iaiatl'.-anu:etl Setup “};.: .
i E _

*LAN

Parameters

Group Mame Default ¥
IF Address -1EI2.168.1.2:'4
Subnet Mask 2552552550
IGMP Snooping [1Enable
DHCP Server

DHCP Server Enable ¥
Start IP Address .1EI2.168.1.1EID
End IF Address 192.168.1.199
Leased Time (hour) 24

Maximum Leased Time (hour} _2.1

Static IP Lease List
MAC Address IP Address HostMame Femove
Add

IP Alias

IF Alias C1Enable
IP Address

Subnet Mask

Apply Cancel

Parameters

Group Name: here group refers to the group you set in Interface Grouping section, you can set
the parameters for the specific group. Select the group by the drop-down box. For more
information please refer to Interface Grouping of this manual.

IP address: the IP address of the router. Default is 192.168.1.254.
Subnet Mask: the default Subnet mask on the router.

IGMP Snooping: Enable or disable the IGMP Snooping function. Without IGMP snooping,
multicast traffic is treated in the same manner as broadcast traffic - that is, it is forwarded to all
ports. With IGMP snooping, multicast traffic of a group is only forwarded to ports that have
members of that group.”

When enabled, you will see two modes:

@® Standard Mode: In standard mode, multicast traffic will flood to all bridge ports when no
client subscribes to a multicast group.

® Blocking Mode: In blocking mode, the multicast data will be blocked when there are no
client subscribes to a multicast group, it won't flood to the bridge ports.
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DHCP Server

You can disable or enable the DHCP (Dynamic Host Configuration Protocol) server or enable the
router's DHCP relay functions. The DHCP protocol allows your router to dynamically assign IP
addresses to PCs on your network if they are configured to obtain IP addresses automatically.

@® Disable

DHCP Server
DHCF Server Disable w

Disable the DHCP Server function.

® Enable
Enable the DHCP function, enter the information wanted. Here as default.
DHCP Server
DHCP Server Enable w
Start IP Address 192.168.1.100
End IP Address 192.168.1.199
Leased Time (hour) 24
Maximum Leased Time (hour) 24

Start IP Address: the start IP address of the range the DHCP Server used to assign to the Clients.
End IP Address: the end IP address f the range the DHCP Server used to assign to the Clients.
Leased Time: the leased time for each DHCP Client.

Maximum Leased Time(hour): the Maximum Leased Time(hour).

® DHCP Server Relay

DHCP Server
DHCF Server DHCP Server Relay »

DHCP Server IP Address

If you check DHCP Relay and then you must enter the IP address of the DHCP server which
assigns an IP address back to the DHCP client in the LAN. Use this function only if advised to do so

by your network administrator or ISP.
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Static IP List

The specified IP will be assigned to the corresponding MAC Address listed in the following table
when DHCP Server assign IP Addresses to Clients.

Static IP Lease List
MAC Address IF Address Host Mame Remaove

Press Add to the Static IP List.

IA:I',-an-:ecl Setup 1“36 .

¥ Static IP

Parameters
MAC Address

IP Address

Host Mame

Enter the MAC Address, IP Address and Host Name, then click Apply to confirm your settings.

IP Alias

This function allows the creation of multiple virtual IP interfaces on this router. It helps to connect two
or more local networks to the ISP or remote node.

IP Alias
IP Alias [l Enable
IP &ddress

Suknet Mask

[.ﬁ.pplyl [ Cancel ]

IP Alias: check whether to enable this function.
IP Address: Specify an IP address on this virtual interface.

Netmask: Specify a subnet mask on this virtual interface.

Click Apply to apply your settings.
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IPv6 Autoconfig

The IPv6 address composes of two parts, thus, the prefix and the interface ID.

There are two ways to dynamically configure IPv6 address on hosts. One is statefull configuration,
for example using DHCPv6 (which resembles its counterpart DHCP in IPv4.) In the stateful
autoconfiguration model, hosts obtain interface addresses and/or configuration information and
parameters from a DHCPv6 server. The Server maintains a database that keeps track of which
addresses have been assigned to which hosts.

The second way is stateless configuration. Stateless auto-configuration requires no manual
configuration of hosts, minimal (if any) configuration of routers, and no additional servers. The
stateless mechanism allows a host to generate its own addresses using a combination of locally
available information (MAC address) and information (prefix) advertised by routers. Routers
advertise prefixes that identify the subnet(s) associated with a link, while hosts generate an
"interface identifier" that uniquely identifies an interface on a subnet. An address is formed by
combining the two. When using stateless configuration, you needn’t configure anything on the client.

I;:-cl-,-an-:ec! Setup | Wt‘ .
i —

¥ IPvG Autoconfig

Parameters

Mote: Interface ID does NOT suppert ZERC COMPRESSION ™. Please enter the complete information.
Faor exampe: Please enter "0:0:0:2" instead of 712",

Static LAN IPvE Address Configuration

Interface Address [/ Prefix Length

IPvE LAN Applications

DHCPVE Server Enable

DHCPYE Server Type ® Stateless O Stateful
Startinterface ID

End interface 1D

Leased Time (hour}

Issue Router Advertisements Enahle
MLD Snooping [“lEnable & standard Mode O Blocking Mode

Static LAN IPv6 Address Configuration
Interface Address / Prefix Length: enter the static LAN IPv6 address.

IPv6 LAN application
DHCPv6 Server: check whether to enable DHCPvV6 server.

DHCPv6 Server Type: select Stateless or Stateful. When DHCPV6 is enabled, this parameter is
available. Stateless: if selected, the PCs in LAN are configured through RA mode, thus, the PCs in
LAN are configured through RA mode, to obtain the prefix message and generate an address using
a combination of locally available information (MAC address) and information (prefix) advertised by
routers, but they can obtain such information like DNS from DHCPv6 Server. Stateful: if selected,
the PCs in LAN will be configured like in IPv4 mode, thus obtain addresses and DNS information
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from DHCPVG6 server.

Start interface ID: enter the start interface ID. The IPv6 address composed of two parts, thus, the
prefix and the interface ID. Interface is like the Host ID compared to IPv4.

End interface ID: enter the end interface ID.

Note: Interface ID does NOT support ZERO COMPRESSION ":". Please enter the complete
information.
For example: Please enter "0:0:0:2" instead of "::2".

Leased Time (hour): the leased time, similar to leased time in DHCPv4, is a time limit assigned to
clients, when expires, the assigned ID will be recycled and reassigned.

Issue Router Advertisement: check whether to enable issue Router Advertisement feature. It is to
send Router Advertisement messages periodically.

MLD snooping: similar to IGMP snooping, listens in on the MLD conversation between hosts and
routers by processing MLD packets sent in a multicast network, and it analyzes all MLD packets
between hosts and the connected multicast routers in the network. Without MLD snooping, multicast
traffic is treated in the same manner as broadcast traffic - that is, it is forwarded to all ports. With
MLD snooping, multicast traffic of a group is only forwarded to ports that have members of that

group.

® Standard Mode: In standard mode, multicast traffic will flood to all bridge ports when no
client subscribes to a multicast group.

® Blocking Mode: In blocking mode, the multicast data will be blocked when there is no
client subscribes to a multicast group, it won't flood to the bridge ports.

Stateless and Stateful IPv6 address Configuration

Stateless: two methods can be adopted.
® With DHCPv6 disabled, but Issue Router Advertisement Enabled

DHCPVE Server [ JEnable

|ssue Router Advertisements Enable

With this method, the PCs in LAN are configured through RA mode, thus, the PCs in LAN are
configured through RA mode, to obtain the prefix message and generate an address using a
combination of locally available information (MAC address) and information (prefix) advertised by
routers.

@® With both DHCPv6 and Issue Router Advertisement Enabled

DHCPYE Server [¥] Enable
DHCPvE Server Type @ stateless O Stateful

Start interface (D

End interface 1D

Leased Time (hour)

lssue Router Advertisements Enahle

With this method, the PCs’ addresses in LAN are configured like above method, but they can
obtain such information like DNS from DHCPv6 Server.
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Stateful: two methods can be adopted.
® With only DHCPv6 enabled

DHCPvE Server Enable

DHCPvE Server Type (O stateless () Stateful
Start interface (D 00z

End interface 1D 0000254

Leased Time (hour) 24

Issue Router Advertisements |:|En:3hle

With this method, the PCs’ addresses are configured the same as in IPv4, that is addresses are
assigned by DHCPv6 server.

@® With both DHCPv6 and Issue Router Advertisement Enabled

DHCPYE Server Enahle

DHCPvE Server Type O Stateless & Stateful
Start interface 1D 0:0:0:2

End interface ID 0:0:0:254

Leased Time (hour)

|ssue Router Advertisements

With this method, the PCs’ addresses are configured the same like above, and the address
information in RA packets will be neglected.
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NAT

NAT (Network Address Translation) feature translates a private IP to a public IP, allowing multiple
users to access the Internet through a single IP account, sharing the single IP address. It is a natural
firewall for the private network.

Virtual Servers

In TCP/IP and UDP networks a port is a 16-bit number used to identify which application program
(usually a server) incoming connections should be delivered to. Some ports have numbers that are
pre-assigned to them by the IANA (the Internet Assigned Numbers Authority), and these are referred
to as “well-known ports”. Servers follow the well-known port assignments so clients can locate them.

If you wish to run a server on your network that can be accessed from the WAN (i.e. from other
machines on the Internet that are outside your local network), or any application that can accept
incoming connections (e.g. Peer-to-peer/P2P software such as instant messaging applications and
P2P file-sharing applications) and are using NAT (Network Address Translation), then you will
usually need to configure your router to forward these incoming connection attempts using specific
ports to the PC on your network running the application. You will also need to use port forwarding if
you want to host an online game server.

The reason for this is that when using NAT, your publicly accessible IP address will be used by and
point to your router, which then needs to deliver all traffic to the private IP addresses used by your
PCs. Please see the WAN configuration section of this manual for more information on NAT.

The device can be configured as a virtual server so that remote users accessing services such as
Web or FTP services via the public (WAN) IP address can be automatically redirected to local
servers in the LAN network. Depending on the requested service (TCP/UDP port number), the
device redirects the external service request to the appropriate server within the LAN network.

This part is only available when NAT is enabled.

Iﬂ.clx-'an-:ecl Setup \ u% .
EY ——

*\irtual Servers

Virtual Servers Setup

Exernal Port Internal Port
Server Mame Protocol Server IP Address  WAN Interface Remuaove

Start End Start End
Add Remaove

It is virtual server listing table as you see, Click Add to configure.
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The following configuration page will appear to let you configure.

Iﬁatl-.-ancetl Setup \ .'\‘ .
) = -

T \irtual Servers

Parameters

Interface pppoe_0_8_35/pppd »

Server Mame ._Gust-:um Senvice A"
Custom Senvice

Server IP Address

External Port Internal Port
Protocaol
Start End Start End
TCP v
|TcP v
TCP v
TCP v
[Tcp ¥
TCP v
TCP v
TCP v
TCP v
[TcP v
TCP v
TCP v

Interface: select from the drop-down menu the interface you want the virtual server(s) applies to.
Server Name: select the server name from the drop-down menu.

Custom Service: it is a kind of service to let users customize the service they want. Enter the user-
defined service name here. It is a parameter only available when users select Custom Service in
the above parameter.

Server IP Address: Enter your server IP Address here.
External Port

® Start: Enter a port number as the external starting number for the range you want to give
access to internal network.

® End: Enter a port number as the external ending number for the range you want to give
access to internal network.

Internal Port
@® Start: Enter a port number as the internal staring number.

® End: Here it will generate automatically according to the End port number of External port
and can’t be modified.

Protocol: select the protocol this service used: TCP/UDP, TCP, UDP.
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@ Set up

1. Select a Server Name from the drop-down menu, then the port will automatically appear, modify
some as you like, or you can just leave it as default. Remember to enter your server IP Address.

IAduranced Setup l‘_\% .

*Virtual Servers

Parameters
Interface |D|J|JDE!_|:|_8_35J'D|J|JEI v|
Server Mame |Age of Empires w

Custom Service | |

Server IP Address 1192.168.1.1| |
External Fort Internal Port

Frotocol
Start End Start End
| ] [ 8 |mw ] [
o ] om ] [ 8
Ew ] pw ] [ M I
2300 | 2400 | [uoP v 2300 |
| | | = ® [ 1 [
| | | = ® [ 1 [
| B | = ® [ 1 [
| | | = ® [ 1 [
| i | = ® [ 1 [
| | | = ® [ 1 [
| | B R — —
| | | = ® 1

2. Press Apply to conform, and the items will be list in the Virtual Servers Setup table.

I Advanced Setup l‘_‘% .

*\irtual Servers

Virtual Servers Setup

e e gy i e S
Age of Empires 47624 47624  TCP 47624 47624 192.168.1.1 ppp0 I
Age of Empires 6073 6073 TCP 6073 6073 192.168.1.1 pppo [
Age of Empires 2300 2400 TCP 2300 2400 192 168.1.1 ppp0 ¥
Age of Empires 2300 2400 upr 2300 2400 192.168.1.1 pppo "]
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@ Remove

If you don't need a specified Server, you can remove it. Check the check box beside the item you
want to remove, then press Remove, it will be OK.

A
I.ﬂ.d'.ran-.:ecl Setup ln'\té -

> Virtual Servers

Virtual Servers Setup

External Fort Internal Fort

Senver MName Frotocol Server IP Address WAN Interface Remuove
Start End Start End

Age of Empires ATE24 47624 TCP 47624 47624 192.168.1.1 pppo =]

Age of Empires BOT3 G073 TCP G073 5073 192.168.1.1 pppo ]

Age of Empires 2300 2400 TR 2300 2400 192 168.1.1 ppp0 |

Age of Empires 2300 2400 UDP 2300 2400 1921681 1 pppo IE'

Add Remaove

ALG

The ALG Controls enable or disable protocols over application layer.

IA:I'JancecI Setup l“‘% !

TALG

Parameters

SIP & Enable O Disable
[.i‘-.ppl;;] [ Cancel ]
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DMZ Host

The DMZ Host is a local computer exposed to the Internet. When setting a particular internal IP
address as the DMZ Host, all incoming packets will be checked by the Firewall and NAT algorithms
then passed to the DMZ host, when a packet received does not use a port number used by any
other Virtual Server entries.

I Advanced Setup \ Q}»‘: .

~DMZ Host
Parameters
DMZ Host IP Address

DMZ Host IP Address: Enter the IP Address of a host you want it to be a DMZ host.

/ Using port mapping does have security implications, since outside users are\
able to connect to PCs on your network. For this reason you are advised to use
” 0’5' specific Virtual Server entries just for the ports your application requires instead
of simply using DMZ or creating a Virtual Server entry for “All” protocols, as
doing so results in all connection attempts to your public IP address accessing
the specified PC.

/ If you have disabled the NAT option in the WAN-ISP section, the Virtual Ser\m

function will hence be invalid.
If the DHCP server option is enabled, you have to be very careful in assigning
the IP addresses of the virtual servers in order to avoid conflicts. The easiest way
of configuring Virtual Servers is to manually assign static IP address to each
virtual server PC, with an address that does not fall into the range of IP
) addresses that are to be issued by the DHCP server. You can configure the
Attention virtual server IP address manually, but it must still be in the same subnet as the
router.

\_ /
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