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FCC STATEMENT

This equipment has been tested and found to comply with the limits for a

class B digital device, pursuant to part 15 of the FCC Rules. These limits are

designed to provide reasonable protection against harmful interference in a

residential installation.

This equipment generates, uses and can radiate radio frequency energy and,

if not installed and used in accordance with the instructions, may cause

harmful interference to radio communications. However, there is no

guarantee that interference will not occur in a particular installation. If this

equipment does cause harmful interference to radio or television reception,

which can be determined by turning the equipment off and on, the user is

encouraged to try to correct the interference by one or more of the

following measures:

—---Reorient or relocate the receiving antenna.

—---Increase the separation between the equipment and receiver.

—-—-—Connect the equipment into an outlet on a circuit different from that to
which the receiver is connected.

———Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to
the following two conditions:

(1) This device may not cause harmful interference.

(2) This device must accept any interference received, including
interference that may cause undesired operation.

Changes or modifications not expressly approved by the party
responsible for compliance could void the user's authority to operate the equipment.

FCC RF Radiation Exposure Statement:

To comply with FCC RF exposure compliance requirements, the antenna used for this
transmitter must be installed to provide a separation distance of at least 20 cm from all
persons and must not be co-located or operating in conjunction with any other antenna or
transmitter.
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Chapter1 Introduction

The WLANTUBGS 54M wireless USB adapter is a USB 2.0 interface
wireless adapter supporting IEEE 802.11b/g 2.4GHz radio operation. It
provides high—speed wireless connection with data rate up to 54Mbps.

1.1 Features

e Compatibility: compatible with IEEE 802.11b and IEEE 802.11¢g high
data rate standard to provide wireless speed up to 54Mbps data rate.

e Compliance with FCC/CE standards

e Dynamic data rate: auto fallback switching with 54, 48, 36, 24, 18, 12,
11, 9, 6, 5.5, 2 and 1Mbps

e  Wireless data encryption with 64, 128 encryption for security

e Drivers supports Windows 98, ME, 2000 , XP and Linux

e User—friendly tool for wireless configuration

e Supports infrastructure and Ad-hoc modes

e  RoOHS compliant

e  Provides USB2.0 interface

e Internal antenna

1.2 LED Status

The WLANTUBGS 54M Wireless USB Adapter has a LED indicator for
wireless connectivity.

LED Indicator:

When not connected, the LED is off for 1 second and on for 2 seconds
repeatedly. When connected, the LED will always ON. When send data, the
LED is blinking.

1.3 System Requirements

The following are the minimum system requirements in order to use the
WLANTUBGS 54M wireless USB adapter.

Compatible computer with a USB interface.

Windows 98/ME/2000/XP/2003 operating system.

Requires minimum Pentium 166MHz with MMX technology.
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1.4 Network Configuration

Ad-hoc (peer-to—-peer) Mode

In ad-hoc mode, each client is peer-to— peer, would only have access to the
resources of the other client and does not require an access point. This is the
easlest and least expensive way for the SOHO to set up a wireless network.

Infrastructure Mode

The infrastructure mode requires the use of an access point (AP). In this mode, all
wireless communication between two computers has to be via the AP. It doesn’t
matter if the AP is stand—alone or wired to an Ethernet network. If used in
stand-alone, the AP can extend the range of independent wireless LANs by acting
as a repeater, which effectively doubles the distance between wireless stations.

Chapter 2 Installation Guide

Follow the steps below in order to install the WLANTUBGS 54M Wireless

USB Adapter drivers:

€ Find and come into the driver subdirectory, run the setup.exe.

@ Once the setup begins you will see the Install Shield Wizard, as the image depicts
below.

ZyDAS IEEE 802.11 btg Wireless LAN — USB X

Welcome to the InstallShield Wizard for ZpDAS
IEEE 802.11 b+g Wireless LAN - USE

The InztallShield? wizard will install 2pDAS IEEE 802,11
b+g *wWireless LAM - USE on pour computer. To continue,
click Meut.

Cancel
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@ Click on the Next button to continue.

@ Select the location where you would like the driver installed. Click on the Browse
button to change the directory, or click on the Next button to continue using the
default directory.

I¥DAS IEEE 802.11 big Wireleszs LAN — USB

Choose Destination Location

Select folder where Setup will inztall files.
Setup will install ZpbDas IEEE B2 1T bg Wireless LAMN - LIsB in the tallowing halder.

Tainztall ta thiz folder, click Nest. Tainstall ko a different falder, click Browse and select
anather folder.

i~ Destination Falder -

Ch AZeDAS 302 17g Utilieg Browse. ..

Catizel ‘

€ Wait a few moments until the files are copied to the computer.
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I¥DAS TEEE 802.11 btg ¥Wireless LAN — TU5EB

Setup Status

ZyDAS [EEE 80211 b+g*wireless LAM - USE Setup iz perfarming the requested operations.

[ nztalling:

T AZuDaS_802 11 Ut rsDireT emp_ISEAZDT1BURP 55

9625

& The first part of the installation is complete. Click on the Finish button.

I¥DAS TEEE 802.11 btg ¥Wireless LAN — TU5EB

Installation Complete

Setup iz finizhed inztaling the £01217 wireless LAN adapter
driver.

Fro

& At this point, carefully insert the device into the USB port of your computer.
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Windows will automatically detect the device and display the icon and

below in the taskbar.

Chapter 3 Uninstall Guide

[f the device installation is unsuccessful for any reason, the best way to

solve the problem may be to completely uninstall the device and its utility

and repeat the installation procedure again.

¢ Click on Start > Settings > Control Panel > Add or Remove Programs,
Select the ZyDAS IEEE 802.11 b+ g Wireless LAN - USB and then click
on Remove; or click on Start > programs > ZyDAS IEEE 802.11 b+g

wireless LAN — USB > Uninstall ZD1211 Application.

& Click on the OK( #§5®) button to confirm the Uninstalling process.

Confirm Iminstall

Do wou want to completely remowe the selected application and all of itz components?

& The process will then remove ZyDAS Wireless Utility and the drivers
from your computer. Click on the Finish button and then remove the

WLANTUBGS 54M Wireless USB adapter.
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In=stallShield Wizard

M aintenance Complete

InstallShield ‘“wizard has finished performing maintenance
operations on ZpDAS IEEE 802,11 b+g wireless LAM - LSE.

Chapter 4 Software Configuration

4.1 Station Mode Configuration
This chapter focuses on how to configure the device in Station mode (wireless
LAN client).

The figure as below displays the current status of the wireless radio as a
station.

Eﬂ'ireless LAN Configuration Tool Plu=s

E) Metwark Adapter: Mode: IStatiDn v}

|(zZD1211B)IEEE 802,11 b+g USE Adapter |

Available Netwark:
SSID | strength |
ZF-MIS I2% Channel: &

~Current Netwark Information -

CME-1F-Gardan  96%

Tyvpe: Infrastructure
S2ID: CME-1F-Gardan

Tx Rate: 54 Mbps

Encrypt: WEP Maore Setting...

Fefresh

Link Status: Connected to Access Point, BSSID=00 40 F4 DZ 72 30

Signal Strength: HARRRERENNERRRRENNNNNRRENNNENENN 98 %
Link Quality: NEENENEEEENEEEEEEEEEEEEEEER 80%
Tx Frame: 43 Rx Frame: 38 %}
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4.1.1 More Setting
4.1.1.1 General Connection Setting
The General Connection Setting allows you to configure the SSID,

network type, authentication, and encryption type.

Hore Setting...

General Connection Setting

i)
WirelessMode | HaHz] 11b+g J E
Channel | ¢ ‘ T= Rate|auto ‘

SSID |-

Metwork Type | i

Authentication | " 114

Encryption |

Encryption Setting

WEP Encryption Key Setting WPA Encryption Setting
Profile
Profile Mame _7_1
Load ‘ Save Currenti Delete ]
Other

For more advanced setting, information...

Advanced Setting...] Information ‘




WLANTUBGS 54M Wireless USB Adapter User Manual

You can click “Change” button to change general connection settings.

Nore Settang. ..

General Connection Setting

()
WirelessMode | aHzi 11b+g J E
Channel |+ . T Rate].ﬁ.uta -

SSID |CME-1F-Gardan T any

Metwaork Type |Infrastructure

Authentication |'.:,|,_|t,:,

Encryption |WEF'

Encryption Setting

WEP Encryption Key Setting WPA Encryption Setting
Frofile
Profile Marme _vJ
Load ‘ Save Current1 Delete ‘
Qther

For rore advanced setting, information...

Advanced Setting...] Information ‘

SSID: Enter the SSID of the network. The SSID is a unique name shared among all
points in your wireless network. The SSID must be identical for all points in the
network, and is case—sensitive. Place a check in the any box if you would like the
device to connect to the first available Access Point with the strongest signal.

Network Type: Select a network type from the drop—down list.
Infrastructure or Ad-hoc: If you select infrastructure, the device must be connected
to an Access Point. If you select ad—hoc, you may connect the device to another

WLAN client adapter.

Authentication: Select an authentication type from the drop down list. Options
available are: Auto, Open System, Shared Key, WPA, WPA-PSK, WPA2, WPA2-PSK.

Encryption: Select an encryption type from the drop—down list. Options available
are: Disable, WEP, TKIP, AES.

10
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Note: Refer to the WEP encryption and WPA encryption sections in this chapter to
configure the security settings.

4.1.1.2 WEP Encryption

You may select 64, 128 or 256 bit WEP (Wired Equivalent Privacy) key to
encrypt data (Default setting is Disable). WEP encrypts each frame
transmitted from the radio using one of the Keys from a panel. When you
use WEP to communicate with the other wireless clients, all the wireless
devices in this network must have the same encryption key or pass

phrase.

Authentication: Select Open System or Shared Key from the drop—-down list. If you
are not sure what to choose, please select auto.

Encryption: Select WEP from the drop—down list.

Click on the WEP Encryption Key Setting button. You will see the figure below.

¥EP Eeoy Setting . [X]

WEP Key Setting

Key Length: % g4 hit " 128 hit " 256 hit
Default Key ID: | #1 -
Key Format: * Hexadecimal " ASCII

Key value: #1: 1**********

#2.1**********

#3.1**********

#4.|**********

[ The key is provided via 802.1x authentication

Key Length: Select an encryption key length: 64, 128 or 256 bit. The setting must be
the same as the Access Point.

Default Key ID: Since you can specify up to 4 different WEP keys, select the WEP

11
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key value that will be used for this network.
Key Format: Select Hexadecimal or ASCIIL.

Key Value #1 - #4: You may enter up to 4 different WEP keys. However, only that
WEP key will be used that is defined by the Default Key ID.

TEP Eey Setting. . X

WEP Key Setting

Key Length: + £4 h (- 1725 hit {* 258 hit
Default Key ID; :
Key Format: + He eyl £

key Walue: #1

#2

#3

#4

¥ The key is provided via 802.1x authentication Apply

The key is provided via IEEE 802.1X authentication: Place a check in this box is
IEEE 802.1X authentication is used. By selecting this option, the WEP key settings
will be disabled.

Click on the Apply button, and then you can use the IEEE 802.1X authentication.

4.1.1.3 WPA/WPA2 Authentication with TKIP/AES Encryption

WPA (Wi-Fi Protected Access) was designed to improve upon the
security features of WEP (Wired Equivalent Privacy). The technology is
designed to work with existing Wi-Fi products that have been enabled
with WEP. WPA provides improved data encryption through the
Temporal key Integrity Protocol (TKIP), which scrambles the keys using

a hashing algorithm and by adding an integrity checking feature which

12
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makes sure that keys haven't been tampered with.

Authentication: Select WPA from the drop—down list.
Encryption: Select TKIP or AES from the drop—down list.

Click on the WPA Encryption Setting button.

In this section you can configure the settings for TLS or PEAP. TLS (Transport
Layer Security) is an IETF standardized authentication protocol that uses PKI
(Public Key Infrastructure) certificate-based authentication of both the client and
authentication server.

WPA Setting... x|

—_

Caonnect Information-

Pratocal ! |T|_S

Ll Le

FhaseZauth: |

User Name:! ]

Password: |

[ walidate Server Certificate

~Pre-shared key-

Passphrase;

Key Format: o ASCII " Hexadecimal

Certificate

I =

Protocol: Select TLS from the drop—down list.

User Name: Enter the user name that is used for authentication purposes.

Passphrase: Enter a WPA passphrase. For ASCII text, enter 8-63 characters, for
hexadecimal enter 64 characters).

Certificate: Make sure that you have downloaded and installed the certificate on the
computer. Then select the appropriate certificate from the drop—-down list.

13
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Click on the Apply button to save the changes.

The PEAP authentication type is based on EAP TLS authentication, but
uses a password instead of a client certificate for authentication. PEAP
uses a dynamic session—based WEP key, which is derived from the

device and RADIUS server, to encrypt data.

4.1.1.4 WPA-PSK Authentication

Authentication: Select WPA-PSK from the drop—down list.
Encryption: Select an encryption type from the drop—down list.

Click on the Apply button to save the changes.

4.1.1.5 Profiles
Multiple profiles can be created for different Network Names (SSIDs) and
security settings. This allows a user to quickly associate with another

network, instead of entering the credentials each time.

14
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Nore Setting...

General Connection Setting

WirelessMode | aHzi 11b+g J E)

Channel | . Tx Rate|auto .

$SID |CNE-1F-Gards =
Metwark Type | i ty J
Authentication | ) J

Encryption | p J Zhange

Encryption Setting

WEP Encryption Key Setting WPA Encryption Setting ‘

Profile

Frofile Mare |=iiei

=

Load J Save Current] Delete ‘

Other

For more advanced setting, information...

Advanced Setting... ‘ Information ‘

Profile Name: Displays the name of current profile. One device can have many
profiles, but only one profile can be loaded at a time.

Load: Select a profile from the drop—down list and then click on the Load button.

Save Current: Enter a new profile name and then click on the Save Current button to
save the profile.

Delete: To delete an existing profile, select it from the drop—down list and then click
on the Delete button.

4.2 Wireless network mode configuration

The screen of wireless network mode displays as below :

15
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Ef:."ireless LAN Configuration Tool Plus

E) Metwork Adapter: Mode: |Access Point v]
|tZD1211B)IEEE 802.11 b+g USE Adapter |
Connect Station List: .
: Current Metwork Setting-
Station MAC Address ]
Channel: &
SSI0: WLAMN_AP
WEP: Disable
Tx Power: Level O
i More Setting,
Tx Frame: 135 Rx Frarme: 373 %]

The more setting screen :

Access Foaint Setting

General Connection Setting-

(1
Wireless Mode | iih+a Misad _J E

Channel & ‘ ]

SSID [WiLat
r
Tx F‘u:uwer| el 0 (Maximurn Power _i Change |
duthentication IOpen Systemn L]
WEP |Disa|:ule j%
L L
RTS/ACTS ) Disable
Preamble ||_.;.|-|g ﬂ

T A el | ............. Settlng .............. |

Bridge Adapter:

]M.:- bridge Ll

16
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Chapter 5 OEM Installation Guide

If you would like to put this device as an embedded module into your end product and if
the original FCC ID label is covered up, please display a label in visible area on the end
product with the following:

Contains Transmitter Module FCC ID: Q72WLANTUBGS

Appendix A: Glossary

IEEE 802.11b — The IEEE 802.11b standard specifies a wireless networking at 11
Mbps using direct-sequence spread-spectrum (DSSS) technology and operating in
the unlicensed radio spectrum at 2.4GHz, and WEP encryption for security. IEEE
802.11b networks are also referred to as Wi—Fi networks.

IEEE 802.11g — Specification for wireless networking at 54 Mbps using
direct-sequence spread-spectrum (DSSS) technology, using OFDM modulation and
operating in the unlicensed radio spectrum at 2.4GHz, and backward compatibility
with IEEE 8021b devices, and WEP encryption for security.

Ad-hoc Network - An ad—hoc network is a group of computers, each with a wireless
adapter, connected as an independent IEEE 802.11 wireless LAN. Ad-hoc wireless
computers operate on a peer—to—peer basis, communicating directly with each
other without the use of an access point. Ad—hoc mode is also referred to as an
Independent Basic Service Set (IBSS) or as peer—to—peer mode, and is useful at a
departmental scale or SOHO operation.

Infrastructure Network — An infrastructure network is a group of computers or other
devices, each with a wireless adapter, connected as an IEEE 802.11 wireless LAN.
In infrastructure mode, the wireless devices communicate with each other and to a
wired network by first going through an access point. An infrastructure wireless
network connected to a wired network is referred to as a Basic Service Set (BSS).
A set of two or more BSS in a single network is referred to as an Extended Service
Set (ESS). Infrastructure mode is useful at a corporation scale, or when it is
necessary to connect the wired and wireless networks.

SSID - A Service Set Identification is a thirty—two character (maximum)
alphanumeric key identifying a wireless local area network. For the wireless
devices in a network to communicate with each other, all devices must be
configured with the same SSID. This is typically the configuration parameter for a
wireless PC card. It corresponds to the ESSID in the wireless Access Point and to
the wireless network name.

17
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WEP (Wired Equivalent Privacy) — A data privacy mechanism based on a 64 bit or
128 bit or 256 bit shared key algorithm, as described in the IEEE 802.11g standard.

Wi-Fi — A trade name for the IEEE 802.11b wireless networking standard, given by
the Wireless Ethernet Compatibility Alliance (WECA, see http://www.wi—fi.net), an
industry standards group promoting interoperability among IEEE 802.11b devices.
WLAN (Wireless Local Area Network) — A group of computers and associated
devices communicate with each other wirelessly, which network serving users are
limited in a local area.

WPA (Wi-Fi Protected Access) — A wireless security protocol use TKIP (Temporal
Key Integrity Protocol) encryption, which can be used in conjunction with a RADIUS
server.

AP- Access Point

PSK- Pre-Shared Key

TKIP- Temporal Key Integrity Protocol

AES- Advanced Encryption Standard

TLS- Transport Layer Security

TTLS- Tunnel Transport Layer Security

PEAP- Protected Extended Authentication Protocol

RADIUS- Remote Authentication Dial In User Service

Appendix B: Specifications

Radio Emission Type Comply with IEEE 802.11b and 802.11g physical
layer.
Operating Frequency 2.4 GHz ~ 2.4835 GHz ISM band

18
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Data Modulation types OFDM (Orthogonal Frequency Division
Multiplexing)

CCK (Complementary Code Keying)
DQPSK (Differential Quadrature Phase Shift

Keying),

DBPSK (Differential Binary Phase Shift Keying)
Data Rate (Physical 54Mbps with fall back rates of 48, 36, 24, 18, 12,
Layer) 11,9,6,5.5, 2, 1 Mbps
Security 64/128bits WEP Encryption,

802.1x Authentication, WPA
Operating Voltage 5VDC £ 5%

Bus Interface A-type USB 2.0 Connector
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