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5.4.4 DHCP Clients

The screen displays information about any DHCP Leases and information such as
Address Resolution Protocol Cache.

Phocus Array v2.1 beta

Phocus Array™ : phocusarra

by Fidelity Comtech, Inc.

Info  Graphs Status Log System Network PhocusArray ogout

System Processes Interfaces DHCP Clients MNetstat Iptables

DHCP Leases iy 111

MAC Address IP Address Name Expires in
There are no known DHCP leases.

DHCP Leases: DHCP leases are assigned to network clients that request an IP address from the DHCP server of the router. Clients that
requested their IP lease before this router was last rebooted may not be listed until they request a renewal of their lease.

Additional information

Address Resolution Protocol Cache (ARP)
MAC Address IP Address HW Type Flags Mask
00:19:B9:57:E5:91 192.168.1.2 ETHER C (completed)

grep: /etc/dnsmasqg.conf: No such file or directory

Apply Changes «

http:/fwww. fidelity-comtech.com
Clear Changes «

Review Changes «

Figure 35 — DHCP Clients
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5.4.5 Netstat

The screen displays Ethernet/Wireless Physical Connections, Routing Table,
Router Listening Ports, and Connections to the Router.

Phocus Array v2.1 beta

Phocus Array™

by Fidelity Comtech, Inc.
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Systemn Processes Interfaces DHCP Clients MNetstat Iptables

Netstat O0NNEEN

Ethernet/Wireless Physical Connections
IP address HW type Flags HW address Mask Device
1%2.168.1.2 ox1 ox2 00:19:B9:57:E5:91 o br-lan

Routing Table

Kernel IP routing table

Destination Gateway Genmask Flags MS5 Window irtt Iface =
1%2.168.1.0 0.0.0.0 255.255.255.0 u o0 0 br-lan T
0.0.0.0 1%2.168.1.1 0.0.0.0 uc o0 0 br-lan

Router Listening Ports
Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State
tcp o 0 0.0.0.0:80 0.0.0.0:% LISTEN
tcp o 0 0.0.0.0:22 .0.0.0:% LISTEN
udp o 0 0.0.0.0:161 S0

Connections to the Router
Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address Foreign Address State
Tcp o 0 192.168.1.1:80 192.168.1.2:49856 TIME WAIT
Tcp o 359 1%2.168.1.1:80 192.168.1.2:49860 ESTABLISHED

Apply Changes «

Clear Channac <

Figure 36 — Netstat
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5.4.6 Iptables

The screen displays the status for each Iptable, including Target filter, Target NAT,
and Target Mangle.

Phocus Array v2.1 beta
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by Fidelity Comtech, Inc.

Info  Graphs Status Log System Network PhocusArray Logout

Systen Processes Interfaces DHCP Clients MNetstat Iptables

Chain FORWARD (policy ACCEPT 0 packets, 0 bytes)

num pkts bytes target prot opt in out source destination options

Chain OUTPUT (policy ACCEPT 1907 packets, 979K bytes)

num pkts bytes target prot opt in out source destination options
Target NAT

Chain PREROUTING (policy ACCEPT 565 packets, 57184 bytes)

num pkts bytes target prot opt in out source destination options

Chain POSTROUTING (policy ACCEPT 0 packets, 0 bytes)

num pkts bytes target prot opt in out source destination options
1| 4] 0 MASQUERADE all == *  etho 0.0.0.0/0 0.0.0.0/0
2 [i] 0 MASQUERADE all EE *  atho 0.0.0.0/0 0.0.0.0/0

Chain OUTPUT (policy ACCEPT 0 packets, 0 bytes)

num pkts bytes target prot opt in out source destination options
Target Mangle

Chain PREROUTING (policy ACCEPT 2094 packets, 243K bytes)

num pkts bytes target prot opt in out source destination options

Iptables status iy 111 |
Target Filter
Chain INPUT (policy ACCEPT 1781 packets, 207K bytes)
num pkts bytes target prot opt in out source destination options

mn

Figure 37 — Iptables
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5.5 Log Tab

The Log menu contains the following tabs:
* Syslog Settings — remote syslog, syslog marks, local log
e Syslog - syslog view

e Kernel — kernel ring buffer

5.5.1 Syslog Settings

This screen allows the system administrator to set up “syslogs”. It permits
administrators to direct the system’s syslog to be routed to a remote system. This
permits archiving of historical system activity.

Enter the Server IP Address and Server Port into the appropriate fields. The remote
server receives a continuous stream of log entries. The Local Log controls affect the
entries that are views under the Syslog tab.

Phocus Array™

by Fidelity Comtech, Inc.

Info  Graphs Status Log System Network PhocusArray & Logout

syslog Settings ODDNEER
Remote Syslog
Server 1P Address Remote Syslog:
1P address and port of the remote logging host. Leave this
Server Port adddra;ss l;laﬂk for no remote logging. The port is set to 514
y defau
Syslog Marks
Minutes Between Marks © Syslog Marks:

Periodic marks in your log. This parameter sets the time in
minutes between the marks. A value of 0 means no mark.
Default value: 0.

Local Log
Log type Circular Log Type:
Whether your log will be stored in a memory circular buffer
LOg Size 16 or in a file. Beware that files are stored in a memory

filesystem which will be lost if you reboot yvour router.
Default value: circular.

Log File:

The path and name of your log file. It can be set on any
writable filesystem. CAUTION: DO NOT USE A JFFS
filesystem because syslog will write A LOT to it. You can
use /tmp or any filesystem on an external storage unit.
Default value: /var/log/messages.

Log Size:

The size of your log in kilo-bytes. Be carefull with the size
of the circular buffer as it is taken from your main
memory. Default value: 16 kB.

Figure 38 — Syslog Settings
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5.5.2 Syslo

This screen provides a view of the historical syslog.

Phocus Array™

by Fidelity Comtech, Inc.

System Network PhocusArray Logout

Syslog View OCNEER

Message Prefix:

-
Jan 1 02:15:46 (none) user.info syslog: Received: A0D703-238 T
Jan 1 02:15:45 (none) user.info syslog: Received: A0D703-239

Jan 1 02:15:45 (none) user.info syslog: Receiwved: 0507ABCD-137

Jan 1 02:15:45 (none) user.info syslog: Received: 0507ABCD-138 E
Jan 1 02:15:45 (none) user.info syslog: Received: 0507ABCD-134

Jan 1 02:15:45 (none) user.info syslog: Received: 0507ABCD-133

Jan 1 02:15:45 (none) user.info syslog: Receiwved: 0507ABCD-132

Jan 1 02:15:45 (none) user.info syslog: Received: 0507ABCD-130

Jan 1 02:15:45 (none) user.info syslog: Received: TR7: V2.9, Date 02/23/07, Time 13:27:01

Jan 1 02:15:44 (none) user.info syslog: Received: TR&: V2.9, Date 02/23/07, Time 13:27:01

Jan 1 02:15:44 (none) user.info syslog: Received: TR5: V2.9, Date 02/23/07, Time 13:27:01

Jan 1 02:15:44 (none) user.info syslog: Received: TR4: V2.9, Date 02/23/07, Time 13:27:01

Jan 1 02:15:44 (none) user.info syslog: Received: TR3: V2.9, Date 02/23/07, Time 13:27:01

Jan 1 02:15:44 (none) user.info syslog: Received: TR2: V2.9, Date 02/23/07, Time 13:27:01

Jan 1 02:15:44 (none) user.info syslog: Received: TR1: V2.9, Date 02/23/07, Time 13:27:01

Jan 1 02:15:44 (none) user.info syslog: Received: TRO: V2.9, Date 02/23/07, Time 13:27:01

Jan 1 02:12:13 (none) user.info syslog: Received: A0D703-238 il
Tarn 1 A%:17:1% inAnal wear infn soelame  Dacaiwads ANTAZ_220

Apply Changes «

www. fidelity-co

Clear Changes «
Review Changes <«

Figure 39 — Syslog View
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5.5.3 Kernel
This screen displays a record of the Kernel Ring Buffer .

Phocus Arr

by Fidelity Comtech, Inc.

Info  Graphs 5 em Network Phoct =) Logout

Syslog Settings

Kernel Ring Buffer OCNEER

Linux version 2.6.19.2 (alan@panther) (gcocc version 4.1.2) #1 Tue Jun 26 13:00:23 MDT 2007
CPU: X5cale-IXP42x Family [690541cl] revision 1 (ARMv5TE), cr=000039ff
Machine: FCTI Merlin
Warning: bad configuration page, trying to continue
Memory policy: ECC disabled, Data cache writeback
[Cn node 0 totalpages: 32768
DMZ zone: 128 pages used for memmap
DMZ zone: 0 pages reserved
DMZ zone: 16256 pages, LIFC batch:3
Normal zone: 128 pages used for memmap
Normal zone: 16256 pages, LIFO batch:3
CPUO0: D VIVT undefined 5 cache
CPUO: I cache: 32768 bytes, associatiwvity 32, 32 byte lines, 32 sets
CPUO: D cache: 32768 bytes, associatiwvity 32, 32 byte lines, 32 sets
Built 1 zonelists. Total pages: 32512
[Fernel command line: console=tty50,115200 mem=128ME0x00000000 init=/sbin/preinit root=/dev/mtdblockl noini
PID hash table entries: 512 (order: 9, 2048 bytes)

Apply Changes «
Clear Changes «

Review Changes <«

Figure 40 — Kernel Ring Buffer

60




Phocus Array System Manual v2.1

5.6 System Tab

The System menu contains the following tabs:
e Settings — system settings, time settings, Webif” settings
e Password — password change

e Backup and Restore — options to backup or restore configuration and
entire flash

¢ Upgrade — UpGrade Phocus Array System firmware

e Reboot
5.6.1 Settings

Use this screen to enter a Host Name for the Phocus Array System, set the Timezone
and NTP Servers, and select Webif? Settings.

Limits/caution: Only letters and numerals may be used for the Host Name (a-z, A-Z and 0-
9).
No spaces or special characters may be used.

Phocus Array v2.1 beta

Phocus Array™

by Fidelity Comtech, Inc.

Info  Graphs Status Log System Network PhocusArray = Logout

Settings Password Backup & Restore Upgrade Reboo

System Settings OdO0NNENEN
System Settings
Host Name phocusarray
Time Settings
Timezone Mountain Time - Timezone:. . s 3
Set up your time zone a:c:ur_dlng to the nearest city of your
POSIX TZ String [MST7MDT.M3.2.0.M11.1.0 region from the predefined list.
NTP Off -
Primary NTP Server pool.ntp.org

Secondary NTP Server ntp.ubuntu com

Webif2 Settings

[ Enable visual effects

Language English «

Save Changes

Apply Changes «

Clear Channec <

http://www. fidelity-comtech.com

Figure 41 — System Settings
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5.6.2 Password

Use this screen to change the password.

Password guidelines include using:

e FEight (8) or more characters including letters, numerals and non-alphanumeric
characters.

e Uppercase on more than the first letter. Passwords are case sensitive.

e The first letter from each word in a phrase (e.g., C$200wpG, represents
"Collect $200 when passing Go").

Phoacus Array v2.1 beta
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Info  Graphs Status Log System Network PhocusArray = Logout

Settings Password Backup & Restore Upgrade Reboot

Password OO0 NEER

Password Change

New Password:
Confirm Password:

Save Changes

Apply Changes «
Clear Changes «
Review Changes <«

http:/fwww. fidelity-comtech.com

Figure 42 — Password Change
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5.6.3 Backup and Restore

Use this screen to perform routine backup of files and to restore previous
configurations. Most users should only backup their Configuration.

Caution: Do not backup or restore the Entire Flash. This is for development use only

Phocus Array v2.1 beta

Phocus Array™

by Fidelity Comtech, Inc.

Info  Graphs Status Log System Network PhocusArray = Logout

Settings Password Backup B Restore Upgrade Reboo

#,
i Backup and Restore e

“th @ Configuration
B © Entire Flash

Backup Configuration

Name this

configuration: phocusarray

Restore Configuration

Saved config.tgz
file: Browse...

Apply Changes «

http:/fwww. fidelity-comtech.com
Clear Changes «

Review Changes «

Figure 43 — Backup and Restore
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5.6.4 Uploading Firmware UpDates or UpGrades

Use this screen to upload Phocus Array System firmware UpDates or UpGrades when
provided by Fidelity Comtech, Inc. or an FCI Authorized Channel Partner.

Phocus Array v2.1 beta

Phocus Array™

by Fidelity Comtech, Inc.

Info  Graphs Status Log System Network PhocusArray - Logout

Settings Password Backup & Restore Upgrade Reboot

‘ Firmware Upgrade HOeEE.
Options: [[IKeep current config
Firmware image to upload:

Apply Changes «

http:/fwww. fidelity-comtech.com
Clear Changes «

Review Changes «

Figure 44 — Firmware Uploads
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5.6.5 Reboot

Use this screen to reboot the Phocus Array System. The system will be taken out of
service for about two minutes when rebooted. It boots to the last saved/applied
configuration.

Phocus Array™

by Fidelity Comtech, Inc.

Info  Graphs Status Log System Network PhocusArray = Logout

Settings Password Backup & Restore Upgrade Reboo

O0EmEn

Yes, really reboot now

Apply Changes «

http:/fwww. fidelity-comtech.com
Clear Changes «

Review Changes <«

Figure 45 — Reboot
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5.7 Network Tab

The Network menu contains the following tabs:

¢ Configuration — system configuration, wired and wireless configuration,
gateway, and DNS server

* Wireless — wireless adapter wifi0 configuration, wireless virtual adapter
configuration for wireless card wifi0

* DHCP Server — configuration of DHCP server for LAN
e Hosts — host names, static IP addresses (for DHCP)

¢ Tweaks — networking tweaks, conntrack settings

5.7.1 Configuration

Use this screen to configure the overall function of the Phocus Array System as an AP
Bridge, AP Router, Client Router, or Ad Hoc Router. Once a system function is
selected, the appropriate fields in the lower parts of the screen can be completed with
information for your application. The Wired and Wireless interfaces can be
configured with static IP addresses.

Phacus Array vZ.1 beta
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Info  Graphs Status Log System Network PhocusArray = Logout

Configuration Wireless DHCP Server Hosts Tweaks

System Configuration OCONEER

System Configuration

System Conﬂguration AP Bridge - Instructions to Modify Configuration:
1)Select System Configuration, IP addresses, etc.
AP Bridge i =
AP Router 2)Press "Save Changes'
Client Router 3)PRESS "APPLY CHANGES” TO MAKE CHANGES TAKE
Ad Hoc Router EFFECT

4)Turn on the radio by modifying settings on the
Network:Wireless page.

Popup Svstem Configurations Examples.

Interface 1 Configuration

Wired /Wireless IP Address:
IP Address 192.168.1.1 This is the IP address for this interface
Netmask:
Netmask 255.255.255.0 This bitmask indicates what addresses are included on this

interface.(e.g. 255.255.255.0)

Gateway

Default Gateway 192 16811

DNS Servers

Add Note:

You need save your settings on this page before
adding/removing DNS servers

n

Figure 46 — System Configuration
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5.7.2 Wireless

Use this screen to configure Wireless Adapter wifi0 or Wireless Virtual adapter for
Wireless Card wifi0.

Caution: Modification of the Encryption Type requires the Phocus Array System to
be rebooted. After saving and applying changes, you must reboot the
system for the new encryption settings to take effect.

s Array v21 beta

Phocus Array™
by Fidelity Comtech, Inc.

PhocusArrs - Logout

Wireless Configuration Ad0EeEEm

Wireless Adapter wifi0 Configuration

Radio lﬂ Atheros Wireless Configuration:

Wireless Distance:

Mode 802118 | “fou must erter a number that s the distance of your longest fink.

Channel g j Monitor Wired Interface:
Enabling this option provides periodic menitoring of the wired interface.
Wireless Distance (In Meters) [Lo000 Should the wired interface become non-functional, the wireless interface wil
become disabled
Monitor Wired Connection off =]

Wireless Virtual Adaptor Configuration for Wireless Card wifi0

ESSID Broadcast IShOW j Backround Client Scanning:

Enables or disables the abliity of a virtual interface to scan for other access

ESSID IFCI THUMDER points while in cient mode. Disabling this allows for higher throughput but

keeps your card from roarming to other access peints with a higher signal

Encryption Type WEP =l strength.

Passphrase Ehequ\ckbrgwnfgx Encryption Type:

Ta use WEP (open made): (1] Select WEP from Encryption Type
Generate 40bit Keys' Generate 128bit Key 3] Erier Pamsphvass tont.

WEP IKey 1 @ |5f5d7f3595ffc1 abadé 3) Press "Generate 40bit Keys" or "Generate 128hit Key"
WEP Key 2 [ I 4 Select one of Key 1 to Key 4 -- Optionally you may enter a custom hex
key in the the selected text box but please ensure it is the correct length. i.e

WEP Key 3 C | 128bit keys are 25 characters long with values of 0-5,a-f, e.g

( 11223344556677289900aabbee, 40bit keys are 10 characters (note you still
WEP Key 4 | have to do steps 2) and 3).

5) Prass Save Changes.
6) Press Apply Changes
Mote: WPAMWPAZ (PSK] is not available in Ad-Hoc mode.

Save Changes
-

Figure 47 — Wireless Configuration
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5.7.3 DHCP Server

The DHCP Server is enabled and disabled from this page. When enabled, it hands out
IP addresses using the parameters from this page.

The DHCP server serves:

¢ The wireless interface when the system configuration is AP Router or AP
Bridge.

¢ The wired interface when the system configuration is Client Router.

Phocus Array v2.1 beta
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Info  Graphs Status Log System Network PhocusArray - Logout

Configuration Wireless DHCP Server Hosts Tweaks

DHCP Server Configuration OdO0NNENEN

DHCP Server For LAN

DHCP Service Disabled =
DHCP Range Start 150
DHCP Range End 199
DHCP Default Lease 600
Minutes

a%ﬁieﬂgax Lease 7200

Save Changes

Apply Changes «
Clear Changes «
Review Changes «

http:/fwww. fidelity-comtech.com

Figure 48 — DHCP Server Configuration
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5.7.4 Hosts

Use this screen to enter the IP Address and Host Name, and Static IP addresses
(for DHCP) during system setup. See Section 4.1 Performing Initial Configuration.

Phocus Array v2.1 beta
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Info  Graphs Status m  Network PhocusArray Logout

Configuration Wireless DHCP Server Hosts Tweaks

Configured Hosts OdO0NNENEN

Host Names
IP Address Host Name Host Names:
127.0.0.1 localhost Remove The file fetc/hosts is used to look up the [P address of 2

device connected to 8 computer network. The hosts file
describes 3 many-to-one mapping of device names to IP
addresses. When accessing a device by name, the
networking system attempts to locate the name within the
hosts file before accessing the Internet domain name

system.
Static IP addresses (for DHCP)
MAC Address IP Address Static IP addresses:
The file fetc/ethers contains database information
regarding known 48-bit ethernet addresses of hosts on an

Internetwork. The DHCP server uses the matching IP
address instead of allocating a new one from the pool for
any MAC address listed in this file.

Active DHCP Leases
MAC Address IP Address Name Expires in
There are no known DHCP leases.

Save Changes

Apply Changes «
Clear Changes «
Review Changes «

ww. fidelity-comtech.

Figure 49 — Host Configuration
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5.7.5 Tweaks

Enter networking tweaks to improve performance.

Phocus Array v2.1 beta

Phocus Array™
by Fidelity Comtech, Inc.

Info  Graphs Status System Network PhocusArray Logout

Configuration Wireless DHCP Server Hosts Tweaks

Networking Tweaks OdO0NNENEN

Conntrack Settings

Maximum Connections:
This is the maximum number of simultaneous connections
wyour router can track. A larger number means more RAM

Maximum Connections 8192

Generic Timeout 600 use and higher CPU utilization if that many connections
. ctuall d d. Iti Ily best to | this at its
ICMP Timeout 0 :efgault\"veaTuel.-lp use is usually o leave this at i
TCP Established 432000 TCP Established Timeout:
Timeout This is the number of seconds that a established connection
can be idle before it is forcibly closed. Sometimes
UDP Timeout 30 connections are not properly closed and can fill up your

conntrack table if these values are too high. If they are too
low, then connections can be disconnected simply because

UDP Stream Timeout 180
they are idle.

WARNING: Your default TCP established timeout value is very
high (5 days). Most peer-2-peer users should lower it. A safe
setting is probably 1 day (86400), though some users prefer 1
hour (3600).

Save Changes

Apply Changes «
Clear Changes «

Review Changes «

Figure 50 — Networking Tweaks
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5.8 PhocusArray Tab

The PhocusArray menu contains the following tabs:
¢ Configure Antenna — set beamsteering mode, set sweep interval
* Monitor Stations — monitor associated client stations and their direction
* Manage Stations — assign nicknames to associated client stations

¢ Upload Patterns — upload antenna pattern files, view loaded patterns

5.8.1 Configure Antenna
Use this screen to configure an antenna’s Beamsteering Mode and Sweep Interval.

e Set Beamsteering Mode is used to enable either a static antenna pattern
(e.g. Omnidirectional, Co-Phase 0 deg, etc.) or a Dynamic mode.

e Set Sweep Interval is used to set the number of seconds between sweeps.

Phocus Array™

by Fidelity Comtech, Inc.

Info  Graphs Status Log System Network PhocusArray - Logout

Configure Antenna Maonitor Stations Manage Stations Upload Patterns

n Configure Antenna (ONMEEN

Set Beamsteering Mode

Antenna Mode Dynamic - Phocus Array Antenna Modes:
The "Dynamic" mode causes the Phocus Array to point the
antenna toward the station to which it is transmitting the
current packet. All other modes are static and are
described in the pull down menu.
Set Sweep Interval
Sweep Interval 13 Sweep Interval:

In order to work in Dynamic mode, the Phocus Array must
keep track of the direction of each station. The Sweep
Interval is how often (in seconds) this check is made.

Save Changes

Apply Changes «

w. fidelity-comtech.com
Clear Changes «

Review Changes «

Figure 51 — Configure Antenna

Set Beamsteering Mode
Select the antenna system configuration with the Set Beamsteering Mode control:

® A static state selection such as Co-Phase 0 deg configures the antenna to a
particular pattern and leaves it that way until administered differently. Both
transmitted and received radio communications use the designated pattern.
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¢ Dynamic mode allows the Phocus Array System to determine approximately
where the client radios are located, and sends any transmissions to a client
radio using one of the system patterns for that client (receives are done with an
omni-directional pattern).
Defining custom patterns may improve your performance depending on your
application. See Section 2.5 for more on custom patterns.

Static States Selections
A user can select a static state, and thereby disable scanning of client radios and fix the
antenna in a predetermined pattern or azimuth.

¢ Omnidirectional is 0 Phase which is preset to the Omnidirectional pattern for
the factory configured patterns. All communications (transmit and receive) are
performed with this Omnidirectional pattern
e Co-Phase 0 deg to Co-Phase 337.5 deg creates an antenna pattern that
optimizes transmissions and receives in one direction. “0” degrees is indicated
on the Phocus Array System by the orientation tab that is stamped on the
bottom of the housing (see Figure 10). If you look down on the antenna from
above as if it were a clock face, 90 degrees is at 9 o’clock, 180 degrees is at 6
o’clock and 270 degrees is at 3 o’clock.
You must click the Save Changes button and then click Apply Changes for the new
antenna pattern to take effect. This setting will take effect immediately and remain
effective even through system power cycles.

Phocus Array v2.1 beta
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Configure Antenna Monito

n Configure Antenna (ONMEEN

Set Beamsteering Mode

Antenna Mode Dynamic Phocus Ar.ray Antenna Modes: )
The "Dynamic" mode causes the Phocus Array to point the
D antenna toward the station to which it is transmitting the
Omni, 0 Phase current packet. All other modes are static and are
Cophase 0 deg described in the pull down menu.

Cophase 22.5 deg
Cophase 45 deg
Cophase 67.5 deg
Cophase 90 deg
Cophase 112.5 deg

Set Sweep Interval

Sweep Interval:

Sweep Interval
p goppase 12? gedg In order to work in Dynamic mode, the Phocus Array must
ophase -0 deg keep track of the direction of each station. The Sweep
Cophase 180 deg Interval is how often (in seconds) this check is made.

Cophase 202.5 deg
Cophase 225 deg
Cophase 247.5 deg
Cophase 270 deg
Cophase 292.5 deg
Cophase 315 deg
Cophase 337.5 deg

Save Changes

Apply Changes «
Clear Changes «
Review Changes «

http:/fwww. fidelity-comtech.com

Figure 52 — Set Beamsteering Mode
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Generally you’ll get the best reception using the Phocus Array System in the following
modes (best first) and adhering to the installations recommendations in Section 3.1.3.

¢ Custom Pattern (designed for your application).

e Co-Phase 0 deg to Co-Phase 337.5 deg Patterns — The factory pre-defined
patternsCo-Phase have high efficiency, generate less interference, provide
better spectral reuse, and afford more privacy than a omni pattern.

¢  Dynamic Mode

o In Dynamic mode, the Phocus Array System periodically “sweeps”
(every Sweep Interval) using all stored directional beam patterns
(States) to determine which pattern results in the best signal from the
particular client’s radio. All signal values are stored, and the best signal
value determines the beam pattern that will be used for transmitting
data to that specific station.

o If Dynamic mode is selected, you should select the Sweep Interval.
Essentially, the Sweep Interval tells the Phocus Array System how
often to stop and recompute the directional optimization for each
associated wireless client. The Sweep Interval can be set to anywhere
from 5 to 300 seconds.

e Default Pattern (Omnidirectional mode).
Consult with Fidelity Comtech if you have special requirements for scanning.

5.8.2 Monitor Stations

When in Dynamic mode the Phocus Array System periodically scans through all
antenna patterns (except the Default state) searching for the strongest RSSI value of
associated client stations and determines their approximate direction (or more
precisely the “angle of arrival” of its packets). Utilizing Phocus Array — Monitor
Stations, you can view the results of the most recent antenna system scan in Dynamic
mode.

After clicking the Monitor Stations button, you may be asked to accept and download
a Java component from the Phocus Array System. This Fidelity Comtech authored
component is a graphic that allows you to “see” a radar-like display of the direction of
802.11-associated clients. Click Yes to accept the download of the component.

See Figure 53 for an example of the screen, in this case, illustrating two client stations
associated with the system. By clicking the Plot checkbox in the first column, the
radar display will draw a line illustrating the “angle of arrival” (i.e. the approximate
direction) of the station with relationship to the Phocus Array System.

Note: Tthe green orientation mark at 0 degrees at the top of the radar display — it
represents the orientation mark on the Phocus Array System base, as if you are
looking down on the top of the system.
The Refresh Screen control sets the rate at which the browser asks the Phocus Array
System for data to display, and thus updates the radar display. (This is different than
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the Sweep Interval described on the Antenna Configuration screen, which is how
often the antenna system scans the for station position.) Ideally the Refresh Screen
setting should be the same or larger than the Sweep Interval.

If a station is moving (e.g. a laptop PC or handheld pocket computer) the radar display
will up automatically update changes in apparent direction of the client. Note, even if
a client station is stationary, the display may occasionally show different directions for
the client. This is normal and reflects the changing conditions of the RF environment,
including reflections, obstructions, and possibly movement of other objects in the
environment or the fact that a client may be aligned between two antenna states.

Note: Display of direction and RSSI values only is relevant to Dynamic mode. Even
though Station MAC addresses are listed in the Associated Station Monitor
table when Static mode is selected; the radar plot produced is only relevant to the
Dynamic mode scans.

Note: If a new station associates, its MAC will automatically appear in the Associated
Station Monitor table.

Phocus Array™
by Fidelity Comtech, Inc.

Info  Graphs Status Log System MNetwork PhocusArray = Logout

Configurs Antanna  Mon tions Manage Stations Upload Pattarns

u Monitor Stations OdffEEmEm

Monitor Associated Stations

Associated Stations:

In order to work properly in dynamic mode, the Phocus Array keep track
of the direction of every radio it is communicating with. This applst displays
the current state of that "direction map."

Associated Station Monitor Refrash Screen(secs) 10 =

Plot [Name MAC Signal RSS!
RichardsPDA 00:0E:7F:76:14:1B 3
DataEntry1 00:11:95:D5:C3:78 52

Apply Changes «

hitp://www.fidelity-comiech.com
Clear Changes «

Review Changes «

Figure 53 — Monitor Associated Stations

If you download new antenna patterns with a greater or less number of states, the
display will adapt to however many states are loaded in the Phocus Array System.
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If a new client station associates with the Phocus Array System, its MAC will
automatically appear in the Associated Station Monitor table with a name of
unnamed. The Phocus Array System then attempts to scan the new client station and
if successful, a direction will be established it. To display the direction, click the Plot
checkbox adjacent to the MAC. If the client station cannot be successfully scanned, its
MAC address still appears in the Associated Station Monitor table, but with a 0
RSSI value.

Note: With the antenna in DYNAMIC mode an associated client station with an
incomplete/indeterminate scan will appear as a MAC address or name in the
center of the radar display.

Note: With the antenna in STATIC mode an associated client station MAC/name will
appear in the center of the radar display.

An incomplete Dynamic mode scan can be the result of a client station being turned
off or moving out of range or aggressive radio power management by the client.

5.8.3 Manage Stations

By utilizing the Manage Stations screen in the PhocusArray menu, as shown below,
you can give a Nickname (name) to a client station. This name is local to the Phocus
Array System and is not related to 802.11 broadcast nickname.

Until a client station is given a name using this screen, the Associated Station
Monitor described in Section 5.8.2 only displays MAC addresses in the radar plot.
Naming stations allows you to assign meaningful names to clients in your network. It
also makes it easy to see when a new (perhaps unwelcome) station arrives in the
network.

To assign a name, type a character string into the text box to the right of MAC
address. It can be anything you feel descriptive of the client such as “Ricks Laptop” or
“Node in Room 6”. After entering the desired names, click the Apply button to have
the Phocus Array System memorize the MAC/Name pair. This name will remain in
the system associated with the MAC through power cycles, and even if the client
station becomes disassociated. The next time station associates, the system will
automatically display the name on this screen as well as the PhocusArray — Monitor
Stations screen.
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Phocus Array v2.1 beta
Phocus Array™

by Fidelity Comtech, Inc.

Infe  Graphs St System Network PhocusArray = Logout

Configure Antenna b Stations Manage Stations Upload Patterns

n Manage Stations O EEE
Manage Assodated Stations
MAC Nickname Nicknames for Stations:
To make it easier to visualize what is happening, the interface makes it
00:0E:7F:76:14:1B RichardsPDA possible to create a nickname that is associated with a particular MAC

address.

00:11:95:D5:C3:78 DataEntry1

Save Changes

Apply Changes «
Clear Changes «

Review Changes «

Figure 54 — Manage Associated Stations

Note: After clicking the Apply button, the names will be stored, but the screen may not
refresh correctly on this screen. Click your browser’s Refresh button to see the
newly assigned names.
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5.8.4 Upload Patterns

Use this screen to upload custom antenna pattern files, and to view pre-loaded
patterns. Fidelity Comtech can design antenna patterns for your facility upon request.

You can review a graphic of each of the currently loaded patterns in the Phocus Array
System by clicking the Next State or Previous State buttons. Clicking these buttons
does not change the state or operation of the system. Keep in mind the orientation
mark illustrated in these graphics and their relationship to the actual orientation of the
mark on the Phocus Array System case. Dynamic mode is not illustrated in this pane.

Phocus Array™
by Fidelity Comtech, Inc.

Info  Graphs Status Leog System twork  PhocusArray

Canfigure Antenna  Monltor atlanz  Manage Stations  Uplaad Patterns

n Upload Patterns Od0EENE
Antenna pattern file to upload: l— Browse...
Upload

View Loaded Patterns

Beamsteering Patterns:

. sty The Phacus Aray works by switching betw een pre-loaded antenna patteme. In dynamic
Antenna Gain, 5 dB per division made it does this ically. Hom ever, in static £ ing made you can select one
partem (State) to use. This tool lets you lack at graphs of these pattems. Use the Phocuz
Array: Configure Artenna page to change the Beamsteering Mads

< Previous State| [Cophase 90 deg Next State >

Sava Changes

Apply Changes «
Clear Changes «

Figure 55 — View Loaded Patterns

Caution: Uploading a new set of patterns permanently overwrites the factory default
patterns. Contact Fidelity Comtech for custom patterns such as those
described in Section 2.3.

To upload a new patterns file:
1. Click the Browse button to navigate to the location of the file.
2. Select an appropriate file.
3. Click the Upload button.
4

. The upload and programming of new patterns into the system takes about one
minute, after which the antenna system will be in the static “Default” state.
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5. Review the newly download patterns using the View Loaded Patterns
control.

6. Click the Configure Antenna button and use the Antenna Mode drop-down
list to select and activate a different static pattern or Dynamic mode.

5.9 Logout Tab

Phocus Array™

by Fidelity Comtech, Inc.

Info  Graphs Status Log System Network PhocusArray = Logout

Logout

You must close the web browser to log out! OO0 NMEEm

Since basic httpd authentication is cached by your web browser, it is not possible to automatically log a user out.
You must close the web browser or, with Firefox, 'Clear Private Data', in order to force it to forget the credentials
you have supplied. We will probably switch to cookie based authentication due to this inherit weakness in basic
httpd authentication used commonly by firmwares.

For a reference, see hitp://httpd.apache.org/docs/1.3/howto/auth.html

Apply Changes «

http:/fwww. fidelity-comtech.com

Clear Changes «
Review Changes <«

Figure 56 — Logout
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