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RFID Systems User Manual

Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and
operation of this equipment before you install, configure, operate, or maintain this product. Users are required to familiarize
themselves with installation and wiring instructions in addition to requirements of all applicable codes, laws, and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are required to
be carried out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may be
impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use
or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or liability for
actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software
described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is
prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous environment,
which may lead to personal injury or death, property damage, or economic loss.

damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

c ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property

IMPORTANT Identifies information that is critical for successful application and understanding of the product.

These labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motar, to alert people that surfaces may
reach dangerous temperatures.

potential Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL

ARC FLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to
& Regulatory requirements for safe work practices and for Personal Protective Equipment (PPE).

The following icon may appear in the text of this document.

O Identifies information that is useful and can help to make a process easier to do or easier to understand.
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Preface

Summary of Changes

Who Should Use this Manual

Purpose of this Manual

Abbreviations

Read this preface to familiarize yourself with the rest of the manual.

This publication contains the following new or updated information. This list
includes substantive updates only and is not intended to reflect all changes.

Topic Page
Updated International Standard Compliance 9

Use this manual if you are responsible for design, installation, programming,
or troubleshooting of control systems that use Bulletin 56RF RFID products.

You must have a basic understanding of electrical circuitry and familiarity
with relay logic. If you do not, obtain the proper training before using this
product.

This quick start guide assumes you have some familiarity with RSLogix™
software. This guide provides an example of steps to follow to configure and
make functional a 56RF RFID system. The reader must refer to the appropriate
user manuals for other details. You must use this manual to accomplish the
following:

« Learn how to install and wire an example RFID system
« Install and configure the module in an RSLogix 5000® program
« Builtasimple program to receive and transmit data to an RFID tag

Abbreviation | Definition Abbreviation |Definition

AFI Application Family Identifier 150 International Organization for

AOP Add-on Profile Standardization

DFSID Data Storage Format Identifier J1C Joint Technical Committee

DHCP B)r/gtaon;éT Host Configuration MAC address Zlggrigs/;ccess Control (Ethernet)

DNS Domain Name Server MACID Media Access Control [dentification

DoS Disk Operating System 0D Quick Disconnect

EAS Electronic Article Surveillance RFID Radio Frequency Identification

FE Functional Earth SB Subcommittee

e International Electrotechnical SINT Signed, single-byte integer
Commission uiD Unique Identifier

INT Signed, two byte integer uuID Universally Unique Identifier

Rockwell Automation Publication 56RF-UMOQ1D-EN-P - November 2021
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Additional Resources

These documents contain additional information concerning related products

from Rockwell Automation.

Resource

Description

High Frequency 13.56 MHz RFID EtherNet/IP Interface Block
Installation Instructions, publication 56RF-IN008

Provides information that is required to install RFID
interface blocks.

Bulletin 56RF RFID Square 40x40 mm Transceiver
Installation Instructions, publication 56RF-IN009

Provides information that is required to install
40x40 mm transceivers.

Bulletin 56RF Rectangular 80x30 mm Transceiver
Installation Instructions, publication 56RF-INO10

Provides information that is required to install
80x30 mm transceivers.

High Temperature ICODE Tag (High Frequency RFID 13.56
MHz) Installation Instructions, publication 56RF-INOTI

Provides information that is required to install high
temperature ICODE tags.

Bulletin 56RF RFID 30 mm Cylindrical Transceiver
Installation Instructions, publication 56RF-INO13

Provides information that is required to install 30 mm
cylindrical transceivers.

EtherNet/IP Network Devices User Manual, publication
ENET-UMO06

This manual describes how to use EtherNet/IP
communication modules in Logix 5000™ control
systems.

AMlen-Bradley Industrial Automation Glossary, AG-7.1

A glossary of industrial automation terms and
abbreviations.

EtherNet/IP Device Level Ring Application Guide,
publication ENET-AP0Q7

This publication describes DLR network operation,
topologies, configuration considerations, and
diagnostic methods.

Industrial Automation Wiring and Grounding Guidelines,
publication 1770-4.1

Provides general guidelines for installing a Rockwell
Automation® industrial system.

Product Certifications website, rok.auto/certifications

Provides declarations of conformity, certificates, and
other certification details.

You can view or download publications at https://rok.auto/literature.

Rockwell Automation Publication 56RF-UMO01D-EN-P - November 2021
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RFID Defined

International Standard
Compliance

Rockwell Automation Publication 56RF-UMOQ1D-EN-P - November 2021

Introduction

RFID (Radio Frequency Identification) is a method to communicate
information from one point to another point by the use of electromagnetic
waves (radio waves). RFID has unique characteristics that make it attractive
for use in industrial systems.

For example, you have a shipping carton that must be loaded with various
goods to meet the specific purchase order of a customer. You can attach a tag
to the carton. Before attaching the tag, you fill the tag with the specific items
that the customer wants. Then, as the carton moves to the filling stations, each
station places the required objects into the carton. If the tag does not require
an item, the station is skipped.

Each filling station has an RFID transceiver. The transceiver reads and writes
to the tag. When the tag approaches the RFID transceiver, the transceiver
reads the contents of the tag. Based on the information that is received, the
packaging process adds items (or skips this step) and then writes to the tag
that one or more items were added. The carton moves to the next filling
station.

This scenario is a common use of RFID technology. The Bulletin 56RF product
line is unique because of its conformance to the open international standards:
1SO15693 and ISO18000-3 M1.

ISO/IEC 15693 is an ISO standard for vicinity tags. Vicinity tags, commonly
referred to as ICODE tags, can be read from a greater distance than proximity
tags and closed couple tags. ISO/IEC 15693 systems operate at the 13.56 MHz
frequency, and offer a maximum read distance of 1...1.5 m (3.3...4.9 ft),
depending on the transceiver. Library applications with large antennas are
capable of these distances. Most industrial applications are less than

203.2 mm (8 in.) for a read/write range.

The ICODE compatible tags permit you to use lower-cost tags than proprietary
systems currently provide. You can use tag configuration options from
multiple vendors.

ISO/IEC 15693 forms part of a series of International Standards that specify
non-contact tags. The tags can be attached to objects, like cartons, bags, and
valuable items, which can then be tracked while in the vicinity of a reading
device. ISO/IEC 15693-2:2006 defines the power and communications
interface between the vicinity card and the reading device. Other parts of
ISO/IEC 15693 define the physical dimensions of the card and the commands
that the card and reader interpret.

An AC field that is produced in the transceiver couples power to the tag. The
powering field has a frequency of 13.56 MHz and is one of the industrial,
scientific, and medical (ISM) frequencies available for worldwide use. When
the tag receives sufficient power, it is able to respond to commands sent from
the coupler. The coupler sends commands to the card by modulating the
powering field and by using a modulation system that is known as pulse



Chapter 1 Introduction

position modulation. The position of one pulse relative to a known reference
point codes the value of a nibble or byte of data. This process allows the card to
draw the maximum energy from the field almost continuously. Tags, which
have no power source, can be energized at ranges of up to 1 m (3.3 ft) from a
coupler that can only transmit power within the limits that international radio
frequency (RF) regulations permit.

Atag only responds when it receives a valid command that selects one tag from
a possible collection of cards within range of the coupler. This process of
collision detection and selection, also known as anti-collision, is made possible
by detecting the unique identification number encoded into every tag.
Anti-collision, and the commands that are used, are defined in

ISO/IEC 15693-3. The tag responds to the transceiver by drawing more or less
power from the field and generates one or two subcarriers of around 450 kHz
that are switched on and off to provide special-encoded data that the
transceiver detects.

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions:

1. This device causes no harmful interference.

2. This device must accept any interference received, including
interference that can cause undesired operation.

FCC Caution

Changes or modifications that are not expressly approved by the party
responsible for compliance can void the authority of the user to operate the
equipment.

IMPORTANT This equipment has been tested and found to comply with the limits for
a Class A digital device, according to part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial
environment. This equipment generates, uses, and can radiate radio
frequency energy and, if not installed and used in accordance with the
instruction manual, can cause harmful interference to radio
communications. Operation of this equipment in a residential area is
likely to cause harmful interference, in which case the user is required
to correct the interference at their own expense. This device must be
installed and operated keeping at minimum 200 mm (0.79 in.) away
from bodies.

10 Rockwell Automation Publication 56RF-UMOQ1D-EN-P - November 2021
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Taiwan NCC Warning Statement
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Date of manufacture (year/month) is written on package.

This device must be installed under 3m DC power cable. If the DC power cable
of the radio and/or the ancillary equipment is less than or equal to 3 m (9.84 ft)
in length, there is no need to conduct an emission test.

The 56RF RFID system is offered on EtherNet/IP™ and is backward compatible
with the previous offering of 56RF ICODE products. The transceivers and
interface blocks are a matched pair so they cannot be interchanged. However,
the tags can be interchanged with either system if they are ICODE tags. Both
systems can read and write these tags seamlessly.

Figure 1 shows a simple RFID system. This user manual describes the setup,
installation, and programming that is required to get this system running.

Rockwell Automation Publication 56RF-UMO01D-EN-P - November 2021 n
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Figure 1- RFID System

1783-US05T 56RF transceiver
Ethernet switch

5]

1769-L35E
CompactLogix™

Tz

Tracked
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-Bradioy

Allon-

56RF transceiver

Computer

] R

3-Us0sT

_@E

OfedQo

1 S

]%9 [

56RF interface 56RF tag
block

Tags are attached to objects that must be tracked. The tags hold important
information about the object. An RF transceiver reads and/or writes
information to the tags when the tag moves within the transmission envelope
of the transceiver (dotted ellipse). The physical size of the transceiver is
directly related to the size of the transmission field. The larger the transceiver,
the longer and wider the antenna field is. See the transceiver installation
instructions for antenna field sizes (see Additional Resources on page 8).

The transceivers are connected to a special RFID EtherNet/IP interface block.
The distribution block has an Ethernet connection to an Ethernet switch. A
1759-135E CompactLogix™ controller and a personal computer also have
Ethernet connections to the Ethernet switch.
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RFID Components

Interface Block Three different interface blocks are available. Table 1 shows the type of ports
for each catalog number.

Table 1- Type of Ports

Transceiver Ports Input Ports Output Ports Cat. No.
1 1 1 56RF-IN-IPS12
2 1 1 56RF-IN-IPD22
2 2 0 56RF-IN-IPD22A

Figure 2 identifies the connections for the EtherNet/IP™, RF transceivers,
input devices, output devices, and power.

Figure 2 - Connections

Functional Earth (1)

— EtherNet/IP D-Code M12 Connector
@ 5-pin Concave
o

Status indicators 0 . r

Xt
p

D@
s -4—— Node Address Switches
M12 RFID Transceiver Interface g E]
5-pin Concave
-

M12 RFID Transceiver Interface q E
(IPD22, IPD22A) 5-pin Concave =)
E M12 Input Connector

E 5-pin Concave

Il M2 Output Connector (IPS12, IPD22)
M12 Input Connector (IPD22A) Concave

Auxiliary Power M12 4-pin Convex @ Auxiliary Power M12
4-pin Concave

EtherNet/IP D-Code M12 Connector
5-pin Convex
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RFID Components

Status Indicators

When the status indicator is flashing, all flashes are 0.25 s on and 0.25 s off.

This block has the seven status indicators.

Figure 3 - Status Indicators

MOD

lo
Transceiver Ports — |||

Standard Input/Output ——] 01 E

Auxiliary Power

Table 2 - Status Indicators

Link 1 Link 2

NET

Status

Indicator Statu;:::l:cator Indicates
Name
0ff No link
Green 100 Mbps
LinkTand Link2| Flashing green |100 Mbps/active
Yellow 10 Mbps
Flashing yellow |10 Mbps/active
0ff There is no power applied to the block.
Flasgrlggnred/ Device in self-test
Green The block is operating in a normal condition.
0 o) | Flstmren |Snd. e vl ol conmnt i e oo bk
Recoverable fault. Most often occurs when data is corrupted between interface
Flashing red block and transceiver. CRC failures and so on. Recommended solution is to
remove electrical noise near cabling or reduce communication rate between
transceiver and interface block.
Red The transceiver has an unrecoverable fault; can need replacing.
Off There is no power or no IP address.
Flasgrlggnred/ Device in self-test
Green The block is operating in a normal condition.
Flashing green Standby. The device is not communicating with the interface block. Normal
NET (Network) state when only power has been applied to the transceiver.

Connection timeout. Most often occurs when data is corrupted between
interface block and transceiver. CRC failures and so on. Recommended

Flashing red solution is to remove electrical noise near cabling or reduce communication
rate between transceiver and interface block.
Red Duplicate IP address. The transceiver has an unrecoverable fault; can need

replacing.
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Chapter 2 RFID Components
Table 2 - Status Indicators (Continued)
Status .
Indicator Statug:::l;cator Indicates
Name
off QOutputs inactive
Inputs inactive
QOutputs active
Yellow Inputs active
Standard I/0 | Flashing green |Outputs are idled and not faulted.
- Output faulted
Flashing red Inputs faulted
Red QOutputs forced off
Inputs unrecoverable fault
0ff No power is applied.
Aux Power Steady green | The applied voltage is within specifications.
Steady yellow | The input power is out of specification.
0ff No power
Flashing green |No tag present, but communicating.
RFID Port Green Communicating
Flashing red |No transceiver is connected.
Amber Tag present
Transceivers Status Indicators
Figure &4 - Indicators
Power Module
Operation Read/Write

satws \

Status

Rockwell Automation Publication 56RF-UMO01D-EN-P - November 2021
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Chapter 2 RFID Components

Table 3 - Status Indicators

n dicsattat::llsl ame Insgtff:isor Indicates
0ff There is no power applied to the block.
Module Status Green The block is operating in a normal condition.
Red The transceiver has an unrecoverable fault; can need replacing.
0ff There is no power applied to the device.
) Green The EtherNet/IP interface block is communicating with the transceiver, but no tag
Read/Write is present. No errors received.
Status Amber Atag is present within the antenna field.
Red A communication error has occurred. Examples are: bad read/write, corrupt cre

(1)

If a read/write command is not completed while the tag is within the field, an error occurs.

Transceiver Power-up Sequence

oA W

Both status indicators off.

R/W status indicator turns red for 0.25 s.
R/W status indicator turns off for 3...5 s.
R/W status indicator turns amber for 0.5 s.
R/W status indicator turns green.

Power status indicator turns green. R/W status turns green for 0.25 s.

RFID Tags RF tags come in many shapes and sizes. In general, the bigger the tag, the
longer the sensing distance from the transceiver. Table 4 summarizes the size
of the memory for each type of tag.

Table 4 - Memory
Total Tag User Memory
Tag T
a9 Type Memory No. of Bytes No. of Blocks Bytes Per Block
S 128 bytes 112 bytes 28 4

SLI-S 256 bytes 160 bytes 40 b

SLI-L 64 bytes 32 bytes 8 4

FRAM 2048 bytes 2kB 250 8
Tag Memory Structure

There are five types of tag memory structure:

Universally Unique Identifier (UUID)
Application Family Identifier (AFI)
Data Storage Format Identifier (DSFID)
Electronic Article Surveillance (EAS)
Smart Label Integrated Circuit (SLI)

Universally Unigue Identifier (UUID)

Each tag has a unique 64 bit hexadecimal UUID that is programmed during the
production process according to ISO/IEC 15693-3 and cannot be changed
afterwards.
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The numbering of the 64 bits is done according to ISO/IEC 15693-3; numbering
starts with the least significant bit (LSB) 1 and ends with the most significant
bit (MSB) 64. This way is in contrast to the general used bit numbering within a
byte (starts with LSB o).

Byte 5 (bit 41...48) is the tag type. Byte 6 (bit 49...56) is the manufacturer code,
which coincides with the number of bytes/block.

Table 5 shows the structure of our RFID tags.
Table 5 - Tag Structure

Byte 17 6 5 4 3 2 1 0
Name uin7 uiD 6 uD5 UID 4 uiD 3 uiD 2 uiD1 uiDo
Bit 64...57 56...49 48..41 40..1
St EO0 04 01 Unique Serial Number
Value SLI-S EO 04 02 Unigue Serial Number
SUI-L EO0 04 03 Unique Serial Number
FRAM E0 08 01 Unique Serial Number

Application Family Identifier (AF1)

The AFI represents the type of application targeted. AFI is coded on 1 byte,
which constitutes two nibbles of 4 bits each. The most significant nibble of AFI
is used to code one specific or all application families, as defined in

Table 6. The least significant nibble of AFI is used to code one specific or all
application subfamilies. Subfamily codes different from o are proprietary.

Table 6 - AFI Examples

Signiﬁiilawt)?ltihble SigniAtli:tI:::ta Nibble Meaning Examples/Notes
0 0 All families and subfamilies No applicative preselection
X 0 All subfamilies of family X Wide applicative preselection
X Y Only the Yth subfamily of family X -
0 Y Proprietary subfamily Y only -
1 0Y Transport Mass transit, bus, airline
2 0Y Financial IEP, banking, retail
3 0Y Identification Access control
4 0,Y Telecommunication Public telephony, GSM
5 0Y Medical -
6 0Y Multimedia Internet service
i 0,Y Gaming -
8 0Y Data storage Portable files
EAN-UCC (European Article
9 0Y Numbering-Uniform Code Council) | Managed by ISO/IECJTC 1/SC 31
system for application identifiers
A 0,y Data dentiiers as defined i 1507 | anageq by I50/1EC JTC 11SC 3
B 0Y UPU Managed by ISO/IEC JTC 1/SC 31
c 0y IATA ('”“‘"R:St(']%’i‘:{iﬁ'r[)”a”Sp"“ Managed by ISO/IEC JTC 1
D 0Y Reserved for Future Use Managed by ISO/IEC JTC 1/SC 17
E 0Y Reserved for Future Use Managed by ISO/IEC JTC1/SC17
F 0,Y Reserved for Future Use Managed by ISO/IEC JTC1/SC17

X=TtoF,Y=TtoF
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Data Storage Format Identifier (DSFID)

The DSFID indicates how data is structured in the tag memory. The respective
commands can program and lock it. It is coded on 1 byte. It allows for instant
knowledge on the logical organization of the data.

Electronic Article Surveillance (EAS)

EAS is a technology that is typically used to help prevent shoplifting in retail
establishments. An EAS detection system detects active tags and sets off an
alarm.

EAS status is 1-bit data (LSB side), which is stored in the system area of a tag.
The initial value is 1. EAS bit 1 means goods-monitoring status, and EAS bit o
means that goods-monitoring status is cleared.

Smart Label Integrated Circuit (SLI)

SLI tags use an EEPROM (electrically erasable programmable read-only
memory) to store data. The 1024-bit EEPROM memory is divided into

32 blocks. Each block consists of 4 bytes (1 block = 32 bits). Bit 0 in each byte
represents the least significant bit (LSB) and bit 7 the most significant bit
(MSB), respectively.

Table 7 - SLI Tags

Block Byte 0 Byte 1 Byte 2 Byte 3 Description
-4 uIDo uiD1 uiD2 uID3 Unigue identifier (lower bytes)
-3 UID4 uID5 uID6 uin7 Unique identifier (higher bytes)
-2 Internally used EAS AFI DSFID EAS, AFl, DSFID
-1 00 00 00 00 Write access conditions
0
1
2
User Data

22
23
27

SLI

EAS Function

The LSB of Byte 1in Block -2 holds the EAS bit (Electronic Article Surveillance
mode active — the label responds to an EAS command)

Table 8 - EAS

Block -2, Byte 1

MSB LSB
X X X X X X X e
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EAS: e =1 (EAS enabled) e = 0 (EAS disabled)

IMPORTANT  Only change the EAS Configuration in a secure environment. The label
must not be moved out of the communication field of the antenna
during writing. We recommend putting the label close to the antenna
and not to remove it during the operation.

Application Family Identifier

The ICODE system offers the feature to use an AFI at the inventory command
and the two custom commands inventory read and fast inventory read (this
feature allows, for example, the creation of label families).

This 8-bit value is at Byte 2 in Block -2 as shown in Table 9 and is only evaluated
if the AFI flag is set in the reader command.

Table 9 - AFI

Block -2, Byte 2

MSB LSB
X X X X X X X X

Data Storage Format Identifier

The Data Storage Format Identifier (DSFID) is at Byte 3 in Block -2.
Table 10 - DSFID

Block -2, Byte 3
MSB LSB
X X X X X X X X

Write Access Conditions

The Write Access Condition bits in Block -1 determine the write access
conditions for each of the 28 user blocks and the special data block. These bits
can be set only to 1 with a lock command (and never be changed back to 0), that
is, already write-protected blocks can never be written to from this moment
on.

In Block -2, each byte can be individually locked.
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Table 11 - Write Access

Block -1
Byte 0 Byte1
MSB LSB MSB LSB
Condition 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Write Access
for Block 3 2 1 0 -2(3) |-2(2) [-2(1) |-2(0) |m 10 9 8 1 6 5 4
Number
Block -1
Byte 2 Byte 3
MSB LSB MSB LSB
Condition 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Write Access
for Block 19 18 17 16 15 14 13 12 27 26 25 24 23 22 21 20
Number
Block -1
Byte 2 Byte 3
MSB LSB MSB LSB
Condition 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Write Access
for Block 19 18 17 16 15 14 13 12 27 26 25 24 23 22 21 20
Number
IMPORTANT  Only change the Write Access conditions in a secure environment. The
label must not be moved out of the communication field of the antenna
during writing. We recommend putting the label close to the antenna
and not to remove it during operation.
Smart Label IC - Secure (SLI-S)
The 2048-bit EEPROM memory is divided into 64 blocks. A block is the smallest
access unit. Each block consists of 4 bytes (1 block = 32 bits). Four blocks are
summed up to one page for password protection. Bit 0 in each byte represents
the least significant bit (LSB) and bit 7 the most significant bit (MSB),
respectively.
The memory is divided into two parts:
« Configuration Area
This memory area stores all required information, such as UID, EPC
data, write protection, access control information, passwords. Direct
access to this memory area is not possible.
« User Memory
This memory area stores user data. Direct read/write access to this part
of the memory is possible depending on the related security and write
protection conditions.
Table 12 on page 21 shows the memory organization of an SLI-S tag.
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Table 12 - SLI-S Memory Organization

Page Block | ByteO | Bytel | Byte2 | Byte3 Description
-6 -24

-23

-22

-21

Configuration area for internal use

-3

-2

-1
0 0

1

2

3 User Memory

10 pages
4 blocks per page

: : : : : : 4 bytes per block
9 36 Total: 160 bytes

37

38

39
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Smart Label IC - Lean (SLI-L)

The SLI-Lis used in applications that require smaller memory size. The 512 bit
EEPROM memory is divided into 16 blocks. A block is the smallest access unit.
Each block consists of 4 bytes (1 block = 32 bits). Four blocks are summed up to
one page. Bit 0 in each byte represents the least significant bit (LSB) and bit 7
the most significant bit (MSB), respectively.

The memory is divided into two parts:
« Configuration Area

This memory area stores all required information, such as UID, write
protection, passwords. Direct access to this memory area is not possible.

« User Memory

This memory area stores user data. Direct read/write access to this part
of the memory is possible depending on the related write protection
conditions.

Table 13 shows the memory organization of an SLI-L tag.
Table 13 - SLI-L Memory Organization

Page Block | ByteO | Bytel | Byte2 | Byte3 Description
-2 -8
-1 _— )
6 Configuration area for internal use
-5
-1 -4
-3
-2
-1
0 0
1
2 User Memory
3 2 pages
4 blocks per page
4 4 bytes per block
5 Total: 32 bytes
6
7

Ferroelectric Random Access Memory (FRAM)

FRAM is a nonvolatile memory that uses ferroelectric film as a capacitor for
storing data. FRAM offers high-speed access, high endurance in write mode,
low power consumption, non-volatility, and excellent tamper resistance. The
FRAM tags have 2000 bytes for use as user area and 48 bytes for use as system
area.

The FRAM tag memory areas consist of a total of 256 blocks (250 blocks of user
area and 6 blocks of system area). Each block can store 64 bits (8 bytes) of data.

The block is the unit that is used for the writing and reading of FRAM data. The
memory configuration of FRAM is shown in Table 14 on page 23.
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Table 14 - FRAM Memory Configuration

Area Block No. Details Data Read Data Write
(Z%S[Je(]r t?)r/?:s) 00y to F9y User area Yes Yes
FAy UUID (64 bits) Yes No
System area AF1, DSFID, EAS, e
(48 bytes) FBy security status fes Limited
FCy to FFy Block security status Yes No

Blocks 00y;...F9y; are user area, which is defined as an area that can be accessed
when the corresponding block address is specified. While Blocks FAy...FFy are

system area, which is defined as an area that can be accessed only with a
specific command.

The system area consists of six blocks and contains UUID, AFI, DSFID, EAS
bits, and security status (can write or cannot write) data for individual block.
UID is fixed and cannot be updated. AFI, DSFID, and EAS bits are written at
the factory, and can be updated and locked (disable to write) with commands
(only EAS bit cannot be locked).

As shown in Table 14, FA; holds the UUID, and FCy...FFy hold the security
status information on individual user areas. The configuration of FBy ...FFy
blocks is shown in Table and Table 16. FBy; block is used for EAS status, AFI
and DSFID data, the security status data of AFI and DSFID. Blocks FCy...FFy
contain security status data.

Table 15 - Structure of FBy

MSB LSB
64 [57 6 33 [32 [ |2 M B |9 8 1
Reserved for DSFID Lock
EAS Status future use Status AFI Lock Status | DSFID AFI
Table 16 - Structure of FCy to FFy
MSB LSB

FCy 3F SE 3D 3C 3B 3A 39 03 02 01 00
FDy TF TE 0 1C 7B TA 79 43 42 4 40
FEy BF BE BD BC BB BA B9 83 82 8l 80
FFy Reserved for future use (6 bits) F9 C3 2 C1 co

The security status of the user area is stored in the block security status bit in
system area blocks of FCy;...FFy per bit in each block. A user area is unlocked
when the corresponding block security status bit is o; it is locked (disable to
write state) when the corresponding block security status bit is 1.

EAS bit is one bit, and it is used for setting EAS status. It is possible to
read/write data of two blocks at one time in the user area (if Read Multiple
Blocks Unlimited command is used, up to 256 blocks can be accessed at one
time).
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Table 17...Table 22 on page 26 show the catalog numbers for the components in
the Bulletin 56RF product family.

Main Components

Table 17 - EtherNet/IP Interface Blocks

Transceiver Ports Input Ports Output Ports Cat. No.
1 1 1 56RF-IN-IPS12
2 1 1 56RF-IN-IPD22
2 2 0 56RF-IN-IPD22A

Table 18 - Transceivers

. . . Recommended Sensing Sensing Distance, Max
Dimensions [mm (in.)] Distance [mm (in.)] [mm (in)] 0 Cat. No.
Rectangular ol
[80 x 90 (3.1 x 3.54)] 100(3.9) 168 (6.6) 56RF-TR-8090
Square oy
(40 x 40 (157 x 157)] 50(2) 85(3.3) 56RF-TR-4040
Cylindrical M30 35(1.4) 60(2.4) 56RF-TR-M30
Cylindrical M18 18(0.7) 30(12) 56RF-TR-M18
(1) Range reference for a 50 mm (2 in.) diameter tag.
Table 19 - Tags
. Total Memory User Memory | Dimensions
Outline Type Size [B] Size [B] [mm (in.)] Cat. No.
16(0.6) 56RF-TG-16
il 18 - 20(0.8) 56RF-TG-20
. 30(1.2) 56RF-TG-30
Disc
50(2) 56RF-T6-50
SLI-S 64 32 16(0.6) 56RF-TG-16-64B
SLI-L 256 160 10(0.4) 56RF-TG-10-256B
Disc - High Impact _TG-
Resistant S 128 n2 35(1.4) 56RF-TG-35HIR
20(0.8) 56RF-TG-20MOM
Disc - Mount on Metal SLI 128 n2
e Toumton et 50(2) | GBRF-TG-50MON
20(0.8) 56RF-T6-20-2KB
Disc - FRAM FRAM 2048 2 kB 30(12) 5BRF-TG-30-2KB
50(2) 56RF-T6-50-2KB
54 x 86
(21 3.4) 56RF-TG-5486
Label SL 128 50x50
(2x2) 56RF-TG-5050
2 54 x 86
Smart Cards S 128 (2.1x 3.4) 56RF-TG-5486SC
Square - High 50 x 50 Y
Temperature S 128 (2x2) 56RF-TG-50HT
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Table 20 - Transceiver
Style Connector Type | No. of Pins |  Shield [m';e(:‘iﬁg)] Cat. No.
i
Concave straight to )
0 Micro (12} |-22™VEX right angle 889D-F5FCDE-Jx
Patchcord Concave r|ght ang|e 4 Shielded 0.34 (22) q
BICNEOTES 1 o convex straight B890-RFCDM-Jx !
Concave right angle
to convex right 889D-R5FCDE-Jx [
angle
Concave straight 889D-F5FC-Jx (2
: Concave right angle 889D-R5FC-Jx 2
De HMicro (112 e 4 Shielded |  0.34(22) X
Convex straight 889D-M5FC-Jx ?)
Convex right angle 889D-E5FC-Jx @
Concave straight 871A-TS5-D1
M12 Terminal | Concave right angle 4 0.34..0.75 871A-TRS-D1
Chambers Convex straight (22..18) 871A-TS5-DM1

Convex right angle

871A-TR5-DM1

(1) Replace x with OM3 (0.3 m [1ft]), 1(1m[3.3 ft]), 2(2 m[6.6 ft]), 5(5 m [16.4]), or 10 (10 m [32.8 ft]).
(2) Replace x with 2(2 m[6.6 ft]), 5(5 m [16.4]), or 10 (10 m [32.8 ft]).

Table 21 - Auxiliary Power

Style Connector Type | No. of Pins |  Shield [mrze(z‘i;g)] Cat. No.
Concave straight to q
convex straight 8890-FLACDM-x !
e e
Patchcords Concave r|ght ang|e 4 Unshielded 0.34 (22) ]
to convex straight 883D-R4ACDM-x
Concave right angle
to convex right 889D-R4ACDE-x
angle
Concave straight 889D-F4ACx (2
: Concave right angle 889D-RuAC-x 2
De icro (112 Caal L | Unshielded |  0.34(22) X
atchcords Convex straight 889D-MsAC-x 2
Convex right angle 889D-E4ACx 2
Concave straight 87IA-TS4-D
M12 Terminal | Concave rlght'angle 4 B 0.34(22) 871A-TR4-D
Chambers Convex straight 871A-TS4-DM
Convex right angle 871A-TR4-DM

(1) Replace x with OM3 (0.3 m [1t]), 1(1m[3.3 ft]), 2(2 m [6.6 ft]), 5(5 m [16.4]), or 10 (10 m [32.8 ft]).
(2) Replace x with 2 (2 m[6.6 ft]), 5(5 m[16.4]), or 10 (10 m [32.8 ft]).
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Table 22 - EtherNet/IP

Style Connector Type | No. of Pins |  Shield [n\‘f:‘irze(:‘i;g)] Cat. No.
ey
Convex straight to 1
gl;tzc?lccoorr(jii convex right angle 4 Unshielded 0.25(24) 16850-H4TBDE-x
Convex right angle
to convex right 15850-E4TBDE-x !
angle
ey
Convex straight to )
MZDCOde | convex right angle 4 Shielded |  0.14(26) 1585D-1M4UBDE-x

Convex right angle
to convex right
angle

1585D-F4UBDE-x (!

(1) Replace x with OM3 (0.3 m [1ft]), 1(1m [3.3 ft]), 2(2 m [6.6 ft]), 5(5 m [16.4]), 10 (10 m [32.8 t]), or 15 (15 m [49.2 ft]).
Increments of 5 m (16.4 ft) up to 75 m (246.1ft) are also available.
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Cable Overview The Ethernet switch must be mounted inside a control panel. The Bulletin
56RF interface block and Bulletin 56RF transceivers can be mounted on the
machine.

Figure 5 - Transceiver Mounting

Mountedina | Mounted on
Cabinet | the Machine
I
I
EOR
I
ﬁ:m ST il
1“ 7 : ”;_ ” I
I7) ra 2
A L o
§ 7
1 5@
4 4
; L [®5 -
o e
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|
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|

1783-US05T 56RF Interface 56RF Transceivers
Ethernet Switch Block

Figure 5 shows the three types of cables that are needed.
1. An Ethernet cable, RJ45 to M12-QD patchcord.

2. As5-pin Mi12 to 5-pin Mi12 patchcord. The cable includes a shield that
connects to the functional earth point on the interface block.

3. A 4-pin concave micro QD cordset that connects power to the interface

block.

AUXI'I&I'Y Power Connection Attacha micro-style 4-pin concave to the micro-style 4-pin convex receptacle as
shown in Figure 6 on page 28. The concave side is used to daisy chain the
power to another device. The power connection is limited to 4 A. When the
daisy chain approach is used, the total power that is consumed by each block
determines the maximum number of interface blocks that can be connected.

IMPORTANT Power must be connected to the convex connector first. Do not connect
power to the concave connector and leave the convex connector
exposed. The pins in the convex connector have 24V DC potential for
short circuit.
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Figure 6 - Pin Connections for the Aux Power Connectors
2 Module Power +

5

./4_1 Output Power +
Module Power - 3 \-"’/lo[lutput bower

Convex

Module Power +2

—re

@\ 3 Module Power -

Concave

Output Power - 4

The power for the output port is separate from the power to the remaining
portions of the interface block. This configuration allows the output device to
be turned off, while maintaining power to the transceivers, the input port, and
the EtherNet/IP™ connection. When the output is connected to the
safety-related portion of the machine control system, an actuator can be
turned off, while diagnostic information is still available to the machine
control system.

Power Connection Dptions Each interface block is limited to 4 A total consumption.

28

Example 1: Daisy Chain the Power Connections

The example in Figure 7 allows for a simple and easy way to distribute power to
the RFID system. This approach is preferred when the total current of the
RFID system is less than 4 A.

Figure 7 - Power Option 1
56RF Interface Blocks

.
D24V 5A
| —
v ( o=
ML+ B — -~ =} y ; ot =
889D-RAAC-S )@ i E— =il 1@
1606-XL120D L 889D-FAACDM-5 I

889D-F4AC-5

Bl
]

889D-R4ACDE-5

Example 2: System Needs More Than 4 A

If multiple blocks are required on a machine and the current consumption
exceeds 4 A, then a combination of mini-style and micro-style connections can
be used to distribute the power. In the example shown in Figure 8 on page 29,
mini-style cordsets, patchcords, and tees are used to configure the power. A
mini-to-micro style patchcord connects each 56RF interface block with the tee.
In this example, the power supply is a catalog number 1606-XLDNETS, which
can supply up to 8 A to the RFID system.
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Figure 8 - Power Option 2
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The following shows the M12 QD concave connector for the transceivers. Pin 5
is the cable shield connection and is connected only at the block to functional

earth (FE).

Pin

Function

24V DC power

Data +

24V common

Data -

‘\/

Shield/FE

Digital Input Connection

The following shows the concave M12 QD input connector.

Pin Function
/‘ 2 1 24V DC power

f/\ \ 2 Not used
1T&TS 3 24V common
4_/;—/ 5 4 Digital input

5 Shield/FE

Digital Output Connection

The following shows the concave M12 QD output connector.

Pin Function

1 Not used

(/‘/\ 2 Not used
1—(#73 3 24V common
\/\\‘/\5 4 Digital output

4 5 Shield/FE
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EtherNet/IP Connection

The following shows the D-Code M12 connector on the interface block.

Pin Function
1 Tx+
2 Rx+
3 Tx-
4 Rx-
5 Connector shell connected to FE

Use the catalog number 1585D-M4DC-H (polyamide small body unshielded) or
catalog number 1585D-M4DC-SH (zinc die-cast large body shielded) mating
connectors for the D-Code M12 concave network connector.

Use two twisted-pair Cat 5E UTP or STP cables.

D-Code M12 Pin Wire Color Signal 8-Way Modular RJ45 Pin
1 White-Orange Tx+ 1
2 White-Green Rx+ 3
3 Orange Tx- 2
4 Green Rx- 6

The 56RF interface block encoders can be connected in the following network

topologies:

« Star Topology on page 31

« Linear Topology on page 31
« Device Level Ring (DLR) Topology on page 32
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Star Topology The star topology consists of a number of devices that connect to the central
switch. When this topology is used, only one Ethernet connection can be made
to the Bulletin 56RF interface block — this connection is made to the Link 1
connector. The Link 2 connection must remain unused.

Figure 9 - Star Topology
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© A © 9 —
m J [ "
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RFID Transceivers RFID Transceivers

RFID Interface
Block

RFID Interface
Block

Linear Topology The linear topology uses the embedded switching capability to form a
daisy-chain style network that has a beginning and an end. Linear topology
simplifies installation and reduces wiring and installation costs, but a break in
the network disconnects all devices downstream from the break. When this
topology is used, both Ethernet connections are used. The network connection
to Link 1 or Link 2 does not matter.
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Figure 10 - Linear Topology
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Device Level Ring (DLR)
Topology

A DLR network is a single-fault tolerant ring network that is intended for the
interconnection of automation devices. DLR topology is advantageous as it can
tolerate a break in the network. If a break is detected, the signals are sent out
in both directions. When this topology is used, both Ethernet connections are
used. The network connection to Link 1 or Link 2 does not matter.

We recommend that you use no more than 50 nodes on one DLR, or linear,
network. If your application requires more than 50 nodes, we recommend that
you segment the nodes into separate, but linked, DLR networks.

Smaller networks provide the following benefits:

« There is better management of traffic on the network.

« The networks are easier to maintain.

« There is a lower likelihood of multiple faults.
Additionally, on a DLR network with more than 50 nodes, network recovery
times from faults are higher. The maximum cable length between devices
cannot exceed 100 m (328 ft).

For more information on DLR network design and configuration, see
publication ENET-AP007.
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Figure 11 - DLR Topology
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Before using the 56RF interface block in an EtherNet/IP™ network, configure it
with an IP address, subnet mask, and optional Gateway address. This chapter

describes these configuration requirements and the procedures for providing

them. The address can be set in one of three ways:

« Use the Network Address switches.

«  Use the BootP/DHCP utility (version 2.3 or greater), which ships with
RSLogix 5000® software.

« Use RSLinx® software.

IP network addresses have a format of xxx.xxx.xxx.xxx. You must know what
values are being used for the network. If your network has the fundamental
192.168.1.xxx scheme, then you can simply use the three network address
switches. If your network is something other than 192.168.1.xxx, you must use
advanced tools, such as the BootP/DHCPserver, to assign an IP address. After
the address is set, you can use RSLinx software to change the address.

If your network scheme is 192.168.1.xxx, then you can adjust the network
address switches to set the IP address. Remove the covers of the three network
address screws. Use a screwdriver to rotate the switches. Align the small notch
on the switch with the number setting you wish to use. Valid settings range
from 001...254.

When the switches are set to a valid number, the IP address of the interface
block is 192.168.1.xxx (where xxx represents the number set on the switches).
Cycle the power and the valid setting becomes effective immediately.

Figure 12 on page 34 shows an address setting of 192.168.1.123.
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Figure 12 - Address Setting Example

x10
0
S

SPr

Yoc”

The subnet mask of the interface block is automatically set to 255.255.255.0 and
the gateway address is set to 0.0.0.0. When the interface block uses the
network address set on the switches, the interface block does not have an
assigned host name or use a Domain Name Server (DNS).

x100 X1

Step 1...Step 6 show how to change the IP address from the fundamental
192.168.1.xxx to an advanced address. This procedure assumes that the 56RF
interface block was already configured with an IP address using the network
address switches. The following examples show the change process using
specific addresses. You are not limited to these addresses; you can select any
address that meets their needs. In the following example, we change from
192.168.1.115 t0 192.168.2.115.

1. Setaddress switches to 888 and cycle the power.

On the 56RF interface block, the address switches had previously been to
115. Set the address switch settings to 888. Cycle the power and wait until
the MOD indicator is flashing red. The MOD indicator flashes red once,
green once, then steady red for a short while, then flashes green once,
and finally flashes red continuously (about once each second). This
process takes about 10 seconds after power is restored. The interface
block is reset to its factory setting.

2. Set the address switches to 999 and cycle the power.

On the 56RF interface block, set the address switch settings to 999. Cycle
the power and wait until the MOD indicator is steady green. The MOD
indicator flashes red once, green once, steady red for a short while and
finally turns steady green. This process takes about 10 seconds after
power is restored. The interface block IP address is reset.

3. Use BootP/DHCP Server to set new valid address.

a. From the Start menu, select Programs > Rockwell Software > BOOTP-
DHCP Server > BOOTP-DHCP Server.
g |

=
p
£
5
o
a
=
H
1
e
S
=
(3

e, | 1) 5D Sstmms... | 8 Home -
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b. When power is restored, the interface block repeatedly broadcasts its
MAC ID and requests an IP address. The BOOTP-DHCP server
displays the MAC ID in the Request History panel.

55 0019, DHEP Server 2.3 =lo]x

fremincsec] | Type | Ethemel Address [MAC) | IP Address | Hostname |
N0z DHCP  ODODBCESOOTD
N T e—— The Interface Block repeatedly

215654 DHCP  DMOOECESDOID broadeasts its MACID,
Zotn b ecebnn requesting an IP address.

25358 DHCP  OD00:BCESDRID

thesnet T [2 Hostname | Dy
Status | - Entries |
de e DHCP ESD&10. || Dt |

c. Double-click one of the Ethernet addresses (MAC) of the device. The

New Entry dialog appears, which shows the Ethernet address (MAC) of
the device.

New Entry x|

Ethemnet Address (MAC):  [00:00:BC:E5:D0:1D
IPAddress: | 192 . 168 . 2 . 115
Hostname: [RFID_1
Description: [S6RFID Interface Block

[ ok | cancel |

d. Type in the IP address, host name, and description and click OK. The
host name and description are optional fields; they can be left blank.

The device is added to the Relation List, which displays the Ethernet
address (MAC) and corresponding IP address, host name, and
description.

When the address is assigned to the 56RF interface block, the Status

message is updated and the IP address appears in the Request History
window.
e
Fin Took Help
~ Request Hastory
Clear History | Ackd o Rislaion List

fheminsec] | Type | EthemetAddess MAC] | IP Addess Hasiname j

215302  DHCP  DROOBCESDRID 19168215 _AFAD_) e
215902 DHCP  0ODBCESDOID 2

215814 DHCP  O000BCESDRID

215802 DHCP  OO:00:BCESDRID
21:56:58 DHCP  O000:BCESDOID

=
|- Relation List
New | Delele | Ensbie i60TE | Ensbie e | Dissble stTR/mCE |
1 P P [
0R00BCESDRD DHCP 1921682115  _RFID_1  SGAF Intedace Block
1 |- Enlties—
Seri 192.163.2.115 ko Ethemmet addhess 0000BCES 001D = || 12 |

IMPORTANT  Wait for the Status message to show “Sent 192.168.2.115 to
Ethernet address 00:00:BC:E5:D0:1D.” This process can take up
to 30 seconds.

4. At this point, the IP addresses of other devices are changed.
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5. Change the Network Adapter to 192.168.2.1.
a. Open the network connections of the host computer.
b. Highlight the Internet Protocol (TCP/IP) connection.

c. Click Properties. In the IP address field, set the IP address to
192.168.2.1. Click OK.

d. Click Close to close the Local Area Connection window (this window
must be closed to apply the new address).

| Local Area Gt e BT | [irtermet Protocel (TCP/17) Praperties 2l
Geness | Advanced| Geneal |
Connect uting: Yo s gl P selings ansigrmd somficaly |
[ GEDNUSa ToFs ot At cortpas :ﬁm !
This coerecsion uses the lolowng ke rm,,m_,m(:hmgnmz
' Bl Fim ard Frrtee Sharieybox Miaosoht Netpecrks =] 5 L the feloning 1P ke
¥ W™ Paas Proiocol JEEE 802 14 2420
2 T P addmss: w1
¥ Subeet mack: lﬁﬂ& []
L1} | f [
i |__voos | ]
Desesghon T € (bam NS servis addwar automaticaty
Tiripaien: Corkied Promc it et Frosect Thicdetind ! % Wz the folawing DNS serves addresses:
7 Shevs icom i ebcation e when corrcted S s o I
& ; : =
6. Disable DHCP.
a. Set the rotary switches too 0 o.
S5 BOOTP/DMCP Server 2.3 2 =0l
Fie Took Help
| Gl Histoy | Add 1o Relaion List |
fhemnsec] | Type | Ethemet AddressMAC] | IPAddess | Hoginame | B
215902 DHCP  0O00BCESORID 1921682115 _ARD_Y
[|ase ok mmacesoomo
21583 DWCP  0O0BCES001D
215814 DHCP  0000BCES00ID
215806 DHCP  0O.00BCES0O1D
| |zsee  pecP  oooecesDOID
Q1 DHChIDACERORID =
- Rolasion List ;
| Mow | Delete | Enable S00TP | Ensble OHCP | 1Qisable BOOTR/OHCR | |
| T [ F‘:vummnnrw( ration in memory ok next ';
[0200BCESDOID  DHCP 1521682116 _RFADT __ SEAFIndedace Block ]
|
s Entier |
| Sent 19216821151 Ethemat addess (0.0RBCESDD1D H 1a2:% |

b. To highlight the interface block, single-click it in the Relation List.

c. Then, click Disable BOOTP/DHCP. This action instructs the 56RF
interface block to retain the IP address at the next power cycle.

Wait for the Status message to show that the command was successfully

sent. If not, repeat this step.
:?'"I?lll:lfl:' DHCP Server 2.3 u ‘Jﬂ!‘
Fis Took Help
~ Flequest Ha
| Cleas History | Acd o Rislaion List

fhemnec] | Type | Ethemel Address MAC] | IP Address | Hostnamo | &
‘ 20220 DHCP  DO00BCESDOID

215902 DHCP  O000:BCESDOID 1921682115 _RAD_1
25302 DHCP  OOO0BCESDOID
215830 DHCP  OOO0BCESDOID
25814 DHCP  ODO0:BCESDOID

DHCP. o0
| 215802 DHCP  0000:BCESDOID =l

[~ Relation List
‘ New | Delete | Enable BODTP | Ensbie DHCP |[ Disabie BOOTF/OHCF |

[

OQ00BCESDOID DHCP 1521682115 _RFID_1 SEAF Inbedace Block
Status.

w1 < |[vam |

d. Click File > Save As to save the relationship, if desired.

e. Cycle the power to the 56RF interface block. You no longer see the 56RF
interface block in the Request History panel.
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f. From a DoS prompt, you can ping the new address. The response must
be four packets sent, four packets received, and zero lost.

Change IP Address from The easiest way to change the IP address from one non-simple address to
another non-simple address is to use RSLinx. In this case, the three network

One Advanced Address to switches on the 56RF interface block are set to 999, and the address has been

Another Advanced Address previously set using the BootP/DHCP server. The following example shows
how to change the IP address from 192.168.2.115 t0 192.168.3.115.

13 RSLinx Classic Gateway - RSWha - 1 =10] x|
File Edit Yiew Communications Station DDEfOPC Security Window Help

2| &| S\8| || ¥

@ &5 Linx Gateways, Ethernet D w
-d5 A8_ETHIP.L Ethernet 192,168.2.... 192.168.2....

- 5, = - Rl 1769-L35E ...
=19 192.168.2.214, 1769-L3SE Ethernet Port, 1769-L35E Ethernet Port Remove

&+/-{J]) Backplane, CompactLogix System

Driver Diagnostics
Configure Driver
Upload EDS file from device

Security...
Device Properties
Madi i

For Help, press F1 i0 Dojo4/11 [11:06 AM 2

After you open RSLinx:
1. Click the RS-Who icon.
2. Expand the Ethernet connection.
3. Right-click the RFID Adapter.
4. Click Module Configuration.

After the Configuration window appears:
1. Click the Port Configuration tab.
2. Set the Network Configuration Type to Static (if not already done).

3. Change the IP address to the new address. In this example, the address is
changed from 192.168.2.115 t0 192.168.3.115.

onfigurati XJ|

ion | Metwork |

[0k ]| coced | Aob | Hep

Rockwell Automation Publication 56RF-UMO01D-EN-P - November 2021 37



Chapter &4

EtherNet/IP Addressing

38

a. Click Yes to confirm the change.

ControlLogix Gateway Tool ,5'

) Changing the IP Address of this modules will cause all
u connections routed through this module ko become broken.

Do you wish to continue?

e 1w |

b. To close the configuration window, click OK.

RSLinx places an X over the RFID adapter because it can no longer
communicate with it.

¥+ RSLInK Classic Gateway - RSWha - 1 = =10l x|

Fle Ede Vew Communications Station COE/OPC Securty Window Hel

| &l £18| Blle] |

Browsing - node 192.168.2. 214 found

192,168,200 192,168.2...
d | PFID Adep... 1769135E ...

ber 2 Port

B 192,168.2.214, 1769-L3TE Ethernet Port, 1769-L3SE Ethernet Port

I-
For Hel, press F1 [T T [osfoopn [oziem
c. Use the same steps to change the IP address of the other devices on the
network.

Change the Network adapter address t0 192.168.3.1.

d. Close and reopen the RSWho window. The older addresses are not
available and the new addresses (192.168.3.115 and 192.168.3.214)
appear.

+* ASLink Classic Gateway - RSWha - 1

3| &l 218 @] 2|

e B | Browsing - node 192.168.2.115 found
= USCHMSROUKICH

152,168.2,115, RFID Adapter 2 Port + | T/l Gut, RFID Adapter 2 Port + 1 Tnfl Cut
" 192.168.2,214, 1769-L38E Ethernst Port, 1780-L35E Ethernet Port
' 192.168.3.115, RFID Adaptar 2 Pert + | Inj1 Out, RFID Rdapker 2 Peet + 1 Tnfl Cut
# B 192.168.3,214, 1763-L35E Ethernet Port, 1769-L35E Ethernet Port

I B L TR

IMPORTANT If DHCP is not disabled, the 56RF interface block shows two
requests in the DHCP Server at each 56RF interface block power-
up.
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IP Address 888

In the following example, power was cycled to the 56RF interface block at

7:45:16, 7:47:47, 7:49:06, and again at 10:56:00. Each time power was
applied, the s6RF interface block notified the BootP/DHCP server of its

IP address, which indicates that DHCP has not been disabled. If DHCP is

disabled, the 56RF interface block would show nothing.

3 BOOTP/DHCP Server 2,3 =10l x|
Fle Toos Help
r Request History
Clear Histoy | Add to Rolation List |
theminsec] | Tope | EthemetAddress(MAC) [ IPAddess | Hosname | =
105500  DHCP  DD.00BCESDOID 192168.2115 _RAD_1 <=
108500  DHCP  DOOGBCESDOID
74306 DHCP  OOODECESDOTD 192168.2115 _AFID_1 —
74306 DHCP  0000ECESDOTD DHCP has not
74747 DHCP  OOODBCESDOID 1921682115 _RAD_1 = heen disabled
74747 DHCP  00:00.8CESDRID
74516 DHCP  OO:00BCESDRAD 1921682115 AFID_] afm =l
 Ration List
New | Delete | Ensbi BODTP | Enati= DHER | Disstle B0aTR/MHER |
Ethemst Address (MAC) | Type | IP Address | Hostname
00:00:BC:-ESDO:1D DHCP 1521682115 _RAD_1 SERF Irterfaca Block
[~ Status Enties
 Recaved s mesagefom 0R00SCE5 0010, S Al Sl 1) oz |

Address 888 is used to reset the interface block to the factory defaults. Rotate

the address switches to 888 and cycle the power. The interface block clears out

the current assigned IP address.

The MOD indicator flashes the following pattern: flashes red once, green once,

then steady red, then flashes green once, and final flashes continuous red
about once each second. The reset process takes about 10 seconds.
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Notes:
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Fastening

Spacing Between
Transceivers

Mechanical Installation

Each transceiver generates a similar but unique RF field.

Attach the transceiver to the flat plate with Ms screws. The tightening torque
must be 1.5 Nem (13.3 Ibein) for the Ms screw.

The installation of multiple transceivers causes radio frequency interference
and can result in tag communication difficulty. Keep a sufficient distance
between the transceivers as shown in Figure 13.

Figure 13 - Spacing Between Transceivers [mm (in.)]

>300(11.8)
—

'S ] H_

Square Transceiver

;| 2600(23.6)

2600 (23.6)

Rectangular Transceiver

>300(11.8)

H_
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Spacing Next to Metal
Surfaces

Metal

Transceiver Field Maps

42

For the square transceiver, the communication distance drops significantly
when the distance between the transceiver and any surrounding metal is
30 mm (1.2 in.) or less.

For the rectangular transceiver, the communication distance drops
significantly when the distance between the transceiver and any surrounding
metal is 50 mm (2 in.) or less.

Figure 14 - Transceiver Spacing with Metal Surfaces

Metal

$ 230(1.2) =50(2)

; i

Square Transceiver

Rectangular Transceiver

The transceiver has a three-dimensional RF field that emanates from its

sensing surface. The field consists of a main center lobe and a secondary side
lobe.

The RF tags must enter the RF field once, stay long enough to complete the
read and write cycles, and then to leave the field smoothly and efficiently.

Ideally, the RFID tag must pass through the widest section of the main lobe.
This arrangement maximizes the time that the transceiver has for reading and
writing. Avoid the top of the field, and avoid the side lobes.

The preferred direction of travel is for the tag to pass across the RFID sensor

surface. The tag can also approach the sensor surface directly and then move
away directly backwards or to the side.

Figure 15 on page 43 shows the field map of the 65 x 65 mm (2.6 x 2.6 in.)
transceiver.
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Figure 15 - 65 x 65 mm (2.6 x 2.6 in.) Transceiver
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The field map for the 80 x 90 mm (3.1 x 3.5 in.) transceiver, which is shown in
Figure 16, is similar.

Figure 16 - 80 x 90 mm (3.1x 3.5 in.) Transceiver
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Notes:
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Add Your RFID Interface Block to an
RSLogix 5000 Program

Procedure 1. Open RSLogix 5000® software.

2. Click File>New.
2 RSLogix 5000

B save Ctri+5 ..| =
Save fs... [ = |\
New Component »
Import Component L4

Compact

Page Setup...
Gensrate Rennrt

3. Enter the new controller information.

[Rew Controller x|
Vendor: Aler-Bradiey
Type: |1m4_35£ CompactLogidS335E Contrabies :] 1 oK |
Pevision: 19 - Cancel i
™ Redundancy Enabled Help i
Name: [RFID_Test_Project
s IR LR
=
hassis Type |-,;.-m-, j
(= S afety Pariner Siot <pone>
Create Inc [C:\Program Fies\Rockwel Software\RSLogix Programs Browse... !

4. Right-click the Ethernet port of the controller.
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5. Click New Module.

g =3 Controller RFID_Test_Program

L User-Defined
@ Ly, Strings
Add-On-Defined
1 Lyt Predefined
Module-Defined
[ Trends
=453 1j0 Configuration
= {70 Backplane, CompactLogix System
%0 1769-L35E RFID_Test_Program
EF rret E Ik
he
& cut ChrlX
Copy Chrl+C
ﬁ, Paste Chri+¥
Delete Dl

Cross Reference  Ctr+E

Properties

Alt+Enter

Print

6. Select the desired 56RF module and click OK.

. Se odule x|
[Deserption Vendoe |
[ Comnmunic,
(- Digral
B Drivess
B Hl
SKRF_IN_IP RFID Interface Module

4BMS-SNIPF1-M2  MukiSight Vision Sensce, Gmen lens
4BMS-SNIPF2-M2  MultiSight Vision Sensor, 12mm lens

SERF-IN-IPOZZA

Find... | Add Favote I

§ RFID ICade Interface Modue (Dual Channel 2 Digtal adey
SERF-IN-PS1Z  RFID ICode Interface Modube (Single Channel | Digtal In ... Allen-Bradiey

Inpu..

ByCategoy | ByVendsr | Favodes |

ok | Concal

| e |
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General Tab

The General tab describes the device, its definition, and its IP address. Make
the changes that are shown Figure 17 and click Apply.

Figure 17 - General Tab

Madule Properties: LocalENs (SERF-IN-IPD22 1.1) =10 %
Gernrel | Commection | Modhe Info | Irtemet Protocel | Port Configurstion |
Type S |Code Channel 1 Digeatin / 1 Digeal .,
Vendar AberBradey
Parert: LocaENEl - Ethemet Address - |
Hame: [AFID_1] = Prvale Netwod: 1521681, [ 115 .H
Ho 1769-L35E RFID_Sample_Code V1 e Descrpier: [37, - ~ P :
= i 17859-LI5E Ethemet Port LocalENE 1pww' 2 L g
= #g Ethernet 1 Digital Dt =l ot Nt ,—
f] sser-mpoczaFFD_1 ] - |
4 1767-L35E Ethernat Port Localsng f m:’w"“"" - =
EM CompactBus Locsl Changs .. I
Revisiore 11
: e
Correction: Data
DalaFormat: SNT  lfp— 3
Stahur Offine: ok ] coeel | o | mee |

1. Enter a name for the module. In this example, the name is RFID_1. You
can have multiple modules, so be sure to give it a brief but descriptive
name. The name that you assign to the module appears in the Controller
Organizer navigation pane. The name also appears in the description of
the tags, which are described later.

2. Enter a description of the module or its function.

The Data Format can be left as SINT (preferred) or changed to INT (for
compatibility with non-Rockwell Automation® RFID tags).

A SINT is a signed single-byte integer, which can represent numbers from
-255...255 in decimal format (-F...FF in hexadecimal format). An INT is a signed 2
byte integer, which can represent numbers from -65535...65535 in decimal format
(-FFFF...FFFF in hexadecimal format).

4. Set the MAC address for the module. In this example, the address is
192.168.1.115. The 115 reflects the address of the three rotary switches on
the Bulletin 56RF interface block.

MAC Address

When the controller is offline, the MAC address can be set. You have three
options.

«  When a Private Network is used, click Private Network. Enter a value for
the last octet between 1...254. Be sure not to duplicate the address of an
existing device. In the following example, the address of the RFID block
i 192.168.1.115.

1 Ethemet Address 1
(% Private Network: 182188.1.' 1153_
" IP Address: I

© HostName: |

«  When multiple networks exist, you can elect to set the address to some
other value. When offline, simply click IP address and enter the desired
address.
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Module Definition

48

Ethemet Address
" Private Network:

132.158.1,1 3:

aw]mw.%

. 105

 HostName: |

« Click Host Name and type i

n the name of the host. In the following

example, the host name is QPACK4.

Ethemet Address
€ Private Network:

192.168.1, I 3}

€ 1P Address: |

& Host Name: |I!PACK4

You do not need to change the default values. If necessary, changes can be

made by clicking Change.

You can change the Series, Revision, Electronic Keying, Connection, and Data

Format. Click the down arrow on

the Data Format field and select SINT.

x
Series: [« =
Revision: I 1 ~ 15
Electionic Keying: [ Compatible Module x|
DataFormat: SINT >}
[Tox ] Cancel | Hep |

Click OK to accept the changes (o
Help for more info.

r Cancel to retain the original settings). Click
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Connection Tab You do not need to change any settings on this tab.

Geewearr  Connecion | Modue Inkc | Inksnet Pretece | Port Corfiguaation |
Requested Packet Interval (AP} ["200 =] ma 20+ 7500)

1™ Inkikt Modhde

™ Mag Faut On Cartiobie f Cerpction Fais Whie it Run Mode

¥ Uise Linicast Connection orver EtheretAP

Moduls Fault
Setting Description
Specify the number of milliseconds between requests for information from the
Requested Packet controller to the RFID block. The block can provide data on a shorter interval, but if no
Interval data is received, the controller asks the RFID block for a status update. Minimum
setting is 2. Maximum setting is 750.
Inhibit Module When checked, the RFID block is not polled for information, and the controller ignores

any information that is provided.

Major Fault on Controller
If Connection Fails While |Check this box if a connection failure is considered a major fault.

In Run Mode

Use Unicast Connection | Unicast connections are point-to-point connections. Multicast connections are
over EtherNet/IP considered one-to-many. Unicast reduces the amount of network bandwidth used.
Module Fault Fault messages appear in this box.
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Module Info Tab

50

The Module Info tab contains read-only data that is populated when the

controller goes online (a program is downloaded to or uploaded from the
controller).

In the left panel, the Add-on Profile (AOP) shows the vendor, product type,
product code. Revision level, serial number, and product name.

General| Connection Module Info | intermet Protocal | Port Configuration |

Slaus

Vendor Alen-Bradiey Major Faul: Norne
Product Type: Minoe Fault: HNone
Product Code: SERFINIPD22 Intemal State: Run mode
Revision: 11
SerislNumber: 00020004 Conligued: Configured -
Product Mame:  RFID Adapter 2 Port + 1 Owmed: No

AR Module Identity: ~ Match

Refresh | Reset Module | ¢

Status: Running oK | cacdl | b | Heb |

In the right panel, the AOP shows the fault status, internal state (Run mode),
and whether the file is owned and Module Identity.

The Refresh and Reset Module buttons are active when the controller is online.
« Refresh
Click to refresh the data in the window.
« Reset Module
Click with care as it disconnects the module momentarily and control is
interrupted. The following warning window appears.
xl

'2 DANGER. Connection Interruption,
.

Reset should not be performed on a module currently being used For control,
The connection ko the module will be broken, and control may be interrupted.

Continue with Reset?

Yes Mo | Help I

Click Yes or No as needed. Click Help for further information.

Rockwell Automation Publication 56RF-UMO01D-EN-P - November 2021



Chapter 6
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Internet Protocol Tab

For the purposes of this user manual, you are expected to use a Private
Address, that is, an address of 192.168.1.xxx. This window is automatically

populated with the data.
Module Properties: LocalENB (S6RF-IN-IPDZZ 1.1) =101 x|
General | Connection | Modude Info Intemet Protocal | Port Configuration |
Internet Protocol (IF] Settings
P settings can b & o ot or consba S
if the network. supposts this capabiity.
¥ Marually configure IP selfings
™ Obtain IP setings automatically using BODTP
" Olbtain IP settings automatically using DHCP
1P zettings set by swiches on the module
IP Settings Config
MMM&IPM&:IWZ.‘IN.‘I .15 Subnet Mask: %5.25.255. 0
Golewayhddress: | 0 . 0 . 0 . 0
Doman N Primary DNS Server
ame: [ 0.0.0.0
Host Name: [ e 0 . 0.0 .0
Befiesh communication Set -
Status: Running 0K | Camcel | apl Help

Port Configuration Tab

Changes to the fields on the Port Configuration tab are not required for the
Quick Start process. These fields only become active when the controller is

online.

The number of ports that are shown in this window varies depending on the

block used. There are either one or two ports.

The following window shows two ports. Port 1is active, while Port 2 is inactive.
General | Connection | Module Info | Intemet Protocal - Port Canfiguration |

1 ¥ lActive | W = | 100 Mbps

2 | ¥ (nactive | F | -]100Mbps

Status: Running

Help
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Click the ellipsis (...) under the Port Diagnostics. The following window
appears, which shows the communication that takes place between the
controller and the transceiver that is connected to the port.

Port Diagnostics - Port: 1 5'
~ Intesface Counters Media Counters 1

Octets Inbound: 35877556 Alignment Erroes: 0
Dctets Outbound: 34787883 FCS Emorz: o
Unicast Packets Inbound: 108458 Single Colksions: 0
Unicast Packets Dutbound. 172 Multiple Colksions: 0
Norrunicast Packets Inbound: 73 SOE Test Emors: 0
Morrunicast Packets Outbound: 3 Dedered Transmissions: 0
Packetz Discarded Inbound: a Late Colsions: 0
Packets Discarded Outbound: ] Excessive Colisions: 0
Packets With Enors Inbound: 0 MAC Transmt Emors: 0
Packels With Enors Outbound: 0 MAC Receive Emoes: 0
Unknown Protocel Camier Senze; 1}
Packets Inbound: a Frame Too Long: 1]

Reset Counters | +

| Closa I Help
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RSLogix 5000 Controller Tags

During the module installation, the RFID_1 tags are automatically loaded as
controller tags, which makes the tags available to all programs.

In the Controller Organizer, click the Controller Tags.

[ e e oo o i oo [ F0_soroh. =] st i1 B
B Controllx Tags. ————— MName [Z5 4 |value +|ForceMask +[Syle  [DataTipe
(1 Controller Fauit Hander Disablel o) Decimal _|BOOL .
(53 Power-Lp Handler @ _nrp_1c <—— Configuration Tags Frey Tl AB:BEAF_IN_IPD22.C:0
E 8 :;:‘W &_AFD_t1 <= Input Tags o) o) ABSERF_IN_IPDZ2_SINT:10
& 63 Add-on st #-_AFD_10 _———— Qutput Tags [t T AB:56RF_IN_IPD22_SINT:0:0
[#1-L3 Data Types F Address o) Decimal |INT
-1 Trends £ AFL Value o Decimal | INT
= ﬁgmwsm | Baud_Rate o Decimal | INT
& (1) Backplane, Compactiogix System ¥ e | Decimal | INT
0 1765-L35E RFID_Sample_Code_¥1 g M: ; Decimal ‘\NT
S 1765-L35E Ethernet Port LocalENg Block _SEw :
o) & Etherne ) Bytes_pes Block. a Decingl INT
f ssrE-IPDZZIA RFID_I Change_Poll [} Decimal  BOOL
op 1769-L55€ Ethernet Port Locsehg Change_Pall CMD 0 Decimal  BOOL.
11 Compactus Local Change_Pall CMD_ONS ol Decinal BOOL

Three categories of tags appear. The tag name is composed of the module
name followed by:

« “C”for Configuration
« “I”for Input
« “0O” for Output.
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Configuration Image Table

and Tags

Input Image Table and Tags

54

Expand the RFID_1:C by clicking “+” to show the configuration image table,
which has the following tags:

Scoper | TIRFID_Sample_P ¥ Show [81 Tags EH-?_
IName E olvae _"IFM Matk * -SE_ ]DH.BTE B
S RAD_IC (e)] Gond| TAB-SBRF_IN_IPD22C:0

FHAFD_1CCH 115200 Decimal | DINT

(] %Af0_tCChiBuciive 115200 [Decina_ DINT

—RFID_1-C.CRN ol Decimal | BOOL

L —RFID_1:CP100F sultMode o Decimal  |EOOL

| RAD_1.CPOFaiVole of Decina_(B00L
|| B AFID_1.CPO0FRer@iiOn 1000 [Decimal_[INT
£ RFID_1.C PO0FReD0ll 2000/ Decinal |INT

RFID_1:C Pt00NoLoadEn 1] Decimal _|BOOL

|| | RAD_1:CPo00perwieEn 1] Decimdl | BOOL

|| | -AAD_1.CPoo0uwuShCiculEn o |Decimal _|BOOL

L . 0 Decimal | BODL

- 1 Decimal  |BOOL

o Decind_|BOOL —
1] Decimal | BOOL

Tag

Description

ChOBaudRate

The communication rate for Channel 0 from the RFID block to the RFID transceiver is
stored in this tag. Allowable communication rates are 9600, 19200, 38400, and 115200.
The default value is 115200.

Ch1BaudRate

The communication rate for Channel 1from the RFID block to the RFID transceiver is
stored in this tag. Allowable communication rates are 9600, 19200, 38400, and 115200.
The default value is 115200.

CRN

The Configuration Revision Number is used internally with RSLogix for configuration
information. You do not need to use this tag.

Pt0OFaultMode

The PtO0FaultMode is used with FaultValue to configure the state of output 0 when a
communications fault occurs. A value of 0 means that, if there is a communications
fault, the value in FaultValue is used (OFF or ON). A value of 1 means that the last state is
held. By default this value is 0.

Pt0OFaultValue

The PtO0FaultValue is used with FaultMode to configure the state of output 0 when a
communications fault occurs. A value of 0 is OFF; a value of 1is ON. By default the value
is 0.

PtOOFilter0ffOn

The PtOOFilterOffOn is used to determine the OFF- to ON-delay time for input point 0
before the interface considers the input point ON or True. A value of 0 indicates that
there is no delay from an OFF condition to an ON condition; the only delay would be a
hardware delay. A value >0 would delay the input turning ON by the configured value in
milliseconds. By default this value is 0.

Pt0OFilterOnOff

The PtOOFilterOnOff is used to determine the ON- to OFF-delay time for input point 0
before the interface considers the input point OFF or False. A value of 0 indicates that
there is no delay from an ON to OFF condition; the only delay would be a hardware delay.
Avalue >0 would delay the input turning OFF by the configured value in milliseconds. By
default this value is 0.

The PtOONoLoadEn is used to enable or disable No Load diagnostic detection for output

PtOONoLoadEn 0. A value of 1 means that No Load diagnostic detection is enabled; a value of 0 means
that No Load diagnostic detection is disabled. By default this value is 0.
The Pt000penWireEn is used to enable or disable the open wire detection for input
Pt000penWireEn point 0. A value of 1 means that open wire detection is enabled; a value of 0 means that

open wire detection is disabled. By default this value is 1.

Pt000utputShortCircuitE
n

The Pt000utputShortCircuitEn is used to enable or disable the short circuit detection
for output point 0. A value of 1 means that short circuit detection is enabled; a value of
0 means that short circuit detection is disabled. By default this value is 0.

Pt00ProgMode

The Pt00ProgMode is used with ProgValue to configure the state of output 0 when the
controller is in Program mode. A value of 0 means that the ProgValue (OFF or ON) is
used when the controller is in Program mode. A value of 1 means that the last state is
held. By default this value is 0.

Pt0OProgValue

The Pt00ProgValue is used with ProgMode to configure the state of output 0 when the
controller is in Program mode. A value of 0 is OFF; a value of 1is ON. By default this
value is 0.

Pt00ShortCircuitEn

The Pt00ShortCircuitEn is used to enable or disable the short circuit detection for input
point 0. A value of 1 means that short circuit detection is enabled; a value of 0 means
that short circuit detection is disabled. By default this value is 0.

Expand the RFID_1:I by clicking “+” to show the input image table, which has

the following tags:

Rockwell Automation Publication 56RF-UMO01D-EN-P - November 2021



Chapter 7 RSLogix 5000 Controller Tags

# Controfler Tags - RFID_Sample_Program_¥1{controller)

Scope g:gnm_sm_p-| Shaw, [A

i
[=IRAD_T|

mmm

T i
God]  Goend] 6B SERF_IN_IPDZ210
RFD_1 | AuPwiFak o |Decimal[BOOL
(| =) |ABSERF_IN_IP_Strct_Inl 0(2)
240000_0000_0000_000. ... | |DINT

240000_DO00_D0OO_000. . .

ololale|o|elelole

Tag

Description

AuxPwrFault

The AuxPwrFault bit indicates if there is no auxiliary power detected. A value of 0
indicates no fault; a value of 1indicates a fault condition.

BlockFault

The Block Fault bit indicates if any of the RFID channels or input/output points isin a
fault condition. A value of 0 indicates that the RFID channels and input/output points
are functioning correctly. A value of Tindicates one or more of the RFID channels and/or
input/output points are in a fault condition. Individual RFID channel fault bits are
contained within each associated Channel[x] input word.

Channel

See Input Channel Tags.

Fault

The Fault word is a 4-byte value that stores the connection status between the
interface and the controller. A value of 0 indicates that a connection has been
established; a value of -1indicates no connections.

ModuleStatus

The Module status is a 4-byte value that contains the overall status of the module. A
value of 0 or Tindicates that the module is functioning with no faults; a value greater
than Tindicates that a fault condition exists. The ModuleStatus word varies slightly
based on the configured unit.

Pt00OData

The Pt00Data bit indicates if the status of input point 0. A value of 0 indicates open; a
value of Tindicates closed.

Pt00InputFault

The Pt00InputFault bit indicates if the input point 0 has a fault condition. Input faults
would be Open Wire and/or Short Circuit. A value of 0 indicates no fault condition; a
value of Tindicates a fault condition.

Pt00InputShortCircuit

The Pt00InputShortCircuit bit indicates if the input point 0 has a short condition. A
value of 0 indicates no fault; a value of Tindicates a fault condition. Short circuit
detection can be enabled or disabled during configuration.

PtOONoLoad

The PtOONoLoad bit indicates if the output point 0 has a no load condition; No load
detection only occurs when the output point is OFF. A value of 0 indicates no fault; a
value of Tindicates a fault condition. No load detection can be enabled or disabled
during configuration.

Pt000penWire

The Pt000penWire bit indicates if the input point Thas an open wire condition. A value
of 0 indicates no fault; a value of 1indicates a fault condition. Open wire detection can
be enabled or disabled during configuration.

Pt000utputFault

The Pt000utputFault bit indicates if the output point 0 has a fault condition. Output
faults would be No Load and/or Short Circuit. A value of 0 indicates no fault; a value of 1
indicates a fault condition.

Pt000utputShortCircuit

The Pt000utputShortCircuit bit indicates if the output point 0 has a short condition. A
value of 0 indicates no fault; a value of 1indicates a fault condition; output short-circuit
detection only occurs when the output is ON. Short circuit detection can be enabled or
disabled during configuration.

PtOOReadback

The PtOOReadback bit indicates the status of the output point Pt00Data. If the output
bit Pt00Data is 1, indicating that the output has been commanded to turn ON, then when
the output point turns ON PtOOReadback contains the value of 1.

Run

The Run bit indicates if the block is in run or program mode. A value of 1indicates that
the block is in run mode; a value of 0 indicates that the block is in program mode.
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Input Channel Tags

56

Expand the RFID_1:Channel by clicking “+” to show that two channels exist
(Channel[o] and Channel[1]). Expand the RFID_1:Channel[o] by clicking “+”.
Each channel has the following tags:

# Controller Tags - RFID_Sample_Program_¥1{controller)

Scope! @HFIDvSamplevP v] Show: EAI\Tag: vl Y.
_y&m |=8 & | Value € | Force Mask. € | Style Data Type
[=-RFID_1:|.Channel (B fuand) 4B:56RF_IN_IP_Struct_Iml:0[2]
= RFID_1:l.Channel0] o) ) AB:SERF_IN_IP_Struct_Inl-0
—RFID_1:1.Channel[0] Busy 0 Decimal | BOOL
[#I-RFID_1:1.Channel[0].ChE ror ] Decimal  |SINT
[+-RFID_1:1.Channel[0] Command 0 Decimal | INT
(—RFID_1:1.Channel[0].ContReadM... 0 Decimal  |BOOL
[+-RFID_1:1.Channel[0].Counter 0 Decimal | INT
-RFID_1:|.Channel[0] Data (e} {...} |Decimal |INT[30]
—RFID_1:1.Channel[0].F ault 0 Decimal |BOOL
[H-RFID_1:1.Channel[0] Length 0 Decimal | INT
—RFID_1:.Channel[0] Reset 1] Decimal  |BOOL
(—RFID_1:1.Channel[0] ResetinPro... 1] Decimal  |BOOL
“RFID_1:I.Channel0]. TagPresent 0 Decimal | BOOL
[+-RFID_1:1.Channel[1] e ) AB:5ERF_IN_IP_Stiuct_Inl:0

Tag

Description

Busy

The channel Busy bit indicates the status of an RFID channel. A value of 0 indicates that
the RFID channel is not executing a command. A value of 1indicates that a command is
in the process of executing on that channel.

ChError

The channel ChError is a 1-byte word that contains the last error code for that channel.
Avalue of 0 indicates no error, a value >0 indicates some error. See
Error Codes for RFID Interface Block on page 123 for a list of the error codes.

Command

The channel command word is a 2-byte value that stores the last command that the
channel received; at power-up this value must be 0. The allowable commands are listed

in Table 23 on page 57.

ContReadMode

The channel ContReadMode bit indicates the status of Continuous Read Mode for an
RFID channel. A value of 0 indicates that the RFID channel is not in continuous read
mode; a value of Tindicates that the RFID channel is in continuous read mode. While in
Continuous Read Mode, the interface ignores all other commands except a Stop
Continuous Read.

Counter

The channel counter word is a 2-byte value that increments its value by 1after the
interface has completed execution of a command. This value rolls over to 0 after it
counts to 65535 and starts again; at power-up this value must be 0.

Data

Depending on the Data Format, the channel Data word is an array of either 2-byte
values or an array of 1-byte values that total 160 bytes in length. This array is used to
store information that is returned from the RFID interface. Upon completion a
command, reply data is deposited in this array and the length of the reply (in 16-bit word
increments) is placed within the associated length field; at power-up this value must be

Fault

The channel fault bit indicates the fault status of the RFID channel. A value of 0
indicates that the channel is operating normally; a value of Tindicates that the channel
has faulted.

Length

The channel length word is a 2-byte value that indicates the data length for specific
commands. Upon completion of a command, this word is populated with the number of
16-bit words that are returned to the data field; at power-up this value must be 0.

Reset

The channel reset bit indicates the reset status of the RFID channel. A value of 0
indicates that the channel is not in reset; a value of 1indicates that the channel has
completed a reset.

ResetInProgress

The channel ResetInProg bit indicates the status of an RFID channel reset. A value of 0
indicates that the RFID channel is not currently undergoing a reset; a value of 1
indicates a reset in progress on that channel.

TagPresent

The channel TagPresent bit indicates the status of a tag at the RFID channel. A value of
0 indicates that there is not tag present at the transceiver; a value of 1indicates one or
more tags have been detected at the transceiver.
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Output Image Table and
Tags

Table 23 - Allowable Commands

Value Command Description

1 Read Single Block Reads one block of user data.

2 Read Multiple Blocks Reads multiple blocks of user data from a tag.

3 Multi-tag Block Read Reads information from up to four tags.

4 Read Byte Reads bytes of user data from a tag.

5 Start Continuous Read Initiates continuous read mode.

6 Stop Continuous Read Stops continuous read mode.

8 Teach Continuous Read ﬁllt?(\jh:ayanuut;?ngiitcg}ﬁ/.b%t time to start reading in continuous read
10 Write SingleBlock Writes one block of user data.

1 Write Multiple Blocks Writes multiple blocks of user data to a FRAM tag.

12 Multi-tag Block Write Writes multiple blocks of user data to up to four tags.

13 Clear Multiple Bytes Clears multiple bytes of user data in a tag.

14 Write Byte Writes bytes of data to a tag.

0 ey A
31 Read Transceiver Settings Read communication rate, Device ID,Retry Time, and Gain.

33 Get Version Information Retrieves the firmware revision from the transceiver.

3 Get System Information Ereotril{l;g.Flags,UUID, DSFID, AF1,Memory Size, and IC Reference
40 Lock Block Locks blocks of memory.

4 Write AF Write the AFI byte to the tag.

42 Lock AFI Locks the AFl byte from future changes.

43 Write DSFID Writes the DSFID byte to the tag.

L Lock DSFID Locks the DSFID byte from future changes.

45 Get Multiple Block Security Status | Retrieves that security status of multiple blocks within a tag.

Expand the RFID_1:0 by clicking “+” to show the output image table, which has
the following tags:

# Controller Tags - RFID_Sample_Program_¥1{controller) ol

Scope: ﬂl]HF\D_Samp!e_P vl Show: [All Tags 'i i 3
|| Name -8 & [Vdue “ | Force Mask €| Style Data Type
=RFID_1:0 (oot Tmiee} AB:SERF_IN_IPD22:0:0
FH-RFID_1:0.Channel e (oo AB:SBRF_IN_IP_Struct_Dut0:0(2]
—AFID_1:0.Pt00Data 0 Decimal  |BOOL
“AFID_1:0.Run 0 Decimal |BOOL
Tag Description
Channel See Qutput Channel Tags.
Pt00Data The Pt00Data bit is used to turn output point 0 either ON or OFF. A value of 0 is used to
turn OFF the output point; a value of 1is used to turn ON the output point.
The Run bit is used to place the RFID block into run or program mode. A value of 0 is
used for program mode; a value of 1is used for run mode. When in program mode, the
Run interface maintains the connection to the processor but does not execute commands.
The discrete output point follows the mode of the processor and the Run bit, with the
Run bit overriding.
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Output Channel Tags
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Expand the RFID_1:Channel by clicking “+” to show that two channels exist
(Channel[o] and Channel[1]). Expand the RFID_1:Channel[o] by clicking “+”.
Each channel has the following tags:

# Controller Tags - RFID_Sample_Program_¥1(controller) L

Scope: [m RFID_Sample_P vl Show: IZIITags 'I .

_M_v_: =S & | Value “ | Force Mask € | Style Data Type
[=-RFID_1{0.Channel Homat ooty ABSERF_IN_IP_Struct_Out:0:0(2]

[=FRFID_1:0.Channel[0] {one} {o00) AB:SERF_IN_IP_Struct_Out:0:0
[+-AFID_1:0.Channel[0] Address 1] Decimal |INT
[+-RFID_1:0.Channel[0]BlockSize: 0 Decimal  |INT
[+-RFID_1:0.Channel[0]. Command 0 Decimal | INT
[+-RFID_1:0.Channel[0].Data {..-} {...} Decimal |INT[56]
[+-RFID_1:0.Channel[0] Length 0 Decimal  |INT

- RFID_1:0.Channel[0] Reset 0 Decimal |BOOL

[+-RFID_1:0.Channel[0] Timeout 0 Decimal |INT
[+-RFID_1:0.Channe[0L.UIDHi L6#0000_0000 Hex DINT
[#-AFID_1:0.Channel[0] UIDLow 16#0000_0000 Hex DINT

[+I-RFID_1:0.Channel[1] {ona} {e0a} AB:SBRF_IN_IP_Struct_Out:0:0

Tag

Description

Address

The channel Address word is a 2-byte value that contains the address or block value
within the RFID tag that the command executes on.

BlockSize

The channel BlockSize word is a 2-byte value that stores the expected Block Size for the
tag. Valid values are 0 bytes, 4 bytes, or 8 bytes per block. A value of 0 defaults to a
Block Size of 4 bytes per block.

Command

The channel Command word is a 2-byte value that stores the next command for the
interface to process. The RFID interface executes the command once when this value
changes. If a command must be repeated, then set the value to zero first and then
change it again to the desired command. Use a MOV or COP instruction to store the
command value in this tag. The allowable commands are listed in Table 24.

Data

Depending on the Data Format, the channel Data word is either an array of 2-byte
values or an array of 1-byte values that total 112 bytes in length per channel. This array
is used to store information that is directed to the RFID interface. Some commands,
such as reading, do not require the use of this data field. Writing to tags uses this
information with the length field to inform the RFID interface what values it must write.
The size of this word allows the writing of up to 28 blocks of data to a tag at a time, with
each block being 4 bytes in length.

Length

The channel length word is a 2-byte value that indicates the data length for specific
commands. Upon completion of a command, this word is populated with the number of
16-bit words that are returned to the data field; at power-up this value must be 0.

Reset

The channel reset bit is used to command an RFID channel reset. A value of 0 indicates
that the channel is not being commanded to reset; a value of 1indicates a request to
reset the channel.

Timeout

This value determines how long the interface waits for a command response from the
transceiver before indicating a message timeout. The default value is 0, which sets the
timeout at 750 ms. You can enter a timeout value in milliseconds.

IMPORTANT A low timeout value can cause command failures
by timing out before the command would
otherwise have successfully completed.

UIDHi

The channel UID word is an 8-byte value that contains the UUID information for specific
commands that allows the command to be targeted to a specific tag in the field. Under
normal circumstances, this value is 0, which tells the RFID interface to perform an
action regardless of what tag it is. Any value other than 0 attempts to direct the
command to that specific tag. The UIDHi value contains bytes 0...1and 6...7 of the UID.

UIDLow

The UIDLow value contains bytes 2...5 of the UID.
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Table 24 - Allowable Commands

Value Command Description

1 Read Single Block Reads one block of user data.

2 Read Multiple Blocks Reads multiple blocks of user data from a tag.

3 Multi-tag Block Read Reads information from up to four tags.

4 Read Byte Reads bytes of user data from a tag.

5 Start Continuous Read Initiates continuous read mode

6 Stop Continuous Read Stops continuous read mode

8 Teach Continuous Read .t\:}lg;v?n%%lét;u?g;tggcgﬁlsyt. time to start reading in continuous
10 Write SingleBlock Writes one block of user data.

1 Write Multiple Blocks Writes multiple blocks of user data to a FRAM tag

12 Multi-tag Block Write Writes multiple blocks of user data to up to four tags.

13 Clear Multiple Bytes Clears multiple bytes of user data in a tag.

14 Write Byte Writes bytes of data to a tag.

0 ey T
31 Read Transceiver Settings Read communication rate, Device ID and Retry Time.

33 Get Version Information Retrieves the firmware revision from the transceiver.

3 et System Information ]Eire[z)t; I?af]g Flags,UUID, DSFID, AFI,Memory Size, and IC Reference
4 Write AFI Write the AFI byte to the tag

42 Lock AFI Locks the AFI byte from future changes.

43 Write DSFID Writes the DSFID byte to the tag.

[ Lock DSFID Locks the DSFID byte from future changes.

45 Get Multiple Block Security Status |Retrieves that security status of multiple blocks within a tag.
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Notes:
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Chapter 8

RFID Commands

Commands Summary

This section provides a summary of the commands that the RFID transceiver

supports. Detail of the commands can be found in RSLogix 5000 Code
Examples on page 63. This guide assumes familiarity with RSLogix 5000®. The
* ACD file must already be downloaded into the PLC and working properly.

Table 25 assumes the following:

«  You have configured the RSLogix 5000 Add-on Profile (AOP) with Data
Format set to SINT.

« The RFID tag has blocks that are only 4 bytes each.
« The Universally Unique Identifier (UUID) is set to zero (unless specified).

A UUID can be specified in xx.0.Channel[0].UIDLow and xx.0.Channel[ 0].UIDHi for
most commands to operate on a specific tag. If xx.0.Channel[0].UIDLow and

xx.0.Channel[ 0].UIDHi are set to 0, the command operates on the first tag in the
transceiver field. All other Output values must be set to 0 where not specified.

Table 25 - Commands

— Output Input
Command Description xx.0.Channel[0] xx.l.Channel[0]
Option Flag 0 Command = 20 Data[0] = # of tags
Returns number of tags in field Length=0 Data[2...9,10...17,18...25, 26...33] = UUID of up
Returns Universally Unique Identifier (UUID) of first tag in field | Data[0]=0 to four tags
Inventory Option Flag 1 _ Data[0] = # of tags
Returns number of tags in field EngThaEq =2 Data[2, 12,22, 32]= AFI of up to 4 tags
Returns Application Family Identifier (AF1) of first tag in field Datg[[]] -1 Data[4...11,13...21, 24...31, 34...41] = UUID of up
Returns Universally Unique Identifier (UUID) of first tag in field N to four tags
Option Flag 0 Command =1 _
Read Single Reads one block of user data from a tag Data[0]=0 Datal0...3] = User data (4 bytes)
Block Option Flag 1 _ _
Reads one block of user data from a tag ng’[“[ﬁ"i 1 B:EZ%E].E]Sec%Sr’iatr ds?;?lf: bytes)
Returns security status of the block y
o Command =10
\[IEVIQE?( Single Writes one block of user data to a tag E?c?r?ktgiz:em:o%ll(oscﬁize All data bytes are zero
Data[0...1] = User data (4 bytes)
Command = 40
Lock Block Locks one block of user data, preventing writing UIDLow = UIDLow All data bytes are zero
UIDHi = UIDHi
Option Flag 0 EngThaEdNE%ber of blocks Data[0...3] = Block x
Reads multiple blocks of user data from a tag Datg[[]] -0 Data[4...7] = Block x+1
Read Multiple
Blocks Option Flag1 Command =2 Datal0...3] = Block x
Reads multiple blocks of user data from a tag Length = Number of blocks B:E:H;] a]SchulLlé){( it;tus of block x
Returns security status of the blocks Data[0]=1 Data[10] = Security status of block x+]
) ) Command =T )
\Elg\llgléeksr’lultlple Writes multiple blocks of user data to an FRAM tag Efg‘ﬂfg;eNngngz?ms (multiple of 8) All data bytes are zero
Data[0...3] = User data (8 bytes)
. . - . . Command = 41
. Writes 1byte of information into the AFI that tained
Write AFI wirtlh?r? hlo);:;—OZ nformation info the Ar area tat Is CONTAINEE | gngth =1 All data bytes are zero

Data[0] = 00xx
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Commands Summary

Table 25 - Commands (Continued)

s Output Input
Command Description xx.0.Channel[ 0] xx.I.Channel[0]
Lock AFI Locks the 1byte of information for the AFl area, preventing it B?ﬂ?ﬁiduiéfow Al data bytes are zero
from being modified P : y
UIDHi = UIDHi
Command = 43
Write DSFID Writes 1byte of information in the DSFID area Length=1 All data bytes are zero
Data[ 0] = 00xx
Command = 44
Locks the 1byte of information for the DSFID area, preventing | UIDLow = UIDLow
Lock DSFID it from being modified UIDHi = UIDHi All data bytes are zero
Data[ 0] = 00xx
Returns the following system information of the tag: Data[0] = Info_Flag
(2]
Info_Flags Data[2] = DSFID
uuID Data[ 4] = AFI
petSystem | psip Command = 34 Datal...13] = UUID
AFI Data[14] = Max Block Number Data[15] = Max
Memory Size (Max Block Number +1* Max Byte per Block +1) Byte Number in Block
IC Reference Data[16] = IC Ref
Get Multiple Command = 45 Data[0...7]=UUID
Block Security  |Retrieves the security status of multiple blocks within a tag Lenath = Number of blocks Data[8] = Security status of block x
Status 9 Data[10] = Security status of block x+1
Command = 4
Option Flag 0 Address = Starting byte _
Reads bytes of user data from a tag Length = Number of bytes to read Datal0...] = User data
Data[0]=0
Read Byte : Command = 4
e g s g Address = Starting byte Data[0...7] = UUID
Reads bytes of user data from a tag [L]Zrt]g[tg]zN]umber of bytes to read Data[8...] = User data
Command =14
Write Byte Writes bytes of user data to a tag ﬁgg(r;t}ﬁS::NSutr?\rt;:anrgo?)g;tes to write Data[0...7]= UUID
Data[ 0] = Start of User data
Command =13
Clear Multiple - . Address = Starting byte
Bytes Clears multiple bytes of user data in a tag Length = Number of bytes to clear All data bytes are the cleared byte value

Data[0] = Cleared byte value

Multi-tag Block
Read

Reads the following information from up to four tags in the
field:

Number of tags

uuID

Multiple blocks of user data

Command =3

Address = First block to read

Length = Number of blocks to read for
each tag

Data[ 0] = Number of tags
Data[2...9] = UUID of first tag
Data[10...*] = User data of first tag
Data[*...*]= UUID of second tag
Data[*...*] = User data of second tag

Multi-tag Block
Write

Writes multiple blocks of user data to up to four tags in the
field

Returns number of tags in the field

Retrieves UUID of tags

Command =12

Length = Number of bytes to write to
each tag

BlockSize = Block size

Data[ 0] = Block x

Data[4...7] = Block x+1

Data[0]= Number of tags
Data[2...9] = UUID of first tag
Data[10...17] = UUID of second tag
Data[18...25] = UUID of third tag
Data[26...33] = UUID of fourth tag

Read Transceiver

Retrieves the following information from the transceiver:
Communication rate

Data[0...1] = Device ID
Data[2...5] = Communication rate

Settings Device ID Command = 31 Data[6...7] = Retry setting
Retry time Data[8...9] = Gain

Get Version - . . . _ e .

Information Retrieves the firmware revision from the transceiver Command = 33 Data = firmware revision
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Main Routine

Example Command
Routines - Overview

RSLogix 5000 Code Examples

This chapter contains examples of routines that run in the RSLogix 5000®
program.

The examples are written for an RF transceiver that is connected to the “0”
connector on the RF interface block. A momentary switch is connected to the
Digital Input connector. The switch is used to enable the routine to allow you
to repeat the routine easily.

In the examples, the RFID block is identified as “_RFID1”

_RFID_1:0 Fun
o pam——

_RFE_11P000tn _RFID_1:0 Pi00ntn
Ep- o

1L

'_\IQR
2 Jump To Subroutine

Fioutine Mame  Invertory_Routine

. I e To Subwoutine
| Foutine bavres Fied_Single_Biock_Fouting

4 [ Jump To Subroutine
|R0\lnpNure Ws_Single_Biock_Routne

" Jump To Subroutine
Foutine Name  Read_Mulbipls_Blocks_Routine

8 ump To Subrouting
Foutine Name  virke_Mulipls_Blocks_Routing

[
7 { Jump To Subroutine
Routine Hame Claar_Muiple_Bytes_Routine

R
L] hamp To Subroutine
Foutne Hame Read_Byle_Routne

A partial listing of the Main Routine is shown in the

Example Command Routines - Overview. The Main Routine sets the run bit. In
program mode, the run bit is 0; and 1 for run mode. The remaining blocks
jump to the various subroutines to execute the commands. In Rung 1, the
momentary switch turns on Digital Output o, which turns on a status indicator
to confirm that you have pressed the momentary switch.

Many of the example routines (not the Main Routine) use the same Ladder
Logic. Rung o on page 64...Rung 4 on page 65 explain the Ladder Logic.
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64

Rung o initiates the routine. A sensor or momentary switch, which is
connected to the input connection of the RFID interface block, senses that an
object (with an RFID tag attached) is approaching and enables the execution of
the read routine. The sensor is the Examine If Closed (XIC) bit labeled
_RFID_1:I:PtooData. When the sensor detects the object, the instruction
latches ON.

Rung1

Rung 1initializes the output image table in preparation for command.
Execution begins when the transceiver is not already busy reading a tag and a
tag is present in the RF field.

This XIC instruction is latched ON by the sensor in Rung o.

RFID_1:I:Channel[o]Busy — This Examine If Open (XIO) instruction prevents
the rung from executing when the transceiver is busy executing a command.

RFID_1:I:Channel[o].TagPresent — This XIC instruction closes when a tag is
present in the RF field of the transceiver that is connected to Channel[o].

MOV variable to RFID_1:0:Channel[o]:variable — Moves data from a Controller
tag to the output image table variable.

MOV o to RFID_1:0:Channel[o].Command - Initializes the output command
too.

IMPORTANT The transceiver executes a command when the command value
changes. When repeating a command, set the command value to O first
and then reset it to the same desired value.

Start — Latches a tag that indicates the function has started.

Unlatch - Unlatches (turns OFF) the instruction from Rung o and readies the
routine for the next RFID tag.

Rung 2

Start — With the output channel properly initialized, the Start bit enables the
rung to begin execution.

EQU RFID_1:I:Command[o].Command =0 - When an output command is
updated, the interface block returns that command back to the input
command. If the input command is zero (it was set in Rung 1), then the EQU
output goes HI and enables the subsequent MOV command.

MOV x to RFID_1:0:Command[o].Command — Moving a nonzero value into
the output command byte instructs the RFID block to execute the command.

Rung 3

Rung 3 verifies that another command is not initiated while a command is
busy.

Start — The Start bit enables the rung to begin execution.
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Clear Multiple Bytes

RFID_1:I:Channel[o].Busy - When the command begins execution, the Busy
bit goes HI. This contact closes and the rung is executed.

InProgress — When command begins execution, an In-Progress bit is latched
ON.

Start — This contact is opened, as the command has transitioned from start to
busy.

Rung 4

Rung 4 confirms the completion of the command, as the interface block moves
avalue into the input channel command location.

InProgress — This contact closes when the read command begins execution.

RFID_1:I:Channel[o].Busy — This contact is open while the command is in
process.

EQU RFID_1:I:Channel[0o].Command — Upon completion of the command the
interface block copies the value from output command to the input command.
If the input command value equals the value of the command, the EQU output
goes HI.

InProgress — This bit is unlatched when the command is successfully
completed. The routine is now ready for the next RFID tag or other routine.

The Clear Multiple Bytes command clears multiple bytes of user data in an
RFID tag. You can specify the number of bytes to clear and the address from
which to begin. Similar to a “copy” command, it copies the value that you
specify in the output data image Data[o] location to the addresses you specify.

Set the following values in the output image table:
a. xx:0.Channel[o].Command =13
b. xx:0.Channel[o].Address = starting address
¢. xx:0.Channel[o].BlockSize = o
d. xx:0.Channel[o].Data[o] = 0 (or value that is used to clear the byte)

f. xx:0.Channel[o].Reset =0
g. xx:0.Channel[o].Timeout =0
h. xx:0.Channel[0].UIDLow = o (or UIDLow)

]
]
]
]
e. xx:0.Channel[o].Length = the number of bytes to clear
]
]
]
i. xx:0.Channel[0].UIDHi = o (or UIDHi)

Unless a UUID is specified, this command operates on the first tag in the field.
Specify a UUID in xx:0.Channel[0].UIDLow and xx:0.Channel[o].UIDHi to
perform the command on a specific tag.

Example Routine

In the following example routine, the initialization in Rung 1 sets the address,
length data, the value that is used to clear the fields and sets the command
value to 0. The BlockSize, Reset, Timeout, UIDLow, and UIDH] are set to 0 in
the output image table. The value to be copied is initially stored in the
controller tag CMB_Data. In the following example, CMB_Data is set to o, but
you can set this value to be any valid SINT value.
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AT 1APO00us  Grable, Ciner Ml Dyies o Jt_Dyes
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T RaacecT 3E e 3>
Sngiw
1w Clowr Mot Bytes
ot o, x
o=

| omnm:
1 .

Cloar_Mt_Bries_Set P — ’—D’/n—
1F e r ] 1

Saurce mJlme Sures "

Source s ® | fest_RFD_10.Channel] Conmard

o

o N Bries St _FFO_i | Crarmed| Busy Coe_Whls_Brtes_iroggess

? 3E IE

| o e B, [

o JAd Bws o V.| Daraip Doy - -t ; R P
. — f— 2.0 !

Souron & _BFD_t1 Crannefs] Comearsi
T

sorce® w |

Example Results

To demonstrate the results, the Read Byte command was executed on an RFID
tag. The data in this tag was a simple list of numbers starting from 1. The
counter is 31.

[=F-_RFID_1:I.Channel o ? fet AB:SERF_It

= _RFID_1:\.Charnel0] iez) sl ABISERF_I
—_RFID_1:l.Channel[0] Busy o Decimal |BOOL
B-_RFID_1:1.Channel[D} ChEmor 0 Decimal | SINT
FF_RFID_1:1.Channel[0] C ] 4 Decimal |INT
—_RFID_1:1.Channel[0] ContReadMode o Decimal |BOOL
E-_HFID_tI,ChamIEI].m 7 Decimal  |INT

_RFID_1:\.Channell0} Data G {-..}|Decimal |SINT[160]
4_RFID_1:|.Channef{0].D ata[0] @l Decimal ISINT
#_AFID_1:| Channel[0} Datal1] z Decimal |SINT
_RFID_1:l.Channel[d]Dalal2] Beforé clearing, the datais a § 3 Decimal | SINT
4 _RFID_T:|.Channel(0).D. ial list of numbers I 4 Decimal |SINT
{+-_RFID_1:|.Channel[0] D ata[4] 5 Decimal !SINT
E-_RFID_1:1.Channe{0} Data(5) 5 Decimal |SINT
_RFID_1:1.Channel{0] Datal6] 7| Decimal |SINT
Er_RFID_T:.Channe0}Datal7] 8| Decimal |SINT

The Clear Multiple Byte command is executed successfully as the ChError = o
and all data bytes are zero. The counter increments to 32.

=/_RFID_1:|.Channel0] o), foas) |AB:SERF |
—_RFID_1:1.Channel[0]} Busy 0 Decimal |BDCIL

£ _RFID_1:|.Channel{0] ChEror No errors =g 0o Decimal _|SINT
F-_RFID_1:|.Channel{0] Command 13 Decimal |INT
|-_AFID_1:1.Channel0) ContReadMod 0 Decimsl |BOOL
FF_RFID_1:1.Channef0] Counter 3z Decimal  |INT
(=_RFID_T.Chonnell0]Data ) (...} |Decimal |SINTI160]
F-_RFID_T.1.Channel[0] Datal0) 0 Decimal | SINT
F+-_RFID_1:1.Channel[0] Dataf1] [ Decimal |SINT
[+-_RFID_1:1.Channelf0] D atal2] 0 Decimal ISINT
“4-_RFID_1:1.Channel[0] Datal3] All data 0 Decimal |SINT
F+-_RFID_1:|.Channel[0] Data4] addresses show0 o Decimal |SINT
£F_RFID_1:|,Channel{0) Data(5) [ Decimal _|SINT
Ek_AFID_1:|.Channel(0}Data(6] [} Decimal Ismr
E_RFID_T:|.Channel[0].Datal7] 0 Decimsl _|SINT
FE-_RFID_1:1.Channel[0} Data{8] 0 Decimal |SINT

The tag is read again (command = 4) to confirm the clearing. Data bytes 2...4
are successfully set to o.
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Get Multiple Block Security
Status

| =-_RFID_1:1.Channelf0] s
| | ~_RFID_1:\.Channel0} Busy

|| BH_AFID_1:.Channel{0) ChEmnor
| | B RFID_1|Channel0] Command
| | —_RFID_1:|.Channel0} CoriReadMode

|| FF_RFID_1:1.Channel0] Counter
|| E/_AFID_1:\.Channel0L Data i
| BH_RFID_1:1.Channell0] Datal0]
| BH_RFID_1il Channel[0] Data1]
FH-_RFID_1:1.Charnel[0] Dataf2]
RFID_1:1.Charnel[0} Datal3]
F-_RFID_1:1.Channel{0].Dsta{4] Data Cleared
| B_AFID_1:|.Channel0] Data5]
e _RFID_1:1.Channell0] Datelf]

w

@ oo oo N~ W o s oo~

| | B3_RAID_1:1.Channel[0] Datal7]

The Get Multiple Block Security Status command retrieves the security status
of multiple blocks within a tag. It also displays the Universally Unique
Identifier (UUID) of the RFID tag.

Set the following values in the output image table:
a. xx:0.Channel[o].Command = 45
b. xx:0.Channel[o].Address = the first block to read
¢. xx:0.Channel[o].Block =0
d. xx:0.Channel[o].Data[o] =0
e. xx:0.Channel[o].Length = the number of blocks to read.
f. xx:0.Channel[o].Reset =0
g. xx:0.Channel[o].Timeout = 0
h. xx:0.Channel[0].UIDLow = o (or UIDLow)
1. xx:0.Channel[o0].UIDHi = o (or UIDHi)

Unless a UUID is specified, this command operates on the first tag in the field.
Specify a UUID in xx:0.Channel[0].UIDLow and xx:0.Channel[o].UIDHi to
perform the command on a specific tag.

Example Routine

In the following example routine, the initialization in Rung 1 sets the address,
length data, the Data[o] value that is used to clear the fields and sets the
command value to 0. The BlockSize, Reset, Timeout, UIDLow, and UIDHi are
set to o in the output image table. The starting address is block o. The
command reads 28 blocks (all blocks of this RFID tag).
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PO _VAMI00uts  Enable_Cet_Securty Gt _Sacurty_Stahus
[] e — — —
. ou_swﬂym JRFD_31 Charnel0) Busy M_\:Iﬂwww = Gol_Securty_Stetus_Start
JE ¥ 1E raconl
s Get_Securty_Sisus
Dot MO, 4
[T
e —
Source Lergeh
L
Dot _RFD_1:0.Channeql Lengeh
L
Move —
Souce o
Dest _RA0_1-0 Charvf) Datal0]
0w
. ]
Source ]
Dest _RFD_1-0 Chenned] Conmand
[
Out_Secirty_Siabie_Starl ———f——————
3 E Ecuad Move -
Sorce A _RFD_11Channe(l] Comaand Source “®
o
Scurce B o Dot _PD_1:0 Cranneqo) Command
L
5 o-.wnﬁlm.m Frot Iﬂ:-:ﬂh-v Gt _Sacurty_Stelus_irogress
IE 1E
et _Securty_Seetus_Sert
A Gt _Securty_Stahus Frogress _RFD_TACH e & Get_Secuty_Sshus_rfrograss
g o Sourve & _FFE_11Chareetl] Comeand
o
Sowce B “
{End)

Example Results

The following example shows the security status for the first three blocks.
Blocks o0 and 2 are locked. Block 1 is not locked.

RFD_11A000sts  Ensble_Ost_Securty Get_Securty_Status
L] —3 o 4
Ot _Securly_Stevs _RFD_T FRFD_1 Ont_Security_Ststus_Sim
! 3k 3 fe JE Move g
Source Aagress
o Get_Securty_Stsha
Dest _RFD, Address &
L
(S e |

Gel_Security_Status_Starl
2 3 E Eousl Mowe —
Source & _RFID_1:1 Channed0] Command Source 45
04
Source B o Dest _RAD_1:0 Channef] Command
[T

. G Securty_Suhus_Stat AP Crarre) Busy Get_Securty_Simtus_rérogress
40 3
ef_Securty Staus St
. Get_Securty_Stetus_inProgress _AFD_| £ Get_Securtty_Sistus_infrogress
o 0 Serce A _RFD_1ACranned0] Command
0w
Souce B -
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Get System Information

The following information is displayed:
« xx:I.Channel[o].Data[o...7] = UUID
« xx:I.Channel[o].Data[8...9] = Security status of block x
« xx:I.Channel[o].Data[10...11] = Security status of block x+1

The Get System Information command returns the following RFID tag
information:

« Info_Flag

» Data Storage Format Identifier (DSFID)
« Application Family Identifier (AFI)

« Universally Unique Identifier (UUID)

« Memory Size

« IC Reference

Set the following values in the output image table:
a. xx:0.Channel[o].Command = 34
b. xx:0.Channel[c].Address =0
c. xx:0.Channel[o].BlockSize = 0
d. xx:0.Channel[o].Data[o] =0
e. xx:0.Channel[o].Length =0
f. xx:0.Channel[o].Reset =0
g. xx:0.Channel[o].Timeout = 0
h. xx:0.Channel[0].UIDLow = o (or UIDLow)
1. xx:0.Channel[0].UIDHi = o (or UIDHi)

Unless a UUID is specified, this command operates on the first tag in the field.
Specify a UUID in xx:0.Channel[0].UIDLow and xx:0.Channel[o].UIDHi to
perform the command on a specific tag.

Example Routine

In the following example routine, the initialization in Rung 1 sets the address,
length data, the Data[o] value that is used to clear the fields and sets the
command value to o. Because the address, length and data[o] can only be o, the
source in the MOV instruction can be set to 0. The BlockSize, Reset, Timeout,
UIDLow, and UIDHIi are set to o in the output image table.
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(End)

_RFD_1:|P000sta  Enable_Get_Sys_info
e

Get_System informabion _RFID_11 Channel[0] Busy _RFID_11.Channe{0] TagPresert
E
1E

ENd
JF Move
Source

Get_System _Information
|

Get_System _Information_Start

o

est_RFID_1.0 Channei(0) Address:
04

Move
Saurce

o

Dest _RFID_1:0.Channelld] Length
0%

—— tove
Source

o

Dest _RFID_1:0 Channei(0] Data{0]
0

] hiove.
Source

o

Dest_RFID_1:0 Channel[0] Command

e

Get,_System_informetion_Start
— I Equal

Source B

Source A _RFD_{:| Channe}0] Command
344

e

Move

0

Source £

[Dest _RFID_1:0 Channe{0] Command
T

L
T

Get_System_information_Stert _RFID_{:1.Channell0] Busy Get_System_Informetion_InProgress.
——3E JE 4
Get_System_Information_Start
Get_System_information_infrogress _RFID_1 : Get_System_information_InProgress.
aual 1

Source & _RFID_1:1.Channel0] Comman
3

Source B £

Example Results

The Info Flag contains data that is used to determine what parameters are

passed back.

The DSFID, AFI, and UUID follow.

The tag being read was catalog number 56RRF-TG-30. This tag has 28 blocks.
The maximum block number 1s 27, as the first block is 0. Each block has 4 bytes.

The maximum byte number is 3, as the first byte is o.

The IC Ref is the last byte reported.

10
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=_RFID_1:1.Channel0] s fiac AB:5ERF_|
—_AFID_1:1.Channel[0} Busy 0 Decimal |BOOL
[-_AFID_1:|.Channel[0) ChEror 0 Decimal |SINT
F-_RFID_1:1,Channel[0] Command 34 Decimal |INT
—_RFID_1:1.Channel[0] Conif 0 Decimal |BOOL
[+-_RFID_1:1.Channel[0] Counte: 142 Decimal  [INT
[=_RFID_T:\.Channel[0}.Data foo) {...} Decimal |SINT[160]
£+ RFID_1:1.Channel0] Datal0) Info Flag 15 Decimal |SINT
+-_RFID_1:1.Channel(0} Dataf1] 0 Decimal  |SINT
(H-_RFID_1:1.Channel0} Data[2] ~_ DsFip 68| Decimal |SINT
t#-_RFID_1:1.Channe{0] Dataf3] ' 0 Decimel |SINT
H-_RFID_1:1. Channel0] Dataf4] AFI 58 Decimal  [SINT
H-_RFID_1:1.Chanel 0] D ataf5] 0 Decimal  [SINT
FH-_RFID_1:1.Channe{0) D atal6] @ L6§eo Hex SINT
_AFID_1:1.Channel 01 Dataf?] UID Low | 16#04 Hex SINT
{#_RFID_1:1.Channel0L D atalg] 16426 Henx SINT
FH_RFID_1:.Channel 0L D ata[3] Hex  |SINT
F_RFID_1:1.Channel0] Data{10] Hex SINT
F-_RFID_T:1 Channe(0]Dala11] UDHI | 16401 Hes  |SINT
F-_RFID_T:. Channel0] Datal12] Hex SINT
-_RFID_1:.Channel0) Datal13] Hex SINT
[ _AFID_1:.Channel 0D atal14) Max Block Numk Decimal  |SINT
B _RFID_1:.Channeli0LDatal15] Max Byte Number in Block 3 Decimal  |SINT
FE-_RFID_1:1.Channel0].D ata{16] IC Ref 1 Decinal |SINT
EH_RFID_1:1.Channel 01 Data17] 0 |Decimal  |SINT
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Get Version Information The Get Version Information command retrieves the firmware revision
information from the transceiver.

Set the following values in the output image table:
a. xx:0.Channel[o].Command = 33
b. xx:0.Channel[o].Address = 0
c. xx:0.Channel[o].BlockSize = o
d. xx:0.Channel[o].Data[o] =0
e. xx:0.Channel[o].Length =0
f. xx:0.Channel[o].Reset =0
g. xx:0.Channel[o].Timeout = 0
h. xx:0.Channel[0].UIDLow = 0
1. xx:0.Channel[o].UIDHi=o0

Example Routine

In the following example routine, the initialization in Rung 1 sets the address,
length data, the Data[o] value that is used to clear the fields and sets the
command value to o. Because the address, length and data[o] can only be o, the
source in the MOV instruction can be set to 0. The BlockSize, Reset, Timeout,
UIDLow, and UIDHi are set to 0 in the output image table.

D (PG Erabie,_ ot Verven i G Vermem
—3E d b o
O Vermn_RYD_1 1 ey sy - o eren_Simt
1 11 m— — NI P ar .
Eouse ]
| o versen |
it Version, St T — ——— i ——
]t s |-
s OV rarnet) Conmara Souree n
330
...... " [ [st A1) Crarredl Commarst
o |
et version St _ATD_11 Crannefo| Busy Gt version_rérogrens
1 —F E :
o Veron St
e
G Vv e R0 T it v irévoggrens
i st &I ChanreAl] o >
e
® n
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Example Results

The results are stored in Data [0...3]. In this example, the version is de20007
(version 2.07).

="_RFID_1! T o) ABSERF_
—_RFID_T: AwPwiFaul 0 Decimal _|BOOL
—_RFID_1:1.BlockFaul 0 Decimal |BODL
—_RFID_1:\.Channel o) A AB5ERF_
=-_RFID_1:1.Channel[] ) i ABSRF_
_RFID_:.Channef0] Busy 0 Decimal _|BODL
[#-_RFID_1:1.Channel[0].ChE rror 0 Decimal | SINT
I+-_RFID_1:I.Channel[0].Command 33 Decimal  |INT
_RFID_.Channel0] ContReadMade 0 Decimal _|BODL
[+-_RFID_1:I.Channel[0]. Counter 81 Decimal  |INT
=-_RFID_.Channel0] Data T {---3|Decimal _|SINT[160]
[#-_RFID_1:1.Channel[0] D ata[0] 16407 Hex SINT
[#-_RFID_1:1.Channel[0].D ata[1] 16400 Hex SINT
F-_RFID_1:l.Channel0] Datal2] 164e2 Hex SINT
{#_RFID_1:I.Channel[0] Data[3] 1640d Hex SINT
[#_RFID_1:1.Channel[0].D ata[4] 0 Decimal  |SINT
Inventory The inventory command returns the UUID and DSFID information from the

RFID tags in the field. This command can read up to a maximum of four tags.
The more tags in the field, the more time the tags must be in the field to
complete the inventory command. By setting the output image fields to
specific values, the Inventory command returns the following information:

1. Returns the number of tags in the field and the UUID of each tag. Set
Address =0, Length = 0 and Data[o] =0

2. Returns the number of tags in the field, the UUID, and the DSFID of each
tag. Set Address =0, Length =1and Data[o] =0

3. Returnsthe number of tags in the field, the UUID, and the DSFID of each
tag that meets the specified AFI. Set Address =1, Length =1 and Data[o] =
AFI value. If the AFI value is o, then all tags are reported.

Set the following values in the output image table:
a. xx:0.Channel[o].Command = 20

. xx:0.Channel[o].Address = 0 (or 1) @
. xx:0.Channel[o].Block =0

a0 o

. xx:0.Channel[o].Data[o] =0 (or 1) ®)

. xx:0.Channel[o].Length = 0 (or 1) ©©
xx:0.Channel[o].Reset =0

. xx:0.Channel[o].Timeout = 0

.xx:0.Channel[0].UIDLow =0

xx:0.Channel[0].UIDHi=0

= lo B W ¢ ]

—-

(a) Set Address =0 to get all tags in the RF field.

Set Address =1to get all tags that have the AF value specified in the Data[ 0] location.
(b) Set Data[0]=0 to return all tags in the RF field.

Set Data[ 0] = AFI value (but not zero) to return only those tags that have that AFl value
(c) Set Length =0 to get only the UUID for each tag.

Set Length = 1to get both the UUID and the DSFID for each tag.
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Example Routine

In the following example routine, the initialization in Rung 1 sets the address,
length data, the Data[o] value that is used to clear the fields and sets the

command value to 0. The BlockSize, Reset, Timeout, UIDLow, and UIDHi are
set to 0 in the output image table.

The example ladder diagram is initially set for Address =0, Length =0 and
Data[o] = 0. These values are then changed to obtain example results for the
three versions of the Inventory command.

| FFD_11A00MS  Ensbie_inwentory
1F sy

i
L

Ietory D\ CharvattiBusy _FFID_1 1 Cranvet0) Taghesent
e T

Sowce Langn
L

B—-Y
er
st D10 CharmefOl Langsh
L

S
- —
| sourem AP ke

— o

§ v
| Sowre A _RFD_1 ChannefS} Command
[

Inartory_rbrogess |
Saxce N“

Rockwell Automation Publication 56RF-UMO01D-EN-P - November 2021 3



Chapter 9 RSLogix 5000 Code Examples

Example Results

In example 1, the Address =0, Length = 0 and Data[o] = 0. Four RFID tags were
in the RF field at the time the read command was executed. The controller tag
values are shown in the following example. The data shows the number of tags
in the RF field and the UUID for each tag.

[ & Ao Teed [
RN ]
REX XD CrEnar [
|| & pAoy  Command 20
e e i
[ RA0_ti Charme e

] FID_1:1.Charrel ) e
= D_tio 1040 280 Number of Tags s———fp 4
AAID_11 Charrel0}D o
ENEE 16#c8
||| EBRFO0_Y i6#25

||| BB R0 14, Jithest, 1.

1 16450
AL 3T T e el 17
1] 1 al7| 16401
R B 1_T:1 Charrmf0] D ataf] 16004
|| | | EB_RAO_11.Charnal0}0 a9} 164s0
EERES 1 ataf10] 168e5
___%ﬁﬂ,wn 16404
___Eﬂ.wg_ L6deh
[ EERAD 1A CrannekDR1Z) 1 40 | 16050
s 0 Oaretiosa DA T
||| | B8RO, 1 ChanneiOai15] 16808
||| | B RA0 16404
H il 16820
||| & pao_x 16#ca
] 0 ieettowt
||| | B R0 CharrelUL0 sal20) 1686
i H E %-.ﬂm.uu--nnm; UUiD o Tag 3 1685
___,ﬁ'&w 16400
| {1 | BP0V ChannetOj O3] | Asdos
- el 16804
[ttt EH A1 ChinnaUDa2] i8¢e0
EEE 1l 16#2¢
[ 1 10954
|| | | B RAD_Y. 1686
|| | | B R0 1 CharnefOND ataf25) WUID of Tag 4] 1595
||| | BE_RFD_1:.ChannetU}0atef30) = 16400
B R AP0
I E: o 1 16404
EEE 1 16420

In example 2, the length was changed to 1, the Address =0, Length=1and
Data[o] = 0. Four RFID tags were in the RF field at the time the read command
was executed. The controller tag values are shown in the following example.
The data shows the number of tags in the RF field, the DSFID, and the UUID
for each tag.

lo|zlalaflslstlos

A0V Chare0I0SAIT |10 g ragq | L6450

Th Rockwell Automation Publication 56RF-UMO01D-EN-P - November 2021



Chapter 9 RSLogix 5000 Code Examples

Lock AFI

In example 3, we get the tag information for only those tags that have a specific
AFL In this example, the AFI is 57. Address =1, Length =1 and Data[o] =57. Two
of the four RFID tags that were present in the RF field at the time the read
command was executed had AFI set to 57. The controller tag values are shown
in the following example. The data shows the number of tags in the RF field,
the DSFID, and the UUID for each of these tags.

[Mama :r|\r.||- * [Force Mack *[stde  [DataType
= 14 Channedl] | Leead) (| |AB-SERF_IN_IP_Stuct_In_SINT:LO

[}
n.

m‘
[
19

* nm nu--nqml:an-
B RFID_1:| Charnel0] Data i
4 W"Mﬂ?‘ﬂmgswlth;ﬁﬂ 5?—P=;

166ca,
| 16425

| 16826
UUID of Tag 1 16850 |

| 16900
16401
16404
e#en |

) lsnc_
l6gee
16625
~ UliDofTag2 1685
| 16400
16401
ls'ﬂll
164e0]
15[«1:

The Lock AFI command locks the 1 byte of information for the AFI, preventing
it from being modified in the future.

IMPORTANT  Once the AFl byte is locked, it cannot be unlocked.

The AFI is used to group RFID tags by application. This configuration allows
the transceiver to send out an AFI and target only the tags that meet the
application criteria.

Set the following values in the output image table:
a. xx:0.Channel[o].Command = 42
b. xx:0.Channel[o].Address = 0
c. xx:0.Channel[o].BlockSize = 0
d. xx:0.Channel[o].Data[o] =0
e. xx:0.Channel[o].Length=0
f. xx:0.Channel[o].Reset=0
g. xx:0.Channel[o].Timeout = 0
h. xx:0.Channel[0].UIDLow = UIDLow
i. xx:0.Channel[o].UIDHi = UIDHi

The UIDLow and UIDHIi bytes must be specified to lock the AFI value. The
UUID can be found by performing the Inventory command.
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Example Routine

In the following example routine, the initialization in Rung 1 sets the address,
length, the Data[o, UIDLow and UIDHi values used to lock the AFI and sets the
command value to 0. The BlockSize, Reset, and Timeout are set to 0 in the
output image table.

R

e Loxh Locs
] ET: —t r— —

]

—E 1E el T
Dem RFOV O Orarvadll Acoress | Y—r

Example Results

Figure 18 shows an example of results on the input image table. The Command
is showing 42 and the ChError is showing o. The input data bytes are all zero.

Figure 18 - Input Image Table

=i _RFID_1:1.Channel [ ) AB:SEAF_IN_IP.

=_RFID_14.Channet0] (o {-e2}|  |ABSSAFIN_IP,
_RFID_1:1.Channel0] Busy 0 Decimal |BOOL
_RFID_1:1.Channe{0) ChEnas Noemor =g 0 Decimal | SINT
f+_RFID_1:1.Channef0].Command Command = 47 =f 42 Decimal  |INT
|_RFID_1:1.Channe{0] ContFieadMod 0 Decimal |BOOL
f+_RFID_1.1.Channef0].Counter 56 Decimal |INT

| | EI_RFID_T:.Channet0] Data i foeadl (...} |Decimal  |SINTI60]

-_RFID_1.Channe0] Data{0] 0 Decimal _|SINT
“-_RFID_Y:1.Charne{0] Data(1) [} Decmal |SINT
F+-_RFID_1.1.Channel0] Data2) [ Decimal |SINT
£} RFID_1:1.Charne{0) Datal3) 0 Decimal |SINT

Errors

The following ChErrors are generated:
« 0-AFIwas successfully locked.
«  4-Atag with the wrong UUID entered the RF field.
« 8-Atagthat has already been locked entered the RF field.
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Lock Block

The Lock Block command locks one block of user data, preventing future
writing. The transceiver automatically determines the block size of the RFID
tag.

IMPORTANT Once the block is locked, the block cannot be unlocked.

Set the following values in the output image table:
a. xx:0.Channel[o].Command = 40
b. xx:0.Channel[o].Address = the number of the block to lock
c. xx:0.Channel[o].BlockSize = o
d. xx:0.Channel[o].Data[o] =0
e. xx:0.Channel[o].Length =0
f. xx:0.Channel[o].Reset=0
g. xx:0.Channel[o].Timeout = 0
h. xx:0.Channel[0].UIDLow = UIDLow
1. xx:0.Channel[o].UIDHi = UIDHIi

The UIDLow and UIDHi bytes must be specified to lock the block values. The
UUID can be found by performing the Inventory command.

Example Routine

In the following example routine, the initialization in Rung 1 sets the address,
length, the Data[o], UIDLow, and UIDHi values used to lock the block and sets
the command value to 0. The BlockSize, Reset, and Timeout are set to O in the
output image table.

In the example routine, rung 1 initializes the output image table. The UUID is
stored in a controllers tags UIDLow and UIDHi. Block 26 1s locked. This tag has
a total of 27 blocks.
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JFD_11P00ss  Enatle_Lock Block Luct_Eor
o - i ¥—r]
Lock Bock  _RFD| SO Lexa_Pacch Stat
—3E — IE Mo 1
Souren
EL [ Lock_Bock l
Dest _FD_1: 4
os
—— o —
Soue ]

—— e —
Soses
1885006 _Dderd o
Dot _AAD_ 10,
1B£0000_000 +
—— Move -
Souwrce o
186008 0900

Lock Bk St £ ——————aw
Eaum { Move —
Sowrce & _RFD_11 Chanve0) Command Source -«
Souce B g. () m_wamcwn-:.
Lock_Sock_Stet _RFID_1 1 Chanrelf0f Bury Lock_Bock_inProjress
3 —E 3E
[ o |
Lock_Block_rfrogress _RFD, Lock_Block_inProgress
‘ 15 Eaul
Sowrce A _RFD_1:1 Channsl] Command
Souwce ﬂ?.
(Erel)
Example Results

Figure 19 shows address 26, which is the second to last block of the catalog
number 56RF-TG-30 tag. The command is 40. The UUID must be specified to
lock any blocks.

Figure 19 - Input Image Table

Lo o 16£e004_0100)

-

1645006 _04e3 |

After completion of the lock block command, the input image table shows that
the command is 40 and the ChError is 0.

i = Teead] [aB:seRF_
Emm.m o |Decmal_BOOL

||| 55 ARD_11 Channel0] ChEncs Moemor —P o [Decmal _[SINT
| | | #_AAD_1:1.Channed0] Comemand Command = 40 =—§» 40 \Decmal [INT
11 1 0 |Decmal _BOOL
[l [T INT

%Winﬂm 12| Decina
- 1 ===} {-:.) | Decimal |SINT

_RFID_1:1,Channell0] Fault o Decimal  BOOL
__;ﬁF&ML. o [Decmd [T

__RFID_1:| Channel0] Reset ] Decmal ‘18011

I ARD_1, ; o |Decimal_|BOOL

L_RFID_11 Channet0] TagPresent o [Decmal |BOOL
Errors

The ChErrorfield is 8 if you try to lock a block that is already locked.
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Lock DSFID The Lock DSFID command locks the 1 byte of information for the Data Storage
Format Identifier (DSFID) area of the tag, preventing it from being modified.

IMPORTANT  Once the DSFID byte is locked, it cannot be unlocked.

Set the following values in the output image table:
a. xx:0.Channel[o].Command = 44
b. xx:0.Channel[o].Address = 0
c. xx:0.Channel[o].Data[o] =0
d. xx:0.Channel[o].Length =0
e. xx:0.Channel[o].Reset =0
f. xx:0.Channel[o].Timeout = 0
g. xx:0.Channel[0].UIDLow = UIDLow
h. xx:0.Channel[0].UIDHi = UIDHi

The UIDLow and UIDHIi bytes must be specified to lock the DSFID value. The
UUID can be found by performing the Inventory command.

Example Routine

In the following example routine, the initialization in Rung 1 sets the address,
length, the Data[o], UIDLow, and UIDHi values used to lock the DSFID and
sets the command value to 0. The BlockSize, Reset, and Timeout are set to 0 in
the output image table.

RFO_1AROGas  Eratie Lock DSFD Lok PEFD
Lock PSFD  _RFID_tiChanveq0|Busy  RFD_1 1 Charved0) TagPrasent P Lok SFD)_Sart
Ly Y Move {
s oy 5 o ]
Lecs _DSFO
D T

Lot DSFO St RO Crannagt Busy Lask A0 _rbvograss
—IE JE

Leck_DEFD_nProgress. —— Lock_DSFD_bProgress
IE - o

A B 31 Channd] Command
10+
a

Rockwell Automation Publication 56RF-UMO01D-EN-P - November 2021 79



Chapter 9 RSLogix 5000 Code Examples

Read Byte Command

80

Example Results

When successful, the results shown in the input image table show ChError =0
and the Command number =44.

If you try to lock the DSFID on an RFID tag that is already locked, the ChError
is equal to 8.

EL_FIFIDJ:I.ChanneI i) logod) AB:56RF_
EI-__HFIDJ :|.Channel[0] {aly (oo AB:56RF_
—_RFID_1:I.Channel[0]. Busy 1} Decimal |BOOL

[+/-_RFID_1:1.Channel[0].ChE ror No error == 0 Decimal  |SINT
[+-_RFID_1:1.Channel[0]. Command Command = 44 —’ 44 Decimal |INT
—_RFID_1:I.Channel[0]. ContReadMode 1} Decimal |BOOL
[+-_RFID_1:1.Channel[0].Counter 9 Decimal  |INT
-_RFID_1:I.Channel[0]Data ol {...} Decimal |SINT[160
— RFID_1:l.Channel[0].Fault 1} Decimal |BOOL
[+-_RFID_1:l.Channel[0].Length 0 Decimal  |INT
— RFID_1:I.Channel[0] Reset 1} Decimal |BOOL
+—_RFID_1:I.Channel[0] ResetinProgress 0 Decimal |BOOL
“— RFID_1:l.Channel[0]. T agPresent 1} Decimal |BOOL

The Read Byte command reads a user-specified number of bytes from a tag,
starting at a user-specified address. An Option Flag can be set to return the
UUID of the tag. The maximum number of bytes that can be read at a time is
160 bytes using option flag o, and 152 bytes using option flag 1.

« Option Flago
Returns the specified user data. Set xx:0.Channel[o].Data[o] = o.
« Option Flag1

Returns the UUID of the RFID tag and the specified user data. Set
xx:0.Channel[o].Data[o] = 1.

Set the following values in the output image table:
a. xx:0.Channel[o].Command = 4
b. xx:0.Channel[o].Address = starting address to read
c. xx:0.Channel[o].BlockSize = 0
d. xx:0.Channel[o].Data[o] = Option Flag
e. xx:0.Channel[o].Length = the number of bytes to read
f. xx:0.Channel[o].Reset =0
g. xx:0.Channel[o].Timeout = 0
h. xx:0.Channel[o0].UIDLow = 0
i. xx:0.Channel[o].UIDHi=o0

This command operates only on the first tag in the field.

Data[1] must also be set to o.

Example Routine

The following example routine is to read all data and the UUID in a catalog
number 56RF-TG-30 ICODE tag. This tag holds a maximum of 112 bytes of
data.
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RSLogix 5000 Code Examples

In the following example routine, the initialization in Rung 1 sets the address,

length, the Data[o]to the Option Flag, and sets the command value to o. The
BlockSize, Reset, Timeout, UIDLow, and UIDHi are set to 0 in the output

image table.

RFD_11PM000sts  Enable_Read Byte
E ] o

o o

Fead_Byte
_FFD_1:0 000ses

1 —iE E

Faed_Byte_Siert EmE—2" T

{ Bl
Source A _RAD_11 Channe{0} Command

Foead_fyte _FFID_1:1Channedl] Bury _WJJD-"!?]TW
els

Sowce

Dest _RFO_Y.

L

Source

Dot _RFD_1:0 Channs{0] Lergeh

04

Source

-
Move —
Sinrce L]
Dest _FFI0_1:0 Channelf0] Command
o

Dest _RFD_1:0 Channed0] Dataf0|

e

0%
[

Souce [l

Dest _FFID_1:0 Cranne0] Command
o

Fond_Bite_rfrogress

(L]

Laum
Sowrce A _RPD_11 Channel(] Command

Source B

[T

[ e |

e

Example Results

Figure 20 shows an example of results where the Option Flag was set to1,

which reads the UUID.

The UUID is loaded into Data[o] through Data[7]. The user data (1, 2, 3, 4, 5, 6...)

begins in Data[8]. Figure 20 only shows a partial listing of the user data. The

command read in 112 bytes of data.

Figure 20 - Input Image Table - User Data
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=_RFID_1:1.Charnel0] T o |ABSERF_|
_RFID_1:1.ChannelD] Busy 0 Decimal _|BOOL
£-_RFID_Y:1.Channet0) ChE rror ] Decimal |SINT
-_AFID_1:1.Channel0].Command 4 Decimal |INT
|—_RFID_T:1.Charne{0) ContReadMod [} Decimal |BOOL
|| | B_RFID_1:LCharnel0] Counter 160 Decimal |INT

=|_RFID_1:\.Channel0] Data loiie {..}|Decimal |SINT[160)
g-.nm,w.m«uom 16499 Hex  |SINT
~_RFID_1:1 Channef0] Data{1] UID Low || 168d6 Hex SINT

H._RFID_T:| Channel0] Datal2] 16458 Hes  |SINT
_RFID_1:| Channef0) Data{3] 16§17 Hex SINT
F_AFID_1:|.Charnel0] Datald] 16400 Hex SINT
£+/_RFID_1:1.Channet0] Daial5] UIDHi | 1esor Hex SINT
-_RFID_1:|.Channef0] Datals] 16404 Hex  |SINT
F-_RFID_1:1.Channef0] Datal7] 16#e0 Hex SINT
F-_RFID_1:\.Channef0) Data() 1 Decimal | SINT
H_AFID_1:1.Channef0] Datal3] 2 Decimal _|SINT
_RFID_T:1.Channe{) Dataf10] 3 Decimal |SINT
[#_RFID_1:).ChannefD] Data(11] Partial Viewof | 4 Decimal |SINT
%ﬂJ:I-M-eM?l User Data s Decimal |SINT
__RFID_1:|. Channef0] Data{13] 6 Decimal  |SINT
_RFID_1:1.Channel0] Datal14] 7 Decimal | SINT
F_RFID_1:1.Charned0] Data]15] 8 Decimal |SINT
[ _RFID_1:1.Channef0] Data{18] 9 Decimal | SINT

81



Chapter 9 RSLogix 5000 Code Examples

Multi-tag Block Read

82

In Figure 21, the command was repeated with the Starting Address set to 2 and

the number of bytes set to 3.

Figure 21 - Input Image Table - Repeated Command

=_RFID_1.Channell0] {e02) | |AB:SERF
_RFID_1:1.Channel[0} Busy o Decimal [BOOL
| | B_RAD_:1.Channel[0] ChEmnor 0 |Decimal |SINT
H_RFID_1:1.Channell0) Command ) Decimal _|INT
—_RFID_1:1.Channel[D] ContReadMode [ Decimal [BOOL
H_RFID_1:1.Channel0] Counter 1 Detimal |INT
=_RFID_T1.Channell0}Data _Lass) |Decimal | SINT[160]
F_RFID_1:1.Channel(0] Data(0] 16499 Hex  [SINT
BH_RFID_1:.Channel[0} Data(1] 16#d6 Hex SINT
EH-_RFID_1:1 Channel[0] Data(2] 16458 Hex SINT
£ _RFID_1:.Channel[0] Data[3] uuiD | 16817 Hex SINT
[ _RFID_1:1.Channel(0) Datal4) 16#00 Hex SINT
B_RFID_1:1.Channel[0} D ata[5] 16401 Hex SINT
F_RFID_1:.Channel0) D ata(s] 16804 Hex SINT
H_RFID_1:1.Channell0] Data(7] 16#e0 Hex  |SINT
H_RFID_1:1.Channel0] Data(8] B |Decimal | SINT
£+ _RFID_1:1.Channel[0] Data(3] User Data in Iq| Decimal |SINT
F-_RFID_1:1.Channel[0) D ata[10] Bytes2-4 ®5| |Decimal | SINT
£ _RFID_1:1.Channal[0] Data[11] 0| Decimal |SINT
FH_RFID_1:.Channel0) Data(12] o |Decimal |SINT

The Multi-tag Block Read command reads multiple blocks of user data from
multiple tags in the RF field. The transceiver automatically determines the
block size. All RFID tags in the field will have the same block size.

This command can read up to four tags. Adequate time must be allowed to
read all tags in the RF field.

Set the following values in the output image table:
a. xx:0.Channel[o].Command =3
b. xx:0.Channel[o].Address = the first block to read
c. xx:0.Channel[o].BlockSize =0
d. xx:0.Channel[o].Data[o] =0
e. xx:0.Channel[o].Length = the number of blocks to read
f. xx:0.Channel[o].Reset =0
g. xx:0.Channel[o].Timeout = 0
h. xx:0.Channel[0].UIDLow = o (or UIDLow)
1. xx:0.Channel[o].UIDHi = o (or UIDH]i)

Unless a UUID is specified, this command operates on the first four tags in the
field. Specify a UUID in xx:0.Channel[0].UIDLow and xx:0.Channel[o].UIDHi
to perform the command on a specific tag.

Example Routine

In the following example routine, the initialization in Rung 1 sets the address,
length, the Data[o] value that is used to read multiple tags and sets the
command value to o. The BlockSize, Reset, Timeout, UIDLow, and UIDHi are
set to o in the output image table.

The example ladder diagram is initially set for Address = 25 and the Length = 2.
The command reads blocks 25 and 26.

Rockwell Automation Publication 56RF-UMO01D-EN-P - November 2021



Chapter 9 RSLogix 5000 Code Examples
) Jrn_|1wrlm- Eruable_ui_Piock, n-_rqﬂgu_m-:
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Source o
Dest _RFD_1.0 Charred0] Date(0)
[T
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Source o
Dest _RAD_1:0.Channef0j Command
o
Wati_Tag Bleck_Fesd_Siart
2 JE Equsl Move —
Sowrce A _RFD_{:1LCharnelD] Command Source 3

Dest _RFID_1-0.Channedl] Command
0+

Wti_Tag_Bock Fesd St _FFD_ Charrelil Busy Mt _Tag_Block_Fiesd_rdrogress
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Example Results

The input image data fields are
the UUID and block data of eac

tag.

lEopulalted with the number of tags, followed by

In the following example, four cataloi number 56RF-TG-30 RFID tags were

read. These tags hold 4 bytes per bloc

Since two blocks (25 and 26) were read,

atotal of eight data fields are used to store the user data. The image only shows
the information from two of the four RFID tags.

(e

l...ﬂ_ E

o
0 Decenal | SINT
3 ¥ (INT
. :
187 Dece
of Tags feec) | »
R Fisld —_— s Decmsl
o |Deci
g 16423 |
16004] |
16626 |
LD of Tag 1 I6FEN] I
16400 !
16#0L |
16404 Hex |
166e0 | i
@ it0 Deciml L
Data From Block 25§ 101 ‘,Dc-d SINT
of Tag 1 102| Inm
103 Decimal | SHT
104 [Decamal | SINT

[Data From Biock 26 § 103

of Tag 1 108
107 | Deecimal
16#ca ‘:Iin (ST
16453 He ST
is#es [Hex
wmdl‘g 3 16450 .Ilh ST
i BT [Hex_

s

16901 e ST
16404 Hex
168e0 Hex %
m Dscems_S0T
Data From Block 28 | =2 Decimal T
of TagZ_ 53 [Decimal | ST
- 54 |
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Read Multiple Blocks

The Read Multiple Blocks command reads multiple blocks of user data from an
RFID tag. Option Flags can be set to return just the data in the blocks or return
the data and the security status for each block of data. The maximum number
of blocks that can be read at one time is 10.

« Option Flago
Returns multiple blocks of user data. Set xx:0.Channel[o].Data[o] = .
« Option Flag1

Returns multiple blocks of user data and the security status of each block.
Set xx:0.Channel[o].Data[o] = 1.

Set the following values in the output image table:
a. xx:0.Channel[o].Command = 2
b. xx:0.Channel[o].Address = the first block to read
c. xx:0.Channel[o].BlockSize = o
d. xx:0.Channel[o].Data[o] = the Option Flag
e. xx:0.Channel[o].Length = the number of blocks to read
f. xx:0.Channel[o].Reset =0
g. xx:0.Channel[o].Timeout = 0
h. xx:0.Channel[o0].UIDLow = o (or UIDLow)
1. xx:0.Channel[0].UIDHi = o (or UIDHi)

Unless a UUID is specified, this command operates on the first tag in the field.
Specify a UUID in xx:0.Channel[0].UIDLow and xx:0.Channel[o].UIDHi to
perform the command on a specific tag.

Example Routine

In the following example routine, the initialization in Rung 1 sets the address,
length, and Data[o] values used to read multiple blocks and sets the command
value to o. The BlockSize, Reset, Timeout, UIDLow, and UIDH] are set to 0 in
the output image table.

The example ladder diagram is initially set for Address =25, the Length =2.
Data[o] is set to Option Flag o (return just the data). The command reads
blocks 25 and 26. The example is repeated with Option Flag set to 1.
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FO_1LP00ss  Ensble,fead_M.pin Blocks Fiead_hitiple_Biock
» 3k F 4>
Read_Mpls Bock _RFD_tIChame(0] Busy Pt Charmef] Tagpresent Risad_Mutipls_Block_Start
1 = Move 4
i = B Sowce Address
-1 Pt Ml Bioct
Dest _RFD_ Address s
0w
—— meve —
Source
2%
Dest _RAD_1:0 Channel{0] Length
L
I —
Source Ogtion_Flag
0%
Dest _RFD_1:0 Channelfd) Detaf0]
0w
N [ —
Sorce ]
Dest _RFD_1:0. Charnel0) Cormmand
0%
Pond_Mdicle Plock St ———————f—————— e
—3 Fousl Mgve —
Source A _RPD_1 Charnel] Commend Source 2
]
Source 8 0 Dest _fFID_1-0 Channefl] Command
o+
Pinad_Moiicte, Plock_Shert P01 Churri Buey Fisad_Mutiple_Plock_infrogress
1t It 2
Fiead Mutiple_Block_Siart |
—
Fead_Muiple_Plock_inProgress ) 11Ch £, Read_Mutiple_Mock_FProgress
4 JE .l Eqasl 4
Sowee A _RFO_11ChannelD) Command
[ L
Gemece B 2
(]

This first example uses Option Flag = o; return only the data in the blocks. With
a starting block number of 25 and two blocks to read, data from Blocks 25 and
26 are returned. The tag was a catalog number 56RF-TG-30, which has only 4
bytes per block. The data appears in the input channel Data[o...7].

51_RFID_1:1.Channel0] freel Toeet AB:5EAF_IN

|_RFID_1:1.Channel[0} Busy 0 Decimal |BOOL

@_ﬂﬂn_i:l.&mq.nﬁm 0 Decimal  |SINT

H_AFID_1:1.Channell0] Command 2 Decimal |INT

|-_RFID_1:| Channe{0) CortRleadhods 0 Decimal |BOOL

£ _RFID_1:| Channel0} Counter 34 Decimal |[INT

=_RFID_1:|. Channel[0} Data Loaisd {...} |Decimal |SINT[16D]
F#-_RFID_1:| Channe{0] Data{0] 100 Decimal |SINT
H_RFID_1:1.Channe{0] Data{1] Data From Block 25 § 101 Decimal |SINT
[+-_RFID_1:.Channef0] D.ala(2] 102 Decimal |SINT
F+-_RFID_1:\.Channel0] Datal3] 103 Decimal |SINT
[ _RFAID_1:.Channel0L Datal4] } 104 Decimal |SINT
FF-_RFID_1:.Channel0] Data[5] Data From Block 26 | 105 Decimal |SINT
H_RFID_:1.Channe{0] Datale] 106 Decimal |SINT
_AFID_1:|. Channe{D] Datal7] 107 Decimal  |SINT

This second example shows the results for Option Flag =1; return the data and
the security status. With a starting block number of 25 and two blocks to read,
data from Blocks 25 and 26 are returned. The tag was a catalog number
56RF-TG-30, which has only 4 bytes per block.

The data for the first block appears in the input channel Data[o...3]. The

security status appears in Data[4]. The value of 0 indicates that the block is not
locked.
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Read Single Block

| =1_RFID_1:1.Channel0] [y |AB:BERF |
| | |-_RFID_1:.Channel0} Busy 0 Decimal [BOOL
|| B_RFID_1:1.Channe{0) Chror 0 Decimal |SINT
|| H_RFID_Y:1 Channe{0} Commend 2 Docimal IR
| | —_RFID_1:I.Channel0} CoriReadMode - 0 Decimal |BOOL
|| #_RFID_1:1.Channel0) Counter 38 Decimal |INT
| | E_AFID_1:\.Channel0) Data M <22} |Decimal | SINTI180]
| B _AFID_1:L.Channel0}.0 2t2{0] 100 Decimel (SINT
| 6 _RFID_1:| Channel[0] Data{1] Data From Block 25 | 101 Decimal  |SINT
£ _RFID_T;1.Channel0} Dataf2] | BUEN Decimal |SINT___
| EE_RFID_T:1.Channel[0} Dataf3] 103 Decimal |SINT
EE-_RFIDJ:I.MDW"’UFBNM_’ 0 Decimal  |SINT
| EF_AFID_T:.Channel(0}0 oLk 18 Tiot Locked o Decimal_|SINT
| 104 Decimal | SINT
Data From Block 26 | 105 Decimal |SINT
L 108 Decimal | SINT
| £ RAD_1. Channel0] o-of Block 26 107 Decinal _|SINT
-':3-_nnn_1:|.mamqummk :_1 : P ! Decimal _|SINT
| B _RFID_1:| Charnelf0)Datal11] | i Decimal | SINT

The data for the second block appears in the input channel Data[6...9]. The
security status appears in Data[10]. The value of 1 indicates that the block is
locked.

The Read Single Block command reads one block of user data from a tag.
Option Flags can be set to return information the UUID and security status of
the block.

« Option Flago
Returns one block of user data. Set xx:0.Channel[o].Data[o] = 0.
« Option Flag1

Returns one block of user data and the security status of that block. Set
xx:0.Channel[o].Data[o] =1.

Set the following values in the output image table:
a. xx:0.Channel[o].Command =1
b. xx:0.Channel[o].Address = the block number to read.
c. xx.0.Channel[o].BlockSize = 0
d. xx:0.Channel[o].Data[o] = the Option Flag value
e. xx:0.Channel[o].Length=0
f. xx:0.Channel[o].Reset=0
g. xx:0.Channel[o].Timeout = 0
h. xx:0.Channel[0].UIDLow = 0 (or UIDLow)
1. xx:0.Channel[o].UIDHi = o (or UIDHi)

Unless a UUID is specified, this command operates on the first tag in the field.
Specify a UUID in xx:0.Channel[0].UIDLow and xx:0.Channel[0].UIDHi to
perform the command on a specific tag.

Example Routine

In the following example routine, the initialization in Rung 1 sets the address,
length, and Data[o] values used to read multiple blocks and sets the command
value to o. The BlockSize, Reset, Timeout, UIDLow, and UIDH] are set to 0 in
the output image table.

The example ladder diagram is initially set for Address =26. Data[o] is set to
Option Flag o (return just the data). The command reads blocks 25 and 26. The
example is repeated with Option Flag set to 1.
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FFD_1IPO00u  Ensble fiead Sige Block Fiead_Srgle_Bock
B 1E A
M.S"‘?M m.i'lwm m_n--o-w-lm Finad_Snghe_Block_Siwrt
' Mo >
" o Source Address
4 Riead_Sirgle_Block
Dest _RFID,_ 1
®e
—— wove —
Source ]

Fied_Singhs Block_Start
20

3 Equl Mave —
Source A _RFD_1:L.Channel0] Command Source 1
14
Source 8 o et _RFD_1:0.Channeg0] Command
14
Rowd_Srg_Block St _RFD_H Crarewt?l Busy Reod_Shale_ Bock_Kh
¥ 3t =

ww_?:?_mw JFFD_110n = £ ww.;ﬁﬂ.lﬁw
. Source A _FAD_1:| Charrel D] Command

1%
Source B 1

Example Results

« Option Flago

This first example uses Option Flag = o; return only the data in the block.
The block number is 26. The tag was a catalog number 56 RF-TG-30, which
has only 4 bytes per block. The data appears in the input channel

Datafo...3].
| =_RFID_T:.Channef0] [ -] |AB:56RF |
_RFID_1:1.Channel{0} Busy [ |Decimal  |BOOL
B _RFID_1:1.Channel0] ChEror 0 |Decimal |SINT
£+-_RFID_1:|.Channel0] Commaniead Single Block Command =1 1 |Decimal _|INT
—_RFID_1:1.Charnell0] ContR 0 Decimal |BOOL
F#-_RFID_1:1.Channel0).Counter 2z Decimal | INT
[=_RFID_1:|.Channel0].Data [ {.+.}|Decimal |SINT([160)
F_RFID_1:1.Channel0} Data(0] y 104 Decimal |SINT
fH_RFID_1:1.Channel[0) Data{1] 105 Decimal |SINT
t_RFID_1: Channel[0} Dataf2] _J 108 __|Decimal _|SINT
H:-_RFID_1..Channel0] Data(3] - LT Decimal_|SINT

« Option Flag1
The second example demonstrates the results when Option Flag =1.
Data[o] shows the security status of the block. The 1 indicates that the
block has been locked. A zero indicates that the block is unlocked. The
data appears in Data[1...4].

Name 5 & [Vabe * | Force Mask ¢ Data T,
T EI_RFID_1i Chaneel. e ) ABISRF_IN_IP_Stuct_in_SINTA02)
|| = RAD_1L {...) [ ABSERF_IN_IP_Struct_In SINTLO
E _RFID_1:1.Channel[0] Busy o Decimal  |BOOL
__%&Mﬁw L] Decinal [T
-_RFID_1:1.Channsl0] Comemand 1 Decimal  |INT
[=_RFID_1:| Channel{0] ContReadMo [3 Decinal _|BOOL
| | BI_RFID_1:. Chanel0] Countes 21 Decimal | INT
| [ =_RD_11.Channelit]Data G (...} |Decmal Iswmm
@'ﬁlb_‘!:lﬂwnel]ll)m 104 Decimal  |SINT
&1_RFID_1.Channet0lDaat1] Data From Block 26 | 105 Decimad Fm
' _RFAD_1:.Channel0] Data[2] 106 Decimal | SINT
£_RFID_1:.Channef0] Dataf3) b 107 Decimal _SINT
- _RAD_1 D. Lock Status —— 1 Decimal [SINT
_RFID_1:.Channef0)Datal5] 1 = Block is locked  © Decimd|SINT
D_1 1D 0 Decimal | SINT
H-_RFID_1:1.Channe{0} Dataf7] 0 Decimal | SINT
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Read Transceiver Settings The Read Transceiver Settings command retrieves the following information
from the transceiver:

. Device ID

. Communication rate
« Retrytime

. Gain

Set the following values in the output image table:
a. xx:0.Channel[o].Command = 31
b. xx:0.Channel[0].Address =0
c. xx:0.Channel[o].BlockSize = o
d. xx:0.Channel[o].Data[o] =0
e. xx:0.Channel[o].Length =0
f. xx:0.Channel[o].Reset =0
g. xx:0.Channel[o].Timeout = 0
h. xx:0.Channel[0].UIDLow = 0
i. xx:0.Channel[o].UIDHi=o0

Example Routine

In the following example routine, the initialization in Rung 1 sets the address,
length, data, and command. Because the address, length and Data[o] can only
be 0, the source in the MOV instruction can be set to 0. The UIDLow, UIDH],
BlockSize, Reset, and Timeout are set to 0 in the output image table.

_RFD_11M000sts  Enable Read_Transceiver_Sefirgs Fead_Transceiver_Setings
8 Tr ik
4 K aF !
Rusd_Transcabver_Sefings _FFID_1:1 Chrrsl] Eusy e Finad_Transcerer_Sefings_Start
TE b Y 3S
.t Ay e
| Source ]
{ Fsad_Transcener_Saftings
| Dest _RFD_1:0.ChannefD). 4
o+
— Ay
——{ mirve -
Source 0

Dot _FFID_1.0.Channef0] Lergth
1 0%

—— move f—
Saurce o

Dest _RFD_1:0. a-qunnq‘\':
“

————
L v |
| Source Ul

Dest _RFO_1.0 Channel0] Command
[T

Read_Singls_Biock_Start e =
1 El Mave —

Source A _RAD_14 Charne{0) Command Source 1
14
Source B o Dest _RFID_1:0 Channedll] Command
14
|
Read_Single_Block_Stei _RFD_11 Channef0) Busy Fead_Sngle_Block_infrogress
TE 1E a5
1 ] |

FRead_Single_Block_Start
N

MM’:‘DI_CKMW! JAFD_14.Cn £0 PRead_Sngle_Mock_inProgress
7§l - Ve b

Ecued

Sorce A _RFD_1 1 Channed0] Command
14

Source B 1
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Write AFI

Example Results

The following information is displayed:
. xx:I.Channel[o].Data[o...1] = Device ID
. xx:I.Channel[o].Data[2...5] = Communication rate
« xx:I.Channel[o].Data[6...7] = Retry setting
« xx:I.Channel[o].Data[8...9] = Gain

Gain is 0...3, with o being the highest gain.

ossd foeel] |ABI56RF_|

Lodl )] (ABS6RF|

o [Docima_|0OL
o |Decimal | SINT
Il A0 Commend | L |Decimal |INT
—_RFD_T:\.Channel0) ContRleadMods | 0 |Decimal |BOOL
£-_RFID_1:1.Channed0) Counter 189 |Decimal |INT

| (=00} {=00)|Decimal |SINT[160]
" 16801 |Hex SINT

Oevieto—§ o] e
16800 |Hex SINT
16896 |Hex SINT

Beud Rate _]__1_6_!.:'9: Hes ST
16400 |Hex __ [SINT
| E_RFID_1:LCH 0D ata{5] | ; 16603 |Hex SINT

RE T il T N
|| E_RFID_1: Charnel 0] Datof8] | Gain 16401 Hex SINT
| | H_RFID_1:LChanned 0} 0 atal3] 1 16§00 |Hex SINT

The Write AFI command writes 1 byte of information into the AFI. The AFI is
used to group RFID tags by application. This configuration allows the
transceiver to read and write only to those tags with the specified AFI value.

Set the following values in the output image table:
a. xx:0.Channel[o].Command = 41
b. xx:0.Channel[o].Address =0
¢. xx:0.Channel[o].BlockSize = o
d. xx:0.Channel[o].Data[o] = AFI value
e. xx:0.Channel[o].Length =1
f. xx:0.Channel[o].Reset =0
g. xx:0.Channel[o].Timeout =0
h. xx:0.Channel[0].UIDLow = 0 (or UIDLow)
1. xx:0.Channel[o0].UIDHi = o (or UIDHi)

Unless a UUID is specified, this command operates on the first tag in the field.
Specify a UUID in xx:0.Channel[0].UIDLow and xx:0.Channel[o].UIDHi to
perform the command on a specific tag.

Example Routine

In the following example routine, the initialization sets the address, length
data, and command. The BlockSize, Reset, Timeout, UIDLow, and UIDHi are
set to o in the output image table.

Rockwell Automation Publication 56RF-UMO01D-EN-P - November 2021 89



Chapter 9 RSLogix 5000 Code Examples

_RFDL1AP0000n  EresietieAF) b _tF|

. Ve AN ste
ove
Sarca 0
irte_ari
Dol _FFD_1 O Chanmefll] Adsess L 4
o4

Witn AR RV ety RS Chero gt

fest D110, } Comeand
=
Vte_AFSat _RFD_1|Channtil Busy Virke_AF_rProgpess

—E JE 4
te_An 2wt
—4tr
WA O wrewDay e ; Virk_A_Krogruss
JE e— f— A

{ B !
| Soueve & _RFD_1AChanne0] Conmand
Er

| Soaced 4

Example Results

Figure 22 shows an example of results on the input image table. The Command
is showing 41 and theChError is showing o. The data bytes are all zero.
Confirmation that the AFI was written can be observed in the
Get_System_Information_Routine.

Figure 22 - Input Image Table

=1_RFID_1:1.Charmell0] (oer} o) [aB:56RF_|

— RFID_1:|.Channel[0] Busy 0 Decimal  |BOOL

F+-_RFID_1:1.Channell0L ChEior 0 Decimal |SINT

[+-_RFID_1:1.Channel[0].Command 41 Decimal |INT

— RFID_1:I.Channel[0]. ContReadMode 1] Decimal IBUDL

[+]-_RFID_1:I.Channel[0].Counter 30 Decimal  |INT

= RFID_1:.Channell0] Data Ty (...} |Decimal |SINT[160]
-_RFID_1:1.Channel[0] Data[0] 0 Decimal |SINT
F+-_RFID_1:1.Channel[0] Datal1] 0 Decimal |SINT
F+-_RFID_1:1.Channel[0] Datal2] 0 Decimal |SINT
F+-_RFID_1:1.Channel[0] Datal3] 0 Decimal |SINT
F+-_RFID_1:1.Channel[0].Datal4] 0 Decimal |SINT

Write Byte Command The Write Byte command writes bytes of user data to a tag. You must specify
the data, the start byte, and the number of bytes to write.

a. xx:0.Channel[o].Command = 14

b. xx:0.Channel[o].Address = starting address to write

¢. xx:0.Channel[o].BlockSize = o

d. xx:0.Channel[o].Data[o...111] = the data to write

e. xx:0.Channel[o].Length = the number of bytes to write

f. xx:0.Channel[o].Reset =0

g. xx:0.Channel[o].Timeout =0

h. xx:0.Channel[0].UIDLow = 0 (or UIDLow)

1

—

xx:0.Channel[0].UIDHi = o (or UIDH]I)
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Unless a UUID is specified, this command operates on the first tag in the field.
Specify a UUID in xx:0.Channel[0].UIDLow and xx:0.Channel[0].UIDHi to
perform the command on a specific tag.

Example Routine

In the following example routine, the initialization in Rung 1 sets the address,
length, and Data[o] values used to read multiple blocks and sets the command
value to o. The BlockSize, Reset, Timeout, UIDLow, and UIDHi are set to 0 in
the output image table.

The example ladder diagram is initially set for Address =0, the Length = 10.
Data[o...9] are set to a sequential list of numbers starting with 11.

FFD_1APOs  Enabie Wte_Brie Wte_Byoe
0 i e — f— —
Wie_Byte  _RFD_11.CharneillBusy _RFID_1:\.Channeql] TagPresent. Cry- Wrke_Piyte_Start
1 —iE . E Wove
Sorce Address
0 | Vite_Byin
Dest _RFOD._Y Adidres: T
0w
——————— M
Move
Souce
fLE
Dest _AFD_Y:0.Channef0] Length
0
——————— 4
Move ]
Source 0
Dest _RFD_1.0 Channeq0] Cemensnd
o+
Vite_Byte —_——— —————— o
1 = 1 hcre —
) | Source & _RAD_11 Crannel] Command Source "
o
Sowced ] st _RFID_1:0 Charral D) Commarsd
o4
IE Eu Movs -
Source A _RFD_11ChannefD] Command Source 1
19
Source B ] Dest _FFID_1:0 Channell]. Command
14
fiead_Single_Block_Stet _AFID_1:1 Channef0] Busy Read_Sngle_Block_kProgress
> IE 3 _
Fisad_Single_Block_Starl
— - |
Reed_Seige Bock Fbrogess RO E Fisad_Singe_Block_ibrogress
4 | B 1
o Serce A RFD_iChweeDiConnand |
14
Sorce 1]
{End;

Example Results

Figure 23 shows the output image table with the 10 bytes of data that is written
to the RFID tag. The sequence is 11, 12, 13, 14, 15, 16, 17, 18, 19, and 20.

Figure 23 - Output Image Table

lél'_»FlFIDJ:D,ChamsI[D] {io=e b {oon); AB:56RF_IN
[#_RFID_1:0.Channel[0] Address 0 Decimal  |INT
[#-_RFID_1:0.Channel[0] BlockSize 0 Decimal |INT
[#-_RFID_1:0.Channel[0]. Command 14 Decimal  |INT
[=_RFID_1:0.Channel[0] Data Dot {...}|Decimal |SINT[112]
[+-_RFID_1:0.Channel[0).Data[0] [ " Decimal | SINT
[+-_RFID_1:0.Channel[0]. Data[1] 12 Decimal | SINT
[+-_RFID_1:0.Channel[0].Data[2] 13 Decimal  |SINT
[+-_RFID_1:0.Channel[0] Data[3] 10 Bytes of 14 Decimal |SINT
[#-_RFID_1:0.Channel[0]. Data[4] Data to Write 15 Decimal |SINT
[#-_RFID_1:0.Channel[0].Dta[5] 16 Decimal  |SINT
[+-_RFID_1:0.Channel[0].Data[s] 17 Decimal  |SINT
[+-_RFID_1:0.Channel[0]. Data[7] 18 Decimal |SINT
[+-_RFID_1:0.Channel[0].Data[3] 19 Decimal | SINT
| | | #_RFID_1:0Channel0] Datal8] ® 2 |Decimal |SINT
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After successful completion of the Write Byte command, the input image table

shows the UUID of the tag.
= _RFID_1:|.Channed0] it e |aB:56RF I
— RFID_1.\.Channell0] Busy 0 Decimal |BOOL
H_RFID_1:l.Channell0).ChEror ChErrer=0 0 Decimal _|SINT
[#]_RFID_1:|.Channel[0).C: | Command = 14 14 Decimal  [INT
_ AFID_1:1.Channel[0] ContAeadMod 0 Decimal |BOOL
F+-_RFID_1:1 Channel[0] Counter 99 Decimal |INT
I=I-_RFID_1:I.Channell0].Data P {...} |Decimal |SINT[160]
F+-_RFID_1:I.Channel[0L Data{0] 16#0d Hex SINT
[+-_RFID_1:I.Channel[0] Datal1] 16dee Hex SINT
#_RFID_1:1.Channe([0] Data[2] 1 16des Hex SINT
[#-_RFID_1:|.Channel[0} Data{3] UUID of RFID Tag | 16#sb Hex SINT
[+ _RAFID_1:1.Channal[0} Datal4] 16400 Hax SINT
[+-_RFID_1:I.Channel[0] Data{5] 16401 Hex SINT
[+-_RFID_1:I.Channel[0L Datals] 16404 Hex SINT
|| [ H_RFID_1 Channell0) Datal?] 1e#e0 Hex SINT

The Read_Byte_Routine can be used to read the data. The data is stored in the
input channel data, starting at location o.

fil-__ﬁFIDJ:F.ChMD] {aaa} {aaa} AB:SERF_IP
el e ) u Decimel U
[-_RFID_1:1.Channel[0] ChE ot 0 Decimal  |SINT
sl e R S Read Command =4 4 Decimsl I
—_RFID_1:I.Channel[0] ContReadMode o Decimal  |BOOL
H_RFID_1:1.Channell0] Counter 100 Decimal _|INT
=_RFID_1:|.Channel0] Data Toaiy
[+ _RFID_1:1.Channel0] Data(0] 11
-_RFID_1.Channe{0] Datal1] 12
[#_AFID_1:1.Channei0] Data(2] 13 Decimal  |SINT
[+ _AFID_1:1.Channel0). Data(3] 10Bytesof § 14 Decimal | SINT
H-_RFID_1.Cherne{0] Datal4] Data 15 Decimal | SINT
B _AFID_1:| Channe{0] Datal5] 16 Decimal _|SINT
[+-_RFID_1:1.Channef0] D ata(6] 17 Decimal  |SINT
F-_RFID_1.Channe{0LDalal7] 18 Decimal | SINT
[#-_RFID_1:1.Channef0] D atajs] 19 Dacimal  |[SINT
H-_RFID_.Chenne{0] Datal] i 20 Decimal | SINT
Write DSFID The Write DSFID (Data Storage Format Identifier) command writes 1 byte of

information in the Data Storage Format Identifier (DSFID) of the RFID tag.

Set the following values in the output image table:
a. xx:0.Channel[o].Command = 43

. xx:0.Channel[o].Address =0

. xx:0.Channel[o].Data[o] = DSFID value

.xx:0.Channel[o].Length =1

. xx:0.Channel[o].Reset =0
xx:0.Channel[o].Timeout = 0

. xx:0.Channel[0].UIDLow = o (or UIDLow)

.xx:0.Channel[0].UIDHi = o (or UIDHi)

ST M o a0 o

If UIDLow and UIDHI are set to o, this command operates on the first tag in
the field. Specify a UUID in xx:0.Channel[0].UIDLow and
xx:0.Channel[o].UIDHi to perform the command on a specific tag.

Example Routine

In the following example routine, the initialization in Rung 1 sets the address,
length, and Data[o] values used to read multiple blocks and sets the command
value to 0. The BlockSize, Reset, Timeout, UIDLow, and UIDHi are set to 0 in
the output image table.
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The example ladder diagram is initially set for Address =0, the Length =o.

Data[o] is set to the DSFID value.

FFO_ 1O Enste_vete_DSFD

(]

WS DSFD  _RFD_1ICheweqoBury | RFD_11 Cranreq] Tagesert
E IE

e D St

Vate LR

"t DSFD et -
3E Eausl
Sorce s _RFD_VICTenee{0] Conmara
)
Source B [

nuje]}?_au m_n;la:\lufmm

Wil DSFD_inFrogress _RFID_1:| Channef0] Busy

gl

Sowne & D11 ChanneqD] Command
3o
a

Searen

Example Results

The command is executed successfully if the ChError = o, the

Command value = 43 and all Data bytes are o.

Use the Get System Information command or the Inventory command to read

the DSFID.

[=-_RFID_1:I.Channel [ oo AB:5GRF,
[=_RFID_1:1.Channel[0] foea) oo AB:5ERF,
—_RFID_1:1.Channel(0] Busy 0 Decimal |BOOL
[+-_RFID_1:1.Channel0].ChEror ChError= 0 0 Decimal |SINT
F-_RFID_1:1.Channel[0].Command Command =43 43 Decimal |INT
— RFID_1:1.Channel[0]. ContReadMode 0 Decimal |BOOL
[#-_RFID_1:1.Channel[0] Counter 199 Decimal |INT
[=-_RFID_1:1.Channel[0]. Data {00} {...} |Decimal |SINT[16C
[_RFID_1:I.Channel[0L Data[] 0 Decimal  |SINT
FF_RFID_1:1.Channel[0] Data[1] All Data Bytes are0 O Decimal |SINT
[_RFID_1:I.Channel[0] Data[2] 0 Decimal  |SINT
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Write Multiple Blocks The Write Multiple Blocks command writes to either one or two blocks of user
data to a FRAM tag. This command only works on FRAM tags. Catalog number
56RF-TG-2KB is a FRAM tag.

a. xx:0.Channel[o].Command =11

b. xx:0.Channel[o].Address = starting block to write

c. xx:0.Channel[o].BlockSize = number of bytes per block
d. xx:0.Channel[o].Data[o...xxx] = data to write

e. xx:0.Channel[o].Length =the number of blocks to write
f. xx:0.Channel[o].Reset =0

g. xx:0.Channel[o].Timeout =0

h. xx:0.Channel[0].UIDLow = 0 (or UIDLow)

i. xx:0.Channel[o].UIDHi = o (or UIDHI)

If UIDLow and UIDHI are set to o, this command operates on the first tag in
the field. Specify a UUID in xx:0.Channel[o].UIDLow and
xx:0.Channel[0].UIDHi to perform the command on a specific tag.

Table 26 shows the valid values for length, block size, and the number of bytes
written or each combination.

Table 26 - Valid Values

Description Value

Length 1 1 1 2 2 2
Block Size 0 4 8 0 4 8
Bytes Written 4 4 8 8 8 16

Example Routine

In the following example routine, the initialization in Rung 1 sets the address,
length, and block size values that are used to write multiple blocks and sets the
command value to o. The BlockSize, Reset, Timeout, UIDLow, and UIDH]i are

set to o in the output image table.
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FD_1LPA000ss  Enetle,Vite ke Block Virts_Mtiple_Block
o 3k Ak 4
Wb Ao Nock  _RFID._T1Channel0] Busy RFD_L Channed] Tagprsaent Wir_Mulipls_Block_Start
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i E Sowce Address
EL Wts_Muiple_Biock
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o
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o
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Figure 24 shows the output image table with the data that is written (a simple
numeric sequence starting at 2). Two blocks of 8 bytes each is written to the
tag. The data is written to address locations 3 and 4.

Figure 24 - Output Image Table

= _RFID_1:0,Channe0] (ot (i
|| | B_RFID_1:0.Channel0} Address Place Data in Addresa 3 3
|1 | 65 AAD_1:0. lockSiz Bytes perBlock=8 8
| | | & _RAD_1:0.Channelid] Command 11
| | | & _RAD_1:0.Channed] Data () =

H5_RFID_1:0.Channe{0} Dalal0] 2
H1_RFID_1:0.Channe{0} Data1] 3
H_RFID_1: a
RFID_1:0.Channel{0] D.ataj3] Data for Block 1 5

£ RAD_1:0.Channel0] Datald] L]
H_RFID_1:0.Channelf0] Datal5] 7
B:_RFID_1:0.Channel0} Da12f6) 8
_RFID_1:0.Channelf0) Datal7] ]
§jna_|:n Channell0] DatafE] 10
i.gﬂ“‘.ﬂﬁ.‘ﬂ?&!!ﬂm === Ju
AR 1.0ChavelOfRAl0) |} 12
_RFID_1:0.Channel{0] Data11] Data for Block 13
51_RFID_1.0.Channel0}Data{12] 14
_RFID_1:0.Channelf0) Datal13] 15
_RFID_1.0. Dataf14 16
RFID_1:0.Chennel0}Date15] | LB

If the Write Multiple Blocks command is executed properly, the input table
image results show ChError = 0, Command = 11 and Data[0-xxx] =O.
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Multi-tag Block Write

-~_RFID_1:1.Channell0) Busy
| FH_RFID_LChannel0) ChErar ChError =
H_RFID_1:1.Channel0) Command Command = 11 1
—_RFID_1:l.Channel{0] ContReadMod:
[ _RFID_1:1.Channel0] Countar 52
[=_RFID_1:|.Channel(0] Data i
[#-_RFID_1:1.Channel[0] D.ata[0]
[+}-_RFID_1:1.Channel[0] Data[1] Data Bytes are 0
[+ _AFID_1:1.Channel[0) Data[2]

[#-_RFID_1:I.Channel[0] Data[3]

[H_RFID_T| Charnell0} Datald]

oir a|lo|l=|=|o|o

it

oo o|lo|lo |-

Use the Read Multiple Block command (=2) to read the data.

I=_RFID_1:1.Channel0] e o |AB:58RF_I
~_RFID_1:1.Channell0] Busy o Decimal | BOOL
E+-_RFID_1:1,Channel0) ChEnor Noerrors o Decimal |SINT
FH-_RFID_1:1.Channel[0}.Command 2 = Read Multiple Blocks 2 Decimal _|INT
—_RFID_1:I.Channel[0] ContReadMod 0 Decimal |BOOL
(E_RFID_1:.Channel[0] Counter 18 Decimal |INT
(= _RFID_1:|.Charnel[0] Data (] {...) Decimal |SINT[160]
[+-_RFID_1:.Channeq0}. D atal0] b z| Decimal  |SINT
[#_AFID_1:\.Channel0) Datal1] 3| Decimal |SINT
[_RAFID_1:1.Channe{0] Data(2] =———i =4 Decimal |SINT
[ _RFID_1:1.Channe{0} Data(3] Datain § s Decimal |SINT
F-_RFID_1:|.Channef 0] D'ata(4] Block 3 [ Decimal [SINT
F_RFID_1:\.Channe{0] O:ata(5] 7 Decimal | SINT
F_AFID_1:\.Channe{0] Data(5] 8 Decimal | SINT
G-_RFID_1:1.Channe{0] Data(7] LI Decimal |SINT
5 _AFID_1:1.Channef0] Data(s] 10 Decimal  [SINT
FH_RFID_1:\.Channef 0L Data(3] 11 Decimal | SINT
B_RFID_1:1.Chenned0] Datal10] Datain_1-12 |Decimal |SINT
£_RFID_11.Channe{0]Data[11] Blockd—-2 Docimel [SINJEE
-_AFID_1:1.Channef0] Data12] 14 Decimal [SINT
FH-_RFID_1:\.Channed 01 D ata(13] 15 Decimal | SINT
1 _AFID_1:\.Channe{0] Data(14] 16 Decimal | SINT
£ _RFID_1:.Channe{0] Datal15] R ¥ Decimal |SINT

The Multi-tag Block Write command writes one or more blocks of user data to
multiple tags in the transceiver field. The maximum number of tags in the RF
field is limited to four and all tags must have the same block size.

Set the following values in the output image table:
a. xx:0.Channel[o].Command =12
b. xx:0.Channel[o].Address = starting address to write
c. xx:0.Channel[o].BlockSize = number of bytes/block
.xx:0.Channel[o].Data[o...xxx] = data to write
. xx:0.Channel[o].Length = number of blocks to write
xx:0.Channel[o].Reset =0
. xx:0.Channel[o].Timeout =0
.xx:0.Channel[0].UIDLow = o (or UIDLow)
xx:0.Channel[0].UIDHi = o (or UIDH]I)

Do th 0o Al

—

If UIDLow and UIDHIi are set to o, this command operates on the first tag in
the field. Specify a UUID in xx:0.Channel[0].UIDLow and
xx:0.Channel[0].UIDHi to perform the command on a specific tag.

IMPORTANT Length must be in 4-byte increments (for example, 4, 8, 12...) for
IS015693 tags or 8-byte increments (for example, 8,16, 24...) for FRAM
tags.
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IMPORTANT

« 0=4 bytes/block
« 4=4hytes/block
« 8 =28 bytes/block

Typically, 15015693 tags have a block size of 4 bytes/block, and FRAM

tags have a block size of 8 bytes/block.

The BlockSize field is used to specify the number of bytes/block of the
tag. Valid values are:

Example Routine

In the following example, data is written to two blocks, starting with Block 3.
The data is loaded into the output channel image table. Block three is
populated with Datafo...3] =11, 13, 15 and 17. Block 4 is populated with

Data[4...7] =19, 21, 23, 25.

. 3

FFO_KIPIO0sa  Ensbe Mt Tag Bock ke
C il

M _Tag_Block_Wrte_Start
3E

Ml Teg Plock Wite  _RFD_I1CnneRD)Busy  RFID_1ACMAnRD) TagPresent
4k AL

S pr

Muli_Tag_Biock_Wrie

Mli_Tag_Plock ywrie_Start
, T
Mhutl_Tag_Block_Whe

Dest D _{ Address

14
— w01 =
{ wove =
Soure: Langth

24
et _RFID_1:0.Channed0] Length

2

e
Dest _RFID_1-0.Channelil] BlockSize
4

—

Source L

Dost _RFID_1:0.Channe] Command
124

s Teg. hﬂ} rb\!ﬁ_&-l ﬂn_‘.lml . Busy
3t E

Wuti_Tag_Fiock Ve irfrogresa  _RFID_1:1.Charrel) Busy
4 1F —i

o H e
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Example Results

The input channel image table shows the number of RFID tags that were
written and the UUID of each RFID tag.

— RFID_1:|.Channel[0] Busy 0 Decimal | BOOL
FF_RFID_1.|.Channel[0].ChEror 0 Decimal | SINT
£-_RFID_:1.Channel[0]. Command 12 Decimal |gn
| -_RFID_1:\.Channel0) ContReadMods 0 Decimal |BO0L
EFl_RFID_:|.Channel(0] Counter 286 Decimal |INT
=_RFID_1:|.Channel[0] Data el (...} Decimal |SINT[160)
F+-_RFID_1.1.Channe(0] Data(0] Number of Tags ——p 2 Decimal [SINT
F+-_RFID_1:1.Channel0} Data[1] in RF Field 0 Decimal |SINT
£_RFID_1:1.Channell0] Data(2) 16#cB Hex  |SINT
6 _RFID_T:\.Channel(0) Datal3) 16425 Hex  [SINT
F+-_RFID_1:1.Channel[0] Datal4] 16#e6 Hex  [SINT
+-_RFID_1:1.Channel{0].D ata[5] 16#5b Hex IEINT
tH_RFID_1:\.Channel[0} Datals] UUID for Tag 1 | 16400 Hex  |SINT
[ _RFID_1:\.Channel0]Datel7] 16401 Hex  |SINT
£ _RFID_T:1.Channel(0) D atals) 16404 Hex  |SINT
FH_RFID_1:1.Channel[0] Datal9] 16§e0 Hex  |SINT
F+-_RFID_1:1.Channel0} Data(10] ¢ L6#ca Hex  [SINT
F_RFID_1:1.Channel[0] Data(11] 16853 |Hex SINT
_RFID_1:1.Channel[0}.Dat{12] 16#e6 Hex |smr
£ _RFID_T:I Channe(0] Data(13) UUID for Tag 2| 1685 Hex |§mr
£ _RFID_1:1.Channel[0) Datal14] 16§00 Hex SINT
[+ _RFID_1:1.Channel(0] Data[15] 16§01 Hex  |SINT
+-_RFID_1:l.Channel[0} Data[1E] 16§04 Hex ISINT
FH-_RFID_1:1.Channell0] Data[17] ® 16420 Hex  [SINT

Use the Read Multi Tag Block command (=3) to read the blocks and confirm
that the data was written.

=1_RFID_1:1,Channe0] Gt ) |ABSERF_In
____L—_Rnn_tmmq:l,&.y 0 Decimal |BOOL
||| B RFID_T:| Channef0].ChEnor 0 Decimal | SINT
|| | E_RAID_1:1.Channe0].Command 3 Decimal | INT
_RFID_1:1.Channe}0] ContReadMods 0 Decimal  |BOOL
| | - RAD_1:.Channef0) Counter 300 Decimal | INT

|| | =I_AFID_1:1Channe{0] Data ) {...) Decimsl |SINT[16D]
EE_RFID_1:| Channed0} Datal0] 2 Decinal |SINT
E-_RFID_1:1.Charmef0} Datal1) 0 Decinal  |SINT
-_RFID_1:1.Channel0] Dataf2] 16#c8 Hex [SINT
FF-_RFID_1:\.Channe{0) Datal3] 16825 Hex  |SINT
[ _RFID_1:1.Charme{0} Dataf4] 16§86 Hex [SINT
B _RFID_1:1.Channel0] Datal5) Tag 1UUID | 16sse Hex [SINT
[+-_RFID_1:1,Channe0) Dataf5] 16400 Hex  |SINT
F#-_RFID_1:1.Chernel 0} Dataf7] 16801 Hex [SINT

[ RAID_Ti.Charmel0)Datal) 16404 Hex |ﬂ. T
E_RFID_T:| ChanneD] DatafS] 1640 Hex SINT
F#_RFID_1:1.Channe{0] Dataf10] 11 Decimal  |SINT
[#-_RFID_1:1.Channel0} Daiaf11] Tag 1Block 3Data | 13 Decinal | SINT
[+-_RFID_1:1.Charnel 0} Data{12] 15 Decimal  |SINT

Mﬂ 17 Decinal f_ﬂ"_f
[H-_RFID_1: Charnel0} Dataf14] 1% Decinal  |SINT
_ RFID_1:1.Channe0] Data{15] Tag 1BlockdData | z1 Decimal |SINT
B RFID_T:).Channel0} Dalaf16) 23 Decimal _|SINT
[+_RFID_1:.Charne{0} Dataf17] 25 Decinal  |SINT
B_RFID_1:1.Channe0} Dataf 8] 16fca Hex  |SINT
E_RFID_T:|.Channe0} Datal19] 16453 Hes  [SINT
F_RFID_1:1.Channel0] Datsf20] 166 Hex SINT
w 16d5b Hew  |SINT
_AFID_1:1. Charmel0] Dataf22] Tag 2 UUID | 16400 Hes  |SINT
B_RFID_1:1.Channe0} Datel23] 16801 Hex  |SINT
EH_AAD_T:| Channek 0] Dalaf2d] | 16404 Hex  ISINT
F+-_AFID_T:|.Channel0] Datal25] 1680 Hex  |SINT
_RFID_11.Channe{0] Data{26] 11 Decimal |SINT
_AFID_1I.Charnel0}D2ta27)  |Tag 1Block3Data § 13|  |Decimal [SINT
£_RFID_1:|.Channel0} Data(26] 15 Decimal |SINT
_RFID_T! Channel0) Dalaf29] | 17 Decimal |SINT
_AFID_1:1.Channel0] Datal30] 19 Decimal |SINT
_RFID_1:|.Channel 0} Data{31] Tag 1 Block 4 Data 21 Decimal | SINT

AFID_ViChanvelD]Dstof3e) | | B Decimal *._5"”
_RFID_1:1.Channe{01Datal33] 25 Decimal |SINT
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