802.11b
Wireless Access Point

User's Guide




TABLE OF CONTENTS

CHAPTER LINTRODUCTION ...oitiiiiiiiieiisienietirie et sse e s sessessensssessnnsnses 1
WITEIESS LANS ...ttt ettt et st re e be e te e e e s aeeeae e be e beenbeenteeneesraesanas 1
Features of your Wireless ACCESS POINT ........ccoiiiiiiriierinieree e 3
PACKAgE CONENTS ...ttt a et ens 4
L )Y o= I T =T SRR 5

CHAPTER 2 INSTALLATION ..ottt ens 7
REQUITEMENTS.....oiieiiciereee ettt ettt s st e s e b et senseennas 7
0ol o (USSR 7

CHAPTER 3ACCESSPOINT SETUP ..ottt 9
OVEINVIBW ..ottt sttt s e e te et e e e ebeeebe e be e beeabesaeesbeesbeesbeensesasesaeesanesseenteenreans 9
PrEDArALION ....veeiicteteet bbbt ens 9
Connecting to the Wireless ACCESS POINT ..o 9
[P SELLINGS SCIBEN ...ttt ettt b e b ettt eb e et sbesnene 11
WWITEIESS SCIBEN ...ttt et et e et e e be et e et e eabesaeesaeesbeesreenseennennes 13
WITEIESS M OUE ...ttt ettt be et e e at e saeesbeesbeenteenreeneeens 14
SECUNTTY SELTINGS ...ttt ettt eb e ens 14
Change PassWOrd SCIEEN ..ot sb e 17

CHAPTER 4 PC AND SERVER CONFIGURATION .....coiiiciieece et 19
Wireless Station CoNfiguration ........c.cuveceieneieneneee e 19
Radius Server CONfiQUIation .......cccoiveiiinieise ettt st sreneas 20

CHAPTER 5 OPERATION AND STATUS ...ttt 21
(O] 01= = 1 { o] o [F OO PE TP UR SR 21
INFOrMALION SCrEEN ...t sre e sre b e e beesba e teens 21
ACHIVITY LOG. ettt et sttt b bbb e e 23
S = L o) 1 T OSSR RSP SSRORR 24
S LIS TS @ == o [ USROS RSSO 25

CHAPTER 6 OTHER SETTINGS & FEATURES.......oociieeee et 27
(@Y1 T PSSP 27
U To (= o LN T Y7 S 27
BackUP/RESLOr € SELEINGS......ciiceiiectecieseee et st s r e e nee s 28
RESEL ACCESS POINT ...viieiieiiiieiiee ettt sttt st sttt sttt st e e ebesse e sbesaeneas 29
ACCESS CONEIOl .ttt sttt sttt ettt e s tenae e es 30

APPENDIX A SPECIFICATIONS ..ottt st st 33
Wirel@SS ACCESS POINT........oi ittt s re e st re e e eas 33

APPENDIX B TROUBLESHOOTING .....covitiieiriiicestee et st 36
(@Y1 T ST 36
GeNEral ProDIEMS.. ..ottt nas 36
INTEI ML ACCESS.... ettt ettt r e bt b s e e s e e s e e sre e saeenneenneennesneesreereens 36

APPENDIX CWINDOWS TCP/IP....ctiiiiieee et 38
OVEINVIBW ..ttt sttt et et e e be e st e et e e s beeaeesheesbeesteensesasesaeesseenbeenteensesseessaenrens 38
Checking TCP/IP Settings - Windows OX/ME: ..o 38
Checking TCP/IP Settings - WindOWS NTZ4.0 ...c..coiiiririeeenceesesee e 40




P/N:
Copyright © 2003. All Rights Reserved.

Document Version: 1.0

All trademarks and trade names are the properties of their respective owners.



Chapter 1

Introduction

This Chapter provides an overview of the Wireless Access Point's features
and capabilities.

Congratulations on the purchase of your new Wireless Access Point. The Wireless Access
Point links your 802.11b wireless stations to your wired LAN. The Wireless stations and
devices on thewired LAN are then on the same network, and can communicate with each
other without regard for whether they are connected to the network via a Wireless or wired
connection.
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Figure 1. Wireless Access Point

The auto-sensing capability of the Wireless Access Point allows packet transmission up to
11Mbps for maximum throughput, or automatic speed reduction to lower speeds when the
environment does not permit maximum throughput.

Wireless LANS

Wireless networks have their own terms and jargon. It is necessary to understand many of
these termsin order to configure and operate a Wireless LAN.

Modes

Wireless LANs can work in either of two (2) modes:
e Ad-hoc
e Infrastructure
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Ad-hoc Mode

Ad-hoc mode does not require an Access Point or awired (Ethernet) LAN. Wireless
Stations (e.g. notebook PCs with wireless cards) communicate directly with each other.

Infrastructure Mode

In Infrastructure Mode, one or more Access Points are used to connect Wirel ess Stations
(e.g. Notebook PCs with wireless cards) to awired (Ethernet) LAN. The Wireless Stations
can then access all LAN resources.

Access Points can only function in "Infrastruct re" mode,
and can communicate only with Wireless Static 1s which are
Motel setto "Infrastructure" mode.

SSID/ESSID

BSS/SSID

A group of Wireless Stations and a single Access Point, al using the same ID (SSID),
form aBasic Service Set (BSS).

Using the same SSID is essential. Devices with different SSIDs are unable to
communicate with each other. However, some Access Points allow connections from
Wireless Stations which have their SSID set to “any” or whose SSID is blank ( null ).

ESS/ESSID

A group of Wireless Stations, and multiple Access Points, all using the same ID (ESSID),
form an Extended Service Set (ESS).

Different Access Points within an ESS can use different Channels. To reduce interference,
it is recommended that adjacent Access Points SHOULD use different channels.

AsWireless Stations are physically moved through the area covered by an ESS, they will
automatically change to the Access Point which has the least interference or best
performance. This capability is called Roaming. (Access Points do not have or require
Roaming capabilities.)

Channels

The Wireless Channel sets the radio frequency used for communication.

Access Points use afixed Channel. Y ou can select the Channel used. This allows you to
choose a Channel which provides the least interference and best performance. In the USA
and Canada, 11 channels are available.

If using multiple Access Points, it is better if adjacent Access Points use different
Channels to reduce interference. The recommended Channel spacing between adjacent
Access Pointsis 5 Channels (e.g. use Channels 1 and 6, or 6 and 11).

In "Infrastructure” mode, Wireless Stations nhormally scan all Channels, looking for an
Access Point. If more than one Access Point can be used, the one with the strongest signal
isused. (This can only happen within an ESS.)

If using "Ad-hoc" mode (no Access Point), all Wireless stations should be set to use the
same Channel. However, most Wireless stations will still scan all Channelsto seeif there
isan existing "Ad-hoc" group they canjoin.
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WEP

WEP (Wired Equivalent Privacy) is a standard for encrypting data before it is transmitted.

Thisis desirable because it isimpossible to prevent snoopers from receiving any datawhichis
transmitted by your Wireless Stations. But if the data is encrypted, then it is meaningless
unless the receiver can decrypt it.

If WEP isused, the Wireless Stations and the Wir eless Access Point must have the same
settings.
Configuring your Wireless LAN

To dlow Wireless Stations to use the Access Point, the Wirel ess Stations and the Access Point
must use the same settings, as follows:

Mode On client Wireless Stations, the mode must be set to "Infrastructure”.
(The Access Point isawaysin "Infrastructure” mode.)
Channel The Access Point should be set to the Channel you wish to use.

e If using multiple Access Points, they should use different Channels
to reduce interference. The recommended channel separation
between adjacent Access Pointsis 5 channels (e.g. Use channels 1,
6, and 11)

e Itisnot necessary to set the Channel on Wireless stations; they will
scan all Channelsto locate the Channel used by the Access Point.

SSID (ESSID)  Wireless Stations should use the same SSID (ESSID) as the Access
Point they wish to connect to.

Alternatively, the SSID on Wireless Stations (but not the Access Point)
can be set to "any" or null (blank) to allow connection to any Access
Point, if the Access Points support this feature.

WEP The Wireless Stations and the Access Point must use the same settings
for WEP (Off, 64 Bit, or 128 Bit).

WEP Key: If WEP isenabled, the Key Table (for 64 Bit encryption) or
Key (for 128 Bit Encryption) must be the same on the Wireless Stations
and the Access Point.

WEP Authentication: The Wireless Access Point supports both
methods ("Open System" or "Shared Key") simultaneously, so normally
it does not matter system the Wireless stations use. But if you change the
Wireless Access Point to use one method only, then all Wireless stations
must use the same settings.

User Name, If using 802.1x mode, each Wireless station must have a user name and

password on the Radius Server used for authentication.
Password

Features of your Wireless Access Point

The Wireless Access Point incorporates many advanced features, carefully designed to provide
sophisticated functions while being easy to use.
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e Standards Compliant. The Wireless Access Point complies with the IEEE 802.11b
(DSSS) and |EEE 802.1x specifications for Wireless LANS.

e 802.1x Support. Support for 802.1x mode isincluded, providing for the industrial-
strength wireless security of 802.1x authentication and authorization.

e Radius Client Support. The Wireless Access Point can login to your existing Radius
Server (asaRadius client).

e Dynamic WEP key Support. In 802.1x mode, either fixed or Dynamic WEP keys can be
used.

e Upgradeable Firmware. Firmwareis stored in aflash memory and can be upgraded
easily, using only your Web Browser.

e WEP support. Support for WEP (Wired Equivalent Privacy) isincluded. Both 64 Bit
and 128 Bit keys are supported.

e Access Control. The Access Control feature can ensure that only trusted Wireless
Stations can use the Wireless Access Point to gain access to your LAN.

e Simple Configuration. If the default settings are unsuitable, they can be changed
quickly and easily.

e DHCP Client Support. Dynamic Host Configuration Protocol provides a dynamic IP
address to PCs and other devices upon request. The Wireless Access Point can act as a
DHCP Client, and obtain an |P address and related information from your existing DHPC
Server.

e NetBIOS & WINS Support. Support for both NetBIOS broadcast and WINS
(Windows Internet Naming Service) allows the Wireless Access Point to easily fit into
your existing Windows network.

e Password - protected Configuration. Optiona password protection is provided to
prevent unauthorized users from modifying the configuration data and settings.

Package Contents

The following items should be included:

e Wireless Access Point

e Power Adapter

e 2 Wireless Antennae

e Quick Start Guide

e Documentation CD-ROM

o Extended Warranty/Registration Card

If any of the above items are damaged or missing, please contact your dealer immediately.
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Physical Details

Front Panel LEDs

Elakis LinkWed o
Powest O L il 0 WLAN

Figure 2: Front Panel
Status On - Error condition.
Off - Normal operation.
Blinking - This LED blinks during start up, or when the Firmwareis being

upgraded.
Power On - Normal operation.
Off - No power
Link/Act On - The LAN (Ethernet) port is active.

Off - No active connection on the LAN (Ethernet) port.

Flashing - Datais being transmitted or received via the corresponding
LAN (Ethernet) port.

100 On - LAN (Ethernet) port isusing 100BaseT.
Off - LAN (Ethernet) port connection is using 10BaseT, or is not active.
WLAN On - Wireless connection is available; Wireless Access Point is ready for
use.

Off - No Wireless connection available.

Flashing - Datais being transmitted or received via the Wireless access
point. Dataincludes "network traffic" aswell as user data.
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Rear Panel
ETHERMET POWER
RESET # \ n
Figure 3 Rear Panel
Antennae Two antennae (aerials) are supplied. These must be fitted to the
mounting points on either end on the rear panel.
Best results are usually obtained with the antennae in a vertical
position.
Reset Button This button has two (2) functions:
e Reboot. When pressed and released, the Wireless Access Point
will reboot (restart).
e Reset to Factory Defaults. This button can also be used to clear
ALL dataand restore ALL settings to the factory default values.
To Clear All Data and restore the factory default values:
1. Power Off the router
2. Hold the Reset Button down while you Power On the router.
3. Continue holding the Reset Button until the Status (Red) LED
blinks TWICE.
4. Releasethe Reset Button.
The factory default configuration has now been restored, and the
Router is ready for use.
Ethernet Use astandard LAN cables (RJ45 connectors) to connect this port to a

Power port

10BaseT or 100BaseT hub on your LAN.
Connect the supplied power adapter here.
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Installation

This Chapter covers the physical installation of the Wireless Access Point.

Requirements

Requirements:
e  TCP/IP network
e Ethernet cable with R}45 connectors

e Installed Wireless network adapter for each PC that will be wirelessly connected to the
network

Procedure

Before commencing, select a suitable location for the installation of your Wireless Access
Point. To maximize reliability and performance, follow these guidelines:

e Usean elevated location, such as wall mounted or on the top of a cubicle.
e Placethe Wireless Access Point near the center of your wireless coverage area.

e If possible, ensure there are no thick walls or metal shielding between the Wireless Access
Point and Wireless stations. Under ideal conditions, the Wireless Access Point has arange
of around 100 meters (300 feet). The range is reduced, and transmission speed is lower, if
there are any obstructions between Wireless devices.

Figure 4. Installation Diagram
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1. Attach the wireless antennae to the connectors provided on the back of the router. Secure
each antenna by turning the grooved or ridged ring on the antenna until snug (Do not over
tighten).

2. Useastandard LAN cable to connect the “Ethernet” port on the Wireless Access Point to
a10/100BaseT hub on your LAN.

3. Connect the supplied power adapter to the Wireless Access Point and a convenient power
outlet.

4, Check the LEDs:
e The Status LED should flash, then turn OFF.
e  The Power, WLAN, and Link/Act (LAN) LEDs should be ON.

For more information, refer to Front Panel LEDs in Chapter 1.
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Access Point Setup

This Chapter provides details of the Setup process for Basic Operation of
your Wireless Access Poaint.

Overview

This chapter describes the setup procedure to make the Wireless Access Point avalid device
onyour LAN, and to function as an Access Point for your Wireless Stations.

Wireless Stations may also require configuration. For details, see Chapter 4 - Wireless Station
Configuration.

The Wireless Access Point can be configured using your Web Browser. Your Browser must
support JavaScript. The configuration program has been tested on the following browsers:
e Netscape V4.08 or later

e Internet Explorer V4 or later

Preparation

1. Install the Wireless Access Point in your LAN, as described previously.

2. Check the Wireless Access Point to determine its Default Name. Thisis shown on alabel
on the base or rear, and isin the following format:

MEL103_XXXXXX
Where xxxxxx is aset of 6 Hex characters(0~9,and A ~F).

w

Use a PC which is aready connected to your LAN, either by awired connection or
another Access Point.

e Until the Wireless Access Point is configured, establishing a Wireless connection to it
may be not possible.

e |f your LAN contains a Router or Routers, ensure the PC used for configuration is on
the same LAN segment as the Wireless Access Point.

Connecting to the Wireless Access Point

1. OpenaMSDOSPrompt or Command Prompt Window.
2. Usethe Ping command to “ping” the Wireless Access Paint.
Enter ping followed by the Default Name of the Wireless Access Point.
eg.
ping ME103_494EQ7
3. Check the output of the ping command to determine the I P address of the Wireless Access

Point, as shown bel ow.
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Pinging WETDE 484E07 with 37 bytes of data;

ime= Tlns TTL=128
TUms TTL=1215

10me TTL=126
ime=1lms TTL=128

Figure5: Ping Command

If there is no reply (“Request timed out”)

e  Check that the Wireless Access Point is properly installed, LA N connection is
OK, and it is powered ON.

e Ensurethat your PC and the Wireless Access Point are on the same network
segment. (If you don't have arouter, this must be the case.)

4. Start your Web browser.
5. Inthe Address box, enter "HTTP://" and the |P Address of the Wireless Access Point
eg.
HTTP://192.168.0.5
6. You should then see alogin prompt, which will ask for a User Name and Password.

Flagas gnher o ur suthantiostio n infgmation

Rasourca Moo sword
Caneced

Llzes neme I

Bz rascrd I""""

Figure 6: Password Dialog

7. Enter admin for the user name, and password for the password.
These are the default values. The password (but not the user name) can and should be
changed. Always enter the current password, as set on the Change Password screen.

8. You will then see the Information screen, which displays the current settings and status.
No datainput is possible on this screen.

9. From the menu, select and configure the following screens, as described in the following
sections:

e |P Settings

o Wireless Settings
o WirelessMode

e  Security Settings
e Change Password

10. Setup of the Wireless Access Point is now complete.
Wireless stations must now be set to match the Wireless Access Point. See Chapter 4 for
details.

10
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If you can't connect:

Itislikely that your PC's|P addressis incompatible with Wirelesc Access Point’s
IP address. This can happen if your LAN does not have aDHCP < yver.

It this case, you must change your PC’s | P address to match the W reless Access
Point. See Appendix C - Windows TCP/IP for details for this proc dure.

Information Screen

When you first connect, you will see the Information screen. This displays the current settings
and status of the Wireless Access Point. No data can be input on this screen.
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Figure 7: Information Screen

For further details of this screen, refer to Information Screen in Chapter 5.

IP Settings Screen

The settings on this screen must be suitable for your existing network.

Click I P Settings on the menu to view a screen like the following.

11
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Figure8: | P Settings Screen

Data - IP Settings Screen

DHCP Client

Enable/Disable

If set to Enable, the Wireless Access Point will obtain an IP address
from your DHCP Server. Thisis the default.

If set to Disable, you need to enter the P Address, |P Subnet Mask,
Gateway, and DNS, as explained below.

This setting should be changed to Disable if your LAN does not have a
DHCP Server.

IP Address

Only required if DHCP Client is set to Disable.
Enter an unused |P Address from within the range used by your LAN.

I P Subnet Mask

Only required if DHCP Client is set to Disable.

Enter the Subnet Mask for the LAN segment to which the Wireless
Access Point is attached (the same value as the PCs on that LAN

segment).

Gateway

Only required if DHCP Client is set to Disable.

Enter the Gateway for the LAN segment to which the Wireless Access
Point is attached (the same value as the PCs on that LAN segment).

DNS

Only required if DHCP Client is set to Disable.
Enter the DNS (Domain Name Server) used by PCs on your LAN.

MAC Address

MAC Address

The MAC address (physical address) of the Wireless Access Paint is
displayed here. Thisisfor information only; the MAC address cannot
be changed.

12
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WINS

Enable WINS

If your LAN has a WINS server, enable this setting, and enter the
name or | P address of your WINS server.

Wireless Screen

The settings on this screen must match the settings used by Wireless Stations.

Click Wireless on the menu to view a screen like the following.

th il 1L A e Py

B EM =

ek iripmen | apdore

Sfmmk - = - Q¢ 0] 3 QSewth Gt rerae

&

! T

1 D def vt |

VP dpiand V| THEE 1A

HETGEAR Fecurs BOE.11h Access Peimg ME103

L b (i i

Wireless Screen

Figure9: Wireless Screen

Access Point Name

The default name may be changed if desired.

Note: In 802.1x mode, this name is used as the Client Login Name
for the Radius Server.

Domain Thiswill display the domain or region for which the Wireless
moduleis licensed for use.
Automatic If set to Enable, the Wireless Access Point will self-select a Wireless

Channel Selection

Channel.

If set to Disable, the Channel you select in the drop-down list will be
used.

SSID

This must match the value used on the Wireless Access Point. The
default value is netgear

Note: The SSID is case sensitive.

13
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Wireless Mode

The Mode screen allows you to change the default mode of the Wireless Access Point, if
desired.

The following modes are supported.

e 802.1x Access Point - the Wireless Access Point functions according to the |IEEE 802.1x
specifications. Select this mode only if :

e All of your Wireless Stations comply with the 802.1x standard. The will require
802.1x software which can pass their User Name and Password to the Radius Server.

e Your LAN contains a Radius Server which can provide authentication services for
Wireless users.

e non 802.1x Access Paint - the Wireless Access Point functions according to the |IEEE
802.11b standard. Thisis the default setting, and is the most common standard in use at
thistime. No Radius Server is required or used.

Bl EF e Fhawlm ool Hes
e (] 4 O VAT e | LR, 11 B Pyt o
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Figure 10 WirelessMade

To view this screen, select Mode from the menu.

Note that changing the Mode on this screen affects the Security screen, as described in the
following section.

Security Settings

The Security Settings screen will vary according to the Mode of the Wireless Access Point.

In the default Mode (non-802.1x Access Point), clicking the Security Settings link on the menu
will result in a screen like the following.
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Security Settings - non 802.1x Mode
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Figure 11: Security Settings- non 802.1x Mode

Data - Security Screen (non 802.1x Mode)

Data Encryption

Enable

Enable thisif you wish to use WEP.
e Youmust provide at least one Key value.
e All Wireless Stations must have the same settings.

Authentication Type

Normally, you can leave this at “ Automatic”, so that Wireless
Stations can use either method ("Open System" or " Shared
Key".).

If you wish to use a particular method, select the appropriate
value - "Open System™ or "Shared Key". All Wireless stations
must then be set to use the same method.

Select the desired option:

Encryption

e 64 Bit Encryption

e 128 Bit Encryption
Passphrase To generate akey or set of keysfrom aword or phrase:

1. Select thetype of key required (64 Bit or 128 Bit)

2. Enter the word or phrase in the "Passphrase” field.

3. Click the "Generate Keys' button.

4. The screen will refresh with the key value(s) inserted.
Key 1. Key 4 Select the key you wish to be the default. Transmitted datais

ALWAY S encrypted using the Default Key; the other Keys
are for decryption only.

All Wireless stations must use the same key as the Access
Point.

15
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SSID Broadcast

Wireless Network Name
(SSID) Broadcast

not broadcast.

If set to Enable, the Wireless Access Point will broadcast its
SSID, allowing Wireless Stations which have a“null” (blank)
SSID to adopt the correct SSID. If set to Disable, the SSISis

Security Settings - 802.1x Mode
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Figure 12: Security Settings - 802.1x Mode

Data - Security Screen (non 802.1x Mode)

Data Encryption

Enable Enable thisif you wish to use WEP.

e You must provide at least one Key value.
o All Wireless Stations must have the same settings.

Authentication
Type

Normally, you can leave this at “ Automatic”, so that Wireless
Stations can use either method (" Open System" or "Shared Key".).

If you wish to use a particular method, select the appropriate value -
"Open System" or "Shared Key". All Wireless stations must then be
set to use the same method.

Encryption

Select the desired option:
e 64 Bit Encryption
e 128 Bit Encryption
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Passphrase

To generate akey or set of keysfrom aword or phrase:
5. Select the type of key required (64 Bit or 128 Bit)
Enter the word or phrase in the "Passphrase” field.
Click the "Generate Keys" button.

6.
7.
8. The screen will refresh with the key value(s) inserted.

Key1l.Key4

Select the key you wish to be the default. Transmitted datais
ALWAY S encrypted using the Default Key; the other Keys are for
decryption only.

All Wireless stations must use the same key as the Access Point.

SSID Broadcast

Wireless Networ k
Name (SSID)
Broadcast

If set to Enable, the Wireless Access Point will broadcast its SSID,
allowing Wireless Stations which have a“null” (blank) SSID to
adopt the correct SSID. If set to Disable, the SSIS is not broadcast.

Radius Server Login

Radius Server Enter the name or I P address of the Radius Server on your network.
Name/l P address

Server Port Enter the port number used for connections to the Radius Server.
Shared Key Thisis used for the Client Login on the Radius Server. Enter the key

value to match the Radius Server.

Note: The Client Name is the name of the Wireless Access Point.

Current Login
Status

This read-only field displays the current login status, to the Radius
Server, for this Wireless Access Point.

Change Password Screen

The password screen allows you to assign a password to the Wireless Access Point. This
password limits access to the configuration interface.
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Figure 13: Change Password Screen
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The default password is password

It is recommended that this be changed, using this screen.

Data - Change Password Screen

Current Password

Enter the current password here

Set Password Enter the new password here
Repeat New Re-enter the new password in this field.
Password

Auto Logout

If set to Enable, the login will expire after the connection has been
idle for anew minutes. Y ou will then need to re-enter the
password.

If set to Disable, the connection will not time-out, and you need to
logout manually, using the Logout option on the menu.

Using the default value of Enable is recommended.

Y ou will be prompted for the password when you connect, as shown below.

Flagss @i yaur euthanicaion infomalian
Resource Moo sword
Com o |

Llzes neme I
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Figure 14: Password Dialog

e Enter admin for the User Name.

e Enter the Wireless Access Point’s password, as set on the Change Password screen above.
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PC and Server Configuration

This Chapter details the PC Configuration required for each PC on the local
LAN.

Wireless Station Configuration

All Wireless Stations need to have settings which match the Wireless Access Point. These
settings depend on the mode in which the Access Point is being used.

non 802.1x Mode

For each of the following items, each Wireless Station must have the same settings as the
Wireless Access Point.

Mode On each PC, the mode must be set to | nfrastructure.

SSID (ESSID) | Thismust match the value used on the Wireless Access Point. The
default valueisnetgear.

Note! The SSID iscase sensitive.

WEP By default, WEP on the Wireless Access Point is disabled.
e |f WEP remains disabled on the Wireless Access Point, all stations
must have WEP disabled.

e If WEPisenabled on the Wireless Access Point, each station must
use the same settings as the Wireless Access Paint.

e The Encryption type (Key size) must be the same.

e Each Wireless Station must have the Wireless Access Point’s
Default Key in the same location in its Key table. (But it does
not have to be the Default key for the Wireless Station.)

e The Wireless Access Point must have the Default Key for each
Wireless Station in the same location in its Key table.
Thisis usually achieved by having all Stations and the Wireless
Access Point use the same Key table, but having different
Default keys.

802.1x Mode

For each of the following items, each Wireless Station must have the same settings as the
Wireless Access Point.

Mode On each PC, the mode must be set to | nfrastructure.

SSID (ESSID) | This must match the value used on the Wireless Access Point. The
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default valueisnetgear.

Note! The SSID iscase sensitive.

WEP

By default, WEP on the Wireless Access Point is disabled.

e |If WEP remains disabled on the Wireless Access Point, all stations
must have WEP disabled.

e |f WEP isenabled on the Wireless Access Point, each station must
use the same settings as the Wireless Access Paint.

e The Encryption type (Key size) must be the same.

e Each Wireless Station must have the Wireless Access Point’s
Default Key in the same location in its Key table. (But it does
not have to be the Default key for the Wireless Station.)

e  The Wirdess Access Point must have the Default Key for each
Wireless Station in the same location in its Key table.
Thisisusually achieved by having all Stations and the Wireless
Access Point use the same Key table, but having different
Default keys.

Also, each station must have their 802.1x software configured to provide the correct Login
Name and Password to the Wireless Access Point. The Wireless Access Point will forward this
login datato the Radius Server.

Radius Server Configuration

If using 802.1x mode, the Radius Server on your network must be configured as follows:

Client Login There must be a Client Login for the Wireless Access Point itself.
The Wireless Access Point will useits Default Name asits Client Login
name. (The Shared Key is set on the Security Screen).

User Logins Each Wireless Station must have a user login on the Radius Server.
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Chapter 5

Operation and Status

This Chapter details the operation of the Wireless Access Point and the status
screens.

Operation

Once both the Wireless Access Point and the PCs ar e configur ed, operation isautomatic.

Information Screen

Use the I nformation link on the main menu to view this screen.
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Figure 15: Information Screen
Data - Information Screen
Access Point Information
Access Point Name The current name will be displayed.
MAC Address The MAC (physical) address of the Wireless Access Point.
Domain Thisisthe region for which this Wireless Access Point is licensed
for use.
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Firmware Version

The version of the firmware currently installed.

Current IP Settings

IP Address

The IP Address of the Wireless Access Point.

Subnet Mask The Network Mask (Subnet Mask) for the |P Address above.
Gateway The Network Mask (Subnet Mask) for the |P Address above.
DHCP Client Thisindicates whether the current | P address was obtained from a

DHCP Server on your network.
It will display "Enabled" or "Disabled".

Wireless Settings

Wireless Networ k

The current SSID.

Name (SSID)
Channél/Frequency The Channel currently in useis displayed.
Mode The current operational mode is displayed.

Security Settings

Authentication

This displays the current Authentication setting.

Encryption

The current Encryption setting is displayed.
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Activity Log

If using PPPoE (PPP over Ethernet), a screen like the following example will be displayed
when the "Connection Details" button is clicked.
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Figure: Activity Log
Activity Log

Data

Current Time The system date and time is displayed.

Log The Log shows details of the existing connections to the Wireless
Access Point.

Buttons

Refresh Update the data on screen.

Clear Log Thiswill delete all data currently in the Log. Thiswill make it
easier to read new messages.
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Station List
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Figure 16 Station List Screen

Station List Screen

Station List

MAC Address

The MAC (physical) address of each Wireless Station is displayed.

Station Name

The name of each Wireless Station.

Status

The current status of each Wireless Station is displayed.

Refresh Button

Update the data on screen.
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Statistics Screen

The Statistics screen shows details of the traffic flowing through the Wireless Access Point.
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Figure 17: Statistics Screen

Data - Statistics Screen

System Up Time

System Up Time

This indicates how long the system has been running since the last
restart or reboot.

Wired Ethernet

Packets

Number of packets transmitted and received via the Wired Ethernet
port.

Bytes

Number of bytes transmitted and received via the Wired Ethernet
port.

Throughput (Back)

The throughput of data transmitted or received via the Wired
Ethernet port.

CRCErrors

Wireless

Unicast Packets

Number of packets sent or received, when the communication was
to asingle Wireless Station.

Broadcast Packets

Number of Broadcast packets transmitted to and received from
Wireless Stations.
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Multicast Packets

Number of Broadcast packets transmitted to and received from
Wireless Stations, using Multicast transmission.

Total Packets

Total number of packets transmitted or received.

Total Bytes

Total number of Bytes transmitted or received.

Throughput (B/sec)

Throughput, measured in Bytes per second.

Refresh Button

Update the data shown on screen.
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Chapter 6

Other Settings & Features

This Chapter explains when and how to use the Wireless Access Point's
"Advanced" Features.

Overview

This Chapter covers the following features.

Maintenance

e Upgrade Firmware

e Backup/Restore Settings
e Reset Access Point

Advanced
e Access Control
o  Wireless Settings

Upgrade Firmware

The firmware (software) in the Wireless Access Point can be upgraded using your Web
Browser.

Y ou must first download the upgrade file, and then select Upgrade Firmware in the
M aintenance section of the menu. Y ou will see a screen like the following.
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Figure 18: Upgrade Firmware
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To perform the Firmware Upgrade:

9. Click the Browse button and navigate to the location of the upgrade file.
10. Select the upgradefile. Its name will appear in the Upgrade File field.
11. Click the Upload button to commence the firmware upgrade.

g The Wireless Access Point is unavailal le during the
upgrade process, and must restart wh n the
Motel upgrade is completed. Any connection ; to or
through the Wireless Access Point will be lost.

Backup/Restore Settings

This screen allows you to Backup (download) the configuration file, and to restore (upload) a
previously-saved configuration file.

Y ou can also set the Wireless Access Point back to its factory default settings.

To reach this screen, select Upgrade Firmware in the M aintenance section of the menu.
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Figure 19: Backup/Restor e Settings

Backup/Restore Settings
Backup Setting

Save a copy of Click the Backup button to download the current settings to afile
current settings on your PC.
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Restore saved settings | If you have a previously-saved configuration file, you can use
from afile thisto restore those settings by uploading the file.

1. Click the Browse button and navigate to the location of the
configuration file.

2. Select the upgrade file. Its name will appear in the File field.
3. Click the Restore button to commence the upload.

4. TheWireless Access Point will need to restart, and will be
unavailable during the restart. All exiting connections will be

broken.
Revert to factory Use this to set the Wireless Access Point back to its factory
default settings default settings.

e Click “Erase’ to start the procedure.

e TheWireless Access Point will need to restart, and will be
unavailable during the restart. All exiting connections will be
broken.

Reset Access Point

This screen alows you to Restart (Reboot) the Wireless Access Point.

To reach this screen, select Reset Access Point in the M aintenance section of the menu.
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Figure 20: Reset Access Point
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Access Control

The Access Control feature allows administrators to prevent “unknown” Wireless stations
from using the Access Point.
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Figure 21: Access Control Screen

This screen is accessed by the Access Control link in the Advanced section of the menu.

The Table shows all “Known” (Trusted) wireless stations. If Access Control is enabled, only
these stations can use the Access Point.

Access Control Screen

Turn Access Check this box to enable the Access Control feature.

Control On

Mac Address For each Wireless station, the MAC (physical) address is shown.

Station Name The name of each Wireless station is shown.

Buttons

Add Add anew Wireless station to the list.

Edit Edit an existing Wireless Station. Y ou need a select a station, using
the radio buttons on the | eft.

Delete Deleted an existing Wireless Station. Y ou need a select a station,
using the radio buttons on the left.

Apply Save the settings on this screen.

Cancel Reverse any settings made since the last save.
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Wireless Adapter Access Setup

This screen is displayed when the Add button on the Wireless Adapter Access List screenis
clicked.
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Figure 22: Wireless Adapter Access Setup
Wireless Adapter Access Setup
Available Wireless Cards
Mac Address For each available Wireless station, the MAC (physical) addressis
shown.
Station Name The name of each Wireless station is shown.

Wireless Card Entry

MAC Address If you select a known Wireless Station (by clicking on the radio
button on the left), its MAC address will beinserted in thisfield.

If the Wireless station is not shown, you can enter its MAC address
inthisfield.

Station Name The name of each Wireless station will be automatically
determined when the Station connects to the Access Point. Y ou do

not need to input the name.
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Edit Wireless Adapter

This screen is displayed when the Edit button on the Wireless Adapter Access List screenis
clicked.
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Figure 23: Group Members

Edit Wireless Adapter

Device Name The name of each Wireless station will be automatically
determined when the Station connects to the Access Point. If this
fails, the name will be shown as “Unknown”.

Here, you can input the correct name.

MAC Address Enter the Wireless Station's MAC addressin this field.
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Appendix A

Specifications

Wireless Access Point

CPU TI TNETW5305

DRAM 4 Mbytes (Can Expand)

Flash 1 Mbytes (Can Expand)

LAN port 1 x Shield RJ 45 for 10/100Mbps Ethernet
WirelessMAC& BB Tl ACX100

Operating temp. 0~40

Storage temp -20 ~70

Power Adapter DC 12Vv/800mA-1000mA

Dimension 745 (W) x4.85 (D) x 1.06' (H)

Wireless Specification

Receive Sensitivity at 11Mbps min. -85dBm

Receive Sensitivity at 5.5Mbps min. -89dBm

Receive Sensitivity at 2Mbps min. -90dBm

Receive Sensitivity at 1Mbps min. -93dBm

Maximum Receive Level min. -5dBm

Transmit Power 18 dBm

Modulation ;chrgcé Sequence Spread Spectrum BPSK / QPSK
Throughput Upto 4 Mbps

Software Specification

Feature Additional Information

Wireless Access point supported
I|EEE 802.11b compliance
1M, 2M, 5.5M, 11Mbps support

5 domain supports
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Bit error rate: 1E-5 @ -83dBm

WEP 64 hit and 128 bit security supported
30M(100ft.) @ 11Mbps
50M(165ft.) @ 5.5Mbps

Indoors
70M(230ft.) @ 2Mbps
91M(300ft.) @ 1Mbps
152M(500ft.) @ 11Mbps
270M(885ft.) @ 5.5Mbps
Outdoors

396M (1300ft.) @ 2 Mbps
457M(1500ft.) @ 1 Mbps

M anagement Web based configuration

Fully compatible with the |EEE 802.11b Standard
Network Mode: Infrastructure

Wireless Mac authentication

Enable/Disable SSID broadcast

Preamble Type

RTS Threshold

Fragmentation Threshold

Open system and shared key authentication support
64 hit (40 bit) & 128 bit WEP encryption
Adjustable Transmit power

System log

Attached station list

Automatic Channel Selections

802.1x support

Configuration file Backup

DHCP Client

WINS client

Radius client

NetBIOS name resolution

EAP-MD5 support

EAP-TLS support

HTTP, TFTP and proprietary network protocol download

Functionality

VIV|VI(VIV|VI|VI|VI|V|VIVIVIV|VI|VIV|VIVIVIV|V|V

Firmware
Upgrade

FCC Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in aresidential installation.

This equipment generates, uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception,
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which can be determined by turning the equipment off and on, the user is encouraged to try to
correct the interference by one of the following measures:

e Reorient or relocate the receiving antenna.
e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

e Consult the dealer or an experienced radio/TV technician for help.

To assure continued compliance, any changes or modifications not expressly approved by the
party responsible for compliance could void the user's authority to operate this equipment.
(Example - use only shielded interface cables when connecting to computer or peripheral
devices).

FCC Radiation Exposure Statement

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with a minimum distance of 20
centimeters between the radiator and your body.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

(1) Thisdevice may not cause harmful interference, and

(2) this device must accept any interference received, including interference that may cause
undesired operation.

This transmitter must not be co-located or operating in conjunction with any other antenna or
transmitter.

Warning!

The case contains no user-serviceable components. Only qualified service staff should open
the case.
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Troubleshooting

Overview

This chapter covers some common problems that may be encountered while using the Wireless
Access Point and some possible solutions to them. If you follow the suggested steps and the
Wireless Access Point still does not function properly, contact your dealer for further advice.

General Problems

Problem 1:
Solution 1:

Can't connect to the Wireless Access Point to configureit.

Check the following:

The Wireless Access Point is properly installed, LAN connections are
OK, and it is powered ON. Check the LEDs for port status.

Ensure that your PC and the Wireless Access Point are on the same
network segment. (If you don't have a router, this must be the case.)

If your PC is set to "Obtain an |P Address automatically" (DHCP
client), restart it.

If your PC uses a Fixed (Static) |P address, ensure that it isusing an IP
Address within the range 192.168.254.1 to 192.168.254.253 and thus
compatible with the Wireless Access Point's default |P Address of
192.168.0.1.

Also, the Network Mask should be set to 255.255.255.0 to match the
Wireless Access Point.

In Windows, you can check these settings by using Control Panel-
Network to check the Properties for the TCP/IP protocol.

Internet Access

Problem 1:
Solution 1:

When | enter aURL or IP address| get atimeout error.

A number of things could be causing this. Try the following troubleshooting
steps.

Check if other PCswork. If they do, ensure that your PCs I P settings
are correct. If using a Fixed (Static) |P Address, check the Network
Mask, Default gateway and DNS as well asthe IP Address.

If the PCs are configured correctly, but still not working, check the
Wireless Access Point. Ensure that it is connected and ON. Connect to
it and check its settings. (If you can't connect to it, check the LAN and
power connections.)

If the Wireless Access Point is configured correctly, check your Internet
connection (DSL/Cable modem etc) to see that it isworking correctly.
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Problem 2:

Solution 2:

Some applications do not run properly when using the Wireless Access
Point.

The Wireless Access Point processes the data passing through it, so it is not
transparent.

Use the Special Applications feature to allow the use of Internet applications
that do not function correctly.

If this does solve the problem you can use the DMZ function. This should
work with almost every application, but:

e |tisasecurity risk, sincethefirewall is disabled for the DMZ PC.
e Only one (1) PC can use this feature.
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Appendix C
Windows TCP/IP

Overview

Normally, no changes need to be made.

e By default, the Wireless Access Point will act asa DHCP client, automatically obtaining a
suitable IP Address (and related information) from your DHCP Server.

e If using Fixed (specified) |P addresses on your LAN (instead of a DHCP Server), thereis
not need to change the TCP/IP of each PC. Just configure the Wireless Access Point to
match your existing LAN.

Checking TCP/IP Settings - Windows 9x/ME:

1. Select Control Panel - Network. Y ou should see a screen like the following:

Canfiguration | igensficaton | Access Control |
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Figure 24: Network Configuration

2. Select the TCP/IP protocol for your network card.
3. Click on the Properties button. Y ou should then see a screen like the following.
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1 CFfIF Froparheas
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Figure25: IP Address(Win 95)
Ensure your TCP/IP settings are correct, as follows:

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. This is the default
Windows settings.

Restart your PC to ensure it obtains an |P Address from the Wireless Access Point.

Using "Specify an IP Address"

e If your PCisaready configured, do NOT change the settings on the IP Address tab shown
in Figure 25 above.

e Onthe Gateway tab, enter the Wireless Access Point's | P address in the New Gateway

field and click Add. Y our LAN administrator can advise you of the IP Address they
assigned to the Wireless Access Point.

TCFRfIF Properties

Bindings | Advenced | MeEI0S | DNS Corfigurstion
Geteway | WINSConbguesion | IPAddress

The firs! galewsny in Fe Inskalled Gadsvwen bl will be the defaull The
addnags andar inthe kziwall b the orler m which thege machine:

are eEEd

M erer i

|I'EI?.IE|H. g .1 | |!"'.§»&:|""J
[nstalled galewsys.

Figure 26: Gateway Tab
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e  On the DNS Configuration tab, ensure Enable DNSis selected. If the DNS Server Search
Order list is empty, enter the DNS address provided by your 1SP in the fields beside the
Add button, then click Add.

TCFIF Propertiss

Galeway | WIMS Configuratan ] IF #sdicdness |
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Figure 27: DNS Tab (Win 95/98)

Checking TCP/IP Settings - Windows NT4.0

1. Sedlect Control Panel - Network, and, on the Protocols tab, select the TCP/IP protocol, as
shown below.

Hatmark EE
Iberkticanon | Seivces Hm]ﬂdﬂ!lﬂrﬁ'ﬁtl
B et Protoesk:

¥ NeEELN Prolocol
& MwLink IFS P Compabble Transpaot
F MwLink Me2I0s

B . I B s Proesime:. . | I

Dasoriptan

Transpodt Confnol Protocol nisimst Protbocol The default wide
e netmork profocol that provides corrmrscalon soross
e inteconraciad nelwork s

ok | caes |

Figure 28: WindowsNT4.0- TCP/IP

2. Click the Properties button to see a screen like the one below.




Appendix C - Specifications

HWicmzoft TCFAF Propeities

P addes | DHS | WANS Addiess | DHLF Rslay | Rouieg |

An P sddvess can be sulomshosly sssigred bo iy nebwaork cad
by @ DHCP mepver. |F o rstvacek; doss nol haye g DHCP serves,
ik, pona resbvasik, sdeicichabol il an addness. snd then bpe it in

T T

Hardmgper
| FLI Fosst Eresarest Scbspren =|

¥ Dibbain an IF sddiess liom a DHCP sarve
" Bpeciy 2P sddess

I:l:.lE.m:ﬂl |

Figure29: WindowsNT4.0 - IP Address
3. Select the network card for your LAN.

4. Select the appropriate radio button - Obtain an IP address froma DHCP Server or Specify

an |P Address, as explained below.

Obtain an IP address from a DHCP Server

Thisisthe default Windows setting. Using this method isrecommended. By default, the
Wireless Access Point will act asa DHCP Server.

Restart your PC to ensure it obtains an |P Address from the Wireless Access Point.

Specify an IP Address

If your PC isaready configured, check with your network administrator before making the
following changes.

1. The Default Gateway must be set to the IP address of the Wireless Access Point. To set
this:
e  Click the Advanced button on the screen above.

e Onthefollowing screen, click the Add button in the Gateways panel, and enter the
Wireless Access Point's | P address, as shown in Figure 30 below.

e |If necessary, use the Up button to make the Wireless Access Point the first entry in
the Gateways list.
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Audvanced IF Addressing

Afepler IH 1 Fiicd & Froivnil Silipndi ﬂ
1=} TCPAF Gabemay Addinss

Figure 30 - Windows NT4.0 - Add Gateway

2. The DNS should be set to the address provided by your ISP, asfollows:
e Click the DNStab.

e Onthe DNS screen, shown below, click the Add button (under DNS Service Search
Order), and enter the DNS provided by your | SP.

Faddess DNS | WANS Addess | DHCF Relay | Rouieg |

Droramars M e Spstemn [DRES]
Haxit Hara Digarar

OHE Gerace Seach Order

TCHAF DRY Served

Figure 31: Windows NT4.0 - DNS
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Checking TCP/IP Settings - Windows 2000:

1. Select Control Panel - Network and Dial-up Connection.

2. Right click the Local Area Connection icon and select Properties. Y ou should see a screen
like the following:

Local Area Connection Properties ﬂ |

General |

Connect uzing:

I BB Siemens SpeedSteam PCI 104100

Componentz checked are uzed by this connection:

Client far Microzoft Mebworks
File and Printer Sharing for Microsoft Hetworks
Internet Protocaol [TCRAP]

[nztall... [rinztall Froperties

— Description

Tranzmizzion Control Protocaol/ ntermet Protocal. The default
wide area network, protocol that provides communication
acrogs diverse interconnected netwarkz.

[~ Show icon in taskbar when connected

(] | Cancel |

Figure 32: Network Configuration (Win 2000)

3. Select the TCP/IP protocol for your network card.
4. Click on the Properties button. Y ou should then see a screen like the following.
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Internet Protocol {TCP/IP) Properties

General

'ou can get [P zettings aszigned automatically if pour nebwork. supports
thiz capability. Othenwize, vou need o agk pour nebwork, adminiztrator for
the appropriate [P settings.

" Obtain an IP address automatically

—{ Use the following IP address:
IF addrezs; I

Subnet mazh: I

[Nefault gatewan; I

* Obtain DN5 server address automatically

—1{" Use the following DN5 server addresses:

Frefered NS semern I

Altermate DS zemven I

(] | Cancel |

Figure 33: TCP/IP Properties (Win 2000)
5. Ensure your TCP/IP settings are correct:

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. Thisis the default
Windows settings.

Restart your PC to ensure it obtains an |P Address from the Wireless Access Point.

Using a fixed IP Address ("Use the following IP Address")

If your PC is already configured, check your | SP's documentation before making the following
changes.

e Enter the Wireless Access Point's |P address in the Default gateway field and click OK.

e |f the DNS Server fields are empty, select Use the following DNS server addresses, and
enter the DNS address or addresses provided by your ISP, then click OK.




Appendix C - Specifications

Checking TCP/IP Settings - Windows XP:
1. Select Control Panel - Network Connection.

2. Right click the Local Area Connection and choose Properties. Y ou should see a screen

like the following:

-L. L ocal Area Connection Properties

General | Authentication | Advanced

Connect using:

B8 Siemen:z SpeedStream PCI 1000

Thiz connection uzes the following tems:

% Clierit for Microzoft Metwarks

.@E!DS Packet Scheduler

.@ File and Printer Sharing for Microsoft Wetwaorks

Froperties

r o [nternet Protocal [TCRAR)
[ Irstall...
Drezcription

acrogs diverse interconnected netwarks.

Transmizszion Control Protocol/| ntermet Protocol. The default
wide area network, protocol that provides communication

[ ] Shaow ican in natification area when connectad

| ok

H Cancel ]

Figure 34: Network Configuration (Windows XP)

3. Select the TCP/IP protocol for your network card.

4. Click onthe Properties button. Y ou should then see a screen like the following.




Wireless Access Point User Guide

Internet Protocol (TCP/IP) Properties

General | Alernate Configuration

You can get P zettingz aszigned automatically if pour nebwork, supports
thiz capability. Othenwize, vou need to ask pour nebwork, adminiztrator for
the appropriate [P settings.

{(®3i0btain an P address automaticalle
{7 Use the following IP address:

(%) Dbtain DMS server address automatically
{7 Use the follawing DMNS server addresses:

[ 1]8 H Cancel ]

Figure 35: TCP/IP Properties (Windows XP)
5. Ensure your TCP/IP settings are correct.

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. Thisisthe default
Windows settings.

Restart your PC to ensure it obtains an |P Address from the Wireless Access Point.

Using a fixed IP Address ("Use the following IP Address")

e If your PCisaready configured, do NOT change the settings on the screen shown in
Figure 35 above, unless advised to do so by your network administrator.

e You can enter the Wireless Access Point's | P address in the Default gateway field and
click OK. Your LAN administrator can advise you of the IP Address they assigned to the
Wireless Access Point.

o |f the DNS Server fields are empty, select Use the following DNS server addresses, and
enter the DNS address or addresses provided by your ISP, then click OK.
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