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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates,
uses and can radiate radio frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the interference by one of the
following measures:

¢ Reorient or relocate the receiving antenna.

¢ Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

e Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept
any interference received, including interference that may cause undesired operation.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for
compliance could void the user's authority to operate this equipment.

The manufacturer declares that APRT-2518G/APRT-2518GS is limited to channel 1~channel 11
by specified firmware controlled in USA.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance 20cm
between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or
transmitter.

To maintain compliance with FCC RF exposure compliance requirements, please avoid direct
contact to the transmitting antenna during transmitting.

Information to User:

The users manual or instruction manual for an intentional or unintentional radiator shall caution
the user that changes or modifications not expressly approved by the party responsible for
compliance could void the user’s authority to operate the equipment.
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1 INTRODUCTION
The Product

The product is based on the IEEE 802.11g standard, which is the latest 54Mbps Wireless LAN
(WLAN) standard. This standard is five times faster than the widely deployed WiFi (802.11b)
products that are found in homes, airport and public wireless hotspots. Because 802.11g uses the
same 2.4GHz frequency band, the product is fully interoperable with existing WiFi cards and
devices.

Having two wireless protocols in one product ensure that your investments are protected, while
enabling you to enjoy the fastest Wireless LAN speed.

The product is a combination of 3 devices:

a. Wireless LAN Access Point (AP) compliant to 802.11b and 802.11g standards.
b. 4-port Auto MDI/MDIX Switch
c. Router with NAT, DHCP Server built-in.

The product is an all-in-one device that allows multiple PCs to share a common broadband
(ADSL/Cable) modem. It can serve up to 4 Ethernet-PCs and many WLAN-notebooks. The built-
in NAT and DHCP Servers ensure almost plug-and-play convenience for your home network.
Advanced features such as Firewall, DMZ and WPA Encryption make this a product equally
suitable for your office needs.

Product Features

Fully compatibility with IEEE 802.11g WLAN standard

Utilize OFDM (Orthogonal Frequency Division Multiplexing)

Wireless data rate of up to 54Mbps for APRT-2518G and 108Mbps for APRT-2158GS

Operates in the 2.4GHz license-free frequency band

Connects multiple computers to a broadband modem to share Internet connection

Equipped with 4 10/100 Ethernet ports and 1 WAN port, Auto MDI/MDIX

Full backward compatibility with 802.11b standard (WiFi 11Mbps)

WEP (Wired Equivalent Privacy) authorizes users based on a simple WLAN encryption

standard to protect wireless data from sniffers.

WPA (WiFi Protected Access) authorizes users and identifies users based on an

improved WLAN encryption standard where the secret key changes dynamically at

regular intervals

P TKIP (Temporal Key Integrity Protocol), when used in conjunction with a corporate
RADIUS server, ensure higher security for enterprise networks.

P Pre Shared Key, suitable for home user, without a RADIUS server. A new key is
generated each time the PC connects to the network, vastly improving the safety of
information exchange within the network

B Advance Firewall features to protect your network from the Internet.

P NAT with VPN pass through to provide higher security.
P MAC filtering
P P filtering

B Built-in DHCP Servers that distributes IP addresses automatically to computers,

simplifying network setup.

B User-friendly web-based interface for managing and configuring the Router

Page 5 of 45



2 PACKAGE CONTENTS

Contents of Package

B 2.4GHz High Speed Wireless Router with Antenna
E  Power Adaptor-DC
B User Manual

Note: Using a power adaptor with a power rating other than the one included in the package will
cause serious damage to the Router and void the warranty for this product.

System Requirements for Configuration

B Computers with Windows, Macintosh or Linux-based operating systems and with
an Ethernet adaptor
E Internet Explorer version 5.5 and above or Netscape Navigator that supports Java.
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3 CONNECTIONS

Auto MDI/MDIX
WAN port. It is to be
connected to DSL or
cable modem via

Ethernet cable

Auto MDI/MDIX LAN
port. It is to be connected
to PC via Ethernet cable

Reset switch to restore
the Router’s setting to
factory default setting

DC receptor for
power adaptor

WAN LED
Solid: Indicates connection LAN LED
Power LED on the WAN port Solid: Indicates connection to
A solid light indicates Blink: Indicates data a Ethernet-enable computer
a proper connection transmission Blink: Indicates data
1o the power supplv transmission

/

WLAN LED
System LED WAN Speed LED LAN Speed LED Solid: Indicates wireless
Solid: Indicates Solid: WAN speed | |Solid: LAN speed is segment is ready
system is ready is 100Mbps 100Mbps Blink: Indicates data
Blink: Indicates Nothing: WAN Nothing: LAN speed is transmission
system is still speed is 10Mbps 10Mbps
rebooting

Note: For APRT-2518GS, there will be an additional LED below the WLAN LED. This additional LED
indicates the turbo g function. When the Router is in turbo g mode, the LED will light up.
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5 BASIC IP NETWORKING

Internet Protocol (IP)

IP stands for Internet Protocol. In an IP network, every device has a unique IP Address (For
example: 192.168.1.35) to identify itself. There are two ways of assigning an IP address to a PC
or Router: Static and Automatic (DHCP). Static IP addresses are keyed-in manually, while
Dynamic IPs are distributed by a DHCP Server.

Ports

Every packet of traffic is identified by its Source and Destination Addresses, which would ensure
that the packet arrives at the correct destination. A Port Number is also embedded in each
packet; to identify which software application that generated and uses that packet. Therefore, if
the Router blocks a certain port number, it denies the particular software from using the
connection.

Static IP Address

Static IP addressing ensures that the device will always have the same IP address. Static
addressing is commonly used for your servers.

Dynamic IP Address

A dynamic IP address is one that is automatically assigned to a PC. These IP addresses are
“‘dynamic” because they are only temporarily leased to the PC when it connects to the network.
This is the most convenient and common way of managing IP addresses in a network. The
Server that manages this pool of IP addresses is called the DHCP Server. The product has a
DHCP Server built-in to simplify the network management.

DHCP (Dynamic Host Configuration Protocol)

The PC obtaining an IP address from the Server is called the DHCP Client. If there is already a
DHCP Server running on your network, you must disable one of the two DHCP servers. Running
more than one DHCP server together will cause network problems!

What is a Router?

A router is a network device that connects two networks together, to let them communicate. All
the PCs in your home or office would be considered to be in one network: the Local Area Network
(LAN). The Internet (including the ADSL modem) is considered to be another network: the Wide
Area Network (WAN). The Router serves 2 purposes:

B Connect all the PCs in the LAN together, allowing them to communicate with one
another. (File sharing, Printer sharing etc.)

B Connect all the PCs in the LAN to the Internet, allowing them to simultaneously surf the
web and access e-mails.

The Router is connected to 2 networks at the same time. Therefore, it has two IP addresses: one

for the LAN, and one for the WAN. The Router's LAN IP address can be configured, but it is best
to use the default settings. The WAN port is a DHCP client by default.
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Wireless LAN Basics

A Wireless LAN (WLAN) is a computer network that transmits and receives data with radio
signals instead of using cables. WLANs have become common in homes, offices, airports and
public Hotspots. WLAN can support the same applications and software that run on a wired
network (LAN). Besides supporting the same software and functions, WLAN brings greater
convenience and eliminates the need to lay Ethernet cables in a home or office.

The Router is based on the finalised 802.11g standard. The IEEE 802.11g standard is an
improvement on the 802.11b (WiFi) standard. It increases the data rate up to 54 Mbps within the
2.4GHz band. As the 802.11b standard is also using the 2.4GHz frequency band, the product is
fully backward compatible with the older 802.11b devices. WiFi cards can be used to connect to
the Router at 11Mbps.

The Router can even support 108Mbps WLAN if the user is using a recommended Turbo-capable
Cardbus.

The Router is also known as the Wireless Access Point (AP). The PC using the Cardbus is
known as the Client. WLAN networking involves a few additional parameters to be configured:

SSID

The SSID is the “network name” for the WLAN network. The SSID is any name, and can be any
set of characters or numbers, and must be configured on both the AP and Client. The Client sniffs
the radio frequencies for an AP with the same SSID with itself. The client locks onto the AP and
they are “associated”.

To enable plug-and-play convenience, most client cards can sniff the frequencies to extract the
available SSIDs to let the user choose from. Alternatively, setting the client’s SSID to “ANY” can
allow it to connect to most APs regardless of the AP’s SSID setting.

Encryption

WLAN traffic can be captured by anybody to be read! The solution is to use encryption to make
the traffic appear as random characters to the eavesdropper. Both the AP and client must use the
same encryption standard and key to enable them to decode the “rubbish”. If the encryption
settings are mismatched, the client and AP cannot associate. WEP (Wired Equivalent Privacy) is
the most common WLAN encryption standard.

MAC Address Control

Every client card has a unique MAC Address. This MAC Address can be input into the AP
(Router), such that the AP only allows this pool of MAC Addresses to use the WLAN.

Channel

There are a total of 11 channels in the 2.4GHz band. Depending on regulation, not all the
frequencies may be available in every country. Frequency is configured on the AP only. The client
searches for the AP and locks onto that AP’s channel.

Signal Strength

Radio signals drop in power over a distance. Even if all the settings are correct, a low signal
strength makes association impossible. The usable distance between the AP and client can
range from a few meters indoor to 200m outdoors maximum. When setting up the AP, make sure
that you:

B Keep the distance from the AP to the clients as short as possible.

B Make sure that the WLAN signals do not have to pass through too many concrete walls
and metal structures to reach the client.
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E Make sure that APs are located far away from one another to avoid interference.

Interference

Interference happens when 2 APs with the same channels are placed near to one another. The
speed of the network drops and the signal strength fluctuates wildly.

Roaming

Association happens when the SSID, Encryption and MAC Address Control settings are correct
between the AP and client. If 2 APs with these same settings are located in the same area, the
client would choose to associate to the one which gives it a better signal strength. The client
would roam over to the 2nd AP when he moves nearer to it. The client switches AP and
frequency as he does so.
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6 GETTING STARTED

The router is connected to the WAN and LAN networks

WAN

LAN
4

)
i
N —
i \ &
M 1 e
Internet odem —
| | | |
Ll Ll Ll Ll
c . S A .

|

The cables are all connected to the back-panel of the Router. The PCs and Modem are
connected to the Router via Ethernet cables. Take note that the head of the Ethernet Cable looks

similar to a phone connector but is bigger. Your notebook can also be connected to the Router by
installing and plugging in the CardBus Card on your notebook.

Modems that connect using a USB cable cannot be used

Use only modems that have Ethernet connectors.

USB Modem

Ethernet connector
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To access the Configuration menu of the Router,
connect the router as shown in the previous section.
B Open the web browser.
E Type the Router’s default IP address (192.168.1.20)
into the browser’s Address field.

Address [ @] http:f192.168.1.20/

Note: If you have changed the default IP of the Router, make sure you enter the correct IP
address.

User Name: |

Password: |

Loz In I Rezet

[ Type in admin for user name.
L Type in admin for the password.
E Click on Log In.

Note: If you have changed the default user name and password of the Router, make sure you
enter the correct user name and password.

Once the login is successful, you'll see a configuration menu and a pop up window for wizard
setup. The wizard is a quick guide to run you through the configuration process so as to setup
your system in the shortest time. After the initial setup, you may wish to turn off the setup wizard
by removing the tick on Run This Wizard At Start. Click on Next to proceed with the setup wizard.

/3 Wireless Router Setup Wizard - Microsoft Internet Explorer e 1= =]

Welcome to Wireless Router Setup Wizard. This wizard will guide you through the quick setup
of the router.

s Step 1: Set your own password
s Step 2: Set the tine zone

+ Step 3: Set mternet connection

s Step d: Set wireless configurations
s Step 5: Eeboot the router

 Run This Wizard At Start

4>

Help Mext

Note: If you have pop-ups blocker installed on your computer, it may prevent the Wizard window
from functioning properly.
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Detailed configuration for the Router can be found at the configuration menu. The Configuration
menu consists of a navigation menu and a configuration panel. The configuration panel is a place
to set the entire detailed configuration.

Navigation
panel
ystam Basic  Wireless  DHCP i Routing  Firewall  Miscell.  SYstem
Summaq}m Forward Tools
Cunfig}njatiun
Associations . Conﬁguration
5 mfigurations panel
E Statistics
b b ﬁ
IP Address: |10.0.3.1 / |
Subnet Mask: | 255.255.355.0 7 |
WAN Settings
WAN Type: | Dynarmic |
IP Address: |172.20.192.155 |
Network Mask: |255.255.252.0 |
Gateway Address: | 172.20.195.254 |
DNS Server: | 155.69.5.225 |
Secondary DNS: |155.69.5.7 |

These buttons will appear at most configuration pages.

E  Help: Clicking help will bring up helpful
information on the functions.

B Save: Click to save the configuration. Do a
reboot when you have configured all the
parameters.

E Reset: Click to reset all the parameters on the page.

Help [| Sawve Feset
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7 CONFIGURATION WIZARD

3 Wireless Router Setup Wizard - Microsoft Internet Explorer r = |I:||i|

Once you have

logged in, the Welcome to Wireless Router Setup Wizard. This wizard will guide you through the quick setup
Wizard screen will | of the router.
appear.

o Step 1: Zet your own password

« Step 2: Set the time zone

o Step 3: Zet internet connection

o Step 4: et wireless configurations
« Step 5: Eeboot the router

W Run This Wizard At Start

Click Next

:

Helf MNext
3 Wireless Router Setup Wizard - Microsoft Internet Explorer j ;lglél
Set Step 1: Set Password
et up your new
password
The default User The default login name is admin, password iz admin. Tou need to change this when first time
Name and e
password is admin User Name: [adrin
and admin.
Password: |"““°“°“°“‘
Verify Password: |’*°“°“°“““‘
Click Next
?
Help Back MNext
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2} wireless Router Setup Wizard - Microsoft Internet Explorer 0 =]

Step 2: Set Time Zone

Choose your Time

Zone
Enter the SNTP The systemn gets the current time from SITP server. Server Address can be a name or an TP
Server. If you do not address. For the tne zone, select the local time zone.
know of any SNTP SNTP Server
Server, you can use Address: |poolntp.org
the default.
Time Zone: |GMT +8 Beijing, Hong Kong, Singapore, Taipei j

Choose your time
zone from the drop
down list.

Click Next

dcl>

Help Back MNest

2} wireless Router Setup Wizard - Microsoft Internet Explorer =10l x|

Select your Internet

Step 3.1: Set Internet Connection

connection
- For DSL user. choose Select the connechion type to commect to ISP,
PPPoE. " Diynamic Get IP automatically from ISP.(For Cahle Modem Users)

- For Cable user,
choose  Dynamic

- Choose Static " PPPoE ISP uses PPPoE.(For most DSL users)
connection only if
your ISP provide you
with the IP address,
subnet mask,
gateway and DNS
server |IP address.

¥ Static Set the static IP configurations given hy ISP.

rdel>!

Help Back MNext

Click Next
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If your ISP requires
static IP and you
have chosen this
option, this screen will
appear.

Enter the IP address,
network mask,
gateway address,
DNS server IP
address as provided
by your ISP in the
relevant fields.

Click Next

IP Address:
Network Mask:
Gateway Address:
DIVS Server:

Secondary DINS:

Step 3.2: Set Static IP

<} Wireless Router Setup Wizard - Microsoft Internet Explorer

Enter the static IP configurations given by IST.

=100 ]

[172.20.192 56

[255.255 252.0

[172.20.195.254

[155.695.225

[155.69.5.7

7?83

Help Back MNext

If you are a DSL user
and you have chosen
PPPoE option, this
screen will appear.

Enter the user name
and password
provided by your ISP.

Click Next

] wireless Router Setup Wizard - Microsoft Internet Explorer

Step 3.2: Set PPPoE Username/Password

User Name: ||

Password: |

Connected as:

& Lanual
(& Alwrays-on
" Connect On Demand

Il aximum Idle Time: |5 Mlinutes

=10 ]

Enter the uzsername and password for PPToE given by ISP,

dcl>

Help Back Mext
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Wireless Setup
Enter the SSID you
preferred for your
network.

You can manually
select the channel
you wish to use or
allow the Router to
select a clean
channel to use by

; Wireless Router Setup Wizard - Microsoft Internet Explorer

=10] x|

Step 4.1: Set the hasic of Wireless

Enter the 351D and Channel to be used by the Wireless Access Point

SSID: |11g

Channel: | SmanSelect =

selecting
SmartSelect.
Click Next L .
Help BackylVext
Z} Wireless Router Setup Wizard - Microsoft Internet Explorer o ]
Step 4.2: Set the security of Wireless
Wireless Security Security Mode: [Enable =]
Enter.the type of Authentication Type: " Open System ® Shared Key © WEA-PSE © WPA
se_curlty mode you Key Entry Method: m
wish to use. Take 64; 10 HEX, or 5 Ascil, 128: 26 HEX, 13 Ascii, 152: 32 HEX, 16 Ascii
note that if you are e = )
using a 802.11b 24 4 ey Length
card, it does not Key 16 : |[1234567890 | I
support WPA-PSK Rey2 @ | [Nene =]
or WPA. Rey3 - | [None =]
Keyd}(‘; | |NDI"IE 'I
Click Next
?

Help Back e
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End of Setup

Click on Reboot to
save the setting and
reboot the Router. If
you wish to discard all
the setting, click on
Discard.

Click Reboot to

3 Wireless Router Setup Wizard - Microsoft Internet Explorer

=101

Step 5: Finish

All the confiurations have been save. Tou can

s click Back to do changes

s Cr Click Reboot to reboot the systern, to make all the sethings take effect
s Or Click Discard to discard all the settings

Click Discard to
cancel all settings

finish the setup
Wizard J
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8 CONFIGURATION MENU

System Summary > Configuration

This page presents a convenient overview of the overall status of the Router. The most common
configuration parameters are shown here, for a quick look.

LAN Settings

System Name: | |
IP Address: [192.162.1.20 |
Subnet Mask: |255.255.255.0 |
WAN Settings

WAN Type: | Static |
IP Address: [172.20.195.240

Network Mask: | 255.255.252.0

Gateway Address: 172.20.195.254 |
DNS Server: 155.69.5.7 |

\r

Wireless Setling

Wireless Mode; Enahble

SSID: g I
Chanmsl: | Current Channel 1 24120He |
Wireless Mode |s02.11¢ |
Seeurity Mode: |Disable

Awthenticatinn: |me System

Data Rate (Mhps): | Best |
Transmit Power: Iz (18dBm) |
Preanible: Short Presmble |
Slot Time: | Short Slot Time |

Drizahle

E
:
é

‘

HCP Server Settings
DHCP Server: |Enahle |
Address Pool: | System Define |
Start Addvess: |0.0.0.0 |
End Address: |0.0.0.0 |
Lease Time: |2880 Miniutes) |

Virtual Server: | 0 Entrifes) |
DMZ: |Disable |
DMZ Host IP: |0.0.0.0 |
ICMP: | Disable |
ICMP Host IP: |0.0.0.0 |
UPnP: | Disable |
MAC Filter: | Disable with 0 Entri(es) |
IP Filter | 0 Entri(es) |

Deny of Web Access from WAN: |Enahle

:
1
:

DDNS: | Disable
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System Summary > Associations

This page allows you to view the MAC address of all the wireless laptop and PC connected to the
Router. ID AP is the MAC address of the Router itself. Any wireless computers or laptop
associated with the Router will have a ID of STA.

ID MAC Address Status
00:06:C7:01:01:33 up

associated

|

System Summary > Statistics
This page allows you to view the packets and bytes receive and transmit by the Ro_uter.

Recieve Transmit
Btes 51338773 53669195
Packets: 109817 100630

Up Time: Dayi, 63931

System Summary > Site Scan

Using the site scan, you can scan for the presence of other AP near you. The ESSID, BSSID,
wireless mode, channel, signal strength, security mode and network mode of the surrounding AP
will be display in the table. You can use this function to select a clean channel for your Router.
Take note that there would not be any result if the wireless function of the Router is disable.

) Signal .
D ESSID BSSID s T et L e R
Mode Mode Mode
(RSSD
1| "Winueiet 0014 BFOCDE:32 | 802.11g |6 37 WEP Infrastructure
2 0060 1D FE-AES2 | B02.11L |6 5 HNOWE  Inffastruchire
3 | super_g dynamic  000G:CT1F0584 | BO211lg |6 16 NOWE @ Infrastucture
4 | llg 000&CTIFOBES | 802.11g 13 29 HNOWE  Inffastructure

Basic > SNTP Setting

Simple Network Time Protocol (SNTP) allows the Router to set its internal clock based on
periodic updates from the specified timeserver (SNTP or NTP). The time is useful in the IP filter
section, where you can configure to block certain IP address daily at a certain time.

The system gets the current time from SHNTP server.

SINTP Server I p——
Address: ekl

Time Zone: IGMT +i Beijing.Hong Kong. Singapore, Taipei _:J

|He|p || Sawve | | Reset |
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Basic > LAN Setting
This page is for the configuration of the Router’s internal (LAN) IP Address.

System Name: I

IP Address: f192.168.1.20

Subnet Mask: |255.255 2550

|He|p || Sawve | | Reset |

System Name: This is to assign a name to the router so that you can identify the Router.

LAN IP address: This is where you assign a local IP address to your router's LAN port. The
factory default value is 192.168.1.20. If you give your computer a static IP address, the gateway
of your computer must be set to this IP for you to access the Internet.

Subnet Mask: This is where you assign the corresponding subnet mask. The default subnet
mask is 255.255.255.0.

(Note: When you change the LAN Setting of the Router, you need to reset/renew the Local computer IP address.)

Basic > WAN Setting

This page allows you to configure how the WAN is connected. For ADSL modem users, you have
to use PPPoE. If you connect the WAN to an existing Ethernet network, you have to set either
Static WAN or DHCP Client. The default setting for the router is in DHCP Client mode.

Dynamic WAN

When using dynamic WAN, the Router will automatic request for IP address, network mask,
gateway address and DNS server from the network. The acquired IP addresses will reflect in the
relevant fields. You can choose to manually set the DNS server if you know the IP address of the
DNS server. Typically, cable modem users will be using this option.

Connection Type: ; ynamic  Static © PPPoE
Dynamically ohtain the IP Configurations
IP Address: [172. 20195 240
Network Mask: [255 255 252.0
Gateway Address: [172.20195 254
MTU: ET
™ Manually Set DIS
DNS Server: (15569543
Secondary DINS: [156.69.5 67
Request | | Felease |
|He|p| | Save | | Fesget |
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Static WAN

You can choose to manually set all the fields if your ISP or network provides you with the IP
address, network mask, gateway and DNS. Do take note that the IP addresses in each field must
be of the appropriate format (xxx.xxx.xxx.xxx). The Router will not accept the IP address if it is not

in the correct format.

Connection Type: " Dynamic # Static © PPPE
IF Configurations are provided by ISF,
IP Address: [182.20.192.155
Networl Mask: |255.256.252.0
Gateway Address: [182.20.195.254
MTU: [iso0
[ Marmally Set DINS
DNS Server: [16569.5.225
Secondary DINS: [1656957
PPPoE Type

Select this option if your ISP requires you to use a PPPoE connection. Typically, users with DSL
connection would require this option.

Connection Type:

" Dynamic © Static & PPPoE

Use ADBL Dial to get access to internet.

IP Address: [17220192 188
Network Mask: [255.255 252.0
Gateway Address: |1 72.20.195.254
™ Manually Set DNS
DNS Server: [156.69.5.225
Secondary DINS: |1 SR
User Name: I
Password: |
MTU: EEE
Connected as: | Connect | | Disconnect
& Wlanual
" Always-on
" Connect On Demand

i Tdle Time: | Minutes

Save Feset
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IP Address: This displays the IP of your WAN as given by the ADSL modem.

Network Mask: This displays the network mask of your WAN as given by the ADSL modem.
Gateway Address: This displays the gateway address of your WAN as given by the ADSL
modem.

DNS Server: This displays the IP address of the DNS server as given by the ADSL modem. You
can manually set the DNS server if your ISP provides you with the IP address of the DNS server.
Secondary DNS: This displays the IP address of the secondary DNS server as given by the
ADSL modem. You can manually set the secondary DNS server if your ISP provides you with the
IP address of the secondary DNS server.

Username: Enter the username given by your ISP.

Password: Enter the password given by your ISP.

MTU: Maximum Transmission Unit indicates that packets larger than this size will be fragmented
before the transmission. Enter an MTU value only if required by your ISP. Otherwise, leave it as
the default setting.

Manual: You will only be connected or disconnect to the Internet when you click on the Connect
and Disconnect button.

Always on: The Router will auto-connect with the ISP when it restarts or when the PPPoE
connection is dropped.

Connect on Demand: Router will auto-connect to ISP when user launches any program that
require Internet connection on his PC.

Idle Time before auto-disconnect: You can set the Router in such a way that it will disconnect
after a certain period of inactivity. The time can be set in this field.

Basic > MAC CLONE

The default WAN MAC address is set to the WAN’s physical interface MAC address on the
Router. You can use the MAC Clone function to replace the default MAC address to that of the
Ethernet Card installed by your ISP. It is not recommended that you change the default MAC
address unless required by your ISP.

MAC Clone configures the MAC address of the router to the WAN network. You can use the default MAC
address or clone the MAC address of your computer.

[ Enahle MAC Clone

MAC Address: |n0:06:c7:1105:d4 IUse Default MAC

Your PC MAC Address: Ii'.ii! 30:04.0F.8FER Clone the bMAC

| Help || Sawve | | Fesget |

Enable MAC Clone: Tick to enable MAC Clone function.

MAC Address: Enter the MAC address you wish to clone or use the default MAC by
clicking on the Use Default MAC button.

Your PC MAC Address: This field reflects the MAC address of your computer.
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Wireless > Basic Setting

This page lets you configure the Wireless settings of the Router. There are 2 sections: Radio and
Security.

 Enable Wireless
SS8ID: 11g
S5ID suppressed: ' Yeg @ No
Channel: | Smanselect =
Wireless Mode: |2.4GHz S4tbps (B02.11g) =]
Security Mode: |Disab|e VI

Enable Wireless: Tick to enable wireless function. With this function, laptop with cardbus or in-
built wireless function can access the Router wirelessly.

SSID: Service Set Identifier. It is a sequence of characters that uniquely names a Wireless LAN.
This name allows PCs to connect to the correct Wireless Access Point when multiple Access
Points (or Wireless Routers) operate in the same location.

Channel: The radio channel number. You can select channel 1 to 11 or use SmartSelect, where
the Router will select the cleanest channel to use upon booting up. The number of channels
varies according to countries.

SSID Suppressed: When SSID is suppressed, the router will not broadcast the SSID.
Unwelcome PCs will not be able to scan for the SSID of this Router, and they can only associate
if they know exactly what is the SSID.

Wireless Mode: You can choose to operate the Router in 802.11g or 802.11b mode. The data
rate for 802.11g is 54Mbps while the data rate for 802.11b is 11Mbps. 802.11g is backward
compatible with 802.11b.

For model APRT-2518gs, you will be able to select Dynamic Turbo or Static Turbo Mode. Turbo
mode operates in 108Mbps.

Security Mode: This section allows you to configure wireless encryption to prevent unwelcome
parties from reading your traffic. You must Enable the Security Mode before choosing the type of
wireless security.

Page 24 of 45



Open-System/Shared Key

Security Mode: IEnabIe 'I

Authentication Type: & Open Systern © Shared Eey © WPA-PSE € WPA

Key Entry Method: | HE> 'i

Key Entry Instruction:

e 64 10 HEZ or 5 Ascii
» 128 26 HEX, 13 Ascil
s 15232 HEX 16 Ascil

KeyID Key Key Length
Eey 1@ [1234567890 [6a =]
Key2¢: | None =]
Ryy30: | [Nene =]
Reyd € | [Nane =]

Open-System: When chosen, the Key is not used for authentication. It is only used for
encryption. Open-System uses Static Keys for encryption. Static (Shared) Keys are never
changed, and a hacker can crack the key after a period of time.

Shared-Key: When chosen, the encryption Key is also used for authentication between the
Router and Client. Note that this system is also using Static Keys.

Key Entry Method: Choose HEX if you want to enter the Keys in hexadecimal format. Otherwise,
enter in ASCII format. ASCII is also called Alphanumeric in some systems. Use the same key
format for the Router and Client!

Key 1-4: The Key is to be entered in the boxes. The SAME Key must be entered in both the
Router and Client. Take note that there is a different Key length for a different number of
encryption bits. 152 bits is the most secure, but make sure that your Client card supports it. The
last point to take note is that if you use Key 4 on the Router, you must also use Key 4 on the
Client, for example. The same logic applies for Keys 1-3.

WPA-PSK

Security Mode: |Enab|e YI

Authentication Type: " Open Systemn © Shared Eey & WPA-PSE ¢ WPA

Key Entry Method: IASCII 'I

Passphrase: ]

Cipher: ITKIP 'I

| Save | Feset

WPA-PSK is also known as WPA-Preset-Key. This implementation is more secure than WEP as
the encryption is automatically changed periodically. To configure this feature, just key in a 8-63
ASCII character or 64 HEX character pass-phrase for both the Router and Cards.

Cipher: You can choose to use TKIP or AES for the cipher type.
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WPA

Security Mode: |Enab|e 'i

Authentication Type: ' Open Systemn © Shared Eey © WPA-PSE & WPA

RADIUS Server: [ gz

Shared Secret: [

Confirm Secret: [

| Sawve | Feset

WPA (WiFi Protected Access) is a standard where the Wireless Card has to authenticate to a
RADIUS Server, through the Access Point. The Server can also manage the encryption keys
such that they are changed dynamically. You need to have a RADIUS Server to be able to use
this feature.

RADIUS Server: Enter the IP Address and the port of the RADIUS Server.

Shared Secret: Enter the Shared Secret of the RADIUS Server.

Confirm Source: Enter the Shared Secret again to confirm.

Wireless > Advance Setting
This page allows you to configure the advance wireless setting of the Router.

Data Rate(Mbps) |Eh:_1;|
Transmit Power: W
Preamble: Im
Slot Time: [ Shor Slot Time =)

| Help || Save | Fesat |

Data Rate (Mbps): You can set the wireless data rate from the available list or choose Best to
allow the Router to choose the most appropriate data rate. When Best is used, the Router will
determine the optimal data rate according to the environment.

Transmit Power: This adjust the transmit power of the antenna. Sometimes, it is useful to
decrease the coverage range of each Router, so that more Routers can be located together
without interfering one another.

Preamble: Choose Short Preamble or Long Preamble. Most manufacturers implement long
preambles. Even if there is a mismatch between the Router and the card, they can still connect
well and the mismatch may not be noticeable to most users. Do not change this setting without
seeking advice.

Slot Time: Choose short or long slot time. The slot time is the amount of time a device waits
after a collision before retransmitting.
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Wireless > MAC Address Control

This page allows you to specify which wireless computer can access the Internet and which
wireless computer cannot access the Internet. The specified MAC address and the policy for the
computer are reflected in the table.

Usets can control the access of other wireless dewices to the router.
Todo:

e Enable Wireless MAC Control
& Zet the default policy
o Addthe MAC address with the poliey applied to the MAC

¥ Enable Wireless MAC Control

Default Policy: © Deny all & allow &l

WAC Address IDD:DE:34:Ef:fd:43 {Format: axbbice: ddesfd)

Policy: IDeny vi Add
ID MAC Address Policy
0 00:06:34:6££d:43 Deny Edit Delete

[Hete |
Enable Wireless MAC Control: Tick to enable Wireless MAC Control.
Default Policy: This policy determines whether computers, whose MAC addresses are not in the
table, are able to access the Internet. If you choose Deny All, all computer associated to the
Router will not be able to access the Internet other than those specified in the table.
MAC Address: Enter the MAC address of the computer. The format for the MAC address is
aa:bb:cc:dd:eeff.
Policy: Choose to deny or allow the computer to access the computer. Click on the Add button to
add the policy.

DHCP > DHCP Server

This page is to configure the properties of the Router’s built-in DHCP Server. Take note that the
built-in DHCP Server distributes IP Addresses to both the LAN ports and the WLAN clients.

DHCP Server provides automation and control of [P address assignment services.

¥ Enable DHCP Server

IP Address Pool: & Systern Define © Tser Define

Start Address: IL'I 000

End Address: iE'_iJ 0.0

Lease Time: |2880 Ilinutes (1-28800in)

Enable DHCP Server: Tick to enable the built-in DHCP (Dynamic Host Configuration Protocol)
Server. When enabled, the Router will provide IP addresses to the computers connected to the
router.

IP Address pool: When ‘System Define’ is selected, router will assign IP address automatically
from the pre-defined pool. If ‘User Define’ is selected, you would have to define the range of the
pool manually.
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IP Address pool (For User Defined only), Start Address: This is the start address of the DHCP
pool. The router will assign this to the first computer connected to the router.

IP Address pool (For User Defined only), End Address: This is the end address that the router
will assign to the computers connected to the router.

Lease Time: The amount of time a network computer will be allowed to connect with the DHCP
Server. By default, the lease time is 2880 minutes.

DHCF Server Reserved Entries:(Please fill up by order)
1D MAC Address IP Address
o
1
0Oz

|
|
|
r3 |
|
|
|
I

4
s
Cé
o7

| Save | Fesget

DHCP Server Reserved Entries: This feature allows you to reserve up to 8 LAN IP Addresses.
These addresses can be assigned to your Servers, so that they always get the same IP Address
when they boot up. Fill up the table by order of ID.

ID: Tick to enable this reservation.

MAC Address: Enter the MAC Address of the Server, so that the Router can identify your Server
properly. The format for the MAC address is aa:bb:cc:dd:eeff.

IP Address: Enter the IP Address that you want to reserve for your Server.

DHCP > DHCP List

This is a log showing all the IP assigned to the computer by the Router in the WLAN and LAN
ports. The table will display the MAC address of the computer with the corresponding IP address.

ID MAC Address IP Address
0 00:20:0a:088fes 192.168.1.21
1 00:06:c7:0a02:5F 1892 168.1.22

Fefresh

Port Forward > Virtual Server

This page allows you to configure Virtual Server. This feature is used when you need to allow
computers from the Internet to access servers in LAN. Traffic initiated from the WAN (Internet) is
normally blocked. Virtual Server allows the specific type of traffic to pass through the Router to
reach the Server in the LAN. Examples of these Servers are Web Servers and Game Servers.
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Virtual Server defines the port mapping between Local Area Hetwork and public network.
Protocol: r'I:EE’_;I
Local IP I
Address:
Local Port: |_
Global Port: [
Status: I_m Add
1D Local IP and Port Global Port  |Protocol Status
0 1821681761021 1021 TiCP Actrvated Edit Delete

Protocol: Select the type of protocol to be forwarded. Choose between TCP and UDP.
Local IP Address: Enter the IP address of the Local Server.

Local Port: Enter the port value on the LAN side.

Global Port: Enter the port value on the WAN side.

Status: Choose to activate or deactivate this rule.

Click Add button to add the rule. The rules will be listed in the table. You can amend the rules in
the table by clicking on Edit or delete the rules by clicking on Delete. Click Update button when
amending the rule in the table.

Port Forward > ICMP Forward

You can forward Ping (a network troubleshooting tool) from the Internet to a specified
LAN host. If the host exits, the host will reply to the ICMP sender.

Pitng to WAN from public network will be forward to the specified IP host.

¥ Enahle ICMP Forward

ICMP Forward Host IP:  [192.168.1.87

Help | Sawve |

Enable ICMP Forward: Tick to enable ICMP forward.
ICMP Forward Host IP: Enter the IP address of the Host PC. All Ping from the Internet
will be forwarded to this specified PC.

Port Forward > DMZ Setting

The DMZ (De-Militarized Zone) Configuration page lets you map a local computer to this zone.
By default, the Router protects the PCs from the Internet. The local PCs can access the Internet
(WAN) but not vice versa. Local PCs are hidden behind the NAT and Firewall.
DMZ is used when you want to expose that PC to the Internet. For example, you want to set up a
Web Server or Game Server such that outsiders can access from the Internet.

Users of the public network can access the DIVZ host services.

¥ Enahle DIVIZ

DMY. Host TP: [192.168.1 24

Help | Sawve |

Enable DMZ: Tick to enable DMZ.
DMZ Host IP: Enter the local computer's (Web or Game Server) IP address.
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Port Forward > UPnP Setting

Universal Plug and Play (UPnP) is a network feature utilizing the Internet and Web protocols to
promote the communicative exchange of information between networking devices. To enable this
function, choose Enable. The current UPnP NAT list will be display in the table.

UPnF: IDisabIe 'I
Cwrrent UPnP INAT List

ID| Description Local IP Address Local Port Global Port | Protocol

Help || Refresh

Firewall > MAC Filter

This page allows you to specify which computer can access the Internet and which computer

cannot access the Internet. The specified MAC address and the policy for the computer is
reflected in the table.

Usets can control the access to the Internet of special MAC address host.
Todo:

e Enahle Ethernet MAC Filter
* Set the default policy
o Addthe MAC address with the poliey applied to the MAC

¥ Enahle Ethernet MAC Filter

Default Policy: @ Deny all 7 Allow Al

WMAC Address IDD:DE:'I 36703 Fommataabbiooddeetd

Policy IAIIDW 'i Add
ID MAC Address Policy
0 00:06:13:67ca34 Allow Edit Delete

Enable Ethernet MAC Control: Tick to enable Ethernet MAC Control.

Default Policy: This policy determines whether computers, whose MAC addresses are not in the
table, are able to access the Internet. If you choose Deny All, all computer connected to the
Router will not be able to access the Internet other than those specified in the table.

MAC Address: Enter the MAC address of the computer. The format for the MAC address is
aa:bb:cc:dd:ee:ff.

Policy: Choose to deny or allow the computer to access the computer. Click on the Add
button to add the policy.
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Firewall > IP Filter
This page allows you to filter off certain IP addresses at certain time of the day.

IF Filter furiction can control the access to some specified IP addresses, ports and protocols, within the
specified time daily.

LA IP: | J
Port: I__ l—
WAN IP: | ]
Port: I_- l—
Protocol: m

Schedule: g Alurays
PR ——
CStanTime) || |eg2300
Stop Time| J! leg23:50

Status: I Activate = l

ID| LANIP Port WAN IP Port Protocol Schedule Status

[Hele ]
LAN IP: Enter the LAN IP address that would be denied access to the Internet. It can be one IP
or arange of IP.

Port: The single LAN port or port range that will be denied access to the Internet.

WAN IP: Enter the WAN IP address that would be denied access to the Internet. It can be one IP
or arange of IP.

Port: The single WAN port or port range that will be denied access to the Internet.

Protocol:

Schedule (Always): Choose this to keep the filter rule always on.

Schedule (Start time): The time when you would like to start blocking the IP Address.

Schedule (Stop time): The time when you would like to stop blocking the IP Address.

Status: Choose to activate or de-activate the filter rule.
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Miscellaneous > Dynamic DNS

Dynamic DNS allows you to update your current dynamic IP address with dynamic DNS services
so that you can be contactable most of the time. You can also access your FTP server or web
page on your own computer using a domain name. Unlike IP address, the domain name will not
change with each reconnect.

First of all, you would need to register a dynamic DNS account dynamic DNS service provider.
The Dynamic DNS service provider will give you a password.

Diyniatrdc Domain Mame Bystem is a method of keeping a domain name linked to a changing [P Address. This
is a useful feature since many computers do notuse a static IP address.

Enahle DDNS: O

DDIVS Server:

Host Name: [

User Name: [

Password: [

Verify Password: [

[T Use a Proxy Server:

Address I Port: |0

| Help || Save | | Reset |

Enable DDNS: Tick to enable dynamic DNS.

DDNS Server: There is a few default DDNS server in the drop down menu;
http://www.dyndns.com/, http://www.no-ip.com/, http://freedns.afraid.org/.

Host Name: Enter the host name registered with the dynamic DNS service provider.
User Name: Enter the user name registered with the dynamic DNS service provider.
Password: Enter the password registered with the dynamic DNS service provider.

Verify Password: Verify the password registered with the dynamic DNS service provider.
Use a Proxy Server: Tick this option if your network is using a proxy server.
Address/Port: Address and port of the proxy server.
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System Tools > System Log

This page allows you to configure the Router to dump its status to a System Log Server.

[ Enahle Remote System Log

Server [F: |

Server Port: 514

¥ Enable Local System Log

Whenlogis full  © Stop Logging © Aute Delete
179: «<142>00:01:52 3ystem: Change system time to NOV 08 11:39:14 2005 e
178: <134>00:00:12 System: System is up

177: <142>01:20:53 System: Change system time to NOV 05 10:33:37 20035
176: «£134>00:00:12 System: System 1s up

175: «£134>00:00:12 Systewm: System is up

174: <£134>00:00:12 Svystew: System iz up

173: «€£134>00:00:12 System: System is up

172: <134>00:00:11 System: System is up

171: <134>00:00:12 3ystem: 3Jystem is up

170: «<134>00:00:11 System: System 1s up

169: «£134>00:00:14 System: 2System 1= up

168: <£134>00:00:11 Svystewm: System iz up

167: «134>00:00:12 System: 2ystem is up

166: «€£134>00:00:11 System: System is up

165: <134>00:00:12 System: System is up

164: «<134>00:00:14 SysStem: System 1s up

163: «134>00:00:13 SysStem: System 1s up _:j

Availahle Entries Left: 21 | Refrash | | Clear |

Enable Remote System Log: Enable this feature to allow the Router to constantly update its
status on a System log Server.

System Log Server IP: Enter the IP Address of the System Log Server if you had enabled
Remote Logging.

System Log Server Port: Enter the port number the System Log Server is using.

Enable Local System Log: Enable this feature if you do not have a System log Server. The
events would then be logged locally on the Router.

Log Management when log is full (Stop Logging): When this option is chosen, the Router will
stop logging.

Log Management when log is full (Auto Delete): The maximum number of local log entry is
200. When all the 200 entries are used up, the Router will overwrite previous entries with new
logs.

Remember to Apply and Reboot for the settings to take effect.

System Tools > System Admin

This page allows you to change the Administrator's Username and Password. The default
username and password is admin / admin. After every Factory Reset, the Router reverts to this
combination.

User Name: ]admin
Password: I’*‘“‘“"‘
Verify Password: i“‘“"‘"“

|He|p || Sawve || Reszet |
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System Tools > Backup/Restore Settings

Use this page to preserve any good setting. You can save the configuration file into your
computer and upload it back to the Router when the setting of your Router when
necessary. In addition, you can do a factory reset and restore the Router back to factory
default setting. The factory default setting is shown in the Factory Reset section.

Good Settings

Save the Good Settings: Save |
Restore to the Good Settings: Festore&Reboot |

Configuration file

Backup the current settings to a file. Click Here to save.

Upload the configuration file{apciz):

| Browse. . I Uplaadl

Factory Reset

Press the button to set all the configurations to factory default settings.
Factory ResettReboot |

Help
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System Tools > Firmware Update

This page allows you to update the firmware (software) in the Router. New firmwares are issued
to improve the performance and add features to the product.

Attention:

o Please upload the correct firmarare.

» Please do NOT power off or disconnect duting uploading, Improper actions will damage the system.
» FPlease do HOT close the browser during uploading

+ Upload will take around 3 mimates

File Name: [ Browse... |

Cluttent Version: L0083

Help || Wpload

1. The new firmware is a file name “apimg1”.
2. Save the file in your PC.
3. Browse and select the firmware file.

You will see the following page when firmware upgrading is successful.

IIpload Succeeds.

The file has been uploaded.

Do not close the browser or shutdown the Router during firmware upgrading.
Failure to do so will cause serious damage to Router.

System Tools > Reboot

This page allows you to reboot the Router. You must reboot the Router after you have finished
configuring the Router for the new setting to take effect.

Microsoft Internet Explorer _X_]

./-_-
\?) System will be rebook, Are wou sure?

K I Zancel
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9

FACTORY RESET

When you have wrongly configured the Router and wish to start all over again, you can perform a
Factory Reset to restore the Router to its original state. Simply use a paper clip or any pointed
object to press in the hole for 10 seconds and release.

The Router would be reset to its original Factory Default configuration:

Router’s Feature

Factory Default

User Name admin
Password admin

WAN IP -

WAN subnet mask -

LAN IP 192.168.1.20
LAN subnet mask 255.255.255.0
DHCP  Server (including | On.

WLAN)

SysLog Local System logging on
SSID 11g

Channel SmartSelect
MAC Address Control Off

Wireless Security Off

DMZ Off

Virtual Server Off

IP Filter Off.
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10 PC CONFIGURATION

The Router’s function is to connect multiple PCs to the Internet. In addition to configuring the
Router, the PCs’ IP settings would also need to be configured.

It is easiest to use DHCP client for the PCs. This is also the default whenever you:
a. Install a new Wireless PCMCIA/Cardbus card, or
b. When you plug an Ethernet cable into your PC for the first time.

Fortunately, in default mode, the Router's DHCP Server is on. This means that when you buy a
new Router and install a new Wireless Card, the IP settings on the PC are already correct!

In the event that you need to troubleshoot the IP settings, the easiest method is:

a. Perform a Hardware Reset to the Router, and
b. Perform a following to configure Automatic IP (DHCP Client) on the PC.

Setting DHCP IP Address

The steps outlined are applicable for Windows PCs. The GUI for Windows 98SE and ME may
look slightly different, but the steps are the same.

1. Connect the PC to the Router. This can be via Ethernet or Wireless. Do not connect
any other networking devices! Do not connect the modem to the PC!
2. Go to Start >> Settings >> Control Panel >> Network and Dial-Up Connections
3. Double-click Local Area Connection. |1 | qcal area C,:,,-,,.IEWDH
4. Click on Properties. Local Area Connection Status A l‘i‘
laeneral |
— Connection
Statiiz: Connected
Ciuration: 034234
Speed: 1000 Mbp=
— Activity
Sent —— g'l —— Recerved
Lk
Packets: 43,440 | 4F,935
F'rcnperéies I Dizable |

Cloze I
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5. In the box, click on Internet Protocol (TCP/IP). Make sure there is a tick in the box for
TCP/IP.

[ WP Security Protacal |EEE 80212 »2.2.0.0
Ll | rternet Protocol I:T|:F'.-"|F':'L
L1 MwLink NetBIOS

6. Use automatic for both the settings. Click OK and close all windows.

Internet Protocol {TCP/IP} Properties ] 2 =l

Feneral

You can get IP zettings azsigned autormatically if pour nebwork, supportz
thiz capability. Othemwise, pou need to azk your network administrator for
the appropriate [P zettings.

¥ Obtain an IP address automatically

™ Use the following IP address:
|F address; I

Slbnet mazk: I

[retault gatewal: I

¥ [btain DMS server address autamatically

£ Uze the following DMNS zerver addreszes

Frefered IHS zemven I

Lltermate DHS server I

Advanced... |
careel_|

7. Windows 98SE and ME may prompt you for a reboot.

DHCP Client has been set up on your PC. Make sure you do a Factory Reset to the Router and
configure your broadband account again.
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My IP Address

This section describes how to check your PC’s IP Address. Every PC in your network must have
a unique IP Address. A new Router (or after Factory Reset) would have a default IP Address of
192.168.1.20.

For Win98 and Windows ME Users
To check your PC’s IP Address, go to Start >> Run and type winipcfg

Bun EE!

ne== Type the name of a program, folder, document, or Internst
y rezource, and Windows wall open it for pow

Dper: Imlpcfg ;I

0K I Caricel I Browse, |

Choose the
Your PC displays your IP properties in a window: [Ciloert:/?/gt'k device
to view.
IP Configuration E =] B3
— Ethernet Adapter Infarmation //// Network Adapter’s
Ilntel 82857-bazed Integrated Fas;l || MAC Address.

Adapter Address | 00-50-8B-04-1C-5D —

Your PC’s IP Address.

SN

IP &ddress | 10101029 —
Subret Mask | 25,255, 255.0 | Vour PC's subrot ek
our S subnet mask.
D efault Gateway | 1010107 ~__
: 7 Fia | T | Your Default Gateway.
Release All | Renew Al | Mare |nfo >>|

For more information, click More Info>>.

It would be good to know your MAC address if you want to implement MAC
address control on your Router.

s
=\_

e
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For Windows 2000 and Windows XP Users

Go to Start >> Run. Type cmd

Run 2|

2= Tvype the name of a program, folder, document, or
Inkernet resource, and Windows will open it for wou,

Open: _:I

In the DOS-window, type ipconfig

mmand Prompt

E:“Documents and Settings“HuiminX*ipconfig

Windows 2888 IP Configuration

Ethernet adapter Local Area Connection 2:

Connection—specific DMS Suffix . : »fnetech.com
IP Add : 192.168.1.21
Subnet Mask : 255255 .255.8
Default Gateway : 192 .168.1.28

In this example, we can see that the PC has an IP Address of 192.168.1.21. The Default
Gateway is 192.168.1.20, which is the Router.

For more details, type ipconfig/all.

el @ It would be good to know your MAC address if you want to implement MAC
; }\- address control on your Router.
= L Your Default Gateway is usually the IP Address of the Router: 192.168.1.20

e
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Ping!

Ping is a very useful tool to check network connectivity. Making sure that your PC is physically

plugged into

your Router is NOT sufficient! They must also be connected in the networking

sense: their IP settings must be correct. To check if your PC is connected to the Router, you can
perform a Ping to the Router’s IP Address (Usually 192.168.1.20).

e

=
P

When you perform a ping, your PC sends a message to the destination.

If the destination exists, it would receive the message and send a reply back to
you automatically.
If the destination cannot be reached, your PC informs you of the network error.

Go to Start >> Run. Type cmd or command

Run 2| x|

Open: _T_I

Type the name of a program, Folder, document, or
Internet resource, and Windows will open it For wou.

oK I Zancel l Browse, ., i

In the DOS-window, type ping 192.168.1.20.

from
from
from
from

from
from
from
from

mmand Prompt

E:“Documents and Settings“Huiminl’ping 192.168.1.20 —t IP Address
Pinging 192.168.1.28 with 32 hytes of data:

Destination

172.168.1.20: hytes=32 time=18ms
192 _168.1.208: bhytes=32 time<lBms
192 .168.1.208: hytez=32 time<10ms=
1922.168.1.208: bytez=32 time<i@ms
172.168.1.20: bhytes=32 time<{llms
192 _168.1.208: bhytes=32 time<lBms
192 .168.1.208: hytez=32 time<10ms=
1922.168.1.20: bhytez=32 time<i@ms

Ping also works for a Wireless connection.

But the replies may not be consistent, depending on your distance from the
Router.
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If the Ethernet cable is unplugged or if the Wireless LAN settings are wrong, it shows Hardware
error:

ardware error.
ardvare error.

ardware error.
arduvare eprror.

If the destination does not exist or cannot be reached because of incorrect IP settings, it would
show Request timed out.

Request timed out.
Reqguest timed out.

Request timed out.
equest timed out.

Ping tests are very useful. If the ping is not successful, you may have:

a. Changed the LAN IP of the Router.
b. Turned off the DHCP Server in the Router.
C. Configured a wrong Static Address for your PC.

You would have to:

a. Check the Ethernet cable and/or check the Wireless LAN settings
b. Perform a Factory Reset to the Router if necessary
C. Ensure that your PC is set to DHCP client (automatic).

If you are not even able to ping the Router, there is no way you can access its
Configuration Page.
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Web Browser Settings

By default, your Web Browser (eg. Microsoft Internet Explorer, Netscape) does not need any
setup to use the Router. The default settings would allow you to surf the web using the Router.
However, if you have previously used the following methods to access the Internet, you would
need to check your browser settings:

Internal / External 56k modem
ADSL modem connected to your USB port
ADSL dialer software (eg. WinPOET)

Never Dial a Connection

The Web Browser is tied to a particular device for accessing the Internet. This is the reason why
you have to configure it if you had used another networking device previously. The steps are
described for IE6, but the procedure is similar for other Web Browsers.

1. Go to Tools >> Internet Options >> Connections.
Tools  Help Generall Securityl F'rivac_l,ll Content  Connections IF'nglamsI .-’-‘n.dvancedl
Mail and News k : .
i Tazet up an Intermet connection, click
Synchronize. .. Setup,
Windows Lipdate r— Dial-up and Yirtual Private Metwork, settings
Showe Relaked Links Dialup Connection [Default) Add.
g Femaove |
Inkernek Opkions. . Chooze Settingz if pou need to configure a prosy S ettings... |
server for a connechion.

& plever dial a connection
" Dial whenever a netwaork Bannection is not present

" Always dial my default connection

Currentdefault Dialup Eonnection Set Detault

— Local Area Metwoark, [LAM] zettiings

LAaM Settings do not apply to dial-up connections. LM Settings...
Choosze Settings above for dial-up settings.

i

0K Cancel Apply

2. As seen in the above, the Browser has a Dial-up Connection configured previously.
Choose “Never dial a connection” and Apply. The Browser will now use your LAN
connection (Ethernet or WLAN) to access the Internet instead of the old device.
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Proxy Server

Most ISPs do not require you to configure a Proxy Server to surf the Internet. Check with your
ISP. If you are required to configure a Proxy Server, you would have to follow these steps:

1. Continue from the previous page. Click on LAN Settings.
— Local Area Metwork, [LAM] settings

LAK Settings do niot apply o dial-up connectionz. LAN Setting _

Choose Settings above for dial-up zettings.

2. Enter the Proxy Server Address and Port number. Do NOT use proxy.com.com!
Check with your ISP!

—Proxy server

v Ilse a prowey server For wour LAK (These settings will not apply ko
dial-up or ¥PH conneckions).

Address; Ipru:uxy.u:u:um.u:u:um Park; IBIIIEIJ .ﬁ.dvanced.[.l

W Bwpass proxy server for local addresses

The Browser would now go through the Proxy Server for every Internet session.

x'“}\-@ However, the Proxy Server would not be able to direct you to your Router’s
k”%‘ Configuration page (192.168.1.20). Therefore, you have to carry out the next

. few steps to make sure that when you want to configure the Router, you go to
192.168.1.20 directly.

3. Click the Advance button. 2| x]

4. Enter 192.168.1.20 in the box. ~Servers
Type Prowy address ko use Port
5. Click OK on all the windows. 2=l prres [ ray.com : [a0an
Secure! Ipmxy.:um ! IBDSEI
FTR: Iprnxy.cu:urn : IBDSL‘I
Gopher: Ipmxy.cnrn i IBDBL‘I
Socks: I : I

W Use the same proxy server For all protocals

—Exceplions

Do not use proxy server For addresses beginning with:

|192.168.1.20 ii

Ilse semicolons ;) to separate entries.

oK I Cancel |

i=

mEE
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11

TECHNICAL SUPPORT

For technical support, please contact the following local distributor or reseller.

12

DISCLAIMER

. Manufacturer assumes no responsibility for any damage or loss resulting from
the use of this manual.

. Manufacturer assumes no responsibility for any loss or claims by third parties
that may arise through the use of this product.

. Manufacturer assumes no responsibility for any damage or loss caused by
incorrect use of APRT-2518G / APRT-2518GS.

. The contents of this manual are subject to change without prior notice due to
engineering improvement.

. No part of this manual may be reproduced in any form without the express
written consent of the Manufacturer.

. Sample displays shown in this Manual may differ somewhat from the displays
actually produced by the product.

. User Manual may differ for different firmware version.

. All brands and product names are trademarks or registered trademarks of their

respective holders.
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