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Document Conventions

Text Conventions

bold

italic

Courier

Menu

Notices

Bold type within paragraph text indicates commands, file names,
directory names, paths, output, or returned values.

Example: The DK_Client package will not function unless you
use the wdreg_install batchfile.

Within commands, italics indicate a variable that the user must
specify.

Example: mem_alloc size_in_bytes

Titles of manuals or other published documents are also set in
italics.

The Courier font indicates output or display.

Example:

Error:Unable to allocate memory for transfer!
The Menu character tag is used for menu items.
Example: Choose Edit > Copy.

Within commands, items enclosed in square brackets are optional
parameters or values that the user can choose to specify or omit.

Within commands, items enclosed in braces are options from
which the user must choose.

Within commands, the vertical bar separates options.
An ellipsis indicates a repetition of the preceding parameter.
The right angle bracket separates successive menu selections.

Example: Start > Programs > DK > wdreg_install.

NOTE: This message denotes neutral or positive information that calls out important
points to the text. A note provides information that may apply only in special cases.
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Preface

This user's guide provides the necessary information for first-time users to
successfully install the Atheros Network Driver Interface Specification (NDIS)
driver, for the purpose of evaluating and/or operating the Atheros AR5001
Station Reference Design in a Microsoft Windows environment. This guide
also provides information for users who wish to upgrade the Atheros NDIS
driver from previous releases.

This guide describes the steps required to install NDIS drivers for the Atheros
AR5001 Wireless Network Adapter in Windows 2000, Windows Millennium
Edition, Windows 98 Second Edition, Windows XP, and Windows NT 4.0.
This guide also includes detailed instructions for configuring the PC Card
device, or IEEE 802.11a station (STA), to interact with an access point (AP) in
infrastructure mode and with other STAs in ad hoc mode. Instructions for
installing or upgrading the diagnostic utility LinkMon are also included. You
should also read this before proceeding to install the Atheros AR5001 Wireless
Network Adapter and NDIS driver in the targeted operating system (OS)
environment.

About this Document

The document consists of the following chapters and appendix:

Chapter 1 Introduction—Hardware, Software, and System
Requirements needed to setup Atheros AR5001 Station
Reference Design.

Chapter 2 Windows 2000—Installation/Uninstallation Procedures and
Device/Network Configurations for Windows 2000.

Chapter 3 Windows 98 Second Edition—Installation/Uninstallation
Procedures and Device/Network Configurations for
Windows 98 Second Edition.

Atheros Communications, Inc. Preface e xi
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Chapter 4 Windows XP—Installation/Uninstallation Procedures and
Device/Network Configurations for Windows XP.

Audience

This document is intended for Atheros customers who wish to install and
evaluate the Atheros AR5001 Station Reference Design in the supported
Microsoft Windows environments.

Additional Resources

Atheros Reference Design hardware, software, and documentation contain
proprietary information of Atheros Communications, Inc., and are provided
under a license agreement containing restrictions on use and disclosure, and
are also protected by copyright law. Reverse engineering of this hardware,
software, or documentation is prohibited.

xii ® AR5001 STA User’s Guide Atheros Communications, Inc.
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Introduction

The Atheros AR5001 Wireless Network Adapter is an IEEE 802.11a two-chip
solution reference design based on the Atheros AR5111 and AR5311 chipset.
This reference design implements a half-duplex, Orthogonal Frequency
Division Multiplexing (OFDM) baseband processor supporting all IEEE
802.11a data rates (6 to 54 Mbps). Italso supports the Atheros

Turbo Mode™ supporting data rates up to 108 Mbps. The host interface is
compatible with the PC Card 7.1 standard. You can find information
regarding the Atheros Station Reference Designs in the detailed AR5001 STA
802.11a Solution Description Reference Guide.

Package Contents

Make sure the following materials are available before you begin:
B Atheros AR5001 Release V2.0 CD, or electronic equivalent
B Atheros AR5001 Wireless Network Adapter, ARSBCB-00012A, AR5BCB-

00013A, or Atheros customer station designs using AR5110A-ES/
AR5210A-ES or later

Atheros Communications, Inc. Introduction e 1-1
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System Requirements
B Laptop PC containing:
- 32-bit CardBus slot (or Desktop PC with PC Card-PCI adapter)
— 32 MB memory or greater
— 300 MHz processor or higher

B Microsoft Windows 2000/ Windows Millennium Edition/Windows 98
Second Edition/Windows XP/Windows NT 4.0 (with Service Pack 6)

1-2 e AR5001 STA User’s Guide Atheros Communications, Inc.
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Windows 2000

This chapter describes the Windows 2000 driver installation.

Driver Installation (First-Time Install)

This section describes the first-time installation for the driver for Windows
2000. If you have a previously installed driver, refer to the section “Driver
Installation (Previous Driver Installed)” on page 2-6.

Atheros recommends that you remove any existing Atheros drivers (NDIS,
DK, or TDI) on the PC system before installing the Version 1.0 release of the
NDIS driver. See Section “Driver Uninstallation” for the instructions on how
to remove previous driver releases.

Atheros Communications, Inc. Windows 2000 e 2-1
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Insert the Atheros AR5001 Wireless Network Adapter into a 32-bit CardBus
slot and follow these steps to install the NDIS driver:

1. Wait for the following dialog box to display.

Found Mew Hardware Wizard

Welcome to the Found New
Hardware Wizard

Thiz wizard helps you install a device driver for a
hardware dewvice.

To contitive, click Mext.

< Baclh

Cancel |

2. Click Next to continue.

3. Choose “Search for a suitable driver for my device (recommended).”

Found Mew Hardware Wizard

Install Hardware Device Drivers
A device driver iz a software program that enables a hardware device to work, with
an operating spstem.

Thiz wizard will complete the ingtallation for this device:

@ Ethernet Contraller

A device driver iz a software progran that makes a hardware device work, ‘wWindows
needs driver files for your new device. To locate diiver files and complete the
installation click Next.

WWhat do you want the wizard to da?

{® Search for a suitable driver for my device [recommendeds

" Display a list of the known drivers for this device zo that | can chooze a specific
driver

< Back I Heut » I Cancel

4. Click Next.

2-2 o AR5001 STA User’s Guide Atheros Communications, Inc.
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5. Insert the Release CD in your CD-ROM drive.

Found Mew Hardware Wizard

Locate Driver Files
here do pou want Windoves to zearch for diiver files?

Search for driver filez for the following hardware device:

@ Ethernet Cantraller

The wizard searches for suitable drivers in itz driver databaze on pour computer and in
any of the following optional zearch lozations that pou specify.

To start the zearch, click Next. If you are searching on a floppy digk or CD-ROM diive,
inzert the Hoppy disk ar CD before clicking Mest.

Optional zearch locations:
™| Flappy disk drives
rC :
v Specify a location
[ Microsaft Windaws Update

< Back I Ment » I Cancel

6. Choose Specify a location under “Optional search locations.”
7. Click Next to continue.

8. Browse to the location where the NDIS driver is located (assuming D is
the CD-ROM drive), the default folder is D:\ndis\bin\ production\ndis5.

Found New Hardware VWizard |

Inzert the manufacturer's installation dizk into the drive oK |
:%: zelected, and then click OK.
Cancel |

LCopy manufacturer's files from:

ID:\ndis\bin\production'\ndisE

9. Click OK to continue.

Atheros Communications, Inc. Windows 2000 e 2-3
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to continue.

Upgrade Device Driver Wizard

Start Device Driver Installation
The device driver will be installed with the default zettings.

PRELIMINARY

10. When you find the Atheros driver installation file (net5211.inf), click Next

The wizard is ready to install the driver for the fallowing hardware device:

Atheroz ARB00T YwWireless Metwark Adapter

Windows will uze default settingz to install the software far this hardware device. To

inztall the software for pour new hardware, click Mest.

< Back

I Mext = I Cancel

11. The Atheros NDIS evaluation driver currently does not have a digital

signature from Microsoft. Therefore, Windows 2000 shows a warning
message. Click Yes to proceed with driver installation.

Digital Signature Mot Found

The Microzaft digital zignature affirms that saftware has
been tested with ‘Windows and that the software hagz not
been altered since it was tested.

The zoftware vou are about to install does not contain a
Microzoft digital signature. Therefare, there iz hio
quarantees that thiz zoftware works corecty with
YWindaws.

Atheroz AR5001 YWireleszs Metwark ddapter

[f wou want to search for Microsaft digitally zigned
zoftware, vizit the Windows Update ‘Web site at
http: /A windowzupdate. microzsoft. com to see if one iz
available.

Do you want to continue the installation?

Yes Mo tare [

AR5001 STA User’s Guide
July 2002
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12. Click Finish to complete the driver installation. See “Device
Configuration” on page 2-17 for the device configuration information.

Found New Hardware Wizard

Completing the Found New
Hardware Wizard

_\> Atherog ARE007 Wireless Hetwork ddapter

windows has finished installing the software for thiz device.

To cloze this wizard, click Finish.

< Back I Finizh I Cancel

Atheros Communications, Inc. Windows 2000 e 2-5
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Chapter

Follow the steps below to update the NDIS driver:

PRELIMINARY

If the system already has a previous release of the Atheros NDIS installed,
Windows does not prompt for the device driver when the WLAN Card is
inserted.

Start System Properties from Control Panel. Under Hardware tab, click

Device Manager.

System Properties

Generall Metwaork, [dentification  Hardware | User Profiles .t’-‘-.dvancedl

— Hardware 'wfizard

2

The Hardware wizard helps you install, uninstall, repair,
unplug, eject, and configure your hardware.

Hardware ‘wizard...

The Device Manager lizts all the hardware devices installed
on pour computer. Use the Device Manager to change the
properties of any device.

Dirivver Signing... Device Manager...

— Hardware Frafiles

Hardware profiles provide a way for pou to zet up and store
different hardware configurations.

Hardware Profiles...

QK. Cancel | Apply

AR5001 STA User’s Guide

July 2002
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Chapter

2. Within Device Manager, right-click “Atheros AR5001 Wireless Network

Adapter” under “Network adapters” device node, and click Properties.

L Device Manager

File Help

g 2 =®a
=B JOHNTEST ~
+ ﬁ Batteries
-J Computer
< Disk drives
@ Display adapters
s DWDJCD-ROM drives
=) Floppy disk cantrallers
g Floppy disk drives
IDE ATAJATAPI contrallers
% Infrared devices
+-z» Keyboards
+-") Mice and other pointing devices
+ E_, Moderns
+ @ Maritors
—|- B8 Metwork adapters
1= Atheros ARE001
B8 Intel(R) PROY 100 VE Network Connection
+ [ﬂ PCMCIA adapters
+- i Ports (COM & LPT)

R Processo_rs Scan For hardware changes
+- @, Sound, video and game contrallers w

Ackion  View

F] [ [ [ [ -

Update Driver. ..
Disable
Uninstal

Opens property sheet for the current selection.

Click Update Driver... from the Driver tab. Note the Driver Version that
you are updating from. You may need to verify this field again after driver
update completes to make sure the driver has been updated correctly.

21|

Atheros ARS001 Wireless Network Adapter P

Generall .-’-'«dvancedl Settings Drver |F|esaurces|

Atheros ARB00T Wireless Metwork, Adapter

Driver Provider:  &theros

Driver Drate: Mot available
Drriver Wersion: 20.0.0

Digital Signer: Mot digitally zigned

To view detalls about the diver files loaded for thiz device, chick Dinver
Detailz. To uninstall the driver files far this device, click Uninstall To update
the driver files for thiz device, click Update Driver.

Driveer Details... I

Uninztall | Update Driver... |

0K | Cancel

Atheros Communications, Inc.
COMPANY CONFIDENTIAL
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4. Click Next to continue.

ade Device Driver Wizard

Welcome to the Upgrade Device
Driver Wizard

Thiz wizard helps you upagrade a device driver for a
hardware device.

To contitive, click Mext.

Cancel |

< Baclh

5. Choose “Display a list of the known drivers for this device so that I can
choose a specific driver.”

Upgrade Device Driver Wizard

Install Hardware Device Drivers
A device diver iz a zofbware program that enables a hardware device bo work, with
an operating system.

Thiz wizard upgradez drivers for the following hardware device:

Atheroz ARB00T Wireless Metwork Adapter

Upgrading to a newer verzion of a device dnver may add functionality to ar improve the
performance of this device.

YWhat do you want the wizard to do?
"~ Search far a suitable driver for my device [recommended]

f* Digplay a list of the known drivers for this device so that | can choose a specific
driver

< Back I MHext > I Cancel

6. Click Next to continue.

2-8 e AR5001 STA User’s Guide Atheros Communications, Inc.
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7. Insert the Release CD into your CD-ROM drive. Click Have Disk... to
continue.

Upgrade Device Driver Wizard

Select Metwork Adapter
“Wwhich network. adapter do wou want to install?

Click the Metwork Adapter that matches pour hardware, then click OF. [f you have an
installation dizk for thiz compaonent, click Have Disgk.

Metwork Adapter:
1| 01

% Show compatible hardware Have Disk. |
" Show all hardware of this device class

< Back I Mext » I Cancel |

8. Click Browse to specify the location where the NDIS driver is located
(assuming D is the CD-ROM drive), the default folder is
“D:\ndis\bin\ production\ndis5”.

Install From Disk

x|
Inzert the manufacturer's installation disk into the drive oK |
@ zelected, and then click OF.

Cancel

Copy manufacturer's files fram:

ID:'\ndis'\bin'\production\ndisE

9. C(lick OK to continue.

Atheros Communications, Inc. Windows 2000 e
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10. Select “Atheros AR5001 Wireless Network Adapter” from the list.

Upgrade Device Driver Wizard

Select Hetwork Adapter
Which netwaork, adapter do you want ta ingtall?

Click the Metwork Adapter that matches your hardware, then click OF. [f pou have an
inztallation disk for this component, click Have Dizk.

%" Show compatible hardware Have Disk. .. |

" Show all hardware of this device class

< Back I MHest > I Cancel |

11. Click Next to continue.

12. Click Yes to continue when Windows displays the warning message.

Update Driver Warning x|
& Installing this device driver is nok recommended because Windows cannok verify that it is compatible with vour

hardware. If the driver is not compatible, vour hardware will not wark correctly and vour camputer might become
unstable or stop working completely, Do wou want to continue installing this driver?

Yes

2-10 e AR5001 STA User’s Guide Atheros Communications, Inc.
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13. Click Next to proceed with the installation.

Upgrade Device Driver Wizard

Start Device Driver Installation
The device driver will be installed with the default zettings.

The wizard iz ready to install the driver for the following hardware device:

Atheros AR5007 wWireless Mebwaork, Adapter

Windows will uze default zettings ta install the software for this hardware device. To
inztall the zoftware far pour new hardware, click Mext.

¢ Back I Mext » I Cahcel |

14. The Atheros NDIS evaluation driver currently does not have a digital
signature from Microsoft. Therefore, Windows 2000 shows a warning
message. Click Yes to proceed with driver installation.

Digital Signature Mot Found x|

The Microzoft digital zsignature affirms that software haz
been tested with Windows and that the zoftware haz not
been altered zince it wasz tested.

The zoftware you are about to install does not contain a
icrogoft digital signature. Therefare, there is o
guarantee that thiz software works carrecthy with
WWindowz.,

Atheroz ARB00T YWirelezs Mebwork Adapter

[f wou want to gearch for Microsaoft digitally signed
zoftware, vizit the Windows Update wWeb zite at
hittp: A fwindowsupdate. microzoft. com to zee if one is
available.

Do wou want b continue the installation?

ez Mo tare Info

Atheros Communications, Inc. Windows 2000 e 2-11
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15. Click Finish.

Found New Hardware Wizard

Completing the Found New
Hardware Wizard

_\> Atheros ARB007 WWireless Metwark, Adapter

Windowsz haz finished inztaling the zoftware for this device.

To cloge this wizard, click Finish.

< Back I Finigh I Cancel

16. Note that Driver Version should display 2.0 as the major revision number.
Click OK to continue.

Atheros ARS5001 Wireless Network Adap x|

Generall Advancedl Settings  Driver |F|escnurces

Atheroz ARS007 YWireless Metwark Adapter

Diniveer Provider: Atheroz
Diniveer D ate:; Mok awvailable
Diriveer Wergion: 20,00
Digital Signer: Mot digitally zsigned
To wiew details about the driver files loaded for this device, click Driver

Detailz. To uninztall the driver files for this device, click Uninstall. To update
the diiver files for thiz device, click Update Driver.

Ciriver Details. .. I Uninztall | Update Driver. .. |

kK | Cancel |

2-12 e AR5001 STA User’s Guide Atheros Communications, Inc.
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17. Click Yes to restart system.

18. After the system restarts, the “Atheros AR5001 Wireless Network

System Settings Change

@ ‘four hardware settings have changed. You must restart vour computer For these changes to take effect.

Do you wankt ba restart your computer now?

Chapter

Adapter” will display under “Network adapters” in the Device Manager.
Proceed to Section “Device Configuration” on page 2-17 for device

configuration information.

_,E_,' Device Manager

J Action  Wew |J = =

M 2 3 an

=10] x|

=24 JOHNTEST

H Batteries

- Computer

20 Disk drives

(3 Display adapters

DVDJCO-ROM drives

&2 Floppy disk controllers

[#- &= Floppy disk. drives

--& Humnan Interface Devices

2 IDE ATAIATAPT controllers

g Infrared devices
Kevbaards

-y Mice and other pointing devices

(B Monicors

BB Network adapters

apker
B InteliR) PROJ100 YE Metwork Connection
PCMCLA adaphers

o Parts (COM&LPT)

<fj$ Sound, video and garme controliers

[ System devices

& Universal Serial Bus contrallers

Atheros Communications, Inc.
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Driver Uninstallation

PRELIMINARY

This section provides information about uninstallation procedures required
for upgrading the NDIS driver from previous Atheros software releases. If the
system does not have previously installed versions of the NDIS driver and
you wish to remove the newly installed driver from the system, proceed to

Step 4.

The NDIS driver since Release 1.0 no longer leverages the Transport Driver
Interface (TDI) protocol to provide the LinkMon programming interface. The

TDI protocol should be uninstalled.

Follow these steps to uninstall the TDI protocol:

1. To remove the NDIS driver from the OS, go to Device Manager, right-click
“Atheros AR5001 Wireless Network Adapter,” and choose Uninstall.

E;. Device Manager

| action  wiew |J - =

w2 A e

=lolx|

E1- 2 JOHWTEST

I:I--Q= Batteries

]--- Computer

|- Disk drives

]--- Display adapters

]-- DYDY CO-ROM drives

- 524 Floppy disk contrallers
+-=P Floppy disk drives

-8 Humnan Interface Devices
-5 [DE ATAJATAPI controllers
]g Infrared devices

H- Keyboards

/-7y Mice and other pointing devices
- Morikors

|- @ Metwork adapters

o 00 e O o O e O oy O O O o O O R P

m

-4 PCMCIA adapters

- Parts (COM &:LPT)

[]--(ﬂf Sound, video and game controllers
[

£

- System devices
-8 Universal Serial Bus controllers

. EB Intel(R) PROJ100 YE Mebwork C

onl

rk Adapker

nection

Disable

Uninstall, ..

Scan for hardware changes

Properties

2. Click OK to uninstall the device.

Confirm Device Removal

Wwiarning: r'ou are about to uninztall thiz device fram your system.

o |

2%

Atheros ARS001 *Wireless Metwark Adapter

Cancel

2-14 e AR5001 STA User's Guide
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3. When the device is uninstalled from Device Manager, search for and
delete the driver files that reside in the system.

a. Go to the Start menu and choose Search For Files or Folders...

b. Enter “oem*.inf” in the “Search for files or folders named “field”, and
enter Atheros in the “Containing text:” field.

c. Click Search Now.

A few files matching these criteria are possible, if previous drivers have
not been removed properly.

d. Choose the files that have been found and delete them from the

system.
Sdrivers =T
J File  Edit  Miew Favorites  Tools  Help i
J 4mBack ~ = - | @Search [ Folders @History | e 02 w | E-
J Address I[:I drivers j (‘DGD
= o T disdn diskdump.sys iB042prt, sys M MSgpC.5ys S e
"D , | Cdete @ diskperf.sys @ ipfledry. sys MSKSSRY sys ﬂ parz
[# acpi.sys dkkernel.sys_c ipinip.sys MSPCLOCK, sys 9 parp
drivers acpiec.sys DLC.SYS MSPOM, sys | part
| AFDL5YS dmboat, sys MUp.5Ys 9 par
ar5211.sys ar5z11.sys dmio.sys ; nbf.sys 9 [la
System file a5YNCMAC. 5Ys dmload.svs irsir.sys ndis.sys %] piid
= — — " (%] peiid
P Ll o e~ x| [
pcm
Size: 199 KB [ay
s [@ Are you sure you wank o send 'ar5211,sys' to the Recycle Bin? ﬂ porf
Attributes: {(normal) s % Prog
| prok
9 psck
es o | % pilir
%] rasa
M cdfs.sys M fs_rec.sys M mf.sys M npfs.sys 9 rasir
cdrom.sys fswvga.sys mnmdd, sys @ ntfs,sys S rasl:
cinemstZ2, sys @ frdisk.sys @ modem, sys null.sys ﬂ rasp
class2.sys gm.dls mouclass,sys riwinkflE. sys 9 rasp
classpnp.sys grmreadme, kxt mouhid.sys riwinkfwd.sys 9 raw
CmBatt,sys hidclass. sys mounkmgr . sys MWLNKIPY. SYS 9 rca.:
compbatt,sys hidparse sys mrxsmb,sys rwlnknb.sys 9 rdbs
DISK.5YS hidusb, sys msfs.sys rwlnkspi.sys 9 redk
1| | i
Type: System file Size: 199 KB |199 KB |@‘ My Computer S
Windows 2000 e 2-15
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“\WINNT \system32\drivers” folder.
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4. To complete the uninstallation, remove the file “ar5211.sys” from the

@raivers =10l x|
J File Edit “iew Favaorites Tools  Help i
J 4=Fack -~ = - | Qhsearch [ Folders  {#History | FEgLr Ml @) | -
J Address I[:I drivers j "?bGD
g . ol . | [ disdn | diskdump, sys %] ig042prt.sys %] msgpc.sys g e
ﬁ (| Cete 9 diskperf.sys Q ipfledry, sys Q MSKSSRY.syvs Q parz
i ACpi.sWs dkkernel.sys_c 9 ipinip.sys Q MSPCLOCK, sws 9 parp
drivers acpiec.sys =] DLC.5vs %] ipnat.sys ] MSPQM.sys ] part
AFD.SYS 9 dboot,sys Q ipsec.sys Q MUp.5Ys Q pary
ar5211.sys 9 driia. sy Q irda.sys Q nbf.sys Q pi.z
System file 3SYNCMAC, 5ys Q dmload.sys Q irsir.sys @ ndis. sys Q peiid
— — = > 9 piid
modec iofz002 450 (T 5 3
pm
Sizs: 199 K8 = Are wou sure you wank o send 'ar5211.sys' ko the Recycle Bin? 9 port
Attributes: (normal) ) % krtl
o %] prok
9 psch
Yes Ko | Q philic
%] rasa
@ cdfs.sys M fs_rec.sys M mf.sys M npfs.sys 9 rasiv
cdrom.sys fsvga.sys mnmdd. sys ntfs.sys 9 raslz
cinemstZ . sys ftdisk.sys modem, sys null.svs Q rasp
class2.sys gm.dls mouclass. sys rilnkFlt, svs Q rasp
classpnp.sys grareadme. kxk miouhid, sys niwlnkfwd.sys Q Faw
CrnBatt.sys hidclass, sys mauntmar.sys MWWLMKIFE.5¥S 9 Foa.:
compbatt.sys hidparse.sys mrxsmb.sys nwlnknb.sys Q rdbs
DISK.SYS hidusb, sys msfs.sys nivlnksp,sys Q redt
4| | i3
Twpe: Swstem file Size: 199 KB |199 KE |@. Iy Computer &
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Device Configuration

Configuration of the Atheros AR5001 Wireless Network Adapter can be done
through the Network Control Panel (NCP) in adapter properties. You can set
the Wireless Network Adapter to work in one of two modes, either
infrastructure mode (which leverages an AP) or ad hoc mode (which consists
of a group of stations participating in the WLAN).

In infrastructure mode, the Wireless Network Adapter participates in a basic
service set (BSS) as a station, and communicates with the other stations
through an AP, as illustrated in Figure 2-1.

0 T Ethernet

Figure 2-1. Infrastructure Mode

Atheros Communications, Inc. Windows 2000 e 2-17
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In ad hoc mode, a Wireless Network Adapter works within an independent
basic service set (IBSS), as illustrated in Figure 2-2. All stations communicate
directly with other stations without an AP.

Figure 2-2. Ad Hoc Mode
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To configure the AR5001 Wireless Network Adapter:

In the Device Manager, right-click “Atheros AR5001 Wireless Network
Adapter,” and click Properties to access the properties of the adapter.

L Device Manager

File  Action  Yiew Help

oS A=A

=& IOHNTEST ~
ﬁ Batteries

:J Computer

g Disk drives

§ Lisplay adapters

i DVDJCD-ROM drives

(=) Floppy disk controllers

5 Floppy disk drives

% IDE ATAJATAPI contrallers

A e e e P e e e R R e

Infrared devices

+- Kevboards

¥ ') Mice and other pointing devices
+ L Modems

¥ § Monitars

—|- E8 Metwork adapters

5 k. Adapker
E8 Intel(R) PROJ 100 VE Metwork Connection

+-- [l PCMCIA adapters

+- o Ports (COM & LPT)

+- 88 Processors Scan for hardware changes
+- @, sound, video and game contrallers w

-

Update Driver,..
Disable
Uninstall 3

Cpens property sheet for the current selection.

Configuration additions, modifications, and deletions are made under the
“Settings” tab of the “Atheros AR5001 Wireless Network Adapter”
properties.

Atheros AR5001 11a/b Cardbus Wirelsss Network Ad... [?[X]

Gereral | Advanced SBtlinElleriver Resources

Selected Configuration:; |W'Drk

Configuration List

Hew

Todity...
Delete

Selected Configuration Detailz

Metwark Mame [S5107 SPE_ALPHA
Metwark Connection: AP [Infrastructure)
Pawer Saving: Marmal

Lacally Admin. Address: O0037FO013ER
Data Security: Enahled

Default Encryption Key:  Unique Key

Ok ] [ Canhcel

Atheros Communications, Inc.
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Select one of the configurations under the configuration list, and click
Modify to show the “Network Configuration Settings” screen. This
property sheet has two pages: General and Security. Table 2-1 provides
descriptions for the fields on the General page.

Table 2-1. General Dialog Field Descriptions

Field Name Description

Configuration Name This field identifies the configuration. This name must
be unique. Configuration names are case insensitive.

Network Name (SSID) This is the name of the IEEE 802.11a wireless network,

for example, “Atheros 802.11a Wireless Network.” This
field has a maximum limit of 32 characters.

Network Connection This field defines whether the STA is configured for an
ad hoc or infrastructure network.

Power Savings This field allows the configuration of power
management options. The options are Off, Normal, and
Maximum. Power management is disabled when ad
hoc mode is selected in the Network Connection field.
When the Power Saving setting is Off, the adapter
receives full power from the PC. When the Power
Saving setting is Normal, the driver turns off power to
the adapter for brief periods over briefly-spaced time
intervals. When the Power Saving setting is Maximum,
the driver turns off power to the adapter for longer
periods over more widely-spaced time intervals.

Locally Administered This field defines the locally administered MAC
Address (LAA) address.
AR5001 STA User’s Guide Atheros Communications, Inc.
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4. To enter a value in the address field, the check box needs to be selected.
Typically, an LAA is not required, because the driver automatically loads
a unique, globally administered address from the EEPROM.
Network Configuration Settings
General l Security] .&dvanced]
Configuration Mame:
Metwark Mame 55107 |SF'E_.&LF'H.‘3«
Metwork. Connection: |,'.-._P [Irfrastructure] j
Pawer Saving: |Norma| ﬂ
W Locally Administered Address: |E|E|E|3?FEIEI1 JEE
[Hex 0-9 AF]
0k, | Cancel |
5. Use the Security tab on the Network Configuration Settings dialog to
select security features.
Network Configuration Settings
General Security l.&dvanced]
v £ ¥ Default Encryption Key: |L|nique ﬂ
Encryption Feys [Hex 0-3 A-F]
F.en Length [bitz):
Unique Key: [ |152 [128+24) 32 hex digits |
Shared Keys
First: | 152 (128+24) 32 hex digits |
Second: | 152 (128+24) 32 hex digits |
Third: | |64 [40+24] 10 hex digits |
Fourth: | B4 (40+24) 10 hex digits _+|
QK | Cancel
Atheros Communications, Inc. Windows 2000 e 2-21
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Table 2-2 provides descriptions for the fields on the Security dialog.

Table 2-2. Security Dialog Field Descriptions

Field Name

Description

Enable Security

Completely enables or disables the IEEE 802.11 wired
equivalent privacy (WEP) security feature.

Default Encryption Key

Defines the type of encryption key to use (either Unique
Key or Shared Keys). This field allows you to select only a
key (Unique, First, Second, Third, or Fourth) whose
corresponding field has been completed.

Unique Key

Defines the unique encryption key for security for the
current network configuration. In ad hoc mode, this
encryption key type is not used. To enable security using
a Unique Key, this field must be populated.

Shared Keys

These fields define a set of shared encryption keys. To
enable security using Shared Keys, at least one Shared
Key field must be populated.

Key Length

Defines the length for each encryption key. As the Key
Length is changed, the number of available characters in
the field is changed automatically. If after a key is entered
the length is adjusted to a smaller number, the key is
automatically truncated to fit. If the length is increased
again, the field is not automatically updated to its
previous value.

All encryption key fields are displayed only when initially entered. On
subsequent entry into the security property page, the fields are masked. The
keys must be entered as hexadecimal digits.
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Selecting Encryption Types

Atheros supports two encryption types; Wired Equivalent Privacy (WEP) and
Advanced Encryption Security (AES). While WEP is universally supported
and commonly used, AES provides a much higher level of security, that is,
frames encrypted with AES are more difficult to decipher without knowing
the key. To use AES, you must specify a unique key (refer to Table 2-2 on
page 2-22).

NOTE: AES is not supported in ad hoc mode, since ad hoc mode does not support
unique keys.

Select the encryption type automatically (auto) or manually at both the STA
and AP. See the set cipher command in the AR5001 AP User’s Guide for
information on configuring the encryption type on the AP. By specifying auto,
the STA and AP will negotiate and attempt to use AES before exchanging data
packets. If AES is not supported by the STA or AP, WEP is used. Manual
selection allows you to specify the encryption type. By default, the STA is set
to auto and will first attempt to use AES, and will only use WEP if the AP
supports, or is configured for, WEP only.

Use the Advanced tab on the “Atheros AR5001 Wireless Network Adapter”
dialog to change the encryption type.

Network Configuration Settings

General | Security Advanced l

Witeless Mode: [N ~ | Encryption Type: | Auto hd
AdHoc Mode: (802110 - Scan Mode: |Auto -

802.11a Turbo: | Disabled - Transmit Power: | Full Power -
802.11g( Pure g): | Disabled - oz |Disabled -

802.11b range: |Marmal Range -

oK | Cancel

Atheros Communications, Inc. Windows 2000 e 2-23
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Table 2-3 provides descriptions for the fields on the Network Configuration
Setting, Advanced tab dialog.

Table 2-3. Advanced Dialog Field Descriptions

Field Name

Description

Wireless Mode

Specifies 802.11a operation.

Ad Hoc Mode

Specifies a band to establish an ad hoc network if no
matching SSID is found after scanning all available
modes.

802.11a Turbo

Enables or disables Atheros turbo mode for 802.11a
radio space. Once enabled, both 802.11a and 802.11a
turbo modes are scanned.

Encryption Type

Specifies the encryption type:s
B WEP - use only WEP encryption.

B AES - only associate with Access Points that can
successfully negotiate AES encryption.

B Auto - Allow the STA and AP to negotiate the
encryption type.

Scan Mode

Specifies passive, or auto scannings (use country code
to select the type of scan, active or passive).

Transmit Power

Selects full, half, quarter, eighth, or minimum transmit
power.

QoS

Disables or enables the station to cooperate in a
network using Quality of Service.

To change the encryption type, take the following steps:

1. From the Network Configuration Settings dialog Advanced tab, use the
Encryption Type drop-down menu to specify the encryption type.

2. Click OK to enable your change.

CAUTION: To successfully transmit data frames, specify a unique key.

NOTE: If AES and ad hoc are both specified, the STA will use WEP.

2-24 e AR5001 STA User's Guide
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NOTE: Fragmentation is currently not supported using AES.

Atheros Communications, Inc. Windows 2000 e 2-25
COMPANY CONFIDENTIAL July 2002



Chapter PRELIMINARY

Infrastructure Mode

To configure an Atheros AR5001 Wireless Network Adapter in infrastructure
mode:

1. Ensure that the “Locally Administered Address” checkbox is unchecked.

Network Configuration Settings

General l Secuiity | Advanced |

Configuration Mame: |IEEE

Metwark Mame 55107 |SF'E_.&LF'H.‘3«

Metwork. Connection: |,'.-._P [Irfrastructure] j

Power S aving: | Mormal ﬂ

O Laocally Administered Address: |00037F001 3EB
[Hex 0-3 A-F]

ok | Cancel |

2. Enter information in the General dialog as summarized in Table 2-4.

Table 2-4. Infrastructure Mode General Dialog Field Descriptions

Field Name Description

Configuration Name This field identifies the configuration. This
name must be unique. Configuration names
are case insensitive.

Network Name (SSID) This is the name of the IEEE 802.11a wireless
network, for example, “Atheros 802.11a
Wireless Network.” This field has a
maximum limit of 32 characters. If the field
is left blank, the STA connects to the AP with
the best signal strength.

Network Connection AP (infrastructure).

Power Savings This field allows the configuration of power
management options. The options are Off,
Normal, and Maximum.

Locally Administered Address (LAA) | This field defines the locally administered
MAC address. To enter a value in the
address field, the check box needs to be
selected.
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Usually infrastructure mode is used in an enterprise environment where APs
are installed and maintained by corporate IT staff. Much of the data in the
enterprise network is confidential. It is important to configure security to
make sure only stations with appropriate keys can receive sensitive data. The
Atheros AR5001 Wireless Network Adapter and NDIS driver support key
lengths of 40 bits, 104 bits, and 128 bits. Typically, the appropriate encryption
and decryption keys are supplied by the corporate IT staff.

Atheros Communications, Inc. Windows 2000 e 2-27
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An ad hoc network usually is a short-lived network with a small number of
stations. The network is usually created for a special purpose such as
exchanging data between friends, or between customer and client. Because
the duration of the ad hoc network tends to be limited, Power Saving and
Security features are not typically a requirement. For ad hoc network activity,
the Power Saving and Security features can be disabled. Currently, shared key
security is supported in ad hoc mode. Future Atheros software
implementations will provide unique key support.

In ad hoc mode, a station scans the air for an existing BSS. If no BSS is found,
the station establishes a BSS for other stations to join. When other stations
scan the air and find an established BSS in place, they join that BSS to form an
ad hoc network. If a specific set of stations requires ad hoc network
connectivity, it is recommended to have one station establish a BSS first before
configuring the remaining stations. This prevents the scenario of several
stations trying to form a BSS at the same time, which can result in multiple
singular BSSs being established, rather than a single BSS with multiple
stations.

Metwork Configuration Settings @@

General ] Security | Advanced |

Configuration M ame: :Ad Hoc

Hetwork Mame (S50 |SF'E_.-’-‘«LF'H.-’-‘«

Metwork Connection; |.£\d Hoc j

Power Saving: |Nolma| j

Locally Administered Address:  |00037F0013ER
[Hex 0-9 AF)

ak | Cancel
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Table 2-5 summarizes the field description for the General dialog in ad hoc
mode.

Table 2-5. Ad Hoc Mode General Dialog Field Descriptions

Field Name Description

Configuration Name This field identifies the configuration. This name must
be unique. Configuration names are case insensitive.

Network Name (SSID) A network name is mandatory for ad hoc mode. The
SSID for all stations in a single ad hoc network must be
the same.

Network Connection Ad Hoc.

Power Savings Power saving mode is currently not supported in ad
hoc mode.

Locally Administered This field defines the locally administered MAC

Address (LAA) address. To enter a value in the address field, the check
box needs to be selected.

TCP/IP Setup
After configuring the Atheros AR5001 Wireless Network Adapter through the
Network Control Panel, the TCP/IP address for the network device must be
configured.
1. Open the “Control Panel” and click “Network and Dial-up Connections.”
2. Find the “Local Area Connection” that is associated with the Atheros
AR5001 Wireless Network Adapter. Right-click that connection, and click
Properties.
{0 Network and Dial-up Connections =13 x|
J File Edit “iew Favorites Tools  Advanced  Help
J #=Eack ~ = - ‘ @Search [ Falders @Histury ||E 0Z X & | -
JAddress I Metwork and Dial-up Connections ﬂ @G0
Mame | Type | Status I Device Name | Caner
Make Mew Connection
Local Area Connection LAN Enabled Atheras ARS001 Wireless Metwark Adapter System
- Local Area Connecti Disable nabled Inkel{R) PRO{100 VE Metwork Connection System
Status
Create Shorteut
DElete
Rename
4 | i
E‘ Displays the properties of the selected connection. v
Atheros Communications, Inc. Windows 2000 e 2-29
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Local Area Connection Properties

General | Sharing |

Connect uzing:

PRELIMINARY

3. Select “Internet Protocol (TCP/IP)” and click Properties.

I B3 Atheros ARS001 “ireless Metwaork Adapter

Components checked are uzed by this connection;

Client for Microzoft Metwarkz
File and Printer Sharing for Microzoft Mebworks
|nternet Pratocal [TCPAR)

Irztall... | [Irinztall Properties

— Dezcription

Tranzmizzion Contral Protocaol/ntermet Protocol. The default
wide area network, protocol that provides communication
acrozs diverze interconnected nebworks,

[ Show icon in taskbar when connected

k. Cancel
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Click “Use the following IP address” and input an IP address and Subnet
mask. Assigning an IP address and Subnet mask allows stations to
operate in infrastructure mode and to have Internet access. “Default
gateway” and “DNS server” information is also required. IP configuration
information (DHCP or assigned IP address, Gateway and DNS server IP
addresses) is usually obtained from the corporate IT staff.

After obtaining IP configuration information from the appropriate IT
staff, click OK in both “Internet Protocol (TCP/IP) Properties” and “Local
Area Connection Properties” to complete the IP configuration.

Internet Protocol (TCP/IP) Properties 2 x

General |

You can get IP settings azzigned automatically if pour netwark, supparts
thiz capability. Othenwize, you need ta ask wour network administrator for
the appropriate [P settings.

{~ Obtain an IP address automatically

—1* zge the following IP address:
1P address: I 192 168 . 1 . 21

Subnet mazk: I 28R 255 2550 0

Default gateway: I

" [Obtain DME server addiess automatically

—{* Usze the following DNS server addresses:

Prefered DWNS semver I

Alternate DMS server: I

Adwanced... |
Ok I Cancel |
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6. Choose Start > Programs > Accessories > Command Prompt to open the
DOS command prompt window.

7. Type “ipconfig” at the C:\> prompt to determine if the TCP/IP
configuration has taken effect. To test IP connectivity in ad hoc or
infrastructure mode, use the ping <ipaddress> command. When a
TCP/IP connection is established, the LinkMon utility (refer to
“LinkMon” on page 7-1) can be used to monitor the Atheros AR5001
Wireless Network Adapter operating status.

cmd.exe

C:s>ipconfig
Windows 2888 IP Configuration

Ethernet adapter Local Area Connection 2:

Connection—specific DNS Suffix . =

. = 192.168.1.21
Subnet Mask . . . 255.255.255.8
Default Gateway H

C:»>ping 192.168.1.20
Pinging 192_.168.1.28 with 32 hytes of data:

Reply from 192.168.1.268: bhytez=32 time<{i1Bmz TTL=128
Reply from 192.168.1.28: hyte time{1Bns TIL=128
Reply from 192.168.1_.208: hyte 2 time{iBms TTL=128
Reply from 192.168.1.28: bytes=32 time{1Bmz TTL=128

Ping statistics for 192.168.1.28:

Packets: Sent = 4, Received = 4. Lost = @ (Bx loss).
Approximate round trip times in milli-—seconds:

Hinimum = Bms, Maximum = Bms, Average =
G,
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8. To map the drive on another machine to your computer, right-click “My
Computer” and click Map Network Drive...

9. After mapping the drive, you can perform file transfers, use video
streaming applications, and all other network data transfers that are

Hurnn
Conn

ocurments

Open
Explore

Search, ..
Manage

Disconnect Mebwork Drive. ..

Create Shorkbouk
Rename

Propetties

:;E-:

Internet Explorer Adobe

normally performed with wired 10/100 Ethernet connections.

Ex My Computer

=10l %]
J File Edit “iew Favorites Tools Help ‘

J 4=Fack ~ = - | @Search ||-E;F0|ders @Histnry |E‘ LE 5wy | £~

J Address My Computer

j ﬁ‘Gn

Folders X

@ My Documents
E@ My Computer

Mame

|T|:|e

-

[ Deskiop
o _'ILI

<|_ e e -

Local Disk,
Compack Disc

E2IEM_PRELOAD ()
&Ero11102_1500 (D)

s

MNetwork Drive _ILI
| ' 3

|Free Space: 12,0 GB, Capacity: 17.4 GB |IZ| bytes | My Compuber -
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Windows Millennium Edition

This chapter describes the Windows Millennium Edition network
driver installation.

Driver Installation

Atheros recommends that you remove any existing Atheros NDIS driver on
the PC system before installing Version 1.0 release of the NDIS driver. See
“Driver Uninstallation” on page 3-4 for the instructions on how to remove
previous driver releases. When the system no longer has the Atheros NDIS
driver installed, insert the AR5001 Wireless Network Adapter into a 32-bit
CardBus slot, and follow these steps to install the NDIS driver:

1. = Wait for the following dialog box to appear. Choose “Specify the location
of the driver (Advanced),” and click Next to continue.

Add New Hardware Wizard

windows has found the fallowing new hardware:

PCI Ethermet Contraller

windows can automatically zearch for and install software
that zupports your hardware, [F pour hardware came with
installation media, inzert it now and click Nest.

w'hat would wou like bo do?

" Automatic search for a better diiver [Recommended)

% %5 pecify the location of the diver [Advancedf

< Bacl I Mest = I Cancel

Atheros Communications, Inc. Windows Millennium Edition e 3-1
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2. Choose “Search for the best driver for your device. (Recommended).”
a. Select “Specify a location.”
b. Click Browse to locate the NDIS driver. The default folder is
“E:\ndis\bin\production\ndis5” (assuming E: is the CD-ROM

drive).

c. Click Next to continue.

Add New Hardware Wizard

Windows will search for new diivers in its driver database
on your hard drive, and it any of the following selected

% Search for the best driver for pour device.
iR ecommended).

[~ Removable Media (Floppy, CO-ROM...)
v Specify a location:

Ie:'\ndis'\bin\production'\ndisj Browse |

= Display a list of all the drivers in a specific location, so
you can select the driver you want.

< Back I MHeut » I Cancel |

3. When the Atheros driver installation file (NET5210B.INF) has been found,
click Next to continue.

Add Hew Hardware Whzard

Windowes driver file search far the device:

Atheros AR5007 'Wirelezs Netwark, Adapter

Wwindows iz now ready ko inztall the best driver for thiz
device. Click Back to zelect a different driver. or click MNext
bo continue.

Location of driver;

D:ANDISAEINYPRODUC™14NDISEYNE T521
=

< Back

Cancel |
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4. Click Finish to continue, and restart the system to complete driver
installation. Refer to “Device Configuration” on page 3-5 for device
configuration.

Add Hew Hardware Whzard

Atheroz ARBO0T ‘Wirelezs Metwark Adapter

Windows haz finished inztalling the new hardware dewvice.

¢ Back [Eatizel |
Atheros Communications, Inc. Windows Millennium Edition e 3-3
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Driver Uninstallation

This section provides uninstallation procedures for removing the Atheros
NDIS driver from the system. Uninstallation is recommended for upgrading
the NDIS driver from previous Atheros driver releases.

1. Remove the NDIS driver from the OS:

a. Go to Start > Search > For Files or Folders..., and search for the INF file
containing the “Atheros” text string under the \WINDOWS\INF
folder. Be sure to include subfolders in the search criteria.

b. When “Atherosnet5211.inf” has been found, delete it by right-clicking
the file and choose Delete.

2. From Control Panel, launch the System Properties window. Select
“Atheros AR5001 Wireless Network Adapter” from Device Manager, and
click Remove to uninstall the device.

Syztem Properties 2l x

General Device Manager | Hardware Profiles | Performance

& Wiew devices by type " Wiew devices by connection

Computer -
-2 COROM

- & Disk diives

@ Display adapters

--% Floppy disk controllers

-5 Hard disk controllers

g Infrared devices

-- K.evpboard
Madem
M anitors
Ty Mousze
=5

- @ DialUp &dapter
~E@ Intel[R] PROA00YE Webwork Connection

[= =T T

Froperties Refresh

ak. | Cancel |
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3. Click OK to confirm the removal of the device.

4. Restart the system to complete un-installation.

Device Configuration

Configuration of the Atheros AR5001 Wireless Network Adapter can be done
through the Atheros NIC Configuration utility found in the Windows Control
Panel. Similar to Windows 2000, the device can be set to work in one of two
modes: infrastructure mode or ad hoc mode. Please refer to “Device
Configuration” on page 2-17 for more details on these network connection

types.

To launch the configuration utility, go to Control Panel and double-click on
the Atheros NIC Configuration icon.

E3 Control Panel . O] x|
J File  Edit “iew Fawvortez Tools  Help |

J 4= Back - = - | @Search L Falders @Histary | FEQLFEEN N 7o) | FEE
J.-'l'-.gldress (58] Cortral Panel j @GD

® B B @ -

Add/Remove  Atheros MIC Automatic DateTime Dial-Up

Proagrarmz Configuration |pdates M etwarking
ET m 1 EL
&} AW
Dizplay Falder Options Fants Faming Intel[R] [nternet
Optionz PROSet Optionz

@ 3

r

IO
R

Fevboard b odems bouze M etwiork, QDBC Data Pazswords
Sources [32bit)
* 4 B @ G
PC Card Power Options Printers Reqional Scannerz and  Scheduled
[PCHCIA] Sethings Cameraz Tazks
e % & § -
S nonds and Susharn T ackhar and T elanhnnn | lemrs Whralees | inlk ;I
|30 object(s] | | 4
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The configuration utility allows addition, modification, and deletion of the
configuration profiles. Select one of the existing configuration profiles under
the configuration list to modify, or click New to add a new configuration
profile. Refer to “Infrastructure Mode” on page 3-10 and “Ad Hoc Mode” on
page 3-13 to set up the station to work in infrastructure mode and ad hoc
mode.

Atheroz NIC Configuration i |

Metwork, Card: I [0O0314thero: ARB00T YWireless Metwaork Adapter j

Selected Configuration: IDEfauIt

— Configuration List

Hew. ..
Modify. .. |

Delete

— Selected Configuration D etailz

Metwork Mame [SSI0]:  <empty:
Metwork, Connection: AP [Infraztucture]

Power Saving: M armal
Locally Admin. Address: Mot Uzed
[rata Security: Dizabled
Ok, I Cancel
3-6 ¢ AR5001 STA User’s Guide Atheros Communications, Inc.
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Selecting Encryption Types

Atheros supports two encryption types; Wired Equivalent Privacy (WEP) and
Advanced Encryption Security (AES). While WEP is universally supported
and commonly used, AES provides a much higher level of security, that is,
frames encrypted with AES are more difficult to decipher without knowing
the key. To use AES, you must specify a unique key.

NOTE: AES is not supported in ad hoc mode, since ad hoc mode does not support
unique keys.

Select the encryption type automatically (auto) or manually at both the STA
and AP. See the set cipher command in the AR5001 AP User’s Guide for
information on configuring the encryption type on the AP. By specifying auto,
the STA and AP will negotiate and attempt to use AES before exchanging data
packets. If AES is not supported by the STA or AP, WEP is used. Manual
selection allows you to specify the encryption type. By default, the STA is set
to auto and will first attempt to use AES and will only use WEP if the AP only
supports, or is configured for WEP only.

Atheros Communications, Inc. Windows Millennium Edition e 3-7
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Use the Advanced tab on the “Atheros AR5001 Wireless Network Adapter”
dialog to change the encryption type.

Metwork Configuration Settings

General | Security Advanced l

Wireless Mode: | R ~| Encruption Type: |-‘*‘-Ut'3 j
4dHoc Mode: [802.11b | ScanMode: |Auto |
802.11a Turbao: |DiSEI|:l|EE| j Transmit Power: |Fu|| Fower j
802 11g] Pure g} | Disabled ] Qos: |Disabled ]

202.11b range: | Mormal Range j

Ok | Cancel
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Table 3-1 provides descriptions for the fields on the Network Configuration
Setting, Advanced tab dialog.

Table 3-1. Advanced Dialog Field Descriptions

Field Name

Description

Wireless Mode

Specifies 802.11a

Ad Hoc Mode

Specifies a band to establish an ad hoc network if no
matching SSID is found after scanning all available
modes.

802.11a Turbo

Enables or disables Atheros turbo mode for 802.11a
radio space. Once enabled, both 802.11a and 802.11a
turbo modes are scanned.

Encryption Type

Specifies the encryption type:s
B WEP - use only WEP encryption.

B AES - only associate with Access Points that can
successfully negotiate AES encryption.

B Auto - Allow the STA and AP to negotiate the
encryption type.

Scan Mode

Specifies passive, or auto scannings (use country code
to select the type of scan, active or passive).

Transmit Power

Selects full, half, quarter, eighth, or minimum transmit
power.

QoS

Disables or enables the station to cooperate in a net-
work using Quality of Service.

To change the encryption type, take the following steps:

1. Select Encryption Algorithm.

2. Select the desired setting from the Value menu.

CAUTION: To successfully transmit data frames, specify a unique key.

NOTE: If AES and ad hoc are both specified, the STA will use WEP.

NOTE: Fragmentation is currently not supported using AES.

Atheros Communications, Inc.
COMPANY CONFIDENTIAL

Windows Millennium Edition e 3-9
July 2002



Chapter PRELIMINARY

Infrastructure Mode

This section defines the process of configuring an Atheros AR5001 Wireless
Network Adapter in infrastructure mode. Refer to”Device Configuration” on
page 2-17 for detailed descriptions of each option in the Network
Configuration Settings.

1. Under the “General” tab, make sure the “Locally Administered Address”
checkbox is unchecked.

MNetwork Configuration Settings 2=

General I Securit_l,ll .ﬁ.dvancedl

Configuration Marme: IEIFFIEE

Mebwark: Mame (55107 INET1|

Mebwork Connection: I,.'.‘.,F' (Infrastructure) j

Power 5aving: INnrmal j

[T Locally Administered Sddress:
[Hesx 0-9 A4-F)

ak. I Cancel

Use Table 3-2 as a guideline to choose the values of each field in the
configuration window.
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Table 3-2. Infrastructure Mode General Dialog Field Descriptions

Field Name

Description

Configuration Name

This field identifies the configuration. This name must
be unique. Configuration names are case insensitive.

Network Name (SSID)

This is the name of the IEEE 802.11a wireless network,
for example, “Atheros 802.11a Wireless Network.” This
field has a maximum limit of 32 characters. If the field is
left blank, the STA connects to the AP with the best
signal strength.

Network Connection

AP (infrastructure).

Power Savings

This field allows the configuration of power
management options. The options are Off, Normal, and
Maximum.

Atheros Communications, Inc.
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2. Usually, infrastructure mode is used in an enterprise environment where
APs are installed and maintained by corporate IT staff. Much of the data
in the enterprise network is confidential. It is important to configure
security to make sure only stations with appropriate keys can receive
sensitive data. The Atheros AR5001 Wireless Network Adapter and NDIS
driver support key lengths of 40 bits, 104 bits and 128 bits. Typically, the
appropriate encryption and decryption keys are supplied by the corporate
IT staff.

Metwork Configuration Settings el |

General  Security I Advanced I

¥ Enable Security Default Encryption ke IFirst j

— Encryption Kevs [Hex 0-9 A-F)
K.ep Lenath [bitz]:
Unigque Key: |4444444444 IE:4 (40+24) 10 hex digits j
Shared Keys:

First: |1 111111111 [E4 [40+24) 10 hex digits _~

Second: I??77??‘77??77??77??77?977??77??77 |152 [128+24) 22 hew digits j

Thid: [33333323333333333322333333 [128 [104+24) 26 hex digits > |

Fourth: | |64 (40+24] 10 hies digits _~ |

| aF. I Cancel
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Ad Hoc Mode

This section defines the process of configuring an Atheros AR5001 Wireless
Network Adapter in ad hoc or IBSS mode. Refer to “Ad Hoc Mode” on
page 2-28 for descriptions of ad hoc operation.

Similar to the set-up of AP Infrastructure mode described in the previous
section, ad hoc mode is also configured by changing the options in the
Network Configuration Settings of the Atheros NIC Configuration utility.

Hetwork Configuration Settings @ @

General l Sec:urity] Advanced]

Configuration Marme: :,ad Hor

Metwork, Hame (55107 |SF'E_¢'-\LF'H.-’-‘«

Metwork Connechion: |,£\.|:1 Hoc ﬂ

Power 5aving: |Nu:|rmal ﬂ

Locally Administered Address: |DDDS?‘FDD‘I 3JER
[Hex 0-9 A-F)

k. | Cancel

Use Table 3-3 as a guideline to choose the values of each field in the
configuration window.

Table 3-3. Ad Hoc Mode General Dialog Field Descriptions

Field Name Description
Configuration Name This field identifies the configuration. This name must
be unique. Configuration names are case insensitive.
Network Name (SSID) A network name is mandatory for ad hoc mode. The
SSID for all stations in a single ad hoc network must be
the same.
Network Connection Ad Hoc.
Atheros Communications, Inc. Windows Millennium Edition e 3-13
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Table 3-3. Ad Hoc Mode General Dialog Field Descriptions
Field Name Description
Power Savings Power saving mode is currently not supported in ad
hoc mode.
Locally Administered This field defines the locally administered MAC
Address (LAA) address. To enter a value in the address field, the check
box needs to be selected.

3. You can optionally set up other properties, but because the duration of the
ad hoc network tends to be limited, Power Saving and Security features
are not typically a requirement. For ad hoc network activity, the Power
Saving and Security features can be disabled. Currently, shared key
security is supported in ad hoc mode. Future Atheros software
implementations will provide unique key support.

4. Click OK when the properties are set correctly. The system needs to reboot
in order for the changes to take effect.

Note that in ad hoc mode, a station scans the air for an existing BSS. If no BSS
is found, the station establishes a BSS for other stations to join. When other
stations scan the air and find an established BSS in place, they join that BSS to
form an ad hoc network. If a specific set of stations requires ad hoc network
connectivity, it is recommended to have one station establish a BSS first before
configuring the remaining stations. This prevents the scenario of several
stations trying to form a BSS at the same time, which can result in multiple
singular BSSs being established, rather than a single BSS with multiple
stations.

AR5001 STA User’s Guide Atheros Communications, Inc.
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TCP/IP Configuration

Chapter

After configuring the Atheros AR5001 Wireless Network Adapter network
adapter properties, the TCP/IP address for the network device needs to be
configured.

1. From Control Panel, launch the Network properties window.

Configuration Identificatinnl Access I:Dntr-:ull

T he following netwaork, components are installed:

X TCPRAP -» Atheros AR5001 ‘Wireless Metwaork Adapter
W TCPAP - DiaHJp Adapter

i TCPAP <> IntellR) PROA00YE MNetwork Connection
File and printer zharing for Microgzoft Metwaorks -

s

Add... | Remove | Froperties |

[tDA Protocol -» SMC TCC [Infrared Communications I:::unh;I

Prirmary Metwork, Logon;

Client for Microsaft Mebworks j

File and Print Sharing... |

Drezcription

TCPAP iz the protocol you use bo connect ta the [ntermmet and
wide-area networks,

k. I Cancel

Atheros Communications, Inc.
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2. Select “TCP/ IP®Atheros AR5001 Wireless Network Adapter” and click

Properties.
TCP/P Properes 2%
Bindngs |  Advanced | Newios |

DNS Configursticn | Gateway | WINS Corfiguation [P Address

A [P address can be automalicall assigned to bhis comguer,
If wows restwncak, does not automaticaly azzign |F addresses, azk
your nebwork admmiztator for an addrsss, and then bpe ite
the space below.

(™ Dbtain an IP address automaticall

% Speciy an IP address:

IPAcdesz:  [192.168. 1 . 22 |

Subeet Mask:  |255.255.255. 0 |

W Detect convection lo nebwark media

| 14 I Cancal

Depending on the type of network the station connects to, Gateway and
DNS Configuration information can also be required. IP configuration
information (DHCP or assigned IP address, Gateway and DNS server IP
addresses) is usually obtained from the corporate IT staff. For a simple
demonstration, the station is assigned a static IP address.

3-16 e AR5001 STA User's Guide Atheros Communications, Inc.
July 2002 COMPANY CONFIDENTIAL



PRELIMINARY Chapter

3. From “TCP/IP Properties,” choose “IP Address” and select “Specify an IP
address.” Input an IP address and subnet mask.

Assigning an IP address and subnet mask allows the station to interact
with the AP or other stations in the same IP subnet.

4. Click OK to complete the TCP/IP configuration, and restart the system for
the changes to take effect.

5. Choose Start > Programs > Accessories > Command Prompt to open the
DOS command prompt window. Type “ipconfig” to determine if the
TCP/IP configuration has taken effect. To test IP connectivity in ad hoc or
infrastructure mode, use the ping <ipaddress> command. When a
TCP/IP connection is established, the LinkMon utility (see “LinkMon” on
page 7-1) can be used to monitor the Atheros AR5001 Wireless Network
Adapter operating status.

"% MS-D0S Prompt

G UINDOWSsDesktop>ipconf ig
indows IP Configuration
B Ethernet adapter :

IF Addres=s. . . . . . . . . 192 _168.1.22
Subnet Maszk . . . . . . . . 255 .255.2556.8
Default Gateway . . . . . .

G WINDOWSSDesktop>ping 192 .168.1.21
Pinging 1922.168.1.21 with 32 hytes of data:

Reply from 192.168.1.21: hytes=32 time<1Bms TTL=128
Reply from 192.168.1.21: hytes=32 time<iBms TTL=128
Reply from 192.168.1.21: hytes=32 time<l1Bms TTL=128
Reply from 192.168.1.21: hytes=32 time<iBms TTL=128

Ping statistics for 192.168.1.21:

Packetz: Sent = 4, Received = 4, Lost = 8 (@ loss),
Approximate round trip times in milli—seconds:

Hinimum = Bmz, Maximum = @ms, Average = @ms

G SUINDOWS S\ Desktop

Atheros Communications, Inc. Windows Millennium Edition e 3-17
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6. To map the drive on another machine to your computer, right-click “My
Computer” and click “Map Network Drive....” Specify the path of a
network-shared folder.

ky Compute

Open
Explore
Sgarch...

Map Metwork Drive...

Dizconnect Metwork Drive. .

Create Shortcut
Rename

Dive: | IF: =] oK |
Path:  [+192168.1.21\Cs | Cancel |

[~ Reconnect at logon

7. After mapping the drive, you can perform file transfers, video streaming,
and all other network data transfers that are normally performed with
wired 10/100 Ethernet connections.

3-18 e AR5001 STA User’s Guide Atheros Communications, Inc.
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Windows XP

This chapter describes the Windows XP driver installation.

Driver Installation (First-time Install)

Atheros recommends that you remove any existing Atheros drivers on the PC
system before installing Version 1.0 release of the NDIS driver. Refer to
“Driver Uninstallation” on page 4-4 for the instructions on how to remove
previous driver releases.

With no existing Atheros NDIS driver installed, insert the Atheros AR5001
Wireless Network Adapter into a 32-bit CardBus slot, and follow these steps
to install the NDIS driver:

1. Wait for the following dialog box to appear. Choose “Install from a list or
specific location (Advanced),” and click Next to continue.

Found New Hardware Wizard

Welcome to the Found New
Hardware Wizard

This wizard helps pou install software far:

Ethernet Controller

Z'\.') If your hardware came with an installation CD
“ZE o floppy disk. insert it now.

‘what do you want the wizard ta da?

(O Install the software automatically (Recommended)

Click Mext to continue.

Mewut » ][ Cancel

Atheros Communications, Inc. Windows XP e 4-1
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2. Under “Search for the best driver in these locations,” choose “Include this
location in the search” and click Browse to find the location of the NDIS
driver. When the driver location has been identified, click Next to
continue.

Found News Harndware Wizand
Please choose your search and installation options. .

(%) Search for the best driver in these locations.

Use the check boxes below ta limit or expand the default search, which includes local
paths and removable media. The best driver found will be ingtalled,

[]5earch removable media [floppy, CO-ROM...]
Include this location in the seanch:

D:hndishbinhpraductionndish o B_rowse

() Don't search. | will choose the driver ta install

Chooze thiz option to zelect the device driver from a list. “Windows does not guarantee that
the driver you choose will be the best match far pour hardware.

[ < Back ][ Mexst > ]l Cancel ]

3. The Atheros NDIS evaluation driver currently does not have a digital
signature from Microsoft. Therefore, Windows XP shows a warning
message. Click Continue Anyway to proceed with driver installation.

Hardware Installation

L ] "_I., The softveare pou are installing for thiz hardware:
*
Atheroz ARBOOT YWireless Metwork Adapter

has not pazsed "Windows Logo testing ko werify it cormpatibility
with "windows <P, [Tell me why this testing is impartart, |

Continuing your inztallation of this software may impair
or destabilize the comect operation of your syztem
either immediately or in the future. Microsoft strongly
recommends that pou stop thiz installation now and
contact the hardware vendor for zoftware that has
pazzed Windows Logo testing.

Continue Areay ] I STOP Installation

AR5001 STA User’s Guide Atheros Communications, Inc.
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4. Click Finish to complete driver installation, and refer to “Device
Configuration” on page 4-7 for device configuration.

Found New Hardware Wizard
Completing the Found New
Hardware Wizard

The wizard has finished installing the software for;

Atheroz AR5007 Wirelezs Metwark Adapter

Click Finizh to cloze the wizard.

Atheros Communications, Inc. Windows XP e 4-3
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This section provides uninstallation procedures for removing the Atheros
NDIS driver from the system. Uninstallation is recommended for upgrading
the NDIS driver from previous Atheros driver releases.

1. To remove the NDIS driver from the OS, go to Device Manager, right click
“Atheros AR5001 Wireless Network Adapter,” and choose Uninstall.

L. Device Manager,

+

+

¥
=
¥
+
+
+
+
+
=
¥

¥
+
+
+
+
+

File Action Wiew Help
& =2 = R® &
= =8 I0HNTEST

+] Q Batteries

Y Computer

e Disk drives

f§ Display adapkers

i DVDJCD-ROM drives

=4 Floppy disk controllers

g, Floppy disk drives
IDE ATAJATAPL controllers

% Infrared devices

‘e Keyboards

') Mice and ather painting devices
Modems

& Monitors

B8 Metwork adapters

] Atheros ARS00 Adapker

HE Intel{R) PROJ100 YE Metwark Connection
[ PCMCIA adapters
- Ports (COM & LPT)
¥ Processors
@, sound, video and game controllers

iy Swstem devices
Universal Serial Bus controllers

Uninstall

Scan far hardware changes

Uninstalls the driver For the selected device.

2. Click OK to uninstall the device.

Confirm Device Bemowval

Warning: 'ou are about to uningtall this device from your systen.

1]:8

l [ Cancel
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3. When the device is uninstalled from Device Manager, search for and
delete the driver installation file that resides in the system.

B Search Results

File Edt Yiew Favorites Tools Help

\_J \_}) l.ﬁ; lt— Folders v

Address | J Search Results v| g
Search Companion X Mame In Folder Size  Type Date Maodified
= %

p Search

Search by any or allof A
the criteria below. =

All or part of the file name:

| oem® *

A word or phrase in the fils: =
Atheros

Look in:

(3 criwinnthinf b L

When was it ¥
modified?

'€

a. Go to Start and choose Search > All files and folder, enter “oem?*.inf”
in the “All or part of the file name” field

b. Enter “Atheros” in the “A word or phrase in the file” field.

c. Enter “C:\WINNT\INF” in the “Look in” field, where C: is the drive
letter of where Windows XP is installed.

d. Click Search to find the driver installation file.

Atheros Communications, Inc. Windows XP e 4-5
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4. A file matching the search criteria is displayed. Choose this file and delete
it from the system.

Favarites  Toaols  Help #

O - O -3 ‘ O searan

L:[:" Folders v

Address |a Search Resulks

v|G0

Search Companion

s MName

In Folder Size  Type Date Modified

Searchby any or allof &
the criteria below. =

all or part of the file name:
Aword or phrase in the file: =

Look in:

[C5) e winnthinf bt | B
When was it ¥
modified? i

[ Back JL Search ]

W boemiz.inf CAWINNTYAF 13KB 10642001 4:11 AM

Setup Information

Confirm File Delete

l-z‘" Are wou sure you want ko send ‘oem12.inf to the Recycle Bin?
12

3 i |

4-6
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Device Configuration

Windows XP zero-configuration functionality allows you to select and join a
wireless network without having to configure the device separately. You can
decide to choose the default parameters and directly proceed to zero-
configuration in “Windows XP Wireless Network Configuration” on

page 4-18.

Similar to Windows 2000, configuration of the Atheros AR5001 Wireless
Network Adapter can be done through the Network Control Panel (NCP) in
adapter properties. You can set the Wireless Network Adapter to work in one
of two modes: infrastructure mode or ad hoc mode. Refer to “Device
Configuration” on page 2-17 for more details on these network connection

types.

To launch NCP go to Device Manager, right-click “Atheros AR5001 Wireless
Network Adapter,” and select Properties to access to the properties of the
adapter.

L. Device Manager

File  Action  Wiew  Help
g =2 =%
=2 g JOHNTEST -~
+ a Eatteries
+ I Computer
+ e Disk drives
+ @ Display adapters
+- i DVDJCD-ROM drives

+-{=% Floppy disk controllers

+ 3 Floppy disk drives

+ IDE ATAATAPT controllers

+ % Infrared devices

+- Kevboards

+ '_') Mice and other pointing devices

+ s, Modems

+ @ Monitors

—|-E& Metwork adapters
- Y arheros ARSO work Adapter
E& Intel(R) PROS100 YE MNetwork Conneckion

- [ PCMCIA adaprers

4 5 Ports (COM & LPT) Uninstall

+- 8 Processors Scan for hardware changes
+- @, sound, video and game controllers .

Update Driver...
Disable

Opens property sheet for the current selection.

Atheros Communications, Inc. Windows XP e 4-7
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Configuration additions, modifications, and deletions are made under the
“Settings” tab of “Atheros AR5001 Wireless Network Adapter Properties.”
Select one of the configurations under the configuration, click Modify or New
and complete the steps in “Infrastructure Mode” on page 4-11 or “Ad Hoc
Mode” on page 4-13 to set up the station to work in infrastructure mode or ad

hoc mode, respectively.

Atheros ARS001 Wireless Network Adapter Properties |E|E|

General Ad\fancedl Settings |Driver Fesources

Selected Configuration: |D efault

Configuration List

Selected Configuration Details

Metwork, Hame [SS1D) <emply>
Metwork, Connechion; AP [Infrastiucture]

Fower 5aving: Marmal
Locally Admin. Address: Mot Used
[ ata Security: Dizabled

e
b odify....

Delete

4l

] 8

] [ Cancel
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Selecting Encryption Types

Atheros supports two encryption types; Wired Equivalent Privacy (WEP) and
Advanced Encryption Security (AES). While WEP is universally supported
and commonly used, AES provides a much higher level of security, that is,
frames encrypted with AES are more difficult to decipher without knowing
the key. To use AES, you must specify a unique key.

NOTE: AES is not supported in ad hoc mode, since ad hoc mode does not support
unique keys.

Select the encryption type automatically (auto) or manually at both the STA
and AP. See the set cipher command in the AR5001 AP User’s Guide for
information on configuring the encryption type on the AP. By specifying auto,
the STA and AP will negotiate and attempt to use AES before exchanging data
packets. If AES is not supported by the STA or AP, WEP is used. Manual
selection allows you to specify the encryption type. By default, the STA is set
to auto and will first attempt to use AES and will only use WEP if the AP only
supports, or is configured for WEP only.

Use the Advanced tab on the “Atheros AR5001 Wireless Network Adapter”
dialog to change the encryption type.

Metwork Configuration Settings

General | Securty Advanced l

‘wireless Mode: NI ~ | Ercrption Type: | Auto -
AdHoc Mode: |B0217b - Scan Mode: |Auta -

80211a Tuba: |Disabled *|  Transmit Power: |Full Power -
802.11gl Pure gJ: | Dizabled - Qosg; |Dizabled -

80211k range: |Maormal Fange -

ak | Cancel

Atheros Communications, Inc. Windows XP e 4-9
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Table 4-1 provides descriptions for the fields on the Network Configuration
Setting, Advanced tab dialog.

Table 4-1. Advanced Dialog Field Descriptions

Field Name Description

Wireless Mode Specifies 802.11a

Ad Hoc Mode Specifies a band to establish an ad hoc network if no
matching SSID is found after scanning all available
modes.

802.11a Turbo Enables or disables Atheros turbo mode for 802.11a

radio space. Once enabled, both 802.11a and 802.11a
turbo modes are scanned.

Encryption Type Specifies the encryption type:s
B WEP - use only WEP encryption.

B AES - only associate with Access Points that can
successfully negotiate AES encryption.

B Auto - Allow the STA and AP to negotiate the

encryption type.
Scan Mode Specifies passive, or auto scannings (use country code
to select the type of scan, active or passive).
Transmit Power Selects full, half, quarter, eighth, or minimum transmit
power.
QoS Disables or enables the station to cooperate in a

network using Quality of Service.

To change the encryption type, take the following steps:
1. Select Encryption Algorithm.

2. Select the desired setting from the Value menu.

CAUTION: To successfully transmit data frames, specify a unique key.

NOTE: If AES and ad hoc are both specified, the STA will use WEP.

NOTE: Fragmentation is currently not supported using AES.
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Infrastructure Mode

This section defines the process of configuring an Atheros AR5001 Wireless
Network Adapter in infrastructure mode. Refer to “Device Configuration” on
page 2-17 for detailed descriptions of each option in the Network
Configuration Settings.

1. Under the “General” tab, make sure the “Locally Administered Address”
checkbox is unchecked.

Network Configuration Settings

General l Security ] Advanced]

Configuration Mame: |Infrastlucture

Metwark, Mame [S5ID]): |.-’3.F'_Netw0rk|

Metwark Connection: |AP (Infrastructure] j
Pawer Saving: |No[mal j

[T Locally Administered Address:
[Hex 0-9 A-F)

ak | Cancel

Atheros Communications, Inc. Windows XP e 4-11
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2. Use Table 4-2 as a guideline to choose the values of each field in the

configuration window.

Table 4-2. Infrastructure Mode General Dialog Field Descriptions

Field Name

Description

Configuration Name

This field identifies the configuration. This name must
be unique. Configuration names are case insensitive.

Network Name (SSID)

This is the name of the IEEE 802.11a wireless network,
for example, “AP_Network.” This field has a maximum
limit of 32 characters. If the field is left blank, the STA
connects to the AP with the best signal strength.

Network Connection

AP (infrastructure).

Power Savings

This field allows the configuration of power
management options. The options are Off, Normal, and
Maximum.

3. Usually, infrastructure mode is used in an enterprise environment where
APs are installed and maintained by corporate IT staff. Much of the data
in the enterprise network is confidential. It is important to configure
security to make sure only stations with appropriate keys can receive
sensitive data. The Atheros AR5001 Wireless Network Adapter and NDIS
driver support key lengths of 40 bits, 104 bits and 128 bits. Typically, the
appropriate encryption and decryption keys are supplied by the corporate

IT staff.

Network Configuration Settings

General  Security ] Advanced ]

Iv Enable Security
Encryption Keys [Hex 0-9 4-F)

Default Encryption Kew: | | rigLie

Key Length [bits):

Unique Key: |‘I‘I1‘I1‘I1‘I11

Shared Keps:

|64 (40+24) 10 hew digits = |

First: |2222222222

|64 (40+24) 10 hew digits = |

Second: |33333333333333333333333333333333

[ 152 (128+24) 32 hex digite = |

Thind: [44444444444484444444444444)

[128 [104+24) 26 hex digits =

Fourth: |

Third Key: Calumn 27, Lenagth 26

|64 [40+24] 10 hex digits -

o]

Cancel
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Ad Hoc Mode

Chapter

This section defines the process of configuring an Atheros AR5001 Wireless
Network Adapter in ad hoc or IBSS mode. Refer to “Ad Hoc Mode” on
page 2-28 for descriptions of ad hoc operation.

Similar to the setup of AP Infrastructure mode described in the previous
section, ad hoc mode is also configured by changing the options in the
“Network Configuration Settings” window.

Metwork Configuration Settings

General ] Security | Advanced |

Configuration Mame: |Ad Hoc

Metwork Connection: | ERENETEE

Metwark Mame [SS1D): |Adhoc_Network

Power Saving:

[ Locally Administered Address: |
[Hex 0-9 4-F)

o]

Cancel |

4. Use Table 4-3 as a guideline to choose the values of each field in the

configuration window.

Table 4-3. Ad Hoc Mode General Dialog Field Descriptions

Field Name

Description

Configuration Name

This field identifies the configuration. This name must
be unique. Configuration names are case insensitive, for
example, “Ad Hoc.”.

Network Name (SSID)

A network name is mandatory for ad hoc mode. The
SSID for all stations in a single ad hoc network must be
the same.

Network Connection

Ad Hoc.

Power Savings

Power saving mode is currently not supported in ad
hoc mode.

Locally Administered
Address (LAA)

This field defines the locally administered MAC
address. To enter a value in the address field, the check
box needs to be selected.

Atheros Communications, Inc.
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You can optionally set up security features, but it is not typically a
requirement because the duration of the ad hoc network tends to be limited.
Currently, shared key security is supported in ad hoc mode. Future Atheros
software implementations will provide unique key support.

In ad hoc mode, a station scans the air for an existing BSS. If no BSS is found,
the station establishes a BSS for other stations to join. When other stations
scan the air and find an established BSS in place, they join that BSS to form an
ad hoc network. If a specific set of stations requires ad hoc network
connectivity, it is recommended to have one station establish a BSS first before
configuring the remaining stations. This prevents the scenario of several
stations trying to form a BSS at the same time, which can result in multiple
singular BSSs being established, rather than a single BSS with multiple
stations.

TCP/IP Setup

After configuring the Atheros AR5001 Wireless Network Adapter through the

Network Control Panel, the TCP/IP address for the network device needs to

be configured.

1. From the Start menu, choose Programs > Accessories > Communications
> Network Connections. Find the “L.ocal Area Connection” that is
associated with the Atheros AR5001 Wireless Network Adapter. Right-
click that connection and click Properties.

" Network Connections
File Edit ‘iew Favoribes  Tools  Adwanced  Help ,'
\_) \_,J l.ﬁ; /:__\J Search i Falders v
Address e__\\,, Metwork Connections v| 5o
#| LAN or High-Speed Internet
Network Tasks
B Create a new Ethernet
conneckion
[ i |
3 Set up a home or small ==
" office network
ﬂ_ Disable this netwiork. it eless Metwork Connection 4
dewvice [
% Fepair this connection Disable
Em Berems U cermsaEm Wigw Available Wireless Metworks
&) View status of this Stat'_"s
conneckion Repair
Change settings of this Eridge Connections
conneckion
Create Shorkouk
Other Places Rename
[}- Control Panel Erene
W) My Metwork Places b
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2. Select “Internet Protocol (TCP/IP)” and click Properties.

i Wireless Metwork Connection 5 Properties

General |Wire|ess Metworks | Advanced

Connect uzsing:

‘ EHS Atheroz ARBO0T Wireless Network Adapter ‘

Thiz connection uzes the following items:

E’i Client for Microsoft Metworks

.@ File and Printer Sharing for Microsoft Networks
4Bl 05 Packet Scheduler
Internet Protocal (TCPAP)

Install...

Description

Tranzmizzion Control Pratocol/internet Protocol. The default
wide area network, protocol that provides communication
across diverse interconnected networks.

Show icon in notification area when connected

[ [l ][ Cancel ]

|?|[‘5_(| Internet Protocol (TCPAIP) Properties

General

“foucan get P seltings azsianed automaticaly if pour netwoek supponts
thiz capabliy. Oiherwice, pou need o azk your netwalk, administratar for
the appopriale [P s2ltings

() Obtain an P addiess automaticaly
(@)Uze the following I addiess;

P addiess: [13z. 1881 20|
Subnel mask: 5085 255, 0 |
Defaut gateway:

(%) Usg e Following DNS serves addreses:
Prafered DNS server

Ahenzte DNS zerves

LCaneel

3. Click “Use the following IP address” and input an IP address and

Subnet mask.

Depending on the type of network the station connects to, Gateway and
DNS Configuration information can also be required. IP configuration
information (DHCP or assigned IP address, Gateway and DNS server IP
addresses) is usually obtained from the corporate IT staff. For a simple
demonstration, the station is assigned a static IP address.

Click OK in both “Internet Protocol (TCP/IP) Properties” and “Local Area
Connection Properties” to complete the IP configuration.

Atheros Communications, Inc.
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Choose Start > Programs > Accessories > Command Prompt to open a
command prompt window. Type “ipconfig” to determine if the TCP/IP
configuration has taken effect. To test IP connectivity in ad hoc or
infrastructure mode, use the ping <IP address> command.

Select C:\WINNT\System32vcmd. exe

Ethernet adapter Wireless Metwork Connection 4:

Connection—specific DNE Suffix

IP Address. . . . . . 192.168.1.28
Subnet Mask . . . . 255.255.255.8
Default Gateway . .

C:“Documents and Settings“FAE)ping 192.168.1.21
Pinging 192.168.1.21 with 32 hytes of data:

Reply from 192.168.1.21: hytes=32 time<ims TTL=128
Heply from 192_168.1.21: bytes=32 time<limz TIL=1238
Heply from 192_168.1.21: bytes=32 time<limz TIL=1238
Reply from 192_168.1.21: bytes=32 time<imz TTL=128

Ping statistics for 192.168_1.21:

Packets: Sent = 4, Heceived = 4, Lozt = 8 (Bx loss),
Approximate round trip times in milli-—seconds:

MHinimum = Bms, Maximum = Bms, Average = Bms

C:~Documents and Settingsz“FAE>

6. When a TCP/IP connection is established, the LinkMon utility (refer to

“LinkMon” on page 7-1) can be used to monitor the operating status of
Atheros AR5001 Wireless Network Adapter.
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7. To map the drive on another machine to your computer, from the Start
menu, choose My Computer and right-click to select “Map Network
Drive....”

Internet ___/ My Documents
Inkernet Explorer
¥ E-mail 1 b My Recent Documents ¥
2 Outlook Express

:1} My Pictures

1 Motepad J My Music
Carmrmand Prampt 2[ My Computer .
Open
Shartcut ko Linkman Explore
Search...
‘ Manage
¥ Paink:
k Drive. ..
\’ MaM Explorer Disconnect Metwark Drive. ..

v Show on Desktop

® windows Media Plaver Rename

Properties

,.) Search
All Programs D E Run...

m Lo CIFF @| Turn OFF Computer

8. Assign the drive letter that maps to the network-shared folder and specify
the shared folder information. Click Finish to map the drive.

Map Network Drive El

\Windows can help yvou connect ta a shared network Folder
and assign a drive letter to the connection so that vou can
access the Folder using My Computer,

Specify the drive letter For the connection and the Folder
that wou wank to connect to:

Drive: | bH A |

Folder: | 11192.168.1.211C4] v | [ Browse...

Example: Y\serverishare

[“]reconnect at logon

Connect using a different user name.
Sign up for online storage of conneck to &

network server,

Finish l [ Cancel

Atheros Communications, Inc. Windows XP e 4-17
COMPANY CONFIDENTIAL July 2002



Chapter

PRELIMINARY

9. After mapping the drive, you can perform file transfers, video streaming,
and all other network data transfers that are normally performed with
wired 10/100 Ethernet connections.

Windows XP Wireless Network Configuration

4-18

Aside from using the Network Control Panel (NCP) to configure the Atheros
AR5001 Wireless Network Adapter, Windows XP provides zero-configuration
functionality that automatically tries to connect the STA to available wireless
networks in the following order:

B Infrastructure mode with valid WEP keys

B Infrastructure mode with unauthenticated access for stations without
WEP keys

B Adhocmode

To configure wireless network settings through the Windows XP user
interface:

1. Open Network Connections from Control Panel.

2. Right-click the Local Area Network Connection icon (pertinent to Atheros
AR5001 Wireless Network Adapter).

3. Click Enable to enable the device first, and then click Properties.
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On the Wireless Networks tab, select the “Use Windows to configure my
wireless network settings” check box to enable automatic wireless
network configuration.

Refer to “Infrastructure Mode” on page 4-11 or “Ad Hoc Mode” on
page 4-13 to set up the station to connect to an infrastructure or ad hoc
network.

If you want to use non-default settings for power saving and turbo mode,
you should set those parameters through the NCP method (refer to
“Device Configuration” on page 4-7). Then use Wireless Networks tabs to
select network name, network type, and encryption keys.

Note that you can disable automatic wireless network configuration, and
revert back to using Atheros NCP configuration settings, by clearing the
“Use Windows to configure my wireless network settings” check box.

-+ Wireless Network Connection 4 Properties Elgl

General | Wireless MNetworks |Authentication Advanced

Usze Windows to configure my wireless network, settings

Avvailable petworks:

To connect to an available netwaork, click Configure.

1 Test_alpha Configure
i sdhoc Metwork

Prefered networks:

Automatically connect to available networks in the order listed
below:

fdd.

Leam about zetting up wireless network
configuration.

Ok H Cancel ]
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Infrastructure Mode

To set up automatic wireless network configuration to connect to an existing
Access Point (infrastructure network), follow these steps:

1. Click the network name under “Available networks” in the Wireless
Networks tab, and click Configure. You can update the list of available
networks that are within range of your computer by clicking Refresh
under Available Networks.

-+ Wireless Network Connection 4 Properties E|E|

General | 'wireless Metwarks |.&uthenticati0n Advanced

|z Wyindowmws bo configure my wireless network zettings

Available networks:
To connect bo an available network, click Configure.

1 Test_Alpha Configure
2 Adhoc_Network

FPreferred networks:

Automatically connect to available netwark s in the order listed
below:

Add...

Leart about zetting up wirsless network
configuration.

oK H Cancel ]
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If the network requires WEP, then the “Data encryption (WEP enabled)”
check box is selected by default in Wireless Network Properties.

Wireless Network Properties

Metwork name [SSI0]: Test_alpha
Wirglesz netwaork, key [WEP]
Thiz netvork requires a key far the following:

Data encryption MWEFP enabled)
[ ] Metwark Authentication [Shared mods]

The key iz provided for me automatically

[] Thig iz a computer4o-computer [ad hoe) network; wireless
access points are not used

[ oK H Cancel l

Select “The key is provided for me automatically” check box if the WEP
key is automatically provided for you. The driver will then use the
Default Encryption key from the current Atheros NCP configuration
profile irrespective of the network name.

You may choose to enter the WEP key by clearing this check box and
manually entering the network key and key length.

NOTE: The key format must be hexadecimal digits and the key length is
limited to 104-bit in Windows XP, as opposed to 128-bit key supported by
Atheros NDIS driver in the NCP configuration interface. If the network
that you are connecting to requires 128-bit WEP key, then it is
recommended that you disable Windows XP automatic wireless network
configuration and use Atheros NCP configuration instead.
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Ad Hoc Mode

To connect to an existing computer-to-computer (ad hoc) network:

1. Click the ad hoc network name under “Available networks” in the
Wireless Networks tab, and click Configure.

-+ Wireless Network Connection 4 Properties |E|E|

General | 'wireless Metwarks |.&uthenticati0n Advanced

|z Wyindowmws bo configure my wireless network zettings

Available networks:
To connect bo an available network, click Configure.

1 Test_Alpha Configure

Preferred networks:

Automatically connect to available netwark s in the order listed
below:

towe up

b owve down

Add... Bemove Propertiez

Leart about zetting up wirsless network
configuration.

ak. ][ Cancel ]
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2. In Wireless Network Properties, the “This is a computer-to-computer (ad
hoc) network; wireless access points are not used” check box is selected by
default. You may choose to enable WEP by selecting the “Data encryption
(WEP enabled)” check box and the “Network Authentication (Shared
mode)” check box.

Wireless Network Properties

Metwork. name [S510): Adhoc Metwork
Wwirglezz network key [WEF]
Thiz netwark requires a key for the following:

[ ] Data encryption [(WEP enabled]
[ Metwark Authentication [Shared mode]

Thiz iz a computer-to-computer [ad hoc) network; wirgless
access points are not uzed

[ k. l [ Cancel

3. Select the “The key is provided for me automatically” check box if the
shared key is automatically provided for you. The driver will then use the
Default Encryption key from the current Atheros NCP configuration
profile irrespective of the network name.

You may choose to enter the shared key by clearing this check box and
enter the key and key length manually.

NOTE: The key format must be hexadecimal digits and the key length is
limited to 104-bit in Windows XP as opposed to 128-bit key supported by
Atheros NDIS driver in the NCP configuration interface. If the network
that you are connecting to requires 128-bit WEP key then it is
recommended that you disable Windows XP automatic wireless network
configuration and use Atheros NCP configuration instead.
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4. If you want to connect to an ad hoc network, but both ad hoc and
infrastructure networks are within range of your computer, then click
Advanced in the Wireless Networks tab and then select “Computer-to-
computer (ad hoc) networks only”. Note that if you want the station to
start its own ad hoc network, the “Computer-to-computer (ad hoc)
networks only” option should be selected. There should be no network
active from the preferred list and the “Automatically connect to non-
preferred networks” check box should be cleared.

Advanced

Metworks to access
() &y available network [access point prefered)

{3 Access point [infrastucture] networks only

(2 Computer-to-cormputer [ad hoc] networks onl

[ ] Autamatically connect to non-prefemed netwarks

Claze

Connect to an Available Wireless Network

When there is more than one available network detected by Windows XP, the
OS will prompt you to select and connect to a preferred network.

o F g L1002 Ak

A} Local Area Connection 5
Qg oF moke wineless natvworks are avallable,

To s=& & ik of svsilsble netwarks, dick hers,

To connect to an available wireless network, right-click the network
connection icon in the notification area, and then click “View Available
Wireless Networks”.

I Cpen Metwork Conrechions

View Available Wireless Nelworks
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In Connect to Wireless Network, under “Available networks”, select the
wireless network that you want to connect to. If a network key is required and
is automatically provided for you, then leave “Network key” blank. If the
network key is not automatically provided for you, then type the key in
“Network key.” Click Connect to establish the network connection.

Connect to Wireless Network

The following network(z) are available. To access a network, select
it from the lizt, and then click Connect.

Available networks:

1 Test_aAlpha
<@ Adhoc_Metwork,

Thiz network. requires the use of a netwark key [WEP). To access
thiz netwark, type the key, and then click Connect,

Metwork, key: | |

If you are having difficulty connecting to a netwark,, click Advanced.

[ Connect ]’ Cancel l

If you are either unable to make a connection to the wireless network that you
selected or need to configure additional wireless network connection settings,
click Advanced in Connect to Wireless Network, and the Wireless Networks
tab will appear.

- Wireless Nebwork Connection 7 Properties

General | Wireless Netwaorks |.&uthenlication Advanced

Lze Windows to configure my wirsless network zettings

Available networks:
To connect to an available network,, click Configure.

1 Test_Alpha
g Adhoc_Metwark,

Prefered networks:

Automatically connect to available networks in the order listed
bl

Add...

Learn about zetting up wireless network,

confiquration.

[1]8 H Cancel ]
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You can configure a new wireless network connection by clicking Add, and
specifying the network name (SSID) in Wireless Network Properties, and the
wireless network key settings, if needed.

If the network connection that you are configuring is an ad hoc network, then
select “This is a computer-to-computer (ad hoc) network; wireless access
points are not used” check box. The network will be added under “Preferred
networks” in the Wireless Networks tab.

Wireless Network Properties E| rg|

Metwark. name [SSI0; Test_Metwork, |

Wirgless network key [WWEP]
Thiz network, requires a key for the following:

[ Data encvption [WEP enabled]
[ Metwark &uthentication [Shared mode)

o 2]

[] This iz & computer-to-computer [ad hac)] netwark wireless
access points are not Lsed

[ k. l [ Canecel
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You can change the order of the preferred networks by selecting the wireless
network that you want to reposition on the list, and then clicking Move up or
Move down.

-+ Wireless Network Connection 7 Properties E|E|

General | Wireless Networks |.~’-‘n.uthenticatinn Advanced

Uge Windows to configure my wireless network, zettings

Auailable netwark s

To connect to an available netvork, click Configure.

1 Test_alpha Configure
& Adhoc_Netwark

Preferrad netwarks:

Automatically connect to available network:s in the order listed

belon:

A Test_Metwork

1 Test_alpha

£ Adhoc_Metwork
[ Add |l Bemove ” Froperties l

Learn about zetting up wireless netwark,
configuration.

’ oK ]’ Cancel ]

You can change the wireless network connection settings of a preferred
network by selecting the wireless network, clicking Properties, and then
changing the settings as needed.

To remove a wireless network from the list of preferred networks, select the
wireless network that you want to remove, and then click Remove.
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If a network is not defined in the preferred networks list, but you know it is
available and you want to automatically connect to it, then click Advanced in
the Wireless Networks tab, and select the “Automatically connect to non-
preferred networks” check box.

- Wireless Nebwork Connection 7 Properties |E|E|

General | Wireless Netwaorks |.&uthenlication Advanced

Lze Windows to configure my wirsless network zettings

Available networks:
To connect to an available netwaork, click Configure.

1 Test_Alpha Configure
£ Adhoc MNetwork

Preferred networks:

Automatically connect to available networks in the order listed

bl

A Test_Metwark

1 Test_alpha

& Adhoc_MNetwark
[ Add |[ Hemove H Properties ]

Learn about zetting up wireless network,
confiquration.

(1] 4 H Cancel ]
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Requlatory Compliance
Information

Radio Frequency Interference Requirements

This device is restricted to indoor use due to its operation in the 5.15 o

5.25 GHz frequency range. FCC requires this product to be used indoors

for the frequency range 5.15 to 5.25 GHz to reduce the potential for harmful
interference to co-channel Mobile Satellite systems.

High power radars are allocated as primary users of the 5.25 to 5.35 GHz and
5.65 to 5.85 GHz bands. These radar stations can cause interference with and /
or damage this device.

DECLARATION OF CONFORMITY

We Atheros Communications, Inc.,
529 Almanor Ave., Sunnyvale, CA 94085

declare under our sole responsibility that the product ARSBCB-00021 Wireless
LAN CardBus Card Complies with Part 15 of FCC Rules. Operation is subject
to the following two conditions: (1) this device may not cause harmful
interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

FCC WARNING

This equipment has been tested and found to comply with the limits for a
Class B digital device, pursuant to Part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses, and can radiate radio
frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or
television reception, with can be determined by turning the equipment off and

Atheros Communications, Inc. Regulatory Compliance Information o 4-1
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on, the user is encouraged to try to correct the interference by one or more of
the following methods:

B Reorient or relocate the receiving antenna.
B Increase the separation between the equipment and the receiver.

B Connect the equipment into an outlet on a circuit different from that
which the receiver is connected.

B Consult the dealer or an experienced radio/TV technician for help.

Modifications made to the product, unless expressly approved by Atheros
Communications, could void the user’s authority to operate the equipment.

RF Exposure

This device has been tested for compliance with FCC RF Exposure (SAR)
limits in typical laptop configurations.

In order to comply with SAR limits established in the ANSI C95.1 standards,
it is recommended when using a PC card adapter that the integrated antenna
is positioned more than 2.5 cm from your body or nearby persons during
extended periods of operation. If the antenna is positioned less than 2.5 cm
from the user, it is recommended that the user limit exposure time.
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