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WARNING

In order to comply with the
FCC/IC adopted RF exposure
requirements, this transmitter
system will be installed by the
manufacturer’s reseller
professional. Installation of all
antennas must be performed in a
manner that will provide at least
23 cm clearance from the front
radiating aperture, to any user or
member of the public.

EQUIPMENT LABELING

The manufacturer, product
name, and FCC and Industry
Canada identifiers of this
product must appear on the
outside label of the end-user
equipment.

Encom Wireless Data Solutions Inc
#7-640 42" Ave. N.E.

Calgary, Alberta T2E 7J9

Phone: (403) 230-1122Fax: (403) 276-9575
Www.encomrs.com

This manual contains information of proprietary interest to
Encom Wireless Data Solutions Inc.. It has been
supplied in confidence to purchasers and users of the
COMMPAK-9000, and by accepting this material the
recipient agrees that the contents will not be copied or
reproduced, in whole or in part, without prior written
consent of Encom Wireless Data Solutions Inc.

Encom Wireless Data Solutions Inc.. has made every
effort to assure that this document is accurate and
complete. However, the company reserves the right to
make changes or enhancements to the manual and/or
the product described herein at any time and without
notice. Furthermore, Encom Wireless Data Solutions Inc.
assumes no liability resulting from any omissions in this
document, or out of the application or use of the device
described herein.

Encom ' products are appropriate for home, office, or
industrial use, but are not authorized for utilization in
applications where failure could result in damage to
property or human injury or loss of life.

The electronic equipment described in this manual
generates, uses, and radiates radio frequency energy.
Operation of this equipment in a residential area may
cause radio interference, in which case the user, at his
own expense, will be required to take whatever measures
necessary to correct the interference.

FCC Declaration of Conformity

This device complies with Part 15 of the FCC Rules.
Operation is subject to the following two conditions:
(1) this device may not cause harmful interference,
and (2) this device must accept any interference
received including interference that may caused
undesired operation.

Encom Wireless Data Solutions Inc., products are
warranted against all failures which occur as a result of
defective material or workmanship within 24 months of
purchase by the user. This warranty does not extend to
products that, in the opinion of Encom Wireless Data
Solutions Inc.., have been subject to misuse, accidents,
lightning strikes, improper installation or application, nor
shall it extend to units which have, in Encom Wireless
Data Solutions Inc.’s opinion, been opened, tampered
with or repaired by an unauthorized facility.

All Rights Reserved. COMMPAK(, ControlPAKDO are registered
trademarks of Encom Wireless Data Solutions Inc. Microsoft and
Windows are registered trademarks of Microsoft Corporation.
pPcANYWHERE and Symantec are registered trademarks of Symantec

Corp. All other products mentioned in this document are trademarks or
registered trademarks of their respective holders.
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1.

Introduction

1.0 Product Overview

The COMMPAK-9000 is a high-performance embedded wireless data transceiver. Operating in the 902
MHz ISM band, this frequency-hopping spread-spectrum module is capable of providing reliable
wireless data transfer between almost any type of equipment which uses an asynchronous serial
The small-size and superior RF performance of this module make it ideal for many

- 928

interface.

applications. Typical uses for this module include:

While

SCADA
Traffic Control
Remote Monitoring

Telemetry;
Remote Camera/Robot Control;
Security Systems; and,

Display Signs.

a pair of COMMPAK-9000 modules can link two terminal devices (“point-to-point” operation),
multiple modules can be used together to create a network of various topologies, including “point-to-
multipoint” and “repeater” operation. Multiple independent networks can operate concurrently, so it is
possible for unrelated communications to take place in the same or a nearby area without sacrificing

privacy or reliability.

1.1 Features
Key features of the COMMPAK-9000 include:

While

transmission within a public, license-exempt band of the radio spectruml — this means that it
can be used without access fees (such as those incurred by cellular airtime);

a serial I/0 data port with handshaking and hardware flow control, allowing the COMMPAK-
9000 to interface directly to any equipment with an asynchronous serial interface.

64 sets of user-selectable pseudo-random hopping patterns, intelligently designed to offer the
possibility of separately operating multiple networks while providing security, reliability and
high tolerance to interference;

encryption key with 65536 user-selectable values to maximize security and privacy of
communications;

built-in CRC-16 error detection and auto re-transmit to provide 100% accuracy and reliability
of data;

ease of installation and use — the COMMPAK-9000 module uses a Windows based
configuration utility named ControlPAKO . This software provide simple access to all
parameters within the radio module.

the typical application for the COMMPAK-9000 is to provide a short- to mid-range wireless
communications link between DTEs, it can be adapted to almost any situation where an asynchronous

serial interface is used and data intercommunication is required.

1902-928 MHz, which is license-free within North America; may need to be factory-configured differently for some countries.




1.2 About this Manual

This manual has been provided as a guide and reference for installing and using COMMPAK-9000
wireless modem modules. The manual contains instructions, suggestions, and information which will help
you set up and achieve optimal performance from your equipment using the COMMPAK-90000 module.

It is assumed that users of the COMMPAK-9000 module have either system integration or system design
experience. Throughout the manual, you will encounter not only illustrations that further elaborate on the
accompanying text, but also several symbols which you should be attentive to:

& Caution or Warning: Usually advises against some action which
could resultin undesired or detrimental consequences.

Point to Remember: Highlights a key feature, point, or step which
is worth noting, Keeping these in mind will make using the
el { COMMPAK-900 more useful or easier to use.

‘i.l I.-" Tip: An idea or suggestionis provided to improve efficiency or to
. make something more useful.

With that in mind, enjoy extending the boundaries of your communications with the COMMPAK-9000
module.




1.0.1 DC Characteristics

Pins Characteristic Min Typ Max Units
AVcc Radio Supply Voltage 4.9 5.0 55 \%
DVcc Logic Supply Voltage 4.75 5.0 55 \%
Veor Power On Reset Threshold Voltage 18 2 2.2 \Y
Vrst Reset Pin Threshold Voltage DVcc/2 \%
Alccr Radio Supply Currentin Receive 96 107 117 mA
Mode
Alccro Radio Supply Currentat Imw 68 108 119 mA
Transmit
Alccra Radio Supply Current at 10mwW 111 123 135 mA
Transmit
Alcer2 Radio Supply Current at 100mw 157 174 191 mA
Transmit
Alccrs Radio Supply Current at 1W Transmit 398 442 486 mA
Dlec Logic Supply Current 95 105 115 mA
Vi Input Low Voltage (Pins 23,24,27) -0.5 .3DVcc \%
ViH Input High Voltage (Pins 23,24,27) 0.6Vee Vect+.5
VoL Output Low Voltage (Pins 0.6 \%
21,22,26,28-33)
Vo Output High Voltage (Pins 4.2 \Y,
21,22,26,28-33)
lsrce Sourcing Current (Pins 21,22,26,28- 10 mA
33)

& IMPORTANT:

For best performance, it is
strongly recommended to use a
separate, linearly regulated supply
for Vcc Radio. Do not directly
feed a switching power supply
into Vcc Radio.

Caution: Using any other power supply which does not provide the proper voltage or current could damage the
COMMPAK-9000 module.




2. Power Connection

The COMMPAK-9000 power port provides a polarized locking power connection for the power cable.
The COMMPAK-9000 is supplied with a 72-inch power cable. The COMMPAK-9000 requires a 10 to
30 VDC fused power source and is designed for use in negative ground systems only. The antenna must
be connected to the radio prior to applying power to it.

Power connection to the COMMPAK-9000 is as follows:

Cable Leads Power Supply Connections
Power Cable Red lead To power supply fused +VDC
Power Cable Black lead To power supply ground




3. Modes of Operation

The COMMPAK-9000 modem can be easily configured to meet a wide range of needs and applications.
The module is designed such that all communication is through one serial port (Pins 21 to 28 on the
module). There are three basic mode of operations to any COMMPAK-90000 communications network:

« One and only one module configured as the Master
« Zero or more modules configured as Repeaters

« One or more modules configured as Slaves

3.1 Master Mode

The function of the Master is to provide synchronization for the entire network, and to control the flow of
data. There is always one Master per network. The Master is the ultimate destination for all data
collected at the various Repeater's and Slave’s serial ports. With the network set up for Point-to-
Multipoint communication, all data received at the Master’s serial port is transmitted to every Repeater
and Slave in the network. The COMMPAK-9000 is a frequency hopping transceiver, meaning that it
“hops” to a new frequency after a predetermined time interval. This time interval is a fixed time set by the
user, and can range from 8ms to 120ms. The COMMPAK-9000 hops according to a pseudorandom
pattern of 50 different channels. There are two Master modes can be selected:

1. Master Point-to-Point: The modem is configured to communicate with a single Slave, either
directly, or through one or more Repeaters.

2. Master Point-to-Multipoint: The modem is configured to communicate with one or more
Slaves and/or Repeaters.

3.2 Repeater Mode

Any COMMPAK-90000 can be configured as Repeater Mode. In Repeater mode, the modem is
configured to pass information from either a Master or another parent Repeater onto subsequent
Repeaters and/or Slaves and vice versa. The Repeater also acts as a Slave in the sense that, like a
Slave, it passes information to/from its serial port.

3.3 Slave Mode

When configured as a Slave, The modem communicates with one Master either directly or through one or
more Repeaters. Before establishing any communication, the slave configured COMMPAK-9000 will
search and synchronize with the direct Master or the parent Repeater.




3.4 Network Topologies

Network topologies consisting of a single Master and virtually any combination of Slaves and Repeaters
may be deployed.

Examples of different network topologies are shown

N
é é Network 1 shows Point-to-Point communication
M S between a Master and Slave.
Network 1 Network 2 makes use of a Repeater to

communicate with the Slave.

P Ny Network 3 illustrates a simple Point-to-Multipoint
! l network with no Repeaters.
S

M e Networks 4 and 5 give examples of Point-to-
Multipoint networks consisting of both Repeaters
Network 2 and Slaves.

Sé

é\’—\ NOTE: There is effectively no restriction to the

é number of Repeaters and Slaves that can
be added to a network. As seen in

M Network 4, a Master can communicate

directly with both Slaves and Repeaters

/

Network 3

Network 5




Data Port

The COMMPAK-9000 is available with a standard RS232 data configuration or optionally configured for

2 Wire RS485 or 4 Wire RS485 or HART" operation. Radios configured for RS485 or HART" operation
are supplied with a programming cable, which permits direct connection to a computer for programming.

3.1 RS232 Configuration

The standard COMMPAK-9000 RS232 serial port is used to connect the radio to peripheral equipment
that supports the RS-232 type format. This serial interface port meets the EIA RS-232C interface
standard and is provided on a DE-9 female connector. A standard RS232 modem cable is used for
programming the RS232 configured COMMPAK-9000 .

Pin Input or . .
Number Output Pin Description
1 OUTPUT DCD —Data Carrier Detect.
RXD — Received Data.
2 ouTPUT Outputs RX data to the connected device.
3 INPUT TXD — Transmitted Data.

Accepts TX data from the connected device.

DTR — Sleep Mode Enable. *** see below
4 INPUT Low = Enables Sleep Mode.
High = Disables Sleep Mode and reactivates the radio

5 Signal Ground — Common DC ground.
6 Not Used

7 INPUT RTS — Request to send.

8 OUTPUT CTS — Clear to send.

9 Not Used




3.1.1 Sleep Mode

The COMMPAK-9000 is normally configured with the
Sleep Mode function disabled. The Sleep Mode function is
enabled by removing J1, the diagram on the left indicates the
location of J1.
With J1 removed the radio Sleep Mode can be activated by tying
Pin 4 of the RS232 data port low. The radio is reactivated and Sleep
Mode deactivated by tying this pin high.

When J1 is removed to activate the Sleep Mode function, Pin 4 must

be tied either high or low. The radio will not function correctly if J1 is
removed and Pin 4 of the data port is left unconnected.

3.2 4 Wire RS485 Configuration

Radio
Module

The COMMPAK-9000 radio configured for 4 Wire RS485 operation may be programmed to operate in
either Full or Half Duplex mode. The 4 Wire RS485 Data Port connections are provided on the DE-9

female connector and are outlined below.

The COMMPAK-9000 radio is provided with a programming cable that allows you to connect the RS485

configured radio directly to your computer for programming.

Pin

Number Input or Output Pin Description
RX+ Received Data.
1 ouTPUT Outputs RX data to the connected device.
2 Not Used
3 Not Used
4 Not Used
5 Signal Ground
RX- Received Data.
6 OuUTPUT Outputs RX data to the connected device.
7 Not Used
8 INPUT TX+ Transmitted Data. _
Accepts TX data from the connected device.
9 INPUT TX- Transmitted Data.

Accepts TX data from the connected device.




3.3 2 Wire RS485 Configuration

The 2 Wire RS485 Data Port connections are provided on the DE-9 female connector and are outlined
below.

Nufr:rt‘)er Input or Output Pin Description
INPUT / OUTPUT T/R+  Transmit / Receive data positive lead.
2 Not Used
3 Not Used
4 Not Used
5 Signal Ground.
6 INPUT / OUTPUT T/IR - Transmit / Receive data negative lead.
7 Not Used
8 INPUT / OUTPUT T/R+  Transmit / Receive data positive lead.
9 INPUT / OUTPUT T/IR - Transmit / Receive data negative lead.

Note: 4 leads are used for the 2 Wire RS485 data connections, as well as a ground connection.
Pins 1 and 8 must be tied together for T/R +. Pins 6 and 9 must be tied together for T/R-.




4. LED Indicators

The COMMPAK-9000 radio front panel LEDs indicate its operational status. The LEDs and their
functions are as follows:

4.1 PWR (Red)

On both the Master and Local radios, the PWR LED indicates the radio is powered on.
The PWR LED will be ON solid when power is applied to the radio.

4.2 TXD (Red)
On both the Master and Local radios, the TXD LED indicates the radio is TRANSMITTING data.

4.3 RXD (Red)
On both the Master and Local radios, the RXD LED indicates the radio is RECEIVING data.

4.4 RSSI

441 MASTER

The RSSI LEDs indicate the level of the received signals from the Local Intersections. The LEDs initially
remain OFF until a signal is received from any Local. Following the initial received signal the RSSI LEDs
indicate the level of the received signal from each Local Intersection as they transmit, as detailed below. If
communications to all Remote and/or Repeater sites is lost the RSSI LEDs will remain ON for 3 minutes,
then all the RSSI LEDs will turn OFF.

4.4.2 LOCAL

The RSSI LEDs indicate the level of the received signal from the MASTER. The LEDs will FLASH in
sequence if the Local radio is not locked to the Master. When the Local is locked to the Master the
number of LEDs on or flashing will indicate the level of the signal received from the Master Intersection,
as detailed below.

4.4.3 MASTER and LOCAL

A single flashing LED indicates a very poor and unusable signal. Three LEDs ON SOLID indicate a very
strong and reliable received signal.

4.4.4 REPEATER
The RSSI LEDs will indicate the received RF signal level from the Master.

In multiple Repeater systems, the RSSI LEDs will indicate the received RF signal level from the upstream
Repeater.




5. Installation

5.1 Antenna, Feedline & Internal RF Jumper Selection

5.1.1 Antennas

The equipment can be used with a number of antennas. The exact style used depends on the physical
size and layout of a system. Contact your Encom representative for specific recommendations on
antenna types and hardware sources.

In general, an omnidirectional antenna is used at the master station site in a Point-to-Multipoint system.
This provides equal coverage to all of the remote sites.

NOTE: Antenna polarization is important. If the wrong polarization is used, a signal reduction of 20
dB or more will result. Most systems using a gain-type omnidirectional antenna at the master
station employ vertical polarization of the signal; therefore, the remote antenna(s) must also
be vertically polarized (elements oriented perpendicular to the horizon).

At remote sites and point-to-point systems, a directional Yagi antenna is generally recommended to
minimize interference to and from other users. Antennas are available from a number of manufacturers.




5.1.2 Feedlines

The choice of feedline used with the antenna should be carefully considered. Poor quality coaxial cables
should be avoided, as they will degrade system performance for both transmission and reception. The
cable should be kept as short as possible to minimize signal loss.

For cable runs of less than 20 feet (6 meters), or for short range transmission, an inexpensive type such
as Type RG8A/U or LMR 195 may be acceptable. Otherwise, we recommend using a low-loss cable type
suited for 900 MHz, such as LMR or Heliax ®.

The following table list several types of feedlines and indicates the signal losses (in dB) that result when
using various lengths of each cable at 900. The choice of cable will depend on the required length, cost
considerations, and the amount of signal loss that can be tolerated.

100 Feet
Cable Type (30.48 Meters)

RG-8 8.54 dB

LMR 195 10.7 dB
LMR 400 3.9dB
LMR 600 2.5dB

Y inch HELIAX 2.29 dB
7/8 inch HELIAX 1.28 dB
1 % inch HELIAX 0.95 dB




5.1.3 Internal RF Jumper

The most common method for installing the module is to run a cable from the module’s MCX connector to
a reverse TNC bulkhead connector on the chassis of the equipment as shown in the following figure.
This cable is supplied by Encom Wireless Data Solutions Inc.

Reverse TNC Connector

RG316 Cable
with MCX male
connector
nd Reverse TNC
bulkhead
connector

MCX female connector

COMM PAK

900

Figure 11.

Cable losses are negligible for the short piece used within the chassis. Additional losses up to 0.5 dB
may be present in the MCX and Reverse TNC connections.

& The installation, removal or
maintenance of all antenna & Direct human contact with the
components must be carried antenna is potentially
out by qualified and unhealthy when the

experienced personnel. COMMPAK-900 is generating
RF energy. Always ensure
that the COMMPAK-900

equipment is powered down

& Never work on an antenna during installation.
system when there is

lightning in the area.




5.2 How Much Output Power Can be Used?

The COMMPAK-9000 is normally supplied from the factory set for a nominal +30 dBm (1 Watt) RF
power output setting; this is the maximum transmitter output power allowed under FCC rules. The power
must be decreased from this level if the antenna system gain exceeds 6 dBi. The allowable level is
dependent on the antenna gain, feedline loss, and the transmitter output power setting

& To comply with FCC
regulations, .you must limit

ERP to 36 dBm or less.

NOTE: In some countries, the maximum allowable RF output may be limited to less than 1 watt
(e.g., 100 mW /+20 dBm). Be sure to check for and comply with the requirements for your
area.

To determine the maximum allowable power setting of the radio, perform the following steps:

1. Determine the antenna system gain by subtracting the feedline loss (in dB) from the antenna gain
(in dBi). For example, if the antenna gain is 9.5 dBi, and the feedline loss is 1.5 dB, the antenna
system gain would be 8 dB. (If the antenna system gain is 6 dB or less, no power adjustment is
required.)

2. Subtract the antenna system gain from 36 dBm (the maximum allowable EIRP). The result
indicates the maximum transmitter power (in dBm) allowed under the rules. In the example
above, this is 28 dBm.

3. If the maximum transmitter power allowed is less than 30 dBm, use the ControlPAKO Software
(described on next section) to reduce the power accordingly.

For convenience, the following table lists several antenna system gains and shows the maximum
allowable power setting of the radio. Note that a gain of 6 dB or less entitles you to operate the radio at
full power output—30 dBm (1 watt).

Antenna System Gain

(Antenna Gain in dBi* minus Maximum Power Setting EIRP
Feedline Loss in dBY) (in dBm) (in dBm)
6 (or less) 30 36
8 28 36
10 26 36
12 24 36
14 22 36
16 20 36

* Most antenna manufacturers rate antenna gain in dBd in their literature. To convert to dBi, add 2.15 dB.

T Feedline loss varies by cable type and length. To determine the loss for common lengths of feedline,
see Table on page 13.




5.3 Antennas, Feedline & Lightning Arrestors Installation

The installation, removal or maintenance of all antenna components must be carried out by qualified and
experienced personnel.

NOTE: Never work on an antenna system when there is lightning in the area.

Direct human contact with the antenna is potentially unhealthy when the COMMPAK-9000
is generating RF energy. Always ensure that the COMMPAK-90000 equipment is powered
down during installation.

5.3.1 Antenna Installation

For optimum performance of directional antennas, they must be accurately aimed in the direction of
Master or Parent Repeater Radio. The easiest way to do this is to point the antenna in the approximate
direction, then use the radio’s built-in Received Signal Strength Indication (RSSI) LEDs to further refine
the heading for maximum received signal strength. The brighter the 3 RSSI LEDs, the better the
Received signal strength. The effective range for the RSSI LEDs is from —70 dBm to —115 dBm and
resolution details are listed on the following diagram.

COMMPAK-900 RSSI RESPONSE CURVE

Once the equipment is deployed, you can verify the signal strength in all Repeater and Slave radios by
using ControlPAKO Software at the Master radio location. The RSSI readings provided by the
ControlPAKO Software are ranging from -50 dBm to —120 dBm, which provides the average signal
strength readings in both directions (from Master to Repeater/Slave and from Repeater/Slave to Master).

NOTE: The minimum signal strength for communication is roughly —105 dBm. For consistent reliable
communication, you should try to deploy the equipment such that signal strength exceeds —95 dBm
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5.3.2 Feedline Installation

When installing the feedline, always begin fastening at the top near the antenna connector/surge arrestor.
The feedline must be supported at the top with a hose clamp or wrap lock, and at 5 ft intervals down the
length of the tower. Over-tightening the fasteners will dent the feedline and reduce performance. |If
properly grounded surge arrestors are not installed at both the top and the bottom of the feedline, then
the feedline should be grounded to the tower at these locations using a cable grounding kit. If the tower
is non-conductive, then a separate conductor, physically separate from the feedline, should be run down

the tower.
& To comply with FCC
regulations, .you must limit

ERP to 36 dBm or less.

5.3.3 Lightning Arrestors Installation

The most effective protection against lightning is to install two lightning (surge) arrestors. One at the
antenna, and the other at the interface with the radio equipment. The surge arrestor grounding system
should be fully interconnected with the transmission tower and power grounding systems to form a single,
fully integrated ground circuit. Typically, both ports on surge arrestors are N-female.

NOTE: Lightning Arrestors are not the compulsory items to form a good working wireless
communication network. But Encom would strongly recommend to have at least one
Lightning Arrestor (nearly the radio equipment end) installed in each radio location (no
matter is Master, Repeater or Slave) to protect the equipment.

External Filter: Although the COMMPAK-9000 is capable of filtering out RF noise in most
environments, there are circumstances that require external filtering. Paging towers, and
cellular base stations in close proximity to the COMMPAK-90000 antenna can desensitize
the receiver. Encom’s external cavity filter eliminates this problem. The filter has two N-
female ports and should be connected in line at the interface to the RF equipment.

Weatherproofing: Most of the RF connectors are not weatherproof by themselves. All
outdoor connections should be weatherproofed by taped with rubber splicing tape
(weatherproofing tape), and then coated with a sealant.
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6. ControlPAKDO Configuration Software

ENCOM Wireless Data Solutions has developed the ControlPAKO software for configuration of the
COMMPAK-9000 radio.

6.1 ControlPAKDO Software Installation

Insert Disk #1 into your P.C.

Click the Start button. Click Run.

Click the Browse button. Locate and select the ControlPAKO Set Up file.
With the ControlPAKO Set Up file path in the RUN menu screen, click OK.

The ControlPAKO software will now be installed on your computer.

o o M w e

Your installation may require only 2 of the 3 disks.

6.2 Serial Connection

1. The COMMPAK-9000 radio provides RS232 Programming capability for radios configured for
RS485 , which eliminates the requirement for a data convertor.

2. Connect the COMMPAK-9000 radio Data port to your PC as follows;

A. RS232 Configuration - Use a standard straight through serial cable, which includes
all serial connections.

B. RS485 Configuration — Use the supplied RS485 programming cable.

12



6.3 ControlPAKO Operation
SConuoPAK Login K|

6.3.1 LogIn
1. Click on the ControlPAK Icon to launch ControlPAK. | Ss&rMame: |

2. User Name = SCADA

ok Cancel |

6.3.2 Initial Menu Welcome to ControlPAK

Configuration &Kﬁ

Select this menu to continue with the configuration of your radio.

Diagnostic and Remote Control
This feature is currently undergoing final testing and completion. %

Testing
Diagnostic and Remote Contral

This feature is currently undergoing final testing and completion.

EXIT
Select EXIT to quit ControlPAK. =
Teszting
B
1
‘1
E st
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6.3.3 Configuration Menu

When the Configuration menu is selected in the previous step the main Configuration screen, shown
below, will appear.

ControlPAFK. - Configuration |

Connection | Options | Advanced | Timingl Handshaking | Abuutl

— Connection Optionz
Port ; I 1 j

Connection Speed : IEIEEIEI j

— Connechion Preferences

D ata Bits IE j ?
. Connect
Parity : INDnE j
Stop Bits - T - 2]
Disconnect
- = i
Disconnected i % %
(ol
Crs@ RTS@ TP RXDD Save Read Exit Load Frogram
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6.3.4 Software - Connection

1.
2.

The ControlPAKO software must first be connected to the COMMPAK-9000 radio.

Only the Connection and About menus can be accessed before a connection is established. If
the connection has not been established an Error Message will appear, when you attempt to
access the other Configuration menus.

Select the computer Port number that the radio is connected to.

Enter the radio’s current baud rate and data format, if available, which will speed up the
Connection procedure, however the software will Connect without these entries.

Click on Connect. The message: Attempting to Connect, shown on the below, will appear.

=: ConlecdPAK. - Comnection

bl

Attempling to Conned

FORT #: 1 BAUD: 1200
Data Bits ; B Parity: N Stop Bits ;

ControlPAKO will automatically determine the radio baud rate and data format and establish a
connection from the radio to the computer.

When the connection has been established the message Connected shown on below, will
appear. The radio’s current baud rate and data format will be shown in the Connection menu.
Click OK.

"= CONNECTED ]|
Connected
Port: 1
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8. The next menu requires you to select if the COMMPAK-9000 radio has either the HART or
RS485 option installed. Select none if the radio is configured for RS232 operation.

EEDMIDIPAK - Options |

Pleaze zelect if one of the follawing
optionz have been Inztalled

~ HA&RT
 R5485

.................

WARNING:

- |f you chooze an option and it iz not
inztalled on the radio emors could ocour,

ak.

9. If the ControlPAKDO software is unable to establish a connection to the radio an Error message
will appear.

Note: When the COMMPAK-9000 radio has connected to

the ControlPAKDO software the PWR LED will turn
OFF indicating that the transceiver is in
COMMAND mode.
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6.3.5 Software - Disconnect
1. The Disconnect button is activated when the ControlPAKO software has connected to a radio.

2. When you have completed programming a radio click the Disconnect button to disconnect the
radio from the ControlPAKO software.

3. When you click the Disconnect button, a message will appear; “Program Changes to Radio?".
Click on NO if you are certain you have programmed the changes. Click on Yes if you would like
to Program the Changes to the radio.

4. When the software has been Disconnected the Connect button will be activated and the software
is now ready for Connection to the next radio.

5. When you are programming multiple radios, you must first Disconnect the software from the radio
that was just programmed, prior to programming the next radio.

Note: If you forget to click the Disconnect button and set up another radio for programming, the
ControlPAK software will still have the Disconnect button activated. Click the Disconnect button,
wait until the Connect button is activated. Click the Connect button to Connect to the radio
currently set up for programming.

6. An error message will appear if you attempt to Program a radio that has not been correctly
Connected to the ControlPAKO software.
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6.3.6 Configuration - Radio Options

ControlPAFK. - Configuration |

— Operating Mode —Address

™ Master [ Paint ta Multipairt | Uit Address |1

o~ . .
MR R o (et kuzt be a walue between 0 and 255,

" Repeat
ERESE [~ ith Bepeater

¥ Slave Chooze if there iz a [P

repeater in the nebwark Output Pawer Lewvel - Imm rrivad 'I

—Hopping Patterns

— Encrption Key

Prirnary Hopping Pattern : |5 j
Select a number between 0 and B1 ‘{ﬁ'a I Seicicick
Secaondary Hopping Pattern : I? j = WARNING===
Select a number between 0 and 1 All unitz within a netwark MUST
have the zame key for
- communications bo succeed.
Dretails | [& walue between 0 and B5,535]
E
Connected || i % %
[0 T1
C1s@ RTS@ TxD@ FRxDD Save Read E st Load Pragram

6.3.7 Output Power Selection

The Output Power Level determines at what power the COMMPAK-9000 transmits. The COMMPAK-
9000 's sensitive receiver can operate with very low power levels, so it is recommended that the lowest
power necessary is used; using excessive power contributes to unnecessary “RF pollution”.

The allowable settings are:

1mw

10 mwW
100 mW
1000 mW

18



Ideally, you should test the communications performance between units starting from a low power level
and working upward until the RSSI is sufficiently high and a reliable link is established. Although the
conditions will vary widely between applications, typical uses for some of the settings are described
below:

Power |Use

1 mw | Forin-building use, typically provides a link up to 300 feet on
the same floor or up/down a level. Outdoors, distances of 10
km can be achieved if high-gain (directional) antennas are

placed high above ground level and are in direct line-of-sight.

10 mW | 200-500 ft indoors, 8-15 km* outdoors.
100 mW | 400-800 ft indoors, 15-25 km* outdoors.

1000 mW| Typically provides communications up to a distance of 1000
feet or more in-building on the same floor or up/down a few
1w) levels, depending on building construction (wood, concrete,
steel, etc.). Inideal line-of-sight conditions, up to 30 km* or
more can be achieved. Note that only an antenna with a gain
of no more than 6 dBi may be used. Any higher is a
violation of FCCrules. See IMPORTANT warning below.
* These outdoor distances assume antennas are mounted at least 100 ft above ground
level

IMPORTANT:

FCC Regulations allow up to 36 dBi effective radiated power (ERP). Therefore, the sum of the
transmitted power (in dBm), the cabling loss and the antenna gain cannot exceed 36 dBi.

1 mwW=0dBm

10 mW =10 dBm
100 mW = 20 dBm
1000 mW = 30 dBm

For example, when transmitting 1 Watt (30 dBm), the antenna gain cannot exceed 36 - 30 = 6 dBi.
If an antenna with a gain higher than 6 dBi were to be used, the power setting must be adjusted
appropriately.

Encom Wireless Data Solutions Inc. limits the COMMPAK-9000 s transmitted power to 100mwW
for all units purchased with antennas with gain above 6dBi.
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6.3.8

6.3.9

Hopping Patterns

Several SCADA Systems can operate in one area by selecting a specific Hopping Pattern for
each system.

Also some of the Hopping Patterns notch out part of the Spread Spectrum frequency band, which
may eliminate interference in some cases.

The Secondary Hopping Pattern only applies to radios that are configured as Repeaters.

Click on the Details button for further information.

Unit Address

Point to Multipoint System
This address is used only for radio diagnostics software, which is currently being developed.

All Remotes will have a specific Unit Address that will be used by the Master radio for Diagnostics
Polling.

Point to Point System
This address is used by the Master to indicate the address of the radio it will communicate with.

When you select the Operating Mode — Master (Point to Point), the message below will appear.

ControlPAK |

Fleaze zelect the unit address of the
radio you wigh to communicate with.

The Slave radio must have the same address as the one entered in the Master radio.

This mode of operation is typically used for file transfer and offers more secure and robust
operation.
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6.3.10 Encryption Key
This parameter allows you to enter a key value used by ControlPAKO for encryption of the data.

The Encryption Key can only be read from a ControlPAKO Configuration file it cannot be read from the
radio. This allows a greater level of security but the following items and procedures must be followed
when entering a User defined Encryption Key and reconfiguring radios programmed with a User defined
Encryption Key:

Create the Configuration files by configuring and programming the radios and saving the configurations to
specific files. ie; Master, Repeater, Slave The initial entry of the Encryption Key requires the User to enter
the Encryption Key as indicated in the ControlPAKO software. For this initial entry of the user defined
Encryption Key the radio can be programmed directly from ControlPAKO .

ALL subsequent configuration parameter changes to any of the radios with this user defined Encryption
Key must be made by Connecting the radio to the ControlPAKO software and then Reading the
applicable configuration file for the radio. Now all required configuration changes for the radio can be
made. Save the new configuration and Program the radio

= |f the procedure outlined above is not followed the user defined Encryption Key can be lost.
When the radio configuration is read, the Encryption Key is read as non-characters and the
ControlPAKO default Encryption Key is then entered on screen. If you make a configuration
change and do not re-enter your Encryption Key the ControlPAKO default Encryption Key
will be programmed to the radio. However, if you follow the procedure above the correct
Encryption Key will be read from the Configuration file.
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6.3.11 Configuration — Advanced Radio Options

ControlPAEK - Configuration |

Cunnec:tinnl Options

— Packet Optionz — Interface Options
Packet Minimum Size I1 j Click. the button I;uelu:uw if you wan
kinimurmn Mumber of Bytes to Transmit in a Packet ta change the interface optian
tust be a value between 1 and Packet Max. [Master Only) installed on the radic

Packet Maximum Size |14 = OFTIONS |

b amirmurn Murber of Botez ta Transmit in a Packet
tuzt be a value between Packet Min and 255[k aster Only]

= Eanard Brman Earestian | FEE =

Master Retransmissions Mo. ID j
Mumber of times a Master will repeat a packet ta Slave Disable j
Muszt be a value between 0 and 255, [Master + Repeaters) FEC allows modem to comect
. . receiving ermors without
Slave Retry Limit II:I j re-transmmizsion.

Murnber of retiies a Slave will zend a packet to b aster
tuzt be a value between 0 and 255, [Slaves + Repeaters]

= H aEEihg | aienE

.. ] -
Slave Transmission Slot I J P j
tuzt be a value between 1 and 255, [Slaves + Repeaters] :
. ' — The Frequency at which modems
[+ Optimize radio performance for "Polling" protocal change channels
E
Connected | ? ﬁ %
[0 T1
SIS WUSs W BT Save Fead E xit Load Frogram

Packet Minimum and Maximum Size — This defines the size of the packets transmitted and is set in the
Master only. The connected device must transmit at least the number of bits indicated by the packet
minimum size before the radio will transmit.

Master Retransmissions — This defines the number of times the Master and the Repeater radios will
transmit each message to the Slave radios. The Repeater radio does not use this parameter when
transmitting to the Master radio.

Slave Retry Limit — The Slave and Repeater radios must receive an acknowledgement from the Master
and this parameter defines the number of times the Slave and Repeater radios will retransmit their data.
If the limit is reached and the Slave or Repeater radio has not received an acknowledgement the data is
discarded.

Slave Transmission Slot — When the Master radio has transmitted its data, it then provides a time period
made up of 255 timeslots for the Slave to respond. For SCADA polling applications the Slaves should all
respond in timeslot 1. When you check ‘Optimize radio performance for “Polling protocol” ControlPAKO
sets this parameter to 1.

Forward Error Correction (FEC) — This parameter is set in the Master only and determines if this
additional method of error correction is used in your system.

Hopping Interval — This parameter is set in the Master radio only. If the Hopping Interval is set lower
than the default of 8 the overall throughput will decrease. ControlPAKDO will restrict the maximum packet
size based on the Hopping Interval and whether FEC is selected.
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6.3.12 Configuration —Radio Timing Parameters

ControlPAFK - Configuration |

|  Input Data Control | Output Data Indication
HE \ f
pco  \ /
ks \ /
RXD e
Al
T+ Tz
— Framing Seftings — DCD Settingz
T1: RTS A CTS Delay [ms]: IE vI (' DCDl s always ON
Te DCD Delay [me) II:I ]' ¢~ DCD is ON when modems are
synchronized
Elrarselzs Timeau{ins) I-I 0 3 DCD uged az ._au:ti'-.fe Data Carrier
[T Modbus Compatable Timing Mode Detect [DLD] indication
E
Connected || ? ﬁ %
[0 T1
C1s@ RT5@ TP RXDD Save Fead E xit Load Program

Framing Settings

« T1. Sets the delay between the reception of RTS from the device connected to the COMMPAK-
9000 radio and the activation of CTS by the radio. This only applies if Hardware Handshaking is
selected. This parameter is also used to set the time period from when the COMMPAK-9000
radio receives data from another radio and outputs this data to the connected device.

« T2. Sets the time that DCD remains activated after reception of the data packet.

» Character Timeout. Sets the amount of time the COMMPAK-9000 radio waits for a data packet
before retrying

«  Modbus Compatible Timing Mode. When this mode is selected ControlPAK automatically
configures the timing parameters

ControlPAE - Attention |
ATTEMTIOM

todbuz mode needs to be zelected in all radios
ifn the network for proper modbus operation

Carnicel |
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ControlPAF. - Configuration |

Cunnemiunl Options | Adwvanced | Handshaking | Abuutl
|  Input Data Control | Output Data Indication
HE \ r
pcop /
=E \ f
: RXD S
[ inta ¢ E":n;nL'?nk X
-— T - Ta—
l— T —K Dt 1 me —N W—
— Framing Settings — DCO Settings
T1: RTS /CTS Delay [mz]: IE vI ¢+ DED is slwaps ON
Te DCD Drelay [ms) II:I :Iv ~ DCD is ON when modems are
synchronized
Elvarisela Mo f fr) I-I 0 jv DCD uzed az ._au:tive Data Carrier
[T Modbus Compatable Timing Mode Detect [DLD] indication
E
Connected || ? ﬁ %
[0 T1
(5@ RT5@ Tx0@ FxD Save Read E st Load Program

DCD Settings
DCD is always ON. This setting is used when connecting to the COMMPAK-9000 radio to
devices that require a constant DCD signal to indicate the radio is connected.

DCD is ON when modems are synchronized. This setting can be used to provide an indication
to your equipment that the radio link has dropped out.

DCD used as active DCD indication. Configures DCD for standard data detection operation.
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6.3.13 Configuration —Radio Handshaking Parameters

ControlPAFK - Configuration |

| About]

Cl:unnec:ticunl Options | Advanced | Timing

— Handshaking = itk Hardzhatibg
% Enafiled
) Mizabled

" Hardware Handzhaking

#1375 /v Iyt et Cenie. If enabled and the master runz out of free

buffers, the mazter unit will command all
zlawves and repeaters bo hold their data, Once
the master iz ready to recieve data it will allow
the zlaves and repeaters to tranzmit.

{* Dizable Handzhaking

Contralz the hardware handzhaking between

the radio and computer/caontraller [Master Orily ]
E
Connected H ? ﬁ %
[O 1]
C1s@ RT5@ TP RXDD Save Fead E xit Load Program

Handshaking

« Hardware Handshaking. This setting is typically used for Point-to-Point communication between
two DTE devices, such as computers. An example application would be file transfers. This mode
of handshaking indicates the status of the Receive Buffer level in each radio. Only the CTS
signal is used for ea

« RTS/CTS Input Data Control. Enables RTS/CTS input data framing. If this feature is enabled,
the appropriate timing parameters must be set on the TIMING page. If MODBUS mode is

selected, these values will be automatically selected by ControlPAKO and are not user
configurable.
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6.3.14 ControlPAK Version

ControlPAFK - Configuration |

Cl:unnec:ticunl Options | #—\dvan:edl Timingl Handshaking

ControlPAK

Yerzion 1.2.3

Froduct Code | EMC-910 Click the buttan below bo
upgrade ControlPAE. via

Firmware Yersion : | W2 E2e the Internet

Firmware Date : I Jul 12000 Il rarade Pradoet

: : [
Firrmware Time : | 21:0E:18

Copyright [c] 2000 Encom Wireless Data Solutions Inc.  All rights rezerved

™ #7, 640-42nd Avenue N.E_, Calgary. AE., T2ZE 7J9
Ph: [403)230-1122 Fx: [403) 276-9573
E n :é m Email [5ales]): encomi@ encomis.com
Email [Support]: TechSupport@encomrs com

Wireless Data Solutions Heb: www. encomis.com

E
Connected | ? ﬁ %
[0 T1
C1s@ RT5@ TP RXDD Save Fead E xit Load Program

The about page allows the user to view the version details of ControlPAKO and the COMMPAK-9000
wireless transceiver. This information can be extremely useful when troubleshooting and service are
required.

26



6.3.15 Radio Programming

« When you have completed the selection of the parameters required for reconfiguring your radio,
click on the PROGRAM button.

« If you do not Program the radio with the new configuration, a message will appear when you
Disconnect or Exit the program.

6.3.16 Saving Configurations To Files
» Configurations may be saved to a file designated by the User.

« Click on the Save button.
« The ControlPAK software will guide you through the Save procedure.

« Appending Files. ControlPAK allows you to append an existing file, in order for you to save
related configurations in a single file. For example, the MAIN SCADA configurations, Master,
Local and Repeater may all be saved in a single file designated MAIN SCADA. The initial file is
created when the first configuration is saved. This file can then be appended by selecting it,
when saving the additional configurations. When you select an existing file, a message will
appear asking if you would like to append the existing file.

6.3.17 Loading Configurations From Files

« The ControlPAK software must be connected to a radio as outlined in Section 5.3.4, to load a
Configuration from a file.

» Click on the Read button to load configurations from an existing file.
» Select the required file the Configuration is saved in.

» Follow the previously outlined procedures for Programming the radio.
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7. COMMPAK-9000 Technical Specifications

7.3.1 Electrical/Environment Specifications:

Power Requirement 8 to 30 VDC

Power Consumption 450mA at 1W Transmit, 250mA Receive and 10uA Sleep Mode
Operating . . N 0 .
Environment Temperature: -34 to +72°C, Humidity: 5 to 95% non-condensing
Memory Non-volatile configuration memory

Operational Modes Point-to-Point, Point-to-Multipoint and Peer-to-Peer

7.3.2 Mechanical Specifications:

Dimensions 90mm(3.56 inch) x 101mm (4.38 inch) x 42mm(1.69 inch)
(WxDxH) Excluding connectors and mounting bracket.

Enclosure Material Milled aluminum, black, baked powder coat finish

Serial Data 9-pin female D-sub

Connector

Antenna Connector Reverse polarity TNC male

Molex 4.2mm (0.165 inch) pitch Mini-Fit, Jr.00 Plug

Power Connector (72 inch power cable included)

7.3.3 Serial Data Interface Specifications:

Asynchronous RS-232,

Data Interface Optional 2/4-wire RS485*

Signals Sig. GND, TXD, RXD, RTS, CTS, DTR”, Data Active DCD

Data Format 1200 t0115,200 bps. 7 or 8 Data bits with Odd, Even or No Parity.

115,200 bps, uncompressed half-duplex. Approximately 100 kbps

Bandwidth sustained in intelligent asymmetrical full-duplex transmission mode.

Key-by data or RTS data input framing with programmable RTS/CTS

Data Transmission )
time delay.

. TXD and RXD are still supported in RS232 format (only in programming mode) with this option installed.

# In Sleep Mode, the radio is reactivated by the DTR signal with at least a 30msec warm up time.

7.3.4 Radio Specifications:

Technology Frequency Hopping Spread Spectrum
Operating Frequency 902 — 928 MHz
Hopping Pattern 62 pseudo-random
System Gain 135 dB
Receive Sensitivity -106 dBm @ 10° BER
Output Power 1mw, 10mW, 100mW, 1W (user-selectable)
Error Detection CRC-16 with auto-retransmit
Encryption Up to 65535 combinations

3 LED bar graph to indicate RSSI and RF Link quality,

Diagnostics . yicated LEDs for TXD and RXD display.
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