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Overview

The compactSkyus 100B Seriesisacellulargateway (cloud-enabled cellularmodemandrouter)
designedtosupportnumerousIndustrialloT usecasesinbothfixedand mobileenvironments. With
LTE connectivity, the Skyus 100B Series router provides features that are purpose-built for loT. Cloud
connectivity to loT Connect™enables remote device/fleet/deployment management.

KeyFeatures
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LTE Cat 6 (up to 300 Mbps)

Multi-Carrier support

aGNSS (with active and passive GNSS antenna support)

Rugged design for continuous operation in harsh environments
Advanced security encryption and authentication protocols
Wi-Fi 5 and Bluetooth 5.0

Standard 4400 mAh backup battery

Multiple data interfaces: Ethernet, USB, Wi-Fi

Multiple power interfaces: PoE, USB, or 4 Pin

Cloud services, FOTA and remote configuration

On-board memory to support edge processing



Description

Front View

4-pin Latching Connector Power Button

(power and GPIO)
Ethernet LAN  USB Device Port
(power and/or data) (power and/or data)
Back View
Bottom View

The battery compartment, SIM sockets, and device labels are located on the bottom of the device.

[photo needed]
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Indicator LEDs

The Skyus 100B Series router has three LEDs that verify status, signal, and connectivity.

LED LED Color Meaning
Device Blue On / Battery Power (High)
Green On / External Power
Yellow On / Battery Power (Low)
Red On / Battery Power (Critical)
Error (when blinking)
Cellular Blue Great Signal
Green Good Signal
Yellow Okay Signal
Magenta Poor Signal
Orange No SIM / Inactive SIM
Red Error
Wi-Fi / Blue Bluetooth On - Connected Clients
Bluetooth Green Wi-Fi On - Connected Clients
Blue and Green | Both Bluetooth and Wi-Fi On
Orange No Clients
Red Error

The Ethernet / LAN connector port also has indicator LEDs.

LED LED Color Operation Meaning
LAN Green Indicates Ethernet connection speed
Solid 1000 Mbps (Gigabit)
Off 10/100 Mbps
Amber Indicates link status
Solid Link
Blinking Activity
Off Nolink

"Wi-Fi / Bluetooth available only on select models.
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Installation and Getting
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Installation Overview
System Requirements
Installing aSIM Card
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MountingPrecautionsandGuidelines
Mounting the Device
Powering the Device
Connecting your Device
Connectingtothe Web Ul
GettingSupport
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Installation Overview

This chapter provides system requirements and instructions for installing and getting your Skyus 100B
Series up and running.

The installation process consists of the following steps:
¢ Installing a SIM Card
¢ Installing theBattery
e Connecting Antennas
¢ Mounting Precautions and Guidelines
e Mounting theDevice
e Powering the Device
¢ Connecting yourDevice

e Connecting to the Web Ul

System Requirements

TheSkyus 100B Seriesrouterallowsyoutosetupanetworkand providesbothwiredandwireless
connectivity.

NOTE: This device is recommended for professional installation. Requirements include:
e Acomputer orcomputing device supporting Wi-Fi802.11b/g/n, Ethernet, or USB 2.0

e Internetbrowsersoftware, such asMicrosoft Internet Explorer8.0or higher, Firefox, Safari,
Opera, or Chrome
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Installing a SIM Card

To insert the SIM card:
1. Openthe battery door on the bottom of the device and, if installed, remove the battery.

2. Slide the SIM socket retainer to the unlocked position and lift it.

Back of Device

4FF s ..
Contacts B8 ¢ . N Beaaed © -

Down

Battery Tray

Back of Device Front of Device
SKYUS 160NE
MADE IN CHINA

3. Insert the SIM card into the appropriate slot in the orientation shown.

4, Press the retainer down and move it to the locked position.

5. Replace the battery and the battery door.
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Installing the Battery

To install or remove the backup battery:
1. Remove the battery door on the bottom of the device.
2. Install or remove the battery.
NOTE: The battery will only fit into the device in the correct orientation.

3. Replace the battery door.

ConnectingAntennas

Finger tighten the appropriate antennas for your desired configuration. At minimum, connect
antennas to CELL 1 and CELL 2 ports.

NOTE: Recommended torque is 5 in-lbs (56 N-cm).

Mobile Configuration

Antenna Ports Frequency Range Connector Type
1. CELL1 690-960 MHz; 17002700 MHz SMA
2. GPs* 1570- 1580 MHz SMA
3.CELL2 690-960 MHz; 1700-2700 MHz SMA

* Ensure GPS antenna is located with clear access to GNSS satellites.
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Mounting Precautions and Guidelines

Asyoudeterminethemountinglocationandpreparetoinstallthedevice, besuretoheedthe
following precautions and guidelines:

Locate therouterinanarea free from liquids, dust, and extreme temperatures. If itis possible for
thedevicetoexperiencecontactwithfluids, extrememechanicalshock, orextremethermal
conditions (outside of thethermalspecslistedin thisUser Guide), youruntherisk of damaging
the device and/or the battery. If the battery issubject to these conditions, the battery may fail
and cause significant damage to the device and the surrounding area.

Store the router back in its box when not in use.

Donotblockanyventilationopeningsby applyingadhesivesorlabels to the routerasthis
might cause the devicetooverheatorit mightinterferewithantennaperformance.

Clean only with a clean, dry cloth.
Protect the cord from being crushed or pinched.

Takecaretolocateandroutecordsandwirestominimize theriskof damagedcausedbyusers
or other objects that are located near the device.

Avoiddroppingorshaking theroutertoreducetherisk of damaging the device ordisrupting
operation.

Positioning your Device

The size and mounting options available for the Skyus 100B Series router allow you toinstall the
deviceinthelocationthatbestsuitsyourneeds. Thereceptionandcoveragerangedependsonwhere
youmount therouter. Keepin mindthat the placement of furniture, the thickness of walls, and the
number of walls a signal must travel through can limit cellular, Wi-Fi, and Bluetooth range.

For best results, place your router:

Away frominterference such as microwaves, ceiling fans, security systems, or cordless phones
Away from large containers of glass or concrete (fish tanks, mirrors, brick or concrete walls)
Away from large metal surfaces (cook tops, metal doors, aluminum studs, appliances)

More than 20 cm away from a person

Close to a window but out of the way of direct sunlight (great for 4G LTE reception)

Close to an AC outlet and near Ethernet computer cables

In an elevated location
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¢ Inline-of-sight to wireless devices
¢ Near the computers or other devices that communicate with the router
¢ Onan upper floor (if applicable)

NOTE: When using multiple points of access, use different radio frequency channels for adjacent
access points. Werecommend leaving 5 spaces between channels (e.g. 1and 6, or 3and 8).

Mounting the Device

You can mount your Skyus 100B Series device using the following methods:
e Mounting with Screws

¢ Mounting with Double-Sided Tape

WARNING!Whilemountingyourdevice, donotapplyexcessiveforcetothemountingbracketsasthis
may cause the tabs to fail. Installation is recommended to be completed by a professional.

MountingwithScrews

CAUTION! If using rigid mounting hardware, apply pressure only to the ends of the device. Limit the
mounting pressure only to the amount needed to secure the device.

To mount your device using screws, follow the directions below, using two #4 or #6 screws.

1. ldentify the optimal installation location. Make sure you consider the physical space
requirements of the device, any needed connectors, cables, and antennas. Inaddition, make
sure you consider mounting location to optimize cellular coverage.

2. ldentify the optimal mounting equipment. Depending on installation location, you may want
toselect wood screws, metal self-tapping screws, drywall anchors, concrete anchors, or others.

3. Locateandinstall ascrew for Hole 1. Make sure the screw head remains 1/8” (3mm) away from
the wall.
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2 52mm (205in) 3
| /‘ $ \ p,

USE THIS DRAWING AS A MOUNTING TEMPLATE FOR
YOUR SKYUS 100B SERIES DEVICE

INSTRUCTIONS:

1. INSTALLA #4 OR #6 SCREW FOR THE KEYHOLE (1) INTO THE
MOUNTING SURFACE OF AT YOUR DESIRED MOUNTING LOCATION. 77 mm
NOTE: USE A SCREW TYPE THAT IS APPROPRIATE FOR THE SELECTED (3in)

MOUNTING SURFACE (AND ANCHORS IF NEEDED) .

2. ENSURE THE HEAD OF THE SCREW FOR (1) IS KEPT APPROX. 1/8"
FROM THE MOUNTING SURFACE.

3. INSTALL THE DEVICE ONTO THE SCREW WITH HOLE (1).

4. INSTALL SCREWS THROUGH HOLES (2) AND (3) INTO THE MOUNTING
SURFACE TO SECURELY FASTEN THE DEVICE.

1y )

4, InstallthedeviceontothescrewusingHole 1andslide thedeviceall the wayonto theslot of
Hole 1.

5. InstallascrewintothemountingsurfacethroughHole2. Tightenscrewto5in-lbs. toensurea
snug fit. Take caution to ensure the device will be installed level.

6. Install the final screw into the mounting surface through Hole 3. Tighten screw to 5in-Ibs. to
ensure a snug fit.

MountingwithDouble-SidedTape

You can mount your device using double-sided tape. Use 3M VHB or similar tape to install the device.

CAUTION!Ifsecuringthedeviceusingdouble-sided tape oramethodnotdescribedinthismanual,
note the following precautions:

¢ Usingadhesivetapemaycause damagetothedeviceorbatterydoorwhenremovedfromits
install location.

o Ensure the device and the installation surface is free of debris and is cleaned and allowed to dry
using a rubbing alcohol solution prior to application.
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Powering the Device

Youcan poweryourdeviceusinganexternal powersource. Whenapower sourceisconnected, the
Skyus 100B Series powersup automatically. When loaded withanactive SIM, it may take up totwo
minutes for the device to power up and register on the cellular network.

To power on the device using an external power source:

Connect the device to a powersource. This can be a 4 pin connector, USB, or Ethernet, see Connecting
your Device.

The LEDs will all blink white, signaling the device is starting up. When LEDs stabilize with
green/yellow/blue/red colors, the device is ready for use. The power button should be green showing
the device has sufficient external power.

Using the Backup Battery

The Skyus 100B Series featuresarechargeable 3.8 V4400 mAh 16.7 Wh Li-ion backup battery that
providesupto12hoursof criticalpowerforalertingduringpower lossinstationaryenvironmentsand
usageinvehicleenvironmentswhenthevehicleisoff. Thebatterywillchargewhenconnectedtoany
external powersource.

NOTE: The backup battery is not designed for primary use.

WARNING! The backup battery will charge when external device temperatures are within
-20-50° C. Outside of this range, the battery charging circuit will be disabled. Li-ion batteries are not
safetouseinenvironmentsoutsideof -20-60C. Ifitispossible that thedevicewillseetemperatures
outside of thisrange, please remove the battery from the device and discontinue use with the battery.
Failuretocomplywiththeseoperatingranges may resultinextensive damagetothedeviceand/or
thedevice’ssurroundingarea. If thebatteryisnotneededinyouruse caseoryouwishtooperatethe
deviceoutsideof thisrange, please properly store or dispose of the batteryaccording toyour local
waste managementauthority.

To power on the device using the backup battery:

1. Pressand hold the power button on the front of the device until the LEDs start blinking.

2. The LEDs will all blink white, signaling the device is starting up. When LEDs stabilize with
green/yellow/blue/red colors, the device is ready for use. The power button should show
blue/yellow/red to indicate battery level status.
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Connecting yourDevice

You can connect your Skyus 100B Series device in multiple ways:
e Connecting viaEthernet
e Connecting viaUSB
e Connecting viaWi-Fi

e Connecting viaBluetooth

Connecting viaEthernet
To connect using Ethernet:
1. Connect an Ethernet cable from the device to the host system.
2. Connect the device to a power source.

e |fthehostsystemoffersPoEorPoE+, thedevicecanbe poweredby the host systemand
pass traffic via Ethernet.

o IfPoEorPoE+isnotavailablefromthehostsystem, thedevice needstobepoweredusing
the 4 Pin power port.

3. Whenpoweredandpluggedin, thedeviceshouldautomatically turnonandestablisha
connection.

Connecting via USB
You can connect via USB to connect your router to a host system, or to an external device.
To connect using USB (connecting to a host):

Usingthe USB Ato USBMicro-B cable, connect the Micro-Bside to the deviceand the Aside to
the hostsystem.

WhenpluggedintoaUSB2.0port, the deviceshouldautomatically turnonandbereadyforuse
inWindows-based (8 or later) or Linux-based (kernel2.6.32or later; Ubuntu 14.04 or later)
environments.

NOTE:IfthedeviceisnotconnectedthroughapoweredUSBport, thedevicecanstilloperatevia
USB while using the 4 Pin power cord to power the device.

To connect using USB (connecting to a device):

Usingtheappropriate USBcable (Micro-BontheSkyus 100BSeriesdeviceside), connecttothe
external device.
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WithUSBOTG, the Skyus 100B Seriescanpower theexternaldeviceusingUSB2.0(5VDC®@1A),
but the Skyus 100B Series device must be plugged into power using the 4 Pin connector.

ThissituationisusefulwhenconnectinganexternalUSBmodem (e.g. SkyusDS, SkyusDS2, or
Skyus SC) for failover and/or load balancing.

Connecting viaWi-Fi
NOTE: This method is only available on select models.
To connect using Wi-Fi:
1. Ensure the Skyus 100B Series router is powered on.

2. ConnecttotherouterusingtheSSIDandPasswordinformationprovidedonthelabelonthe
bottom of therouter.

3. ltisstronglyrecommendedtochangetheSSIDandPasswordfromthedefault forsecurity
reasonsafterinitialuse. Makesuretosave theupdatedinformationinasecurelocation.

Connecting via Bluetooth

NOTE: This method is only available on select models.

[NEED INPUT]

Connecting to the Web Ul

Onthedevice connected toyour Skyus 100B Seriesrouter, openany web browserandgo to
http://my.skyus/ or http://192.168.1.1.

SelectSignIn (inthetop-rightcornerof thescreen),andenterthepasswordprintedonthe
bottom of your router.

Resetting yourRouter

YoucanrestartyourSkyus 100BSeriesrouter, orrestoresettingstothefactorydefaults. Youcando
thisusing the Web Ul at Settings > Backup and Restore, or by clicking the Sign Out drop-downinthe
top-right corner of any Web Interface page and selecting Restart.

Alternately, youcanuse the RESET buttononthe device, locatedinside a corner of the battery
compartment. The button is a small hole about 1.5mm in diameter, with the word RESET below it. Use
asmall pointed object, such as a paperclip, to push the RESET Button.

Torestart the router: Press the RESET button quickly (less than one second). This turns your router
off and on again and does not affect settings.

Torestoretheroutertofactorydefaultsettings: Pressandhold the RESET buttonforthreeseconds
or longer. This resets all settings to their factory default values.
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CAUTION: This initiates a restart and may change the current Wi-Fi settings, breaking all existing
connections to this router and disconnecting you from the Web UI.

Getting Support

Documentation for your Skyus 100B Series router is available online. Go to www.inseego.com/support-
documentation.

For additional information and technical support, email Technical Support at
technicalsupportus@inseego.com or call Customer Support (Toll Free)at 1-877-698-6481.
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Software Configuration
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Logging In

1. Onthedeviceconnected toyour Skyus 100B Seriesrouter, openanyweb browserandgoto
http://my.skyus/ orhttp://192.168.1.1. The signin screen appears.

M Skyus 100

& (€l © Mot secure | my.skyus/ hid = @

SKYUS F———

Skyus Web Interface

Sign in to continue

Please enter your Admin Password.

Admin Password:
| Forgot the Admin Password

A You will be locked out if you use an incorrect password 5 times.

.
| n S e e g O R e www.inseego.com

2. Enterthe Adminpassword. Bydefault, thisisthepasswordprintedonthelabelonthebottom
of the router. The Home page appears.

NOTE: You cansetup aseparate Wi-Fi password in Settings > Wi-Fi Hotspot (see Wi-Fi
Hotspot Tab), but that is different from the Admin password, which is for this Web Interface.

Important: Itiscritical thatyouchange the Adminpassword fromthedefault tokeepthedevice
and your network secure. To change the Admin password, go to Settings > Device > Admin
Password, see Admin Password Sub Tab.
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Home Page

The Skyus 100B Series Home page is the local gateway to configuring and managing your router. It
displays current router and mobile network status, lists currently connected devices, provides an event
log, and offers links to other pages with option settings.

After logging in, you will automatically be taken to the Home page.

Fromanyotherpage, clickontheHomeiconfromthenavigationpaneontheleftof thescreento
return to the Home page.

S KY U S il Verizon Wireless  LTE 100% ES  signou3)

‘ﬁ Home
Telephone: 541 520 0605
* Bluetooth Sensors Skyus IMEL 9000 0636 8014 618
o Software version: 104001
l& Connected Devices Agent (RSC) Version: 2.0
O ors
¢ Settings Mobile Network Event Log
Status: Connecled
E Jud 6 16:04:42 [none) dmdid: [DMDBH notice] - DMDBDM:
Messages Network Name: Veerizon Wireless {mifios_sysevent]-New P client: mac=l4,86:50:76:3319, He=WIF1 1,
type=DHCP ip=102.1681.5, host=eug-000635
Technology: LTE
® About Jud 6 16:04:42 (none)-ansd: [ANSE[notice] - {mifios: sysevent):
Time Connected: 00:02:4121 Generating Alert Notification device JoinW¥iFi, titie
{ddhrmm:ss) natification_device_join_wifi_tithe, iabel notification_device_join_wifi_tabel
Receed: s108 MB Jul 6 16:05:46 (none) webul.oghk [WEBUI[notice] - {mitios_syseventk
WebUi suinenticate admin session started 19216315
Transmitted: 1344 MB
IPvd Address: 1656.248.205.187
IPvE Address:
Connected Devices
- eug-000635 IPv4: 19216815

Top Banner

ThetopbanneroftheSkyus100BSeriesWebInterfaceprovidesbatteryandsignalstrength
information at a glance.

ulll Vesizon Wireless LTE 100% E¥  signou3]

Signal Strength: The relative signal strength
Network: The cellular carrier (for example, Verizon or AT&T)
Technology: The cellular technology being used (for example, LTE or 3G)

DL/UL Icons: The current activity to/from the device
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Battery: The percent of battery life and charging status
Sign Out: The Sign Out drop-down.

Side Menu

EachpageintheSkyus 100B SeriesWeb Interfaceincludesamenuontheleft, whichyoucanuseto
returntothe Home page or jumptootherscreens. Thecurrentscreenisindicatedbyabluebar.

ﬁ Home

* Bluetooth Sensors

.;\. Connected Devices

O ers

L serrings
B Messages
® avour

Skyus Device
Telephone: The phone number (PTN) of active SIM
IMEI: The unique number used in LTE networks to identify the device
Software version: The radio module SW version

Agent (RSC) version: The Remote Services Client version (loT Connect agent)

Mobile Network

Status: The current connection status (Connected, Disconnected)
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Network Name: The cellular carrier network (for example, Verizon Wireless or AT&T)
Technology: The cellular technology (for example, LTE or 3G)

Time Connected: The cumulative time connected

Received: The cumulative amount of data received for the current 24 hr period
Transmitted: The cumulative amount of data transmitted for the current 24 hr period

IPv4 Address: The Internet IP address assigned to the router

IPv6 Address: Theglobal IPvéaddressfor therouter (blankif IPvéisturnedoff oris not supported by
the current network connection or carrier.

Connected Devices

This section lists all devices currently connected to your Skyus 100B Series router and the IP Address of
each device. Anicon indicates the connection type for each connected device. You can hover over the
icon toread the type of connection they are using (USB, Ethernet, Wi-Fi, or Bluetooth).

Event Log

This section provides a log of each recent event and action of the Skyus 100B Series device.
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Managing Bluetooth Sensors

To manage Bluetooth sensors, select Bluetooth Sensors from the Web Ul side menu. The Bluetooth
Sensors page appears.

NOTE: This feature is only available for Bluetooth enabled models.

SKYU S ... Verzon Wirsless LTE 7  sgnoud)

A Home Bluetooth Sensors

S

Turn 0N 10 enabie biustoath ecanning and alow Husiooth EERSORS 10 connest 1o this router

}B Bluetooth Sensors

Availaile Sensors

Scanning for avallable blugtootn Sensors..

Paired Sensors
Mo bluetoolh paired sensons found.

Bluetooth Sensors Page

UsethispagetoenableBluetoothscanningandallow Bluetooth sensorstoconnect toyour Skyus
100B Seriesrouter.

Bluetooth

Usethe ON/OFF slidertoenableordisable Bluetooth. Detailsinthe Bluetoothpagearehidden
when turned off; all details are displayed when turned on. Bluetooth scanning starts immediately

when turnedon.
Available Sensors
Lists all of the available Bluetooth sensors. Use the Pair button to pair a sensor with your Skyus device.

Click Scan again to restart the scan for available sensors. It may take a few seconds to complete the
scan and update the available sensors list.

Paired Sensors
Lists all of the Bluetooth sensors that are paired with your Skyus device.
Use the View button view the following details of paired sensors.
Name: The name of the sensor.
Serial Number: The serial number of the sensor.

Model: The model number of the sensor.
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Type: The type of the sensor.

Battery: The battery charge level of the sensor.

Signal Strength: The signal strength of the sensor.
UsetheEditbuttontoupdateeditabledetailsof pairedsensors, suchasNameandType.

Use the Unpair button to unpair the sensor from your Skyus device.
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Managing ConnectedDevices

On the Web Ul Home page, the Connected Devices section lists all devices currently connected to your
Skyus 100B Series router, along with the connection type they are using and their IP Address.

Sign Out 3]

S KY U S atll Verizon Wireless LTE - 1oo% B9

ﬂ Home

Telaphane: 541520 9605

* Blintooth Eanaors IMEE 2900 0636 8014 618
Software version: 101001
A Connected Devices Agent (RSC) Version: 2.0
O ors
L serrings Mobile Network Event Log
Status: Connected
E Jui 6 16:04:42 {none) dmdixd: [DMDB] notice] - DMDBEDM:
Messages Network Name: Verizon Wireless (mifios_sysevent):New P chent: mac=14:86:50:7¢:3348, iflc=WIF1 1,
type=DHCP ip=102168.1.5, host=eug-000635
Technology: LTE
@ About Jud 6 16:04:42 inone) ansd: [ANS][nofce] - {mifios syseventk
Time Connected: 00024121 Generating Alert Notification device anWiF, tite
(dckhiemim:ss) natification_device_join_wifi_titie, labe! notification_dewvice jain wifi_iabel
Fiocakit: 2102 MB Jud 6 16:05:16 (none) webulcgh [WEBUIL[notice] - {mifios_syseventk
Webll aimhenticate admin session stared 19216815
Transmitted: 13.44 MB
IPvd Address: 166.248.205187
IPvE Address: =

Connected Devices

"";:..‘ eug-000635 1Py 10216815

To manage connected devices, select Connected Devices from the Web Ul side menu. The Connected
Devices pageappears.

S KY U S ... VerizonWireless  LTE 7} sgnownd]

II:I A WI-Fl device has connectad to the Skyus's network. View Connected Devices.

'ﬂ'l’lom-

Connected Devices

* Bluetooth Sensors o View devices currently connected to this device. Blocked devices are also listed.
Connected Devices
.’-. Connected Devices 1Wi-Fi Device Chanoe Max Wi-Fi Connections (15)
IPv4: 18216812
O GPS ugr000635 £ e Link Local: 1eB0-0451a7 364515383 MAD Akitesy B BOGRIEATE
N IPv4: 19216813
o4 _— - . .|
L2 sectings teitsiprone 4 = R0 O MAC Acdress: aded:c615¢8a =3
E Messages Blocked Devices
Mo blocked devices.

@J\hwt
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Connected Devices Page

Thispageprovidesdetailsabouteachdeviceconnectedtothe Skyus 100BSeriesandallowsyouto
edithowdevicenamesappearinthe WebUl. YoucanalsoblockorunblockadevicefromInternet
access.

Connected Devices
This table lists all devices connected to the Skyus 100B Series:

Device: This is usually the hostname set on the connected device. Inrare cases, the hostname
may beunavailable.

Edit: ClickontheEditicontochange the nameof adeviceasitappearsinthe Skyus 100B Series
Web Ul. NOTE: This only changes the how the device name appears in the Web Ul.

Connection: Anicon indicates the connection type (Wi-Fi, Ethernet, USB, or Bluetooth) for each
device. (You can hover over the icon to read the type of connection.)

IPv4: The IP address of the connected device.
Link Local: The Link-Local IPvé address if the connected device supports IPvé6.
MAC Address: The MAC Address (unique network identifier for this connected device).

Block: Select thisbox todisconnectadeviceandpreventitfromreconnecting. Select Save
Changes. Thedeviceisremovedfromthe ConnectedDeviceslistandappearsinthe Blocked
Devices listbelow.

NOTE: The Block option is available for each device connected through Wi-Fi, but is not
available for your own device or devices connected via Ethernet.

Change MAXWi-FiConnections: Thislink takes you to Settings > Wi-FiHotspot where you
can change the number of connections that can use Wi-Fi.

Blocked Devices
This section lists all devices blocked from connecting to the Skyus 100B Series router.

NOTE: Since blocked devices are not currently connected, they do not have an IP address. Instead,
they are identified by their name and MAC address.

Tounblockablockeddevice, clicktheUnblockbuttonandselectSaveChanges. Thedeviceis
removed from the Blocked Devices list and appearsin the Connected Devices list above.
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Configuring GPS

The Skyus 100B Series router incorporates a GPS receiver. The GPS receiver can determine your current
location, oftenevenindoors. Currentlocationinformationcanbesharedwithconnecteddevicesby
using the Local Streaming feature on the Local tab.

ToconfigureGPS, select GPSfromtheWebUlsidemenu.
The GPS page includes two tabs:
e StatusTab

e Local Tab
StatusTab

Usesettingsonthistabtoenableordisable GPSandtoviewcurrentlocationandthecurrentstatusof
your GPSconnection.

Vorizmn Wirsless  LTE 7 sign Oul =]
GPS 7]
Status
GPS Recelver m
Simius: Aogared [ 55 sabelites |
Latnude: A3 055145 Al SE3f
Longitucie: AZIO0OTOSEET Accurscy: wh
Spaed DOAIO0D00 D Darection: Q
-
B St g B S = {D My Boys Piz
2 ] =
z L - fe
Los Cabos Mexican Dari Mar @ Q 2%
{l} 24 West Oregon Avenue a8
egon Ave =]
@ Point S Creswell a
Creswell City Hall Tire & Auto Service

Q cheswml LE

GPS receiver

Thissettingenablesordisablesthe GPSradioonyourdevice. Whenthe ON/OFF sliderisON, the
deviceacquires GPSand makes the dataavailable toapplications runningonthe device. AGPS
Agreement appears, click Confirm to proceed. When OFF, no GPS data is available.

NOTE: For fixed location models (SK160XXX- ACR), the GPS will be OFF by default. For mobile location
models (SK160XXX- DCR), GPS will be ON by default.

When turning on the GPS for the first time, it may take up to several minutes to acquire a signal lock.
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Status

Thecurrentstatusof your GPSconnection. If the GPSreceiverhasnotyetobtainedafix (locations), a

Searching status appears. When searching, the device is making the connection to satellites in order to
populate GPSdata. Onceafixhasbeenobtained, thefollowinginformationisdisplayedandaGoogle
map appears to visually indicate the current location.

Latitude: Latitude for the last locationfix.

Longitude: Longitude for the last location fix.

Speed: Speed the deviceis traveling at.

Altitude: Altitude for the last location fix.

Accuracy: A measure of the accuracy of the horizontal position obtained by the GPS receiver.

Direction: Direction the device is traveling relative to North.
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LocalTab

Use this tab to enable Local GPS streaming.

..... ; & Sign out3]

Stalus

Local

Local GPS data is provided in the form of a National Marine Electronics Association (NMEA} text stream.
You can connect 1o the TCP port to read this text stream.

Tum on Local GPS: |:|

Port number: 1o For TCP connections

Virtual port driver A wincows driver is available to connect to the NMEA stream above and create a viriual NMEA port.
Downiogd GPS driver

Turn on local GPS: Check this box to turn on local GPS.

Port number: The port number used by the driver software on your computer to establish a
connectiontoyour Skyus 100B Seriesrouterand obtain GPSdata. Unlessthereisagoodreasontodo
so, youshould not change the port number. Acceptable portvalues are between 1024 and 65535.

Virtualportdriver: GPSdatais provided by the Skyus 100B Seriesin the formof aNational Marine
Electronics Association (NMEA) text stream. Usinga NMEA (GPS) portisastandard method for
applications to access a GPS data stream in Windows and other computing platforms.

Tocreatethisport, youmustdownload andinstall the GPS over Wi-Fidriverforyour platform. This
driverwillcreatetheNMEAport, obtainGPSdatafromthe Skyus 100B Seriesrouter,andmake this GPS
data available to NMEA-aware applications.

Click Save Changes to update settings.
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Managing Settings

To change system settings, select Settings from the Web Ul side menu.

Usethe Settings page to configureand programyour device. Whenyou are done configuring your
device, youcansaveyour currentsettingsasatemplate for future use toback upyour deviceif

needed.

The Settings page includes four tabs:
e Wi-Fi HotspotTab

Device Tab

Mobile Network Tab

Advanced Tab

Wi-Fi HotspotTab

Use this tab to adjust the Wi-Fi settings for your device. Connected devices must use the Wi-Fi settings

shown on this screen.

SKYUS

A Home Settings

% Bluetooth Sensors

W1 Holspol Device Mabie Network

.& Connected Devices
O ers
n Setrings

Wi-Fl

Turr on b allow Wi-Fi devices fo connext 1o this Skyus.
Sallings

E i WA-F e (SSID):

Oﬂhﬂu:

24 Glr Sellings

BOFTT Mook

ot... Vortzon Wireloss

Acvanced

WPASWPAZ Miad Mode

12045678

24 GHr

BOZILGN

20 MHz
B0 Hac

Automatic

E]
O

-]

LTE 2}

) Those settngs apply whenewer e WI-F IS e on. CHanges mase (o fese Wi F) Seings my feouie you 1o Feeonnect yoor V-l aeaces 1o Thes deice using the ey sefings.

on [l
This i the name of the Wi-Fi network.

B3 ASCH chamcters
Foe (rmates aacurlty, s 8 rlchion oF diga, copaar £aas, livess 2ba, sned
athar

§ Ervsure your Wo I demcicn atippet s salectind hond

W turried on, conmecbed deovices canot corrmunicabs wih sah ulhe:

faka Frosm your data plan. Performance iy vy with the nurriber of devices.

NOTE: If you change these settings, existing connected devices may lose their connection.
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Wi-Fi
Use the ON/OFF slider to allow Wi-Fi devices to connect to this router, or not.
Settings

Wi-Finame (SSID): EnteraWi-Finame (SSID) toset up or change the Wi-Finame. Thenamecanbeup
to 28 characters long.

Security: Select an option for Wi-Fi security:

e  WPA2Personalisthemost secure method of Wi-FiProtected Accessandshould beusedif
possible.

e  WPA/WPA2 Personal can be used if some of your older devices do not support WPA2.

¢ WPA/WPA2 Enterprise is designed for organizations and includes enterprise-grade
authentication. NOTE: This method provides administrative control over access to your Wi-Fi
network, so that administrators assign, modify and revoke login credentials for users. A Remote

Authentication Dial-In User Service (RADIUS) server is required and must be configured for this
option.

¢ Noneallows others to monitor your Wi-Fi traffic and use your data plan to access the Internet.
NOTE: Avoid using this option.

Wi-Fi password (Key): Enter a Wi-Fi password.

Important: Itiscritical that you change the password from the default and use a different password
from your Admin password to keep the device and your network secure.

Band: Wi-Fi can be accessed over two bands, depending on your Wi-Fi device: 2.4 GHz and 5 GHz:

e The2.4GHzbandissupportedbyalldeviceswith Wi-Fiand should be usedbydevicesthatare
afewyearsoldorolder. Thisbandpassesthroughwallsbetter, soitmayhavealongerrange.

e The5GHzband is best for newer devices. It offers better throughput and reduced interference,
but does not pass through walls as well as the 2.4 GHz band.

2.4 GHz Settings

802.11 Mode: Specify which 802.11 protocol is to be used when the 2.4 GHz band is active.

Channel: Select Automatic or specify a Wi-Fi channel to use. NOTE: Selecting the appropriate channel
will help reduce signal loss when near another Wi-Fi device.

5GHz Settings

Bandwidth: The bandwidth when 5 GHz band is active.
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NOTE: Leave the Bandwidth at the default setting unless you experience interference with other Wi-Fi
devices. If youexperienceinterference, try lowering the Bandwidth setting toreduce the interference.

802.11 Mode: Specify which 802.11 protocol is to be used when the 5 GHz band is active.

Channel: Select Automatic or specify a Wi-Fi channel to use. NOTE: Selecting the appropriate channel
will help reduce signal loss when near another Wi-Fi device.

Options

BroadcastWi-Finame (SSID): CheckthisboxtoallowWi-FidevicesintheareatoseetheWi-Finame
(SSID)ontheir list of available networks. If not selected, the Wi-Finame will need tobe manually
entered for devices to connect to the network.

Wi-Fi privacy separation: Check this box to prevent Wi-Fi data transfer between devices. For normal
operation, thisshouldbeunchecked. If checked, eachconnecteddeviceisisolated fromallother
connected devices. This provides additional security if some connected devices are unknown or not
completely trusted.

Max Wi-Fi connections: Specify the number of connections that can simultaneously connect to the
Skyus Wi-Finetwork.

Select Save Changes to store new settings.
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DeviceTab

Use this tab to configure device-specific settings, including resetting the Admin password for your
device.

SKYUS - D e

A tHome Settings

* Bluetooth Sensors

Wi-Fi Hotspot Device Mobiie Network Avanced

Connected Devices
-x. Preferences USE Senal Accelerometer Backup and Restore

O ers
o The Admin Password Is used to sign in to this web-based management system.
* Sertings To change the password, you must enter the current Admin Password, You will be locked out if an incorrect password is used 5 times.
Gurrent Admin password:
E Messages

®.ﬁbnul

The Device tab includes five sub tabs:
e Admin Password Sub Tab
e Preferences SubTab
e USBSerial Sub Tab
e Accelerometer SubTab

e Backup and Restore Sub Tab
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Admin Password Sub Tab

Thispageallowsyou tochange the Admin Password and toset security optionsrelated to the Admin
Password. The Admin Password is used to sign in to the Skyus 100B Series Web Interface.

Important: Itiscriticalthatyouchange the Admin password fromthedefault tokeepthedevice
and your network secure.

To change your Admin password:

1. Enter the Current Admin password and click Continue. The Admin Password sub tab appears.

NOTE: Ifyouenteranincorrectvalue toomanytimes, youwillbe locked out of the AdminWeb
Interface. To clear this lock, restart your Skyus device.

SKYUS - >

ﬁ' Home

Sign Out 3]

Settings
* Bluetooth Sensors

Wi-Fi Hotspot Device Mobife Network Advanced
Js. Connected Devices
Preferences UsSE Senal Accelerometer Backup and Restone

QO s
@ The Admin Password is used to sign in 1o this web-based management system,

* Serrings Change Admin Password
Enter and confirm the new Admin Password, and Set or change the security question used for verification if you torget the Admin Password,

a Messages Current Admin password:

G) About New Admin password: Password must be at least § characters
Gonfirm new Admin password:

Select Security Question: What is your date of birth? (mmy/dd/yyyy)

Answer Security Question:

2. Enteryour current Admin password again, then enter a new password and confirm it.

3. Select asecurity question from the drop-down list and type an answer to the question in the
Answer Security Question field. NOTE: Answers are case-sensitive.

4, Click SaveChanges.

Thenexttimeyousignintothe Skyus 100BSeriesWeb Interface, use the new Admin password. If you
cannotrememberthepassword, clicklforgotthe Adminpassword. Afteryoucorrectlyanswerthe
security question you set up, the current password is displayed.

NOTE: Youcansetupaseparate Wi-FipasswordinSettings >Wi-FiHotspot (see Wi-FiHotspot Tab),
butthatisdifferentfromthe Adminpassword, whichisforthisWebInterface. DONOT use thesame
password forboth.
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Preferences SubTab

Use this page to turn off the hardware reset button, enable/disable LEDs and the Ethernet Port, and set
user preferences such as language and date/time formats.

S KY U S +.... Verizon Wireless LTE 7} signoutd]

ﬂ' Home -
Settings o
* Bluetooth Sensors
Wi-Fi Hotspot Device Mobite Network Advanced
.’\ Connected Devices
Admin Password USE Serial Accelerometer Backup and Restore
O ors
¢ Allow Reset Button
Sectings Turm ON for normal operation. It OFF the hardware reset button vwill not function, preventing users from changing settings via a reset to
factory defauits.
E Messages
Device Preferences
@ About
Stealth Mode: O LEDs are turned off
Enable Ethernet Port: [«]
User Preferences
Language: English
Date: mm/dd/yyyy
Time: 12nr
Distance: Feet
Number Format: 323400

Use the Allow Reset Button ON/OFF slider to turn off the hardware reset button. This ensures that
devicesettings cannotbereset tofactorydefault by using the reset buttonon the bottomof the
router.

Device Preferences
Stealth Mode: Check this box to turn off the indicator LEDs on the router.

Enable Ethernet Port: This box is checked when the Ethernet port is enabled. Deselect to disable the
Ethernet port on your router.

User Preferences
Language: Currently, only English is available.
Date: Select the date format to be used on the Web Interface (mm/dd/yyyy or dd/mm/yyyy).
Time: Select the time format to be used on the Web Interface (12 or 24 hour).
Temperature: Select the temperature format to be used on the Web Interface (Fahrenheit or Celsius).

Distance: Choose the units of measure for distance on the Web Interface (Feet or Meters).
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NumberFormat: Choose theformatfordecimalnumbers (usingaperiodorcommaasthedecimal
point).

Select your display choices and click Save Changes to update settings.
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USB Serial Sub Tab

IfyouhaveconnectedaUSB/serialportadaptorandaserial portdevicetotheSkyusrouter,youcan
use this page to remotely access the serial port device.

S KY U S v.... Werizon Wireless LTE 3, Sign out3]

ﬁ Home

Settings 7]
* Bluetooth Sensors
Wi-Fi Hotspot Device Mobite Network Advanced

.& Connected Devices

Admin Passwond Preferences ACCEEromeler Backup and Restore
O ers Remote access to USB Serial Port

Enable remote access: D Aliow remode access to the USE/Serial port viaa TGP
* Settings connection

Port number: 002 Port number for the TCP connection
E Messages

Connection timeout: 10 minutes 4| Terminate the connection i idie

About

G) Serial port device: Nat found

USB Serial Port Settings

Bits per sacond: 115200

Data bits: 8

Parity: None

Stop bits: 1

Flow controk: None

Remote access to USB Serial Port

Check the Enable Remote Access box to enable the remote TCP connection to the device’s USB/serial
port. You can use Telnet or a similar application to establish this connection.

NOTE: You cannot make changes to the following fields unless this box is checked.
Port number: Specify the desired port to establish the TCP connection.

Connection timeout: Specify the amount of idle time at which the connection will be automatically
terminated. Ifyoudonotwant theconnectiontobeterminatedbythe Skyusrouter, selectNever.

Serial port device: The connected serial port device.
USB Serial Port Settings
Serial port settings should be set to match the connected serial device.
Bits per second: Specify the rate of data flow. Supported speeds range from 300 bps to 115200 bps.
Data bits: Select 7 or 8 to match the serial device.

Parity: Select Odd, Even, or None to match the serial device.
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Stop bits: Select 1 or 2 stop bits to end a packet, as used by the serial device.

Flow control: Select the option of how the packets will be controlled used by the serial device: None,
XON/XOFF, Hardware.

Select your choices and click Save Changes to update settings.
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Accelerometer SubTab

Use this page to enable and configure accelerometer settings. Accelerometer settings are typically
used in mobile (automotive) environments.

S KY U S +.... Verlzon Wireless LTE @ smond)

ﬁ Home -
Settings 7]
* Bluatooth Sensors
Wi-Fi Hotspol Device Mohile Network Advanced
(K Connected Devices
Admin Password Preferences USE Senal Backup and Restore
O GPE General
* Settings
G Range: 2g
Messages
A Auto-calibration: O
@ About Retain calibration data on restart:
Quality factor: 75 Determines when Auto-calibration is completed (25 - 100}
Mode: Motion detection
Motion Detection
Threshold: 16 0-127
Count: 2 0-27
Held time: 300 Delay in saconds bafors the swent is cleared

General
Check the Enable Accelerometer box to turn on the accelerometer.

NOTE: The following settings apply regardless of the mode selected (Motion detection or Driver
behavior).

GRange: Specify the gravity (G) force range. This is the maximum value that can be recorded
accurately. The wider therange, the less accurate the readings will be. The default value is 2g, whichiis
sufficient for normal vehicles. A value above 2g indicates a crash.

Check the Auto-calibration box to enable auto-calibration. NOTE: It is recommended to always check
this box if the accelerometer is going to be used.

Retain calibration data on restart: When this box is checked, the device automatically re-calibrates
onrestart. Use this feature if the Skyus device isin a fixed location ina vehicle. In that case, it will allow
the accelerometer to perform auto-calibration faster. In other settings it should remain turned off.
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Qualityfactor: Specifiestheaccuracyof calibrationneededpriortocompletionof thecalibration
process. NOTE: Thisis similar to a % confidence level for auto-calibration. If set to 75, then calibration
isconsideredcompletewhenthedevicecalculatesthatthereisa75%probability thatiscorrect.
Valuesbelow25%arenotallowedbecausetheresultswouldbeunreliable. Ahighernumberwill
enable amore accurate calibration, but it will take longer to complete the calibration process.

Mode: Choose between Motion detection and Driver behavior. The selections below will change
depending on your choice.

Motion Detection

Motion detectiondetects, monitors, and reports only for bulk movements that will show that the
deviceismovingornot. Thismodeisgenerally usedwhen the Skyusdeviceisinstalledinmachineryor
avehicle that should not move, so as to cause an alert if motion is detected.

Threshold: TheGforcethattriggersamotionevent. CountandHoldtimesettingsareusedtoensure
the motion event is genuine.

Count: The number of consecutive samples above the Threshold (G force) needed to trigger a motion
event. Forexample, if Countissetto100and thereare 98 consecutivesamplesabove the Threshold

value, thenonesamplebelowthethreshold, thecountrestartsatOandnomotioneventistriggered.
NOTE: Thesamplingrateis 10Hz (10samplespersecond). Youcanconvertthe Countvaluetoatime
interval (in seconds) by dividing the Count value by 10.

Hold time: The delay, in seconds, before a motion event is cleared. The accelerometer waits for this
amount of time to determine if the event is finished. If additional readings above the Threshold value
arereceivedduringtheHoldtimeinterval, theyare consideredpartof thesameeventandtheHold
timetimerisrestarted. Whennoadditionalreadingsabove the Thresholdvaluearereceivedfora
period equal to the Hold time, the event is considered finished.

Click Save Changes.
Driver Behavior Detection

Driverbehaviordetectsandmonitorsmotion, direction, rates, andaccelerationstoprovide
information related to driver behavior. This mode is used when the Skyus device isinstalled in a
vehicle and you wish to monitor vehicle operation.
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Mode: Driver behavior

Driver Behavior

Braking
Threshold (milliG) Set Time (msec) Clear Time (msec) Max Time (sec)
4] 100 200 10
(4] 100 200 10
0 100 200 10
o] 100 200 10
Acceleration
Threshold (milliG) Set Time (msec) Clear Time {msec) Max Time (sec)
Q 100 200 10
0 100 200 10
(o] 100 200 10
(] 100 200 10
Right Turn
Threshold (milliG) Set Time (msec) Clear Time (msec) Max Time (sec)
o] 100 200 10
(] 100 200 10
Left Turn
Threshold (milliG) Set Time (msec) Clear Time (msec) Max Time (sec)
0 100 200 10
(4] 100 200 10
Vertical
Threshold (milliG) Set Time (msec) Clear Time (msec) Max Time (sec)
0 100 200 10
[¢] 100 200 10
Magnitude
Threshold (milliG) Set Time (msec) Clear Time (msec) Max Time (sec)
[¢] 100 200 10

If you select Driver behavior as the Mode, configure the fields for Braking, Acceleration, Right Turn,
Left Turn, Vertical, and Magnitude (a change in any direction). You can specify a Threshold for each of
thebehaviorsthatwilltriggeranevent (canbeusedtocreatealarmsthroughloTConnect). Youcan
also define Set Time, Clear Time, and Max Time.

NOTE: Auto-calibration must be enabled for the Skyus device to determine which direction is forward,
so that vehicle motion can be measured correctly.

Threshold: The G force (measured in milliG to allow precise definition) that triggers a motion change
event. For fields where multiple thresholds are available, set a series of thresholds at different levels.

Set Time: The amount of time, in milliseconds, the G force must remain above the Threshold value in
order for an event to be triggered.
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Clear Time: Theamount of time, in milliseconds, before aneventiscleared. Whenan event is
triggered, it lasts until the Max Time value is reached, or until the Clear Time has elapsed without any
furtherreadingsabovethethreshold. Aneweventcannotbetriggereduntilthe previouseventhas
been cleared.

Max Time: The amount of time, in seconds, an event can last. If readings above the Threshold value
persist after this amount of time, a new event is triggered.

NOTE: Asingle change can trigger multiple events. For example, if the Thresholds for Braking are set
to 100, 200, 300, and 400, a 500 milliG motion triggers events for all four Thresholds.

Click Save Changes.
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Backup and Restore Sub Tab

Usethissub-tabtocreateadeviceconfigurationfilethatcanbeusedtobackupandrestoreyour
custom settings. You can also restore all settings to the factory default values.

S KYU S o.... Verizon Wireless LTE 7} sgnoud]

ﬁ Home

Settings o
* Bluetooth Sensors i
Wi-Fi Hotspot Device Mobile Network Advanced
.1. Connected Devices
Admin Password Preferences USE Serial Accelerometer Backup and Restore
O ars
@ Back up your Skyus settings and preferences to your computer. Fiease nate that the backup file will coly work with this particular Skyus,
a Setcings Backup
Save your Skyus setlings locally to your computer,
E Messages Skyus Admin Password: Yo will b bocked out If an incormect password Is used too
Ty tmes
© ncus
Restore
Upioad a previousiy saved backup file from this device 1o restore your settings.
Skyus Admin Password: You will be locked out if an incorrect password Ts used too
frarty tirmes.
Select a file: N file selected Browse
Restore to Factory Defaults

Restore all seftings to the factory defaull values,

Restore Factony Defaulls

Backup

TobackupcurrentSkyus 100BSeriessettings toafileonyourcomputer, enter your Admin password
in the Skyus Admin Password field.

Thedefault Admin passwordisprinted on the bottomof the router. If you have changed the Admin
passwordanddon’trememberit, select Sign Outin the top-right cornerof the Home page, clickl
forgotthe Adminpassword, andanswerthesecurityquestion. Thecurrent Adminpasswordwillbe
displayed.

NOTE: Ifyouenteranincorrectpasswordfivetimesinarow, youwill belockedout of theWebUI. To
unlock it, restart the router.

ClicktheDownloadbutton. The fileisautomatically downloaded toyour Downloads folder. This
configuration file contains all settings for the device, router and system functions. It does not contain
any modem settings or data.
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NOTE: Thebackupfilecannotbeedited orviewedonthe downloadedsystemoronanyotherdevice.
This file can only be restored for this model of Skyus router, and settings can only be viewed or
changed using the Web UI.

Restore

CAUTION: Restoring settings (uploading a configuration file) changes ALL of the existing settings to
matchthe configurationfile. Thismaychange the current Wi-Fisettings, breaking all existing
connections to this router and disconnecting you from the Web UI.

Torestoresystemsettingsfromabackupsettingsfile, enteryour Adminpasswordinthe Skyus Admin
Password field.

IntheSelectafilefield, clickBrowseandchooseabackupsettingsfiletorestore. NOTE: Youcanonly
restore a file that was created for this model of Skyus router.

Click the Restore Now button.
Your device will automatically reset and you will need to log back into the user interface.
Restore to Factory Defaults

Restore factory defaults: This button resets all settings to their factory default values.

CAUTION: Thisinitiates a restart and may change the current Wi-Fi settings, breaking all existing
connections to this router and disconnecting you from the Web Ul.

Restart Skyus: This button turns your router off and on again.

Shutdown Skyus: This button turns off your router.
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Mobile Network Tab

Usethistabtomodify themobile networksettingsonyour Skyus 100BSeriesrouter.
The Mobile Network Tab contains three sub tabs:

e Carrier Settings Sub Tab

e Carrier Connection Settings Sub Tab

e Manual DNS Sub Tab

Carrier Settings Sub Tab

UsethispagetomodifythecarriersettingsonyourSkyus 100B Seriesrouter. Youcansetup multiple
schedules for SIM usage for each SIM.

1. Vertzon Wirsless LTE 1) Sign Out 3]

Settings @
Wi-F1 Hotupot Devog Maobile Network Advanced

(RSl Carner Connection Settings | Manual ONS

Cellular Data

on Il
Turn Off Cefhuar datia 1o prevent o8 ntomet Lrarmc 1 e motile

Enabile aufomatic SIM swilch [C=2)Em
SIM switch schecule aclie [E)ER

Network Setlings

Slatus SIM Errer SiM Error

Wk day Cimrriee On lime O tirna:

Cellular Data

By default, cellular data is turned on. To turn off cellular data, move the ON/OFF slider to OFF.

CAUTION: If you turn cellular data off, Internet access via this device will not be possible. All
connections will be terminated.

Enable automatic SIM switch

To enable automatic SIM switching, move the ON/OFF slider to ON.
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SIM switch schedule active

Movethe ON/OFF slidertoONtoactivate theSIMswitchscheduleslistedunder Timeschedule. Use
the Add new schedule button to create schedules.

Network Settings
Active: Select a SIM to be active or to set a time schedule for that SIM.
Status: The current status of the SIM.
Carrier: The cellular carrier associated with the SIM.

CurrentAPN: TheAccessPointName (APN)currentlyusedtoconnecttothecellularnetwork
associatedwiththeSIM. The APNispre-configuredand, inmostcases, shouldnotbechanged.

Custom APN: Inmost configurations, the Skyus 100B Seriesrouter is used with adynamic IP and SIM
and the Access Point Name (APN) is available from the network, for example: vzwinternet. However, if
youareonaprivatenetwork, youmayneedtosetacustom APNforthe network tocommunicatewith
the Skyus device, for example: we01.vzwstatic.

The following table includes some commonly used APNs. Contact your carrier to confirm the correct
APN for your line of service.

Carrier APN Type APN
Verizon Public Dynamic vzwinternet
Public Static-West we01.vzwstatic

Public Static-Northwest | nw01.vzwstatic

Public Static-Northeast | ne01.vzwstatic

Public Static-South s001.vzwstatic
Public Static-Midwest mwO01.vzwstatic
AT&T Public Dynamic broadband
Public Dynamic i2gold
T-Mobile Public Dynamic fast.t-mobile.com

Time schedule

This section provides a list of the schedules you have set up for each SIM. Use the Add new schedule
button to create schedules.

SKYUS 100B SERIES USER GUIDE 50



Add new schedule Button

NOTE: SelecttheSIMonwhichyouwant tosetascheduleinthe Activesettingabove beforeselecting
the Add new schedule button.

Select this button to create a new schedule. You can create multiple schedules for each SIM. The Add
new schedule dialog box appears.

Add new shedule X

Week day Sunday $
Carrier SiM 1

On time HH-MM
Off time HH:MM

Week day: Use the drop down to choose a day of the week for the schedule.

Carrier: TheSIMonwhichyouaresettingaschedule. Tochange the SIM, close thisdialog and
select the correct SIMin the Active section above.

Ontime: EnterthetimeyouwanttheSIMswitchedonfortheselectedday, usingmilitarytime
in HH:MM format, for example: enter 08:00 for 8 AM.

Off time: Enter the time you wish the SIM switched off for the selected day, using military time
in HH:MM format, for example: enter 17:00 for 5 PM.

Click Save Changes.
The new schedule is listed in time schedules. You can delete a schedule with the Delete button.
Usethe SIMswitchschedule active toggle toactivate or deactivate all listed schedules.

Click Save Changes to save settings on the Carrier Settings sub tab.
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Carrier Connection Settings Sub Tab

Use this page to modify the ping settings on your Skyus 100B Series router.

Settings

Wi F Hotspot Device [Ty ra— Atvanced

Camer Setbnge Mareed DNS

Ping schedule

Ping lrexpssy: 5 Mernszy
Mumibeer of redries: 5

Png retry time: ) o

Ping Address

Primany addrcss: N GROGICOM m
Socondiegaiieen wnsbingoon
Signal strength: 130 .

| :Sme Clucges: |

Ping schedule
Ping frequency: The number of minutes between pings.
Number of retries: The maximum number of ping retry attempts.
Pingretry time: The length of time of ping retry attempts.

Ping Address
Primary address: The address of the primary server to ping. Use the Ping test button to test.
Secondaryaddress: Theaddressof thesecondaryservertoping. Usethe Pingtestbuttontotest.
Signal strength: If signal strength falls below this level, the carrieris switched.

Click Save Changes.
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Manual DNS Sub Tab

By default, the Skyus 100B Series router will automatically select the proper Domain Name Server
(DNS). However, this page allows you to select a manual DNS.

SKYUS

ﬁ Home

R Blustooth Sensors

-L Connecued Devices

O ol @ Tris device mutomaticall saiects 3 Domain Name Server (DNS) o you can manay set one.
f Tusm on Manual DS | )

a Swttings

DS 1 1P address: Pequired IPe4 or P8 address)

B wessages ;
DNS 2 1P addiress: Optionall 0PvA o v address)

@ anour

To turn on Manual DNS:
1. Check the Turn on Manual DNS box.

2. Entertheappropriaterequiredaddress(IPv4orIPv6)intheDNS1IPAddressfield. Thisaddressis
required.

3. Enter the appropriate optional address (IPv4 or IPv6) in the DNS 2 IP Address field. This field can
be leftblank.

4, Click SaveChanges.
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Advanced Tab

Advanced settings are intended only for users with advanced technical knowledge. For information
about the Advanced Settings page, go to Chapter 4, “Advanced Settings” on page 69.
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Accessing Messages

To access messages, select Messages from the Web Ul side menu. The Messages page appears.

) Sign out 3]

... Verizon Wirsless LTE

Messages

Ho Messiges

Mo messages

Dedete Al MesIges.

Messages Page

This page displays text messages sent to your device. These are typically messages from your service
provider and cannot be replied to, so no reply feature is provided.

Messages
Countersatthetopofthescreenindicate thenumberofunread (new) messagesand thetotalnumber

of messages.

Messages are listed in order of date. Unread (new) messages are indicated by an icon. Messages are set
toReadoncetheyaredisplayedonthispage, sothe nexttime the pageisentered, theywillnolonger

be marked as Unread.

Use the Delete All Messages button to delete all messages.
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Viewing Info About the Router

OntheWebUlIHome page, the Mobile Networksectionshows currentstatusinformationaboutyour
router and mobile network.

f-:uu]n Ot E

SKYUS et 1 e

ﬁ Home

541520 8605

* T 9900 0636 8014 618
1.00.001
n& Connected Devices 20

O‘sps

L2 seruings

Connecled
Jut 6 16:04:42 (none) amabd: [DMDB]{natice] - DMDBDM:

frmifios_syseventl:hew (P cient mac=14:2c:50:7¢:33:19, ifc=WIF1 1,
type=DHCF, ip=192.1681.5, host=eug-000635

Ju 6 16:04:42 (none) ansd: [ANSHnotice] - {mifios sysevent):
Generating Alert Notification deviceJoin\WiFi, title
notification_device_join_wifi_titke, label notification_device [oin_ wifi_labe

E Messages
Verizon Wirehss

@ About : LTE

00:02:41:21
(eckhimim:ss)

Juil 616:05:16 (none) webutog: [WEBUIJ:[notice] - {miflos. syseventk
Webll authenticate adrmin session slaried 19216815

2102 MB

1344 MB

166.248.205187

’.'-:.."' €ug-000635 1Pvd: 18216815

Toviewmoredetailedinformationaboutyourrouteranditsuse, select AboutfromtheWebUIside
menu.

The About page includes seven tabs:
e Current StatusTab
e DataUsageTab
e Device InfoTab
e Diagnostics Tab
e LogsTab
e Software UpdateTab

e Support Tab
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CurrentStatusTab

Use the Current Status tab to view Internet status, Wi-Fi hotspot information, and internet session

details.

SKUS)

ﬁ Home

* Bluetooth Sensors

-& Connected Devices

Q eps

8 sertings
E Messages
@ asour

Internet Status

About

Current Status

Internet Status
Status:

Network Name:
Technology:
Time Connected:
Recelved:

Transmitted:

IPv4

View Intemet Sessions

Wi-Fi Hotspot

Wi-Fi network name (SSID) :

Wi-Fi security :
Wi-Fi password (key) :

Wi-Fi mode :

Maximum devices allowed :

Data Usage Device info

.. Verizon Wireless LTE (7}

Diagnostics Logs Software Update Support
Connected

Verizon Wireless

LTE

00:45:31:54 [gd:hh:mm:ss)

3160 MB

27557 MB

100122197181
255255255252
100122107182

198.224.167135

2600:1001:0100:0506:215:ff:fe0c:1cd

Skyus-0000
WPA/WPAZ Mixed Mode

12345678

12

Status: Indicates whether your router is Connected or Disconnected.

Network Name: The cellular carrier network (for example, Verizon Wireless or AT&T)

Technology: The cellular technology (for example, LTE or 3G)

Time Connected: The cumulative time connected

Received: The cumulative amount of data received for the current 24 hr period

Transmitted: The cumulative amount of data transmitted for the current 24 hr period
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IPv4
IPv4 Address: The Internet IP address assigned to the router
Mask: The network mask associated with the IPv4 address.
Gateway: The gateway IP address associated with the IPv4 address.

DNS: The Domain Name Server currently used by this device.

IPv6é

IPv6é Address: Theglobal IPvéaddressfor therouter (blankif IPvéis turnedofforisnot supported by
the current network connection or carrier).

Viewlnternet Sessions
Select the View Internet Sessions button to see detailed information on internet activity.

Internet Sessions from 06/30/2018 6:39:46 PM to 07/01/2018 3:05:51 PM

Date/Time Duration Received Transmitted Total Data Roaming IPvé4 Address 1PvG Address

06/30/2018 &:39:46 PM 00:01:44:27 3TIMB 9.45MB 1306 MB 100.8263.70

06/30/2018 8:33:16 PM 00:18:15:56 17.33 MB 42.36 MB 50,50 MB 10082155207 2600:10010102:dc22:215:1Mle0c:11cd
OF/01/2018 30551 PM 00452848 3161MB 27466 MB 30628 ME 10012210743 2600:10010100:0506:215: Mt feOc1ic4

Wi-Fi Hotspot
Wi-Fi network name (SSID): The Wi-Fi network name.
Security: The type of security.
Wi-Fi password (key): The Wi-Fi password.
Channel: The Wi-Fi channel.
Wi-Fi Mode: The Wi-Fi mode.
Connected devices: The number of connected devices.

Maximum devices allowed: The maximum number of connected devices allowed.
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Data Usage Tab

Use the Data Usage tab to view details about data usage or to reset the data counter and settings.

S KY U S il Verizon Wireless  LTE 100% 5 signou3]

A Home About @

* Bluetooth Sensors Current Status Data Usage Device Info Diagnostics Logs Software Update Support

}. Connected Devices

Your estimated data usage is dispiayed below.,
O s
This may not mateh your bill. Gheck with your service provider for billable usage,
¢ Settings
Data used: 0.00GB
E Aiykmis Days remaining: 26
Last reset date:
@ About
Settings
Usage alert level: MNane &| If the desired level is not Bsted, selact Nona'
Cycle start date: 1 4| Data countar resets on this day of the month.

Note: Actual billed usage may be higher than the estimated data usage displayed above.

Estimated DataUsage

Thissectionmayvaryaccordingtoyourplan. [tcontainsagraphicalrepresentationof datausage.
Information is displayed for the current reporting period (starting from the Cycle start date you set),
unless you use the Reset Data Counter button.

Data used: An estimation of the amount of data used during the current reporting period.
Days remaining: The number of days left before the current reporting period ends.
Lastresetdate: Thedate when the datawaslast manually reset.
Select the Reset Data Counter button to restart the Data Used field.

Settings
Usage alert level: Specify an alerting threshold for data usage (from 20 MB to 20 G).

Cycle start date: Specify the start day of the month for your data counter cycle. NOTE: You can set
this to correspond to the start day of your billing cycle.

Make your selections and click Save Changes.
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Device InfoTab

This page presents useful information that will be needed in the event Support is required.

SKYUS?

ﬁ Home

* Bluetooth Sensors

e Connected Devices
O ers

L seuiings

B Massages

@ About

About
Current Status

Manufacturer:

Radio technologles supported:

Soltware Components
DeviceOS Version:
WI-Fi FW version:
Web Ul version;

PRI version:

Device Info

... Verizon Wireless

Inseego
Shyus 140
LTE

2000 0636 8020 368

P3
1012001

101001

204
5.00105.r11.012
2840000

100

Manufacturer: The manufacturer of this router.

LTE *

Diagnostics

Model: The model name and number for this device.

[,

Sign out3]

Radio technologies supported: The radio technologies supported by your Skyus device. This refers to

the Skyus 100B Series router and not the mobile network.

IMEI: TheIMEI (InternationalMobile Equipmentlidentity)forthisdevice. Thisisa150r17digitcode
usedtouniquelyidentifyanindividualmobilestationonaLTEnetwork. ThelMEldoesnotchange
when the SIM is changed.

MDN: The MDN (Mobile Directory Number)is the phone number assigned to the Skyus device. This

changes when the SIM is changed.
Hardware version: The hardware version for your Skyus device.

Firmware version: The version of the firmware (software) currently installed for the modem

component.

Software version: The version of currently installed software.

Software Components

Select the Software Components link to see the following version information for various software

components.

DeviceOS version: The version number for the OS (Operating System) and its components.
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Wi-Fi FW version: The version of the firmware (software) currently installed for the Wi-Fi component.
Web Ul version: The version number for the Web Interface.

PRI version: The configuration version currently applied to this device.
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Diagnostics Tab

Theinformationpresentedonthispageistypicallyonlyneededfortroubleshootingandtechnical
support. If you need to contact Support, please record this information and be ready to share it with
your Inseego Support Representative.

S KYU SI o... Verizon Wireless LTE [} signon3]

ﬁ Home About 0

|

* Bluetooth Sensors Current Status Data Usage Dewvice info Diagnostics Logs Software Update Support

.& Connected Devices

@ s cetaed information is used only for troublEShOOINg and technical SUPpPort.

O Hodem
GPS
Phone number (MDN):

¢ Sertings IMEE 9900 0636 8029 368
IMEISV: 0000 0636 8020 36
B wesseges FW version: 1012.001
@ P SIM status: Ready
1CGID: EO14800000427BEITTES
4G LTE Network
Status: Connected
Natwork operator: Verizon Wireless
Signal strength (RSRP): 101 ¢Bm
SNR (RSRQ): 1¢B
Band: 13
Roaming: No

Modem

Phone number (MDN): The phone number assigned to the Skyus device. Thischanges when the SIM
is changed.

IMEI: TheIMEI (InternationalMobile EquipmentIdentity)forthisdevice. Thisisa150r17digitcode
usedtouniquelyidentifyanindividualmobilestationonaLTE network. The IMEIdoesnotchange
when the SIM is changed.

IMEISV: This field combines the IMEI with an approval number for this type of device.
FW version: The version of the firmware (software) currently installed for the modem component.

SIMstatus: Thestatusof theSIMcard. If theSIMcardismissing, or this fieldindicates some formof
SIM error, connection to the mobile network is not possible.

ICCID: Theunique IDnumberassigned tothe SIMcard. Thiswillbe blankif thereisnoinstalled SIMor
a SIMerror.

4GLTE Network

Status: Indicates whether the LTE network has been detected (Not Available or Available).
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The following fields are filled when the LTE network is Available.
Network operator: The name of the LTE network.

Signal strength: The strength of the LTE signal, measured in dBm. Higher absolute values indicate a
strongersignal, forexample: -80dBmisastrongersignalthan-90dBm. NOTE: LTEsignalstrengthis
typically lower than 3G signal strength.

SNR: SNR (Signal-to-noise ratio) measures signal quality. Higher values indicate a better signal.

Band: Indicates the band used for the current LTE connection. NOTE: LTE networks may use different
bands in different regions.

Roaming: Indicates whether the current connection is a roaming connection.
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LogsTab

Usethistabifyouareexperiencingissueswithyourdevice. Logginganissueisthe best way toidentify
a rootcause.

Sign Out 5

SKYUS g

A tome About

* Bluetooth Sensors

Current Status Data Usage Device info Diagnostics Logs Software Update Support

.’\ Connected Devices
@ Logs are for roubleshooting, and are not needed for normal operation.

O eps Tum on loga =

Delete system log Alter 3 days | M the system log is full, then the oldest data is discarded,
* Settings regardiess of this setfing
B tessages

@ About

Turn on logs: Check this box to enable logging. When checked, the log information appears below.

Deletesystemlog: Usethisdrop-downtoselecthowlongthelogdataisretained. NOTE: Theoldest
datais deleted when the log is full, regardless of this setting.

Click Save Changes.

MobileNetworkLog: Select thisbuttontoviewloginformationregardingconnectionstothemobile
network.

System Log: Select this button to view log information on events other than mobile data connections.
Clear Log: Deletes all existing log data, making new data easier to read.
Refresh: Updates the log data being displayed.

Download Log: Prompts you to download log data to your computer or connected device.
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Software Update Tab

Software updates are delivered to the Skyus 100B Series router automatically over the mobile network.
Thistabdisplaysyour currentsoftwareversion, lastsystemupdateinformation, andallowsyouto
check for new software updates.

sgn o]

SKYUS g »

A tome About

* Allies Femory Current Status Data Usage Device info Diaprostics Logs Software Update Support
.X. Connected Devices Current Software

Software Version: 108001
O s

Check for New System Update
8 servings Checked for Update: 06/30/2018 11:44:44 AM

Update Status:
a Messages

Chack for Updat

© Avour

Last System Update
No updates applied

Sysiem Undate Higlory

Current Software

Software Version: The version of the software currently installed on your Skyus 100B Series device.

Check for New System Update

Checkedforupdate: ThedateandtimetheSkyusrouterlastcheckedtoseeif anupdatewas
available.

Update Status: This is area is usually blank. If you check for an update, the result of that check, or the
download progress of an update displays.

Check for update: Click this button to manually check for available software updates. NOTE: Normally
thisis not necessary, as updates are automatically pushed to the Skyus device.

e |fanewsoftware update is available, click Download now to install it.
¢ |fanewsystemupdate isavailable, you are given an option to install it now or later.
e Ifaconfiguration update is available, it isinstalled automatically.

Last SystemUpdate

This section displays details about the last software update, including the date and time of the last
update, and the name, source, package version and size of the update.

SKYUS 100B SERIES USER GUIDE 65



System UpdateHistory

Clickthe System Update History link to view details of the last updates (up to 20) that have been
downloaded and installed to this device. If no updates have been installed, this section will display the
current software version.
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Support Tab

If you need Support for your Skyus 100B Series device, use the Support tab to visit

https://www.inseego.com/support.

S KYU S .. ... Verizon Wirsless LTE i)

A Home About

Sign Out3]

* Bluetooth Sensors Current Status Data Usage Device info Diagnostics Logs Software Update Support
A Coannected Devices Your Device
O &Fs Modet: Skyus 160

Your Wireless Number:
* Setrings Online Help
E Messages Web-based Support: Please go to hif heh.

for FAQS and other support infarmation,

() Abou Mobile Network Support

Please conlact your sefvice provider for assistance.

Getting Help

Select the question mark (?) in the upper right hand corner of a page to view Help on that topic.
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Advanced Settings

Overview

Firewall

MAC Filter

LAN

Port Filtering

Port Forwarding
IPPT

Remote Management

VPN
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Overview

The Advanced Settings pages are intended for users with technical expertise in the area of
telecommunication and networking.

WARNING! Changingthe Advancedsettingsmaybeharmfultothestability, performanceand
security of the Skyus 100B Series router.

Advanced settings are available when you select Settings from the Web Ul side menu, then select the
Advanced tab.

The Advanced Settings page includes eight sub tabs:

e Firewall
e MACFilter
e LAN

e PortFiltering

e Port Forwarding

e IPPT

¢ Remote Management

e VPN
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Firewall

The Skyus 100B Series firewall determines which Internet traffic is allowed to pass between the router
and connected devices and protects your connected devices from malicious incoming traffic from the
Internet. The firewall cannot be turned off.

Use the Firewall tab to adjust the general security level of the firewall, designate a specific device to
receive all traffic, and set up specific firewall rules.

Sign Out 3]

SKYUS | >
A Home

* Blustooth Sensors

Settings

Wi-Fi Hotspot Device Mobile Network Advanced
'& Connected Devices m MAG Filler  LAN  Port Plteing Port Fowardnyg PPT  Remole Management VPS
O ors
& hdmoning [on N
Settings VPN passiiirough aliows connected devices 1o estabish a VPN tunnel,

B massoges IPv6 Transparent Mode Emorr

Transparent mode allows ¢ d devices to be a from the Internet,
@ About DMZ (IPv4)

oMZ: |

Destination IP Address: Enfer the IP address of the connected device to become

the DMZ destination.

VPN Passthrough

Tousethe VPNPassthrough, ensurethe ON/OFF slideris ON. ThisallowsyoutoestablishaVPN
tunnel while using the Skyus 100B Series router.

IPvé Transparent Mode

TouselPvéTransparentMode, slidethe ON/OFF slidertoON. Thisallowsconnecteddevicestobe
accessible from the Internet.

DMZ (IPv4)

DMZ allows theconnecteddevicespecifiedasthe DMZ IPaddress (the DMZ destination) toreceiveall
traffic that would otherwise be blocked by the firewall. NOTE: Allowing DMZ may assist some
troublesome network applications to function properly, but the DMZ device should have its own
firewall to protect itself against malicious traffic.

DMZ: Check this box to allow DMZ.

DestinationIP Address: Enter the IPaddress of the connected device youwish to become the DMZ
device (theDMZ destination). NOTE: YoucancheckthelPaddressof eachconnecteddeviceonthe
Connected Devicesscreen.
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Click Save Changes.

MAC Filter

The MAC filter allows only selected devices to access the Skyus 100B Series network. By default, MAC
filter is turned OFF.

Use this tab to turn the MAC Filter ON and specify device access.
... Vertzon Wireless LTE [} signow3]

Settings 7]

Wi-Fi Hofspot Device Mobdie Network Advanced

Firewat m LAN Fort Filtering Port Forvardng IPFT Remote Management VPN

o If turned on, only the selected devices can access the Wi-Fi network. This MAG Filter has no effect on Ethernet or USE devices. QOFF
Type Mame MAC Address Status MAC Address Filter Delete
Laptop & | eug-000635 28:80:a21b:8742 Your device O
Laptop % | Leifs-iPhone atedcaBh5c:8a Offline O |
Laptop & | eug-0D0635 14:8¢:50:7¢:3349 Offline O (]
:

To use the MAC filter, select the device(s) from the device list that you want to be allowed to connect
to the network and move the ON/OFF slider to ON.

CAUTION: Turning on MAC filtering immediately disconnects all devices that are not included in the
filter from the network.

NOTE: This device list includes all devices currently connected to the Skyus 100B Series router, except
those connected via Ethernet.

AddNewDevice: Usethisbuttontoaddadevicetothedevicelist, thenenterthedevicename, MAC
address, choose whether to select the MAC Address Filter checkbox, and click Save Changes.

To delete a device from the list, select its Delete checkbox and click Save Changes.

Todiscard any unsaved changes and refresh the list, click Refresh List.
NotesonBlockingDevices

There are two ways to block devices from connecting to the Skyus 100B Series router:

e Temporarily block a device from connecting to the router, including devices connected
via Ethernet.
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Tousethismethod, gotothe ConnectedDevices pageandclickthe Blockbuttonnexttothe
device.

¢ Permanently block a device from connecting to your router’s network.

Use the MAC Filter.
When blocking devices, the following information applies:

e Devicesblocked with Connected Devices > Block are blocked from the network, evenif the
MAC Filter is on and the device is enabled for the MAC Filter.

e Ifthe MACFilterison, and adeviceisblocked with ConnectedDevices > Block, and is not
enabledfortheMACFilter, thenitwillnotbeabletoconnect. Boththe MACFilterandtheBlock
prevent connection.

¢ IftheMACFilterison,andadeviceisenabledforthe MACFilter, thenthedevicewillbeableto
connect. However, itcanstillbe blockedusing ConnectedDevices >Blockorbydisabling the
MAC Filter.
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LAN

This tab provides settings and information about the Skyus 100B Series router's local area network
(LAN). For this device, the LAN consists of this device and all Wi-Fi and Ethernet connected devices.

S KYU SI W1... Verizon Wireless LTE 7} Sign Out 3]

A Home :
Settings 1]
* Blustooth Sensors
Wi-Fi Hotspot Device Mobéle Network Advanced
A Conn — Firewal WS Flver m Port Flienng Fort Fonar + Hesmote Mg T
O ars 1Pv4
IP Address: 19216811
¢ Settings
Subnet Mask: 255.255.2550
E Meszages
MAG Address: 26:80:a2 108700
G) About DHGP server:
DHCP Lease Time: 1440 minutes.
Start DHCP Address Range at: 19216812
DHCP Address Range: 192.1681.2 - 1921681002
IPvéE
Link-Local Address: feB0=acuT:00M1eT 72160

IPv4

IP Address: The IP address for this device, as seen from the local network. Normally, you can use the
default value.

SubnetMask: The subnet mask network setting for the Skyus 100B Series router. The default value
255.255.255.0is standard for small (class "C") networks. If you change the LAN IP Address, make sure to
use the correct Subnet Mask for the IP address range of the LAN IP address.

MAC Address: (read-only) The Media Access Controller (MAC) Address for the Wi-Fi interface on this
device. The MAC address is a unique network identifier assigned when a network device is
manufactured.

DHCP server: This checkbox turns the DHCP Server feature on or off. This should be left checked. The
DHCP server allocates an IP address to each connected device. NOTE: If the DHCP Server is turned off,
each connected device must be assigned a fixed IP address.

DHCP Lease Time: The number of minutesinwhich connected devicesmust renew the IPaddress
assignedtothembythe DHCPserver. Normally, thiscanbeleftat thedefaultvalue, butifyouhave
special requirements, you can change this value.
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Start DHCP Address Range at: The start of the IP address range used by the DHCP server. If the IPis
setontheclientdevice, usean|Paddressoutside of thisDHCPrange; if the IPaddressissetusingan IP
reservation, itwillusually beinside thisrange. NOTE: Only expertusersshould change thissetting.

DHCP AddressRange: TheIP addressrange used by the DHCPserver.

Toensurethataconnecteddevicewillalwaysbeallocated thesame IP Addressby the Skyus 100B
Seriesrouter, clicktheReservedIP Addressesbutton. Alist of deviceswiththeir MAC Address,
Current IP Address, and a field to enter a Reserved IP Address appears.

IPv6

Link-Local Address: The Link-Local IPv6 address if the connected device supports IPvé6.

Click Save Changes to activate and save new settings.
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Port Filtering

Port Filtering allows you to block outgoing Internet connections and permit only selected applications
toaccess the Internet. Trafficis identified by port numbers. Some applications are pre-defined. You can
define additional applications if you know the details of the traffic used and generated by the
applications.

S KYU S «.... Verizon Wireless LTE (2 seoud]

i neo Settings 2]

* Bluetooth Sensors

Wi-Fi Hotspot Dewice Mobile Network Advanced

J\ Connected Devices
Fireyvall MAG Fiiter LAN Port Filtenng Port Forwarding IPPT Femote Management VPN

O ors
: Port Filtering EE'E_:'E\
* Sartings If on, only traffic from selected applications: can access the Internet. Note that DNS Is always afiowed. o

Applications

E Maossages
Select the applications which you wish to allow.

@ avout

Email (POP3, IMAP, SMTF)
FTP

HTTP

HTTPS

00000

Teinet

Custom Applications
You can defing your own applications, and then turn hem on or off as needed. To define an application, you need 1o know the cutgoing ports used by the application.

On App Name Start Port End Port Protocol Delete

[ | cusom op 0

1ce

uppP
© Add a Custom Application IIQ_E,;]JDF

Port Filtering
To turn on port filtering, move the ON/OFF slider to ON.

To turn off port filtering, so that any application can connect to the Internet, move the slider to OFF.
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Applications
Select the applications you want to be able to access the Internet and click Save Changes.

The following table provides port numbers and protocol information for each port filtering application
listed.

Application Name Port TCP* STCP’ ubpP’
Email
POP3 110 Yes No Assigned
POP3S 995 Yes No Yes
IMAP 143 Yes No Assigned
IMAPS 993 Yes No Assigned
SMTP 25 Yes No Assigned
SecureSMTP 465 Yes No No
FTP control (command) 21 Yes Yes Assigned
FTP data transfer 20 Yes Yes Assigned
HTTP 80 Yes Yes Assigned
HTTPS 443 Yes Yes Assigned
Telnet 23 Yes No Assigned

Custom Applications
You can define up to ten custom applications.
AddaCustom Application: Use this buttontoaddanewrowto the customapplication list.
On: Checkthisboxif youwant thenewapplicationtobeabletoaccessthelnternet.
App Name: Enter a name for the custom application.

StartPort: Enterthebeginning of therange of port numbersused byoutgoing trafficfor the
custom application being added.

End Port: Enter the end of the range of port numbers used by the application.

*Yes indicates the protocol is standardized for the port number.
No indicates the protocol is standardized for the port number.
AssignedindicatestheportnumberisassignedbyIANA (Internet AssignedNumbers Authority) forprotocoluse, but
may not be standardized.
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NOTE: If the application uses a single port instead of a range, type the same value for both the
Start Port and the End Port.

Protocol: Select the protocol used by the port range from the drop-down list (TCP, UDP, or
both).

Delete: Check this box to delete a custom application. NOTE: Click on the Port Filtering tab
again to remove deleted custom applications from view on the screen.

Click Save Changes to save any changes made to the custom applications.
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Port Forwarding

Port Forwarding allows incoming traffic from the Internet to be forwarded to a particular computer or
device onyour Wi-Finetwork. Normally, the built-in firewall blocks incoming traffic from the Internet.
PortforwardingallowsInternetuserstoaccessanyserveryouarerunningonyourcomputer,suchasa
Web, FTP, or Email server. For some online games, port forwarding must be usedin order for the
games to function correctly.

IMPORTANT: Port forwarding creates a security risk and should not be turned on unless it is required.

Somemobilenetworks provideyouwithanIPaddressontheirownnetworkratherthananinternet|P
address. Inthiscase, Port Forwarding cannotbe used, because Internetuserscannot reachyour P
address.

w... Verizon Wireless LTE 7} signout3]

Settings @
‘Wi-Fi Hotspot Device Mobile Metwork Advanced

Firewall MAC Fifter LAN Port Filtesmg Port Forwarding IPPT Reamote Management VPN

Port Forwarding III;EH?
Port forwarding sends specific incoming traffic to a connected device. The connected device is specified using Its IP address, et
Application IP Address
] DNS
] FTP
L] HTTR/HTTPS
3 NNTP
] POP3/POP3S
] SMTR/Secure SMTP
O SNMP
] Teinet
] TFTP
Custom Applications
You can define your own applications, and then furn them on or off as needed. To define an application, you need to know the incoming ports used by the application.
On App Name IP Address Port Type Port Numbers Protocol  Delete
[¥] |CustomaApp1 Range/Single 3| From Te ToP 4 El

Range/Sngle
| Translate
© Add a Custom Application

Save Changes
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Port Forwarding
To turn on port forwarding, move the ON/OFF slider to ON.

To turn off port forwarding, so that any application can connect to the Internet, move the slider to
OFF.

Port Forwarding Applications
Check the box next to each Port Forwarding application that you want to allow.

If you want to limit service for an application to a single connected device, enter the IP address of the
target devicein the application’s IP Address field.

Click Save Changes.

The following table provides port numbers and protocol information for each port forwarding
application listed.

Application Name Port TCP* STCP’ UDP*
DNS 53 Yes No Yes

FTP control (command) 21 Yes Yes Assigned
FTP data transfer 20 Yes Yes Assigned
HTTP 80 Yes Yes Assigned
HTTPS 443 Yes Yes Assigned
NNTP 119 Yes No Assigned
POP3 110 Yes No Assigned
POP3S 995 Yes No Yes
SMTP 25 Yes No Assigned
SecureSMTP 465 Yes No No
SNMP 161 Assigned | No Yes
Telnet 23 Yes No Assigned
TFTP 69 Assigned | No Yes

*Yes indicates the protocol is standardized for the port number.
No indicates the protocol is standardized for the port number.
Assignedindicatestheportnumberisassignedby|ANA (Internet AssignedNumbers Authority)forprotocoluse, but
may not be standardized.
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Custom Applications

Youcanadduptotencustomapplications. Oncedefined, theseapplicationscanbe turnedonandoff
the same way as pre-defined applications.

Add a Custom Application: Use this button to add a new row to the custom applications list.

On:Checkthisboxifyouwanttheapplicationtobeabletoaccessthelnternet (enablingport
forwarding).

App Name: Enter a name for the custom application.

IP Address: If you want to limit service for the application to a single connected device, enter the IP
addressof thetargetdevice. TofindthelPaddressof adevice, gotothe ConnectedDevicespage.
NOTE: Toensure the deviceyou are forwarding to does not have adifferent IP address aftera
reboot, eitherstaticallyassignthelPaddressontheclientdevice, orsetupaDHCPreservation.

Port Type: Select Range or Translate from the drop-down list.

PortNumbers: Use theFromand Tofieldsto specify the range of port numbers tobe forwarded.
NOTE: Iftheapplicationusesasingle portinstead of arange, type thesamevalueinboththe From
and Tofields.

For translate ports, use the Ext. and Int. to specify ports. NOTE: Forwarding takes inbound trafficon a
porttothesameportonaclientdevice.Usetranslate portstosendtraffictoadifferentportonthe
clientdevice. Forexample, instead of havinginbound trafficon port 1234 forwardtoport 1234 of
the client device, you can have it forward to port 5678.

Protocol: Select the protocol used by the port range from the drop-down list (TCP, UDP, or both).

Delete: Check this box to delete a custom application. NOTE: Click on the Port Forwarding tab
again to remove deleted custom applications from view on the screen.

Click Save Changes to save any changes made to the custom applications.
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IPPT

UsethistabtoenableIPPassthrough onyourSkyus 100B Seriesdevice. IP Passthrough enablesyouto
assign a public IP address to a device connected on your network.

E! Sign [_')ulg

..... Verizon Wireless LTE -

Settings

Wi-Fi Hoispat Device Maotile Network Advanced
Flrewall MAC Filter LAN Port Filtering Port Forwarding m Remote Managemernt VPN
IP Passthrough

If enabied, one device (the first device detected) on the selected interface will oiiain the intermnet IP address assigned by the mobile network. All other
devices will Iose Intemet access.

Turn on IP Passthrough: O
IPPT Interface: [uss 3|
Ethernet |

IP Passthrough

TurnonlPPassthrough: ChecktheboxtoenablelPPassthrough. Thiswillenable thefirstdevice
detected on the specified interface to obtain the IP address assigned by the mobile network. NOTE:
When IPPT is turned on, all other devices will lose internet access.

IPPT Interface: Select aninterface from the drop-down. NOTE: When IPPT is enabled on an interface,
all other interfaces will be disabled.

Select Save Changes.
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Remote Management

Remotemanagementallowsyoutoenablethe Skyus 100B Seriesrouter tocommunicatetoloT
Connect. loT Connect is a cloud platform product that provides 360 degree visibility and secure
accessibility into your deployment from a single platform.

SKYUS

v... Verizon Wireless LTE

ﬁ Hame H
Settings L
* Blustooth Sensors V-1 Hotspot Desvice: Matule: Network Advanced
J\- Connected Devices Firewall MAC: Filter LAN Port Filtering Port Forwarding PPT VPN
Qs
Turn ON 1o enable IoT Connent report-fo-server ON “
n Sertings
Remole Server #1
E o & Connechon Stale: DOWN
@ AL Last Report: unknown
Configuration
Low Data
Names Inseege laT Gonnest
Server URL: Iingeego.cumulocity.com
Berver Porl: 1083
Sorver Passworck
Tratio Types IMEG
Exclude GPS: -
Reporting Interval: 15 minutes (Valid Reporting intervet: 5 to 1440 minutes)
R

NOTE: By default, the remote connection to IoT Connect is not active. To turn it on, move the ON/OFF

slider to ON.

RemoteServer

Connection State: A report on your router’s connection to the loT Connect server. Up indicates Skyus
100B Seriesrouteriscommunicating with loT Servers. Down means Skyus 100B Series routeris not
communicating with loT Connect servers.

Last Report: The time when your router last sent a packet to the loT Connect servers.

Configuration

Click Configuration to view or change configuration details.

Low Data: Check this box to utilize low data reporting. This shrinks the size of the packets your router
sends toloT Connectand canspeed up performance. Youwill still be able to use Connection Up or
Down, data usage measurements, alarms, and commands.

Name: This static value shows the name of the server configuration used for IoT Connect services.

Server URL: The server your router is communicating with. This must be the URL where your router is

registered.

SKYUS 100B SERIES USER GUIDE

82



ServerPort: Thisstaticvalueisprovided toshowwhichportyourrouterisusingforcommunication
with loT Connect.

Server Password: The password that was used to register your Skyus 100B Series device. NOTE:
Editing this field can affect your ability to utilize loT Connect services.

Traffic type: This static value is provided to show that the router is communicating via Inseego’s
protocol.

Exclude GPS: Checkthis boxif youdonot want the Skyus 100B Series router tosend GPSinformation
to the loT Connect server.

Reporting interval: This is the interval at which your device will send packets into the loT Connect
server. NOTE: A shorter interval means more data usage.

Reset credentials: This button clears credentials and resets all your remote server configurations back
to the default (loT Connect) settings.

Changeconfiguration: Thisbuttonbringsup the Change Remote Server Configurationdialog,
where you can change the configuration information shown on this page.
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VPN

UsethispagetoestablishatunnelconnectiontoanOpenVPNserverandroutealltrafficonconnected
devices through the tunnel.

SKYUS J— T

A Home Settings
* DhARaG S Wi-F1 Hatspot i bl Ntk Aatvanced
}l Connected Devices Firewall MAG Filler LAN ok Fiitomg Port Foeweding PP Penle Misagerment m
0 GPS W an OpenViN tune & estabisied, frame from senl through the tunnel and as such Por Fil 3 Port F 2 SETINGS Wil not De CIfeene, Thens i no need fod
connecied devices to use their own OpenVVPN client.
* Settings
iAuto-connect VPN 1
B vessages VPN Gonnection
@ About Conmeclion slatus: Rt configured
Confoation ime
VPN Settings
Seiup Mes: Drag Mees from your VPN provides e
Unamame:
Passwon

Auto-Connect VPN

When the Auto-connect VPN ON/OFF slider is ON, the VPN tunnel will automatically be established
wheneveraninternet connectionis made. When OFF, the VPN connection must be established
manually.

VPN Connection
Connection status: The status of the VPN connection.

Connection time: The amount of time the VPN connection has been established.

VPN Settings

SetupFiles: Draganddropthe OpenVPNconfigurationfilesfromyour OpenVPNproviderinthefile
upload area.

Username: Enter your OpenVPN connection username here.
Password: Enter your OpenVPN connection password here.
Clear all VPN settings: This button deletes all VPN files, logs, and resets all VPN settings.

Select Save Changes.
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Accessories

Included Accessories
Optional Accessories
Power Cable

USB Cable and Adapter
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Included Accessories

Your Skyus 100B Series router may include the following accessories. These items are also available for
individual purchaseif needed. Toorderanaccessory, contactyour Inseegosalesrepresentative.

Need updates
SKU: SK160NE-ACR Skyus 160 LTE Gateway, AC, Fixed Installation
Accessory PN
Whip Antennas ANT-00007
Backup Battery 40123117
120 VAC Power Cable CBL-00005

SKU: SK160NE-DCR Skyus 160 LTE Gateway, DC, Mobile/Remote Installation

Accessory PN

Whip Antennas ANT-00007
Backup Battery 40123117
DC Power and 10 Cable with Open Leads CBL-00004

SKU: SK160AP-ACR Skyus 160 LTE Gateway, AC, Fixed Installation

Accessory PN

Whip Antennas ANT-00007
Backup Battery 40123117
120 VAC Power Cable CBL-00005
SKU: SK160SNE-ACR Skyus 160S LTE Gateway, AC

Accessory PN

Whip Antennas ANT-00007
Backup Battery 40123117
120 VAC Power Cable CBL-00005
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SKU: SK160SAP-ACR Skyus 160S LTE Gateway, AC

Accessory PN

Whip Antennas ANT-00007
Backup Battery 40123117
120 VAC Power Cable CBL-00005

Optional Accessories

Thefollowingaccessories are optional. These items are available for individual purchase if needed. For
moreinformation or to order an accessory, contact your Inseego salesrepresentative.

Accessory PN

USB Cable (USB A to USB Micro-B) CBL-00003

USB Cable 120 VAC Adapter ACC-00028

USB Cable and 120 VAC Adapter CBL-00007

PoE (Power over Ethernet, 30 W) Injector ACC-00029

3 ft Ethernet Cable FW6829

5 ft Ethernet Cable FW6605

30 ft Ethernet Cable FW7920

50 ft Ethernet Cable FW6678

Serial to USB Adapter TBD

Power Cable

There are two standard power cords available, depending on which SKU is purchased. Both power

cords utilize a 4 pin Molex connector.

AC Power Cable

The AC power cable connects the Skyus 100B Series device from the 4 pinMolex connectortoa 120

VAC outlet.

DCPowerandlOCable

TheDC power cable connects the Skyus 100B Series device from the 4 pin Molex connector toopen

leads.
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Front View
4 Pin Connector
Molex 43025-0400
Or Equivalent

Pin # AC Power Cable DC Power and IO Cable
1 Power Power
2 Ground Ground
3 Power (Tied to Power) Ignition Sense
4 NA (Not Pinned) GPIO
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USB Cable and Adapter

Skyus 100B Series devicescanbe powered by USBwhen connected toapoweredhost deviceor
when connectedusinga USB to ACadapter. The following are sold as an optional accessory.

USB Cable (CBL-00003)

USB 2.0 Ato USB Micro-B, 1.5m

USBACAdapter (ACC-00028)

120VAC1.5Ato5VDC2A
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Product Specificationsand
Regulatory Information

Product Specifications
Regulatory Information
Wireless Communications
Limited Warranty and Liability
Safety Hazards

Installation and Operating Instructions
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Product Specifications

Device
Product: SK160NE SK160AP SK160SNE SK160SAP
Model Number: SKG1EM7455 SKG1EM7430 SKG1EM7455 SKG1EM7430
SKU: SK160NE-DCR SK160AP-ACR SK160SNE-ACR SK160SAP-ACR
(Mobile/Remote Install) (Fixed Install) (AC Power) (AC Power)
SK160NE-ACR
(Fixed Install)
Chassis: Ruggedized Reinforced Plastic
Dimensions: 118x98x33mm (4.65x3.85x1.31in)
Weight: 250g (8.5 0z) - with battery
Mounting: Integrated Mounting Tabs for #4 or #6 Screws
SIM: 2 x 4FF Nano SIM, Hinged Slide Lock SIM Sockets, (Accessible in Battery Tray)
Antennas: 2x SMAs for External Cellular Antennas
1xSMAfor External GNSS Antenna
Internal Wi-Fi/BT Antennas’
1/0: 1x Ignition Sense or Digital I/0, 1x Digital 1/0

BackupBattery: 4400 mAh Li-ion Rechargeable Pack, 12+ Hours of Active Use

Environmental
Operating Temperature (withBattery): -20-50°C(-4-122°F)
Storage Temperature (with Battery): -20-60°C(-4-140°F)
Operating Temperature (without Battery): -30-70°C(-22-158 °F)
Storage Temperature (without Battery): -40-85°C (-4-185°F)
CellularBands

Skyus 160LTEand Skyus 160SLTE (NE)

LTE:B1-B5,B7,B12,B13, B20, B25, B26, B29, B30, B41(Supports 2 Carrier Aggregation Downlink)
3G (HSPA+, UMTS): B1, B2, B3, B4, B5, B8

Skyus 160 LTE and Skyus 160sLTE (AP)

LTE:B1,B3,B5,B7,B8,B18,B19,B21, B28, B38-41(Supports 2 Carrier Aggregation Downlink)3G (HSPA+, UMTS): B1,
B5, B6, B8, B9, B19
3G (TD-SCDMA): B39

* Wi-Fi/Bluetooth not available for Skyus 160S products.
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Technology

Wi-Fi: Wi-Fi5 (802.11b/g/n/ac) up to 20 clients®

GNSS: aGNSS (GPS, GLONASS, Galileo), NMEA or TAIP Protocol, SUPL 2.0 Support, Local UDP and
Remote Streaming

Networking: Port Forwarding/Filtering, VPN Support, IP Passthrough, MAC Filtering, Serial over USB, etc.
UseriInterface: SkyusWeb Ul (https://my.skyus/ or192.168.1.1), InseegoloT Connect Secure Cloud Platform
Datalnterfaces: 1xUSBMicro-B (hostordevice), 1x GB RJ45 Ethernet (PoE in), Wi-Fi/Bluetooth®

Data Rates: Cat-6 LTE: 300 Mbps Downlink, 50 Mbps Uplink’

Power

5+0.25VDC@ 1A (powered USB2.0connectionrequired) viaUSB Micro-B Connector
9-32 VDC via 4-pin Connector
PoE in from PoE host (minimum of 802.3af, 15.4 W

OS Support

Windows 7 or newer

Linux Ubuntu 14.04 or newer, Linux Kernel 2.6.32 or

"Wi-Fi/Bluetooth not available for Skyus 160S products.
T Theoretical speeds only. Actual speeds depend on carrier network implementation.

SKYUS 100B SERIES USER GUIDE 92



Regulatory Information

PRODUCT: SKYUS 160NE, SKYUS 160AP

MODEL NUMBER: SKG1EM7455, SKG1EM7430

FCC ID: PKRISGSKG1EM7455

ICID: 3229A-SKG1EM7455

FEDERAL COMMUNICATIONS COMMISSION NOTICE (FCC - UNITED STATES)

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:

(1) This device may not cause harmfulinterference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

Thisdevice hasbeentested and found tocomplywith the limitsforaClass Bdigitaldevice, pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation.

This equipment generates, uses and can radiated radio frequency energy and, if not installed and used
inaccordancewiththeinstructions, may cause harmfulinterference toradiocommunications.
However, thereisnoguaranteethatinterferencewillnotoccurinaparticularinstallation. If this
equipment does cause harmful interference to radio or television reception, which can be determined
by turning theequipmentoffandon, theuserisencouragedtotrytocorrecttheinterferencebyone
or more of the following measures:

Reorient or relocate the receiving antenna.
-Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

- Consult the dealer or an experienced radio/TV technician for help.

Caution: Changesormodifications not expresslyapprovedby the party responsible forcompliance
couldvoid the user'sauthority to operate the equipment. Thisequipment must be installed and
operated in accordance with provide instructions and the antenna(s) used for this transmitter must be
installed to provide a separation distance of at least 20cm from all persons and must not be co-located
or operating in conjunction with any other antenna or transmitter.

CE RED:
Hereby, Inseego Corp. declares that the radio equipment type is in compliance with

Directive 2014/53/EU.
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The full text of the EU declaration of conformity is available at the following internet address:
https://www.inseego.com/support/

Notice: The device complies with RF specifications when the device used at least 20cm from human
body.

The device operates on the 5150-5350 MHz frequency range. It is restricted indoor environment only.
This product can be used across EU member states.

AT | BE|BG | HR | CY | CZ | DK

EE| FI |FR | DE | EL | HU | IE

IT | V| LT | LU | MT| NL|PL

PT | RO|SK| SI | ES | SE | UK

IC:

(EN)ThisdevicecomplieswiththeapplicableindustryCanada)Licenseexemptradioapparatus, the
operationis authorized under the conditions as follows: (1) this device may not cause interference, and
(2) the user of this device must accept any interference caused, even if the interference is likely to
affect itsperformance.

(FR)Leprésentappareil est conformeaux CNRd'Industrie Canadaapplicablesaux appareilsradio
exempts de licence. L'exploitation est autorisée aux deux conditions suivantes : (1) l'appareil ne doit
pas produire de brouillage, et (2) l'utilisateur de l'appareil doit accepter tout brouillage radioélectrique
subi, méme si le brouillage est susceptible d'en compromettre le fonctionnement.

(EN)Radio frequency (RF) Exposure Information The radiated output power of the Wireless Device is
below the industry Canada(IC) radio frequency exposure limits. The Wireless Device should be used in
suchamannersuchthatthepotential forhumancontactduringnormaloperationisminimized. The
device hasalsobeen evaluated and shown compliant with the ICRF Exposure limits under mobile
exposure conditions (antennas at least 20cm from a person’s body).

(FR) informations sur l'exposition de radiofréquences (rf) la puissance de rayonnement de l'appareil
sans fil est inférieure ala fréquence radio d'industrie canada (ic) limites d'exposition.l'appareil sans fil
devraitétreutilisédefacontellequelepotentieldecontact pendantlefonctionnementnormalest
réduit au minimum. le dispositif a été évalué et qui semble conforme a l'ic des limites d'exposition aux
rf sous des conditions d'exposition mobile (antennes d'au moins 20 cm du corps d'une personne).

(EN)Thefollowingstatementmustbeincludedwithallversionsof thisdocumentsuppliedtoanOEM
or integrator, but should not be distributed to the end user.

This device is intended for OEM integrators only. Please see the full Grant of Equipment document for
other restrictions.

SKYUS 100B SERIES USER GUIDE 94


http://www.inseego.com/support/
http://www.inseego.com/support/

(FR) U'énoncé suivant la déclaration suivante doit étre incluse dans toutes les versions de ce document
fourniaun oem ouintégrateur, mais ne devrait pas étre distribuées a l'utilisateur final.

ce dispositif est destiné aux intégrateurs de oem. voir le document de subvention d'équipement
d'autres restrictions.

(EN) The Innovation, Science and Economic Development Canada certification label of a module shall
beclearlyvisibleatalltimeswheninstalledinthehostproduct; otherwise, thehost productmustbe
labelled to display the Innovation, Science and Economic Development Canada certification number
forthemodule, precededbytheword”Contains”orsimilarwordingexpressingthesamemeaning, as
follows:

Contains IC: N7NEM7455
whereN7NEM7455 is the module's certification number

(FR)L'étiquette de certification d'un module d'Innovation, Sciences et Développement économique
Canadadoit étreclairementvisibleentout temps, unefoisinstalléedansleproduit hote. sinon, le
produit hote doit porter une étiquette indiquant le numéro de certification d'lnnovation, Sciences et
Développement économique Canada du module, précédé du mot "contient” ou d'un libellé similaire
exprimant le méme sens, comme suit:

Contient IC: N7NEM7455

OUN7NEM7455 est le numéro de certification du module

L'appareil fonctionne sur la plage de fréquences 5150 ~ 5350 MHz. C'est un environnement
intérieur restreint seulement.

The device operates on the 5150~5350 MHz frequency range. It is restricted indoor
environment only.

Wireless Communications

IMPORTANT: Due to the transmission and reception properties of wireless communications, data
occasionally can be lost or delayed.

This can be due to the variation in radio signal strength that results from changes in the characteristics
of theradio transmission path. Although datalossisrare, the environment whereyouoperate the
modem might adversely affect communications.

Variationsin radio signal strength are referred to as fading. Fading is caused by several different factors
including signal reflection, the ionosphere, and interference from other radio channels.

InseegoCorp. oritspartnerswillnotbeheldresponsible fordamagesof anykindresultingfromthe
delaysorerrorsindatatransmittedorreceivedwith theSkyus 100BSeriesdevice, orfailureof the
Skyus 100B Series device to transmit or receive such data.
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Limited Warranty and Liability

Inseego Corp. warrants for the 12-month period immediately following receipt of the
Productby Purchaser thatthe Productwill befree fromdefectsin material andworkmanship
under normaluse. THESEWARRANTIESARE EXPRESSLYINLIEU OF ALLOTHERWARRANTIES,

EXPRESS OR IMPLIED, INCLUDING,WITHOUTLIMITATION,ALLIMPLIEDWARRANTIESOF
MERCHANTABILITYAND FITNESS FOR A PARTICULARPURPOSE.

The exclusive remedy for a claim under this warranty shall be limited to the repair or
replacement, at Inseego’s option, of defective or non-conforming materials, parts or
components. The foregoing warranties do not extend to (I) non-conformities, defects or errors in
theProductsduetoaccident, abuse, misuse ornegligent use of the Productsoruseinotherthan
a normal and customary manner, environmental conditions not conforming to Inseego’s
specification, of failure tofollow prescribedinstallation, operating and maintenance procedures,
(I) defects, errors or nonconformities in the Product due to modifications, alterations, additions
or changes not made in accordance with Inseego’s specifications or authorized by Inseego, (lll)
normalwearandtear, (IV)damage caused by force of nature oract of any third person, (V)
shippingdamage, (VI)serviceorrepair of Product by the purchaserwithout prior written
consent from Inseego, (VIl) products designated by Inseego as beta site test samples,
experimental, developmental, reproduction, sample, incompleteoroutof specification
Products, or (VIII) returned products if the original identification marks have been removed or
altered.

Safety Hazards

EXPRESS OR IMPLIED,INCLUDING,WITHOUTLIMITATION,ALLIMPLIEDWARRANTIESOF
MERCHANTABILITYAND FITNESS FOR A PARTICULARPURPOSE.

The exclusive remedy for a claim under this warranty shall be limited to the repair or
replacement, at Inseego’s option, of defective or non-conforming materials, parts or
components. The foregoing warranties do not extend to (I) non-conformities, defects or errors in
theProductsduetoaccident, abuse, misuse ornegligentuseof theProductsoruseinotherthan
a normal and customary manner, environmental conditions not conforming to Inseego’s
specification, of failure tofollow prescribedinstallation, operatingand maintenance procedures,
(lldefects, errors or nonconformitiesinthe Product due to modifications, alterations, additions
or changes not made in accordance with Inseego’s specifications or authorized by Inseego, (lll)
normalwearandtear, (IV)damage caused by force of nature oract of any third person, (V)
shipping damage, (VI)service orrepair of Product by the purchaser without prior written
consent from Inseego, (VII) products designated by Inseego as beta site test samples,
experimental, developmental, reproduction, sample, incomplete oroutof specification
Products, or (VIII) returned products if the original identification marks have been removed or
altered.

Safety Hazards

WARNING: This equipment is to be installed by qualified personnel only.
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NOTE: This product is intended for restricted access whereby access is controlled through the use of a
means of security (for example, key, lock, tool, badge access) and personnel authorized for access have
beeninstructed on the reasons for the restrictions and any precautions that need to be taken.

Thisdeviceisdesignedtobeconnectedtoagroundedpowersource. Thesocket (outlet)supplied
withagrounded supply source, inorder to maintain the security provided by agrounded power
source to the device.

Donotoperatethe Skyus 100B Seriesdeviceinanenvironmentthat mightbesusceptibletoradio
interference resulting in danger, specifically:

Areas where prohibited by the law

Follow anyspecial rulesandregulationsandobeyallsignsandnotices. Alwaysturnoffthehost device
wheninstructedtodoso,or whenyoususpect thatit might causeinterference ordanger.

Where explosive atmospheres might be present

Donot operate your deviceinanyarea where apotentially explosive atmosphere might exist. Sparksin
suchareascouldcauseanexplosion orfireresultinginbodilyinjuryorevendeath.Be aware and comply
with all signs andinstructions.

Usersareadvisednottooperatethedevicewhileatarefuelingpointorservicestation.Usersare reminded
to observerestrictions onthe useofradio equipment in fuel depots (fuel storage and distribution areas),
chemical plants or where blasting operations arein progress.

Areaswithapotentially explosiveatmosphereareoftenbutnotalwaysclearlymarked. Potential
locations caninclude gas stations, below deck on boats, chemical transfer or storage facilities, vehicles
usingliquefied petroleumgas(suchaspropaneorbutane), areaswheretheaircontainschemicalsor
particles, suchasgrain, dust or metal powders, and any other area where you would normally be
advised to turn off your vehicle engine.

Near medical and life support equipment

Donot operateyour deviceinanyarea where medical equipment, lifesupport equipment, or near any
equipment that might besusceptible to any form ofradio interference. Insuchareas, thehost
communications device must be turned off. The device can transmit signals that could interfere with
thisequipment.

On an aircraft, either on the ground or airborne

Inadditionto FAArequirements, many airline regulations state that you must suspend wireless
operationsbeforeboardinganairplane. Pleaseensurethatthemodemisturnedoff priortoboarding
aircraft in order to comply with these regulations. The modem can transmit signals that could interfere
with various onboard systems and controls.
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While operating a vehicle

Thedriveroroperatorofanyvehicleshouldnotoperateawirelessdatadevicewhileincontrolofa
vehicle. Doing sowilldetract from thedriver or operator's controland operation ofthat vehicle. In some
countries, operating suchcommunicationsdeviceswhileincontrolofavehicleisanoffense.

Electrostatic Discharge (ESD)

Electricalandelectronicdevicesaresensitive toelectrostaticdischarge (ESD). Macintoshnative
connectionsoftware might attempttoreinitialize the device should asubstantial electrostatic
discharge reset the device. If the software is not operational after an ESD occurrence, then restart your
computer.

ROHS COMPLIANCE

As a part of Inseego’s corporate policy of environmental protection, Inseego takes every step to ensure
thatdevicesare designed and manufacturedtocomply tothe EuropeanUnion Directive2015/863
amending 2011/65/EU for the Restriction of Hazardous Substances (RoHS).

Installation and Operating Instructions

Temperature code, T4

SUITABLEFORUSEINCLASSI, DIVISIONZ, GROUPSA, B, C, DHAZARDOUSLOCATIONS, OR
NONHAZARDOUS LOCATIONSONLY.

THESEDEVICESAREOPENTYPEDEVICESTHAT AREINTENDED TOBEINSTALLED INATOOL-ONLY
ACCESSIBLE ENCLOSURE THAT IS SUITABLE FOR THE ENVIRONMENT.

WARNING: EXPLOSION HAZARD - DONOT DISCONNECT EQUIPMENT WHILE THE CIRCUIT ISLIVE OR
UNLESSTHE AREAISKNOWNTO BE FREE OF IGNITABLE CONENTRATIONS / AVERTISSEMENT - RISQUE
D'EXPLOSION. NE PAS DEBRANCHER PENDANT QUE LE CIRCUIT EST SOUS TENSION OU A MOINS QUE
L'EMPLACEMENT NE SOIT EXEMPT DE CONCENTRATIONS INFLAMMABLES.

ANTENNAS INTENDED FOR USE IN CLASS |, DIVISION 2 HAZARDOUS LOCATIONS MUST BE INSTALLED
WITHINTHE END USE ENCLOSURE. FORREMOTE INSTALLATION IN AN UNCLASSIFIED LOCATION,
ROUTING AND INSTALLATION OF THE ANTENNAS SHALL BE IN ACCORDANCE WITH NATIONAL
ELECTRICAL CODE REQUIREMENTS (NEC/CEC).

The USB, Serial, ETH ports, and Reset button may only be accessed for equipment set-up, installation
and maintenance within non-hazardous location. These ports and the associated interconnecting
cable shall remain inaccessible within the hazardous location.

Power Adaptor (optionally provided with the product) shall not be used in the hazardous location.
The instructions shall stipulate that if a power adaptor is provided with the equipment, the adaptor

and associated wiring harness may only be used in a non-hazardous (unclassified) location.
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Glossary

e 4G LTE—Fourth Generation Long Term Evolution. LTE is a standard for wireless data
communicationstechnologyandanevolutionofthe GSM/UMTSstandards. Thegoal of LTEisto
increase the capacity and speed of wireless data networks using new DSP (digital signal
processing) techniques and modulations that were developed around the turn of the
millennium. Afurthergoalis theredesignand simplification of the network architecture toan IP-
based system with significantly reduced transfer latency compared to the 3G architecture. The
LTEwireless interface is incompatible with 2G and 3G networks, so that it must be operated on a
separate wirelessspectrum

e 802.11(a,b,g,n, ac)—Aset of WLAN Wi-Ficommunicationstandardsinthe2.4and5GHz
frequency bands.

e APN—AccessPointName. The name of agateway between amobile networkand another
computer network, often the Internet.

o bps — Bits per second. The rate of data flow.

¢ Broadband —High-capacityhigh-speedtransmissionchannelwithawiderbandwidththan
conventionalmodemlines. Broadbandchannelscancarryvideo, voice, anddatasimultaneously.

¢ DHCP —Dynamic Host Configuration Protocol. Software foundinserversandrouters that
automatically assigns IP addresses and other configuration data to computers, tablets, printers,
and other devices connection to the IP network.

o DHCP Server — Aserver or service with aserver that assigns IP addresses.

e DMZ — demilitarized zone. A sub-network that contains and exposes an organization's
external-facing services to an untrusted network, usually a larger network such as the Internet.

¢ DNS —DomainName System. Asystem for converting host names and domainnamesinto IP
addresses on the Internet or on local networks that use the TCP/IP protocol.

¢ Firmware—Acomputerprogramembeddedinanelectronicdevice. Firmwareusually
contains operating code for the device.

e FTP—File Transfer Protocol. Astandard network protocol used to transfer computer files
between a client and server.

¢ GB-—Gigabyte. Amultipleof theunitbytefordigitalinformationstorage. Usagedependson
context. Whenreferringtodisk capacitiesitusuallymeans 10°bytes. Italsoappliestodata
transmission quantities over telecommunication circuits.

o Gbps — Gigabits per second. The rate of data flow.

e Hotspot—AWi-Fi(802.11)accesspointortheareacoveredbyanaccesspoint. Usedfor
connecting to the Internet.

SKYUS 100B SERIES USER GUIDE 103



e HTTP —Hypertext Transfer Protocol. An application-level protocol for accessing the World
Wide Web over the Internet.

e |EEE—Instituteof ElectricalandElectronicsEngineers. Aninternational technical/professional
society that promotes standardization in technical disciplines.

e |IMAP— Internet Message Access Protocol. An Internet standard protocol for accessing email
fromaremoteserverfromemailclients. IMAPallowsaccessfrommultipleclientdevices.

¢ IMEI—International Mobile Equipment Identity. Used in LTE networks to identify the device. It
isusually printed on the device and can often be retrieved using a USSD code.

¢ IP —Internet Protocol. The mechanism by which packets are routed between computersona
network.

o IPType —The type of service provided over a network.

e [Paddress—InternetProtocoladdress. TheaddressofadeviceattachedtoanIPnetwork
(TCP/IP network).

e ISP—Internet Service Provider. Also referred to as the service carrier, an ISP provides Internet
connection service (See Network Operator).

¢ Kbps — Kilobits per second. The rate of data flow.

e LAN-—Local AreaNetwork. Atype of network that letsagroup of computers, allinclose
proximity (such as inside an office building), communicate with one another. It does not use
common carrier circuitsthoughit canhave gatewaysor bridges toother publicorprivate
networks.

¢ MACAddress—Media Access Control. Anumber that uniquely identifies each network
hardware device. MAC addresses are 12-digit hexadecimal numbers. This is also known as the
physical or hardware address.

¢ Mbps — Megabits per second. The rate of data flow.

¢ MSID—MobileStation IDentifier. Anumberforamobile phone thatidentifiesthatphoneto
the network.

o NetworkOperator—The vendor that provides your wireless access. Known by different
namesindifferent regions, some examples are: wireless provider, network provider, or cellular
carrier.

¢ NetworkTechnology—Thetechnologyonwhichaparticularnetworkprovider’ssystemis
built; such as LTE or GSM.

¢ NMEA port—NationalMarineElectronicsAssociation port. The portthroughwhich
applications can access a GPS data stream.

o NNTP —Network News Transfer Protocol. The primary protocol used to connect to Usenet
servers and transfer news articles between systems over the Internet.
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e POP3—Post OfficeProtocol 3. Aprotocolinwhichemailisreceivedandheld foryoubyyour
Internet server until you download it.

o Port—Avirtualdataconnectionusedby programstoexchangedata. Itistheendpointina
logical connection. The port is specified by the port number.

o PortForwarding—Aprocessthatallowsremotedevicestoconnecttoaspecificcomputer
within a private LAN.

e PortNumber— A16-bit numberusedby the TCP and UDP protocols todirect trafficona
TCP/IP host. Certain port numbers are standard for common applications.

e PRL—PreferredRoamingList. Alistthatyourwirelessphoneordeviceusestodetermine
which networks to connect with when you areroaming (Network operator specific).

¢ Protocol—A standard that enables connection, communication, and data transfer between
computing endpoints.

¢ Proxy—AfirewallmechanismthatreplacesthelPaddressofahostontheinternal (protected)
network with its own IP address for all traffic passing through it.

¢ RADIUS — Remote Authentication Dial-In User Service. A networking protocol, operating on
port 1812, that provides centralized Authentication, Authorization, and Accounting (AAA or
Triple A) management for users who connect and use a network service.

¢ Router — Adevice that directs traffic from one network to another.

e RP-SMA — Reverse Polarity Sub-Miniature Version A. A connector interface with a screw-type
coupling mechanism for coaxial cables.

e RSSI — Received signal strength indicator.

e SIM—SubscriberldentificationModule. Foundin LTEand GSMnetwork technology, the SIMis
acard containingidentificationinformationfor the subscriberandtheiraccount. The SIMcardcan
be moved to different devices.

e SMA—Sub-MiniatureVersion A. Avariation of the SMA connector where the gender of the
interface isreversed.

¢ SMTP—-SimpleMailTransferProtocol. Thestandardprotocolforsendingemailsacrossthe
Internet.

¢ SNMP —Simple NetworkManagement Protocol. AnInternet protocol used tomanage and
monitor network devices and their functions.

e SSID —Service Set IDentifier. The name assigned to a Wi-Finetwork.

e TCP/IP-Transmission Control Protocol/Internet Protocol. The set of communications
protocols used for the Internet and other similarnetworks.

e TFTP—Trivial File Transfer Protocol. AnInternet software utility for transferring filesthat is
simplertousethanFTP, butdoesnot provideuserauthenticationanddirectoryyvisibility
supported by FTP.
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¢ Telnet —Ausercommandandunderlying TCP/IP protocol that allows a user onone computer
to log into another computer that is part of the same network.

e TTY -Text Telephones (TTY), also known as Telecommunications Device for the Deaf (TDD),
are used by the deaf, hard-of-hearing, and individuals with speech impairments to
communicate.

e UDP —UserDatagram Protocol (UDP) isacommunications protocol that offersa limited
amount of servicewhen messages areexchangedbetweencomputersinanetworkthatuses
the Internet Protocol (IP). UDPis an alternative to the Transmission Control Protocol (TCP) and,
together with IP, is sometimes referred to as UDP/IP.

e USB-—UniversalSerialBus. Aconnectiontypeforcomputingdeviceperipheralssuchasa
printer, mobile modem, etc.

e USBPortTypes—The USB portsoncomputersand hubs have arectangular Type Asocket,
and peripheral deviceshave a cable with a Type Aplug. Peripherals that do not have an
attachedcablehaveasquare TypeBsocketonthedeviceandaseparatecablewithaTypeA
and Type B plug. Ports and connectors are available in different sizes (for example, standard,
mini, andmicro).

e USSD-—UnstructuredSupplementaryService Data (USSD), also known as “Quickcode” or
“Feature code”, is a communications protocol used to send data between a mobile device and
network serviceprovider.

e VPN-Virtual Private Network. A secure private network that runs over the public Internet.
Commonly used to connect to an office network from elsewhere.

o Wi-Fi—Any system that uses the 802.11 standard developed and released in 1997 by the IEEE.

o Wi-Fi 5—The fifth generation of Wireless Fidelity, using 802.11ac on 5 GHz. This standard was
developed and released in 2013.

e Wi-FiClient— A wireless device that connects to the Internet via Wi-Fi

¢ WPA/WPA2— Wi-Fi Protected Access. A security protocol fir wireless 802.11 networks from
the Wi-FiAlliance.
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