HID CORPORATION

eProx°
Design Specification

For evaluation by prospective licensees

This document is made available to prospective licensees of HID eProxO technology under the terms of the
HID Non Disclosure agreement. The information it contains may be used for no other purpose than the
evaluation of the technology with a view to entering into alicensing agreement with HID.

The information contained in this document is preliminary and subject to revision.

Rev 06 June 7, 1999

HID Proprietary



HID

Table of Contents

1

2.

3.

4.

OVEINVIBIW ...ttt sttt e e et et 4
Passive Radio Frequency Identification DeVICE OVEN VIEW.........c.ocrurerierrermereressssisessessessssssessssssssssssssssssssssssssssssssssssssssnes 5
20 REAES o e R e e et 5
2.2 TG eueereieetretietrtei ettt R AR R R R £ R R AR R Rt R bbb 5
P2 T O 1= OO
231 Modulation
232 SYSEM HANASNAKE. ...ttt e ettt e
233 Backscatter Modulation
234 [ r= = o0 [ OO OO
235 (D 7= 117/ oo [0 = (o) o OO
24 ANENNA DESIGN NOES.....c.ceieeecteereeteereee et seas e b e s st ee e b e s b e e e s b e e b s s e b A sese b e e s an b e resebee et e s nseb et seanbeeas 7
24.1 Example Antenna Configuration and DESIGN HINES.........ccuieeivecieerisen st ssessssssesssssssssseens 8
eProxa Y - SpecificationSfor fUll INTEOraLION ... 9
I R = (0 F= 0 Y PP TPV TRTP 9
311 =< 101 o SR 9
312 FUNCLIONA BIOCK DIBGIAIM ......cvevicteireesieeesisissestsesssstsessssssessssssesssessssssssssssssssssssssssssesssssssssssssssssssssssssessssssnssssssesns 9
eProxa D - Proximity technology on a daughter DOArd..........coennnreresr e 10
41  General teChNiCal INFONMBLION.........cciurie e bbb et 10
411 EPrOX REBOES FUNCHIONAIILY .....vuceceececirececise st sts sttt ee st s et sss et esss st s s sssesssnssssssnsessnsssnns 10
412 (007 = 1100 @3 o: [T OO 11
413 AACCUIBEY ....eeeeeeeieieesesese ettt s b bbb se s e s e et e e R bbb £ £ e £ £ e AR AR e b e b b A nEeE £ e A et e R bbb b b e e et e ae b e b et et et ne et 11
A2 EPrOX D HarOWAIrE SECHON.....c.cu ettt bbb bbb bbbttt 11
421 (== 1o 1 o SO 11
422 FUNCLIONEl BIOCK DIBOIAIM ....c.eriiecireeieirereis ettt iseasi sttt bbb bbbttt 12
4.3 eProxX D PhySCal CharGCLENISCS. ... .ococurureurerireeirireasiseses ettt ettt 12
431 Circuit Board
432 [ 41 01 T OO
433 IVIOUITEING «.v1veveeeseeesesseeesessesesessssssessesessssssesessssesssessessssssesssessessssssssssesesnsassssesesesnssesssessesesnssssssnsnsnsasnssesnenssnsnsssseens
434 COMMECLONS .....covveaeeeees et eeseses s ese e ese bbb e e b s e AR eE bR e E e AR E bbbt p s
435 AATTEEIINAL. ..ttt s RS A R AR
436 Product Shipping Preparation
44 eProx D Reader SDECHICALIONS. ....c.ciiierireecirereeir sttt bbb bbb bbb
441 ENVironmental CharalteiSlCS .......c.vuurureierirecieireeis sttt bbb bbbt
442 Power Requirements (Linear Supply Recommended)
443 OPEIELING ParBMELENS ..ottt b e bbb e b bbbt bbb s ettt enns
444 REBO DISLANCE ...ttt ettt b bbbt s bbb e bbbttt

HID Proprietary 2



HID

A5 EPIrOX DEALA OULDUL ......covurererereeererereresiseessssseesesesesesesesssssssssssessssesesssssssssssssssssssssssssssssssssesesessssesssssssssssesesesesssssssssssssseses 14
5. eProx@ A -Proximity TEChNOIOGY ASIC ...t 15
51  eProx ASC Conceptual SoECHTICALION. ....ccuvveerereerereseeeireseeeressssasesssese s esessseesessssssessssessssssesssessessssssssssesssssssssssssssanes 15
511 [ oTo: D= - O 15
6. HID Reader Theory and Helpful SPECITiCALIONS......c.c.oveeerereerirecieiresirsessire st ssss s sesse s ssessssessssssensssssessssssenssnens 16
6.1  RFID Cardand Card ReA0er DESCIIPLON......ccvuivcererreeeressesiressesesessssesessssesssssssssssssessssssesssessessssssssssnsssssssssssssnsssessenss 16
6.2 125KHZ RECAIVEY INTOINMBLION ...ttt ettt bbbttt bbbt bttt
6.2.1 Baseband Frequencies, FSK Cards
6.2.2 Lower Sideband FrequenCIes, FSK CaraS.........o s ssas st ssesssse st sessssessseens 17
6.2.3 LS N ST 10 T07= S T = £ TP 17
6.24 T25KHZ NOLCH FIEENS.. ..ttt sttt ettt ee e 17
6.2.5 RECAIVES TECNNMIGUES....... ettt as bbb s bbbt ettt ee e 17
6.2.6 EXCItEr COil CONSIAEIBLIONS..........ooeiriereeirieeee ittt ettt 18
7. REAUEN SCNEMELIC. . ..ceiureereiereeriseiree et bttt 19
7.1 PartSlist QN target COSNG ....cvvreerrerreeriseriressirsssssessssssessssssesssessessssssesssssssssssssssssssssssssssssessssssessssssessssssssssesesssssannes 20
7.2 SOMWAIE FIOWCNEIT ..ottt bbb bbb bbbttt s s 21
721 L@ 1= ] 1T P PP TP 21
LS = g TTor= S T o] o Lo AT P R 22
9. GUIddinesfor REQUIBLOIY APPIOVAIS ..ottt bbbt sttt st 23
0.1 UNITED STATES.......otsteirtireiressisessssstssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssasssssssssssssssassssssassssssassssssessssssessssnes
911 Radio Transmitter FCC Certification
9.1.2 L= o= TS oS
.2 CANADA ...ttt R AR AR SRR AR AR AR AR R n e
921 Radio Transmitter Type Approva
0.3 EUROPE ...ttt sess st seas bbb £ R bR R et
931 CE Mark
9.3.2 Germany Radio TranSMitter TYPE APPIOVE .....cccuvirerereerireresisersssesesssssessssssessssssesssssssssssssssssssssssssssssssssssssssnnes 24
933 UK Radio TranSmitter TYPE APPIOVA ......c.cuiceeererieireeriresestsessssesessssssessssssesssssssssssssssssssssssssssssssssssssssssssssssssseens 24
934 TESE HOUSES......ocee ettt st 24
AppendiX | - ParametriC TES PrOCEAUL E......c.c.icireieirireietreree ettt sebs st s bbbt b bbbt 26
Appendix 11 - HID PIC ASSEMDIY SOUICE COUE........ccuruiureriieeirieieirereis st seis st sess bbb 28

HID Proprietary 3



HID

1. Overview

eProxO isHID Embedded Proximity Technology. It permits theintegration of aproximity card reader into alarm
system keypadsin avery cost effective, space efficient way.

By building eProxO into an alarm system keypad, manufacturers can provide arming,
disarming and other functions as aresult of aHID proximity card or key-fob being
presented at the keypad. This can replace or supplement arming and disarming by PIN,
resulting in asignificant reduction in false alarms.

eProxO can substantially reduce false darms aswell asmaking the dlarm system
accessible to users who might otherwise have been excluded through age (young and old)
or disability. It will be especialy useful for infrequent users of systems, such as maids and visitors. In commercia
environmentsit will facilitate the administration of users of the alarm system and enhance security.

eProxO can be configured to count presentations of the card, permitting additional functionality (configured on the
OEM side of the process). This can be used for such functions as distinguishing Arm Away from Arm Home or
permitting activation of keypad macros.

eProxO isavailablein three versions, each customizable to suit the licensee's particular situation.

= eProx Y consists of the hardware and software specifications that
will permit alicenseeto fully integrate an eProx card reader in an
adarm system keypad - using the keypad's own processor and
memory. Licenseeswill be ableto achieve avery low incremental
cogt, invalving only afew hardware components and the antenna.

= eProx D consstsof adaughter board and antenna supplied by
HID.

= eProx A consstsof an HID supplied ASIC for incorporation on to
the licensees circuit board and an antenna, supplied by HID or

e A variety of cards are
made to HID specification. available for eProx systems

eProxO can be designed to work with al HID compatible cards and

tokens, or can be restricted to particular card encoding. Licensees
will thus be able to maintain control over the sde of cardsand
tokens that function on the system should they choose.

Note: TheeProxO technology licensee permits the incorporation
of eProx into darm system keypadsonly. Licenseesinterestedin
other applications should discussthesewith HID. HID is
interested in any application of the technology that is cons stent
with its strategic plan and does not conflict with its obligationsto
itslicensees and business partners. The eProxO Technology
ProxKey fobs are ideal for eProx Licensing Program is not intended to permit licensees to
systems. manufacture stand-alone proximity readers.
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2. Passive Radio Frequency ldentification Device Overview

Radio Frequency |dentification Devices (herein known as‘RFID’) use radio frequency to identify, locate and track
people, assats, and animas. Passive RFID systems are composed of three components, an interrogator (herein
known as ‘' Reader’), apassive tag (herein known as‘ Tag'), and ahost processor. The Tag is composed of an
antennacoil and asilicon chip that includes basic modulation circuitry and non-volatile memory. The Tagis
energized by atime-varying electromagnetic radio frequency wave (herein known as‘RF’) that istranamitted by the
Reader. ThisRF signd iscaled acarrier signal. When the RF field passes through an antenna coil, thereisan AC
voltage generated across the coil. Thisvoltage isrectified to supply power to the tag. Theinformation stored in the
tag istransmitted back to the reader. Thisis often caled backscattering. By detecting the backscattering signdl, the
information stored in the tag can be fully identified.

2.1 Reader

Usually amicrocontroller based unit with awound output coil, peak detector hardware, comparators, and firmware
designed to transmit energy to atag and read information back from it by detecting the backscatter modulation.

2.2 Tag

An RFID deviceincorporating asilicon memory chip, awound or printed coil, and a tuning capacitor.

2.3 Carrier

23.1

2.3.2

A RF sine wave generated by the Reader to transmit energy to the Tag and retrieve data from the Tag. HID uses
125K Hz; higher frequencies are used for RFID tagging but the communication methods are somewhat different.
125K Hz utilize transformer-type el ectromagnetic coupling.

Modulation

Periodic fluctuations in the amplitude of the carrier, used to transmit data back from the Tag to the Reader. Systems
incorporating passive RFID Tags operate in ways that may seem unusual to anyone who aready understands RF or
microwave systems. Thereisonly onetranamitter, the Tag is not atransmitter or transponder in the purest definition
of theterm, yet bi-directional communication is teking place. The RF field generated by a Reader (the energy
tranamitter) has three purposes.

= |nduce enough power into the Tag coil to energize the Tag. Passive Tags have no battery or other
power source; they must derive all power for operation from the Reader field. 125KHz Tag designs must
operate over avast dynamic range of carrier input, from the very near field to the maximum read distance.

= Providea synchronized clock sourcetothe Tag. HID Tags divide the carrier frequency down to
generate an on-board clock for state machines, counters, etc., and to derive the data transmission bit rate
for data returned to the Reader.

= Actasacarrier for return data from the Tag. Backscatter modulation requires the Reader to peak-
detect the Tag's modulation of the Reader's own carrier.

System Handshake

Typica handshake of a Tag and Reader isasfollows:

= TheHID Reader continuously generates a RF carrier sine wave (when the field is turned on), watching
always for modulation to occur. Detected modulation of the field would indicate the presence of a Tag.

HID Proprietary 5
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233

234

235

= A Tag entersthe RF field generated by the Reader. Once the Tag has received sufficient energy to operate
correctly, it divides down the carrier and begins clocking its data to an output transistor, which is
normally connected across the coil inputs.

= The Tag' s output transistor shunts the cail, sequentially corresponding to the data which is being clocked
out of the memory array.

= Shunting the coil causes a momentary fluctuation (dampening) of the carrier wave, which is seen asa
dlight change in amplitude of the carrier.

= The Reader peak-detects the amplitude-modulated data and processes the resulting bit-stream according
to the encoding and data modulation methods used.

Backscatter Modulation

Thisterminology refers to the communication method used by apassive RFID Tag to send data back to the Reader.
By repestedly shunting the Tag coil through atransistor, the Tag can cause dight fluctuations in the Reader's RF
carrier amplitude. The RF link behaves essentially as atransformer; asthe secondary winding (Tag coil) is shunted
momentarily, the primary winding (Reader coil) experiences amomentary voltage drop. The Reader must pesk-
detect this data at about 60dB down (about 100mV riding on a 100V sinewave). This amplitude modulation loading
of the Reader's transmitted field provides a communication path back to the Reader. The data bits can then be
encoded or further modulated in anumber of ways.

Data Encoding

Data encoding refersto processing or atering the data bit-stream in between the timeiit is retrieved from the RFID
chip’sdataarray and its transmission back to the Reader. The various encoding a gorithms affect error recovery, cost
of implementation, bandwidth, synchronization capability, and other aspects of the system design.

Differential Biphase

The bit-stream being clocked out of the data array is modified so that a transition always occurs on every
clock edge, and 1'sand O's are distinguished by the transitions within the middle of the clock period.
This method is used to embed clocking information to help synchronize the Reader to the bit-stream; and
because it always has atransition at a clock edge, it inherently provides some error correction capability.
Any clock edge that does not contain atransition in the data stream isin error and can be used to
reconstruct the data.

Data Modulation

Although all the dataiis transferred to the host by amplitude-modulating the carrier (backscatter modulation), the
actua modulation of 1'sand 0'sis accomplished with an additiona modulation method.

FSK (Frequency Shift Keying)

This form of modulation uses two different frequencies for data transfer; the most common FSK modeis
Fc/8/10. In other words, a‘ 0’ istransmitted as an amplitude-modulated clock cycle with period
corresponding to the carrier frequency divided by 8, and a‘1’ istransmitted as an amplitude-modul ated
clock cycle period corresponding to the carrier frequency divided by 10. The amplitude modulation of
the carrier thus switches from Fc/8 to Fc/10 corresponding to 0's and 1's in the bit-stream, and the reader
has only to count cycles between the peak-detected clock edges to decode the data. FSK allows for a
simple reader design, provides very strong noise immunity, but suffers from alower data rate than some
other forms of data modulation.
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Figurefor FSK Modulation
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2.4 Antenna Design Notes

Obtaining good read-range performance from an antenna requires careful attention to several factors. All of
these factors are affected by the near proximity of electrically conducting (metal) surfaces, which are almost
always present in electronic systems. The most important characteristics of the antenna are:

Antenna Cir cuit Inductance

The antenna must be reasonably close to an inductance, which will resonate at 125K Hz with the series
2400r F capacitor that is present on the Proximity Reader circuit. The effective inductance seen by the
circuit is changed by the proximity of the antennato metal. For some antenna geometry’s, this effect can
easily be as much as 30% of total inductance.

Eddy Current Field Cancellation

When the antenna is located near metal, the effective range of the antenna may be reduced even after the
inductance of the antennais adjusted to obtain resonance at 125KHz. The range reduction is due to the
eddy currents present in the metal, which create a magnetic field opposing the antenna magnetic field.
The effect is more pronounced when the majority of the field produced by the antenna is perpendicular
to the nearby metal surface. This means alarge reduction of range for loop antenna placed parallel to a
metal surface, as much of the magnetic field is canceled by the field produced by eddy currentsin the
metal.

Antenna Circuit Q
Theresistive load caused by eddy currents in the housing may reduce the Q of the antenna circuit.
Ferrous materials are much worse in this respect than non-ferrous materials. AntennaQ isaso

dependent on antenna wire diameter, and whether or not aferrite core is used in the antenna
construction. A high Q antenna circuit is desirable.
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Antenna-Transponder Mutual Inductance

The antenna must be a size, which will have good mutual inductive coupling to HID transponders. If the
antennaistoo large, it will not couple well to keyfobs. If it istoo small, it will not couple well to
ProxCard |1 transponders.

Example Antenna Configuration and Design Hints

This example utilizes a simple freestanding, air-core coil and orients the antenna so that most of the magnetic
field produced runs perpendicular to the metal surface. This type antenna costs very little, and can be fit into
low profile housing. However, it is the type most adversely affected by the metal surface parallel to the
antenna. The minimum recommended distance from coil to metal surface is 0.40 inchesfor a1 inch (inside
diameter) coil.

Material

= Magnet wire, 32 AWG approximately 140 turnsx 5"/turn

Antenna Dimensions

For a circular antennawinding, a coil of approximately 1.2" diameter gives acceptable results. Larger
antenna will give more distance with ProxCard, but may not couple well to ProxKey (fobs). Smaller
antenna diameters may not couple strongly enough to the ProxCard |1 antenna.

AntennaWinding

Adjust total number of turnsto 675mH @ 125KHz while antennaisin proximity to the Reader housing,
in the same relative position and orientation, which will apply in the production unit. Note that the
housing material composition, thickness, and shape will all affect the measured inductance to some
extent. To obtain best results, perform the experiments carefully to faithfully reproduce the desired
product environment.

Read position for
ProxCard Proximity Tags

Antenna

ProxKey

(1111710777777 777 17777777 7777777777 7777 7777777777777777777
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3. eProxa Y - Specifications for full Integration

The precise cog, part count, code space and memory requirements for eProx Y will depend on the particular
implementation and the target processor. The following information istherefore given only asan indication to
permit preliminary evauation.

eProx Y providesdl the technical information that the darm system manufacturer requiresto fully integrating HID
proximity card reading into the keypad.

For software, HID provides the software code specification and flow chart. Sample code isavailablein Microchip
assembly language.

For hardware, HID provides the specification of the exciter drive and receiver circuitry dong with the partslist,
schematic and theory of operations of its own implementation. A total of four 1/0 lines are required on the
Mi Croprocessor.

3.1 eProxY Hardware

3.1.1

3.1.2

Description

Assuming the keypad microprocessor has the necessary capabilities and that a suitably regulated +5VDC power
supply isavailable, the following hardware will be required.

= EEPROM device, maybeinternd to the microcontroller
= Exciter drive and Recelver circuitry

= Connector for the exciter coil

Functional Block Diagram

Host
Microprocessor

Exciter Coil
Connector

E1

Exciter Drive and
Receiver Circuitry

E2

Four connections are required to 1/O lines on the microprocessor.
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4. eProxa D - Proximity technology on a daughter board

4.1 General technical information

4.1.1

eProx D provides al the componentry required for proximity card reading on a compact daughter board. Thisis
designed to be mounted on the key-pad circuit board, or to the key-pad enclosure, and connected to the key-pad
circuit board by a data connection, which in its smplest form can be asingle wire plus ground connection.

The daughter board is available asasingle or double-sided SMT board as shown below. Typica dimensionsare
shown in the diagrams, though it should be noted that smaller configurations could be achieved if required.

The antennais mounted in asuitable location inside the enclosure and is normally soldered permanently to the
daughter board. To suit particular physical arrangementsit can be connected by a suitable plug (minimum pin

spacing will be specified).

HID eFrox HID efrox
sample antenna . .
e T single sided board

|

|L 10"

thicknsee 0.2°

l— 15"

] | ax thickneee 0.25°

HID eFrox
dbl sided board

max thicknsee 035"

The antennais available in multiple configurations to suit different gpplications. Typica isawirewound,
rectangular configuration as shown. It isaso possible to use awire wound ferrite rod, which is more compact, but

brings more orientation challenges.

eProx Reader Functionality

The eProx unit has the ability to read HID formatted cards. Optionally, it may read only cards from a particular

series.

eProx unit output will use a protocol adapted to the dlarm system. It is envisaged that the eProx unit may either pass
data to the keypad processor on alocal data bus or directly to the control unit processor on the dlarm system keypad
databus. The choice herewill largely be dictated by the alarm system architecture, available inputs on keypad

processors and other system level considerations.

HID Proprietary
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4.1.2  Operating Cycle
The eProx unit will operate in two states:.
» |de/Ready
= Busy/Transmitting
The Idle/Ready State isthe normal state waiting for atag to be presented. When atag is presented and is being read,
the eProx unit isin the Busy/Transmitting State.
4.1.3  Accuracy

The unit will not have more than 1 miss-reads per 10 million.

4.2 eProx D Hardware Section

4.2.1 Description

The daughter board hardware will consist of the following components:
= Microcontroller
= Voltage regulator for the board power control, +5VDC (optionad)
= EEPROM device, maybeinternd to the microcontroller (optiond)
= Externa power connection w/switching or jumper capability
= Connector for the data interface and (optional) indicating devices
= Exciter drive and Recelver circuitry

= Connector for the exciter coil (optional)

HID Proprietary 11
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4.2.2  Functional Block Diagram
External Power
Connector
G +DC
‘ e GND PWR
Voltage
Regulator
P! System
Connector
<& = +DC
GND PWR
———+5VDC
Data 1
””””” OBFGHaF******** Data 2
128BitiZC | eptoral-————--—- LED1
EEPROM to E
Microchip MicroController | eptonRar-------- LED 2
241.C00
4leadPDIP | | optonal-------- Beeper
””””” optonal————— o
J 777777777 OBFGHaI’ 77777777 Card/Present
= J;i GND Signal
Exciter Coil
Connector
Exciter Drive and El
Receiver Circuitry E2

4.3 eProx D Physical Characteristics

4.3.1 Circuit Board

The circuit board isasingle or double-sided SMT board. It isavailable conforma coated if required. 1t can also be
supplied fully potted.

4.3.2 Dimensions

Typica dimensions of the daughter board are 1.5" x 1.0" x 0.25" (single sided) and 1.0" x 0.64" x 0.35" (double
sided). Smadller configurations and polygonad configurations can be provided.

4.3.3 Mounting

The board must be securely mounted to the host circuit board or to the keypad enclosure. 4 mounting holesare
provided. One mounting hole can provide aground connection. Alternative configurations can be designed if
required.

HID Proprietary 12
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4.3.4  Connectors

The following connectors are typically used:

Power Flying leads

Ground Flying lead or by metal mounting screw
Data Suitable plug

Antenna soldered or suitable plug

4.3.5 Antenna

Thetypicd eProx D antennais acopper wound coil, 2.2" x 1.5" x 0.2", with two flying leads for connection to the
circuit board. The antennamay be configured in many different waysto suit particular physica arrangementsinside
the keypad. An dternative ferrite rod antenna can be used.

4.3.6  Product Shipping Preparation

eProx D units can be packaged individually or in quantity in a shipping box or in asuitable tray for the customer's
manufacturing process. Antennae and circuit boards can be packaged separately to facilitate incorporation at

different points of the manufacturing process.

4.4  eProx D Reader Specifications

4,41 Environmental Characteristics

Operating Temperature Renge -30Ct065 C(-22’F 10 150 F)
Storage Temperature Range -40°Ct085 C (-40 F 10185 F)
Operating Humidity Range 5% to 95% non-condensing

Operating Vibration Limit

0.04¢%/Hz 20-2000Hz

Operating Shock Limit

309, 11nBec, Half Sine

4.4.2  Power Requirements (Linear Supply Recommended)

Power Supply Linear

Operating Voltage Range 5.0vDC-14.0vDC
Absolute Maximum (DC+ non-operating) 16.0vDC

Peak Current 12V (maximum) 60mA

Average Current 12V (maximum) 35mA

HID Proprietary
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443

4.4.4

Operating Parameters

Excitation Frequency 125KHz
Read and Report Speed (Clock and Data) 506nHec
Card read discrimination interval 180ntec

Read Distance

ProxCard 111 Proximity Card 20
DuoProx Il Proximity Card 15
ProxKey I11 Proximity Key Fob 0.75"
IsoProx 11 Proximity Card 15

4.5 eProx Data Output

eProx D can be provided with avariety of outputs to suit the target application. The output can be provided as serid
datain anumber of protocols or asparald data. Thefollowing list is hot exhaustive and HID isready to work with
customers to define custom protocol s that optimize the data communication for the target processor. Thiscan
include truncation of the card ID, trandation of the card 1D to user number and counting the number of
presentations. With all of the following data communications options, the eProx D can dso optiondly drive 2
LED'stoindicate valid read and invalid read, aswell asabeeper. Thereisaso alinethat may be used asan
interrupt if the dataisto be read by the microprocessor without a UART and aline that can be used to signd "ready
to receive".

= Onewire plus ground asynchronous serial datain acustom format.

= Asynchronous datain RS232 format at 9600 baud on two wires (data plus ground).

= Asynchronous datain RS232 format at 9600 baud on two wires (send, receive and ground).
= |2C format asynchronous serid data

= Pardld dataon eight wires plus ground plus controls.

Initsbasic configuration, the eProx D generates and sendsits own clock pulsesfor formatsthat require a separate
clock signa. However, the clock can aso be supplied by the host processor in responseto asignal on the interrupt
line and the eProx D will use the supplied clock and treat its presence as a"Ready to Receive' signal.

Designers may wish to consider using an additional one, two (or more) wires on their key-pad connection to the
contral unit, and transmitting data directly from the eProx D to the control, rather than the key-pad processor, using
1%C or EIA RS232 or R$422. Notethat thisinvolves additional protection against static discharge and RFI.
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5. eProxa A - Proximity Technology ASIC

The eProx ASIC putsthe functionality into asingle integrated circuit. This part of the overall eProx project istill in
the specification stage and the final implementation of the ASIC can include specific functionality required by

licensees. HID intendsto use theinput gathered during the implementation of eProx D to finalize the specification

of eProx A.

Conceptualy, dl that has been written above for eProx D can apply to eProx A, including the option of the reader
communicating directly with the control processor rather than the key-pad processor. HID is keen to explore with

adarm system designers the various options here in order to optimize the product for licenseg's planned darm system

architectures.

5.1 eProx ASIC Conceptual Specification

5.1.1 Block Diagra

m

Memory

A

\

Internal
Regulator

A

110
Control
Lines

A

\

[

A

\

MicroProcessor Core

A

Exciter
Circuitry

\

Receiver
Circuitry

A
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6. HID Reader Theory and Helpful Specifications

6.1 RFID Card and Card Reader Description

The HID tag reader (herein know as‘ Reader’) generates a 125K Hz AC magnetic field with the use of amagnet wire
cail (referred to asan “exciter”), located inside the reader enclosure. The coil is connected to a 125K Hz square wave
signal source through a capacitor. The cail/capacitor combination is designed to form a series resonant network that
istuned to 125K Hz. The resonance of the coil/capacitor network turns the square wave drive signal into asine wave
AC current. The magnetic AC field produced by the current in the coil propagatesinto space and isintercepted by
the remote RFID tag (cards and fobs), severa inches from the coil. Another coil inside the RFID tag collects some
the intercepted magnetic field and convertsit into a 125KHz AC voltage. A capacitor connected in pardle with the
coil formsaparale resonant circuit. The pardlée resonant circuit improvesthe cail’ s efficiency in converting the
AC magnetic fied into avoltage. The voltage across the tag cail is routed to a RFID microchip, dso insde thetag.
The analog front-end of the RFID chip converts the mgority of the energy from the AC voltage produced by thetag
cail into a DC voltage that is used to supply power to the microchip. In addition, the 125KHz AC voltageis used by
the microchip to form adigital clock signal. The microchip usesthe clock signal to produce aseria datamessage
from a non-volatile memory, within the microchip. The digital message signal controls an el ectronic switch that
connects and disconnects aresistor to the tag coil. The resistor forms aload acrossthe RFID tag coil and causesthe
AC voltage across the coil to be reduced. Asthe digital message emerges from the RFID microchip and switchesthe
resistor across the coil, the AC voltage waveform across the RFID cail is amplitude modulated or frequency
modulated. When the tag is placed in front of the Reader, some of the modulated signal from the RFID tagis
coupled to the Reader’ s coil and appears as weak amplitude modulated signal. Asthetag ismoved closer to the
Reader cail, thelevel of modulation seen across the Reader coil increases. The modulated voltage acrossthe

Reader’ s cail is processed by the Reader’ s e ectronic circuit and is ultimately shaped into the original digital
message that emerged from the tag’s RFID microchip.

Thelaws of physics dictate that the strength of the magnetic field projected outward from an open coil will decrease
according an inverted cube relationship. In other words, if the separation distance between atag and a Reader is
increased by afactor of two, the magnetic field strength will decrease by afactor of eight. To maintain the same
signa level at the RFID tag, the current in the Reader’ s coil would then have to be increased by afactor of eight. At
agiven desired tag read distance, the Reader’ s excitation magnetic field needs to be strong enough to activate the
RFID tag. The Reader’ sreceiver circuit aso hasto be sensitive enough to detect the weak signal produced by the
distant RFID tag. If thetag'scircuit isbeing fully activated by the Reader’s magnetic field but the Reader isnot able
to detect the tag' sreturn signal, the system is said to be “receive limited”. The tag would then have to be moved
closer to the Reader to be read, shortening the read distance. In other cases the Reader’ sreceiver circuit may be
sensitive enough, but the magnetic field produced by the Reader isinsufficient to excite the tag. Such systems are
said to be “exciter limited”. Again, the tag would have to be moved closer to the Reader to beread. Thegod ina
properly designed RFID system isto generate a sufficient magnetic field to insure atag will be excited at a specific
distance and to have areceiver circuit sensitive enough to insure the tag' s return signal could be detected at that
same distance.

6.2 125KHz Receiver Information

The stlandard HID FSK RFID card’'s modulated signd is composed of two separate frequencies. The digital message
causes the modul ation frequency to shift between 12.5KHz and 15.625KHz. Therate, a which the datainformation
issent, isaround 1250 BPS. The minimum number of modulation frequency cycles per bit cdll isabout 7.
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6.2.1

6.2.2

6.2.3

6.2.4

6.2.5

The receiver section of an RFID reader must convert sideband FSK frequencies to baseband frequencies for proper
processing. | ssues pertinent to RFID readers are briefly discussed bel ow.

Baseband Frequencies, FSK Cards

=  Two modulation frequencies = 12.5KHz (125KHz , 10) and 15.625KHz (125KHz , 8)
= Difference between two frequencies = 3.125KHz.

= Center between two modulation frequencies = 14KHz.

= Maximum practical baseband band-passfilter Q = 4.5.

Lower Sideband Frequencies, FSK Cards

=  Thetwo tag modulation frequencies produce two lower sidebands -- F1 = 109.37KHz / F2 = 112.5KHz
= Difference between two sideband frequencies = 3.15KHz.

= Center frequency between two sidebands = 111KHz

=  Maximum practical 111KHz sideband band-passfilter Q = 37

FSK Band-pass Filters

If a band-pass filter were used with a 111KHz-center frequency, its bandwidth should not be less than
+1.5KHz and should have a Q less than 37. A Q greater than 37 would begin to attenuate the two sideband
frequencies. However, if non-adjustable and therefore |ess accurate components were used, a more practical
bandwidth would be about £2.5KHz with a Q of about 20. With a Q of 20, a bandpass filter centered at
111K Hz, would attenuate the 125K Hz-carrier signal by about 14db (, 5).

125KHz Notch Filters

A high Q 125KHz-notch filter could be used without influencing the sideband frequencies. For example, a
125K Hz notch filter with a Q of 40 would provide about 20db (, 10) of 125K Hz attenuation without altering
the sidebands. If three accurate pre-tuned Q=40 passive 125K Hz notch filters were used, before any active
stages, atotal of 60db (, 1000) of 125K Hz attenuation could be achieved. To receive both FSK and AM
modulation frequencies, the notch filters should not contain any additional frequency selection networks.
Notch filters using toroidal or potcore style inductors have been built with higher Qs and have tested to
provide up to 90db of 125K Hz filtering action. However, such filters would require manual adjustments.
Notch filters designed to be connected directly across the 125K Hz exciter coil will need to be able to handle
voltagesin excess of 250v peak to peak and will need to have high input impedance.

Receiver Techniques

A popular demodulation technique for receiversin RFID readersisreferred as envel ope detection and
consists of diode detector. The main advantage of the diode detector technique is that the frequency of the
signals of interest are three octaves removed from the 125KHz carrier frequency instead of only 10%
removed, as in the sideband receiver approach (no demodulation is used). The receiver filter circuits would
therefore be easier to achieve high gain as well as high selectivity without the use of expensive manually
adjustable networks.

The signal's observed across the exciter coil, would be a small card return signal that is superimposed on a
very strong 125KHz signal. The exciter coil voltage could be in excess of 250v peak to peak. A single diode
detector network would be used to convert the upper and lower sideband RFID card signals into baseband
signals. The signa following the diode detector would be a 125v DC level containing the very weak
15.65KHz and 12.5KHz baseband signals of interest and some 125KHz carrier signal. The rather high
voltages produced by the diode detection technique do need to be considered when selecting the circuit
components. Also, any filters following the diode detector will need to have high impedance, to prevent them
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6.2.6

from loading down the exciter signal. 125KHz carrier on/off duty cycle control schemes, often used to reduce
the average 125KHz power levels, also need to be considered. Each time the 125KHz carrier isturned on or
off a125v level shift would occur. The on and off exciter carrier switching produce very strong low
frequency components that would need be removed before the signal was fed to any active filters.
Fortunately, the duty cycle frequency is often only about 10Hz and could therefore be easily filtered with
some passive components

The low pass filters that form the diode detector circuit would need to be designed carefully. To prevent the
circuit from loading down the exciter signal across the coil, the filters will need to use high value resistors
and low value capacitors. For an exciter coil voltage of about 250v peak to peak, the filter resistors should be
greater than 400KW. A three pole passive low pass filter with aknee set at 16KHz and a slope of 18db per
octave would attenuate the 125K Hz-carrier signal by afactor of 54db (, 500). With such afilter, the rectified
125KHz 125v peak to peak signal would be reduced to about 0.25v peak to peak. However, if the RFID card
signal were only about 100V peak to peak, the ratio between the signals of interest and the 125K Hz noise
would still be about 68db. Additional filter and gain stages would be needed to produce useful RFID card
signal amplitude. If we assume a minimum processed signal level of 50mV peak to peak, then an overall
circuit gain of 500 would be needed. If the front-end low pass filter was connected to three bandpass filter
stages with aQ of 4 and an overall gain of 1000 the 100nV RFID card signal would be increased to 0.1 volts
and the 125K Hz carrier would be reduced to nearly nothing.

Exciter Coil Considerations

The card reader exciter coil is designed to generate an AC magnetic field. The magnet field is proportional to
the AC current in the coil and the number of turnsin the coil. To achieve a practical efficiency, a capacitor is
placed between the coil and the coil drive signal. The coil and capacitor form a series resonant circuit. At the
resonant frequency, the impedance of the coil/capacitor network dropsto alow level. Only the AC resistance
of the network limits the coil current. The dominant source of the AC resistance is the DC resistance of the
magnet wire used in the cail. The coil wire needs to be selected carefully to achieve the desired coil
inductance and the desired coil resistance. If the coil resistance istoo low the drive current will be higher
than desired. The coil diameter and wire gauge also need to be picked, based on the space available inside the
card reader.

To collect as much tag return signal as possible, the exciter coil should have as many turns as possible.
However, to maximize the magnetic field produced, the coil may need to have fewer turns. A compromise
must therefore be reached between these two exciter coil needs. For a given peak to peak drive signal applied
to the exciter coil, thereislarge family of possible coil/capacitor combinations that will resonate at 125K Hz.
But, the goal isto have a coil with the highest practical Q and the right resistance to limit the drive current.
By carefully selecting the magnet wire size such agoal can be achieved.

The cail’ s Q is determined by the ratio of itsinductive reactance and its series AC resistance. A high Q will
insure that frequencies higher than 125KHz will be attenuated. However, if the exciter coil isto also serve as
areceiver for the tag’ s return signal, the maximum practical Q should be less than about 40. Qs higher than
40 will cause the upper and lower sidebands of the tag signal to be attenuated. These two needs conflict with
each other.

If adesign cdlsfor aseries AC resistance of 15W, the inductive reactance of the coil will therefore need to be less
than 600Wto insure the Q is lessthan 40. A coil with an inductance of 750mH has about the right reactance.

If the coil network isto be driven from lower pesak to peak voltages, the coil design will need to change to maintain
the same magnetic field. In other words, the amp-turnswill need to be the same if the unit isto excite the distant tag
properly. The easiest way to achieve the voltage transformation is with the use of atransformer. The lower pesak to
pesk voltage would be connected to the primary of the transformer while the exciter coil would be connected to the
transformer secondary.
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7. Reader Schematic
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HD Part #

298-5104-11
296-0220- 00
290- 0005-03
290- 0005- 08
290- 0005-12
21-0005-03

297-1102- 14
296- 0331- 30
296- 0391- 30
296-0472- 30
296-0681- 30
23-0008- 01

164- 0003- 01
160- 0002- 01
308-0103-50
308-0472- 50
308-0104- 20
308-0102- 50
308-0100-50
308-4322-51
308-1821-51
308-3831-51
308-0000- 10
308-4022-51
308-0474-50
308-2741-51
308-2551-51
308-0393-50
308-0224-50
101- 0003- 15
152-0004- 01
11-0014-01

157-4024-01
11-0009-01

5365-360-01
14-0013-01

24-0010-01

24-0011-01

36-0002-01

Note:

7.1 Parts list and target costing

Vendor Nunber

Mir at a GRVB9- 25U104M)50BD
Mir at a GRVB9- X7R220J050BD
AVX TAID105M)16R

AVX TAID226M)20R

AVX TAJD106M)10R

AVX 18127A242GAT

Mir at a GRWVH0- COGL02@050BD
Mir at a GRWH0- X7R331K200BD
Mir at a GRWH0- X7R391K200BD
Mir at a GRVH0- X7R472K200BD
Mir at a GRVH0- X7TR681K200BD
I R 10MQ40

Mot orol a MVBDO14LT1

Mot or ol a MVBT2222AL

Dal e CRCWD603103JT

Dal e CROW603472JT

Dal e CROWL210104JT

Dal e CROW603102JT

Dal e CRCW603100JT

Dal e CRCW6034322FT

Dal e CRCW6031821FT

Dal e CRCW6033831FT

Dal e CRCW805000JT

Dal e CRCW6034022FT

Dal e CRCW603474JT

Dal e CRCW6032741FT

Dal e CRCW6032551FT

Dal e CRCW603393JT

Dal e CRCW603224JT

RCD MBI 330uHKT

Mot or ol a MC74AC04D
Mot or ol a MC34074D

Mot or ol a MC74HCA024D

Mot orol a LM2931CD

M crochip PIC 16C62

M crochi p 24C00-1/OT
General Semi SMAJ33CA
General Sem SMVAJ33A

Mur at a CSAC400MECMVD

AVP 640455- 2

AVP 640443-2

AVP 770666- 1

CUSTOM

Descri ption

Z5U, . 1UF 50V 20% 0603
X7R, 22PF 50V 5% 0805
TANT 1UF 16V 20% 7343
TANT 22UF 20V 20% 7343
TANT 10UF 10V 20% 7343
COG 240CPF 500V 2% 1812
COG 100CPF 50V 2% 0805
X7R 33CPF 200V 10% 0805
X7R 39CPF 200V 10% 0805
X7R 4700PF 200V 10% 0805
X7R 68CPF 200V 10% 0805

DI O SCHOT 40V 10MQ40 DO-214AC
DI O SW70V MVBD914LT1 TO 236AX
XSTR NPN 40V MVBT2222AL TO- 236AX

FI LM 10K . 063W 5% 0603
FILM 4. 7K . 063W 5% 0603

FI LM 100K . 250W 5% 1210

FI LM 1K . 063W 5% 0603
FILM 10 . 063W 5% 0603

FI' LM 43. 2K . 063W 1% 0603
FILM 1. 82K . 063W 1% 0603
FI LM 3. 83K . 063W 1% 0603
FILM 0.0 . 100N 5% 0805

FI LM 40. 2K . 063W 1% 0603
FI' LM 470K . 063W 5% 0603
FILM 2. 74K . 063W 1% 0603
FI' LM 2. 55K . 063W 1% 0603
FI LM 39K . 063W 5% 0603
FI LM 220K . 063W 5% 0603

I NDUCTOR, SMD, FI XED, 330UH

I C
I C

IC, CONTER 7BIT, HCA024, M5-012AB
VB- 012AA

I C

I N\VERTER AC04 NM5- 012AB
OP AVP MC34074, N5-012AB

VOLT REG ADJ, LM2931,

M CROPROCESSOR, PROGRAMVED

I C

VEM E2PROM  24C00

DI O TVS 33V SMAJ33CA DO 214AC
DI O TVS 33V SVAJ33A DO 214AC

RESONATOR, CERAM C, 4. COVHZ THRU

PCLARI ZED HEADER, .100", 2-PIN
RECEPTACLE, .100", 2-PIN
CST-100 CRI MP CONTACT

CO L, ANTENNA
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7.2 Software Flowchart

Following isthe system flowchart for the card reading functiondlity. Sample codeis availablein assembly

language and documented later in this specification.
Read Sequence Read Algorithm

< HID_READER( MAXSIZE;BUFFER,SIZE,STATUS) > (READ_TAG( MAXSIZE ;BUFFER.STATUS.FSKD

II
INIT BACKGROUND
TIMER

BUFFER[] =0
BITCOUNT=0
BYTECOUNT=0
STATUS.FSK = FALSE

!

INITIALIZE EDGE-TIMER
COUNTER PARAMETERS

FALSE TIME UP WAIT
NO
v EDGE
FALSE
‘ ‘READJAG( MAXSIZE ;BUFFER,STATUS FSK)‘ ‘ i
ﬁ CLEAR EDGE TIMER ‘
TR;UE ‘ FSK DISCRIM(;BIT,STATUS.FSK)‘ ‘
‘ ‘ CONFIRM_TWO(MAXSIZE, BUFFER;SIZE, STATUS.TWO) ‘ ‘
STATUS.TWO NO
TIMEOUT
TRUE TRiJE
I READER_OFF BUFFER[BYTECOUNT,BITCOUNT]=BIT
BITCOUNT=BITCOUNT+1
BYTECOUNT=BYTECOUNT+1

FALSE

BYTECOUNT =
MAXSIZE

?

STATUS.TWO
TRUE YTS
DECODE_MANCHESTER(BUFFER,SIZE;BUFFER,STATUS.DECODE FALSE GETURN(STATUS-FSK,BUFFER)
)

k.

C RETURN(BUFFER,SIZE,STATUS) )

7.21  Constraints
The following constraints must be taken into account in ng whether or not this functionality can be
implemented in the host processor.
Reader presently coded in assembly code for a PIC series of microprocessors running at 4.0MHz and has not
yet been tested on other types of microprocessors and frequencies.
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8. Technical Support

During the design stage, adesignated HID engineer will be available to the licensee design team to advise on any

agpect of theimplementation. In addition, HID engineering will review the suitability of the hardware and
enclosure physical arrangement for antenna positioning. They will advise on the best antennalocation and

mounting and carry out tests to establish the nominal read range for each type of HID card.

Upon product release by the licensee, responsibility for technical support of end users and ingtdlerswill remain

with the licensee's technical support staff. A troubleshooting manua will be supplied by HID technical support to
provide the methodol ogies necessary for troubleshooting the eProx units. The licensee technica support staff will
have accessto HID technica support aff in the event of unresolved problems.

Technical Support Process

For use when field problem is reported to licensee technical support staff

. Use
= Field problem ) Problem
< 8 reported troubleshooting resolved? Yes » End
o n procedures
c =
£ 05
c 2 T
L o
"3 \
HID reader
troubleshooting "
rocedure Ty !menspe Pass solution to
p No engineering P customer
~ solution
\/
[ 2
\
No
=)
Y
£ Yes
] License technical
£ support and Engineering
= engineering decide if HID
w discuss input required
Yes
= Yy
TS ) HID technical
o0 Licensee )
Q 8 . D Technic: support pass
£t Engineering support can solution to
-S 8— HD reader diiscuss with HID resolve? licensee technical
ACh= ] o troubleshooting Technical support :
a Write and maintain procedures support
HID reader A y
troubleshooting
procedures Revision or
X addition to
J troublshootin
g procedure
2 N 1
-g Reviews updates to
Q Notify troubleshooting HIDTech support HID
= ——— ¥ procedures. Maintain . X +| Engineering
> changes N . discuss with HID
c document in revision Engineeri resolve
gineering
w control process. problem
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9. Guidelines for Regulatory Approvals

When amodular transmitter or transmitter components are integrated into an electronic system which did
not previously contain a transmitter, the system becomes a transmitter. Worldwide, the new system now
requires Certification or Type Approval and no longer can be approved under EMC, unintentional radiator,
or self-declared test results kept in afile. Thereis presently no harmonization between countries for
125KHz RFID transmitters; for the most part, each country has its own requirements.

The only country that has a specific standard for electrical safety for RFID Readers as part of an Access Control
Sysemisthe US. CanadarequiresaCSA or cUL Mark that is not Access Control System specific. Europe has
no specific sandard and because HID RF Readers are powered by lessthan 75V DC, they do not fall under the
requirements of the European Low Voltage Directive.

9.1 UNITED STATES

9.1.1

9.1.2

Radio Transmitter FCC Certification
Grant of FCC Certification isalegal requirement to market and sell transmitter products in the US.

Standard: Code of Federal Regulations (CFR) Title 47, Part 15, Subpart C, “Radio Frequency Devices —
Intentional Radiators’

The OEM system containing a RFID Reader will requiretesting at a FCC approved laboratory. Either thelab or
the OEM is required to submit an application, test report, technical report, and feesto the FCC. Sincethe FCC
requires thisinformation for an application, the OEM is asked to provide HID with the FCC 1D number and
application confirmation number; HID will then submit the technical information directly to the FCC laboratory.

The FCC fee for the application is $940 and the confidentiality fee is $135. If a paper submission is made
to the FCC, the present time to grant of Certification is 3-4 months; if an electronic submission is made, the
timeis 2-3 months. FCC approved laboratory test and report fees are additional .

Upon grant of Certification, the OEM may then label his product with FCC ID number and the required
FCC one paragraph disclaimer.

Electrical Safety

Electrical safety is the responsibility of the OEM, UL Listing isnot alegal requirement in the US.

The 4065/8A ProxPoint OEM Module and the 4035/8C ProxGuts board level Readers are UL Recognized
Components.

HID has been securing UL Listing and UL Recognition by submitting products for investigation and testing to
UL, SantaClara

9.2 CANADA

9.2.1

Radio Transmitter Type Approval
The FCC test report is acceptable and the application will cost $425.

9.3 EUROPE

An EMC Certificate and Type Approval must be granted in one European Country before submissions can be
made to subsequent countries.
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9.3.1

9.3.2

9.3.3

9.34

The OEM will need to author a Declaration of Conformity stating that his product meets the requirementsto the
European Community Council Directive 89/336/EEC for Access Control Products and cite the standards to which
conformity is declared.

CE Mark

Standard: ETS 300 683, “Radio Equipment and Systems (RES); Electro-Magnetic Compatibility (EMC) standard
for Short Range Devices (SRD) operating on frequencies between 9KHz and 25GHZ"

Testing to ETS 300 683 by an accredited Test House in conjunction with testing to the below Radio Tranamitter
standards will dlow the OEM to apply the CE Mark to his product containing a RFID transmitter after obtaining
an EMC Certificate from a European Notified Body.

Germany Radio Transmitter Type Approval

ETS 300 330, “Radio Equipment and Systems (RES); Short Range Devices (SRD) Technical characterigtics and
test methods for radio equipment in the frequency range 9KHz to 25MHz and inductive loop systemsin the
frequency range 9KHz to 30MHZ"

BAPT 222 7V 122, “Licensng Regulation for Inductive Transmitting Devices for non-public Radio Control
Applications’

An accredited Test House or Notified Body can do testing to the above standards. The application and test report
isthen submitted to a German Notified Body who issuesthe Type Approva Certificate. The OEM isthen ableto
apply aproduct label with the TA number and three-character designation of the Notified Body.

The German Notified Body will invoice the applicant for DM 1, 750. Test House feesis additional.

When HID secures Modular Transmitter Type Approval for aboard level Reader, that Reader can be integrated
into an OEM product and the OEM need only have EMC testing done. The Product Type Approval process
described above is unnecessary.

UK Radio Transmitter Type Approval

ETS 300 330, “Radio Equipment and Systems (RES); Short Range Devices (SRD) Technical characterigtics and
test methods for radio equipment in the frequency range 9KHz to 25MHz and inductive loop systemsin the
frequency range 9KHz to 30MHZ"

MPT 1337, “ Performance Specification For low power transmitters and receiversfor usein the frequency bands
9KHz to 185KHz and 240K Hz to 315K Hz alocated for use with low power induction communications and
control systems’

An accredited Test House or Notified Body can test to the above standards. The application, EMC Certificate
copy, test report, supporting documentation, and application fee of £400 are submitted to the UK Radio-
Communications Agency (RA).

After Type Approval isgranted, the OEM may then apply the MPT 1337 labd to his product.

When HID secures Modular Transmitter Type Approval for aboard level Reader, that Reader can be integrated
into an OEM product and the OEM need only have EMC testing done. The Product Type Approval process
described above is unnecessary.

Test Houses

When the OEM wishes to engage the services of a Test Housg, it isimportant that the Test House is accredited in
the country of interest and is accredited to test to the above mentioned standards. Most Test Houses have
experience with EMC testing for e ectronic equipment. Fewer have experience with transmitters and fewer il
have experience with 125KHz transmitters. Very few are accredited to test 125K Hz transmitters to the above
standards. Most of these arein Europe and only one we know of isin the US (see below).
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HID has been using the services of CKC laboratories as aradio transmitter approvd “one stop shop”. CKCisa
USlab that is accredited in Germany, the UK, and severd other European countries for testing to the above
mentioned standards. They can test for the FCC, Canada, Germany, and the UK at the same time for one product.
They generate and submit test reports and applications to each country.

CKC Laboratories, Inc.
5473A Clouds Rest
Mariposa, CA 95338
209-966-5420
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Appendix | - Parametric Test Procedure

Equipment Required

1) Variable Power Supply, 4.75V and 16V @ 1A DC

2) Oscilloscope, Tektronix 465B or equivalent

3) One 10X Oscilloscope Prabe, Tektronix P6119B or equivalent
4) DVM, Fluke 87 or equivalent

5) Standard Wiegand Card

6) Ruler, Inch (Wood or Plastic)

Setup

1) Locate Unit Under Test (UUT) at least four inches away from nearby metallic surfaces such as metal
bench tops or metal framework.

2) With the DC power supply adjusted for maximum specified DC voltage and the output disabled, connect the
positive lead of the DC power supply in line with the ammeter to VDD. Connect DC power supply ground to
GROUND.

3) Set oscilloscope time base for 20n8&/division, channel 1 to 0.5 V/division and triggering set to channel
1

Test

1) Onthefirst power up after manufacturing. Monitor the quiescent current after power up, quiescent current
will be lessthan 30mA DC.

2) Using oscilloscope channd 1 set to 5 voltg/division, measure the coil voltage at E2. All measurements are
relative to DC ground. Measure are record the coil voltage and UUT current drain. @4.75V-16V — Voltage
will be 0 volts p-p and UUT current drain lessthan 20mA DC.

3) Cyclethe power off and then back on. This places UUT into standard operation.

4) Adjust oscilloscope channel 1 to 20 volts/division, measure and record the coil voltage on the UUT.
@4.75V-16V — Voltage will be greater than 40 volts p-p and UUT current drain less than 30mA DC.

5) Measure and record the following read distances:

Power Supply Voltage Read Distance
Minimum Nominal

4,75V 2.75" 3.00”

12v 2.75" 3.00”

16V 2.75" 3.00”
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PARAMETRIC TEST DATA SHEET

DATE:
SERIAL LOW POWER STANDARD CHECK READ CONFIG
NUMBER POWER DISTANCE OPTION
COIL ()] COIL M NORMAL METAL NUMBER
0 20 40 30 MODE 3.0 | BACKING
Vp-p mADC Vp-p mADC INCH 2.0INCH
© © © © © ©
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Appendix Il - HID PIC Assembly Source Code

chkkkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhhhhhhhhkhhhhhkhhhhhhhhhkhhkhhkhhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkx*x*x*%x
’

; PRQJECT ePr ox

; ROUTI NE H D_Reader

; FILE HI DREADX. ASM

;| NPUT maxsi ze byte: sets maxi mumsize of raw tag data in bytes
; (4x tag data stream output size)

; OUTPUT buffer array: data collection and manipul ati on area
; size byte: exits with size of decoded data streamin bytes
; read_stat byte: set of flag bits indicating status of tag read

; Qutput Format: data is packed so MSB of | owest address byte is first
; bit received (Manchester violation is zeroed out)

; buffer+0 buffer+1 buffer+2 buffer+3 buffer+4 buffer+5
; 0000CCCC CCOXXXXX XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX

; c = custoner code bit
; X = data bit

;. VARI ABLES:

; CONSTANTS See constant.inc for details

; Functions: controls exciter/receiver internal tiners and external hardware

; calibrates internal RC oscillator to external 500KHz cl ock reads FSK
; transponder data auto-detects frame size from2 to 7 data bl ocks,

; detects sync word, decodes Manchester data, and justifies data into
; buffer area

B R R X R

HI D_Reader:

B R R X
’

;**** clear status, turn reader power on, initialize timeout

ckkkkhkhkhkhkhkhkhkhkhhkhhkhkhkhkhkhkhkhhhhhkhhkhkhkhhhhhhhhhkhhhkhkhkhkhhkhhkhkhkhkhkhkhkhkhkhkkhkkkkkx*x*%
’

clrf read_st at
cal | Reader _On
cal | I ni t_Ti meout
clrf cust _code

H D_Loop:

B e R R X

;**** test for timeout, try to read a tag
;********************************************************************
btfsc READER OVERRUN_STATUS, OVF_FLAG

goto H D Quit

cal | WATCH_DOG

cal | Read_Tag

btfss read_stat, FSK

goto H D_Loop

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhhkhhkhkhkhhhhhhhhhhkhhhkhkhkhhkhhkhkhkhkhkhkhkhkhkhkkhkhkkkk*x*x*%
’

;**** | oad byte count, confirmtwo franes

B O R X
’

movl w  NOM NAL_BLOCKS* BLOCKSI Z* 2
addlw BLOCKSI Z

cal | Confirm Twi ce

btfss  STATUS, Z

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhhkhhhkhkhkhhhhhhhkhhhkhkhkhkhhhkhkhhkhkhkhkhkhkhkhkhxhkhkhkkkkx*x*%
’

;**** nismatch occurred - buffer data not two identical frames

B o R R X
’

goto H D_Loop

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhkhhhkhkhhkhkhhhhhkhhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkk*x*x*%
’

;**** found two matching frames - save franme size, turn reader off
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ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhhhhhhhhhkhhhhhhhhhhkhhkhkhhhkhkhhkhkhkhkhkhkhkhkhkhkhkhkkkkk*x*x*%x
’

movwf si ze
bsf read_stat, TWCE
cal | Reader O f

B R R X
’

; **** decode the buffer data

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhhkhhhhkhhkhkhkhkhhhhhhhhhhkhhkhkhkhkhhkhhkhkhkhkhkhkhkhkhkhkkhkkkkk*x*x*%
’

cal | WATCH_DOG
cal | Decode_Manchest er

B o O R R X
’

;¥*** prepare to rotate buffer 4x

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhkhhhkhkhhhhhhhhhhhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkhkkkk*x*x*%
’

movliw  0x04
movwf  tenp2

H D_Loop_fi xup:

B R R X

;¥*** Rotate right to match out put

ckkkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhhhhhhhkhkhkhhhhhhhhkhhhhkhkhhhhhhhkhkhkhkhkhkhkhkhkkkkkkk*x*x*%x
’

novf size, W

cal | Rot at e_Buf f er _Ri ght
decfsz tenp2, F

goto H D_Loop_fi xup

cal | Init_TMRL

return

H D Quit:

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhhkhhhhkhkhhhhhhhhhhhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhxhkhkkkkkx*x*%
’

;**** Trun reader off and clear reader status

B R R X
’

cal | Reader O f
clrf read_st at

cal | Init_TMRL
return

khkhkhkhkhkhkhkhkhkhkhhhhkhkhhhhkhhkhhkhhkhhhkhkhkhhhkhkhkhkhkhkhhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkkhkkkkxkxk*x*%x

**** End ROUTI NE

B e R X R
’

s hkkkhkhkhkhkhkhkhkhkhhkhkhhhkhkhkhkhkhkhkhhhkhhhhhhhkhkhkhkhhkhhhhhkhhhhhhkhkhkhkhkhhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkx*x*%x
’

; PROJECT ePr ox
; ROUTI NE Read_Tag
; FILE HI DREADX. ASM

; FUNCTI ON
;I NPUT

;. OQUTPUT
. VARI ABLES:
; CONSTANTS See constant.inc for details

B o R X R
’

Read_Tag:
IR R SR RS RS S SRS RS S SR RS RS R R RS RS R RS R R R R RS R R R EEEEREEEEEEERESEEEEEEESEESS
;**** Prepare to initialize the tag BUFFER, point to buffer beginning
;**** determine buffer area to initialize, initialize the fill data

B R R X
’

movlw  buffer

movwf  FSR

novlw  MAXBLOCKS* BLOCKSI Z* 2
movwf byt e_count

nmovlw  FI LLDATA

Read_d ear _Loop:

B e R R X

;***x fi]] buffer area with fill data

IR R SR RS RS S SRS RS S SR RS RS RS E R R R R RS R R R R R R R R R EEREEEEEEEREEEEEEEEEESS
movw | NDF

i ncf FSR, F

decfsz byte _count, F
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goto Read_d ear _Loop

B o R R X

;¥*** clear bit count, init byte count, init buffer ptr, clear bit
;********************************************************************
clrf bi t _count

nmovf maxsi ze, W

nmovwf byt e_count

movlw  buffer

movwf  FSR

bcf read_stat, FSK
clrf prev_tinme
clrf curr_tine

cal | I NI T_CCP

bsf T1CON, TMR1ON

Read_Tag_Loop:
FSK_Di scrim

B R R X

;¥**** (Clear both frequency bit counters
ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhhhhkhhkhhhhhhhhhhkhkhkhkhkhhhkhkhkhkhkhkhkhkhkhkhkhkkkkkxkk*x*x*%
clrf f1 count

clrf f0_count

FSK_Di scri m Loop:
FSK_ Wit _Low
FSK_ Wi t _Edge:

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhhhhhhhkhkhhhhhkhhhkhhkhhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkx*x*%
’

;**** check for tineout and poll for next positive edge

B R R X
’

btfsc READER OVERRUN_STATUS, OVF_FLAG
got o FSK_Di scri m Abort

btfss PIRL, CCPlIF

goto FSK Wi t _Edge

bcf Pl R1, CCP1I F

FSK_Edge:

ckkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhhhhhhhhkhkhhhhhhhhkhhhhkhkhhkhkhkhkhkhkhkhhkhkhkhkhkhkkhkkkkkx*x*%
’

;¥*** capture current time, calculate delta

B e R R X
’

novf CCPR1L, W
movwf  curr_tine
nmovf prev_time, W
subwf  curr_tinme, W
movwf  delta_t

nmovf curr_tinme, W
movwf prev_time

nmovf delta t, W

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhhkhhhhkhhhkhhhhhkhhkhhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhxhkhkhkkkk*x*x*%
’

;*¥*** gsubtract hi freg limt fromedge tinmer value and evaluate diff

B R X
’

subwf  t_short, W
btfsc STATUS, C

B e R X
’

;¥**x diff <= hi freq limt - must be hi freq

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhhkhkhhhkhkhkhhkhkhhhhkhhhkhhkhkhkhhhhkhkhkhkhkhkhkhkhkhhkhkkkkkx*x*%x
’

goto FSK_Hi _Freq

B R R X
’

;¥**x diff > hi freq limt - nay be lo freq - subtract lo freq limt
;¥*** fromtiner value and evaluate diff

B e e R X
’

nmovf delta_t, W
subwf  t_long, W
btfss STATUS, C

B o R X

;¥**x diff > 1o freq limt - nust be low freq
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ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhhhhhkhkhhhkhkhhhhhhhkhkhkhhkhkhhkhkhkhkhkhkhkhkhkhkhkkhkkkkkx*x*%x
’

goto FSK_Low_Fr eq

FSK _Transition:
ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhhhkhkhhhhkhkhhhhhhhhkhhkhhkhkhhhkhkhhhhkhkhkhkhkhkhkhkkkkkkxk*x*x*%
;¥**x diff <lo freqlimt and diff > hi freq limt - possibly a
;**** transition between the two frequencies - count both

ckkkkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhhhkhhhkhhhkhkhkhhhhhhhkhhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkhkkhkkkkkx*x*%
’

; DB2ON
i ncf f1 count,F
i ncf fO0_count, F

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhkhhhhkhkhkhhhkhhkhhhkhhkhhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkkhkhkkkkx*x*%x
’

;**** evaluate high freq bit count

B R X
’

nmovf f0_count, W
sublw 0x6
; DB2OFF

btfss  STATUS, Z
goto FSK_Trans_1
goto FSK_Hi _Done

FSK_Trans_1:

B R R X
’

;**** evaluate low freq bit count

ckkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhhkhhhkhkhkhkhhhhhhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkkkk*x*x*%
’

movf f1 count, W
sublw 0x5

btfss  STATUS, Z

goto FSK_Di scri m Loop
goto FSK_Low_Done

FSK_Low_Freq:

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhkhhkhhhhkhkhkhkhhhhhhkhhhhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkk*x*x*%
’

;¥**** service lo freq count, clear hi freq count, evaluate | o count

B R R R X

- DBION

clrf f0_count

i ncf fl count,F
nmovf f1 count, W
sublw 0x5

; DBLOFF

btfss  STATUS, Z
goto FSK_Di scri m Loop

FSK_Low_Done:

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhhkhhhhkhkhhkhkhhhhhhkhhkhkhkhhhkhkhkhkhkhkhkhkhkhkhkhkkhkkkkk*x*x*%
’

;¥*** store a 1 in buff

B e R R X

* DBAON

bsf STATUS, C

rilf I NDF, F

bsf read_stat, FSK
; DB4OFF

goto Read_Tag A

FSK_Di scri m Abort:

B R R X
’

;**¥** Timeout while acquiring bits

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhhkhhkhkhkhhkhkhkhkhkhhkhkhhkhhhhkhkhkhkhhkhhkhkhkhkhkhkhkhkhkhkhkhkhkkkkx*x*%x
’

bcf read_stat, FSK
goto Read_Tag_A

FSK_Hi _Freq:

B e R R X
’

;**** service hi freq count, clear lo freq count, evaluate hi count

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhhkhhkhhhkhkhkhkhkhhhhhkhhhkhkhkhkhkhhkhkhhkhkhkhkhkhkhkhkhkkhkkkkk*x*x*%

- DBOON

clrf f1 count
i ncf fO_count, F
nmovf fO0_count, W
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sublw 0x6

; DBOOFF

btfss  STATUS, Z

goto FSK_Di scri m Loop

FSK_Hi _Done:

B o R R X
’

;*¥*** store a 0 in buff

chkkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhhkhhhhhkhkhhhhhhhhkhhhhkhkhhhhhkhhkhkhkhkhkhkhkhkhhkhkhkkkkx*x*%

- DB3ON

bcf STATUS, C
rlf | NDF, F
bsf read_stat, FSK

, DB3OFF

Read_Tag_A:
;junp back point for FSK_Discrim bl ock

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhkhhhkhhhkhkhhhhhhhhkhkhkhkhkhkhkhhkhkhkhhkhkhkhkhkhkhkhkhkhkkhkkxkkkx*x*%
’

;¥*** evaluate FSK bit in read status

B o R R X
’

btfss read_stat, FSK

B e R R X
’

;**** ESK bit is clear - abort - nust be an error

RS S RS RS E SRS RS S SR RS RS RS R RS R R R RS R R R R R R R R R R EEREEEEEEERESEEEEEEESEES]
; need to evaluate this FSK bit in nore detail

goto Read_Tag_Abort

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhhhhkhkhkhhhkhhhhhkhhhhkhkhkhkhhhhkhkhkhkhkhkhkhkhkhkkkkkkk*x*x*%
’

;**** ESK bit is set-service bit count-check for byte full

B R R R X
’

i ncf bit_count, F
btfss bit_count,3

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhhhkhkhhhkhkhkhhhkhhhhhhhhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkkkkkkk*x*x*%
’

;¥*** pyte not full - go back for nore bits

B R R X
’

goto Read_Tag_Loop

B O R R X
’

;*¥*** pyte is full - nove ptr to next byte, clear bit count
ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhkhhhkhkhhhkhhhhhkhhhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkkx*x*%
i ncf FSR, F

clrf bi t _count

Read_Tag_1:

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhhhkhhhkhkhkhhhkhhhhkhhhhkhkhhhhkhkhkhkhkhkhkhkhkhkhkhkkhkkkkk*x*x*%x
’

;**** gservice byte count and determine if buffer full or not

B R R X
’

decfsz byte _count, F
EEEEEEEEEEEEEEEEEEEEE RS EEEEEEEEEEEEEEEEEEE RS EEEEEEEREEEEEE RS EEEEEE SRS
;**** puffer not full - go back for nore

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhkhhkhkhkhkhkhkhhhhhhhhhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkkkkk*x*x*%
’

goto Read_Tag_Loop

B R R X
’

;¥***% puffer is full - ALL done - set FSK bit in read status & return
R SR RS RS S SRS RS S SR RS RS R R R R R R RS R R R R R R R R EEREEEEEEERESEEEEEEESEES]
bsf read_stat, FSK

return

Read_Tag_Abort:

R SR RS RS S E SRS RS S SR RS RS R R R R R RS R R R R R RS R R R R EEREEEEEEEREEEEEEEESEES]
;**** timeout or error - clear FSK bit in read status & return

B e R R X
’

bcf read_stat, FSK
return

B R R X R
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; PROJECT ePr ox

; ROUTI NE Decode_Manchest er
; FILE HI DREADX. ASM

; FUNCTI ON

;| NPUT

;. OUTPUT
. VARI ABLES:
; CONSTANTS See constant.inc for details

B o R X R
’

;inputs: buffer: buffered FSK data (Manchester coded)
; si ze: max size of FSK ProxCard data in bytes
;out put s: buffer: buffered data (decoded)

; si ze: size of decoded card nessage in bytes
; read_stat, COHERENT set if tag passes sync and manchester tests

Decode_Manchester:

B R R X
’
Ckk ok ok

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhhhhkhkhhhkhhhhhhkhhhkhkhhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkkkxkk*x*x*%
’

moviw 8
movwf bi t _count
Decode_Sync_Loop: ;find first sync word

ckkkkhkhkhkhkhkhkhkhkhkhhkhkhhkhkhkhkhkhkhkhhkhhhkhkhkhhkhhkhkhhhkhhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkkkkkx*x*%
’

s kk k%

’

B R R X
’

nmovf size, W
nmovwf byt e_count
movlw  buffer
movw FSR
Decode_Sync_1:

B e R R X
’

sk k k%

’

ckkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhkhhhhhkhkhhhhhhhhkhhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkkhkkkkkx*x*%
’

nmovf | NDF, W ;test all bytes for SYNC
sublw SYNC _PATTERN
btfsc  STATUS, Z
goto Decode_Justify
i ncf FSR, F
decfsz byte_count, F
goto Decode_Sync_1
nmovf size, W ;get size of twice-confirned data
cal | Rot at e_Buffer_Left ;rotate buffer 1 bit to left
decfsz bit_count,F
goto Decode_Sync_Loop
goto Decode_Fai |
; Sync_pattern i s now on a byte boundary
; FSR points to SYNC word
; byte_count is size - (FSR-buffer) = (nunber of bytes
; to end of first buffered tag) including SYNC

Decode_Justi fy:

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhkhhhkhkhkhkhhhhhkhkhhkhkhkhkhkhkhhkhkhhkhkhkhkhkhkhkhkhkhkhkkkkk*x*x*%
’
Ckk ok ok

B o R R X
’

movlw  buffer ;Justify data to beginning of (second half of) buffer.
addwf  size, W ;
movwf  tenp2 ; destination pointer

B e R X
’

sk k k%

’

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhhhhhkhhhkhkhkhkhkhhhhhkhhhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkkhkhkkkk*x*x*%x
’

nmovf FSR, W
movwf  tenpl ;source pointer (points to location of word after sync word)
i ncf tenpl, F

B e R R X
’
Ckk ok ok

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhhkhkhkhhkhkhhkhhhhhhkhkhhhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkhkkkkk*x*x*%
’
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decfsz byte _count, F ; by checking left-over byte_count fromsync search

goto Decode_Just _0
movlw  buffer
movwf  tenpl

Decode_Just _0O:

B R R X
’

sk k k%
’

chkkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhhkhhhhhkhkhhhhhhhhkhhhhkhkhhhhhkhhkhkhkhkhkhkhkhkhhkhkhkkkkx*x*%
’

nmovf size, W
movwf  tenp3 ;initialize counter
Decode_Just _1: ; BEG N LOOP

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhkhhkhkhkhhhhkhhhhkhhkhhkhkhhkhkhkhkhhkhkhkhkhkhkhkhkhkkhkhkkkk*x*x*%
’
Ckk ok ok

B R R X
’

nmovf tenpl, W ; get source byte
movwf  FSR

nmovf I NDF, W

movwf  tenp4 ; save somewhere

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhhhkhhkhhkhkhkhhhhhhhhkhkhhhkhkhkhkhkhkhhhkhkhkhkhkhkhkhkhkhkhkkkkk*x*x*%
’

Ckk ok ok

’

B R R X
’

nmovf tenp2, W

movwf  FSR
nmovf temp4d, W
movwf | NDF ; put in destination

ckkkkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhhhkhhhhhkhkhhhhkhhhhkhkhkhhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkkhkhkkkk*x*x*%
’
Ckk ok ok

’
B R R X
’

i ncf templ, F ; i ncrenent source pointer
decfsz byte_count, F ;
goto Decode_Just_2 ; (wrap pointer around end of tag data)

movlw  buffer
movwf  tenpl

Decode_Just _2:
IR SRR EEEEEREEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE ST SRR RS EEEEEE SRS
;
sk kk ok

ckkkkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhhkhkhhkhhhhhhkhkhhhhkhhhhhhkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhxkhkkkkk*x*x*%
’

i ncf tenp2, F ; i ncrenment destination pointer
decfsz tenp3, F
goto Decode_Just _1 ; END LOCP
; Test for "snall tags' which fit nultiple copies into 'size'

Decode_Test _Snal | :

B R R X
ckk kK

’
ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhhhhhkhkhhhhhhhhhkhhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkkhkhkhkhkkkkx*x*%
’

nmovf size, W ;size of tag data area to seek snaller frames
movwf  tenp6 ; (save offset of beginning of second frane)
cal | ConfirmTwi ce ;outputs size of smaller tag if found

btfss  STATUS, Z
got o Decode_Lar ge

Decode_Smal | :

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhhkhkhhkhhkhhhhkhhhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkk*x*x*%
’

ckk k%

’

B O R R X
’

movwf  size ;store new found size of (smaller) tag

Decode_Lar ge:
Decode_Pack:

B R R X
kk k%

’
ckkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhhhhkhkhhhkhkhhhhhkhhhhhkhhhkhhkhhhhkhkhkhkhkhkhkhkhkhkkhkkkkk*x*x*%
’

movlw  buffer ; Decode justified Manchester to begi nning of buffer
addwf  tenp6, W ;tenpl=source pointer, at beginning of second frane
movwf  tenpl
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addwf  size, W ;replace SYNC (at end of second frane) w 'nanchester zero'
movw FSR

decf FSR, F ;

movl w  0x55

movwf | NDF

B R X
’

sk k kK
’

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhhhhhkhkhkhhhhhhhhkhhhhkhkhkhkhkhhhkhkhkhkhkhkhkhkhkhkkhkhkkkk*x*x*%
’

movlw  buffer ; tenp2=desti nati on pointer
movwf  tenp2

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhkhhhhkhkhkhhhkhhkhhhkhhkhhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhkhkkhkhkkkkx*x*%x
’

sk kkk

’

B R R X
’

rrf size, W ;size of decoded data = 1/2 size Manchester encoded data
andlw Ox7F

nmovwf byt e_count

movw si ze

Decode_Pack_Loop

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhhhhhhhkhkhkhkhhhhhhhkhhhkhkhkhkhkhkhhhkhkhkhkhkhkhkhkhkhkhkhkkkkkx*x*x*%
’

Ckk ok ok

’

B R R X
’

nmovf tenpl, W ;get data byte from source area
movwf  FSR

nmovf | NDF, W

movwf  tenp3 ;get first data byte

i ncf FSR, F

novf I NDF, W

movwf  tenp4 ;get second data byte

i ncf FSR, W

movwf  tenpl ; save pointer

clrf t enp5
clrf t enp6
bef STATUS, C

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhhkhhkhhhhhkhhhkhhhhhkhhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkkx*x*%
’

sk k k%

’

B R R X
’

rlf temp3, F ;split odd data byte odd bit-weights even bit-weights
rlf tenp5, F
rlf tenp3, F
rlf temp6, F

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhhkhhhkhkhkhkhhhhhhkhhhkhkhkhhkhkhkhhhkhkhkhkhkhkhkhkhxkkkkkk*x*x*%
’

sk k k%

’

B R R X
’

rlf temp3, F
rlf tenp5, F
rlf tenp3, F
rlf temp6, F

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhhhhkhkhkhhhhhhhhhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkhkkkkx*x*x
’

sk k k%

’

B e R R X
’

rlf temp3, F
rlf temp5, F
rlf tenp3, F
rlf tenp6, F

B R R X
’

sk k kK

’

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhhhhkhkhhkhkhkhhhkhhhhhhhkhkhkhkhhkhhkhkhhkhkhkhkhkhkhkhkhkkhkkkkk*x*x*%
’

rlf temp3, F
rlf temp5, F
rlf tenp3, F
rlf tenp6, F

B R R X
’

sk k kK
’
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ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhhhhhhhhhkhhhhhhhhhhkhhkhkhhhkhkhhkhkhkhkhkhkhkhkhkhkhkhkkkkk*x*x*%x
’

rlf temp4, F ;split second data byte odd bit-weights even bit-weights
rlf temp5, F
rlf tenp4, F
rlf tenp6, F

B O R R X
’

ckk k%
’

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhkhhhkhhkhhhhkhkhhhhhhhhkhhhhhkhhhkhkhkhkhkhkhkhkhkhkhkhkkkkx*x*%x
’

rlf tenp4, F
rlf temp5, F
rlf temp4, F
rlf tenp6, F

B o e R X
Ckk ok ok
’

ckkkkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhhkhhkhkhhhkhkhhhhhhhhhhhhkhkhkhhkhkhhhkhkhkhkhkhkhkhkhkkkkkkkx*x*%x
’

rlf tenp4, F
rlf temp5, F
rlf temp4, F
rlf tenp6, F

B e R R X
’
Ckk ok ok

ckkkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhhkhhkhkhhhkhkhhhhhhhhkhkhhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkhhkhkkkkkx*x*%x
’

rlf tenp4, F
rlf temp5, F
rlf temp4, F
rlf tenp6, F

B R R R X
’
Ckk ok ok

B R R X
’

conf tenp6, W

xorwf  tenmp5, W ; |f Manchester OK, tenp5 = conpl enent tenpb6
btfss STATUS, Z

got o Decode_Fai |

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhkhhhhkhkhhhhhhhhkhkhhhkhkhhkhhkhhkhkhkhkhkhkhkhkhkhkhkhkkkkkx*x*%
’

Ckk ok ok

’

B R R X
’

novf tenp2, W ;store data byte
movwf  FSR

nmovf temp5, W

movwf | NDF

i ncf tenp2, F
decfsz byte _count, F
goto Decode_Pack_Loop

Decode_Success:

ckkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhhkhhkhhkhkhkhkhhkhhhhkhhhhkhkhkhkhhkhhkhkhkhkhkhkhkhkhkhkhkhkkkkkx*x*%
’

* ok ok Kk

B e R R X
’

bsf read_st at , COHERENT
return
Decode_Fai | :

EE e

* ok ok Kk

ckkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhhhkhhhkhkhkhkhkhkhkhhhkhhkhkhkhkhhkhhkhhkhkhkhkhkhkhkhkhkhkkhkkkkkkx*x*%
’

bcf read_st at , COHERENT
return

B R R X R
’

**** End ROUTI NE

khkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhkhkhkhkhhhhhhhkhhhhkhkhkhkhkhkhhkhhkhkhkhhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkhkhkhkhkkkkkxkxk*x*%x
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